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System Identifier Exempt System Name Federal Register Citation 



1 


AAFES 0207.02 


Customer Comments, Inquiries, and Direct Line Files 


August y, i yyo 


fit ■CT) A\ cn'^ 

01 rK 41 J /Z 


2 


AAFES 0401.04 


Official Personnel Folders and General Personnel Files 


August y, lyyo 


ol rK 41 J /3 


3 


AAFES 0403.01 


Application for Employment Files 


August y, lyyo 


01 rK 4iD /4 


4 


AAFES 0403. 11 


Personnel Departure Clearance Records 


August y , 1 yyo 


01 rK *tlD /D 


5 


A A r'T^C^ f\ A i\ A i\t 

AAFES 0404.01 


Incentive Awards Case Files 


August y, lyyo 


/II CD A 1 ^7< 

ol rK 41 J /j 


6 


AAFES 0405.03 


Personnel Appeals and Grievances 


August y, lyyo 


01 rK 41 J /O 


7 


AAFES 0405.11 


Individual Health Records 


August y, lyyo 


ri CD >11 C77 

01 rK 41D / / 


8 


AAFES 0408.14 


Tuition Assistance Case Files 


August y, lyyo 


Ct JTO A 1 C70 

ol rK 41j /o 


9 


AAFES 0408.17 


HPP Employee Upward Mobility Program Files 


A amain* C\ 1 AAiC 

August y, lyyo 


01 rK 413 /o 


10 


AAFES 0409.01 


AAFES Accident/Incident Report 


August y, I yyo 


iCI CD >i 1 <:7Q 

Ol rK4l3 /y 


11 


AAFES 0410.01 


Employee Travel Files 


August y, lyyo 


ici CD A 1 con 
ol rK41joU 


12 


AAFES 0505.02 


Biographical Files 


August y, lyyo 


C 1 CD yl 1 C0 1 

ol rK4156l 


13 


AAFES 0602.04a 


Litigation Initiated by AAFES 


August y, lyyo 


1 CD /I 1 C 0 1 

ol rK41jol 


14 


AAFES 0602.04b 


Claims and/or Litigation Against AAFES 


A •main*' C\ 1 OOiC 

August y, lyyo 


01 rK 41 JoZ 


15 


AAFES 0604.02 


Unfair Labor Practice Claim/Charges Files 


August y, 1 yyo 


CU Al ^ft^i 
01 rK 4ID0J 


16 


AAFES 0607.01 


Confidential Financial Disclosure Report 


August y, 1 yyo 


XI CD /f 1 ^QA 

ol rK 4lDo4 


17 


AAFES 0702.22 


Check-Cashing Privilege Files 


August y, lyyo 


/1 1 CD A \ CQZ 

ol rK 415o3 


18 


AAFES 0702.23 


Dishonored Check Files 


August y, lyyo 


/CI CD /! 1 <0/C 

ol rK 41 j<)0 


19 


AAFES 0702.34 


Accounts Receivable Files 


August y, lyyo 


/C 1 CD A 1 C07 

ol rK41jo/ 


20 


AAFES 0702.43 


Travel Advance Files 


August y, lyyo 


/C 1 CD A 1 COO 

ol rK415oo 


21 


AAFES 0703.07 


AAFES Employee Pay System Records 


A aa«»aanf (\ 1 OOiC 

August y, lyyo 


£.■% CD ill coo 
01 rK 41Doo 


22 


AAFES 0903.06 


Personnel Management Information System 


August y, lyyo 


£. 1 CD yl 1 COO 

ol rK415<>y 


23 


AAFES 1203.03 


Appointment of Contracting Officers 


A aanaan*' O 1 OfliC 

August y, lyyt) 


/i\ cn A 1 con 

01 rK 41 jyu 


24 


A A ■ '1 'O 1 ei\A 

AAFES 1504.03 


Persona] Property Movement and Storage Files 


August y, lyyo 


01 rK 41 jyi 


25 


AAFES 1609.02 


AAFES Customer Service 


August y, lyyo 


a 1 CD A 1 CQ7 

ol rK415yz 


26 


AAFES 1609.03 


AAFES Catalog System 


August y, lyyo 


a 1 CD y1 1 COI 

ol rK 41 jyj 


27 


AAFES 1703.03 


Personnel Security Clearance Case Files 


August y, 1 yyo 


A 1 CD A 1 C04 

01 rK 41 jy4 


28 


AOOOIDAMI 


Controlled Accountable Document Inventory System 


rCDruary zz, lyyj 


CC CD 1 (\CnA 
JO rK 1UUZ4 


29 


AOOOIDAPE 


Personnel Locator/Organizational Roster/Telephone Directory 


reDruary zz, lyyj 


CO CD 1 r^noc 
JO rK iuuzj 


30 


AOOO 1 DAPE-ARI 


Professional Staff Information File 


reoruary zz, lyyj 


CO CD 1 007C 
JO rK IUUZj 


31 


A l\t\f\ 1 O A TO 

AOOOISAIS 


Carpool Information/Registration System 


Ttil*/ 1 00*2 

July z/, lyyj 


CO CD 4ni 1 ^ 
JO rK 4UI 1 J 


32 


AOOO 1-20S ALL 


Congressional Inquiry File 


reoruary zz, lyyj 


CO CP inn77 
JO rK luuz / 


33 


AOOOlaTAPC 


Office Visitor/Commercial Solicitor Files 


'CAWmos.ir OO 1 OO'? 

reoruary zz, lyyj 


CO CD 1 0077 

JO rK luuz / 


34 


AOOOloTAPC 


Unit Administrative Military Personnel Records 


reoruary zz, lyyi 


CO CD 1 0070 

JO rK lUUzo 


35 


A0015-2-2CE 


Violation Warning Files 


reoruary zz, lyyi 


C 0 CD 1 007 0 

JO rK lUUzo 


36 


A0015-34ARPC 


Army Civilian/Military Service Review Board 


reDruary i, lyyo 


ii\ CD 7/CQO 

ol rK iooU 




A (\C\ 1 < 1 8nC17V/rD 

AUU 1 D-l oUarMK 


Army Council of Review Boards 




JO riv iwjv 


38 


A0015-185SFMR 


Correction of Military Records Cases 


February 22, 1993 


58 FR 10030 


39 


A0020-laSAIG 


Inspector General Investigation Files 


February 22, 1993 


58 FR 10031 


40 


A0020-lbSAIG 


Inspector General Action Request/Assistance Files 


August 3, 1993 


58 FR 41250 


41 


A0025-55SAIS 


Request for Information Files 


August 3, 1993 


58 FR 41250 


42 


A0025-6USASC 


Military Affiliate Radio System 


March 4, 1997 


62 FR 9757 


43 


A0027DAJA 


Civil Process Case Files 


February 1, 1996 


61 FR3681 


44 


A0027-1DAJA 


General Legal Files 


August 3, 1993 


58 FR 41253 


45 


A0027-3DAJA 


Legal Assistance Files 


August 3, 1993 


58 FR 41253 



Questions regarding the Department of the Army's Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division, 
U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343. 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505. 
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46 


A A ATT 1 l-TV A 1 A 

AU027-lkUAJA 


Judge Advocate General Professional Conduct Files 


January 12, 1993 


Do rR 3936 


4/ 


AUUZ / - J o Ar M 


Pecuniary Charge Appeal Files 


T^AKi^mwr '^O 1 AO'S 

reDruary 22, iyy3 


CO CP 1 AAOO 

JO rK iUU32 


A O 

48 


AU027- 1 UaUAJ A 


Prosecutorial Files 


rebruary 22, 1993 


CO CO 1 AATO 

58 rK 10032 


4y 


AUUz /- 1 UdUAJ A 


Courts-Martial Files 


rebruary 22, iyy3 


5© rK 10033 


du 


AUUZ / -lUCLlAJA 


Witness Appearance Files 


rebruary l, lyyb 


ol rK 3D2S2 


51 


AUUz /-zUaUAJ A 


U.S. Army Claims Service Management Information System 


rebruary 22, lyy3 


CO CD 1 AAI/I 

Do rK 10034 


52 


A AAT7 '^AUTA A I A 

AUU27-2UDUAJA 


Tort Claim Files 


rebruary 1, 1996 


/It CD "^iCOO 

61 rK 36o2 


JJ 


AUUZ / -2UCLIAJ A 


Army Property Claim Files 


rebruary 22, iyy3 


CO CD 1 AA1/; 

Do rK 10036 


54 


AUUz /-zUdLlAJA 


Medical Expense Claim Files 


rebruary 22, lyyj 


CO CD 1 AAIO 

Do rK 1003/ 


55 


A0027-40CE 


Corps of Engineers Case Management Information Files 


September 19, 1994 


59 FR 47843 


DO 


AUU2 / -4ULIAJ A 


Litigation Case Files 


rebruary i, ivy 6 


61 rK 3683 


57 


A AAOT CAT^ A Y A 

A0027-50UAJA 


Foreign Jurisdiction Case Files 


February 22, 1993 


C 0 CD 1 AAO 0 

58 FR 10038 


58 


A AATT £t\^T\ ATA 

A0027-60aDAJA 


Patent, Copyright, Trademark, and Proprietary Data Files 


r>_t ^ ^ 1 AAO 

February 22, 1993 


CO CD 1 AAOO 

58 rR 10039 


5y 


AAA'^T iCAt«r\ A I A 

A0U27-6udUAJA 


Patent, Copyright, and Data License Proffers, Infringement Claims, and Litigation Files 


rebruary 22, 1993 


CO CD lAAylA 

58 rK 10040 


£.f\ 

oU 


AUUiUAMC 


Food Taste Test Panel Files 


rebruary 1, iyy6 


ill CD "yCQA 

61 rK 3684 


51 


AuU J 7-1 U Ar h 


Resource Management and Cost Accounting Files 


rebruary 22, iyy3 


CO CD 1 AAyl 1 

58 rK 10041 


62 


AUu37-2-lCb 


Corps of Engineers Management Information System Files 


rebruary 22, 1993 


CO CD 1 AO/IO 

58 rK 10042 


63 


A A AT 1 1 AT ««C" A T** M 

Au03 7-103 ab AFM 


Contractor Indebtedness Files 


February 22, 1993 


58 rK 10042 


o4 


AUU37-1U3D oArM 


Subsidiary Ledger Files (Accounts Receivable) 


ITAUMmAMt oo 1 AA1 

rebruary 22, 1993 


CO CD 1 AA/1 1 

58 rK 10043 


o5 


AUU3 /-1U3C oArM 


Validation Files 


rebruary 22, 1993 


CO CD 1 f\f\A A 

58 rK 10044 


cc 
oo 


A A An if\'yA C A'CXA 

AUU37-lU3a ^ArM 


Conversion Files 


rebruary 22, 1993 


CO CD 1 AA/i A 

58 rK 10044 


o7 


A A ATT 1 Al A C A if 

AU037-lU3e aArM 


Disbursing Office Establishment and Appointment Files 


oo 1 OOO 

rebruary 22, 1993 


CO CD 1 f\f\A C 

58 rK 10045 


68 


A0037-104-la SAFM 


Joint Uniform Military Pay System-Army-Retired Pay 


February 22, 1993 


CO Cn lAAvIC 

58 FR 10045 


oy 


AU037-1U4-1D aArM 


Debt Management System 


rebruary 22, 1993 


CO CD 1 f\f\A£. 

58 rK 10046 


/U 


AUU3 /-lU4-i LIAoO 


Health Professions Scholarship Program 


Eakmonr OO 1 0A'S 

rebmary 22, 1993 


CO CD 1 AAyl'7 

58 rK 1004/ 


71 


A0U37-104-3 UaMA 


USMA Cadet Account System 


CaUm.om. 00 1AAO 

February 22, 1993 


CO CD 1 AAylO 

58 rK 10048 


11 


AAA'JT 1AA InCACXyf 

AUU3 /-lU4-3a oAr M 


Military Pay System-Active Army (Manual) 


EAU«i<««nr 00 1AA1 

rebruary 22, 1993 


CO CD 1 AA>IO 

58 rK 10048 


73 


AuU37-lU4-3D oArM 


Joint Uniiorm Military Fay bystem-Active Army (JUMrS-Jab) 


rebruary 22, 1993 


CO CD 1 AAyin 

58 rK 10049 


74 


A A ATT 1 A /I C} A T7\if 

A0037-104-3C SArM 


Joint Uniform Military Pay System-Reserve Components-Army 


TToWMin^r 00 1000 

rebruary 22, 1993 


CO CD 1 AACA 

58 rK 10050 


75 


A AAOT 1 AC«« CAT?Xjf 

A0U37-105a SArM 


Civilian Employee Pay System 


TT^Un.n^. 00 1000 

rebruary 22, 1993 


CO CD 1 AAC 1 

58 rK 10051 


76 


A AAn 1 ACU C A ITXif 

AUU37-lU5b SArM 


Military and Civilian Waiver Files 


rebruary 22, 1993 


CO CD 1 AACO 

58 rK 10052 


11 


A AATT 1 AC/« C A TTXiT 

AUu37-lU5c ISArM 


Bankruptcy Processing Files 


ir^u^.n^F 00 1 ooo 

rebruary 22, 1993 


CO CD 1 AACO 

58 rK 10052 


no 
7o 


A AAT 1 1 AT ^ C A ITX 4 

Au037-107a SArM 


Absentee Apprehension/Reward/Expenses Payment System 


T7^l^^,^^, 00 1000 

rebruary 22, 1993 


CO CD 1 AACO 

58 rK 10053 


/y 


A AAn 1 A^U C A CXjT 

AUU37-107D bArM 


Travel Payment System 


TT^Ua-ioMt 00 1000 

rebruary 22, 1993 


CO CD 1 AACO 

58 rK 10053 




AAA'3'7 1 AO /^C 

AUU3 /-lUo Ub 


Corps 01 bngmeers Debt Collection System 


rebruary 22, 1993 


CO CD 1 AACil 

58 rK 10054 


ol 


AU03 7-202 5>ArM 


FHA Mortgage Payment Insurance Files 


rebruary 22, 1993 


CO CD 1 AACC 

58 rK 10055 




/VUU*tU JL//\.iJvJ 


IViCUlCol FdWllliy /YUnilillbuaUUn IxCLUrUa 


Pf^hnifirv 97 lOQ*) 
rcpruary a.^, 1773 


JO riv luujD 


83 


A0040-1 DASG 


Professional Consultant Control Files 


February 22, 1993 


58 FR 10056 


84 


A0040-1 HSC 


Professional Personnel Information File 


February 22, 1993 


58 FR 10057 


85 


A0040-3aDASG 


Medical Review Files 


February 22, 1993 


58 FR 10058 


86 


A0040-3b DASG 


Medical Evaluation Files 


February 22, 1993 


58 FR 10058 


87 


A0040-3C DASG 


Medical Regulating Files 


February 22, 1993 


58 FR 10059 


88 


A0040.5 DASG 


Occupational Health Records 


February 22, 1993 


58 FR 10060 


89 


A0040-14 DASG 


Radiation Exposure Records 


February 22, 1993 


58 FR 10060 


90 


A0040.31aDASG 


Pathology Consultation Record Files 


February 22, 1993 


58 FR 10061 



Questions regarding the Department of the Army's Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division, 
U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343, 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505. 
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91 


A0040-31b DASG 




Research and Experimental Case Files 


February 22, 1993 


58 FR 10062 


92 


A0040-57aDASG 




DoD DNA Registry 


June 14, 1995 


60 FR 31287 


93 


A t\i\Af\ Z'Z'— A 

A0040-66a DASG 




Medical Staff Credentials Files 


April 28, 1993 


58 FR 25813 


94 


AQu40-66d DASG 




Health Care and Medical Treatment Record System 


July 28, 1994 


59 FR 38440 


95 


A0040-400 DASG 




Entrance Medical Examination Files 


February 22, 1993 


58 FR 10065 


96 


A0u40-407 DASG 




Army Community Health Nursing Records - Family Records 


February 22, 1993 


58 FR 10065 


97 


A0040-905 DASG 




Privately Owned Animal Record Files 


April 28, 1993 


58 FR 25814 


98 


A0055-71 SAFM 




Household Goods Shipment Excess Cost Collection Files 


February 22, 1993 


58 FR 10066 


99 


A0055-355 MTMC 




Personal Property Movement and Storage 


February 1, 1996 


61 FR 3685 


100 


A0055-355a DALO 




Local Transportation Authorization and Use Files 


February 22, 1993 


58 FR 10068 


101 


A0055-355b DALO 




Individual Travel Files 


February 22, 1993 


58 FR 10068 


102 


A0056-9 TRADOC 




Marine Qualification Records 


February 1, 1996 


61 FR3686 


103 


A0060-20 DAMO 




Ration Control/Blackmarket Monitoring Files 


February 22, 1993 


58 FR 10069 


104 


A0065 TAPC 




Postal and Mail Service System 


February 22, 1993 


58 FR 10070 


105 


A0070 AMC 




Resumes for Non-Government Technical Personnel 


February 22, 1993 


58 FR 10070 


106 


A0070-16 DASG 




Immunity Booster Files 


February 22, 1993 


58 FR 10071 


107 


A0070-25 DASG 




Research Volunteer Registry 


February 22, 1993 


58 FR 10072 


108 


A AA^A A e ¥A A C</~^ 

A0070-45 DASG 




Sandfly Fever Files 


February 22, 1993 


58 FR 10073 


109 


A0095-1 TRADOC 




Individual Flight Records Folder 


February 1, 1996 


61 FR3687 


110 


A0095-2d TRADOC-ATC 




Air Traffic Controller Records/Maintenance Technician Records 


February 1, 1996 


61 FR 3688 


111 


A A 1 il A ATA 

AO 140 DAJA 




JAGC Reserve Components Officer Personnel Records 


February 22, 1993 


58 FR 10074 


1 12 


A A 1 A f 1 TO A T^/^/^ 

A0145-1 TRADOC 




Army Reserve Officers' Training Corps Gold QUEST Referral System 


February 2, 1996 


61 FR3914 


113 


AO 145- la TRADOC-ROTC 




ROTC Applicant/Member Records 


February 1, 1996 


61 FR 3689 


114 


AO 145- lb TRADOC-ROTC 




ROTC Financial Assistance (Scholarship) Application File 


February 2, 1996 


61 FR3913 


1 15 


A A 1 A f 1T> A T>/^/^ 

AO 145-2 TRADOC 




Junior ROTC/NDCC Instructor Files 


February 2, 1996 


61 FR3914 


116 


AO 165- la DACH 




Baptism, Marriage, and Funeral Files 


February 22, 1993 


58 FR 10078 


117 


A0165-lb DACH 




Chaplain Privileged Counseling/Interview Communication Cases 


February 22, 1993 


58 FR 10078 


118 


A0165-1C DACH 




Religious Census, Education, and Registration Files 


February 22, 1993 


58 FR 10079 


119 


AA10A C rAA*A/^ 

AO 190-5 DAMO 


E 


Vehicle Registration System (VRS) 


February 22, 1993 


58 FR 10079 


120 


A A 1 OA A 1~\ A A A/~\ 

AO 190-9 DAMO 


E 


Absentee Case Files 


February 22, 1993 


58 FR 10080 


121 


A A 1 AA 11 /~»T^C/~» 

AO 190- 13 CFSC 




Security Badge/Identification Card Files 


February 22, 1993 


58 FR 10081 


122 


A A 1 AA 1 A TA A X A/~i 

AO 190- 14 DAMO 


E 


Registration and Permit Files 


February 22, 1993 


58 FR 10082 


123 


AO 190-30 DAMO 


E 


Military Police Investigator Certification Files 


February 22, 1993 


58 FR 10082 


124 


A A 1 AA A A r\ A A t/~\ 

AO 190-40 DAMO 


E 


Serious Incident Reporting Files 


February 22, 1993 


58 FR 10083 


123 


AO 190-45 DAMO 


E 


Offense Reporting System (ORS) 


February 22, 1993 


58 FR 10084 


126 


A A 1 AA A «V TN A A 

AO 190-47 DAMO 


E 


Correctional Reporting System (CRS) 


February 22, 1993 


58 FR 10085 


127 


A A 1 A^ _ T Tfi A /^¥TA/^ 

A0195-2a USACIDC 


E 


Source Register 


February 22, 1993 


58 FR 10086 


128 


A A t A^ T TO A /^¥rv/^ 

A0195-2b USACIDC 


E 


Criminal Investigation and Crime Laboratory Files 


February 22, 1993 


58 FR 10087 








U.S. Army Criminal Investigation Fund Vouchers 


February 22, 1993 


58 FR 10088 


130 


A0195-6 USACIDC 


E 


Criminal Investigation Accreditation and Polygraph Examiner Evaluation Files 


February 22, 1993 


58 FR 10088 


131 


A0210-7aCFSC 




Vendor Misconduct/Fraud/Mismanagement Information Exchange Program 


February 22, 1993 


58 FR 10089 


132 


A0210-7b CFSC 




Commercial Solicitation Ban Lists 


February 22, 1993 


58 FR 10090 


133 


A0210-7 DAMO 


E 


Expelled or Barred Person Files 


February 22, 1993 


58 FR 10091 


134 


A0210-10TAPC 




Departure Clearance Files 


February 22, 1993 


58 FR 10091 


135 


A02 10-50 CE 




Army Housing Operations Management System 


February 22, 1993 


58 FR 10092 



Questions regarding the Department of the Army's Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division, 
U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343. 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505. 
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136 


A02 10-60 SAFM 




Check Cashing Privilege Files 


February 22, 1993 


58 FR 10092 


137 


A021U-130 DALO 




Laundry and Dry Cleaning Accounting Files 


February 22, 1993 


58 FR 10093 


138 


A0210-190 TAPC 




Individual Gravesite Reservation Files 


February 2, 1996 


61 FR 3915 


139 


A A"^ 1 r /^'T'O/^ 

A02 1 5 CFSC 




General Morale, Welfare, Recreation and Entertainment Records 


February 22, 1993 


58 FR 10094 


140 


A0215-1 CFSC 




Non- Appropriated Fund Employee Insurance and Retirement Files 


February 22, 1993 


58 FR 10095 


141 


A0215-la SArM 




Non- Appropriated Funds Central Payroll System (NAFCPS) 


February 22, 1993 


58 FR 10095 


142 


A A*^ 1 e 1 1- O A l""* M 

A0215-lb SAFM 




Non^Appropriated Fund Accounts Receivable System 


February 22, 1993 


58 FR 10096 


143 


A0215-2a CFSC 




Army Club Membership Files 


February 22, 1993 


58 FR 10097 


144 


AU213-2D CraC 




Conmiercial Entertainment Transaction Records 


February 22, 1993 


58 FR 10098 


145 


A0215-3 DAPE 




NAF Personnel Records 


February 22, 1993 


58 FR 10098 


146 


A0220-1 USSOCOM 




Military Personnel Data File, USSOCOM 


February 22, 1993 


58 FR 10099 


147 


A0340 JDMSS 


E 


HQDA Correspondence and Control/Central Files System 


February 22, 1993 


58 FR 10100 


1 i1 0 
146 


Af\1Af\ '^1 CATC 


E 


Privacy Case Files 


February 22, 1993 


58FR10101 


149 


A A1 cA 1 r\ A X /n 

A0350-1 UAMl 




INSCOM, Personnel Qualification and Training Profile 


February 22, 1993 


58 FR 10102 


150 


A A'* ^A Z* r^/^Tl O/^/^* A 

A0350-6 FORSCOM 




U.S. Army Marksmanship Unit Data System (AMUDS) 


February 22, 1993 


58 FR 10103 


151 


A0350-37 TRADOC 


E 


Skill Qualification Test (SQT) 


February 22, 1993 


58 FR 10103 


152 


A0351 AMC 




Student/Faculty Records: AMC Schools Systems 


February 2, 1996 


61 FR3916 


153 


A0351 DAMO 




USAWC Cooperative Degree Program Files 


February 22, 1993 


58 FR 10105 


154 


A A1 C 1 1~V A T*!^ 

A0351 DAPb 




Army Training Requirements and Resources System (ATRRS) 


February 22, 1993 


58 FR 10105 


155 


A A"? c 1 A C/^ 

A0351 DASG 




Army School Student Files: Physical Therapy Program 


February 22, 1993 


58 FR 10106 


156 


A A'^ ^ 1 *¥0^ 

A0351 HSC 




Practical Nurse Course Files 


February 22, 1993 


58 FR 10107 


157 


A0351 HSC-AHS 




Academy of Health Sciences; Academic and Supporting Records 


February 22, 1993 


58 FR 10107 


158 


A AT C 1 X1T\T T 

A035I NDU 




NDU National Defense University Student Data Files 


February 22, 1993 


58 FR 10108 


159 


A0351 USAREUR 




Individual Academic Record Files 


February 22, 1993 


58 FR 10108 


160 


A0351-12 DAPE 


E 


Applicants/Students, USMA Prep School 


February 22, 1993 


58 FR 10109 


161 


A AO C 1 1 TTCXiT A 

A0351-17a USMA 


E 


U.S. Military Academy Candidate Files 


February 22, 1993 


58 FR 10110 


162 


A0351-17b USMA 


E 


U.S. Military Academy Personnel Cadet Records 


August 9, 1996 


61 FR 41595 


163 


A Al C 1 XTr\T T Of 

A0351a NDU-Cl 




DoDCI Student Record System 


February 22, 1993 


58 FRlOlll 


164 


A AO C 1 1. XTTAI T /^T 

A0351b NDU-Cl 




DoDCI Student/Faculty/Senior Staff Biography System 


February 22, 1993 


58 FRlOlll 




A A1 C 1 XTTM T /^I 

AU351C NDU-Cl 




DoDCI Course Evaluation System 


February 22, 1993 


58 FR 10112 


166 


A035 1 a TRADOC 




Army School Student Files 


February 2, 1996 


61 FR 3916 


167 


A AO C 1 U TO A T\f\/^ 

AU351D IKADUC 




Army Correspondence Course Program (ACCP) 


February 2, 1996 


61 FR3917 


168 


A AT C 1 _ TT^ A r\/^/^ 

A0351C TRADOC 




Standardized Student Records System 


February 2, 1996 


61 FR 3918 


169 


A035 1 - 1 a TRADOC 




Automated Instructional Management System (AIMS) 


February 2, 1996 


61 FR3919 


170 


A AO O O /^I700 

A0352-3 CFSC 




Dependent Children School Program Files 


February 22, 1993 


58 FR 10116 


171 


AAO^A C A TO 

A0360 SAIS 




Mailing List for Army Newspapers/Periodicals/Catalogs 


February 22, 1993 


58 FR 10117 


172 


A A'^ ^A fi A n A 

A0360 SAPA 




Media Contact Files 


February 22, 1993 


58 FR 10117 


173 


A AO ^ A C C A T T 

A0360-5 SALL 




Biographies: Members of Congress 


February 22, 1993 


58 FR 10118 


1 lA 


h,(YXf,(\ ^ CAPA 

/\.ujou-j o/\r/\ 




Biography Files 


February 22, 1993 


58 FR 10118 


175 


A0380-13 DAMO 


E 


Local Criminal Intelligence Files 


February 22, 1993 


58 FR 10119 


176 


A0380-19 SAIS 




Access to Computer Areas, Systems Electronically and/or Data Control Records 


February 22, 1993 


58 FR 10120 


177 


A0380-67 DAMI 


E 


Personnel Security Clearance Information Files 


February 22, 1993 


58 FR 10120 


178 


A0381-20DAMI 




Badge and Credential Files 


February 22, 1993 


58 FR 10122 


179 


A0381 -20b DAMI 


E 


Counterintelligence/Security Files 


October 4, 1995 


60 FR 61990 


180 


A0381-100aDAMI 


E 


Intelligence/Counterintelligence Source Files 


November 1, 1995 


60 FR 51996 



Questions regarding the Department of the Army's Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division, 
U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343. 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505. 



4 



DEPARTMENT OF THE ARMY 



System Identifier Exempt System Name Federal Register Citation 



1 O 1 

lol 


AOiol-lOOb UAMl 


b 


Technical Surveillance Index 


rebruary 2, 1996 


61 rK 392U 




A03o3- 10/40 AbU 




Army Safety Management Information System (ASMIS) 


rebruary 22, 1993 


5o rR 10129 


1 OT 


A040j-10a 




Relocation Assistance Files 


rebruary 22, 1993 


CO CD 1 Al 1 A 

5o rK 1U13U 


1 OA 

184 


A A/1 AC % fin r^X2 

A040j-10q Cb 




Homeowners Assistance Case Files 


April 28, 1993 


C O TrT> C O 1 o 

58 rK 23818 


lOJ 


AU4Uj-oU l^b 




Real Estate Outgrants 


rebruary 22, 199j 


JO rK lUl J i 


loo 


AACTA >1 r\ADD 

AOj /0-4 UAKr 




Human Resources Information System (HRIS) 


ITAUMinvKr 1 AAiC 

rebruary 2, 1996 


iC 1 CO '3 m 1 

61 rK 3921 


1 on 


A AiCAA A D D 

AOoOO UAKr 




Career Management Files of Dual Component Personnel 


rebruary 22, 1993 


CO CT> 1 Al l'^ 

58 rK 1U132 


1 QQ 

loo 


AOoOO UdAKbUK 




UdAKbUK Community Automation system (UCAa) 


rebruary 22, 1993 


CO CD 1 Al 11 

58 rK 1U133 


lo^ 


AAiCAA Q r^ADC 

AOoOO-o UArb 




dtanaard instaiiation/uivision Personnel system - UlSAK 


rebruary 22, 1993 


CO CO 1 Al 11 

58 rK 1U133 


ion 
lyu 


AA/^AA fi r\ADD 
AUOUU-o L/AKr 




Individual Ready, Standby and Retired Reserve Personnel Information System 


CAUManMf ion's 

rebruary 22, 1993 


CO CD 1 Al 1/1 

58 rK 1U134 


1 oi 
lyi 


A AiCAA 0 XT/^D 

AOoOO-0 NUB 




Standard Installation/Division Personnel System Army National Guard (SIDPERS-ARNG) 


rebruary 22, 1993 


C O CO 1 A 1 1 C 

58 rK 10135 


lyZ 


A AiCAA 0 TTC'CL'' 

AOoOO-o UorK. 




command unique Personnel iniormation uata System (CUPlUa) 


rebruary 22, 1993 


CO CD 1 Al IC 

58 rK lul35 


193 


A AiCAA 0« T'AD/^ 

AOoOO-oa lAFC 




Major Command Military Personnel Management Reporting System 


rebruary 22, 1993 


CO CD 1 Al 1^ 

58 rK 10136 


1 CiA 

iy4 


A AiCAA OU T A D/^ 

AOoOO-oD lArC 




standard installation/Uivision Personnel 5>ystem (blUPbRb) 


rebruary 22, 1993 


CO CD 1 Al liC 

58 rK 10136 


195 


AOoOO-o-la lArC 




Emergency Data Files 


February 22, 1993 


s o r"T» 1 A 1 n 

58 rK 10137 


195 


A AiCAA O 1 K T A Ti/~* 

AOoOO-o-lD l/VFC 




Line of Duty Investigations 


rebruary 22, 1993 


CO CD 1 Al "50 

58 rK 10138 


197 


AOoOO-o-lc lArC 




Casualty Information System (CIS) 


February 22, 1993 


58 FR 10139 


198 


A AiCAA TA XTi^D 

AOoOO-20 NOb 




Equal Opportunity Investigative Files 


February 22, 1993 


CO CD t Al 1A 

58 rK 10139 


199 


A AiCAA 1 C \ jTTVll/ 

AOoOO-25 MUW 




State, Official, and Special Military Funeral Plans 


February 22, 1993 


58 FK 10140 


zUU 


A AiCAA T7o r\ADC 

AOoOO-3 / a UAr b 




Special Review Board Appeal Case Summary File 


rebruary 22, 1993 


CO CD 1 Al A A 

58 rK 10140 


201 


A0o00-37d UArb 




Unfavorable Information Files 


February 22, 1993 


C O T'T* \ t\t A t 

58 FR 10141 


2\jZ 


A AiCAA CC r\AX>f/^ 

AOoOO-55 UAJVIU 




Motor Vehicle/Equipment Operator Permit Files 


rebruary 22, 1993 


CO CD 1 A 1 A 1 

58 rK 10141 


203 


A AiCAA OC r\ADC 

AOoOO-o5 UArb 




Alcohol and Drug Abuse Rehabilitation Files 


February 22, 1993 


58 FR 10142 


ZU4 


A AiCAA QC'fr\ADir 

AOoOO-o J IL/Ar b 




AUArCP Clinical Certiiication Program Application rile 


January 12, 1993 


CO CD 1010 

58 rK3938 




A AiCAA OAA TAUC 

AOoOO-200 lArL/ 




Classification, Reclassification, Utilization of Soldiers 


rebruary 22, 1993 


CO CD 1 Al Al 

58 rK 10143 




A AAA 1 1 AA T A 




Officer Appointment Files 


rebruary 22, 1993 


C 0 CD 1 A 1 A /I 

58 rK 10144 


207 


AAiCAl 1A1 r\ A Ci^ 

A0601-141 UAaO 


b 


Army Medical Procurement Applicant Files 


rebruary 22, 1993 


CO CD 1 Al A A 

58 rK 10144 


20o 


A AiCA 1 1 A A 1>C 

AOoO 1-210 UArb 




Army Recruiting Prospect System 


rebruary 22, 1993 


C O CD 1 A 1 A ^ 

58 rK 10146 


209 


AAiCAl 1 A T A D/"* 

AOdOI-210 lArC 




Eligibility Determination Files 


rebruary 22, 1993 


C O CD 1 A 1 A C 

58 rK 10145 


Tin 
210 


AAiCAl 1 Ao T TO A T>r;/^ 

A0D01-210a UoAKbC 


fc 


Enlistment Eligibility Files 


rebruary 22, 1993 


C O CD 1 A 1 A iC 

58 rK 10146 


1 1 
21 1 


A AiCA 1 1 Al. T TC A D ITi^' 

A0o0I-210b UbAKbC 




Recruiter Impropriety Case Files 


rebruary 22, 1993 


C O CD 1 A 1 >n 

58 rR 10147 


212 


AAiCAl I TC\>ftrD/^/^\>f 

AOoOi -222 UoMbrCUM 


b 


A C?\/ A D O^-av^AM-l- f^Ar^^- Oaa«-«««a Dama«>4-«ma> 0« salaam 

A^VArf dtudent lest ^coring and Reporting system 


rebruary 22, 1993 


CO CD 1 Al AT 

58 rK 10147 


Oil 


AAiCAl OTA T TCXyTCDr^OXX 
AUuO 1-2/0 UoMbrL'UlVl 




U.S. Military Entrance Processing System 


rebruary 22, 1993 


C Q CD 1 A 1 A O 

58 rK 10148 




AU0Ul-200a lArL^ 




Qualitative Management Program Appeal File 


reoruary 22, 199j 


CO CD 1 Al AO 

JO rK 1U149 


215 


AAiCAl '^OAUTAIJ/^ 

A0o01-2o0d lArC 




SelectiveA^ ariable Reenlistment Bonuses 


rebruary 22, 1993 


CO CD 1 Al AO 

58 rK 10149 


2io 


A0d02 UArb-AKl 




Behavioral and Social Sciences Research Project Files 


rebruary 22, 1993 


CO CD 1 Al CA 

58 rK 10150 


717 


AO^OR TAPP 
/\v/uvO 1 /vr V/ 




Pprci^tiiil Affaire PiIpg 


F<>hniflrv 77 1 QQ*^ 
rcoruory lyyj 


<Q CD 101 ^1 

Jo riv ivu 1 


218 


A0608aCFSC 




Family Life Communications Information and Referral Service 


February 22, 1993 


58 FR 10154 


219 


A0608b CFSC 




Personal Affairs: Army Community Service Assistance Files 


February 22, 1993 


58 FR 10155 


220 


A0608-4 DAMO 




Trophy Firearm Registration 


February 22, 1993 


58 FR 10151 


221 


A0608-10 CFSC 




Child Development Services (CDS) 


February 22, 1993 


58 FR 10152 


222 


A0608-18 DASG 


E 


Family Advocacy Case Management 


February 22, 1993 


58 FR 10152 


223 


A0608-25 CFSC 




Chief of Staff, Army Retiree Council Files 


July 27, 1993 


58 FR 401 15 


224 


A0614-30 DAPE 




DA Conscientious Objector Review Board 


February 22, 1993 


58 FR 10156 


225 


A0614-100/200 SAIG 




Inspector General Personnel System 


February 22, 1993 


58 FR 10156 



Questions regarding the Department of the Army's Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division, 
U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343. 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505. 
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i: 



DEPARTMENT OF THE ARMY 





System Identifier 


Exempt System Name 


Federal Register Citation 


226 


A06 14- 100/200 USAREC 


Recruiter Identification/Assignment Records 


July 27, 1993 


58 FR40115 


227 


A06 14- 100/200 USMA 


Evaluation/Assignment of Academic Instructors 


February 22, 1993 


58 FR 10157 


228 


A0ol4-1 15 DAMl 


E Department of the Army Operational Support Activities 


November 1, 1995 


60 FR 51996 


229 


A AZ''^ 1 1 A TIT" 

A0621-1 DAPE 


Army Continuing Education System 


February 22, 1993 


58 FR 10158 


230 


A0621-1 DASCj 


Long-Term Civilian Training Student Control Files 


July 27, 1993 


58 FR40115 


231 


A0621-1 TAPC 


Civilian Schooling for Military Personnel 


February 22, 1993 


58 FR 10159 


232 


A0635-5 TAPC 


Separation Transaction Control/Records Transfer System 


February 22, 1993 


58 FR 10160 


233 


A0635-40 TAPC 


Temporary Disability Retirement Master List (TDRL) 


February 22, 1993 


58 FR 10161 


234 


A n,j"y e '^aa t a t»/^ 

A063 5-200 TAPC 


Separations: Administrative Board Proceedings 


February 22, 1993 


58 FR 10161 


235 


A A^ A A t*> Ann 

A0640 DARP 


Personnel Management/Action Onicer Files 


February 22, 1993 


58 FR 10162 


236 


A0640-3 CFSC 


Privilege Card Application Files 


February 22, 1993 


58 FR 10163 


237 


A A^ AA f A Ann 

A0640-10 DARP 


Philippine Army Files 


February 22, 1993 


58 FR 10163 


238 


A AZ'AA 1 Al_ XT/^¥^ 

A0640-10O NGB 


Military Personnel Records Jacket (NGB) 


February 22, 1993 


58 FR 10164 


239 


A l\£l Ar\ 1 A— XT/~«r> 

A0640-10C NGB 


Official Military Personnel File (Army National Guard) 


February 22, 1993 


58 FR 10165 


240 


A0640-10a TAPC 


Military Personnel Records Jacket Files (MPRJ) 


February 22, 1993 


58 FR 10166 


241 


A0640-10b TAPC 


Official Military Personnel File 


February 22, 1993 


58 FR 10168 


242 


A0o40-10c lAPC 


Career Management Individual Files 


February 22, 1993 


58 FR 10170 


243 


A riiCTl C 1 TAT!/*' 

AU672-5-1 lArC 


Military Awards Case File 


February 22, 1993 


58 FR 10171 


244 


A0680-31aTAPC 


Officer Personnel Management Information System (OPMIS) 


February 22, 1993 


58 FR 10172 


245 


A A/rOA 1 L T A n/^ 

A0680-3 1 D TAPC 


Enlisted Personnel Management Information System (EPMIS) 


February 22, 1993 


58 FR 10173 


246 


A0690-200 DAPE 


School Employee Files 


February 22, 1993 


58 FR 10174 


247 


A0690-200 TAPC 


Department of the Army Civilian Personnel Systems 


February 22, 1993 


58 FR 10174 


248 


A A^AA AAA / <1 ■ 

A0690-400 CE 


Corps of Engineers Automated Legal System (CEALS) Training Information Program 


February 22, 1993 


58 FR 10176 


249 


A0690-600 SAMR 


Equal Opportunity and Equal Employment Opportunity Complaint Files 


February 22, 1993 


58 FR 10176 


250 


A0690-700 DAPE 


Grievance Records 


August 30, 1993 


58 FR 45488 


251 


A A^ 1 A ^ _ A T f\ 

A0710-2a DALO 


Property Officer Designation Files 


February 22, 1993 


58 FR 10177 


252 


A AT 1 A A T 

A0710-2b DALO 


Hand Receipt Files 


February 22, 1993 


58 FR 10178 


253 


AO/IO-ZC DALO 


Personal Property Accounting Files 


February 22, 1993 


58 FR 10178 


254 


A AT 1 A ^ J r\ A T /~V 

A0710-2d DALO 


Personal Clothing Record Files 


February 22, 1993 


58 FR 10179 


255 


A AT 1 C 1~\ ATA 

A0715 DAJA 


Procurement Misconduct Files 


February 22, 1993 


58 FR 10179 


256 


AATT^ t A'KM/'^ 

A0725-1 AMC 


Small Arms Sales Record Files 


February 22, 1993 


58 FR 10180 


257 


A0735 SAIS-SF 


Library Borrowers /Users Profile Files 


February 22, 1993 


58 FR 10180 


Zdo 


AUo /U-D UAMH 


Army History Files 


February 22, 1993 


58 FR 10181 


259 


A0920-15 SFDM 


Civilian Marksmanship Program 


February 22, 1993 


58 FR 10182 


260 


A0930-4cCFSC 


Army Emergency Relief Transaction File 


February 22, 1993 


58 FR 10183 


261 


A1105 CE 


Recreational Use and Expenditure Survey on or Adjacent to Navigable Waters 


February 22, 1993 


58 FR 10183 


262 


A1130-2-442CE 


Corps of Engineers Civilian Uniform Records Files 


September 19, 1994 


59 FR 47845 


263 


A1145aCE 


Reservoir Permit Files 


February 22, 1993 


58 FR 10184 


264 


A1145bCE 


General Permit Files 


February 22, 1993 


58 FR 10184 



Questions regarding the Department of the Army's Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division, 
U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343. 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505. 
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'defense mapping agency 





System Identifier 


Exempt System Name 


Federal Register Citation 


1 


B02 10-06 


Inspector General Investigative Files 


February 22, 1993 


58 FR 10191 


2 


B02 10-07 


Inspector General Complaint Files 


February 22, 1993 


58 FR 10191 


3 


B0228-04 


Historical Photographic Files 


February 22, 1993 


58 FR 10192 


4 


80228-10 


T A. t\ A.* TT* ^ • 1 T^*l 

Installation Historical Files 


February 22, 1993 


58 FR 10192 


5 


B0302-13 


Record of Accounts Receivable 


February 22, 1993 


58 FR 10193 


6 


B0302-21 


Record of Travel Payments 


February 22, 1993 


58 FR 10194 


7 


B0303-01 


Individual Pay Record Files 


February 22, 1993 


58 FR 10194 


8 


B0303-05 


Leave Record Files 


February 22, 1993 


58 FR 10195 


9 


B0303-20 


Compensation Data Requests Files 


February 22, 1993 


58 FR 10195 


10 


B0401-02 


Statements of Employment and Financial Interest 


February 22, 1993 


58 FR 10196 


11 


B0401-03 


Legal Assistance Case Files 


July 13, 1995 


60 FR 36125 


12 


B0402-05 


Legal Claims File 


July 13, 1995 


60 FR 36126 


13 


B0408-11 


Biography Files 


February 22, 1993 


58 FR 10198 


14 


B0502-03 


Master Billet/Access Record 


April 20, 1995 


60 FR 19742 


15 


B0502-03-2 


Classified Matenal Access Files 


February 22, 1993 


58 FR 10199 


16 


B0502-15 


Security Compromise Case Files 


February 22, 1993 


58 FR 10200 


17 


B0503-02 


Security Identification Accountability Files 


February 22, 1993 


58 FR 10200 


18 


B0503-03 


Firearms Authorization Files 


February 22, 1993 


58 FR 10201 


19 


B0503-04 


Parking Permit Control Files 


February 22, 1993 


58 FR 10202 


20 


B0503-05 


Vehicle Registration and Dnver Record File 


February 22, 1993 


58 FR 10202 


21 


B0503-09 


Key Accountability Files 


February 22. 1993 


58 FR 10203 


22 


B0504-01-2 


Personnel Secunty and Suitability Files 


December 2, 1994 


59 FR 61885 


23 


B06 14-01 


Military Personnel Information Files 


July 13, 1995 


60 FR 36127 


24 


B06 15-07 


Safety Awards Files 


July 13, 1995 


60 FR 36128 


25 


B0901-07 


Alcoholism and Drug Abuse Files 


July 13, 1995 


60 FR 36128 


26 


B0901-08 


Civilian Employee Drug Abuse Testing Program Records 


July 13, 1995 


60 FR 36129 


Z / 


UlOf^O 1 T 
DlZUZ-1 / 


Contracting OfHcer Designation Files 


February 22, 1993 


58 FR 10208 


28 


B 1205-05 


Property Officer Designation Files 


February 22, 1993 


58 FR 10209 


29 


B 1205-23 


Report of Survey Files 


February 22, 1993 


58 FR 10210 


30 


B1206-02 


Self Service Store Authorization Card Files 


February 22, 1993 


58 FR 10210 


31 


B 1208-06 


Motor Vehicle Operator's Permits and Qualifications Files 


February 22, 1993 


58 FR 10211 


32 


B1211-03 


Passport Files 


February 22, 1993 


58 FR 10211 


33 


B1211-07 


Individual Government Transportation Files 


February 22, 1993 


58 FR 10212 



Questions regarding the Defense Mapping Agency's Privacy Act systems of records notices should be directed to Ms. Laura Jennings, Defense Mapping Agency, 
HTC GCM, Mail Stop D-10, 4600 Sangamore Road, Bethesda, MD 20816-5003. Telephone (301)227-2268. Privacy Act procedural and exemption rules for 
this agency are found at 32 CFR part 320. 
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'office of the inspector general, dod 



System Identifier Exempt System Name Federal Register Citation 



1 


CIG-01 




Privacy Act and Freedom of Information Act Files 


February 22, 1993 


58 FR 10214 


2 


CIG-02 




Applicant Records ^ 


reoruary zz, \yy5 


CO CD 1 m 1 c 
5o rK 1U21 J 


3 


CIG-03 




Personnel Locator Cards 


reoruary 22, 1993 


58 rR 10215 


4 


CIG-04 


E 


Case Control System - Investigative 


reoruary 22, 1993 


CO CO 1 1 a 
5o rK lU21o 


5 


CIG-05 




DoD Motions for Discovery of Electronic Surveillance Files 


reoruary 22, 1993 


CO CO 1 /^O 1 T 

58 rK 1U217 


6 


CIG-06 


E 


Investigative Files 


rebruary 22, 1993 


CO CO 1 rt'O 1 T 

58 rK IU217 


I 


L'iO-U / 




Liecision oupporc oysiem v^li^o) - LfAio-AUU 


reDniary zz, lyy^ 


CO CO in'71Q 

JO riv luziy 


8 


CIG-09 




Personnel Security Clearance/Eligibility Data 


February 22, 1993 


58 FR 10220 


9 


CIG-10 




Validation of Credentials of E>oD Contractors' Employees 


February 22, 1993 


58 FR 10221 


10 


CIG-U 




Budget Information Tracking System (BUS) 


February 22, 1993 


58 FR 10222 


11 


CIG-12 




Drug Free Workplace Records 


February 22, 1993 


58 FR 10222 


12 


CIG-13 




Travel and Transportation System 


February 22, 1993 


58 FR 10224 


13 


CIG-14 




Auditor and Inspector Log 


February 22, 1993 


58 FR 10224 


14 


CIG-15 


E 


Special Inquiries Investigative Case File and Control System 


February 22, 1993 


58 FR 10225 


15 


CIG-16 


E 


DoD Hotline Program Case Files 


February 22, 1993 


58 FR 10226 



Questions regarding the DoD Inspector General's Privacy Act systems of records notices should be directed to Ms. Shirley Landes, Chief, FOIA/PA Office, 
Assistant IG for Administration Information Management , 400 Army Navy Drive, Room 405, Arlington, VA 22202-2884. Telephone (703) 604-9777. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 312. 
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'office of the secretary of defense, dod 





System Identifier 


Exempt 


System Name 


Federal Register Citation 


1 


DATSD 03 




Files of Persomiel Evaluated for Non-Career Employment in DoD 


' May 17, 1994 


59 FR 25620 


2 


DFMP 06 




DoD Priority Placement Program (STOPPER LIST) 


February 22, 1993 


58 FR 10241 


3 


DFMP 07 




DoD Overseas Employment Program 


February 22, 1993 


58 FR 10242 


4 


DFMP 09 




Defense Equal Opportunity Management Institute Student File 


February 22, 1993 


58 FR 10242 


5 


DFMP 24 




Jomt Service Review Activity File 


February 22, 1993 


58 FR 10249 


6 


DGC 02 




Private Relief Legislation File 


February 22, 1993 


58 FR 10231 


7 


DGC 04 


E 


Personnel Security Clearance Adjudication Files 


November 1, 1995 


60 FR 55547 


8 


DGC 05 




Administrative Files on Active Psychiatric Consultants to Department of Defense 


August 27, 1993 


58 FR 45320 


9 


DGC 06 




Attorney and Summer Intern Position Applications 


February 22, 1993 


58 FR 10234 


10 


DGC 15 




Reports of Defense Related-Employment 


February 22, 1993 


58 FR 10243 


11 


DGC 16 


E 


Political Appointment Vetting Files 


March 16, 1995 


60 FR 13936 


12 


DGC 17 




Hearings and Appeals Case Files 


July 18, 1996 


61 FR 37449 


13 


DGC 18 




DoD Roster of Mediators 


August 25, 1995 


60 FR 44324 


14 


DHAOl 




Medical Malpractice Claims Data File 


February 22, 1993 


58 FR 10234 


15 


DHA 02 




Adverse Clinical Privilege Actions Data File 


February 22, 1993 


58 FR 10235 


16 


DHA 03 




Pentagon Employee Referral Service (PERS) Counseling Records 


February 22, 1993 


58 FR 10236 


17 


DHA 04 




DoD Bone Marrow Donor Program 


February 22, 1993 


58 FR 10237 


18 


DHA 05 




Persian Gulf Veterans Illnesses Files 


April 11, 1997 


62 FR 17788 


19 


DHA 06 




USTF Managed Care System 


August 23, 1995 


60 FR 43775 


20 


DHA 07 




Defense Medical Information System 


January 30, 1996 


61 FR 3006 


21 


DOCHAOl 




Health Benefits Authorization Files 


March 24, 1994 


59 FR 13934 


22 


DOCHA 02 




Medical Care Inquiry Files 


March 24, 1994 


59 FR 13936 


23 


DOCHA04 




Legal Opinion Files 


February 22, 1993 


58 FR 10253 


24 


DOCHA 07 




Medical Claim History Files 


March 24, 1994 


59 FR 13937 


25 


DOCHA 09 




Grievance Records 


August 9, 1993 


58 FR 42303 


26 


DODDS 01 




Teacher Correspondence Files 


February 22, 1993 


58 FR 10239 


27 


DODDS 02 


E 


Educator Application Files 


February 22, 1993 


58 FR 10239 


28 


DODDS 21 




Department of Defense Dependents Schools (DoDDs) Grievance Records 


August 9, 1993 


58 FR 42303 


29 


DODDS 22 




DoD Dependent Children's School Program Files 


February 16, 1995 


60 FR 9016 


30 


DODDS 23 




Educator Certification/Recertification Files 


February 22, 1993 


58 FR 10248 


31 


DODDS 25 


E 


DoDDS Internal Review Office Project File 


February 22, 1993 


58 FR 10249 


32 


DOSIA 01 




OSIA Treaty Inspection Manpower Management System 


July 18, 1996 


61 FR 37450 


33 


DPA DCR.A 01 




Joint Civilian Orientation Conference Files 


February 22, 1993 


58 FR 10256 


34 


DPA DFOI.A 05 




Freedom of Information Program Case Files 


February 22, 1993 


58 FR 10257 


35 


DPA DSR.A 06 




Secunty Review Index File 


February 22, 1993 


58 FR 10257 


36 


DPA DSR.B 1 1 




Mandatory Declassification Review Files 


February 22, 1993 


58 FR 10258 


37 


DPA DXA.C 09 




Public Correspondence Files 


Februaiy 22, 1993 


58 FR 10259 


38 


DPA DXA.D 10 




Privacy Act Request for Access Files 


February 22, 1993 


58 FR 10259 




UrALJ IZ.U 




DoD National Media Pool Files 


February 22, 1993 


58 FR 10261 


40 


DPAE 02 




Administrative Files of the Assistant Secretary of Defense, PAE 


February 22, 1993 


58 FR 10260 


41 


DSMC 01 




Defense Systems Management College (DSMC) Personnel Information Files 


February 22, 1993 


58 FR 10262 


42 


DSMC 02 




Defense Systems Management College (DSMC) Student Files 


February 22, 1993 


58 FR 10262 


43 


DSMC 06 




Defense Systems Management College (DSMC) Mailing Lists 


February 22, 1993 


58 FR 10263 


44 


DSMC 07 




DSMC Library and Learning Resource Center 


August 25, 1995 


60 FR 44325 


45 


DUSDA02 




DUSD(A) Personnel Administration Files 


February 22, 1993 


58 FR 10267 



Questions regarding the Secretary of Defense's Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management Division, 
Washington Headquarters Services, 1155 Defense Pentagon, Room 5C3 15, Washington, DC 20301-1155. Telephone (703) 697-2501. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 311. 
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46 


DUSDA 04 




Requests for Two-Year Foreign Residence Waiver Files 


February 22, 1993 


58 FR 10268 


47 


DUSDA 05 




Human Radiation Research Review 


August 1, 1996 


61 FR 40201 


48 


DUSDP 02 


E 


Special Personnel Security Cases 


February 22, 1993 


58 FR 10264 


49 


DuSDr 06 




Defense Personnel Security Research and Education Center Research Files 


February 22, 1993 


58 FR 10265 


50 


DUSDF 07 




PERSEREC Espionage Database 


February 22, 1993 


58 FR 10266 


51 


TXT TO TNT* t\0 

DUSDP 08 




DoD Foreign Visits System (FYS) 


February 22, 1993 


58 FR 10267 


52 


T~\T TO T^r* Art 

DUSDP 09 




PERSEREC Export Violations Database 


September 22, 1993 


58 FR 49287 


53 


DUoDF 1 1 




Southeast Asia Operational Casualty Records 


August 8, 1995 


60 FR 40348 


54 


DWrlS 1344 




OSD Travel File 


February 22, 1993 


58 FR 10279 


55 


DWHa B45 




DoD Salary Of&et Suspense Control Records 


February 22, 1993 


58 FR 10280 


56 


DWHS B46 




DoD Creditor Agency Accounts Receivable System 


February 22, 1993 


58 FR 10281 


57 


DWHS POl 




Senior Executive Service (SES) and Equivalent Level Files 


February 22, 1993 


58 FR 10268 


58 


DWHS r04 




Reduction-In-Force Case Files 


February 22, 1993 


58 FR 10269 


59 


DWHS POo 




Worker's Compensation-On-The-Job Injuries Report File 


February 22, 1993 


58 FR 10270 


60 


DWHS P09 




Computer Data Base 


February 22, 1993 


58 FR 10270 


61 


DWHS P12 




Executive Development Program and Training Files 


February 22, 1993 


58 FR 10271 


62 


DWHS P14 




Blood Donor Files 


February 22, 1993 


58 FR 10271 


63 


i~vii7T¥C< mo 

DWHS PIS 




Office of the Secretary of Defense Identification Badge Suspense Card System 


February 22, 1993 


58 FR 10272 


64 


DWHS P20 




Report of Personnel Assigned Outside of Department of Defense 


February 22, 1993 


58 FR 10272 


65 


DWHS P25 




Overseas Staffing Files 


February 22, 1993 


58 FR 10273 


66 


DWHS P27 




Department of Defense (DoD) Pentagon Building Pass File 


August 25, 1995 


60 FR 44321 


67 


DWHS P28 


E 


Personnel Security Operations File 


June 22, 1995 


60 FR3251I 


OS 




E 


Personnel Security Adjudications File 


June 7, 1995 


60 FR 30071 


69 


DWHS P32 


E 


Standards of Conduct Inquiry File 


February 22, 1993 


58 FR 10275 


70 


DWHS P37 




Grievance and Unfair Labor Practices Records 


March 24, 1994 


59 FR 13939 


71 


DWHS P39 




Clerical Merit Promotion File 


February 22, 1993 


58 FR 10277 


72 


DWHS P42 


E 


DPS Incident Reporting and Investigations Case File 


March 24, 1994 


59 FR 13938 


73 


DWHS P43 




Emergency Personnel Locator Records 


February 22, 1993 


58 FR 10278 


74 


DWHS SPM002 




Pentagon and Federal Building 2 Carpool Locator 


February 22, 1993 


58 FR 10282 



Questions regarding the Secretary of Defense's Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management Division, 
Washington Headquarters Services, 1155 Defense Pentagon, Room 5C3 1 5, Washington, DC 20301-1155. Telephone (703) 697-2501. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 31 1. 
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System Identifier Exempt System Name Federal Register Citation 



1 

1 


CA 1 A A C A 

rUlU At A 


Automated Orders Data System 


C^U._.nM> 1 AA'5 

rebruary 22, 1993 


CO CD 1A10C 

5d rR 10265 


2 


CA 1 A A T7TC D 


Prisoner oi War (PW) Debriefmg Files 


February 22, 1993 


58 FR 10286 


3 


CA 1 A A D tJ/^ A 

rUlU AKrC A 


Background Material 


February 22, 1993 


CO r"D irt'^o^ 

58 FR 10286 


A 

4 


CA 1 A A f r A 

rUlU AU A 


Potential Faculty Rating System 


Cnl.— .n^> TT 1 AA^ 

rebruary 22, 1993 


CO CD IA'^O'7 

58 rR 10287 


5 


17A 1 A I A C A 

rOlU CVAb A 


Secretary of the Air Force Historical Records 


February 22, 1993 


58 FR 10287 


/: 
O 


CA 1 A D C A 

rUiU Kb A 


Inquiries (Presidential/Congressional) 


rebruary 22, iyy3 


CO CD t AOOO 

58 rR 1U258 


n 

I 


CA 11 A C A 

rUl 1 At a 


Locator, Registration and Postal Directory Files 


XT*^«.«««.U»»— T'3 1 AO'} 

November 23, 1993 


CO CD ^lO^C 

58 rR oIoo5 


5 


CA 11 A C D 

rUI I At a 


Check Cashing Privilege Files 


February 22, 1993 


58 FR 10289 


V 


CA1 1 AC IkiTD A 

rUl 1 At Mr A 


Congressional and Other High Level Inquiries 


rebruary 22, 1993 


CO CD 1 A'lAA 

58 rR 10290 


1 A 
lU 


CA 11 A C A A 

rUll ArA A 


Class Committee Products 


C^l.^..^. 1 AAI 

February 22, 1993 


CO CD lA'^AI 

58 FR 10291 


11 


CA 11 A C A O 

rOll ArA a 


Faculty Biographical Sketch 


February 22, 1993 


CO CD lA'^AI 

58 FR 10291 


12 


FOII AFSG A 


High Level Inquiry File 


February 22, 1993 


58 FR 10292 


IJ 


C A 11 AD 1>/^ A 

rUl 1 AKrC A 


Locator or Personnel Data 


February 22, 1993 


CO CD 1 A1A1 

58 rR 10292 


14 


CA1 1 f T r A 

run LLl A 


Congressional/Executive Inquiries 


February 22, 1993 


58 FR 10294 


1 J 


CAl 1 C/^ A 

rUl 1 A 


Professional Inquiry Records System 


Cr^U_.r.— . TT 1 AAO 

rebruary 22, 1993 


CO CD 1 AOAC 

58 rR 10295 


16 


r012 Ar A 


Information Requests-Freedom of Information Act 


February 22, 1993 


58 FR 10295 


17 


CA IT A c n 

r012 At d 


Privacy Act Request File 


February 22, 1993 


58 FR 10296 


18 


F021 AFSPC A 


Cable Affairs Personnel/Agency Records 


April 27, 1995 


60 FR 20674 


19 


CAl A A C A 

r030 Ar A 


Biographical Data and Automated Personnel Management System 


February 22, 1993 


58 FR 10297 


zU 


CA'JA ACTA A 

rU3U Ar JA A 


Confidential Financial Disclosure Report 


XT^..^M..U»^ T 1 AAA 

November 7, 1994 


CA CD eCAC/\ 

59 rR 55450 


21 


CA1A AC T C A 

rU3U Ar Lt A 


Equal Opportunity in Off-Base Housing 


August 8, 1995 


60 FR 40351 


11 


CA'iA AC T C D 

rU3U At Lb d 


Off-Base Housing Referral Service 


CaI._.^_. TT 1 AAT 

February 22, 1993 


CO CD 1 A1AA 

58 rR 10299 


2J 


CAT A AC I C 

r030 Ar Lb L 


Base Housing Management 


February 22, 1993 


58 FR 10300 


24 


CAl A AC T C r\ 

rU3U At Lb U 


Un/Uti-Base Housing Records 


rebruary 22, 1993 


C O CD 1 A^ A A 

58 rR 10300 


23 


CAOA AC \Jfti A 

r03U At Mr A 


rersonnel Data System (PUb) 


»jf__, 1 «^ 1 nAA 

May 17, 1994 


CA CD IC^'^O 

59 rR 25628 


26 


CAl A A C X jf T> r> 

rU30 Ar Mr B 


Substance Abuse Reorientation and Treatment Case Files 


February 22, 1993 


58 FR 10308 


Li 


CA^A AC \JfO 

rU3U Ar Mr C 


Casualty riles 


C^U^...^. TT 1 AAI 

rebruary 22, 1993 


CO CD lAIAA 

58 rR 10309 


25 


CA'5A AC \jri> r\ 

rU3U Ar Mr U 


Contingency Operations System (COMPES) 


rebruary 22, 1993 


58 rR 1031 1 




CAO A A C XjTD C 

rU3U Ar Mr b 


Drug Abuse Waiver Requests 


C^U^.n... 1 AA"? 

rebruary 22, 1993 


CO CD 1 AT( 1 1 

58 rR 10312 


30 


CAIA AC C/~» A 

r030 Ar SO A 


Aerospace Physiology Personnel Career Information System 


February 22, 1993 


58 FR 10313 


31 


CA1A AC CD A 

rU3U Ar br A 


Documentation for Identification and Entry Authority 


February 22, 1993 


CO CD 1 A'^ 1 

58 FR 10313 


J2 


CA'JA ACTCA A 

rU3u At ISA A 


For Cause Discharge Program 


XiTn. . TC 1 AA*} 

May 25, 1993 


CO m lAA'^A 

58 rR 30029 


33 


CAOA A etc 

rU3U Arlb C 


Intelligence Applicant Files 


C»U_.«_. '^T 1 AA'? 

rebruary 22, 1993 


CO CD 1 AO 1 C 

58 rR 10315 


34 


CA'JA ADD/^ A 

rU3U AKrC A 


Applications tor identiiication (lU) Lards 


CoW«n.nM. "^T 1 AA'5 

rebruary 22, 1993 


CO CD 1 AT 1 /I 

58 rR 10316 


35 


CAl A A D D/"* D 


Point Credit Accounting Record System (PCARS) 


February 22, 1993 


CO ¥^¥» 1 /\1 1 ^ 

58 FR 10316 


3o 


CA'JA XifD/^ A 

r030 MFC A 


Deceased Service Member's Dependent File 


C^l._.A_. TT 1 AA1 

February 22, 1993 


C O CD 1 A^ 1 

58 FR 10317 




CA'JA xjmn R 


inucDicuiicaa, iNUiisuppun., raicrniiy 


iNovemoer zj, lyyj 


CO CD /:i o^c 
JO rJv OloO^ 


38 


F030 SGA 


Bioenvironmental Engineer Personnel Career Information System 


February 22, 1993 


58 FR 10318 


39 


F030 SGB 


Aerospace Medicine Personnel Career Information System 


February 22, 1993 


58 FR 10319 


40 


F033 AETC A 


Lead Management System (LMS) 


May 9, 1994 


59 FR 23832 


41 


F035 AF A 


Officer Quality Force Management Records 


November 23, 1993 


58 FR 61866 


42 


F035 AF DP A 


Family Support Center (FSC) Accountability and Data Collection System 


February 22, 1993 


58 FR 10321 


43 


F035 AF DP B 


Colonels Assignment File 


November 23, 1993 


58 FR 61879 


44 


F035 AFMPA 


E Effectiveness/Performance Reporting Systems 


January 26, 1994 


59 FR3667 


45 


F035 AFMPB 


Geographically Separated Unit Copy Officer Effectiveness/Airman Performance Report 


February 22, 1993 


58 FR 10323 



Questions regarding the Department of the Air Force's Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager, 
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b. 
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46 


F035 AF MP C 




Military Personnel Records System 


October 4, 1996 


61 FR 51923 


47 


F035 AF MP D 




Officer Performance Report (OPR)/Enlisted Performance Report (EPR) Appeal Case Files 


February 22, 1993 


58 FR 10325 


48 


F035 AF MP E 




United States Air Force (USAF) Airman Retraining Program 


February 22, 1993 


58 FR 10326 


49 


F035 AF MP F 




Request for Selective Reenlistment Bonus (SRB) and/or Advance Payment of SRB 


February 22, 1993 


58 FR 10326 


50 


F035 AF MP G 




Selective Reenlistment Consideration 


February 22, 1993 


58 FR 10327 


51 


F035 AF MP H 




Air Force Enlistment/Commissioning Records System 


August 8, 1995 


60 FR 40352 


52 


F035 AF MP I 




Incoming Clearance Record 


February 22, 1993 


58 FR 10328 


53 


F035 AF MP J 




Absentee and Deserter Information Files 


February 22, 1993 


58 FR 10329 


54 


F035 AF MP K 




Relocation Preparation Project Folders 


February 22, 1993 


58 FR 10329 


55 


F035 AF MP L 




Unfavorable Information Files (UIF) 


October 17, 1996 


61 FR 54174 


56 


F035 AF MP M 




Officer Promotion and Appointment 


February 22, 1993 


58 FR 10331 


57 


F035 AF MP N 




Individual Weight Management File 


November 23, 1993 


58 FR 61871 


58 


F035 AF MP 0 




Unit Assigned Personnel Information 


February 22, 1993 


58 FR 10333 


59 


F035 AF MP P 


E 


General Officer Personnel Data System 


January 26, 1994 


59 FR 3669 


60 


F035 AF MP R 


E 


Application for Appointment and Extended Active Duty Files 


February 22, 1993 


58 FR 10335 


61 


F035 AF MP S 




Physical Fitness File 


May 17, 1994 


59 FR 25627 


62 


F035 AFA A 


E 


Cadet Personnel Management System 


February 22, 1993 


58 FR 10335 


63 


F035 AFA B 


E 


Master Cadet Personnel Record (Active/Historical) 


February 22, 1993 


58 FR 10337 


64 


F035 AFA C 




Prospective Instructor Files 


February 22, 1993 


58 FR 10338 


65 


F035 AFOSI B 




Career Development Folder 


February 22, 1993 


58 FR 10339 


66 


F035 AFOSI C 




Informational Personnel Records 


February 22, 1993 


58 FR 10339 


67 


F035 AFOSI D 




Internal Personnel Data System 


February 22, 1993 


58 FR 10340 


68 


F035 AFRES A 




Personnel Interview Record 


February 22, 1993 


58 FR 10341 


69 


F035 AFRES B 




Recruiters Automated Management System (RAMS) 


February 22, 1993 


58 FR 10341 


70 


F035 AFMC A 




Personnel Management Information System for Air Force Materiel Command (AFMC) Commanders 


May 25, 1993 


58 FR 30031 


71 


F035ARPCA 




Administrative Discharge for Cause on Reserve Personnel 


February 22, 1993 


58 FR 10343 


72 


FU35 ARPC B 




Informational Personnel Management Records 


February 22, 1993 


58 FR 10343 


73 


F035 ARPC C 




Correction of Military Records of Officers and Airmen 


February 22, 1993 


58 FR 10344 


74 


F035 ARPC D 




Data Change/Suspense Notification 


February 22, 1993 


58 FR 10345 


75 


r035 ARPC b 




Flying Status Actions 


February 22, 1993 


58 FR 10345 


76 


F035 ARPC G 




Officer Promotions 


February 22, 1993 


58 FR 10346 


77 


F035 ARPC I 




Requests for Discharge from the Air Force Reserve 


February 22, 1993 


58 FR 10347 


78 


F035 AETC B 




Air Force Junior ROTC (AFJROTC) Applicant/Instructor System 


May 9, 1994 


59 FR 23834 


79 


F035 AETC C 




Air Force Reserve Officer Training Corps Qualifying Test Scoring System 


May 9, 1996 


59 FR 23835 


80 


F035 AETC D 




Basic Trainee Interview Record 


May 9, 1994 


59 FR 23836 


81 


F035 AETC G 




Recruiting Activities Management Support System (RAMSS) 


May 9, 1994 


59 FR 23837 


82 


F035 AETC H 




Recruiting Research and Analysis System 


May 9, 1994 


59 FR 23838 


83 


F035 AETC I 




Status of Ineffective Recruiter 


May 9, 1994 


59 FR 23439 


54 


rUjj At J 




Drug Abuse Control Case Files 


May 9, 1994 


59 FR 23840 


85 


F035 AETC K 




Processing and Classification of Enlistees (PACE) 


May 9, 1994 


59 FR 23841 


86 


F035 HC A 




Chaplain Information Sheet 


February 22, 1993 


58 FR 10353 


87 


F035 HC B 




Chaplain Personnel Record 


February 22, 1993 


58 FR 10354 


88 


F035 HC C 




Chaplain Personnel Action Folder 


November 7, 1994 


58 FR 55453 


89 


F035 HC D 




Chaplain Applicant Processing Folder 


November 7, 1994 


59 FR 55454 


90 


F035HCE 




Assignment Action File 


November 7, 1994 


59 FR 55455 



Questions regarding the Department of the Air Force's Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager, 
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b. 
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91 


F035 MP A 


E 


Files on General Officers and Colonels Assigned to General Officer Position 


February 22, 1993 


58 FR 10355 


92 


F035 MP B 




Statutory Tour Program 


February 22, 1993 


58 FR 10355 


93 


F035 MPC B 




Civilian/Military Service Review Board 


February 22, 1993 


58 FR 10356 


94 


F035 MPC D 




Correction of Military Record System 


November 23, 1993 


58 FR 61873 


95 


F035 MPC E 




Disability Retirement Records 


November 23, 1993 


58 FR 61874 


96 


F035 MPC F 




Health Education Records 


November 23, 1993 


58 FR 61875 


97 


F035 MPC G 




Medical Officer Personnel Utilization Records 


November 23, 1993 


58 FR 61877 


98 


F035 MPC H 




Medical Opinions on Board for Correction of Military Records Cases (BCMR) 


November 23, 1993 


58 FR 61878 


99 


F035 MPC J 




Airmen Utilization Records System 


February 22, 1993 


58 FR 10361 


100 


F035 MPC K 




Promotion Documents/Records Tracking (PRODART) and Airman Promotion Historical Records (APHR) System 


May 17, 1994 


59 FR 25625 


101 


F035 MPC L 


E 


Historical Airman Promotion Master Test File (MTF) 


February 22, 1993 


58 FR 10363 


102 


F035 MPC P 




Recorder's Roster 


November 23, 1993 


58 FR 61880 


103 


F035 MPC Q 




Officer Utilization Records System 


February 22, 1993 


58 FR 10365 


104 


F035 MPC R 


E 


Air Force Personnel Test 85 1, Test Answer Sheets 


February 22, 1993 


58 FR 10367 


105 


F035 MPC S 




Aviation Service Historical Data File 


February 22, 1993 


58 FR 10367 


106 


F035 MPC U 




Separation Case Files (Officer and Airman) 


February 22, 1993 


58 FR 10368 


107 


F035 RE A 




Personnel Files on Statutory Tour Officers 


February 22, 1993 


58 FR 10369 


108 


F035 RE B 




Files on Reserve General Officers; Colonels Assigned to General Officer Positions 


February 22, 1993 


58 FR 10369 


109 


F035 SAFCB A 




Military Records Processed by the Air Force Correction Board 


May 25, 1993 


58 FR 30033 


110 


F035 SAFPA A 




Mobilization Augmentee Training Folders 


February 22, 1993 


58 FR 10370 


111 


F035 SAFPC A 




Air Force Discharge Review Board Retain Files 


February 22, 1993 


58 FR 10370 


112 


F035 SAFPC B 




Air Force Discharge Review Board Original Case Files 


February 22, 1993 


58 FR 10371 


113 


F035 SAFPC C 




Air Force Discharge Review Board Voting Cards 


February 22, 1993 


58 FR 10371 


114 


F035 SAFPC D 




Air Force Discharge Review Board Case Control/Locator Cards 


February 22, 1993 


58 FR 10372 


115 


F035 SG A 




Application for Aeronautical Rating (Senior and Chief Flight Surgeon) 


February 22, 1993 


58 FR 10373 


116 


F035 SG B 




Medical Service Corps Personnel Files 


February 22, 1993 


58 FR 10373 


117 


F035 SG C 




Veterinary Personnel Files 


February 22, 1993 


58 FR 10374 


118 


F036 AFMC D 




Education/Training Management System (ETMS) 


February 9, 1996 


61 FR4966 


119 


F040 AA A 




Civilian Personnel Files 


February 22, 1993 


58 FR 10374 


120 


F040 AF DP A 




Civilian Employee Drug Testing Records 


February 22, 1993 


58 FR 10375 


121 


F040 AF MP H 




Employee Assistance Program Case Record Systems 


February 22, 1993 


58 FR 10376 


122 


F040 AF MP J 




Civilian Appeal and Grievance System 


January 20, 1995 


60 FR 20674 


123 


F040 AF NAFI A 




Non- Appropriated Fund (NAF) Civilian Personnel Records 


February 22, 1993 


58 FR 10376 


124 


F040 AF NAFI B 




Non- Appropriated Fund (NAF) Civilian Personnel Records-Manpower 


February 22, 1993 


58 FR 10377 


125 


¥^/\ Al\ A A A A 

F040 AFAA A 




Merit Promotion File 


February 22, 1993 


58 FR 10377 


126 


F040 AFMC A 




Air Force Logistics Command (AFC) Senior Civilian Information File 


February 22, 1993 


58 FR 10378 


127 


F040 AFRES A 




Air Reserve Technician (ART) Officer Selection Folders 


February 22, 1993 


58 FR 10379 


128 


F040 ASG A 




Civilian Pay-Personnel-Manpower (Paperman) 


February 22, 1993 


58 FR 10379 


1 00 

iZy 


cr»/i < A cxr' 
rU**j At lU 1^ 


XL 


Cadet Records 


January 26, 1994 


59 FR 3671 


130 


F045 AFRES A 




Reserve Medical Service Corps Officer Appointments 


February 22, 1993 


58 FR 10380 


131 


F045 ARPC A 




Air Force Reserve Application 


February 22, 1993 


58 FR 10380 


132 


F045 ARPC B 




Inactive Duty Training, Extension Course Institute (ECI) Training 


February 22, 1993 


58 FR 10381 


133 


F045 ATC E 




Four- Year Reserve Officer Training Corps (AFROTC) Scholarship Program Files 


February 22, 1993 


58 FR 10383 


134 


F045 MPC A 




Educational Delay Board Findings 


February 22, 1993 


58 FR 10383 


135 


F050ACCB 




Operations Training Development Evaluation 


November 28, 1995 


60 FR 58603 



Questions regarding the Department of the Air Force's Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager, 
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b. 
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136 


F050 AETC A 


Officer Training Group (OTG) Resource Management System - Officer Trainees 


m A^ r\ 1 r\r\A 

May 9, 1994 


59 FR 23842 


137 


F050 AETC B 


Community College of the Air Force Student Record System 


■» A A 1 A A A 

May 9, 1994 


59 rR 23843 


138 


F050 AETC 1 


Defense English Language Management Information System (DELMIS) 


\ A 1 AAA 

May 9, 1994 


CA CD 11 Oyl C 

59 rR 23845 


139 


F050 AF A 


Student Record 


r>_i 'y\ 1 AA'^ 

February 22, 1993 


58 FR 10385 


140 


F050 AF MP A 


Education Services Program Records (Individual) 


r' i_ '^'^ i AA'> 

February 22, 1993 


58 FR 10386 


141 


r050 At S(j A 


Nursing Skill Inventory 


rebruary 22, 1993 


CO iro lAiOiC 
58 rK lU3oo 


142 


T/XSfX A I"* A A 

F050 AFA A 


Military Performance Average 


February 22, 1993 


CO rrtj lAiOT 
58 FR 103o7 


143 


I7ACA A I? A n 

r050 ArA B 


Instructor Academic Records 


rebruaiy 22, 1993 


CO r7T> 1 A1 OT 

58 FK lU3o7 


144 


F050 AFA C 


A J! A A.1 t A.* _J 

Academy Athletic Records 


February 22, 1993 


fO J~*T% 1A100 

58 FR 10388 


145 


T^/\if rt A A A A 

F050 AFAA A 


Air Force Audit Agency Ofiice Training File 


February 22, 1993 


CO TTTl 1A10A 

58 FR 10389 


146 


I7ACA A T? A A D 

r050ArAAB 


Employee Training and Career Development File 


February 22, 1993 


CO CD 1 AlOO 

58 rK 1U389 


147 


CACA AT!^A A A 

F050 AFC4A A 


Individual Academic Training Record 


. November 23, 1993 


CO CD £. 1 001 

58 FK 01882 


148 


t?ACA A rCC A A 

r050 ArrbA A 


USAF Air Traffic Control (ATC) Certification and Withdrawal Documentation 


November 23, 1993 


CO CD /C 1 00 1 

58 rK 0I88I 


149 


F050 AFIC A 


Training Progress 


» £ 1_ t 1 1 AAT 

March 1 1, 1993 


58 FR 13453 


150 


F050 AFOSl A 


Air Force Special Investigations Academy Individual Academic Records 


February 22, 1993 


58 FR 10392 


151 


F050 AFRES A 


Undergraduate Pilot and Navigator Training 


February 22, 1993 


58 FR 10393 


152 


F050 AFMC A 


Systems Acquisition Schools Student Records 


XA— . C 1 AA1 

May 25, 1993 


CO TT* 1AA1 il 

58 FR 30U34 


153 


F050 AFSPACECOM A 


Space Command Operations Training 


November 7, 1994 


59 FR 55456 


154 


F050 AMC A 


Training Instructors (Academic Instructor Improvement/Evaluation) 


February 22, 1993 


58 FR 10395 


155 


F050 AMC B 


Training Progress (Permanent Student Record) 


February 22, 1993 


58 FR 10395 


156 


F050 AMC C 


Training Systems Research and Development Materials 


February 22, 1993 


58 FR 10396 


157 


F050 ARPC A 


Professional Military Education (PME) 


f-'_i_ 1 nAi 

February 22, 1993 


CO CD lAIA^ 

58 FR 10396 


158 


F050 AU F 


A • ¥¥ • — ^*A— A 1 • ¥* J — 

Ait University Academic Records 


February 22, 1993 


s 0 T^n \ f\ A f\f\ 

58 FR 10400 


159 


T'A^A ATT 

F050 AU u 


Student Record Folder 


rebruary 22, 1993 


CO CD 1A>IAA 

58 FK 1040U 


160 


F050 AU J 


Student Questionnaire 


February 22, 1993 


58 FR 10401 


161 


T^/\^f\ ATT T7" 

F050 AU K 


Institutional Research Analysis System 


February 22, 1993 


58 FR 10401 


162 


F050 SAFPA A 


Graduates of Air Force Short Course in Communication (Oklahoma University) 


February 22, 1993 


58 FR 10403 


163 


F050 SAFPA B 


Information Officer Short Course Eligibility File 


February 22, 1993 


CO CD 1A><A1 

58 rK 10403 


164 


F050 USAFE A 


riA— -1 A. ¥J A."i* A." /¥ A. J 

Student Identification/Locator Card 


T-'_i 1 AA'^ 

February 22, 1993 


58 FR 10404 


165 


T7AC 1 A I? A 

r051 Ar A 


Flying Training Records 


February z2, 1993 


CO CD \(\A(\A 

58 FK 1U4U4 


166 


F05 1 AF B 


Flying Training Records - Nonstudent 


February 22, 1993 


CO CD 1 f\A AC 

58 rK 10405 


167 


r(J5i Ar L 


Flying Training Records - Student 


rebruary 22, 1993 


CO CD 1 (\A(\C 

58 rK 1U4UD 


168 


r^/\^ 1 A ¥ A A 

F05 1 AF JA A 


Judge Advocate General's Professional Conduct Files 


December 2, 1994 


CA CD C 1 001 

59 rK 61883 


169 


rU51 AML A 


Air Crew Instruction Records 


February 22, 1993 


CO CD 1 (\A Al 

5o rK 1U4U7 


170 


T^i\^^ A ¥^ A A 

F053 AFA A 


Educational Research Data Base 


« M 11 1 /\/\1 

March U, 1993 


58 FR 13456 


171 


F053 AFA B 


Preparatory School Records 


February 22, 1993 


CO CD lAvlAO 

58 FR 10408 


1 T> 


UAci AHA r* 


E Admissions Records 


reDniary 22, ivyj 


5o rK iU^Uo 


173 


F053MPA 


Air Force Academy Appointment and Separation Records 


February 22, 1993 


58 FR 10409 


174 


F055 ACCA 


Air-to-Air Weapon System Evaluation Program 


May 19, 1993 


58 FR 29206 


175 


F060 AF A 


Air Force Operations Resource Management Systems (AFORMS) 


February 22, 1993 


58 FR 10411 


176 


F060 AF B 


Contractor Flight Operations 


March 11, 1993 


58 FR 13457 


177 


F060 ANGA 


Progress Report, Undergraduate Pilot Training 


February 22, 1993 


58 FR 10413 


178 


F066 AF A 


Core Automated Maintenance System (CAMS) 


November 23, 1993 


58 FR 61883 


179 


F067AFA 


Government Furnishings Issue Record 


February 22, 1993 


58 FR 10414 


180 


F067 AF B 


Base Service Store/Tool Issue Center Access 


February 22, 1993 


58 FR 10415 



Questions regarding the Department of the Air Force's Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager, 
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b. 
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DEPARTMENT OF THE AIR FORCE 



System Identifier Exempt System Name Federal Register Citation 



181 


F067 AF LE A 




Personal Clothing and Equipment Record 


February 22, 1993 


58 FR 10415 


182 


F067 AFMC A 




Equipment Mamtenance Management Program (EMMP) 


May 25, 1993 


58 FR 30034 


183 


F070 AF AFO A 




Accounts Payable Records 


February 22, 1993 


58 FR 10416 


1 OA 

184 


CATC AIT r\TI A 

rU75 At Ur A 




Application for Early Retum of Dependents 


February 22, lyyi 


<: o CO 1 f\A 1 o 
58 rK 1U416 


185 


F075 AF LE A 




Household Goods Nontemporary Storage System (NOTEMPS) 


February 22, 1993 


58 FR 10418 


186 


F075 AF LE B 




Personal Property Movement Records 


February 22, 1993 


58 FR 10419 


187 


TTATC I TO A dT A 

r075 UoArb A 




Customs Control Records 


February 22, 1993 


CO d> lAyllA 

58 FR 10420 


188 


F076 AMC A 




Passenger Reservation and Management System 


February 22, 1993 


58 FR 10421 


189 


r077 AF Lt A 




Motor Vehicle Operators' Records 


February 22, 1993 


58 FR 10422 


190 


F080 AFMC A 




Aeromedical Research Data 


May 25, 1993 


58 FR 30035 


191 


ITAAA A I? A 

r090 At A 




Visiting Officer Quarters-Transient Airman Quarters Reservation 


February 22, 1993 


CO CD lAvl'^O 

58 FR 10423 


192 


F090 AF B 




Unaccompanied Personnel Quarters Assignment/Termmation 


February 22, 1993 


58 FR 10423 


193 


rlOU ArC4A A 




Military Affiliate Radio System (MARS) Member Records 


November 23, 1993 


C O T^T* ^ 1 O O A 

58 FR 61884 


194 


FllO AF JA A 




Legal Assistance Administration 


November 7, 1994 


59 FR 55457 


195 


FllO AF JA B 




Litigation Records (Except Patents) 


February 22, 1993 


58 FR 10425 


lyo 


T? 1 1 A A C A t?/^ U 

rllU ArArC H 




Legal Administration Records of the Staff Judge Advocate 


C^Wm.>o»> T> 1 AA'7 

February 22, ivyj 


CO CD 1 C\A'>C. 

58 FR lU42o 


197 


FllO AFRES A 




Reserve Judge Advocate Training Report 


February 22, 1993 


58 FR 10427 


198 


FllO JA A 




Freedom of Information Act Appeals 


February 22, 1993 


CO TT* lAA'^T 

58 FR 10427 


199 


FllO JAB 




Invention, Patent Application, Application Security, and Patent Files 


February 22, 1993 


58 FR 10428 


200 


FllO JA C 




Judge Advocate Personnel Records 


February 22, 1993 


58 FR 10429 


201 


FllO JAD 




Patent Infringement and Litigation Records 


February 22, 1993 


58 FR 10430 


202 


FllO JAE 




Air Force Reserve Judge Advocate Personal Data 


February 22, 1993 


CO CD 1 t\A "5 1 

58 FR 10431 


203 


¥^ t 1 /\ T JCf A 1 '1 ' A 

FUOUSAFE A 




Civil Process Case Files 


i-<_i 1 ne\'y 

February 22, 1993 


58 FR 10431 


204 


Fill AF JA A 




A A. A. J M*%'a. ¥ —A.* A • A. A, /A%#¥Al Mty\ 

Automated Military Justice Analysts and Management System (AMJAMS) 


A 't 'ye 1 nn a 

Apnl 25, 1994 


59 FR 19700 


205 


Fill AF JAB 




Courts-Martial and Article 15 Records 


February 22, 1993 


58 FR 10432 


206 


F1I2 Ar JA A 




Air Force Claims Information Management System (AFCIMS) 


T'_I '^'> t f\/\'> 

February 22, 1993 


58 FR 10433 


207 


F112 AF JAB 




Claims Records 


February 22, 1993 


^ ft ¥^¥> 1 /V A X A 

58 FR 10434 


208 


T?l'>A At? T/~^ A 

rlzO Ar lu A 




Inspector General Records - Freedom of Information Act 


February 22, 1993 


CO CD lAyf^C 

58 FR 10435 


209 


F120 AF IGB 


E 


Inspector General Records 


February 22, 1993 


58 FR 10436 


210 


F123 AFISC A 




¥T *A.^ ^ C^A.^A. ^ A*_r^-^ ^ ^ /¥ TO A ¥ Ol_Jl* Oa. 

United States Air Force (USAF) Inspection Scheduling System 


T^^t 'X'^ 1 r\ixx 

February 22, 1993 


58 FR 10436 


211 


T?\'> A AT? A 

r 124 At A 


E 


Counterintelligence Operations and Collection Records 


C^U^mMt 1 AA'5 

February 22, 1993 


CO CD 1A/in 

58 FR 10437 


212 


F124AFB 


E 


Security and Related Investigative Records 


February 22, 1993 


58 FR 10438 


111 

213 


r 124 Ar C 


b 


Criminal Records 


February 22, 1993 


CO CD 1 A/1 "5 A 

58 FR 10439 


214 


F124 Ar D 


E 


Investigative Support Records 


February 22, 1993 


58 FR 10440 


215 


F124 AFOSI A 




Badge and Credentials 


February 22, 1993 


58 FR 10441 


216 


F124 AFOSI B 


E 


Investigative Applicant Processing Records 


February 22, 1993 


58 FR 10442 


Zl / 


AC A 


c 


Correction and Rehabilitation Records 


iNovemoer zj, lyyj 


CO CD i;i QQc 


218 


F125AFSPA 




Air Force Policy Statement - Firearms Safety and Use of Force 


February 22, 1993 


58 FR 10444 


219 


F125 AFSPB 




Complaint/Incident Reports 


March 11, 1993 


58 FR 13459 


220 


F125 AFSPD 




Field Interview Card 


February 22, 1993 


58 FR 10445 


221 


F125 AFSPE 


E 


Security Police Automated System (SPAS) 


February 22, 1993 


58 FR 10446 


222 


F125 AFSPF 




Notification Letters to Persons Barred From Entry to Air Force Installations 


February 22, 1993 


58 FR 10447 


223 


F125 AFSPG 




Pickup or Restriction Order 


February 22, 1993 


58 FR 10447 


224 


F125AFSPH 




Provisional Pass 


February 22, 1993 


58 FR 10448 


225 


F125 AFSPI 




Registration Records (Excluding Private Vehicle Records) 


February 22, 1993 


58 FR 10449 



Questions regarding the Department of the Air Force's Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager, 
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b. 
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DEPARTMENT OF THE AIR FORCE 





System Identifier 


Exempt System Name 


Federal Register Citation 


226 


171 A IT CD T 

rl25 Ar br J 


Serious Incident Reports 


February 22, 1993 


58 FR 10449 


227 


r 125 Ar K 


Vehicle Administration Records 


February 22, 1993 


58 FR 10450 


228 


r 125 Ar br L 


Traffic Accident and Violation Reports 


February 22, 1993 


58 FR 10451 


229 


r 125 ArMCx A 


ArMC Badge and Vehicle Control Records 


May 25, 1993 


58 FR 30036 


230 


CI i^A AT? C/^ A 

r 160 Ar SO A 


USAF Hearing Conservation Record System 


February 22, 1993 


58 FR 10453 


231 


r 160 Ar SO B 


Medical Professional Staffing Records 


February 22, 1993 


58 FR 10454 


232 


r 160 Ar bOC 


Medical Treatment Facility Tumor Registry 


February 22, 1993 


58 FR 10455 


111 


rl60 Ar SO U 


Drug Abuse Rehabilitation Report System 


February 22, 1993 


58 FR 10456 


234 


C 1 iCA A C A A 

r loO ArA A 


Cadet Hospital/Clmic Records 


February 22, 1993 


58 FR 10456 


23 d 


r 160 ARrO A 


Physical Examination Reports Suspense File 


February 22, 1993 


58 FR 10457 


236 


F160 DODMERB A 


Department of Defense Medical Examination Review Board Medical Examination Files 


February 22, 1993 


58 FR 10457 


237 


r 160 MrC A 


Medical Assignment Limitation Record System 


November 23, 1993 


58 FR 61887 


238 


F160 SO A 


Aircrew Standards Case File 


February 22, 1993 


58 FR 10458 


23v 


U 1 1 A IT C/^ A 

r 161 Ar SO A 


Air Force Aerospace Physiology Training Programs 


November 23, 1993 


58 FR 61888 


240 


rl61 Ar SO B 


Compression Chamber Operation 


November 23, 1993 


58 FR 61890 


241 


F161 AF SGC 


USAF Master Radiation Exposure Registry 


February 22, 1993 


58 FR 10461 


242 


F162 AF SG A 


Dental Health Records 


February 22, 1993 


58 FR 10462 


243 


rl62 SO A 


Dental Personnel Actions 


February 22, 1993 


58 FR 10463 


244 


1 AT" 0/*> A 

F168 AF SG A 


Automated Medical/Dental Record System 


May 25, 1993 


58 FR 30037 


245 


r 168 Ar SO B 


E Family Advocacy Program Record 


February 22, 1993 


58 FR 10466 


246 


F168 AF SGC 


Medical Record System 


February 22, 1993 


58 FR 10468 


247 


F168 AF SGD 


Medical Service Accounts 


February 22, 1993 


58 FR 10469 


248 


r 168 Ar SO b 


Nursing Service Records 


February 22, 1993 


58 FR 10470 


249 


r 16o Ar SO r 


Air Force Blood Program 


February 22, 1993 


58 FR 10470 


250 


rl66 Ar SO O 


Reporting oi Medical Conditions oi Public Healtn and Military Signiiicance 


March 4, 1997 


62 FR9755 


251 


t?1 TC A 17 A A A 

rl75ArAAA 


Air Force Audit Agency Management Information System - Report File 


February 22, 1993 


58 FR 10471 


252 


F176 AA A 


Accounts Receivable 


February 22, 1993 


58 FR 10471 


253 


F176 Ar HC A 


Chaplain Fund Service Contract File 


February 22, 1993 


58 FR 10472 


254 


r 176 At Mr A 


Non-Appropriated Fund Instrumentalities (NAFIs) Financial System 


February 22, 1993 


58 FR 10472 


ICC 

255 


r 176 Ar Mr B 


Non-Appropriated Fund (NAF) Insurance and Employee Benefit System File 


February 22, 1993 


58 FR 10473 


25o 


r 1 / 6 Ar Mr O 


Morale, Welfare, and Recreation (MWR) Participation/Membership/Training Records 


February 22, 1993 


58 FR 10474 


OCT 

257 


CI TiC A C XjTD r\ 

r 1 76 Ar Mr U 


Non-Appropriated Funds Standard Payroll System 


February 22, 1993 


58 FR 10475 


258 


F177 AETC A 


Air Force ROTC Cadet Pay System 


May 9, 1994 


59 FR 23846 


259 


r 177 AF AFC A 


Accounts Receivable Records Maintained by Accounting and Finance 


February 22, 1993 


58 FR 10476 


2oU 


CITT AC A C/"* D 

rl77 Ar ArC B 


Travel Records 


February 22, 1993 


58 FR 10478 


2ol 


ClTT AC ACJ^ 

r 177 Ar ArC C 


Air Reserve Pay and Allowance System (ARPAS) 


February 22, 1993 


58 FR 10479 


2o2 


ClTT AC AC/^r* 

rl77 Ar ArC U 


Joint Uniiorm Military ray System (JUMPS) 


February 22, 1993 


58 FR 10480 


2d3 


rl / / Ar ArO t 


Reports of Survey 


February 22, 1993 


58 FR 10482 




PI 77 AP Apr* P 
rill At ATl^ r 


Civilian Pay Records 


February 22, 1993 


58 FR 10483 


265 


F177AFSGA 


Control Logs 


February 22, 1993 


58 FR 10484 


266 


F177 AFAA 


Cadet Accounting and Finance System 


February 22, 1993 


58 FR 10484 


267 


F177AFAFCA 


Accounting and Finance Officer Accounts and Substantiating Documents 


February 22, 1993 


58 FR 10485 


268 


F177 AFAFCB 


Accrued Military Pay System, Discontinued 


February 22, 1993 


58 FR 10486 


269 


F177AFAFCC 


Uniformed Services Savings Deposit Program (USSDP) 


February 22, 1993 


58 FR 10487 


270 


F177AFAFCD 


Claims Case File - Active Duty Casualty Case Records 


February 22, 1993 


58 FR 10488 



Questions regarding the Department of the Air Force's Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager, 
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b. 
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DEPARTMENT OF THE AIR FORCE 





System Identifier 


Exempt System Name 


Federal Register Citation 


271 


F177 AFAFC E 




Claims Case File - Corrected Military Records 


February 22, 1993 


58 FR 10489 


272 


rI77 AFAFC F 




Claims Case File - Missing in Action Data 


February 22, 1993 


58 FR 10489 


273 


F177 AFArC Cj 




Indebtedness and Claims 


February 22, 1993 


58 FR 10490 


274 


r 177 AFArC 1 




Loss of Funds Case Files 


February 22, 1993 


58 FR 10491 


275 


F177 AFAFC J 




Military Pay Records 


February 22, 1993 


58 FR 10492 


276 


r 177 AFAFC K 




Pay and Allotment Records 


February 22, 1993 


58 FR 10493 


277 


F177 AFAFC L 




USAF Retired Pay System 


February 22, 1993 


58 FR 10494 


278 


1 ^ O A T^,^ A A A 

F178 AFC4A A 




Center Automated Manpower and Update System (CAMPUS) 


November 23, 1993 


58 FR 61892 


279 


F178 AFMC B 




Manhour Accounting System (MAS) 


February 22, 1993 


58 FR 10497 


280 


F190 AFPA A 




Special Events Plaiming - Protocol 


February 22, 1993 


58 FR 10497 


281 


F190 AF PA B 




Hometown News Release Background Data File 


Februaiy 22, 1993 


58 FR 10498 


282 


F190 S AFPA A 




Biographies of Officers and Key Civilians Assigned to SAF/PA 


February 22, 1993 


58 FR 10498 


283 


IT 1 OA C A Cn A Ti 

F190 5>AFFA B 




Official Biographies 


February 22, 1993 


58 FR 10499 


284 


F190 SAFPA C 




Public Affairs References 


February 22, 1993 


58 FR 10500 


285 


F200 APIS A 




Security File for Foreign Intelligence Collection 


February 22, 1993 


58 FR 10501 


286 


F205 AF A 




Personnel Security Access Records 


February 22, 1993 


58 FR 10502 


287 


F205 AF SP A 


E 


Special Security Files 


February 22, 1993 


58 FR 10503 


288 


F205 AFISA A 


E 


Sensitive Compartmented Information Personnel Records 


May 25, 1993 


58 FR 30039 


289 


F205 AFMC A 




Space Human Assurance and Reliability Program (SHARP) 


May 25, 1993 


58 FR 30040 


290 


F205 AFSCO A 


E 


Special Security Case Files 


August 8, 1995 


60 FR 40353 


291 


F205 AFSCO B 




Presidential Support Files 


August 8, 1995 


60 FR 40354 


292 


F205 AFSCO C 




Personnel Security Clearance and Investigation Records 


August 8, 1995 


60 FR 40355 


293 


F205 AFSP A 




Requests for Access to Classified Information by Historical Researchers 


Februaiy 22, 1993 


58 FR 10508 


294 


F2I1 AF MP A 




Family Services Volunteer Record 


February 22, 1993 


58 FR 10509 


295 


F213 AF MP A 




Individual Class Record Form 


February 22, 1993 


58 FR 10510 


296 


F213 AFMWRC A 




Air Force Educational Assistance Loans 


February 22, 1993 


58 FR 10510 


297 


F215 AF DP A 




Child DevelopmentA^ outh Activities Records 


February 22, 1993 


58 FR 10510 


298 


1 C A IT A T» 

rzlD AFA B 




Library/Special Collections Records 


February 22, 1993 


58 FR 10512 


299 


F2 1 5 AFM WRS A A 




Automated Air Force Library Information System 


May 19, 1993 


58 FR 29207 


300 


1 ^ ATT A 

F215 AU A 




Air University (AU) Library Patron Database 


February 22, 1993 


58 FR 10513 


301 


r">^ e A r* A A 

F265 AFA A 




Cadet Chaplain Records 


February 22, 1993 


58 FR 10513 


302 


F265 HC A 




Non-Chaplain Ecclesiastical Endorsement Files 


February 22, 1993 


58 FR 10514 








Chaplain Personnel Roster 


February 22, 1993 


58 FR 10514 


304 


F265 HC D 




Records on Baptisms, Marriages and Funerals by Air Force Chaplains 


February 22, 1993 


58 FR 10515 


305 


F900ACCA 




Special Awards File 


November 28, 1995 


60 FR 58604 


306 


F900AFMPA 




Awards and Decorations 


March 8, 1993 


58 FR 12944 


307 


F900AFMPB 




Suggestions, Inventions, Scientific Achievements 


February 22, 1993 


58 FR 10517 


308 


F900AFAA 




Cadet Awards Files 


February 22, 1993 


58 FR 10517 


309 


F900 AFA B 




Thomas D. White National Defense Award 


February 22, 1993 


58 FR 10518 



Questions regarding the Department of the Air Force's Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager, 
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674. 
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b. 
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NATIONAL SECURITY AGENCY / CENTRAL SECURITY SERVICE 



System Identifier Exempt System Name Federal Register Citation 



1 
1 






inJ>a/u5>5> Access, Autnority and Release ot iniormation rile 


reoruary 22, 1993 


5o rR 10532 


L 


rivic A n') 
OINoA. UZ 


c 
t 


iNoA/i_oo Applicants 


rebruary 22, lyyi 


CO CO 1 ACT! 

5o rR 1U533 


5 


nxiCA (vx 


b 


NbA/Cba Correspondence, Cases, Complaints, Visitors, Requests 


February 22, 1993 


58 FR 10534 


A 




c 
b 


iNj>A/Coa Military Reserve Personnel uata Base 


February 22, 1993 


CO T?T> 1 AO C 

58 rR 10535 


c 




Cr 


iN!5A/Co3 bqual bmployment Upportunity Data 


rebruary 22, 1993 


CO r?T> lACI^ 

58 rR 10536 


0 




Cr 


rsoA/cdo rteaiin, Meoicai ano oaiety rues 


rebruary 22, 1993 


5o rR 10536 


7 


HM^A 07 
VJlNo/\ U / 


c 

c> 


iNoA/coo ivioior venicies ana carpoois 


February 22, 1993 


CO CD 1 Acn 
D6 rR 1053 / 


Q 
O 


riXTCA 08 
VJlNoA UO 


■c 


iNo A/Cod rayroii ana ciaims 


June 7, 1995 


£f\ CD 1AA^>I 

oU rR 3UU74 


0 


(TXTQA no 




iNoA/Cdo rersonnei rue 


August 9, 1993 


CO CD 

5o rR 42303 


10 


GNSA 10 






F^hniarv '>? 1 0O') 
rcuruaiy i77J 


<o CD in<4n 


11 


GNSA 11 


E 


NSA/CSS Time, Attendance and Absence 


February 22, 1993 


58 FR 10541 


12 


GNSA 12 


E 


NSA/CSS Training 


February 22, 1993 


58 FR 10542 


13 


GNSA 13 


E 


NSA/CSS Archival Records 


February 22, 1993 


58 FR 10543 


14 


GNSA 14 


E 


NSA/CSS Library Patron File Control System 


February 22, 1993 


58 FR 10544 


15 


GNSA 15 


E 


NSA/CSS Computer Users Control System 


February 22, 1993 


58 FR 10544 


16 


GNSA 16 


E 


NSA/CSS Drug Testing Program 


February 22, 1993 


58 FR 10545 


17 


GNSA 17 


E 


NSA/CSS Employee Assistance Service (EAS) Case Records 


February 22, 1993 


58 FR 10546 


IS 


GNSA 18 


E 


NSA/CSS Operations Files 


February 22, 1993 


58 FR 10547 



Questions regarding the National Security Agency's Privacy Act systems of records notices should be directed to Ms. Pat Schuyler, Policy Staff, N51, National Security Agency, 
9800 Savage Road, Ft. Meade, MD 20755-6000. Telephone (301) 688-6527. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 322. 
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DEFENSE SPECIAL WEAPONS AGENCY 





System Identifier 


Exempt System Name 


Federal Register Citation 




uracil/ A (\(\\ 




Employee Assistance Program 


August 26, 1996 


61 FR 43740 


2. 


ijrr\o\x/A nfii 




Employee Relations 


August 26, 1996 


61 FR 43741 


5 


T-IT*C\X/A (\(\A 

nl/oWA UU4 




Nuclear Weapons Accident Exercise Personnel Radiation Exposure Records 


October 15, 1996 


61 FR 53725 


4 


T_n~\C\17 A AAC 




Manpower/Personnel Management System 


August 26, 1996 


61 FR 43743 


J 


rxL/ij w t\ 




Employees Occupational Health Programs 


August 26, 1996 


61 FR 43745 


6 


HDSWA 007 


E 


Security Operations 


August 26, 1996 


61 FR 43746 


7 


HDSWAOlO 




Nuclear Test Participants 


August 26, 1996 


61 FR 43747 


8 


HDSWA Oil 


E 


Inspector General Investigation Files 


August 26, 1996 


61 FR 43748 


9 


HDSWA 012 




Carpooling Program 


August 26, 1996 


61 FR 43749 


10 


HDSWA 014 




Student Records 


October 15, 1996 


61 FR 53726 


11 


HDSWA 017 




Voluntary Leave Sharing Program Records 


March 24, 1997 


62 FR 13873 



Questions regarding the Defense Special Weapons Agency's Privacy Act systems of records notices should be directed to Ms. Sandy Barker, Office of General Counsel, 
Defense Special Weapons Agency, 6801 Telegraph Road, Alexandria, VA 22310-3398. Telephone (703) 325-7681. Privacy Act procedural and exemption rules for 
this agency are found at 32 CFR part 318. 
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OFFICE OF THE JOINT CfflEFS OF STAFF 



System Identifier 



Exempt System Name 



Federal Register Citation 



JSOOIMILPERS 

JS002MILPERS 

J0003SMB 

JS004SECDIV 

JS006CND 

JS007MPD 



Joint Staff Medals and Awards Files and Reports System; Microfilmed Historical Awards 
Military Personnel Files 

Manpower, Personnel and Security System (MPSS) 
E Joint Staff Security Clearance Files 
E Department of Defense Countemarcotics C4I System 

Joint Manpower Automation System 



February 22, 1993 
February 22, 1993 
February 22, 1993 
August 25, 1995 
February 22, 1993 
April 19, 1993 



58 FR 10558 
58 FR 10559 
58 FR 10559 
60 FR 44322 
58 FR 10561 
58 FR21146 



Questions regarding the Joint Chiefs of Staffs Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management Division, 
Washington Headquarters Services, 11 55 Defense Pentagon, Room 5C3 15, Washington, DC 20301-1155. Telephone (703) 697-2501. Privacy Act procedural and 
exemption rules for this agency are found at 32 CFR part 313. 
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DEFENSE INFORMATION SYSTEMS AGENCY 



System Identifier Exempt System Name Federal Register Citation 



1 
1 


V.Ul 


Records Relating to ullSA transactions Under tne rrivacy Act ot 1974 


rebruary 22, 


1993 


CO T7T> 1 AC/IT 

58 rR 10563 




l^X/L/t.Ul 


Visit Notification/Clearance Verification Records NR501-1 1 


rebruary 22, 


1993 


CO CD 1 ACiCil 

5o rR 10564 


J 


K^npp no 


rarKing rermii i^oniroi riies dui-u/ 


rebruary zz, 




CO 1 AC^yf 

56 rR 1U564 


A 




UA rorm 111 ciassiiied Container iniormation rile 503-Oz 


rebruary 22, 


1993 


CO 1715 lACiCC 

56 rR 10565 


C 


vTiFP no 


Authorization to Sign for Classified Material List 


rebruary 22, 


1993 


CO CD 1 t\Q.CC 

5© rR 1U566 


0 




Classified Material Receipt Authorization List 


rebruary 22, 


1993 


CO CO 1 AC/CiC 

5o rR 10566 






Authority to Review/Sign for Classified Messages at 1918 Communications Center 


February 22, 


1993 


CO l?t> 1 AC^*? 

58 FR 10567 


O 
5 


KTiPP n^ 


Access Listing to Classified Material (NATO) 


February 22, 


1 HOT 

1993 


CO CO 1 

58 rR 10567 


Q 


yr^cr^ n^ 


Nominations/Enrollments for Training Courses 


rebruary 22, 


1993 


CO CO 1 t\C£,0 

58 FR 10568 




KJJbL/.U / 


oUi-1 1 JJuty Rosters 


February 22, 


1993 


CO CO 1 t\C£.0 

58 FR 10568 


1 1 

1 A 




iUi-uo Request and Authorization tor temporary Duty l ravel 


February 22, 


1993 


CO CO 1 AC^A 

58 FR 10569 


IZ 


1VCUK.UZ 


uiaA rorm oU5, rersonnei Data atieet 


rebruary 22, 


1993 


CO CO 1 Ac^n 
58 FR 10569 


1 J 




Incident Report File 


February 22, 


1993 


CO CD 1 ACTA 

58 FR 1U5 /U 




l/'pfTO 

l\JiUK.U*f 


Security Clearance File 


rebruary 22, 


1993 


CO CD t ACTA 

58 FR 10570 


1 < 




Classified Container Information Forms 


February 22, 


1993 


CO CD 1 ACT 1 

58 FR 1U571 


1 a 
lo 


If^CT rD A7 

KtUK.U/ 


Postal Directory File 


February 22, 


1993 


58 FR 10571 


1 / 


KHUK.Uo 


Travel Order and Voucher File 


rebruary 22, 


1993 


58 FR 10572 


1 fi 
15 


ypTTP no 


JNoncomoatant iniormation card, AhZ rorm o-lUo 


February 22, 


1 OAT 

1993 


CO CD 1 Acn 

58 FR 10572 


ly 


t^CI TD in 


Personnel File 


February 22, 


1993 


58 FR 10573 




|>f\>fTXI A1 


Minority Identification File List 


February 22, 


1993 


CO CO 1 ACTvi 

58 FR 10574 


Zl 




isationai communications system continuity ot Operations Flan (NCb CCJUr) Automated support 


February 22, 


1 AAT 

1993 


CO CD 1 ACTC 

58 FR 10575 


zz 


fwr'Q no 


National Communications System (NCS) Plan for Emergencies and Major Disasters 


1!?AlhM*Aa»> 

rebruary 22, 


1 OAT 

1993 


CO CD 1 ACTC 

58 FR 10575 


ZJ 




National Communications System Emergency Action Group (NEAG) 


February 22, 


1993 


CO CO 1 ACTiC 

58 FR 10576 


Zf 


K'PAr' ni 


Classified Container Information Form DA 727 


rebruary 22, 


1993 


CO CO 1 ACTT 

58 FR 10577 


Zj 


^DAr^ no 


Autiiorization to oign tor ciassiiied Material Lists 


rebruary 22, 


1993 


CO CO 1 ACT? 

58 FR 10577 


ZD 


K'PAr' n'l 


rermanent cnange ot station and temporary Duty travel urder riie 


rebruary 22, 


1 AAT 

1993 


CO CD 1 ACTO 

58 FR 1U578 


07 
z / 


TTPAP nA 


Time and Attendance Cards and Labor Distribution Cards 


February 22, 


1993 


CO CD 1 ACTA 

58 FR 1U5 /y 


on 

Zo 


liTPAP n^ 


403-03 Injury Records 


February 22, 


1 AQT 

1993 


CO CD 1 ACTA 

58 FR iU5 /9 


00 


K'WHP ni 


Agency Training File System 


February 22, 


iyy3 


CO CD 1 ACOA 

58 FR 1U58U 


in 


no 


Military Personnel Files System 


rebruary 22, 


1 AAT 

1993 


CO CD 1ACOA 

58 FR 10580 


1] 
ji 


fwur^ AT 


Personnel Locator File System 


rebruary 22, 


1 AAT 

1993 


CO CD 1 ACO 1 

58 FR 10581 


10 
JZ 


liTWMP nA 


Military Financial File System 


February 22, 


1993 


CO CD 1 ACOT 

58 FR 10582 




K'WHP n^ 


Personnel Information System 


February 22, 


1993 


CO CD 1 ACOT 

58 FR 1U583 




l/'Vl/LTp A/; 


Personnel Security Files 


February 22, 


1993 


C O CD 1 A C O T 

58 FR 10583 




vwTHC no 


Agency Access/Pass File System 


February 22, 


1993 


CO CD 1 ACOyI 

58 FR 10584 


JO 


1^ 1 AC A1 


zuo.iu contidentiai statement ot employment and Financial interest 


February 22, 


1993 


CO CO 1 ACOC 

58 FR 10585 


37 


K107.01 


TnveQtifmtifin r^omnlnint Dicrrftninjifion 


February 22, 


1993 


^9 pD mSR^ 
./O riv. iva/ou 


38 


K232.01 


Travel Orders Records System 


February 22, 


1993 


58 FR 10587 


39 


K232.02 


Injury Record File 


February 22, 


1993 


58 FR 10587 


40 


K240.01 


Personnel Security Investigative Dossier File (PSIDF) 


August 23, 1995 


60 FR 43777 


41 


K240.02 


Sensitive Compartmented Information (SCI) Posn/Pers Accountability System 


February 22, 


1993 


58 FR 10589 


42 


K240.03 


Clearance Card File for Defense Communications Agency (DISA) Personnel 


February 22, 


1993 


58 FR 10590 


43 


K240.04 


Identification Badge System 


February 22, 


1993 


58 FR 10591 


44 


K240.05 


Visitor Clearance File 


February 22, 


1993 


58 FR 10591 


45 


K240.06 


Classified Container Information on Form (SF 700) 


February 22, 


1993 


58 FR 10593 



Questions regarding the Defense Information Systems Agency's Privacy Act systems of records notices should be directed to Ms. Jill van der Does, 
Defense Information Systems Agency, CIO/D03A, 3701 N. Fairfax Drive, Suite 426, Arlington, VA 22203-1713. Telephone (703) 696-1890. 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 316. 
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DEFENSE INFORMATION SYSTEMS AGENCY 



System Identifier Exempt System Name Federal Register Citation 





Kz4U.U/ 


Venicie and rarkmg Registration Card 


February 22, 1993 


CO 'CT* 1 ACO'5 

58 FR 10593 




JVZ4U.UO 


Security Violation Case File 


reoruary ZZ, lyyj 


56 hK 1U393 




K'l 1 1 ni 

1 /.Ul 


Mishap Report 


reoruary ZZ, lyyj 


55 rK 1Uj95 




KOOU.Ul 


303-41-42 Claims Files, Requests for Waiver of Pay and Allowances 


reoruary 22, 1993 


CO T?r> 1 ACO^ 

58 rR 10596 




J\./UU.Ui 


Employee-Management Relations and Services Files 


August 9, 1993 


CO CO /inoi 
58 rK 4Z3U3 


C 1 

j1 


K/UU.UZ 


Civilian Awards Program File 


i?aU,m.am. ti 1 

reoruary 22, 1993 


CO CD 1 Acm 

58 rK 10597 


^0 
jZ 


JV/UU.Uj 


Manpower and Personnel System (MAPS) 


17Al>a...A_. 1"^ 1 ftrt'^ 

reoruary 22, 1993 


CO CD 1 ACOO 

58 rR 10598 


^1 
J J 




Priority Reassignment Eligibles File 


reoruary ZZ, lyyJ 


CO CD 10C0A 


<A 


K/UU.UD 


Executive Level Position Files 


17At»«Am 1'^ loo's 

reoruary 22, 1993 


C O CD 1 A^OA 

58 rR lUoUO 


cc 

JJ 


1V./UU.U0 


Report of Defense Related Employment 


reoruary ZZ, lyyi 


CO CD 1 AiCOA 

58 rK lUoUU 


JO 


Iv/UU.U/ 


Employee Record File 


1?At>M.A«_. 11 1 OOl 

February 22, 1993 


CO CD lA^AI 

58 rR lUoUl 


J / 


i^7An no 


ouj-uz service Kecora cara riies 


reoruary ZZ, iWi 


C D CD 1 AiC A 1 

DO rK iUoUl 


Do 


L^TAA 1 A 


603-08 Annual Classification Maintenance Review File 


rTAUvniAMf n loo's 

reoruary 22, 1993 


CO CD 1 AiTAI 

58 rR lUoOZ 


jy 


fTAA 1 1 


602-18 Promotion Register and Record Files 


reoruary zZ, 1993 


CO CD 1 (\£.f\1 

58 rK lUoU3 


AH 


fk./UU.lZ 


ouz-iu i>/ivii service i.^eniricate rues 


^Al%«naA»^t tool 

reoruary ZZ, 1993 


CO CD 1 (\H(\1 

Do rK lUoU3 


01 


k^7AA 1 1 


ouz-Zo Retention Kegister rues (Keduction-in-rorce) 


1?AU«.Anr H 1 OO'S 

reoruary 22, 1993 


CO CD 1 AiCA/1 

58 rK 10604 


oz 


K/UU. 1 J 


603-05 Chronological Journal Files 


reoruary ZZ, 1993 


CO CD 1 AiCAC 

DO rK lUoU5 


63 




r''] iiccifjpittinii Ann^silc Flip 


rcDrudry zz, vyyj 


JO rrv. lUDUj 


64 


K700.17 


603-01 Official Personnel Folder Files (Standard Form 66) 


August 6, 1993 


58 FR 42303 


65 


K700.35 


602-1 1 Active Application Files (Applicant Supply Files) 


February 22, 1993 


58 FR 10607 


66 


K890.01 


Freedom of Information Act File (FOIA) 


August 23, 1995 


60 FR 43778 


67 


K890.03 


Awards Case History File 


February 22, 1993 


58 FR 10609 


68 


K890.04 


Military Personnel Management/Assignment Files 


February 22, 1993 


58 FR 10610 


69 


K890.05 


Overseas Rotation Program Files 


February 22, 1993 


58 FR 10610 


70 


K890.06 


Card File for Forwarding Mail of Departed Personnel 


February 22, 1993 


58 FR 10611 


71 


K890.07 


Education, Training, and Career Development Data System 


February 22, 1993 


58 FR 10612 



Questions regarding the Defense Information Systems Agency's Privacy Act systems of records notices should be directed to Ms. Jill van der Does, 
Defense Information Systems Agency, CIO/D03A, 3701 N. Fairfax Drive, Suite 426, Arlington, VA 22203-1713. Telephone (703) 696-1890. 
Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 3 16. 
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! 



DEFENSE INTELLIGENCE AGENCY 



System Identifier Exempt System Name Federal Register Citation 



1 


LDIA 0005 


Personnel Management Information System (PMIS) 


February 22, 1993 


58 FR 10615 


2 


LDIA 0008 


Vehicle Registration Information Files 


February 22, 1993 


58 FR 10616 


3 


LDIA 0010 


Requests for Information 


February 22, 1993 


58 FR 10616 


4 


LDIA 0011 


Student Information Files 


February 22, 1993 


58 FR 10617 


5 


LDIA 0014 


Employee Grievance Files 


February 22, 1993 


58 FR 10618 


6 


LDIA 0015 


Biographic Sketch 


February 22, 1993 


58 FR 10618 


7 


LDL\0140 


Passports and Visas 


February 22, 1993 


58 FR 10619 


8 


LDL\0150 


Official Traveler Profile 


February 22, 1993 


58 FR 10620 


9 


LDL\ 0209 


Litigation and Disposition Documentation 


February 22, 1993 


58 FR 10620 


10 


LDIA 0271 


E Investigations and Complaints 


February 22, 1993 


58 FR 10621 


11 


LDIA 0275 


E DoD Hotline Referrals 


February 22, 1993 


58 FR 10622 


12 


¥ TAT A rx"^^^ 

LDIA 0335 


Alcohol and Drug Abuse Reporting Program 


February 22, 1993 


58 FR 10623 


13 


LDIA 0435 


DIA Awards Files 


February 22, 1993 


58 FR 10624 


14 


LDIA 0450 


Drug-Free Workplace Files 


February 22, 1993 


58 FR 10624 


15 


LDL\ 0480 


Reserve Training Records 


February 22, 1993 


58 FR 10625 


16 


LDIA 0590 


Defense Intelligence Special Career Automated System (DISCAS) 


February 22, 1993 


58 FR 10626 


17 


LDL\ 0660 


E Security Files 


February 22, 1993 


58 FR 10626 


18 


LDL\ 0800 


E Operation Record System 


February 22, 1993 


58 FR 10627 


19 


LDIA 0813 


Bibliographic Data Index System 


February 22, 1993 


58 FR 10628 


20 


LDIA 0900 


Accounts Receivable, Indebtedness and Claims 


February 22, 1993 


58 FR 10629 



Questions regarding the Defense Intelligence Agency's Privacy Act systems of records notices should be directed to Mrs. Melissa L. Folz, Records Management Officer, 
Defense Intelligence Agency, ATTN: DA-A, Washington, DC 20340-3190. Telephone (202) 231-4291. Privacy Act procedural and exemption rules for this agency 
are found at 32 CFR part 319. 
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UNITED STATES MARINE CORPS 





System Identifier 


Exempt System Name 


Federal Register Citation 


1 


MAAOOOOl 


Flight Readiness Evaluation Data System (FREDS) 


February 22, 1993 


58 FR 10632 


^ 2 


MAA00002 


Marine Corps Aircrew Performance/Qualification Information 


February 22, 1993 


58 FR 10633 


3 


MFDOOOOl 


Automated Leave and Pay System (ALPS) 


February 22, 1993 


58 FR 10633 


4 


MFD00002 


Primary Management Efforts (PRIME)/Operations Subsystem 


February 22, 1993 


58 FR 10634 


5 


MFD00003 


Marme Corps Total Force System (MCTFS) 


September 9, 1996 


61 FR 47502 


6 


MFD00004 


Bond and Allotment (BA) System 


February 22, 1993 


58 FR 10636 


7 


MFD00005 


Retired Pay/Personnel System (RPPS) 


February 22, 1993 


58 FR 10637 


8 


MFD00007 


Marine Corps Financial Records System 


February 22, 1993 


58 FR 10638 


9 


MFD00009 


Pay Vouchers for Marine Corps Junior Reserve Officer Training Course Instructors 


February 22, 1993 


58 FR 10640 


10 


MFDOOOlO 


Per Diem and Travel Payment System 


February 22, 1993 


58 FR 10641 


1 1 


X ifimA A A A 1 

MHOOOOOl 


Biographical Files 


February 22, 1993 


58 FR 10641 


12 


MHD00006 


Register/Lineal Lists 


February 22, 1993 


58 FR 10642 


13 


MILOOOOl 


Assignment and Occupancy of Family House Records 


February 22, 1993 


58 FR 10643 


14 


MIL00002 


Unaccompanied Personnel Housing Registration System 


February 22, 1993 


58 FR 10643 


15 


MIL00003 


Laundry Charge Accounts Records 


February 22, 1993 


58 FR 10644 


16 


MIL00004 


Personal Property Program 


February 22, 1993 


58 FR 10644 


17 


MIL00005 


Passenger Transportation Program 


February 22, 1993 


58 FR 10645 


18 


Ik MIT AAAAZ" 

MIL00006 


Dealer's Record of Sale of Rifle or Pistol, State of California 


February 22, 1993 


58 FR 10646 


19 


k 4TT AAA 1 1 

MILOOOl 1 


Marine Corps Exchange Vendor Directory 


February 22, 1993 


58 FR 10646 


20 


MIL00012 


Licensing Procedures for Military Motor Vehicles 


February 22, 1993 


58 FR 10647 


21 


MILOOOl 3 


Individual Uniform Clothing Records 


February 22, 1993 


58 FR 10647 


22 


K £TT AAA1 it 

NULOOOH 


Exchange Privilege Authonzation Log 


February 22, 1993 


58 FR 10648 


23 


MILOOOl 5 


Housing Referral Services Records System 


February 22, 1993 


58 FR 10649 


24 


MILOOOl 6 


Depot Maintenance Management Subsystem (DMMS) 


February 22, 1993 


58 FR 10649 


25 


MILOOOl 7 


Transportation Data Financial Management System (TDFMS) 


February 22, 1993 


58 FR 10650 


26 


MILOOOl 8 


Organization Clothing Control File 


February 22, 1993 


58 FR 10651 


27 


MILOOOl 9 


Equipment and Weapons Receipt or Custody Files 


February 22, 1993 


58 FR 10651 


28 


MIL00021 


Working Files, Division Supply Sections and Wing Supply Sections 


February 22, 1993 


58 FR 10652 


29 


MIL00022 


Delinquent Clothing Alteration List 


February 22, 1993 


58 FR 10653 


30 


MINOOOOl 


E Personnel Secunty Eligibility and Access Information System 


February 22, 1993 


58 FR 10653 


31 


MIN00002 


POW/MIA Intelligence Analysis and Debrief Files 


February 22, 1993 


58 FR 10654 


32 


MJAOOOOl 


Business Complaint File 


February 22, 1993 


58 FR 10655 


33 


MJA00002 


General Correspondence Files for Legal Administration 


February 22, 1993 


58 FR 10655 


34 


MJA00003 


Magistrate Court Case Files 


February 22, 1993 


58 FR 10656 


35 


MJA00004 


In Hands of Civil Authorities Case Files 


February 22, 1993 


58 FR 10657 


36 


MJA00005 


Financial Assistance/Indebtedness/Credit Inquiry Files 


February 22, 1993 


58 FR 10657 


37 


MJA00009 


Marine Corps Command Legal Files 


May 18, 1995 


60 FR 26723 


38 


MJAOOOlO 


Unit Punishment Book 


August 3, 1993 


58 FR 41254 




MJAUUUlZ 


Individual Accounts of Mail Order Clothing (bill file) 


August 3, 1993 


58 FR 41255 


40 


MJA00013 


Bad ChecksAVithdrawal of Check Cashing Privileges Lists 


August 3, 1993 


58 FR 41255 


41 


MJA00014 


Confidential Statements of Employment/Financial Interests 


August 3, 1993 


58 FR 41256 


42 


MJA00016 


Judge Advocate Division "D" Files 


August 3, 1993 


58 FR 41256 


43 


MJA00017 


JA Division, HQMC Correspondence Control Files 


August 3, 1993 


58 FR 41257 


44 


MJA00018 


Performance File 


August 3, 1993 


58 FR 41257 


45 


MMC00002 


Working Files, Inspection Division 


August 3, 1993 


58 FR 41258 



Questions regarding the United States Marine Corps' Privacy Act systems of records notices should be directed to Ms. Barbara L. Thompson, Headquarters, U.S. Marine Corps, 
ARAD, FOIA/PA USMC, 2 Navy Annex, Room 1018, Washington, DC 20380-1775. Telephone (703) 614-4008. Privacy Act procedural and exemption rules for this agency 
are found at 32 CFR part 70 1 . 
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UNITED STATES MARINE CORPS 



System Identifier Exempt System Name Federal Register Citation 



46 


MMC00003 


Activity Check In/Check Out File 


August 3, 1993 


58 FR 41259 


47 


MMC00004 


Adjutant Services Section Discharge Working Files 


August 3, 1993 


58 FR 41260 


48 


MMC00005 


Insurance Files 


August 3, 1993 


58 FR 41260 


49 


MMC00007 


Inspection of Government Property Assigned to Individual 


August 3, 1993 


58 FR 41261 


50 


MMC00008 


Message Release/Pickup Authorization File 


August 3, 1993 


58 FR 41262 


51 


MMC00009 


Narrative Biographical Data with Photos 


August 3, 1993 


58 FR 41262 


52 


MMCOOOlO 


Marine Corps Marathon Automated Support System 


August 3, 1993 


C O T7T> A\'^£.'i 

58 FR 41263 


53 


MMNOOOOl 


Absentee Processing and Deserter Inquiry File 


February 22, 1993 


CO CO lA^f O 

58 FR 10658 


54 


MMN00002 


Listing of Retired Marine Corps Personnel 


February 22, 1993 


58 FR 10659 


55 


MMN00004 


Marine Corps Club Records 


February 22, 1993 


58 rR lOooU 


56 


MMN00005 


Marine Corps Education Program 


February 22, 1993 


58 FR 10661 


57 


MMN00006 


Marine Corps Military Personnel Records (OQR/SRB) 


February 22, 1993 


CO CT* M\£.£.\ 

58 FR 10661 


58 


MMN00009 


Military Police Information System (MILPINS) 


February 22, 1993 


CO CO 1 f\/:£'i 

58 rR 10663 


59 


MMNOOOlO 


Personnel Services Working Files 


February 22, 1993 


58 FR 10664 


60 


MMNOOOll 


Source Data Automated Fitness Report System (SDAFRS) 


February 22, 1993 


58 FR 10665 


61 


MMN00013 


Personnel Management Working Files 


February 22, 1993 


58 FR 10666 


62 


MMN00014 


Work Measurement Labor Distribution Cards 


February 22, 1993 


58 FR 10667 


63 


MMN00016 


Accident and Injury Reporting System 


February 22, 1993 


58 FR 10668 


64 


MMN00017 


Armory Access and Individual Weapons Assignments 


February 22, 1993 


58 FR 10668 


65 


MMN00018 


E Base Security Incident Report System 


February 22, 1993 


58 FR 10669 


66 


MMN00019 


Drug/Alcohol Abuse Reporting Program 


February 22, 1993 


58 FR 10670 


67 


MMN00020 


Pet Registration 


February 22, 1993 


58 FR 10671 


68 


MMN00021 


Weapons Registration 


February 22, 1993 


58 FR 10671 


69 


MMN00022 


Vehicle Control System 


February 22, 1993 


58 FR 10672 


70 


MMN00027 


Marine Corps Military Personnel Access Files 


T"^!^— — '^'^ loft's 

February 22, 1993 


58 FR 10673 


71 


MMN00032 


Personal History Card File 


February 22, 1993 


58 rR 10673 


72 


MMN00034 


Personnel Procurement Working Files 


February 22, 1993 


58 FR 10674 


73 


MMN00035 


Truth Teller/Static Listings 


February 22, 1993 


58 FR 10675 


74 


MMN00036 


Identification Card Control 


rebruary 22, 1993 


5o rR lUo7o 


75 


MMN00037 


Library Patron File 


February 22, 1993 


58 FR 10676 


76 


MMN00038 


Amateur Radio Operator's File 


February 22, 1993 


58 FR 10677 


77 


MMN00039 


Citizen Band Radio Request and Authorization File 


February 22, 1993 


58 FR 10677 


78 


MMN00040 


Individual Training Records/Training Related Matters 


February 22, 1993 


58 FR 10678 


79 


MMN00041 


Non-Appropnated Fund (NAF) Employee File 


February 22, 1993 


CO 17 O 1 A^TO 

58 rR 10679 


80 


MMN00042 


Marine Corps Locator Files 


February 22, 1993 


58 FR 10680 


81 


MMN00043 


Marine Corps Recreation Property Records and Facilities 


February 22, 1993 


58 FR 10680 


oZ 


MMUUUU44 


Equal Opportunity Information and Support System 


rcDruary zz, lyyj 


JO ri\. ivooi 


83 


MMN00045 


Automated Recruit Management System (ARMS) 


February 22, 1993 


58 FR 10682 


84 


MMN00046 


Recruit Incident System 


February 22, 1993 


58 FR 10683 


85 


MMN00047 


Officer Slate File System 


February 22, 1993 


58 FR 10683 


86 


MMN00048 


Performance Evaluation Review Board 


February 22, 1993 


58 FR 10684 


87 


MMN00049 


Manpower Management Information System 


February 22, 1993 


58 FR 10684 


88 


MMN00050 


Drill Instructor Evaluation Files System 


February 22, 1993 


58 FR 10685 


89 


MMN00051 


Individual Recruiter Training Record 


February 22, 1993 


58 FR 10686 


90 


MMTOOOOl 


Dependent (Title 6) Schools Records System 


February 22, 1993 


58 FR 10686 



Questions regarding the United States Marine Corps* Privacy Act systems of records notices should be directed to Ms. Barbara L. Thompson, Headquarters, U.S. Marine Corps, 
ARAD,F0IAyPAUSMC,2NavyAnnex, Room 1018, Washington, DC 20380-1775. Telephone (703) 614-4008. Privacy Act procedural and exemption rules for this agency 
are found at 32 CFR part 701 . 
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UNITED STATES MARINE CORPS 

System Identifier Exempt System Name Federal Register Citation 

91 MMT00002 Marine Corps Institute Correspondence Training Records System February 22, 1993 58 FR 10687 

92 MRSOOOOl Reserve Manpower Management and Pay System (REMMPS) February 22, 1993 58 FR 10687 

93 MRS00002 Marine Corps Reserve Support Center (MCRSC) Management System February 22, 1 993 58 FR 1 0688 

94 MRS00003 Marine Corps Reserve HIV Program February 22, 1993 58 FR 10689 

95 MTEOOOOl Telephone Billing/Accounting File February 22, 1993 58 FR 10689 



Questions regarding the United States Marine Corps' Privacy Act systems of records notices should be directed to Ms. Barbara L. Thompson, Headquarters, U.S. Marine Corps, 
ARAD, FOIA/PA USMC, 2 Navy Annex, Room 1018, Washington, DC 20380-1775. Telephone (703) 614-4008. Privacy Act procedural and exemption rules for this agency 
are found at 32 CFR part 701 . 
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OF 



THE NAVY 





System Identifier 


Exempt System Name 


Federal Register Citation 


1 


NO 1000-2 




Naval Discharge Review Board Proceedings 


March 18, 1997 


62 FR 12809 


2 


NO 1000-3 




Navy Individual Service Review Board Proceedings (ISRB) 


March 18, 1997 


62 FR 12810 


3 


NOlOOl-1 




Roster, Naval Reserve Law Units 


February 22, 1993 


58 FR 10692 


4 


NOlOOl-2 




Naval Reserve Law Program Officer Personnel Information 


February 22, 1993 


58 FR 10692 


5 


NOlOOl-3 




Naval Reserve Intelligence/Personnel File 


March 2, 1994 


59 FR 9965 


6 


NOlOOl-5 




MSG Masters and Chief Engineers Data File 


February 22, 1993 


58 FR 10694 


7 


NO 1070-1 




JAG Corps Officer Personnel Information 


February 22, 1993 


58 FR 10694 


8 


NO 1070-2 




Naval Attache Files 


February 22, 1993 


58 FR 10695 


9 


NO 1070-3 




Navy Personnel Records System 


September 29, 1994 


59 FR 49648 


10 


NO 1070-4 




Naval Reserve Security Group Personnel Records 


February 22, 1993 


58 FR 10697 


11 


NO 1070-6 




Employee Explosives Certification Program 


February 22, 1993 


58 FR 10698 


12 


NO 1070-7 




NEXCOM Military Personnel Information System 


March 2, 1994 


59 FR 9966 


13 


NO 1070-8 




Correction Board Case Files System 


March 2, 1994 


59 FR 9967 


14 


NO 1070-9 


E 


White House Support Program 


February 22, 1993 


58 FR 10700 


15 


NO 1070- 12 




NCIS Administrative Files System 


February 22, 1993 


58 FR 10702 


16 


NO 1070- 13 




Nuclear Program Interview and Screening 


September 20, 1993 


58 FR 48855 


17 


NO 1070- 14 




Next of Kin Information for Sea Trial Riders 


February 22, 1993 


58 FR 10704 


18 


NO 1070- 15 




Nuclear-Trained Naval Officers 


February 22, 1993 


58 FR 10704 


19 


NO 1080-1 




Enlisted Master File Automated System 


February 22, 1993 


58 FR 10705 


20 


NO 1080-2 




Officer Master File Automated System 


February 22, 1993 


58 FR 10705 


21 


NO 1080-3 




Reserve Command Management Information 


February 22, 1993 


58 FR 10706 


22 


NOl 130-1 




Low Quality Recruiting Report 


February 22, 1993 


58 FR 10707 


23 


N01131-1 


E 


Officer Selection and Appointment System 


February 22, 1993 


58 FR 10708 


24 


NOl 133-1 




NAME/LEAD Processing System 


February 22, 1993 


58 FR 10709 


25 


NOl 133-2 


E 


Recruiting Enlisted Selection System 


February 22, 1993 


58 FR 10710 


26 


NOl 136-1 




Navy Awareness System 


February 22, 1993 


58 FR 10711 


27 


N01211-1 




Naval Technology Mobilization Personnel Data 


February 22, 1993 


58 FR 10711 


28 


N01301-1 




Judge Advocate General Reporting Questionnaire 


February 22, 1993 


58 FR 10712 


29 


N01301-2 




Naval Officer Development and Distribution Support System 


February 22, 1993 


58 FR 10712 


30 


NO 1306-1 




Enlisted Development and Distribution Support System 


February 22, 1993 


58 FR 10713 


31 


NO 1500-2 




NAVSCOLS/TIS, USMC Training Supsys 


January 19, 1994 


59 FR 2834 


32 


NO 15 00-3 




Students Awaiting Legal, Medical Action Account 


February 22, 1993 


58 FR 10715 


33 


VT/\ 1 t% 

NO 1500-8 




Personnel and Training Evaluation Program 


February 22, 1993 


58 FR 10716 


34 


N01531-1 




USNA Applicants, Candidates, and Midshipmen Records 


September 20, 1993 


58 FR 48855 


35 


NO 1542-1 




Aviation Training Jacket 


March 18, 1997 


62 FR 12806 


36 


N01571-1 




Reserve Financial Management/Training System (RESFMS) 


February 22, 1993 


58 FR 10718 


37 


NOl 572-1 




NJAG Reserve Officer Questionnaires 


February 22, 1993 


58 FR 10719 


38 


NO 1640-1 


E 


Individual Correctional Records 


November 10, 1993 


58 FR 59711 




XT/1 1 "7 1 n 1 

NUl / lU-1 




Special Membership Listing of the Organizational Recreation Association 


February 22, 1993 


58 FR 10721 


40 


NO 1740-2 




Federal Housing Administration Mortgage Insurance System 


February 22, 1993 


58 FR 10721 


41 


N01754-1 




Navy Family Support Program 


August 17, 1995 


60 FR 42852 


42 


NO 1754-2 




Navy/USMC Family Service Centers Volunteers 


February 22, 1993 


58 FR 10723 


43 


NO 1754-3 


E 


Navy Child Development Services Program 


February 22, 1993 


58 FR 10724 


44 


N01770-2 




Casualty Information Support System 


February 22, 1993 


58 FR 10725 


45 


N01770-3 




Naval Academy Cemetery and Columbarium Records 


September 20, 1993 


58 FR 48857 



Questions regarding the Department of the Navy's Privacy Act systems of records notices should be directed to Mrs. Doris Lama, PA/FOIA Policy Branch, Chief of Naval Operations, 
N09B30, 2000 Navy Pentagon, Washington, DC 20350-2000. Telephone (202) 685-6545. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 701 . 
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DEPARTMENT OF THE NAVY 





System Identifier 


Exempt System Name 


Federal Register Citation 


AC 


xtrt 1 o 1 A 1 




Directory of Retired Regular and Reserve Judge Advocates 


February 22, 1993 


58 FR 10726 


47 


XTA 1 OCA 1 




Origins of Disabilities For Retired Military Members 


February 22, 1993 


58 FR 10727 


48 


XTA 1 OCA 

NO 1850-2 




Physical Disability Evaluation System Proceedings 


March 18, 1997 


62 FR 12808 


49 


N 0346 1-2 




POW Follow-up Program 


March 2, 1994 


59 FR9969 


du 


N03501-1 




FBM Submarine DASO Crew Evaluation 


February 22, 1993 


58 FR 10731 


C 1 


iNU35Ul-Z 




Navy Recovery Data Base System 


February 22, 1993 


58 FR 10731 


52 


N 03 760-1 




Naval Flight Record Subsystem (NAVFLIRS) 


February 22, 1993 


58 FR 10732 


53 


N03760-2 




Flight Instruction Standardization and Training (FIST) Jacket 


March 18, 1997 


62 FR 12807 


54 


XTAI OO A 1 

N03834-1 


E 


Special Intelligence Personnel Access File 


March 2, 1994 


59 FR9970 


55 


XTA^ AAA 1 

N03900-1 




Naval Air Test Center Technology Data File 


February 22, 1993 


58 FR 10733 


36 


XIAilACA 1 

N04050-1 




Personal Property Program 


February 22, 1993 


58 FR 10734 


57 


N04060- 1 


E 


Navy and Marine Corps Exchange and Commissary Sales Control and Security Files 


September 20, 1993 


58 FR 48860 


58 


N04064-1 




USNA Laundry and Drycleaning Charge Account 


September 20, 1993 


58 FR 48861 


59 


XTA/IA^/f 

N 04064-2 




USNA Retail Customer Claim Record 


September 20, 1993 


58 FR 48861 


oU 


N04066-1 




Bad Checks and Indebtedness Lists 


May 22, 1996 


61 FR 25638 


ol 


XTA/IAiCiC 

N 04066-2 




Commercial Fidelity Bond Insurance Claims 


September 20, 1993 


58 FR 48863 


62 


XTAytA^^ O 

N04066-3 




Layaway Sales Records 


September 20, 1993 


58 FR 48864 


63 


N04066-4 




Navy Lodge Records 


September 20, 1993 


58 FR 48865 


CA 

o4 


XTAylAiCil C 

N 04066-5 




NEXCOM Direct Mail List 


September 20, 1993 


58 FR 48866 


65 


XTACAil 1 1 

N05041-1 


E 


Inspector General (IG) Records 


March 18, 1997 


62 FR 12811 


00 


XTA>I /I 1 A 1 

N04410-1 




File of Records of Acquisition, Transfer and Disposal of Privately Owned Vehicles 


September 20, 1993 


58 FR 48867 


an 

o7 


N04410-2 




Military/Civilian Dependents Hurricane Shelter List 


February 22, 1993 


58 FR 10742 


68 


N04410-3 




Duty Free Vehicle Log 


February 22, 1993 


58 FR 10743 


6y 


XTAyliCAA 1 

N04600-1 




Portable Asset Control Environment (PACE) 


February 22, 1993 


58 FR 10744 


70 


XTAyl^CA 1 

N04650-1 




Personnel Transportation System 


March 24, 1994 


59 FR 13943 


/l 


XTACAAA O 

N05000-2 




Administrative Personnel Management System 


March 18, 1997 


62 FR 12812 


72 


XTAC 1 A A 1 

N05 100-1 




Diving Log 


February 22, 1993 


58 FR 10746 


73 


XTAC 1 A A O 

N05 100-2 




Scheduled Parachute Jump Program 


February 22, 1993 


58 FR 10746 


74 


XTACIAI 1 

N05101-1 




Safety Equipment Needs, Issues, Authorizations 


February 22, 1993 


58 FR 10747 


/5 


XTAC 1 '^A 1 

N05120-1 




Bond Accounting 


February 22, 1993 


58 FR 10747 


76 


XTACT 1 A 1 

N05210-1 




General Correspondence Files 


February 22, 1993 


58 FR 10748 


77 


XTAC'7'5'5 

N05233-2 




Command Management Information System (CMIS) 


March 18, 1997 


62 FR 12814 


7o 


XTAC3AA 1 

N05300-1 




Organization Locator and Social Roster 


February 22, 1993 


58 FR 10749 


/y 


XTACTAA "3 

N 05300-3 


E 


Faculty Professional Files 


February 22, 1993 


58 FR 10750 




XTACIAA A 

N05300-4 




Personnel Management and Training Research Statistical Data System 


March 18, 1997 


62 FR 12813 


O 1 

ol 


XTAC^AA a 

N 053 00-6 




Armed Forces Staff College Administrative Data System 


February 22, 1993 


58 FR 10752 


82 


N05330-1 




Manhour Accounting System 


May 22, 1996 


61 FR 25640 


o3 


XTAC^IA ^ 

N05330-2 




Naval Aviation Depot Workload Control System 


February 22, 1993 


58 FR 10753 


R4 
o*t 






Combined Federal Campaign/Navy Relief Society 


May 22, 1996 


61 FR 25641 


85 


N05350-1 




Navy Drug and Alcohol Program System 


February 22, 1993 


58 FR 10755 


86 


N05354-1 


E 


Equal Opportunity Management Information System 


May 22, 1996 


61 FR 25641 


87 


N05370-1 




Statements of Employment (Regular Retired Officers) 


February 22, 1993 


58 FR 10757 


88 


N05370-2 




Financial Interest Disclosure Statements 


May 22, 1996 


61 FR 25642 


89 


N05371.1 




Conflicts of Interest and Employment Activities 


February 22, 1993 


58 FR 10759 


90 


N05512-1 




Vehicle Control System 


February 22, 1993 


58 FR 10760 



Questions regarding the Department of the Navy's Privacy Act systems of records notices should be directed to Mrs. Doris Lama, PA/FOIA Policy Branch, Chief of Naval Operations, 
N09B30, 2000 Navy Pentagon, Washington, DC 20350-2000. Telephone (202) 685-6545. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 701 . 
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DEPARTMENT OF THE NAVY 





System Identifier 


Exempt System Name 


Federal Register Citation 


91 


N05 520-1 


E Personnel Security Eligibility Information System 


November 10, 1993 


58 FR 59713 


92 


N05 520-2 


Listing of Personnel - Sensitive Compartmented Information 


February 22, 1993 


58 FR 10761 


93 


N05 520-4 


E NCIS Investigative Files System 


February 22, 1993 


58 FR 10762 


94 


NU5520-5 


E Personnel Security Program Management Records System 


April 16, 1997 


62 FR 18590 


95 


N05521-i 


Access Control System 


March 2, 1994 


59 FR 9972 


96 


NU5527-1 


E Security Incident System 


March 2, 1994 


59 FR9973 


97 


N05 527-2 


Security Inspection and Violation System 


March 2, 1994 


59 FR9974 


98 


N05 527-4 


Naval Security Group Personnel Security/Access Files 


February 22, 1993 


58 FR 10767 


99 


N05760-1 


Biographical and Service Record Sketches of Chaplains 


February 22, 1993 


58 FR 10768 


100 


XTACOAA 1 


E Legal OfHce Litigation/Correspondence Files 


September 20, 1993 


58 FR 48868 


101 


N05800-2 


Legal Records System 


February 22, 1993 


58 FR 10770 


102 


N05801-1 


JAG Management Information System (JAGMIS) 


February 22, 1993 


58 FR 10770 


103 


N05801-2 


Legal Assistance Management Information System 


February 22, 1993 


58 FR 10772 


104 


N05802-1 


Fiduciary Affairs Records 


February 22, 1993 


58 FR 10772 


105 


XTACO 1 A 1 


Military Justice Correspondence and Information File 


February 22, 1993 


58 FR 10774 


106 


N05810-3 


Appellate Case Tracking System (ACTS) 


February 22, 1993 


58 FR 10774 


107 


N05813-1 


Ethics File 


February 22, 1993 


58 FR 10775 


108 


N05813-2 


Courts-Martial Case Report 


February 22, 1993 


58 FR 10776 


109 


N05813-3 


Records of Trial of General Courts-Martial 


February 22, 1993 


58 FR 10777 


110 


N05814-1 


Summary and Non-BCD Courts-Martial Records 


February 22, 1993 


58 FR 10777 


111 


N05815-1 


Records of Trial of Special-Courts Martial Resulting in Bad Conduct Discharges or Concerning Officers 


February 22, 1993 


58 FR 10778 


112 


N05817-1 


Courts-Martial Statistics 


February 22, 1993 


58 FR 10779 


113 


N05819-1 


Article 69 Petitions 


February 22, 1993 


58 FR 10779 


114 


N05819-2 


Article 73 Petitions for New Trial 


February 22, 1993 


58 FR 10780 


115 


N05819-3 


E Naval Clemency and Parole Board Files 


September 20, 1993 


58 FR 48868 


116 


N05819-4 


Complaints of Wrong Under Article 138/Article 1 150 


September 9, 1996 


61 FR 47499 


117 


N05820-1 


International Legal Hold Files 


February 22, 1993 


58 FR 10781 


118 


N05822-1 


Yokosuka Prison Health and Comfort Items 


February 22, 1993 


58 FR 10782 


119 


N05830-1 


JAG Manual Investigative Records 


February 22, 1993 


58 FR 10782 


120 


XTAfO^I 1 

N05861-1 


Private Relief Legislation 


February 22, 1993 


58 FR 10784 


121 


N05870-1 


Patent, Invention, Trademark, Copyright, Royalty, and License Files 


February 22, 1993 


58 FR 10785 


122 


N05880-2 


Admiralty Claims Files 


February 22, 1993 


58 FR 10785 


123 


XTACOAA 1 

N05890-1 


Claims Information System 


February 22, 1993 


58 FR 10786 


124 


N05 890-8 


NAVSEA Radiation Injury Claim Records 


February 22, 1993 


58 FR 10788 


125 


XTACOAf 1 

N05891-1 


NJAG Litigation Case File 


February 22, 1993 


58 FR 10788 


126 


N06150-1 


Medical Department Professional/Technical Personnel Development 


February 22, 1993 


58 FR 10789 


127 


N06 150-2 


Health Care Record System 


May 22, 1996 


61 FR 25643 


128 


N06 150-3 


Naval Health/Dental Research Center Data File 


February 22, 1993 


58 FR 10793 




xTn/;i 1 (\ 1 

INUOJlU-l 


Reports of InjuryAllness for Personnel on MSC Ships 


February 22, 1993 


58 FR 10794 


130 


N06320-1 


Health Care Accounts and Insurance Information 


February 22, 1993 


58 FR 10794 


131 


N06320-2 


E Family Advocacy Program System 


May 3, 1996 


61 FR 19910 


132 


N06320-3 


Quality Assurance/Risk Management 


February 22, 1993 


58 FR 10797 


133 


N06530-1 


Blood Donor Program Files 


February 22, 1993 


58 FR 10798 


134 


N07210-1 


Losses of Public Funds File 


February 22, 1993 


58 FR 10798 


135 


N07220-1 


Armed Forces Health Professional Scholarship System 


February 22, 1993 


58 FR 10799 



Questions regarding the Department of the Navy's Privacy Act systems of records notices should be directed to Mrs. Doris Lama, PA/FOIA Policy Branch, Chief of Naval Operations, 
N09B30, 2000 Navy Pentagon, Washington, DC 20350-2000. Telephone (202) 685-6545. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 701. 
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'defense contract audit agency 





System Identifier 


Exempt System Name 


Federal Register Citation 


1 
1 




security iniormation r lies (oio) 


February 22, 1993 


58 FR 10840 


z 




Personnel Security Data Files 


January 19, 1994 


59 FR 2829 


1 
J 




Notification of Security Determinations 


February 22, 1993 


58 FR 10842 


A 




Regional and DCAI Security Clearance Request Files 


January 19, 1994 


59 FR 2830 


c 

J 


RHT" A A 1 ^0 7 


Clearance Certification 


January 19, 1994 


59 FR 2831 


0 


KLiCAA 1 jZ.l / 


Security Status Master List 


January 19, 1994 


59 FR 2832 


/ 


KLIL/AA IjZ.ZZ 


Classified Information Nondisclosure Agreement (NdA) 


February 22, 1993 


58 FR 10845 


O 
O 




Travel Orders 


February 22, 1993 


58 FR 10845 


o 
V 


DIVA A Ofll 1 


Individual Access Files 


February 22, 1993 


58 FR 10846 


1 /I 


PrV^ A A 01 1 11 


UCAA Drug-rree rederal Workplace Records 


reDruary zz, lyyj 


JO rK lUo*lo 


1 1 




Legal Opinions 


February 22, 1993 


58 FR 10847 


12 


RDTAA 240 5 




February 22, 1993 


58 FR 10848 


13 


RDCAA 358.3 


Grievance and Appeal Files 


August 9, 1993 


58 FR 42303 


14 


RDCAA 367.5 


Employee Assistance Program (EAP) Counseling Records 


February 22, 1993 


58 FR 10849 


15 


RDCAA 371.5 


Locator Records 


February 22, 1993 


58 FR 10850 


16 


RDCAA 440.2 


Time and Attendance Reports 


February 22, 1993 


58 FR 10851 


17 


RDCAA 590.8 


DCAA Management Information System (FMIS/AMIS) 


January 19, 1994 


59 FR2833 


18 


RDCAA 590.9 


DCAA Automated Personnel Inventory System (APIS) 


February 22, 1993 


58 FR 10852 



Questions regarding the Defense Contract Audit Agency's Privacy Act systems of records notices should be directed to Mr. Dave Henshall , Defense Contract Audit Agency, 
InformationandPrivacy Advisor, CMR, 8725 John J. Kingman Road, 2135, Fort Belvoir, VA 22060-6119. Telephone (703) 767-1011. Privacy Act procedural and exemption 
rules for this agency are found at 32 CFR part 317. 
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DEFENSE LOGISTICS AGENCY 



System Identifier Exempt System Name Federal Register Citation 



1 

1 


M UU. 1 0 ULA-UC 


E Whistleblower Complaint and Investigation Files 


October 13, 1994 


CA TO C 1 CkCC 

59 rR 51966 


I 


o 1 Art cA r\T A ni~^ 


E Fraud and Irregularities 


November 16, 1993 


CO TTD iCA/lOO 

58 rR 6042© 


3 


O 1 cy "^A r\T A T 

b 153.20 DLA-1 


Personnel Security Information Subsystem of COS ACS 


February 22, 1993 


58 FR 10856 


4 


CI C\ 1f\ T\l A T 

iSlDl.3U ULA-1 


Motor Vehicle Registration Files 


February 22, 1993 


CO T7r> lAOCT 

58 rR 10857 


c 


C 1 iCI A(\ T\l A T 

J> 1 o 1 ,4U ULA-1 


Vehicle Accident Investigation Files 


rebruary 22, 1993 


CO CD 1 AOCO 

58 rK 1U858 


0 


CI iCI ^rt T\\ A f 

olOl.DU LILA-1 


Traffic Violations File 


reDruary 22, iyy3 


CO CO 1 AOCA 

58 rK lU85y 


7 


C\ C\ Cf\ T\\ A T 

alol.oO ULA-1 


Seizure and Disposition of Property Records 


rebruary 22, 1993 


CO CD 1AOCA 

58 rR 10859 


o 
o 


C 1 iCI TA PkT A T 

a 161.70 ULA-1 


Firearms Registration Records 


February 22, 1993 


CO CD 1 AO^A 

58 rR 10860 


y 


iSzUO. 1 0 ULA-M 


Information Military Personnel Records 


February 22, 1993 


CO CD 1 AOiC 1 

58 rR 10861 


1 A 


OAA OA T\T A XjT 

S>zUU.2U ULA-M 


Active Duty Military Personnel Data Bank System 


February 22, 1993 


CO CD 1 AO^ 1 

58 rK 10861 


1 1 
1 1 


OAA 1A r*T A \M 

a20U.30 ULA-M 


Reserve Affairs 


1?aU— ...... '>'> lAAl 

February 22, 1993 


CO CD 1 AO^O 

58 rK 10862 


12 


C^AA >IA r\T A x>r 

S200.40 ULA-M 


Morale, Weliare, and Recreation (MWR) Records 


rebruary 22, 1993 


CO CD 1 AO^O 

58 rK 10862 


13 


OAA CA lAT A Xjf 

iS200.50 ULA-M 


Individual Weight Management File 


February 22, 1993 


58 FR 10863 


1 A 

14 


OOAA iCA r\p\ 

b2U0.o0 UU 


Chaplain Care and Counseling Records 


August 23, 1996 


C. 1 CD /I "5 CIO 

61 rK 43532 


15 


b252.50 ULA-Cr 


Claims and Litigation, Other than Contractual 


February 22, 1993 


58 FR 10864 


lo 


b253. 10 ULA-Cj 


Invention Disclosure 


rebruary 22, 1993 


CO CD lAO^C 

58 rK 10865 


17 


CK1 "iA r\i A 
I:>253.30 ULA-O 


Royalties 


rebruary 22, 1993 


CO T^T» 1 AO^ZT 

58 FK 10866 


1 fi 
lo 


o2j3.31 ULA-vj 


Patent Licenses and Assignments 


rebruary 22, iyy3 


CO CD 1 AOiCiC 

58 rK 1U866 


19 


b253.40 ULA-O 


Patent Infringement 


February 22, 1993 


58 FR 10867 


20 


b257.10 ULA-Cj 


Standards of Conduct 


i->_i <^<^ 1 f\r\'y 

February 22, 1993 


CO TT* 1 AO/'O 

58 FR 10868 


21 


C1CA AC r\T A 

S259.05 ULA-O 


Legal Assistance 


February 22, 1993 


CO TT* t AO^A 

58 FR 10869 


22 


CnA ^A T^f A D 

b270.30 ULA-B 


Biography File 


February 22, 1993 


CO CD 1 AO^A 

58 FR 10869 


25 


C 1 A A 1 A A T T 

5300.10 CAH 


Voluntary Leave Transfer Program Records 


October 13, 1994 


59 FR 51965 




3J22.U1 UwUJK^ 


uetense uutreacn Keierrai oystem (UUK5j 


reDruary y, lyyo 


61 rK 45/64 


25 


S322.05 UMUC 


Noncombatant Evacuation and Repatriation Data Base 


February 22, 1993 


CO m lAo^i 

58 FR 10871 




d322.U9 UMUC 


Joint Duty Assignment Management Information System 


rebruary 22, 1993 


CO CD 1 AOOI 

58 rK 10871 


21 


a3 22. iU UMUU 


Defense Manpower Data Center Data Base 


reDruary 2u, lyvo 


£1 CD iZ'iCA 

61 rK 6354 




<3322. 1 1 UMUlv^ 


Federal Creditor Agency Debt Collection Data Base 


June 2 J, iyy6 


£1 CD noon 
61 rK 32/ /9 


2y 


^322, ID UMUL/ 


Defense Incident Based Reporting System 


r\Ar«AmUA.. OA 

UecemDer20, 1996 


iC 1 CD iCT200 

61 rK bli22 


"XCi 


od22.2\j UMUL/ 


Keeniistment biigiDie rue (KbCKUil ) 


June 2j, iyy6 


C\ CD "JOTOA 

61 rK 32/8U 


11 


ojZZ.jj UMUV.^ 


Survey and Census Data Base 


June 2 J, lyyo 


<o CD mo 1 
5o rK 32/81 




cm CA r\\xT\r* 
i:i522.j\j UMUC 


Uetense bnrollment/biigiDility Reporting system (UbbK5) 


June 2d, 1996 


iCi CD nooo 
61 rK 32782 


JJ 


h522.DJ UMUC 


Uetense uebt collection Uata Base 


T>>*«A OC 1 AAiC 

June 25, 1996 


£.\ CD TTTOT 

61 rK 32783 


34 


b330.10 ULA-K2> 


Official Records for Host Enrollee Programs 


I?ali.«.n^r Ol 1 AAI 

rebruary 22, 1993 


CO CD 1AOOA 

58 rK 10880 


3d 


cha OA r\i A 
b330.20 ULA-Ka 


Complaints 


rebruary 22, 1993 


CO CD 1A001 

58 rK 10881 


JO 




iZriiipiuycc /\b3isuiiicc 1 rugraiii ^doc £\.ct>oro oyaicnib 


rcurudry vyyo 


JO rtv iUooJ 


37 


S330.50 DLA-KS 


Official Personnel Files for Non-Appropriated Fund Employees 


February 22, 1993 


58 FR 10882 


38 


S333.I0DLA-G 


Attorney Personal Information and Applicant Files 


February 22, 1993 


58 FR 10884 


39 


S335.01 DLA-KW 


Training and Employee Development Record System 


February 22, 1993 


58 FR 10884 


40 


S337.01 DLA-KS 


Labor Management Relations Records System 


February 22, 1993 


58 FR 10885 


41 


8337.25 DLA-KS 


Employee Relations Under Negotiated Grievance Procedures 


August 9, 1993 


58 FR 42303 


42 


S339.50 DSAC-L 


Staff Information File 


February 22, 1993 


58 FR 10887 


43 


S340.10DLA-KM 


Time and Attendance Labor Exception Subsystem of APCAPS 


February 22, 1993 


58 FR 10888 


44 


S352. 10 DLA-KW 


Award, Recognition, and Suggestion File 


February 22, 1993 


58 FR 10889 



Questions regarding the Defense Logistics Agency's Privacy Act systems of records notices should be directed to Ms. Susan Salus, Defense Logistics Agency, ATTN: CAAV, 8725 John J. Kingman Road, 
Suite 2533. Fort Belvoir, VA 22060-6221 . Telephone (703) 767-6183. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 323. 
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System Identifier Exempt System Name Federal Register Citation 



45 


5>JoU.lU ULA-KJ 


HQ DLA Automated Civilian Personnel Data Bank System 


February 22, 1993 


58 FR 10889 


AC 

46 


bJoU.zU ULA-Ki 


Automated Payroll, Cost and Personnel System (APCAPS) Personnel Subsystem 


February 22, 1993 


58 FR 10890 


47 


bjoU.5U ULA-K. 


DLA Drug-Free Workplace Program Records 


rebruary 22, 1993 


CO 1?T> 1 AOA*^ 

58 FR 10892 


HO 


ojyU.Ui UL,A-JVt 


Grievance Examiners and Equal Employment Opportunity (EEO) Investigators Program 


rebruary zz, lyyi 


CO CO 1 AOO'3 

5o rK lUoyi 


/iQ 


1 < r^T A n 


Automated rayroii Cost and Personnel oystem (ArL.Ar5) 


rebruary 11, Ivyi 


CO CD 1 AOA/I 

5o rK lUoy4 


MJ 


5>434.o/ LiLA-C 


Debt Records tor Individuals 


rebruary 22, 1993 


CO T7r> 1 AOAC 

58 rR 10895 


31 


5j!>UU.1U ULA-1 


E Personnel Security Files 


February 22, 1993 


CO ¥?0 1 AOA^ 

58 rR 10696 


52 


PCAA OA Tvf A ¥ 

a5 00.20 ULA-1 


E Criminal Incidents/Investigations File 


February 22, 1993 


58 FR 10897 


53 


CCAA 1f\ T\J A ¥ 

5500.J0 ULA-1 


Visitors and Vehicle Temporary Passes and Permits File 


February 22, 1993 


CO T'Tt 1 AOAO 

58 FR 10898 


54 


o5UU.4U ULA-1 


Police Force Records 


February 22, 1993 


CO ¥?D 1 AOAO 

58 FR 10898 


55 


CCAA CA TM A f 

d5UU.5U ULA-1 


Individual Access Records 


February 22, 1993 


CO CD lAono 

58 rK 10oy9 


56 


0£.f\/\ 1 A F\¥ A WT 

S600.10 ULA-W 


Hazardous Materials Occupational Exposure History Files 


February 22, 1993 


58 FR 10900 


J 1 




rirciigiiicr/1-.mcrgcncy ivicuiLdi iccnnician ^cjvii ) ivccoros 


dcpicmDcr zz, 1 yyj 


CO CD AQoon 
JO r Jv 'fyzyu 


58 


S600.30 CAAE 


Safety and Health Accident Case Files 


September 19, 1994 


59 FR 47845 


59 


S690.10DLA-W 


Individual Vehicle Operators File 


February 22, 1993 


58 FR 10900 


60 


S700.10FO 


Travel Record 


October 4, 1994 


59 FR 50579 


61 


S800.10M 


Federal Property End Use Files 


November 7, 1994 


59 FR 55465 


62 


S810.5ODLA-P 


Contracting Officer Files 


February 22, 1993 


58 FR 10901 


63 


S850.10DCMC-Q 


Contract Flight Operations 


February 22, 1993 


58 FR 10902 


64 


S900.10CA 


Personnel Roster/Locator Files 


June 4, 1993 


58 FR 31697 


65 


S900.20 CA 


Workforce Composition, Workload, and Productivity Records 


December 6, 1996 


61 FR 64709 



Questions regarding the Defense Logistics Agency's Privacy Act systems of records notices should be directed to Ms. Susan Salus, Defense Logistics Agency, ATTN: CAAV, 8725 John J. Kingman Road, 
Suite 2533, Fort Belvoir, VA 22060-6221. Telephone (703) 767-6183. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 323. 
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DEFENSE FINANCE AND ACCOUNTING SERVICE 

System Identifier Exempt System Name 

T7332 Defense Debt Management System (DDMS) 



Federal Register Citation 

April 8, 1997 62 FR 16793 



Questions regarding the Defense Finance and Accounting Service's Privacy Act systems of records notices should be directed to Ms. Genevieve Tumey, Defense Finance and Accounting Service, 
1931 Jefferson Davis Highway, Room 416, Arlington, VA 22240-5291. Telephone (703) 607-5165. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 324. 



DEFENSE INVESTIGATIVE SERVICE 





System Identifier 


Exempt System Name 


Federal Register Citation 




Vl-Ul 


• 

E Privacy and Freedom of Information Request Records 


February 22, 1993 


58 FR 10905 


I 


VZ-Ul 


Inspector General Complaints 


October 22, 1993 


58 FR 54561 




V J-Ui 


EEO Complaints and Affirmative Employment Program Plans 


February 22, 1993 


58 FR 10906 


A 




Personnel Records 


February 22, 1993 


58 FR 10907 


c 

J 




Applicant Records 


February 22, 1993 


58 FR 10908 


C. 
O 




Federal Personnel Management System (FPMS) 


February 22, 1993 


58 FR 10908 


/ 


Vil C\l 
V4-U / 


Adverse Actions, Grievance Files, and Administrative Appeals 


August 9, 1993 


58 FR 42304 


O 
O 




uid umg-rrec worKpiace riies 


February 22, 1993 


58 FR 10910 


o 


V**-1Z 


DIS Employee Assistance Program Records 


February 22, 1993 


58 FR 10910 


1 1\ 
10 


\/c m 
VD-Ul 


E Investigative Files System 


February 22, 1993 


58 FR 10911 


1 1 


Vj-UZ 


b Ueiense Central index oi investigations (DCll) 


February 22, 1993 


58 FR 10913 


iZ 




c ueiense integrated Management System (DlMb) 


February 22, 1993 


58 FR 10914 




V 


b Counterintelligence issues Database (Cll-UB) 


October 3, 1995 


60 FR 51781 


14 


V6-01 




February 22, 1993 


58 FR 10915 


15 


V7-01 


Enrollment, Registration and Course Completion Record 


February 22, 1993 


58 FR 10916 


16 


V7.02 


Guest/Instructor Identification Records 


February 22, 1993 


58 FR 10917 


17 


V8-01 


E Industrial Personnel Security Clearance File 


February 22, 1993 


58 FR 10917 


18 


V8-02 


Key Contractor Management Personnel Listing 


November 14, 1995 


60 FR 57229 


19 


V9-01 


Litigation Case Files 


February 22, 1993 


58 FR 10919 


20 


VlO-01 


Investigation and Inspection Supplier Contract Files 


February 22, 1993 


58 FR 10919 



Questions regarding the Defense Investigative Service's Privacy Act systems of records notices should be directed to Mr. Dale Hartig, Chief, Office of Information and Public Affairs (V0020), 
Defense Investigative Service, 1340 Braddock Place, Alexandria, VA 22314-1651. Telephone (703) 325-5324. Privacy Act procedural and exemption rules for this agency are found at 
32 CFR part 321. 



UNIFORMED SERVICES UNIVERSITY OF HEALTH SCIENCES 



System Identifier Exempt System Name Federal Register Citation 



1 


WT1 TCT TA 1 

WuSUOl 


Uniformed Services University of the Health Sciences (USUHS) Personnel Files 


February 22, 1993 


58 FR 10921 


2 


\\Tl TCI TA'l 


Uniformed Services University of the Health Sciences (USUHS) Payroll System 


February 22, 1993 


^ o m 1 Ar\'*'> 

58 FR 10922 


1 
J 


\X7T TCT ini 


Unirormed services University oi the Health Sciences (UbUHiS) student Kecord System 


rebruary lo, 1995 


/if\ CO nAi o 
oU rK 9019 


4 


Wfl TCI TA/1 

WUbUU4 


Uniformed Services University of the Health Sciences (USUHS) Applicant Record System 


February 22, 1993 


58 FR 10923 


5 


WTI Id TAC 

WUSU05 


USUHS Graduate and Continuing Medical Student Records 


February 22, 1993 


58 FR 10924 


6 


miTT TPT TAZ: 


USUHS Family Practice Medical Records 


February 22, 1993 


58 FR 10925 


7 


ll/I ICT TAT 


USUHS Gnevance Records 


August 9, 1993 


58 FR 42304 


8 


\in TCT TAA 


USUHS Grants Management Information System (Protocols/Grants) 


February 22, 1993 


58 FR 10927 


0 




Uourid venicie A.ammisirauon tvecoros 


reDniary zz, lyvj 




10 


WUSU13 


USUHS Civilian Employee Health Records 


February 22, 1993 


58 FR 10930 


11 


WUSU14 


USUHS Occupational Physical Examination Program 


February 22, 1993 


58 FR 10930 


12 


WUSU15 


USUHS Security Status Master List 


February 22, 1993 


58 FR 10931 


13 


WUSU16 


USUHS Home Town News Release Background Data File 


February 22, 1993 


58 FR 10932 


14 


WUSU17 


Accounts Receivable Records 


February 22, 1993 


58 FR 10932 


15 


WUSU18 


Accounts Payable Records 


February 22, 1993 


58 FR 10933 


16 


WUSU19 


Travel Records 


February 22, 1993 


58 FR 10934 


17 


WUSU20 


Personnel Radiation Exposure Records 


May 17, 1994 


59 FR 25636 



Questions regarding the Uniformed Services University of Health Science's Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management 
Division, Washington Headquarters Services, 1 155 Defense Pentagon, Room 5C315, Washington, DC 20301-1 155. Telephone (703) 697-2501. Privacy Act procedural and 
exemption rules for this agency are found at 32 CFR part 315. 
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PRIVACY ACT ISSUANCES, 1991 

COMPILATION 

EXPLANATION 

This multivolume biennial compilation contains: 
—descriptions of systems of records maintained on individuals 

by Federal agencies which were published in the FEDERAL 

REGISTER as required by the Privacy Act of 1974; 
—rules of each agency which set out the procedures that 

agencies will follow in helping individuals who request 

information about their records. 

AUTHORITY 

This compilation of Privacy Act Issuances is published by the 
Office of the Federal Register in compliance with the requirements 
of the Privacy Act of 1974 (5 U.S.C. 552a). 

CUTOFF DATES 

This compilation reflects rules and notices of systems of records in 
effect as of December 31, 1991. 

TITLE AND FORM OF CITATION 

The official title of this publication is "Privacy Act Issuances, 1991 
Compilation. To cite a system of records or rule in this publication, 
the form of citation would be: 

Privacy Act Issuances, 1991 Comp., Volume p.... 

HOW TO USE THIS COMPILATION 

Identify the system you think may contain information about you 
and the agency that maintains those records. 

Read the agency's regulations following its systems of records to 
determine the procedures you must follow to obtain information 
from that agency. 

INFORMATION YOU CANNOT GET 

There are limitations to the kind of information you can get. The 
agency may refuse to let you see information that— 
— Relates to national security; 
— Could reveal a confidential source; or 
—Could be used to give people an unfair advantage on a 
government examination. 
Generally, an agency's system notices (description of its systems of 
records) and its regulations will describe that agency's limitations on 
release of information. 



SOME GENERAL REQUIREMENTS 
How To Make a Request 

In most cases you can inquire in person or by mail. It will be easier 
for the agency to help you, and your request will be handled more 
quickly, if you follow these procedures: 

1 . Give your full name and address, and sign your request. 

2. Specify the system(s) of records you believe contain information 
about you. 

3. Provide the relevant information required by the system you are 
interested in. For example, if you are inquiring about any contract 
you have had with the Government (loan application, contract, grant 
application, etc.), give the date and subject matter, and any identify- 
ing numbers that appear on documents you received. 

4. Address your request to the official or person and address given 
in the system entry. 

5. Print the words "PRIVACY ACT REQUEST" on the front of 
the envelope. 

Proof of Identity 

The agency will need some proof of your identity such as— 

1. A document with your full name and address: 

2. A document that has your signature and/or your photograph 
such as a passport, medicare card, or unemployment insurance book. 

3. Any other identification specified in the system entry or regula- 
tions. If your request is by mail, you should include copies of what- 
ever documents the agency requires to prove your identity. There is 
a penalty for making false statements. 

Fees 

The agency may charge you a fee for a copy of your records, but 
they may not charge you for the time and expense of locating them. 
The agency's rules usually state how much the fee is. 

GENERAL INQUIRIES 

This volume was edited by Gladys Queen Ramey under the direc- 
tion of Richard L. Claypoole. 

For further information concerning the technical aspects of this 
volume, call 202-523-3187. Written comments or suggestions should 
be addressed to the Director, Office of the Federal Register, National 
Archives and Records Service, Washington, D.C. 20408. 

Martha L. Girard, 
Director, Office of the Federal Register. 
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PRIVACY ACT ISSUANCES— 1991 COMPILATION 

The Office of the Federal Register has issued its 1991 Compilation of Privacy Act Issuances as required by 5 
U.S.C. 552a(0. Listed below are the agencies in this volume. 

Defense Department: 
Air Force Department 
Army Department 
Defense Communications Agency 
Defense Contract Audit Agency 
Defense Intelligence Agency 
Defense Investigative Service 
Defense Logistics Agency 
Defense Mapping Agency 
Defense Nuclear Agency 
Joint Chief of Staff 
Marine Corps 
National Security Agency 
Navy Department 
Office of the Inspector General 
Office of the Secretary 
Uniformed Services University of Health Services 
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DEFENSE DEPARTMENT 
UNITED STATES ARMY 

How Systems of Records are Arranged 

Department of the Army records are identified by the number of 
the directive which prescribes that those records be created, main- 
tained and used. For example, a system of records about assignment 
of military personnel may be found in the "assignments, details and 
transfers" area, the 614 series; medical treatment records are in the 
"medical services" area, the 40 series. Some subjects, such as investi- 
gations, are treated as sub-elements of a series, e.g., "criminal investi- 
gations", "security", and "military intelligence". "Criminal investiga- 
tions" are found in the 195 series; "security investigations" are found 
in the 380 series and "intelligence investigations" are found in the 381 
series. 

However, "civilian personnel investigations" are not covered by 
Army systems of records notices; they are covered by Office of 
Personnel Management systems of records notices — in this case, 
under "OPM/GOVT~4". The following list is a general guide to 
subjects which are retrieved by personal identifier and are in the 
Army systems of records notices. Office of Personnel Management 
systems of record notices which identify records in the temporary 
custody of the Army have been added to this guide; they bear 
"OPM/GOVT, OPM/CENTRAL, AND EEOC/GOVT" identifica- 
tion numbers. 

How To Use the Index Guide 

To locate a particular system of records, follow the general guide 
below. The series in which, the subject is located corresponds to the 
system notice identification number. For example: Pay records for 
military and civilian personnel are in the 37 series; comparable 
system notices are A0037-104-3bSAFM and A0037-105SAFM, re- 
spectively. The first letter, "A", represents the Army, the number 
(37-104-3) is the prescribing directive, and the suffix letters are 
internal management devices. Systems of records notices are pub- 
lished in numerical sequence by identification number. They are 
further identified by name, location and category of individuals cov- 
ered by the notice. 

Subject Series 

System Identification Series 

Appeals, Grievances, Complaints (civilian) 

A0690-700 and OPM/GOVT-1 . 
Awards and Decorations ^ 

A0672-5-1 and A-0672-20 
Civilian Personnel Record 

A0690-200 
Congressional Inquiries 

AOOOl-20 
Court-martials . 

AO027-10 
Criminal Investigations 

. A0195-2 
Dependents* Education 

A0352-3 
Housing 

A0210-10 * * *, A0210-50 * * *, A0210-51 ■ 
Inspector General Inspections/Investigations 

A0020-1 
Intelligence/Counterintelligence 

A0381-20 * * A0381-45 
Labor-Management Relations 
- A0690-706 
Laundry and Dry Cleaning 

A0210— 130 

Military Police Investigation and Complaint Files 

A0190-30 * * *, A0190-45 
Legal Assistance 

A0027-3 
Personal Property Accounts 

A0700-84 
Medical Records 

A0040 * * *, OPM/GOVT-3 
Military History 

A0870-5 
Military Personnel Records 

A0600 * * *, A0640 
Non-appropriated Funds 



A0215-3 
Passports 

A0055-46 ♦ • *, A0600-290 
Pay (civilian and military) 

A0037-105 * * *, A0037-101-1 * * *, A0037-104-10 
Pharmacy Services 

A0040-2 
Photographic Records 

A0I08-2 
Postal Service 

A0065 
Privacy Act Requests 

A0340-21 
Procurement 

A0715-5 * ♦ *, A0715-8 
Real Estate 

A0027-1 * * *, A0405-80 
Review Boards (military) 

A0015-185 * * *, A0015-180 
Security Access/Clearance 

A0604-5 
Schools 

A0351-1 • • *, A0351-3 * * A0351-5 ♦ * *, A0351-9. 
A0351-12 * * *, A0351-17 ♦ * *, A0351-22 * * *, A0351-24 
Training 

A0350-37 * • *, A0690-400 * * *, OPM/GOVT-3 
Travel 

A0037-106 
Transportation 

A0055-71 * * *, A0055-46 * * *, A0055-355 
Veterinary Service 

A0040-905 

REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

' Certain blanket 'routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them irf every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to. a Federal agency, in response to its request, in 
connection , with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
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ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record frorh a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether taxis 
or was withheld. This routine use is in accordance With Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
•benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry but its legally 
authorized Gpve^nment-wiide personnel management functions and 
studies. 

ROUTINE USE DISGLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a. banking facility officer that 
the facility has a returned or dishonored check negotiated, by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 



ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose, of records manage- 
ment inspections conducted under authority of 44 U.S.'C. 2904 and 
2906.. . • 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals-, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. ' . 

ROUTINE USE-COUNTERINTELLIGENCE 
, PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a rountine use outside the DoD or the U.Q: 
Government fmr the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the .national securityof the United States. 

AAFES0207.02 

System name: 

Customer Comments, Complaints, and Direct Line Files. , * ' 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific; Ex- 
change . Regions and Area Exchanges at posts, bases, and satellites 
world-wide. 

Categories of individuals covered by the system: 

Users of the Army and Air Force Exchange Service who make 
inquiries, complaints, or comments on its operations. 

Categories of records in the system: 

Customer's name, address and telephone number, information per- 
taining to the subject of inquiry, complaint, or coinment and response 
thereto; customer opinion survey data. 

Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 

Purpose(s): ' , ' 

To aid the Exchange management in determining needs of custom- 
ers and action required to settle customer complaints. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' 

Paper records in file folders,, stored in metal cabinets. 

Retrievability: 

By customer's name. 

Safeguards: 

Records are accessible only by designated employees having offi- 
cial need therefor. Buildings housing records are protected by securi- 
ty guards. 

Retention and disposal: 

Records are destroyed by shredding after 3 years. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas. TX 
75222. 

Notification procedure: 

Individuals wishing to know whether or not this system of records 
contains information about them should write to the System Manag- 
er, ATTN: Director, Personnel Division, Dallas, TX 75222, provid- 
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ing their full name, current^ address and telephone number, case 
number that appeared on correspondence received from AAFES, 
and signature. 

Record access procedures: 

Individuals desiring access to records oil themselves in this system 
should write to the System Manager and furnish information required 
by 'Notification procedure*. 

Contesting record procedures: 
. Rules for access to records and for contesting contents and appeal- 
ing initial determinations ai-e contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual. 

Exemptions clanned for the system: 

None. 

AAFES0306.12 

System name: 

Personnel Security Case Files. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ, AAFES-Pacific; HQ, AAFES-Europe: Ex- 
change Regions, Area Exchanges; Post, base, and satellite Exchanges 
within the Continental United States and overseas. 

Categories of individuals covered by the system: 

Persons iaffiliated with the Army and Air Force Exchange Service 
by assignment, employment, contractual relationship, or as the result 
of an interservice support agreement on whom a personnel security 
clearance determination has been completed, is in process, or may be 
pending. 

Categories of records in the system: 

File may contain pending and completed personnel security clear- 
ance actions on individuals by personal identifying data. It may also 
contain briefing/debriefing statements for special programs, sensitive 
positions, and other related information and documents required in 
connection with personnel security clearance determinations. 

Authority for maintenance of the system: 

Executive Order 11652. 

Purpose(s): 

To assist in the processing of personnel security clearance actions; 
to record security clearances issued or denied; and to verify eligibil- 
ity for access to classified information or assignment to a sensitive 
position. Records may be used by AAFES commanders for adverse 
personnel actions such as removal from sensitive duties, removal 
from employment, denial to a restricted or sensitive area, and revoca- 
tion of security clearance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be released to Federal agencies based on formal 
accreditation as specified in official directives; regulations; to Feder- 
al, State, local, and foreign law enforcement, intelligence, or security 
agencies in connection with a lawful investigation under their juris- 
diction. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in folders; cards; computer tapes, punched cards, or 
discs. 
Retrievability: 
By individuaPs surname. 
Safeguards: 

Records are located in locked safes or cabinets; access is restricted 
to designated individuals having need therefor in the performance of 
official duties. 

Retention and disposal: 

Records are permanent. They are retained in active file until the 
end of the fiscal year in which the individual is no longer employed 
or associated with the Army and Air Force Exchange Service; held 
2 additional years in inactive status and retired to the National 
Personnel Records Center, St Louis, MO 63118. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 
Notification procedure: 



Individuals desiring to know whether or not information on them 
exists in this system of records- may write to the System Manager, 
ATTN: AAFES-SS, providing their full name, SSN, present address 
and telephone number, and signature. 

Record access procedures: 

Individuals desiring access to records on themselves should submit 
their request as indicated in 'Notification procedure*, providing infor- 
mation required therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual; investigative results furnished by the Defense 
Investigative Service and other Federal, Department of Defense,. 
State, local, and/or foreign law enforcement agencies. 

Exemptions claiiped for the system: 

.None. 

AAFES0307.01 

System name: 
Carpooling Program 
System location: 

Headquarters, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Categories of individuals covered by the system: 
Persons participating in carpool program who voluntarily provide 
information for release. 
Categories of records in the system: ' 

Individual's name, home address and telephone number, map co- 
ordinate of home or nearby reference points, working hours, and 
similar information. 

Authority for maintenance of the system: 
10 U.S.C., sections 3012 and 8012. 
Purpose(s): 

To assign and administer allocated carpool parking assignments; 
establish priority of assignments, assist members and applicants in 
contacting one another and provide printout of individuals in systems 
to other participants who desire to arrange a carpool. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: * 

Information may be disclosed to the City of Dallas, TX for inclu- 
sion in its Ridesharing Program. See 'Blanket Routine Uses' set forth 
at the beginning of the Army's listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; reference cards. 

Retrievability: 

By individuaPs surname. 

Safeguards: 

Information is accessible only to authorized personnel and those 
providing . identification and purpose for which information is re- 
quested; may be accessed by persons seeking members who have 
provided consent for release of information. 

Retention and disposal: 

Retained only on active participants; destroyed upon request/reas- 
signment. 

System manager(s) and address: . 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Information may be obtained from the Administrative Services 
Division, HQ AAFES. 

Record access procedures: 

Requests should be addressed to the Administrative Service Divi- 
sion, HQ AAFES and include individual's name, current address, and 
sufficient information to permit locating the record. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 
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Record source categories: 
From the individual. 
Exemptions claimed for the system: 
None. 

AAFES0401.04 

System name: 

Official Personnel Folders and General Personnel Files. 
System location: 

The OfTicial Personnel Folder is located in the Personnel Office at 
Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe; region- 
al offices and post and base area exchanges. Included in this system 
are the Employee Service Record Card Files and those records 
duplicated for maintenarice at a site closer to where the employee 
works (e.g., in an administrative office or supervisor's work folder). 

Categories of individuals covered by the system: 

Current and former employees of the Army and Air Force Ex- 
change Service. 

Categories of records in the system: 

Name, Social Security Number, date of birth, home residence, 
mailing address, telephone number; records reflecting work experi- 
ence, educational level achieved; letters of commendation; training 
courses in which enrolled and certificates of completion; security 
clearance; personnel actions such as appointments, transfers, reassign- 
ments, separations, reprimands; salary and benefits documents to in- 
clude allowances and insurance data; travel orders; and similar rele- 
vant information.. 

'Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 

Purpose(s): ^ 

The Official Personnel Folder and other general personnel records 
are the official repository of the records, reports of personnel actions, 
and the documents and papers required in connection with these 
actions effected during an employee's service with the Army and Air 
Force Exchange Service. Records provide the basic source of factual 
data about a person's employment with the agency and have various 
uses by AAFES personnel offices, including screening qualifications 
of employees, determining status, eligibility, and employee's rights 
and benefits, computing length of service, and other information, 
needed to provide piersonnel services. 

Routine uses of records maintained in the system, including catego- 
i*ies of users and the purRoses of such uses: 

Information may be disclosed to the Department of Labor, Veter- 
ans. Administration, Social Security Administration, Federal agencies 
that have special civilian employee retirement programs; or a nation- 
al, state, county, municipal, or other publicly recognized charitable 
or income security administration agency (e.g.. State unemployment 
compensation agencies), where necessary to adjudicate a claim under 
the retirement, insurance or health benefits programs or to an agency 
to conduct studies or audits of benefits being paid under such pro- 
grams. See 'Blanket Routine Uses* set forth at the beginning of the 
Army's listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; Kardex files; microfilm or microfiche, 
and in computer processible storage media. 

Retrievability: ' ' 

By employee's name. 

Safeguards: 

Paper or microfiche/microfilmed records are located in locked 
metal cabinets or in secured rooms with access limited to those 
personnel whose official duties require access. Access to computer- 
ized records is limited, through use of access codes and entry logs, to 
those whose official duties require access. 

Retention and disposal: 

The Official Personnel Folder is permanent. Upon employee's sep- 
aration, it is transferred to the National Personnel Records Center 
(Civilian), 111 Winnebago Street, St Louis, MO 63118. Duplicate 
records maintained in an administrative office or at supervisory levels 
are destroyed 90 days after employee's separation. Service Record 
Card Files are retained for 5 years following employee's separation 
and retired to a records holding area for 15 additional years before 
being destroyed, except that those of employees of discontinued 
AAFES installations are retired to the National Personnel Records 
Center (Civilian). Automated personnel records are retained indefi- 



nitely for managerial and statistical studies; after an employee's, sepa- 
ration, records are not used in making decisions concerning the 
employee. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 
Notification procedure: 

Individuals desiring to know- whether or not information on them 
exists in this system, of records may write to the System Manager, 
ATTN: Director, Personnel Division, Dallas, TX 75222. Individuals 
must furnish their full name, SSN, current address and telephone 
number; if terminated, also include date of birth, date of separation, 
and last employing location. 

Record access procedures: 

Individuals desiring access to records concerning themselves 
should write to the System Manager, providing information required 
by 'Notification procedure*. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR . part 505). 

Record source categories: 

From the individual, educational institutions, officials and other 
individuals of the Army and Air Force Exchange Service, third 
parties responding to reference checks, previous employers, law en- 
forcement agencies, physicians. . 

Exemptions claimed foi* the system: 

None. 

AAFES0403.01 

System name: 
Application for Employment Files. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222, for applicants of executive and managerial posi- 
tions. Records of applicants for all other AAFES positions may be 
located also at AAFES-Europe, AAFES-Pacific, regional offices, 
and post, base exchanges and satellites. 

Categories of individuals covered by the system: 

Persons who have applied for employment . in the Army and Air 
Force Exchange Service. 

Categories of records in the system: 

Applications generally include individual's name, date of birth, 
SSN, home address, information on work and educational experience, 
military service, convictions for offenses against the law, specialized 
training, awards or honors; documents reflecting results of written 
examinations and ratings; reference checks and results; evidence of 
satisfactory physical condition, preemployment investigations and 
clearances deemed appropriate to the position for which application 
is made; notification from AAFES concerning selection/non-selec-. 
tion. 

Authority for maintenance of the system: 
10 U.S.C, sections 3012 and 8012. 
Purpose(s): 

The records are used in considering individuals who have applied 
for positions in the Army and Air Force Exchange Service by 
making determinations of quaHfications including medical qualifica- 
tions, for positions applied for, and to rate and rank applicants apply- 
ing for the same or similar positions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of .record system notices. , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By applicant's surname. > 
Safeguards: 

Records are maintained in a secured area with access limited to 
authorized personnel whose duties require access. 
Retention and disposal: 
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Applicant records may be retained up to 3 years; records for 
applicants hired become part of the person*s Official Personnel 
Folder. Documents on individuals who are not hired may be held 
from 3 months to 3 years depending upon whether or liot adverse 
reference and/or derogatory credit checks are received. 

System nianager(s) and address: - 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may write to the System Manager, 
ATTN: Director, Personnel Division, furnishing full name, SSN, 
current address and telephone number, and sufficient details concern- 
ing position and location thereof for which application had been 
submitted. 

Record access procedures: 

Individuals desiring access to records on themselves in this system 
should write to the System Manager and furnish information required 
by ^Notification procedure'. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

.From the individual, his/her previous employer(s) and personal 
references, law enforcement agencies, medical authorities. 
Exemptions claimed for the system: 
None. 

AAFES0403.05 

System name: 

Employee Examination Records. 

System location: ' 

Headquarters, Army and Air Force Exchange Service, Dallas, TX 
75222. * . 

Categories of individuals covered by the system: 

Employees under -consideration for pi-omotion to managerial posi- 
tions. 

Categories of records in the system: 

Test scores and cumulative data for those employees who take the 
AAFES test battery, consisting of (a) SET tests, (b) Thurstone Test 
of Mental Alertness, (c) Wesman Personnel Classification Test, (d) 
Thurston Temperament Schedule, and (e) Personagraph (Allston B. 
Hobby Associates). 

Authority for maintenance of the system: 
\0 U.S.C., sections 3012 and 8012! 
Purpose(s): 

Used for research purposes and as a predictor of one's success 
under given situations for promotional aptitude to positions at the 
managerial level. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in locked containers. 

Retrievability: 

By employee's surname. 

Safeguards: 

Information is accessed only by designated individuals having offi- 
cial need therefor in the performance of assigned duties. 
Retention and disposal: 
Information is retained indefinitely. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Information may be obtained by writing to the System Manager, 
ATTN: Director, personnel Division, Dallas, TX 75222. Individual 
should furnish his/her full name, SSN, current address and telephone 
number, and, if separated, date of birth, date of separation, and last 
employing location in addition to the above. 



Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should write to the System Manager and furnish 
information required by 'Notification procedure'. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 
Individual tests t^ken by the employee. 
Exemptions claimed for the system: 
None. 

AAFES0403.il 

System name: 
Personnel Departure Clearance Records. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ, AAFES-Europe; HQ, AAFES-Pacific: re- 
gional offices; base and post exchanges and satellites world-wide. 

Categories of individuals covered by the system: . 

All employees of the Army and Air Force Exchange Service. 

Categories of records in the system: 

Name, SSN, job data, reason for departure, and clearing offices' 
approval. 

Authority for maintenance of the system: 

10 U.S.C.. sections 3012 and 8012. 
Purpose(s): 

To ensure that departing employees have been properly out-proc- 
essed. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

, See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in . the system: 

Storage: 

Paper records in locked filing cabinets. 

Retrievability: 

By employee's surname. 

Safeguards: 

Information is accessed only by designated individuals having offi- 
cial need therefor in the performance of their duties. 
Retention and disposal: 

Records are closed at the end of the fiscal year, held 1 year, and 
destroyed by shredding. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Individuals desiring to know whether or hot information on them 
exists, in this system of records should write to the System Manager, 
ATTN: Director, Administrative Services Division, providing full 
name, SSN, current address and telephone number, and date and 
place of separation. 

Record access procedures: 

Individuals desiring access to information about themselves in this 
system should write to the System Manager, providing information 
required in 'Notification procedure'. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual; official personnel actions. 

Exemptions claimed for the system: 

None. 

AAFES0404.01 

System name: 

Incentive Awards Case Files. 
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System location: 

Headquarters, Army , and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe. 

Categories of individuals covered by the system: 

All employees of the Army and Air Force Exchange Service 
nominated for or recipients of awards. 

Categories of records in the system: 

Name, SSN, grade/step, position title, award for which nominated 
and justification therefor, accomplishments, requirements of position 
held, organization in which employed, and similar relevant data. 

Authority for maintenance of the system: 

10 U.S.C., sections 3012 and 8012. 

Purpose(s): 

To consider and select employees for incentive awards and other 
honors and to publicize those granted. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. Information may also be disclosed to 
public and private organizations, including news media, which grant 
or publicize employee awards or honors. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in filing cabinets. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are accessible only to designated individuals having offi- 
cial need therefor. 
Retention and disposal: 

Records are retained for 2 years, following which they are de- 
stroyed by shredding. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. . • 

Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may write to the System Manager, 
ATTN: PE, Dallas, TX 75222, providing full name, SSN, current 
address and telephone number, and sufficient details to permit locat- 
ing the record. 

Record access procedures: 

Individuals desiring access to records on themselves should submit 
their request as indicated in 'Notification procedure*, providing infor- 
mation, required therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). * 

Record source categories: 

From the nominating official; approving authority; individual's of- 
ficial personnel file. 
Exemptions claimed for the system: , 
None. 

AAFES0405.03 

System name: 

Personnel Appeals and Grievances. 
System location: 

. Office of the General Counsel at Headquarters, Army and Air 
Force Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES- 
Europe; or HQ AAFES-Pacific. 

Categories of individuals covered by the system: 

Any employee of the Army and Air Force Exchange Service who 
has filed an appeal of an adverse action and/or is contesting a 
personnel action when the appeal/grievance has been referred to the 
appropriate General Counsel's office. 

Categories of records in the system: 

Correspondence, documentation, and memoranda concerning the 
appeal/grievance. 
Authority for maintenance of the system: 
10 U.S.C., sections 3012 and 8012. 



PurposeCs): 

To determine propriety and legal sufficiency or the agency's action 
in the appeal or grievance matter. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in locked file cabinets. , . . 

Retrievability: 

By employee's surname. 

Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel who are properly screened, 
cleared and trained. 

Retention and disposal: 

Retained in the servicing General Counsel's office for 1 year after 
final decision is made; subsequently retired to the AAFES warehouse 
or servicing General Services Administration records holding center 
where it is held 6 years before being destroyed by shredding. . 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 
Notification procedure: 

Information may be obtained from the servicing General Counsel 
at the AAFES location where appeal/grievance was filed. 

Record access procedures: , « 

Individuals desiring to access records in this system of records 
pertaining to themselves should write to. the appropriate General 
Counsel, furnishing full' name, current address and telephone number, 
the latest correspondence received by them from the General Coun- 
sel's office, if available, and signature.- 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From AAFES personnel office responsible for records on the 
employee; from the AAFES Grievance Examiner; and from the 
AAFES employee and/or his/her representative. 

Exemptions claimed for the system: 

None. 

, . , AAFES0405.05 

System name: < 

Confidential Statement of Employment and Financial Interests. 
System location: 

Office of the General Counsel at Headquarters, Army and Air 
Force Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES- 
Europe; HQ AAFES-Pacific. 

Categories of individuals covered by the system: 

All general officers, commissioned officers in the rank of lieutenant 
colonel or above, and all employees of the Army and Air Force 
Exchange Service at grade 13 and above whose basic duties and 
responsibilities require the exercise of judgment in making decisions 
or taking action in regard to contracting or • procurement, auditing, 
and other matters having a significant economic impact on the inter- 
ests of any non-Federal enterprise. 

Categories of records in the system: 

DD Form 1555, 'Confidential Statement of Employment and Fi- 
nancial Interest', and endorsements or documents relevant to infor- 
mation on this form. 

Authority for maintenance of the system: 

Executive Order 1 1222. 

Purpose(s): 

These records are maintained to meet requirements of Executive 
Order 11222 on the filing of employment and financial interest state- 
ments. Such statements are required to assure compliance with the 
standards of conduct for Government employees contained in the 
Executive Order and title 18 of the U.S.C.; and to determine if a 
conflict of interest exists between the employment of individuals by 
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the Federal Government and their personal employment and .finan- 
cial interests. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

These statements and amended statements required by or pursuant 
to Executive Order 11222, Part IV, are to be hdd in confidence and 
no information shall be disclosed except: 

a. To disclose pertinent information to the appropriate Federal, 
State, or local agency responsible for investigating, prosecuting, en- 
forcing, or implementing a statute, rule, regulation, or order, where 
the disclosing agency becomes aware of an indication of a violation 
or potential violation of civil or criminal law or regulation. 

b. To disclose information to another Federal agency, to a court, 
or a party in litigation before a court or in an administrative proceed- 
ing being conducted by a Federal agency, either when the Govern- 
ment is party to a judicial proceeding or in order to comply with .the 
issuance of a subpoena, 

c- To disclose information to any source when necessary to obtain 
information relevant to a confiict-of-interest investigation or determi- 
nation. 

d. By the National Archives and Records Administration, General 
Services Administration, in record management inspections conduct- 
ed under authority of 44 U.S.C. 2904 and 2906. 

e. To disclose information to the Office of Management and 
Budget at any stage in the legislative coordination and clearance 
process in connection with private relief legislation as set forth in 
OMB Circular No. A- 19. 

f. To disclose, :n response to a request for discovery or for appear- 
ance of a witness, information that is relevant to the subject matter 
involved in a pending judicial or administrative proceeding. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in locked file cabinets. 

Retrievability: 

By individual's surname. 

Safeguards: 

Information is accessible only to designated authorized persons 
who are properly screened, cleared and trained, having official need 
therefor in the performance of official duties. 

Retention and disposal: 

Retained until individual no longer occupies a position for which 
DD Form 1555 is required; records are then maintained 2 years and 
destroyed by shredding. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Individuals wishing to inquire whether this system of records con- 
tains information about them should contact the General Counsel at 
the AAFES location where the reports were filed. 

Record access procedures: 

Individuals wishing to request access to their records should con- 
tact the General Counsel at the AAFES location where the reports 
were filed. Individuals must furnish their full name, SSN, period 
covered by the report filed, and signature. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual. 

Exemptions claimed for the system: 

None. 

AAFES0405.il 

System name: 

Individual Health Records. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific. 
Categories of individuals covered by the system: 
Employees of the Army and Air Force Exchange Service. , 
Categories of records in the system: 

Name, SSN, organizational location, date of birth, medical data 
recorded by treating nurse/physician, information provided by indi- 



vidual's personal physician regarding diagnosis, prognosis, and return 
to duty status, and similar relevant data. 

Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 
Purpose(s): 

To provide health care and medical treatment to employees who 
become ill or are injured during working hours. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in locked file cabinets. 
Retrievability: . ^ 

By individuaFs surname. 
Safeguards: 

Records are maintained in the dispensary, available only to as- 
signed medical personnel. 
Retention and disposal: 

Records are maintained for 6 years following termination of indi- 
viduaPs employment; then destroyed by shredding. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222, 

Notification procedure: 

Individuals wishing to know whether or not information on them 
exists in this system of records may write to the System Manager, 
ATTN: Director, Administrative Services; individuals must furnish 
full name, details concerning injury or illness and date and location 
of such, and signature. 
C Record access procedures: 

Individuals desiring access to records about themselves should 
submit written request as indicated in 'Notification procedure', pro- 
viding information specified therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source, categories: 

From the employee; his/her physician; witnesses to an injury/ 
accident. 

Exemptions claimed for the system: 
None. 

AAFES0406.12 

System name: 

Employee Career Development Plan File. . 
System location: 

Headquarters, Army and Air Force Exchange Service (HQ 
AAFES), Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pa- 
cific; regional offices; area; base and post exchanges world-wide. 
Categories of individuals covered by the system: 
Employees of the Army and Air Force Exchange Service. 
Categories of records in the system: ■ 
Name, Social Security Number (SSN), current job title, grade, 
duty phone, job location, results of Skills Survey (AAFES Form 
1200-61) specifically covering education/training courses completed, 
skills/experience acquired, skills used in daily work, and skills 
needed; career goals as identified on AAFES Form 1200-62 and 
progress in achieving goals, career appraisals, and employee/supervi- . 
sor comments. 

Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 
Purpose(s): 

To assist the servicing personnel office in identifying and referring 
qualified employees for vacant positions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning listing of 
, record system notices. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' ' 

Paper records in locked file cabinets. • 

Retrievability: 

By employee's surname. 

Safeguards: 

Information is accessible only to designated individuals having an 
official need therefor in the performance of assigned duties. 
Retention and disposal: 

Records are retained until employee severs his/her employment 
with the Army and Air Force Exchange Service, at which time they 
are destroyed. Upon employee's transfer to another AAFES location, 
record is forwarded to the gaining personnel office. 

System manager(s) and address: - 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. . 
Notification procedure: 

Individuals desiring to kno\y whether or not information on them 
exists in this system of records should write to the System Manager, 
ATTN: Director, Personnel Division, providing full name, SSN, job 
location, and duty phone. 

Record access procedures: 

Individuals desiring access to records about them in this system 
should inquire of the System Manager, providing information re- 
quired in ^Notification procedure'. > 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation ,340-21 
(32 CFR part 505). ... 

Record source categories: 

From the individual. ' 

Exemptions claimed for the system: 

None. 

AAFES0408.05 

System name: 

Individual Trainee Files. . - 

System location: 

Headquarters, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Categories of individuals covered by the system: 

Employees of the Army and Air Force Exchange Service who 
have been selected for a college trainee or management development 
trainee position. • ^ . ^ ^ 

Categories of records in the system: 

Individual's employment application, trainee appointment docu- 
ments; copy of college transcript and degree awarded; copy of em- 
ployee qualification record, performance, and career appraisal forms; 
statement of mobility; supervisor's recommendations; and similar rele- 
vant documents. 

Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 

Purpose(s): 

To determine employee potential for participation in management 
development trainee program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: , 

See 'Blanket Routine Uses' set forth.at the beginning of the Army*s 
listing, of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: - 

Storage: 

Paper records in file folders; cards. 

Retrievability: 

By employee's surname. 

Safeguards: 

Records are stored in locked containers. Information is accessed 
only by designated individuals having official need therefor in the 
performance of assigned duties. 

Retention and disposal: 

Records concerning employees selected for the program are incor- 
porated into their Official Personnel Folder. Records on non-selected 



individuals are retained 5 years, then destroyed. Statistical and sum- 
mary data are retained for managerial purposes indefinitely. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222.. • ' 

Notification procedure: 

Information may be obtained by writing to the System Manager, 
ATTN: Director, Personnel Division; individuals must furnish their 
full name, SSN, current address and telephone number; if separated, 
date of birth, date of separation, and last employing location must 
also be furnished. 

Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should write to the System Manager, providing 
information specified in 'Notification procedure*. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). ' ' 

Record source categories; . ^ 

From the applicant; official records and reports. 

Exemptions claimed for the system: 

None. 

AAFES0408.14 

System name: 
Tuition Assistance Case Files. 
System location: 

Headquarters, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Categories of individuals covered by the system: 
Employees of the Army and Air Force Exchange Service who 
apply for tuition assistance. 

Categories of records in the system: 

Individual's application, academic transcripts, curricula, grade re- 
ports, request for disbursement, agency approval/disapproval, similar 
relevant documents. 

Authority for maintenance of the system: , 

10 U.S.C, sections 3012 and 8012. ■ 

Purpose(s): 

To maintain information on participants in the. tuition assistance 
program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: - 

Paper records in locked cabinets. 
Retrievability: . . 

By employee's surname. 
Safeguards: 

Information is accessed only by designated individuals having need 
therefor in the performance of official duties. 
Retention and disposal: 

Records are destroyed 2 years following individual's completion of 
course for which tuition assistance was granted. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Information may be obtained from the System Manager, ATTN: 
Director, Personnel Division; individual must furnish written request 
containing his/her full name, details concerning application for tui- 
tion assistance, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write to the System Manager, providing information required by 
'Notification procedure'. 

Contesting record procedures: 
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Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 
From the individual. 
Exemptions claimed for the system: 
None. 

AAFES0409.01 

System name: 

AAFES Accident/Incident Reports. 
System location: 

Safety and Security Offices of Headquarters, Army and Air Force 
Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES- 
Europe; HQ AAFES-Pacific; Exchange Regions and Area Ex- 
changes at posts, bases, and satellites world-wide. 

Categories of individuals covered by the system: 

Individuals involved in accidents, incidents, or mishaps resulting in 
theft or reportable damage to AAFES property or facilities; individ- 
uals injured or become ill as a result of such accidents, incidents, or 
mishaps. 

Categories of records in the system: 

AAFES Accident Report, AAFES Incident Report, record of 
injuries and illnesses; physicians' reports; witness statements; investi- 
gatory reports; similar relevant documents. 

Authority for maintenance of the system: 

Executive Order 11807. 

Purpose(s): 

To record accidents, incidents, mishaps, fires, theft, etc., involving 
Government property; and personal injuries/illnesses in connection 
therewith, for the purposes of recouping damages, correcting defi- 
ciencies, initiating appropriate disciplinary action; filing of insurance 
and/or workmen's compensation claims therefor; and for managerial 
and statistical reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Labor, to 
support workmen's compensation claims. See 'Blanket Routine Uses* 
set forth at the beginning of the Army's listing of record system 
notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; computer magnetic tapes and print- 
outs; microfiche. 
Retrievability: 

By name of individual involved or injured; by SSN. 
Safeguards: 

Records are accessed only by designated individuals having official 
need therefor in the performance of their duties, within buildings 
protected by security guards. 

Retention and disposal: 

Paper records are retained for 2 years following which it is de- 
stroyed by shredding; information on microfiches is retained for 3 
years; computer tapes reflecting historical data are permanent. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Individuals desiring to know whether or not information exists on 
them in this system of records should write to the System manager, 
ATTN: Director, Safety and Security Division, providing their full 
name, present address and telephone number; sufficient details con- 
cerning the accident, mishap, or attendant injury to permit locating 
the record, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write to the System Manager, as indicated in 'Notification proce- 
dure*, furnishing information required therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 



From the individual; medical facilities; investigating official; State 
Bureau of Motor Vehicles, State and local law enforcement authori- 
ties; witnesses; victims; official Department of Defense records and 
reports. 

Exemptions claimed for the system: 
None. 

AAFES0410.01 

System name: 

Employee Travel Files. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific; region- 
al offices; base, post exchanges and satellites of AAFES. world-wide. 

Categories of individuals covered by the system: 

Employees of the Army and Air Force Exchange Service author- 
ized to perform official travel. 

Categories of records in the system: 

Documents pertaining to travel of persons on official Government 
business, and/or their dependents, including but not limited to travel 
assignment orders, authorized leave enroute, availability of quarters 
and/or shipment of household goods and personal effects, application 
for passport/visas; security clearance; travel expense vouchers; and 
similar related documents. 

Authority for maintenance of the system: 

10 U.S.C., sections 3012 and 8012. 

Purpose(s): 

To process official travel requests for military and civilian employ- 
ees of the Army and Air Force Exchange Service; to determine 
eligibility of individual's dependents to travel; to obtain necessary 
clearance where foreign travel is involved, including assisting indi- 
vidual in applying for passports and visas and counseling where 
proposed travel involves visiting/transiting communist countries. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to attache' or law enforcement au- 
thorities of foreign countries; to US Department of Justice or De- 
partment of Defense legal/intelligence/investigative agencies for se- 
curity, investigative, intelligence, and/or counterintelligence oper- 
ations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in locked filing cabinets. 

Retrievability: 

By employee's surname. 

Safeguards: 

Information is accessed only by designated individuals having offi- 
cial need therefor in the performance of their duties. 
Retention and disposal: 

Records are destroyed after 2 years by shredding. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Information may be obtained by writing to the System Manager, 
ATTN: Director, Administrative Services Division. Individuals must 
provide full name, SSN, current address and telephone number, de- 
tails of travel authorization/clearance documents sought, and signa- 
ture. 

Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should write to the System Manager, providing 
information specified in 'Notification procedure*. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual, official travel orders, travel expense vouchers, 
receipts and similar relevant documents. 
Exemptions claimed for the system: 
None. 
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: AAFES0505.02 

System name: - • • / . , . , . 

• Biographical Files. • 
System location: 

Headquarters, Army and Air Force Exchange Service at Dallas, 
TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe. 

Categories of individuals covered by the system: 

Military and civilian employees of the Army and Air Force Ex- 
change Service world-wide. 

Categories of records in the system: 

IndividuaFs name, position title, and organizational location, home 
address, date and place, of birth, marital status including names of 
spouse and childi-en, educational background, military status, awards 
and decorations, community and civic interest data, photograph, and 
similar relevant information. 

Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 

Purpose(s): 

To prepare featiire articles for hometown newspapers, trade media, 
community interests, and similar public service groups. 
. Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. Information may also be disclosed to 
public and private organizations including news media. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: : 

Paper records in file folders. ' 
. Retrievability:. 

By individual's surname. 
Safeguards: 

Records are accessed only by designated individuals having official 
need therefor, in buildings protected by security' guards or military 
police. J , ' . 

Retention and disposal: 

Records are retained for 1 year following termination of individ- 
ual's assignment or employment; then destroyed. 
System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 
Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may write to the System Manager, 
providing their full name, current, address and telephone number, 
details surrounding the event or incident, and signature. 

Record access procedures: 

Individuals desiring access to records on themselves in this system 
should submit their request as indicated in 'Notification procedure', 
furnishing information required therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From; the individual- official AAFES records and reports. 

Exemptions claimed for the system: - 

None. " 

AAFES0602.04a 

System name: 

Litigation Initiated by AAFES. 
System location: 

Office of the General Counsel at Headquarters, Army and Air 
Force Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES- 
'Europe; HQ AAFES-Pacific. 

Categories of individuals covered by the system: ; - 

Individuals against whom AAFES has filed a coniplaint or similar 
pleading in a court or administrative body. 

Categories of records in the system: 

Pleadings and documents filed by parties to the action and docu- 
mentation, correspondence, and memoranda pertaining thereto. , 



Authority for maintenance of the system: 

10 U.S.C., sections 3012 and 8012. , • 

Purpose(s): 

To process complaints against individuals; to initiate litigation as 
necessary. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To process complaints or pleadings on behalf of the Army and Air 
Force Exchange Service. . ^ 

Disclosures to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from, 
this system to 'consumer reporting agencies' as defined in the Fair 
Credit Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701 (a)(3)). - 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders.. • 
Retrievability: 

By surname of defendant in the proceeding. 
Safeguards: 

Records are maintained in buildings having security guards and are 
restricted to authorized personnel who are properly screened, 
cleared, and trained in Privacy Act matters. 

Retention and disposal: 

Records are permanent. They are retained until judicial proceed- 
ings have been resolved, after which they are retired to the servicing 
AAFES warehouse or servicing General Services Administration 
records holding center. 

System manager(s) and address: ' - 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222." ' ■ ■ ' ■ • 

Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may write to the System Manager, 
.ATTN: General Counsel, providing their full name, current address 
and telephone number, copy of latest correspondence from AAFES, 
if available, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write to the System Manager, providing information required by 
'Notification procedure'. 

Contesting record" procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From official records of the Army and Air Force Exchange Serv- 
ice; from any individual who can provide information concerning the 
complaint/proceeding; from similar relevant documentation. 

Exemptions claimed for the system: 

Nonie. 

AAiFES0602.04b 

System name: 

Claims and/or Litigation Against AAFES. - 
System location: 

Office of the General Counsel, Headquarters, Army and Air Force 
Exchange Service (AAFES), Dallas, TX 75222; HQ, AAFES- 
.Europe; HQ, AAFES-pacific. 

Categories of individuals covered by the system: 

Any individual who has filed a claim against AAFES, a complaint 
or similar pleading in a court or administrative body in which an 
AAFES employee or the Army and Air Force Exchange Service is 
named as a defendant. 

Categories of records in the system: 

Claims, pleadings, motions, briefs, orders, decisions, memoranda, 
opinions, supporting documention, and allied materials involved in 
representing the Army, and Air Force Exchange Service in the Fed- 
eral Court System. . ' 

Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 
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Purpose(s): 

To investigate claims and prepare responses; to defend the Army 
and Air Force Exchange Service in civil suits filed against it in the 
Federal Court System. . * • . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Justice and US 
Attorneys' offices handling a particular case. Most of the information 
is filed in some manner in the courts in which litigation is pending 
and therefore is a public record. In addition, some of the information 
will appear in the written orders, opinions, and decisions of the 
courts which, in turn, are published in the Federal Reporter System 
under the name or style of the case and are available to individuals , 
with access to a law library. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By last name of claimant/plaintiff. 
Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel who have need therefor in 
the performance of official duties. 

Retention and disposal: 

Claim records are destroyed after 6 years. Litigation records are 
permanent; they are retained in the servicing General Counsel's 
Office until judicial proceedings have been resolved, following which 
they are retired to the servicing General Services Administration 
records holding center. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may write to the System Manager, 
ATTN: General Counsel. Individual should provide his/her full 
name, current address and telephone number, latest correspondence 
received from the servicing General Counsel's office if available, and 
signature. 

Record access procedures: 

Individuals desiring access to records on themselves should write 
to the System Manager and provide information specified in 'Notifi- 
cation procedure*. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From official records of the Army and Air Force Exchange Serv- 
ice; claimants; litigants. 

Exemptions claimed for the system: 
None. 

AAFES0604.02 

System name: 
Unfarr Labor Practice Claim/Charges Files. 
System location: 

Office of the General Counsel at Headquarters, Army and Air 
Force Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES- 
Europe, HQ AAFES-Pacific; personnel offices at Exchange Regions 
and Area Exchanges at posts, bases, and satellites world-wide. 

Categories of individuals covered by the system: 

Employees of the Army and Air Force Exchange Service who are 
permitted to file charges/claims pursuant to Executive Order 11491, 
as amended. 

Categories of records in the system: 

Written allegations of unfair labor practice; supporting correspond- 
ence/documentation/memoranda. 

Authority for maintenance of the system: 

10 U.S.C., sections 3012 and 8012; Executive Order 11491, October 
31, 1969, as amended. 

Purpose(s): 



To review and process charges/claims of unfair labor practices 
through formal/informal negotiations; for managerial and statistical 
reports. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By individual's surname. 
Safeguards: 

Records are maintained in areas accessible only to designated per- 
sons having official need therefor in the performance of their duties. 
Buildings housing records are protected by security guards. 

Retention and disposal: 

Records are retained 5 years in an active file; then transferred to 
the servicing AAFES warehouse or General Services Administration 
records holding center for an additional 5 years, following which 
they are destroyed by shredding. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 
Notification procedure: 

Individuals desiring to know whether or not information on them 
is contained in this system of records may write to the System 
Manager, ATTN: General Counsel, furnishing their full name, SSN, 
last employing station, details sufficient to locate the record, and 
signature. 

Record access procedures: 

Individuals desiring to access records about themselves should 
write to the System Manager, providing information specified in 
'Notification procedure'. 

Contesting record procedures: ess to records and for contesting 
contents and appealing initial determinations are contained in Army 
Regulation 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, the union representative, witnesses, official 
records of the Army and Air Force Exchange Service. 
Exemptions claimed for the system: 
None. 

AAFES0702.22 

System name: 
Check-Cashing Privilege Files. 
System location: 

Headquarters, Army and Air Force Exchange Service, Dallas, TX 
75222; HQ, AAFES-Europe; HQ, AAFES-Pacific; Exchange Re- 
gions and Area Exchanges at posts, bases, and . satellites world-wide. 

Categories of individuals covered by the system: 

Customers of the Army and .Air Force Exchange Service: military, 
dependents, retirees, and Exchange employees. 

Categories of records in the system: 

Customer's name, SSN, category of customer (i.e., dependent, re- 
tiree, active duty member), amounts of checks not paid by bank, 
collection efforts, and relevant documentation. 

Authority for maintenance of the system: 

10 U.S.C., sections 3012 and 8012. 
Purpose(s): 

To determine customer's eligibility to cash checks. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In overseas areas, information is disclosed to military banking 
facilities. These facilities are branches of US based financial institu- 
tions which are under contract to the Department of Defense to 
provide banking services to US military and affiliated civilian person- 
nel overseas. Any financial losses sustained by these activities in 
support of the Department of Defense program are underwritten by 
the Department of Defense using appropriated funds. The financial 
institutions use the check-cashing information only to determine 



12 



PRIVACY ACT SYSTEMS 



whether to cash checks or similar negotia]ble instruments for individ- 
uals - not to award or deny other banking privileges. 

Disclosures to consumer reporting agencies: , 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to 'consumer reporting agencies' as defined in the iFair Credit 
Reporting Act (15 U.S.C. 1681a(0) or the Federal Claims Collection 
Act of 1966 (31 U.S.C. 3701 (a)(3)). , ' . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records; computer tapes, discs, and printouts. . 
Retrievability: 

By customer name and SSN. 
Safeguards: 

All information is stored in locked rooms within secured buildings 
and is accessed only by designated personnel having official need 
therefor, primarily by individuals authorized to cash checks. 

Retention and disposal: 

Information is retained until no longer needed, at which time it is 
destroyed by shredding or erasure. 
Sy^stem manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 

75222. ' • 

Notification procedure: 

Individuals desiring to know whether or not this system contains' 
information concerning them should contact either the local Ex- 
change where check was cashed (or refused) or HQ Army and . Air 
Force Exchange Service, Dallas, TX 75222, furnishing full name, 
SSN or other acceptable identifying information that will facilitate 
locating the records.. 

Record access procedures: 

Individuals seeking access to records concerning themselves should 
write to the System Manager, furnishing information specified . in 
^Notification procedure*. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual; his/her checks; financial institutions. 

Exemptions claimed for the system: 

None. 

AAFESd702.23 

System name: 

Dishonored Check Files. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ, AAFES-Europe; HQ, AAFES-Pacific. . 

Categories of individuals covered by the system: 

Individuals who have negotiated dishonored checks at AAFES 
facilities and whose check cashing privilege is under review, by the 
General Counsel. 

Categories of records in the system: 

Individual's name, SSN, indebtedness, collection efforts, and rele- 
vant documentation. 

Authority for maintenance of the system: 
. 10 U.S.C, sections 3012 and 8012. 
Purpose(s): 

To collect dishonored check indebtedness. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to civil or criminal law enforcement 
agencies for law enforcement purposes. See ^Blanket Routine Uses' 
set forth at the beginning of the Army's listing of record system 

notices. 

Disclosures to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to 'consumer reporting agencies' as defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681a(0) or the Federal Claims Collection 
Act of 1966 (31 U.S.C. 3701 (a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ^ 



Storage: 

Paper records in file folders. . . 

Retrievability: 

By surname of individual responsible for dishonored check. 
Safeguards: 

Records are maintained in buildings having security guard and are 
accessed only by 'personnel having official need therefof who are 
properly scrieened, cleared and trained. - • 

Retention and disposal: 

Records are General Counsel until indebtedness has been satisfied, 
determined to be uncollectible, or additional administrative action is 
reqiiired. Upon completion, records are transferred to the Comptrol- 
ler Division and maintained with appropriate check cashing privilege 
records.. 

System' manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 
Notification procedure: 

Individuals desiring to know whether or not this system of recoi^ds 
contains information on them may write to the System Manager, 
ATTN: General Counsel, providing their full name, SSN, current 
address and telephone number, latest correspondence from AAFES if 
available, and signature. 

Record access procedures: 

Individuals desiring to access information in this system concerning 
themselves should write as indicated in 'Notification procedure', pro- 
viding the information required therein. 

Contesting record procedures: 

Rules for access to records aiid for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual, his/her employer, law enforcement investiga- 
tive agencies, banking facilities, consumer reporting agencies, and 
sources that furnish information regarding individual's credit. 

Exemptions claimed for the system: 

None. 

AAiF'ES0702.34 

System name: 

Individual Accounts Receivable Files. . 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; Headquarters, AAFES Europe; and Headquarters, 
AAFES, Pacific. Official mailing addresses are published as an ap- 
pendix to the Army's compilation of systems notices. 

Categories of individuals covered by the system: 

AAFES customers (military, retirees, civilian, and civilian depend- 
ents). 

Categories of records in the system: 

Case files relating to debts owed by individuals, including dishon- 
ored checks, deferred payment plans, home layaways, salary/travel 
advances, pecuniary liability claims and credit cards. These files 
include all correspondence to the debtor/his or her commander, 
notices from banks concerning indebtedness, originals or copies of 
returned checks, envelopes showing attempts to contact the debtor, 
payment documentation, pay adjustment authorizations, deferred pay- 
ment plan applications, charges and statements or accounts, and 
home layaway cards. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and 8012; Federal Claims Collection Act of 1966, 
31 U.S.C. 3711; Debt Collection Act of 1982 (Pub. L. 97-365); 31 
U.S.C. 5512 through 5514; and E.G. 9397. 

Purpose(s): 

To process, monitor, and post audit accounts receivable,' to admin- 
ister the Federal Claims Collection Act, and to answer inquiries 
pertaining thereto. To collect dishonored check indebtedness. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the U.S. Department of Justice/U.S. Attorneys for legal action 
and/or final disposition of the debt claim. 

To the Internal Revenue Service to obtain locator status for delin- 
quent accounts receivables (controls exist to preclude redisclosure of 
solicited IRS address data; and/or to report write-off amounts as 



taxable income as pertains to amounts compromised and accounts 
barred from litigation due to age. 

To private collection agencies for collection action when the 
Army has exhausted its internal collection efforts. 

To civil or criminal law enforcement agencies for law enforcement 
purposes. 

The "Blanket Routine Uses" that appear at the beginning of the 
Uepartment of the Army's compilation of systems of records also 
apply to this system. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to consumer reporting agencies as defined in the Fair Credit 
AT'r"iL^^o(^^^-^-^- the Federal Claims Collection 

Act of 1966 (31 U.S.C 3701(a)(3)) to collect dishonored check in- 
debtedness. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in individual file folders. 
Retrievability: 

Retrieved by customer's surname or Social Security Number. 
Safeguards: 

Records are maintained in areas accessible only by authorized 
personnel within AAFES/CM-G. 
Retention and disposal: 

Records are retained in current files until close of fiscal year in 
which the receivable is cleared, or if office space doesn't permit, at 
tile end ot the fiscal quarter in which receivable is cleared. At year 
end, files are stored for 10 years and subsequently forwarded to the 
Federal Records Center, Fort Worth, Texas for destruction. 

System managerCs) and address: 

75222"'"^"^^'^' "^^^ ^^^^^ Exchange Service, Dallas, TX 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
A^lxT ^^u^^?"!?^"^^'"' ^^'"y ^^^^^ Exchange Service, 

A 1, '^y^lf/;.?^"^^^^ Accounting Branch, Comptroller Division. 
Dallas, TX 75222 or telephone (214) 330-2631. 

Individuals should provide full name. Social Security Number or 
other acceptable identifying information that will facilitate locatine 
the records. ^ 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this system of records should address written inquiries to 
the Commander, Army and Air Force Exchange Service, ATTN- 
^^^^^c^9^^^^^\ Accounting Branch, Comptroller Division, Dallas. 
TX 75222 or telephone (214) 330-2631. 

Individuals should provide full name, Social Security Number or 
other acceptable identifying information that will facilitate locatine 
the records. ^ 

Contesting record procedures: " 

The Department of the Army rules for accessing records and for 
contesting contents and appealing initial agency determinations are 
published m Department of the Army Regulation 430-21-8; 32 CFR 
part 505; or may be obtained from the system manager. 

Record source categories: 

From the customer and from correspondence between AAFES 
and Vendors. 

Exemptions claimed for the system: 
None. 

AAFES0702.43 

System name: 
Travel Advance Files. 
System location: 

^^^^^adquarters, Army and Air Force Exchange Service, Dallas, TX 

Categories of individuals covered by the system: 
Employees required to perform official travel. 
Categories of records in the system: 

Individual's name, organization to which assigned, details of offi- 
cial travel, amount advanced, and similar relevant data. 
Authority for maintenance of the system: 



10 U.S.C, sections 3012 and 8012. 
Purpose(s): 

To monitor travel advances against individual's authorized official 
travel and to ensure settlement of indebtedness to the Government. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in metal filing cabinets. 

Retrievability: 

By employee's surname. 

Safeguards: 

Records are accessed only by designated employees having official 
need therefor in the performance of their duties. 
' Retention and disposal: 

Records are destroyed 1 year following settlement of an individ- 
ual s travel advance account. 

System manager(s) and address: 

^^^^o"iinander, Army and Air Force Exchange Service, Dallas, TX 

Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may write to the System Manager 
^JJ^' Comptroller Division, CM-G. furnishing their full name! 
sufficient details concerning records sought, and signature. 

Record access procedures: 

Individuals desiring access to records on themselves in this system 
should submit their request as indicated in ^Notification procedure*, 
furnishing information required therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
Ill ili?^^^ determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual, records of the AAFES office issuing travel 
advance. 

Exemptions claimed for the system: . . . 

None. • 

AAFES 0703.07 
System name: . 
AAFES Employee Pay System Records 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES). 
Dallas,^ TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe; Ex- 
chartge Regions, Area Exchanges; Post, Base, and Satellite Ex- 
changes within the Continental United States and overseas. 

Categories of individuals covered by the system: 

Civilian employees of the Army and Air Force Exchange System. 

Categories of records in the system: 

Employee's name; Social Security Number; AAFES facility 
number; individual's pay, leave, and retirement records, withholding/ 
deduction authorization for allotments, health benefits, life insurance, 
savings bonds, financial institutions, etc.; tax exemption certificates- 
personal exception and indebtedness papers; subsistence and quarters 
records; statements of charges, claims; roster and signature cards of 
designated timekeepers; payroll and retirement control and working 
paper files; unemployment compensation data requests and responses- 
reports of retirement fund deductions; management narrative and 
statistical reports relating to pay, leave, and retirement. 

Authority for maintenance of the system: 

Title 6, GAO policy and Procedures Manual for Guidance of 
Federal Agencies; 10 U.S.C. 3012 and 8012. 
Purpose(s): 

To provide basis for computing civilian pay entitlements; to record 
history of pay transactions, leave accrued and taken, bonds due and 
issued, taxes paid; to answer inquiries and process claims. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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Information from this system may be disclosed to: 

Treasury Department: To record checks and bonds issued. 

Internal Revenue Service: To report taxable earnings and taxes 
withheld; to locate delinquent debtors. 

States and Cities/Counties: To provide taxable earnings of civilian 
employees to those states and cities or counties which have entered 
into an agreement with the Department of Defense and the Depart-- 
ment of the Treasury. 

State Employment Offices: To provide information relevant to thei 
State's determination of individual's entitlement to unemployment 
compensation. 

US Department of JusticeAJS Attorneys: For legal action and/or 
final disposition of debt claims against the Army and Air Force 
Exchange Service. 

Private Collection Agencies: For collection action when the Army 
and Air Force Exchange Service has exhausted its internal collection 
efforts. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to 'consumer reporting agencies' as defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681a(0 or the Federal Claims Collection 
Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and in bulk storage; card files; com- 
puter magnetic tapes, discs and printouts; microfiches, microfilm. 
Retrievability: 

Automated records are retrieyed by employee's SSN within pay- . 
roll block; nianual records are retrieved by individual's surname or 
SSN; ,^ ■ i 

Safeguards: 

Records are restricted to personnel who are properly cleared and 
trained and have an official need therefor. In addition, integrity of 
automated data is ensured by internal audit procedures, data base 
access accounting reports and controls to preclude unauthorized, dis- 
closure. ' 

Retention and disposal: - 

The majority of documents are retained 4 years after which they, 
are destroyed by shredding. Exceptions are Time and Attendance 
sheets: retained 2 years; W-2 data and employer quarterly Federal tax 
returns are retained 5 years; Payroll Registers are permanent. 

System manager(s) and address: 

Commander, HQ Army and Air Force Exchange Service-Dallas, 
TX 75222. 
Notification procedure: 

Individuals desiring to know whether or not information on them 
is maintained in this system should inquire of the System Manager, 
furnishing their full name, SSN, current address and telephone 
number; if terminated, include date and place of separation. 

Record access proicedures: 

Individuals who desire to access records pertaining to them in. this 
system should follow, information in 'Notification procedure'. c;}v 

Contesting record procedures: i ^ ' 

The army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in ^ Army Regula- 
tion 340-21 (32 CFR part 505). , 

Record source categories: 

From the individual; personnel actions;' other agency .records and 
reports. 

Exemptions claimed for the system: 
None. .* 
AAFES0704.07 

System name: 

Fidelity Bond Files. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES). 
Dallas, TX 75222; HQ AAFES-Europe; HQ, AAFES-Pacific; Ex- 
change Regions and Area Exchanges at posts, bases, and satellites 
world-wide. 

Categories of individuals covered by the system: 

All employees of the Army and Air Force Exchange Service. 

Categories of records in the system: 

Fidelity bond application,. transmittal letter to insurance company, 
and related correspondence. 



Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. \ 
Purpose(s): 

To assure that all employees applied for and were accepted by the 
bonding company for fidelity bond coverage. 

Routine uses of records maintained in the system,' including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By employee's siirname. 

Safeguards: 

Records are maintained in areas accessible only to designated indi- 
viduals having official need therefor in the performance of official 
duties. 

Retention and disposal: 

Destroyed 3 years after bond becomes inactive. 
System manager(s) and address: ' 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 
Notification procedure: 

Individuals desiring to know whether or not information exists on 
them in this system of records may write to the System Manager, 
ATTN: Director, Personnel Division, providing their full name, 
SSN, current address and telephone number, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write to the System Manager, providing information required in 
'Notification procedure'. '. 

Contesting record procedures: 

' Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

. Record source categories: 

Fidelity bond applications completed by the employee; action by. 
the bonding company; similar relevant correspondence and docu- 
ments. 

Exemptions claimed for, the system: 
None. 

AAFES0903 

System name: 

Personnel Management Information System. 
System location: 

Centralized at Headquarters, Army and Air Force Exchange Serv- 
ice (AAFES), Dallas, TX 75222. Segments of the system exist at 
servicing civilian personnel offices at AAFES-Pacific, AAFES- 
Europe, Exchange Regions and Area Exchanges at posts, bases, and 
satellites world-wide.,* \ . ' ■ 

Categories of individuals covered by the system: 

All employees of the Army and Air Force Exchange Service. 

Categories of records in the system: 

Individual's name, SSN, Exchange location, home address; date of 
birth; date hired, leave accrual data, retirement participation data, 
service award data, citizenship, marital status, sex, security clearance, 
military status, sponsor affiliation where employee is a dependent of a 
US Government/military member, job code and title, employment 
category, pay plan, wage schedule, base hourly rate, scheduled work 
week, Federal and State tax exemptions, type of insurance coverage, 
authorized deductions, life insurance coverage, physical examination 
documents,, education and experience, licenses, career plans, Person- 
nel Evaluation Reports, training course data, and similar relevant 
information. 

Authority for maintenance of the system: 

10 U.S.C, sections 3012 and 8012. 

Purpose(s): 

To produce reports and statistical analyses of the civilian work- 
force strength trends and composition in support pf established man- 
power and budgetary programs and procedures; verify employment; 
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provide data in support of Equal Employment Opportunity Program 
requirements; provide locator and emergency notification data; re- 
spond to union requests; identify training requirements; provide 
salary data for current and projected fiscal guidance, personnel data 
for current and projected staffing requirements; provide suspense 
system for withm grade increases, length of service awards, perform- 
ance ratings, pay adjustments and tenure groups; provide data for 
retirement processing, individual personnel actions; analyze leave 
usage; investigate complaints, grievances and appeals; respond to 
requests from courts and regulatory bodies; provide incentive awards 
information; provide qualified candidates to fill position vacancies; 
counsel employees on career development; plan dependent services in 
overseas areas; determine validity of individual claims related to pay 
adjustments; and for other managerial and statistical studies, records, 
and reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Computer tapes/discs; printouts. 
Retrievability: 
By name or SSN. 
Safeguards: 

Disc and tape files reside in restricted areas accessible only to 
authorized personnel who are properly screened, cleared, and 
trained. Manual records and computer printouts containing personal 
identifiers are maintained in locked file cabinets and are available 
only to individuals having official need therefor. 

Retention and disposal: 

Disc files are retained for 1 8 months after employee separates and 
are destroyed with the exception of employees terminated under 
disciplinary action (ineligible for rehire), retired employees and all 
employees under the Universal Annual Salary Plan whose file re- 
mains a permanent record. Back-up tapes are retained for 90 days. 
Computer printouts are maintained as follows: system edit reports are 
destroyed upon verification that errors have been corrected; print- 
outs produced for managerial reports are maintained for periods 
varying from 2 to 10 years; source documents and computer print- 
outs which are included as part of the employee's Official Personnel 
Folder are permanent. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Individuals wishing to know whether or not information on them 
exists in this system of records may write to the System Manager, 
ATTN: Director, Personnel Division, Dallas, TX 75222. Writer must 
furnish full name, SSN, current address and telephone number and, if 
terminated, include date of birth, date of separation, and last employ- 
ing location. 

Record access procedures: 

Individuals desiring access to information about themselves in this 
system should write to the System Manager, furnishing information 
required by 'Notification procedure*. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the employee, his/her supervisor, AAFES records and re- 
ports. Official Personnel Folder. 

Exemptions claimed for the system: 
None. 

AAFES1203.03 
System name: ^. 

Appointment of Contracting Officers. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific; all 
regional offices within the Continental United States. 

Categories of individuals covered by the system: 



Military or civilian personnel assigned to the Army and Air Force 
Exchange Service are appointed as contracting officers. 
Categories of records in the system: 

Name, SSN, job title and grade, qualifications, training and experi- 
ence, request for appointment as contracting officer, copy of Certifi- 
cate of Appointment, and other correspondence and documents relat- 
ing to indjyiduars qualifications therefor. 

Authority for maintenance of the system: 

10 U.S.C., sections 3012 and 8012. 

Purpose(s): 

To ascertain an individual's qualifications to be appointed as con- 
tracting officer; to determine if limitations on procurement authority 
are appropriate; to complete Certificate of Appointment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See *Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Information is accessible only to designated persons having official 
need therefor in the performance of their duties. Records are main-' 
tained in building entrance Which is limited to persons assigned to 
AAFES. 

Retention and disposal: 

Records are retained only so long as individual's appointment as 
contracting officer is valid; upon termination, records are destroyed 
by shredding. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

. Individuals desiring to know whether or not- information on them 
is contained in this system of records should write to the System 
Manager, ATTN: Director, Procurement Management Office, and 
provide their full name; and sufficient details to permit locating the 
pertinent records. 

Record access procedures: 

Individuals desiring access to records on themselves should direct 
an inquiry as indicated in 'Notification procedure*, providing infor- 
mation required therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From the individual, personnel records, former employers, educa- 
tional institutions, AAFES records and reports. 
Exemptions claimed for the system: 
None. 

AAFES1300.01 

System name: 
Resource Management and Cost Accounting Files. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific; Ex- 
change Regions and Area Exchanges at posts, bases, and satellites 
world-wide. 

Categories of individuals covered by the system: 
Military and civilian personnel assigned/attached to an organiza- 
tional entity of AAFES. 
Categories pf records in the system: 

Records by. individual of manhours applied to the accomplishment 
of assigned tasks or projects. Specific data elements include name, 
SSN/employee identification number, organizational element, mili- 
tary rank/civilian grade, job title, clearance status, rating data, regu- 
lar/overtime wage rates, regular/overtime hours worked, hours of 
leave taken, record of official travel, project code, accounting code 
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and cost data, workload units accomplished, file references and relat- 
ed information, and records control data. ^ 

Authority for maintenance of the system: % 

10 U.S.C., sections 3012 and 8012. 

Purpose(s): " 

To project manpower and: monetary i-equirements; to allocate 
available resources to specific projects; to schedule workload and 
assess progress; to project future organizational milestones; to evalu- 
ate indivdual performance and equipment efficiency; to set standards 
and methods; to record and control personnel and equipment utiliza- 
tion; to document inventories; to interpolate training needed by unit 
or individual; to monitor use of overtime; to control and monitor 
obligations and expenditures of Government funds; to provide audit 
trail; to generate statistical reports of workload and production levels 
and other trends within the organization; and to provide other ac- 
counting and monitoring reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: i 

Storage: ^ , 

Punch cards, magnetic tapes, cards, or discs; microform, nfiicro- 
fiche, computer printouts, and paper records. 

Retrievability: 

By individual's name, SSN or employee identification number; 
information may also be accessed by a non-personal data element 
such as project code, cost accounting code, or organizational ele- 
ment. 

Safeguards: 

Automated systems employ computer hardware/software features. 
All records are maintained in controlled areas, within buildings/ 
rooms which are secured during non-duty hours. Personal informa- 
tion is accessed only by individuals who have need therefor in their 
official duties. 

Retention and disposal: 

Information in magnetic media is erased after 1 year;, manual 
records are destroyed after 1 year by shredding. 
System manager(s) and address: 

Commander, Army and; Air Force Exchange Service, Dallas, TX 
75222. ■ 
Notification procedure: 

Individuals desiring to know whether or not this system contains 
information on them should contact the System Manager,- appropriate 
Director or Division Chief in organization in which employed or 
assigned, and should furnish full name, SSN, office believed to have 
the record, and time frame, any other information which will assist in 
locating the information, and signature. ' 

Record access procedures: , 

Individuals seeking access to information .from this system of 
records should address an inquiry as indicated in 'Notification proce- 
dure', providing information required therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

From employee time cards; organization manpower rosters; indi- 
vidual personnel and training records; production records; and simi- 
lar. relevant AAFES documents and reports. 

Exemptions claimed for the system: 

None. 

AAFES1504.03 

System name: 

Pei^sonal Property Movement and Storage Files. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ, AAFES-Europe; HQ, AAFES-Pacific. ' '\ 

Categories of individuals covered by the system: 

Employees of the Army and Air Force Exchange Service whose 
permanent change of station is authorized by. AAFES. 

Categories of records in the system: 



: Orders authorizing shipment/storage of personal property to in- 
clude privately owned vehicles and house trailers/mobile homes; 
Cash Collection Vouchers; Application for Shipment and/or Storage 
of Personal Property; Transportation Control and Movement Docu- 
ment; Personal Property Counseling Checklist; Government Bill of 
Lading; storage contracts, loss and damage claims, and similar related 
documents. ' • ' ' 

Authority for maintenance of the system: 
10 U.S.G;, sections 3012 and 8012.. . . . - 

Purpose(s): 

Used By the Army and Air Force Exchange Service to arrange for 
the movement, storage and handling of personal property; to identi- 
fy/trace lost or damaged shipments; to answer inquiries and monitor 
effectiveness of personal property traffic management functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

information is disclosed to commercial carriers for the purposes , of 
identifying ownership, verifying delivery of shipment, supporting 
billing for services rendered, and justifying claims for loss, damage, 
or theft. See 'Blanket Routine Uses' set forth at the beginning of the 
Army's listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; microfilm; magnetic tapes, and com- 
puter printouts. . . • 
Retrievability: 

By individual's surname. ' , 
Safeguards: • • 

Information is maintained in secured areas, accessible only to au- 
thorized personnel having an official need-to-know. Automated seg- 
ments are further protected by cbde numbe;rs and passwords. 

Retention and disposal: . ' * 

Documents relating to packing, shipping; and/or storing of house- 
hold goods within the Continental United States arie destroyed after 3 
years; those relating to overseas ^ireas are destroyed after 6 years. 
Documents regarding shipment of privately owned vehicles/mobile 
homes are destroyed after 2 years. Shipment discrepancy reports are 
destroyed after 2 years or when claim/investigation is settled, which- 
ever is later. Administrative files reflecting queries and responses are 
retained for 2 years; then destroyed. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 
' Individual^ desiring to know whether or not information on them 
exists in this system of records should write to the System Manager; 
ATTN: Director, Administrative Services Division, and shpuld pro- 
vide their full name, SSN, current address and telephone number, 
and signature. 

Record access procedures: 

Individuals desiring access to information about themselves in this 
system should address their inquiry to the System Manager,' provid- 
ing information required in 'Notification procedure'. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 

Provided by the individual whose personal property is shipped/ 
stored; by the carrier/storage facility, • 
Exemptions claimed for the system: 
None. 

AAFES1609.02 

System name: . . 

AAFES Customer Service, r; " " 
System location: 

Headquarters, Army and" Air Force Exchange Service (AAFES), 
Dallas; TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe; region- 
al, area, post and base Exchanges in the United States. 

Categories of individuals covered by the system: 
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AAFES customers who purchase merchandise on a time payment, 
layaway, or special order basis, or who need purchase adjustments or 
refunds. . 

Categories of records in the system: 

Copies of layaway tickets, requests for refunds, special order 
forms/procurement request/logs, cash receipt/charge or credit 
vouchers, repair vouchers, warranty documents, correspondence be- 
tween AAFES and the customer and/or vendor. 

Authority for maintenance of the system: 

10 U.S.C., sections 3012 and 8012. 

Purpose(s): 

To record customer transactions/payment for layaways and sjDecial 
orders; to determine payment status before fmalizing transactions; to 
identify account delinquencies and prepare customer reminder no- 
tices; to mail refunds on cancelled layaways or special orders; to 
process purchase refunds; to document receipt from customer of 
merchandise subsequently returned to vendors for repair or replace- 
ment and initiate follow-up actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to 'consumer reporting agencies* as defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims Collection 
Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file boxes and cabinets. 
Retrievabiiity: 

By customer's surname, document control number, and/or due 
date. . 

Safeguards: 

Records are maintained in secured areas, accessible only to author- 
ized personnel having need for the information in the performance of 
their duties. 

Retention and disposal: 

Cancelled or completed layaway tickets are held for 6 months after 
cancellation or delivery of merchandise; purchase orders are retained 
for 2 years; refund vouchers are retained for 6 years; returned mer- 
chandise slips are retained for 6 years; cash receipt vouchers are 
retained for 3 years; repair/replacement order slips are held 2 years. 
All records are destroyed by shredding. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. ■ 

Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records should write to the System Manager, 
providing name and sufficient details or purchase to enable locating 
pertinent records, current address and telephone number. 

Record access procedures: 

Individuals desiring access to records on themselves should write 
as indicated in *Notification procedure*, providing information re- 
quired therein. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340^21 
(32 CFR part 505). 

Record source categories: ' 

From the individual; vendor. 

Exemptions claimed for the system: 

None. 

AAFES1609.03 

System name: 

AAFES Catalog System. 
System location: 

Headquarters, Army and Air Force Exchange Service (AAFES), 
Dallas, TX 75222; HQ, AAFES-Europe; HQ. AAFES-Pacific. 
Categories of individuals covered by the system: 
Exchange customers who place a catalog sales order. 



Categories of records in the system: 

Customer name, SSN, mailing address; name and address of recipi- 
ent of order, description and price of item ordered, method of ship- 
ment, amount of order/refund, returned check identifier, claim data 
for returns/damages to shipments, and similar relevant data. 

Authority for maintenance of the system: 

10 use 3018 and 8012. 

Purpose(s): 

To locate order information to reply to customer inquiries, com- 
plaints; to create labels for shipment to proper location; to refund 
customer remittances or to collect monies due; to provide claim and 
postal authorities with confirmation/ certification of shipment for 
customer claims for damage or lost shipments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices forstoring, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records; magnetic tapes and printouts; microfiche, microfilm. 
Retrievabiiity: 

By customer order information, SSN, or insurance number as- 
signed to shipment. 

Safeguards: 

Access to information is restricted to persons having official need 
therefor; computer operations rooms are locked and. visitors screened 
for entry. 

Retention and disposal: 

Information is maintained in computer files for 180 days following 
completion of shipment. Microfilm and microfiche are retained for 2 
years for postal claim purposes; destroyed after 6 years. 

System manager(s) and address: 

Commander, Army and Air Force Exchange Service, Dallas, TX 
75222. 

Notification procedure: 

Individuals desiring to know whether or not this system of records 
contains information on them should write to the System Manager, 
ATTN: Chief, Catalog Sales Center, providing name, current address 
and telephone number, and sufficient details to permit locating perti- 
nent records. 

Record access procedures: 

Individuals desiring access to i-ecords about themselves should 
write to the System Manager, providing information required in 
'Notification procedure*. 

Contesting record procedures: 

Rules for access to records and for contesting contents and appeal- 
ing initial determinations are contained in Army Regulation 340-21 
(32 CFR part 505). 

Record source categories: 
From the individual. 

Exemptions claimed for the system: - . 

None. 

AOOOIDAMI 

System name: 

Controlled Accountable Document Inventory System. 
System location: 

Document Control Center/Security Office of Army installations or 
major commands to the extent that classified inventories are directed 
by the Commander. Official mailing addresses are in the Appendix to 
Army system notices (48 FR 25573, June 6, 1983). 

Categories of individuals covered by the system: 

Custodians of classified Defense information. 

Categories of records in the system: 

Custodian's name, SSN, and a listing of controlled classified docu- 
ments for which custodian is responsible. Records may include docu- 
ment title, originator, type, and date. 

Authority for maintenance of the system: 

10 U.S.C, section 3012; 5 U.S.C, section 301. 

Purpose(s): 
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To conduct periodic inventory of classified documents and to 
determine or validate custodial accountability of those documents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses at 48 FR ^25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes/discs, computer printouts; paper records. 
Retrievability: 

•By custodian's surname or SSN. 
Safeguards: 

Access is restricted to security officers for verifying inventory of 
classified documents and to others having similar official lieed. Infor- 
mation is housed in buildings controlled' by security guards during 
rion-duty hours. 

Retention and disposal: 

Retained until the next inventory has been completed satisfactbrily 
following which it is destroyed. 
System manager(s) and address: 

Assistant Chief of Staff for Intelligence, Headquarters; Department 
of the Army, The Pentagon, Washington, DC 20310. 

Notification procedure: . . 

Individuals who desire to know whether or not this system of 
records contains information on them should write to the commander 
of the installation where information was collected or maintained. 

Record access procedures: i 

An individual should write to the commander as indicated under 
'Notification procedure', and provide his/her name, SSN, date and 
place of employment, and signature. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual who receipts for classified dopuments. 
Exemptions claimed for the system: 
None. ^ , ^ 

AOOOIDAPE 

System name: 

Personnel Locator/Organizational Roster/Telephone Directory. 
System location: 

Segments are maintained by offices and/or Army telephone 
switchboards at Headquarters, Department of the Army, Staff and 
field operating agencies, commands, installations and activities. Offi- 
cial mailing addresses are contained in the compilation of the Army's 
system notices. . ,» . 

Categories of individuals covered by the system: t ,r 

Military , personnel, civilian employees, and in some instances their 
dependents. • 

Categories of records in the system: 

Records include cards or listings/compilations of individual's 
name, Social Security Number, unit of assignment and/or home ad- 
dress, unit and/or home telephone number, and related information. 
Military alert rosters, organizational telephone directories, and list- 
ings of office personnel are included in this system. , 

Authority for maintenance of the system: 

10 U.S.C., section 3012; E.G. 9397. 

Purpose(s): 

/To provide commanders and supervisors with emergency notifica- 
tion data, and operators.and other users with locator data. 

Routine uses of records maintained in the system^^ including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning, of^ the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining,' and 
disposing of records in the system: 

Storage: 

Paper records in file folders, card files, loose-leaf and bound note- 
books; magnetic tape/discs or other computer media: 
Retrievability: 

By individual's surname and SSN. 



Safeguards: 

Records are maintained in file cabinets, locked desks, or rooms 
accessible only to authorized personnel having official need therefor. 
Retention and disposal: 

Individual records are destroyed upon tranisfer or '.separation of 
individual; rosters are destroyed upon update. 
System manager(s) and address: _ 

Commander or supervisor of organization maintaining locator or 
directory. 

Notification procedure: 

Information may be. obtained ; from commander or supervisor of 
organization to which individual is/was assigned or employed. , 
Record access procedures: * 

Requests should be made as indicated under 'Notification proce- 
dure'. Individual' should provide fiill name, and some detail such as 
organization of assignment, that can be' verified, except that, in cases 
where individual has provided written consent to release of home 
address/telephone number to the general public, no identification is 
required. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). ' 

Record source categories: 

From officiar Army records. ,^ * 

Exemptions claimed for the system: 

None." • „ . 

AOOIDAPE-ARI 
System name: . • 

Professional Staff Information File. 
System location: 

Headquarters, U.S. Army Institute for the Behavioral and Social 
Sciences, 5001 Eisenhower Avenue, Alexandria, VA 22333-5600. 
' Categories of individuals covered by the systemti ' ' 

Department of the Army civilian psychologists, engineers, econo- 
mists, sociologists, and other professional staff members employed by 
the Army Research Institute who voluntarily supply information for 
release and military officers assigned to the Army Research Institute 
who voluntarily provide information for release. 

Categories of records in the system: ' 

Files contain names of individuals and their curricula vitae, includ- 
ing data and information on the qualifications, expertise, experience 
and interests of the professional staff of the Army Research Institute. 
Data include name, grade or rank. Institute assignment, education, 
prior professional experience, professional activities and development, 
lists of awards and recognitions, extra-government professional ac- 
tivities and significant professional publications. 

Authority for maintenance of the system: 

lOU.S.C. 3012. - . 

Purpose(s): 

To establish and maintain a professional staff directory which is 
used to consider staff members with special expertise for special duty 
assignments and to produce evidence- of professional staff qualifica- 
tions during Institute peer reviews and similar independent evalua- 
tions. Records are also used as basis for summary statistical reports 
concerning professional qualifications. . . 

Routine uses, of records maintained in the system, including .catego- 
ries of users and the purposes of such uses: 

The Department of the Army "Blanket Routine Uses" set forth at 
the beginning of the Army's compilation of record systems notices 
apply to this system. , 

Policies and practices for storing, .retrieving, accessing, retaining, and 
disposing of records in the system: ' ' 

Storage: 

Information is stored on a personal computer. 
Retrievability: 

Information is retrieved by the surname of professional person. 
Categorical data is retrieved by keyword. 
Safeguards: ' 

Records are accessible only to designated individuals having offi- 
cial need-to-know in the performance of assigned duties. 
Retention and disposal: 
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Information will be maintained during the tenture of the person 
and deleted upon permanent departure from the Institute. 
System manager(s) and address: 

Commander, U.S. Army Research Institute for the Behavioral and 
Social Sciences, ATTN: . PERI-AS (Privacy Act Officer), 5001 Ei- 
senhower Avenue, Alexandria, VA 22333-5600. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commander, U.S. Army Research Institute for the Behav- 
ioral and Social Sciences, ATTN: PERSI-AS (Privacy Act Officer), 
5001 Eisenhower Avenue, Alexandria, VA 22333-5600. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
mander, U.S. Army Research Institute for the Behavioral and Social 
Sciences, ATTN; PERI-AS (Privacy Act Officer), 5001 Eisenhower 
Avenue, Alexandria, VA 22333-5600. 

Contesting record procedures: 

The Department of the Army's rules for accessing records and for 
contesting contents and appealing initial agency determinations are 
published in Army Regulation 430-21-8, 'The Army Privacy Pro- 
gram"; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Individuals employed by or assigned to the Army Research Insti- 
tute who voluntarily submit requested information. 
Exemptions claimed for the system: 
None. 

AOOOISAIS 

System name: 

Carpool Information/Registration System. 
System location: 

Decentralized to Army installations/activity levels. Official mailing 
addresses are published as an appendix to the Army's compilation of 
record systems notices. 

Categories of individuals covered by the system: 
All personnel participating in carpool programs who voluntarily 
provide information for release. 

Categories of records in the system: 

Name of individual. Social Security Number, home address and 
telephone, office address and telephone, map coordinates of home or 
nearby reference points, working hours, and similar information. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and Executive Order 9397. 

Purpose(s) : 

To assign and administer allocated carpool parking assignments; 
establish priority of assignments, assist members and applicants in 
contacting one another and provide printout of individuals in system 
to other participants who desire to arrange a carpool. 

Routine uses of records maintained in the system, including ciitego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Reference cards, computer cards, disk or tape, and file folders. 
Retrievability: 

By name, Social Security Number, grid coordinate reference, and 
working hours. 

Safeguards: 

Accessible only to authorized personnel and those providing iden- 
tification and purpose for which information is requested; may be 
accessed by persons seeking members who have provided consent for 
release of information. 

Retention and disposal: 

Retained only on active participants; destroyed upon request/reas- 
signment. 

System manager(s) and address: 



Director of Information Systems 'for Command, Control, Commu- 
nications, and Computers, ATTN: SAIS-PDD, Department of the 
Army, Washington, DC 20310-0107. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the command, installation, or activity where they participated in a 
carpool. Official mailing addresses are published as an appendix to 
the Army's compilation of record systems notices. 

For verification purposes, individuals should provide full name, 
current address, and sufficient informatibn to permit locating the 
record. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the command, 
installation, or activity level. Official mailing addresses are published 
as an appendix, to the Army's compilation of record systems nbtices. 
For verification purposes, individuals should provide full name, cur- 
rent address, and sufficient information to permit locating the record. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in . Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual. 

Exemptions claimed for the system: 

None. 

A0001-20SALL 

System name: 

Congressional Inquiry File. 
System location: 

Chief of Legislative Liaison, Office of the Secretary of the Army, 
The Pentagon, Washington, DC 20310. 

A segment of this system may exist at Department of the Army 
staff agencies, field operating agencies, major commands, installa- 
tions, and activities. Official mailing addresses are published as an 
appendix to the Army's compilation of record systems notices. 

Categories of individuals covered by the system: 

Any citizen who writes to a Member of Congress requesting that 
the Member solicit information from the Department of the Army on 
their behalf. 

Categories of records in the system: 

Individual's request to the Member of Congress, the Member's 
inquiry to the Army, the Army's response, and relevant supporting 
documents. 

Authority for maintenance of the system: 

10 U.S.C. 1034. ' "• 
Purpose(s): 

To conduct necessary research and/br investigations so as to pro- 
vide information responsive to Congressional inquiries. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and on microfilm records in an auto- 
matic retrieval device. 

Retrievability: 

Retrieved by Congressmen and individual's name. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sons having official need therefor in the performance of their duties. 
Retention and disposal: 

In the Chief of Legislative Liaison, Office of the Secretary of the 
Army, records are destroyed after 5 years. In other offices of legisla- 
tive coordination and control at Army Staff level and at headquarters 
of major and subordinate commands, records are destroyed after 3 
years; at lower echelons, records are destroyed after 2 years. 

System manager(s) and address; 
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Chief of Legislative Liaison, Office of the Secretary of the Army, 
The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Chief of Legislative Liaison, Office of the Secretary of the Army, 
The Pentagon, Washington, DC 20310; or to the legislative liaison 
and control officer at the Army Staff -or field office known to have 
the record. Official mailing addresses are published as an appendix to 
the Army's compilation of record system notices. 

For verification purposes, individual should provide the full name, 
current address and telephone number, and sufficient detail to permit 
locating the record. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Chief of 
Legislative Liaison, Office of the Secretary of the Army, The Penta- 
gon, Washington, DC .20310; or to the legislative liaison and control 
officer at the Army Staff or field office known to have the record. 
Official mailing addresses are published as an appendix to the Army's 
compilation of record system notices. *. 

For verification purposes, individual should provide the full name, 
current address and telephone number, and sufficient detail to permit 
locating the record. 

Contesting record procedures: . . - .. • . . 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21"; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual Member of Congress; Army records and re- 
ports. 

Systems exempted from certain provisions of the act: 

None. 

AOOOlaTAPC 

System name: 

' Office Visitor/Commercial Solicitor Files. 
System location: ' ., 

Segments may be maintained at Headquarters, Department of the 
Army, staff, field operating agencies, commands, installations, and 
activities. Official mailing addresses are published as an appendix to 
the Army's compilation of record system notices. 

Categories of individuals covered by the system: 

Visitors to Army installations/activities and/or commercial solici- 
tors who represent an individual, firm, corporation, academic .institu- 
tion, or other enterprise involved in official or business transactions 
with the Department of the Army and/or. its elements. 

Categories of records in the system: 

Individual's name, name, and address of firm represented^ person/ 
office visited, purpose of visit, and status of individual as regards past 
or present affiliation with the Department of Defense. 

Authority for maintenance of the system: 

"lO U.S.C. 3013. . ,: , " ' - 

Purpose(s): , 
' To provide information to officials of the Army responsible for 
monitoring/controlling visitor's/solicitor's status and determining 
purpose of visit so as to preclude conflict of interest. 

Routine uses of records maintained in the system including catego- 
ries of users and the purpose of such uses: 

The *'Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of. record system notices apply to this system of 
records. * * 

Policies and practices for storing, retrieving, accessing retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: ... 

By name of visitor/solicitor. 
Safeguards: , 

Records are maintained in file cabinets with access limited to 
officials having need, therefor. • 
Retention and disposal: 

Retained for one year after which records are destroyed. 
System manager(s) and address: 



Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander/supervisor maintaining the information. Official mail- 
ing addresses are published as an appendix to the Army's compilation 
of record system notice::. . 

Individual should provide the full name and other information 
verifiable from the record itself. ! . ' . 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written, inquiries to the command- 
er/supervisor maintaining the information. Official mailing addresses 
are published as an appendix to the Army's cbmpilatio'n of record 
systein notices.' 

Individual should provide , the full name and other information 
verifiable from the record itself. . : . , - 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or 'may be obtained from the system 
manager. 

Record source categoi^ies: 

From the individual. 

Exemptions claimed for the system: 

None. , ., • 

AOOOlbTAPC,: 

System name: 

Unit Administrative Military Personnel Records. 
System location: 

Headquarters, Department of the Army Staff, major commands, 
field operating agencies, installations and activities performing unit 
level administration for military personnel, whether active, inactive 
(reservist MOEDES) and , including the National. Guard. Official 
mailing addresses are published as an appendix to the Army's compi- 
lation of record system notices. • ' 

Categories of individuals covered by the system: , 

Military personnel (and in some instances, their dependents) at the 
local supervisory level (i.e., battalion PAC/Sl, company, .platoon/ 
squad, or comparable office size) when the individual's Military Per- 
sonnel Records Jacket (MPRJ) or other personnel records are main- 
tained elsewhere. 

Categories of records in the system: 

Records/documents of a temporary nature which are needed'.in the 
day-to-day administration/supervision of the individual. 
Authority for maintenance of the system: 
5 U.S.C. 301 and Executive Order 9397. 
Purpose(s): ' ; 

To provide supervisors/unit commanders a ready source^ of infor- 
mation for day-to-day operations and administrative determinations 
pertaining to assigned/attached personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ''Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records, index-cards,. microfiche, magnetic tape/disk. 
Retrievability: 

By individual's surname or Social Security Number. 
Safeguards: 

Information is stored in locked rooms/buildings with access re- 
stricted to individuals whose duties require a need-to-know. Where 
information exists on word processing disk/diskettes/tapes or in auto- 
mated media, the administrative, physical, and technical requirements 
of Army Regulation 380-19, Information Systems Security, are as- 
sured to preclude improper use or inadvertent disclosure. 

Retention and disposal: 

Records are destroyed not later than 1 year after departure of the 
individual. 

System manager(s) and address: . 
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Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained m this record system should address inquiries to their 
immediate supervisor. 

Individual should provide the full name. Social Security Number, 
and particulars which facilitate locating the record. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address inquiries to the custodian of the 
record at the location to which assigned/attached. 

Individual should provide the full name, Social Security Number, 
and particulars which facilitate locating the record. • 

Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Copy of documents in individual's Official Military Personnel File 
Military Personnel Records Jacket, Career Management Information 
File, individual's supervisor, other Army records and reports. 

Exemptions claimed for the system: 

None. 

A0015-2-2CE 

System name: 
Violation Warning' Files. 
System location: 

Corps of Engineers offices world-wide; addresses may be obtained 
from the System manager. 

Categories of individuals covered by the system: 

Individuals who violate the provisions of chapter III, parts 313 or 
327, of title 36, CFR which govern public use of water resource 
development projects administered by the Corps of Engineers. 

Categories of records in the system: 

DD 1805 (Violation Notice), or Engineer Form 4381, (Warning 
Citation); relevant correspondence between the Corps of Engineers 
and the individual. 

Authority for maintenance of the system: 

Section 234 of the Flood Control Act of 1970 (Pub. L. 91-611- 84 
Stat. 1818). ' N 

Purpose(s): 

To determine and take appropriate action with regard to violations 
of water resource development projects. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at 48 FR 25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are accessible only to designated individuals having offi- 
cial need therefor, located in buildings protected by security guards. 
Retention and disposal: 

Records are destroyed by shredding 1 year after case is closed. 
System manager(s) and address: 

Chief of Engineers, Headquarters, Department of the Army, Wash- 
ington, DC 20314. 

Notification procedure: 

Information may be obtained from the System Manager, ATTN- 
DAEN-PM; individual must furnish his/her full name, current ad- 
dress and telephone number, name of project that originated the 
violation/warning notice, and serial number thereon. 

Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should write to the System Manager, as indicated 
in 'Notification procedure*, providing information required therein. 

Contesting record procedures: 



The Army's rules for access to records and for contesting contents, 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 5005). 

Record source categories: 
Army records and reports. 
Exemptions claimed for the system: 
None. 

A0015^34DARP 

System name: 

Army Civilian/Military Service Review Board. 
System location: 

U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St 
Louis, MO 63132-5200. 

Categories of individuals covered by the system: 
• Civilian or contractual personnel (or their survivors) who were 
members of a group certified by the Secretary of the Air Force to 
have performed active duty with the Armed Forces of the United 
States. 

Categories of records in the system: 

Application of individuals for recognition of service, evidence that 
supports claim of membership in approved group, action of the 
Army Civilian/Military Service Review Board, DD Form 214 and 
DD Form 256 or DD Form 257 as appropriate, and similar relevant 
documents. 

Authority for maintenance of the system: 

Section 401, Pub. L. 95-202 and DoD Directive 1000.20, Determi- 
nations of Active Military Service and Discharge: Civilian or Con- 
tractual Personnel. 

Purpose(s): 

To determine whether individual applicants were members of civil- 
ian or contractual groups approved as having rendered service to the 
Army and whose service constitutes active military service, and to 
issue appropriate discharge or casualty documents, including applica- 
ble pay and equivalent rank or grade. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Copy of DD Form 214 is furnished to the Veterans Administration 
for benefits entitlements. * 

The "Blanket Route Uses" set forth at the beginning of the Army's 
compilation of record system notices also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Papers stored in file folders. 

Retrievability: 

By applicant's surname. 

Safeguards: 

Information is accessible only to designated persons having official 
need therefore in the performance of their duties. During non-duty 
hours, guards assure that records areas are secured. 

Retention and disposal: 

Upon favorable Board decision, an Official Military Personnel File 
is created, containing individual's application, Board action, DD 
Form 213, DD Form 256 or DD Form 257 as appropriate, and DD 
Form 1300 if applicable. This file is transferred to the National 
Personnel Records Center, General Services Administration, where it 
is retained permanently. 

Disapproved applications, together with supporting documentation 
and the Board's decision, are retained for 2 years, following which 
they are destroyed by shredding. 

System manager(s) and address: 

Commander, U.S. Army Reserve Personnel Center, 9700 Page 
Boulevard, St Louis, MO 63132-5200. 
Notificatioh procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Reserve Personnel Center, ATTN: 
DARP-PAS-ENC, 9700 Page Boulevard, St Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name 
at the time of the recognized military service, date and place of birth, 
details concerning affiliation with group certified to have performed 
active duty with the Army, and signature. 

Record access procedure: 
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Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Reserve Personnel Center, ATTN: DARP-PAS- 
ENC, 9700 Page Boulevard, St Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name 
at the time of the recognized military service, date and place of birth, 
details concerning affiliation with group certified to have performed 
active duty with the Army, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: , , 

From the individual. 

Exemptions claimed for the system: 

None. ... 

A0015-180SFMR 
System name: , : ' 

Army Council of Review Boards. 

System location: 

Office, Secretary of the Army, The Pentagon, Washington, DC 
20310. The US Army Management Systems Support Agency main- 
tains an automated index of Discharge Review Board cases by alpha- 
numeric code and case summary data by personal identifier. The 
Discharge Review Directorate of US Army Reserve Components 
Personnel and Administration Center, St Louis, MO performs admin- 
istrative processing of these cases via its on-line terminal to the Army 
Discharge Review Board. Decisions of the Army Council of Review 
Boards are incorporated in the Official Military Perjsonnel File of the 
petitioner at the US Army Reserve Components Personnel and Ad- 
ministration Center, St Louis, MO. 

Categories of individuals covered by the system: \ - ^ 

Members and/or fornier members of the active Army; prospective 
enlistees/inductees separated or pending separation who have cases 
pending or linder consideration by the Army Gpuncil of Review 
Boards or any of its components. 

Categories of records in the system: 

Individual's application for review which includes name, SSN, 
present address; name and address of counsel, if applicable; type, 
authority, and reason for discharge; mode of hearing, if desired; 
issues addressed by the board, findings, conclusions, and decisional 
documents. . . 

Authority for maintenance of the system: 

10 U.S.C. 1214, 1216, 1553, 1554. 

Purpose(s): 

Records are used by the following Boards to determine propriety 
of action taken or requested, within the purview of the Board*s 
charter: (1) Army Discharge Review Board,^ (2) Army Board for 
Review of Elimination, (3) Army Discharge Rating Review Board, 
(4) Army Physical Disability Appeal Board, (5) Army Security 
Reyiew Board, and (6) Ad Hoc Board. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set. forth at the beginning of the Army's 
listing of record system notices. . , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Cards, paper records in file folders, magnetic tapes arid/or discs, 
microfiche. » :: ' . • 

Retrievability: " . 

Within individual Board, by SSN or surname of petitionier. 
Safeguards: , 

Information is privileged, restricted to individuals who have need 
therefor in the performance of official duties. Records are retained in 
locked rooms within buildings having security guards. Autornated 
records are identified as Privacy Act data and further protected by 
assignment of user ID and passwords. 

Retention and disposal: ' 

Paper records are permanently stored in the Official Military Per- 
sonnel File. Active cases in automated media are. retained for 2 years 
before being transferred to the historical files where they are retained 
permanently. 

System manager(s) and address: 



Director, Army Military Review Boards Agency, ATTN: MISD, 
Office of the Secretary of the Army, The Pentagon, Washington, DC 
20310. , 

Notification procedure: 

Individuals desiring to know whether pr .not information exists on 
them in this system of records may inquire by writing to the Execu- 
tive Secretary, Management. Information and Support Directorate, 
SFRB-2, Army Military Review Boards Agency, Room lE-520, The 
Pentagon, Washington, DC 20310. Individuals must furnish full 
name, SSN, home address and telephone number, and sufficient de- 
tails to permit locating the records in question. 

Record access procedures: 

See 'Notification procedure' above. 

Contesting record procedures: - 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual; his/her Official Military Personnel File; cor- 
respondence, documents, and related information generated as a 
result of action by the Boards. " 

Exemptions claimed for the system: 

None. 

A0015-185SFMR 
System name: Correction of Military Records Cases. 
System location: 

Department of the Army Military Revievy Boards Agency, Army 
Board for the Correction of Military Records, The Pentagon, Wash- 
ington, DC 20310. Copy of Board decision is incorporated in peti- 
tioner's Official Military Personnel File except where such action 
would nullify relief granted, in which case application arid decision 
are retained in files of the Correction Board. 
, Categories of individuals covered by the system: 
• Present or former members of the US Army, US Army Reserve or 
Army National Gu^rd who apply for the correction of his/her mili- 
tary records. i 

.Categories of records in the system: 

Application for Correction of Military or Naval Record (DD 
Form 149), documentary evidence, affidavits, information from indi- 
vidual's military record pertinent to corrective action requested, testi- 
mony, hearing transcripts when appropriate, briefs/arguments, advi- 
sory opinions, findings, conclusions and decisional documents of the 
Board. 

Authority for maintenance of the system: 

10 U.S.C. 1552. 
Purpose(s): . 

Records are used by the Board to consider all applications proper- 
ly before it to determine the existence of an error or an injustice. 

Routine uses of records maintained in the systeni, including catego- 
ries of users and the purposes of such uses: 

Information may , be disclosed to the Department of Justice when, 
cases are litigated. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

. Paper records in file folders, cards, microfiche. 
Retrievability: .. . * 
By applicant's surname and SSN. 
Safeguards: ■ , 

Information is privileged, restricted to individuals who have need 
therefor in the performance of official duties. All records are retained 
in locked rooms within the Pentagon which has security guards. 

Retention and disposal: 

Records are retained at the Army Board for Correction of Military 
Records for at least 6 months after case is closed and then retired to 
the National Personnel Records Center where they are retained for 
20 years. 

System manager(s) and address: 

Executive Secretary, Army Board ..for Correction of Military 
Records, Office of the Secretary of the Army, The Pentagon, Wash- 
ington, DC 20310. ',>.... A 

Notification procedure: 
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Individuals desiring to know whether or not this system of records 
contains information on them may inquire of the Executive Secre- 
tary, Army Board for Correction of MiHtary Records, Room lE-517, 
The Pentagon, Washington, DC 20310; (202) 697-9515. Individual 
must furnish full name, SSN, service number if assigned, current 
address and telephone number, information that will assist in locating 
the record, and signature. 

Record access procedures: 

Individuals desiring access to ABCMR records concerning them 
may submit written requests to the System Manager furnishing infor- 
mation specified in 'Notification procedure' above. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained' in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, his/her Official Military Personnel File, other 
Army records/reports, relevant documents from any source. 
Exemptions claimed for the system: 
None. 

A0020-laSAIG 

System name: 
Inspector General Investigation Files. 
System location: 

Primary location is at the Office of the U.S. Army Inspector 
General Agency, Headquarters, Department of the Army, The Pen- 
tagon, Washington, DC 20310-1700. . 

Secondary location is at the Offices of Inspector General at major 
Army commands, field operating agencies, installations and activities. 
Army- wide. Official mailing addresses are published as an appendix 
to the Army's compilation of system of records notices. 

Categories of individuals covered by the system: 

Any person who is the subject of, a witness for, or referenced in, 
an Inspector General investigation. 

Categories of records in the system: 

Reports of investigation containing authority for the investigation, 
matters investigated, narrative, documentary evidence, and tran- 
scripts of verbatim testimony or summaries thereof. 

Authority for maintenance of the system: 

lOU.S.C. 3013 and 3020. 

Purpose(s): 

To record the facts and circumstances surrounding allegations^ or 
problems concerning any Army actiyity, or function, including civil 
functions, the U.S. Army Reserve, and federal activities of the Army 
National Guard, and to report results of the investigation to the 
Secretary of the Army, the Chief of Staff, Army, or the commander 
who directed it. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in binder/file folders and computer data bases. 
Retrievability: 

By requester's surname or by other descriptive name cross-refer- 
enced to case number. - 
Safeguards: 

Files are stored in locked containers accessible only to authorized 
persons with an official need to know. Computer data base access is 
limited by terminal control and a password system to authorized 
persons with an official need to know. 

Retention and disposal: 

Requests for assistance and/or complaints acted on by the Inspec- 
tor General, Headquarters, Department of the Army, are retained for 
2 years following completion and closing of case. 

System manager(s) and address: 

Office of the Inspector General, Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-1700. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 



the Office of the Inspector General, Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-1700. 

Individual should provide the full name, address, nature of request 
for assistance or complaint, and identification of the Inspector Gener- 
al's Office to which the request was submitted. 

Record access procedures: 

. Individuals seeking access to records about themselves should ad- 
dress written inouiries to the Office of the Inspector General, Head- 
quarters, Depart ment of the Army, The Pentagon, Washington, DC 
20310-1700. 

Individual should provide the full name, address, nature 'of request 
for assistance or complaint, and identification of the Inspector Gener-. 
al's Office to which the request was submitted. 

Contesting record procedures: 

The Army]s rules for accessing records,, contesting contents, and 
appealing intitial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual. Army records and reports, and other sources 
providing or containing pertinent information. 
Exemptions claimed for this system: 

Portions of this system of record may be exempt pursuant to 5 
U.S.C. 552a(k)(2) or (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e) 
published in 32 CFR part 505. For additional information contact the 
system manager. 

A0027-10aDAJA 

System name: 
Prosecutorial Files. 
System location: 

Decentralized at Staff Judge Advocate Offices. Official mailing 
addresses are published as an appendix to the Army's compilation of 
record system notices. 

Categories of individuals covered by the system: 

Any individual who is pending trial by courts-martial. 

Categories of records in the system: 

Witness statements; pretrial advice; documentary evidence; exhib- 
its, evidence of previous convictions; personnel records; recommen- 
dations as to the disposition of the charges; explanation of any unusu- 
al features of the case; charge sheet; and criminal, investigation re- 
ports. 

Authority for maintenance of the system: 

Executive Order 11476. June 19, 1969, Manual for Courts-Martial, 
United States; as revised by Executive Order, 12473, effective August 
1. 1984. . 

PurposcKs): 

To prepare for prosecution before courts-martial. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system of records may be disclosed to law 
students participating in a volunteer legal support program approved 
by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" ' published at the beginning of the 
Army's compilation of record system notices also apply to this 
system. . . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Retrieved by individual's surname. 
Safeguards: 

Records are maintained in file cabinets accessible only to author- 
ized personnel who are properly instructed in the permissible use of 
the information. • » . 

Retention and disposal: ' 

Records are kept indefinitely. 
System manager(s) and address: 

The Judge Advocate General, Headquarters, Department of the 
Army, Washington, DC 20310-2210. 
Notification procedure: 
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Individuals seeking to determine if information about themselves is 
contained in this record system should, address inquiries to the Judge 
Advocate General, Headquarters, Department of the Army, Wash- 
ington, DC 20310-2210. 

Individual should provide his/her full name, current address and 
telephone number, case number and office symbol of Army element 
which furnished correspondence to the individual, other personnel 
identifying data that would- assist in locating the records. The inquiry 
must be signed. v - 

Record access! procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address inquiries to the Judge Advocate 
General, Headquarters, Department of the Army, Washington, DC 
20310-2210. 

. Individual should provide his/her full name, current address and 
telephone number, case number and office symbol of Army element 
which furnished correspondence to the individual, other personal 
identifying data that would assist in locating the records. The inquiry 
must be signed. 
Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations are contained in Army Regu- 
lation 340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From official Army records and reports, investigative documents, 
law. enforcement agencies.'. ' 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable. 

An exemption rule for this exemption has been promulgated in 
accordance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) 
and (e) and published in 32 CFR part 505. For additional information 
contact the system manager. 

A0027-10bDAJA 

System name: 

Courts-Martial Files 
System location: 

U.S. Army Legal Services Agency, Falls Church, VA 22041-5013; 
Washington National Records Center, Suitland, MD 20409; National 
Personnel Records Center, St. Louis, MO 63132; and offices of Staff 
Judge- Advocates of ^subordinate commands and installations. Official 
mailing addresses are published as an appendix to the Army's compi- 
lation of record system notices. 

Categories of individuals covered by the system: 

AH Army personnel tried by courts-martial and certain trial or 
appellate participants such ias counsel and military judges. . 

Categories of records in the system: 

Certain general and all special (BCD) courts-martial records of 
trial include a verbatim : transcript of the trial and allied papers 
relating to the charged offenses and legal review of the case. General 
courts-martial examined pursuant to Article 69 and special (non- 
BCD) and summary courts-martial records of trial include only a 
summarized transcript of the trial as well as allied papers relating to 
the charged offenses, but do not necessarily include all records of 
review pursuant to Articles 69 or 73, Uniform Code of Military 
Justice. , 

Authority for maintenance of the system: 

10 U.S.C. 801-940 (Uniform Code of Military Justice) and Execu- 
tive Order 9397. 
Purpose(s): 

This record system is maintained because a verbatim transcript of 
all general courts-martial trials (except those examined pursuant to 
Article 69) and special courts-martial trials in which a bad conduct 
discharge (BCD), was approved, and a summarized transcript of all 
other courts-martial proceedings is required by law. 

Records of trial are required by each office and individual respon- 
sible, for reviewing the legality of the courts-martial findings and 
sentence, determining whether clemency consideration .is warranted, 
and answering inquiries from offices and individuals concerning the 
status of a particular case. 

Statistical data obtained from records of trial are used in determin- 
ing jurisdiction and Army-wide trends on disciplinary infraction in 
the Armed Forces and serve as a guide for officials responsible for 
making local and Army-wide policy decisions regarding military 
justice activities. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Courts-martial records reflect criminal: proceedings ordinarily open 
to the public; therefore, they are normally releasable to the public 
pursuant to .the Freedom of Information Act. 

Information from these records may be disclosed to the Depart- 
ment of Justice, the Veterans Administration, and federal, state, and 
local law enforcement agencies for determination of rights and enti- 
tlements of the individuals concerned and for use in the enforcement 
of criminal or civil law. 

Information from this system of records may also be disclosed to 
law students participating in a volunteer legal support program ap- 
proved by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" published at the beginning of the 
Army*s compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' ' 

Storage: 

Papers in file folders; index cards; computer disk-packs; courts- 
martial coding sheets; and on a computer database. 
Retrievability: 

By individual's name and Social Security Num.ber, by courts-mar- 
tial number assigned to the case. 
Safeguards: 

All records are protected by systems of personnel screening and 
hand receipts. During non-duty hours, military police or contract 
guard patrols ensure protection against unauthorized access. 

Retention and disposal: 

With respect to each courts-martial, there is an original record and 
from 1 to 5 copies. One copy is given to the accused and the 
remaining copies are used in the review of the case for legal suffi- 
ciency. The original record is disposed of as follows: 

All records of trial by general courts-martial and those special 
courts-martial records in which a bad-conduct discharge (BCD) was 
approved are retained in the Office of the Clerk of the Court, US 
Army Judiciary, for 1-2 years after completion of appellate review. 
Thereafter, the records are forwarded to' the Washington National 
Records Center, Suitland, MD, foi" permanent storage. > 

Records of trial by special courts-martial (non-BCD) and summary 
courts-martial are retained in the staff judge advocate office of the 
general courts-martial authority for 1 year after completion of super- 
visory review. Thereafter the records are held for 2 years in the 
record holding area or overseas records center. Records are then 
sent to National Personnel Records Center (Military Records), St. 
Louis, MO 63132, where they are retained for 7 years. Thereafter, 
the records are deistroyed and the remaining evidence of conviction 
is the special (non-BCD) and summary courts-martial promulgating 
orders maintained in the individual's permanent records and any 
review(s) of the cases conducted pursuant to Articles 69 or 73, 
UCMJ. 

■ The original reviews of speciaP (non-BCD) and summary courts- 
martial cases and a copy of all other reviews pursuant to Articles 69 
or 73, UCMJ are maintained for 3 years in the Office of the Chief, 
Examination and New Trials, US Army Judiciary, Falls Church, 
VA. They are retained an additional 7 years at the Washington 
National Records Center, Suitland, MD, and destroyed. 

Statistical data obtained from general and special (BCD) perma- 
nently on some of the master index cards which serve as a means of 
listing records of trial sent to storage or in the database. 

System manager(s) and address: 

The Judge Advocate General, Headquarters, Department of the 
Army, Washington, DC 20310-2210. 
Notification procedure: 

Requests from individuals as to whether there are any general or ; 
special (BCD) courts-martial records in the system pertaining to 
them should be addressed to the Clerk of the Court (JALS-CC), US 
Army Judiciary, Nassif Building, Falls Church, VA 22041-5013. 

Requests for information as to special (non-BCD) and summary 
courts-rnartial records should be addressed to the staff judge advo- 
cate of the command where the record was reviewed or, if no longer 
there, to the National Personnel Records Center (Military Records), 
9700 Page Boulevard, St. Louis, MO 63132-5200. 

Requests for information concerning reviews pursuant to Articles 
69 or 73, UCMJ, should be addressed to the Chief, Examination and 
New Trials Division, US Army Judiciary, Nassif Building, Falls 
Church, VA 22041-5013. . . . 
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Written requests should include individuars full , name, SSN, the 
record file number if available, and any other personal information 
which would assist in locating the records. Personal visits may be 
made to the Office of the Clerk of the Court or Chief, Examination 
and New Trials Division; individual must provide identification such 
as a valid driver's license or verbal information sufficient to permit 
locating the records. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address inquiries to the Clerk of the Court 
(JALS-CC), U.S. Army Judiciary, Nassif Building, Falls Church, 
VA 22041-5013, if the type of courts-martial or reviewing command 
is unknown. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations are contained in Army Regu- 
lation 340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Information from almost any source may be included in the record 
if it is relevant and material to courts-martial proceedings. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable. 

An exemption rule for this exemption has been promulgated in 
accordance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) 
and (e) and published in 32 CFR part 505. For additional information 
contact the system manager. 

A0027-10cDAJA 

System name: 

Witness Appearance Files. 
System location: 

Office of the Judge Advocate General, Headquarters, Department 
of the Army, Litigation Division (DAJA-LT), Washington, DC 
20310-2210. 

Categories of individuals covered by the system: 

Present and former military personnel and civilian employees re- 
quested to appear as witnesses before civil courts, administrative 
tribunals, and regulatory bodies. 

Categories of records in the system: 

Name and address of the witness and official requesting same; 
name and location of trial or other proceeding. 
Authority for maintenance of the system: 
5 U.S.C. 301. 
Purpose(s): 

To locate and provide witnesses to U.S. attorneys conducting trials 
on behalf of the Department of the Army. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system of records may also be disclosed to 
law students participating in a volunteer legal support program ap- 
proved by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and magnetic tapes/discs. 
Retrievability: 

Retrieved by individuaPs surname. 
Safeguards: 

Records are accessible only to authorized personnel who are prop- 
erly instructed in the permissible use thereof; building housing 
records are protected by security guards. 

Retention and disposal: 

Destroyed after 2 years. 

System manager(s) and address: 

The Judge Advocate General, Headquarters, Department of the 
Army, Washington, DC 20310-2210. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address written inquiries to 
the Judge Advocate General, Chief, Litigation Division (DAJA- 



LT), Headquarters, Department of the Army, . Washington, DC 
20310-2210. 

Individual should provide his/her full name, current address and 
telephone number, case niimber appearing on correspondence, and 
any other personal identifying data that will assist in locating the 
record. • . 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address inquiries to the Judge Advocate 
General, Chief, Litigation Division (DAJA-LT), Headquarters, De- 
partment of the Army, Washington, DC 20310-2210. 

Individual should provide his/her full name, current address and 
telephone number, case number appearing oh correspondence, and 
any other personal identifying data that will assist in locating the 
record. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations are contained in Army Regu- 
lation 340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, Army records and reports, Department of 
Justice, U.S. attorneys, civilian counsel, and similar pertinent sources. 
Exemptions claimed for the system: 
None. 

A0027-20aDAJA 

System name: 

U.S. Army Claims Service Management Information System. 
System location: 

U.S. Army Claims Service, Office of the Judge Advocate General, 
ATTN: JACS-Z, Ft. Meade, MD 20755-5360. Segments exist at 
subordinate field operating agencies and at Staff Judge Advocate 
Offices at Army installations throughout the world. Official mailing 
addresses are published as an appendix to the Army*s compilation of 
record system notices. 
• Categories of individuals covered by the system: 

individuals, corporations, associations, countries, states, territories, 
political subdivisions presenting a claim against the United States. , 

Categories of records in the system: 

Name of claimant, claim file number, type of claim presented, 
reports of investigation, witness statements, police reports, photo- 
graphs, diagrams, bills, estimates, expert opinions, medical records 
and similar reports, copy of correspondence with claimant, potential 
claimants, third parties, and insurers of claimants or third parties, 
copies of finance vouchers, evidencing payment of claims, and similar 
relevant information. 

Authority for maintenance of the system: 

10 U.S.C. 939, 2733, 2734, 2734A, 2734B, 2737; 28 U.S.C. 2671- 
2680; 31 U.S.C. 3711 and 3721; 32 U.S.C. 7 15;. Executive Order 9397.- 
Purpose(s): 

To develop and preserve all relevant evidence about incidents 
which generate claims against or in favor of the Army. Evidence 
developed is used as a legal basis to support the settlement of claims. 
Data are also used as a management tool to supervise claims oper- 
ations at subordinate commands worldwide. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Internal Revenue Service for tax purposes. 

To the Department of Justice for assistance in deciding disposition 
of claims filed against or in favor of the Government and for consid- 
ering criminal prosecution, civil court action or regulatory orders. 

To the U.S. Claims Court and the Court of Appeals for the 
Federal Circuit, to support legal actions, considerations or evidence 
to support proposed legislative or regulatory changes, for budgetary 
purposes, for quality control or assurance type studies, or to support 
action against a third party. 

To Foreign governments, for use in settlements of claims under the 
North Atlantic Treaty Organization Status of Forces Agreement or 
similar international agreements. 

To the State governments for use in defending or prosecuting 
claim by the state or its representatives. 

To the Department of Labor, for consideration in determining 
rights under Federal Employees Compensation Act or similar legisla- 
tion. 

To civilian and Government experts for assistance in evaluating 
the claim. 
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To the Office of Management and Budget for preparation of pri- 
vate relief bills for presentation to the Congress. » 

To Government contractors for use in defending or settling claims 
filed against them, including recovery actions^ arising out of the 
performance of a Government contract. *' 

To Federal and state workmen's compensation agencies for use in 
adjudicating claims. To private insurers with a legal interest in the 
same case. . . 

To potential joint tortfeasors or their representatives for the pur- 
pose of prosecuting or defending claims for contribution or indemni- 
ty.- ■ ' ■ , • . 

Information from this system of records may also be disclosed to 
law /students participating in .a volunteer legal support program ap^ 
proved by.the Judge Advocate General of the Army. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army*s compilation of record system notices also apply. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Index cards, paper records in file folders, computer disc. 
Retrievability: 

. By last name, Social Security Number; or 'claim number. 
Safeguards: 

Records are accessible only by authorized personnel who are prop- 
erly instructed in the permissible use of the information, buildings 
housing records are locked after normal business hours. 

Retention and disposal: 

Destroyed when no longer needed (claims reports); after 5 years 
(claims journals); after 6 years, 3 months (investigative reports, 
except those relating to medical malpractice); or 10 years (medical 
malpractice investigative reports, claims files)." 

System manager(s) and address: 

The Judge Advocate General, . Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-2200. . * 

Notification procedure: . . 

Individuals seeking to determine if information about themselves is 
contained in this record system should address inquiries to the Com- 
mander, U.S. Army Claims Service, Fort Meade, MD 20755-5360. 

Individual should provide full name, current address and telephone 
number, claim number if known, date and place of incident giving 
rise , to ^ the claim, and any other personal identifying data which 
would assist in determining location of the records. 

Record access procedures: 

Individuals seeking access to records about themselves in this 
system of records should write to the Commander, U.S. Army 
Claims Service, Fort Meade, MD 20755-5360. ' 

Individual should provide full name, current address and telephone 
number, claim number if known, date and place of incident giving 
rise to the claim, and any other personal identifying data which 
would assist in determining location of the records. * * - * 

Contesting record procedures: 

The Army's 'rules for accessing records contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; investigative reports originating in the De- 
partment of the Army, Federal Bureau of Investigation, and/or for- 
eign, state, or local law enforcement agencies; medical treatment 
facilities; Armed Forces Institute' of Pathology; relevant records and 
reports in the Department of Defense. ■ 

Exemptions claimed for the system: , , 
. None. 

A0027-20bDAJA 

System name: 

Tort; Claim Files . • 

System location: 

Office of the Judge Advocate General, Headquarters, Department 
of the Army, Litigation Division (DAJA-LT), Washington, DC 
20310-2210. • \ / 

Categories of individuals covered by the system: 

Individuals who have filed a complaint against the U.S. Army in 
the U.S. District Court under the Federal Tort Claims Act. 

Categories of records in the system: 



Pleadings, motions, briefs, orders, decisions, memoranda, opinions, 
supporting documentation, and allied material, including claims inves- 
tigation, reports and files involved in representing 'the U.S. Army in 
the Federal Court System.' . ' ' . , 

Authority for maintenance of the system: 

28 U.S.C 2671-2680. 

Purpose(s): 

To defend the Army in civil. suits filed against it in state or federal 
courts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is disclosed to the Department of Justice and United 
States Attorneys' offices handling the particular case. Most of the 
information is filed in some manner in the courts in which the 
litigation is pending and therefore is a public record. In addition, 
some of the information will appear in the written orders, opinions, 
and decisions of the courts which, in turn, are published ' in the 
Federal Reporter System under the name or style of the case and are 
available to individuals with access to a law library. 

Information from this system of records may also be disclosed to 
law students participating* in a 'volunteer legal support program ap- 
proved by the Judge Advocate General of the Army. 

See "Blanket Routine :Uses" set forth at the .beginning of the 
Army's compilation of record system notices also apply. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: • 
' Storage: • ' 

Paper records in file folders; magnetic tapes/discs. 

Retrievability: 

Retrieved by claimant's surname and court docket number. 
Safeguards: 

Records are maintained in file cabinets within secured buildings 
and iavailable only to designated authorized individuals who have 
official need for them. • • ' 

Retention and disposal: 

Records, are destroyed 10 years after final action on the case. 
System manager(s) and address: . , 
The Judge Advocate General, Headquarters, Department of the 
Army, Washington, DC 20310-2210. . 
Notification procedure: , . 

Individuals seeking to determine" if information about themselves 
exists in this record system should . address written inquiries to the 
Judge Advocate General, Headquarters, Department of the Army, 
Washington, DC 20310-2210. 

Individuals should provide full name, current address and tele- 
phone number, case number that appeared on documentation, any 
other information that will assist in locating pertinent records and 
signature. 

Record access procedures: ^ 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the - Judge 
Advocate General, Headquarters. Department of the Army, Wash- 
ington, DC 20310-2210. 

Individual should provide full name, current address and telephone 
number, case number that appeared on documentation, any other 
information that will assist in locating pertinent records and signa- 
ture. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; Army records aiid "reports. 
Exemptions claimed for the system: . 
None. 

A0027-20cDAJA 

System name: 

Army Property Claim Files. 

System location: - 
Staff Judge Advocate Offices at Army commands, field operating 
agencies, installations, and activities. A segment of the system is 
located at U.S. Army Claims Service, Fort Meade. MD 20755-5360. 
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Categories of individuals covered by the system: 

Individuals who, having damaged Government property, were not 
subject to the collection activities of other agencies or organizations 
and therefore require litigation on behalf of the Department , of the 
Army. 

Categories of records in the system: 

Copies of reports from the claim investigator, accident and police 
reports relating to damage, and pleadings, motions, briefs, orders, 
decisions, memoranda, opinions, supporting documentation, and allied 
material involved in representing the U.S. Army. 

Authority for maintenance of the system: 

31 U.S.C. 3711 and Executive Order 9397. 

Purpose(s): 

To negotiate with, or to sue, as appropriate, the individual or 
entity, including insurance carriers, responsible for loss or damage of 
US Army property. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Justice, U S. 
Attorney, and opposing parties and their attorneys as deemed neces- 
sary in litigating property claims. 

Information from this system of records may also be disclosed to 
law students participating in a volunteer legal support program ap- 
proved by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system.. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Papier records in file orders; magnetic tapes/discs. 
Retrievability: 

By individual's surname. Social Security Number, and court docket 
number. 

Safeguards: 

Records are accessible only by authorized personnel who are prop- 
erly instructed in the permissible use of the information. 
Retention and disposal: 

Records at the Judge Advocate General's Office are destroyed 10 
years after final action; i.e., completion of litigation of determination 
that case will not be prosecuted. Claims settled by local Staff Judge 
Advocates are destroyed 5 years after final action. 

System manager(s) and address: 

The Judge Advocate General, Headquarters, Department of the 
Army, Washington, DC 20310-2210. 
Notification procedure: 

Individuals seeking to determine if information about themselves 
exists in this records system should address inquiries to the Judge 
Advocate General, Headquarters, Department of the Army, Wash- 
ington, DC 20310-2210. 

Individual should provide their full name, current address and 
telephone number, case number that appeared on documentation, any 
other information that will assist in locating pertinent records, and 
signature. 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this record system should address inquiries to the Judge 
Advocate General, Headquarters, Department of the Army, Wash- 
ington, DC 20310-2210. 

Individuals should provide their full name, current address and 
telephone number, case number that appeared on documentation, any 
other information that will assist in locating pertinent records, and 
signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations are contained in Army Regu- 
lation 340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; Army records and reports; Office of Person- 
nel Management; Department of Justice, U.S. Attorney, opposing 
counsel, and similar piertinent sources. 

Exemptions claimed for the system: 

None. 
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System name: 
Medical Expense Claim Files. 
System location: 

Staff Judge Advocate Offices at Army commands,' field operating 
agencies, installations and activities. A segment of the system is 
located at U.S. Army Claim's Service, Fort Meade, MD 20755-5360. , 

Categories of individuals covered by the system: 

Individuals who have received medical treatment at the expense of 
the U.S. Army as a result of a tortuous or negligent act of a third 
party; third parties causing medical care to be furnished to individ- 
uals entitled to medical care at Government expense. 

Categories of records in the system: 

Copies of medical and personnel records of individuals injured by 
a third party, from whom the U.S. Army is seeking to recover the 
costs of medical care furnished the injured party; accident and police 
reports relating to the injury, claims investigation files; correspond- 
ence with attorneys representing the Army's interest; court docu- 
ments; and similar pertinent documents. ' 

Authority for maintenance of the system: 

42 U.S.C. 2651-3; Executive Orders 9397 and 11060; and 28 CFR 
part 43. 

PurposeCs): 

To negotiate with the tortfeasor or an insurance carrier, or to sue 
the same to collect the value of medical care furnished the injured 
party. . • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Justice, appro- 
priate U.S. Attorneys, civilian attorneys representing the injured 
party who agree also to represent the U.S. Army's claim,, and oppos- 
ing parties and their attorneys. 

Information from this system of records may be disclosed to law 
students participating in a volunteer legal support program approved 
by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply. ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; magnetic tapes/discs. 
Retrievability: 

By individual's surname. Social Security Number, aiid court docket 
number. 

Safeguards: 

Records are accessible only by authorized personnel who are prop- 
erly instructed in the permissible use of the information. 
Retention and disposal: 

Records at the Judge Advocate General's Office are destroyed 10 
years after final action; i.e., completion of litigation or determination 
that case will not be prosecuted. Claims settled by local Staff Judge 
Advocates are destroyed 5 years after final action. 

System manager(s) and. address: 

The Judge Advocate General, Headquarters, Department of the 
Army, Washington, DC 20310-2210. 
Notification procedure: 

Individuals seeking to determine of information about themselves is 
contained in this records system should address inquiries to the Judge 
Advocate General, Headquarters, Department of the Army, Wash- 
ington, DC 20310-2210. 

Individual should provide full name, current address and telephone 
number, case number that appeared on documentation, any other 
information that will assist in locating pertinent records, and signa- 
ture. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address inquiries to the Judge Advocate 
General, Headquarters, Department of the Army, Washington, DC 
20310-2210. 

Individual should provide full name, current address and telephone 
number, case number that appeared on documentation, any other 
information that will assist in locating pertinent records, and signa- 
ture. ; 

Contesting record procedures: 
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The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained.. from the system 
manager. * . 

Record source categories: 

From the individual; Army records and reports; Office, of Person- 
nel Management; .Department of Justice, U.S. Attorneys, .opposing 
counsel, and similar pertinent sources. 

Exemptions claimed for the system: ' 

None. / ' \' ' ' \ ' ' I 

A0027-20SAFM 
System name: . . ' 

Pecuniary Charge Appeal Files. , . ' > 

System location: ' . 

US Army Finance and Accounting Center, Indianapolis, IN 46249; 

Categories of individual's covered by the system: , ., -„^ 

...Army military mernbers or civilian employees held pecuniarily 
liable for charges for which an appeal is filed. : • 

Categories of records in the system: , ^ .. - 

Reports of investigations, copies of vouchers,;- certificates, state- 
ments and correspondence between Department of the Army staff 
agencies and other Government agencies. 

Authority for maintenance of the system: , . . 

10 U.S.G: 3012; . ." r. ' ' . 

Purpose(s): 

To obtain data for determining the propriety of the pecuniary 
liability ruling. . • 

Routine uses of records maintained in the system, including catego- 
ries of users and; the purposes of such uses: 
* See ^Blanket Routine Uses*, at 48 FR 25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing bf records in the sys'teiti: ' : - 

Storage: ' " ' * ' 

Paper records in file folders. ; - 

Retrievability: » . ■ : • . 

. By iridividuaPs surname. ' f • - ' : 

Safeguards: ^ - 

Building employs security guards. Records are maintained in areas 
accessible only to authorized personnel having official need therefor 
in the performance of their duties. - • . - 

Retention and disposal: .. 

Records are destroyed 10 years after close "of case. . , 

System manager(s) and address: 
. f Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. . : - ' ^ ... . ^ • 

Notification procedure: 
. Information may be obtained by writing , to the System Manager. 
Individual must provide full name, SSN, current address and telcr 
phone nuniber. ■ , • 

Record access procedures: < 

Individuals desiring access to information concerning themselves 
should write to the System Manager, providing information required 
under 'Notification procedure.' . . « 

Contesting record procedures: . ■■ ,\ 

The Army's rules for access ;to records and for, contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From Army records and reports. ? • . 

Exemptions claimed for the system: 
■ None. * ■ * ' • . , 

A0027-40DAJA, 
System name:. - .1. 

Litigation Case Files. 

System location: 

Office of the Judge Advocate General, Headquarters, Department 
of the Army, Litigation* Division (DAJA-LT), Washington,: DC 
203 10-22 10; legal offices of other HQDA staff agencies, field operat- 
ing agencies, major cbinmands, and installations. Official mailing ad- 
dresses are published as an appendix to the Army's compilation of 
record system notices. 



Categories of individuals covered by the system: 
• Any individual who has filed a complaint against the U.S. Army 
or its personnel in the state or federal courts; military and civilian 
persorinel in the Department of the Arriiy who are named defend- 
ants, in their individual or official capacity, in civil litigation initiated 
by or against the Army. ' 

Categories of records in the system: ' ■ . 

•Pleadings, motions, briefs, orders, decisions, memoranda, opinions, 
supporting docuhientation, and allied materials involved in represent- 
ing the U.S. Army in the Federal Court System. 

Authority for maintenance of the system: 

5 U.S.C. 301. • , 

Purpose(s): 

To defend the^Army in civil suits filed against it iii the state or 
federal courts. ■ - . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 1 „ 

Information is disclosed to Department of Justice and U.S. Attor- 
ney's offices ha'ndling a particular case. Most of the information is 
filed in some manner in the courts in which the litigation is pending 
and therefore is a public record. In addition, some of the information 
will appear in the^\Vritten orders, opinions, and decisions of the 
courts which, in turn, are published in Federal Reporter System 
under the name or style of the case arid are available to individuals 
with access to a law library. ■ 

Information froni this system-of records may be disclosed to law 
students participating in a volunteer legal support program approved 
by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply. 

Policies and practices for storing, retrieving, accessing,, retaining, and 
disposing of records in the system: 

Storage: > - 

Paper'records in file folderis; magnetic tapes/discs. 

Retrievability: 

By individual's surname and court docket number., . , 

Safeguards: sr . . , . . * ' 

Records are maintained in file cabinets within secured buildings 
and available only to designated authorized individuals who have 
official need theref^or. . ^ . • or-. j ■ 

Retention and .disposal: 

Records at the Office'^ of the Judge- Advocate General and the 
Chief of Engineers' office (for civil works) are destroyed after' 30 
years, except that those cases determined to, have precedential, 
policy, or otherwise significant, value are permanent.. Records in 
other legal offices are destroyed 6 years after completion of litiga- 
tion. 

, System manager(s) and address: 

The Judge Advocate General, Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-2210. . . 

Notification procedure: • 

Individuals seeking to know if information about themselves is 
contained in this record system should address written inquiries to 
the Judge Advocate General or the Chief of Engineers (for civil 
works cases), Headquarters, Department of the Army, The Pentagon, 
Washington, DC 20310-2210. 0 

Individual should provide full name, current address and telephone 
nuriiiber, case number that appeared on documentation, any other 
information that will assist in locating pertinent records, and signa- 
ture. - . , 

Record access procedures: . r ' . 

' Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Judge 
Advocate General or the Chief of Engineers (for civil works cases), 
Headquarters, Department of the Army, The Pentagon, Washington, 
DC 20310-2210. ■ 

Individual shpuld provide, full name; current address and telephone 
number, case nuniber that appeared oh documentation, any other 
information that will assist in locating pertinent records, and signa- 
ture. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial, determinations are contained in Army Regulation 
340-21; 35 CFR part 505; or may be obtained from the system 
manager. 



DEFENSE DEPARTMENT 



29 



Record source categories: 
Department of the Army records. 
Exemptions claimed for the system: 

None. 

A0027-50DAJA 

System liame: 

Foreign Jurisdiction Gase Files. 
System location: 

Office of the Judge Advocate General, Headquarters, Department 
of the Army, International Affairs Division, Washington, DG 20310- 
2210. (Copy of record will exist for shorter periods in Office of the 
Staff Judge Advocate at the command where case originated.) 

Categories of Individuals covered by the system: 

Members of the U.S. Army; civilians employed by, serving with, 
or accompanying the U.S. Army Abroad; and dependents of such 
individuals who have been subject to the exercise of civil or criminal 
jurisdiction by foreign courts or foreign administrative agencies and/ 
or sentenced to unsuspended confinement. 

Categories of records in the system: • 

Individual case reports concerning the exercise of jurisdiction by.,, 
foreign tribunals, trial observer reports, requests for provision of 
counsel, records of trials," requests for local authorities to refrain from 
exercising their jurisdiction; communications with other lawyers, offi- 
cials within the Department of the Army and/or Defense, diplomatic 
missions; other selected relevant documents. 

Authority for maintenance of the system: 

10 U.S.G. 3013. 

Purpose(s): 

To monitor development and status of each individual case to 
ensure that all rights and protection to which U.S. personnel abroad 
and their dependents are entitled under pertinent international agree- 
ments are accorded such personnel; to obtain information to answer 
queries regarding the status and disposition of individual cases in- 
volving the exercise of civil or criminal jurisdiction by foreign courts 
or foreign administrative agencies to render manageniieht and statisti- 
cal reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system of records may be disclosed to law 
students participating in a volunteer legal support program approved 
by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system" notices also apply. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are maintained in secured buildings, accessible only to 
designated authorized personnel who are properly instructed in the 
permissible use of the information. 

Retention and disposal: 

Individual case files are retained for 30 years following completion 
of the case. Consolidated and summary reports are , permanent 
records at the Office of the Judge Advocate General. 

System manager(s) and address: 

The Judge Advocate General, Headquarters, Department of the 
Army, Washington, DC 20310-2210. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address inquiries to either the 
Judge Advocate General, Headquarters, Department of the Army, 
Washington, pC 20310-2210 or the Staff Judge Advocate of the 
installation or command where legal assistance was sought. 

Individual should provide full name, current address and telephone 
number, case number and office symbol appearing on official corre- 
spondence concerning the matter, any other identifying information 
and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address inquiries to either the Judge Advo- 
cate General, Headquarters, Department of the Army, Washington, 



DG 20310-2210 or the Staff Judge Advocate of the installation or 
command where legal assistance was sought. 

Individual should provide full name, current address and telephone 
number, case number and office symbol appearing on official corre- 
spondence concerning the matter, any other identifying information 
and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in. Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: • 

From the individual, his/her attorney, foreign government agen- 
cies, Department of State, law enforcement jurisdictions, relevant 
Army records and reports. 

Exemptions claimed for the system: 
None. 

A0027-60aDAJA 

System name: 

Patent, Copyright, Trademark, and Proprietary Data Files. 
System location: 

Primary: JALS-PC, Nassif Building, Falls Church, VA 22041- 
5013. 

Secondary: Office of the Staff Judge Advocate at major Army 
commands, field operating agencies, and installations. Official mailing 
addresses are published as an appendix to the Army's compilation of 
record system notices. 

Categories of individuals covered by the system: 

Individuals who have submitted inventions to the Government; 
inventors with patents or applications for patents procured on behalf 
of the Department of the Army or in which the government has an 
interest; authors of copyrightable or copyrighted material in which 
the government has an interest; and government employees to whom 
copyright assistance has been rendered. 

Categories of records in the system: 

Documents relating to; disposition of rights in Government em- 
ployees' inventions; foreign patent filings; licensing of government- 
owned patents, copyrights, and service marks; government interest in 
or under patents, applications for patent, and copyrights procured on 
behalf of the Department of the Army; and invention disclosures 
including drawings, patentability search reports, evaluation reports, 
applications, amendments, petitions, appeals, interferences, licensees, 
assignments, other instruments, and relevant correspondence. 

Authority for maintenance of the system: 
. 5 U.S.G. 301. 

Purpose(s): 

To ^determine the rights in government employee inventions, and 
to maintain evidence and record of: documents used, in filing for 
foreign patents; invention disclosures submitted to the Department of 
the- Army; patents and applications for patent procured on behalf of 
the Army or in which the Army has an interest; patent and copyright 
licensing and assignments; and copyright assistance rendered. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The U.S. Patent and Trademark Office, Department of Commerce, 
and/or to the Copyright Office, Library of Congress. 

In the event of legal proceedings and jitigation, information may 
be disclosed to the Civil Division, .Department of Justice.. 

For foreign patent filings records are presented to the Director of 
Patent Administration,, Department of National .Defense in Ottawa, 
Ontario, Canada. 

Parties to a licensing arrangement have access to the specific files 
involved. 

Concerned contractors and/or Government agencies have access 
in order to conduct patent investigations and evaluations. 

Information from this system of records may be disclosed to law 
students participating in a volunteer legal support program approved 
by the Judge Advocate General of the Army. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply. . 

Policies and practices for storing, retrieving, accessing, i-etaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 
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By individuars surname. - . 
Safeguards: * 

Records are maintained in buildings protected by sbciired guards, 
and are accessible only to'authorized persons having need therefor in 
the performance of official duties. - 

Retention and disposal: 

At the primary location: records pertaining to patent matters are 
retained for 20 to 25 years depending on the specific case; those 
concerning copyright' matters are retained either for 56 years or ah , 
expiration of copyright not renewed, after which they are destroyed 
by shredding. 

Records at the secondary locations are destroyed after 2 years. 
System manager(s) and address: ^ 

The Judge Advocate General, Headquarters; Department of the 
Army, Washington, DC 20310-2210; senior patent attorney at each 
secondary location. ! 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records systems should address inquiries to the 
Judge Advocate General, Headquarters, Department of the Army, 
Washington, DC 203 10-22 10: 

Individuals should provide full name, current address and tele- 
phone number, the case number , or other identifying information on 
correspondence emanating from the Army. 

Record access procedures: . - • . . 

Individuals seeking access to records about themselves contained in ' 
this record. 'system should address written inquiries to the Judge 
Advocate General, Headquarters, Department of the Army, Wash- 
ington, DC 20310-2210. . • 

.Individuals should provide full name, current address and tele- 
phone number, the. case number or other identifying. information on 
correspondence emanating from the Army. 

Contesting record procedures: • ' 

The Army*s rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be. obtained from the system 
manager. r • , , • - 

Record source categories: * 

From; the individual. Army records, the government agency inter- 
ested in the invention or copyright, research material in libraries, the; 
Patent and Trademark Office, and/or the Copyright Office. 

Exemptions claimed for the system: : '. 

None. i , , . ^ . 7. . . . t 

A0027-60bDAJA 

System name: 

Patent, Copyright, and Data License Proffers, Infringement 
Claims, and Litigation Files. 
System location: 

Office of the Judge Advocate General, Departmerit of the Army, 
Patents, Copyrights, and Trademarks Division, Nassif Building, 561 1 
Columbia Pike, Falls Church, VA 22041-5013. * 

Segments of this system may exist at the Office, Chief of Engi- 
neers, Headquarters, U.S. Army Materiel Command, and/or its major 
subordinate field commands. - - : ' 

Categories of individuals covered by the system: 

Claimants or defendants in 'administrative proceedings or litigation 
with the government for improper use, infringement, enforcement , of 
agreements, or comparable claims concerning patents or copyrights; 
individuals having copyrights in material in which' the Department of 
the Army is interested; individuals who own patents which they offer 
to license to Department of the Army; individuals seeking private 
relief before the Congress because of right in inventions, patents, 
copyrights, or data licenses. . . • 

Categories of records in the system: ^ n . 

Documents relating to the administrative assertion of claims by and 
against the government and to • ligitation with the government for 
alleged misuse of patents, copyrights, trademarks, and data, including 
inquiries, investigations, settlements, communications with claimants 
or defendants, and related correspondence; documents relating to 
advice and assistance provided in obtaining licenses for Department 
of the Army use of copyright material; documents relating to the 
investigation and disposition of patent license offers; documents relat- 
ing to investigations in connection with processing proposed legisla- 
tion or bills for private relief of individuals' because of rights of 
individuals in inventions, patents, copyrights, or data,, including re- 



ports of investigations, comments or recommendations, and related 
correspondence. . . , • 

Authority for maintenance of the system: 

5 U.S.C. 301. 

Purpose(s): 

To maintain evidence and record of claims and litigation involving 
Department of the Army concerning patents, trademarks, copyrights, 
and data; to maintain evidence and record of Department of the 
Army attempts to use copyrighted material and to receive 'the copy- 
right owner's permission for such use; to maintain record and evi- 
dence of patent license offers received and investigations and reports • 
pursuant thereto; and to maintain record and evidence of investiga- 
tions of proposed legislation or bills for. private relief. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Government agencies involved in the claims or litigation and the 
Civil Division, Department of Justice, have access to the records to 
determine the validity of allegations and to properly prosecute or 
defend the case; government agencies potentially interested have 
access to the records of offered licenses to determine actual interest; 
Congress receives reports on Department of the Army's position on 
particular bills for private relief . 

Information from this system of records may be disclosed ' to lavv 
students participating in a volunteer legal support program approved 
by the Judge Advocate General of the Army. 

Policies and practices for storing, retrieving^ accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Paper records in file folders. 
Retrievability: - , . , ■ • 

.By individual's surname.: * . ' 

Safeguards: ' • 

Records are accessible only by authorized personnel who are' prop- 
erly instructed in the permissible use of information therein. ; 

.Retention and. disposal: ' 

Destroyed after 25, 30, or 35 years depending on the specific case. 

System 'manager(s) arid address: ' i 

The Judge Advocate Genbral, Headquarters, Department of the 
Army, Washington, DC 20310-2200. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address inquiries to ,the Judge 
Advocate General, Headquarters,. Department of the Army, Wash- 
ington, DC 20310-2200. 

Individual should provide full name, current address and telephone 
number, case number that appeared on documentation, any other 
information that will assist in locating pertinent records, and signa- 
ture. 

Record access procedures: 

Individuals seeking access to information about themselves is con- 
tained in this record system .should address inquiries to the Judge 
Advocate General, Headquarters, Department of the. Army, Wash- 
ington, DC 20310-2200. 

Individual should provide full name, current address and telephone 
number, case number that appeared on documentation, any other 
information 'that will assist in locating pertinent records, and signa- 
ture. • " ' \ ■ • ' 

Contesting record procedures:^ 

The Army's rules for accessing records, contesting contents, and 
appealing itiitial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from- the system 
manager. 

Record source categories: ' ' * 

From the individual, the Army organizational element interested in 
the copyrighted material or offered license, employment records, 
pertinent government! patent files,' Department of Justice and/br the 
government agencies involved in the claims or litigation. 
. Exemptions claimed for the sysl:em: 

, None. t- ■ , 

A0030-1AMC 

System name: 

Food Taste Test Panel ipiles. ,/ " ' , . , * 

System location: . i. 
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US Army Natick Research, Development and Engineering Center, 
Natick, MA 01760. & © , 

Categories of individuals covered by the system: 
Civilian and military personnel who volunteer to participate in 
sensory taste tests of food items. 

Categories of records in the system: 

Questionnaire and locator documents completed by participants 
containing name, date, organization, business telephone number, sex; 
age, marital status, rank/grade, present/prior military service, highest 
educational level attained, section of country lived in' the longest, 
willingness to test irradiated foods, food aversion/food preference 
data. . 

Authority for maintenance of the system: 

lOU.S.C. 3012. 
Purpose(s): 

To evaluate food rations under development by the Army; to 
determine acceptability of food items in consideration of purchase. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 
Storage: 

Computer paper printouts, cards, magnetic tapes and paper records 
in file folders. 

Retrievability: 

By participant's surname or assigned unique number. 
Safeguards: 

Records are stored in metal file cabinets which are locked when 
not under the control of authorized personnel. Buildings housing the 
records employ security guards. 

Retention and disposal: 

Records are destroyed when piarticipant is no longer active in the 
program. 

System manager(s) and address: 

Commander, US Army Natick Research, Development and Engi- 
neering Center, Natick, MA 01760. 
Notification procedure: 

Information may be obtained by writing to the System Manager, 
ATTN: Science and Advanced Technology Directorate.- 
Record access procedures: 

Individuals who believe information on them is contained in this 
system of records should write to the Sensory Analysis Branch, 
Science and Advanced Technology Directorate, US Army Natick 
Research, Development and Engineering Center, Natick, MA 01760, 
furnishing their full name and current address. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual. 

Exemptions claimed for the system: 

None. 

. A0037-1DAPE ' ' , 

System name: 
Resource Management and Cost Accounting Files. 
System location: , 

Headquarters, DepaWment of the Army, Staff and field operating 
agencies, major commands, installations and activities. Official mail- 
ing addresses are published as an appendix to the Army's compilation 
of record systems notices. 

Categories of individuals covered by the system: 

Military and civilian personnel assigned/attached to. the organiza- 
tion. 

Categories of records in the system: 

Records by individual of man-hours applied to the accomplishment 
of assigned tasks or projects. Specific data elements include name, 
Social Security Number/employee identification number, organiza- 
tional element, military rank/civilian grade, job title, clearance status, 
rating data, regular/overtime wage rates, regular/overtime hours 



worked, hours of leave taken, record of official travel, project code, 
accounting code and cost data, workload units accomplished, file 
references and related information and records control data. 
Authority for maintenance of the system: 
5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397. 
Purpose(s): 

To project manpower and monetary requirements; to allocate 
available resources to specific projects;, to schedule workload and 
assess progress; to project future organizational milestones; to evalu- 
ate individual performance and equipment, efficiency; to set standards 
and methods; to record and control personnel and equipment utiliza- 
tion; to document inventories; to interpolate training needed by unit 
or individual; to monitor use of overtime; to control and monitor 
obligations and expenditures of government funds; to provide audit 
trail; to generate statistical reports of workload and production levels 
and other trends within the organization; and to provide other ac- 
counting and monitoring reports. 

Routine uses of records maintained In the. system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system:' 
Storage: 

Punch cards, magnetic tapes, cards, discs, microform, microfiche, 
computer printouts and paper records. . 
Retrievability: 

By individual's name. Social Security Number, or employee identi- 
fication number, information may also be accessed by a non-personal 
data element such as project code, cost accounting code, or organiza- 
tional element. 

Safeg'iards: 

Automated systems employ computer hardware/software safe- 
guard features. All records are maintained in controlled areas, within 
buildings/rooms which are secured during non-duty hours. Personal 
information is accessed only by individuals who have need therefor 
in their official duties. 

Retention and disposal: 

Magnetic media are erased after 1 year; manual records are de- 
stroyed after 1 year by pulping, tearing, or shredding. 
System nianager(s) and address: 

The Deputy Chief of Staff for Personnel, Headquarters, Depart-? 
ment of the Army, The Pentagon, Washington, DC 20310-4000. 
Notification procedure: 

Individuals seeking tO determine if information about themselves is 
contained in this records system should address written inquiries to 
the agency head/installation commander of the Department of the 
Army organization to which they are (or were) assigned/employed. 
Official mailing addresses are published as an appendix to the Army's 
compilation of record systems notices. 

Individual should provide the full name, Social Security Number, 
office believed to have the record, time frame, and other information 
verifiable from the record itself. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record ' system should address written inquiries to the agency 
head/installation commander of the Department of the Army 'organi- 
zation to which they are (or were) assigned/employed. Official mail- 
ing addresses are published as an appendix to the Army's compilation 
of record systems notices. 

Individual should provide the full name. Social Security Number, 
office believed to have the record, time frame, and other information 
verifiable from the record itself. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulaton 340-21; 32- CFR 
part 505; or may be obtained from the system manager. 

Record source categories: 

Employee time cards; organization manpower rosters; individual 
personnel and training records; production records; travel orders; 
unit inventory records; and other relevant Army documents and 
reports. < 

Exemptions claimed for the system: 
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None. , . . . . 

' A6037-.2-1CE 

System name: • 

Corps of Engineers Management Information System Files. 
System location: 

Finance and accounting offices in Corps of Engineers Division and 
District. Offices; addresses may be obtained from the Chief of Engi- 
neers, Headquarters, Department of the Army, Washington, DC 
20314.. 

Catejgories of individuals covered by the system: 

Civilians and military employees of, the Corps of Engineers located 
at Division aid Pistrict Offices. " *, ' - 

Categories of records -in the system: 
' Employees name, SSN, pay rate, employing office, organizational 
location, cost codes, functional designator funds, coverage under Fair 
Labor Standards Act, travel advance record, and similar information. 
• Authority for maintenance of the system: 

5 U.S.C, section 301. - ' ' 

Purpose(s): ' 

To compute employee labor and travel costs charged to the job 
worked on in the management of financial expenditures. 

Routine uses of records maintained in the system, 'including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. • . 

Policies and practices for storing, retrieving, accessing, retaining, and ' 
disposing of records in the system: 

Storage: ' ' ' ' 

Computer magnetic tape and printouts; microfilm. 

Retrievability: ' ■ 

By SSN. 

Safeguards: 

Computers in which system information resides are located in 
locked rooms which are accessible only to authorized persons pos- 
sessing a special badge or password. Microfilm produced by contract 
with vendors is maintained by the contractor under lock and key. 

Retention and disposal: 

Cost data as input documents and voucher output listings compris- 
ing employee labor and travel costs, and audit trail tapes of valid 
transactions, are destroyed after 6 years and 3 months; punched cards 
which process these data are destroyed upon completion of audit by 
General Accounting Office. Internal/external output files containing 
these data are destroyed after 30 years. Utility files (output reports 
for maintaining and controlling transactions) are destroyed after 5 
years. Magnetic tape data base containing transactions results proc- 
essed by the update programs are retained for 30 years. Computer 
printouts and magnetic tapes are retained , oh microfilm. Records 
prior to July 2,. 1975 are destroyed after 10 years and 3 months; those 
on/after July 2,1975 iare Dec. 2, 1.975 are destroyed after 6 yeairs and 
.3 months. ' . 

System manager(s) and address: 

Chief iOf Engineers, Headquarters, Department of the Army, Wash- 
ington, DC 20314. 

Notification procedure: i ^ , 

Information may be obtained from the servicing Comptroller office 
within the Corps of Engineers, District/Division. ^ - 

Recor'd access procedures: ^ 

Individual requests should be addressed as provided in 'Notifica- 
tion procedure*; individuals must provide his/her full name, and 
SSN. . . 

Contesting record procedures: 

The Army's rules for access to records andTor contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: . 

From the individual; official Army records and reports. 
Exemptions claimed for the system: 

None. ■<■■■■. 

A0037-103a!SAFM 
System name: . . " 

Contractor Indebtedness Files. 
System location: 



Primary: US Army. Finance and Accounting -Center, Ft Benjamin 
Harrison, IN 46249. - • 

Secondary: All Army installation and , commands, and Defense 
Contract Administration Services Regions that administer contracts 
for the Department of the Army. 

Categories of individuals covered by the system: 

Contractors, as . individuals, determined indebted to the United 
States Government. - , • . 

^Categories of records in the system: 

Correspondence, between contracting officer, administrative con- 
tracting officer and/or the US Army Finance and Accounting Center 
and the contractor, that terminates contract, demands payment and 
establishes debt, and any other related papers. 

Authority for maintenance of the system: 

Federal Claim Collection Act of 1966, 80 Stat. 308, 31 U.S.C. 951- 
53. . 
Purpose(s): 

To initiate collection action against a contractor who is determined 
to be indebted to the United States, to determine whether judicial 
proceedings should be initiated against the contractor and to maintain 
and distribute 'a list of contractors determined to be indebted to .^the 
United States. ^ , . 

Routine lises of records maintained in the system, including catego- 
ries of users and the purposes of such iises: 

List of contractors determined to be indebted to. the US, Govern- 
ment is furnished to all government agencies for administrative offset 
prior to payment on contract. 

Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.Cl 552a(b)(r2) may be made to 
^consumer reporting agencies* as defined in the Fair Credit Reporting 
Act (15 U.S.C. 1681a(f) or the Fair Claims Collection Act of 1966 
(31 U.S.C 370Ka)(3) when an individual is responsible foh a debt to 
the US Army, provided the debt has been validated, is overdue, and 
the debtor has been advised of the disclosure and his rights to 
dispute,^ appeal or review the claim; and/or whenever a financial 
status report is requested for use in the administration of the Federal, 
Claims Collection Act. Claims of the United States may be compro- 
mised, terminated or suspended when warranted by information col- 
lected. ■ . ' ' ' . \. ' ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . . / • ^ • . ' 

Paper records in file folders, stored in steel fihng cabinets. 

Retrievability: ' . 

By individuaPs surname! . •* " ' 

Safeguards: " . .1 , . . , 

Records are accessible only by ..autliorized personnel and are 
locked after duty hours. Building employs security guards. . 

Retention and disposal: . . 

Files are permanent. They are retained in active file until end of 
calendar year in which final action is; taken, held 2 years after file is 
closed then transferred to the Washington National Records Center. 
Copies of files that are sent to the General Accounting Office for 
determination of judicial proceedings or further collection action are 
retained in the US Army Finance and Accounting Center until notifi- 
cation is received that the file has been closed. 

System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. 

Notification procedure: 

Individuals desiring to know whether this system of records con- 
tains information about them should contact the System Manager, 
ATTN: FINCP-F; furnishing ^ full name and the contract number 
concerned. / • ' , 'i 

Record access procedures: 

Individuals seeking access to, records in this system should submit a 
written request as indicated in 'Notification Procedure' and furnish 
information required therein. 

Contesting record procedures: . . 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340^21 (32 CFR part 505). 

Record source categories: 

From the individual, contracting offices. • . , . 
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Exemptions claimed for the system: 

None. ' 
A0037-103bSAFM 

System name: 
Subsidary Ledger Files (Accounts Receivable). 
System location: 

Finance and Accounting Offices, world-wide; addresses may be 
obtained from the System Manager. 

Categories of individuals covered by the system: 

Military and civilian personnel with the Department of the Army, 
Department of Defense, and other Government agencies. 

Categories of records in the system: 

Individual control files for services rendered. 

Authority for maintenance of the system: 

Pub. L. 97-365, Debt Collection Act of 1982; E.G. 9397. 

Purpose(s): 

To maintain records of charges due the Army for services provid- 
ed to effect collection action, i.e., telephone, quarters, food, clothing, 
etc. • . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; card files; magnetic tapes; computer 
printouts; and microfiche. 
Retrievability: 

By individual's surname or SSN. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared, and trained. 
Retention and disposal: 

Records are destroyed 3 years after closing ledger accounts. 
System manager(s) and address: 

Commander, U.S. Army Finance and Accounting Center, Ft Ben- 
jamin Harrison, IN 46249. 
Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may inquire of the System Manager 
or from the finance and accounting office where service was provid- 
ed. Individual should provide full name, SSN, current address, and 
sufficient details to enable locating the record. 

Record access procedures: 

Individuals desiring access to records pertaining to them should 
follow the requirements in 'Notification procedure*. 
Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, finance and accounting offices, member's 
commanding officer. 

Exemptions claimed for the system: 

None. 

A0037-103cSAFM 

System name: 

Validation Files. 
System location: 

US Army Finance and Accounting Center, Indianapolis, IN 46249 
Categories of individuals covered by the system: 
Any Army military member or Department of Army civilian or 
former military member or individual suspected of fraud or improper 

payment. 

Categories of records in the system: 

Reports of copies of vouchers/orders/notices of exception/military 
pay orders/certificates of dependency, sworn statements, and corre- 
spondence between the Comptroller of the Army, US General Ac- 
counting Office, Department of the Army staff agencies, US Army 



Criminal Investigation Command, and/or other governmental agen- 
cies. 

Authority for maintenance of the system: 

44 U.S.C. 3101. 
Purpose(s): 

To obtain data for determining propriety and validity of Army 
financial transactions:' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

' Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Building employs security guards. Records are maintained in areas 
accessible only to authorized personnel having official need therefor. 
Retention and disposal: 
Records are destroyed after 3 years. 
System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. 
Notification procedure: 

Information may be obtained from the System Manager. Individ- 
uals should furnish their full name, SiSN, current address and tele- 
phone number. 

Record access procedures: 

Individuals desiring access to information concerning themselves 
should write to the System Manager, providing information required 
under 'Notification procedure'. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

Federal Bureau of Investigation, Criminal Investigation Detach- 
ments, finance officers. Provost Marshals and individuals. 
Exemptions claimed for the system: 

None. ^ 

A0037-103dSAFM 

System name: 
Conversion Files. 
System location: 

US Army Finance and. Accounting Center, Indianapolis, IN 46249 

Categories of individuals covered by the system: 

Active and former members of the Armed Services and civilians 
who file military payment certificate (MPC) claims and/or foreign 
currency claims. 

Categories of records in the system: 

Individual's application for exchange of military payment certifi- 
cates; letter request for exchange of MPC and foreign currency; 
military pay vouchers; substantiating documents such as receipts; and 
correspondence between the US Army Finance and Accounting 
Center and claimant, and other Army and Government agencies. 

Authority for maintenance of the system: 

10 U.S.C. 3012. 

Purpose(s): 

To evaluate claim and, if approved, issue Treasury check to claim- 
ant. 

Routine uses of records maintained in the system, including: catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at 48 FR 25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. . » 
Retrievability: 
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By. claimant*s. surname. . , . :. . ' ; 

Safeguards: 

Building employs security guards. Records are maintained in. areas 
accessible only to authorized personnel having official need therefor 
in the performance of their duties. 
Retention and disposal: i 
Records are destroyed 10 years after final action on claim. ,/ 
System manager(s) and address: ^ 
Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249 , . . ... 
Notification procedure: . • r 
Information may be obtained from the System Manager. Individ- 
uals should furnish their full name, SSN, current address and tele- 
phone number. . " 
Record access procedures: , 
Individuals desiring access to information concerning themselves 
should write to the System Manager, providing information required 
under ^Notification procedure*. • ' • 
Contesting record procedures: 

The Army's rules for access to records and for contesting^^cohtents 
and appealing initial determinations are contained in Army regulation 
340-21 (32 CFR part 505). 

Record source categories: . . , 

From the individual; Government agencies, records and -reports; 

Exemptions claimed for the system: ,^ ^ 

None. ' ' 

A0037-103eSAFM 

System name: 

Disbursing Office Establishment and' Appointment Files. * " / 
System location: 

US Army Finance and Accounting Center, Indianapolis, IN 46249. 

Categories of individuals. covered by the system: ' . 

Army military members or Department of Army civilians who arer 
appointed a deputy or bond issuing agent; individuals, appointed an 
accountable officer or special disbursing agent. 

Categorieis of records in the system: ' 

Records include Department of the Army Form 1 866 (Designation) 
and Appointment of Deputy to Disbursing Officer), USAFAC Form 
35-12FL (Certification as Issuing Agent of U.S. Saving Bonds), 
USAFAC Form 35-13FL (Letter to Federal Reserve Bank on Bond 
Issuing Agent) and letter requests for the approval and appointment* 
of other than Finance Corps officers as accountable officers and 
special disbursing agents. 

Authority for maintenance of the system: 

10 U.S.C 3012. ' 

Purpose(s): 

To obtain data in the appointment or termination of deputies and 
bond issuing agents and the appointment or termination of other than 
Finance Corps officers as accountable officers- and special disbursing 
agents. . . ; 

Routine uses of records maintained in the- system, including catego- 
ries of users and the purposes of sucli uses: ' . 

See 'Blanket Routine Uses* at 48 FR 25503, June 6, 1983; 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ; 

Storage: ; , , 

Paper records in file folders. . u 

Retrievability: ^ ' ^ - 

By individuaPs surname. * 

Safeguards: . - 

Building employs security guards. Records are maintained in areas 
accessible only to authorized personnel having official need therefor 
in the performance of their duties. . ; : 

Retention and disposal: 

Records are destroyed 10 years after revocation of appointment. 
System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249 

Notification procedure: 

Information may be obtained by writing to the System manager. 
Individual should furnish their full name, SSN, current address and 
telephone number. 



Record access procedures: " ; 

Individuals desiring access to information concerning thermselves 
should write to the System Manager,. providing information required 
under 'Notification procedure*. " 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505).. ? . 

Record source categories: 

Finance and Accounting' Officers;' • 

Exemptions claimed for the system: , ' ' 

None. 

Ap037-104-laSAFM 

System name: 

Joint Uniform Military>^Pay System-Army-Retired Pay, 
System location: 

U.S. Army Finance and Accounting Center,,-. Indianapolis, IN 
46249. _ , ■ ' _ ; \ 

Categories of individuals covered by the system: 

Retired Army members, beneficiaries of deceased retired Army 
members. . . ' . ' 

' Categories of records in the system: ; ' 

Individual retired military pay records, correspondence with indi- 
viduals, concerning their retired pay accounts, aU 'documents substan- 
tiating entitlements to retired pay. . 

Authority for maintenance of the system: 

lO U.SC; E.O. 9397.;. . , 

Purpose(s): 

To establish and compute pay of retirees and their beneficiaries; to 
produce permanent record of transactions; and to prepare financial, 
budgetary, and actuarial reports. > 
. Routine. uses of records maintained in the. system, including catego- 
ries of users and the purposes of such uses: . • : 

Information in this system may be disclosed to: (a) Veterans Ad- 
ministration: To record the Qpllection of premiums for National Serv- 
ice Life Insurance, (b) Fiscal Agent for Veterans Group Life Insur- 
ance (VGLI): To initiate starts, stopsj and changes for VGLI premi- 
um payments by allotment for retirees, (c) Trustees/Guardians of 
Mental Incompetents (MI): To exercise a fiduciary responsibility on 
behalf of MI retirees and annuitants, (d) States and Cities: To verify 
tax liability against retiree's state and city income tax returns, (e) 
American Red Cross: To assist military personnel and their depend- 
.ents in determining status of monthly pay, dependents' allotments,' 
loans, 'and related financial transactions, (f) Military banking facilities: 
Information as to current military addresses and assignments may be 
provided to military banking facilities who provide banking services 
overseas and who are reimbursed by the Government for certain 
checking arid loan losses. For personnel separated, discharged or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by. a banking facility officer that 
the fa'cility ' lias a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a joan that, if restitution 
is not made by the individual, the U.S. Government will be liable for 
the losses the facility may incur, (g) Disclosure pursuant to 5 U.S.C. 
552a(b)(12) may be made from this system to consumer reporting 
agencies as defined in the Fair Credit Reporting Act (15 U.S.C. 
1681a(0 or the Federal Claims Collection Act of 1966 (31 U.S.C. 
3701(a)(3)). (h) See 'Blanket Routine Use' set forth at the beginning 
of the Army's listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, computer disk files, microfiche, 
micro-computer hard and floppy disks. . .. * 

Retrievability: ; ' . 

,By SSN and name. 
Safeguards: ■ 

The U.S. Army Finance and Accounting Center employs security 
guards. An employee badge and visitor registration system is in use. 
Records are maintained in areas accessible only to authorized person- 
nel who are properly screened, cleared and trained. Access to com- 
puter disk files is controlled by USERID and password. Computer 
equipment and files are in separate secured area. 
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Retention and disposal: 

Individual retired military pay records are converted to microfiche 
and retained for 56 years; destruction is by shredding. The retention 
periods for other records vary according to category of record, but 
total retention periods do not exceed 56 years after termination of the 
account. (Account is terminated by either death of retiree, or if the 
retiree has designated annuitants under Retired Servicemen's Family 
Protection Plan or the Survivor Benefit Plan, the subsequent death 
or ineligibility of the annuitant.) Records are destroyed at the end of 
the 56 year retention period. 

System nianager(s) and address: 

Commander, U.S. Army Finance and Accounting Center, Indian- 
apolis, IN 46249. 

Notification procedure: 

Information may be obtained ifrom the Director, Retired Pay Oper- 
ations by calling (3 1 7) 542-293 1 : . *^ » 

Record access procedures: 

Individuals may request access to records in this system pertaining 
to them by writing to the Commander, U.S. Army Finance and 
Accounting Center, ATTN: Department 90, Indianapolis, IN 46249. 
Individual should provide full name, SSN of retiree, and signature. 
Visits are limited to the U.S. Army Finance and Accounting Center, 
Indianapolis, IN. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From Department of Defense agencies, the Veteran's Administra- 
tion, Social Security Administration, Department of Treasury, finan- 
cial institutions and insurance companies. 

Exemptions claimed for the system: 

None. 

A0037-104-IbSAFM 

System name: 
Debt Management System. 
System location: 

United States Army Finance and Accounting Center (USAFAC), 
Fort Benjamin Harrison, Indiana 46249-0001. 
Categories of individuals covered by the system: 

Separated and retired military/civilian personnel and others indebt- 
ed to the U.S. Army. 

Categories of records in the system: 

Records of current and former military members and civilian em- 
ployees' pay accounts showing entitlements, deductions, payments 
made, and any indebtedness resulting from deductions and payments 
exceeding entitlements.' These records include, but are not limited to: 
Individual military pay records, substantiating documents such as 
military pay orders, pay adjustment authorizations, military master 
pay account printouts from the Joint Uniform Pay System (JUMPS), 
records of travel payments, financial record data folders, miscellane- 
ous vouchers, personal financial records, credit reports, promissory 
notes, individual financial statements, and correspondence. Applica- 
tions for waiver of erroneous payments or for remission of indebted- 
ness with supporting documents including, but not hmited to, state- 
ments of financial status (personal income and expenses), statements 
of commanders, statements of accounting and finance officers, corre- 
spondence with members and employees. Claims of individuals re- 
questing additional payments for service rendered with supporting 
documents including, but not limited to, time and attendance reports, 
leave and earnings statements, travel orders, travel vouchers, and 
correspondence with members and employees. Delinquent accounts 
receivable from field accounting and finance officers including, but 
not limited to, returned checks, medical services billings, collection 
records, and summaries of the U.S. Army Criminal Investigation 
Command and Federal Bureau of Investigation reports. Reports from 
probate courts regarding estates of deceased debtors. Reports from 
bankruptcy courts regarding claims of the United States against debt- 
ors. 

Authority for maintenance of the system: 

31 U.S.C. section 3711; 10 U.S.C. section 2774; 12 U.S.C. section 
1715; and E.G. 9397. 
Purpose(s): 

To provide a basis for establishment of and post audit of each 
receivable to provide a history of collection activities and answer 
inquiries pertaining to such collection activity. This information is to 



establish, formulate, maintain, monitor accounts receivables and ad- 
minister the Federal Claims Collection Act(s). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
Data necessary to identify the individual involved are disclosed to: 

a. Consumer Reporting Agencies: 

(1) Whenever a financial status report is requested for use in the 
administration of the Federal Claims Collection Act. Claims of the 
U.S. may be compromised, terminated or suspended, when warrant- 
ed, by information collected. 

(2) Pursuant to 5 U.S.C. 552a(b)(12) that an individual is'responsi- 
ble for a debt to the U.S. Army provided the debt has been validat- 
ed, is overdue and the debtor has been advised of the disclosure and 
his rights to dispute, appeal or review the claim. 

b. U.S. Department of Justice/U.S. Attorneys: For legal action 
and/or final disposition of the debt clairhs. The litigation brief(s) 
(comprehensive, written referral recommendations) will restructure 
the entire scope of the collection cases. 

c. Internal Revenue Service: 

(1) To obtain locator status for delinquent account receivables. 
(Automated controls exist to preclude redisclosure of solicited IRS 
address data.) 

(2) To report write-off amounts as taxable income as pertains to 
amounts compromised and accounts barred from litigation due to 
age. 

(3) To provide for offset of tax refunds. 

d. Private Collection Agencies: For collection service whenever 
USAFAC has exhausted its internal collection actions. 

e. Credit Card Processing Institutions: To collect indebtedness by 
credit card. 

f Other Government Agencies: For the purpose of offset; adminis- 
trative or salary. 

g. See "Blanket Routine Uses" set forth at the beginning of the 
Army's listing of record system notices, 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records, in collection file folders and bulk storage, card files, 
computer magnetic tapes, computer printouts aiid microfiche. 
Retrievability: 

By SSN, alphabetically by name, and substantiating document 
number. Conventional indexing is used to retrieve data. 
Safeguards: 

USAFAC employs security guards. An employee badge and visi- 
tor registration system is utilized. Hard copy records are maintained 
in areas accessible only to authorized personnel who are properly 
screened, cleared and trained. Computerized records are accessed by 
custodian of the records system and by person(s) responsible for 
servicing the records system for need-to-know. Certifying finance 
and accounting officers of debts have access to debt information to 
confirm if the debt is valid and collection action is to be continued. 
Computer equipment and files are located in a separate secured area. 

Retention and disposal: 

Accounts receivables are converted to microfiche and retained for 
6 years. Destruction is by shredding. Other records— retention peri- 
ods vary according to category, but total retention periods do not 
exceed 56 years. Disposition is to federal records centers and destrucr 
tion thereafter is by burning or salvage as waste paper. 

System manager(s) and address: 

Commander, USAFAC, Department 89, ATTN: FINCP-FF, Indi- 
anapolis, IN. 46249-0001. 

Notification procedure: 

Individuals desiring to know whether this system of records con- 
tains information ■ about them should contact the System Manager, 
furnishing full name, SSN, and military status or other information 
verifiable from the record itself 

Record access procedures: 

Individuals seeking access to records in this system pertaining to 
them should submit a written request as indicated in "Notification 
procedure" and furnish information required therein or telephone 
(317)-542-2859. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: . 
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Information is received from Department of Defense staff and 'field 
installations, Internal Revenue. Service, Social Security Administra- 
tion, Treasury Department, financial ' organizations, and automated 
system interface. ... - - 

Exemptions claimed for the system: 

None. • "^'"^ ' *• , . ^ " 

A0037rl04-3DASG 
System name: . . ^ . 

* Health Professions Scholarship Program. : . ,/ 

System location: . - r . . ' 

Fitzsimons Army Medical Center, Aurora', CO 80045-5001. A seg- 
ment of this system exists at the U.S. Army Health Professional 
Support Agency, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 

Categories of individuals covered by tKe system: ' , v 

. Members of the U.S. Army Reserve vyho. are ' enrolled iri the 
Army-Health Professions Scholarship Program. V 

Categories of records in the system: . , 

Contract records between the Army and the University participat- 
ing in the Health Professions Scholarship Program, tuition payments, 
individual's military pay records, cost data worksheets, active duty 
military .pay vouchers, 'personal financial history records, monthly 
payroll listings of current members showing entitlements and deduc- 
tions, bank identification data for deposit of pay, member's permanent 
home address, current mailing address and telephone number, Social 
Security Number, orders to active duty, student's elective 'to. defer 
entry on active duty, and similar relevant documents. 

Authority for maintenance of the system: * 

10. U.S.C. chapter ,104, et. seq.: Public Law 94-426; and Executive 
drder 9397. ' ' 

Purpose(s): 

To establish the pay account of students accepted into the Health 
Professions Scholarship Program; to determine appropriate pay, de- 
ductions, reimbursable expenses, taxes. and disbursements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed- to the Department of the Treasury 
to record check issue data, taxable earnings* and taxes withheld. 

To states and cities/counties which have an agreement with the 
Department of the Army to verify tax liability against member's state 
and city/county tax returns. « * - 

To the Social Security Administration to record earned wages by 
member under the Federal Insurance Contributions Act. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record systems notices apply to this systern. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

, Storage: 

Paper records in file folders; magnetic tapes; computer printouts; 
microfilrh; ledger cards. 
Retrievability: 

By member's name and Social Security Number. 

Safeguards: ^ \. 

Information, is accessible only to authorized personnel having offi- 
cial need therefor. Records are stored in secured buildings protected 
by military police/security guards. 

Retention and disposal: ■ ^ 

Upon completion of the program, records foi" members entering 
active duty are forwarded to the Commander, U.S. Total Army 
Personnel Center, ATTN: TAPC-MSR, 200 Stovall Street, Alexan- 
dria, VA 22332-0400. 

Records for members on continued educationar delay are forward- 
ed to Commander, U.S. Army R^eserve Personnel Center, ATTN: 
DARP-DPL. 9700 Page Boulevard* St. Louis, MO 63132-5200: • 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. ' 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Finance and Accounting Office, Fitzsimons Arrriy Medical 
Center, Aurora, .CO 80045-5001,. so long as reservist is enrolled in 
the Scholarship Program. Thereafter, information may be obtained 
from either the Commander, U.S. Total Army Personnel Command, 
200 Stovall Street, Alexandria, VA 22332.-0400 or.. the Commander, 



U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St. 
.Louis, MO 63132-5200 as appropriate. . , \i 

For verification purposes, the individual should proyide the full 
name, present address .and telephone number. 

Record access procedures: . - ^ ' 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Finance 
and Accounting Office, Fitzsimons Army Medical Center, Aurora, 
CO 80045-5001,' so long as reservist is enrolled in the Scholarship 
Program. Thereafter, information may be obtained from either the 
Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria,. VA 22332-0400. or the Commander, U.S. Army 
Reserve Personnel Center, 9700 Page Boulevard, St. . Louis, MO 
63132-5200 as appropriate. . , 

For verification purposes, the individual should provide the full 
name, present address and telephone Wumber. , ' 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are , contained in Army Regulation 
340-21; 32 CFR jjart 505; or may be , obtained from th^ . system 
manager. ' ' " 

Record source categories:. • > . : * 

From the individual; university/college in which student \s en- 
rolled; Army records and reports. 

Exemptions claimed for the system: ' : 

'None. ■ • ' ■' » . •: 

A0037-104-3USMA 

System name: . , . . 

USM A Cadet Account Systejni. 

System location: * : « 

U.S. Military Academy, West Poiiit, NY 10996-1783. ' * 
Categories of individuals covered by the system: 

Members of the U.S. Corps of "Cadets, U.S. Military Academy. 
Categories of records in the system: ■ ' ' ^ \ 

Monthly deposit listings of Corps of -Cadets members showing 

entitlements and activity pertaining to funds held in trust by the 

USMA Treasurer. , 

Authority for maintenance of the system: 

10 U.S.C. 205, 4340, and 4350; Title 6, General Accounting Office 
Policy and Procedures Manual for .Guidance of Federal Agencies; 
and Executive Order 9397. ' ' . > 

Purpose(s): 

To compute debits and credits; posted against cadet account bal- 
ances. Debits include charges to the cadet account for uniforms, 
textbooks, computers and related supplies, academic supplies, various 
fees, etc.; credits, include advance, pay, monthly deposits from .pay- 
roll, scholarships, initial deposits, interest accumulated on cadet:. ac^ 
count balances, and individual deposits. All funds are held in trust by 
the Treasurer, USMA. • . 

Treasurer, USMA to record and provide taxable interest data to 
individual cadet and Internal Revenue Service; to control and. moni- 
tor charges/credits to the cadet account; and to record deposits to 
the cadet account and to maintain records of financial institutions for 
direct deposit purposes. : j. - 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Roiitine Uses" set forth at the beginning of the 
Army's compilation' of record system notices apply to this record 
system. ■ " 

Disclosure to consumer reporting agencies: . 

Disclosure pursuant to 5 U.S.C. .552a(b)( 12) may be made from this 
system to consumer agencies as. defined in the Fair Credits Reporting 
Act (15 U.S.C. I681a(0) or the Federal Claims Collection Act of 
1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing: of records in the< system: 

Storage: 

Magnetic tape and compuer printouts; paper records in file folders. 
Retrievability: . ' . 

By Cadet account number. 
Safeguards: 

. Records are maintained in, buildings which, are. secured and pa- 
trolled and are accessible only to personnel who have need therefor 
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in the performance of official duties. Automated master data and 
back-up files are further protected by assignment of passwords. 
Retention and disposal: 

Duplicate account statements are retained locally for 1 year after 
cadets graduation and then destroyed by shredding. Information in 
automated media is retained for 1 to 3 months, except that annual 
interest tapes are retained for 1 year before being erased. 

System manager(s) and address: 

Superintendent, U.S. Military Academy, West Point, NY 10996- 
1783. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the U.S. Military Academy, Treasurer, West Point, NY 10996-1783. 

Individual should provide full name, cadet account number, Social 
Security Number, graduating class year, current address and tele- 
phone number, and signature. . 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the U.S. Mili- 
tary Academy, Treasurer, West Point, NY 10996-1783. 

Individual should provide full name, cadet account number, Social 
Security Number, graduating class year, current address and tele- 
phone number, and signature. 

Personal visits may be made to the Treasurer, U.S. Military Acad- 
emy; individual must provide acceptable identification such as vaHd 
driver's licsense and information that can be verified with his/her 
payroll. 

Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appealing initial agency determinations .by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, Department of Army,. Department of the 
Treasurer, financial institutions and insurathce companies. 
Exemptions claimed for the system: 
None. 

A0037-104-3aSAFM 

System name: 
Military Pay System-Active Army (Manual). 
System location: 

Decentralized to Army Finance and Accounting Offices world- 
wide; addresses may be obtained from the System Manager. 

Categories of individuals covered by the system: 

Reserve Enlisted Program 63 Reservist and National Guard, active 
duty military personnel. 

Categories of records in the system: 

Individual military pay records, casual payment receipts, substanti- 
ating documents, temporary pay records, transmittal letters, locator 
files, financial data record folders, miscellaneous military pay files 
and personal financial records. 

Authority for maintenance of the system: 

37 U.S.G., Section 101 et seq. 

Purpose(s): 

To provide a basis for establishing computation of each active 
member's military pay entitlement, to provide a history of pay trans- 
actions, and to answer inquiries or claims pertaining to such entitle- 
ments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to: Treasury Department: To record 
check and bond issue data and taxable earnings and taxes, withheld 
from military personnel. 

Social Security Administration: To record earned wages by 
member under the Federal Insurance Contributions Act. 

Veterans Administration: To record the collection of premiums for 
National Service Life Insurance. 

Disclosed to those, states and cities which have an agreement with 
the Department of the Army to verify tax liability against members' 
state and city income tax returns. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to 'consumer reporting agencies' as defined in the pair Credit 



Reporting Act (15 U.S.C. 1681a(0 or the Federal Claims Collection 
Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and in bulk storage, card files. 
Retrievability: • 

By SSN, name, substantiating document number. 
Safeguards: 

Records are accessible only to authorized personnel who are prop- 
erly screened, cleared and trained. 
Retention and disposal: 

Retention periods vary according to category of record but total 
retention periods do not exceed 56 years. Disposition is as required 
by AR 37-104-3, AR 635-10 and AR 640-10. 

System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. 

NotiHcation procedure: 

Information may be obtained by writing to the System Manager, 
ATTN: FINCP, and furnishing full name, SSN, Military Status, and 
home address. 

Record access procedures: 

Individuals desiring access to records in this system pertaining to 
them should write to either the appropriate Finance and Accounting 
Office or the System Manager and provide the information listed in 
*Notification procedure'. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From Department of Defense staff and field installations and the 
Treasury Department. 
. Exemptions claimed for the system: 

None. 

A0037-104-3bSAFM 

System name: 

Joint Uniform Military Pay System-Active Army (JUMPS-AA). 
System location: 

Centralized at US Army Finance and Accounting Center, Indian- 
apolis, IN 46249. Decentralized segments exist at Army Finance and 
Accounting Offices world-wide. 

Categories of individuals covered by the system: 

All active duty military personnel. 

Categories of records in the system: 

Individual military pay records, casual payment receipts, substanti- 
ating documents, temporary pay records, transmittal letters, locator 
files, financial data record folders, miscellaneous pay files, and per- 
sonal financial records. 

Authority for maintenance of the system: 

37 U.S.C, 101 et seq. 

Purpose(s): 

To provide basis for computing each active member's pay entitle- 
ments, to provide a history of pay transactions, and to answer inquir- 
ies and claims pertaining to such entitlements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system may be disclosed to: 

Treasury Department: To record check and bond issue data and 
taxable earnings and taxes withheld from military personnel. 

Social Security Administration: . To record earned wages by 
member under the Federal Insurance Contributions Act. 

Veterans. Administration: To record the collection of premiums for 
National Service Life Insurance and to traons to Post, Vietnam Era 
Veterans Education Account. 

States and Cities which have an agreement with the Department of 
the Army: To verify tax liability against members' state and city 
income tax returns. 

American Red Cross: To assist military personnel and their de- 
pendents in determining the status of monthly pay, dependents allot- 
ments, loans, and related financial transactions. 
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Department of Health, and Human Services: The name, rank and 
SSN of each member of the Armed Forces on active duty to the 
Inspector General for comparison with appropriate rolls reflecting 
recipients of Aid to Families with Dependent Children. 

City of New York: Department of Income Maintenance: Name and 
address of allottees whose ZIP Codes are in New York City and 
dollar amount of allotments for the purpose of detecting and curtail- 
ing fraud and abuse in Federal Assistance Programs, specifically Aid 
to Families with Dependent Children, and Food Stamps. . 

Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made, from 
this system to 'consumer reporting agencies* as defined in the Fair 
Credit Reporting Act (15 U.S.C 1681a(f)) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and bulk storage, card files, computer 
magnetic tapes ahd paper printouts, and microfilm. 

Retrievability: By SSN, name, and substantiating document 
number, .. /' 

Safeguards: »' 

The US Army Finance and Accounting Center employs security 
guards. An employee badge and visitor registration system is in use. 
Records are maintained in areas accessible only to authorized person- 
nel who are properly screened, cleared and trained. Access to com- 
puter magnetic tape files is restricted to the member's servicing 
finance and accounting officer. Computer equipment and files are 
located in a separate secured area. Within finance and accounting 
offices Army-wide, access is limited to designated personnel having 
official need for the information in the performance of their duties. 

Retention and disposal: ' . 

Individual military pay records are converted to microfiche which 
are retained for 56 years. Other records are retained for varying 
periods but total retention does not exceed 56 years; disposition is to 
Federal Records Centers; destruction thereafter is by burning or 
shredding. . , . 

System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. 

Notification procedure: 

Information may be obtained from either the appropriate finance 
and accounting office or the Commander, US Army Finance and 
Accounting Center, Indianapolis, IN 46249. Individual must furnish 
full name, SSN, military status, and home address. 

Record access procedures: 

Ilequests from individuals should be addressed to the Commander, 
US Army Finance and Accounting Center, ATTN: FINCP, Indian- 
apolis, IN 46249 or the appropriate finance and accounting officer 
and should contain the information indicated in *Notification proce- 
dure'. In addition, information may be obtained by calling: 317/542- 
2891. . ' . 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From Department of Defense staff and field installations, the 
Social Security Administration, financial institutions, the Treasury 
Department, and automated systems interface. 

Exemptions claimed for the system: 
None. 

A0037-104-3cSAFM 

System name: 

Joint Uniform Military Pay System-Reserve Components-Army. 
System location: 

Centralized at US Army Finance and Accounting Center, Indian- 
apolis, IN 46249. Decentralized segments exist at Army Finance and 
Accounting Offices worldwide. ' 

Categories of individuals covered by the system: 
All members of the US Army National Guard and US Army 
Reserve who are drawing inactive duty training pay. 

Categories of records in the system:' 



Individual military pay records, substantiating documents, transmit- 
tal letters, index cards, financial data record folders, miscellaneous 
military pay vouchers, personal financial history records. 

Authority for maintenance of the system: 

37 U.S.C., section 101 et seq.; E.'O. 9397. 

Purpose(s): 

To maintain a record of member's drill attendance, entitlements 
and deductions in order to compute and disburse his/her pay wjiile 
keeping a record of taxes aiid disbursements other than those to *the 
member. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
Information from this system may be disclosed to: 

(1) Treasury Department: To 'record , check issue data, taxable 
earnings and taxes withheld. 

(2) Individual States' of the US: To furnish wages earned for the 
calendar year; these data are furnished to the state of home record. 

(3) Army National Guard Bureau: To furnish budget data to ac- 
count for every expenditure within categories established. 

(4) Individual National Guard States Associations: To furnish a 
report and an associated check regarding state sponsored life, insur- 
ance premium witheld. 

(5) American Red Cross: To assist military personnel and their 
dependents in determining the status of monthly pay, dependents 
allotments, loans, and related financial transactions. 

(6) Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from 
this system to 'consumer reporting agencies' as defined in the Fair 
Credit Reporting Act (15 U.S.C 1681a(f) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). 

(7) See *Blanket Routine Uses* set forth at the beginning of the 
Army's listing of record system notices. • * 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and bulk storage; cards, computer 
magnetic tape and paper printouts, microfiche. 
Retrievability: 

By SSN, name of the member, and document number. 
Safeguards: 

The US Army Finance and Accounting Center employs security 
guards. An employee badge and visitor registration system is in use. 
Records are maintained in areas accessible only to authorized person- 
nel who are properly screened, cleared and trained. Access to com- 
puter magnetic tape files is restricted to the members' servicing 
finance and accounting officer. Computer equipment and files are 
located in a separate secure area. Within finance and accounting 
offices. Army-wide, access is limited to designated personnel having 
official need for the information in the performance of their duties. 

Retention and disposal: 

Individual military pay records are. converted to microfiche which 
are retained for 56 years. Other records are retained for varying 
periods but total retention does exceed 56 years; disposition is to 
Federal Records Centers; destruction thereafter is by burning or 
shredding. ' . 

System manager(s) and address: . 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. 

Notification procedure: 

Information may be obtained from the System Manager. Individ- 
uals may also contact US Property and Fiscal Officer, Army Nation- 
al Guard of each state and/or the District of Columbia, Puerto Rico 
and the Virgin Islands. Individuals may also contact the finance and 
accounting officer at Ft Indiantown Gap, PA; Ft McPherson, GA; 
Ft Riley, KS; Presidio of San Francisco, CA; Ft McCoy, WI; Ft 
Douglas, UT. These finance and accounting officers are responsible 
for US Army Reserve pay accounts only. Individuals .must provide 
full name, SSN, and military status. 

Record access procedures: . 

Requests should be addressed to the Commander, US Army Fi- 
nance and Accounting Center, ATTN: FINCP, Indianapolis, IN 
46249 or telephoned to 317/542-2891 and should contain the informa- 
tion indicated in 'Notification procedure*. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 
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Record source categories: 

The source of all data to establish arid maintain JUMPS-RC-Army 
originates at unit level; i.e., all units of US Army National Guard and 
US Army Reserve which perform inactive duty training and whose 
members receive drill pay as a result of this training furnish the data 
to support the system. 

Exemptions claimed for the system: 
None. 

A0037-1(KI-13TAPC 

System name: 

USMA Cadet Account System. 
System location: 

US Military Academy, West Point, NY 10996-1783. 
Categories of individuals covered by the system: 
. Members of the US Corps of Cadets, US Military Academy. 
Categories of records in the system: 

Monthly deposit listings of Corps of Cadets members showing 
entitlements and activity pertaining to funds held in trust by the 
USMA Treasurer. 

Authority for maintenance of the system: 

10 U.S.C., Sections 205, 4340 and 4350; Title 6, General Account- 
ing Office Policy and Procedures Manual for Guidance of Federal 
Agencies; E.O. 9397. 

Purpose(s): 

To compute deposits and charges to cadet account to include: 
Barber, laundry/dry cleaning charges; advance pay, and funds depos^ 
ited with Treasurer, USMA to be held in trust to pay for required 
uniforms, books, and equipment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

(1) Treasurer, USMA: To record and provide taxable interest data 
to individual cadet and Internal Revenue Service. To control and 
monitor charges/credits to the cadet account. To record deposits to 
the cadet account and to maintain records of financial institutions for 
direct deposit purposes. 

(2) Disclosure to consumer reporting agencies: Disclosure pursuant 
to 5 U.S.C. 552a(b)(12) may be made from this system to consumer 
reporting agencies as defined in the Fair Credit Reporting Act (15 
U.S.C. 1681a(0) or the Federal Claims Collection Act of 1966 (31 
U.S.C. 3701(a)(3)). 

(3) See 'Blanket Routine Uses' set forth at the beginning of the 
Army's listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Magnetic tape and computer printouts; paper records in file fold- 
ers. 

Retrievability: 

By Cadet account number. 

Safeguards: 

Records are maintained in buildings which are secured and pa- 
trolled and are accessible only to personnel who have need therefor 
in the performance of official duties. Automated master data and 
back-up files are further protected by assignment of passwords. 

Retention and disposal: Duplicate account statements are retained 
locally for 1 year after cadets graduation and then destroyed by 
shredding. Information in automated media is retained for one thru 
three months, except that annual interest tapes are retained for one 
year before being erased. ' 

System manager(s) and address: 

Superintendent, US Military Academy, West Point, NY 10996- 
1738. 

Notification procedure: 

Requests from individuals may be submitted to the. U.S. Military 
Academy, Treasurer, West Point, NY 10966-1783; telephone 914/ 
938-3516. Individual should provide full name. Cadet account 
number, SSN. graduating class year, current address and telephone 
number, and signature. 

Record access procedures: 

Individual may request access by writing to the System Manager, 
furnishing information indicated in 'Notification procedure*. Personal 
visits may be made to the Treasurer, US Military Academy; individ- 
ual must provide acceptable identification such as valid driver's li- 
cense and information that can be verified with his/hfer payroll. 



Contesting record procedures: 

The Army*s rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, Department of Army, Department of the 
Treasury, financial institutions and insurance companies. 
Exemptions claimed for the system: 
None. 

A0037-105aSAFM 

System name: 

Civilian Employee Pay System. 
System location: 

U.S. Army Finance and Accounting Offices world-wide and U.S. 
Property and Fiscal Offices in the U.S., Puerto Rico, Virgin Islands, 
and the District of Columbia having civilian payroll responsibilities. 

Categories of individuals covered by the system: 

Civilian employees and contract teachers employed by Department 
of the Army, Office, Secretary of Defense; and specified elements of 
the Navy and Air Force. 

Categories of records in the system: 

Employees' pay, leave, and retirement records; individual with- 
holding/ deduction authorization for dependents, allotments, health 
benefits, savings bonds, etc.; tax exemption certificates; personal ex- 
ception and indebtedness papers; statements of charges, claims, repa- 
triated payment files; roster of authorized timekeepers and signature 
cards; payroll and retirement control and working paper files; unem- 
ployment compensation data requests; reports of retirement fund de- 
ductions; management narrative and statistical reports relating to pay, 
leave, and retirement. 

Authority for maintenance of the system: 

Title 6, General Accounting Office Policy and Procedures Manual 
for Guidance of Federal Agencies; E.O. 9397. 
Purpose(s): 

To provide basis for computing civilian pay entitlements; to record 
history of pay transactions; to record leave accrued and taken, bonds 
due and issued, taxes paid; to answer inquiries and process claims. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to: 

(1) Treasury Department: To record checks and bonds issued. 

(2) Social Security Administration: To report earned wages by 
employees under the Federal Insurance Contributions Act. 

(3) Internal Revenue Service: To record taxable earnings and taxes 
withheld. 

(4) Office of Personnel Management: To record monies paid into 
Federal Retirement Fund and to provide information pertaining to 
health benefits. 

(5) States and cities: To provide taxable earnings of employees to 
those states and cities which have entered into an agreement with the 
Department of the Army and the Treasury Department. 

(6) Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from 
this system to 'consumer reporting agencies' as defined in the Fair 
Credit Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701 (a)(3)). 

(7) See *Blanket Routine Uses* set forth at the beginning of the 
Army's listing of record of System notices. 

Policies and practices for storing, retrieving, accessing^ retaining, and 
disposing of records, in the system: 
Storage: 

Paper records in file folders and bulk storage; card files, computer 
magnetic tapes, disks and printouts, and microfilm. ' ^^ 

Retrievability: 

Automated records are retrieved by SSN within payroll block; 
manual records are retrieved by surname within payroll block. 
Safeguards: 

Records are restricted to personnel who are properly cleared and 
trained, and have an officjal need therefor. In addition, integrity of 
automated data is ensured by internal audit procedures, data base 
access accounting reports, and controls to preclude unauthorized 
disclosure. • - 

Retention and disposal: 

Individual retirement record files are permanent; they are retained 
at installation while member is actively employed. They are forward- 
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ed to new installation when member is transferred to another Army 
activity. When employee transfers to another agency under the De- 
partment of Defense not serviced by Army or separates from Federal 
Service, record is forwarded to the Office of Personnel Management. 
Microfilm of manually maintained individual retirement records is 
sent to the National Personnel Records Center after 3 years. 

Personnel exceptions and indebtedness files are permanent. These 
documents are filed -in individual's Official Personnel Folder (OPF). 
Upon separation or transfer, if OPF is not on file locally, records are 
forwarded to National Personnel Records Center, General Services- 
Administration, St. Louis, MO 63118. - 

Repatriated personnel payment files are permanent; forwarded to 
National Personnel Records Center after 3 years. 

Subsistence and quarters rate deviation files are permanent; they 
are retired on discontinuance of the installation. 

Retention periods vary for other records according to category of 
record. The minimum retention period is 2 years and: the maximum 
period is 12 years, after which records are des records are destroyed. 

System manager(s) and address: 

Comptroller of the Army, Headquarters, Department of the Army, 
Washington, DC 20310. • . 

Notification procedure: 

Information may be obtained from the System Manager, US Arnriy 
Finance and Accounting Offices world-wide, or if National Guard 
Technician, from the National Guard Bureau, 5600 Columbia Pike, 
Falls Church,. VA 22041, or from US Property and Fiscal Offices. 

Record access prociedures: 

Requests for access should be addressed as indicated in 'Notifica- 
tion procedure*, and should include individual's full name, SSN, 
current address, and signature. ' 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, former employers, DOD Staff agencies and 
field commands, Social Security Administration, Treasury"^ Depart- 
ment, financial organizations and automated systems interface. 

Exemptions claimed for the system: . ^ 

None. 

A0037-105bSAFM 
System name: - 
. Military and Civilian Waiver Files. . < . 

System location: 

US. Army Finance and Accounting Center, Indianapolis, IN 46249. 

Categories of individuals covered by the system: 
. Present and former Army members or civilian employees who 
apply for .waiver of claims arising out of erroneou of erroneous 
payments of pay arid allowances, travel, transportation, and reloca- ' 
tion. allowances. v 

Categories of records in the system: 

File contains application, employment history, reports of investiga- 
tion, copies of vouchers, certificates, record of disposition, and corre- 
spondence with the U.S. General Accounting Office, Army staff 
offices, and other government agencies. ... 

Authority for maintenance of the system: ' , 

10 U.S.C 3012; E.O. 9397. / . ' 

Purpose(s): 

To determine the validity of waivers or to make referrals to the 
US General Accounting Office. 

. Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. , . , 

Policies and practices for storing, retrieving, accessing, retaininjg, and 
disposing of records in the system: 

Storage: ' , 

Paper records in file folders, 

Retrieyability: 

By individuals surname. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel having' official need therefor, within buildings which employ 
security guards. • ^ . 



Retention and disposal: 

■ Records are retained for six years after waiver is approved/denied. 
System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. 

Notification procedure: 

Information may be obtained from the System Manager, ATTN: 
Chief, Claims/Inquiries Division, telephone: 317/542-2793. 

Record access procedures: 

Individuals desiring access to information about themselves in this 
system of records should write to the ^System Manager, ATTN: 
Chief, Claims/Inquiries Division, Centralized Pay Operations, pro- 
viding their full name, SSN, current address, and signature. ■ 

Contesting record procedures: 

The Army's rules for abcess to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: ^'^ 

From the individual; Army Finance and Accounting Offices; and 
other Government agencies. 

Exemptions claimed for the system: ■ ' 
None. 

A0037-105cSAFM 

System name: 
Bankruptcy Processing Files. . 
System location: 

US Army Finance and Accounting Center, Indianapolis, IN 46249. 
Categories of individuals covered by . the system: 
Army military, members or Department of Army civilian employ- 
ees for whom bankruptcy notice has been received. 

Categories of records in the system: 

Individual's financial statements; certificates for deductions; agree- 
ments; military pay vouchers; correspondence between the Judge 
Advocate General, US Attorney, US District Courts, and other gov- 
ernment agencies relevant to the proceeding. 

Authority for maintenance of the system: 

10 U.S.C. 3012. ' . : . r 

Purpose(s): 

To obtain data for submitting' claims of the Army to the Depart- 
ment of Justice for filing with the bankruptcy court and controlling 
financial transactions on pay accounts. - 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' at 48 FR 25503, June 6, 1983. 
Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a;(b)(12) may be made from 
this system to 'consumer reporting agencies' as defined in the Fair 
Credit Reporting Act (15 U.S.C. 1681a(0) 681a(0) or the Federal 
Claims Collection Act of 1966 (3 1 U.S.C. 3701(a)(3)).: . 

Policies and practices for stbrinjg, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: - 

Paper records in file folders. 
Retrievability: j. . - 

By individual's surname. 
Safeguards: 

Building employs security guards' 'Records are maintained in areas 
accessible only to designated persons having official need therefor in 
the performance of their duties. 

Retention and disposal: 

Records are destroyed '5 years after conclusion of bankruptcy 
proceedings, v • . 

System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249. , . 
Notification procedure: 

Information may be obtained from the System Manager. . Individual 
must furnish full name, .SSN, current address, and signature. 

' Record access procedures: 



DEFENSE DEPARTMENT 



41 



Individuals desiring access to information concerning themselves 
should write to the System Manager, providing information required 
under 'Notification procedure.' - 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From courts, government records, and similar documents and 
sources relevant to the proceeding. 
Exemptions clainied for the system: 
None. 

A0037-ip7aSAFM 

System name: 

Absentee Apprehension/Reward/Expenses Payment System. 
System location: 

Decentralized to Army Finance and Accounting Offices. 

Categories of individuals covered by the systiem: 

Individuals who may have apprehended service members who are 
absentees. 

Categories of records in the system: 

Individual payment vouchers and documents used for the payment 
of reward of rewards and expenses for apprehension of absentees. 
Authority for maintenance of the system: 
DOD Annual Appropriation Act. 
Purpose(s): 

To provide basis for making payments for rewards and expenses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper vouchers and documents in file folders. 
Retrievability: 

File numerically by voucher numbers by disbursing station symbol 
numbers and alphabetically by individual's surname. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel that are properly screened, cleared and trained. 
Retention and disposal: 

Vouchers and documents used for payment are destroyed after 3 
years except those to which exception was taken by the General 
Accounting Office which is retained until cleared; then destroyed. 

System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Ft. Benja- 
min Harrison, IN 46249. 
Notification procedure: 

Information may be obtained from the Finance and Accounting 
Officer who made the payment. 

Individual must provide full name, current address and pertinent 
information regarding items or payment to permit locating records. 

Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should follow information in 'Notification Proce- 
dures'. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual; from Army records and reports; arid similar 
relevant sources. 
Exemptions claimed for the system: 

None. 

A0037-107bSAFM 

System name: 
Travel Payment System. 
System location: 



Decentralized to Finance and Accounting Offices world-wide; ad- 
dresses may be obtained from the System Manager. All Army activi- 
ties receiving an allotment of TOY funds to expend. 

Categories of individuals covered by the system: 

Military and civilian personnel of the Department of Defense, U.S. 
Army, U.S. Navy, and U.S. Air Force, and other individuals who 
perform invitational travel for the Army. 

Categories of records in the system: 

Individual travel vouchers and documents used to effect travel 
allowance payments. 

Authority for maintenance of the system: 

Department of Defense Annual Appropriations Act; 5 U.S.C., sec- 
tions 5701-5742; 10 U.S.C., sections 828, 832, 946, 3012; 28 U.S.C., 
section 1821; 37 U.S.C., sections 404-427; E.O. 9397. 

Purpose(s):' 

To provide basis for reimbursing military and civilian personnel for 
expenses incident to travel for official Government business purposes 
and to account for such payments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See "Blanket Routine Uses" set forth at the beginning of the 
Army's listing of record system notices. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to "consumer reporting agencies" as defined in the Fair 
Credit Reporting Act (15 U.S.C. 1681a(0 or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, cards, magnetic tape/disks, cassettes, computer print- 
outs. 

Retrievability: 

By individual's SSN. 

Safeguards: 

Records are accessible only to authorized persons who are proper- 
ly screened, cleared and trained. Buildings employ security guards 
and/or military police patrols. Access to automated files is controlled 
by assigned passwords. 

Retention and disposal: 

Individual vouchers and documents used for payment are retained 
at the installation making payment until end of rnonth, following 
which they are sent to U.S. Army Finance and Accounting Center. 

Signature cards used for approval of certain vouchers are retained 
at installation where payments are made until 3 years after date of 
revocation of authority, following which they are destroyed. 

Records of travel payments are retained for 3 years following 
settlement at installation making current payments; Military member's 
record of outstanding advance payments is transferred to new servic- 
ing finance office upon permanent change of station or to the U.S. 
Army Finance and Accounting Center upon death or separation from 
active duty. Civilian employee's record of outstanding advance pay- 
ments is transferred to new servicing finance office upon reassign- 
ment. Military and civilian records of travel payments for settle^ 
travel claims are destroyed by the old duty station 3 years following 
separation or transfer. Records for individuals performing invitational 
travel are destroyed 1 year from date of final payment. 

Copies of travel settlement vouchers are destroyed after 1 year. 

System manageKs) and address: 

Comptroller of the Army, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals desiring information on them from this system should 
inquire o( the Finance and Accounting Office who currently pays 
them. For periods of Army service prior to current assignment, 
request should be addressed to the Commander, U.S. Army Finance 
and Accounting Center, ATTN: DACA-FAZ-S, Indianapolis, IN 
46249-0526. Individual must provide full name and Social Security 
Number as well as current address. 

Record access procedures: 

Individuals desiring access to records pertaining to them should 
write either to the appropriate Finance and Accounting Officer 
where record is believed to exist or to the Commander, U.S. Army 
Finance and Accounting Center providing information required by 
"Notification procedure**. 
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Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). . 

Record source categories: 

From the individual, ; Department of Defense staff agencies and 
field commands/installations/activities. 

Exemptions claimed for the system: 

None. . . . 

A0037-108CE 
System name: ' 

Corps of Engineers Debt Collection System. 

System location: 

Finance and Accounting Offices at U.S. Army Corps of Engineer 
Installations worldwide. 

Categories of individuals covered by the system: 

Separated and retired military and civilian personnel and others 
indebted to the U.S. Army. 

Categories of records in the system: 

These records include, but. are not limited to: 

(1) Records of current and former military members and civilian, 
employees* pay accounts showing entitlements, deductions, payments 
made, and any indebtedness resulting from deductions and payments 
exceeding entitlements. 

(2) Individual military pay records, susbstantiating documents such 
as military pay orders, pay adjustment authorizations, military master 
pay account printouts from the Joint Uniform Military Pay System 
(JUMPS), records of travel payments, financial record data .folders, 
miscellaneous vouchers, personnel financial records, credit reports, 
promissory notes, individual financial statements and related corre- 
spondence. 

(3) Applications for waiver of erroneous payments or for remission 
of indebtedness with supporting documents including, but not limited 
to: Statements of financial status (personal income and expenses); 
statements of commanders and/or finance and accounting officers; 
and correspondence with members and employees. 

(4) Claims of individuals requesting additional payments for serv- 
ices rendered with supporting documents including, but not limited 
to: Time and atte:ndance reports; leave and earning statements; travel 
orders and/or vouchers; and correspondence with members and em- 
ployees. 

(5) Delinquent accounts receivable including, but not limited to: 
Returned checks; default on lease agreements; collection records; and 
summaries of Army Criminal Investigation Command and/or Federal 
Bureau of Investigation. 

(6) Reports from probate courts regarding estates of deceased 
debtors. 

(7) Reports from, bankruptcy courts regarding claims of the United 
States against debtors. 

Authority for maintenance of the system: 

Debt Collection Act of 1982 (Pub. L. 97-365); 5 U.S.C. 
552a(b)(12); 5 U.S.C. 5514(a); 10 U.S.C. 2774; 12 U.S.C. -1715; 15 
U.S.C. 168la(f); Federal Claims Collection Act of 1966; 31 U.S.C. 
952(d); 31 U.S.C. 3711; E.G. 9397. - 

Purpose(s): , , 

* To process, monitor, and post-audit accounts receivable. To admin- 
ister the Federal Claims Collection Act of 1966 and the Debt Collec- 
tion Act of 1982 and to answer inquiries pertaining thereto. To 
match application data with state information in order to verify 
eligibility for benefits. 

Routine uses of records maintained in the system, including catego- 
ries of usei*s and the purposes of such uses: 

Information may be disclosed to: 

(1) U.S. Department of JusticeAJ S. Attorneys for legal action 
and/or final disposition of debt claims. 

(2) The Department of the Treasury/Internal Revenue Service for 
the purpose of obtaining locator status for delinquent accounts re- 
ceivable, and/or - to report write-off amounts as taxable income as 
pertains to amounts comprised and accounts barred from litigation 
due to age, and for purpose of offset, either administrative or salary. 
To collection agencies for the puncies for the purpose of credit 
information and for the purpose of obtaining credit reports or skip 
traces when the Army has exhausted its internal collection efforts. 

(4) Consumer reporting agencies pursuant to the Privacy Act of 
1974, 5 U.S.C. 552a(b)(12) as defined in the Fair Credit Reporting 
Act (15 U.S.C. 1681a(f)) or the Federal Claims Collection Act of 
1966 (31 U.S.C. 3701(a)(3)) when an individual is responsible for a 



debt to the U.S. Army, provided the debt has been validated, is 
overdue, and the debtor has been advised of the disclosure and his/ 
her rights to dispute, appeal or review the claim; and/or whenever a 
financial status report is requested for use in the administration of the 
Federal Claims Collection Act. Claims of the United States niay be 
compromised, terminated or suspended when warranted by informa- 
tion collected. 

Policies and practices for storing, retrieving, accessing, retaining, arid 
disposing of records in the system: 
Storage: 

Paper records in file folders and bulk storage, card files, magnetic 
tapes, paper printouts and microfiche. 
Retrievability: 

By SSN, name and substantiating document number. 
Safeguards: 

Security guards are employed at all Corps of Engineers Finance 
and Accounting Offices. Paper records are maintained in areas acces- 
sible only to authorized personnel who are properly screened, 
cleared and trained. Computerized records are accessed by the custo- 
dian of the records system and by persons responsible for servicing 
the records in the performance of their official duties. Certifying 
Finance and Accounting Officers of debts have access to debt infor- 
mation to confirm if the debt is valid and collection action is to be 
continued. Computer equipment and files are located in a separate 
secured area! 

Retention and disposal: 

Delinquent accounts receivables are retained for six (6) years and 
three (3) months and then destroyed. 
System manager(s) and address: 

The Finance and Accounting Officer at the Headquarters, U.S. 
Army Corps of Engineers, 20 Massachusetts Avenue, NW, Washing;, 
ton, D.C. 20314-1000. 

Notification procedure: 

Individuals desiring to know whether this system of records con- 
tains information about them should contact the Finance and Ac- 
counting Officer at the appropriate U.S. Army Corps of Engineers 
installation, furnishing full name, SSN, and other information verifia- 
ble from the record itself. ' . 

Record access procedures: 

Individuals seeking access to records in this system pertaining to 
them should submit a written request as indicated in 'Notification 
Procedures* and furnish information required therein. 
Contesting record procedures: > : 

The Army's rules for access to records and for contesting contents 
and appealing determinations are contained in AR 340-21 (32 CFR 
part 505). 

Record source categories: ; • , 

Information is received from the Department of Defense staff and 
field installations, other creditor Federal, agencies. Social Security 
Administration, Treasury Department, Banks, Savings and Loan As- 
sociations, Employee Credit Unions and other financial organizations. 

Exemptions claimed for the system: 

None. , , 

A0037-202SAFM . 
System name: * ; , . * 

FHA Mortgage Payment Insurance Files. 

System location: , 

US Army Finance and Accounting Center, Indianapolis, IN 46249 
Categories of individuals covered by the system: 
Any Army military member with more than 2 years of active duty 
service who applies for an FHA loan. 
Categories of records in the system: 

Individual's application, certificate of eligibility, record of pay- 
ments, notices of termination of eligibility, and correspondence with 
FHA and other Government offices. 

Authority for maintenance of the system: 

44 U.S.C, 3101. 

Purpose(s): 

To determine the amount of insurance- payments and to control 
authorized payments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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See ^Blanket Routine Uses* at 48 FR 25503, June 6, 1983. 
Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made' from 
this system to 'consumer reporting agencies' as defmed in the Fair 
Credit Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3.701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By Army member's surname. 
Safeguards: 

Building employs security guards. Records are maintained in areas 
accessible only to authorized persons having official need therefor in 
the performance of their duties. 

Retention and disposal: 

Records are destroyed 10 years after final separation of the individ- 
ual from the Army. 

System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249 

Notification procedure: 

Information may be obtained from the System Manager. Individ- 
uals should furnish their full name, SSN, current address and tele- 
phone number. 

Record access procedures: 

Individuals desiring access to information concerning themselves 
should write to the System Manager, providing information required 
under 'Notification procedure*. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 32 CFR part 505). 

Record source categories: 

From the applicant, his/her commanding officer, FHA, and other 
government records. 
. Exemptions claimed for the system: 

None. 

A0040DASG 

System name: 
Medical Facility Administration Records. 
System location: 

Medical centers, hospitals, and health clinics. Official mailing ad- 
dresses are published as an appendix to the Army's compilation of 
system of records notices. 

Categories of individuals covered by the system: 

Individuals who are authorized to use services of an Army medical 
facility.- 

Categories of records in the system: 

Information in this system generally relates to administration at a 
medical facility, as opposed to an individual's health/care. Typically, 
records comprise scheduling of appointments, medical history data 
used to locate medical records, individual's name. Social Security 
Number, birth, death, accountability of patients (e.g., bad charts; 
transfer, leave requests, etc.); receipts for patients' personal property^ 
prescriptions for medications, eyeglasses, hearing aids, prosthetic de- 
vices, diet/special nourishment plans, blood donor records, charges, 
receipts and accounting, documents of payments for medical/dental 
services; register number assigned; Social Security Number, and simi- 
lar records/reports. 

Authority for maintenance of the system: 

5 U.S.C. 301 and 10 U.S.C. 3013 and Executive Order 9397. 
Purpose(s): 

To locate medical records and personnel, schedule appointments; 
provide research and statistical data. 

To enhance efficient management practices and effective patient 
administration. 

Routine iises of records maintained in the system, including catego- 
ries of users and the purposes Of such uses: 

Birth records are disclosed to states' Bureau of Vital Statistics and 
overseas birth records are disclosed to the Department of State to 



provide the official certificates of birth. Birth records may also be 
used for statistical purposes. 

Death records are disclosed to federal, state and private sector 
authorities to provide the official certificates of death. Death records 
may also be used for statistical purposes. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Cards; paper records in file holders or other computerized or 
machine readable media. 

Retrievability: 

By individual's surname or Social Security Number. 
Safeguards: 

Records are maintained within secured buildings in areas accessible 
only to persons having official need therefor who are properly 
trained and screened. Automated segments are protected by con- 
trolled system passwords governing access to data. 

Retention and disposal: 

Nominal index files, including register numbers assigned, are de- 
stroyed after 20 years. Records of transient value (e.g., issuance of 
spectacles/prosthetics, diet/food plan, etc.) are destroyed within 3 
months of patient's release. Other records have varying periods of 
retention: Record of birth/death — 2 years; patient accountability (ad- 
mission/discharge)— 5 years; blood donor — 5 years or when no 
longer needed for medical/legal reasons whichever is longer; record 
of patient's personal property — 3 years. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church. VA 22041-3258. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address written inquiries to 
the Patient Administrator at the medical facility where service/care 
was provided. Official mailing addresses are published as an appendix 
to the Army's compilation of system of records notices. 

For verification purposes, individual should provide the full name. 
Social Security Number, details which will assist in locating record, 
and signature. ^ 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Patient 
Administrator at the medical facility where service/care was provid- 
ed. Official mailing addresses are published as an appendix to the 
Army's compilation of system of records notices. 

For verification purposes, individual should provide the full name. 
Social. Security Number, details which will assist in locating record, 
and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part .505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; medical facility records and reports. 
Exemptions claimed for the system: 

None. y 

A0040-1DASG 

System name: 

Professional Consultant Control Files. 
System location: 

Office of the Surgeon General, Headquarters, Department of the 
Army; U.S. Army Health Services Command; U.S. Army Medical 
Command, Europe; U.S. Army Medical Command, Korea. Official 
mailing addresses are published as an appendix to the Army's compi- 
lation of system of records notices. 

Categories of individuals covered by the system: 

Any individual who has been used or appointed as a professional 
consultant in the professional medical services. 
Categories of records in the system: 

Documents containing name, curriculum vitae of professional 
qualifications and experience, appointment, utilization, duties, respon- 
sibilities, and compensation of appointed consultants. 

Authority for maintenance of the system: 
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5 U.S.C. 301 and 10 U.S.C. 1071-1086. 
Purpose(s): 

To appoint and monitor utilization of designated consultants. 
Routine uses of records maintained in the system, ^including catego- 
ries of users and the purposes of such uses: 

Information on individuals may be provided to civilian and mili- 
tary medical facilities. Federation of State Medical boards of the 
United States, State Licensure Authorities and other appropriate pro- 
fessional regulating bodies for use in considering and selecting indi- 
viduals for panels or boards or for speaking engagements. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By last name of consultant. 

Safeguards: 

Records are maintained in secured areas accessible only to author- 
ized individuals having official need therefor in the performance of 
assigned duties. 

Retention and disposal: 

Records are destroyed 1 year after termination of consultant's 
appointment. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22641-3258.' 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Office of the Surgeon General, Headquarters, Department of the 
Army, ATTN: SGPS-CP, Leesburg Pike, Falls Church, V A 22041- 
3258. Official mailing addresses are published as an appendix to the 
Army*s compilation of system of records notices. 

For verification purposes, the individual should provide the full 
name, current address and telephone number, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the office of 
the Surgeon General Headquarters, Department of the Army, 
ATTN: SGPS-CP, Leesburg Pike, Falls Church, VA 22041-3258. 
Official mailing addresses are published as an appendix to the Army's 
compilation of system of records notices. . . • 

For verification purposes, the individual should provide, the full 
name, current address and telephone nuniberj and signature. 

Contesting. record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual;' Army records and reports.. 

Exemptions claimed for the system: 

None. • 

A0040-1HSC 

System name: 

Professional Personnel Information File. 
System location: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 

Categories of individuals covered by the system: 

Practicing physicians, residents, psychologists, social workers, and 
pharmacists assigned or employed in medical treatment facilities op- 
erated by the Army Medical Department. 

Categories of records in the system: 

Files contain personal information provided to the various' profes- 
sional staff officers assigned to Department of the Army Surgeon 
General by practitioners assigned to medical treatment facilities. This 
includes personal data questionnaires, curricula, vitae, assignment 
preferences, personal correspondence, and other records pertaining to 
the professional qualifications and experience of personnel being 
monitored by the consultant. ' . 

Authority for maintenance of the system: 

10 U.S.C. 3013. 



Purpose(s): 

To establish and maintain familiarity with the locations, assign- 
ments, utilization, marital and family status, professional and military 
experience, and qualifications, and assignment preferences of profes- 
sional staff in medical treatment activities, and as an aid in monitor- 
ing the utilization of professional personnel and to assist in career 
management and assignment activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Clinical privileged information may be provided to civilian and 
military medical facilities, Federation of State Medical Boards of the 
United States, State Licensure Authorities and other appropriate pro- 
fessional regulating bodies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and on indexxards. 
Retrievability: 

By last name of professional person. 
Safeguards: 

Records are stored in buildings protected by security guards; 
access to, records is restricted to designated individuals having need 
therefor in the performance of official duties. 

Retention and disposal: 

Records are destroyed within I year following termination of 
practitioner's assignment or employment-. 
System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 
Notification procedure: 

Individuals seeking to determine if inforination about themselves is 
contained in this record system should address written inquiries to 
the Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, V A 22041-3258. . 

For verification purposes, the individual should provide the full 
name, current address and telephone number, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Office of 
the Surgeon General, Headquarters, Department of the Army, 5109 
Leesburg Pike, Falls Church, VA 22041-3258. 

For verification purposes, the individual should provide the full 
name, current address and telephone number, and signature. . . 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Depahment " of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

Official Personnel Rosters, registers, and Army records and re- 
ports. ' • ' ' 
Exemptions claimed for the system: 
None. 

A0040-3aDASG 

System name: 

Medical Review Files. ' 
System location: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg' Pike, Falls Church, VA 22041-3258. . 

Categories of individuals covered by the system: 

Applicants and registrants who are being considered for Army 
service and whose medical fitness is questionable; Army members 
being considered for continuance in service, promotion, special as- 
signment, or separation whose medical fitness is questioned either by 
the medical evaluating authority or by the individual. 

Categories of records in the system: 

Files contain documents relating to medical fitness of individuals 
for appointment, enlistment, retention in service, promotion, special 
assignment, or separation. Included are reports of medical examina- 
tion and evaluation, psychological evaluation reports, and similar or 
related documents. 

Authority for maintenance of the system: ^ 

5 U.S:C. 301 and 10 U.S.C. IO7I. ' 
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Purpose(s): 

To evaluate medical fitness of marginally qualified personnel for 
Army program with strict regard to established medical- standards. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes or such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposmg of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individual's name. 

Safeguards: 

Records are maintained in secured areas accessible only to desig- 
nated personnel having official need therefor in the performance of 
assigned duties. 

Retention and disposal: . 
Destroyed after 3 years. 
System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Office of the Surgeon General, Headquarters, Department of the 
Army, ATTN: SGPS-AOI, 5109 Leesburg Pike, Falls Church, VA 
22041-3258. , - 

For verification purposes, the individual should provide the full 
name, place and date of medical examination, additional details that 
will facilitate locating the record, and signature. 

Record access procedures 

Individuals seeking access to records about themselves contained in 
this record. system should address written inquiries to the Office of 
the Surgeon General, Headquarters, Department of the Army, 
ATTN: SGPS-AOI, 5109 Leesburg Pike, Falls Church, VA 22041- 

3258. 

For verification purposes, the individual should provide the full 
name, place and date of medical examination, additional details that 
will facilitate locating the record, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From clinical records, health records, medical boards, civilian phy- 
.sicians, consultation reports, other Army records and reports. 
Exemptions claimed for the system. 
None. 

A0040-3bDASG 

System name: 

Medical Evaluation Files. 
System location: 

Primary system is located at Army Medical Department medical 
facilities convening a medical board. A segment exists at the U.S. 
Army Physical Evaluation Board and the U.S. Army Physical Dis- 
ability Agency (USAPDA). 

Categories of individuals covered by the system: 
Army members whose medical fitness for continued service has 
been questioned either by the member or his/her commander. 
Categories of records in the system: 

Personal information concerning the member; certain codes of spe- 
cific types of injuries for research study purposes; Department of 
Veteran Affairs Schedule for Rating Disability Diagnostic Codes; 
documents reflecting determination by an Army board of medical 
fitness for continued Army active service; board proceedings and 
related documents. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 1071 and 1201; and Executive Order 9397. 
Purpose(s): 

Records are used by Medical Boards to determine medical fitness 
for continued Army active service. They are used by the Physical 
Evaluation Board to review board findings when required and to 



determine if the individual should be discharged, temporarily or 
permanently retired for disability, or retained for active service. THe 
U.S. Physical Disability Agency reviews determinations and disposi- 
tions, and responds to inquiries. 

Routine uses of records maintained in thie system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining,and 
disposing of records in the system: 
Storage: 

Paper, records in file folders; magnetic diskettes. 

Retrievability: 

By individual's name. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened and trained. Operation of data 
processing equipment and magnetic tapes are limited strictly to au- 
thorized personnel. Computer has key lock arid key is controlled. 
Magnetic diskettes are stored and controlled to ensure they do not 
result in unauthorized disclosure of personal information. 

Retention and disposal: 

Records of Medical Boards are retained for 5 years and then 
destroyed. Records of the U.S. Army Physical Evaluation Boards are 
retained for 2 years or until discontinued, whichever occurs first. 
Records at the U.S. Army Physical DisabiHty Agency are retained, 
for 5 years and then destroyed. Destruction of all records is by 
shredding. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Office of the Surgeon General, Headquarters, Department of the 
Army, ATTN: SGPS-AOI. 5109 Leesburg Pike, Falls Church, VA 
22041-3258. 

For verification purposes, the individual should provide the full 
name. Social Security Number, details which will assist in locating 
pertinent records, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Office of 
the Surgeon General, Headquarters, Department of the Army, 
ATTN: SGPS-AOI, 5109 Leesburg Pike, Falls Church, VA 22041- 
3258. 

For verification purposes, the individual should provide the full 
name, Social Security Number, details which will* assist in locating 
pertinent records, and signature. 

Contesting record procedures: 

The Army's rules for accessing records,, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. . ' 

Record source categories: 

From the individual; medical records and reports. 

Exemptions claimed for the system: 

None. 

A0040-3cDASG 

System name: 

Medical Regulating Files. 
System location: 

Primary system is located at the Office of The Surgeon General, 
Headquarters, Department of the Army, The Pentagon, Washington, 
DC 20310. Segments exist at Army medical treatment facilities, evac- 
uation units and medical regulating offices. 

Categories of individuals covered by the system: 

Any patient requiring transfer to another medical treatment facility 
who is reported to the Armed Services Medical Regulating Office by 
US Government medical treatment facilities for designation of the 
receiving medical facility. 

Categories of records in the system: 

File contains information reported by the transferring medical 
treatment facility and includes, but is not limited to, patient identity. 
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service affiliation and grade or status, sex, medical diagnosis, medical 
condition, special procedures or requirements needed, medical spe- 
cialties required, administrative considerations, personal consider- 
ations, the patient*s Home town and/or duty, station , and other infor- 
mation haying an impact on the transfer. 

Authority for maintenance of the system: , .. 

5U.S.C. 301. 

Purpose(s): / '/ . . 

To properly determine the appropriate medical treatment facility 
to which the reported patient will be transferred; to notify the^re- 
porting US Government medical treatment facility of the transfer 
destination; to notify' the receiving medical treatment facility of the 
transfer; to notify evacuation units, medical regulating offices and 
other government offices for official reasons; to evaluate the effec- 
tiveness of reported information; to establish further the specific 
needs of the reported patient; for statistical purposes; and when 
required by law and official purposes. 

Roiitine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

NOTE: Record of the identity, diagnosis, prognosis, or treatment 
of any client/patient, irrespective of whether or when he ceases to be 
a client/patient, maintained in connection with the performance of 
any alcohol 'of drug abuse prevention and treatment function con- 
ducted, regulated, or directly or indirectly assisted by any depart- 
rrient or agency of the United States, shallj except as provided there- 
in, be confidential and be disclosed only for the purposes and under 
the circumstances expressly authorized in Title 21 U.S.C., section 
1175 and Title 42 U.S.C., section 4582. These statutes take prece- 
dence over the Privacy Act of 1974, in regard to accessibility of such 
records .except to the individual to whom the record pertains. *Blan- 
ket Routine Uses' do not apply to these records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: - ^ . 

Paper records in file folders; .index cards. • 

Retrievability: 

By individual's name. 
, Safeguards:, 

Records are maintained in secured areas accessible only to authorr 
ized personnel who are properly screened and trained. ' 

Retention and disposal: • v i ■ 

Destroyed 1 year following the end of the calendar year in which 
the patient was reported to the Armed Services Medical Regulating 
Office. . 

System manager(s) and address: . 

The Surgeon' General, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310. ; 
Notification procedure: 

Individuals wishing to know whether or not information on them 
is contained in this system of records should write to the System 
Manager or to the Patient Administrator at the medical treatment 
facility where service was provided. Individual should provide full 
name, rank or status and parent service, approximate date of transfer, 
medical treatment facility from which transferred, and current ad- 
dress and telephone number. • , * • 

Record access procedures: 

Individuals desiring access to records about themselves should 
write as indicated in 'Notification procedure', furnishing information 
specified therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). , . • 

Record source categories: , 

From transferring and receiving d treatment facilities; medical reg- 
ulating offices, evacuation offices, and other US Goivernment offices, 
agencies and commands relevant to the patient transfer. 

Exemptions claimed for the system: 

None. ' 

A0040-5DASG ' 

System name: 

Occupational Health Records. ... 
, System location: i . . 



Army medical treatment facilities; addresses may be obtained from 
the System Manager. . 

Categories of individiials covered by the system: 
-Department of the Army employees; active duty military personnel 
and their dependents who are treated on an out-patient basis by 
medical treatment facilities for whom specific occupational health 
examinations have been requested. 

Categories of records in the system: ,; 

Name, SSN, date and place of birth, marital status, dates of ^ medi- 
cal surveillance tests and their results; documents reflecting the train- 
ing, experience and certification to work within hazardous environ- 
ments; external exposures to chemicals, radiation, physical stress, 
non-human primates, including personnel monitoring results, work 
area monitoring readings, and similar and related documents; person- 
nel protective equipment and medical programs required to limit 
exposure to environmental safety and health hazards. 

Authority for maintenance of the system: 

29 CFR Chapter XVII, Occupational Safety and Health Standards; 
5 U.S.C., section 150; Executive Orders 11612 and 11807, 
Purpose(s): 

To determine persons listed in the 'Individual-Category* above, 
pursuant to appropriatet to appropriate preventive medicine pro- 
grams; to ensure that employees are qualified to perform duties under 
environmental stress and that such stress is limited to lowest level 
practical. ; 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to appropriate Government agencies 
whose responsibility falls within the above occupational health stat- 
utes. /: :: ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
. Storage: 

Paper records; magnetic tapes, discs, and printouts. 
Retrievability: 

By individual's name and/or SSN. 
Safeguards: 

Access to all records is restricted fb designated individuals whose 
official duties dictate need therefor. Information in automated media 
are further protected by storage in locked rooms. All individuals 
afforded access are given periodic orientations concerning sensitivity 
of personal infromation and requirement to prevent unauthorized 
disclosure. 

Retention and disposal: 

Personnel exposure files/monitoring data are retained 5 years after 
evaluation and recorded on permanent medical records. . Records 
relating to individuaPs health are incorporated in the individual's 
medical record. . 

System manager(s) and address: 

The Surgeon General, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals wishing to know whether or not information on them 
is contained in this system of records may write to the Patient 
Administrator at the appropriate medical treatment facility, or to the 
System Manager. Individual must provide full name, SSN, current 
address and telephone number, suiiicient details to permit locating 
records, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write as indicated in 'Notification procedure', supplying information 
specified therein. 

Contesting record procedures: .. , ■ , 

The Army's rules for access to records and for contesting contents 
and appealing initial determination are contained in Army Regulation 
340-21 (32 CFR part 505). 

Record source categories: 

From Army Medical records and reports. 

Exemptions claimed for the system: 

None. • ' ' ■ 

A0040-14DASG 
System name: . J .* . 

'\ Radiation, Exposure Records. 
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System location: 

Army installations, activities, laboratories, etc., which use or store 
radiation producing devices or radioactive materials or equipment. 
An automated segment exists at Lexington Blue Grass Depot, KY. 

Categories of individuals covered by the system: 

Persons employed by the Army, including employees of contrac- 
tors, who are occupationally exposed to radiation or radioactive 
materials. 

Categories of records in the system: 

Documents reflecting individual's training, experience, and certifi- 
cation to work within hazardous environments such as require the 
handling of or exposure to radioactive materials or equipment, expo- 
sure to radiation. Records may include DD Form 1852 (Dosimeter 
Application and Record of Occupational Radiation Exposure), DD 
1141 (Dosimetry Record), DA Form 3484 (Photodosimetry Report), 
SF 11-206, exposed dosimetry film; investigative reporestigative re- 
ports of harmful chemical, biological, and radiological exposures- 
relevant management reports. ^ 

Automated- records contain data elements such .as individual's 
name, SSN, date of birth, film badge number, coded cross-reference 
to place of assignment at time of exposure, dates of exposure and 
radiation dose, cumulative exposure, type of measuring device, and 
coded cross-reference to qualifying data regarding exposure readings. 

Authority for maintenance of the system: 

US Nuclear Regulatory Commission Regulation (10 CFR Part 19)- 
Department of Labor Regulation (29 CFR Part 1910). '[ 
Purpose(s): * 
To ensure individual qualifications to handle radioactive materials 
and/or to work under management identified stressful conditions; to 
monitor, evaluate, and control the risks of individual exposure to 
ionizing radiation or radioactive materials by comparison of short 
and long term exposures; to conduct investigations of occupational 
health hazards and relevant management studies; to determine safety 
standards. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system of records may be disclosed to Fed- 
eral agencies, academic institutions, and non-governmental agencies 
such as the National Council on Radiation Protection and Measure- 
ment, and the National Research Council which are authorized to 
conduct research, evaluation, and monitorship. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Papers in file folders, film packets, magnetic/tapes/discs. 
RetrievabUity: 

By individual's name and/or SSN. 
Safeguards: 

Access to all records is restricted to designated individuals having 
official need therefor in the performance of assigned duties. In addi- 
tion, access to automated, records is controlled by Card Key System, 
which requires positive identification and authorization. 

Retention and disposal: 

Personnel dosimetry and bioassay records are permanent. Investi- 
gative reports of harmful chemical, biological, and radiological expo- 
sures are retained for 30 years. Processed film showing individual 
exposure is retained 5 years after evaluation and recorded on perma- 
nent records. Medical test results are transferred to military members 
medical records or, in the case of civilians, to their civilian personnel 
records on reassignments, transfer, or separation. 

System manager($) and address: 

The Surgeon General, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310. 
Notification procedure: 

Information may be obtained by writing to the System Manager, 
ATTN: DAAG-HGH, Washington, DC 20310. Individual must fur- 
nish full name, SSN, dates and locations at which exposed to radi- 
ation or radioactive materials, etc., and signature. 
: Record access procedures: 

Individuals desiring access to records in this system pertaining to 
themselves should write as indicated in ^Notification procedure', pro- 
viding information required therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 



Record source categories: 

From the individual, dosimetry film. Army and/or DOD records 
and reports. 

Exemptions claimed for the system: 
None. 

A0040-31aDASG 

System name: 

Pathology Consultation Record Files. 
System location: 

Armed Forces Institute of Pathology, Walter Reed Army Medical 
Center, Washington, DC 20306. 

Categories of individuals covered by the system: 

Individuals treated in military or civilian medical facilities Avhose 
cases were reviewed on a consultative basis by members of the stafif 
of the Armed Forces Institute of Pathology, r 

Categories of records in the system: 

Documents, tissue blocks, microscopic slides, X-rays and photo- 
graphs reflecting outpatient or inpatient treatment or observation of 
all individuals on whose cases consultation has been requested. 

Authority for maintenance of the system: 

5 u:S.C. 301. ' 
. Purpose(s): . 

To ensure complete medical data are available to pathologist pro- 
viding consultative diagnosis to requesting physician in brder to 
improve quality of care provided to individuals; to provide a data 
base for education of medical personnel; to provide a data base for 
medical research and statistical purposes and when required by law 
or for official purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Individual records may be released to referring physician, to physi- 
cians treating the individual, to qualified medical researchers and 
students, and to other Federal agencies and law enforcement person- 
nel when requested for official purposes involving criminal prosecu- 
tion, civil court action or regulatory orders. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records. X-rays, photographs in paper file folders, micro- 
fiche, magnetic tape, printout; tissue blocks in appropriate storage 
containers; and micrdscopic' slides in cardboard file folders. 

Retrievability: 

By last name or terminal digit number (SSN) or accession number 
assigned when case is received for consultation. . 
Safeguards: 

Access to the Armed Forces Institute of Pathology is controlled. 
Records are maintained in areas accessible only to authorized person- 
nel who are properly screened and trained. 

Retention and disposal: 

Retained as long as case material has value for medical research or 
education. Individual cases are reviewed . periodically and materials 
no longer of value to the Institute are destroyed. 

System manager(s) and address: 

The Surgeon General, Headquarters, Department of the Army, 
The Pentagon, Washington DC 20310. 
Notification procedure: 

Information may be obtained from the Chief, Patient Records and 
Tissue Repository Division, Armed Forces Institute of Pathology, 
Walter Reed Army Medical Center, Washington, DC 20306. Re- 
questing individual must submit full name, name, SSN or service 
number of military sponsor and branch of military service, if applica- 
ble, or accession number assigned by the Armed Forces Institute of 
Pathology, if known. For requests made in person, identification such 
as military ID card or valid driver's license is required. 

Record access procedures: 

Requests from individuals should be addressed to the Chief, Patient 
Records and Tissue Repository Division, Armed Forces Institute of 
Pathology, Walter Reed ' Army medical Center, Washington, DC 
20306. . 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505), ; 
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Record source categories: 

Interview, diagnostic test, other available administrative or medical 
records obtained from civilian or military sources. 
Exemptions claimed for the system: 

None. -» 
A0040-31bDASG 

System name: 

Research and Experimental Case Files. v 
System location: 

US Army Medical Research Institute of Chemical Defense, Aber- 
deen Proving Ground, MD 21010. - •• \. ■ • 

Individual research/test/medical documents (paper records) are 
contained in individual's health record which,, for reserve" and retired 
military, members, is at the US Army Reserve Components Personnel 
and Administration Center, St. Louis, MO; for other separated mili- 
tary members, is at the National Personnel Records Center, St. 
Louis, MO; for military members on active duty, is at the servicing 
medical facility/center; for .civilians (both Federal employees and 
prisoners) is in a special file at the National Personnel Records 
Center. < . . 

As paper records are converted to microfiche, the original, (silver 
halide) and 1 copy of the microfiche will be located at the Washing- 
ton National Records Center; 1 copy will be located at The Surgeon 
GeneraPs Office (DASG-PSA), Headquarters, Department of the 
Army,. -Washington, DC 2031.0; 1 copy will reside with the Army 
contractor - the National Academy of Sciences; and 1 copy retained 
at the US Army Medical Research Institute of Chemical Defense. 

Historical 16mm film and audio visual tapes are at Norton Air 
Force Base, CA. 

Categories of individuals covered by the system: 

Volunteers (military members, Federal civilian employees, state 
prisoners) who participated in Army tests of potential chemical 
agents and/or- antidotes from the early. 1950's until the program 
ended in 1975. ■ : • . . • ' • 

Categories of records in the system: 

■ Individual pre-test physical examination records and test records of 
performance and biomedical parameters measured "during and after 
test exposure. ' . " 

Authority for maintenance of the system: 
10 U.S.C. 3012e and 4503. 
Purpose(s): 

■ To follow up on individuals who voluntarily participated in Army 
chemical/bidlogical agent research projects for the purpose of assess- 
ing risks/hazards to them, and for retrospective medical/scientific 
evaluation and future scientific and legal significance. 

Routine uses of records maintained in the 'system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Veterans Administration in 
connection with benefits determinations. 

Policies and practices for storing, retrieving, accessing, iretaining, and 
disposing of records in the system: 
' Storage: 

■ Paper records in individual's medical file folders; see 'system loca- 
tion* above for storage of microfiche, computer magnetic tapes and 
paper printouts, video tapes and 16mm film. 
. Retrieyability: • ' 

Paper records in individual's health record are retrieved by sur- 
name and/or service number/social security account number. Micro- 
fiche are retrieved by individual's surname. Film/video tape is ac- 
cessed by case number and/or volunteer's number. Automated 
records are accessed by volunteer's number or case number. 
Safeguards: a ' • ; . » . . ♦ 

Paper records and microfiche are kept in locked rooms/compart- 
ments with access liniited to authorized personnel, Acfcess to comput- 
erized-data is by use of a valid site ID number assigned to the 
individual terminal and by a valid user ID and password code as- 
signed to authorized user, changed periodically to avoid compromise. 
Data entry is on-line using a dial-up terminal. Computer files are 
controlled by keys known , only to US Army Medical Research 
Institute, of chemical Defense personnel assigned to work on the data 
base. Data base output is available only to designated computer 
operators at the Institute. Computer facility has double barrier physi- 
cal protection. The remote terminal is in a room which is locked 
when vacated arid the building is secured when unoccupied. The 
contractor (National Academy of Sciences) employs equal safeguards 
which meet Army standards for Privacy Act data. 



Retention and disposal: 

Records stored in the computer and on 'microfiche are retained 
indefinitely he sites' identified under 'system location'. Paper medical 
records in an individual's health record are retained permanently. 

System manager(s) and address: 

The Surgeon General, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310. ■ '* ' " 

Notification procedure: , . 

Individuals wishing to inquire whether this system of records con- 
tains information about them should contact: the Commander, US 
Army Medical Research Institute of Chemical Defense, Aberdeen 
Proving Ground, MD 21010. Written requests should include the full 
name, social security account number, current address. anci telephone 
number of the requester. For personal visits, the individual should be 
able to provide acceptable identification such as valid driver's, license, 
employer or other individually identifying number, building pass, etc. 

Record access procedures: 
. Individuals seeking access should follow the procedures in -Notifi- 
cation procedure' above. . . 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Ai-my Regula- 
tion 340-21 (32 CFR part 505). - 

Record source categories: ' 

From the individual through test/questionnaire forms completed at 
test location; from medical authorities/sources by evaluation of data 
collected previous to, during^ and following tests while individual 
was in this research program. . ' . 

Exemptions claimed for the system: 

None. • 
' A0040-66aDAiSG 
System name: ^ 

Medical Staff Credentials File. 

System location: . 

Medical treatment facilities at Army commands, installations and 
activities. Official mailing addresses are contained in the appendix to 
the Army's inventory of System Notices at 48. FR 25773, June 6, 
1983. .. I ' 

Categories of . individuals covered by the system: 

Individuals performing clinical practice in medical treatment facili- 
ties. 

Categories 'of records'^ in the" system:' : ' 

Documents reflecting, dehneation of clinical privileges and clinical 
performance. • . 

Authority for maintenance of the system: 
5 U:S.C. 301; 10 U.S.C. 1071. >. 
Piirpose(s): . - 

To determine and assess capability of practitioner's clinical prac-, 
tice. ' ' : 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In specific instances, clinical privileged information from this 
system of records may be provided to civilian and military medical 
facilities, Federation of . State Medical Boards of the United States, 
State Licensure Authorities and other appropriate professional regu- 
lating bodies. ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. ; > 

Retrievability: , ... 

By. individual's surname. - . . 

Safeguards: 

Records are maintained in areas accessible only to the medical 
treatment facility commander and credentials committee members. 
Retention and dispos^: 

Records are retained in medical treatment' facility of individual's 
last assignment. Records of military members are transferred to indi- 
vidual's Military Personnel Records Jacket upon separation or retire- 
ment. Records on civilian personnel ..are destroyed 5 years after 
employment terminates. . • ti I'i 

System manager(s) and address: 
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The Surgeon General, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310. 
NotilTication procedure: 

Information may be requested from the commander of the medical 
treatment facility where practitioner provided clinical service. 
Record access procedures: 

Individuals seeking access to information from this system should 
contact the commander of the medical treatment facility where clini- 
cal service was provided, furnishing full name, SSN, and signature. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

Interviewer, individual's application, medical audit results, other 
administrative or investigative records obtained from civilian or mili- 
tary sources. 

Exemptions claimed for the system: 
None. 

A0040-66bDASG 

System name: 

Health Care and Medical Treatment Record System. 
System location: 

Army Medical Department facilities and activities. Official mailing 
addresses are published as an appendix to the Army's compilation of 
record systems notices. 

Categories of individuals covered by the system: 

Military members of the Armed Forces (both active and inactive); 
dependents; civilian employees of the Department of Defense; mem- 
bers of the U.S. Coast Guard, Public Health Service, and Coast and 
Geodetic Survey; cadets and midshipmen of the military academies; 
employees of the American National Red Cross; and other categories 
of individuals who receive medical treatment at Army Medical De- 
partment facilities/activities. 

Categories of records in the system: 

Name, Social Security Number, medical records (of a permanent 
nature) used to document health; psychological and mental hygiene 
consultation and evaluation; medical/dental care and treatment for 
any health or medical condition provided an eligible individual on an 
inpatient and/or outpatient status to include but not limited to: 
Health; clinical (inpatient); outpatient; dental; consultation; and pro- 
curement and separation x-ray record files. Subsidiary medical 
records (of a temporary nature) are also maintained to support 
records relating to treatment/observation of individuals. Such 
records include but are not limited to: Social work case files, inquir- 
ies/complaints about medical treatment or services rendered by the 
medical treatment facility, and patient treatment x-ray and index 
files. 

Authority for maintenance of the system: . 

5 U.S.C. 301; 10 U.S.C. 1071-1085; 50 U.S.C. Supplement IV; 
appendix 454, as amended and Executive Order 9397. 
Purpose(s): 

To provide health care and medical treatment of individuals; to 
establish tuberculosis/tumor/cancer registries; for research studies; 
compilation of statistical data and management reports; to implement 
preventive medicine, dentistry, and communicable disease control 
programs; to adjudicate claims and determining benefits; to evaluate 
care rendered; determine professional certification and hospital ac- 
creditation; and determine suitability of persons for service of assign- 
ment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Veterans Af- 
fairs to adjudicate veterans' claims and provide medical care to 
Army members. 

National Research Council, National Academy of Sciences, Na- 
tional Institute of Health, and similar institutions for authorized 
health research in the interest of the Federal Government and the 
public. When not essential for longitudinal studies, patient identifica- 
tion data shall be eliminated from records used for reseach studies. 
Facilities/activities releasing such records shall maintain a list of all 
such research organizations and an accounting disclosure of records 
released thereto. 

Local and state government and agencies for compliance with 
local laws and regulations governing control of communicable dis- 



eases, preventive medicine and safety, child abuse, and other public 
health and welfare programs. 

NoTE:Records of identity, diagnosis, prognosis, or treatment of any 
client/patient, irrespective of whether or ehn he/she ceases to be a 
client/patient, maintained in connection with the performance of any 
alcohol or drug abuse prevention and treatment function conducted, 
regulated, or directly assisted by any department or agency of the 
United States, shall, except as provided therein, be confidential and 
be disclosed only for the purposes and under the circumstances 
expressly authorized in title 42 U.S.C. 290dd-3 and 290ee-3. These 
statutes take precedence over the Privacy Act of 1974 in regard to 
accessibility of such records except to the individual to whom the 
record pertains. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; visible card files; microfiche; cas- 
settes; punched cards; magnetic tapes/discs; computer printouts; x- 
ray film preservers. 

Retrievability: 

By patient or sponsor's surname or Social Security Number. 
Safeguards: 

Records are maintained in buildings which employ security guards 
and are accessed only by authorized personnel having an official 
need-to-know. Automated system passwords governing access to 
data. 

Retention and disposal: 

Military health/dental and procurement/separation x-ray records 
are permanent. Clinical (inpatient), outpatient, dental and consultation 
record files for years; records pertaining to U.S. Military Academy 
cadets are withdrawn and retired to the Surgeon, U.S. Military 
Academy, West Point, NY 10996-1797. Records on civilian and 
foreign national are destroyed after 25 years. Records on American 
Red Cross personnel are withdrawn and forwarded to the American 
National Red Cross. 

All medical records (except the Military Health/Dental records 
which are active while individual is on active duty, then retired with 
individual's Military Personnel Records Center on an accumulation 
basis) are retained in an active file while treatment is provided and 
subsequently held for a period of 1 to 5 years following treatment 
being retired to the National Personnel Records Center. 

Subsidiary medical records, of a temporary nature, are normally 
not retained long beyond termination of treatment; however, support- 
ing documents determined to have significant documentation value to 
patient care and treatment are incorporated into the appropriate 
permanent record file. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army,. 5 109 Leesburg Pike, Falls Church, VA 22041-3258. 
Notification procedure: 

Military and civilian individuals seeking to determine if information 
about themselves is contained in this record system should address 
written inquiries to the medical facility where treatment was provid- 
ed. Official mailing addresses are published as an appendix to the 
Army's compilation of record systems notices. Red Cross employees 
may write to the Medical Officer, American National Red Cross, 
1730 E Street NW, Washington, DC 20006. 

For verification purposes, the individual should provide the full 
name, Social Security Number, and current address and telephone 
number. Inquiry should include name of the hospital, year of treat- 
ment arid any details which will assist in locating the records. 

Record access procedures: 

Military and civilian individuals seeking access to records about 
themselves contained in this record system should address written 
inquiries to the medical facility where treatment was provided. Offi- 
cial mailing addresses are published as an appendix to the Army's 
compilation of record systems notices. Red Cross employees may 
write to the Medical Officer, American National Red Cross, 1730 E 
Street, NW, Washington, DQ 20006. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Personal interviews and history statements from the individuals; 
abstracts or copies of pertinent medical records; examination records 
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of intelligence, personality, achievement, and aptitude; reports from 
attending and previous physicians and other medical personnel re- 
garding results of physical, dental, and mental examinations,; treat- 
ment, evaluation, consultation, laboratory, x-ray and special' 'studies 
and research conducted to provide health care and medical treat- 
ment; and similar or related documents. ^ 

Exemptions claimed. for the system: '* ■ ■ .' . 

None. ' - . V 

r , , . . A0040-400DASG 
System name: 

Entrance Medical Examination Files. ' 
. System location: 

Army medical examining facilities; Military Enlistment Processing 
Stations (for enlistees); Department of Defense Medical Rieview 
Board, U.S. Academy, CO ,80840 (except for reservists). Official 
mailing addresses are, published .as an appendix to. the Army*s-,compi- 
lation of record systems notices. 

Categories of indiYiduals covered by the system: 

Individuals who enroll' in the Reserve Officers, Training Corps 
program, enlist or are appointed in the U.S. Army or. U.S. Army 
Reserves, or are appointed as a cadet to the U.S. Military Academy. 

Categories of records in the system: 

Entrance medical examination and . resulting documentation such as 
SF 88, Report of Medical Examination, and SF 93, Report of Medi-. 
cal History, together with relevant and supporting documents, 

Authority for maintenance of the system: 

5'U:S.C,.301 and Executive Order 9397., , ; 

Purpose(s): r . 

T6 determine medical acceptance of applicant for military service 
and thereafter to properly assign and use individual. Management 
data are derived and used by Health Service's Command to evaluate* 
effectiveness of procurement medical standards. ! . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; selected management data are stored 
on word processing or magnetic discs and-tapes. 

Retrievability: 

By individuars surname. , . 

Safeguards: 

- Records are maintained in buildings using security guards, accessi- 
ble only to authorized personnel having official need for the informa- 
tion who are properly screened and trained. • .* 

Retention and disposal: 

Origihat SF 88 and 93 become pernianerit documents in individ- 
ual's Health Record; 1 copy of these forms and supporting documen- 
tation is retained by the Army or Military Enlistment Processing 
Station examining Facility for 1 year; 1" copy is forwarded to the 
Department of Defense Medical Review Board where it is retained 
for 5 years. Records of individuals rejected for military service are 
retained for statistical analyses, biit for no longer than 2 years, after 
which they are destroyed^ 

System manager(s) and address: 

Office of the Surgeon General, 5109 Leesburg Pike, Falls Church, 
VA 22041-3258. 

Notification procedure: i i ; . 

.'Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the medical examining facility where physical 
examination was given. Official mailing addresses are published as an 
appendix to the Army's compilation of record systems notices. 

For verification purposes, the individual should provide the full 
name, Social Security Number, home address, approximate date of 
the exaniination, and signature.' 

Record access procedures: 

Individuals seeking access to records about themselves contained 
in this record system should address written inquiries to the com- 
mander of the medical examining facility where physical examination 
was given. Official mailing addresses are published as an appendix to 
thfe 'Army's compilation of record systems notices. 



For verification purposes, the individual should provide the full 
name, Social Security Number, home address, approximate date of 
the examination, and signature. ' 

^'Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
rnanager. * ' . 

Record source categories: 

From the individual; from the physician and' other medical person- 
nel. • - 
Exemptions claimed for the system: 
None. 

A0040-407DASG 

System name: 

Army Community Health Nursing Records — Family Records. • 
System location: 

Army Medical Centers and hospitals. Official mailing addresses are 
published as an appendix to the Army's compilation of record sys- 
tems notices. 

Categories of individuals covered by the system: . 

Individuals eligible for Army military medical care. 

Categories of records in the system: 

Family Record Form (DA Form 3762) Case Referral Form (DA 
Form 3763); Medical diagnosis, observations^ socioeconomic plans 
and goals for nursing care, summarization of consultations, and simi- 
lar relevant documents and reports. 

Authority for maintenance of the systein: - 

5 y.S.C. 301; 10 U.'S.C. 3013 and Executive Order 9397. ' : 

Purpose(s): - »; . 

To identify farriily members wfio receive Army community health 
nursing care.' ' / ..t • - •'■ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket' Routine Uses" set forth at' the beginning of the 
Army's compilation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, ai|d 
disposing of records in the isystem: ' 

Storage: 

Paper records in file folders retained in the Army Community 
Health Nursing Office; rcopy of DA Forms 3762 and 3763 is filed in 
individual's outpatient medical record. • ' ^ 

Retrievability: . ' .'i 

By surnaniie of eligible military member'or sponsor. 

Safeguards: 

Records are maintained in. areas accessible only to authorized per- 
sonnel having officiatneed therefor. Facilities are locked during non- 
duty hours. . , • , 

Retention and disposal: . . , 

Records are destroyed 3 years after case is closed. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 

Notification procedure: 

Individuals seeking to determine, if information about themselves is 
contained in this record system should address Written inquiries to 
the Patient Administrator of the Army medical treatment facility 
which provided the health nursing care. Official mailing addresses 
are published as an appendix to the Army's compilation of record 
systems notices. ' . . 

For verification purposes, the individual should furnish the full 
name, Social Security Number, name and Social Security Number of 
sponsor, if applicable, f relationship to military member, current ad- 
dress and. telephone number, and signature.^ * 

Record access procedures:' 

Individuals seeking access to records about themselves contained in 
this riecord system should address written inquiries to the Patient 
Administrator of the Army medical treatment facility 'which provid- 
ed the health nursing care. Official mailing addresses are published as 
an appendix to the Army's compilation 9f record systerns notices. 

For; verification purposes, the individual should furnish the full 
niame, Social Security Number, name and Social Security Number of 
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sponsor, if applicable, relationship to military member, current ad- 
dress and telephone number, and signature. 
Contesting record procedures: 

The Army^s rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. f 

Record source categories: . 

From the individual, family members, other persons having infor- 
mation relevant to health of family members; educational institutions; 
civilian health, welfare, and recreational agencies; civilian law en-, 
forcement agencies. 

Exemptions claimed for the system: 
None. 

A004(K-905DASG 

System name: 
Privately Owned Animal Record Files. 
System location: 

Veterinary service at medical facilities on Army installations and 
activities. 

Categories of individuals covered by the system: 

Persons whose privately owned animals receive veterinary care. 

Categories of records in the system: 

Name, home address and telephone number of animaFs owner; 
record of treatment of animal; and related information. 
Authority for maintenance of the system: 
10 U.S.C. 133, 1071 through 1087, 5031 and 8012. 
Purpose(s): 

To record registration, vaccination, and/or treatment of animals; to 
compile statistical data; and to identify animals registered with the 
Veterinary Animal Disease Preventive and Control Facility in con- 
nection with the Veterinary Preventive Medicine and Zoonotic Dis- 
ease Cortrol Program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By name of the animaPs owner. 
Safeguards: 

Records are maintained in buildings which are locked when unat- 
tended and are accessed only by authorized personnel having an 
official need-to-know. 

Retention and disposal: 

Destroyed within 6 months of death of the animal, expiration of 
rabies vaccination, or transfer of owner. 
System manageris) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the veterinary facility at the installation where the animal was treated 
or euthanized. Official mailing addresses are published in the Army's 
compilation of record systems notices. 

Animal owner should provide the full name, home address and 
telephone number and the animaFs rabies vaccination number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the veterinary 
facility at the installation where the animal was treated or euthanized. 
Official mailing addresses are published in the Army's compilation of 
record systems notices. 

Animal owner should provide the full name, home address and 
telephone number and the animal's rabies vaccination number. Per- 
sonal visits may be made to the veterinary facility where animal was 
treated. Owner must provide personal identification such as a valid 
military identification card or driver's license. 

Contesting record procedures: 



The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the animal owner, veterinarian reports, and similar or related 
documents. 

Exemptions claimed for the system: 
None. 

A0055-71SAFM 

System name: 

Household Goods Shipment Excess Cost Collection Files. 
System location: 

US Army Finance and Accounting Center, Indianapolis, IN 46249. 
Categories of individuals covered by the system: 
Army and Air Force members who have shipped excess household 
goods. 

Categories of records in the system: 

Government bills of lading, supporting documents, and copy of 
excess cost billing. 

Authority for maintenance of the system: 

5 U.S.C. 301. 

Purpose(s): 

To establish, liability and issue notices of amounts due the United 
States for excess household goods shipments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at 48 FR 25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Papier in file folders. 

Retrievability: 

By service number/SSN. 

Safeguards: 

Building employs security guards. An eniployee badge and visitor 
registration system is utilized. Records are maintained in areas acces^ 
sible only to authorized personnel who are properly screened, 
cleared, and trained. 

Retention and disposal: 

Records are destroyed after 6 years. 
System manager(s) and address: 

Commander, US Army Finance and Accounting Center, Indianap- 
olis, IN 46249 

Notification procedure: 

Information may be obtained from the System Manager. Individ- 
uals should furnish their full name, SSN, current address and tele- 
phone number. ^ 

Record access procedures: 

Individuals desiring access to information concerning themselves, 
should write to the System manager, providing information required 
under ^Notification procedure*. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From paid Government bills of lading. 

Exemptions claimed for the system: 

None. 

A0055-355MTMC 

System name: 

Personal Property Movement and Storage Records. 
System location: 

Installation Transportation Offices, and Joint Personal Property 
Shipping Offices, world-wide; addresses may be obtained from the 
System Manager. • • 

Categories of individuals covered by the system: 
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Military members of the Army, Navy, Marine Corps, and Air 
Force:). Civilian employees; dependents; personnel of other govern- 
ment agencies when sponsored by the Department of Defense. 

Categories of records in the system: 

Orders authorizing shipment/storage of personal property to in- 
clude privately owned vehicles and house trailers/mobile homes; 
Department of Defense Form 1131 (Cash Collection Voucher), DQ 
Form 1299 (Application for Shipment and/or Storage of Personal 
Property), DD Form 1384 (Transportation ControP and' Movement 
Document), DD Form 1797 (Personal Property Counseling Check- 
list), Standard Form 1203 (Government Bill of Lading), Storage 
contracts, and other related documents. 

Authority for maintenance of the system: 

10 U.S.C. 3012; E.O. 9397. 

Purpose(s): 

• To arrange for the movement, storage and handling of personal 
property; to identify/trace lost or damaged shipments; to answer 
inquiries and monitor effectiveness of personal property traffic man- 
agement functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to commercial carriers, to idehtify 
ownership, verify delivery of shipment, support billing for services 
rendered, and justify claims for loss, damage, or' theft. See also 
'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . ^ 

Storage: 

Paper records in file folders; microfilm; .magnetic tapes and com- 
puter printouts. 
Retrievability: 
By individual's surname. 
Safeguards: 

Information is maintained in secured areas, accessible only to au- 
thorized personnel having an official need-to-know; Automated seg- 
ments are further protected by code numbers/passwords. . * 

Retention and disposal: 

Documents relating to packing, shipping and/or storing of house- 
hold goods within continental United States, are destroyed after. 3 
years; those relating to . oversea areas are destroyed after 6 years. 
Documents regarding shipment of Privately owned vehicle/house 
trailers are destroyed after 2 years. Shipment discrepancy reports are 
destroyed after 2 years or when claim/investigation is settled, which- 
ever is later. Administrative files reflecting queries and responses are 
retained for 2 years; then destroyed. ^ 

System manager(s) and address: 

-Commander, Headquarters, Military Traffic Management Com- 
mand, Falls Church. VA 22041-5050. 
Notification procedure: 

Information may be. obtained .from the Installation Transportation 
Office which" processed the shipping/storage documents. 
Record access procedures: 

Written requests should contain requester's full name, SSN, current 
address and telephone number, and any information which will assist 
in locating thie records requested (e.g. type of shipment, origin, desti- 
nation, date of application, etc.). 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing, initial determinations are contained in -Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual whose personal property is shipped/stored; 
from the carrier/storage facility. ' 
Exemptions claimed for the system: 

None, 

A0055-355aDALO 

System name: 

Local Transportation; Authorization and Use Files. 
System location: 

Army^offices charged with responsibility for approving and issuing 
local transportation fare media to be used in the transaction of offi- 
cial Government business. 

Categories of individuals covered by the system: 



Any person required to use official* local transportation in conduct- 
ing official Government business^ with and around his/her designated 
duty stations. - ^ ^ 

. Categories of records in the system: . , 

Docunients pertaining ' to the accountiiig for *^and • issuance of Ibcal 
ferry tickets, commercial bus tokens, rail passes, toll bridge tickets, 
etc., for official travel of Government personnel. 

Authority for maintenance of the system: 10 U.S.C. 3012. ' 

PurposeCs): ' "» • . 

To account for isstiance of tickets/tokens/fare passes for local 
official travel. ' ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices.. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . . . r - 

Storage: 

Paper records in file folders; cards. 
Retrievability: 

By user's name or SSN. .« , . *' . ' 

Safeguards: - 

Records are maintained in areas accessible only to authorized per- 
sonnel. . . • / ' T, • 
Retention and disposal: < 

Destroyed after 3 years. >■■'<'.' ■■ 

System manager(s) and address: . 
Deputy Chief of Staff for Logistics, Headquarters, Department of 
the Army, The Pentagon,,, Washington, DC 20310. 

Notification procedure: . 

Information can be obtained *from the designated official responsi- 
ble for issuing local transportation fare media. 
Record access procedures: 

Individuals may inquire of the designated official who dispenses 
local fare authorizations. 
Contesting record procedures: 

The Army's rules for access tO records and for contesting contents 
and appealing initial determination are contained in* Army Regulation 
340-21 (32 CFR part 505). 

Record source categories: ' 
From individuals using tickets/tokens/passes for official travel. 
Exemptions claimed for the system: > 
None. 

A0055-355bDALO 
System name: . i ; . 

Individual Travel Files. - 
V System location:. - \, . ■ ■ • 

Travel offices at installations, .major commands, and - Army Staff 
Agencies. 

Categories of individuals covered by the system: 

Army military (active and reserve) and civilian personnel, . US 
Government personnel assigned to Army and other military installa- 
tions, their dependents and bona fide members of individual's house- 
hold, and US personnel traveling under Army sponsorship, including 
contractors. , . * 

Categories of records in the system:, 

Documents pertaining to travel of persons, on official Governrnent 
business,, and/or their dependents, including but not limited to travel 
assignment orders, authorized , leave -enroute, availability of quarters 
and/or shipment of household goods and personal effects, application 
for passport/visas, the passport authorized travel, security clearance 
aiid relevant messages and correspondence. Records may also include 
clearances for official travel to or within certain foreign countries 
which' may require military theater/area and/or Department of State 
authorization jjursuant to DOD Directive 5000.7, or other established 
military requirement applying in oversea commands for personal un- 
official travel in certain foreign countries' 

Authority for maintenance of the system:^ 

10 U.S.C, sections 704 and , 3012; Status of Forces- Agreement? or 
other similar international agreements binding on military forces. 
Purpose(s): ' 
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To process official travel requests (and personal travel to restricted 
areas if in oversea commands) for military and civilian personnel; to 
determine eligibility of individual's dependents to travel; to obtain 
necessary clearances where foreign travel is involved, including as- 
sisting individual in applying for passports and visas and counseling 
where proposed travel involves visiting/transiting communist coun- 
tries. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to attache' or law enforcement au- 
thorities of foreign countries; to US Department of Justice or De- 
partment of Defense legal/intelligence/investigative agencies for se- 
curity, investigative, intelligence, and/or counterintelligence oper- 
ations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sons who are properly screened, cleared, and trained. Buildings hous- 
ing records are either located on controlled access post or otherwise 
secured when offices are closed. 

Retention and disposal: 

Records are retained for 2 years after which they are destroyed by 
shredding. 

System manager(s) and address: 

The Adjutant General, Headquarters, Department of the Army, 
2461 Eisenhower Avenue, Alexandria, VA 22331. 
Notification procedure: 

Information may be obtained from the Administrative or Personal 
Services Office at the installation/major Command at which travel 
request/clearance was initiated. 

Record access procedures: 

Individuals may submit written requests for information in this 
system to the appropriate decentralized recprd custodian, furnishing 
full name, grade/rank, signature, and details of travel authorization/ 
clearance documents being accessed. Custodian of records may re- 
quire notarized statement of identity. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual requesting travel authorization/clearance; 
Army records and reports. 
Exemptions claimed for the system: 
None. 

A0056-9TRADOC 

System name: 

Marine Qualification Board Records. 
System location: 

Marine Qualification Board, United States (US) Army Transporta- 
tion School, Ft Eustis, VA 23604. 
Categories of individuals covered by the system: 
Military and civilian employees of the Army. 
Categories of records in the system: 

Marine Service Record (DA Form 3068-1), individual's request for 
examination, test results, character and suitability statements, physical 
qualification reports, experience qualifications and evaluations, com- 
mander's recommendation, Marine Qualification Board recommenda- 
tion and final action thereon, US Army Marine Licenses (DA Forms 
4309 and 4309-1), and similar relevant documents. 

Authority for maintenance of the system: 

10 U.S.C. 3012. 

Purpose(s): 

To evaluate and recommend appropriate action concerning the 
issuance, denial, suspension, or revocation of US Army Marine Li- 
censes; to award certification to individuals passing the marine quali- 
fication examination; to monitor test content and procedures to 
ensure that tests are valid and current; to award Special Qualification 



Identifiers to appointed Marine Qualification Field Examiners; to 
review marine casualty reports, incident reports, and investigations to 
re-evaluate qualifications of persons involved; to issue Marine Service 
Book to qualified individuals; and to maintain Marine Service 
Records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The US Coast Guard, Department of Transportation may be fur- 
nished information concerning certification and licensing of individ- 
uals. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are maintained within a building secured during non-duty 
hours, and are available only to authorized individuals having official 
need therefor. • 

Retention and disposal: 

Records are retained for 40 years, after which they are destroyed 
by shredding. 

System manager(s) and address: 

Commander, US Army Training and Doctrine Command, Ft 
Monroe, VA 23651. 
Notification procedure: 

Individuals who wish to know whether or not this system of 
records contains information on them should inquire of the Marine 
Qualification Board, US Army Transportation School, Ft. Eustis, VA 
23604. Individual should furnish name, pertinent details that will 
facilitate locating the address, and signature, ure. 

Record access procedures: 

For access to their records, individuals should submit a written 
request as indicated in *Notification procedure*, providing informa- 
tion required therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, military and civilian personnel records and 
reports, civilian maritime records, US Coast Guard, commanders and 
vessel masters, and other appropriate sources able to furnish relevant 
information. 

Exemptions claimed for the system: 

None. 

A0060-20DAMO 

System name: 

Ration Control/Blackmarket Monitoring Files.' 
System location: 

Office of the Provost Marshal, U.S. Army, Japan; US. Army, 
Europe and Seventh Army; U.S. Army; Southern Command; U.S. 
Forces Korea/Eighth Army. 

Categories of individuals covered by the system: 

All members of the U.S. Army at overseas locations, their depend- 
ents, civilian employees, U.S. Embassy personnel, contract personnel, 
technical representatives, and individuals who are assigned to or 
under the judicial or administrative control of the U.S. Army who 
make purchases of controlled items from authorized resale activities 
at overseas locations, those authorized duty-free privileges at Class 
VI stores, commissaries, and retail outlets located on U.S. facilities 
and installations overseas. 

Categories of records in the system: 

Individual's name, Social Security Number, passport number, citi- 
zenship, service component, dependency status, local address; sales 
slips and control sheets used in . sale of controlled items by U.S. 
Forces; over spending/over purchase printouts produced by central 
computer facilities. 

Authority for maintenance of the system: 

10 U.S.C. 3013; 5 U.S.C. 301, Status of Forces Agreement between 
the United States of America and the host country in which U.S. 
Forces are located; and Executive Order 9397. 
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Purpose(s): 

To assist commanders and U.S. Armed Forces investigative agents 
in monitoring purchases of controlled items; to produce ration con- 
trol plates for authorized users; to maintain record of selected con- 
trolled item purchases at retail facilities and suspected violators of the 
system; and to comply with Joint Service blackmarket monitoring 
control policy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To provide information to the host country, required by the Status 
of Forces Agreement between the United States of America and the 
host country. 

The ''Blanlcet Routine Uses" published at the beginning of the 
Army compilation of record system notices also apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records, magnetic tapes, microfiche. 
Retrievability: 

By name and/or Social Security Number. 
Safeguards: 

Records are accessed only by authorized personnel having official 
need therefor. During off duty hours, the facility housing the records 
is secured by sound activated alarm. 

Retention and disposal: 

Records are retained for 1 year; violations data are retained until 
the end of the individuaPs tour of duty or eniployment; tHen de- 
stroyed. 

System manager(s) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to, 
the Provost Marshal at the overseas Army installation which issued 
the ration control authorization. 

Individual should provide the full name, Social Security Number, 
address, details concerning the explusion or embarment action, and 
signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Provost 
Marshal at the .overseas Army installation which issued the ration 
control authorization. 

Individual should provide the full name, Social Security Number, 
address, details concerning the explusion or embarment action, and 
signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: / 

From individual's application for ration control privileges; record-'- 
ed sales at retail outlets and orders made through exchange catalog 
sales at U.S. military facilities in overseas locations. 

Exemptions claimed for the system: 

None. 

A0065TAPC , : 

System name: 

Postal and Mail Service System. 
System location: 

Postal facilities at Army headquarters offices, commands, and in- 
stallaltions. 

Categories of individuals covered by the system: 

Persons designated as postal clerks; military personnel assigned/ ■ 
attached to Army installations who require mail handling service. 
Categories of records in the system: ' 

DD Form . 285 designating Army postal clerks/NCO's/supervisors/ 
orderlies; locator cards ^(DA Form 3955) comprising a directory of 
individuals assigned, enroute, and/or departing given installation; 



showing individual's full name, grade, .current mailing address, date 
of assignment/detachment, and SSN (latter is voluntary). 

Authority for maintenance of the system: 

10 U.S.C. 3013 and Executive Order 9397. . 

Purpose(s): - 

To designate persons authorized to perform Army postal functions; 
to maintain current addresses of persons arriving/departing units for 
the purpose of handling personal mail. - * 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the U.S. Postal Service. 

The "Blanket Routine Uses*' set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Cards, paper records, microfiche, word processing disc. 
Retrievability: 

By individual's surname and/or Social Security Number. 
Safeguards: 

Records are located in secured buildings, accessible only to desig- 
nated persons having an official need for the information. Where 
word processing equipment is used, information is, protected by a 
password system; when not in use, word processing equipment , is 
locked. 

Retention and disposal: 

Documents designating postal personnel are destroyed two years 
from the termination/revocation date of designation. Directory loca- 
tor cards (DA Form 3955) are retained for 12 months after member's 
departure, from unit. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200: Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedures: : 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Postal Director at the unit where assigned or employed. 

Individual should provide the full name, Social Security Number, 
rank/grade, and any other information that will assist in locating the 
records. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Postal 
Director at the unit where assigned or employed. 

Individual should provide the full name, Social Security. Number, 
rank/grade, and any other information that will assist in locating :.the 
records. 

Personal visits may be made; individual must furnish proof of 
identity. 
Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, unit commanders and Army postal officers. 
Exemptions claimed for the system: ■ 
None. . . '* 

A0070AMC 

System name: 

Resumes for Non-Government Technical Personnel. 
System location: ^ 

US Army Research Office,' PO Box 12211, Research Triangle 
Park, NC 27709. 

Categories of individuals covered by the system: 

Resumes of candidates to provide scientific services to Federal 
agencies in the fields of mathematics and the physical, engineering, 
life and geosciences. 

Categories of records in the system: 
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Indiyiduars name, personal history resume, afHliations, area of 
expertise, SSN, record of remuneration for services provided, and 
performance evaluations. 

Authority for maintenance of the system: 

5 U.S.C. 301. 

Purpose(s): 

To provide a source of . personal information/qualifications on 
qualified scientific and technical personnel able to solve scientific and 
technical problems of interest to the US Government. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^blanket Routine Uses* at 48 FR 25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
. Storage: 

Paper records in metal containers; magnetic disc, tape. 
Retrievability: 

By candidate's surname; automated records are retrieved by Key 
Word. 

Safeguards: 

Records are maintained in areas accessible only to authorized, 
properly trained personnel who have official need therefor. 
Retention and disposal: 

Retained for life of the contract; destroyed by shredding when no 
longer needed. 

System manager(s) and address: 

Director, US Army Research Office, PO Box 12211, Research 
Triangle Park, NC 27709. 
Notification procedure: 

Information may be obtained from the Contracting Officer, US 
Army. Research Office, PO Box 12211, Research Triangle Park, NC 
27709. 

Record access procedures: 

Written requests may be sent to the System manager; requester 
must provide his/her full name, current address and telephone 
number, position title, and current employer. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual candidate. 

Exemptions claimed for the system: 

None. 

A0070-16DASG 

System name: 

Immunity Booster Files. 
System location: 

U.S. Army Medical Research Institute of Infectious Diseases, Fort 
Detrick. Frederick, MD 2 1 701-5011 . 

Categories of individuals covered by the system: 

Military and civilian employees of Fort Detrick engaged in re- 
search who have been immunized with a biological product or who 
fail under the Occupational Health and Safety Act or Radiologic 
Safety Program. 

Categories of records in the system: 

File contains name of biological agents, individual's name. Social 
Security Numbers, age, race, date of birth, occupation, titers, immu- 
nization schedules, known allergies, amount of dosage, reaction to 
immunization, radiologic agents, exposure level, health screening test 
results, health test schedule, similar relevant documents. 

Authority for maintenance of the system: 

5 U.S.C 301. 

PurposeCs): 

To create a large data base of immunological data for research 
purposes, and to manage the scheduling of all health screening tests, 
immunizations, physicals, and other special procedures required by 
the U.S. Army Medicaf Research Institute of Infectious Diseases 
biosurveillance program, radiologic safety program, and occupational 
health and safety program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Random access disc files and backup on magnetic tape. 
Retrievability: 

For research purposes, the data are usually retrieved and analyzed 
with respect to relative times, vaccine lots, titers, demographic 
values, etc. Data are seldom retrieved by name, by test to be taken, 
and by month of scheduled examinations. . 

Safeguards: 

Records are maintained in' controlled areas; access is restricted to 
authorized persons having need therefor in the performance of offi- 
cial duties. 

Retention and disposal: 

Records are permanent. 
System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, ATTN: SGRD-UIAs, 5109 Leesburg Pike, Falls Church, VA 
22041-3258. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Medical Research Institute of Infectious 
Diseases, Fort Detrick, Frederick, MD 21701-501 1. 

For verification purposes, the individual should be specific con- 
cerning type of information sought. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Medical Research Institute of Infectious Diseases, 
Fort Detricks, Frederick, MD 21701-501 1. 

For verification purposes, the individual should be specific con- 
cerning type of information sought. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents* and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 

manager. 

Record source categories: 

From medical persons, their interview with individual concerned, 
laboratory results, immunization results, and other relevant test re- 
sults. ' 

Exemptions claimed for the system: 
None. 

A0070-25DASG 

System name: 
Medical Research Volunteer Registry 
System location: 

Primary locations are U.S. Army Medical Research and Develop- 
ment Command, Fort Detrick, Frederick, MD 21701-5012; 

U.S: Army Chemical Research, Development, and Engineering 
Center, Aberdeen Proving Ground, MD 21010-5423; 

Secondary locations are Letterman Army Institute of Research, 
Presidio of San Francisco, CA 94129-6800; 

Walter Reed Army Institute of Research, Washington, DC 20307- 
51004; ^ 

U.S. Army Aeromedical Research Laboratory, Fort Rucker, AL 
36362-5000; 

U.S. Army Institute of Dental Research, Washington, DC 20307- 
5300; ^ 

U.S. Army Institute of Dental Research, Fort Sam Houston, TX 
78234-6200; 

U.S. Army Medical Bioengineeriiig Research and Development 
Laboratory, Fort Detrick, Frederick, MD 21701-5010; 

U.S. Army Medical Research Institute of Chemical Defense, Aber- 
deen Proving Ground, MD 21010-5425; 

U.S. Army Medical Research Institute of Infectious Diseases, Fort 
Detrick, Frederick, MD 21701-501 1; 

U.S. Army Research Institute of Environmental Medicine, Natick, 
MA 01760-5007. 

Categories of individuals covered by the system: 
Records of military members, civilian employees, and non-Depart- 
ment of Defense civilian volunteers participating in current and 
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future research sponsored by the U.S. Army Medical Research and 
Development Command and the U.S. Army Chemical Research, 
Developments, and Engineering Center. 

Categories of records in the system: 

Name, Social Security Number, and other information necessary to 
locate the individual. Individual consent agreements, test protocols, 
challenge materials, inspection/after-action reports, standard operat- 
ing procedures, medical support plans, and summaries of pre-test and 
post-test physical examination parameters measured before and after 
testing. . ' ' J 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 1071-1090; 44 U.S.C. 3101; and Executive 
Order 9397. : ' . , 

Purpose(s): 

To assure that the U.S. Army Medical Research and Development 
Command and the U.S. Army Chemical Research, Development, and 
Engineering Center can contact individuals who participated in re- 
search conducted/sponsored by the Command and Center in order to 
provide them with newly acquired information, which may have an 
impact oh their health. 

To answer inquiries concerning an individual's participation in 
research sponsored/conducted by USAMRDC and CRDEC. 

To facilitate retrospective medical and/or scientific evaluations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

Information may be disclosed to Headquarters, Department of the 
Army to contact volunteer human subjects later should it be in their 
best interests; to document and assist in determining the need for 
medical treatment at any future tirrie for a condition piroximately 
resulting from participation in a test; to adjudicate claims and deter- 
mine benefits; to report medical conditions .required by law to other 
federal, state, and local agencies; for retrospective medical/scientific 
evaluation; and for future scientific and legal significance. 

Department of Veteran Affairs to assist in making determinations 
relative to claims for service-connected disabilities; and other such 
benefits. ' . .. . 

The '^Blanket Routine Uses" set forth at the beginning of' the 
Army's compilation of record systems notices also apply to this 
system. - ' 

Policies and practices for storing, retrieving, accessing, retaining; and 
disposing of records in the system: 

Storage: 

Paper records in file folders; computer magnetic tapes, disks, and 
printouts. " . . ' 

Retrievability: 

By name and Social Security Number. 

Safeguards: * 

U.S. Army Medical Research and Development Command: Com- 
puterized records are accessed by the custodian of the records 
system, and by persons responsible for servicing the records system 
in the performance of their duties. Computer equipment and files are 
located in separate and secured area. 

U.S. Army Chemical Research, Developments, and Engineering 
Center: Paper records and data disks are kept ' in locked compart- 
ments with access limited to authorized personnel. Access to comput- 
erized data is by use of a valid site identification assigned to an . 
individual terminal and by a valid iiser identification and password 
code assigned to an authorized user, changed periodically to avoid 
compromise. Data entry is on-line using a dial-up terminal. Computer' 
files are controlled by keys known only to personnel assigned to 
work on the data. base. Data base output is available only to designat- 
ed computer operators. Computer facility has double barrier physical 
protection. The remote is in a room which is locked when vacated 
and the building is secured when unoccupied. 

Retention and disposal: ^ . 

Records are destroyed after 65 years. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, ATTN: SGRD-HR, 5109 Leesburg Pike, Falls Church. VA 
22041-3258. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written "inquiries to 
the Office of the Surgeon General, Headquarters, Department of the 
Army, ATTN: SGRD-HR, 5109 Leesburg Pike, Falls Church, VA 
22041-3258 or to Commander, U.S. Army Chemical Research, Dct 



velopment and Engineering Center, ATTN: SMCCR-HV, Aberdeen 
Proving Ground, MD 21010-5423. 

For verification purposes; the individual should provide the full 
name, Social Security Number, military status or other information 
verifiable from the record itself. 

For personal visits, the individual should be able to provide ac- 
ceptable identification such as valid driver's license, employer, or 
other individually identifying number, and building pass.. 

Record access procedures: 

Individuals seeking access to records' about themselves contained in 
this record system should address written inquiries to the Office of 
the Surgeon General, Headquarters, Department of the Army, 
ATTN: SGRD-HR, 5109 Leesburg Pike. Falls Church, VA 22041- 
3258 or to Commander, U.S. Army Chemical Research, Develop- 
ment and Engineering Center, ATTN: SMCCR-HV, Aberdeen Prov-. 
ing Ground, MD 21010-5423. 

For verification purposes, the individual, should provide the full 
name, Social Security Number, current address, and telephone 
number of the requester. 

For personal visits,- the individual should be able, to provide ac- 
ceptable identification such as valid driver's license, employer, or 
other individually identifying number, and building pass. 

Contesting record procedures: 

The Army's rules for accessing records, contesting content's, and. 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, medical authorities, test director reports, doc- 
uments prepared by staff supporting the test/research, and records/ 
documents from records custodians. . , . 

Exemptions claimed for the system: 

None. * 
A0070-45DASG 

System name: 

Sandfly Fever Files. ' 7 
System location: 

U.S. Army Medical Research Institute of Infectious Diseases, Ft. 
Detrick, Frederick, MD 21701-501 1. 

Categories of individuals covered by the system: 

AH human volunteers who participated in the Sandfly fever studies 
at U.S. Army Medical Research Institute of Infectious Diseases. 

Categories of records in the system: 

Records contain data on name, body temperature, pulse, blood 
pressure, respirations, urinalysis results, blood serology results. 
Authority for maintenance of the system: 
5 U.S.C. 301. 
Purpose(s): 

Information is being stored for possible future study. Data were 
collected and analyzed during a previous. Sandfly fever study. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. . : 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in, the system: . 
Storage: 

Random access disk files and backup on magnetic tape. 
Retrievability: 

By individual's name, analyzed by parameter, pre- or post-infection 
day, and experimental versus controls. 
Safeguards: 

Files are maintained in a secured building locked during^ non-duty 
hours. Access is restricted to authorized personnel only. 
Retention and disposal: 

Records will be maintained until they have no further research 
value. . ' ' 

. System manager(s) and address: '.' 

Office of the Surgeon General, 'Headquarters, Department of the 
Army, ATTN: SGRD-DIA, 5109 Leesburg Pike. Falls Church, VA 
22041-3268. . . 

Notification procedure: 
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Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Medical Research Institute of Infectious 
Diseases, Fort Detrick, Frederick, MD 21701-5011. 

For verification purposes, the individual should provide details 
which will assist in locating the record. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Medical Research Institute of Infectious Diseases, 
Fort Detrick, Frederick, MD 21701-5011. 

For verification purposes, the individual should provide details 
which will assist in locating the record. 

Record source categories: 

From quantitative data obtained from investigative staff and clini- 
cal laboratory reports. 

Exemptions claimed for the system: 

None. 

A0095-1TRACDOC 

System name: 

Individual Flight Records Folder. 
System location: 

Decentralized to Flight Operations Section of Army/Army Re- 
serve/National Guard units for all personnel on whom flight records 
are maintained. Copies of individual flight records (DA Form 759) 
for active Army and Reserve Component personnel who are instruc- 
tor pilots, standardization instructor pilots, or instrument flight exam- 
iners are maintained at the U.S. Total Army Personnel Command, 
ATTN: HQDA (TAPC-OPE-V), 200 Stovall Street, Alexandria, 
VA 22332-0400 for active Army officers; U.S. Total Army Personnel 
Command, ATTN: HQDA (TAPC-OPW-AV), 200 Stovall Street, 
Alexandria, VA 22332-0400 for active Army warrant officers; and 
U.S. Total Army Personnel Command, ATTN: PERSCOM (TAPC- 
OPH-MS) for active Army Medical Service Corps (MSC) officers. 

Records of Army reservists not on extended active duty are main- ' 
tained at the U.S. Army Reserve Personnel Center, St. Louis, MO; 
those of National Guardsmen are maintained at the National Guard 
Bureau, Aberdeen Proving Ground, MD. 

Categories of individuals covered by the system: 

Army aviators who are members of the Active and Reserve Com- 
ponents and quaUfied and current in the aircraft to be flown; civilian 
employees of Government agencies and Government contractors 
who have appropriate certifications or ratings, flight surgeons or 
aeromedical physicians' assistants in aviation service, enlisted crew 
chief/crew members, aerial observers, personnel in non-operational 
aviation positions, and those restricted or prohibited by statute from 
taking part in aerial flights. 

Categories of records in the system: 

DA Forms 759 and 759-1 Individual Flight and Flight Certificate 
Army (Sections I, II, and III); DA Form 4186 (Medical Recommen- 
dations for Flying Duty), results of annual aviation written examina- 
tions, waivers, disqualifications, DA Form 4187 requesting re-qualifi- 
cation, re-qualification orders, aeronautical orders awarding ratings. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397. 

Purpose(s): 

To record the flying experience and qualifications data of each 
aviator, crew member, and flight surgeon in aviation service. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Federal Aviation Agency 
and/or the National Transportation Safety Board. . 

The "Blanket Routine Uses" set forth at the beginning of the 
Army*s compilation of record system notices apply to this record 

system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By individuaPs surname and/or Social Security Number. 
Safeguards: 

Records are maintained in controlled areas accessible only to des- 
ignated persons having official need for the record. 
Retention and disposal: 



So long as an aviator remains operational, records are maintained 
by installation operations officer; when individual is no longer in 
operational flying status, individual Flight Records Folder is collo- 
cated with his/her Military Personnel Records Jacket. 

System manager(s) and address: 

Commander, U.S. Army Training and Doctrine Command, Fort 
Monroe, VA 23651-5000. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Flight Operations Section of their current unit; if not on active 
duty, inquiry to addresses listed in '^System location". 

Individual should furnish the full name and Social Security 
Number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system may visit or address written inquiries to the Flight 
Operations Section of their current unit; if not on active duty, send 
inquiry to addresses listed in "System location". 

Individual should furnish the full name and Social Security 
Number. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual. Federal Aviation Administration, flight sur- 
geon, evaluation reports, proficiency and readiness tests, and other 
relevant records and reports. 

Exemptions claimed for the system: 

None. 

A0095-37TRADOC-ATC 

System name: 
Air Traffic Controller Records. 
System location: 

Primary system is at U.S. Army Aviation Center, Fort Rucker, 
AL 36362-5000. 

Segments are located at Army Air Traffic Control facilities at 
fixed Army airfields and other aviation units requiring Air Trafllc 
Control personnel. Official mailing addresses are published as an 
appendix to the Army's compilation of record systems notices. . 

Categories of individuals covered by the system: 

Air Traffic Controllers empldyed by the Department of the Army. 

Categories of records in the system: 

Name, Social Security Number, Air Traffic Controller qualifica- 
tions, training and proficiency date; ratings and date assigned to 
current facility; and similar relevant documents. 

Authority for maintenance of the system: 

Federal Aviation Act of 1958, 49 U.S.C. 313, 601, 1354, and 1421. 
Purpose($): 

To determine proficiency of Air Traffic Controllers and reliability 
of the Air Traffic Control system operations within the Department 
of the Army. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ^ 

Information may be disclosed to the Federal Aviation Administra- 
tion, the National Transportation Safety Board, and similar authori- 
ties in connection with aircraft accidents, incidents, or traffic viola- 
tions. 

The "Blanket Routine Uses" published at the beginning of the 
Army's compilation of system of record notices also apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; cards; magnetic tapes/discs. ■ 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are maintained in secure areas available only to designated 
persons having official need for the record. 
Retention and disposal: 
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Records are retained so long as individual is employed or on active 
duty. Copy of controller's qualifications, training, and similarly rele- 
vant data are maintained indefinitely at primary -location. * 

System manager(s) and address:' 

Commander, U.S. Army Training and Doctrine Command, Fort 
Monroe; V A 23651-5000.: . ' ' . c;. ^ ; 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
Contained in this record system should address written inquiries' to 
the Air Traffic Control* facility where assigned or td Commander, 
U.S. Army Aviation Center, Fort Rucker, AL 36362-5000. . ■ 

Individual should provide the full name, details which will facili- 
tate locating the records, current address and signature: • '. 

Record access procedures: '' 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Air Traffic 
Control facility where assigned or to Commander, U.S. Army Avia- 
tion Center, Fort Rucker, AL 36362-5000. 

Individual should provide the full name, details which will facili- 
tate locating the records, current .address and signature. : ' 

Contesting record procedures: . ^ i 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in^Army Regulation 
340-21; 32 CFR part 505; or may bei obtained .from the system 
manager. t • ^ f 

Record source categories: 

From the individual, individual's supervisof. Army or Federal 
Aviation Administration physicians, Air, Traffic Control Facility Per- 
sonnel Status Reports (DA Form 3479-6-R). - . 

Exemptions claimed for the system: ' - ^ 

None. . • ' . 

A014DAJA 

System name: 

JAGC Reserve Components Officer Personnel Records. * 
System location: / 
JAGS-ZA, 600 Massey Street, Charlottesville, VA 22903-1781. 
Categories of individuals covered by the system: 
All Judge Advocate General Corps (JAGC) US Army Reserve 
aiid' National Guard officers, not serving on extended active duty; 
and officers seeking appointment, branch transfer,* or Federal Recog-' 
nitioii to the JAGC without. concurrent call to' active ^duty. 
Categories of records' in the system: 

Individual's name, SSN, application for appointment, active duty 
training, constructive credit, mobilization designee position, educa- 
tional courses completed, home and biisiness addresses and telephone 
numbers, grade, promotion eligibility date, primary military occupa- 
tional, specialty, date of birth, sex, basic date of mandatory removal, 
unit assignment and address, employer, job title, specialty and 
awards, correspondence between the Army and. the individual. 

Authority for maintenance of the/systeni: ,, 

lOU.S.C. 275(a);. E.G. 9397. 

Purpose(s): 

To schedule Judge Advocate General , Corps reserve officer train- 
ing; select officers for reserve unit command positions; identify indi- 
vidual reservists in need of training; determine mandatory retirement 
dates; provide full background information on individuals applying 
for mobilization designee positions, constructive credit for training 
courses and/or active duty for training, to document background of 
applicants for appointment in the Judge Advocate General Corps or 
branch transfer consistent with prerequisites required for type of 
appointment/ branch transfer and to establish eligibility for appoint- 
ment/branch transfer. Records kre also used for management and 
statistical studies and reports. \ 

Routine uses of records niaintained in the system, including ^catego- 
ries of users and the purposes of such uses': 

See ^Blanket Routine Uses* set forth at the beginning'of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' 

Paper records in file folders; magnetic tape/disc. * 
' Retrievability:- . : • , ' .a.'. 

By individual's surname, SSN. * - 

Safeguards: ^ . , . . : - 



All records are maintained in secured areas, accessible only to 
dbsignated officials. Automated records require password for access. 

Retention and disposal: 
, i Records are retained until individual officer retires from the, Re- 
serves, held 2 additional years, and then destroyed. ^ ■.■ . ? 

System manager(s) and address: • r 

; The Judge Advocate General, Headquarters,- Department of the 
Army, The Pentagon, Washington, DC 20310.: ' 
. Notification procedure: < >^ 

Individuals wishing to know whether or not information on them 
exists 'in' this system should inquire of the' Director, Reserve Affairs 
Department at The Judge Advocate School, Charlottesville, VA 
22901. Individual must provide his/her name, SSN, sufficient details 
to permit locating pertinent records, and signature.- , 

Record access procedures: • 

Individuals desiring access to records about themselves- should 
submit a written request as indicated in *Notification procedure*, 
providing information specified therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21. (32 CFR part 505). 

Record source categories: ' . ' 

, Froni the individual; official personnel documents. 

Exemptions claimed for. the system: /^ , >: • 

None. . ' :• • i • ' - >^ 

/ A0145-1TRADOC ' 

System name: 

Army 'Reserve Officers' Training Corps Gold QUEST Referral 
System. - *' - ■ . 

System location: 

Primary system exists at MCRB Service Bureau, 11633 Victory 
Boulevard, North 'Hollywood, California ; 9 1609. Segments exist at 
MCRB Service Bureau, 7447 Candlewood Road, Hanover, Maryland 
21076; WATS Telemarketing Center, Omaha, Nebraska; Wunderman 
Worldwide, 575 Madison Avenue, New York, New' York 10022; 
Headquarters, U.S. Army ROTC Cadet Command, Fort Monroe, 
V A 23651^5000; Army ROTC Region Headquarters (4); ROTC 
Cadet.Battalibns (315) and ROTC Goldminer Teams (18). 
Categories of individuals covered by the systeni: 
Potential enrollees in the Senior ROTC program.;. 
• Categories of records in the system: 

. Records of current and . former prospect referrals showing: Name, 
address, telephone number, Social Security Number (Optional), sex, 
citizenship, prior military servicej.name of high school, high school 
graduation date, grade point average, SAT/ACT test score, college 
expected to attend, admissions status; to college, academic major, and 
date of birth. ' : '. * " ' : . . . 

Authority for maintenance of the system: ' 

10 U.S.C.; Chapter 103, sections 2101-2111. « - 

Purpose(s): ? ; " 

To provide a central database of potential prospects* for enrollment 
in the Senior ROTC program; assist prospects by providing informa- 
tion concerning educational institutions having ROTC programs; 
scholarship information and applications; information regarding other 
Artny enlistment, Reserve or National Guard Programs; to render 
recruitment management information reports; to refer qualified pros- 
pects, a Professor of Military Science at or nearest to their college of 
choice. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' 

The Army's "Blanket Routine Uses" set forth at the beginning of 
the Army's, compilation of record system notices apply to this record 
system. ' ' ' ' * 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records and cards in file cabinets; on magnetic tape, disks, 

and computer printouts. ' 

Retrievability: 

By prospects surname or peculiar identification number assigned 

by the system. - ■ <. .i t 

Safeguards: * 
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Records are maintained in secured areas within protected build- 
ings, and accessible by only designated, authorized individuals having 
official need. 

Retention and disposal: 

Records are retained for 3 years and then destroyed. 
System manageKs) and address: 

Commander, Headquarters, U.S. Army Training and Doctrine 
Command, Fort Monroe, VA 23651-5000. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, Headquarters, U.S. Army ROTC Cadet Command, 
ATTN: Marketing Directorate, Fort Monroe, VA 23651-5000. 

Individuals should provide their full name, current address, tele- 
phone number and signature. 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this record system should address written inquiries to the 
Commander, Headquarters, U.S. Army ROTC Cadet Command, 
ATTN: Marketing Directorate, Fort Monroe, VA 23651-5000. 

Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the Commander, 
Headquarters, U.S. Army ROTC Cadet Command, ATTN: Market- 
ing Directorate. Fort Monroe, VA 23651-5000. 

Record source categories: 

Source categories for prospects include the Army ROTC toll-free 
telephone number, magazines, newspapers, poster advertising cou- 
pons, mail-back reply cards, letters, walk-ins, referrals from parents, 
relatives, counselors, teachers, coaches, friends, associates, college 
registrars, dormitory directors, national testing organizations, honor 
societies, boys' clubs, boy scout organizations, Future Farmers of 
America, minority and civil rights organizations, fraternity and 
church organizations; neighborhood youth centers, YMCA, YWCA, 
social clubs, athletic clubs, boys state/girls state/scholarship organi- 
zations, U.S. Army Recruiting Command, Military Academy Liaison 
officers, West Point non-select listing, previous employers, trade or- 
ganizations, military service, and other organizations and commands 
comprising the Department of Defense.. 

Exemptions claimed for the system: 

None. 

Aqi45-laTRADOC-ROTC 

System name: 
ROTC Applicant/Member Records, 
System location: 

Headquarters, U.S. Army Reserve Officers Training Corps 
(ROTC) Cadet Command, Fort Monroe, VA 23651-5000. Segments 
of the system exist at the U.S. Total Army Personnel Command, 200 
Stovall Street, Alexandria, VA 22332-0400 and in offices of the 
Professor of Military Science at civilian educational institutions in 
RQTC regional offices. 

Categories of individuals covered by the system: 

Persons who apply and are accepted into the Army ROTC pro- 
gram. 

Categories of records in the system: 

Application for appointment, which includes such personal data as 
name, Social Security Number, date and place of birth, citizenship, 
home address and telephone number, marital status; dependents; tran- 
scripts and certificates of education, training, and qualifications; med- 
ical examinations; financial assistance documents; awards; ROTC 
contract; photograph; correspondence between the member and the 
Army or other Federal agencies; letter of appointment in Active 
Army on completion of ROTC status; security clearance documents; 
official documents such as Cadet Command Form 139, DA Form 
597, DA Form 61, DA Form 873, SF 88 and SF 93, DD Forms 4/1- 
4/2, and DOJ Form 1-151 if applicable. 

Authority for maintenance of the system: 

10 U.S.C. 2101-21 1 1 and Executive Order 9397, 
. Purpose(s): 

These records are used in the selection, training, and commission- 
ing of eligible ROTC cadets in the Active Army and Reserve Forces 
and for personnel management, strength accounting, and manpower 
management purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



Information may be disclosed to the Federal Aviation Administra- 
tion to obtain flight certification and/or licensing; to the Veterans 
Administration for member Group Life Insurance and/or other bene- 
fits. 

Policies and practiices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in folders; punched cards; microfilmi/fiche; magnetic 
tape, drum, or disc. 

Retrievability: 

By name or Social Security Number. 
Safeguards: 

All records are maintained in areas accessible only to authorized 
personnel who have official need in the performance of their assigned 
duties. Automated records are further protected by assignment of 
users identification and password edits to protect the system from 
unauthorized access and to restrict each user to specific files and data 
elements. User identification and passwords are changed at random 
times; control data are maintained by the system manager in a sealed 
envelope in an authorized safe. 

Retention and disposal: 

Cadet Command Form 139 is retained in the ROTC. unit for 5 
years after cadet leaves the institution or is disenrolled from the 
ROTC program. Following successful completion of ROTC and 
academic programs and appointment as a commissioned officer with 
initial assignment to active duty for training, copy of pages 1 and 2 
are reproduced and sent to the commandant of individual's basic 
branch course school. Records of rejected ROTC applicants are 
destroyed. Other records mentioned in preceding paragraphs are 
destroyed if not required to become part of individuars Military 
Personnel Records Jacket. 

System manager(s) and address: 

Commander, U.S. Army Training and Doctrine Command, Fort 
Monroe, V A 23651-5000. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Reserve Officers Training Corps 
(ROTC), Fort Monroe, VA 23651-5000 or the Commander, U.S. 
Total Army Personnel Command, 200 Stovall Street, Alexandria, 
VA 22332-0400. 

Individual should provide the full name, current address and tele- 
phone number and definitive description of the information soiight. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Reserve Officers Training Corps (ROTC), Fort 
Monroe, VA 23651-5000 or the Commander, U.S. Total Army Per- 
sonnel Command, 200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, current address and tele- 
phone number and definitive description of the information sought. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, civilian educational institutions, official Army 
records addressing entitlement status, medical examination and treat- 
ment, security determination, and attendance and training information 
while an ROTC cadet. 

Exemptions claimed for the system: 
None. 

A0145-lbTRADOC-ROTC 

System name: 

ROTC Financial Assistance (Scholarship) Application File. 
System location: 

Primary location is at U.S. Army Reserve Officers Training Corps 
(ROTC) Cadet Command, Fort Monroe, VA 23651-5000. 

Segments exist at U.S. Army Reserve Officers' Training Corps 
(ROTC) Regions, ROTC elements of civilian educational institutions. 

Categories of individuals covered by the system: 
Students and service members who desire to participate in the 
Army ROTC Financial Assistance (Scholarship Program). 
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■Categories of records in the system: 

Individuars application for membership, academic transcripts, col- 
lege board scores and test results, references, photograph, interview 
board results, acceptance/declination, selection board action includ- 
ing applicant's scores in areas evaluated, notice of applicant's medical 
status including reports of medical examination; .evaluation of applir 
cant by Professor of Military Science commanding officer, letters of 
recommendation, inquiries regarding applicant's selection/non-selec- 
tion, reports of ROTC Advanced, Ranger, or Basic Camp" perform- 
ance of applicant, information of applicant's choice of institution/ 

Authority for maintenance of the system: 

10 u s e. 2101-2111 and Executive Order 9397: ' ' - 

Purpose(s): 

To administer the financial assistance program; to select recipient 
for 2, 3, and 4-year scholarships; to monitor selectee's academic and 
ROTC performance; to develop policies and procedures, compile 
statistics and render reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices. , 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.G. 552a(b)(12) may be made from this 
system to consumer reporting agencies as defined in the Fair Credit 
Reporting Act of 1966 (15 U.S.C. 1681a(0) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: , . . * 

• Paper records in file folder; selected data automated for manage- 
ment purposes on tapes, discs, cards, microfilm/fiche. 

Retrievability: 

By individual's name, Social Security Number, other characteris- 
tics of qualification or identity. 
Safeguards: 

Records maintained in areas accessible only to authorized person- 
nel having official need in the performance of duties. 
Retention and disposal: j ^ 

Destroyed 1 year after individual graduates or is disenrolled. 
System manager(s) and address: 

Commander, U.S. Army Reserve Officers' Training Corps (ROTC) 
Cadet Command, Fort Monroe, V A 23651-5000. ' 
Notification procedure: 

Individuals seeking to (determine if information about themselves is 
contained in this record system ishould address written indjuiries to 
the Commander, U.S. Army Reserve Officers Training Corps 
(ROTC) Cadet Command, ATTN: ATCC-PS, Fort Monroe, VA 
23651-5000. • 

Individual should provide the full name, current address and tele- 
phone number and definitive description of the information sought. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Reserve Officers Training Corps (ROTC) Cadet Com- 
mand, ATTN: ATCC-PS, Fort Monre, VA 23651-5000. 

Individual should provide the full name, current address and tele- 
phone nurnber and definitive, description of the information sought. 

Contesting record procedures: , - 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-2 1 ; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, medical records, academic institutions, Army 
agencies and commands. 

Exemptions claimed for the system: 

None. ' ' ' . 

, A0145-2TRADOC 

System name: 
Junior ROTC/NDCC Instructor Files. ' 
System location: 

U.S. Army Reserve Officers Training Corps (ROTC) Cadet Com- 
mand, Ft Monroe, VA 23651-5000; schools, colleges* training centers 



and ROTC Regions at Ft Bragg; NC; Ft Knox, KY; Ft Riley; KS: 
and Ft Lewis, WA. 
Categories of individuals covered by the system: 

Assigned and potential instructors and guest speakers at above 
locations. . • . 

Categories of records in the system:* 

Instructor evaluation forms, qualification data, biolographical 
sketches and similar or related documents. 
Authority for maintenance of the system: 
10 U.S.C. 2031 and 4651 and Executive order 9397. 
PurposeCs):. , , 

To provide, record of qualifications, experience, effectiveness, and 
similar related information .on potential and/pr assigned instructors 
and guest speakers. . . , . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine : Uses", set forth at the beginning of the. 
Army's, compilation of record system notices apply to this record, 
system. - . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: . i . i 

Paper records in Tile folders and card files. 
Retrievability: ' ' , 

By name, Social Security number/service number, and year. 
Safeguards: 

.. Records are stored in locked cabinets or rooms, depending on 
location. 

Retention and disposal: 

Records are destroyed 2 years after instructoi-'s transfer or separa- 
tion or after guest speaker speaks.' 
System manger(s) and address: 

Commander, U.S. Army Training and Doctrine Command, Ft 
Monroe, y A. 2365 1-5000. ; , * . 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained this record system should address written inquiries to the 
Commander, U.S. Army Reserve Officers Training Corps (ROTC) 
Cadet Command, Fort Monroe, VA 23651-5000 or commanders of 
organizations listed in "System location". 

Individual should provide the fiill name. Social Security Number/ 
military service number, duty position, academic department, and 
dates of service at the training activity.'^ * 

Record access procedures: 

•Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Cbmmand- 
er, U.S. Army Reserve Officers Training Corps (ROTC) Cadet Com- 
mand, Fort Monroe, VA 23651-5000 or commanders of organizations 
listed in "System location". 

Individual should provide the full name, Social Security Number/ 
military service number, duty position, academic department, and 
dates of service at the training activity. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Reserve Officers Training Corps (ROTC) Cadet Com- 
mand, Fort Monroe, VA 23651-5000 or commanders of organizations 
listed in "System location". . ■ - 

Individual should provide the full name, Social Security Number/ 
military service number, duty position, academic department, and 
dates of service at the training activity. . • 

Contesting record procedures: ' 

The Army's rules for accessing records, contesting contents; and 
appealing initial determinations, are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories. 

Staff and faculty of appropriate school, college, training center, or 
ROTC Region responsible for conduct of instruction. 
Exemptions claimed for the system: 
None. 

A0165-laDACH 

System name: 
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Baptism, Marriage, and Funeral Files. 
System location: 

Records from 1917 - 1952 are in the National Archives and Record 
Administration. Records from 1953 - 1977 are in the Washington 
National Records Center, Washington, DC 20409, as well as the 
office, Chief of Chaplains, Department of the Army, Washington, 
DC 20310. 

Categories of individuals covered by the system: 

Any service member, his/her dependent, authorized civilian per- 
sonnel, or retired service member for whom an Army chaplain has 
performed a baptism, marriage, or funeral. 

Categories of records in the system: 

Names of individuals who apply for marriage, those on whom 
funeral services are conducted, or baptisms are performed. 
Authority for maintenance of the system: 
10 use 3547. 
Purpose(s): 

To render service to military members, their dependents and au- 
thorized civilians. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Microfilm at office of the Chief of Chaplains; paper records at the 
Washington National Records Center for period 1917-1952. 
Retrievability: 

Marriage records are filed by groom's surname; funeral records by 
surname of deceased person; baptismal records by the individual's 
surname. 

Safeguards: 

Records are retained in buildings which employ security guards. 
Retention and disposal: 

Records from 1953 to 1977 are retained for 50 years; this system 
was discontinued October 1, 1977 after which no information was 
collected or is retained. 

System manager(s) and address: 

The Chief of Chaplains, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310-2700. 
Notification procedure: 

Information may be obtained from the Office, Chief of Chaplains, 
Headquarters, Department of the Army, Attn: DACH-IMW, Wash- 
ington, DC 20310-2700. 

Record access procedures: 

Individuals may write to the System Manager, providing the fol- 
lowing information: 

(1) For baptismal records: Full name of person baptized, approxi- 
mate date, names of parents, name of chaplain, and place of baptism. 

(2) For marriage records: Full name of groom and maiden name of 
bride, approximate date, installation at which married, and name of 
chaplain. 

(3) For funeral records: Name of deceased person, year of death, 
and name of next-of-kin. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual. 

Exemptions claimed for the system: 

None. 

A0165-lbDACH 

System name: 

Chaplain Privileged Counseling/Interview Communication Cases. 
System location: 

Army installations; official addresses are contained in the directory 
at the end of the Army inventory of record system notices. 

Categories of individuals covered by the system: 

Army members, their dependents and other individuals who have 
received pastoral counseling from Army chaplains. 



Categories of records in the system: 

Memoranda and/or documents resulting from counseling or inter- 
view sessions between a chaplain and an individual. 
Authority for maintenance of the system: 
5 U.S.C. 301. 
Purpose(s): 

To document privileged counseling/interview sessions between 
Army chaplains and individuals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None authorized; See Army Regulation 165-20. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in locked file cabinets. 

Retrievability: 

By individual's surname. 

Safeguards: 

Information is stored in locked cabinets or desks, and is accessible 
only to the chaplain maintaining the record. 
Retention and disposal: 

Retained for 2 years after the individual case is closed; then de- 
stroyed by shredding. 

System manager(s) and address: 

The Chief of Chaplains, Headquarters, Department of the Army, 
Washington, DC 20310-2700. 
Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records should inquire of either the System 
Manager or the Chaplain at the Army installation where counseling 
or interview occurred. 

Record access procedures: 

Individuals may write to the System Manager or the Chaplain at 
the Army installation where record is believed to exist; individuals 
must provide their full name, present address and telephone number, 
and signature. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determination are contained in Army Regulation 
340-21 (32 CFR part 505). 

Record source categories: 

From the individual. 

Exemptions claimed for the system: 

None. 

A0165-lcDACH 

System name: 
Religious Census, Education, and Registration Files, 
System location: 

Army installations; official addresses are contained in the directory 
at the end of the Army inventory of record system notices. 

Categories of individuals covered by the system: 

Military, dependent, and civilian personnel who voluntarily partici- 
pate in religious services and/or activities. 

Categories of records in the system: 

Individual's name, age, denominational preference, religious educa- 
tion desired/attained, and similar information. 
Authority for maintenance of the system: 5 USC 301. 
Purpose(s): 

To provide data on religious education/training or needs of faith 
groups, denominations, or religious sects; to determine and administer 
educational or training needs in social, spiritual, and humanitarian 
relationships for the military community served; to record attend- 
ance, training accomplished, participation, and spiritual growth. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
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Maintained in file folders and/or card files. 

Retrievability: 

By individual's surname. 

Safeguards: 

Information is accessed only by individuals determined to have 
need therefor in the performance of official business. 
Retention and disposal: 

Information is retained until individual is no longer active in offi- 
cial chaplain-sponsored services and activities. . '\ > 

System manager(s) and address: 

The Chief of Chaplains, Headquarters^ Depiartment of the Army, 
Washington, DC 203 10-2700. ! 
Notification procedure: 

Individuals may inquire of the Chaplain at the Army installation 
where he/she participated in religious education/training. 
Record access procedures: * 
See 'Notification procedure*. 
Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determination are contained in Army Regulation ' 
340-21 (32 CFR part 505). 

Record source categories: ' ' 

From the individual. • 
Exemptions claimed for the system: . ^ ' 

None. 

A0190-5DAMO 
System name: . . ^. 

Vehicle Registration System (VRS). ' - , • 

System location: 

Decentralized to Army installation which created the vehicle regis- 
tration/driver record. A cross-reference index in either manual or 
automated media may exist at intermediate and higher command 
levels. In addition, information is stored on computer media at five 
contractor-operated Regional Data Centers located near Washington, 
DC; Fort McPherson, GA; Fort Knox, KY; Fort Hood, TX; and 
Fort Ord, CA." 

Categories of individuals covered by the system: > 

Military personnel (active, reserve, retired),' civilian employees, 
contractor personnel, vendors, visitors. ' : 

Categories of records in the system: v 

Information contained on the DA Form 3626 may be provided by 
paper record, the automated VRS, or the automated Vehicle Regis- 
tration System/Installation Support Module (VRS/ISM). Information 
entered into the VRS or VRS/ISM from the DA Form 3626 is iised 
to create a master edit Hie and master registration file. 

Authority for maintenance of the system: 

10 U.S.C. 3013(g); 5 U:S.C. 301; Status of Forces Agreement 
between the United States of America and the host country in which 
Lf.S. Forces are located and Executive Order 9397. ' ,\ 

Purpose($): j ^ 

To assist the commander in carrying out effective lawt enforce- 
ment, traffic safety, and crime prevention programs; to ensure com- 
pliance with Highway' Safety Program Standards (23 U.S.C. 402) 
applicable to federally administered areas; to provide nianagement 
data on which to base crime prevention, selectivie enfbrcenient, and 
improved driving safety .1 • . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information in this system may be disclosed to state law enforce- 
ment and motor vehicle departments for ascertaining or disclosing 
driver information and/br accident reports, and, in overseas areas, to 
the host country as required by the Status of Forces Agrjeement 
between the United States of America and the host country., 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; microfiche; magnetic tapes .br discs; 
punched cards; or computer printouts. • • 

Retrievability: : 

By surname/Social Security Number. • ^ 
Safeguards: 



Information is stored in locked containers or storage areas within 
buildings which are secured, and the system is accessed by designat- 
ed persons having an official need for the information. . 

Regional Data Centers are contractor-operated under an Army 
approved security program. Contractor personnel participate in a 
security education program under the Regional Data Security Offir. 
cer. Regional Data Centers are connected through a communications 
network to data processing centers at Army installations. Technical, 
physical, and administrative safeguards required by Army Regulation 
380-19, Information Systems Security, are enforced at the installation 
data processing centers. Data are. available only to installation per-' 
sonnel responsible for system operation and maintenance. Terminals 
not in the data processing center are under the supervision of a 
terminal area security office at each remote location protecting these 
terminals from unauthorized use. Access to . information is also con- 
trolled by a system of assigned passwords for authorized users ^"of 
terminals. 

Retention and disposal: , 

Destroyed on transfer or separation of parking permit holder, or 
when permit is superseded or revoked, whichever occurs first. Traf- 
fic law enforcement records are destroyed 2 years after closing of the 

case.' ' - ' ' . '■• ' " ' 

System manager(s) and address: 

Deputy Chief of Staff for Personnel, ATTN: DAMO-ODL, Head- 
quarters, Department of the Army, Washington, DC 20310-0440. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Provost Marshal at the installation where vehicle registration or 
accident occurred. ' * • 

Individual should provide the full name, Social Security Number, 
current address, and other information verifiable from the record 
itself • , ' , ■ > . 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Provost 
Marshal at the installation where vehicle registration or accident 
occurred. 

Individual should provide the. full name, Social Security Nuinber, 
current address, and bther information verifiable from the record 
itself " / 

Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appealing initial determinations are* contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. ~ " . . . 

Record source categories: . 

From the individual, participants in car pools, military or civilian 
police reports, investigative and law enforcement agencies, third par- 
ties who provide relevant information. ■ * 

Exemptions claimed for the system . 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable. , t 

An exemption rule for this system has. been promulgated in accord- 
ance with requirements of 5 U.S.C. 553 (b) (1),' (2), and (3), (c) and 
(e) and published in 32 CFR part 505. For additional information 
contact the system manager. , 

A0190-9DAMO 
Systeminame: * 
' Absentee Case Files. 
System location: 

Primary U.S. Army Deserter Information Point, U.S. Army Enlist- 
ed Records Center, Fort Benjamin Harrison, IN 46249. A copy of all 
or portions of this system is maintained at the installation initiating 
the report of absence and at respective law enforcement agencies. 

Categories of individuals covered by the system: 

Any active Army member absent without proper authority and 
administratively designated as a deserter pursuant to Army Regula- 
tion 630-10, Xbiserice Without Leave and Desertion. 

Categories of records in the system: 

Reports and records which document the individuaPs absence; 
notice of uh'authorized absence from U.S. Army which constitutes 
the warrant for arrest; notice of return to military control or contin- 
ued absence in hands of civil authorities. 

Authority for maintenance of- the system: 
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10 U.S.C. 3013(g) and Executive Order 9397. 
Purpose(s): 

To enter data in the FBI National Crime Information Center 
"wanted person" file; to ensure apprehension actions are initiated/ 
terminated promptly and accurately; and to serve management pur- 
poses through examining causes of absenteeism and developing pro- 
grams to deter unauthorized absences. 

Routine uses of records maintained in the systeni, including catego- 
ries of users and the purposes of such uses: 

Information is furnished to local, state, federal, international, or 
foreign law enforcement authorities in efforts to apprehend, detain, 
and return offenders to military custody. In overseas areas, informa- 
tion may be disclosed to foreign governmental and civil authorities as 
required by local customs, law, treaties, and agreements with allied 
forces and foreign governments. Information may be disclosed to the 
Veterans Administration, for assistance in determining whereabouts of 
Army deserters through the Veterans and Beneficiaries Identification 
and Records Locator Subsystem. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

paper documents and the record copy of the Arrest Warrant are 
maintained in the Official Military Personnel Files; verified desertion 
data are stored on the Deserter Verification Information Systein at 
the U.S. Army Deserter Information Point. 

Retrievability: 

Manually, by name; automated records are retrieved by name, plus 
any numeric identifier such as date of birth, Social Security Number, 
or Army serial number. 

Safeguards: 

Access is limited to authorized individuals having a need-to-know. 
Records are stored in facilities manned 24 hours, 7 days a week. 
Additional controls which meet the administrative, physical, and 
technical safeguard requirements of Army Regulation 380-19, Infor- 
mation Systems Security, are in effect. 

Retention and disposal: 

Automated records are erased when individual returns to military 
custody, is discharged, or dies. Paper or microform records remain a 
permanent part of the individuaPs Official Military Personnel File. 

System manager(s) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the U.S. Army Deserter Information Point, U.S. Army Enlisted 
Records Center, Fort Benjamin Harrison, IN 42649. 

Individual should provide the full name, Social Security Number 
and/or Army serial number, address, telephone number and signa- 
ture. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the U.S. Army 
Deserter Information Point, U.S. Army Enlisted Records Center, 
Fort Benjamin Harrison, IN 46249. 

Individual should provide the full name. Social Security Number 
and/or Army serial number, address, telephone number and signa- 
ture. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Unit commander, first sergeants, subjects, witnesses, military 
police, U.S. Army Criminal Investigation Command personnel and 
special agents, informants. Department of Defense, federal, state, and 
local investigative and law enforcement agencies, , departments or 
agencies of foreign governments, and any other individuals or organi- 
zations which may furnish pertinent information. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553 (b) (1), (2), and (3). (c) and 



(e) and published in 32 CFR part 505. For additional information 
Contact the system manager. 

A0190-13CFSC 
System name: ^ 
Security Badge/Identification Card Files. 
System location: 

Offices which issue security badges and identification cards author- 
ized by Army Regulations 606-5 and 190-21, located at Headquarters, 
Department of the Army, staff and field operating agencies, states* 
adjutant general, and installations/activities. 

Categories of individuals covered by the system: 

Active duty, reserve, and retired military personnel and authorized 
dependents; Department of the Army civilians and authorized de- 
pendents; Medal of Honor recipients; visitors authorized for official 
purposes, e.g., vendors, deliverymen, utility and special equipment 
servicemen; accident investigators; contractor personnel and their 
authorized dependents; Red Cross personnel; and persons authorized 
by the Geneva Convention to accompany the Armed Forces. 

Categories of records in the system: 

Individual's application on appropriate Department of Army and 
Department of Defense forms specified by AR 606-5 (the original of 
which may be filed in the individuars personnel file) for identifica- 
tion and/or building security pass/badge issuance; individual's photo- 
graph, fingerprint record, special credentials, and allied papers; regis- 
ters/logs reflecting sequential numbering of badges/cards. 

Authority for maintenance of the system: 
5 U.S.C. 301; 10 U.S.C. 3012(g). 
Purpose(s): 

To provide a record of security badges and identification cards 
issued; to restrict entry into installations/activities; and to ensure 
positive identification of personnel authorized access to restricted 
areas. Registers/logs maintain accountability for issuance and disposi- 
tion of badges and identification cards. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; cards; magnetic tapes, discs, cassettes; 
computer printouts; microfiche. 

Retrievability: 

By individual's name, SSN,' card/badge number. 
Safeguards: 

Data are maintained in secure buildings and are accessed only by 
authorized personnel who are trained and cleared for access. Infor- 
mation in computer facilities is further protected by alarms and 
established procedures for the control of computer access. 

Retention and disposal: 

Applications for military identification cards are maintained by the 
issuing office for 1 year; those for civilian cards are retained 4 years, 
after which they are destroyed. Registers/ logs are destroyed 3 years 
after last badge has been accounted for. 

Limited area credentials are repljaced after 3 years or when a total 
of 5of the total have been lost or unaccounted for, whichever occurs 
earlier; exclusion area credentials are replaced at least once every 3 
years; controlled area credentials are replaced at the discretion of the 
major commander. . ' ' 

System manager(s) and address: 

Commander, US Army Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0301. 
Notification procedure: 

Information may be obtained from the issuing office where the 
individual obtained the identification card. 
Record access procedures: 

Individuals desiring access to records about themselves should 
write to the issuing officer at the appropriate installation. Individual 
should furnish his/her full naine, number of the identification card, if 
known, and current address. 

Contesting record procedures: 
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The Army's rules for access to records and for contesting contents- 
and appealing initial determinations are contained in AR 340-21 (32 
CFR part 505). 

Record source categories: Individual; Army records and reports. 
Exemptions claimed for the system: 

None. 

- A0190-14DAMO 

Systeni.name: , . 

Registration and Permit Files. . 

System location: , 

Army installations. Official mailing addresses are published as an 
appendix to the Army *s compilation of record system notices. . 

Categories of individuals covered by the system: 

Any citizen registering restricted items of property on a military 
installation or desiring to engage in restricted activities on a military 
installation. Items/activities include but are not limited to privately 
owned firearms/weapons, pets and hunting and fishing. 

Categories of records in the system: 

Registration form for items of restricted property; permit applica- 
tion for restricted activities. 

Authority for maintenance of the system:. 

10 U.S:C. 3013 and Executive Order 9397. 

Purpose(s): ' ' 
" To assist the commander in carrying out effective law enforce- 
ment, troop safety, and crime prevention programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is furnished to criminal justice elements outside the 
Department of Defense for investigation and prosecution when such 
cases fall within their jui-isdiction or concurrent juirisdiction is appli- 
cable. These include: Federal Bureau of Investigation; U.S. Customs 
Services; Bureau of Alcohol, Tobacco and Firearms; U.S. District 
Courts; U.S. Magistrates; state and local law enforcement, wildlife 
conservation and public health agencies; and, in overseas areas, host 
government law enforcement agencies. 

Policies and practices for storing, retrieving, accessing,' retaining, and 
disposing of records in the system: . ' 

Storage: 

Paper records in file folders: Magnetic disc/tape; microfiches; com- 
puter printouts. ^ • , * '* 
Retrievability: 
By individual's surname. 
Safeguards: 

Only authorized personnel have access to. files. Physical security 
measures include locked containers/storage areas, controlled person- 
nel access, and continuous presence of authorized personnel. 

Retention and disposal: 

Destroyed upon removal of the restricted property from the mili- 
tary installation or upon expiration of the permit. 
System manager(s) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. ; . . 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Deputy, Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440.' ; 

Individual should provide the full name, Social Security Number, 
and other information verifiable from the record itself. 

Record access procedure: 

Individuals seeking access to records about themselves contained in., 
this record system should address written inquiries to the Deputy'" 
Chief of Staff for Operations and Plans, ATTN: DAMO-ODL, 
Headquarters, Department of the 'Army, Washington,: DC, 203 10- 
0440. ; . . 

Individual should provide the full name. Social Security Number, 
and other information verifiable from the record itself. - 

Contesting record procedures: 

The. Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from^ the system 
manager. 



Record source categories: ' " 

Any citizen desiring/required to register firearms/wekpbns, pets, 

etc. that will be maintained within or desiring t6 hunt/fish within the 

confines of any Arniy installation. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(2) as' 
applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. * ' ■ 

A0190-30DAMO ' 
System name: . i. .. 

Military Police Investigatoi- Certification Files. ' ' 
System location: 

Primary records are maintained at the U.S. Army.Military Person- 
nel Center, 200 Stovall Street, Alexandria, VA 22332. Segments exist 
at the installation initiating request and at respective major Army 
commands. ' 

Categories of individuals covered by the system: 

Any individual who has been nominated by a commander for. 
certification as a Military Police Investigator.. / 

Categories of recordis in the system: 

Files contain requests, name checks, background checks, approvals, 
disapprovals, appeals, rebuttals, and. related documents. 
Authority for maintenance of the syjstem: 
10 U.S.C. 3012(g) and Executive Order 9397.. . 
Purpose(s): 

To establish eligibility and suitability of individuals to be certified 
as Military Police Investigators. ; 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Papei- records in file folders; card indices. 

Retrievability: ; . 

By individual's surname. 
Safeguards: r 

Buildings employ security guards and control access. Information 
is not disclosed outside the agency; within the agency, acceiss to 
records containing adverse suitability information is restricted by use 
of protective markings. Distribution and ^ access are based on strict 
need-to-know. , 

Retention and disposal: • - 

Destroyed upon individual's release from active service or 3 years 
after involuntary withdrawal of certification. 

System manager(s) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. ' 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Individual should provide the full name. Social Security Numbei", 
current address, other information verifiable from the record itself, 
and signature. ; ' 

Record' access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Deputy 
CHief of^'Staff for Operations and Plans, ATTN: DAMO-ODL, 
Headquarters, Department of the Army, Washington, DC 20310- 
0440. 

Individual should provide the full name. Social Security Number, 
current address, other information verifiable from the record itself, 
and signature.^ r ... . 

Contesting record procedures: • . -^^ ,. . . , 
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The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from; the system 
manager. 

Record source categories: 

Subjects, witnesses, victims, Military Police and U.S. Army Crimi- 
nal Investigation Command personnel and agents, informants, varioiis 
Department of Defense, federal, state and local investigative and law 
enforcement agencies, departments or agencies of foreign govern- 
ments; and any other individuals or organizatons which may supply 
pertinent information. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k) (2), (5), 
(7) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0190-40DAMO 

System name: 

Serious Incident Reporting Files. 
System location: 

Primary System is located at the Office of the Deputy Chief of 
Staff for Operations and Plans, ATTN: DAMO-ODL, Headquarters, 
Department of the Army, Washington, DC 20310-0440. Segments 
are maintained at the installation initiating the report and at the 
respective major Army command. 

Categories of individuals covered by the system: 

Any citizen identified as the subject or victim of a serious incident 
reportable to Department of the Army in accordance with Army 
Regulation 190-40, Serious Incident Report. This includes in general 
any criminal act or other incident which, because of its sensitivity or 
nature, publicity or other considerations should be brought to the 
attention of Headquarters, Department. of the Army. 

Categories of records in the system: 

Records include the initial report of the incident plus any supple- 
mental reports, including reports of final adjudication. 
Authority for maintenance of the system: 
10 U.S.C. 3013(g) and Executive Order 9397. 
Purpose(s): 

To provide the military chain of command with timely information 
regarding serious incidents to permit a valid early determination of 
possible implication; to provide an early indication of acts or condi- 
tions which may have widespread adverse publicity; to provide a 
means of analysis of crime and conditions conducive to crime on 
which to base crime prevention policies and programs; and to meet 
the general needs of Department of the Army staff agencies for 
information regarding selected incidents which impact on their re- 
spective areas of responsibility. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses*' set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By individual's name, Social Security Number, and installation 
number. 
Safeguards: 

Buildings employ security guards and control access. Distribution 
and access to files are based on strict need-to-know. Records are 
contained in locked safes when not under personal supervision of 
authorized personnel. 

Retention and disposal: ^ 

Destroyed 1 year after final report is completed. 

System manager(s) and address: / 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of 'the Army, Washington, DC 
20310-0440. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 



the Deputy Chief of Staff for Opertions and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Individual should provide the full name, Social Security Number, 
current address and telephone number, other information verifiable 
from the record itself, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Deputy of 
Staff for Operations and Plans, ATTN: DAMO-ODL, Headquarters, 
Department of the Army, Washington, DC 20310-0440. 

Individual should provide the full name, Social Security Number, 
current address and telephone number, other information verifiable 
from the record itself, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Subjects, witnesses, victims, military police and U.S. Army Crimi- 
nal Investigation Command personnel and special agents, informants, 
various Department of Defense, federal, state and local investigative 
and law enforcement agencies, departments or agencies of foreign 
governments, and any other individuals or organizations which may 
supply pertinent information. 

Exemption claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a0)(2) as 
applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of ,5 U.S.C. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0190-45DAMO 

System name: 

Offense Reporting System (ORS). 
System location: 

Decentralized to Army installations which created the Military 
Police Report; copy may be sent to the U.S. Army Crime Records 
Center (USACRC), Baltimore, MD, dependent on nature of crime 
(see Army Regulation 190-45, Records and Forms). A cross-refer- 
ence index is either manual or automated media may exist at interme- 
diate and higher command levels. In addition, information is stored 
on computer media at five contractor-operated Regional Data Cen- 
ters located near Washington, DC; Fort McPherson, GA; Fort Knox, 
KY; Fort Hood, TX; and Fort Ord, CA. 

Categories of individuals covered by the system: 

Any individual who is the subject, victim, complainant, witness, or 
suspect in a criminal, civil, or traffic offense. 

Categories of records in the system: 

Criminal information or investigative files involving the Army 
which may consist of Military Police Reports (DA Form 3975) or 
similar reports containing investigative data, supporting or sworn 
statements, affidavits, provisional passes, receipts for prisoners or 
detained persons. Reports of Action Taken (DA From 4833), and 
disposition of cases. Information contained on the DA Forms 3975 or 
4833 may be provided by paper records, the Offense Reporting 
System (ORS), ORS-2, or Simplex Automated Military Police 
System (SAMPS). Personal information includes, but is not limited to 
name, social security number, home address, telephone number, cate- 
gory of offense, involvement, and case number. 

Authority for maintenance of the system: 

10 U.S.C. 3013 and Executive Order 9397. 

Purpose(s): 

To provide detailed information necessary for Army officials and 
commanders to discharge their responsibilities for maintaining disci- 
pline, law, and order through investigation of complaints and inci- 
dents and possible criminal prosecution, civil court action, or regula- 
tory order. This system contains information which may be used, as 
permitted by the Privacy Act and other pertinent laws, for employee 
personnel actions and determinations concerning, but not limited to 
security clearances, recruitment, retention, and placement. Statistical 
data are derived from individual report and stored in automated 
media at major Army commands and Headquarters, Department of 
the Army, for the purposes of: (1) Developing crime trends by major 
categories (e.g., crimes against persons, drug crimes, crinies against 
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property, fraud crimes, and other offenses), arid (2) developing law 
enforcement and crime prevention programs to reduce or deter crime 
within Army communities. 

[ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:' ' 

Information may be disclosed to federal, state, and local (including 
Foreign Government) agencies for investigation and prosecution 
when cases are either within their jurisdiction or when concurrent 
jurisdiction applies. These include: Federar Bureau of Investigation, 
Drug Enforcement Administration, U.S. Customs Service, Bureau of 
Alcohol, Tobacco and Firearms, U.S. District Courts, U.S. Magis- 
trates. •••«• : ■ , ' ■ •' ■ 

Policies and practices for storing; retrieving, accessing; retaining, and 
disposing of records in the system: • 
Storage: 

Paper records in file folders; microfiche; magnetic tapes/discs; 
punched cards; computer printouts. 
Retrlevability: " '■' ' . . v 

By individual's name, date of birth, Social Security Number, and 
case number. 

SafegiiardsL / 
Access to information is controlled; limited to authorized personnel 
having, official need therefor. Regional Data Centers are contractor- 
operated under an Army- approved . security program. Contractor 
personnel participate in an on-going security education program, 
under the Regional Data Security Officer. Regional Data Centers are 
connected through a communications network to 44 distributed data 
processing centers at Army installations. Technical, physical, and 
administrative safeguards required by Army Regulation 380-380 are 
met at installation data processing centers. Data are available only to 
installation personnel responsible for systems ojjeration and mainte- 
nance. Terminals not in the data processing center are under the 
supervision of a terminal area security office at each remote location 
protecting them from unauthopzed use. Access to information is also 
controlled by a system of assigned passwords for authorized users of 
terminals. 

Retention and disposal: . ^ 

Information is destroyed after 5 years except for* that required by 
Army Regulation 190-45 to be sent to the -Crime Records Center 
where it is retained 40 years following final action. 
System manager(s) and address: - ^ 

Deputy Chief of Staff for Operations- and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
2D310-044O. , . ; , 

Notification procedure: v 

Individuals seeking to determiiie if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the installation where the incident occurred. If 
more than five years have elapsed since the occurrence. Individual 
should address written inquiries to the U.S. Army Crime Records 
Center, Baltimore, MD. : ■ 

Individual should provide the full name, Social Security Number, 
date and place of the incident, arid a notarized signature. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the commander 
of the installatipn where the incident occurred. If more than fiye 
years have elapsed since the occurrence, Individual should address 
written inquiries to the U.S. Army Crime Records Center, Baltimore, 
MD. . 

Individual should provide the full name, Social Security Number, 
date and place of the incident, and a notarized signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. ' / . . . 

Record source categories: 

From the individual; witnesses; victiriis; Military Police and/or 
U.S. Army Criminal Investigation Command special agents; inform- 
ants; investigative and lavy enforcement persons of Federal, state, 
local and foreign government agencies; any source that may supply 
pertinent information. " ' , \ ' 

Exemptions claimed for the system: 

Part of this systefn may be exempt under 5 U.S.C.* 552a(j)(2) as 
applicable.' ' * . ; i) 



An exerhption riile for this system has been promulgated in accord- 
ance with requirements of 5 U.S.G. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0190-47PAMO 
System iiame:, ' " , 

Correctional Reporting System (CRS). 
' System location: 

Army installation detention facilities, U.S. Army Correctional Ac- 
tivity, Fort Riley, KS; U.S. Disciplinary Barracks, Fort Leaven- 
worth, KS. 

An .automated extract of selected data from individual correctional 
treatment records at Army facilities is stored on computer at five 
contractor-operated regional data "centers located near Washington, 
DC;. Fort McPherson, GA; Fort Kribx, KY; Fort Hood, TX; and 
Fort Ord, CA. - : - i 

The Army Clemency Board Office, Assistant Secretary of the 
Army, Manpower and Reserve Affairs, Washington, DC 20310 (for 
decisions on clemency recommendations, parole actions, and restora- 
tion to duty). " 

Categories of individuals covered by the system: 
, Any military member confined at an Army confinement or correc- 
tional facility as a result of, or pending, trial by courts-martial. 
' Categories of records in the system: 

Documents related to the administration of individual rnilitary pris- 
oners; courts-martial orders, release/confinement orders, medical ex- 
aminer's reports, requests and receipts for. health and comfort sup- 
plies, reports and recommendations relating to disciplinary actions, 
clothing and equipment issue records; forms authorizing correspond- 
ence by prisoner, mail, records; personal history records; individual 
prisbher utilization records; requests for interview; fingerprint cards, 
rnilitary police reports; prisoner identification records; parolee agree- 
ments; inspections;^ documents regarding custodianship ' of personal 
funds and property of prisoners; former commanding officer's report; 
parents' report; spouse's report; classification recommendations; re- 
quest to transfer prisoner; social history; clemency actions; psycholo- 
gist's report; psychiatric .and sociologic reports; certificate of parole; 
certificate of release from parole; assignment progress reports; and 
similar relevant documents. , 

Authority for maintenance of the system: 

10 U.S.C. 951-953 and Executive Order 9397.. / 
; Purpose(s): , * 

Correctional treatmient records are used to * determine prisoner's 
custody classificationSj work assigrtriients,' educational needs, adjust- 
ment to confinement, areas of particular concern, and, as the basis for 
clemency, parole and restoration to duty considerations. Autoniated 
records provide pertinent inforriiatiori required for proper manage- 
ment of confinement facility population, demographic studies, -status 
of discipline and responsiveness of personnel procedures, as well as 
confinement utiUzation factors such as population turnover, recidi- 
vism, etc. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' . 

Information may be disclosed to local, state, and federal law en- 
forcement and investigation agencies for irivestigation and possible 
criminal prosecution, civil court actions or regulatory orders. 

To confinement/correctional agencies for use in the administration 
of correctional programs including custody classification, employ- 
ment, training and educational assignments, treatment programs, 
clemency, restoration to duty or parole actions, verification of of- 
fender's criminal records, employment records, and social histories. 

The 'Blanket Routine Uses' set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
record system. .j- . ; 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: > 

Storage: ' . - 

Paper records in file folders, punch cards, magnetic tape and disc. 

Retrlevability: 

By prisoner's surname and/or Social Security Number/register 
number. ' . . • , 

Safeguards:' ^ . . . : » 

All records are maintained in areas accessible only to designated 
personnel having official need therefor. Automated -data base and 
output are managed through Comprehensive procedures and policies 
prescribed in systerii functional users manuals, " • 
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Regional Data Centers are contractor-operated. Contractor person- 
nel are security screened; employees receive a security briefing and 
participate in an on-going security education program under the 
Regional Data Security Officer. Regional Data Centers are connect- 
ed through a communications network to 44 distributed data process- 
ing centers at Army installations. Technical, physical, and administra- 
tive safeguards required by Army Regulation 380-19, Information 
Systems Security, are met at installation data processing centers and 
information is secured in locked rooms with limited/controlled 
access. Data are available only to installation personnel responsible 
for system operation and maintenance. Terminals not in data process- 
ing centers are under the supervision of a terminal area security 
officer at each remote location protecting them from unauthorized 
use. Access to information is controlled further by a system of 
assigned passwords for authorized users of terminals. 

Retention and disposal: 

Individual correctional treatment records for prisoners in the U.S. 
Army Correctional Activity (USACA) or U.S. Disciplinary Barracks 
(USDB) are retained for 90 days following expiration of sentence/ 
completion of parole/maximum release date, following which they 
are retired to the National Personnel Records Center for 25 years; 
destruction is by shredding. Similar records for prisoners in local 
Army confinement and correctional facilities are destroyed 4 years 
following release of prisoner from confinement. 

Note: Transfer of a prisoner from one facility to another is not 
construed as release from confinement. When a prisoner is trans- 
ferred to another facility, his/her file is transferred with him/her. 

Information on tape/disc is erased after 3 years. 

Army Clemency Board case files are returned on completion of 
Board action to USACA or USDB, as appropriate, where they are 
retained for 90 days after prisoner's release from confinement or 
return to duty, following which they are retired to the National 
Personnel Records Center and maintained for 25 years before being 
destroyed by shredding. 

System manager(s) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0580. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the confinement/correctional facility, or to the 
Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headauart ers, Department of the Army, Washington, DC 
20310-0440. 

Individual should provide the full name, Social Security Number, 
and other information verifiable from the record itself. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the confine- 
ment/correctional facility where a prisoner, or to the Deputy Chief 
of Staff for Operations and Plans, ATTN: DAMO-ODL, Headquar- 
ters, Department of the Army, Washington, DC 20310-0440. 

Individual should provide the full name, Social Security Number, 
present, address, and dates of confinement and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual witnesses; victims; Military Police/U.S. Army 
Criminal Investigation Command personnel and/or reports; inform- 
ants; various Federal, state and local investigative and law enforce- 
ment agencies; foreign governments; and other individual or organi- 
zation that may supply pertinent information. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable, 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0195-2aUSACIDC 

System name: 

Source Register. 



System location: 

Primary System is at Headquarters, U.S. Army Criminal Investiga- 
tion Command (USACIDC), 5611 Columbia Pike, Falls Church, VA 
22041-5015. 

Segments of the system exist at subordinate elements of the U.S. 
Army Criminal Investigation Command which exercise local admin- 
istrative and technical control of sources. Official mailing addresses 
are published as an appendix to the Army*s compilation of record 
systems notices. 

Categories of individuals covered by the system: 

All individuals, civilian or military, who are used as. sources by the 
U.S. Army Criminal Investigation Command. 

Categories of records in the system: 

Files contain cross indexed code numbers, name, race, military 
occupational specialty, sex, date and place of birth, home of record, 
educational level, area of utilization, civilian employment, handler, 
letters, vouchers, personal history, performance, citizenship, marital 
status, physical description, criminal history, expertise, talents, actions 
taken, and other related personal data. 

Authority for maintenance of the system: 

10 U.S.C. 3013. 

Purpose(s): 

To monitor performance and reliability; to check utilization of 
sources; to maintain an accounting of expenditures connected with 
the sources; to answer Congressional inquiries concerning misuse or 
mistreatment of sources or those who allege they are not sources; to 
document fear-of-life transfers for military sources. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to foreign countries under the provi- 
sions of Status of Forces Agreements or Treaties. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system of 
records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card files, computer/magnetic tapes, disks, and paper printouts. 
Retrievability: 

By individual's name, code number, or Military Occupational Spe- 
cialty (MOS). 

Safeguards: 

All information is stored in locked containers within secured build- 
ings; information is accessible only by designated officials having 
need therefore in the performance of official duties. 

Retention and disposal: 

Records concerning Level I Drug Suppression Team sources are 
maintained for 10 years after termination of source's service. At 
Headquarters, U.S. Army Criminal Investigation Command, informa- 
tion concerning other sources is retained for 10 years after termina- 
tion of source's service. At other locations of U.S. Army Criminal 
Investigation Command, source files and cross-index cards are re- 
tained for 3 years after termination of source's service; master source 
cards are retained until no longer needed to control or facilitate 
work. Destruction is by shredding. Retention period for automated 
records varies according to Headquarters, U.S. Army Criminal In- 
vestigation Command and field element, but total retention does not 
exceed 10 years. 

System, manager(s) and address: 

Commander, Headquarters, U.S. Army Criminal Investigation 
Command, 561 1 Columbia Pike, Falls Church, VA 22041-5015. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Criminal Investigation command, 5611 
Columbia Pike, Falls Church, VA 22041-5015 

For verification purposes, individual should provide the full name, 
date of birth, current address, and signature. 

Record access procedures: 

Individual seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Criminar Investigation Command, 5611 Columbia 
Pike, Falls Church, VA 22041-5015. 

. For verification purposes, individual should provide the full name, 
date and place of birth, current address, and signature. 
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Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. . .-. 

Record source categories: 

From the military personnel records if the source is military, or the 
civilian personnel records if source is a civilian employee. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. • . 

— A0195-2bUSACIDC 
System name: 

Criminal Investigation and Crime Laboratory Files. , . 

System location: 

Headquarters, U.S. Army Criminal Investigation Command (USA- 
CIDC), 561 1 Columbia Pike, Falls Church, VA 22041-5015. 

Segments exist at subordinate USACIDC elements; the addresses 
may be obtained from the system manager. 

An automated index of cases is maintained at the U.S Army Crime 
Records. Center, U.S. Army Criminal Investigation Command, 2301 
Chesapeake Avenue, Baltimore, MD 21222-4099 and at the Defense 
Investigative Service, PO Box: 1211, Baltimore, MD 21203-2111.- 
- Categories of individuals covered by the system:: - 

Any individual, civilian or military, involved in or suspected of 
being involved in or reporting possible, criminal activity affecting the 
interests, property, and/or personnel of the U.S. Army. . t 

Categories of records in the system: 

Namej Social Security Number, rank, date and place of birth, 
chronology of events; reports of investigation containing statements 
of- witnesses, subject and agents; laboratory reports, documentary 
evidence, physical evidence, summary and administrative data per- 
taining to preparation and distribution of the report; basis for allega- 
tions; Serious or Sensitive Incident Reports, modus operandi and 
Other investigative information from Federal, State,' arid local investi- 
gative agencies and departments; similar relevant documents. Indices 
contain codes for the type of crime, location of investigation, year 
and date of offense, names and personal identifiers of persons who 
have been subjects of electronic surveillance, suspects, subjects and 
victims of crimes, report number which allows access to records 
noted above; agencies, firms, Army and Defense Department organi- 
zations which were the subjects or victims of criminal investigations; 
and disposition and suspense of offenders listed' in criminal investiga- 
tive case files, witness identification data. . ' 

Authority for maintenance of the system: . ' 

10 U.S.C. 3013(g). 

'Purpose(s): 

To conduct criminal investigations and crime prevention activities; 
to accomplish management studies involving the analysis, compila- 
tion of statistics, quality control, etc., to ensure that completed inves- 
tigations are legally sufficient and result in overall improvement in 
techniques,. training and professionalism. 

Routine uses of records maintained in the system, including catego^ 
ries of users and the purposes of such uses: . , 

Information concerning criminal or possible criminal activity is 
disclosed to Federal, State, local and/or foreign law enforcement 
agencies in accomplishing and enforcing criminal laws; analyzing 
modus operandi, and detecting organized criminal activity. Informa- 
tion may also be disclosed to foreign countries under the provisions 
of the Status of Forces Agreements, or Treaties. - - 
/ Policies aiid practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: • ' . — 

Paper records in file folders; card -files and indices; automated 
indices; computer magnetic tapes, disks, and printouts; 

Retrievability: 

By name or other identifier of individual. 
Safeguards: 

Access is. limited to designated authorized individuals having offi- 
cial need for the information in the performance of their duties. 
Buildings housing records are protected by security guards. 

Retention and disposal: 



At Headquarters, U.S. Army Criminal Investigation Command, 
criminal investigative case files are retained for 40 years after final 
action, except that at USACIDC subordinate elements, such files are 
retained from 1 to 5 years depending on the level of such unit and 
the data involved. Laboratory reports at the USACIDC laboratory 
are destroyed after 5 years. Destruction is by shredding. 

System manager(s) and address: 

Commander, U.S. Army Criminal Investigation Command, 5611 
Columbia Pike, Falls Church, VA 22041-501-5. . •• 
Notification procedure: * 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Director, U.S. Army Crime Records Center, U.S. Army Criminal 
Investigation Command, ATTN: CICR-FP, 2301 Chesapeake 
Avenue, Baltimore, MD 21222-4099. 

For verification purposes, individual should provide the full name, 
date , and place of birth, current address,- telephone numbers, and 
signature. ' / ■■ " < 

Record access procedures: 

Individual seeking access to records about themselves contained in 
this record system should address written inquiries to the Director, 
U.S. Army Crime Records Center, U.S. Army Criminal Investigation 
Command, ATTN: CICR-FP, 2301 Chesapeake Avenue, Baltimore- 
MD 21222-4099, 

For verification purposes, individual should provide the full name, 
date and place, of birth, current address, telephone numbers, and 
signature. " 

The Army*s rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained ifrom the system 
manager. . ' / . 

Record source categories: >. 
. Suspects, witnesses, victims, USACIDC special agents and other 
personnel, informants; various Department of Defense, federal, state, 
and local investigative agencies; departments or agencies of' foreign 
governments; and any other individual or organization which may 
supply pertinent information. , 

Exemptions claimed for the system: ( . 

Parts of this system may be exempt under 5 U.S.C.- 552a(j)(2) as 
applicable. . . • .. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the- system manager. 

A0195-4USACIDC 

System name: ' . . ' 

U.S. Army Criminal Investigation Fund Vouchers! 
System location: 

Headquarters, U.S. Army Criminal Investigation Command (USA- 
CIDC), 5611 Columbia Pike, Falls Church, VA 22041-5015. 
. Se'grnents of the system are located at USACIDC "subordinate 
elements; addresses for these may be obtained from the Commander, 
USACIDC, at the above address. .. ' " 

Categories of individuals covered by the system: 

Special agents of USACIDC or military police investigator of U.S. 
Army who have made expenditures or have requested reimbursement 
from USACIDC limitation .0015 contingency funds authorized by 
Army Regulation 37-47, Contingency Funds of the Secretary of the 
Army. ' 

Categories of records in the system: 

Individual's name, grade, reason for such expenditure, receipts (or 
certificates when receipts are unavailable), relevant documents. 
Authority for maintenance, of the system: 
10 U.S.C. 3013(g). 
Purpose(s): 

To maintain proper accounting of the USACIDC .0015 contingen- 
cy funds. • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: , . 

The "Blanket Routine, Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system of 
records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: - 
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Paper records in file folders, computer magnetic tapes, and hard 
copy printouts. 
Retrievability: 

By individual's name at USACIDC subordinate elements; by 
voucher number at Headquarters, USACIDC. Automated data is 
retrieved through routine and specially created programs to meet 
* various management requirements. 

Safeguards: 

Access is limited to designated authorized individuals having offi- 
cial need for the information in the performance of their duties. 
Buildings housing records are protected by security guards. 

iRetention and disposal: 

Individual voucher, voucher register, subvoucher and supporting 
documents maintained at Headquarters, USACIDC are destroyed 1 
year after inspection and clearance by Secretary of the Army; at 
other USACIDC subordinate elements, 1 year after inspection and 
clearance by Comptroller, USACIDC. Automated, data are erased 
after a hard copy of the register is produced. Disposal of manual 
records is by shredding or burning. 

System manager(s) and address: 

Commander, U.S. Army Criminal Investigation Command, 5611 
Columbia Pike, Falls Church, VA 22041-5015. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Director, U.S. Army Crime Records Center, U.S. Army Criminal 
Investigation Command, ATTN: CICR-FP, 2301 Chesapeake 
Avenue, Baltimore, MD 21222-4099. 

For verification purposes, individual should provide the full name, 
date and place of birth, current address, telephone numbers, and 
signature. 

Record access procedures: 

Individual seeking access to records about themselves contained in 
this record system should address written inquiries to the Director, 
U.S. Army Crime Records Center, U.S. Army Criminal Investigation 
Command, ATTN: CICR-FP, 2301 Chesapeake Avenue, Baltimore, 
MD 21222-4099. 

For verification purposes, individual should provide the full name, 
date and place of birth, current address, telephone numbers, and 
signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, source, or the statement of third parties 
pertaininjg to the expenditure. 
Exemptions claimed for the system: 
None, 

A0195-6USACIDC 

System name: 

Criminal Investigation Accreditation and Polygraph Examiner 
Evaluation Files. 
System location: 

Headquarters, U.S. Army Criminal Investigation Command (USA- 
CIDC), 5611 Columbia Pike, Falls Church, VA 22041-5015. Infor- 
mation concerning polygraph examiners is located at the Crime 
Records Center, USACIDC, 2301 Chesapeake Avenue, Baltimore, 
MD 21222-4099 and subsequently at the Washington National 
Records Center, GSA, Suitland, MD 20746. 

Categories of individuals covered by the system: 

Applicants for entry into the USACIDC program as an apprentice 
special agent, a polygraph examiner, for supervisory credentials, for 
the USACIDC officer specialty program or warrant officer appoint- 
ments; or for laboratory technician credentials. 

Categories of records in the system: 

Individual's application, statement of personal history, personal 
identifiers, photographs, fingerprint cards, qualifications record, biog- 
raphy, information pertaining to assignment capability" or limitation, 
letters of recommendation, educational institutional documents, char- 
acter investigation data, reclassification actions, reassignment orders, 
commander's inquiry data, reports of inviestigation, reasons for with- 
drawal from program, reason for denying application, date of accept- 
ance into program, date .appointed, date of accreditation, badge 
number, credential number, polygraph certificate number, agent se- 



quence number, assignment, date assigned, marital status, and other 
data pertinent to the accreditation function, physical profile, date of 
last physical, assignment preference, transfer restrictions, job title, 
security clearance data, date of last background investigation, foreign 
language proficiency, special qualifications,' service agreement, 
spouse's place of birth and citizenship, agent's place of birth, private 
licenses, hobbies, and last 10 assignments. 

Polygraph examiner performance and evaluation data maintained 
at the Crime Records Center (CRC) include individual's name, per- 
sonal history statement, certificate number, polygraph examination 
history, year of polygraph report, report of investigation or CRC 
cross reference number, type of examination, and monitor's com- 
ments. 

Authority for maintenance of the system: 

10 U.S.C. 3013(g) and Executive Order 9397. . 
Purpose(s): 

To determine applicant's acceptance into or rejection from the 
USACIDC program; continuing eligibility, placement or standing 
therein; and to manage and evaluate polygraph examination perform- 
ance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system of 
records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, cards, magnetic tapes, disks, and 
paper printouts. 

Retrievability: 

By individual's surname, agent sequence number. Social Security 
Number, badge/credential number, and polygraph certificate number. 
Safeguards: 

All records are maintained in buildings protected by security 
guards or a locked wire enclosure; information is accessed only by 
designated individuals having official need therefor in the perform- 
ance of assigned duties. 

Retention and disposal: 

Records of accepted applicants are retained until the individual 
retires, is released from active duty, or is removed from the USA- 
CIDC program; at that time, files are places in inactive storage at 
HQ USACIDC for 2 additional years and then stored at the Wash- 
ington National Records Center for an additional 8 years before 
being destroyed by shredding. Records of rejected applicants are 
retained at HQ USACIDC for 1 year, then destroyed by shredding 
or burning. Information on Criminal Investigation Program Data 
Cards is maintained permanently. Information in automated media is 
retained for 90 days following termination of investigator's active 
status. Polygraph examination report information is retained for 3 
years following closure or completion of the pertinent investigative 
report. Records of approved polygraph examiner certifications are 
retained at the CRC for 10 years after the examiner retires or is 
released from active duty, then destroyed by shredding or burning. 
Records of disapproved polygraph examiner certifications are re- 
tained at the CRC for 1 year, then destroyed by shredding or burn- 
ing. 

System manager(s) and address: 

Commander, U.S. Army Criminal Investigation Command, 5611 
Columbia Pike, Falls Church, VA 22041-5015. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Director, U.S. Army Crime Records Center, U.S. Army Criminal 
Investigation Command, ATTN: CICR-FP, 2301 Chesapeake 
Avenue, Baltimore, MD 21222-4099. 

For verification purposes, individual should provide the full name. 
Social Security Number, date and place of birth, current address, 
telephone numbers, date of application to the program, sufficient 
details to locate the record, and signature. 

Record access procedure: 

Individual seeking access to records about themselves contained in 
this record system should address written inquiries to the Director, 
U.S. Army Crime Records Center, U.S. Army Criminal Investigation 
Command, ATTN: CICR-FP, 2301 Chesapeake Avenue, Baltimore, 
MD 21222-4099. 
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For verification purposes, individual should provide the full name, 
Social Security Number, date and place, of . birth, current address, 
telephone numbers date of application to the program, sufficient 
details to locate the record, and signature. . 

■ Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appfealing initial determinations are contained in Army Regulation 
340-21; 32 CFR" part 505; or may be obtained from the system 
manager. 

; Record source Categories: 

From the , individual, individual's previous or present employers, 
financial institutions, relatives and former spouses, educational institu- 
tions, trade or fraternal organizations, neighbors past and present, 
work associates, social acquaintances, churches, public records,' law 
enforcement and investigative agencies. Army records and reports. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(2), (5), 
or (7) as applicable. . 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0210-7ACF^C y 

System name: 

Vendor Misconduct/Fraud/Mismanagement Information Exchange 
Program.' • 

System location: 

Primary System is located at the US Army Community and 
Faniily Support Center, 2461 Eisenhower. Avenue, Alexandria, VA. 
Segments exist at Army activities and nonappropriated fund instru- 
mentalities, the addresses of which may be obtained from the System 
Manager. 

Categories of individuals covered by the system: 
Individuals who are identified in reports of vendor misconduct, 
fraud, or mismanagement. 
Categories of records in the system: ' 

Names of individuals; companies represented; reports of miscon- 
duct, friiud or mismanagement in procurenient, efforts concerning 
military installations/activities; similar relevant documents and re- 
ports. 

. Authority for maintenance of the system: 

l6 U.S.C., section 3012(g)-. ; ' ■ ' - \ 

Purpose(s): ' , . 

To provide management officials of nonappropriated fund activities 
and commissaries with timely .and useful - information regarding inci- 
dents of vendor misconduct, fraud, and/or mismanagement and of 
individuals involved in such incidents through the collection, ex- 
change and dissemination of relevant information to. DOD compo-. 
nents so as to permit informed responsible;, procurement decisions. 

Routine uses of records maintained in the system, including catego- 
ries .of users and the purposes of such uses: ' ^ 

> See 'Blanket Routine Uses'- set forth at .the beginning of the Army/s 
listing of record system notices. , ^ 

Policies and practiceis for storing, retrieving, accessing, retaining, and 
disposing of records in the system: <r 

Storage: 

Paper records in file folders. 
Retrievability: . ^ ^ 

By name of individual, vendor, or company. 
Safeguards: 

■ Records are maintainedr in combination lock file safes when not 
under personal supervision of responsible officials. • 

Retention and disposal: . . v /i. \ 

Destroyed two years after final determination is rendered on case. 

System manager(s) and address: ' 

Commander, US Army, Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0301. , • < 

Notification procedure: , > • • .* 

Individuals wishing to know whether or not information on them 
exists in this system of records should write to the System Manager, 
providing their full name, name of company, current address and 
telephone number, sufficient detail concerning incident or event to 
facilitate locating the record,, and signature. 

Record access procedures: 



Individuals do reicords about themselves should' should address an 
inquiry as indicated in 'Notification piocedure', furnishing informa- 
tion specified therein. 

Contesting record procedures: 

The army*s rules for access to records'and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). ■ 

Record source categories: 

Copies of reports of audits, inspections, administrative investiga- 
tions (e.g., AR 15-6); summaries of criminal reports issued pursuant 
to Defense Acquisition Regulation 1-608 received from Army Staff 
agencies, major Army commands, or the Army and Air Force Ex- 
change Service, and/or Department of Defense agencies. 

Exemptions claimed for the system: -7. ^ 

None. ' ' ' 

^ A0210-^7bCFSC 

System name: 

Commercial Solicitation Ban Lists. 
System location: 

Centralized list of commercial solicitors banned from Army instal- 
lations is maintained at the US Army Community and Family Sup- 
port Center. Segments exist at Army installations where commanders 
have banned agents. Listing of those so banned is furnished to Major 
Army Commands; addresses niay be obtained from the System Man- 
ager.- ' . 

Categories of individuals covered by the system: 

Any individual whose onrbase commercial solicitation privileges 
have been withdrawn. ' .. . .( • 

Categories of records in the system: 

IndividuaPs name, name of company represented, approval/disap- 
proval of business solicitation action on Army posts, camps, and 
stations; requests for and authorization of accreditation and removal 
of Accreditation of companies, agents, vendors, salesmen, and solicit 
tors; related documents. ' * " ' , ■ 

Authority for maintenance, of the system: 

^10 U.S.C. 3012. , . * . _ ./ ; , 

Purpose(s): 

Tq maintain listing of agents/companies whose business solicitation 
privileges have been banned; or suspended from military bases. 

Routine uses of records maintained in the system, including catego- 
ries, of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By agentVcompany's name. ' ' - 

Safeguards: . ... 

Records are maintained in secured areas accessible only to desig- 
nated officials having need therefor in the performance of their 
official duties, . ■ . • * ° 

Retention and disposal: ♦ ' 

Records supporting the denial or suspension of solicitation , privi- 
leges are retained for 10. ^years and then destroyed by shreddjng. 
Auxiliary and/or non-adverse action records are retained until no 
longer needed. 

System manager(s) and address: . . 

Commander, US Army Community and Family Support Center, 
246 rEisienhower A venue,, Alexandria, V A 22331-0301. 
Notification procedure: 

Individuals desiring to know whether or not information ort th^m 
exist^ in this system of records should write to the System Manager 
or to the installation commander who banned their solicitation privi- 
leges' Individual must provide full name, name of company repre-. 
sented,' current; address and telephone number, sufficient details tp; 
permit locating the records, and signatjure. ' / » 

Record access procedures: v , : . 

Individuals seeking access to' records on themselves should write as 
indicated in 'Notification . procedure', providing information specified 
thefrein.: - ' • ' ' : 
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Contesting record procedures: 

The army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

Agent's/company's name, circumstances leading to banning action, 
investigatory reports, other Army records and reports, similar rele- 
vant documents. 

Exemptions claimed for the system: 

None. 

A0210-7PAMO 

System name: 

Expelled or Barred Person Files. 
, System location: 

Records are maintained at the Army installation initiating the ex- 
pulsion or debarment action. 

Categories of individuals covered by the system: 

Any citizen who is expelled or barred from an Army installation. 
Categories of records in the system: 

Name of individual, expulsion orders, investigative reports and 
supporting documents. 

Authority for maintenance of the system: 

18 U.S.C. 1382 and Executive Order 9397. . 

Purpose(s): 

To assist the commander in carrying out responsibilities required 
by 18 U.S.C. 1382. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 

system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individuaPs name. 

Safeguards: 

Distribution and access to files are based on strict need-to-know. 
Physical security measures include locked containers/storage areas, 
controlled personnel access, and continuous presence of authorized 
personnel. 

Retention and disposal: 

Destroyed on revocation or upon discontinuance. 
System manager(s) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the • Army, Washington, DC 
20310-0440. 

Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquires to the 
Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Individual should provide the full name, Social Security Number, 
address, details concerning the expulsion or debarment action, and 
signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Deputy 
Chief of Staff for Operations and Plans, ATTN: DAMO-ODL, 
Headquarters, Department of the Army, Washington, DC 20310- 
0440. 

Individual should provide the full name. Social Security Number, 
address, details concerning the expulsion or debarment action, and 
signature. 

Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained ' from the system 
manager. 

Record source categories: 



Subjects, witnesses, victims, Military. Police and U.S. Army Crimi- 
nal Investigations Command personnel and special agents, informants, 
various Department of Defense, federal, state and local investigative 
and law enforcement agencies, departments or agencies of foreign 
governments; and any otlier individuals or organizations ,which may 
supply pertinent information. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0210-10TAPC 

System name: - . 
Departure Clearance Files. ■ ' ■ 
System location: 

Administrative offices of Army Staff agencies, field operating com- 
mands, installations, or activities, Army-wide. 
Categories of individuals covered by the system: 
All Army military and civilian personnel. 
Categories of records in the system: 

DA Form 137 (Installation Clearance Record), copy of receipts or 
documents evidencing payment of telephone bills, return of material 
held on memorandum receipt, and similar clearance matters. 

Authority for maintenance of the system: 

10 U.S.C. 3013. 

Purpo$e($): 

To verify that an individual has obtained clearance from the Army 
Staff agency or. installation's facilities and has accomplished his/her 
personal and official obligations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By surname of departing individual. 
Safeguards: 

Information is accessed only by designated persons having official 
need therefor. 
Retention and disposal: 
Destroyed after 1 year. 
System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address written inquiries to 
the administrative office of the installation/activity to which the 
individual had been assigned. 

Individual should provide the full name, departure date, location of 
last employing office, and signature. ' 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the administra- 
tive office of the installation/activity to which the individual had 
been assigned. 

Individual should provide the full name, departure date, location of 
last employing office, and signature. 
Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 
. From the individual; Army records and reports. 

Exemptions claimed for the system: 

None. 
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. ' A0210-5bCE • 

System name: , ; . 
Army Housing Operations Management System. 
System location: - . . • 

Office, Chief of Engineers, Headquarters, Department of tfie 
Army, Washington, DC 20314; Housing Managers at Army installa- 
tions .world-wide. * 
Categories of individuals covered by the system: • - 

Military personnel, their dependents; Department of Defense or 
other key civilian personnel. \. 
Categories of records in the system: ' 

Applications for on/off post housing containing name, service/ 
SSN, rank/grade and date, service data, organization of assignment, 
home address and telephone number; locator data; appropriate travel 
orders; records reflecting housing availability/ assignment/termina- 
tion; housing financial records; referral services; property inventories, 
hand receipts, and issue, slips; cost control, job orders; survey data; 
reports of liaison with re?l estate boards, realtors, brokers and other 
Government agencies; other management reports regarding the 
Army housing system; complaints and investigations; and similar rele- 
vant documents. 

Authority for maintenance of the system: 

10 U.S.C., sections 133 and 2674; DOD Instructions 1100.16, 
4165.27, 4165.34, 4165.43, 4165.44, 4165.47 and 4165.51 and E.O. 

9397; ■ . . . 

Purpose(s): 

To provide information relating to the management, operation, and 
control of the Army housing program; to provide necessary housing 
for military personnel, their dependents, and qualified civilian em- 
ployees; to determine housing adequacy/suitability; to, document cost 
data for alterations/repair of units; to establish rental rates; to pro- 
vide guidance and referral service; to refiect liaison with real estate 
boards, brokers, and other Government agencies; to render reports; 
to investigate complaints and related matters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . ^ 

Storage: 

Paper records; cards; computer-tapes, discs, and printouts. 
Retrievability: 

By individuaPs surname, facility name or number. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sons having official need therefor, housed in buildings protected by 
security guards or locked when not in use. Information in automated 
media is further protected by physical security devices; access to or 
update of information in the system is protected through a system of 
passwords, thereby preserving integrity of data. . 

Retention and disposal: 

Installation troop housing files are destroyed after 3 years; installa- 
tion housing project tenancy files are destroyed 3 years after termina- 
tion of quarters occupancy; family housing cost . controls are de- 
stroyed 11 years after last entry; family housing leasing files are 
destroyed 3 years after lease terminates, is cancelled, lapses, or after 
any litigation is concluded; family housing rental rates are destroyed 
after 10 years; housing referral services are destroyed after 5 years; 
off-post rental housing reports are destroyed after 2 years; off-post 
housing complaints and investigations are destroyed 5 years after^ 
completion at office having Army-wide responsibility, and at other 
offices complaint and investigation records 'are destroyed 2 years 
after completion. 

System manager(s) and address: < 

Chief of Engineers, Headquarters, Department of the Army, Wash- 
ington, DC 20314. .; . 

Notification procedure: 
' ' Information may be obtained from the Director of Industrial Oper- 
ations, Office of the Chief of Engineers or his counterpart in Dis- 
trict/Division Engineer Offices providing housing service. 

Record access procedures: 

An individual's request may be addressed to the Director of Indus- 
trial Operations at the appropriate installation, and contain his/her 
name and address and last assignment location. 



Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
arid appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, his/her personnel records, tenants/landlords 
and realty activities, financial institutions, and previous employers/ 
commanders. 

Exemptions claimed for the system: " 

None. 

A0210-60SAFM 

System name: 

Check Cashing Privilege Files. 
System location: 

All Army installations/activities with facilities to cash checks. 

Categories of individuals covered by the system: • 

Persons .whose checks, written at Army facilities, have been dis- 
honored and/or whose check cashing privileges have been suspended 
or revoked. • 

Categories of records in the system: 

Documents related to advancing, revoking, or suspending, restor- 
ing and general supervision of check cashing privileges. Included are 
letters to individuals about bad checks, warnings that .a recurrence 
may result in withdrawing check cashing privileges, notices from 
banks that the bank was in error, notices to activities that check 
cashing privileges have been suspended or withdrawn, and related 
papers. . . ' 

Authority for maintenance of the system: 

10 U.S.C. 3012.. 

Purpose(s): . ; 

To determine individuals to be denied check cashing privileges at 
installation check cashing facilities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Lists of persons whose privileges have been suspended or with- 
drawn may be disclosed to banks or credit unions operating on Army 
installations so that the financial facilities can, if they wish, withhold 
check cashing privileges from those individuals. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C: 552a(b)(12) may be made from this 
system to 'consumer reporting agencies' as defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681a(f) or the Federal Claims Collection 
Act of 1966 (31 U.S.C 3701(a)(3)). . ... 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . . ; . 

Cards, paper records in file folders, and computer tapes. 

Retrievability: * 

By individual's name or SSN. . - ' 

Safeguards: 

Files are maintained in areas accessible only to authorized persons 
having an official need therefor in the performance of official duties. 
Retention and disposal:' 

Destroyed 3 years after individual has made restitution for dishon- 
ored check. ' 
System manager(s) and address: 

Comptroller of the Army, US Army Finance and Accounting 
Center, Ft Benjamin Harrison, IN 46249. 
^ ; Notification procedure: 

Information may be obtained from the installation commander 
where check was cashed. . r . ^ ■ • 

Record access procedures: 

Individuals desiring access to records pertaining to themselves 
should write to the installation commander, - furnishing full name, 
SSN, details relevant to:the incident, and signature. . 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 
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Record source categories: 

From the dishonored check, the individual, banking facihties. 

Exemptions claimed for the system: 

None. 

A0210-130DALO 

System name: 

Laundry and Dry Cleaning Accounting Files. 
System location: 

All laundries at Army installations world-wide. DA Form 3799 is 
maintained also at US Army Finance and Accounting Center, Indian- 
apolis, IN 46249. 

Categories of individuals covered by the> system: 

All military personnel who are authorized payroll deduction serv- 
ice. 

Categories of records in the system: 

Individual's application for laundry and/or dry cleaning start or 
stop deductions (DA Form 3799), laundry mark, organizational code 
number, amount deducted from pay monthly for laundry or dry 
cleaning service, date, and organization name. 

Authority for maintenance of the system: 

10 U.S.C. 3012. 

Purpose(s): 

To determine patrons authorized laundry and dry cleaning service, 
to verify receipt and shipment of individual laundry bundles, and 
amount of money deducted from soldier's pay; for management and 
statistical reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: % 

Storage: 

Paper records in file cabinets; magnetic tape. 

Retrievability: 

By individual's surname. 

Safegiiards: 

Records are accessible only to authorized individuals having need 
therefor. 

Retention and disposal: 

Records are retained for 1 year, after which they are destroyed by 
shredding/erasing, DA Form 3799 is retained indefinitely until laun- 
dry or dry cleaning service is cancelled by the individual. 

System manager(s) and address: 

Deputy Chief of Staff for Logistics (ODCSLOG), The Pentagon, 
Washington, DC 20310. 

Notification procedure: 

Information in this notice may be obtained by inquiring of the 
Laundry Facility at the Army installation/activity where service was 
obtained. 

Record access procedures: 

Individuals wishing to access records concerning them in this 
system of records may inquire of the Laundry Facility at the installa- 
tion providing service; individual should furnish name and pertinent 
data that will facilitate locating the record. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). ' 

Record source categories: 

From the individual; DA Form 3799. 

Exemptions claimed for the system: 

None. 

A0210-190TAPC 

System name: 

Individual Gravesite Reservation Files. 
System location: 

Commander, Military District of Washington, Fort Lesley J. 
McNair, Washington, DC 20319; Soldiers' and Airmen's Home Na- 
tional Cemetery, Washington, DC 20011; Commander, U.S. Total 



Army Personnel Command, Alexandria, VA 22332-0400 for selective 
Army post cemeteries. 
Categories of individuals covered by the system: 

Active and former Armed Forces personnel and their dependents 
who reserved grave plots in either Arlington National Cemetery 
Soldiers' Home National Cemetery, or Army post cemeteries prior to 
1961. 

Categories of records in the system: 

Gravesite reservations (DA Forms 2122, 2123); reservist's name, 
address, number and section of grave reserved, mihtary service, or 
relationship to service member; 

Authority for maintenance of the system: 

10 U.S.C. 3013, 

Purpose(s): 

To maintain records of individuals holding gravesite reservations in 
Army national or post cemeteries made prior to 1961; to conduct 
periodic surveys to determine validity of such reservations; to re- 
spond to inquiries. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ''Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; cards. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel having official need therefor in the performance of their 
duties. 

Retention and disposal: 

Destroyed when gravesite reservation is used or canceled. 
System manager(s) and address: 

Commander, Military District of Washington, Fort Lesley J. 
McNair, Washington, DC 20319; Soldiers' and Airmen's Home Na- 
tional Cemetery, Washington, DC 20011; Commander, U.S. Total 
Army Personnel Command, Alexandria, VA 22332-0400 for selective 
Army post cemeteries. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address written inquiries to 
the appropriate system manager. 

Individual should provide sufficient details to permit locating perti- 
nent records and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the appropriate 
system manager. 

Individual should provide sufficient details to permit locating perti- 
nent records and signature. 
Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the reservist, his/her representative or next-of-kin; Army 
records and reports. 

Exemptions claimed for the system: 

None. 

A0215CFSC 

System name: 

General Morale, Welfare, Recreation and Entertainment Records 
System location: 

Major Army commands, field operating agencies,. installations and 
activities, Army-wide. 

Categories of individuals covered by the system: 

Military personnel, their families, other members of the military 
community, certain DoD civilian employees and. their families over- 
seas, certain military personnel of foreign nations and their families. 
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personnel authorized to use ArmyTSponsored Morale, Welfare, Recre- 
ation (M\yR) services, youth services, athletic and recreational serv- 
ices, Armed Forces Recreation Centers, Army recreation machines, 
and/or to participate in MWR'-type activities; professional "entertain- 
ment groups recognized by the Armed* Forces, Professional Entertain- 
ment Office; Army athletic team members; ticket holders of iathletic' 
events; units of national youth groups -such '^s Boy Scouts, Girl 
Scouts, and 4-H Clubs. 
Categories of records in the system: . 

Name, address", and other pertineiit information of members, par- 
ticipants, patrons, and other authorized users. Other ancillary infor- 
mation such a travel vouchers, security check results and orders will* 
be kept in the system. • v 

Authority for maintenance of the system: .» . > ; 

5 U.S.C. 301 and Executive Order 9397. ^r/,, . 

P.urpose(s): 

: To administer programs devoted to the mental and physical well- 
being of Army personnel and other authorized users; to document 
the approval and conduct of specific contests, shows, entertainment 
programs, sports activities/competitions, and other MWR-type activi- 
ties and events sponsored or sanctioned by the . Army. Relevant 
information on an individual may be disclosed for bona fide purposes 
such as marketing and promoting MWR, entertainment programs, 
and to sport's, educational, athletic, and similar-related organizations 
condiictinjg equivalent MWR^type activities. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. • ' .! ' ' 

Policies and practices for storing, retrieving, accessing,, retaining, and 
disposing of records in the system: ; tf; ( < 

Storage: 

Paper records in file folders, cards, magnetic tapes, discs, computer 
printouts, and similar media. 
Retrievability: 

By name, social . security number, or other individual identifying 
characteristics. . - i , 

Safeguards: 

Records are kept in buildings secured during non-duty hours and 
accessed by only designated persons having official need therefor. 

Retention and disposal: , , v ■- .» 

All documents are destroyed after 2 years,, unless required for 
current operation. . ; .: ' . 

System manager(s) and address: 

Commander, U.S. Army Community and Family Support Center, 
2461'Eisenhower Avenue, Alexandria, V A 22331-0521: -j 
Notification procedure: ^ 

Individuals seeking to determine whether inforniation about them- 
selves is contained in this record system should address inquiries to 
the Morale and Welfare office at the installation or activity where 
assigned..,.' . ...| " » • , ♦ : .• i.; . * 

Record access procedures: • 

Individuals seeking access to records about themselves contained in 
this record system should address inquiries to the Morale and Wel- 
fare office at the installation or activity where assigned; 

Individuals must provide name, rank; SSN, proof of identification, 
and. any other pertinent . information necessary. " 
' Contesting record procedures: . • t 

'The army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
343-21; 32 CFR part 505; or may be obtained . from the system 
manager. ; , ^ ; . • 

Record source categories: 

From the individual or group receiving the service. 
Exemptions claimed for the system: 

None. 

A0215-1CFSC - 

System name: .i . . . • • , , . / . 

Nonappropriated Fund Employee Insurance and Retirement Files. 
System location: . „ 

U.S. Army Community and Family Support Center, 2461..:Eisen-. 
hower Avenue, Alexandria, V A 22331-0500." 
. Categories of individuals covered by the system: 

Army nonapropriated fund (NAF) employees who participate in 
the. NAF Group Insurance and Retirement Plan. 



Categories of records in the system: 

Monthly and cumulative insurance' and retirement' deductions 'for 
each employee; name and Social Security Number. 
Authority for maintenance of the system: , 
Pub. L. 95-595; 26 U.S.C. 401a; and Executive Order 9397. 
Purpose(s): 

To substantiate initial enrollment and subsequent change in the 
NAF Group Insurance and Retirement Plan; to verify monthly de- 
ductions and to compute annuities, refunds, and death benefits. : - 

Routine uses bf records maintained in the' system, including catego- 
ries of users and the<pufposes of such uses: • - 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 
' Disclosure to consumer reporting agencies: > - ' . 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from tliis 
system to consumer reporting agencies as defined in the Fair Credit 
Reporting ,Act (15 U.S.C. 1681 a(0) or-the Federal Claims Collection 
Actof 196^.(31 U.S.C. 3701(a)(3)).' r ^ - 

Policies and practices for storing, retrieving, accessing,' retaining, and 
disposing of records in the system: • - 

Storage: - 

Magnetic tapes/discs, microfiche, paper records. - • 

Retrievability: 

. By' individual's surname within each NAF activity. ■ 
^Safeguards: * , • '.^ 

Records are located in controlled areas within building having 
security guards; information is accessed only by individuals who are 
properly cleared and traineid and have need therefor in the perform- 
ance of official duties. ^ *. ,o , 
Retention and disposal: 

Paper files maintained by the Community and Family Support 
Center are destroyed 1 year after microfilming or earlier after accu- 
racy of microfilm is verified. Microfilmed files are destroyed after, ^6 
years. Other offices destroy the records after 4 years. 

System manager(s) and address: 

Commander, U.S. Army Community and Family Support Center, 
ATTN: CFSC-HR-PB, 2461 Eisenhower Avenue, Alexandria, VA 
22331-0500. . . 

Notification procedure: / r* . / ;: ; . - 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Community and Family Support Center, 
ATTN: CFSC-HR-PB,V2461 Eisenhower Avenue, Alexandria, VA 
22331-0500. I , , . 

Individual should provide the"* full name. Social Security Number, 
NAF activity >yhere employed, and signature. 

Record access proceduVes: ; 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S.^Army 'Community and Family Support Center, ATTN: 
CFSC-HR-PB, 2461 Eiseiihbwer Avenue, Alexandria. VA 22331- 
0500. 

Individual should provide the full name. Social Security Number, 
NAF activity where employed, and signature. , , 

Contesting record procedures: 

The^ Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. ^. .. . - , i » > - .i^ - 

Record .source categories:: n 

From the individual and NAF personnel officers. 

Exemptions claimed for the system: ^ ' 

None. ■ ^ • *■ - * ^ • ■ 

A0215-laSAFM 

System name: 

Nonappropriated Funds Centiral Payroll System (NAFCPS). 
System location: 

System Proponent: Assistant Comptroller of the Army for Finance 
and Accounting (ACOA(F&A)), ATTN: DACA-FAP-N, Indianapo- 
lis, IN 46249-1056; NAFCPS is operational at ^ two sites: Central 
Nonappropriated. Funds Payroll Office, P.O. Box 75, Texarkana, TX 
755Q4-0075, andv the .Nonappropriated Funds Central Payroll Diyi^ 
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Categories of individuals covered by the system: 

All civilian employees of the Department of the Army, Defense 
Logistics Agency, and Panama Local Nationals who are paid from 
nonappropriated funds (NAF). 

Categories of records in the system: 

Individual records of appointment or assignment; officially authen- 
ticated time and attendance records, supported by substantiating doc- 
uments; individual leave records, payroll control files, individual 
withholding authorization files, withholding tax exemption certificate 
tiles, withholding tax files, savings bond schedule files, other deduc- 
tion type files, payroll journal and check register, earnings statement, 
earnings records, tips received, earnings and leave statements, subsist- 
ence and quarters files, unemployment compensation data request 
tiles, health and life insurance files, income tax withheld, employer 
and employee Federal Insurance Contributions Act files. Employer 
Quarterly Federal Tax Return, state tax files, local tax files. Fair 
Labor Standards Act files, and total employer liability for accrued 
leave at separation. 

Authority for maintenance of the system: 

5 U.S C section 2105, 5531, 5533; Pub. L. 92-203; Fair Labor 
Standards Act; E.O. 9397. 
Purpose(s): 

To calculate the net pay due each employee; provide a history of 
pay transactions, entitlements and deductions; maintain a record of 
leave accrued and taken; keep a schedule of bonds due and issued- 
record taxes paid; respond to inquiries or claims. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Data required by law, e.g., employees' earnings, taxes withheld, 
hederal Insurance Contributions Act contributions, are provided to 
the Treasury Department, the Social Security Administration, Inter- 
nal Revenue Service, states and localities which have an agreement 
with the Department of the taxable earnings information. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to consumer reporting agencies as defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681a(0, the Federal Claims Collection 
^""l^V?^^. 3701(a)(3)), or Title III, Section 301 of Pub. 

L. 97-253, the 1982 Omnibus Reconciliation Act. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposmg of records in the system: 

Storage: 

Paper records in file folders and bulk storage, magnetic tapes, 
discs, microfilm, microfiche, and computer printouts. 
Retrievability: 

By individual's social security number (SSN) within each nonap- 
propriated fund Standard NAF Number (Installation, fund, location, 
and department code). 

Safeguards: 

Files are maintained in areas accessible only to designated person- 
nel who have need therefor in the performance of official duties. 
Retention and disposal: 

Individual pay records are permanent; they are forwarded to the 
National Personnel Records Center after three years; they are re- 
tained at servicing payroll office while individual is actively em- 
p oyed. Upon separation or termination of employment, files are 
placed in an inactive status and retained 18 months after close of pay 
year. Leave records are retained 10 years and then destroyed. Other 
management and accounting information reports are retained from 
one to three years before destruction. 

System manager(s) and address: 
. Comptroller of the Army for Finance and Accounting, 

ATTN: DACA-FAP-N, Indianapolis. IN 46249-1056. 

Notification procedure: 

Information may be obtained from the Chief, Central NAF Payroll 
Office. P.O. Box 75, Texarkana. TX 75504-0075, or Commander 
USAFACEUR, ATTN: AEUTCF-NAF, APO NY 09007-0137. Indi- 
vidual should furnish full name, SSN, period and location of employ- 
ment, and signature. 

Record access procedures: 

Requests for system information should be sent to the System 
Manager. Requests from individuals should be sent to the appropriate 
servicing payroll office furnishing details required by ^Notification 
procedure*. , . • 



Contesting record procedures: 

The Department of the Army*s rules for access to records and for 
contesting contents and appealing initial determinations are contained 
in Army Regulation 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, Time and Attendance reports, former em- 
ployers. Social Security Administration, Treasury Department, DOD 
staff agencies and field installation, Government benefit programs, 
servicing civilian personnel offices. 

Exemptions claimed for the system: 
None, 

A0215-lbSAFM 

System name: 

Nonappropriated Fund Accounts Receivable System. 
System location: 

Nonappropriated fund activities at Army installations worid-wide. 

Categories of individuals covered by the system: 

Current and former members of Nonappropriated Fund Instrumen- 
talities (NAFI) whose accounts show balances other than zero; per- 
sons using Post billeting facilities on a fee paid basis (bachelor officer 
quarters, visitor quarters and guesthouse facilities) and persons no 
longer using such facilities whose accounts have other than zero 
balances; any individual having a statement of account for the billing 
period, individuals occupying government housing at any military 
installation; individual class B telephone subscribers; members, cus- 
tomers or civilians having 30 day credit terms for "charge" sales 
and/or dues obligations to NAF activities; all persons whose ac- 
counts have been dishonored by banking institutions and their checks 
returned to NAF activities; individuals who have cash loans charged 
to their accounts. 

Categories of records in the system: 
, IndividuaFs name, SSN, rank, amount of charges, billings of items 
or services furnished, subsidiary ledgers containing detail, of services 
billed and paid by individual; work order forms, invoice listings, 
monthly receipt vouchers, date and method of payment, file of bil- 
lings associated with returned/dishonored checks, and relevant simi- 
lar documents. 

Authority for maintenance of the system: 

31 U.S.C. 66; 10 U.S.C. 2481 and 3012, 5 U.S.C. 5101; and E.O. 
9397. . 

Purpose(s): 

To maintain current rosters as subsidiary records for accounts 
receivable and cash acccountability control; to provide monthly 
statements to customers; to provide ledger balances for activity finan- 
cial statements; to prepare aged listing of accounts receivable, 30, 60, 
and 90 days; to answer inquiries to members on account of status and 
specific transactions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

(1) See "Blanket Routine Uses" set forth at the beginning of the 
Army's listing of record system notices. 

(2) Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from 
this system to "consumer reporting agencies" as defined in the Fair 
Credit Reporting Act (15 U.S.C. 1661a(0) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Magnetic tapes and/or discs by account in numerical and alphabet- 
ical order; computer hard copy printouts filed in binders; copies of 
statements filed in folders. 

Retrievability: 

By customer name and SSN. 
Safeguards: 

Records are maintained in lock-type cabinets within storage areas 
accessible only to authorized personnel. 
Retention and disposal: 

Destroyed after 3 years following audit with no exceptions or 
irregularities disclosed. . 

System manager(s) and address: 

Office of Deputy Finance and Accounting for Operations Manage- 
ment, ATTN: SAFM-FAP-N, Stop 66, Indianapolis, IN 46249-1056, 
Notification procedure: 
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Individuals may submit written request to the custodian of nonap- 
propriated funds activities at the installation where record is. believed 
to exist. 

Record access procedures: Individuals desiring access to records 
pertaining to them in this sytem should write to, appropriated nonap- 
propriated fund activity custodian, furnishing full name, SSN, and 
account number. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). ^ 

Record source categories: 

From daily transaction "registers/journals received from billeting 
officer, signal officer, and/or club officers. 
Exemptions claimed for the system: 

None. : . 

A0215-2aCFSC 

System name: 
I Army Glub Membership Files. ' 
' System' location: , ' 

Decentralized at Arniy installations; files are maintained by -the 
officers, noncommissioned, or other military club managers at Army 
installations having club activities. Official mailing addresses are. pub- 
lished as an appendix to the Army*s compilation of record systems 
notices. 

Categories of individuals covered by the, system: 

Military (active Reserve, retired), personnel, their dependents, 
and/or civilian employees \yho apply for membership in any Army 
club. . . ' 

Categories of records in the system: 

Individual's name, Social Security Number, address, phone 
number, name of spouse, credits, merchandise code, date of purchase, 
card number, club bill, and similar related information. 

Authority for maintenance of the system: 
. 10 U.S.C. .3013 and Executive Order 9397^^ 

Purpose(s): 

To administer club accounts, prepare billings, collect monies, and 
disseminate information concerning, club activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at ^ the beginning of the 
Army's compilation of record system . notices apply to this -system. 
. Policies and practices for storing, retrieving, accessing^, retaining and 
disposing of records in the system: ' 

Storage: 

Cards, magnetic tape/disc, computer printouts, 
Retrievability: 

By member's name, Social Security Number, or club menibership 
number. *• 

Safeguards: , ; 

Information is maintained in secured areas accessible only to au- 
thorized personnel. . 

Retention and disposal: < ' 

Retained as long as member is active; destroyed 3 years after 
membership is discontinued. 
System manager(s) and address: 

Commander,' U.S. Army Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0500. • 

Notification procedure: ' ' 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Community and Family Support Center, 
ATTN: CFSC-BP, 2461 Eisenhower Avenue, Alexandria, VA 
22331-0500. 

Individual should provide the full name. Social Security Number, 
present address, and signature. ' 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the club of 
which a member or to the Commander, U.S. Army Community and 
Family Support Center, ATTN: CFSC-BP, 2461 Eisenhower 
Avenue, Alexandria, VA 22331-0500. 



Individual should provide the full name, Social Security Numbei-, 
present address, and signature. 
Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. :: • ■ ■ 

Record source categories: . n 

From the individual. ' 

Exemptions claimed for the system: ; 

I^Ione. r I 

A0215-2bCFSC 

System name: 

Commercial Entertainment Transaction Records: 
System location: 

Installation and area clubs; other membership associations, nonap- 
propriated fund activities and instrumentalities; Armed Forces recrea- 
tion centers throughout the Army; United States Army Europe and 
Korea commercial/entertainment offices; addresses may be obtained 
from the System Manager. 

Categories of individuals covered by the system: 

Individual performers, members of entertainment groups or their 
agents who may be members of the United States Forces and/or 
their dependents, civilian components of US Forces aiid/or their 
dependents, and other US citizens or foreign nationals. 

Categories of records in the system: 

File contains name of individual or group, SSN of individual, type 
of entertainment, passport number, nationality, location of perform- 
ances, agent code, performance/band information, fees charged, pay- 
ment records, individual contract number, performance information 
and date, and code of the non-appropriated fund activity. 

Authority for maintenance of the system: 

10 U.S.C. 3012. 

Purpose(s): 

To register individual/group entertainers appearing at non-appro- 
priated fund activities or instrumentalities, clubs, associations or 
recreation centers; to issue pay and supporting documents incident to 
contract for such entertainers; to account, for monies of open messes 
and clubs for entertainment purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: , ' . 

Paper records in file folders; punch cards, magnetic tapes and 
discs, and computer printouts. 
Retrievability: 

By SSN, agent code or band code. 
Safeguards: 

Buildings housing, records employ security guards. Paper files, 
computer cards, and printouts are stored in areas accessible only to 
authorized personnel; offices and buildings are locked during non- 
duty hours. Access to computer is limited to individuals who are 
properly cleared and trained. 

Retention and disposal: 

Records* are retained for 6 years; then destroyed by shredding.. 
System manager(s) and address: 

Commander, US Army Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331. 
Notification procedure: 

Individuals desiring to know- whether or not information on them 
exists in this system of records should write to the System Manager, 
providing full name of the individual, agent code (if applicable), SSN 
and/or passport numbeir, -and the time period and performance date 
involved. " . , 

Record access procedures: 

Individuals desiring access .to records about themselves should 
write as indicated in 'Notification procedure', providing information 
specified therein. 

Contesting record procedures: 
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The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual entertainer and agent. 

Exemptions claimed for the system: 

None. 

A0215-3DAPE 

System name: 

NAP Personnel Records. 
System location: 

Civilian Personnel Offices and at Army installations; National Per- 
sonnel Records Center/" (Civilian), 1 1 1 Winnebago Street, St Louis, 
Mo. 63118. Where duplicates of these records are stored in a second 
office, e.g., an administrative office closer to where the employee 
actually works, this notice applies. 

Categories of individuals covered by the system: 

All individuals who have applied for employment with, are em- 
ployed by, or were employed by nonappropriated fund (NAP) activi- 
ties. 

Categories of records in the system: 

Applications for employment, documents relating to testings, rat- 
ings, qualifications, prior employment, appointment, suitability, secu- 
rity, retirement, group insurance, medical certificates; performance 
evaluations; job descriptions; training and career development 
records; awards and commendations data, tax withholding authoriza- 
tions; documents relating to injury and death compensation, unem- 
ployment compensation, travel and transportation, reduction-in-force, 
adverse actions, confilict-of-interest and/or conduct, and similar rele- 
vant matters. 

Authority for maintenance of the system: 

5 U.S.C. 301. 

Purpose(s): 

These records are maintained to carry out 'a personnel management 
program for Department of the Army non-appropraited fund instru- 
mentalities. Records are used to recruit, appoint, assign, pay, evalu- 
ate, recognize, discipline, train and develop, and separate individuals; 
to administer employee benefits; and to conduct labor-management 
relations, employee-management relations, and responsibilities inher- 
ent in managerial and supervisory functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to: 

Appropriate Federal agencies such as the Office of Personnel Man- 
agement, Department of Labor, Department of Justice, General 
Services Administration, General Accounting Office, to resolve and/ 
or adjudicate matters falling within their jurisdiction. Records may 
also be disclosed to labor organizations in response to requests for 
names of employees and identifying information. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, kardex files. 
Retrievability: 

By individual's surname or SSN. 
Safeguards: 

Records are maintained in areas restricted to authorized persons 
having official need therefor; all information is regarded as if it were 
marked 'For Official Use Only*. 

Retention and disposal: 

Records are permanent; after employee separates, records are. re- 
tired to the National Personnel Records Center (Civilian), 1 1 1 Win- 
nebago Street, St Louis, MO 63318 within 30 days. Copies of these 
records maintained in an administrative office or by the supervisor 
are retained until the employee transfers or separates; destroyed 30 
days later. 

System manager(s) and address: 

The Deputy Chief of Staff for Personnel, Headquarters, Depart- 
ment of the Army, Washington, DC, 20310. 
Notification procedure: 

Information may be obtained from the local Civilian Personnel 
Officer; former, nonappropriated fund employees should write to the 
National Personnel Records Center (Civilian) 1 1 1 Winnebago Street, 
St Louis, MO 63118. Individual should provide his/her full name, 



current address and telephone number, a specific description of the 
information/records sought, and any identifying numbers such as 
SSN. 

Record access procedures: ^ 

Individuals desiring access to information about themselves in this 
system of records may inquire of their local Civilian Personnel Offi- 
cer or, if separated, the National Personnel Records Center (see 
*System location*). Individual should furnish information required by 
'Notification procedure*. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the applicant; statements or correspondence from persons 
having knowledge of the individual; official records; actions affecting 
individual's employment and/or pay. 

Exemptions claimed for the system: 

None. * 

, A0220-1USSOCOM 

System name: 

Military Personnel Data File, USSOCOM. 
System location: 

U.S. Special Operations Command (USSOCOM), MacDill Air 
Force Base, PL 33608. 

Categories of individuals covered by the system: 
All Army, Navy, Marine Corps, and Air Force personnel assigned 
for duty with USSOCOM. 
Categories of records in the system: 

File contains individual's name, Social Security Number, rank, pay 
grade, date of rank, branch of service, Army officer branch, basic 
active service date, basic pay entry date, date of birth, organization 
and division, primary and secondary military specialty, duty MOS/ 
APSC, marital status, officer evaluation report/enlisted efficiency 
report date, reserve regular officer status, duty telephone number, 
home address and telephone number, spouse's name, date arrived at 
USSOCOM, projected loss date, expiration term of service, foreign 
service availability code, human personal reliability screening data, 
language proficiency, enlisted evaluation report weighted average, 
name of OER/EER rater, duty title, permanent grade, date of rank, 
rated category, highest professional military and civilian education, 
source of commission, mandatory, retirement date (officers). 

Authority for maintenance of the system: 

10 U.S.C. 3013 and Executive Order 9397. 

Purpose(s): 

To maintain a consolidated joint personniel file pertaining to Army, 
Navy, Marine Corps, and Air Force personnel. Although each serv- 
ice has its own personnel records system, USSOCOM requires basic 
personnel data for Command Manning Rosters and similar manage- 
ment purposes. ... 

Routine uses of records mainatained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

The system is an on-line disc resident application with back-up 
maintained on magnetic tape. 
Retrievability: 

Standard reports and ad hoc retrievals are generated via remote 
terminals using a data management system. Updates and record 
browsing may be accomplished in the interactive mode through 
keying by Social Security Number. 

Safeguards: . . 

All operators have Passwords which are required Tor access to the 
computer file. All output products bear Privacy Act labels. 

Retention and disposal: 

Personnel data are deleted upon departure of the individual from 
USSOCOM. 

System manager(s) and address: 

Commander in Chief, U.S. Special Operations Command, MacDill 
AFB, Florida 33608. 
Notification procedure: 
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Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander in Chief, U.S. Special Operations Command, ATTN: 
Director of Personnel (SOJl-P), MacDill AFB, Florida 33608. 

Individual should provide the full name,' Social Security Number, 
and military 'status .or other information verifiable from the record 
itself. r . \ • . , 

Record access procedures: . 

Individuals seeking access to record about themselves contained in 
this record system should address written inquiries to Commander in 
Chief, U.S. Special Operations Command, ATTN: Director of Per- 
sonnel (SpJl-P), MacDill AFB, Florida 33608. • - 
: Individual should provide the full name, Social Siecurity Number* 
and military status or other information verifiable from the record 
itself. - , 

Contesting record procedures: . ^ 
, The/ Army *s., rules for accessing records, contesting contents, and 
appealing agency determinationsy by the individual concerned are 
published in Department of the Army Regulation 340-21; 32 CFR 
part 505; or may be obtained from the system manager. 

Record source categories: 

From official military personnel records of the individual upon 
his/her reporting to USSOCOM for duty. 
Exemptions claimed for the system:- 
None. 

• ^ i ' ^ A0340JDMSS . 

System name: , 

. HQDA Correspondence and Control/Central Files System. . 
^ System location: " ' : - 

Office, Secretary of the Army; Office, Chief of Staff; Headquar- 
ters, Department of the Army Staff agencies. , 
' Categories of individuals covered by the system: . . . t 

, Individuals who either initiated, or are the subject of, communica- 
tions with the Headquarters, Department of the Army. . ^ 

Inquiries, with referrals and responses, and other communications 
pertaining to any function .or subject involving or of interest , to 
Headquarters, Department of the. Army level. Records may include, 
but:>are not restricted to, complaints, appeals, grievances, .investiga- 
tions, alleged improprieties, (personnel actions, medical reports, intelli- 
gence, and similar matters. .They may be either specific or general in 
nature and may include such personal information as an individual's 
name, SSAN, date and/or place of birth,- -description of events or 
incidents of a sensitive or privileged nature, commendatory ;.or unfa- 
vorable data. 

Authority for maintenance of the system: . .. ' \ •> 

10 U.S.C. 3012; 5 U.S.C. 301. 
PurposeCs); . . ' 

To control correspondence, document actions taken, and locate 
records for reference purposes. . 

Routine uses of records maintained in the system^^ including catego- 
ries of users and the purposes of such uses: 

See *Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

>JOTE. -Disclosure of information from documents or records 
which properly become part of another system of records will .be as 
authorized in the 'routine uses' portion V of that system of , records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' ; . 

Paper and/or microfiche in Office, Secretary of the Army; Office, 
Chief of Staff Army, and those Army Staff (ARSTAF) agencies 
having primary functional responisibility' for the subject matter being 
addressed. , Selected idenl^ification data aire stored in the automated 
index central computer facility. /'V - , 

Retrievability: 

Paper records are retrieved by date; microfiche is retrieved by 
subject (based on Alpha Numeric Filing System) and within the 
subject, is individually identified by cartridge number, year and se- 
quence number and personal names if appropriate. Primary access to 
the ' automated . index, is accomplished through a document control 
number. 

Safeguards: . : 

.. Records are controlleid;. access to information from specified docu- 
ments is restricted to persons who have been designated by their 
agency to have official need for the information in the performance 



of their duties. ARSTAF agencies are linked to the automated index 
by on-line terminals, thereby sharing a common data, base, but do not 
have access to the record itself. v : 

File areas within the Secretariat and the Office, Chief, of Staff and 
certain ARSTAF file areas are protected by electronic surveillance 
systems with combination lock- doors; all other file areas (within 
ARSTAF) are protected consistent .\yith the sensitivity of Privacy 
Act data included therein. Users of the system receive training de- 
signed to preclude misuse or , unauthorized disclosure of information. 

Retention and disposal: 

Non-policy documents are kept 10 years. They are converted to 
microform and destroyed after verificatioii that the microform is an 
acceptable substitute for the original document. The hard copy and 
microform remain in current files area for 2 years after completion of 
action, then are retired to the Washington ^National Records Center 
(WNRC). r " : • 

Policy action files are permanent. Original documents are convert- 
ed to microform. The hard copy and microform remain in current 
files area for 2 years, then are retired to . WNRC The hard copy is 
destroyed at a future date after the microform is properly certified to 
meet archival standards set by General Services Administration. 
' Information 'in the automated index is kept permanently. At the 
beginning of each calendar year the index of all permanent docu- 
ments added to the central file that year is transferred to tape. The 
tape is kept iurhouse to support Army operations and is destroyed 
when no longer heeded for current operations. A duplicate copy of 
that tape is transferred to ; the Machine Readable Archives, National 
Archives and Records Service, GS A. • . . f . . 

System manager(s) and address: - 

The Administrative Assistant to the Secretary of the Army: For 
OSA records.- - r * ' : 

The Director of the Army Staff: For Communications directied to 
the Office of the Chief of Staff, Army. 

Heads of Army Staff agencies: : For records in their functional 
areas. • 

All of the above officials are located in The Pentagon, Washing- 
ton. DC 20310. (except for the Chief of Engineers who is located at 
the Pulaski^ Building, Washington; DC 20314). 

Notification procedure: ' . . , 

Individuals wishing to inquire whether this system contains infor- 
mation about them should contact the System Manager having func- 
tional responsibility or interest. Inquiries should include full name, 
SSAN, current address, details, that , will assist in identifying the 
records sought, and signature. ■ . , ^ 

Record access procedures:,.. : „ ^ , 

Individuals seeking access to records should address , their inquiry 
as outlined in 'Notification, procedure'. 
' Contesting record procedures: . , ^ , . 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505),' 

Record source categories: 

From the individual; correspondence emanating within the Army 
Secretariat, the Office, Chief of Staff, and ARSTAF agencies; other 
Federal agencies. 

Exemptions claimed for the system: ' * 

Portions of the records in this system may be exempted under 5 
U.S.C. section 552a(k)(l) through (k)(7) from the following provi- 
sions of Title 5 U.S.C. section 552a: (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), and (f). Documents are generated by other elements of the 
Army or are received from other agencies and individuals, Because 
of the broad scope of the contents of this system and since the 
introduction of documents is largely unregulatable, specific portions 
or documents that may require an exemption cannot be predeter- 
mined. Therefore, and to the extent that such material is received and 
maintained, selected individual documents may be exempted from 
disclosure lihder any of the* provisions of subsections (k)(iy through 
(k)(7). Title 5, U.S.C. 552a. - • •* - 

A0340-21SAIS 

System name: 

Privacy Case Files. . . ^ ' . 

System location: • ; : , r 

These records exist at Headquarters, Department of the Army, 
staff, and field operating agencies, major commands, installations and 
activities receiving Privacy Act -requests. Official mailing addresses 
are published as an appendix W- the Army's compilation of system 
notices... ^. •* . ' 
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Records also exist in offices of Access and Amendment Refusal 
Authorities when an individuars request to access and/or amend his/ 
her record is denied. Upon appeal of that denial, record is maintained 
by the Department of the Army Privacy Review Board. 

Categories of individuals covered by the system: 

Individuals who request information concerning themselves which 
is in the custody of the Department of the Army or who request 
access to or amendment of such records in accordance with the 
Privacy Act of 1974, as amended. 

Categories of records in the system: 

Documents notifying requesters of the existence of records on 
them, providing or denying access to or amendment of records, 
acting on appeals or denials to provide access or amend records, and 
providing or developing information for use in litigation; Department 
of the Army Privacy Review Board minutes and actions; copies of 
the requested and amended or unamended records; statements of 
disagreement; and other related documents. 

Authority for maintenance of the system: 

10 U.S.C. 3012; and 5 U.S.C. 552a, the Privacy Act of 1974, as 
amended. 

Purpose(s): 

To process and coordinate individual requests for access and 
amendment of personal records; to process appeals on denials of 
requests for access or amendment to personal records by the data 
subject against agency rulings; and to ensure timely response to 
requesters. ^ f 

Routine uses of records maintained in the system, including catego- 
ries of users and purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Armys compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

. Paper records in file folders; microfilm. 
Retrievability: 

By name of requester on whom the records pertain. 
Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their otTicial duties. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Approved requests, denials that were not appealed, denials fully 
overruled by appellate authorities and appeals adjudicated fully in 
favor of requestor are destroyed after 4 years. Appeals denied in full 
or in part are destroyed after 10 years, provided legal proceedincs 
are completed. or & 

System manager(s) and address: 

Director of Information Systems for Command, Control, Commu- 
nications, and Computers, ATTN: SAIS-PDD, Department of the 
Army, Washington, DC 20310-0107. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Director of Information Systems for Command, Control, Com- 
munications, and Computers, ATTN: SAIS-PDD, Department of the 
Army, Washington, DC 20310-0107. 

For verification purposes, individual should provide full name, date 
and place of birth, current address and other personal information 
necessary to locate the record. 

Record access procedures: 
■Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the office that 
processed the initial inquiry, access request, or amendment request. 
Individual may obtain assistance from the Director of Information 
Systems for Command, Control, Communications, and Computers, 
ATTN: SAIS-PDD, Department of the Army, Washington, DC 
203 1 0""0 1 07 « 

For verification purposes, individual should provide full name, date 
and place of birth, current address and other personal information 
necessary to locate the record. Personal visits may be made to the 
office maintaining the records upon presentation of acceptable identi- 
fication, such as a valid driver*s license, and furnishing verbal infor- 
mation that can be verified from the individual's case file. 

Contesting record procedures: 



The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual. Army organizations, Department of Defense 
components, and other Federal, state, and local government agencies. 
Exemptions claimed for the system: 

The majority of records in this system are not exempted. Copies of 
documents residing in the office of an Access and Amendment Refus- 
al Authority having a law enforcement mission which fall within 
G)(2) are exempted from the following provisions of Title 5 U.S.C. 
552a: (c)(3), (d), (e)(1), (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5), (e)(8), 
(f), and (g). 

Copies of documents maintained by the Department of the Army 
Privacy Review Board and by those Access and Amendment Refusal 
Authorities not having a law enforcement mission which fall within 5 
U.S.C. 552a (k)(l) through (k)(7) are exempt from the following 

(e)(4)(H), and (0- 

A0350-1DAMI 

System name: 

INSCOM, Personal Qualification and Training Profile. 
System location: 

United States Army Intelligence and Security Command, Ft. Bel- 
voir, VA, 22060-5370. 

Categories or Individuals covered by the system: 

All Army military personnel assigned to Headquarters, United 
States Army Intelligence and Security Command and its attached 
activities. 

Categories of records in the system: 

File contains individual's name. Social Security Number, pay 
grade, primary military occupational specialty (PMOS)/Specialty 
skill identifier (SSI), date of last evaluation report, sex, date of birth, 
organization/unit processing code, duty section, height, weight, 
weight control program status, physical profile factors. (PULHES), 
date of last physical examination, examination, profile status, expira- 
tion date of temporary profile, over 40 medical clearance status, date 
last Human Immunodificiency Virus (HIV) test, date last Army phys- 
ical fitness test (APFT), APFT results, APFT scores, date last skill 
qualification test (SQT), SQT score, PLDC attendance, CAS3 at- 
tendance, date last weapons qualification, weapons qualification 
status, caliber of weapon in which qualified, date last subversion and 
espionage directed against defense in which qualified, date last sub- 
version and espionage directed against defense activities (SAEDA) 
training, date of last operations security training, and similar person- 
nel, medical and training related data pertaining to assignments. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and Executive Order 9397. 

Purpose(s): 

To maintain a consolidated file of specified personnel, medical and 
training related data pertaining to all Army military personnel as- 
signed to Headquarters United States Army Intelligence and Security 
Command and their supporting tenant activities. 

A consolidated records system of selected data is required to more 
efficiently and effectively provide management and training support 
to assigned personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ^'Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, assessing, retaining and 
disposing of records in the system: 

Storage: 

Hard disc, floppy diskettes and paper records in file cabinets. 
Retrievability: 

By individual's name, Social Security Number or other individual- 
ly identifying characteristics. 
Safeguards: 

Military police are used as security personnel. A stringent employ- 
ee identification badge and visitor registration/escort system is in 
efrect. The computer terminal and hard copy records are maintained 
in areas accessible only to authorized personnel who have a need for 
the information in the performance of their official duties. The com- 
puterized records system is accessed and updated by the custodian of 
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the records system and by .a limited number, of other personnel 
responsible for servicing the records in the performance of their 
pfficial dyties. Access to the computer file requires utilization of a 
password. Once in the system, access is restricted to only the user's 
applicable portions of the system. One unit cannot access another 
unit's records. All hard copy products bear Privacy Act labels. 

Retention and disposal: 

All data pertaining to an individual is deleted from the computer 
file during the individual's out-processing. Paper records are retained 
for 2 years and are destroyed as unclassified For Official Use Only 
waste. ' ' * . ' " 

System' manager(s) and address: 
, Commaiider,. United States Army Intelligence and Security Com- 
mand, Ft'.'Belvoir,VA 22060-5370. 

Y Notification procedure: . f 

Individuals seeking to deteriiiine if information about themselves is 
contained in this record system should address written inquiries to 
.the Goitimander, United States Army Intelligence and Security Com- 
mand,* ATTN: I ACSF-FI, Ft. Meade, MD 20755-5995. 

Individuals must furnish his/her full name. Social Security 
Number, current address, telephone number, and signature. 

Record access procedure: 

Individuals seeking access to records. about themselves contained in 
this record system should address written inquiries to the Command- 
er, United States Army Intelligence and Security Command, ATTN: 
lACSF-FI, Ft. Meade, MD '20755-5995. • . 

Individuals must furnish the full name, Social' Security Number, 
current address, telephone number, and signature. 

Contesting record procedures: « 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: i * ' 

From the individual and frorri the official military personnel 
records, official health , records and local training records during in- 
processing. Data for updates to records in the system are obtained 
from the individual iand from source documents utilized to update the 
individual's official records. ' , • 

' Exemptions claimed for the system: / , 

. None. . . - . . " js. 

- A0350-6FORSCOM ; 

System name: C • < . 

US Army Marksmanship Unit Data. System (AMUDS). 

System location: 

Primary system exists at the US Army Marksmanship " Unit, Ft 
Benning, GA; segments exist at similar units at Ft Meade, MD; Ft 
Riley, KS; and Ft Ord, CA. * • , • : . 

Categories of individuals covered by the system: 
, Active;. duty Army personnel who compete in^ regional or US 
Army Rifle and Pistol Championships, Interservice Shooting Chap- 
mionships or National Rifle Association National Shooting Champi- 
onships. , 

Categories of records in the system: , ; , 

■ ' Name, SSN, information concerning shooting classifications, levels 
of participation in competition, scores fired in such competitions; 
primary military occupational specialty, duty assignments, last unit 
address, phone number, and assignment preferences. 
' Authority for maintenance of the system: 

10 U.S.C. 3012. ' ; 

Purpose($): 

To monitor the competitive status of marksmanship qualified per- 
sonnel throughout the Army, coordinate their assignment or attach- 
ment to apf)ropriate marksmanship units in support of the National 
Trophy Group for Interservice and National Matches competitions, 
and/or for support of, US Army efforts to place individuals on US 
Shooting Teams. In addition, 'information is used to assist installation 
commanders in identifying qualified persons to conduct marksman- 
ship programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . ^ 

information may be disclosed to the National Rifle Association in 
connection with competitions. See 'Blanket Routine Uses' set forth at 
the, beginning of the Army's listing of record system notices. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: : " 

Storage: 

Paper records in file folders; cards; magnetic tapes/discs. 
Retrievability: 

By Individual's surnarrie and SSN. , . 
Safeguards: ► 

All records are maintained in locked containers accessible only to 
coaches and managers of Marksmanship Unit teams. 
Retention and. disposal: 

Information is destroyed 4 years after the last: competition entry. 
System manager(s) and address: 

Commander, US Army Forces Command, Ft McPherson, GA 
30330. ! ' . : 

Notification procedure: . 

Individuals wishing to know whether or not information on them 
is contained in this system of records should write to the Command- 
er, US Army Marksmanship Unit, Ft Benning, GA 31905. Writer 
should provide his/her full name and SSN, current address and 
telephone number. ' ^ 

. Record access procedures: ' ' 

Individuals desiring access to records on themselves should write 
to the Commander, US Army Marksmanship Unit, Ft Benning, GA, 
providing information'required in 'Notification procedure*. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR 'Part 505). 
' Record source ciategories: 

From the individual; official Army records and reports. 

Exemptions claimed for the system: 

None. 

A0350-37TRADOC . 

System name: 

Skill Qualification Test (SQT). 
System location: 

Individual Training Evaluation Directorate, U.S. Army Training 
Support Center '(USATSC), Ft Eustis, VA 23604: Main computer 
location, ITER enlisted. master file, individual SQT results, and origi- 
nal test forms. 

Training Standards Offices (TSOs) at military installations world- 
wide; transmittal rosters and graded microfiche, (HISTORICAL). 

U.S. Total Army Personnel Agency Enlisted Records and Evalua- 
tion Center (US ATAPCEREC): Soldier's SQT scores (DA Form 

2A). ' ' ■ . , , 

Supervisory Noncommissioned Officers (NCOs) at unit level 
worldwide: Job Books and Field Expedient Squad Books (DA Form 
5165-R). r . • 

Categories of individuals covered by the system: 

All active Army and Reserve Component enlisted personnel who 
take the SQT. 

Categories of records in the system: 

Soldier response ' history of answers to SQTs, both individual' cu- 
mulative; analyses of soldier's ,test results. The ITEP enlisted master 
file at Individual Training Evaluation Directorate contains update 
listings of name, Social Security Number, pay grade, and primary 
military occupational specialties (MOS), and component. File in TSO 
(located at the soldier's installation) contains name, rank and Social 
Security Number. Job Book and Field Expedient Squad Book (DA 
Form 5165-R) (located at soldier's unit) contains name, rank, and 
record of individual performance of jpb tasks conducted , in a ^unit 
training environment. ; . ; ■ 

Authority for maintenance of the system: 

10 U.S.O. 3013 and Executive drder 9397. 

Purpose(s): 

' Skill Qualification Test scores are used to measure a soldier's job 
proficiency, to determine eligibility for schooling and eligibility for 
promotions. Job^Books and Field Expedient S.quad Books, (DA Form 
5165-R) are used by commanders "and noncommissioned officers to 
assess individual and unit proficiency and. combat readiness and. to 
identify routine and intensified training needs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of record in the system: 

Storage: 

Paper records in file folders; magnetic tape/disc; computer print- 
outs. 

Retrievability: 

Paper records filed in folders retrieved by processing date and 
imprint serial number; computer magnetic tape and disc retrieved by 
Social Number and name. 

Safeguards: 

Paper records are filed in folders stored in a locked room. Magnet- 
ic tapes are kept in controlled vault area. Magnetic disks are protect- 
ed by a user identification and manual controls. 

Retention and disposal: 

Magnetic tapes are retained 1 year after which data are erased; 
discs retained for 8 months before data are erased; hard copy is 
retained for 5 years; then destroyed. 

System manager(s) and address: 

Commander, U.S. Army Training and Doctrine Command, Ft. 
• Monroe, V A 23651-5000. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Training Support Center, ATTN: 
ATIC-IT, Ft. Eustis, VA 23604-5000. 

Individuals should provide identification to prevent disclosure to 
unauthorized persons. 

Record access procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Training Support Center, ATTN: 
ATIC-IT, Ft. Eustis, VA 23604-5000. 

Individuals should provide identification to prevent disclosure to 
unauthorized persons. 

If inquiring in person, individual should present appropriate identi- 
fication such as valid driver's license. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, other Department of Army stafT and com- 
mands in document and computer readable form. 
Exemptions claimed for the system: 

Portions of this system of records may be exempt pursuant to 5 
U.S.C, 552a(k)(6) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553 (b)(1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0351AMC 

System naiiie: 

Student/Faculty Records: AMC Schools Systems. 
System location: 

US Army Logistics Management Center, Ft Lee, VA; US Army 
Management Engineering Training Agency, Rock Island, IL; U.S. 
Army Defense Ammunition Center and School, Savanna, IL; 
USAMC Field Safety Agency, Charlestown, IN. 

Categories of individuals covered by the system: 

Students enrolled/attending schools identified above, faculty, in- 
structors, and guest speakers. 

Categories of records in the system: 

Student academic records consisting of course completion and 
results, aptitudes and personal qualities, grades/ ratings assigned; in- 
structor/guest speaker qualifications and evaluations, including bio- 
graphical data; class historical/academic achievements; and related 
information. 

Authority for maintenance of the system: 

5 U.S.C. 301; E.G. 9397. 

Purpose(s): 



To determine applicant eligibility, monitor individual's progress, 
maintain record of student/faculty achievements, and to provide 
bases for management assessment of curricula and faculty effective- 
ness and class standing. 

Routine uses of records maintained in the system^ including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records; cards; photographs; magnetic tapes/discs; and print- 
outs. 

• Retrievability: 
By name;, SSN, military service number. 
Safeguards: 

Records are maintained in locked cabinets within secured areas 
accessible only to authorized persons having an official, .need-to- 
know. 

Retention and disposal: 

Individual academic records are retained for 40 years, 3 of which 
are at the school which created them; they are subsequently trans- 
ferred to the National Personnel Records Center, 9700 Page Boule- 
vard, St Louis, MO 63132. Faculty/instructor qualifications records 
are retained until individual transfers from the facility, held for 5 
years, and then destroyed. Other records are retained until no longer 
needed, at which time they are destroyed. 

System manager(s) and address: 

Commander, US Army Materiel Command, 5001 Eisenhower 
Avenue, Alexandria, V A 22333-0001. 
Notification procedure: 

Information may be obtained from the Commandant/Director of 
the appropriate School/Agency. Requests should contain person's 
full name, rank/grade, SSN, course title/class number, and date of 
attendance or, if a faculty member: Name, course(s) taught, and 
period in which instructed at named training facility. 

Record access procedures: 

Written requests for information should be made to the Comman- 
dant/Director of the appropriate training facility, giving information 
specified in 'Notification procedure*. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual student, faculty, instructor, guest speaker, and 
management analyses of class performance. 
Exemptions claimed for the system: 
None. 

A0351DAMO 

System name: 

USAWC Cooperative Degree Program Files. 
System location: 

U.S. Army War College, Carlisle Barracks, PA 17013. 

Categories of individuals covered by the system: 

Present and past students participating in the Cooperative Degree 
Program. 

Categories of records in the system: 

Student's name, rank, and service number, past military and civil- 
ian academic records (transcripts, diplomas, letters' of recommenda- 
tion, Veterans Administration application, etc.). 

Authority for maintenance of the system: 

10 U.S.C. 3013. 
Purpose(s): 

To assist students in applying for, and pursuing their graduate 
degree, to monitor administrative data for use in" managing the pro- 
gram (number and percent of students participating, degrees being 
pursued, anticipated completion dates, schools, being attended, etc.), 
and to maintain data for evaluating the program. 

Routine uses of records, maintained jn the system, including catego- 
ries of users and the purposes of such uses: 
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Information may be disclosed to the. Veterans Administration and 
other interested Goyerrii^^^ . * . 

Policiess and practices for storing, retrieving,' accessing, retaining, and 
disposing of records in the system: .:l 

. Storage: i = : 

Paper records in file cabinets; magnetic ta^pes/discs! 

Rietrievability:' * ,J ■ • j * * ' ■ ' 

By student's name. 

Safeguards: • " " 

Records are maintained in a secured area with access limited to 
authorized personnel. In addition, access to computerized data is by 
password known only to designated authorized personnel. 

Retention and disposal: 

Records are permanent. 

System manager(s) and address: 

Commandant, U.S. Army War College, Carlisle Barracks, PA 
17013. - ■ ' ' • ' . ' , 

' Notification procedure: ' i ' 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
Coniimandant, 'U:S. Army War College, ATTN: Director, Student 
arid Faculty Development, Directorate of Academic Affairs, Carlisle 
Barracks, PA 17013. * ' - • ' ' 

' Individual should* provide the" full name. Social- Security Numbeir/ 
service number,' ''current address* and telephone number, and signa- 
ture: ^ ■• ■ > - ■ ■ • - ■ ••- ■ 

Record access procedure: 

Individuals seeking access to records about them|selves' contiained in 
this " record system should 'addiress written inquiries to Commandant, 
U.S. Army War College, ATTN: Director, Stiideht and Faculty 
Development, Directorate of Academic Affairs, Carlisle Barracks, 

P>Sl 17013. . .. 

' Individual should provide the full name, Social Security Number/ 
service number," current, address and telephone number, and signa- 
ture.' , ', , . .\ - ,^ • ' " . • 

Contesting record procedures: f , v j i; , . j. 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations ^are^ contained .in Army Regulation 
340-2 If 32 CFR part 505; or may be obtained, from the system 
nianager. • • • ■ .. . " ; 

Record source categories: 

From., students; staff and faculty; officials at cooperating civilian 
institutions such as Shippensbufg University and the Capitol Campus 
of the Pennsylvania State Uriiversity. ; . 

Exemptions claimed for the system: . 
jNone. J • ■ . • .; . ... 

A0351DAPE ' 

System name: 

Army Training Requirements and Resources System (ATRRS). 
System location: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310-0300; U.S. Total 
Army Personnel Command; major commands; Army Reserve Per- 
sonnel Center; National Guard Bureau; Schools and Army Training 
Centers worldwide: Official miailing addresses are published as' an 
appendix to the Army's compilation of record systems notices. - • '7 
=: Categories of individuals covered by the system: . i. 

Members of the Army, Navy, Air Force, Marine Corps, Reserve 
Officers' Training Corps students. Department of; Defense (DoD) 
civilian, employees and approved foreign niilitary personnel attending 
a course .of instruction conducted under the auspices .of a DOD 
School * ^ ' V • ' . . - 

Categories of records in the system: ... \ 

The system contains records pertaining to course administrative 
data; course scope and prerequisites, course training requirements, 
course equipment, personnel and facilities constraints, requirements 
for instructors, class schedules, class quotas, prioritized order of merit 
list , for input into Nonconimissioned Officers Education System 
(NCOES) training, by name reservations, limited individual personnel 
data,! and course input and completion data by name/Social Security 
Number. Data related to an individual is as follows:. ^ i - 

. .Training course completion data and reason codes for attrition are 
maintained for an individual, as well as training seat reservations. 



Limited, personnel data is maintained, on an individual as long as 
the individual has a valid reservation for training or /is currently, in 
the training base. , , , 

Authority for maintenance of the system: , ' * - ^ 

5 U.S.C. 301; 10 U.S.C. 3013 and 4301; and Executive Order 9397. 

Purpose(s): / v- 

The Army Training Requirements and Resources System 
(ATRRS) supports institutional training missions. The system inte- 
grates training requirements for individuals by using, resources and 
class schedules developed by the training establishriie'nt. Reservations 
are . made by name for training in Army formal schools and ^other 
service schools. The system maintains other service schools' input 
and course completion statistics. ^ 

The Mobilization Training Planning System (MTPS) provides re- 
source information to training, personnel managers in a mobilization 
environment. . • , . - ; - . 

The Student Trainee Management System-^Enlisted (STRAMS- 
E) monitors the flow of trainees through the accession, training, and 
distribution process. ' ' ' • ' ' ; 

The Quota Management System provides' the U.S. Total Army 
Personnel Command, Reserve Cdmponent counterparts, and other 
agencies that have an input to training missions, the vehicle to 
manage individuals and * training course seats/quotas through , the 
training base of officers and skill level 2 and above. . ^ 

The ATRRS system provides the Army's Schools and Training 
Centers with the data necessary to manage resources associated with 
the instructors, equipment, and facilities. .' , 

'Routine iises of records maintained in the, system, including catego- 
rieis of users and purposes of siich uses: 

,The ''Blanket Routine Uses' set forth at . the beginning' of the 
Army's compilation of record system notices apply ^^to this record 
system. 

Policies and practices for, storing, retrieving, accessing, retaining, and 
disposing , of records in the system: 

Storage: 

Magnetic tapes, computer discs, and limited paper' printouts. 
Retrievability: ' ' . \}"\ . 

Retrieved, by Social .Security Number. • j . , , . , • . 

Safeguards: 

An employee badge and visitor registration system is in -effect. 
Hard copy records which contain data, by Social Security Number 
are maintained with an "Qfficial Use Only" cover. Access to the, 
ATRRS system is limited to' those who.haye .a need to access the 
data as determined by the System Manager. 

Retention and disposal: 

Records are kept on the individual only as long as;the individual is 
actively seeking training. .. . ^ 

System ihanager(s) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, ATTN: DAPE-MPT, Washington, DC 20310-0300. 

Notification procedure: . .* . • . ^ 

Individuals seeking to determine if information -about themselves is 
contained in this record system should address written iiiquiries to 
the local commander. Official mailing addresses are published as an 
appendix to the Army's compilation of record systems notices. 

Individual should provide the full name, Social Security Number,, 
and military status or other information verifiable from* the record 
itself ' ■ ' - ■ ' ' - 

Record access procedures: 

; Individuals seeking access 'to records about themselves is contained 
in this record system should address written inquiries to the local 
commander. Official niailing addresses are published as an appendix 
to the Army's compilation of record systems notices. . , 

Individual should provide the full name. Social Security Number, 
and military status or other information verifiable from the record 
itself ' : . 

Contesting record procedures: . ... ■ ^ 

' The Army rules for . accessing records, contesting contents, and 
appealing initial, agency determinations by the individual concerned 
are published, in Department of the Army Regulation 34Q-21; 32 
CFR part 505; or inay.be obtained from the system manager! 

Record source categories: 

Information is received from- DoD staff, rfield installations^: and 
automated systems. " . i . ' ; ' ' 

Exemptions claimed for the system: 
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None. 

A0351DASG 

System name: 

Army School Student Files: Physical Therapy Program. 
System location: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike. Falls Church. VA 22041-3258. 
Categories of individuals covered by the system: 
Graduates of the U.S. Army Physical Therapy Program since 

Categories of records in the system: 

Academic grades only on graduates from 1973 to present. Academ- 
ic grades and varying amounts and types of anecdotal information on 
performance: 1945-1972. 

Authority for maintenance of the system: 

5 U.S.C. 301, 

PurposeCs): 

To provide certification of graduation from an approved physical 
therapy program to the individual graduate. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders: 

Retrievability: 

By last name of graduate. 

Safeguards: 

Records are in closed files, accessible only to designated officials 
having need therefor in the performance of their duties. 
Retention and disposal: 
Records are permanent. 
System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Office of the Surgeon General, Headquarters, Department of the 
Army, ATTN: DASG-DBP, 5109 Leesburg Pike, Falls Church, VA 
22041-3258. 

For verification purposes, the individual should provide the full 
name, maiden name if married, year of graduation, current address, 
institution and complete address to vyhich transcript is to be mailed if 
other than that of individual concerned. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Office of 
the Surgeon General, Headquarters, Department of the Army, 
ATTN: DASG-DBP, 5109 Leesburg Pike, Falls Church, VA 22041- 
3258. 

For verification purposes, the individual should provide the full 
name, maiden name if married, year of graduation, current address, 
institution and complete address to which transcript is to be mailed if 
other than that of individual concerned. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Staff and faculty of appropriate school and/or training hospital 
responsible for presentation of instruction. 
Exemptions claimed for the system: 

, None. 

A0351HSC 

System name: 
Practical Nurse Course Files. 
System location: 

Practical Nurse Course, Fitzsimons Army Medical Center, Aurora, 
CO 80045-5001. 



Categories of individuals covered by the system: 
These files relate to student personnel who attend formal course of 
instruction at the Practical Nurse Course. 
Categories of records in the system: 

Individual Academic Record Files consisting of courses attended 
by Army members, length of each, extent of each, completion and 
results, aptitudes and personal qualities, grade and rating attained and 
related data for each individual. Faculty Board Files pertaining to 
the class standing, rating, classification, and proficiency of students; 
Class Academic Record indicating progress and attendance of class 
members. 

Authority for maintenance of the system: 
5 U.S.C, 301 and Executive Order 9397. 
Purpose(s): 

To confirm eligibility for attendance, monitor student progress, 
determine successful completion of academic requirements and pre- 
pare transcripts. Records reflect accomplishment of courses which 
may be prerequisites for attendance at other formal courses of in- 
struction, or taking of State Board, Licensed Practical Nursing ex- 
aminations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders, card files; magnetic disks and tapes. 
Retrievability: 

By name and/or assigned class number. 
Safeguards: 

Building housing records has limited access; information is released 
only to authorized personnel. 
Retention and disposal: 

Individual Academic Records and Class Academic records are 
destroyed after 40 years; collateral individual training records are 
destroyed after 1 year; Faculty Board files are destroyed after 1 year. 

System manager(s) and address. 

Commander, Health Services Command, Fort Sam Houston, TX 
78234-6000. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Practical Nurse Course, Fitzsimons Army Medical Center, 
Aurora, CO 80045-5001. 

For verification purposes, individual should provide the full name. 
Social Security Number, rank at time of attendance, military service 
number or student number, if applicable, course title and class 
number, or description of type of training received and dates of 
course attendance. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Practical 
Nurse Course, Fitzsimons Army Medical Center, Aurora, CO 80045- 
5001. 

For verification purposes, individual should provide the full name, 
Social Security Number, rank at time of attendance, military service 
number or student number, if applicable, course title and class 
number, or description of type of training received and dates of 
course attendance. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the concerned individual 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. ^ ' 

Record source categories: 

From the school staff and faculty 'responsible for presentation of 
instruction. 

Exemptions claimed for the system: 
None. 

A0351HSC-AHS 

System name: 
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Academy of Health Sciences: Academic and Supporting Records. 
> System location: 

Academy of Health Sciences, Fort Sam Houston, TX 78234-6000 
and Fitzsimons Army Medical Center, Aurora, CO 80045-5001. 
. Categories of individuals covered by the. system: 

Resident and^ correspondence students enrolled in courses at' the 
Academy. , • 

Categories of records in the system: - ' 

Student's name, Social Security Number, grade/rank, academic 
qualifications^ progress reports, academic grades, ratings attained, 
aptitudes and personal qualities, including corporate fitness results; 
faculty board records pertaining to class standing/rating/classifica- 
tion/proficiency of students; class academic records maintained by 
instructors indicating attendance and progress of class members. 

Authority for maintenance of the system: 

5',U.S.C. 301 and Executive Order 9397. 
• Purpose(s): . 

To determine eligibility for enrollment/attendance, monitor student 
progress, record accomplishments, and serS/e as record of courses 
which may be prerequisite for other formal courses of instruction, 
licensure; certification, and employment. . ; ■ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes otsuch uses: 

Information may be disclosed to colleges or universities or medical 
institutions which accredit the Academy's instruction. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army*s compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records, microfiche, cards, magnetic tape and/or disc, and 
computer printouts. 
Retrievability: ' . • >. • ,i 
By individual's name, Social Security Number, assigned passwords. 
Retention and disposal: 

Academic records are maintained 40 years at the Acadertiy of 
Health Sciences! Except for the master file, automated data are- 
erased after the fourth updating cycle. 

System manager(s) and address: 

Registrar, Academy of Health Sciences, Fort 'Sam Houston, TX 
78234-6000. 

Notification procedure: 
" Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Registrar, Academy of Health Sciences, Fort Sam Houston, TX 
78234-6000. 

For verification purposes, individual should provide the full name, 
Social Security Number, date attended/enrolled, current address, and 
signature. - ' ' , 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Registrar, 
Academy of Health Sciences, Fort Sam Houston, TX 78234-6000. 
^ For verification purposes, individual should provide the full name, 
Sbcial Security: Number, date attended/enrolled, current address, and 
signature. 

Contesting; record procedures: 

'The. Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Army Regulation 340-21; 32 CFR part 505; or may 
be obtained from the system manager. 

Record source categories: 

Frbm the individual;' Academy of Health Sciences' staff and facul- 
ty-''.^'. ■ : \ ' . ■ : • 

Exemptions claimed for the system: , .) 

None. - :. : . ■' ' 

•■■:..r.y . • "AOSSINDU 
System name: . i 

NDU National Defense University Student Data Files. ' ^ * 
System location: 

National Defense University, Ft. Leslie J. McNair, Washington, 
DC 20319. 



Categories of individuals covered by the system: 

Resident/non-resident students enrolled at courses of instruction at 
The National Defense University (NDU), including the Industrial, 
College of the Armed Forces and the National War College. 

Categories of records in the system: 

Name, date of birth, SSN, . student number, gradeAank, branch of 
service or civilian agency, years of Federal service, biographical 
data, course/sectibn assignment, prior- education, and academic and 
other related management data. ^ 

Authority for maintenance of the system:- . . : ' 

10 U.S.C. 3012. 

Purpose(s): 

To confirm attendance eligibility, monitor student progress, 
produce record of grades and achievements, prepare assignment ros- 
ters; to render management and statistical summaries and reports; and 
compile class yearbooks. * ' . '- ■ ■ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Student transcripts may be disclosed to other educational institu- 
tions. ■ ' . V i . .. 

Policies and practices for storing, retrieving; accessing, retaining, and 
disposing of records in the system: ' 

Storage: ' 

Paper records in file folders; computer ' magnetic tapes,^ discs, and 
printouts. ^ - - - 

Retrievability: 

By SSN or student identification number. - ' 
Safeguards: 

Records are maintained in buildings which employ security guards 
and are accessed only by authorized personnel having aii official 
need-tOrknow. Automated records employ software passwords; mag- 
netic tapes are protected by user identification and manual controls. 
Computer room is controlled by card key system requiring positive 
identification and authorization. . , 

Retention and disposal: 

Individual and class academic records are destroyed after 40 years. 
Records pertaining to extension courses are held indefinitely before 
being retired to the National Personnel Records Center, St. Louis, 
MO. Individual training records are destroyed annually; management 
reports are destroyed when no longer needed. 

System manager(s) and address: 

President, National Defense. University, Ft. Leslie J. McNair,' 
Washington, DC 20319. 
Notification procedure: 

Students may apply to the National Defense University, Ft'. Leslie 
J. McNair, Washington, DC 20319. Requester should provide his/her 
full name, SSN, and date of enrollment and or completion of gradua- 
tion. ' 
. Record access procedures: 

Requests for access to records should follow requirements in -Noti- 
fication procedure*. 1 ; 

Contesting record procedures: 
. The Army's rules for access to records and for contesting contents 
and appeaUng initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). : 

Record source categories: 

From applicants, faculty evaluations and reports, transcripts from 
educational institutions.^ 

' Exemptions claimed for the system: v , / 

' None. * 

A0351USAREUR 
System name:: » . . • 

Individual Academic Record Files. 
System location: 

Headquarters, Seventh Army Combined Arms Training Center, 
APO New York 09112. 

Categories of individuals covered by the system: 

Military or civilian personnel admitted as a student at a coui:se of 
instruction conducted by the Seventh Army Combined Arms Train- 
ing Center. . . 

Categories of records in the system: 
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Students name, Social Security Number, race, unit of assignment, 
course quota status, roster number, applicable Army Classification 
Battery Scores, eligibility for course attendance, academic achieve- 
ments, awards, and similar relevant data. 

Authority for maintenance of the system: 

10 U.S.C. 3013 and Executive Order 9397. 

Purpose(s): 

To determine eligibility for enrollment/attendance, monitor student 
progress, and record accomplishments for management studies and 
reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army s listing of record system notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; magnetic tape. 
Retrievability: 

By student's Social Security Number, surname, course/class 
number. 

Safeguards: 

Records are maintained in locked rooms, accessible only to desig- 
nated persons authorized to use in the performance of official duties. 
Retention and disposal: 

Information in automated media is contained for 5 years before 
being erased. Manual records are retained for three years. Academic 
records, class rosters, and grade sheets are retired to the National 
Personnel Records Center, St. Louis, MO and held for 40 years. 

System manager(s) and address: 

'Commander in Chief, US Army Europe and Seventh Army, APO 
New York 09403. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 

. ^^P,"*'"^"'^^^'^^^^"^^ ^^'"y Combined Arms Training Center. 
APO New York 09112. 

Individuals should provide their Social Security Number, full 
name, course and class dates of attendance, and signature. 
Record access procedure: 

Individuals seeking access to information about themselves con- 
tained in this record system should address written inquiries to the 
Commander, Seventh Army Combined Arms Training Center, APO 
New York 09112. 

Individuals should provide their Social Security Number, full 
name, course and class dates of attendance, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are pub- 
lished in the Department of the Army Regulation 340-21; 32 CFR 
part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual; his/her commander; instructors- Army 
records and reports. 

Exemptions claimed for the system: 

None. 

A0351-12DAPE 

System name: 

Applicants/Students, US Military Academy Prep School. 
System location: 

07703 Academy Preparatory School, Ft Monmouth, NJ 

Categories of individuals covered by the system: 

Applicants and students, US Military Academy Preparatory 
School. 

Categories of records in the system: 

Application for admission, high school/college transcripts, Scho- 
lastic Aptitude/American College Test, CLEP/GT/Officer Candi- 
date, and related test scores, admissions evaluation worksheets and 
correspondence relating to admission, medical history, academic 
progress/grades and related reports, and relevant information com- 
prising the cadet candidate's attendance and behavior at the School. 

Authority for maintenance of the system: 



5 U.S.C. 301. 
Purpose(s): 

To evaluate applicant's acceptance and, once admitted, to assess 
his/her leadership, academic, and physical aptitude potential for the 
US Military Academy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. . ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By applicant/student surname. 
Safeguards: 

Records are stored in locked rooms within buildings which are 
secured during non-duty hours, and are available only to authorized 
persons having an official need for the information. 

Retention and disposal: 

For applicants who are rejected or who choose not to enter the 
US Military Academy, records are maintained until individual ex- 
ceeds the age limit for acceptance to the Academy. For applicants 
who are accepted and enter the US Military Academy, records are 
retained for 40 years after individual's class graduates from Acade- 
my, following which records are destroyed by burning and/or shred- 
ding. 

System manager(s) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals wishing to inquire whether this system contains infor- 
mation about them should contact the Commandant, US Military 
Academy Preparatory School, Ft. Monmouth, NJ 07703. Written 
requests should include the full name, SSN, current address and 
telephone number of the requester, and year of application and/or 
attendance. For personal visits, the individual should be able to 
provide acceptable identification such as military, employee, or other 
individually identifying number, valid driver's license, building pass, 
etc. 

Record access procedures: 
• Individuals desiring access to their records should follow the pro- 
cedures and provide the information set forth under 'Notification 
procedure' above. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual; high school/college transcripts, nationally 
recognized and Army testing services, staff and faculty of the US 
Military Academy Preparatory School, military supervisors/unit per- 
sonnel officers. 

Exemptions claimed for the system: 

Parts of this system which fall within 5 U.S.C. 552a (K)(5) and (7) 
are exempted from Subsection (d) of 5 U.S.C. 552a. 

A0351-17aTAPC-USMA 

System name: 
US Military Academy Candidate Files. 
System location: 

US Military Academy, West Point, NY 10996. 
Categories of individuals covered by the system: 
Potential and actual candidates for entrance to the US Military 
Academy for the current and previous 2 years. 
Categories of records in the system: 

Entrance examination results, Personal Data Record (DD Form 
1867), Candidate Activities Report (DD Form 1868), Prospective 
Candidate Questionnaire (DD Form 1908), Interview Sheets, School 
Official's Evaluation (DD Form 1869), Employer's Evaluation of 
Candidate, Scholastic Aptitude Examination scores, American Col- 
lege Testing Program Scores, High School and College/University 
transcripts, physical aptitude examination, Candidate Summary 
Sheets, Nominating Letter, naturalization or adoption papers, birth 
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certificate, Oath 5-50, special orders, all correspondence to/from/and 

about caindidate. 

Authority for maintenance of the system: ^ 

10 U.S.C. 433,1, 4332, 4334. ' V ' : 

Purpose(s): 

To evaluate a candidate's academic,. leadership, and physical apti- 
tude potential for the US Military Academy; to conduct management 
studies of admissions criteria and procedures. 

Routine uses of records maintained in the system,, including catego;- 
ries of users and the purposes of such uses: 

Information may be disclosed to Members of Congress to assist 
them in nominating candidates. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records are maintained in file folder. Selected items of infor- 
mation reside on computer discs. 
Retrievability: r • 

By candidate's surname; by source of nomination, current status^' 
and special categories. • •. t 

Safeguards: 

' All information is stored in locked rooms with restricted access to 
authorized personnel. Automated data are further protected by a user 
identification and password convention. 
Retention and disposal: 

For accepted candidates, records become part of the Cadet's Per- 
sonnel Record, described by System of records A0709.03DAPE~a 
permanent record. Records on candidates not accepted for admission 
are destroyed either on expiration of age eligibility or after 3 years, 
whichever is later. 

System manageKs) and address: ' ' 

Superintendent, US Military Academy, West Point, NY ' 10996. 
Notification procedure: ' - s 

Individuals desiring to know whether or not information exists oni 
theni in this system of records may write, to the System Manager, 
furnishing full nanie, present address, year of application, source of 
nomination, and signature. . * 

Record access procedures: i 

To obtain access to information about themselves in this System of 
records, individuals should write to the System Manager, providing 
information required by 'Notification procedure*. 

Contesting record procedures:^ . 

The Army's rules for access toxecords and for contesting, contents, 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: , , , 

From the individual, Members of Congress,, school transcripts, 
evaluations from former employer(s), medical reports/physical exami- 
nation results, US Military Academy faculty evaluations, American 
College Testing Service; Educational Testing Service, and similar 
relevant documents. ' ' 

Exemptions claimed for the system: 
' All portions of this system which fall within 5 U.S.C, 552a(k)(5), 
(6), or (7) are exempt from Subsection (d) of 5 U.S.C,. 552a, 

AOaSl-lTbTAPC-rUSMC 
System name: . * ^ 

US Military Academy Personnel Cadet Records. 
System location: 

US Military Academy, West Point, NY 10996-5000. 
Categories of individuals covered by the system: 
Present and former Cadets of the US Military Academy. 
Categories of records in the system: 

Application and evaluations of cadet for admission; letters of rec- 
omrnendatibn/endorsement;. academic achievements, awards, honors, 
grades and transcripts; performance counseling; health, physical apti- 
tude and abilities and athletic accomplishments, peer appraisals; su- 
pervisory assessments; suitability data, including honor code infrac- 
tions and disposition. Basic biographical and historical summary of 
Cadet's tenure: at the US Military Academy is maintained on cards in 
the Archives Office or on microfiche in the Cadet Records Section; 

• Authority for maintenance of the system:* 
10 U.S.C. 3012 and 4334; E.O. 9397. . . . 

: Purpose(s): . : 



To record the Cadet's appointment to the Academy, his/her scho- 
lastic and athletic, achievements, ^performance, motivation, discipline, 
final standing, and potential as a military , career officer. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Academic transcripts may be provided to educational institutions. 
See also 'Blanket Routine Uses* set forth at the beginning of the 
Army's listing of record system notices. . . ; 

Policies: and practices for storing, retrieving,* accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual records in file folders; microfilm. . ' , ' 
Retrievability: 

By surname, or Social Security Number. 
Safeguards: 

Access to records is limited to persons having official need there- 
for; records are maintained in secure file cabinets and/or in locked 
rooms. 

Retention and disposal: ^ 

Records of Cadets who are commissioned become part of his/her 
Official Military Personnel File. Records of individuals not commis- 
sioned are destroyed after 5 years. Microfilmed records maintained 
by USMA are permanent; hardcopy files are destroyed after being 
microfilmed. ^ 

System manager(s) and address: 

Superintendent, US Military Academy, West' Point, NY '10996- 
5000. 

Notification procedure: 

Individuals wishing to inquire whether this system of records con- 
tains information about them should contact , the System Manager. 

^ Record access procedures: 

Individuals may request access to their records by contacting the 
System Manager, furnishing their full name, SSN, and signature. 

Contesting record procedures: 

The Army's riiles for access to records' and for contesting contents 
and appealing initial determinations are contained "in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, his/her sponsors, peer evaluations, grades and 
reports of US Military Academy academic and physical education 
department heads, transcripts from other educational institutions, 
niedical examinations/ass?essments, supervisory counseling/perform- 
ance reports. . i . 
* Exemptions claimed for the system: 

Parts of this system which fall within 5 U.S.C. 552a(k)(5) and (7) 
are exempt from subsection (d) of 5 U.S.C. 552a. 

. A0351-17aUSMA 

System name . .. * • ■ 

U.S. Military Academy Candidate Files. 

System location: ..^^ _ , 

U.S. Military Academy, West Point, NY 10996-1797. 

Categories of individuals covered by. the system: 

Potential and actual candidates for entrance to the U.S. Military 
Academy for the current and previous 2 years. 

Categories of records in the system: 

Entrance examination results, Personal Data Record (DD Form 
1867), Candidate Activities Report (DD Form 1868), Prospective 
Candidate Questionnaire (DD Form 1908), Interview Sheets, School 
Official's Evaluation (DD Form 1869), Employer's Evaluation of 
Candidate, Scholastic Aptitude Examination scores, American Col- 
lege Testing Program Scores, High School and College/University 
transcripts, physical* aptitude examination. Candidate . Summary 
Sheets, Nominating Letter, naturalization or adoption papers, birth 
certificate, Oath 5-50, special orders, all correspondence to/form/and 
. about candidate. . . » 

Authority for maintenance df the system: 

10 U.S.C.'43^1, 4332, and 4334. 

Purpose(s):' ^ - 

To evaluate a candidate's academic, leadership, and physical apti- 
tude potential for the U.S. Military Academy, to conduct manage- 
ment studies of admissions criteria and procedures. - " 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

^Information may be disclosed to Members of Congress to assist 
them in nominating candidates. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records are maintained in file folder. Selected items of infor- 
mation reside on computer discs. 
Retrievability: 

By candidate's surname; by source of nomination, current status, 
and special categories: 
Safeguards: 

All information is stored in locked rooms with restricted access to 
authorized personnel, Automated data are further protected by a user 
identification and password convention. 

Retention and disposal: 

For accepted candidates, records become part of the Cadet's* Per^ 
sonnel Record, described by System of Records A0351-17bUSMA— 
a permanent record. Records on candidates not accepted for admis- 
sion are destroyed either on expiration of age eligibility or after 3 
years, whichever is later. 

System manager(s) and address: 
^.^^^P^""^^"^^"^' ^-S- Military Academy, West Point, NY 10996- 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the ^Superintendent, U.S. Military Academy, West Point, NY . 10996- 

. Individual should provide the full name, current address, year of 
application, source of nomination, and signature. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Superin- 
tendent, U.S. Military Academy, West Point, NY 10996-1797. 

Individual should provide the full name, current address, year of 
application, source of nomination, and signature. * 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, Members of Congress, school transcripts, 
evaluations from former employer(s), medical reports/physical exami- 
nation results, U.S. Military Academy faculty evaluations, American 
College Testing Service, Educational Testing Service, and similar 
relevant documents. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(5), (6), 
or (7) as applicable. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b)(1), (2), and (3), 
(c) and (e) and published in 32 CFR part 505. For additional informa- 
tion contact the system manager. 

A0351-17bUSMA 

System name: 

U.S. Military Academy Personnel Cadet Records. 
System location: 

U.S. Military Academy, XVest Point, NY 10996-5000. 
Categories of individuals covered by the system: 
Present and former Cadets of the U.S. Military Academy. 
Categories of records in the system: 

Application and evaluations of cadet for admission; letters of rec- 
ommendation/endorsement; academic achievements, awards, honors, 
grades, and transcripts; performance counseling; health, physical apti- 
tude and abilities and athletic accomplishments, peer appraisals; su- 
pervisory assessments; suitability data, including honor code infrac- 
tions and disposition. Basic biographical and historical summary of 
cadet's tenure at the U.S. Military Academy is maintained on cards 
in the Archives Office or on microfiche in the Cadet Records Sec- 
tion. 

Authority for maintenance of the system: 



10 U.S.C. 3013 and 4334. and Executive Order 9397. 
Purpose(s): 

To record the cadet's appointment to the Academy, his/her scho- 
lastic and athletic achievements, performance, motivation, discipline, 
final standing, and potential as a military career officer. ■ 

Routine uses of records maintained in the system, including catego- 
ries, of users and the purposes of such uses: 

Academic transcripts may be provided to educational institutions. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 
Storage: 

Manual records in file folders; microfilm. 
Retrievability: 

By surname or Social Security Number. 
Safeguards: 

Access to records is limited to persons having official, need there- 
for; records are maintained in secure file cabinets and/or in locked 
rooms. 

Retention and disposal: 

Records of Cadets who are commissioned become part of his/her 
Official MiHtary Personnel File. Records of individuals not commis- 
sioned are destroyed after 5 years. Microfilmed records maintained 
by USMA are permanent; hard copy files are destroyed after being . 
microfilmed. 

System manager(s) and address: 

Superintendent, U.S. Military Academy, West Point, NY 10996- 
5000. 

Notification procedure: ^ 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Superintendent, U.S. Military Academy, West Point, NY 10996- 
5000. ' 

Individual should provide the full name, Social Security Number, 
and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Superin- 
tendent, U.S. Military Academy, West Point, NY 10996-5000. 

Individual should provide the full name. Social Security Number, 
and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, his/her sponsors, peer evaluations, grades and 
reports of U.S. Military Academy academic and physical education 
department heads, transcripts from other educational institutions, 
medical examination/assessments, supervisory counseling/perform- 
ance reports. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k) (5), (6), 
or (7) as applicable. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b) (1), (2), and (3), 
(c) and (e) and published in 32 CFR part 505. For additional informa- 
tion contact the system manager. 

A0351aNDU-CI 

System name: 

DODCI Student Record System. 
System location: 

Department of Defense Computer Institute, Washington Navy 
Yard. Washington, DC 20374. 

Categories of individuals covered by the system: 

All students who have completed a course of instruction presented 
by the Department of Defense Computer Institute. These are primari- 
ly DOD military and civilian personnel as regular students; personnel 
from other federal, state and local government agencies who have 
attended courses on a space available basis; military and civilian 
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personnel from foreign governments who requested and,;^were grant- 
ed authority to attend courses; and personnel from private industry 
who are under direct contract to a DOD activity who sponsor their 
attendance. 

Categories of records in the system: , ' . . 

Records consist of name. Social Security Number, home address, 
home telephone number, military rank or rate, civilian grade, branch 
of service, DOD agency or activity and course ID attended. Also, 
associated file of consolidated listing of students for each course 
offering arranged by DOD agency or activity and name. 

Authority for maintenance of the system: 

5 U.S.C. 301 and E.O. 9397. 

Purpose(s): 

Maintained by DODCI Student Operations Section to respond to 
individuals requesting official verification of attendance to a specific 
course; to respond to students, agency or activity requesting official 
record of training completed. Used to compile statistical data of 
student output, e.g., attendance by course, attendance by branch of 
service, agency or activity. Statistical data is not compiled by name. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Army's compilation of systems of records apply 
to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: V , 
Storage: 

Card file, paper copies forms, and hard disk/magnetic tape. 
Retrievability: 

Name and course ID, • 

Safeguards: ' 
Maintained in administrative office which is locked after normal 

working hours, accessible only to authorized office staff and ;director 

or delegate on demand. 
Retention and disposal: 

Records are retained for five fiscal years and then destroyed. 
System manager(s) and address: ^ 
Chief, Student Operations Section, DoD Computer Institute, Build- 
ing 175, Washington Navy Yard, Washington, DC 20374. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address inquiries to the 
Chief, Student Operations Section DoD Computer Institute, Building 
175, Washington Navy Yard, Washington, DC 20374. Individual 
must provide course title and year of attendance. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system of records should address inquiries to the Chief, Student 
Operations Section, DoD Computer Institute, Building 175, Washing- 
ton Navy Yard, Washington, DC 20374. 

Contesting record procedures: . ' 

The Department of the Army riiles for accessing records and for 
contesting contents and appealing initial agency determinations by 
the individual concerned are published in Department of the Army 
Regulation 430-21-8; 32 CFR part 505; or may be obtained from the 
system manager. 

Record source categories: 

Enrollment and registration request for DoD management educa- 
tion and training program courses (DD Form 1556, SF 182, orders, 
letters/messages), and course listing of students reviewed by course 
manager and individual students. . 

Exemptions claimed for the system: 

None. 

A0351bNDU-CI 

System name: 

DODCI Student/Faculty/Senior Staff Biography System. 
System location: 

Department of Defense Computer Institute, Washington Navy 
Yard, Washington, DC 20374. 

Categories of individuals covered by the system: 

All faculty members, senior staff members, and guest lecturers 
currently instructing or managing at the DODCI. All students who 
are attending or who have completed a course of instruction presents 



ed by the Department of Defense Computer Institute. These are 
primarily DoD military and civilian personnel as regular students; 
personnel from other federal, state and local government agencies 
who have attended courses on a space available basis; military and 
civilian personnel from foreign governments who requested and were 
granted authority to attend courses; and personnel from private in- 
dustry who are under direct contract to a DoD activity who sponsor 
their attendance. 
' Categories of records in the system: 

Biographic summary forms individually submitted upon request by 
each DODCI faculty member, senior staff member, guest lecturer, or 
student. Students record .consists of name, rank or, rate, civilian 
grade, organization and division, office phone number, current and 
previous job titles and positions, number of months with present job 
title, major duties of present job, formal education completed, course 
ID, objectives for attending DODCI course, computer-related and^ 
other technical training and experience, information on usage of 
computers in present position, influence and authority student has 
over design of computer-based systems including security and priva- 
cy, aspects, extent involved in planning and design of teleprocessing 
systems. ■ ' ^■ 

Faculty/senior staff record consists of name, rank or rate, current 
and previous job titles and positions, former major duties, formal 
education completed, computer-related and other technical training 
experience. 

Authority for maintenance of the system: 

5U.S.C.301 

Purpose(s): 

The student biographical summaries are used by course managers 
and functional department heads to evaluate education level, comput- 
er related work experience, and general computer backgrouond of 
DODCI students. Establishes student qualifications to attend a re- 
quested course and if course objectives have satisfied personal objec- 
tives of students attending course. Statistical summarization of infor- 
mation contained in the system provides basis for modification and 
revision to course , content. Serves as vehicle to place student into 
appropriate laboratory and seminar group in courses requiring such a 

breakout. ' \ • _, • u u- 

Information on faculty/senior staff members contained m the bio- 
graphical summaries is provided to students as an attachment to their 
student notebooks. Records are used to identify faculty and senior 
staff members, areas of data processing and information management 
expertise for consultation purposes and as an expertise preamble to 
the next scheduled lecturer. 

Routine uses of records maintained in the system, including catego- 
ries of users arid* the purposes of such uses: 

The **Blanket Routine Uses" that appear at the beginning of the 
Department of the Army'Mcompilation of systems of records apply 
to this system. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records iii the system: 

Storage: 

Paper records and computer hard disk/magnetic tape. - 
Retrievability: 

By name for faculty/senior staff members. Course ID and name for 
students. .' 
Safeguardis: 

Maintained in Student Operations Section which is locked after 
normal working hours, access controlled by system manager and 
accessible only to authorized faculty members, director or adminis- 
tration, and director or delegate on demand. 

Retention and disposal: 

All completed individual student biographical summaries are re- 
tained in a file folder marked by course ID and course date. Individ- 
ual student biographical summaries are retained by course for two 
fiscal years preceding the -fiscal year- in progress. All mdividual 
facuhy and senior staff biographical summaries are retamed in a 
master file folder until no longer providing services to DODCI. 
Master file is reviewed periodically to maintain currency. 

System manager(s) and address: 

Chief, Student Operations Section,' DpD Computer Institute, Build- 
ing 175, Washington Navy Yard, Washington, DC 20374. 
Notification procedure: 

Individuals seeking to ; determine whether this system of records 
contains information about themselves should address inquiries to the 
Chief, Student Operations Section, DoD Computer Institute, Build- 
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ing 175, Washington Navy Yard, Washington, DC 20374. Individual 
must provide course title and year of attendance. 
Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system of records should address inquiries to the Chief, Student 
Operations Section, DoD Computer Institute, Building 175, Washing- 
ton Navy Yard, Washington, DC 20374. 

Contesting record procedures: 

The Department of the Army rules for accessing records and for 
contesting contents and appealing initial agency determinations by 
the individual concerned are published in Department of the Army 
Regulation 430-21-8; 32 CFR part 505; or may be obtained from the 
system manager. 

Record source categories: 

Student biography forms are of DODCI origin and completed by 
each individual student. Forms are completed either the first day of 
the course or, in the case of certain specific courses, are mailed to 
the prospective, student requesting return prior to commencement of 
the course. 

Biographies are authorized by each faculty and senior staff member 
soon after arrival at DODCI. Guest lecturers are requested to volun- 
tarily submit biographies for use in course notebooks. Content is 
never changed, but in some cases selectively reduced in length so as 
not to exceed one page. Format and content are generated solely by 
DODCI member and are subjected only to editorial review. 

Exemptions claimed for the system: 

None. 

A0351cNDU-CI 

System name: 

DODCI Course Evaluation System. 
System location: . 

Department of Defense Computer Institute, Washington Navy 
Yard, Washington, DC 20374. 

Categories of individuals covered by the system: 

All students who have completed a course of instruction presented 
by the Department of Defense Computer Institute. These are primari- 
ly DoD military and civilian personnel as regular students; personnel 
from other federal, state and local government agencies who have 
attended courses on a space available basis; military and civilian 
personnel from foreign governments who requested and were grant- 
ed authority to attend courses; and personnel from private industry 
who are under direct contract to a DoD activity who sponsor their 
attendance. 

Categories of records in the system: 

Individual student evaluation of entire course and random sampling 
of specific lecture presentations. Includes course ID; objectives for 
attending course; statement concerning realization of personal objec- 
tives, numerical or qualitative rating of overall course, lab sessions 
and/or specific lectures; list of strengths and weaknesses of course; 
list of lecture subjects of particular benefit or of little use to student- 
list of lecture subjects which should be expanded or reduced in 
coverage; and list of topics not covered in course but should be 
included. Comments concerning course content, sequence, lecture 
presentation, teaching techniques, audio visual aids, physical facilities 
and administrative support are solicited and recorded. Categories are 
posed as questions with ample space to encourage written response 
to student opinion in a structured but non-restrictive format. These 
Course Evaluation Forms also contain hard core factual information, 
i.e., course ID, course dates, student name, rank/rate/grade, branch 
of service, duty station or agency, and present job title. 

Authority for maintenance of the system: 

5 U.S.C 301. 

Purpose(s): 

The system is used to evaluate course, lecture, teaching techniques 
and individual instructor effectiveness. It provides basis for modifica- 
tion and revision to course content and sequence and lecture content. 
It provides input to long-range plan for course update, additions and 
revisions. The evaluation of all attendees to a particular course are 
reviewed as a composite group by DODCI faculty members to 
determine problem areas, trends, and provides a continuous evalua- 
tion of course effectiveness. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ^Blanket Routine Uses" that appear at the beginning of the 
Department of the Army's compilation of systems of records apply 
to this system. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and computer hard disk/magnetic tape. 
Retrievability: 

Course ID and student name. 
Safeguards: 

Maintained in Student Operations Section Office which is locked 
after normal working hours, access controlled by system manager 
and accessible only to authorized faculty members. Director of Ad- 
ministration and Director delegate on demand. 

Retention and disposal: 

All completed individual evaluations of students attending a specif- 
ic course are retained by course ID and course date. Individual 
student evaluation forms are retained by course for two fiscal years 
preceding the fiscal year in progress. 

System manager(s) and address: 

Chief, Student Operations Section, DoD Computer Institute, Build- 
ing 175, Washington Navy Yard, Washington, DC 20374. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address inquiries to the 
Chief, Student Operations Section, DoD Computer Institute, Build- 
ing 175, Washington Navy Yard, Washington, DC 20374. Individual 
must provide course title and year of attendance. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system of record should address inquiries to the Chief, Student 
Operations Section, DoD Computer Institute, Building 175, Washing- 
ton Navy Yard, Washington, DC 20374. 

Contesting record procedures: 

The Department of the Army rules for accessing records and for 
contesting contents and appealing initial agency determinations by 
the individual concerned are published in Department of the Army 
Regulation 430-21-8; 32 CFR part 505; or may be obtained from the 
system manager. 

Record source categories: 

Student course evaluation forms are of DODCI origin and distrib- 
uted in class and completed by each individual student. 
Exemptions claimed for the system: 
None. 

A0351aTRADOC 

System name: 

Army School Student Files. 
System location: 

All Army schools, colleges, and training centers. . 
Categories of individuals covered by the system: 
Students who attend formal and/or nonresident courses of instruc- 
tion at Army schools, colleges and training centers. 
Categories of records in the system: 

Individual academic records consisting of courses attended, length 
of each, extent of completion and results; aptitudes and personal 
qualities, including corporate fitness results; grade and rating at- 
tained;_ and related information; collateral individual training records 
comprising information posted to the basic individual academic train- 
ing record or other long term records; faculty board files pertaining 
to the class standing/rating/classification/proficiency of students; 
class academic records maintained by training instructors indicating 
attendance and progress of class member instructors indicating at- 
tendance and progress of class members. 

Authority for maintenance of the system: 

5 U.S.C. 301 and Executive Order 9397. 

Purpose(s): 

To determine eligibility of students for attendance, monitor 
progress, record completion of academic requirements, and document 
courses which may be prerequisites for attendance/participation in 
other courses of instruction. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army*s compilation of record system notices apply to this, system. 
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Policies and practices for. storing,, retrieving, accessing, retaining, and 
disposing of records in the system. 
Storage: 

Paper records in file folders, cards, computer magnetic tapes/disks; 
printouts. 

Retrievability: 

By individual's name, Social Security number/military service 
number. 

Safeguards: 

Information is stored in locked cabinets or rooms, accessed only by 
authorized individuals having official need thereof. 
Retention and disposal: 

Individual and class academic records are destroyed after 40 years; 
collateral individual training records and faculty board files are de- 
stroyed after 1 year. * * 

System manager(s) and address: 

Commander, U.S. Army Training and Doctrine Command, Ft. 
Monroe, VA 23651. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Academic Record Office of the Army school, college, or training 
center attended. 

Individual should provide the full name, student number, course 
title and class number, or description of type training received and 
dates of attendance/enrollment. 

Record access procedures: 

, Individuals seeking access to records about themselves contained in 
this record system should * address written inquiries to the Academic 
Record Office of the Army School, college, or training center at- 
tended. , 

Individual should provide full name, student number, course title 
and class number, or description of type training received and dates 
of attendance/enrollment. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents; and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the staff and faculty of appropriate school, college, or train- 
ing center responsible for the instruction. • ,. • 
Exemptions claimed for the system: 
None. 

A0351bTRADOC 

System name; 

TRADOC Educational Data System. 
System location: 

U.S. Army Training Support Center, Fort Eustis, VA 23604-5Q00. 

Categories of individuals covered by the system: 

Members of the Army, Navy, Marine Corps, and Air Force, Re- 
serve Officer Training Corps and National Defense Cadet Corps 
students. Department of Defense civilian employees, and approved 
foreign military personnel enrolled in a nonresident course adminis- 
tered by the Army Institute for Professional Development. 

Categories of records in the system: 

Files contain narne, grade/rank, Social Security Number, address, 
service component, branch, personnel classification, military occupa- 
tional specialty, credit hours accumulated, examination and lesson 
grades, student academic status, curricula, course description. 

Authority for maintenance of the system: 

10 U.S.C. 3013 and Executive Order 9397. 

Purpose(s): 

To record lessons and/or exam grades; maintain student academic 
status; course and subcourse descriptions; produce course completion 
certificates and reflect credit hours earned; and produce management 
summary reports. . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" published at the beginning of the 
Army's compilation of system of records notices apply to this record 
system. 

: Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 



Storage: 

Magnetic tapes, discs, and paper printouts. 
Retrievability: 

By Social Security Number. 

Safeguards: : 

Random number sign-on authentication* for each inquiry made to 
the system is required. Sign-on decks to enable such access are 
updated weekly, safeguarded under Army Regulation 380-19, Infor- 
mation Systems Security, and are unique to one terminal only. 
Access is granted only to designated personnel at the Army Institute 
for Professional Development responsible for the adrhinistration and 
processing of nonresident students. 

Retention and disposal: 

Machine records are retained during student's enrollment, after 
which student's records are transferred to the Academic Records 
System History File for indefinite retention. Nonresident students are 
assigned a 6 month enrollment period or, if in multiple subcourses, an 
enrollment period of 1 year. A hard copy transcript reflecting the 
student's personal and academic data is produced; this is retained by 
the Army Institute of Professional Development for 3 years, then 
transferred to the National Personnel Records Center, St. Louis, MO, 
where it is retained for 37 years, then destroyed. , 

System manager($) and address: 

Commander, U.S. Army Training Support Center, ATTN: Insti- 
tute for Professional Development, Ft Eustis, VA 23604-5000. 
Notification procedure: 

Individuals seeking to determine if information about themselves, is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Training Support Center, ATTN: Insti- 
tute for Professional Development, Fort Eustis, VA 23604-5000. 

Individual should provide the full name. Social Security Number, 
and signature for identification. 

Individual making rfequest in person must provide acceptable iden- 
tification such as driver's license and military identification. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Training Support Center, ATTN: Institute for Profes- 
sional Development', Fort Eustis, VA 23604-5000. 

Individual shouljd provide the full name, Social Security Number, 
and signature for identification. 

Individual making request in person must provide acceptable iden- 
tification such as driver's license and military identification. < , > 

Contesting record procedures: 

The Army's rules for accessing records, contesting content, and 
appealing initial determination are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system, 
manager. • . 

Record source categories: 

From individual upon enrollment, froni class records and instruc- 
tors, from student's personnel records, and from graded examinations. 
Exemptions claimed for the system: 

None. ^ r 

A0351cTRADOC 

System name: . 

Standardized Student Records System. 
System location: 

Defense Language Institute, Presidio of Monterey, CA 93940. 
Categories of individuals covered by the system: 
Persons who have been enrolled for foreign language training at 
the Defense Language Institute. 
Categories of records in the system: 

individual's name, Social Security Nurnber, and military adminis- 
trative data, together with academic data generated at Defense Lan- 
guage Institute. 

Authority for maintenance of the system: 

10 U.S.C. 3013 and Executive Order 9397. ^ 

Purpose(s): 

To establish a permanent student record used for issuing official 
grade transcripts and preparing statistical studies to improve training 
and testing methods. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



DEFENSE DEPARTMENT 



91 



The "Blanket Routine Uses'* published at the beginning of the 
Army's compilation of system of records notices apply to this record 

system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Magnetic tapes/discs. 
Retrievability: 

By Social Security Number. 
Safeguards: 

Records are accessible via remote terminal only by authorized 
personnel citing established user identifier and password 
Retention and disposal: 

Records are piermanent' They are retained in active file (on-line) 
until the student departs; then retired to a history tape. 
System manager(s) and address: 

Commander, U.S. Army Training and Doctrine Command. Fort 
Monroe, VA 23651-5000, 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Defense Language Institute, Presidio of Monterey, CA 93940. 

Individual should provide the full name, current address and tele- 
phone number, Social Security number, class attended, and year 
graduated. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Defense 
Language Institute, Presidio of Monterey, CA 93940. 

Individual should provide the full name, current address and tele- 
phone number. Social Security Number, class attended, and year 
gradidated. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; staff and faculty. 

Exemptions claimed for the system: 

None. . / 

A0351d-laTRADOC 

System nanie: 

Automated Instructional Management System (AIMS). 
System location: 

The systems are located at Headquarters, Training and Doctrine 
Command (TRADOC); TRADOC Service Schools; and Army 
Training Centers: Addresses for the above may be obtained from the 
Commander, U.S. Army Training and Doctrine Command, ATTN: 
ATOM-T, Fort Monroe, VA 23651-5000. 

Categories of individuals covered by the system: 

Military members of the Army, Navy, Marine Corps, and Air 
Force, and civilians employed by the U.S. Government, and ap- 
proved foreign military personnel enrolled in a resident course at a 
U.S. Army service school. 

Categories of records in the system: 

Files contain personnel, Program of Instruction, scheduling, test- 
ing, academic, graduation, recycle, and attrition data. 
Authority for maintenance of the system: 
5 U.S.C. 301 and Executive Order 9397. 
Purpose(s): 

This is the TRADOC standard resident student training manage- 
ment system which automates those processes associated with the 
scheduling, management, testing, and tracking of resident students. 
The system is composed of several subsystems which perform func- 
tions for personnel, student load management, academic records man- 
agement, test creation, scoring and grading, student critique, resource 
scheduling and utilization, electronic mail, and query. 

The sole users are the personnel responsible for the administration 
of personnel enrolled in the resident student training programs at 
U.S. Army service schools and Army training centers. Course com- 
pletion data oh active Army enlisted personnel, is supplied to the 
Army-American Council on Education Registry Transcript System 
(AARTS) in magnetic media. Course completion data on active 



Army officer personnel is supplied to the U.S. Army Research Insti- 
tute (ARI) in magnetic media. All student transactions are supplied 
to the Army Training Requirements and Resources System (ATRRS) 
through a daily electronic interface. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Army's "Blanket Routine Uses" set forth at the beginning of 
the Army's compilation of record system notices apply to this record 
system. , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: , 
Magnetic tapes, computer discs, and paper printouts. 
Retrievability: 

Retrieved by Social Security Number and course/class number. 
Safeguards: 

Different user identification sign-on codes are assigned each person 
with authorized access to the database. Each sign-on is authenticated 
by system software. Identification sign-on codes are changed every 
six months, additions or deletions occur at any time a new person is 
assigned or someone leaves. The above meet Army's Information 
System Security Regulation. requirements. 

Retention and disposal: 

Machine records are retained during student's active enrollment, 
after which they are classified as history records, written to magnetic 
tape, and stored indefinitely for reference. Paper records are de- 
stroyed after 40 years as follows: Army .elements serviced by a 
records holding area (RHA) hold records for 2 years in the current 
files area (CFA), transfer to RHA for 1 year; the RHA retires the 
records to the National Personnel Records Center (NPRC), St. 
Louis, MO, for the remaining 37 years. Army elements not serviced 
by a RHA, hold records for 2 years in CFA, then retire to NPRC 
for the remaining 38 years. 

System manager(s) and address: 

Commander, U.S. Army Training and Doctrine Command, 
ATTN: ATOM-T, Fort Monroe, VA 23651-5000. 
Notification procedure: 

Individuals seeking to. determine if information about themselves is 
contained in this records system should address written inquiries to 
the Commander, U.S. Army Training and Doctrine Command, 
ATTN: ATOM-T, Fort Monroe, VA 23651-5000. 

individual should provide the full name, Social Security Number, 
and military status or other information verifiable from the record 
itself. 

Record access procedures: 

. Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Training and Doctrine Command, ATTN: ATOM-T, 
Fort Monroe, y A 23651-5000. 

Individual should provide the full name, Social Security Number, 
and military status or other information verifiable" from the record 
itself. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

Information is received from the individual, DoD staff. Personnel 
and Training systems, and staff and faculty. 
Exemptions claimed for the system: 
None. 

A0352-3CFSC 

System name: 

Dependent Children School Program Files. 
System location: 

Army-operated dependents schools located at Fort Benning, GA; 
Fort Bragg, NC; Fort Campbell, KY; Fort McClellan, AL; Fort 
Rucker, AL; Fort Stewart, GA; and U.S. Military Academy, West 
Point, NY. Official mailing addresses are published as an appendix to 
the Army's compilation of record systems notices. Records of former 
students are located at the Washington National Records Center, 
Washington, DC 20409. 

Categories of individuals covered by the system: 
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Students in the Army-operated dependents schools located at Fort 
Benning, GA; Fort Bragg, NC; Fort Campbell, KY; Fort McClellan, 
AL; Fort Rucker, AL; Fort Stewart. GA; and U.S. Military Acadcr . 
my. West Point, NY. 

Categories of records in the system: 

Enrollment/admission/registration/transfer applications; course 
preferences/curriculum; health records; attendance registers; academ- 
ic achievements and report cards reflecting grades/credits earned; 
aptitude, intelligence quotient, and other test results; notes regarding 
student's special interests, hobbies, activities; sports; counseling docu- 
ments; high school transcripts and certificates;. and related supporting 
documents. 

Authority for maintenance of the system: 
Section 6, Public Law 81-874. 
Purpose(s): 

To record education provided for eligible dependent children of 
military and civilian personnel residing on Army bases at Fort Ben- 
ning, GA; Fort Bragg, NC; Fort Campbell, KY; Fort McClellan, 
AL; Fort Rucker, AL; Fort Stewart, GA; and U.S. Military Acade- 
my, West Point, NY. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to Department of Education in con- 
nection with Federal funding for public education; to federal and 
state educational agencies in connection with student's application for 
financial aid; to student's parents/legal guardians when Army offi- 
cials determine bona fide need therefor and disclosure is not other- 
wise precluded by the Family Educational Rights and- Privacy Act of 
1974 (The Buckley Amendment) 20 U.S'.C. 1232g. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By student surname. ' . 

Safeguards: 

Records are accessible only to authorized personnel having need 
for the inforrhation in the performance of their official duties. 
Retention and disposal: 

Academic records for elementary school students are destroyed at 
the school attended after 5 years; those for secondary school students 
are destroyed after 65 years by the Washington National Records 
Center where such records are retired 5 years following student's 
graduation/withdrawal. 

Individual student health records and tests/achievements docu- 
ments are retained at the local school 1 year for elementary students; 
2 years for secondary students, after which they are destroyed. 

Teacher class registers of attendance and scholastic marks and 
averages are retained at the local school for 5 years; then destroyed. 

System manager(s) and address: 

Commander, U.S. Army Community and Family Support Center,, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0500. 
rSotification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the principal of the school attended. If the records have been retired 
to the Washington National Records Center, write to the Command- 
er, U.S. Army Community and Family Support Center, 2461 Eisen- 
hower Avenue, Alexandria, V A 22331-0500. 

Individual should provide current full name, name use at the time 
of school attendance, date of birth, identity and location of school 
attended, dates of attendance, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the principal of 
the school attended. If the records have been retired to the Washing- 
ton National Records Center, write to the Commander, U.S. Army 
Community and Family Support Center, 2461 Eisenhower Avenue, 
Alexandria, VA 22331-0500. 

Individual should provide current full name, name used at the time 
of school attendance, date of birth, identity and location of school 
attended, dates of attendance, and signature. 

Contesting record procedures. 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 



340-21; 32 CFR part 505; or may be obtained ■ from the system 
manager. 
Record source categories: 

From individual,* school teachers, principal, counselors, medical 
personnel, parents/guardians. 
Exemptions claimed for the system: 
None. 

A0360SAIS 

System name: 

Mailing List for Army Newspapers/Periodicals/Catalpgs. 
ystem locations: 

Headquarters, Department of the Army staff and field operating 
agencies, major commands, field installations and activities, Army 
service schools/colleges, Army National Guard Bureau Headquarters 
and field activities. Official mailing addresses are published as an 
appendix to the Army's compilation of system notices. 

Categories of individuals covered by the system: 

Name and current mailing address of recipients of Army and/or 
National Guard magazines, newspapers, professional and trade publi- 
cations, journals, catalogs, admissions policies and procedures, di- 
gests, and newsletters. Recipients may be current or former Army 
and/or National Guard personnel, staff and faculty or graduate/ 
resident/correspondence student of Service Schools, military reserv- 
ists, Reserve Officers Training Corps cadets, civilian academicians, 
professional or other personnel who have requested inclusion on 
mailing lists. 

Categories of records in the system: 

Mailing lists containing names and addresses of recipients of vari- 
ous periodicals published by the Army/or the National Guard which 
have public relations value. Types of periodicals include but are not 
limited to journals, catalogs, admissions policies and procedures pub- 
lished by military schools and colleges, medical facilities, and training 
institutions; and Army newspapers or digests containing official or 
quasi-official but non-directive data of either a technical or adminis- 
trative nature. 

Other personnel data may be included such as Alumni Association 
Member number, professional society or trade organization of which 
a member and related information. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and 32 U.S.C. 110. 
Purpose(s): 

To produce mailing lists for distribution of Army periodicals, 
newspapers and various journals, catalogs, digests and newsletters; 
and to perform statistical analyses and surveys of reader interest and 
opinion. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records, magnetic tape disc, cards, printouts, and addresso- 
graph plates. 

Retrievability: 

By individual's name. 

Safeguards: 

Records are accessed and maintained only by authorized personnel 
who have need therefor. 

Retention and disposal: 

Retained until no longer needed, normally until individual requests 
deletion, after which record is destroyed. , , ' 

System* manager(s) and address: 

Heads of Department of Army staff and field operating agencies, 
major commands, commanders of installations/activities, Army serv- 
ice schools/colleges and National Guard activities that publish peri- 
odicals, command newspapers, catalogs or other special-interest re- 
curring publications. 

Official mailing addresses are published as an appendix to the 
Army's compilation of system notices. ' * 

rSotification procedure: 



DEFENSE DEPARTMENT 



93 



Individuals seeking to determine if information about themselves is 
contained in this records system should address inquiries to either the 
editor of the publication, registrar of the school, or the Army or 
National Guard Public Affairs Office publishing the periodical. Offi- 
cial nriailing addresses are published as an appendix to the Army's 
compilation of system notices. 

For verification purposes, individual should provide full name and 
current address to permit locating the record. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address inquiries to either the editor of the 
publication, registrar of the school, or the Army or National Guard 
Public Affairs Office publishing the periodical. Official mailing ad- 
dresses are published as an appendix to the Army's compilation of 
system notices. 

For verification purposes, individual should provide full name and 
current address to permit locating the record. 
Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; records of the Army or National Guard 
organization publishing the document. 
Exemptions claimed for the system: 
None. 

A0360SAPA 

System name: 
Media Contact Files. 
System location: 

Chief of Public Affairs, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310-1500 and their field operating 
agencies at Los Angeles, CA; New York, NY; and Washington, DC; 
public affairs offices of Army Staff agencies, major commands, instal- 
lations and activities. Official mailing addresses may be obtained from 
the Chief of Public Affairs, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 203 10- 1 500. 

Categories of individuals covered by the system: 

Journalists, authors, editors, columnists, researchers, and media 
representatives. 
Categories of records in the system: 

Name, address, telephone number, biographical data, public media 
affiliation; and correspondence between the Army and the individual. 
Authority for maintenance of the system: 
Title 10 U.S.C. 3012 
Purpose(s): 

To maintain contact with public media representatives on issues of 
common^ interest. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The 'Blanket Routine Uses* set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Card and papers in file folders. 

RetrievaUlity: 

.By individual's surname. 

Safeguards: 

Information is accessed only by individuals- having need in. the 
performance of official duties. 
ReteRtion and disposal: 

Records are destroyed when no longer needed for current oper- 
ations.. 

System maBager<s) and address: 

Chief of Public Affairs, Headquarters, Department of the Army, 
The Pentagon, Washington, J)C 20310-1500. 
Notiflcatioii procedure: 

Individuals seeking access to determine if information about them- 
selves is contained iin this record system should address written 
inquiries to the Chief of Public Affairs, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 203 10- 1 500. 



For verification purposes, individual should provide full name, and 
current address and telephone number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written iriquiries to the Chief of 
Public Affairs, Headquarters, Department of the Army, The Penta- 
gon, Washington, DC 20310-1500. 

For verification purposes, individual should provide full name, and 
current address and telephone number.- 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are pub- 
lixhed in Department of the Army Regulation 340-21; 32 CFR part 
505; or may be obtained from the system manager.. 

Record source categories: 

From the individual, newspapers, libraries, Army and Department 
of Defense records. 
Exemptions claimed for the system: 
None. 

A0360-5SALL 

System name: 

Biographies: Members of Congress. 
System location: 

Chief of Legislative Liaison, Office of the Secretary of the Army, 
The Pentagon, Washington, DC .20310-1600. 

Categories of individuals covered by the system: 
Current members of the U.S. Congress. , 
Categories of records in the system: 

Biographical information on members of the Congress, their voting 
trends, and committee memberships. 
Authority for maintenance of the system: 
10 U.S.C. 1034. 
Purpose(s): 

To provide background information on Members of Congress 
before whom Army representatives may be testifying or for whom 
escorts may be provided to familiarize them with the members' 
attitudes and relationships with the Department of Army. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in loose leaf binders. 
Retrievability: 

By Member of Congress' last name. 
Safegurards: 

Records are maintained in secured areas accessible only to author- 
ized personnel. 
Retention and disposal: > - 

Records are retained only for the Member of Congress' tenure. 
System manager(s) and address: 

Chief of legislative Liaison, Office of the Secretary of the Army, 
The Pentagon, Washington, DC 20310-1600. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records" system should address written inquiries to 
the Chief of Legislative Liaison, Office of the Secretary of the Army, 
The Pentagon, Washington, DC 20310-1600. 

For verification purposes, individual should provide the full name, 
Social Security Number, and should identify the Member of Con- 
gress' full name and state the Member represents. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Chief of 
Legislative Liaison, Office of the Secretary of the Army, The Penta- 
gon, Washington, DC. 203 10-1600. 

For verification purposes, individual should provide the full name, 
Social Security Number, and should identify the Member of Con- 
gress' full name and state the Member represents. 

Contesting record procedures: 
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The Army *s rules for accessing records, contesting contents, aiid 
appealing initial agency determinations by' the individual concerned 
are published in Department of the Army Regulation. 340-21; 32 
CFR part 505; or may be pbtained from the system manager 

Record source categories: ; -f . : 

Official public records such as the Congressional Record, Congres- 
sional Quarterly Weekly Report, official transcripts of unclassified 
committee hearings, and the Congressional Staff Directory. 

Exemptions claimed for the system: 

None. * 

; A0360-5SAPA . ' ' 
System name: • ' 

Biography Files, ' . : • . . . . 

System location: ♦ 

Chief of Public Affairs, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310-1500; public affairs offices of 
Army staff agencies, field operating agencies, major commands, in- 
stallations, and activities. Official mailing addresses may be obtained 
from the Chief of Public Affairs, Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-1500. 

Categories of individuals covered by the system: 

Leading Department of the Army, military and civilian personnel. 

Categories of records in the system: 

Biographical material including photographs, newspaper clippings, 
speeches, and related documents. Name, position/rank/grade, sum- 
mary of service, and outstanding achievements may also be included. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and Executive Order 9397. ' 

Purpose(s): ' 
- To respond to queries from the press and Army agencies/com- 
mands relating to individuals concerned. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to^ this record 
system. . . • 

Policies and practices for storing, , retrieving, iaccessing, retaining, and 
disposing of records in the system: . > ^ 

Storage: 

Paper records in file folders. ■ . 

Retrievability: 

By individuaPs surname. ' - ' 

Safeguards: 

Records are accessed only by designated officials having need 
therefor in the performance of their assigned duties. Storage areas are 
locked during non-duty hours. 

Retention an disposal: 

Records are destroyed 2 years after retirement, transfer, separation, 
or death of the person concerned. 
System mahager(s) and address: 

Chief of Public Affairs, Headquarters, Department of the Army, 
The Pentagon, Washington, DC 20310-1500. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Public Affairs Office in the organization to which the individual 
is or was assigned or employed. Official mailing, addresses are pub- 
lished as an appendix to the Army's compilation of record systems 
notices. 

For verification purposes, individual should provide full n'ame, 
current address and telephone number, and signature. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
the record system should address written inquiries to the ' Public 
Affairs Office in the organization to which the individual is or was 
assigned or employed. Official mailing addresses are published .as an 
appendix to the Army's compilation of record systems notices. 

For verification purposes, individual should provide full name, 
current address and telephone number, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual . concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 



Record source categories: 

From the individual; clippings from published media; published 
biographical data from Army records and reports. 

Exemptions claimed for the system: 
None. , 

.A6361-100aDAMI . 

System name: 

Intelligence Collection Files. 
System location: ' ' 

US Army Intelligence and Security Command, Ft Meade, MD 
20755. Decentralized segments located at US Army Intelligence and 
Security Command groups, field stations, battalions, detachments, 
field offices and resident offices stationed worldwide. 

Categories of individuals covered by the system: 
Any individual who is qualified and may be accepted for sensitive 
intelligence duties, with the US Army, r 

Categories of records in the system: 

Files contain documents which describe the requirements, the ob- 
jectives, the approvals, the implementation, the reports, and the re- 
sults of Department of the Army sensitive intelligence activities. 

Authority for maintenance of the system: 

Executive Order 10450, paragraphs 2,3,4,5,6,7,8,9 and 14; 10 
U.S.C, section 3012 (b)(c)(g); National Security Act of 1947, as 
amended. 

Purpose(s):. 

To support contingency planning and military operations. • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

(1) Information is. used by The Federal Bureau of Investigation and 
the Central Intelligence Agency for Counterintelligence; within :the 
continental United States for the FBI and outside the United States 
for the CIA. . . • 

(2) Information may be disclosed to foreign law enforcement, secu- 
rity, investigatory, or administrative authorities in order to comply 
with requirements imposed, by, or to claim rights conferred in, inter- 
national agreements and arrangenients including those regulating the 
stationing and status in foreign countries of DOD military and civil- 
ian' personnel and other countries where there are routine reciprocal 
exchanges of information. 

(3) See /Blanket Routine Uses* , set forth at the beginning of the 
Ariny's listing of record system notices. ■ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

Paper records in file folders and visible, vertical card files; auto- 
mated records on disc with video display of individual source 
records on cathode ray tube. "' ' ' 

Retrievability: ' ' - 

Alphabetically by last name, numerically by source and numerical- 
ly by project number. ' ' : . 
Safeguards: ' 

-Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel who are properly cleared, 
and have a need-to-know for the information. Automated media are 
protected by authorized code word for access to system, controlled 
access to operations rooms, and controlled input distribution. 

Retention and disposal: 

Records are permanent and retained in active file until no longer 
needed; then retired to the Investigative Records Repository, US 
Army Intelligence and Security Conimmand, Ft MeadCj MD 20755. 

System manageKs) and address: 

The Assistant Chief of Staff for Intelligence, Department of the 
Army, The Pentagon, Washington, DC 20310. .. . 

Notification procedure: 

Information may be obtained from the Commander, US Army 
Intelligence and Security Command, -ATTN f lACSF-FI, Ft Meade, 
MD 20755; telephone: Area Code 301/377-4742/4743. 

Record access procedures: 

Requests should be addressed to the Commander, United States 
Ariny Intelligence and , Security Cominand, ATTN: lACSF-FI, Ft 
Meade, MD 20755. Written requests must contain the full name and 
SSN of the individual, current address, and telephone number. For 



DEFENSE DEPARTMENT 



95 



personal visits, the individual must furnish acceptable identification 
and verbal information that can be verified from his/her file. 
Contesting record procedures: 

The Ai-my's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). y s a 

Record source categories: 

From individual investigative i-eports of Defense Investigative 
Service, US Army Intelligence and Security Command, and other 
Federal and DOD investigative and law enforcement agencies. 

Exemptions Claimed for the system: 

All portions of this system of records which fall within 5 U.S.C. 
552a(k)(l), (2), or (5) are exempt from the following provisions of 
Title 5 U.S.C. section 552a: (c)(3), (d), (e)(4)(G). (e)(4)(H). (e)(4)(I). 
and (f). 

A038(K13DAMO 

System name: 

Local Criminal Intelligence Files. 
System location: 

Records are maintained at the installation initiating or collecting 
the documents. 

Categories of individuals covered by the system: 
Any citizen or group of citizens suspected or involved in criminal 
activity directed against or involving the United States Army. 
Categories of records in the system: 

Reports and supporting documents of criminal activity directed 
against or involving the US Army. 
Authority for maintenance of the system: 
10 U.S.C. 3013(g) and Executive Order 9397. 
Purpose(s): 

To identify individuals or groups of individuals in an effort to 
anticipate, prevent or monitor possible criminal activity directed 
against or involving the U.S. Army. 

To enable Army officials, commanders, or civil criminal justice 
agencies to meet their responsibilities regarding the maintenance of 
discipline, law and order through investigation and possible criminal 
prosecution, civil court action or regulatory order. Users within the 
Army include commanders in exercising their authority under the 
provisions of Titles 10 and 18, U.S.C; persons designated by the 
commander to assist in carrying out these responsibilities, i.e., staff 
judge advocate, investigating officers appointed in accordance with 
Army regulations, US Army Criminal Investigation Command, mili- 
tary intelligence personnel in those incidents involving possible or 
actual sabotage or espionage. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Intelligence may be disclosed to the Federal Bureau of Investiga- 
tion;- Drug Enforcement Administration; U.S. Customs Service; 
Bureau of Alcohol, Tobacco and Firearms; other federal, state, and 
local enforcement agencies; and, in overseas areas, host government 
law enforcement agencies when the intelligence pertains to matters 
within the jurisdiction of those agencies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; magnetic tape/disc. 
Retrievability: 

By individual's name, or by cross-index of other data maintained in 
the system. 

Safeguards: 

Only authorized personnel have access to files. Physical security 
measures include locked containers/storage areas, controlled person- 
nel access, and continuous presence of authorized personnel. 

Retention and disposal: 

Destroyed upon supersession, obsolescence, or deactivation of the 
related command. 
System managers) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. . 

NotiHcation procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 



ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Individual should provide the full name. Social Security Number, 
address, details concerning the expulsion or debarment action, and 
signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this records system should address written inquiries to the Deputy 
Chief of Staff for Operations and Plans, ATTN: DAMO-ODL, 
Headquarters, Department of the Army, Washington, DC 20310- 
0440. 

Individual should provide the full name, Social Security Number, 
address, details concerning the expulsion or debarment action, and 
signature. 

Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Subjects, witnesses, victims, Military Police and US Army Crimi- 
nal Investigation Command personnel and special agents, informants, 
various Department of Defense, federal, state and local investigative 
and law enforcement agencies, departments or agencies of foreign 
governments, and any other individuals or organizations which may 
supply pertinent information. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C 552a(j)(2) as 
applicable; 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0380-67DAMI 

System name: 

Personnel Security Clearance Information Files. 
System location: 

Joint Adjudicative Clearance System (segment of the Defense Cen- 
tral Index of Investigation), Defense Investigative Service, Fort Ho- 
labird, MD 21203. . 

Decentralized segments may be maintained by offices at Depart- 
ment of the Army Staff agencies, major commands, installations, 
activities, and unified and specified commands, as records relate to 
the individual's personnel security and clearance status. Official mail- 
ing addresses are published as an appendix to the Army's compilation 
of record systems notices. 

Categories of individuals covered by the system: 

Any individual, civilian or military, affiliated with the U.S. Army 
by assignment, employment, contractual relationship, or as the result 
of an interservice support agreement on whom a personnel security 
clearance determination has been completed, is in process, or may be 
pending. 

Categories of records in the system: 

File may contain pending and completed personnel security clear- 
ance actions on individuals by personal identifying data. It may also 
contain briefing/debriefing statements for special programs, sensitive 
positions, and other related information and documents required in 
connection with personnel security clearance determinations. 

Authority for maintenance of the system: 

Executive Orders 10450 and 10865; 10 U.S.C. 3013; 50 U.S.C. 
4039; and the National Security Act of 1947; and Executive Order 
9397. 

Purpose(s): 

To assist in the processing of personnel security clearance actions, 
to record security clearances issued or denied; and to verify eligibil- 
ity for access to classified information or assignment to a sensitive 
position. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be released to federal agencies based on formal 
accredition as specified in official directives, regulations, and demon- 
strated need-to-know; to federal, state, local, and foreign law enforce- 
ment, intelligence, or security agencies in connection with a lawful 
investigation under their jurisdiction; and to commanders/agency 
heads for adverse personnel actions such as fraudulent enlistment 
proceedings, removal from sensitive duties, elimination from the serv- 
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ice, removal from employment^ denial to a restricted or sensitive 
area, and revocation of security clearance. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the systemf 

Storage: 

Paper records in folders, file cards; computer tape, punch cards, or 
disks. . ... 

Retrievability: 

Alphabetically by individual's surname or Social Security Number. 
Safeguards: 

Records are stored in , locked buildings which . employ security 
guards and are subject to Military Policy and/or local civilian law 
enforcement patrol security. All records are maintained in areas ac- 
cessible only to authorized personnel who are properly screened, 
cleared, and trained. Use of computers, including remote terminals, 
requires knowledge of special transaction codes to preserve integrity 
of data. 

Retention and disposal: 

Primary system files are destroyed at the same time as the dossier 
upon which security clearance action was based. Decentralized Seg- 
ment personnel security clearance files are either (1) destroyed upon 
termination of access, (2) destroyed 1 year from the date of transfer 
or separation of individual, or (3) forwarded to the gaining organiza- 
tion. Investigative reports are forwarded to the United States Army 
Central Personnel Security clearance Facility, Ft. Meade, MD for 
inclusion in dossier at the United States Army Intelligence and Secu- 
rity Command Investigative Records Repository, Ft. Meade, MD 
20755-5995. Dossiers are maintained no longer than 15 years from 
date of last entry unless significant adverse information is present, in 
which case retention is 25 years. Copies of investigative reports are 
destroyed upon completion of final action. 

System manager(s) and address: 

Commander, U.S. Army Central Personel Security Clearance Fa- 
cility, Fort Meads, MD 20755-5250. 
Notification procedure: 

Individuals seeking to determine information about the status or 
degree of personnel security clearance/access contained in this 
record system should address written inquiries to the installation or 
command security officer where assigned or employed. Information 
contained in investigative files may be obtained from the appropriate 
investigative agency. 

Individual should provide the full name, Social Security Number, 
current address, and telephone number. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Cornmand- 
er, ATTN: Security Officer, of the command of installation where 
assigned or employed. 

Individual should provide the full name. Social Security Number, 
current address, and telephone number. 

For personal visits to the Security Office, the individual should be 
able to provide identification (e.g., driver's license, identification 
card) and verbal information that can be verified with officer 
records. 

Requests for information contained in investigative files should be 
addressed to appropriate investigative agency with personal identify- 
ing data required by that system as published in the Federal Regis- 
ter. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; investigative results from the Defense Investi- 
gative Service, U.S. Army Intelligence and Security Command, and 
other Federal, Department of Defense, arid Army investigative or 
law enforcement agencies. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(K) (1), 
(2), or (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2). and (3), (c), and 
(e) and published in 32 CFR part 505. For additional information 
contact the system manager. 

A0380-67UiSAREUR 

System name: 



Employee Screening Program/Installation Access Files. 
System location: 

Office of the Deputy Chief of Staff, Intelligence, Office of the US 
Commander, Berlin, Germany. 

Categories of individuals covered by the system: 

All civilian applicants for and/or employees in positions in US 
Forces activities in the Berlin Command, other than Department of 
Defense civilians. Persons included are of various nationalities, paid 
from both appropriated and nonappropriated funds, as well as from 
funds provided by the German Occupation Costs Office, who are 
administered under the Berlin Tariff Agreement, which governs em- 
ployment of the local national workforce. Non-US citizen applicants 
for and holders of passes authorizing unoffical access to closed US 
Forces installations and facilities in Berlin. 

Categories of records in the system: 

Cards or paper files containing name; date and place of birth; SSN 
for US citizens; address; personal identity documents by type and 
serial number; employing or potential employing agency; type of 
position held or applied for and related information; dates security 
screening action initiated and completed; list of investigative agen- 
cies' files checked with results and disposition of case. 

Authority for maintenance of the system: 

10 U.S.C, section 3012. • ■ 

Purpose(s): 

To determine suitability of individuals for employment and to 
grant access to closed military installations as warranted. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information on security screening actions is provided to DOD and 
US Department of State law enforcement investigative agencies in 
Berlin for use in criminal/security investigative purposes when war- 
ranted. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records; in the system: 
Storage: . 

Records are stored in secured boxes and file folders. 

Retrievability: 

By individual's surname. 

Safeguards: . 

Records are accessible only by designated authorized, persons 
having official need therefor in performance of their duties. Buildings 
are enclosed in a compound to which access is controlled at all times. 

' Retention and disposal: 

Files pertaining to US citizens are destroyed on transfer or separa- 
tion of individual. Files on non-US employees on whom no derogato- 
ry information .is developed during their tenure of service are held 
for 6 months after termination of employment, then destroyed; those 
records containing derogatory information are destroyed 2 years 
after individual is terminated. Files pertaining to applicants who are 
not accepted are destroyed upon notification by appropriate Civilian 
Personnel. Officer. Files pertaining to non-US citizen applicants or 
holders of installation passes are disposed of in accordance with the 
following schedule: When file contains no or only minor derogatory 
information, destroyed upon notification from responsible official of 
surrender of pass. When pass is denied or withdrawn for cause, it is 
placed in the inactive file, held for 3 years and then destroyed by. 
shredding. ' . 

System manageKs) and address: 

Deputy Chief of Staff, Intelligence, Office of the US Commander 
Berlin, APO New York 09742. • 
Notification procedure: 

Information may be obtained by writing to the Syistem Manager. 
Individual must furnish full name, date and place of birth, SSN 
(where appropriate) current address,, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should either write to the System Manager, as 
specified in 'Notification procedure*, providing information specified 
therein; or on a personal visit provide acceptable identification' such 
as national passport, government identity .document, employing of- 
fice's identification card. . 

Contesting, record proceduresi 
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The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in AR 340-21 (32 
CFR part 505). 

Record source categories: 

From the individual, Army or Department of Defense records and 
reports, official personnel file, law enforcement agencies, previous 
employers, financial institutions, educational institutions. 

Exemptions claimed for the system: 

None. 

A0380-380SAIS 

System name: 

Access to Computer Areas, Systems Electronically, and/or Data 
Control Records. 
System location: 

Information Processing and/or Communications Activities Army- 
wide. Official mailing addresses are published as an appendix to the 
Army's compilation of record systems notices. 

Categories of individuals covered by the system: 

Personnel assigned to the Army Information Processing and/or 
Communications installation; contractor personnel; authorized cus- 
tomers/users. 

Categories of records in the system: 

Operator's/user's name, Social Security Number, organization, 
telephone number, and office symbol; security clearance; level of 
access; subject interest code; user identification code; data files re- 
tained by users; assigned password; magnetic tape reel identification; 
abstracts of computer programs and names and phone numbers of 
contributors; and similar relevant information. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and Executive Order 9397. 

Purpose(s): 

To administer passwords and identification numbers for operators/ 
users of data in automated media; to identify data processing and 
communication customers authorized access to or disclosure from 
data residing in information processing and/or communication activi- 
ties; and to determine propriety of individual access into the physical 
data residing in automated media. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ^'Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; punch cards; and magnetic tapes/ 
discs. 

Retrievability: 

Name, subject, user identification code, news item number, user 
password, application program key word/author. 
Safeguards: 

All information is maintained in secured areas accessible only to 
designated individuals having official need therefor in the perform- 
ance of official diities. Either Army Information Processing Installa- 
tion security guards or remote location operators check access 
against system re|>orts. 

Retention and disposal: 

Individual data remain on file while a user of computer facility; 
destroyed on person's reassignment or termination. 
System manager(s) and address: 

Director of Information Systems for Command, Control, Commu- 
nications, and Computers, ATTN: SAIS-PDD, Department of the 
Army, Washington, DC 20310-0107. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record systeni should address written inquiries to 
the Army Information Processing Installation Operations Center. Of- 
ficial mailing addresses as an appendix to the Army's compilation of 
record systems notices. 

For verification purposes, individual should provide full name, 
sufficient details to permit locating pertinent records, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Army 
Information Processing Installation Operations Center. Official mail- 



ing addresses as an appendix to the Army's compilation of record 
systems notices. 

For verification purposes, individual should provide full name, 
sufficient details to permit locating pertinent records, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR. part 505; or may be obtained from the system manager. 

Record source categories: 

System managers, computer facility managers, automated interfaces 
for user codes on file at Army sites. 
Exemptions claimed for the system: 
None. 

A0381-20DAMI 

System name: 

Badge and Credential Files. 
System location: 

U.S. Army Intelligence and Security Command, Ft Meade, MD 
20755-5995. 

Decentralized Segments exist at U.S. Intelligence and Security 
Command groups, field stations, battalions, detachments, field or 
resident offices having assigned personnel who possess Military Intel- 
ligence badges and credentials. Official mailing addresses are pub- 
lished as an appendix to the Army's compilation of record systems 
notices. 

Categories of individuals covered by the system: 

Individuals who currently possess or in the past possessed Military 
Intelligence badge and credential. 
Categories of records in the system: 

Card file contains the name. Social Security Number, rank, and 
badge and credential number of each person who has been issued 
Military Intelligence badge and credential. This card file is an index 
to a numerical filing system consisting of envelopes having a badge 
and credential status and Control Card (MIA Form 70) attached 
which contains the name of the individual, badge and credential 
number, component (military or civilian), millitary occupational spe- 
cialty, clearance of civilian, authority for issue, and comments which 
indicate the history of the badge and credential keyed to the individ- 
uals having been assigned the badge and credential. 

Authority for maintenance of the system: 

Executive Order 10450, sections 2, 3, 4, 5, 6, 7, 8, 9, and 14; 10 
U.S.C. 3013(b)(c)(d) and (g); National Security Act of 1947, as 
amended; and Executive Order 9397. 

Purpose(s): 

To maintain control and accountability over Military Intelligence 
badges and credentials. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to Federal investigative and/or intel- 
ligence agencies to ascertain if an individual legally possesses badges 
and credentials. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
Card files. 
Retrievability: 

Alphabetically by last name of possessor of badge and credential. 
Safeguards: 

Primary systeni is maintained in buildings employing security 
guards. Records are maintained in area accessible only to authorized 
personnel who are properly cleared and trained. 

Retention and disposal: 

Records are maintained indefinitely. Destruction is authorized by 
Central Custodian of the badge and credential. 

System manager(s) and address: 

The Deputy Chief of Staff for Intelligence, Headquarters, Depart- 
ment of the Army, The Pentagon, Washington, DC 20310-1001. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Intelligence and Security Command, 
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ATTN: lACSF-FI, Fort Meade, Mb 20755-5995; telephone: (301) 
377-4742/3. ^ / 

Individual should provide the full name, Social Security Number, 
or other information verifiable from the record itself. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, United States Army Intelligence and Security Command, ATTN: 
lACSF-FI. Fort Meade, MD 20755-5995; telephone (306) 667-4742/ 

Individual should provide the full name. Social Security Number, 
current address, and telephone number. 

For personal visits, the individual should furnish acceptable identi- 
fication and verbal information that can be verified from his/her file 
card. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

U.S. Army personnel and security records and- U.S. Army Orders. 
Exemptions claimed for the system: 

None. • 

A0381-45aDAMI r 

System name: 
USAINSCOM Investigative Files System. 
Syistem location: 

U.S. Army Intelligence and Security Command, Ft Meade, MD 
20755-5995. 

Decentralized segments are located at U.S. Army Intelligence and 
Security Command groups, field .stations, battalions, detachments, 
and field officers stations, worldwide. Official mailing addresses are 
published as an appendix to the Army's compilation of record system 
notices. 

Categories of individuals covered by the system: 

Military personnel of the U.S. Army, including active duty, Na- 
tional Guard, reservists and retirees; civilian employees of the De- 
partment of the Army, including contract, temporary, part-time, ad- 
visory, and volunteer, citizen and alien employees located both in the 
U.S. and in overseas areas; industrial or contractor personnel who are 
civilians working in private industry for firms which have contracts 
involving cases to classified Department of Defense information; 
aliens granted limited access authorization to U.S. Defense informa- 
tion; Department of Defense alien personnel investigated for visa 
purposes; individuals about whom there is a reasonable basis to be- 
lieve that they are engaged in, or plan to engage in, activities such as 
(1) theft, destruction, or sabotage of ammunition, equipment, facili- 
ties, or records belonging to Department of Defense units or installa- 
tions, (2) possible compromise of classified defense information by 
unauthorized disclosure or by espionage, (3) subversion of loyahy, 
discipline or moral of Department of Army military or civilian .per- 
sonnel by actively encouraging violation of lawful orders and regula- 
tions or disruption of military activities, (4) demonstrations on active 
or reserve Army installations or immediately adjacent thereto which 
are of such character that they are likely to interfere with the 
conduct of military operations, (5) direct threats to Department of 
Defense military or civilian employees regarding their official. duties 
or to other persons authorized protection by Department of Defense 
resources, and (6) activities or demonstrations endangering classified 
defense contract facilities or key defense facilities of the Panama 
Canal approved by Headquarters, Department of the Army; certain 
non-pepartment of Defense affiliated persons whose activities in- 
volve them with the Department of Defense, namely, activities in- 
volving requests for admission to Department of Defense facilities or 
requests for certain information regarding Department of Defense 
personnel, activities, or facilities; persons formerly affiliated with the 
Department of Defense; persons \yho applied for or are/were being 
considered for employment with or access to Department of Defense 
such as applicants for military service, preinductees and prospective 
contractors; visa applicants, individuals residing on, having author- 
ized official access to, or conducting or operating any business or 
other function at any Department of Defense installation and facility; 
and U.S. Army Intelligence and Security Command sources. 

Categories of records in the system: 

Requests for investigation and attachments thereto such as personal 
history statements; fingerprint cards; personnel security questionnaire; 



waivers for release of credit; medical and/or educational records; and 
National Agency check requests. 

Investigations conducted by U.S. Army Intelligence and Security 
Command or other Department of Defense, Federal, State or local 
investigative agency to include: National Agency checks; local 
agency checks; military records; birth records; employment records; 
education records; credit records; interviews of education, eniploy- 
ment, and credit references; interviews of listed and developed char- 
acter references; interviews of neighbors; documents which succinct- 
ly summarize information in subject's investigative file; case summa- 
ries prepared by both investigative control offices and requesters of 
investigation interrogation reports; correspondence pertaining to the 
investigation or its adjudications by clearance authority to include; 
(1) information which reflects the chronology of the investigation 
and adjudication; (2) all recommendations regarding the future status 
of the subject; (3) actions of security/loyalty review boards (4) .final 
actions/determinations made regarding the subject; and (5) security 
clearance, limited access authorization, or security determination; 
index tracing reference which contains aliases and the names of the 
subject and names of co-subjects; U.S. Army Intelligence and Securi- 
ty Command form indicating dossier has been reviewed and all 
material therein conforms to Department of-Defense policy regarding 
retention criteria; U.S. Army Intelligence and Security Command 
form to indicate material has been removed and forwarded to the 
Defense Investigative Service; security termination statements; notifi- 
cation of denial; suspension, or , revocation of clearance; record of 
U.S. Army Intelligence and Security Command agent case agree- 
ments; reports of casualty, biographic data concerning Army person- 
nel who are missing or captured; cross reference sheets which indi- 
cate the removal of investigative documents requiring limited access. 
Case control and management documents that serve as . the basis for 
conducting the investigation. This includes documents requesting the 
investigation; background data such as personal history statement, 
fingerprint cards, National Agency check requests, and release state- 
ments; and documents used in case management and control such as 
lead sheets, other field tasking documents, and transfer forms. . 

Card index of personnel investigations/operations which are under 
controlled access, to include U.S. Army Intelligence and Security 
Command personnel, file procurement officers, and sensitive counter- 
espionage, counter-sabotage, and counter-subversion investigations, 
and/or operations. • • 

Accession file maintained to keep record of all- persons and agen- 
cies authorized to receive Investigative Records Repository (IRR) 
Files. 

Microfilm index and catalogue file, which is an index to all investi- 
gative holdings contained in microfilmed investigative records. 

Investigative index card file record system maintained to keep a 
permanent record of all dossiers charged out of U.S. Army Intelli- 
gence and Security Command on loan to user agencies or on perma- 
nent transfer to Defense Investigative Service. 

Document account record or dossiers of their reproductions or 
microfiche files forwarded from and returned to U.S. Army Intelli- 
gence and Security Command. 

File containing a record bf all favorable IRR dossiers destroyed 
because no action has transpired in the file within the past 15 years. 
File consists of either the last clearance certificate contained in the 
dossier or, if no clearance certificate* exists, a summary card contain- 
ing the name of the individual, his/her date and place of birth, his/ 
her Social. Security Number, or Army service number, date and type 
of investigation, and the name of the agency which conducted the 
investigation. 

Records accounting for the disclosure of U.S. Army Intelligence 
and Security Command investigative* material made outside the' U.S. 
Army. 

Card file containing a summary of all actions taken by the U.S. 
Army Intelligence and Security Command in the conduct of security 
adjudication. ' ' 

Authority for maintenance of the system: 

Executive Order 10450, sections 2, 3, 4, 5, 6, 7, 8, 9 and 14; Title 
10 U.S.C. 3013(b)(c)(g); National Security Act of 1947, as amended;' 
Executive Order 11652, sections 1, 2, 3, 4, 5, 6, 7, 8, 9* 10 and 17; 
Executive Order 9397. 

Purpose(s): 

To provide information to assess an individual's acceptiability for 
assignment to or. retention in sensitive positions consistent \vith the 
interest of national security; to provide authorized protective service; 
and to conduct counterintelligence and limited reciprocal investiga- 
tions. ' • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such usies: 
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Accredited Federal criminal and civil law enforcement agencies 
including those responsible for conducting their own investigations of 
current or potential employees affiliated for employment or access to 
classified information. 

Other accredited Federal agencies service by the Office of Person- 
nel Management who need to evaluate the suitability of potential 
employees formerly affiliated with the Department of Defense. 

Congress, including the General Accounting Office, for obtaining 
information concerning a constituent's investigative and/or security 
records when that constituent requests aid. 

Veterans Administration to verify information on claims for entitle- 
ment. 

Specific uses of U.S. Army Intelligence and Security Command 
Investigative files are: 

To determine the loyalty, suitability, eligibility, and general trust- 
worthiness of individuals for assignment or appointment to sensitive 
military duties or to critical sensitive civilian positions. 

To determine the eligibility and suitability of individuals for entry 
and retention in the Armed Forces. 

To provide information for ongoing security and suitability investi- 
gations being conducted by Federal agencies. • 

To provide information to assist Federal agencies in the adminis- 
tration of criminal justice and prosecution of offenders. 

To provide information in judicial or adjudicative proceedings 
including litigation, or in accordance with a court order. 

To make statistical evaluations or investigative activities. 

To provide protective services when authorized by the Secretary 
of Defense for the Department of Defense, Distinguished Visitors 
Protection Program. The objective of this program is to provide 
physical protection for distinguished foreign visitors of Department 
of Defense and the Military departments and high ranking members 
of the Department of Defense and its agencies, and to assist the U.S. 
Secret Service in its protective functions. 

To provide information in response to Inspector General, Equal 
Employment Opportunity, other complaint investigations and Con- 
gressional inquiries. 

To determine the eligibility and suitability of an individual for 
favorable personnel actions , in the Armed Forces of the U.S., to 
include Reserve and National Guard. 

For use in alien admission and naturalization inquiries conducted, 
under section 105 of the Immigration and Nationality Act of 1952, as 
amended. 

For use in benefit determinations by the Veterans Administration. 

The distribution of investigative information to other Department 
of the Army activities or outside agencies is based on this agency's 
evaluation of their needs and the relevance of the information to the 
use for which it is provided. Information collected for one purpose is 
not automatically used for the other purposes or by the other users 
indicated in this description. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Upon receipt of a valid request for an investigation, the request 
package is given a control number and placed in a case folder (paper 
record) together with identification data concerning the subject of 
the request for investigation and control number. The request is 
entered into an automated data processing system (U.S. Army Intelli^ 
gence and. .Security Command case control system), which is de- 
signed to provide statistical data and case control management infor- 
mation on the number and types of investigations that are opened, 
currently pending, and closed in U.S. Army Intelligence and Security 
Command. This automated system triggers automatic requests upon 
the Defense Central Index of Investigations (DCII), a master index 
that holds reference to all Department of Defense investigations 
conducted by U.S. Army Intelligence and Security Command and 
the Military Services investigative file depositories. If there are files 
on the subject, a" request is generated by U.S. Army Intelligence and 
Security Command upon the appropriate repository. Upon review of 
the request package and other investigative files retrieved through 
DCII, investigative requirements are then determined by the U.S. 
Army Intelligence and Security Command Control Office and inves- 
tigative leads are dispatched to the U.S. Army Intelligence and 
Security Command field elements and other pertinent Governmental 
investigative agencies. Upon receipt of the investigative leads at the 
field level, a duplicate investigative file is prepared by the receiving 
field element. This file contains investigatory report and case control 
material pertaining only to the specific investigative leads assigned to 
the controlling field element. At this point the U.S. Army Intelli- 
gence and Security Command investigative file enters into a pending 
status. During this pending status, investigative reports, are prepared 



by U.S. Army Intelligence and Security Command field elements and 
sent to the control office, based upon record and interview data 
obtained during the investigation. Upon completion of the investiga- 
tion, the closed investigative file held by the U.S. Army Intelligence 
and Security Command Control Office is forwarded through the 
IRR to the requestor of the investigation. Upon receipt, the requestor 
adjudicates the investigation and returns it to the IRR for retention. 
The duplicate files prepared by the U.S. Army Intelligence and 
Security Command field elements are destroyed 120 days after the 
closing. 

Storage: 

Paper records in file folders, rolled microfilm, and microfiche. 
Retrievability: 

File folders are maintained in terminal digit order by regular dos- 
sier number and Social Security Number. In order to obtain the 
dossier number of the subject at least one personal identifier is re- 
quired. For those subjects who have no identifying data such as date 
of birth, military service number or Social Security Number, the 
name only index is searched. Additionally, a nonstandard search is 
required. The name only index will provide a subject's name and 
dossier number only. The nonstandard search will provide a listing of 
all subjects with identifying data. In these instances, some other 
identifying data must be furnished such as address. Dossiers possibly 
identical with the subject may be forwarded to the requester. 

Microfiche files are maintained in duplicate copy in separate loca- 
tions in Microfilm Division, IRR. The records are maintained in 
terminal digit order according to regular dossier number or Social 
Security Number. 

Microfilm records are retrieved by name or dossier number. 

Safeguards: 

Building is 'under 24-hour guard and accessible only to authorized 
personnel. Only individuals accredited as file procurement officers 
may obtain and review IRR investigative records. Subordinate U.S. 
Army Intelligence and Security Command elements and other official 
requesters are required to have General Services Administrative ap- 
proved containers for the storage of investigative files. Certified mail 
is used to forward any investigative files to official requesters of U.S. 
Army Intelligence and Secui-ity Command subordinate elements. 

Retention and disposal: 

Personnel security investigative files may be retained for 15 years 
after last action reflected in. the file, except that files which resulted 
in adverse action against the individual will be retained permanently. 
However, once affiliation is terminated, acquiring and adding materi- 
al to the file is prohibited unless affiliation is renewed. 

System manager(s) and address: 

The Deputy Chief of Staff for Intelligence, Headquarters, Depart- 
ment of the Army, The Pentagon, Washington, DC 20310-1001. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Intelligence and Security Command, 
ATTN: lACSF-FI, Fort Meade, MD 20755-5995. 

Individual should provide the full name, Social Security Number, 
or other information verifiable from the record itself. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Commandr. 
er, U.S. Army Intelligence and Security Command, ATTN: lACSF-^ 
FI, Fort Meade, MD 20755-5995. 

Individual should provide the full name, Social Security Number, 
previous service number (if any), current address, and telephone 
number. 

Visits are limited to Building 4552, Fort Meade, MD 20755.-5995; 
visitors must provide acceptable identification (e.g., valid driver's 
license, employing office's identification card) and verbal information 
that can be verified with his/her care folder. 

Contesting record procedures: 

The Army's, rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Department of Defense and Military Department records; Federal 
Agency records; State, county, and municipal records; employment 
records of private schools, colleges, universities, technical and trade 
schools; hospital records; real estate agencies; credit bureaus; loan 
companies; credit unions, banks, and other financial institutions 
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which maintain credit information on individuals; Transportation 
companies (airlines, railroads, etc.); Other private records sources 
deemed necessary in order to complete an investigation; miscellane- 
ous records such as: Telephone directories, city directories; Who's 
Who in America; Who's Who in Commerce and Industry; Who 
Knows What, a listing of experts in various fields; American Medical 
Directory; ' Martindale-Hubbell Law Directory; U.S. Postal .Guide; 
Insurance Directory; Dunn and Bradstreet; and the U.S. Army Reg- 
ister; any other type of miscellaneous record deemed necessary to 
complete the U.S. Army Intelligence and Security investigation; the 
interview of individuals who have knowledge of the subject's back- 
ground and activities; the interview of witnesses; the interview of 
victims; the interview of confidential sources; and the interview of 
other individuals deemed necessary to complete the U;S. Army Intel- 
ligence and Security Command investigation. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(l), (2), 
or (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c), and (e) 
and. published in 32 CFR part 505. For additional information contact 
the system manager. 

A0381-45bDAMI 

System name: 

Department of the Army Operational Support Activities. 
System location: 

U.S. Army Intelligence and Security Command, Ft. Meade, MD 
20755-5995. . ^ 

Categories of individuals covered by the system: 

Selected members of the U.S. Army and civilian employees of the 
Department of the Army who participate in and have received sup- 
port for conducting U.S. Army intelligence and counterintelligence 
duties. Included are personnel of other Federal agencies who request 
and receive support from appropriate authority. 

Categories of records in the system: 

Card file with automated index of individuals who have received 
support from Department of the Army in completing specialized 
duties within the Army's intelligence and counterintelligence activi- 
ties. Card files and duplicate automated, files of individuals indicating 
aiiy identity, and other data which may be used to identify them in 
their support of the Department of the Army's intelligence and 
counterintelligence activities. 

Authority for maintenance of the system: ' 

Executive Order 10450, sections 2, 3, 4, 5, 6, 7, 8. 9 and 14; 10 
U.S.C. 3pi3(b),(c),(g); National Security Act of 1947, as amended 
and Executive Order 9397. 

Purpose(s): 

To identify and manage the career of individuals performing duties 
in the Department of the Army specialized intelligence and counter- 
intelligence assignments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Other Federal investigative and/or intelligence agencies use the 
file to verify and assignments. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, vertical card file, computer diskpack 
and printouts. , 

Retrievability: 

Alphabetically by individual's surname; automated files by Social 
Security Number. *' 

Safeguards:'^ 

Material is stored in General Services Administration containers 
approved for the storage of secret material. Building in which materi- 
al is stored is locked during hours of non-occupancy. Automated files 
are access controlled by a code word issued only to properly 
screened, cleared, and trained personnel. 

Retention and disposal: 

Permanent. 

System manager(s) and address: 

The Deputy Chief of Staff for Intelligence, Department of the 
Army, Washington, DC 20310-1001. 

Notification procedure: 



Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U S. Army Intelligence and Security Command, 
ATTN: lACSF-EI, Fort Meade, MD 20755-5995. 

Individual should provide the full name, Sociar Security Number, 
or other information verifiable from the record itself. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U:S. Army Intelligence and Security Command, ATTN: lACSF- 
FI, Ft Meade, MD 20755-5995. 

Individual should provide the full name. Social Security Number, 
previous service number (if any), current address, and telephone 
number. 

For personal visits are the individual must furnish acceptable iden- 
tification and verbal information that can be verified with his/her file 
card. 

Contesting record procedures: 

The Army's rules for accessing records, .contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

. From the individual; investigative reports of Defense Investigative 
Service, U:S. Army Intelligence and Security Command, and other 
Federal and Department of Defense investigative and law enforce- 
ment agencies. 

Exemptions claimed for the system: 

Parts of this system may be. exempt under 5 U.S.C. 552a(k)(l), (2) 
or (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c), and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0381-45cDAMI . \^ . 

System name: 
Counterintelligence Operations Files, 
System location: 

U.S. Army Intelligence and Security Command^ Ft Meade, MD 

20755-5995. 

Decentralized segments exist at U.S. Army Intelligence and Securi- 
ty Command groups, field stations, battalions, detachments, and field 
offices stationed worldwide. Official mailing addresses are published 
as an appendix to the Army's compilation of record systems notices. 

Categories of individuals covered by the system: 

Active and retired military personnel, Department of Defense af- 
filiated civilians, including contractor personnel employed by civilian 
firms having defense contracts, and individuals not affiliated with the 
Department of Defense only if there is a reasonable basis to believe 
that one or more of the following situations exist: Theft, destruction 
or sabotage of weapons, ammunition, equipment, facilities or records 
belonging to Department of Defense units or installations; possible 
compromise of classified defense information by unauthorized disclo- 
sure or by espionage; subversion of loyalty, discipline or morale of 
Department of the Army military or civilian personnel by actively 
encouraging violation of laws, disobedience of lawful orders and 
regulations, or disruption of military activities; demonstrations on 
active or reserve Army installations or demonstrations immediately 
adjacent to them which are of such a size or character that they are 
likely to interfere with the conduct of military activities : (Armed 
Forces Induction Centers, U.S. Army Recruiting Stations located off 
post and facilities of Federalized National Guard Units are consid- 
ered to be active Department of Defense installations. For the pur- 
pose of the subparagraph, ' Reserve Officer Training Corps installa- 
tions on campuses are not considered to be active or reserve Army 
installations and coverage of demonstrations at or adjacent to such 
installations is not authorized); direct threats to Department of De- 
fense military or civilian personnel regarding their official duties or 
to other persons authorized protection by Department of Defense 
resources; activities or demonstrations endangering classified Defense 
contract facilities or key defense facilities, including Panama Canal, 
approved by Headquarters, Department of the Army as key to the 
defense and operation of the Panama Canal. 

Categories of records in the system: 

Documents used to conduct foreign counterintelligence operations 
and investigations pertaining to the U.S. Army's responsibilities 
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under the categories of counterintelligence, counterespionage, 
counter-sabotage, counter-subversion, and international terrorism. 
Authority for maintenance of the system: 

Executive Order 10450, Security Requirements for Government 
Employment, in particular sections 2 and 9c thereof; Executive 
Order 12036, U.S. Intelligence Activities, in particular paragraphs 1- 
1104, 1-1112, 1-1113, l-204(b) and 2-208; the National Security Act 
of 1947, as amended (10 U.S.C., section 3013(b),(c), and (g); Execu- 
tive Order 9397. 

Purpose(s): 

To document investigations and operations pertaining to the U.S. 
Army's responsibilities for counterintelligence, and to detect, identify, 
and neutralize foreign intelligence and international terrorist threats 
to the Department of Defense. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is provided to Federal agencies and other services- and 
governmental agencies whose missions contain responsibility for for- 
eign counterintelligence activities. 

Information may be disclosed to foreign law enforcement, security, 
investigatory or administrative authorities in order to comply with 
requirements imposed by or to claim rights conferred in international 
agreements and arrangements including those regulating the station- 
ing and status in foreign countries of Department of Defense military 
and civilian personnel and other countries where there are routine 
reciprocal exchanges of information. 

This distribution of operational and investigative information to 
outside agencies is based on the evaluation by the U.S. Army Intelli- 
gence and Security Command of the other activity's needs and the 
relevance of the information to the use for which it is to be provided. 
Information collected is not automatically used for all the purposes 
or by all the other users listed in this description. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Reports generated in the documentation of agency investigations 
and operations are retained in original report format as paper records 
in file folders. Other records and reports are maintained as paper 
records in file folders and in microfiche. Extracted information is 
converted into appropriate language for storage on a computer disk 
pack. 

Retrievability: 

Paper records are retrieved by name or file number. Computerized 
data are retrieved by name, date of birth, pla.ce of birth, and aliases; 
by designation of the operation or investigation, or by identification 
of foreign intelligence agency. 

Safeguards: 

Files are maintained in three-position combination, fire resistant 
steel security containers housed in security controlled areas accessible 
only to authorized personnel. Computerized data are controlled by a 
code word that is issued only to properly screened, cleared and 
trained personnel. System employs on-line, dial-up procedures, en- 
hanced by shielding and other appropriate technical safeguards to 
protect data against potential compromising emanations and/or unau- 
thorized access. 

Retention and disposal: 

Paper records documenting foreign counterintelligence operations 
are permanent. At the termination of the operation/investigation, files 
are retired to the U.S. Army Intelligence and security Command's 
Investigative Records Repository. Computerized information is up- 
dated periodically and all previous copies destroyed. 

System manager(s) and address: 

The Deputy Chief of Staff for Intelligence, Department of the 
Army, Washington, DC 20310-1001. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address inquiries to the Com- 
mander, U.S. Army Intelligence and Security Command, ATTN: 
lACSF-FI, Fort Meade, MD 20755-5995. 

Individual should provide the full name. Social Security Number, 
or other information verifiable from the record itself. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 



er, U.S. Army Intelligence and Security Command, ATTN: lACSF- 
FI, Fort Meade, MD 20755-5995. 

Individual should provide full name. Social Security Number, cur- 
rent address, and telephone number. 

For personal visits, requestor should present acceptable proof of 
identity such as a valid driver's license, military identification card. 
Department of Defense building pass, or other type of identification 
containing photograph and identity data. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From individuals. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k) (1), (2), 
or (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.SrC. 553(b) (1), (2), and (3), (c), and 
(e) and. published in 32 CFR part 505. For additional information 
contact the system manager. 

A0381-^100aDAMI 

System name: 

Intelligence Collection Files. 
System location: 

U.S. Army Intelligence and Security Command, Fort Meade, MD 

20755-5995. 

Decentralized segments located at U.S. Army Intelligence and 
Security Command groups, field stations, battalions, detachments, 
field offices and resident offices stationed worldwide. Official mailing 
addresses are published as an appendix to the Army's compilation of 
record systems notices. ' 

Categories of individuals covered by the system: 

Any individual who qualified and may be accepted for sensitive 
intelligence duties with the U.S. Army. 

Categories of records in the system: 

Files contain documents which describe the requirements, the ob- 
jectives, the approvals, the implementation, the reports, and the re- 
sults of Department of the Army sensitive intelligence activities. 

Authority for maintenance of the system: 

Executive Order 10450, paragraphs 2, 3, 4, 5, 6, 7, 8, 9 and 14; 10. 
U.S.C. 3013 (b), (c), (g); National Security Act of 1947, as amended; 
and Executive Order 9397. 

Purpose(s): 

To support contingency planning and military operations. 
Routine uses of records maintained in the system, included categories 
of users and the purposes of such uses: 

Information is used by the Federal Bureau of Investigation and the 
Central Intelligence Agency to compile a total recored involving 
sensitive intelligence activities. 

Information may be disclosed to foreign law enforcement, security, 
investigatory, or administrative authorities in order to comply with 
requirements imposed by, or to claim rights conferred in, internation- 
al agreements and arrangements including those regulating the sta- 
tioning and status in foreign countries of Department of Defense 
military and civilian personnel and other countries where there are 
routine reciprocal exchange of information. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing,' retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders and visible, vertical card files; auto- 
mated records on disc with video display of individual source 
records on cathode ray tube. 

Retrievability: 

Alphabetically by last name, numerically by source and numerical- 
ly by project number. 
Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel who are properly cleared, 
and have a need-to-know for the information. Automated media are 
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protected by authorized code word for access to system, controlled 
access to operations rooms, and controlled input distribution. 
Retention and disposal: 

Records are permanent and retained in active file until no longer 
needed; then retired to the Investigative Records Repository, US 
Army Intelligence and Security Command, Ft. Meade, MD 20755- 
5995 

System managerCs) and address: 

The Deputy Chief of Staff for Itelligence, Department of the 
Army, The Pentagon, Washington, DC 20310-1001. 
^\ Notification procedure: 

Individuals seeking tb determine if information about themselves is 
contained in this record system should addrees written inquiries to 
the Commander, U.S. Army Intelligence and Security Command, 
ATTN: lACSF-FI, Fort Meade, MD 20755-5995. 

Individual should provide the full name, Social Security Number, 
current, address, and telephone number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, United States Army Intelligence and Security Command, ATTN: 
lACSF-FI, Fort Meade, MD 20755-5995. 

Individual should provide the full name, Social Security Number, 
current address, and telephone number. 

For personal visits, the individual must furnish acceptable identifi- 
cation and verbal information that can be verified from his/her file. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained, from the system 
manager. 

Record source categories: . 

From individual investigative reports of Defense Investigative 
Service, U.S. Army Intelligence and Security Command, and- other 
Federal and Department of Defense investigative and . law enforce- 
ment agencies. , 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k) (1), (2), 
or (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and ^e) 
and published in 32' CFR part 505. For additional information bbntact 
the system manager. 

A0381-100bDAMI 

System name: 
Technical Surveillance Index. 
System location: 

The system is maintained at the following locations: at Inyestiga 
live Records Repository, Headquarters, U.S. Army Intelligence and 
Security Command, Ft. Meade, MD 20755-5995; 

Headquarters, U.S. Army Europe and Seventh Army, Office of the 
Deputy Chief of Staff, Intelligence, Systems Division, APO New 
York, NY 09403; 

Office of the Deputy Chief of Staff for Personnel, Headquarters, 
Department of the Army, The Pentagon, Washington, * DC 20310- 
4000; and' 

Director, U.S. Army Crimes Records Center, ATTN: CICR-FP, 
2301 Chesapeake Avenue, Baltimore, MD 21222-4099. 

Categories of inflividuals covered by the system: 

Persons whose conversations have been intercepted during techni- 
cal surveillance operations conducted by, or on behalf of, the Army. 

Categories of records in the system: 
»r Individual' s name and citizenship, any associated telephone number 
or radio call sign; location, date, and time of the surveillance activity, 
and the source document. 

Authority for maintenance of the system: 

18 U.S.C. 2510-2520 and 3504. V . .J . • / ' . 

Purpose(s): i . . 

To assist the Counterintelligence Officer in compiling a total inves- 
tigative record. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None authorized. 

Policies and practices for storing,, retrieving, accessing, retaining, and 
disposing of records in the system: 



Storage: ; : : . 

Magnetic tapes and paper records. ■ ' . 

Retrievability: - 

U.S. Army Europe and Seventh Army segment uses a computer- 
ized retrieval system of name, address, telephone number or case 
designation. Other segments are retrieved manually by name, address, 
telephone number of case designation.^ 

Safeguards: ' . , 

Access to buildings is controlled by security guards. Records are 
maintained in General Services Administration approved security 
containers, physically separated from other materials, and are accessi- 
ble only to authorized personnel who are jjroperly screened, cleared, 
and trained. ' . - - 

Retention and disposal: 

Records are permanent. 

System manager<s) and address: . 

The Deputy Chief oif Staff for Intelligence, Headquarters, Depart- 
ment of the Army, The Pentagon, Washington, DC 20310-1001. 
Notification procedure: 

Individuals seeking to determine if information about, themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Intelligence and Security and Com- 
mand, ATTN: lACSF-FI, Fort Meade, MD 20755-5995. 

Individuals should provide the full name, current address and tele- 
phone number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries tb the Command- 
er, United States Army Intelligence and Security Command; ATTN: 
I ACSF-FI, Fort Meade, MD 20755-5995. 

Individual should provide the full name, current address, and tele- 
phone number. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, ' and 
appealing initial determinations are' contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: ' . 

From the Army and other investigative agencies. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(l), (2); 
or (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(;b)(l), (2), and (3), (c), an (e) 
and published in 32 CFR part 505. For additional,. information contact 
the system manager. • , . 

A0385-10/40ASO 

System name: 

Army'^'Safety Management Information System (ASMIS). 
\ System location: 

System exists at U.S. Army Safety Center, Fort Rucker, AL 
36362-5363. • - . . • 

Categories of individuals covered by the system: 
Individuals involved in accidents incident to Army operations or 
accidents in which Army personnel are injured. 

Categories of records in the system: 

Automated data base containing pertinent and relevant information 
concerning Army mishaps/accidents. For aviation accidents, the 
records consist of those data elements listed on Preliminary Reports 
of Aircraft Mishaps but exclude data -extracted from DA Forms 
2397-R. For ground accidents, the records include data extracted 
from DA Form 285 and 285-1. Records do not include DA Forms 
2397-R, 285 or 285-1 or their exhibits and attachments. 

Authority for maintenance of the system: 

5 U.S.C, section 7902; Pub. L' 91-596, section 18, Occupational 
Safety and Health Act of 1970; section 2, Executive Order 11807; 
and Executive Order 9397. Occupational Safety and Health Programs 
for Federal Employees. * ' . . * • 

Purpose(s): , . 

Information is maintained solely for accident prevention purposes. 
• Rputine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . , 
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Commanders and aviation staff officers in the Active Army, ,Na- 
tional Guard, and Reserve components who have an identified need 
to determine aviator or soldier accident/mishap experience for in- 
creased duty responsibility or training programs may also request a 
search of the PRAM files by name and SSN. National Guard units 
are provided the aircraft accident history of applicants to aviation 
positions in the Guard to help evaluate their suitability for appoint- 
ment. It may also be used by safety officials within DOD to deter- 
mine eligibility for safety awards. Access to these records may also 
be granted by System Manager to various Department of Defense 
agencies, the Department of Labor, Federal Aviation Agency, Na- 
tional Transportation Safety Board, other Federal, State, and local 
agencies, and applicable civilian organizations, such as the National 
Safety Council, for use in a combined effort of accident prevention. 
In those cases, access by non-DOD agencies will not be based on 
name or SSN. Data must also be disclosed under the provisions of 29 
CFR 1960.29 in some cases to employee representatives. See ''Blan- 
ket Routine Uses" set forth at the beginning of the Army's listing. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes/disks. 
Retrievability: 

U.S. Army Safety Center employees may retrieve data by refer-, 
ence to a person's name or social security number. Army Staff 
agencies, installation and command safety offices, major subordinate 
commands of the Army Materiel Command can access the records 
by remote terminal. Retrieval from remote terminals is limited to 
nohpersonal identifiers such as date, location, type of equipment or 
type of accident. Retrieval of records from which data in ASMIS is 
extracted (DA Forms 285, 285-1, and 2397-R) is by date and se- 
quence number. 

Safeguards: 

Information is coded and accessed only by authorized personnel 
who have appropriate clearance. Paper/microfilm records which are 
the source of the data are maintained in locked file cabinets in a 
room secured by a manipulation-proof combination lock. Computer 
stored records are secured similarly behind security doors. Personnel 
who are granted access from remote sites are required to comply 
with restrictions on the use and release of the information. Remote 
terminal access is granted only on the bases of a need-to-know for 
accident prevention purposes. Authorized personnel are given a per- 
sonal code word for access and must agree in writing to observe 
restrictions on the use and release of data. 

Retention and disposal: 

Computerized records are retained for 30 years. Computer print- 
outs of accident reports containing names or SSNs are shredded or 
burned. Accident reports from which ASMIS data is extracted are 
maintained at the U.S. Army Safety Center on paper for 5 years, 
then transferred to microfilm. Paper records at installation and com- 
mand safety offices are destroyed after 5 years. 

System manager(s) and address: 

Director of Army Safety, Headquarters, Department of the Army, 
Washington, DC 20310. 

Notification procedure: 

Individuals wishing to know whether or not information on them 
exists in this system of records should write to the Commander, U.S. 
Army Safety Center, Fort Rucker, AL 36362-5363, ATTN: Judge 
Advocate. Individual must furnish his/her full name, SSN, current 
address and telephone number, when and where the accident oc- 
curred, type of equipment involved in the accident, and signature. 

Record access procedures: 

Individuals desiring access to information on themselves should 
inquire by writing to the Commander, U.S. Army Safety Center, 
providing information specified in "Notification procedure". 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealinjg initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

Army records and reports containing information in reports of 
accident, injury, fire, morbidity, military police traffic accident inves- 
. tigations, casualty - reports, individual sick slips, report of vehicle 
accidents, marine casualty reports, and military aviation records. 

Exemptions claimed for the system: 
None. 



A0405-10aCE 

System name: 
Relocation Assistance, Files. 
System location: 

Office, Chief of Engineers, Headquarters, Department of the 
Army, Washington, DC 22314; Engineer Division and District Of- 
fices. 

Categories of individuals covered by the system: 
Individuals who apply for relocation assistance pursuant to Title II 
of Pub. L. 91-646. 
Categories of records in the system: 

Individual's application for relocation assistance; relevant corre- 
spondence; documents relating to the movement of displaced persons 
because of acquisition* of real estate for Army Military, Civil works, 
or other Federal agency use. 

Authority for maintenance of the system: 

Pub. L. 91-646. 

Purpose(s): 

To process applications for relocation assistance benefits and to 
consider appeals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. ^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; magnetic tape, cards, discs. 

Retrievability: 

By applicant's surname. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel having need therefor, within buildings protected by security 
guards, 

Retention and disposal: 

Records are destroyed 10 years after final action or determination 
on appeals, as applicable at offices performing Army-wide responsi- 
bility. Other offices destroy records 10 years after payment in full 
satisfaction of claim or final payment, as applicable. Records are 
destroyed by shredding. 

System manager(s) and address: 

Chief of Engineers, Headquarters, Department of the Army, Wash- 
ington, DC 20314. 

Notification procedure: 

Information may be obtained by writing to the System Manager, 
ATTN: DAEN-REH-O; individual must furnish full name, address 
and telephone number, state of residence at the time application was 
filed, other pertinent information that will assist in locating the 
records, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should submit a request as indicated under *Notifi- 
cation procedure*, providing the information required therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, Army records and reports. 
Exemptions claimed for the system: 
None. ' , 
A0405-10bCE 

System name: 

Homeowners Assistance Case Files. 
System location: 

Office, Chief of Engineers, Headquarters, Department of the 
Army, Washington, DC 20314. Segments of this system exist at 
Engineer Division and District Offices. 

Categories of individuals covered by the system: 

Civilian employees and military personnel who apply for home- 
owners assistance benefits. 
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Categories of records in the system: 

Documents relating to the application of persons sustaining losses 
in real estate because of closure or reduction of military bases; e.g., 
employment verification; income and expense figures; information 
concerning offer to sell real property or similar written offer; nego- 
tiator's report; title evidence and opinions; surveys, leases; Certificate 
of Inspection and Possession; Payment and Closing Sheet and Re- 
ceipt for US Treasurer's check; market impact data; insurance and 
tax data; Disclaimer by Person of Possession; DOD Form 1607 
(Application for Homeowner Assistance); FHA Form 1174 (Trans- 
mittal of Recorded Deed and Title Assembly-Military Acquisition); 
appraisal reports, docket sheets, questionnaires, copies of deeds and 
mortgages, mortgage settlement data; evidence of proof of ownership 
and occupancy of residence;, applicant appeals and final decisions 
thereon; comparable forms and related correspondence. 

Authority for maintenance of the system: 

Section 1013 of the Demonstration Cities and Metropolitan Devel- 
opment Act of 1966, Pub. L. 89-754 (80 Stat. 1255. 1290), as amend- 
ed. 

Purpo$e(s): 

To process applications for homeowners assistance benefits and to 
consider appeals; to review market studies and appraisals; to review 
final title assemblies of deeds of conveyance to the Government for 
properties acquired under the program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Department of Housing and Urban Development/FHA: In assum- 
ing custody of acquired homes, to manage and dispose of such 
properties on behalf of the Secretary of Defense. 

FHA/Veterans Administration: In accepting subsequent purchaser 
in private sales when property is encumbered by a mortgage loan 
guaranteed or insured by them. 

Department of Justice: In reviewing final title and deeds of con- 
veyance to the . Government for properties acquired under the pro- 
gram, pursuant to their responsibilities under Pub. L. 91-393. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; magnetic tapes/disks; cards. 

Retrievability: 

By applicant's surname. 

Safeguards: 

All information is prote<?ted by physical security devices which 
include guards to the buildings and limited access only to authorized 
personnel having official need therefor. Access to or update of infor- 
mation in automated media is by a system of passwords, thereby 
preserving integrity of the data. 

Retention and disposal: 

Files are destroyed 10 years after final action or decision on ap- 
peals, as applicable. 

System manager(s) and address: 

Chief of Engineers, Headquarters, Department of the Army, Wash- 
ington, DC 20314. 
Notification procedure: 

Information may be obtained from , the System Manager, ATTN: 
DAEN-REH-O at the above address. Individuals must provide their 
full name, current address and telephone number, name and location 
of the installation closed or announced for closure, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves in this 
system of records should write to the System Manager, providing 
information listed under 'Notification procedure'. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories;: 

Froni the individual. 

Exemptions claimed for the system: 

None. 

A04b5-80CE 

System name: 

Real Estate Outgrants, 
System location: 



Office of the Chief of Engineers, Headquarters, Department of the 
Army, 20 Massachusetts Avenue NW., Washington, DC 20314-1000 
and the Engineer Division and District Offices. Official mailing ad- 
dresses are published as an appendix to the Army's compilation of 
systems notices! 

' ..Categories of individuals covered by the system:. 

Grantees holding outgrants (leases, licenses, easements, permits, 
and consents) for use of Government real property, or permission 
(under consents) for use of property over which the Government' 
holds easement interests. * 

Categories of records in the system: 

Outgrant instrument and listings by number and name to include 
location, purpose, term and rental, for each outgrant, and an indica- 
tion when grantees are not in compliance with terms of their out- 
grants, and recreational use and expenditure information. 

Authority for maintenance of the system:' 

10 U.S.C. 2667, 2668, 2672, 3012, 4777, 8012 and 9777; 16 U.S:C. 
460d and 661 et seq.; 30 U.S.C. 185; 33 U.S.C; 558b, 558b^l and 652; 
40 U.S.C. 319 and 471 etseq. 

Purpose(s): 

To process outgrants and to record inspections of outgrants and 
determine grantees* compliance with terms and conditions of the 
grant. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The -Army*s "Blanket Routine Uses'' that appear at the beginning 
of the agency's compilation of records systems notices apply to .this 
system. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file cabinets and on magnetic tape or optical 
systems. 

Retrievability: 

Records are retrieved by outgrant or response number, or by the 
grantee's name. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sons having official need therefore. Records are housed in buildings 
protected by security guards or locked when not in use. Information 
in automated media is further protected by physical security devices; 
access to or update of information in the system is protected through 
a system of passwords, thereby preserving integrity of data. 

Retention and disposal: 

Records are destroyed three , years after termination of outgrant 
instrument. 
System manager(s) and address: 

Office of the Chief of Engineers, Headquarters, Department of the 
Army, 20 Massachusetts Avenue NW., Washington, DC 20314-1000. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Office of the Chief of Engineers, Headquarters, Depart- 
ment of the Army, 20 Massachusetts Avenue NW., Washington, DC 
20314-1000. 

Individual must provide full name, present address and telephone 
number, response number if known, specifics concerning the outgrant 
and the request must be signed. 

Record access procedures: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written. inquir- 
ies to the Office of the Chief of Engineers, Headquarters, Depart- 
ment of the Army, 20 Massachusetts Avenue NW., Washington, DC 
20314-1000. 

Individual must provide full name, present address and telephone 
number, response number in known, specifics concerning the out- 
grant and the request must be signed. 

Contesting record procedures: ' 

Army rules for accessing records and for contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 430-21-8; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 
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Information is obtained from the individual and Army records 
and/or report. 

Exemptions claimed for the system: 

None. 

A0570-4DARP 

System name:- 
Human Resources Information System (HRIS). 
System location: 

U.S. Army Reserve Personnel Center (ARPERCEN), 9700 Pace 
Boulevard, St Louis, MO 63132-5200 
Categories of records in the system: 
All ARPERCEN employees, both military and civilian. 
Categories of records in the system: 

This system consists of man-hours utilization, production, and 
backlog records reported by individuals daily and maintained by 
operating officials to track data in the above categories. The docu- 
ments include, but are not limited to, information on individuals 
relating to name, grade, Social Security Number, TDA paragraph 
and Ime number, employment category, job title, work center, and 
distribution of work hours among direct productive, indirect produc- 
tive, and unavailable categories. 

Authority for maintenance of the system: 

5 U.S.C. 301; 44 U.S.C. 3101; and Executive Order 9397. 

Purpose(s): 

To document man-hours utilization, workload, and backlogs to 
analyze, program, and review manpower requirements in ARPER- 
CEN; provide a decision basis for approval or disapproval of re-* 
quests for additional employees, overtime requests, and awards nomi- 
nations; measure productivity of units and individual employees.. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are used to justify manpower, requirements with the U.S. 
Army Manpower Requirements and Documentation Agency. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Personal computer diskettes and computer tapes. 
Retrievability: 

By name. Social Security Number, and TDA paragraph and line 
number. 

Safeguards: 

Computer tapes are stored in locked cabinets. Diskettes are stored 
in areas accessible only to authorized personnel of ARPERCEN. 
After hours, the building and security guards and/or doors are se- 
cured and all entrances are monitored by electronic surveillance 
equipment. 

Retention and disposal: 

Diskettes and tapes are retained for 5 years, then destroyed. 
System manager(s) and address: 

Commander, U.S. Army Reserve Personnel Center, ATTN- 
DARP-RMS, 9700 Page Boulevard, St Louis, MO 63132-5200. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquires to the 
Commander, U.S. Army Reserve Personnel Center, ATTN: DARP- 
RMS, 9700 Page Boulevard, St Louis. MO 63132-5200. 

For verification purposes, individual should provide the full name, 
Social Security Number, organization to which assigned, and dates of 
assignment. . 

Record access procedure: <^ 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Reserve Personnel Center, ATTN: DARP-RMS, 9700 Page 
Boulevard, St Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name. 
Social Security Number, organization to which assigned, and dates of 
assignment. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 



are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 
Record source categories: 

Information is obtained from the record subjects by means of 
DARP Form 222-1-R, Individual Daily Record, and DARP Form 
222-3-R, Individual Daily — Executive Level. 

Exemptions claimed for the system: 

None. 

A0600DARP 

System name: 

Career Management Files of Dual Component Personnel. 
System location: 

. U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St 
Louis, MO 63132-5200. 

Categories of individuals covered by the system: 

Any reserve or warrant officer on active duty as a Regular Army 
enlisted man; any reserve officer on active duty as a Regular Ariny 
warrant officer. 

Categories of records iii the system: 

Name, rank. Social Security Number, basic pay entry date, promo- 
tion eligibility date, mandatory removal date, military education, 
copies of officer evaluation reports, academic reports, qualification 
records, letters of appreciation and commendation, general orders, 
concerning awards; and similar documents, records and reports. 

Authority for maintenance of the system: 

10 U.S.C. 275 and Executive Order 9397. 

Purpose(s): 

To advise reserve officers when they will be considered for pro- 
motion, military education that needs to be completed for eligibility; 
to determine if officer should be removed for substandard perform- 
ance of duty; to advise of eligibility for retirement as either an officer 
or enlisted person; to apprise, individuals of changes in the reserve 
program affecting them. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The '^Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; magnetic tape/disc. 
Retrievability: 

By individual's surname and Social Security Number. 
Safeguards: 

All records are restricted to officially designated individuals 
having need therefor in assigned duties. Records are maintained in 
secured buildings; automated data are stored in vaults. 

Retention and disposal: 

Records on this system are combined with Army personnel 
records. Dual Component officer and enlisted Official Military Per- 
sonnel Files are retained at the U.S. Army Enlisted Records and 
Evaluation Center, if serving as an enlisted person and the U.S. Total 
Army Personnel Command, if a warrant officer. Officer Military 
Personnel Records Jackets are to be maintained at the dual compo- 
nent individual's current unit of assignment. Dual Component's 
Career Management Individual Files are maintained at the U.S. 
Army Reserve Personnel Center, ATTN: DARP-PAT-SD. 

System manager(s) and address: 

Commander, U.S. Army Reserve Personnel Center, 9700 Page 
Boulevard, St Louis, MO 63132-5200. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Reserve Personnel Center, ATTN: 
DARP-PAT-SD, 9700 Page Boulevard, St Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name. 
Social Security Number, current address and telephone number and 
signature. 

Record access procedures: . 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
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the Commander, U.S. Army Reserve Personnel Center, ATTN: 
DARP-PAT-SD, 9700 Page Boulevard, St Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name. 
Social Security Number, current address and telephone number and 
signature. 

Contesting record procedures: 

The Army's rule for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From Army records and reports. 

Exemptions claimed for the system: 

None. 

A0600USAREUR 

System name: 

USAREUR Community Automation System (UCAS). 
System location: 

Each USAREUR community, United States Army, Europe and 
Seventh Army (USAREUR), APO New York 09403-0007. 

Categories of individuals covered by the system: 

U.S. Army, Europe and Seventh Army military and civilian mem- 
bers and their dependents. 

Categories of records in the system: ' 

Name, Social Security Number, command and unit of assignment, 
military occupational skill, sex, date of birth, date eligible to return 
from overseas, basic active service date, pay entry basic date, expira- 
tion term of service, date of rank, rank/grade, promotion status, 
citizenship, marital status, spouse's Social Security Number (for mili- 
tary spouse), insurance and beneficiary data for Department of De- 
fense For 93 (Record of Emergency Data) and Veteran's Administra- 
tion Form 29-8286 (Serviceman's Group Life Insurance Eliection) 
completion in an automated format (DD Form 93-E and SGLV 
Form 8286-E), address, work and home telephone numbers, 'type of 
tour, dependent status and relationships, marriage data, type and date 
of cost of living allowance, port call date, departure date and«order 
number, exceptional family member status, household goods/hold 
baggage, vehicle-shipment dates/ destinations/weights. 

Authority for maintenance of the system: 

5 U.S.C. 301 and Executive Order 9397. 

Purpose(s): 

The primary purpose of UCAS is to provide a central database 
containing all information required to in-process or out-process indi- 
viduals within a USAREUR community. This data base is shared 
among five community work centers that need inforniation on arriv- 
ing and departing personnel. These work centers, the Central Proc- 
essing Facility, Personnel Services Company, Finance Office, Hous- 
ing Office and the Transportation Office, have access to certain 
portions of the UCAS data base. Data base information updates made 
by each work center are shared by all work centers that need the 
information. The centralized data base reduces in-processing and out- 
processing time since individuals no longer need to furnish the same 
information at each work centers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, ancl 
disposing of record in the system: 

Storajge: 

Computer magnetic tapes and discs; computer printouts. 
Retrievability: 

By Social Security Number, name, or. other individual or group 
identifier. 
Safeguards: 

Physical security devices, computer hardware and software securi- 
ty features, and personnel clearances for individuals working with 
the system. Automated media and equipment are protected by con- 
trolled access to computer rooms. 

Retention and disposal: 

Information is destroyed 30 days after individual's tour of duty 
with that community ends. 
System manager(s) and address: 

Commander-in-Chief, United States Army, Europe and Seventh 
Army. ATTN: AEAIMtAR-AR, APO New York 09403-0007; . 



Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander-in-Chief, United States Army, Europe and Seventh 
Army» ATTN: AEAIM-AR-AR, APO New York 09403-0007. 

Individuals should provide sufficient details to permit locating per- 
tinent records, such as full name, Social Security Number, and cur- 
rent address. Request must be signed by individual. 

Record access procedures: 

Individuals seeking access to records themselves contained in this 
record about system should address written inquiries to the Com- 
mander-in-Chief, United States Army, Europe and Seventh Army, 
ATTN: AEAIM-AR-AR, APO New York 09403-0007. 

Individual should provide sufficient details to permit locating perti- 
nent records, such as full name, Social Security Number, and current 
address. Request must be signed by individual. , 

Contesting record procedures; . ^ 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. ' ' ' 

Record source categoriiBs: 

From the individual; Army records, reports. and other official 
documents; Army Standard Automated Management Information 
Systems. . ;. . 

Exemptions claimed for the system: 

None. . • ' 

A0600-8bAPE 

System name: , ' • ti ' 

Standard. Installation/Division Personnel System - USAR. 
System location: 

US Army Reserve Components Personnel and Administration 
Center, 9700 Page Boulevard, St. Louis, MO 63132. 

Categories of- individuals covered by the system: , ; 

All individuals currently assigned .to. a US Army Reserve unit. 

Categories of records in the system: ^ / 

individual's name, SSN, sex, race, civilian occupation, current mili- 
tary assignment, grade/rank, unit identification code, date entered 
military service, promotion data, security clearance, military obliga- 
tion expiration date, military qualifications, and other similar relevant 
data. ' , . . . 

Authority for maintenance of the system: 
> ID U.S.C. 275.- . : ' - 

Purpose(s): 

To accomplish promotions, demotions, transfers, and other person- 
nel actions essential to unit readiness; to identify- and fulfill training 
needs; and to render strength accountiiig; budgetary, manpower re- 
quirements, and other statistical reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: '. . ■ ' 

Storage: : . . - - 

Magnetic tapes. 
' Retrievability: ' 

By SSN and five characters of indiyidual's surname. , 

Safeguards: ; - ' - 

Tape files are stored in reel 'number sequence in a library within a 
restricted computer room complex having controlled entry. The 
computer room is restricted to authorized personnel and controlled 
by security guards. Access oto on-line data is controlled within 
USARCPAC by EN V I RON/ 1, a product of CINCOM Systems, 
Inc., via a six position alphanumeric password. This password con- 
trols on-line sub-systems to which user has access. Once access to the 
sub-system* has been gained, a further four position alphanumeric 
access code is required which determines the specific application 
which the user may access; second access codes are maintained by 
the USARCPAC Project Management Officer and controlled by 
designated Major Army Command Headquarters which are on-line 
to the centralized data base at USARCPAC through hard wired 
terminals. Currently, these are US Forces Command: and the First, 
Fifth, and Sixth US Armies. US Army Western Command and US 
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Army Europe will be added to the system in 1985. Users do not have 
on-hne update capability. 
Retention and disposal: , V 

Information is retained for the duration of reservist's unit assign- 
given timi ^^"^^^ and two previous tape files are retained at any 

System manager(s) and address: 

ti,?!^"^^ n""^ ^^^^ ^""^ Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 

Notification procedure: 

Individuals wishing to know whether or not this system contains 
mtormation about them may inquire of the Commander of the Army 
Headquarters m which the unit is located, furnishing full name, SSN 
and specific information concerning the event or incident that wili 
assist in locating the record. 

Record access procedures: 

For access to information in this system, individual should address 
TJe^^^^^ ^"^ furnish information as indicated in ^Notification proce- 

Contesting record procedures: 

The Army^s rules for access to records and for contesting contents 

??r^?J«^ ^^fJ^^s^"^^^^"^ a^'e contained in Army Regulation 340-21 
(32 CFR part 505). . 

Record source categories: 

From the individual. Army records and reports. 

Exemptions claimed for the system: 

None. 

'A0600-8DARP 

System name: 

Individual Ready, Standby, and Retired . Reserve Personnel Infor- 
mation System. 

System location: 

Louif,'Mo73U2^S Center, 9700 Page Boulevard. St 

Categories of individuals covered by the system: 

Members of the U.S. Army Reserve and assigned to a Reserve unit 
and not serving on extended active duty in an entitled reserve status. 

Categories of records in the system: 

Personal and military status and qualifications data. 

Authority for maintenance of the system: 

10 U.S.C. 275 and Executive Order 9397. 

Purpose(s): 

To maintain personnel data .on members assigned to individual 
ready, standby, and retired Army Reserves; to select and order 
individuals to military active duty training, to identify personnel for 
promotion; to determine those not qualified for retention in the 
reserve forces; to issue annual statement of retirement credits- to 
select qualified members for potential assignment to active Army 
units and reserve component units in the event of mobilization. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: t 
Storage: 

Computer magnetic tapes and discs. 
Retrievability: 

By Social Security Number. 
Safeguards: 

Records are located in secured building; access requires an ID 
badge and is limited to individuals having official need- therefor. 
Retention and disposal: 

Records are maintained for 7 months after individual completes 
statutory or contractual reserve commitment. 
System manager(s) and address: 

Commander, U.S. Army Reserve Personnel Center, 9700 Pace 
Boulevard, St Louis, MO 63132-5200. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
rltonlVTU^^'t,^'^- Army Reserve Personnel Center, ATTN: 
DARP-IM, 9700 Page Boulevard, St Louis, MO 63132-5200 



For verification purposes, individual should provide the full name, 
Social Security Number, current address and telephone number, and 
signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er. U.S. Army Reserve Personnel Center, ATTN: DARP-IM, 9700 
Page Boulevard, St. Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name. 
Social Security Number, current address and telephone number, and 
signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the Official Military Personnel File and the Military Person- 
nel Records Jacket. 

Exemptions claimed for the system: 

None. 

A0600-8NGB 

System name: 

Standard Installation/Division Personnel System— Army National 
Guard (SIDPERS-ARNG). 
System location: 

The system operates at two levels. Each state ARNG headquarters 
has primary responsibility for editing and updating the database- the 
National Guard Bureau (NGB) centrally collects and controls data 
flows to/from the states thereby creating the database for reports 
preparation to Headquarters, Department of the Army, Department 
of Defense, and other agencies. Addresses for each state headquarters 
may be obtained from the Commander, Army National Guard Per- 
sonnel Center, 4501 Ford Avenue, Alexandria, VA 22302-1450. 

Categories of individuals covered by the system: 

Members of the Army National Guard. 

Categories of records in the system: 

Soldier^s name. Social Securi;y Number, grade/rank, sex, race, 
ethnic group, current military assignment, military qualifications,' 
dates relevant to military service, civilian occupation, and other 
similar relevant data. 

Authority for maintenance of the system: 

10 U.S.C. 275 and Executive Order 9397. 
Purpose(s): 

A JJt^ ^""^^P^^ purposes are to: Report accessions and losses to 
ARNG strength; provide information for personnel management- 
support automated interfaces with authorized information systems for 
pay, mobilization, etc. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses*' set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposmg of records in the system: 

Storage: 

Magnetic tapes/discs. 

Retrievability: 

By name and. SSN. 

Safeguards: 

Access to data storage area and distribution of printouts is con- 
trolled. Approval of functional manager must be obtained before data 
may be retrieved or distributed. . 

Retention and disposal: 

Data on enlisted personnel are destroyed 1 month after individual 
IS separated from the Army National Guard, for commissioned offi- 
cers and wiarrant officers, data are retained indefinitely. 

System manager(s) and address: 

Commander, Army National Guard Personnel Center, 4501 Ford 
Avenue, Alexandria, VA 22302-1450. 
Notification procedure: 
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Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, Army National Guard Personnel Center, 4501 Ford 
Avenue, Alexandria, VA 22302-1450. 

For verification purposes, individual should provide the full name, 
service identification number, present address and telephone number, 
and signature; ■ ■ . 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, Army National Guard Personnel Center, ATTN: Chief, Army 
National Guard, 4501 Ford Avenue, Alexandria, VA 22302-1450. 

For verification purposes, individual should provide the full name, 
service identification number, present address and telephone number, 
and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are. published in AR 340-21; 32 CFR part 505; or may be obtained 
from the system manager. 

Record source categories: 

From the individual, individual's personnel and pay files, other 
Army records and reports. 
Exemptions claimed for the system: 
None. 

Ab600-8USFK 

System name: 

Command Unique Personnel Information Data. System (CUPIDS). 
System location: 

Headquarters; U.S. Forces, Korea/Eighth U.S. Army, APO San 
Francisco 96301-9000. 

Categories of individuals covered by the system: 

Members of U.S. Forces, Korea and Eighth U.S. Army, their 
dependents, U.S. Embassy employees, contract personnel, technical 
representatives, and individuals who are assigned, to or under the 
jurisdicial or administrative control of the U.S. Army who make 
purchases of controlled items from authorized resale activities in 
Korea. 

Categories of records in the system: 

Individual's name, Social Security Number, date and place of birth, 
sex, citizenship, date arrived in and previous tours in the Republic of 
Korea, rotation date, service component, pay grade/position, marital' 
status, dependency status, selected skill specialties;, sales slips and 
control sheets used in sales of controlled items by U.S. Forces; 
overspending/overpurchase printouts produced by central computer 
facilities. 

Authority for maintenance of the system: 

10 U.S.C. 3012; 5 U.S.C. 301; Status of Forces Agreement; United 
States of America and the Republic of Korea; and Executive Order 
9397. " . 

Purpose(s): 

Information is used for personnel management, strength account- 
ing, manpower management, and contingency planning and oper- 
ations; to assist commanders and U.S. Armed Forces investigative 
agents in monitoring purchases of controlled items; to produce ration 
control plates for authorized users; to maintain record of selected 
controlled items purchases at retail facilities and suspected violators 
of the system; and to comply with Joint Service blackmarket moni- 
toring control policy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information required for noncombatant evacuating planning and 
statistical studies by U.S. Forces Korea; to provide a source docu- 
ment for production of ration control plate. The Army's "Blanket 
Routine Uses" set forth at the beginning of the Army's compilation 
of record system notices apply to this record system. 

Policies: and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes, microfiche, and paper printouts. 
Retrievability: 

By surname of noncombatants; by Social Security Number of all 
others. ^ ' 

Safeguards: 



Records iare accessible only to authorized personnel. During non- 
duty hours, the facility is locked and secured. ' 
Retention and disposal: 

Destroy when no longer needed for cuirent operations or when no 
longer needed to meet host country, jaws and regulations, whichever 
is later. 

System manager(s) and address: 
■ Commander, U.S. Forces Korea/Eighth uls. Army, ATTN: AJ- 
DM, APO San Francisco 96301-6000.. 

Notification procedure: . . 

Individuals seeking to determine if information about themselves is 
contained in this records system should address written inquiries to 
the Commander, U.S. Forces. Korea/Eighth U.S. Army, ATTN: AJ- 
DM, APO San Francisco 96301-90()0. 

Individual should provide the full name, Social Security Number, 
and military status or other information verifiable from the record 
itself ' ' . ' 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Forces Korea/Eighth U.S: Army, ATTN: AJ-DM, APO 
San Francisco 96301-9000. 

Individual should provide the full name. Social Security Number, 
and military status or other information verifiable from the record 
itself. ' ' • 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual; Army records and reports. 
Exemptions claimed for the system: , . 
None. •/ 
A0600-8aTAPC 

System name: 

Major Command' Military Personnel Management Reporting 
System. 
System location: 

Decentralized to each major Army command. 

Categories of individuals covered by the system: 

Active duty commissioned officers, warrant officers and enlisted 
personnel assigned or projected for assignment to the major com- 
mand. 

Categories of records in the system: 

Name, Social Security Number, sex, race; marital status and de- 
pendents; physical category code; component; expiration of term of 
service; additional pay; date of rank; annual efficiency index; last 
overseas short tour, procurement actions; unit identification code; 
Department of Army location, assignment and status codes; perma- 
nent change of station date; date joined/departed current command; 
gaining unit, location, assignment and status codes; reporting date; 
date returned from overseas; previous unit identification code, assign- 
ment and type transfer strength; primary and secondary military 
occupational specialties (MOS), secondary MOS evaluation score; 
duty MOS; away without leave data; date agreements and related 
documents forms, and correspondence. 

Authority for maintenance of the system: , ^ , 

5 U.S.C 301; 10 U.S.C. 3013; and Executive Order 9397. ^ 

Purpose(s): 

This system extracts data from Officer and Enlisted Personnel 
Files and records related to organizations, personnel authorized and 
assigned strength and prepares reports designed to aid major Army 
commanders in managing military personnel functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' 

None. ■ . * * , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic tapes, discs, and printouts; microfiche. 
Retrievability: 



DEFENSE DEPARTMENT 



109 



By name, Social Security Number, or other unique identifying 
characteristics. 
Safeguards: 

Records are protected by physical security devices, computer 
hardware and software safeguard features, and personnel clearances 
for individuals working with the system. 

Retention and disposal: 

Destroyed after 90 days. 

System manageKs) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the major command where assigned or attached. 

Individual should provide the full name, Social Security Number, 
current address, and sufficient details to permit locating pertinent 
records. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written to the commander of the 
major command where assigned or attached. 

Individual should provide the full name, Social Security Number, 
current address, and sufficient details to permit locating pertinent 
records. . 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From automated systems interfaces based on the Headquarters, 
Department of Army data base. 
Exemptions claimed for the system: 
None. 

A0600-8bTAPC 

System name: 

Standard Installation/Division Personnel System (SIDPERS). 
System location: 

Decentralized to local installation level of the Army. Information 
is stored on computer media at five regional data centers located in 
the Washington, DC area and near Fort McPherson, GA; Fort 
Knox, KY; Fort Hood, TX; and Fort Ord, CA or at local installa- 
tions. Access to and processing of the information is through distrib- 
uted data processing centers located at installations. 

Categories of individuals covered by the system: 

All active duty Army personnel and personnel attached from the 
National Guard and/or Army Reserves based upon local option. 

Categories of records in the system: 

Name, Social Security Number, sex, race, citizenship, status, reli- 
gious denomination, marital status, number of dependents, date of 
birth, physical profile, ethnic group, grade and date of rank, term of 
service for enlisted personnel, service agreement for non-regular offi- 
cers, service data and dates, unit of assignment, military occupational 
specialty, additional skill identifiers, civilian/military education levels, 
languages, assignment eligibility and availability and termination date 
thereof, security status, special pay and bonus, and suspense termina- 
tion date thereof, suspension of favorable personnel action indicator, 
Privacy Act disputed record indicator, and similar relevant data. 

Authority for maintenance of the system: 

5 U.S.C. 301; iO U.S.C. 3013; and Executive Order 9397. 

PurposeXs): 

To support personnel manajgement decisions concerning the selec- 
tion, distribution, and utilization of all personnel in military duties, 
strength accounting, and manpower management. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes, discs, diskettes, microfiche, punched cards, and 
computer printouts. 



Retrievability: 

By name, Social Security Number, or other individually identify- 
ing characteristics. The automated system provides a query capability 
allowing users to retrieve personnel data via CRT terminal. 

Safeguards: 

Regional data centers are contractor-operated under an Army ap- 
proved security program. Potential contractor personnel are security 
screened; contractor employees receive a security briefing and par- 
ticipate in an ongoing security education program under the regional 
data security officer. 

Regional data centers are connected through a communications 
network to 44 distributed data processing centers at Army installa- 
tions. Technical, physical, and administrative safeguards required by 
Army Regulation 380-19, Information Systems Security are met at 
installation data processing centers and information is secured in 
locked rooms with limited/controlled access. Data are available only 
to installation personnel responsible for system operation and mainte- 
nance. Terminals not in the data processing center are under the 
supervision of a terminal area security officer at each remote location 
protecting them from unauthorized use. Access to information is also 
controlled by a system of assigned passwords for authorized users of 
terminals. 

Retention and disposal: 

Data retained until updated or service of individual is terminated 
with earlier information erased. Hard copy printouts are retained in 
accordance with Department of the Army Pamphlet 600-8 series. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Center, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
their local commander. 

Individual should provide the full name. Social Security Number, 
and current address. 

Personal visits may be made; individual must furnish proof of 
identity. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system may visit or address written inquiries to the 
servicing military personnel office or headquarters of the organiza- 
tion/station of the service member. 

Individual should provide the full name. Social Security Number, 
current address. 

Personal visits may be made; individual must furnish proof of 
identity. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained^ from the system 
manager. 

Record source categories: 

From the individual, commanders, Army records and documents, 
other federal agencies. 

Exemptions claimed for the system: 
None. 

A0600-8-laTAPC 

System name: 
Emergency Data Files. 
System location: 

U.S. Total Army Personnel Command, Alexandria, VA 22332- 
0400. Copy of Record of Emergency Data (DD Form 93) exists in 
soldier's field Military Personnel Records Jacket (MPRJ). 

Categories of individuals covered by the system: 

All military personnel on active duty. 

Categories of records in the system: 

File contains DD Form 93, Record of Emergency Data. Docu- 
ment reflects the seryice member's name; Social Security Number; 
spouse and children's names and current address; persons to be and 
not to be notified in the event of death or injury; information on 
wills, insurance, and other such information; and designation of bene- 
ficiaries for certain benefits. 

Authority for maintenance of the system: 
10 U.S.C. 3013 and Executive Order 9397. 
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Purpose(s): 

To document names and addresses of person(s) to be notified in 
emergency situations; to determine lawful disposition of service mem- 
ber's pay and allowances when that member is missing, captured,' or 
becomes a casualty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

' The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: . . > 

Machine proceissed card in vertical file; paper copy, in MPRJ: 

Retrievability: * 

Card is retrieved by Social' Security Number; paper copy in MPRJ 
is retrieved by soldier's sumanie. 
Safeguards: 

Building employs security guards; the office in which, record is 
located is in operation 24 hours a day, 7 days a week. Records are 
accessible only to authorized personnel. 

Retention and disposal: 

The Emergency Data Card is retained until individual separates 
from the Army; then destroyed. Copy in the MPRJ is retired with 
the MPRJ. If individual dies, the form becomes part of the casualty 
case file which is retired upon completion to the National Personnel 
Records Center (Military), St. Louis, MO 63132. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. , 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-PEC, Alexandria, VA 22332-0400. 

Individual should provide the full name and other infonnation that 
can be verified from the file. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-PEC, 
Alexandria, VA 22332-0400. Individual should provide the full name 
and other information that can be verified from the file. 

Contesting record procedures: 

The Army's rules for contesting contents and appealing initial 
determinations are contained in Army Regulation 340-21; 32 CFR 
part 505; or may be obtained ft"om the system manager. 

Record source categories: 

Service member. 

Exemptions claimed for the system: 

None. 

A0600-8-lbTAPC 

System name: ' • : 

Line of Duty Investigations. 
System location: 

Personnel Plans and Actions Branch, Personnel Service Center at 
Army Installations; Army Enlisted Records and Evaluation Center, 
Fort Benjamin Harrison, IN 46249; U.S. Total Army Personnel Com- 
mand, Alexandria, VA 22332-0400; U.S. Army Reserve Personnel 
Center, 9700 Page Boulevard, St. Louis, MO 63132-5200; National 
Personnel Records Center (Military), 9700 Page Boulevard, St. 
Louis, MO 63132-5200; National Guard Bureau, 5109 Leesburg Pike, 
Falls Church, VA 22041-3258. 

Categories of individuals covered by the system: 

Service members who have been injured, are diseased, or deceased. 

Categories of records in the system:, 

The DA Form 2173 (Statement of Medical Examination and Duty 
Status); DD Form 261 (Report of Investigation— Line of Duty and 
Misconduct Status); and supporting documents such as military 
police reports, accident reports, witness statements, and appointment 
instruments, and action on appeals. , 

Authority for maintenance of the system: 

10 U.S.C. 972, 1204, 1207, 3822; 37 U.S.C. 802; and Executive 
Order 9397. 
Purpose(s): 



. To review facts and circums:ances of service member's injury and 
render decision having the effect of approving/denying certain mili- 
tary benefits, pay and allowances. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be provided to the Department of Veterans Af- 
fairs or other government agencies, to include state agencies, for a 
determination of the service member's entitlement to benefits. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. '\ , . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; microfiche. 
Retrievability: 

By service member's surname. 
Safeguards: 

Records are maintained in metal file cabinets ^[ccessible only to 
designated authorized, personnel. 
Retention and disposal:' 

The original is a permanent part of member's Official Military 
Personnel File. Copies filed in offices of the investigating offifcer, unit 
commander, appointing authority, and final reviewing authority are 
destroyed after 5 years. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 

Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Enlisted Records and Evaluation 
Center, Fort Benjamin Harrison, IN 46249 (for enlisted personnel on 
active duty); Commander, U.S. Total Army Personnel Command, 
ATTN: TAPC-MSR, Alexandria. VA 22332-0400 (for officers on 
active duty); Commander, U.S. Army Reserve Personnel Center, 
9700 Page Boulevard, St. Louis, MO 63132-5200 (for Army reserve 
personnel); National Personnel Records Center (Military), 9700 Page 
Boulevard, St. Louis, MO 63132-5200 (for separated enlisted and 
officer personnel); National Guard Bureau, 5109 Leesburg Pike, Falls 
Church, VA 22041-3258 (for full-time National Guard Duty under 
32 U.S.C, tho^e in federalized status, or those attending active Army 
service school). 

Individuals should provide the full name, Social Security Number, 
present address, and signature." 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Enlisted Records and Evaluation Center, Fort Benja- 
min Harrison, IN 46249 (for enlisted personnel on active duty); 
Commander, U.S. Total Army Personner Command, ATTN: TAPC- 
MSR, Alexandria, V A 22332-0400 (for officers on active duty); 
Commander, U.S. Army Reserve Personnel Center, 9700 Page Bou- 
levard, St. Louis, MO 63132-5200 (for. Army reserve personnel); 
National Personnel Records Center (Military), 9700 Page Boulevard, 
St. Louis, MO 63132-5200 (for separated enlisted and officer person- 
nel); National Guard Bureau, 5109 Leesburg Pike, Falls Church, VA 
22041-3258 (for full-time National Guard Duty under 32 U.S.C, 
those in federalized /status, or those attending active Army service 
school). ' . . • 

Individuals should provide the full name. Social Security Number, 
present address, and signature. 

Contesting record procedures: 

The Array's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Appeals of determinations by authority of the Secretary of the 
Army are governed by AR 600-8-1, Army Casualty and Memorial 
Affairs and Line of Duty Investigations; collateral review of decided 
cases is limited to questions of completeness of the records of such 
determinations. 

Record source categories: 

From the applicant, medical records, DA Form 2173, service 
member's commander, official Army records and reports, witness 
statements. ... — 



Exemptions claimed for the system: 
None. 

A0600-8-lcTAPC 

System name: 

Casualty Information System (CIS). 
System location: 

U.S. Total Army Personnel Command, 2461 Eisenhower Avenue, 
Alexandria, VA 22331-0481. 

Categories of individuals covered by the system: 

Army personnel who are reported as casualties in accordance with 
Army Regulation 600-8-1, Army Casualty and Memorial Affairs and 
Line of Duty Administrative Procedures. 

Categories of records in the system: 

Individual's name, Social Security Number, date of birth, branch of 
service, organization, duty, military occupational specialty (MOS), 
rank, sex, race, religion, home of record, and other pertinent informa- 
tion; Military Personnel Records Jacket (MPRJ), health/dental 
records, a I correspondence between Department of the Army and 
soldier, soldier's primary next of kin/secondary next of kin, inquiries 
trom other agencies and individuals, DD Form 1300 (Report of 
Casualty), ^ 

Authority for maintenance of the system: 

10 U.S.C. 3013; Pub. L. 93-289; and Executive Order 9397. 

Purpose(s): 

To respond to inquiries; to provide statistical data comprising type, 
number, place and cause of incident to Army members. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses'' set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes, computer printouts, punch cards, paper records in 
file cabinets. 

Retrievability: 

By individual's name and/or Social Security Number or any other 

data element. 

Safeguards: 

All information is restricted to a secure area in buildings which 
employ security guards. 

Computer printouts and magnetic tapes and files are protected by 
password known only to properly screened personnel possessing spe- 
cial authorization for access. 

Retention and disposal: 

Records are permanent. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 2461 Eisen- 
hower Avenue, Alexandria, VA 22331-0481. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-PEC, 2461 Eisenhower Avenue, Alexandria, VA 22331-0481, 
telephone (202) 325-0719. 

Individual should provide the full name, current address and tele- 
phone number, and should identify the person who is the subject of 
the inquiry by name, rank and Social Security Number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-PEC 
Eisenhower Avenue, Alexandria, VA 22331-0481, telephone 
(202) 325-0719. ^ 

Individual should provide the full name, current address and tele- 
phone number, and should identify the person who is the subject of 
the inquiry by name, rank and Social Security Number. 

Contesting record procedures: > 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 



From casualty reports received from Army commanders and from 
investigations conducted by Army commanders under AR 15-6, Pro- 
cedures for Investigating Officers and Boards of Officers. 

Exemptions claimed for the system: 

None. 

A0600-20NGB 

System name: 
Equal Opportunity Investigative Files. 
System location: 

Office of Human Resources (Field Operating Activity) HRA- 
FOA, 5109 Leesburg Pike, Falls Church, VA 22041-1525. 

Categories of individuals covered by the system: 

National Guard technicians and military members who file com- 
plaints of discrimination or who are involved in such complaints. 

Categories of records in the system: 

Formal complaints of discrimination; counselors' reports; notifica- 
tion letters to the complainant; affidavits from complainant and/or 
witnesses; investigative reports; hearings transcript; examiner's find- 
ings, recommendations; decisional documents; and similar relevant 
records. 

Authority for maintenance of the system: 

Title VI, Civil Rights Act 1964 and Pub. L. 92-261. 

PurposeCs): 

To investigate and resolve complaints of discrimination, provide 
facts to the Adjutant General of a State for issuing a proposed 
disposition to a complainant. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Equal Employment Opportu- 
nity Commission, Washington, DC (see EEOC/GOVT-1 system of 
records notice). 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
record system. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By name of complainant: 

Safeguards: 

Records are maintained in secured rooms/cabinets accessible only 
to designated officials have a need therefor in the performance of 
assigned duties. 

Retention and disposal: 

Records are permanent. They are retained in active file until the 
case is closed, then forwarded to the Washington National Records 
Center, Suitland, MD. 

System manager(s) and address: 

Office of Human Resources (Field Operating Activity) HRA- 
FOA, 5109 Leesburg Pike, Falls Church, VA 22041-5125. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Office of Human Resources (Field Operating Activity) HRA- 
FOA, 5109 Leesburg Pike, Falls Church, VA 22041-5125. 

For venfication purposes, individual should provide the full name, 
current address and telephone number, sufficient details concerning 
the complaint to facilitate locating the record, and signature. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Office of 
Human Resources (Field Operating Activity) HRA-FOA, 5109 Lees- 
burg Pike, Falls Church, VA 22041-5125. 

For verification purposes, individual should provide the full name, 
current address and telephone number, sufficient details concerning 
the complaint to facilitate locating the record, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are pub- 
lished in AR 340-21; 32 CFR part 505; or may be obtained from the 
system manager. 

Record source categories: 
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From the individual, investigative reports, witness statements, 
Army records and reports. 
Exemptions claimed for the system: 
None. 

A0600-25MDW 

System name: 

State, Official, and Special Military Funeral Plans. 
System location: 

Office of Ceremonies and Special Events, US Army Military Dis- 
trict of Washington, Ft McNair, Washington, DC 20319. Segments of 
the system may exist at DOD commands and installations supporting 
State, Official, and Special Military Funerals. 

Categories of individuals covered by the system: 

Government officials or service-connected persons and dependent 
family members who are authorized a State, Official or Special Mili- 
tary funeral. 

Categories of records in the system: 

Letters, memoranda, maps, diagrams, ceremonial plans, and similar 
relevant documents for military honors and/or funeral support for 
.only those authorized individuals who have requested special ar- 
rangements for their funeral ceremony. 

Authority for maintenance of the system: 

10 U.S.C., section 3012. 

Purpose(s): 

To maintairi funeral plans or requests by specifically authorized 
individuals who have requested special arrangements for their funeral 
ceremony; to facilitate coordination of military support for State, 
Official, or Special Military funerals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to other Government or State au- 
thorities as determined by the System Manager. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file cabinets. 

Retrievability: 

By individual's name. 

Safeguards: 

Records are maintained in safes and are accessible only to author- 
ized personnel who have official need therefor in performance of 
their duties. 

Retention and disposal: 

Records are permanent. 

System manager(s) and address: 

Commander, US Army Military District of Washington, Ft 
McNair, Washington, DC 20319. 
Notification procedure: 

Information may be obtained from the Director, Ceremonies and 
Special Events, US Army Military District of Washington, Ft Leslie 
J. McNair, Washington, DC 20319. 

Record access procedures: 

Requests from the individual or designated representative should 
be made in person or addressed to the System Manager, ATTN:. 
Director, Ceremonies and Special Events. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in AR 340-21 (32 
CFR part 505);' 

Record source categories: 

Information obtained from the individual or designated representa- 
tive. ' ' 
Exemptions claimed for the system: 

None. 

A0600-37aDAPE 

System name: 

Special Review Board Appeal Case Summary File. 
System location: 

Office of the Deputy Chief of Staff for Personnel, Special Review. 
Board (DAPE-MPD-CD), Washington, DC 20310. - . 

Categories of individuals covered by the system: 



Army officer and enlisted personnel who have submitted substan- 
tive, as opposed to administrative, appeal of Officer Evaluation Re- 
ports, Enlisted Evaluation Reports, Academic Evaluation Reports, 
and cases referred for promotion reconsideration. 

Categories of records in the system: 

Identification data on individual, date of appeal, dates of contested 
OER/EER/AER period, and supporting documentation; promotion 
reconsideration referrals including information provided by the pro- 
motion board and relevant documents from individual's OMPF, 
names of voting SRB member, names of persons contacted by SRB, 
summary of evidence considered, discussion, recommendations, con- 
clusions, final determination, of appeal, and disposition. 

Authority for maintenance of the system: 

10 U.S.C. 3012. 
Purpose(s): 

To review and adjudicate appeals of officer and noncommissioned 
officer ratings, academic ratings, and promotion board reconsider- 
ation cases. , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Ariny's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in folders. 
Retrievability: 

By individual's surname. • 
Safeguards: 

Records are maintained in areas accessible only to designated au- 
thorized persons in buildings which employ security guards. 
Retention and disposal: 

Records are retained by the Special Review Board for .20 years; 
then destroyed by shredding. 
System manager(s) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 

Notification procedure: 

Information may be obtained from the System Manager, ATTN: 
DAPE-MPD-CD, Room 2C-749, The Pentagon, Washington, DC 
20310; telephone: 202/697-7619. 

Record access procedures: 

Individuals desiring access to records in this system of records 
pertaining to them should write to the System. Manager, ATTN: 
DAPE-MPD-CD, Room 2C-749, The Pentagon, Washington, DC 
20310, furnishing full name, current address and telephone number. 
For personal visits, , individual must provide acceptable identification 
such as military identification card. 

Contesting record procedures: 

The Army's rules for contesting contents and appealing initial 
determinations are contained in Army Regulation 340-21 (32 CFR 
part 505). 

Record source categories: 

From the individual, relevant Army records and reports. 
Exemptions claimed for the system: , 
None. 

A0600-37bDAPE 

System name: 

Unfavorable-Information Files. 
System location: 

Primary records are located at the Department of the Army Suit- 
ability Evaluation Board, Office of the Deputy Chief of Staff for 
Personnel, The Pentagon, Washington, DC 20310. Segments of the 
system may exist at Suitability Evaluation Board at Major Army 
Commands. 

Categories of individuals covered by the system: 

Army personnel (active, reserve, National Guard) on whom unfa- 
vorable information has been discovered, considered, referred to indi- 
vidual, and disposed of, to include appeals and petitions for removal 
or transfer of such information, from the individual's performance 
record. 

Categories of records in the system: 
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Summary of unfavorable information, copy of letter of notification 
to individual, individual's response or appeal, summary of consider- 
ation of response or appeal, disposition determination, and voting 
record of Board members. 

Authority for maintenance of the system: 

10 U.S.C. 3012. 

Purpose(s): 

To record Board action and to provide pattern of subsequent 
unfavorable information. Information filed in the performance por- 
tion of the Official Military Personnel File is also used by Depart- 
ment of Army promotion/selection boards when the individual has 
been afforded due process. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievabiiity: 

By individual's surname. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel having official need therefor. Buildings housing records are 
secured at all times. 

Retention and disposal: 

Records are retained by the Suitability Evaluation Board for 20 
years, following which they are destroyed by shredding. 
System managers) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may inquire of the System Manager, 
ATTN: DAPE-MPD Inquirer should furnish his/her full name, 
SSN, sufficient details concerning time and place of event to ensure ' 
locating pertinent records, and signature. 

Record access procedures: 

Individuals seeking access should provide information specified in 
'Notification procedure'. 
Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-2 1 (32 CFR part 505). 6 

Record source categories: 

From the individual; Suitability Evaluation Board proceedings. 

Exemptions claimed for the system: 

None; 

A0600-55DAMO 

System name: 

Motor Vehicle/Equipment Operator Permit Files. 
System location: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. J e> * 

Categories of individuals covered by the system: 

Military and civilian personnel authorized to operate Government 
motor vehicles and/or certain categories of equipment such as gen- 
erators, air compressors, gas generators, construction equipment, ma- 
terials handling equipment, locomotives, guided missile hyrdraulic 
elevators, mobile floating assault bridges, fueled heaters and stoves, 
amphibious crafts, and mine detecting equipment. 

Categories of records in the system: 

Individual's permit (SF 46) or other authorization for operating 
vehicles or equipment such as enumerated in the preceding para- 
graph; register of such individuals; qualifications records; similar rele- 
vant documents and reports. 

Authority for maintenance Of the system: 

5 U.S.C. 301 and Executive Order 9397. 

Purpose(s):' 

To determine qualifications of the individuals and issue authoriza- 
tion for operation of Government motor vehicles and/or equipment. 



^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; cards. 
Retrievability: 

By individual's surname. . ' 
Safeguards: 

Records are maintained in secured areas/cabinets accessible only to 
designated officials having need therefor in the performance of their 
duties. 

Retention and disposal: 

Destroyed 3 years from date of issue or earlier if revoked by 
proper authority. 
System managerCs) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Motor Vehicle/Equipment Examiner or Provost Marshal at the 
installation where permit or authorization was issued. 

Individual should provide the full name. Social Security Number, 
and other information verifiable from the record itself." 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Motor 
Vehicle/^Equipment Examiner or Provost Marshal at the installation 
where permit or authorization was issued. 

Individual should provide the full name, Social Security Number, 
and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing intitial determinations are contained in Army Regulations 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; Army records and reports. 

Exemptions claimed for the system: 

None. 

A0600-85DAPE 

System name: 

Alcohol and Drug Abuse Rehabilitation Files. . 
System location: 

Primary location: Alcohol and Drug Abuse Prevention and Con- 
trol Program (ADAPCP) rehabilitation/counseling facilities (e.g., 
Community Counseling Center/ADAPCP Counseling Facilities) at 
Army installations and activities. Official mailing addresses are pub- 
lished as an appendix to the Army's compilation of record system 
notices. 

Secondary location: U.S. Total Army Personnel Command, Per- 
sonnel Information Systems Command (ASQNI-ASM), 200 Stovall 
Street, Alexandria, VA 22332-0310. 

Categories of individuals covered by the system: 

Any individual (military, civilian, family member) who is eligible 
for care, is referred to and enrolled in the ADAPCP for rehabilita- 
tion, pursuant to Army Regulation 600-85. 

Categories of records in the system: 

Primary location: Copies of patient intake records, progress re- 
ports, psychosocial histories, counselor observations and impressions 
of petient's behavior and rehabilitation progress, copies of medical 
consultation and laboratory procedures performed, results of bio- 
chemical urinalysis for alcohol/drug abuse, and similar or related 
documents. 

Secondary location: Copies of patient intake records (DA Form 
^65Xj5rogress reports (DA Form 4466), ad demographic compos- 
Authority HH^tenance of the system: 
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10 U.S.C 3012; 42 U.S.C. 290dd-3 and 290ee-3; and Executive 
Order 9397. 

Purpose(s): 

To identify alcohol and. drug abusers and either restore such per- 
sons to effective duty or identify rehabilitation failures for separation 
from government service. At the primary location, information is 
used to treat, counsel, and rehabilitate individuals who participate in 
the Alcohol and Drug Abuse Prevention and Control Program., At 
the secondary location, client intake and progress reports are used to 
provide essential management and. statistical information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices do not apply to this 
record system. ' • 

The Patient Administration Division at the medical treatment facil- 
ity with jurisdiction is responsible for the release of medical informa- 
tion to malpractice insurers in the event of malpractice litigation or 
prospect thereof. . j 

Information is disclosed only to the following persons/agencies: 

To health care components of the Veterans Administration furnish- 
ing health care to veterans. 

To medical personnel to the extent necessary to meet a bona fide 
medical eniergency. ' . J. 

To qualified personnel conducting scientific research, audits, or' 
program evaluations, provided that a patient may hot be identified in 
such reports, or his or her identity further disclosed by such person- 
nel. V 

In response to a court order based on the showing of good cause 
in which the need for disclosure and the public's interest is shown to 
exceed the potential harm that would be incurred by the patient, the 
physician-patient relationship, and the Army's treatment program. 
Except as authorized by a court order, no record may be used to 
initiate or substantiate any criminal charges against a patient oir to 
conduct any investigation of a patient. • 

Note: Records of identity, diagnosis, prognosis, or treatment of 
any client/patient, irrespective of whether or when he/she ceases to 
be a client/patient, maintained in connection with the performance of 
any alcohol or drug abuse prevention and treatment function con- 
ducted, requested, or directly or indirectly assisted by any depart- 
ment or agency of the United States, shall, except as provided there- 
in, be confidential and be disclosed only for the purposes "and under 
circumstances expressly authorized in 42 U.S.C. 290dd-3 and 290ee- 
3. These statutes take precedence over the Privacy Act of 1974 to 
the extent that disclosure is more limited. However, access to the 
record by the individual to whom the record pertains is governed by 
the Privacy Act. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Primary location: ADAPCP Outpatient Medical Records in file 
folders at Alcohol and Drug Abuse Prevention and Control Program 
facilities are maintained for 1 year following termination of treatment 
or referral (if not enrolled). Selected forms are transferred to individ- 
ual's health record or Outpatient Treatment Record. • 

Secondary location: Patient .intake and progress reports are stored 
in locked file cabinets. Computer data are entered on line at U.S. 
Army Drug and Alcohol Operations Agency (US AD AO A), 4501 
Ford Avenue, suite 320, Alexandria, VA 22302-1435 and . transferred 
to magnetic, disk or tape at. U.S. Army Personnel Information Sys- 
tems Command, Alexandria, VA. 

Retrievability: 

Primary location: Alphabetically by individual's surname. Second- 
ary location: By patient's Social Security Number or identification 
code, date and installation, where individual was in the Alcohol and 
Drug Abuse Prevention and Control Program. , , 

Safeguards: 

Primary location: Records are maintained in central storage areas 
in locked file cabinets where access is restricted to authorized per- 
sons having an official need-to-know. 

Secondary location: Manual records are stored in locked file cabi- 
nets. Automated records are maintained in random access mode in 
controlled access areas Data are processed in batch mode and are 
subjected to standard executive and system control programs plus the 
audit/edit ancl data base management system designed by the U.S. 
Army Personnel Information. Systems Command. 

Retention and disposal: 

Primary location: Records are destroyed 1 year after termination 
of the patient's treatment, unless the Army Medical " Department 



Activity /Facility commander authorizes retention for an additional 6 
months. . 

Secondary location: Manual records are retained up to 18 months 
or until information taken therefrom and entered into computer 
records is transferred to the "history" file, whichever is sooner. 
Disposal of manual records is by burning or shredding. Computer 
records are retained permanently for historical and/or research pur- 
poses. 

System manager(s) and address: 

The Deputy Chief of Staff for Personnel, Headquarters, Depart- 
ment of the Army (DAPE-PMH-H), The Pentagon, Washington, 
DC 20310-4000. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
either the commander of the medical center/medical department 
activity where treatment was obtained or the U.S. Army Drug and 
Alcohol Operations Agency (USADAOA), 4501 Ford Avenue, suite 
320, Alexandria, VA 22302-1435. Official mailing addresses are pub- 
lished as an appendix to the Army's compilation of record system 
notices. 

Individual should provide the full name. Social Security Number, 
date of birth, current address and telephone number, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to either the 
commander of the medical center/medical department activity where 
treatment was obtained or the U.S. Army Drug and Alcohol Oper- 
ations Agency (USADAOA), 4501 Ford Avenue, suite 320, Alexan- 
dria, VA 22302-1435. Official mailing addresses are published as an 
appendix to the Army's copilation of record system notices. 

Individual should provide the full name. Social Security Number, 
date of bii'th, current address and telephone number, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations' by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part' 505; or may be obtained from the .system manager. 

Denial to amend records in this system can be made only by the 
Deputy Chief of Staff for Personnel in coordination with The Sur- 
geon General. 

Record source categories: 

From the individual by interviews and history statement; abstracts 
or copies of pertinent medical records; abstracts from personnel 
records; results of Jests; physicians' notes, observations of client's 
behavior; related notes, papers, and forms from counselor, clinical 
director, and/or commander. 

Exemptions claimed for the system: 

None. 

A0600-200TAPC 

System name: 

Classification, Reclassification, Utilization of Soldiers. 
System location: 

U.S. Total Army Personnel Command, 200 Stovall Street,. Alexan- 
dria, VA 22332-0400. 

Categories of indiyiduals covered by the system: 

Current and former Army members in enlisted grades El through 
E9. 

Categories' of records in the system: 

File contains name, Social Security Number, grade, military occu- 
pational specialty (MOS), evaluation test data, Enlisted Evaluation 
Report data, and additional information substantiating the soldier's or 
Army's request for exception to or interpretation of regulatory guid- 
ance for the classification, reclassification or utilization of soldiers. 

Authority for maintenance of the system: 

5 U.SiC. 301; 10 U.S.C. 3013; and Executive Order 9397. 

Purpose(s): 

To perform the objective of maintaining a- balance of authorization 
versus requirements by military occupational specialty within each 
career management field. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
■ None. . . ' . 
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Policies and practices for storing;- retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individuaPs surname. 

Safeguards: 

Records are accessed only by designated officials having official 
need therefore in the performance of official duties. Building housing 
records are protected by security guards. 

Retention and disposal: 

Destroyed after 2 years by shredding. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command. ATTN: 
TAPC-EP, 200 Stovall Street. Alexandria, VA 22332->0400. 

Individual should provide the full name, Social Security Number, 
current address, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-EP, 200 
Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
current address, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealmg initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; Army personnel records and reports. 

Exemptions claimed for the system: 

None. 

A0601-100TAPC 

System n^e: 
Officer Appointment Files. 
System location: 

Primary system exists at the U.S. . Total Army Personnel Com- 
mand, 200 Stovall Street, Alexandria, VA 22332-0400. Segments 
exist at Army installations and commands. Official mailing addresses 
are published as an appendix to the Army's compilation of record 
systems notices. 

Categories of individuals covered by the system: 

Applicants for appointment in the U.S. Army or U.S. Army Re- 
serves. 

Categories of records in the system: 

Individual applications for appointment as a warrant or commis- 
sioned officer, evaluation, reports, supplemental information regarding 
qualifications, notification of acceptance/rejection and similar rele- 
vant documents and reports. 

Authority for maintenance of the system: 
5 U.S.C. 301 and Executive Order 9397. 
Purpose(s): 

To determine acceptability of applicants into the Army officer 
ranks. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; microfiche. 

Retrievability: 

By individual's surname. 

Safeguards: 



Records are maintained in controlled areas accessible only to des- 
ignated individuals having official need therefor in the performance 
of their duties. 

Retention and disposal: 

Records are destroyed after 1 year. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should, address written inquiries to 
the Army installation in which application was sent or to the Com- 
mander, U.S. Total Army Personnel Command, ATTN: TAPC-OP, 
200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
date of application, place to which sent, and any o.ther information 
that will assist in locating the record. 

Record access procedures: 

Individuals seeking access to records about themselves containeid in 
this record system should address written inquiries to the Army 
installation in which application was sent or to the Commander, U.S. 
Total Army Personnel Command, ATTN: TAPC-OP, 200 Stovall 
Street, Alexandria, VA 22332-0400. 

Individual should provide the full name. Social Security Number, 
date of application, place to which sent, and any other information 
that will assist in locating the record. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; extracts from personnel records; forms, docu- 
ments, and related papers originated by or received in Army offices. 
Exemptions claimed for the system: 
None. 

A0601-141DASG 

System name: 
Army Medical Procurement Applicant J^iles. 
System location: 

Primary system exists at the U.S. Army Health Professional Sup- 
port Agency, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 
Segments are located at Army Medical Department Procurement 
Counselor field offices. Official mailing addresses are published as an 
appendix to the Army's compilation of record systems notices. 
Categories of individuals covered by the system: , 
Potential applicants for the Army Medical Department procure- 
ment programs, to include applicants for appointment in the Regular 
Army and U.S. Army Reserve. 

Categories of records in the system: 

Interview sheets, counselor evaluations, resume, Curriculum Vitae, 
autobiography, letters of recommendation, selection/non-selection 
letters. Special Orders, correspondence to, from, and about applicant; 
Selection Board/Committee results. Statement of Interests, Objec- 
tives and Motivation, Letter of Appointment, service agreement. 
Application for Appointment (DA Form 61). professional degrees, 
license certifications, quality assurance, documents, prior service 
records, physical, and birth certificate. 

Authority for maintenance of the system: 

10 U.S.C. 3013 and 4301 and Executive Order 9397. 

Purpose(s): 

To evaluate an applicant's acceptability and potential for appoint- . 
ment in a component of the Army Medical Department; to evaluate 
qualifications for assignment to various career areas; to determine 
educational and experience background for award of constructive 
service credit; to determine dates of service arid seniority; to docu- 
ment service agreement with the U.S. Army; to provide, statistical 
information for effective management of the Army Medical Depart- 
rnent Personnel Procurement Program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning bf. the 
Army's compilation of record systems notices apply to this system. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By applicant's surname. 
Safeguards: 

Records are restricted to designated officials having need therefor 
in the performance of official duties. 
Retention and disposal: 

Records of selected applicants are held for 10 years before being 
destroyed by shredding; those for applicants not selected are held 2 
years and then destroyed. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Health Professional Support Agency^ 
5109 Leesburg Pike, Falls Church, VA 22041-3258. 

For verification purposes, the individual should provide the full 
names. Social Security Number, sufficient details to permit locating 
pertinent records, and signature. ^ 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Health Professional Support Agency, 5109 Leesburg 
Pike, Falls Church, VA 22041-3258. 

For verification purposes, the individual should provide the full 
nariie, Social Security Number, sufficient details to permit locating 
pertinent records, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the indi\ 'dual; academic transcripts; faculty evaluations; em- 
ployer evaluations; military supervisor evaluations; American Testing 
Program; Educational Testing Service; selection board/committee 
records; prior military service records. 

Exempitions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k) (5) as 
applicable. . 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 505. For additional information contact 
the system manager. 

A0601-210TAPC 

System name: 

Eligibility Determination Files. 
System location: 

U.S. Army Enlistment Eligibility Activity, 9700 Page Boulevard, 
St. Louis, MO 63132-5200. 

Categories of individuals covered by the system: 

Applicants for enlistment who require a waiver for adult felony; 
soldiers requesting continuation on active duty who require waiver 
of certain disqualifications pursuant to Army Regulation 601-210. 

Categories of records in the system: 

File contains requests for enlistment eligibility or waiver of dis- 
qualifications for enlistment/reenlistment, requests for grade determi- 
nation, documents reflecting determinations made thereon, copies or 
extracted items from basic records, transniittals, and suspense docu- 
ments needed to assure that requests are acted upon in a timely 
manner, 

Anthority for maintenance of the system: 

10 U.S.C. 333 and Executive Order 9397. 
Purpose(s): 

To evaluate waiver requests, determine appropriate action and 
render decision, pursuant to Army Regulations 601-210, Regular 
Army and Army Reserve Enlistment Program, and 601-280, Army 
Reenlistment Program. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. . 

Safeguards: 

Records are maintained in areas accessible only to properly 
cleared, trained, and authorized personnel. Records are in a building 
secured during non-duty hours.* 

Retention and disposal: 
. Destroyed after 1 year by shredding. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address written inquiries to 
the Commander, U.S. Army Enlistment Eligibility Activity, 9700 
Page Boulevard, St. Louis. MO 63132-5200. 

Individual should provide the full name. Social Security Number, 
date of separation and service component, if applicable, current ad- 
dress and telephone number, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Enlistment Eligibility Activity, 9700 Page Boulevard, 
St. Louis, MO 63132-5200. 

Individual should provide the full name. Social Security Number, 
date of separation and service component, if applicable, current ad- 
dress and telephone number, and signature. 

Contesting record procedures: 

The Army's rule for accessing records, oontesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, official'military personnel records; investiga- 
tive/security dossiers; medical evaluations; Army records and re- 
ports. 

Exemptions claimed for the system: 

None. 

A0601-21OTAPE 

System name: 

Army Recruiting Prospect System. 
System location: 

Army recruiting stations, brigades, and divisions; addresses may be 
obtained from the Commander, US Army Recruiting Command, Ft 
Sheridan, IL. Enlistment inquiries generated by public advertising 
and follow-up data are maintained by Army contractor Market Com- 
pilation and Research Bureau, Inc. 

Categories of individuals covered by the system: 

Prospects for Army enlistment, individuals who have asked to be 
excluded from Army promotional mailing, third parties who refer 
names of prospects to recruiters or who are influential in the recruit- 
ing effort. 

Categories of reccwds in the system: 

Name, SSN, home address and telephone number, schools attend- 
ed, arrest record; names and addresses of prospective enlistee. On 
acceptance, applicant's record includes information furnished by the 
Military Enlistment Processing Command reflecting exaimination re- 
sults. Also included are name, address and/or telephone number of 
third parties who are influential in the recruiting program, e.g., city/ 
state officials. Chamber of Commerce members, university/college/ 
high school staff and faculty. 

Authority for maintenance of the system: 

10 u s e 503, 504, 510 and 3012.. 

Pnrpose(s): 

These records are used by the Department of the Army: (I) To 
review an individual's potential for enlisting; (2) to obtain school 
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quotas for potential enlistee's skills/ educational/assignment prefer- 
ences and objectives; (3) to monitor recruiter performance; (4) for 
personnel management, statistical, and historical reports. 

Routine uses of records maintained in the system, including categp- . 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' set forth at the beginning of the Army*s 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records, cards, magnetic tapes, mini-diskettes/discs. 
RetrieTability: 

By name or SSN of the prospective enlistee, inquirer, recruiter, or 
third party referring agent. 
Safeguards: 

Information in this system is maintained in locked storage areas 
available only to designated individuals having need therefor in the 
performance of official duties. Personal information on prospects 
which is entered into the Joint Optical Information Network - a 
stand-alone data processor - restricts access to specially assigned 
recruiter ID/program codes. Administrative, physical and technical 
safeguards employed by the Recruiting Command and its contractor 
are commensurate with the sensitivity of personal data to ensure 
preservation of integrity and to preclude unauthorized use/disclosure. 

Retention and disposal: 

Information furnished by a prospective enlistee is retained until 3 
months following end of enlistee's initial term of service, after which 
it is destroyed or erased; information concerning individuals who 
provide names of prospects is retained until no longer needed; infor- 
mation on prospects not enlisted is destroyed/erased at the end of 
each calendar year following that in which collected. 

System manager(s) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals wishing to inquire whether this system contains infor- 
mation about them should write to the commander of the recruiting 
station to which information was provided, or to the Commander, 
US Army Recruiting Command, Ft Sheridan, IL 60037. Individual 
must provide full name, SSN, details that will assist in locating the 
records, and signature. . 

Record access procedures: 

Individuals seeking access to information from this system should* 
furnish information in 'Notification procedure' above. 
Contesting record procedures: 

The Army's rules for acces rules for access to records and for 
contesting contents and appealing initial determinations are contained, 
in Army Regulation 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, high school officials/yearbooks/directories, 
law enforcement agencies, third parties who provide prospect leads, 
relevant Army records/reports, influential community officials. 

Exemptions claimed for the system: 

None. 

A0601-210aUSAREC 

System name: 

Enlistment Eligibility Files. 
System location: 

US Army Recruiting Command, Ft Sheridan, IL 60037. 

Categories of individuals covered by the system: 

Applicants for the Regular Army who have requested a waiver of 
moral eligibility for a juvenile or adult felony; determination of 
medical/Military Occupational Specialty qualifications, determination 
of Stripes for Skills qualification; exceptions to policy; determination 
of enlistment eligibility, and prior service personnel requesting a 
mental retest. 

Categories of records in the system: 

Individual's request, evaluation documents, decisions, replies con-, 
cerning approval/disapproval. 
' Authority for maintenance of the system: 

10 U.S.C. 504, 505, 510, and 3012. 

Purpose(s): 

To make determinations on the moral, medical, and administrative 
waivers of applicants for the Regular Army. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are accessed only by designated individuals having official 
need therefor in the performance of assigned duties. 

Retention and disposal: 

Destroyed after 2 years, by shredding. ' 
System manager(s) and address: 

Commander, US Army Recruiting Command, Ft Sheridan, IL 
60037. 

Notification procedure: 

Individuals wishing to know whether or not information on them . 
is contained in this system of records should write to the System 
Manager, ATTN: USARCRM-M, furnishing full name, Military 
Status, current address and telephone number, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write as indicated in 'Notification procedure', furnishing information 
specified therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
' and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 
Record source categories: 

From the individual, employers, probation officials, law enforce- 
ment officials, school officials, personal references, transcripts, medi- 
cal records, Army records and reports. 

Exemptions claimed for the system: 

All portions of this system of records which fall within 5 U.S.C. 
552a(k)(5) are exempted from subsection (d) of 5 U.S.C. 552a. 

A0601-210bUSAREC 

System name: 

Recruiter Impropriety Case Files. 
System location: 

US Army Recruiting Command, Ft Sheridan, IL. Segments exist 
at recruiting brigades and divisions, the addresses of which may be 
obtained from the System Manager. 

Categories of individuals covered by the system: 

Recruiters against whom improprieties or irregularities have been 
alleged. 

Categories of records in the system: 

Recruiter's name, SSN, duty station; report of alleged impropriety 
or misconduct; report of investigation; findings, recommendations; 
decisional documents; resultant personnel actions; similar relevant 
documents. 

Authority for maintenance of the system: 

10 U.S.C. 3012. 
Purpose(s): 

To review recruiter improprieties and determine appropriate and 
necessary action, including reassignment, MOS reclassification, and/ 
or disciplinary measures. Statistical information is used as a basis for 
modifying recruiting policies and practices. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

• Paper records in file cabinets. 
Retrievability: 

By surname of person against whom allegations have been made. 
Safeguards: 
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Records are maintained in secured areas accessible only to desig- 
nated individuals having official nfeed therefor, within buildings pro- 
tected by security guards. 

Retention and disposal; 

Records at the US Army Recruiting Command are destroyed after 
3 years; those at recruiting brigade and division levels are destroyed 
after 2 years. 

System manager(s) and address: 

Commander, US Army Recruiting Command, Ft Sheridan, IL 
60037. 

Notification procedure: 

Individuals wishing to know whether or not information on thcim 
exists in this System of records may write to the System Manager. 
Individual should furnish full name, address and telephone number, 
• military status, sufficient details concerning the event or incident to 
permit locating the records, and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write as indicated in 'Notification procedure', furnishing information 
specified therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regulia- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From US Army Criminal Investigation Command! reports of inves- 
tigation; other Army records and repbrts. 
Exemptions claimed for the system: 

None. 

A0601-222USlViEPCOM 
System name: ■ ■ \ 

ASVAB Student Test Scoring and Reporting System. 
System location: 

Primary System is located at the U.S. Military Entrance Process- 
ing Command, 2500 Green Bay Road, North Chicago, IL 60064- 
3094. Segments exist at Military Entrance Processing Stations 
(MEPS), participating school systems; state departments of , educa- 
tion/ testing agencies; Air Force Human Resources Laboratory, 
Brooks Air Force Base, TX 78236; Defense Manpower Data Center, 
Monterey, CA 93940; all service recruiters/recruiting commands. 

Categories of individuals covered by the system: 

High School, job corps, college, and other students who have been 
administered the student version of the Armed Services Vocational 
Aptitude Battery (ASVAB). 

Categories of records in the system: . 

Individual's name,' SSN, address and telephone number, date of 
birth, sex, ethnic group identification,; grade; booklet number of 
ASVAB test, individual's plans after graduation, and individual item 
responses to each of )the 10 ASVAB subtests. 

Authority for maintenance of the system: ' < 

10 U.S.C. 133 and 3012, E.O. 9397. 

Purpose(s): r 
To compute and furnish test score products for career/vocatipnal 
guidance and group assessment of aptitude test perforinance; to estab- 
lish eligibility for enlistment and verify enlistment and placement 
scores and retest eligibility; for marketing evaluation, assessment of 
manpower trends and characteristics; and related statistical studies 
and reports. 

Routine -uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' 
, See 'Blanket Routine Uses' set forth at the b^eginning of the Army's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ^ . ^ . 

Microfiche, optical mark sense answer sheets, computer niagnetic 
tapes. : ,-. , 

Retrievability: 

By individual's name and Social Security Number (SSN). 
Safeguards: 

Records are maintained in locked rooms or filing cabinets, accessi- 
ble only to authorized personnel having need therefor in the perform- 
ance of official duties.' Information in automated media is further 
protected by user identification and manual controls . 



Retention and disposal: 

Records are maintained fbi- 2 years from the date the Armed 
Services Vocational Aptitude Battery (ASVAB) is administered. Re- 
«'='^rchdita maniained by contractors for longer periods require seg- 
regation of personal identifying information and test score data, with 
analyses performed using only summary statistics. Personal identify- 
ing iformation is also erased from data residing at the Defense Man- 
power Data Center. , , 

System manager(s) and address: 

Commander, US Military Entrance Processing Command, 2500 
Green Bay Road, 
Notification procedure: 

Information may be obtained from the Military Entrance Process- 
ing Stations (MEPS). Individual should provide his/her fiill name, 
SSN, date tested, address at the time of testing, and signature. 

Record access procedures: . 

Individuals desiring access to records about . themselves in this 
system should inquire of the MEPS providing information specified 
in 'Notification procedure'. r . 

Contesting record procedures: * ' 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual; ASVAB tests. 

Exemptions claimed for the system: 

Portions of this system which, fall within the purview, of 5 U.S.C. 
552a(k)(6) are exempt from subsection (d) of 5 U.S.C. 552a. 

A0601-270USMEPCOM 

System name: 

U.S. Military Entrance Processing Reporting System. 
System location: 

Primary system is located at the U.S. Military Entrance Processing 
Command (USMEPCOM), 2500 Green Bay Road, North Chicago, 
IL 60064-3094. Segments exist at 71 Military Entrance Processing 
Stations (MEPS) in the United States, Alaska, Puerto Rico, Hawaii 
and Guam. Official mailing addresses are published as an appendix to 
the Army's compilation of record system notices. 

Categories of individuals covered by the system: 

All individuals who report to a Military Entrance Processing :.Sta- 
tion to be aptitudinally tested and/or physically exaniined tp deter- 
mine their fitness for entry into one of the Armed Services. 

Categories of rcords in the system: 

•Various personnel data, such as individual's name, SSN, date and 
place of birth, home address and telephone number, results of apti- 
tude tests, physical examination, and relevant documentation con- 
cerning individual's acceptance/rejection for military service. 

Authority for maintenance of the system: 

10. U.S.C. 505 and 511; 50 U.S.C 451-473; and Executive Order 

9397. 

Purpose(s); 

To determine qualifications of applicants for the Armed Forces 
through aptitude testing, medical examination, and administrative , 
processing. 

To determine patterns and trends in the military population, and 
for statistical analyses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes, of such iises: . 

Information is disclosed to the Selective Service System (SSS) to 
update the SSS registrant data base. Information may alsb be dis- 
closed to local and. state Government agencies for compliance with 
laws and regulations governing control of communicable diseases and 
to National Guard for performance of its. duties. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: , . . 
Storage: - • 

Paper records, magnetic tapes/discs. 
Retrievability: 

By Social Security Number and by name. 
Safeguards: 
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All data are retained in locked rooms/compartments with access 
limited to personnel designated as having official need therefor. 
Access to computerized data is by use of a valid user ID and 
password code assigned to the individual video display terminal 
(VDT) operator. Code is changed periodically to avoid compromise. 
Data entry is accomplished via VDT on-line with each station*s 
central processor. Data is transmitted to the host computer daily via 
telephonic communications. Physical access to computer files is con- 
trolled by keys known only to USMEPCOM personnel assigned to 
data base management. 

Retention and disposal: 

Each Military Entrance Processing Station . retains a copy of Re- 
porting System Source Documents for each enlistee for 90 days after 
shipment. For all other applicants, each station retains, if applicable, 
a copy of the Report of Medical Examination with supporting docu- 
mentation, the Report of Medical History, and any other reporting 
system source documents, for a period not to exceed 2 years, after 
which they are destroyed. Originals or copies of documents are filed 
permanently in the Official Military Personnel Files for acceptable 
applicants and transferred to the gaining Armed Service. Information 
relating to individuals who become seriously ill or are injured while 
at the MEPS or were found disqualified for a condition considered 
dangerous to the individual's health if left. untreated are retained for 7 
years. 

System managers) and address: ' 

Commander, U.S. Military Entrance Processing Command, 2500 
Green Bay Road, North Chicago, IL 60064-3094. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Military Entrance Processing Command, 2500 
Green Bay Road, North Chicago, IL 60064-3094. 

Individual should provide the full name, Social Security Number, 
and military status or other information verifiable from the record 
iteself 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Military Entrance Processing Command, 2500 Green Bay 
Road, North Chicago, IL 60064-3094. 

Individual should provide the full name, Social Security Number, 
and military status or other information verifiable from the record 
itself 

On personal visits, individual should provide acceptable identifica- 
tion such as valid driver's license, employer identification card, build- 
ing pass, etc. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are pub- 
lished in the Department of the Army Regulation 340-21; 32 CFR 
part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, physicians, results of tests, federal/state/local 
law enforcement activities/agencies. 
Exemptions claimed for the system: 
None. 

A0601-280aTAPC 

System name: 

Qualitative Management Program Appeal File ' ' 

System location: 

U.S. Total Army Personnel Command 200, Stovall Street, Alexan- 
dria, VA 22332-0400. 

Categories of individuals covered by the system: 

Enlisted soldiers in grades E-5 through E-9 who have appealed 
Department of the Army imposed bars to reenlistment. 

Categories of records in the system: 

File contains name, Social Security Number, pay grade, date of 
rank, basic active service date, estimated termination of service, pri- 
mary and secondary military occupational specialties, bar to reenlist- 
ment letter/memorandum, appeal to bar to reenlistment and associat- 
ed documentation, final determination of appeal by Reenlistment Ap- 
peals Board, enlisted efficiency reports, selected data elements per- 
taining to service record of appellant and similar relevant documents. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C 3013; and Executive Order 9397. 

Purpose(s): 



Records in this system are used for the management of personnel, 
year group, and manpower, in order to retain quality soldiers in the 
Army. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. . 
Retrievability: 

By individual's name and Social Security Number. 
Safeguards: 

Records are protected by physical security devices, guards, and 
personnel clearances for individuals working with the system. 
Retention and disposal: 

Records are retained for duration of individual's current enlist-, 
ment. 

System manager($) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address! written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-PDT, 200 Stovall Street, Alexandria, VA 22332-0400. 

Individual, should provide the full name, Social Security Number, 
grade, and current address. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-PDT, 200 
Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
grade, and current address. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From Army records and reports; from appellant. 
Exemptions claimed for the system: 

None. ' { 

A0601-286bTAPC 

System name: 

Selective/Variable Reenlistment. Bonuses. . ^ 
System location: 

U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400. 
Categories of individuals covered by the system: 
Enlisted soldiers in grades El through E9. 
Categories of records in the system: 

Name, Social Security Number, grade, Military Occupational Spe- 
cialty, documentation substantiating service member's request for ac- 
celerated payment of Selective/Variable Reenlistment Bonuses 
(SRBA^RB) for severe financial hardship or compelling compassion- 
ate reasons, advisory recommendation for Army Board for Correc- 
tion of Military Records consideration, and similar relevant docu- 
ments. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397. 

Purpose(s): 

To determine; if service member is experiencing severe financial 
hardship so that compelling compassionate reasons exist warranting 
approval of accelerated payment of SRBA'^RB. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are maintained in areas accessible only to properly 
cleared, trained, and authorized personnel. Records are in a secured 
building during non-duty hours. 

Retention and disposal: 

Retained for 2 years and then disposed by shredding. 
System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the ■ Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-EP, 200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
and current address. 

Record access procedures: 

Individuals seeking. access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-EP, 200 
Stovall Street, Alexandria, V A 22332-0400. 

Individual should provide the full name, Social Security Number, 
and current address. 

Contesting record procedures: 

The Army's rule for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. ' . \ 

Record source categories: . 

From the individual, personnel records, other Army records and 
reports. 

Exemptions claimed for the system: 
None. ■ ' 

A0602DAPE-ARI 

System name: 

Behavioral and Social Sciences Research Project Files. 
System location: . ^ 

Army Research Institute for the Behavioral and Social Sciences, 
5001 Eisenhower Avenue, Alexandria, VA 22333-5600 and field of- 
fices located at Fort Benning, GA; Boise, ID; Fort Gordon, GX; 
Fort Huachuca, AZ; London, England; Mannheim, Germany; Naval 
Training Center, Orlando, FL; Falls Church, VA; Fort Hood, TX; 
Fort Knox, KY; Fort Leavenworth, KS; Presidio, of Monterey, CA; 
Fort Rucker, AL; and St. Louis, MO. Official mailing addresses are 
published as an appendix to the Army's compilation or record system 
notices. 

Categories of individuals covereci by the system: 

Current and former officer, warrant officer, -and enlisted military 
personnel, including Army Reservists and National Guard. 

Family members of the above service members. . 

Civilian employees of Department of Defense. 

Samples of civilians from the general U.S. population who are 
surveyed to determine why people do or do not consider military 
service as a career or a short-term employment option. 
. Categories of records in the system: 

Individual's name and Social Security Number, Army personnel 
records and questionnaire-type data relating to service member's pre- 
service education, work experience and social environment and cul- 
ture, learning ability, physical performance, combat readiness, disci- 
pline, motivation, attitude about Army life, and measiires of individ- 
ual and organizational adjustments; test results from Armed Services 
Vocational Aptitude Battery and Skill Qualification Tests. Also, indi- 
vidual's name and Social Security Number, and questionnaire type 
data relating to non-service member's education, work experience, 
motivation, knowledge of and attitude about the Army. When 
records show military service or marriage to a service member, the 
appropriate non-service records will be linked to the service record. 

Authority for maintenance of the system: 

10 U.S.C. 2358 and 4503, and Executive Order 9397. 

Purpose(s): 



To research human factors .inherent in the recruitment, selection, 
classification, assignment, evaluation, and training of military person- 
nel; to enhance readiness effectiveness of the Army by developing 
personnel management methods, . training devices, and testing of 
weapons methods and systems aimed at improved group perform- 
ance. (No decisions affecting an individual's rights or benefits are 
made using these research records). . . 

Routine uses of records maintained in the system; including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning 'of the^ 
Army's compilation of record system notices apply to this record 
system. . • 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: - 
, Storage: 

Paper records in file folders; punch cards; magnetic tape. . 
Retrievability: 

By individual's name and/or Social Security Number. For research 
purposes, the data are usually retrieved and analyzed with respect to 
relative times of entry into service, training performance, and demo- 
graphic values. Scheduled data for follow-up data collections howev- 
er, are retrieved by month of scheduled follow-up and by name. 

Safeguards: 

Access to records is .restricted to authorized personnel having 
official need therefor. Automated data are further protected by con- 
trolled system procedures and code numbers governing access. 

Retention and disposal: 

Information is retained' until completion of appropriate study or 
report, after which it is destroyed by shredding or erasing. 
System manager(s) and address: „ 

Commander, U.S. Army Research Institute for Behavioral and 
Social Sciences, ATTN: PERI-AS (Privacy Act Officer), 5001 Ei-. 
senhower Avenue, Alexandria, VA 22333-5600. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address \yritten inquiries to 
the Commander, U.S. Army Research Institute for Behavioral and 
Social Sciences, ATTN: PERI-AS (Privacy Act Officer), 5001 Ei^ 
senhower Avenue, Alexandria, V A 22333-5600. 

Individual should provide the full name, Social Security Number, 
current address, subject area, and the year of testing if known. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Research Institute for Behavioral and Social Sciences, 
ATTN: PERI-AS (Privacy Act Officer), 5001 Eisenhower Avenue, 
Alexandria, VA 22333-5600. 

Individual should provide the full name, Social Security Number, 
current address, subject area, and the year of testing if known. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained form the system manager. 

Record source categories: 

From the individual, his or her peers, or, in the case of ratings and 
evaluations, from supervisors. 

Exemptions claimed for tiie system: 
None. 

A0608TAPC 

System name: 

Personal Affairs Files. 

System location: ; . 

Decentralized to major commands, installations, and activities. Of- 
ficial mailing addresses ai-e published as an appendix' to the Army's 
compilation of record systems notices. 

Categories of individuals covered by the system: 

Army officers, warrant officers, and enlisted personnel on active 
duty. . : . 

Categories of records in the system: 

Third party inquiries pertaining to such matters as dependent as- 
sistance, indebtedness; non-support, paternity claims^ and marriage in 
overseas areas. 
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. Authority for maintenance of the system: 
10 U.S.C. 3013 and 5 U.S.C 301. 
Purpose(s): 

To review and answer inquiries concerning personal affairs of 
service members; e.g., dependent assistance, indebtedness, non-sup- 
port, paternity claims, marriage in overseas areas, and similar matters 
that originate from third parties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The **Blanket Routine Uses*' set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; cards. 
Retrievabiity: 

By service member's surname. 
Safeguards: 

Records are available only to designated persons having official 
need therefor in the performance of their duties. 
Retention and disposal: 

Retained for 2 years, after which they are destroyed by shredding. . 
System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the command/installation/activity where they believe inquiry was 
sent. . 

Individual should provide the full name, current address and tele- 
phone number, and sufficient details to permit locating the record. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the command/ 
installation/activity where they believe inquiry was sent. 

Individual should provide the full name, current address and tele- 
phone number, and sufficient details to permit locating the record. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager: 

Record source categories: 

From third parties, official Army records. 
Exemptions claimed for the system: 
None. 

A0608190-4DAMO 

System name: 
Trophy Firearm Registration. 
System location: 

Primary system is located at the Office of the Deputy, Chief of 
Staff for Operations and Plans, ATTN: DAMO-ODL, Headquarters, 
Department of the Army, Washington, DC 20310-0440. Copies of 
war trophy firearm registration records are maintained at respective 
offices of provost marshals initiating the record. 

Categories of individuals covered by the system: 

Members of the Armed Forces of the United States who acquire, 
during periods of hostilities, firearms approved for personal retention 
as war trophies. 

Categories of records in the system: 

Copy of DD Form 603, Registration of War Trophy Firearm; 
relevant supplementary correspondence or approvals. 
Authority for maintenance of the system: 
10 U.S.C. 3013(g) and Executive Order 9397. 
PurposeCs): 

To assure maintenance of records of service members' acquisition 
of fii-earms retained as war trophies is authorized within the meaning 
of the National Firearms Act and 18 U.S.C. 102. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



Information from this system may be furnished to the following 
agencies for investigation and prosecution for violations of the Na- 
tional Firearms Act: Federal Bureau of Investigation; Drug Enforce- 
ment Administration; US Customs Service; Bureau of Alcohol, To- 
bacco and Firearms; US District Courts; US Magistrates; local law 
enforcement agencies; and, in overseas areas, most government law 
enforcement agencies as prescribed in Status of Forces Agreements. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file cabinets. 

Retrievability: 

By owner's surname. 

Safeguards: 

Buildings employ security guards. Records are accessible only to 
authorized personnel having need therefor in the performance of 
their duties. 

Retention and disposal: 

Records are created at the onset of hostilities and retained in 
Headquarters, Department of the Army files until end of calendar 
year in which hostilities ceased; held 1 additional year or until ar- 
rangements are complete to transfer the records to Director, Bureau 
of Alcohol, Tobacco and Firearms, Department of Treasury, Wash- 
ington, DC 20226. 

System manager(s) and address: 

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO- 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Deputy Chief of Staff for Operations and Plans, ATTN: DAMO^ 
ODL, Headquarters, Department of the Army, Washington, DC 
20310-0440. 

Individual should provide the full name, Social Security . Number 
and other information verifiable from the record itself. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Deputy 
Chief of Staff for Operations and Plans, ATTN: DAMO-ODL, 
Headquarters, Department of the Army, Washington, DC 20310- 
0440. 

Individual should provide the full name. Social Security Number, 
and other information verifiable from the record itself.' 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual at time of registration. 

Exemptions claimed for the system: 

None. 

A0608-10CFSC 

System name: 
Child Development Services (CDS). ^ 
System location: 

Child Care Centers, Army-wide. Addresses may be obtained from 
the System Manager. 

Categories of individuals covered by the system: 

Any of the following who use Child Care Center services: Active 
duty and retired military personnel and their dependents; members of 
the Reserve components on active duty for training and their de- 
pendents; Department of the Army civilians overseas and their de- 
pendents overseas and in the Continental United States where local 
civilian resources are not available; and other designated personnel as 
determined by the commander. 

Categories of records in the system: 

Documents include, but are not limited to, parent's/guardian's 
name, grade or rank, SSN, home address and telephone number, duty 
address and telephone number; signature of parent/guardian for 
emergency notification; child's name, birthdate, medical information 
including allergies, immunization dates; remarks and observations by 
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Child Care Center employees, parents, or physician; and financial 
records. 

Authority for maintenance of the system:. 

10 U.S.C. 3012. 
Purpose(s): 

To provide child care service. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system may be disclosed to civilian health 
and welfare departments/agencies in emergency situations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card files; paper files in folders; magnetic tapes/discs. 
Retrievahility: 

By surname and/or SSN of parent or guardian. 
Safeguards: 

Records are accessible only to authorized personnel. Positive iden- 
tification and authorization to access data is established prior to 
releasing personal data to an individual. Computer systems/remote 
terminals are housed in designated controlled areas! . 

Retention and disposal: 

Records are destroyed after 2 years. Information may be trans- 
ferred from one Child Care Center to another upon transfer of child. 
System manager(s) and address: 

Commander, US Army Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0301. 
Notification procedure: 

Individuals wishing to know whether or not information on them 
is contained in this system of records should write to the Director,. 
Child Care Center at the installation where record is believed to 
exist. Individual must provide present name, rank, SSN, and proof of 
identification. 

Record access procedures: 

Individuals desiring access to i-ecords about themselves should 
address an inquiry as indicated in ^Notification procedure*, providing 
information specified therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determination are contained in Army Regulation 
340-21 (32 CFR part 505); 

Record source categories: 

From the individual receiving service and reports. 

Exemptions claimed for the system: 

None. 

A0608-18DASG 

System name: 

Family Advocacy Case Management Files. 
System location: 

Primary location is Commanders, U.S. Army Patient Administra- 
tion Systems and Biostatistics Activity, ATTN: HSHI-QPD, Fort 
Sam Houston, TX 78234-6070. 

Secondary location is Office of the Surgeon General, Headquar- 
ters, Department of the Army, ATTN: SGPS-CP, 5109 Leesburg 
Pike, Falls Church, VA 22041-3258; U.S. Army medical treatment 
facility and/or office on post, camp, or station where file was initiat- 
ed or, in some cases, subsequently transferred upon reassignment of 
military member. 

Categories of individuals covered by the system: 

AH family members entitled to care at Army medical and dental 
facilities whose abuse or neglect is brought to the attention of appro- 
priate authorities and all persons suspected of abusing or neglecting 
such family members. 

All family members of Department of the Army civilians' who 
receive care in an Army operated or Army regulated activity. 

All persons suspected of abusing or neglecting family members 
including contractors that work in Army operated or Army regulat- 
ed activities. 

Categories of records in the system: 

Medical and Family Advocacy Case Management Team records of 
suspected or established cases of child abuse or neglect and cases of 
spouse abuse to include child abuse occurring in Army operated or 
regulated activities, extracts of law enforcement investigative reports, 



correspondence, family advocacy case management team reports, 
follow-up and evaluative reports, and other supportive data relevant 
to individual family advocacy case management files. , 
Authority for maintenance of the system: 

Child Abuse Prevention and Treatment and Child Abuse Preven- 
tion and Treatment and Adoption Program Reform Acts, 42 U.S.C. 
5101, et seq; 5 U.S.C. 301, and 10 U.S.C. 3013 and Executive Order 
9397. 

Purpose(s): 

To provide child abuse and neglect treatment services for abused 
and abusive spouses. Services include mental health, education, coun- 
seling, health care, protection, foster care, safe shelter, legal and 
referral for members and former members of the uniformed services, 
civilians, and dependents receiving care under Army auspices or in 
an Army regulated or operated facility. 

To determine qualifications and suitability of Department of the 
Army civilians and contractors for duty assignments and fitness or 
continued military services. ; 

To perform research studies and compile statistical data concerning 
uniformed services personnel, civilians, and dependents receiving 
medical care under Army auspices, or services through ah Army 
operated or regulated activity. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to departments and agencies of the 
Executive Branch of government in performance of their official 
duties relating to coordination of family advocacy programs, medical 
care and research concerning child abuse and neglect, and spouse 
abuse. 

The Attorney General of the United States or his authorized repre- 
sentatives in connection with litigation or other matters under the 
direct jurisdiction of the Department of Justice or carried out as the 
legal representative of the Executive Branch agencies. 

To federal, state, or local governmental agencies when it is deemed 
appropriate to use civilian resources in counseling and treating indi- 
viduals or families involved in child abuse or neglect or spouse abuse; 
or when appropriate or necessary to refer a case to civilian authori- 
ties for civil or criminal law enforcement; or when a state, county, or 
municipal child protective service agency inquires about a prior 
record of substantiated abuse for the purpose of investigating a sus- 
pected case of abuse. 

To the National Academy of Sciences, private organizations and 
individuals for health research in the interest of the Federal govern- 
ment and the public and authorized surveying bodies for professional 
certification and accreditation such as Joint Commission on the Ac- 
creditation of Health Care Organizations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, microfilm, magnetic tape or disc, 
punched cards, machine listings, and other computerized or machine 
readable media. 

Retrievahility: 

By name of the suspected abused child or the abused or abusive 
spouse, parent, or care taker and the name and/or Social Security 
Number, of the military member. (Information is never indexed by 
the name or Social Security Number of any other person not an 
Army employee or member.) ^ 

Safeguards: ^ 

Records are maintained in various kinds of filing equipment in 
specified monitored or controlled areas. Public access is not permit- 
ted. Records are accessible only to authorized personnel who are 
properly screened and trained, and have an official need to know. 
Computer terminals are located in supervised areas with access con- 
trolled by password or other user code system. 

Retention and disposal: 

Records are retained in decentralized office files for 5 years after 
the end of the year in which the case is closed and are then de- 
stroyed. Statistical data from DD Form 2486 in the central registry 
at the primary location are retained until the child is age 23 after 
which information is erased/destroyed; information on adults is re- 
tained for 5 years after the end of the year in which the case was 
closed and is then erased. 
. System manageKs) and address: 

Office of the Surgeon General, Headquarters, Department of* the 
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. 

Notification procedure: 



DEFENSE DEPARTMENT 



123 



Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the medical center or hospital where treatment 
was received, or the Central Registry at the U.S. Army Patient 
Administration Systems and Biostatistics Activity, ATTN: HSHI- 
QPD, Fort Sam Houston, TX 78234-6070. Official mailing addresses 
are published as an appendix to the Army's compilation of record 
systems notices. 

For verification purposes, the individual should provide the full 
name, Social Security Number of the patient's sponsor, and current 
address, date and location of treatment, and any details that will 
assist in locating the record, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the commander 
of the medical center or hospital where treatment was received, or 
the Central Registry at the U.S. Army Patient Administration Sys- 
tems and Biostatistics Activity, ATTN: HSHI-QPD, Fort Sam Hous- 
ton, TX 78234-6070. Official mailing addresses are published as an 
appendix to the Army's compilation of record systems notices. 

For verification purposes, the individual should provide the full 
name, Social Security Number of the patient's sponsor, and current 
address, date and location of treatment, and any details that will 
assist in locating the record, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the concerned individual 
are published in the Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, educational institutions, medical institutions, 
police and investigating officers, state and local government agencies, 
witnesses, and records and reports prepared on behalf of the Army 
by boards, committees, panels, auditors, etc. Information may also 
derive from interviews, personal history statements, and observations 
of behavior by professional persons (i.e., social workers, physicians, 
including psychiatrists and pediatricians, psychologists, nurses, and 
lawyers). 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k) (2) and 
(5) as applicable. 

An exemption rule for this system has, been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c), and 
(e) and published in 32 CFR part 505. For additional information 
contact the system manager. 

A0608-25CFSC 

System name: 
Army Retirement Services Program Files. 
System location: 

Community and Family Support Center, 2461 Eisenhower Avenue, 
Alexandria, VA 22331-0500. Segments of this system exist at Head- 
quarters, U.S. Army Forces Command, Fort McPherson, Ga; U.S. 
Army Training and Doctrine Command, Fort Monroe, VA; Head- 
quarters, Military District of Washington; and installations operating 
retiree councils. Official mailing addresses are published as an appen- 
dix to the Army's compilation of record systems notices. 

Categories of individuals covered by the system: 

Retired Army personnel who have been nominated to serve and 
those who have been nominated and appointed to serve on the Chief 
of Staff, Army Retiree Council. 

Categories of records in the system: 

Retiree's name, grade, retirement class/date/code. Social Security 
Number, branch of service, date of birth, component, years of serv- 
ice, percentage of disability, sex, and home address; biographical 
sketch of retirees seeking appointment to the Chief of Staff, Army 
Retiree Council, comprising much of the above information and 
supplemented by description of involvement in military and civic 
affairs since retirement, statement of willingness to serve pursuant to 
Army Regulation 608-25, Retirement Services Program, correspond- 
ence between Army and applicant regarding acceptance/non-selec- 
tion, active duty training orders; and similar relevant documents. 

Authority for maintenance of the system: 

Title 10 U.S.C. 1588 and 3966. 

Purpose(s): 

To provide the Active Army with insight into problems and needs 
of the retirees. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ''Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system.' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Information is accessed only by individuals having official need 
therefore, within buildings protected by security guards during non- 
duty hours. 

Retention and disposal: 

Paper files containing names and addresses of retirees are updated 
periodically to reflect current information; information is retained 
until no longer needed. Correspondence and documents related to 
the Chief of Staff, Army Retiree Council are retained 5 years, fol- 
lowing which they are destroyed by shredding. 

System manager(s) and address: 

Community and Family Support Center, 2461 Eisenhower Avenue, 
Alexandria, VA 22331-0500. 
.Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, Community and Family Support Center, 2461 Ei- 
senhower Avenue, Alexandria, VA 22331-0500. 

Individuals should provide the full name, current address and tele- 
phone number, and any details that would help locate the record. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, Community and Family Support Center, 2461 Eisenhower 
Avenue, Alexandria, VA 22331-0500. 

Individuals should provide the full name, current address and tele- 
phone number, and any details that would help locate the record. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Army Regulation 340-21; 32 CFR part 505; or may 
be obtained from the system manager. 

Record source categories: 

From the individual; Army records and reports. 

Exemptions claimed for the system: 

None. 

A0608aCFSC 

System name: 

Family Life Communications Information and Referral Service. 
System location: 

US Army Community and Family Support Center, 2461 Eisen- 
hower Avenue, Alexandria, VA 22331-0301. Segments of the system 
are located at Family Assistance/Quality of Life Offices/Army Com- 
munity Service Centers at major commands and installations, Army- 
wide. 

Categories of individuals covered by the system: 

Army service members, civilian employees, their families, social 
service organizations (Federal, State, local) acting on behalf of the 
member, employee, or family member. Other military service person- 
nel and civilian employees may be included when such individuals 
are stationed with Army elements. 

Categories of records in the system: 

Name, mailing address and telephone number of the individual; 
documentation reflecting nature or basis of service desired or re- 
quired in the following typical matters, but only to the extent or 
degree required to determine the proper office, command, or installa- 
tion that should handle details, resolve problems, or provide re- 
sponses: Pay, medical, education, housing, voting, commissary/ex- 
change privileges and practices, community service programs provid- 
ed by chaplains, alcohol/drug abuse. Equal Employment Opportuni- 
ty; related processing papers. 

Authority for maintenance of the system: 
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5 U.S.C. 301. 
Purpose(s): 

To provide assistance to service members (active duty, reserve/ 
retired), civilian employees and their families in' programs that affect 
family life. Statistical data may be provided commanders or managers 
at all levels of the Army in support of their functions or programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to bonafide Federal, State, or local 
social service or welfare organizations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

Paper records in file folders; magnetic tape, disc, cassette. ^ 

Retrievability: 

By individual's surname. „ 
Safeguards: , 
Records are maintained in buildings guarded by security personnel 
and rooms are secured by locked doors when not in use. All records 
are restricted to individuals having official need therefor in the per- 
formance of their assigned duties. Information in automated media is 
further protected by an authorized password system for access termi- 
nals, controlled access to oepration rooms, and controlled output 
distribution. 

Retention and disposal: 

Information is retained for 2 years following resolution of the 
problem or provision of information, after which it is destroyed by 
shredding pr erasing. Information in automated media used to pro- 
vide statistical data is retained indefinitely; however, individually 
identifiable data are purged within 2 years following resolution of 
problem. ' " 

System manager(s) and address: 

Commander, US Army Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0301. 

Notification procedure: t 

Individuals wishing to inquire whether this system of records con- 
tains information about them should contact either the System Man- 
ager or the Major Army Command or installation to which initial 
inquiry was directed. Individual should provide his/her full name, 
SSN, current address and telephone number, and signature. 

Record access procedures: 
■ Individuals seeking access to records about themselves should 
write as indicated in 'Notification procedure', providing information 
specified therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual; his/her family; social or welfare organizations 
under Federal, State, or local jurisdiction; official military or civilian 
records; other components of the Department of Defense. 

Exemptions.claimed for the system: 

None. 

A0608bCFSC 

System name: 

Personal Affairs: Army Community Service Assistance Files. 
System location: 

Army Community Service Centers at installations, Army-wide; 
addresses may be obtained from the System manager. 
Categories of individuals covered by the system: 

Any of the following who receive Army Community Service 
(ACS) assistance: Active duty and retiried military personnel and 
their dependents; members of components on active duty for training 
and their dependents; Department of Army civilians overseas and 
their dependents overseas and in Continental United States where 
local civilian resources are not available; widows, widowers and 
other next-of-kin, regardless of dependency status, of military person- 
nel who were on active duty or retired at time of decease; next-of-kin 
of prisoner of war/missing in action (POW/MIA) of all Armed 
Services; and other personnel designated by the Commander; Army 
Community Service Program volunteers. 

Categories of records in the system: 



Documents include, but are not limited to: Contact summaries, 
progress notes, referral forms, problem statements used to provide 
referral and follow-up, financial aid; exceptional children assistance, 
child^advocacy assistance, relocation services, general assistance, and 
similar services; ACS volunteer service records (see DA Form 3063- 
R, Army Regulation 608-1) for detailed services provided.) 

Authority for maintenance of the system: 

10 U.S.C. 3012. . 

Purpose(s): • . 

To provide assistance or service required by persons identified in 
'Categories of individuals' above in resolving personal problems; to 
review qualifications or and assign tasks to Army Community Serv- 
ice volunteers participating in the program. 

Routine uses of records maintained in the system, including categp* 
ries of users and . the purposes of such uses: , , 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: . " 

Paper records in file folders. - , 
Retrievability: 
By individual's surname. 
Safeguards: 

Records are accessible only to Army Community Service staff. 
Retention and disposal: 

Destroyed after 2 years. Information may be transferred from one 
Army Community Service Center to another upon permanent change 
of station of service member. 

System managerCs) and address: 

Commander, US Army Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0301. 

Notification procedure: 

Information may be obtained from Army installation Army Com- 
munity Service officer upon the individual's providing full name; 
rank, SSN, and military status, together with current military or 
dependent identification card. 

Record access procedures: 

Requests from individuals should be addressed as indicated in 'No- 
tification procedure', furnishing, information requird therein. 

Contesting record procedures: . • , 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained .in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From individuals receiving assistance; Army records and reports. 
Exemptions claimed for the system: 
None. /' 

A0614-30DAPE 

System name: 

DA Conscientious Objector Review Board. 
System location: 

DA Conscientious Objector Review Board (DACORB), Rm 5S33, 
Hoffman Building II, Alexandria, VA 22332. 

Categories of individuals covered by the system: 

Army personnel who apply either for separation based on consci- 
entious objection (l-O) or reassignment/reclassification to noncom- 
batant training and service based on conscientious objection (I-A-O). 

Categories of records in the system: 

Case record consists of individual's application (DA Form 4187), 
results. of interview evaluation by military chaplain and a psychiatrist 
recorded on DA Form 3822^R, command's report of investigation, 
evidence submitted by applicant, witness statements, hearing' tran- 
script or summary, information or records from the Selective Service 
System if appropriate, applicant's rebuttal to commander's recom- 
mendatioii; DA Conscientious Objector Review Board correspond- 
ence with applicant, summary of evidence considered, discussion, 
conclusions, names of voting DACORB members, disposition of ap- 
plication, and similar relevant material. 

Authority for maintenance of the system: 

10 U.S.C. 3012; 50 U.S.C, App 4560); DOD Directive 1300.6. 
Purpose(s): • * < 
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To investigate claims of service member that he/she is a conscien- 
tious objector to participation in war or to the bearing of arms and to 
make final determination resulting in assignment of appropriate status 
or awarding of discharge. 

Routine uises of records maintained in the system, including catego- 
ries of users and the purposes ot such uses: 

Information on individuals who have less than 180 days on active 
duty and are discharged by reason of conscientious objection will be 
furnished Selective Service System Headquarters, Washington, DC 
20435. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: ' ' 
Alphabetically, by applicant's surname. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who have an official need therefor, within building that em- 
ploys security guards. 

Retention and disposal: 

Retained by the DA Conscientious Objector Review Board for. 20 
years. Copy of application and Board decision become part of indi- 
vidual's Official Military Personnel File permanently. 

System manager(s) and address: 

The Deputy Chief of Staff for Personnel, Headquarters, Depart- 
ment of the Army, The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals desiring to know whether or not information on them 
exists in this system of records may write to the System Manager, 
ATTN: DAPE-MPA-CS, Room 2B731, furnishing full name, current 
address, and signature. 

Record access procedures: 

Requests for access should be submitted as specified under 'Notifi- 
cation procedure* above. 
Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, his/her commander, official records required 
by Army Regulation 600-43. 
Exemptions claimed for the system: 
None. 

A0614-100/200SAIG 

System name: 
Inspector General Personnel System. 
System location: 

U.S. Army Inspector General Agency, Headquarters, Department 
of the Army, The Pentagon, Washington, DC 20310-1700. 

Categories of individuals covered by the system: 

Any person assigneid and/or detailed to the Offices of Inspectors 
General/Inspector General positions in Department of the Army and 
certain Department of Defense and Joint activities. 

Categories of records in the system: 

Name, rank/grade, Social Security Number, education, diity posi- 
tion, organization of assignment, date assigned, estimated departure 
date, job specialty, and relevant career data. 

Authority for maintenance of the system: 

10 U.S.C. 3013 and 3020 and Executive Order 9397. 

Purpose(s): 

To manage assignment of members to Inspector General duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ''Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Computer disc/tape and printouts. 
Retrievability: , 



By individual's name or Social Security Number. 
Safeguards: 

Files are stored in locked containers accessible only to authorized 
persons with an official need to know. Computer data base access is 
limited by terminal control and a password system to authorized 
persons with an official need to know. ' 

Retention and disposal: 

Information is retained until individual transfers or is separated; 
historical data remain in automated media for 4 years. 
System manager(s) and address: 

Office of the Inspector General, Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-1700. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Office of the Inspector General, Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-1700. 

Individual should provide the full name, address, telephone 
number, Social Security Number, and signature. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Office of 
the Inspector General, Headquarters, Department of the Army, The 
Pentagon, Washington, DC 20310-1700. 

Individual should provide the full name, address, telephone 
number. Social Security Number, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual. Army records, and reports, and other sources 
providing or containing pertinent information. 
Exemptions claimed for the system: 
None. 

A0614-100/200USMA 

System name: 
Evaluation/Assignment of Academic Instructors. 
System location: 

U.S. MiUtary Academy, West Point, NY 10996-5000. 
Categories of individuals covered by the system: 
Military personnel who apply or serve as instructors on the Staff 
and Faculty, U.S. Military Academy. 
Categories of records in the system: 

Individual's application consisting of name, grade, Social Security 
Number, branch of service, educational and military qualifications, 
teaching experience, transcript of academic grades, results of Gradu- 
ate Record Examination (GRE), and Admission Test for Graduate 
Study in Business (ATGSB); evaluation and assessment notes; corre- 
spondence between the U.S. Military Academy and U.S. Army Mili- 
tary Personnel Center; assignment order application/acceptance for 
advanced civil schooling, and related documents. 

Authority for maintain of the system: 

10 U.S.C. 4334 and Executive Order 9397. 

Purpose(s): 

Used by the U.S. Military Academy Dean of the Academic Board 
and department heads to assess qualifications and suitability of mili- 
tary personnel as academic instructors for assignment to the Staff and 
Facuhy, U.S. Military Academy. 

Routine uses of records maintained in the system, including catego- 
ries of lisers and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file cabinets and computer discs in vault. 
Retrievability: 

By individual's name and Social Security Number. 
Safeguards: ; 
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Information is available only to designated persons having official 
need therefor. i- . 

Retention^ and disposal: 

Records of individuals not selected for assignment or unavailable 
are destroyed when no longer required; records for those assigned to 
U.S. Military Academy are retained for .25 years; then destroyed. 

System inanager(s) and address: 

Superintendent. U.S. Military Academy, West Point, NY 10996- 
5000. : , . 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Superintendent, U.S. Military Academy, ATTN: Dean of the 
Academic Board. West Point, NY 10996-5000. 

Individual should provide the full name, Social Security Number, 
sufficient details to locate records, current mailing address, and signa- 
ture. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Superin- 
tendent, U.S. Military Academy, ATTN: Dean of the Academic 
Board, West Point, NY 10996-5000. 

Individual should provide the full name. Social Security Number, 
sufficient details to locate records, current mailing address, and signa- 
ture. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual; official Army or other Service records; aca- 
demic institutions; letters of endorsement from third parties; U.S. 
Army Military Personnel Center; similar relevant documents. 

Exemptions claimed for the system: 

None. 

A0614-100/200USRAEC 

System name: 

Recruiter Identification/Assignment Records. 
System location: 

US Army Recruiting Command, Ft Sheridan, IL 60037. 
Categories of individuals covered by the system: 
Soldiers who are considered for, are assigned, or have been as- 
signed to recruiting duty: 
Categories of records in the system: 

Name, SSN, rank, MOS, qualifications; duty station preference, 
unit of assignment and reporting date; recruiter identification number; 
if either not selected for . or relieyed from recruiting duty, record 
includes reasons therefor and other relevant information. . . 

Authority for maintenance of the system: 

5 use 301. 

Purpose(s): 

To evaluate recruiter production, assign recruiting objectives, 
ensure that previously relieved recruiters are not assigned to recruit- 
ing duties, and to render personnel and management reports. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses at 48 FR 25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing,' retaining, and 
disposing of records in the system: 

Storage: 

Computer tapes and printouts; paper records. \^ 
Retrievability: 

By individual's surname and four digit recruiter identification 
number. 
Safeguards: . 

Records are maintained in area accessible only to properly 
screened and trained personnel having official need therefor; paper 
records are stored in locked file cabinets. 

Retention and disposal: 

Both automated and manual records are retained so long as indi- 
vidual is assigned to recruiting duty and for 6 years thereafter, 
following which records are destroyed by erasing and/or shredding. 



System manager(s) and address: 

Commander, US Army Military Personnel Center, 200 Stovall 
Street. Alexandria, VA 22332. 
Notification procedure: 

Individuals desiring to know whether or not information exists on 
them in this system of records may inquire of the Commander, US 
Army Recruiting Command, ATTN: Director, Personnel, Adminis- 
tration and Logistics, Ft Sheridan, IL 60037, furnishing their full 
name, SSN, military status, duty or home address, and signature. 

Record access procedures: 

Individuals desiring access to their records; should follow guidance 
in *Notification procedure'. 
Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505), 

Record source categories: 

From US Army Military Personnel Center (Enlisted Distribution 
Division), individual's unit commander, other Army records and re- 
ports. 

Exemptions claimed for the system: 
None. 

A0621-1DAPE 

System name: 

Army Continuing Education System. 
System location: 

Education Centers at Army installations; addresses are in the ap- 
pendix to the Army inventory of system notices at 48 FR 25773, 
June 6, 1983. A centralized automated education registry transcript 
System is maintained at Ft Leavenworth, KS. 

Categories of individuals covered by the system: 

Military personnel on active duty. Army Reserves and National 
Guard. 

Categories of records in the system: 

Individual's name, rank, SSN, Military Occupational Specialty, 
educational and military training achievements, course attendance/ 
completion records; tuition assistance documents; counseling records; 
academic and diagnostic tests which measure educational level and/ 
or needs including recommendations of American Council on Educa- 
tion (ACE). A composite of course descriptors and scores is record- 
ed in a transcript registry for each soldier who volunteers for educa- 
tional courses and/or programs. 

Authority for maintenance of the system: 

10 U.S.C. 4302; section 722 of Pub. L. 96-154; 36 U.S.C., Chapters 
32-34, and 36. 
Purpose(s): 

To determine academic/vociational level of education; to -provide 
educational guidance and counseling; to enhance soldiers' military 
effectiveness, prepare them for greater responsibility in the Armed 
Forces and for productive post-service careers; to provide for sys- 
tematic recording of all eduacational accomplishments of Army 
members; and to render statistical and managerial reports. 

Routine uses of records maintained in. the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Labor, Bureau 
of Apprenticeship and Training for individuals enrolled in an Army 
Apprenticeship Projgram.. Information also may be disclosed to insitu- 
tions, prospective employers, and othei*s as authorized by the individ- 
ual concerned. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records and computer printouts; discs and tapes. Individual- 
ly identifiable course data and scores are transferred to DA Form 
669. Information transferred to the registry transcript system resides 
on magnetic tape at Ft Leavenworth. . 

Retrievability: 

By individual's surname or SSN. 
Safeguards: 

Records are protected from unauthorized disclosure by storage in 
areas accessible only to authorized personnel within buildings se- 
cured by locks or guards. Automated records may be called up by 
terminals supported by remote and dedicated lines. Each, terminal has 
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a physical key lock and is identified by its own physical profile 
containing user ID, user password which are confidential. Software 
prohibits entry to files by other than designated authorized personnel. 
Retention and disposal: 

Automated data are erased after selected information is captured 
for managerial reports and course/score data transferred to individ- 
uaFs DA Form .669 which becomes part of the Military personnel 
Records Jacket. Automated data in the registry transcript system are 
retained during the soldier's tenure and for 2 additional years follow- 
ing separation after which they are converted to microfiche and 
retained for 40 years. 

System manager(s) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals desiring to know whether this system of records con- 
tains information about them should contact the System Manager, 
ATTN: Education Division, Director of Military Personnel Manage- 
ment; or the installation Education Services Officer/Counselor. 

Record access procedures: 

Individuals may obtain their records by contacting the appropriate 
Education Services Officer or Counselor, presenting acceptable iden- 
tification such as military ID card, official building pass, or current 
driver's license. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

School transcripts, Education Services Officer/Counselor, the in- 
divdual, test results, SIDPERS, Enlisted Master File. 
Exemptions claimed for the system: 
None. 

A0621-1DASG 

System name: 

Long-Term Civilian Training Student Contract Files. 
System location: 

U.S. Army Health Professional Support Agency, 5109 Leesburg 
Pike, Falls Church, VA 22041-3258. 

Categories of individuals covered by the system: 

All Army Medical Department personnel currently participating in 
long-term civilian training on a fully funded basis. 

Categories of records in the system: 

Enrollment applications, notification of acceptance/rejection, con- 
tract between the Army and the civilian college or university, similar 
relevant documents and reports. 

Authority for maintenance of the system: , 

10 U.S.C., chapter 401, section 4301 and Executive Order 9397. 
Purpose(s): 

To negotiate contract between the Army and a civilian academic 
institution for the purpose of sending Army Medical Department 
officer and enlisted personnel for long-term civilian training under 
fully funded programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

. Paper records and database management system (DBMS). 
Retrievability: 

By student surname in the hard copy form and by a student code 
(stucode) in the DBMS. The stucode is comprised of the first three 
letters of the student's surname plus the last four numbers of the 
Social Security Number. 

Safeguards: 

All records are maintained in offices which are locked during non- 
duty hours, accessible only to designated officials having need there- 
for in the performance of official duties. Use of elevators to the floor 
housing records requires an electronic key for entry during non-duty 
hours. Microcomputer on which DBMS is maintained requires a 
password for entry. 



Retention and disposal: 

Records destroyed 2 years after an individual has completed train- 
ing or has been canceled or withdrawn from the program. 

System manager(s) and address: 

Office of the Surgeon General, Headquarters, Department of the 
Army, 5109 Leesburg Pike, Falls Church. VA 22041-3258. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Health Professional Support Agency, 
ATTN: SGPS-EDT, 5109 Leesburg Pike, Falls Church, VA 22044- 
3258. 

For verification purposes, the individual should provide the full 
names. Social Security Number, current address, current unit of 
assignment (if on active duty), sponsoring program and calendar 
years in training, and signature. 

Record access procedures: 

• Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Health Professional Support Agency, ATTN: SGPS- 
EDT, 5109 Leesburg Pike, Falls Church, VA 22044-3258. 

For verification purposes, the individual should provide the full 
names. Social Security Number, current address, current unit of 
assignment (if on active duty), sponsoring program and calendar 
years in training, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, or 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, Army records and reports, correspondence 
with the selecting academic institution. > 

Exemptions claimed for the system: 
None. 

A0621-1TAPC 

System name: 

Civilian Schooling for Military Personnel. 
System location: 

U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
, dria, VA 22332-0400. . Segments exist at Army commands/installa- 
tions, organizations/activities, including overseas areas. Official mail- 
ing addresses are published as an appendix to the Army's compilation 
of record systems notices. 

Categories of individuals covered by the system: 

Any military service member who applies for or is selected for 
attendance at civilian school or for training with industry, or partici- 
pation in a fellowship/scholarship program of training or instruction. 

' Categories of records in the system: 

File contains Department of the Army Forms 161 8-R, Application 
for Detail as Student Officer in a Civilian Educational Institution of 
Training with Industry Program; 2593-R, Application for Selection 
for Scientific and Engineering Graduate School; and 3719-R, Infor- 
mation Questionnaire for Recipients of Top Five Percent Army Fel- 
lowship (ROTC and USMA), containing name, grade. Social Securi- 
ty Number, address, home phone, duty phone, permanent legal ad- 
dress, branch of service, date of birth, marital status, number of 
dependents, state of legal residence, military occupational specialties, 
enlistment status, component, foreign service, civilian educational 
data, military educational data, transcripts, social fraternities, honor- 
ary fraternities, clubs, degree major, class standing and personal re- 
sumes, school contracts; student training report; photographs; enlisted 
qualification record; theses; statements of service and schooling obli- 
gation; U.S. Armed Forces Institute test report; civilian institution 
academic evaluation reports. Standard Form 1034, Public Voucher 
for Purchases and Services Other Than Personal, similar relevant 
documents and correspondence. 

Authority for maintenance of the system: 

5 U.S.C. 301 and 10 U.S.C, 4301. 

Purpose(s): 

To document, monitor, manage, and administer the service mem- 
ber's attendance at a civilian training agency or civilian school pursu- 
ant to. 10 U.S.C. 4301. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the- beginning of the 
Army's compilation of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By individual's name. 

Safeguards: ' 

Records are maintained in areas accessible only to authorized per- 
sonnel having need therefor in the - performance of assigned duties, 
within security protected buildings. 

Retention and disposal: 

Destroyed by shredding after 2 years. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200' Stovall 
Street; Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-OPB-D, 200 Stovall Street, Alexandria,. VA 22332-0400. 

Individual should provide the full name, current address and tele- 
phone number, sufficient details concerning the civilian school at- 
tended to permit locating the record, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-OPB-D, 
200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, current address and tele- 
phone number, sufficient details concerning the civilian school at- 
tended to permit locating the record, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, Army records and reports, documents from 
the civilian school or industry training agency. 
Exemptions claimed for the system: 
None. 

A0635-5TAPC 

System name: 

Separation Transaction Control/Records Transfer System. 
System location: 

U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400; U.S. Army Enlisted Records and Evaluation 
Center, Fort Benjamin Harrison, IN 46249-5301; U.S. Army Reserve 
Components and Personnel Center, 9700 Page Boulevard, St. Louis, 
MO 63132-5200. . 

Categories of individuals covered by the system: 

Active duty enlisted personnel separated from military service (ex- 
cluding active duty for military training) and all personnel immedi- 
ately reenlisting after separation. 

Categories of records in the system: 

Name, Social Security Number, rank, eligibility for reenlistment, 
character of separation, program designator, date and location of 
separation,- reenlistment, moral waiver and specialty. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397- 

Purpose(s): 

To monitor separations of active duty enlisted personnel as a 
means of controlling strength and record accountability, and reenlist- 
ment processing. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 



. Storage: 

Magnetic tapes/discs. • 
Retrievability: 

By name and/or Social Security Number. 
Safeguards: 

Records are protected by physical security devices, guards, com- 
puter software and hardware safeguard features, and personnel clear- 
ances. 

Retention and disposal: 

Separation records are destroyed after I year; reenlistment 'records 
are destroyed after 45 days; tape file is scratched at end of retention 
period; disc files are purged. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200. Stovall 
Street, Alexandria, VA. 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-PDT, 200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
military status, and if separated, date of separation.. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-PDT, 200 
Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
military status, and if separated, date of separation. 

Contesting records procedures: 

The Army's rules for accessing records, contesting contents and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained . from the system 
manager. 

Record source categories: 

From other Army records and reports., 

Exemptions claimed for the system: 

None. 

A0635-40TAPC 

System name: 

Temporary Disability Retirement Master List (TDRL). 
System location: 

.U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400. Copy of the Master List is retained at U.S. 
Army Physical Disability Agency, Health Services Command, U.S. 
Army Enlisted Records and Evaluation Center, US Army Reserve 
Components Personnel and Administration Center, and U.S. Army 
Finance and Accounting Center. Official mailing addresses may be 
obtained from U.S. Total Army Personnel Command. 
. . Categories of individuals covered by the system: 

Army personnel who are on temporary disability retirement. 

Categories of records in the system: 

File contains, Social Security Number, name, address, Department 
of Army special order number, percentage of disability, doctor code, 
re-examination date, date placed on TDRL, hospital code, travel 
code. Army component, pay termination code, requirement for board 
code, record control number, hospital name and address. 

Authority for maintenance of the system: 

10 U.S.C. 1376 and Executive Order 9397. 

Purpose(s): 

To coordinate with medical treatment facilities for scheduling 
medical examinations; to issue travel orders for individual to report 
to medical treatment facility for annual medical examination; to de- 
termine individual's status by the end of the fifth year of being on the 
TDRL, i.e., whether individual is to be permanently retired for 
disability, or returned to duty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: , 

None.* . . .; 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
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Paper records in medical treatment facilities; magnetic tape, disc. 
Retrievability: 

By Social Security Number and date. 
Safeguards: 

Access to all records is restricted to individuals having need there- 
for in the performance of duties. Automated media are further pro- 
tected by authorized password for system, controlled access to oper- 
ation rooms and controlled output distribution. 

Retention and disposal: 

A magnetic tape records is maintained on each individual while in 
a temporary disability retired status. The current and two previous 
tape files are maintained at any given time. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-PDB, 200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
current address and telephone number, and signature. 

Inquiries are restricted to issues relating to the TDRL only; issues 
of pay must be made at the U.S. Army Finance and Accounting 
Center. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-PDB, 200 
Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name. Social Security Number, 
current address and telephone number, and signature. 

Inquiries are restricted to issues relating to the TDRL only; issues 
of pay must be made at the U.S. Army Finance and Accounting 
Center. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From medical treatment facilities, Army Physical Disability 
Agency, other Army records and reports. 
Exemptions claimed for the system: 
None. 

A0635-200TAPC 

System name: 

Separations: Administrative Board Proceedings. 
System location: 

U.S. Total Army Personnel Command 200 Stovall Street Alexan- 
dria, VA 22332-0400. Segments exist at Major Army Commands and 
subordinate commands, field operating agencies, and activities exer- 
cising general courts-martial jurisdiction. Official mailing addresses 
are published as an appendix to the' Army's compilation of record 
systems notices. 

Categories of individuals covered by the system: 

Military members on whom allegations of defective enlistment/ 
agreement/fraudulent entry/alcohol or other drug abuse rehabilita- 
tion failure/ unsatisfactory performance/misconduct/homosexuality 
under the provisions of Chapters 7, 9, 13, 14, or 15 of Army Regula- 
tion 635-200, Enlisted Personnel, result in administrative board pro- 
ceedings. 

Categories of records in the system: 

Notice to service member of allegations on which proposed separa- 
tion from the Army is based; supporting documentation; DA Form 
2627, Records of Proceedings under Article 15, UCMJ; DD Form 
493, Extract of Military Records of Previous Convictions; medical 
evaluations; military occupational specialty evaluation and aptitude 
scores; member's statements, testimony, witness statements, 
affidavits,rights waiver record; hearing transcript; board findings and 
recommendations for separation or retention; final action. 

Authority for maintenance of the system: 

lOU.S.C. 1169. 

Purpose(s): 



Information is used by processing activities and the approval au- 
thority to determine if the member meets the requirements for rec- 
ommended separation action. 

Routine uses of records maintained in the system including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of system notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By individual's surname. 

Safeguards: 

Records are accessed only by deisignated persons having official 
need; therefor, within buildings secured during non-duty hours. 

Retention and disposal: 

The original of board proceedings becomes a permanent part of 
the member's Military Personnel Records Jacket. When separation is 
ordered, a copy is sent to member's commander where it is retained 
for two years before being destroyed. When separation is not or- 
dered, board proceedings are filed at the headquarters of the separa- 
tion authority for two years, then destroyed. A copy of board pro- 
ceedings in cases where the final authority is the U.S. Total Army 
Personnel Command, pursuant to Army Regulation 635-200, is re- 
tained by that headquarters (TAPC-PDT) for one year following 
decision. 

, System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the installation where administrative board con- 
vened or to the Commander, U.S. Total Army Personnel Command, 
ATTN: TAPC-PDT, 200 Stovall Street, Alexandria, VA 22332- 
0400. 

Individual should provide the full name, details concerning the 
proposed or actual separation action to include location and date, and 
signature. 

Record access procedures: 

If individual has been separated from the Army, address written 
inquiries to the National Personnel Records Center, General Services 
Administration, 9700 Page Boulevard, St Louis, MO 63132-5200: 
proceedings will be part of the Military Personnel Records Jacket. 

If member is on active duty, address written inquiries to the com- 
mander of the installation where administrative board convened. 

Individual should provide the full name, details concerning the 
proposed or actual separation action to include location and date, and 
signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting -contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual; individual's commander; Army personnel, 
medical, and/or investigative records; vyitnesses; the Administrative 
Separation Board; federal, state, local, and/or foreign law enforce- 
ment agencies. 

Exemptions claimed for the system: 
None. 

A0640DARP 

System name: 

Personnel Management/ Action. Officer Files. 
System location: 

U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St. 
Louis, MO 63132-5200. 

Categories of individuals covered by the system: 
Members of the Individual Ready Reserve (IRR), Standby Re- 
serve, Retired Reserve, unit personnel. 

Categories of records in the system: 
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Correspondence; orders; pay vouchers; efficiency reports; assign- 
ment instructions; medical evaluations; request for waiver of disquali- 
fications; grade determinations; flagging actions which preclude com- 
pletion of favorable personnel actions; transcripts; requests for trans- 
fer to another Branch, status, or service; claims for pay; assignment 
instructions for Active Duty or Active Duty for Training; applica- 
tions for delay or exemption from Active Duty/Active Duty for 
Training; nominations for decorations or awards; notification of re- 
moval from active Reserve status for physical disqualification, non- 
participation, being passed over twice for promotion, or elimination 
action; application for waiver of disqualifications for enlistment in 
U.S. Army Reserves; request for discharge or voiding of enlistments; 
requests for transfer to or from the Ready Reserve, Standby Reserve, 
or Retired Reserve; claims for pay not received while on active duty; 
request for assignment/attachment to Army National Guard units, 
mobilization designation positions or detachments, reinforcement 
training units, and U.S. Army Reserve school student detachments; 
applications for participation in Army Reserve Logistics Career Pro- 
gram and Foreign Area Officer Program; decisions pertaining to the 
career management of officers and senior enlisted personnel. 

Authority for maintenance of the system: 

lOU.S.C 275. 

Purpose(s): 

To respond to inquiries from an individual or other government 
agencies concerning reserve status of Army personnel. 

Routine ' uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file cabinets; card files, 

Retrievability: 

By individuaFs surname. 

Safeguards: 

Records are accessed only by designated individuals having official 
need therefore in the performance of assigned duties. 
Retention and disposal: 

Records are maintained for a period of 6 months to 3 years de- 
pending on the type of action involved, after which they are de- 
stroyed by shredding. 

System manager(s) and address: 

Commander, U.S. Army Reserve Personnel Center, 9700 Page 
Boulevard, St. Louis, MO 63132-5200. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Reserve Personnel Center, ATTN: 
DARP-IMG-F, 9700 Page Boulevard, St. Louis. MO 63132-5200. 

For verification purposes, individual should provide the full name, 
and current and telephone number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Reserve Personnel Center, ATTN: DARP-IMG-F, 
9700 Page Boulevard, St. Louis, MO 63132-5200. 

For verification purposes, individual should , provide the full name, 
and current address and telephone number. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual; Army records and reports. 

Exemptions claimed for the system: 

None. 

A0640-3CFSC 

System name: 

Privilege Card Apiplication Files. 
System location: 

Major Army commands, field operating agencies, installations and 
activities, Army-wide. 



Categories of individuals covered by the system: 

Military dependents, foreign military personnel, civilian employees 
of the Department of the Army assigned overseas or residing on a 
military installation within the United states, civilian employees 
under private or Government contract with the US Army and their 
dependents, civilians of foreign nations on duty in the US at invita- 
tion of Department of Defense. 

Categories of records in the system: 

Application for an identification card. 

Authority for maintenance of the system: 

5 U.S.C. 301. 

Purpose(s): 

To maintain a record of identification cards issued. 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

. Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 
Storage: 

Paper records/cards in filing cabinets. 
Retrievability: 

By applicant's surname, SSN. 
Safeguards: 

Records are maintained in secured areas accessible only by author- 
ized persons having official need therefor. 
Retention and disposal: 

Applications are maintained until either the identification card ex- 
pires, is replaced or is no longer required. 
System manager(s) and address: 

Commander, US Army Community and Family Support Center, 
2461 Eisenhower Avenue. Alexandria, yA 22331-0301. 
Notification procedure: 

Information may be obtained from the issuing authority by furnish- 
ing full name, current address and telephone number, and signature. 
Record access procedures: 

Individuals desiring access to records about themselves should 
write as indicated in ^Notification procedure*, providing information 
specified therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). • 

Record source categories: 

From the individual; sponsor's personnel records. 
Exemptions claimed for the system: 
None. ' ^. 

A0640-10DARP 

System name: 

Philippine Army Files. 
System location: 

U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St. 
Louis. MO 63132-5200. 

Categories of individuals covered by the systeni: 

Members of the Philippine Commonwealth Army who were, in- 
ducted for service with the U.S. Armed Forces Far East under the 
Military Order of the President of the United States dated July 26, 
1941; Philippines who served in Guerrilla units officially recognized 
and listed in the Recognized Philippine Guerrilla Rosters. 

. Categories of records in the system: 

World War II claim folders which contain , enlistment papers, 
orders inducting individual into U.S. Armed Forces Far East service, 
soldier's qualification card, unit orders of assignment, efficiency 
rating sheets, pay vouchers or receipts, affidavits and certificates, 
service records, determination of status under the Missing Persons 
Act. • . . • 

Authority for maintenance of the system: 

Pub, L. 490-77, dated May 7, 1942. 

Purpose(s): 

To answer inquiries regarding individuals who served, or allegedly 
served, with the Philippine Commonwealth Army including recog- 
nized Guerrilla Forces, during World War II, in the Philippines. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Veterans Administration to verify or certify service with 
the U.S. Armed Forces Far East or recognized guerrilla units; pro- 
vide available medical records or other documents to assist in deter- 
mining benefits. 

To the Department of Justice to certify or verify service regarding 
application of individual for citizenship. 

To the Department of Health and Human Services to verify type 
of service that is used to assist in determining eligibility for benefits. 

To the Department of State to provide statement of service or 
verification of type of service performed. 

The "Blanket Routine Uses*' set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By name, service number, VA claim number, units assigned to 
during period of service in question, names of parents, birth date, and 
place, name of spouse and children if applicable. (Due to similarity of 
names complete file must be screened to determine proper individ- 
ual.) 

Safeguards: 

Records are maintained in area accessible only to designated per- 
sonnel having official need therefor. 
Retention and disposal: 
Records are permanent. 
System manager(s) and address: 

Commander, U.S. Army Reserve Personnel Center, 9700 Page 
Boulevard, St. Louis, MO 63132-5200. 
Notification, procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Army Reserve Personnel Center, ATTN: 
DARP-PAS-EAP, 9700 Page Boulevard, St. Louis, MO 62132- 
5200. 

For verification purposes, individual should provide the full name, 
service number, VA claim number, if applicable, and name and/or 
number of the unit to which assigned during the period of service. 

Record access procedures: 

■ Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Army Reserve Personnel Center, ATTN: DARP-PAS-EAP, 
9700 Page Boulevard, St. Louis, MO 62132-5200. 

For verification purposes, individual should provide the full name, 
service number, VA claim number, if applicable, and name and/of 
number of the unit to which assigned during the period of service. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From records of military service compiled during period of indi- 
vidual's service with the Phillippine Commonwealth Army and/or 
the U.S. Armed Forces Far East prior to December 7, 1941 up to 
August 1945. 

Exemptions claimed for the system: 
None. 

A0640-10bNGB 

System name: 
Military Personnel Records Jacket (NGB). 
System location: . 

The custodian of the Military Personnel Record will either be the 
State Personnel Service Center (PSC) located in conjunction with 
the Office of the Adjutant General or each National Guard Armory 
in those non-PSC states: Guam, Puerto Rico, the Virgin Islands, and 
the District of Columbia. 

Categories of individuals covered by the system: 

All members of the Army National Guard not on active duty. 

Categories of records in the system: 



Categories of records are outlined in AR 640-10, Examples of the 
type of document included in the Military Personnel Records Jacket 
(DA Form 201) are the individual's service agreement, record of 
emergency data, certificates of release or discharge from active duty 
(DD Form 214) and other service computation documents, active 
duty orders, military occupational specialty orders. Servicemen's 
Group Life Insurance election, security questionnaire and clearance, 
transfer requests and orders, promotions, reductions, personnel quali- 
fication record (DD Form 2-1), oath of extensions of enlistment, 
selective reserve incentive program agreements, notice of basic eligi- 
bility (NOBE) for GI Bill, and discharge documents and orders. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 275 and 3013; and Executive Order 9397. 
PurposeCs): 

These records are created and maintained to: Manage the mem- 
ber's National Guard Service effectively; Historically document the 
member's military service; and Safeguard the rights of members and 
the Army. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Central Intelligence Agency; Department of Agriculture; 
Department of Commerce; Department of Health and Human Serv- 
ices; Department of Education; Department of Labor; Department of 
State; Department of the Treasury; Department of Transportation; 
Federal Aviation Agency; National Transportation Safety Board; 
American Battle Monuments Commission; Veterans Administration; 
Federal Communications Commission; U.S. Postal Service; Office of 
Personnel Management; Selective Service System; Social iSecurity 
Administration; state, county and city welfare organizations when 
information is required to consider applications for benefits; penal 
institutions when the individual is a patient or an inmate; state, 
county and city law enforcement authorities. 

Note: Record of the identity, diagnosis, prognosis, or treatment of 
any client/patient, irrespective of >yhether or when he/she ceases to 
be a client/patient, maintained in connection with the performance of 
any alcohol or drug abuse prevention and treatment function con- 
ducted, regulated, or directly or indirectly assisted by any depart- 
ment or agency of the United States, shall, except as provided there- 
in, be confidential and be disclosed only for the purposes and. under 
the circumstances expressly authorized in 42 U.S.C. 290dd-3 and 
290ee-3. These statutes take precedence over the Privacy Act of 
1974, as amended, in regard to accessibility of such records except to 
the individual to whom the record pertains. Blanket Routine Uses do 
not apply to these records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By individual's name. 

Safeguards: 

Records maintained in areas accessible only to authorized person- 
nel having need therefor in the performance of official business. The 
Military Personnel Records Jacket is transferred from station to sta- 
tion in the personal possession of the individual whose record it is, or 
by U.S. Postal Service. 

Retention and disposal: 

Military personnel records are retained until updated or service of 
individual is terminated. Following separation, the disposition of the 
records is to the U.S. Army Reserve Personnel Center or to the 
National Personnel Records Center in accordance with 640-10. 

System manager(s) and address: 

Commander, Army National Guard Personnel Center, 4501 Ford 
Avenue, Alexandria, VA 22302-1450. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the unit to which the Army National Guard 
member is assigned: For separated personnel, information may be 
obtained from the Commander, U.S. Army Reserve Personnel 
Center, 9700 Page Boulevard, St. Louis, MO 63132-5200; for dis- 
charged or deceased personnel, contact the National Personnel 
Records Center, 9700 Page Boulevard, St. Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name, 
service identification number, current military status, and current 
address. 
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Record access procedure: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the commander 
of the unit to which the Army National Guard member is assigned: 
For separated personnel, information may be obtained from the Com- 
mandei", U.S. Army Reserve Personnel Center, 9700 Page Boulevard, 
St. Louis, MO 63132-5200; for discharged or deceased personnel, 
contact the National Personnel Records Center, 9700 Page Boule- 
vard, St. Louis, MO 63132-5200. 

For verification purposes, individual should provide the full name, 
service identification number, current military status, and current 
address. - 

For personal visits, the requester should provide acceptable identi- 
fication, i.e., military identification card or other identification nor- 
mally acceptable in the transaction of business. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, educational and financial institutions, law 
enforcement agencies, personal references provided by the individual, 
Army records and reports, third parties when information furnished 
relates to the service member's status. 

Exemptions claimed for the system: 

None. ' 

A0640-10cNGB 

System name: 

Official Military Personnel File (Army National Guard), 
System location: 

Army National Guard Personnel Center, ATTN: NGB-ARP-CA, 
4501 Ford Aventie, Alexandria VA 22302-1450. 

Categories of individuals covered by the system: 

Each commissioned or warrant officeir in the Army National 
Guard not on active duty. 

Categories of records in the system: 

• Records include enlistment contract, physical evaluation board 
proceedings; statement of service; group life insurance election; emer- 
gency data form; application for appointment; qualification/evalua- 
tion report; oath of office; medical examination; security clearance; 
application for retired pay; application for correction of military 
records; application for active duty; transfer or discharge; active duty 
report; voluntary reduction; line of duty and misconduct determina- 
tions; discharge or separation reviews; police record checks; consent/ 
declaration of parent/guardian; award recommendations; academic 
reports; casualty reports; field medical card; retirement points; defer- 
ment; pre-induction processing and commissioning data; transcripts of 
military records; survivor benefit plans; efficiency reports; records of 
proceedings, 10 U.S.C. 815 and appellate actions; determination of 
moral eligibility; waiver of disqualifications; temporary' disability 
record; change of name; statements for enlistment; retired benefits; 
application for review by physical evaluation board; birth certificate; 
citizenship statements and status; educational transcripts; flight status 
board reviews; efficiency appeals; promotion/reduction/recommen- 
dations approvals/declinations announcements/notifications and re- 
considerations; notification to deferred officers and promotion pass- 
over notifications; absence without leave and desertion records; FBI 
reports; Social* Security Administration correspondence; miscellane- 
ous correspondence, documents, and orders relating to military serv- 
ice including information pertaining to dependents, inter or intraser- 
vice details, determinations, reliefs; pay entitlements, releases, trans- 
fers; and other relevant documents. 
Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 275 and 3013; and Executive Order 9397. 
Purpose(s): 

These records are created and maintained to manage the member's 
Army National Guard service effectively; document the member*s 
military service history; and, safeguard the rights of the membier and 
the Army. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of State to issue passport/visa; to document 
persona-non-grata status, attache assignments, and related administra- 
tion of personnel assigned and performing duty with the Department 
of State. 



To the Department of Justice to file fingerprint cards; to perform 
intelligence function. 

To the Department of. Labor to accomplish actions required under 
Federal Employees Compensation Act. 

To the Department of Health and Human Services to provide 
services authorized by medical and health functions authorized by 10 
U.S.C. 1074-1079. 

To the Atomic Energy Commission to accomplish requirements 
incident to Nuclear Accident/Incident Control Officer functions. 

To the American Red Cross to accomplish coordination and com- 
plete service functions including blood donor programs and emergen- 
cy investigative support and notifications. 

To the Federal Aviation Agency to obtain flight certification and 
licenses. 

To the Gieneral Services Administration for records storage, archi- 
val services, and for printing of directories and related material 
requiring personal data. 

To the U.S. Postal Service to accomplish postal service authoriza- 
tion. 

To the Department of Veterans Affairs to provide information 
relating to benefits, pensions, in-service loans, insurance, and appro- 
priate hospital support. 

To the Bureau of Immigration and Naturalization to comiply with 
statutes relating to in-service alien registration, and annual residence 
information. 

To the Office of the President of the United States of America: To 
exchange required information relating to White House Fellows, 
regular Army promotions, aides, and related support functions staffed 
by Army members. . 

To the Federal Maritime Commission to obtain licenses for mili- 
tary members accredited as captain, made, and harbor master for 
duty as Transportation Corps warrant officer. 

To each state and U.S. possession to support state bonus applica- 
tions; to fulfill income tax requirements appropriate to the service 
member's home of record; to record name changes in state bureaus of 
vital statistics; and for National Guard Affairs. 

To civilian educational, and training institutions to accomplish 
student registration, tuition support, Graduate Record Examination 
tests requirement, and related school requirements incident to in- 
service education programs in' compliance with 10 U.S.C, Chapters 
102 and 103. • , . 

To the Social Security Administration to obtain or verify Social 
Security Account Numbers; to transmit Federal Insurance Compen- 
sation Act deductions made from in-service members' wages. 

To the Department of Transportation to coordinate and exchange 
necessary information pertaining to inter-service relationships be- 
tween U.S. Coast Guard and Army National Guard when service 
members perform duty with the U.S. Coast Guard ele^ments or train- 
ing activities.: 

To Civil Authorities for Compliance with 10 U.S.C. 814. 

Note: Record of the identity, diagnosis, prognosis, or treatment of 
any client/patient, irrespective of whether or when he/she ceases to 
be a client/patient, maiiitained in connection with the performance of 
any alcohol or drug abuse prevention and treatment function con- 
ducted, regulated, or directly or indirectly assisted by any depart- 
ment or agency of the United States, shall, except as provided there- 
in, be confidential and be disclosed only for the purposes and under 
the circumstances expressly , authorized in 42 U.S.C. 290dd-3 and 
290ee-3. These statutes take precedence over the Privacy Act of 
1974, in regard to accessibility of such records except to the individ- 
ual to whom the record pertains. Blanket Routine Uses do not apply 
to these records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Microfiche stored randomly in electromechanical storage/retrieval 
devices. Temporary files consist of paper records in file folders; 
selected data automated for management purposes on tapes, disks, 
cards, and other computer media. 

Retrievability: 

By individual's surname and Social Security Number. 
Safeguards: 

Records are maintained in secured areas accessible only to author- 
ized personnel; automated media protected by authorized password 
system for access terminals, controlled access to operation rooms, 
and controlled output distribution. 

Retention and disposal: 

Microfiche and paper records are permanent: retained in active file 
until termination of service following which they are retired to the 
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custody of the Commander, U.S. Army Reserve Personnel Center, 
9700 Page Boulevard, St. Louis, MO 63132-5200. 
System manager($) and address: 

Commander, Army National Guard Personnel Center, 4501 Ford 
Avenue, Alexandria, VA 22302-1450. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, Army National Guard Personnel Center, 4501 Ford 
Avenue, Alexandria, VA 22302-1450. 

For verification purposes, individual should provide the full name, 
service identification number, current or former military status, cur- 
rent home address, and signature. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, Army National. Guard Personnel Center, 4501 Ford Avenue, 
Alexandria, VA 22302-1450.. 

For verification purposes, individual should provide the full name, 
service identification number, current or former military status, cur- 
rent home address, and signature. 

Contesting record procedures: 

The Army*s rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in A R 340-21; 32 CFR part 505; or may be obtained 
from the system manager. 

Record source categories: 

From the individual, educational and financial institutions, law 
enforcement agencies, personal references provided by the individual, 
Army records and reports, third parties when information furnished 
relates to the Service member's status. 

Exemptions claimed for the system: 

None. 

A0640-10aTAPC 

System name: 

Military Personnel Records Jacket Files (MPRJ). 
System location: 

Active and Reserve Army Commands/field operating agencies, 
installations, activities. Official mailing addresses are published as an 
appendix to the Army's compilation of record system notices. 

Categories of individuals covered by the system: 

Enlisted, warrant and commissioned officers on active duty in the 
U.S. Army; enlisted, warrant and commissioned officers of the U.S. 
Army Reserve in active reserve (unit or non-unit) status; retired 
persons; commissioned/warrant officers separated after June 30, 1917 
and enlisted personnel separated after October 31, 1912. 

Categories of records in the system: 

Records reflecting qualifications, emergency data, enlistment and 
related service agreement/extension/active duty orders; military oc- 
cupational specialty evaluation data; group life insurance election; 
record of induction; security questionnaire and clearance; transfer/ 
discharge report/Certificate of Release or Discharge from Active 
Duty; language proficiency questionnaire; police record check; state- 
ment of personal history; application for ID; Department of Veterans 
Affairs compensation forms and related papers; dependent medical 
care statement and related forms; training and experience documents; 
survivor benefit plan election certificate; efficiency reports; applica- 
tion/nomination for assignment; achievement certificates; record of 
proceeding and appellate or other supplementary actions, Article 15 
(10 U.S.C. 815); weight control records; personnel screening and 
evaluation records; application/prior service enlistment documents; 
certificate barring reenlistment; waivers for enlistment; physical eval- 
uation board summaries; service record brief; Army School records; 
classification board proceedings; correspondence relating to badges, 
medals, and unit awards, including foreign decorations; correspond- 
ence/letters/administrative reprimands/censures/admonitions relating 
to apprehensions/confinement/discipline; dependent travel and move- 
ment of household goods; personal indebtedness correspondence and 
related papers; documents relating to proficiency pay, promotion, 
reduction in grade, release, retirement temporary duty, individual 
flight records, physical examination records, aviator flight record, 
instrument certification papers, duty status, leave, and similar military 
documents prescribed for filing by Army regulations or directives. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397. 

Purpose(s): 



Personnel records are created and maintained to manage the mem- 
ber's Army Service effectively, document historically the member's 
military service, and safeguard the rights of the member and the 
Army. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of State to issue passport/visa; to document 
persona-non-grata status, attache assignments, and related administra- 
tion of personnel assigned and performing duty with the Department 
of State. 

To the Department of Treasury to issue bonds; to collect and 
record income taxes. 

To the Department of Justice to file fingerprints to perform inves- 
tigative and judicial functions. 

To the Department of Agriculture to coordinate matters related to 
its advanced education program. 

To the Department of Labor to accomplish actions required Under 
Federal Employees Compensation Act. 

To the Department of health and Human Services to provide 
services authorized by medical, health, and related functions author- 
ized by 10 U.S.C. 1074 through 1079. 

To the Nuclear Regulatory Commission to accomplish require- 
ments incident to Nuclear Accident/Incident Control Officer func- 
tions. 

To the American Red Cross to accomplish coordination and serv- 
ice functions including blood donor programs and emergency investi- 
gative support and notifications. 

To the Civil Aeronautics Board to acconiplish flight qualifications, 
certification and licensing actions. 

To the Federal Aviation Agency to determine rating and certifica- 
tion (including medical) of in-service aviators. 

To the General Services Administration for records storage and 
archival services and for printing of directories and related material 
which includes personal data. 

To the U.S. Postal Service to accomplish postal service authoriza- 
tion involving postal officers and mail clerk authorizations. 

To the Department of Veterans Affairs to provide information 
relating to service, benefits, pensions, in-service loans, insurance, and 
appropriate hospital support. 

To the Bureau of Immigration and Naturalization to comply with 
status relating to alien registration, and annual residence/location. 

To the Office of the President of the United States of America to 
exchange required information relating to White House Fellows, 
regular Army promotions, aides, and related support functions staffed 
by Army members. 

To the Federal Maritime Commission to obtain licenses for mili- 
tary members accredited as captain, mate, and harbor master for duty 
as Transportation Corps warrant officer. 

To each of the several states, and U.S. possessions to support state 
bonus application; to fulfill income tax requirements appropriate to 
the. service member's home of record; to record name changes in 
state bureaus of vital statistics; and for National Guard affairs. 

Civilian educational and training institutions to accomplish student 
registration, tuition support, tests, and related requirements incident 
to in-service education programs in compliance with 10 U.S.C. chap- 
ters 102 and 103. 

To the Social Security Administration to obtain or verify Social 
Security Account Number; to transmit Federal Insurance Compensa- 
tion Act deductions made from members' wages. 

To the Department of Transportation to coordinate and exchange 
necessary information pertaining to inter-service relationships be- 
tween U.S. Coast Guard (USCG) and U.S. Army when service 
members perform duty with the USCG. 

To the Civil authorities for compliance with 10 U.S.C. 814. 

To the U.S. Information Agency to investigate applicants for sensi- 
tive positions pursuant to Executive Order 10450. 

To the Federal Emergency Management to facilitate participation 
of Army members in civil defense planning, training, and emergency, 
operations pursuant to the military support of civil defense as pre- 
scribed by DOD Directive 3025.10, Military Support of Civil De- 
fense, and Army Regulation 500-70, Military Support of Civil De- 
fense. 

To the Director of Selective Service System to Report of Non- 
registration at Time of Separation Processing, of individuals who 
decline to register with Selective Service System. Such report will 
contain name of individual, date of birth, Social Security Number, 
and mailing address at time of separation. 

Other elements of the Federal Government pursuant to their re- 
spective authority and responsibility. 

To the Military Banking Facilities Overseas. Information as to 
current military addresses and assignments may be provided to mili- 
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tary banking facilities who provide banking services overseas and 
who are reimbursed by the Government for certain checking and 
loan losses. For personnel separated, discharged or retired from the 
Armed Forces, information as to last known residential or home of 
record address may be provided to the military banking facility upon 
certification by a banking facility officer that the facility has a re- 
turned or dishonored check negotiated by the individual or the 
individual has defaulted on a loan and that if restitution is not made 
by the individual, the U.S. Government will be liable for the losses 
the facility may incur. 

Note: Record of the identity, diagnosis, prognosis, or treatment of 
any client/patient, irrespective of whether or when he/she ceases, to 
be a client/patient, maintained in connection with the performance of 
any alcohol or drug abuse prevention and treatment function con- 
ducted, regulated, or directly or indirecly assisted by any department 
or agency of the United States, shall, except as provided therein, be 
confidential and be disclosed only for the purposes and under the 
circumstances expressly authorized in 42 U.S.C. 290dd-3 and 290ee- 
3. These statues take precedence over the Privacy Act of 1974, in 
regard to accessibility of such records except to the individual to 
whom the record pertains. The "Blanket Routine Uses" set forth at 
the beginning of the Army's compilation of record system notices do 
not apply to these categories of records." 

County and city welfare organizations to provide information 
needed to consider applications for benefits. 

Penal institutions to provide health information to aid patient care. 

State, county, and city officials to include law enforcement au- 
thorities to provide information to determine benefits or liabilities, or 
for the investigation of claim or crimes. 

Patriotic societies incorporated, pursuant to 36 U.S.C, in conso- 
nance with their respective corporate missions when used to further 
the welfare, morale, or mission of the soldier. Information can only 
be disclosed only if the agency which receives it adequately prevents 
its disclosure to persons other than their employees who need such 
information to perform their authorized duties. , 

The "Blanket Routine Uses'* set forth at the beginning of the 
Army's compilation of record system notices apply to this system, 
except for those specifically excluded categories of records. 

Policies and practices for storing, retrieving, accessing, retailing, and 
disposing of records in the sysitem: 

Storage: 

Paper records in file folders. 
Retrievability: 

By individual's name and/or Social Security Number. 
Safeguards: 

All records are maintained in secured ♦ areas, accessible only to 
designated individuals whose official duties require access; they are 
transferred from station to station in personal possession of the indi- 
vidual whose record it is or, when this is not feasible, by U.S. Postal 
Service. 

Retention and disposal: 

The maintenance, forwarding, and disposition of the MPRJ (DA 
Form 201) and its contents are governed by Army Regulations 640- 
10, Individual Military Personnel Records, and 635-10, Processing 
Personnel for Separations. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the commander of the organization to which the service member is 
assigned; for retired and non-unit reserve personnel, information may 
be obtained from the U.S. Army Reserve Personnel Center, 9700 
Page Boulevard, St Louis, MO 63132-5200; for discharged and de- 
creased personnel contact the National Personnel Records Center, 
General Services Administration, 9700 Page Boulevard, St Louis, 
MO 63132-5100. 

Individual should provide the full name, Social Security Number, 
service identification number, current address and telephone number, 
and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the commander 
of the organization to which the service member is assigned; for 
retired and non-unit reserve personnel, information may be obtained 
■from the U.S. Army Reserve Personnel Center, 9700 Page Boule- 
vard, St. Louis, MO 63132-5200; for discharged and deceased per- 



sonnel contact the National Personnel Records Center, General Serv- 
ices Administration, 9700 Page Boulevard, St Louis, MO 63132-5100. 

Individual should provide the full name. Social Security Number, 
service identification number, current address and telephone number, 
and signature. 

Contesting record procedures: 

ThG Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. * , 

Record source categories: : 

From the individual, educational and financial institutions, law 
enforcement agencies, personal references provided by the individual. 
Army records and reports, third parties when information furnished 
relates to the service member's status. , 

Exemptions claimed for the system: 

None. / 

A0640-10bTAPC 

System name: 
Official Military Personnel File. 
System location: 

U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400 for active duty officers, 

U.S: Army Enlisted Evaluation and Records Center, Fort Benja- 
min Harrison, IN 46249-5301 for active duty enlisted personnel. 

U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St 
Louis, MO 63 1 32-5200 for retired and reserve personnel, 

National Personnel Records Center, General Services Administra- 
tion (Military), 9700 Page Boulevard, St Louis, MO 63132-5100, for 
discharged or deceased personnel. 

An automated index exists at the U.S. Army Reserve Personnel 
Center showing physical location of. the Official Military Personnel 
of retired and separated service members. 

Categories of individuals covered by the system: 

Each individual on active duty in the U.S. Army is enlisted, 
appointed, or commissioned status; and each individual who was an 
enlisted, appointed, or commissioned member of the U.S. Army and 
who was completely separated by discharge, death, or othier termina- 
tion of individual's military status. 

Categories of records in the system: 

Records include enlistment contract; Veterans Administration ben- 
efit forms; physical evaluation board proceedings; military occupa- 
tional specialty data; statement of service; qualification record; group 
life insurance election; emergency data; application for appointment; 
qualification/evaluation report; oath of office; medical examination; 
security questionnaire; application for retired pay; application for 
correction of military records; field for active duty; transfer or dis- 
charge report/Certificate of Release or Discharge from Active Duty; 
active duty report; voluntary reduction; line of duty and misconduct 
determinations; discharge or separation reviews; police record 
checks, consent/declaration of parent/guardian; Army Reserve Offi- 
cers Training Corps supplemental agreement; award recommenda- 
tions; academic reports; casualty report; U.S. field medical card; 
retirement points, deferment; preinduction processing and commis- 
sioning data; transcripts of military records; summary sheets review 
of conscientious objector; election of options; oath of enlistment; 
enlistment extensions; survivor benefit plans; efficiency reports; 
records of proceeding, 10 U.S.C, section 815 appellate actions; deter- 
minations of moral eligibility; waiver of disqualifications; temporary 
disability record; change of name; statements for entlistment; ac- 
knowledgments of service requirements; retired benefits; application 
for review by physical evaluation board and disability board; ap- 
pointments; designations; evaluations; birth certificates; photographs; 
citizenship statements and status; educational constructive credit tran- 
scripts; flight status board reviews; assignment agreements, limita- 
tions/waivers/election and travel; efficiency appeals; promotion/re- 
duction/recommendations, approvals/declinations announcements/ 
notifications, reconsiderations/worksheets elections/letters or memo- 
' randa of notification to deferred officers and promotion passover 
notifications; absence without leave and desertion records; FBI re- 
ports; Social Security Administration correspondence; miscellaneous 
correspondence, documents, and military orders relating to military 
service including information pertaining to dependents, interservice 
action, in-service details, determinations, reliefs, component; awards, 
pay entitlement, released, transfers, and other military service- data. 

Authority for maintenance of the system: 

5 U.S.C. 301 and Executive Order 9397. 
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Purpose(s): 

These records are created and maintained to manage the member's 
Army service effectively; document historically a member's military 
service, and safeguard the rights of the member and the Army. 

Routine use of records maintained in the system, including categories 
of users and the purposes of such uses: 

To the Department of State to issue passport/visa; to document 
persona-non-grata status, attache assignments, and related administra- 
tion of personnel assigned and performing duty with the Department 
of State. 

To the Department of Treasury to issue bonds; to collect and 
record income taxes. 

To the Department of Justice to file flngerprints to perform inves- 
tigative and judicial functions. 

To the Department of Agriculture to coordinate matters related to 
its advanced education program. 

To the Department of Labor to accomplish actions required under 
Federal Employees Compensation Act. 

To the Department of Health and Human Services to provide 
services authorized by medical, health, and related functions author- 
ized by 10 U.S.C. 1074 through 1079. 

To the Nuclear Regulatory Commission to accomplish require- 
ments incident to Nuclear Accident/Incident Control Officer func- 
tions. 

To the American Red Cross, to accomplish coordination and serv- 
ice functions including blood donor programs and emergency investi- 
gative support and notifications. 

' To the Civil Aeronautics Board to accomplish flight qualifications, 
certification and licensing actions. 

To the Federal Aviation Agency to determine rating and certifica- 
tion (including medical) of in-service aviators. 

To the General Services Administration for records storage arid 
archival services and for printing of directors and related material 
which includes personal data. 

To the U.S. Postal Service to accomplish postal service authoriza- 
tion involving postal officers and mail clerk authorizations. 

To the Department of Veterans Affairs to provide information 
relating to service, benefits, pensions, in-service loans, insurance, and 
appropriate hospital support. 

To the Bureau of Immigration and Naturalization to comply with 
status relating to alien registration, and annual residence/location. 

To the Office of the President of the United States of America to 
exchange required information relating to White House Fellows, 
regular Army promotions, aides, and related support functions staffed 
by Army members. 

To the Federal Maritime Commission to obtain licenses for mili- 
tary members accredited as captain, mate, and harbor master for duty 
as Transportation Corps warrant officer. 

To each of the several states, and U.S. possessions to support state 
bonus application; to fulfill income tax requirements appropriate to 
the service member's home of record; to record name changes in 
state bureaus of vital statistics; and for National Guard affairs. 

Civilian educational and training institutions to accomplish student 
registration, tuition support, tests, and related requirements incident 
to in-service education programs in compliance with 10 U.S.C. chap- 
ters 102 and 103. 

To the Social Security Administration to obtain or verify Social 
Security Account Number; to transmit Federal Insurance Compensa- 
tion Act deductions made from members* wages. 

To the Department of Transportation to coordinate and exchange 
necessary information pertaining to inter-service relationships be- 
tween U.S. Coast Guard (USCG) and U.S. Army when service 
members perform duty with the USCG. 

To the Civil authorities for compliance with 10 U.S.C. 814. 

To the U.S. Information Agency to investigate applicants for sensi- 
tive positions pursuant to Executive Order 10450. 

To the Federal Emergency Management Agency to facilite partici- 
pation of Army members in civil defense planning training, and 
emergency operations pursuant to the military support of civil de- 
fense as prescribed by DOD Directive 3025.10, Military Support of 
Civil Defense, and Army Regulation 500-70, Military Support of 
Civil Defense. 

To the Director of Selective Service System to Report of Non- 
registration at Time of Separation Processing, of individuals who 
decline to register with Selective Service System. Such report will 
contain name- of individual, date of birth. Social Security Number, 
and mailing address at time of separation. 

Other elements of the Federal Government pursuant to their re- 
spective authority and responsibility.' 

To the Military Banking Facilities Overseas. Information as to 
current military addresses and assignments may be provided to mili- 
tary banking facilities who provide banking services overseas and 



who are reimbursed by the Government for certain checking and 
loan losses. For personnel separated, discharged or retired from the 
Armed Forces, information as to last known . residential or home of 
record address may be provided to the military banking facility upon 
certification by a banking facility officer that the facility has a re- 
turned or dishonored check negotiated by the individual or the 
individual has defaulted on a loan and that if restitution is not made 
by the individual, the U.S. Government will be liable for the losses 
the facility may incur. 

Note: Record of the identity, diagnosis, prognosis, or treatment of 
any client/patient, irrespective of whether or when he/she ceases to 
be a client/patient, maintained in connection with the performance of 
any alcohol or drug abuse prevention arid treatment function con- 
ducted, regulated, or directly or indirectly assisted by any depart- 
ment or agency of the United States, shall, except as provided there- 
in, be confidential and be disclosed only for the purposes and under 
the circumstances expressly authorized in 42 U.S.C. 290dd-3 and 
290ee-3. These statues take precedence over the Privacy Act of 
1974, in regard to accessibility of such records except to the individ- 
ual to whom the record pertains. The "Blanket Routine Uses" set 
forth at the beginning of the Army's compilation of record system 
notices do not apply to these categories of records. 

The ''Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this system, 
except for those specifically excluded categories of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Microfiche stored randomly in electromechanical storage/retrieval 
devices. Temporary files consist of paper records in file folders; 
selected data automated for management purposes on tapes, disks, 
cards, and other computer media. 

Retrievability: 

Alphabetically by surname; automated data retrievable by name, 
Social Security Number, or ADP parameter; records of reserve, 
retired, and deceased persons retrieved by Social Security Number 
terminal digit sequence. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel; automated records are further protected by authorized pass- 
word system for access terminals, controlled access to operations 
locations, and controlled output distribution. 

Retention and disposal: 

Microfiche and paper records are permanent; retained in active file 
until termination of service, following which they are retired to the 
U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St. 
Louis, MO 63132-5200. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 

Notification procedures: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the following: 

Inquiries for records of commissioned or warrant officers (includ- 
ing members of Reserve Components) serving on active duty should 
be sent to the Commander, U.S. Total Army Personnel Command, 
ATTN: TAPC-MSR, 200 Stovall Street. Alexandria, VA 22332- 
0400. 

Inquiries for records of enlisted members (including members of 
Reserve Components) serving on active duty should be sent to: 
Commander, U.S. Army. Enlisted Records and Evaluation Center, 
Fort Benjamin Harrison, IN 46249-5301. 

Inquiries for records of commissioned officers or warrant officers 
in a reserve status not on active duty, or Army enlisted reservists not 
on active duty, or members of the National Guard who peformed 
active duty, or commissioned officers, warrant officers, or enlisted 
members in a retired status should be sent to the Commander, U.S. 
Army Reserve Personnel Center, 9700 Page Boulevard, St. Louis, 
MO 63132-5200. 

Inquiries for records of commissioned officers and warrant officers 
who were completely separated from the service after June 30, 1917, 
or enlisted members who were completely separated after October 
31, 1912, or for records of deceased Army personnel should be sent 
to the Chief, National Personnel Records Center, General Services 
Administration, 9700 Page Boulevard, St. Louis, MO 63132-5200. 
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Individual should providie the full name, Social' Security Number, 
service identification, number,^ military status, and current, address. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the following: 

Inquiries for records of commissioned or warrant officers (includ- 
ing members of Reserve Components) serving on active duty should 
be sent to the Commander, U.S. Total Arniy Personnel Command, 
ATTN: TAPC-MSR, 200 Stovall Street, Alexandria,' VA "22332- 
0400. 

Inquiries for, records of enlisted members (including members of 
Reserve Components) serving on active duty should be sent to: 
Commander,' U.S. Army Enlisted Records and Evaluation Center, 
Fort Benjamin Harrison, IN 46249-5301. 

Inquiries for records of conrimissioned officers or warrant officers 
in a reserve status not on active duty, or Army enlisted reservists not 
on active duty, or members of the National Guard who performed 
active duty, or commissioned officers, warrant officers, or enlisted 
members in a retired status should be sent to the Commander, U.S. 
Army Reserve Personnel Center, 9700 Page Boulevard, St. Louis, 
MO 63132-5200. • 

Inquiries for records of commissioned officers and warrant officers 
who were completely separated from the service after June 30, 1917, 
or enlisted members who were completely separated after October 
31, 1912, or for records of deceased Army personnel should be sent 
to the Chief, National, Personnel Records Center, General Services 
Administration, 9700 Page Boulevard, ' St. Louis, MO 63132-5200.' 

Individual should provide the full name. Social Security Number, 
service identification number, military status, and current address. 

Contesting record procedures: 

The Army's* rules for. access to records arid for contesting contents 
and appealing initial' determinations are contained in Army Regula- 
tion 340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

Enlistment, appointment, or commission related forms pertaining to 
individual's military status; academic, training, or qualifications 
records acquired prior to or during military service; correspondence, 
forms, records, documents and other relevant papers in Department 
of the Army, other Federal agencies, or state and local governmental 
entities; civilian education and training institutions; and members of 
the public when information is relevant to the Service Member. 

Exemptions claimed for the system: 

None. . - ^ 

A0640-10cTAPC 

System name: ^ 

Career Management Individual Files. 

System location: ' / 

U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400. Decentralized segments exist at the General 
Officer Management Office, Judge Advocate General's Office, and 
the Chief of Chaplains Office. Official mailing addresses may be 
obtained from U.S. Total Army Personnel Command. 

Categories of individuals covered by the system: 
. Active duty members of the U.S. Army in enlisted grades of El 
through E9, all warrant officers and commissioned officers. 

Categories of records in the system: • . 

Orders; record briefs; statements of preference; school credit 
papers; transcripts; details; career personnel actions; correspondence 
from individual concerned; original copy of efficiency report; appeal 
actions; assignment memoranda and requests for orders; memoranda 
concerning professional development actions; classification data; serv- 
ice awards; service agreements; variable inventive pay data; memo- 
randa of interviews; assignment applications;' resumes of qualifica- 
tions, personal background and experience supporting service mem- 
ber's desires, nominative action by career managers; academic re- 
ports; copies of admonition/reprimands imposed under Article 15, 
UCMJ, letters of appreciation/commendation/recommendation; re- 
ports/letters from accredited, educational and training, organizations; 
and similar documents. 

Authority for maintenance of the system: ^ 
5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397. 
• Purpose(s): / 
. To manage member's Army career, including assignments, counsel- 
ing, and monitoring professional development. ' i 
< Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in. file folders; card files. • . 

- Retrievability: 
By individual's surname and/or Social Security Number. 
Safeguards: 

Records'are maintained in areas accessible only to authorized 
career management activity personnel. 
Retention and disposal: 

Records (which are duplicates of the Official Military Personnel 
File) are destroyed upon separation of the service member from 
active duty by reason of discharge, transfer, retirement, or death.'* 

. System manager(s) and address: 

•Commander, U.S. Total Army Personnel Command* 200 Stovall 
Street, Alexandria, VA 22332-0400. .. 
Notification procedures: ^ 

Individuals seeking to deternriine if information about themselves is 
contained in this record system should address written inquiries to 
the following: / 

For information concerning general officers: General Officer Man- 
agement Office, Room 2E7.49, Pentagon, Washington, DC 20310- 
0200. 

For information concerning chaplains: Chief of Chaplains, Room 
1E4I7, The Pentagon, Washington, DC 20310-0200. 

For information concerning officers of The Judge Advocate Gen- 
eral Corps: The Judge Advocate General, Room 2E4444 The Penta-, 
gon, Washington, DC 20310-0200. 

For information pertaining to all other soldiers: Commander, U.S. 
Total Army Personnel, ATTN: TAPC-OP (for officers) or ATTN: 
TAPC-EP (for enlisted), 200 Stovall Street, Alexandria, VA 22332- 
Q400. 

Individual should provide the full name, Social Security Number;, 
service identification number; military occupational specialty, mili- 
tary status, current home address and telephone number, and signa- 
ture; 

' Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record systern should address \yritten inquiries to the following: 

For information concerning general officers: General OffiiL-er Man- 
agement Office, room 2E749, Pentagon, Washington, DC 20310- 
0200. ■ . , 

For information concerning chaplains: Chief of Chaplains, Room 
1E417, The Pentagon, Washington, DC 20310-0200. 

For information concerning officers of The Judge Advocate Gen- 
eral Corps: The Judge Advocate General,. Room 2E444, The Penta- 
gon, Washington, DC 20310-0200. 

For information pertaining to all other soldiers: Commander, U.S. 
Total Army Personnel, ATTN: TAPC-OP (for officers) or ATTN: 
TAPC-EP (for enlisted), 200 Stovall Street, Alexandria, VA 22332- 
0400. , ■ ' 

Iiidividual should provide the full name. Social Security Number, 
service identification, number, military occupational specialty, mili- 
tary status, current home address and telephone number, and signa- 
ture. * . • « 

Contesting record procedures: ft - , 

The Army's rules for contesting contents and appealing initial 
determinations are contained in Army Regulation 340-21; 32 CFR 
part 505; or may be obtained from the system manager. ' 

Record source categories: 
. From the individual; enlistment, appointment, or commission relat- 
ed forms pertaining to the service member having a current active 
duty status; academic, training, . and qualifications record? acquired 
incident to military service; correspondence, forms, documents and 
other related papers originating in or collected by the military de- 
partment for management purposes. 

Exemptions claimed for the system: 

None. ■ ' ' 1- > '. 

A0672-5-1TAPC 

System name: 

Military Award CasjS File. '* ' . , ' 

System location: j . 
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U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400. Segments exist at Army commands which have 
been delegated authority for approval of an award. Official mailing 
addresses may be obtained from the U.S. Total Army Personnel 
Command. 

Categories of individuals covered by the system: 

Military personnel on active duty, members of reserve components, 
U.S. civilians serving with US Army units in a combat zone, and 
deceased former members of the U.S. Army. 

Categories of records in the system: 

Files include recommendations for an award; endorsements; award 
board approvals/disapprovals; citation texts; Department of Army 
letter orders/general orders; related papers supporting the award; 
correspondence among the Army; service member, and individuals 
having knowledge/information relating to the service member con^ 
cerned or the act or achievement for which an award is recommend- 
ed. ' ' ■ \ ' 

Authority for maintenance of the system: 

.10, U.S.C. chapters 57, 357; 5 V.SC 301; and Executive Order 
9397. 

Purpose(s): 

To consider individual nominations for awards and/or decorations; 
record final action; maintain individual avyard case files. 

Routine uses for records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to public and private organizations 
including news media, which grant or publicize awards or honors. 

The "Blanket Routine Uses*' set forth at the beginning of the 
Army's compilation of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folder. 

Retrievability: 

By nominee's name. 

Safeguards: 

Records are accessible only to designated individuals having offi- 
cial- need therefor in the performance of assigned duties. 
Retention and disposal: 

Approval/disapproval authorities: Approved awards relating to 
wartime and/or combat activities are held permanently. Approved 
peacetime awards and all disapproved awards are held for 25 years. 

System manager(s) and address: 
. Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-PDA, 200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
grade and branch of service, name of award/honor, and current 
address. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-PDA, 200 
Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
grade and branch of service, name of award/honor, and current 
address. ■ ■ , ■ • 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From Recommendation for Awards (DA Form 638) with support- 
ing records, forms, statements, letters, and similar documents origi- 
nated by persons other than the awardee and other individuals 
having information useful in making an award determination. 

Exemptions claimed for the system: 

None. ' , 



A0680-31aTAPC 

System name: 

Officer Personnel Management Information System (OPMIS). 
System location: 

U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400. 

Categories of individuals covered by the system: 

Individuals projected for entrance into the Army officer corps; 
Army officer and warrant officer personnel projected to enter on 
active duty, separated, or in-retired status; individuals, civilian and 
military, who serve as senior rating officials on the officer evaluation 
reports (OERs) of Army officers. 

Categories of records in the system: 

Officer Master File (OMF) contains name, Social Security 
Number, grade and date of rank, appointment and service agreement, 
service data and date, promotion, assignment, qualifications, special- 
ties, efficiency, education and training, occupation, language, career 
pattern, awards and badges, physical location, separation, retirement, 
date and place of birth, race, religion, ethnic group, dependents, sex, 
citizenship, marital status, and mailing address. 

Management Accession Information System (AMIS) contains se^ 
lected information for the OMF, date of entry on active duty, per- 
sonal demographic data, and assignment information. 

Assignments and Training Selection for Reserve Officer Ti^aining 
Corps (ROTC) graduates contains selected information from the 
OMF, the cadet's preference statement for specialty (branch), duty 
and initial training; Reserve Forces duty or delay selection. Regular 
Army selection and branch selection. 

Ofiicer Evaluation Reporting System contains selected information 
from the OMF; selection board status; OER suspense indicator for 
action being taken to obtain missing or erroneous OER; selected 
inforrnation for each of the last ten OERs; and the name. Social 
Security Number, and rating history of each individual, military and 
civilian, who has served as the senior rating official for an active 
duty Army officer. 

Officer Distribution and Assignment System (ODAS) contains se- 
lected information from the O.MF, projected assignment information 
for officers and warrant officers who are being reassigned. 

Reserve Officer Training Corps Instructor File contains selected 
information from the OMF and the following information pertaining 
to ROTC instructors; ROTC detachment, duty station, date assigned 
to ROTC detachment, date projected to be reassigned. 

Officer Civil Schools Management Information System (CSMIS) 
contains the following selected information from the OMF and the 
following information concerning officer and warrant officer person- 
nel participating or who have participated in the Army sponsored 
degree completion program; school attended, start and completion 
dates, degree level and discipline, and Army Education Requirements 
System (AERS) positions. 

Army Education Requirements System File contains selected infor- 
mation from the OMF for officer and warrant officer personnel who 
are serving or are projected to serve in an AERS approved position 
requiring graduate level education. 

U.S. Army Military Academy (USMA) Potential Instructor File 
contains selected information from the OMF and the following infor- 
mation pertaining to previous, current, and potential instructors for 
the USMA teaching staff; academic department and projected avail- 
ability for USMA instructor duty. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397. 

Purpose(s): 

Information is used for personnel management strength accounting, 
manpower management, accessioning and determining basic entry 
specialty (branch) and initial duty assignments; tracking Officer Eval- 
uation Reports, the rating history of senior rating official's rating 
history on individual OERs producing reports on active duty officers 
who have served as. senior rating officials; managing instructor popu- 
lation at ROTC detachments and USMA; tracking information relat- 
ing to the Army Degree Completion Civil School Program; transmit- 
ting necessary assignment instructions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

■To the Social Security Administration to verify Social Security 
Numbers. 

To the Smithsonian Institution (The National Museum of Ameri- 
can History): Copy of the U.S. Army Active Duty Register, for 
historical research purposes (not authorized for public display). 
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The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system, notices also apply , to this 

system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Computer magnetic tapes and discs. 
Retrievability: 

By Social Security Number, name, or other individual identifying 
characteristics. 
Safeguards: 

Physical security devices, guards, computer hardware and software 
features, and personnel clearances. Automated media are protected 
by authorized password for system, controlled access to operator 
rooms and controlled output distribution. 

Retention and disposal: 

Records are retained on the active OMF files for 4 months after 
separation. Historical OMF records are retained dating back to FY 
1970. Accessions in AMIS are retained on active file until effective 
date of accession and are then placed on a history file for a period of 
6 months. Records in the ROTC Graduate Assignment and Training 
Selection File are retained for approximately 400 days after the file is 
created (approximately December each year). Historic files for the 
OER system are kept for the life of the system. All other records are 
retained for active duty only until the individual is released from 
active duty and then destroyed. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. , : 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
current address, and identify the specific category of record in- 
volved, whether awaiting active duty, active retired, or separated 
and give return address. 

Blanket requests for information from this consolidated system will 
not be accepted. If awaiting active duty, specify the date thereof; if 
separated, individual must state date of separation. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, 200 Stovall Street, Alex- 
andria, VA 22332-0400. 

Individual should provide the full name, Social Security Number, 
current address, and identify the specific category of record in- 
volved, whether awaiting active duty, active retired, or separated 
and give return address. 

Blanket requests for information from this consolidated system will 
not be accepted. If awaiting active duty, specify the date thereof; if 
separated, individual must state date of separation. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, Army records and reports, other Federal 
agencies and departments. * 
Exemptions claimed for the system: 
None, ■ . , 

A0680-31bTAPC 

System name: 

Enlisted Personnel Management Information System (EPMIS). 
System location: 

U.S, Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, VA 22332-0400. The Enlisted Evaluation System is maintained 
at U.S. Army Enlisted Records Evaluation Center, Fort Benjamin 
Harrison, IN 46249-5301. 

Categories of individuals covered by the system: 

Army enlisted personnel on active duty; non-prior service and 
prior service personnel who either have, or indicate a desire to enlist 
in the U.S. Army, U.S. Army National Guard, or- U.S. Army Re- 



serves; initial active duty training personnel undergoing basic training 
or advanced individual training; former military personnel who. are 
applicants for' enlistment in grades El to E9. 
Categories of records in the system: 

Enlisted Master File (EMF) contains name, Social Security 
Number, sex, race, citizenship, religion, marital status, dependents, 
date and place of birth, residence, assignments, physical profile, 
ethnic group, grade/date of rank, enlistment and service promotion 
qualifications, military occupational skill code, education and train- 
ing, aptitude, separation, retirement, and mailing address. 

Recruit Quota System (REQUEST) contains selected information 
from EMF and soldier's educational level achieved and school sub- 
jects, driver's license, color perception, aptitude battery scores, audio 
perception score, defense language aptitude battery scored motor ve- 
hicle battery test score; type of enlistment and date, term, and option; 
initial processing and training assignments, types, locations, and dates; 
unit of assignment identification, system identification of location that 
created accession record, recruiter identification and recruiting area 
credit code. 

Enlisted Training Base contains selected information from EMF 
and the soldier's enlistment and service, assignment, enlistment com- 
mitments by MOS and type, college subjects, civilian acquired skills, 
advanced or basic individual training start and graduation date, loca- 
tion and MOS, follow-on MOS location training recommended 
versus preferred, aptitude area scores and categories. 

Enlisted Year Management File (RETAIN) contains selected infor- 
mation from the EMF and control number, reclassification/enlist- 
ment action, type of. enlistment, basic active service data, estimated 
termination of service, reenlistment date, civilian education, career 
management field, primary military occupational specialty code and 
date of award, source of new Primary Occupational Specialty Code, 
personnel charged to school code, status of application, assignment 
code, date of last status change, current location, year group, security 
investigation status and term reenlisted. 

Enlisted Linguist Data Base contains selected information from the 
EMF and foreign language code, listening and reading proficiency, 
ratings and scores, dates of evaluation test or interview, how each 
language capability was acquired, with the principal type, highest 
level and most recent date of proficiency in each foreign language. 

Enlisted Evaluation System contains selected information from the 
EMF. and the soldiers' primary- and career progression military occu- 
pational specialties, skill qualification test data, enlisted evaluation 
scores used to create the Enlisted Evaluation Report Weighted Aver- 
age and other enlisted evaluation report data. 

Authority for maintenance of the system:; 

5 U.S.C. 301 and Executive Order 9397. ■ 

Purpose(s): 

To accomplish personnel management, strength accounting, and 
manpower management actions. 

Routine uses of records maintained in the system, including catego> 
ries of users and the purposes of such uses: 

Information may be disclosed to the Social Security Administra- 
tion to verify Social Security Numbers. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of riecords in the system: 

Storage: 

Computer magnetic tapes and discs; computer printouts. 
Retrievability: 

By Social Security Number, name, or other individually identify- 
ing characteristics. ' ■ 

Safeguards: 

Information is protected by physical security devices, guards, com- 
puter hardware and software safeguard features, personnel clearances 
and passwords. 

Retention and disposal: 

Records are retained 5 years after separation except enlisted lin- 
guist data base records which are retained 6 months after separation. 

System manager(s) and address: 

Commander, U.S. Total Army Personnel Command, 200 Stovall 
Street, Alexandria, VA 22332-0400. 
Notification procedure: 

individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-EP. 200 Stovall Street, Alexandria, VA 22332-0400. 
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Information regarding the Enlistment Evaluation system should be 
obtained from the Commander, U.S. Army Enlisted Records Evalua- 
tion Center, Fort Benjamin Harrison, IN 46249-5301. 

Individual should provide the full name, Social Security Number, 
current address, and identify the specific category of i;ecord in- 
volved. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Command- 
er, U.S. Total Army Personnel Command, ATTN: TAPC-EP, 200 
Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name. Social Security Number, 
current address, and identify the specific category of record in- 
volved, whether awaiting active duty, active retired, or separated. 

Blanket requests for information from this consolidated system will 
not be accepted. If awaiting active duty, specify the date thereof; if 
separated, individual must state date of separation. 

Visits are limited to U.S. Total Army Personnel Command. Infor- 
mation from the Enlisted Evaluation System shoud be obtained from 
either the servicing military personnel office, the headquarters of the 
individual's organizational station, or the U.S. Army Enlisted 
Records Evaluation Center. 

For personal visits, the individual must be able to provide accepta- 
ble identification and give verbal information to verify the record. 

Contesting record procedures: 

The Army's rules for accessing records, containing contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source categories: 

From the individual, from documents and computer readable 
output, other Department of the Army staff agencies and commands, 
other federal agencies and departments. 

Exemptions claimed for the system: 
None. 

A0690-200DAPE 

System name: 

School Employee File. 
System location: 

Army-operated dependents schools in the United States located at 
Ft Benning, GA; Ft Bragg, NC; Ft Campbell, KY; Ft Jackson, SC; 
Ft Knox. KY; Ft McClellan, AL; Ft Rucker, AL; Ft Stewart, GA; 
and at the US Military Academy, West Point, NY. Individual 
records are retired to the National Personnel Records Center, St 
Louis, MO 63118 30 days after termination of employment. 

Categories of individuals covered by the system: • 

Employees of the Army-operated dependents schools. 

Categories of records in the system: Employment applications; per- 
sonnel action forms; copies of contracts or excerpts therefrom which 
describe services to be performed; time periods involved; amount of 
pay; location of employment; appointment affidavits; statements of 
service; group life and accident insurance election; survivor benefit 
elections; change of name request; educational transcripts; position 
assignment notices; promotion/reduction recommendations with ap- 
provals/declinations; supervisor evaluations; annual, sick and/or 
teacher leave records; miscellaneous correspondence, documents, and 
records concerning dependents; military and other Federal service, 
including service in other Federally funded dependents schools; let- 
ters of recommendations, commendations, reprimands, counseling ses- 
sions, and conference records. 

Authority for maintenance of the system: 

Pub. L. 81-874, section 6. 

Purpose(s): 

To maintain record of the individual's Federal service; to docu- 
ment actions attributable to his/her employment and status; to admin- 
ister pay and other employment policies and regulations as required 
by Pub. L. 81-874, the US Commissioner of Education, and/or re- 
spective State Departments of Education. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to authorized representatives of the 
the Secretary of the Department of Health and Human Services and/ 
or the Department of Education to verify that pay and employment 
practices in the Army-operated dependents schools are comparable to 
those of the school districts in the State used for comparability 
purposes; verification, for salary and retirement purposes of Federal 



employment for personnel subsequently employed by public, Federal, 
or private school systems. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By employee's surname. 

Safeguards: 

Records are maintained in secured areas accessible only to author- 
ized personnel having official need therefor in the performance of 
official duties. 

Retention and disposal: 

Records are permanent. They are retained at the dependents 
schools until 30 days after termination of individual's service and 
subsequently retired to the National Personnel Records Center, St. 
Louis, MO 63118. 

System manageKs) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 
Notification procedure: 

Information may be obtained from the Superintendent of Schools 
at the installations listed above. If inquiry is made 30 days after 
termination of employment, it should be made to the National Per- 
sonnel Records Center. Written requests should contain individual's 
current name, the name used during the period of Federal employ- 
ment at the school concerned, if different, date of birth, names of 
schools, locations, and dates of en^ployment. 

Record access procedures: 

Individuals desiring access to . records about themselves should 
write as indicated in 'Notification procedure*, providing information 
required therein. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regular 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, notice of personal security clearance from 
Defense Investigative Service, appointment affidavits, copies of con- 
tracts or excerpts therefrom, personnel action, survivor benefit forms, 
education transcripts, position assignment notices, promotion/reduc- 
tion recommendations with approvals/declinations, leave records. 
Army records and reports, documents from previous employers and/ 
or other Federal agencies. ' 

Exemptions claimed for the system: 

None. 

'A0690-200TAPC 

System name: 

Department of the Army Civilian Personnel Systems. 
System location: 

U.S. Total Army Personnel Command, 200 Stovall Street, Alexan- 
dria, 22332-0341, Derivative Systems are maintained at commands, 
installations and activities dependent on the type of system main- 
tained. Command-wide systems are the Civilian Personnel Account- 
ing System at U.S. Army Military District of Washington, the U.S. 
Army Corps of Engineers Management Information System, and the 
Personnel Management Information System of U.S. Army Materiel 
Command. Official mailing addresses may be obtained from U.S. 
Total Army Personnel Command. 

Categories of individuals covered by the system: 

All U.S. citizen appropriated fund employees and, in some in- 
stances, nonappropriated fund employees, dependents, and foreign 
nationals; military personnel are included in the incentive awards and 
training programs. 

Categories of records in the system: 

Civilian personnel systems vary in informational capacity accord- 
ing to respective requirements and contain several or all of the 
following records: Academic discipline; career program; citizenship; 
date of birth; educational level; employee tenure; Federal Employees 
Group Life Insurance; functional classification; name of employee; 
nature of action; occupational series; pay basis, pay plan, rate deter- 
minant; physical handicap; position occupied and tenure; military 
status; salary; service computation date; sex; Social Security Number; 
special program identifier; step or rate; submitting office number; 
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training data, including costs, non-duty hours, on-duty hours, princi- 
pal purpose, special interest program, date of completion; type of 
appointment; unit identification code; veteransr preference; work 
schedule; organizational and position data, retention data; adverse 
action data; Fair Labor Standards Act coverage; cost of living allow- 
ances; transportation entitlement; cost codes; leave category; salary 
history; wage area; position sensitivity; security investigation data; 
security clearance and access data; performance/suggestion/cash 
awards; reemployment rights; training agreement; reserve status; 
vessel operations qualifications; Government driver's license; food 
handler's permit; intern recruitment and training data; career manage- 
ment data including performance/potential ratings; employee evalua- 
tion; qualifications; achievements; dependent data; overseas sponsor 
information; state address; home address; leave data; foreign language 
code, . mobilization. Records are maintained for military personnel 
participating in department-wide incentive awards and training, pro- 
grams sponsored by operating civilian personnel offices. 
Authority for maintenance of the system: 
5 u s e. 301; 10 U.S.C. 3013; Executive Order 9397. 
Purpose(s): 

Information in this systein is used by civilian personnel offices to 
screen qualifications of employees; determine status, eligibility, and 
employee's rights, and benefits under pertinent laws and regulations 
governing Federal employment; compute length of service; compile 
reports and statistical analyses of civilian work force strength trends, 
accounting, and composition; and to provide personnel services. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Department of Labor, Department of Veterans Affairs, Social Se- 
curity Administration, or a national, State, county, municipal; or 
other publicly recognized charitable or income security administra- 
tion agency (e.g., state unemployment, compensation agencies), where 
necesS:ary to adjudicate a claim under Office of Personnel Manage- 
ment's retirement, insurance, or health benefits program or to con- 
duct an analytical study or audit of benefits being paid under such 
programs. 

Office of Federal Employees Group Life Insurance, information 
necessary to verify election, declination, or waiver or regular and/or 
optional life insurance coverage or eligibility for payment of a claim 
for life insurance. 

Health insurance carriers contracting with Office of Personnel 
Management to provide a health benefits plan under the Federal 
Employees Health Benefits Program, information necessary to identi- 
fy enrollment in a plan, to verify eligibility for payment of a claim 
for health benefits, or to carry out the coordination or audit of 
benefit provisions of such contracts. 

Federal, State, or local agencies for determination of an individ- 
ual's entitlement to benefits in connection with Federal Housing 
Administration programs. 

Officials of labor organizations recognized under 5 U.S.C. Chapter 
71 when relevant and necessary to theii" duties of exclusive represen- 
tation concerning personnel policies, practices, and matters affecting 
working conditions. 

Public and private organizations, including news media, which 
grant or publicize awards and/or honors, information on individuals 
considered/selected for incentive, awards and other honors. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply to this 
system. 

. Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: ... 

•Magnetic tapes, drum, disc,' punched cards; microfilni/fiche; or 
hard copy. ' 
Retrievability: 

By Social Security Number and/or nanie. 
Safeguards: 

Computer facilities and terminals are located in restricted areas 
accessible only to authorized personnel who are properly screened, 
cleared, and trained. Manual records, microfilm/fiche, and computer 
printouts are stored in locked rooms or cabinets on military installa- 
tions or in buildings secured by guards. 

Retention and disposal: 

These records are retained for varying periods of time. Generally, 
they are maintained for a rninimum of 1 year or until the employee 
transfers or separates. They may also be retained indefinitely as a 
basis for longitudinal work history statistical studies. 

System manager(s) and address: 



Commander, U.S. Total Army Personnel Command, ATTN: 
TAPC-CP, 200 Stovall Street, Alexandria, VA 22332-0400. 
Notification procedure: ' 

Individuals seeking to determine if information about themselves is 
contained *in this record system should address written inquiries to 
the servicing civilian personnel office. Official mailing addresses may 
be obtained from Commander, U.S. Total Army Personnel Com- 
mand, ATTN:' TAPC-CP; 200 Stoyall Street, Alexandria, VA 
22332-0400. . 

Individual should provide the full name and Social Security 
Number. 

Record access procedures: 

Individuals, seeking access to records, about themselves contained in 
this record system should address written inquiries to the servicing 
civilian personnel office. Official mailing addresses may be obtained 
from Commander, U.S. Total Army Personnel. Command, ATTN: 
TAPC-CP, 200 Stovall Street, Alexandria, VA 22332-0400. 

Individual should provide the full name and Social Security 
Numbei". , * . . 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. 

Record source .categories: 

Fi-om the individual; from individual's official personnel file. 

Exemptions claimed for 'the system: 

None. 

A0690-400CE 

System name: 

Corps of Engineers Automated Legal System (CEALS) Training 
Information Program. ... 
System location: 

Main data base is the Corps of Engineers Automated Legal System 
computer, Army Engineer Automation Support Activity, 2500 First 
Street NW, Washington, DC 20001-1022, with input and access 
locations at Corps of Engineers field operating offices. 

Categories of individuals covered by the system: 

Corps of Engineers legal services employees in the headquarters 
and field operating offices. 

Categories of; records in the system: 

Records relating to . training courses completed by employees of 
the Corps of Engineers legal services offices. The system will pro- 
vide a variety of data, training courses, conference or seminar sub- 
jects, training sources, costs and attendee's views and comments. 
Data stored within the system will- include, but not be limited to, 
employee's name, office, office telephone number, and job series; 
training vendor's name, training location, training subject matter; 
course* title and' number; tuition cost; training dates; course evaluation 
and course referral. • 

Authority for maintenance of the system: 

5 U.S.C. 4101, et. seq., Government Employees Training Act of 
1958; and Executive Order 9397. , 
Purpose(s): 

To provide an automated system that will allow the Corps of 
Engineers legal services office to identify, worthwhile, relevant iand 
cost effective training opportunities; to assist in budget preparation 
and execution; to plan training; and to assist in developing and 
tracking budgets. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

.Not applicable. , . , , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records -in the system: 

Storage: 

Magnetic tapes/disks and printouts. 
iRetrievability: 

By individual's name, telephone number, office symbol, and job 
series; training vendor and location; training course title; subject area; 
tuition; referral and value. 

Safeguards: . : . 

Access is restricted to authorized users in Corps of Engineers legal 
field operating offices. Computer recprds are maintained in a building 
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protected by security guards. Printed records in field operating of- 
fices will be kept in locked offices. 
Retention and disposal. 

Records will be retained for 5 years from the time they are entered 
into the data base, and then purged from the system. 
System managerCs) and address: 

Chief Counsel, U.S. Army Corps of Engineers, 20 Massachusetts 
Avenue, NW, Washington. DC 20314-1000. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Chief Counsel, U.S. Army Corps of Engineers, 
ATTN: CECC-C, 20 Massachusetts Avenue, NW, Washington, DC 
20314-1000. ' • 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Chief 
Counsel, U.S. Army Corps of Engineers, ATTN: CECC-C. 20 Mas- 
sachusetts Avenue, NW, Washington, DC 20314-1000. 

Contesting record procedures: 

The Army's rules for accessing records and for contesting contents 
and appealing initial agency determinations are contained in Depart- 
ment of the Army Regulation 340-21; 32 CFR part 505; or may be 
obtained from the system manager. 

Record source categories: 

Corps of Engineers Legal Services employees who have completed 
training. 

Exemptions claimed for the system: 
None. 

A0690-600SAMR 

System name: 

Equal Opportunity and Equal Employment Opportunity Complaint 
Files. 
System location: 

Primary System is located at the Office of the Secretary of the 
Army Manpower and Reserve Affairs (SAMR), Room 2E594, Penta- 
gon, Washington, DC 20310-0103. Segments are maintained at the 
installation or Major Command Concerned. 

Categories of individuals covered by the system: 

Any civilian employee of the Department of the Army or member 
of the U.S. Army, whether on active duty or in the Reserve Compo- 
nents, who submits an equal opportunity or equal employment oppor- 
tunity complaint. 

Categories of records in the system: 

Individual's complaint, supporting documentation, witness state- 
ments investigatory reports, decisional documents, similar relevant 
records. 

Authority for maintenance of the system: 

10 U.S.C. 3013(g) and Executive Order 9397. 

Purpose(s): 

To ensure complaints are properly investigated and appropriate 
remedial action initiated to correct inequities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: 

By complainant's surname. 

Safeguards: 

Records are maintained in secured areas, accessible only to desig- 
nated officials having official need therefor in the performance of 
assigned duties. 

Retention and disposal: 

At the primary location, files are permanent. Two years following 
closing of case, records are retired to • the Washington National 
Records Center, Suitland, MD. Records at other Army locations are 
destroyed after 2 years. 

System maiiagerCs) and address: 



Secretary of the Army Manpower and Reserve Affairs (SAMR), 
Room 2E594, Pentagon, Washington, DC 20310-0103. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this records system should address written inquiries to 
the Secretary of the Army Manpower and Reserve Affairs (SAMR), 
Room 2E594, Pentagon, Washington, DC 20310-0103. 

Individual should provide the full name, Social Security Number, 
and military status or other information verifiable from the record 
itself 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Secretary 
of the Arrhy' Manpower and Reserve Affairs (SAMR), Room 2E594, 
Pentagon, Washington, DC 20310-0103. 

Individual should provide the full name, Social Security Number, 
and military status or other information verifiable from the record 
itself 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in the Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From individual, witnesses, Army records and reports, similar rele- 
vant documents. 

Exemptions claimed for the system: 
None. 

A0690-700DAPE 

System name: 
Grievance Records. 
System location: 

Servicing civilian personnel offices for each Army activity or 
installation. 

Categories of individuals covered by the system: 

Current or former employees of the Department of the Army who 
have submitted grievances in accordance with part 771 of the regula- 
tions of the Office of Personnel Management (5 CFR part 771) or 
through a negotiated grievance procedure. 

Categories of records in the system: 

Case File includes all documents related to the grievance, includ- 
ing statements of witnesses, reports of interviews and hearings, exam- 
iner's finding and recommendations, copy of the original and final 
decisions, and related correspondence and exhibits. 

Authority for maintenance of the system: 

5 U.S.C. 1302, 3301, Executive Order 10577; 3 CFR parts 1954- 
1958; Executive Order 10987; 3 CFR 1959-1963. 
Purpose(s): 

To review allegations, obtain facts, conduct hearings when appro- 
priate, and render decision. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. ■ . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

By individual's name. 

Safeguards: 

Information is maintained in lockable metal filing cabinets to which 
only authorized personnel have access. 
Retention and disposal: 

Records of appropriated fund employees are destroyed 7 years 
after closing of the case; those of non-appropriated fund employees 
are destroyed 5 years after closing. Disposal is by shredding: 

System manager(s) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, The Pentagon, Washington', DC 20310. 

Notification procedure: 
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' It is required that individuals submitting grievances be provided a 
copy of the record under the grievance process. They may, however, 
contact the Army personnel or designated office where the action 
was processed regarding the existence of such records on them. They 
must furnish the fbllowing information for their records to be located 
and identified: Name, date of birth, approximate date of closing the 
case and kind of action taken, organization and activity where em- 
ployed at time grievance was initiated, and signature. 
Record access procedures: 

Individuals desiring access to records about them should address a 
written inquiry as indicated in 'Notification Procedure*, providing 
information specified therein. 

Contesting record procedures: 
« Review of requests from individuals seeking amendment of their 
records which have been the subject of a judicial or quasi-judicial 
action will be limited in scope. Review of amendment requests of 
these records will be restricted to determining if the record accurate- 
ly documents the action of the Army's ruling on the. case, and will 
not include a review of the merits of the action, determination, or 
finding. 

Individuals wishing to request amendment to their records to cor- 
rect factual errors should contact their servicing civilian personnel 
office, providing information specified in 'Notification procedure*. 
Individuals must also- follow the Privacy Act regulations . of the 
Office of Personnel Management (see 5 CFR 297.208 and 297.201.) 

Record source categories: 

From the individual on whom the record is maintained; testimony 
of witnesses; related correspondence; Army records and reports; 
similar relevant documents. 

Exemptions claimed for the system: 

None. 

A0710-2aDALO 

System name: 

Property Officer Designation Files. 
System location: 

Maintained at unit level of the Army. Official mailing addresses are 
published as an appendix to the Army*s compilation of record sys- 
tems notices. 

Categories of individuals covered by the system: 

Individuals with formal responsibility for U.S. Government proper- 
ty. 

Categories of records in the system: 

Document appointing or relieving individuals as property officers. 
Authority for maintenance of the system: 
lOU.S.C. 3013. 
Purpose(s): 

To verify an individual's authority to assume responsibility for U.S. 
Government property. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanked Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage 

Paper records in file folders. 

Retrievability: 

By appointee*s surname. 

Safeguards: 

Records are maintained in locked cabinets accessible only , to desig- 
nated authorized personnel. 
Retention and disposal: 

Records are destroyed 2 years following individual's termination of 
appointment. 
System manager(s) and address: 

Deputy Chief of Staff for Logistics, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310-0500. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the office designating the individual as Property Officer. 

For verification purposes, individual should provide full name, unit 
where assigned as Property Officer, and time period involved. 



Record access procedures: 

Indivduals seeking access to records about themselves contained in 
this record system should address written inquiries to the office 
designating the individual as Property Officer. 

For verification purposes, individual should provide full name, unit 
where assigned as Property Officer, and time period involved. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, his/her commander. Army records and re- 
ports. 

Exemptions claimed for the system: 
None. 

A0710-2bbALO 
System name: ' • . * 
Hand Receipt Files. 
System location: ' 

Property book offices and supply rooms at most Army activities 
world-wide. 
Categories of individuals covered by the system: 
Civilian or military personnel who assume temporary custody or 
responsibility for United States Government or other official proper- 
ty- 
Categories of records in the system: 

Individual receipts or listings reflecting acceptance of responsibility 
for items of property listed thereon. 
Authority for maintenance of the system: 
lOU.S.C. 3012. 
Purpose: 

To record property in use or in custody of individuals; to provide 
ah audit trail for property accountability; to determine .responsibility 
for lost, damaged, or stolen property. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* set forth at the beginning of the Arniy's 
listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

. Magnetic tape/disc; paper records in file folders. 
Retrievability: V 

By individual's surname, SSN, menue number, line number, size. 
Safeguards: 

Records are maintained in locked cabinets/areas accessible only to 
authorized personnel. Automated data are protected by administra- 
tive, physical, and technical safeguards required by Army Regulation 
380-380. 

Retention and disposal: 

Record is maintained only while property is in use by or in the 
custody of an individual; destroyed on turn-in or upon cornplete 
accounting for the property, or when. superseded by ^ new receipt or 
listing. 

System manager(s) and address: 

Deputy Chief of Staff for Logistics, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 

Notification procedure: 

Information may be obtained from activities issuing hand receipts. 
Individual should provide his/her full name, installation .at which a 
hand receipt holder, and any other may facilitate locating the record. 

Record access procedures: 

Individuals desiring access to records about themselves should 
inquire of the property book officer at the installation where record 
is believed to exist. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: ^ * 
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Hand receipt number on printed form or on property book. 

Exemptions claimed for the system: 

None. 

A0710-2cDALO 

System name: 

Personal Property Accounting Files. 
System location: 

Maintained Army-wide in orderly rooms of troop units. Official 
mailing addresses are published as an appendix to the Army's compi- 
lation of record systems notices. 

Categories of individuals covered by the system: 

Military individuals absent without leave or absent because of 
illness and confined to medical facilities. 

Categories of records in the system: 

Documents reflecting items, of personal property of individuals 
listed in the preceding paragraph. 
Authority for maintenance of the system: 
10 U.S.C 3013 iand Executive Order 9397. 
Purpose(s): 

To identify and protect property belonging to soldiers who are 
absent without leave or absent because of illness and confined to 
medical facilities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving^ accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By last name of individual owning the property. 
Safeguards: 

Records are maintained in locked cabinets accessible to authorized 
individuals having official need therefor. 
Retention and disposal: 

Records are maintained during an individual's absence and de- 
stroyed 2 years after his/her return. 
System manager(s) and address: 

Deputy Chief of Staff for Logistics, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 
Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the troop commanders. 

For verification purposes, individual should provide full name. 
Social Security Number, current address, telephone number, and 
dates and circumstances of the absence. 

Record access procedures: 

Individuals seeking access to records about, themselves contained in 
this record system should address written inquiries to or visit desig- 
nated representatives of troop commanders holding the records. 

For verification purposes, individual should provide full name, 
Social Security Number, current address, telephone number, and 
dates and circumstances of the absence. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 
. Record source categories: 

From inventories and other Army records and reports. 

Exemptions claimed for the system: 

None. 

A0710-2dDALO 

System name: 
Personal Clothing Record Files. 
System location: 

Maintained by Active Army training activities, National Guard 
Armories, and US Army Reserve units. 



Categories of individuals covered by the system: 

All assigned personnel with military status. 

Categories of records in the system: 

Individual personal clothing records (DA Form 3078). 

Authority for maintenance of the system: 

10 U.S.C. 3012. 

Purpose(s): 

To reflect accountability for personal clothing by individual sol- 
diers during their first six months of military service. 

' Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By surname of individual concerned. 
Safeguards: 

Records are maintained in locked cabinets accessible only to au- 
thorized personnel having official need therefor. 

Retention and disposal: 

For active Army personnel, the record is destroyed when individ- 
ual has been in service 6 months and has fulfilled his/her final 
showdown inspection as required by Army Regulation 710-2. For 
National Guard and US Army Reserve personnel, the record is 
transferred with the Military Personnel Records Jacket on individ- 
ual's completion of basic training. 

System manager(s) and address: 

Deputy Chief of Staff for Logistics, Headquarters, Department of 
the Army, The Pentagon, Washington, DC 20310. 

Notification procedure: 

Information may be obtained from troop commanders. Individual 
should provide his/her full name, SSN, and current address and 
telephone number. 

Record access procedures: 

Individual may review his/her record by visiting designated repre- 
sentatives of troop commanders. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regiila- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual; DA Form 3078. 

Exemptions claimed for the system: 

None. 

A0715DAJA 

System name: 

Procurement Misconduct Files. 
System location: 

HQDA (DAJA-PF), The Pentagon, Washington, DC 20310-2217. 

Categories of individuals covered by the system: 

Individuals or legal entities investigated for alleged procurement 
misconduct, such as fraudulent activities in securing or performing a 
government contract. 

Categories of records in the system: 

Criminal and administrative investigations of fraudulent, criminsil 
or other misconduct in connection with government procurement 
activities and the List of Parties Excluded from Procurement Pro- 
grams. 

Authority for maintenance of the system: 

10 U.S.C. 3013. 

Purpose(s): 

To determine whether criminal, administrative, or civil proceed- 
ings should be initiated against the contractor with the government 
or government procurement officials for criminal conduct in connec- 
tion with procurement activities and to maintain and distribute a list 
of contractors determined to be ineligible to participate in Govern- 
ment procurement activities. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Justice,. and 
United States attorneys. 

The "Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices also apply. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: t i 

Paper records in file folders. ~ . 

Retrievability: . : , * 

By last name. ' 

Safeguards: 

Records are maintained, in file cabinets accessible only by author- 
ized personnel who are properly instructed in the permissible use of 
the information. 

Retention and disposal: r 

Destroyed 15 years after final action on the case. 
System manager(s) and address: 

The Judge Advocate General, Headquarters, Department of the 
Army, The Pentagon, Washington, DC 20310-2210. 

Notification procedure: 

Indivduals seeking to determine if information about themselves is 
contained in this record system should address inquiries to the Office 
of the Judge Advocate General, Chief, Procurement Fraud Division, 
HQDA, DAJA-PF, Washington, DC 20310-2217. 

Individual should provide full name, current address and telephone 
number, specific details ithat will enable locating the record, , and 
signature. " ^ • . 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this record system should address inquiries to the Office of 
the Judge Advocate General, Chief, ' Procurement Fraud Division, 
HQDA, DAJA-PF, Washington, DC 20310-2217.. 

.Individual should provide full name, current address and. telephone 
number, specific details that will enable locating the record, and 
signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial determinations are contained in Army Regulation 
340-21; 32 CFR part 505; or may be obtained from the system 
manager. . r ' . 

Record source categories: V ~ . 

Department of the Army staff agencies. Army re'cords and reports, 
Department of Justice, U.S. Attorneys, opposing counsel, and similar 
relevant sources, - 

Exemptions claimed for the system: 

None. • ... 

A0735SAIS-SF 

System name: 

Library Borrowers'/Users' Profile Files. 

System location: ... 

Libraries on Army installations and activities. Official mailing ad- 
dresses of installations and activities are published as an appendix to 
the Army's compilation of record systems notices. 

Categories of individuals covered by the system:' 

Authorized users of Army library facilities. .. 

Categories of records in the system: 

Name, address, Social Security Number, and telephone number of 
the user. . - 
Authority for. maintenance of the system: . . 
5 U.S.C. 301 and Executive Order 9397. 
Purpose(s): 

To identify individuals authorized to borrow library materials; to 
ensure that all library property is returned and individual's account is 
cleared, and to provide librarian useful information for selecting, 
ordering, and meeting user requirements. 

. Routine 'Uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The ^Blanket Routine Uses" set forth at the beginning of the 
Army's compilation of record system notices apply to this record 
system. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: r 

Storage: 

Card files, magnetic tapes, compact discs, and computer printouts. 
Retrievability: 

By user's surname. Social Security Number, and/or residence. 
Safeguards: 

Information is maintained in areas accessible only, to authorized 
persons who have official need therefor. Libraries are secured during 
non-duty hours. . , 

Retention and disposal: 

Records are destroyed when no longer needed to obtain, and/or 
control library materials. , . .. . ; 

System manager(s) and address: 

Director of Information Systems for Command, Control, Commu- 
nications, and Computers, ATTN: SAIS-PDD, Department of the 
Army, Washington, DC 20310-0107. . 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the specific installation library that provided services. Official mailing 
addresses are published as an appendix to the Ai-riiy's compilation of' 
record systems notices. 

For verification purposes, individual should provide full name, 
period in which a user has or had an account, and any other informa- 
tion that .would assist in locating applicable records. 

Record access procedures: . ' , ... 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the specific 
installation library that provided services. Official mailing addresses 
are published as an appendix to the Army's compilation of record 
systems notices. ^ - 

For verification purposes, individual' should provide full name, 
period in which a user has or had an account, and any other inforrha- 
tion that would assist in . locating applicable records. * " ' 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initial agency determinations by the individual concerned, 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained frotn the system manager. . 

Record source categories: .v . ' 

From the individual. . 

Exemptions claimed for the system: 

None. ■ • 

A0755-1AMC 

System name: 

Small Arms Sales Record Files. - • , 

System location: . • 

US Army Armament Munitions and Chemical Command, Rock 
Island, IL 61229-6000. ' ' 

Categories of individuals covered by the system: 

Any US citizen considered eligible under Federal regulations who 
purchased a firearm from the US Government for. personal use. 

Categories of records in the system: 

Individual's name, mailing address, application for purchase of 
firearm, date purchased, DA Form 3535 (Weapon Sales Recorcl), 
information concerning weapon caliber, modeU type and serial 
number of firearm, relevant correspondence. 

Authority for maintenance of the system: 
' 10 U.S.C. 4308; 

Purpose(s): * . 

To respond to individual citizen requests to purchase firearms from 
the US Government for personal use. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Federal, state and local law enforcement investigative agencies 
may be furnished information from this system of records to deter- 
mine last known firearm ownership, to trace recovered or confiscat- 
ed firearms, and to assist in criminal' prosecution or civil court ac- 
tions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Storage: 

Paper records in file cabinets. 
Retrievability: 

By purchaser's surname; type of weapon; and serial number. 
Safeguards:. 

Records are maintained in areas accessible only to designated per- 
sons having official need therefor in the performance of their duties. 
Building housing records are protected by security guards. 

Retention and disposal: 

Records are permament. 

System manager(s) and address: 

Commander, US Army Armament. Munitions and Chemical Com- 
mand, Rock Island, IL 61299-6000. 
Notification procedure: 

Individuals wishing to know whether or not information on them 
exists in this system of records should write to the System manager, 
ATTN: AMSMC-MMD-LS, providing their full name; current ad- 
dress as well as address at time of firearm purchase, if different; type, 
caliber, and serial number of firearm(s) purchases; and signature. 

Record access procedures: 

Individuals desiring access to records about themselves should 
write as indicated in 'Notification procedure*, providing information 
required therein. 

Contesting record procedures: 

Army's rules for access to records and for contesting contents and 
appealing initial determinations are contained in Army Regulation 
340-21 (32 CFR part 505). 

Record source categories: 

From the individual; Army records and reports. 

Exemptions claimed for the system: 

None. 

A0870-5DAMH 

System name: 

Army History Files. 
System location: 

US Army Center of Military History, Headquarters, Department 
of the Army, Washington, DC 20314. 

Decentralized segments exist at historical offices at Headquarters, 
Department of the Army and field operating agencies, major com- 
mands, and the U.S. Army Military Historical Research Collection, 
Carlisle Barracks, PA 17013: 

Categories of individuals covered by the system: 

Military and civilian personnel associated with the Army; individ- 
uals who offer historically significant items or gifts of money to the 
Army Museum System. 

Categories of records in the system: 

Biographical resumes and personal working files of U.S. Army 
personnel; personal papers donated by individuals for historical re- 
search; photographs of Army personages; requests for historical doc- 
uments regarding U.S. Army activities and responses thereto; copy of 
donor's proffer of gift agreement and correspondence with donor 
regarding status and/or location of donation(s). 

Authority for maintenance of the system: ' 

10 U.S.C., section 3012; 5 U.S.C., section 301. 

Purpose(s): 

To provide a record of donations and contributions of historical 
property to U.S. Army Museums and historical holdings; to enable 
Army museums and historical holdings to provide upon request by 
the donor or donor's heirs, information concerning the status/loca- 
tion of his/her donation; to enable the Army to establish title to the 
property. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system may be disclosed to a municipal 
corporation, a soldier's monument association, a State museum, an 
incorporated museum or exhibition operated and maintained for edu- 
cational purposes only, a post of the Veterans of Foreign Wars or the 
American Legion, or other Federal museums upon donation or trans- 
fer of the historical property to one of those organizations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records, magnetic tapes/discs, and photographs. 



Retrievability: 

By individual's name. 
Safeguards: 

Records are maintained in secured areas accessible only to persons 
having need therefor in the performance of official duties. 
Retention and disposal: 

Permanent. Some historical material and photographs are retired to 
the Washington National Records Center when no longer needed; 
other such material is transferred to the Military History Research 
Collection at Carlisle Barracks, PA for preservation. Inquiries about 
historical events or persons, and responses thereto, are destroyed 
when no longer needed. 

System manager(s) and address: 

Chief of Military History, Headquarters, Department of the Army, 
Washington, DC 20314.. 

Notification procedure: 

Individuals wishing to inquire whether this system of records con- 
tains information about them should contact the System Manager. 
Record access procedures: 

Individuals may request access to their records by writing to the 
System Manager, furnishing their full name, address and signature. 
Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

From the individual, his/her Army record, official Army docu- 
ments, public records. 
Exemptions claimed for the system: 

. None. 

A0920-15SFDM 

System name: 

Civilian Marksmanship Program. ♦« 
System location: 

Officer of the Director of Civilian Marksmanship/Executive Office 
for the National Board for the Promotion of Rifle Practice, Office of 
the Under Secretary of the Army, 20 Massachusetts Avenue, NW, 
Washington, DC 20314-0100. 

Categories of individuals covered by the system: 

U.S. citizens who are members of civilian marksmanship clubs and 
State Marksmanship Associations enrolled with the Director of Civil- 
ian Marksmanship and are participants, competitors, or instructors in 
organized marksmanship programs; civilian and military competitors 
in national matches; applicants seeking to purchase Ml rifles. 

Categories of records in the system: 

Applications for club membership consisting of the following doc- 
uments: DA Form 1271 (Application for Enrollment of A Civilian 
Rifle Club); DA Form 1272 (Bond Application for Civilian Rifle 
Club); DA Form 1237 (Requisition for Articles Authorized for Issue 
to Civilian Rifle Clubs); DA Form 1274 (Description of Available 
Range Facilities for Civilian Rifle Clubs); ODCM Form 137 (Roster 
of Club Members) identifying each member by full name, address, 
birth date, firing courses participation by course title, score attained, 
and target fired for record; DD Form 1584 (DOD National Agency 
Check Request) for each adult leader and club officer; ODCM Form 
138 (Assurance of Compliance with Title VI Civil Rights Act of 
1964); Name, title, and address of local or State law enforcement 
officer to whom the club is known; certificates of qualification or 
badges to eligible club members; receipts for arms on loan from the 
Director of Civilian Marksmanship; Certificate for Purchase of Fire- 
arms; results of NAC investigation; relevant correspondence and 
reports. 

Authority for maintenance of the system: 

10 U.S.C, 4307-4313, 4652, and 32'U.S.C. 316; and Executive 
Order 9397. 

Purpose(s): 

To promote, among citizens and other persons subject to induction 
into the Armed Forces of the United States not reached through 
training programs of the Armed Forces, practice in the. use of mili- 
tary-type individual small arms; to promote competitions in the use 
of arms; and to issue equipment and awards therefor. The program is 
for US citizens who are members of civilian marksmanship clubs and 
State Marksmanship Associations enrolled with the Director of Civil- 
ian ;Marksmanship and are participants, competitors, or instructors in 
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organized marksmanship programs; civilian and military competitors 
in national matches; applicants seeking to purchase M 1 rifles. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may ..be disclosed to federal, state, and local law en- 
forcement agencies when fraudulent or criminal activity or allega- 
tions warrant. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper . records in rotary type Diebold containers; club records on 
magnetic tape/disc. 
Retrievability: 

By Club name; by individual competitor/purchaser surname. 
Safeguards: 

Information in this system of records is available only to individ- 
uals having official need therefor. Records area is protected by an 
alarm system. Building housing records is protected by security 
guards. 

Retention and disposal: 

Records on enrolled Civilian Rifle Clubs and State Associations 
are retained for life of club, plus 2 years, following which they are 
destroyed by shredding. Competitive score cards are maintained for 1 
year; cumulative point system record of individuals is permanent. 
Record of firearms loan or sale is retained 1 year. Certificate (of 
individual) to retain firearms is retained permanently at the US Army 
Armament, Munitions and Chemical Command, Rock Island, IL 
61299. 

System manager(s) and address: 

Director of Civilian Marksmanship/Executive Officer for the Na- 
tional Board for the Promotion of Rifle Practice, Office of the Under 
Secretary of the Army, ATTN: Administrative Officer, 20 Massachu- 
setts Avenue, NW, Washington, DC 20314-0100 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Director of Civilian Marksmanship/Executive Officer for the 
National Board for the . Promotion of Rifle' Practice, Office of the 
Under Secretary of the Army, ATTN: Administrative Officer, 20 
Massachusetts Avenue,' NW, Washington, DC 20314-0100. 

Individual should provide the full name, Social Security Number, 
birth date, information such as club of which a member, competition 
in which participated, firearm purchased, and signature. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the* Director of 
Civilian Marksmanship/Executive Officer for the National Board for 
the Promotion of Rifle Practice, Office of the Under Secretary of the 
Army, ATTN: Administrative Officer, 20 Massachusetts Avenue, 
NW, Washington, DC 20314-0100. 

Individual should provide the full name, Social Security Number, 
birth date, information such as club of which a member, competition 
in which participated, firearm purchased, and signature. 

Contesting record procedures: 

The Army's rules for accessing records, contesting contents, and 
appealing initiar agency determinations by the individual concerned 
are published in Department of the Army Regulation 340-21; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the individual, enrolled clubs and state associations, investi- 
gative reports of the Defense Investigative Service and/or Federal 
Bureau of Investigation, law enforcement agencies, Army records 
and reports. 

Exemptions claimed for the system: 

None. ' ' . 

A0930-4CFSC 

System name: 
Army Emergency Relief Transaction File. 
System location: 

Army Emergency Relief offices at Army installations. Official ad- 
dresses may be obtained from the System Manager. 

Categories of individuals covered by the system: 

Any of the following who receive Army Emergency Relief finan- 
cial 'assistance: Activie duty Army personnel and their dependents; 
members of all Army components retried after completing 20 or 



more years of active duty and their dependents or retired by reason 
of physical disability in line of duty and their dependents; dependents 
of Army personnel missing in action; and eligible widows and or- 
phans of extended active duty Reserve component personnel. 
Categories of records in the system: 

Documents accumulated by Army Emergency Relief branches and 
sections, including financial and loan reports, applications for finan- 
cial assistance, acknowledgments of remittance and assistance re- 
ceived, collection and indebtedness documents, cash bonds, loan 
ledgers, control ledgers, cancelled checks, prenumbered receipts, and 
documents. 

Authority for maintenance of the system: 

10 U.S.C 3012. • 

Purpose(s): 

These records are used by Army Emergency Relief Offices to 
record and control loans and repayment actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See *Blankfet Routine Uses* set forth at the beginning of the Army's 
listing of record s^rstem notices. 

Disclosure to consumer reporting agencies: , . " . ' 

Disclosure pursuant to 5 U.S.C. 552a(b)(i2) may be made from this 
system to 'consumer reporting agencies* as defined in the Fair Credit 
Reporting Act (15 U.S.C. S681a(0) or the Federal Claims Collection 
Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and card files. * 
Retrievability: 
^ By applicant's surname. 
Safeguards: 

Information in these records is accessible only by Army Emergen- 
cy Relief Officer and staff. ' 
Retention and disposal: 

Records are active until loan is repaid or determined uncollectable 
and for 2 years thereafter in the Army Emergency Relief Office; 
transferred to the records holding area for 1 additional year^ follow- 
ing which they are destroyed. 

System manager(s) and address: 

Commander, US Army Community and Family Support Center, 
2461 Eisenhower Avenue, Alexandria, VA 22331-0301. 
Notification procedure: 

Information may be obtained from Army Emergency Relief Of- 
fices at installations. Individual should provide full name, rank, SSN, 
military status, date and place where last Army Emergency loan was 
obtained, current military or dependent ID card, and signature. 

Record access procedures: 

Access to information in this system may be obtained upon written 
request to the Army Emergency Relief Office which is believed to 
have pertinent information. Individual must furnish information re- 
quired by ^Notification procedure'. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: ' ' 

From the individual; records of Army Emergency Relief Offices. 
Exemptions claimed for the system: t 
- None. 

AOlOOlbTAPC 

System name: 

• Administrative Military Personnel Records. 
System location: 

Headquarters, Department of the Army Staff, major commands, 
field operating agencies, installations and activities performing unit 
level administration for military personnel, whether active, inactive 
(reservist, MOBDES), arid including the National Guard. 

Categories of individuals covered by the system: 

Military personnel (and in some instances, their dependents) at the 
local supervisory level (i.e., company, platoon/squad, or comparable 
office size) when the individual's MPRJ is maintained elsewhere. 
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Categories of records in the system: • 

Records/documents of a temporary nature which are needed in the 
day-to-day administration/supervision of the individual. 
Authority for maintenance of the system: 
5 U.S.C., Section 301 
Purpdse(s): 

To provide supervisors a ready source of information for day-to- 
day operations and administrative determinations pertaining to as- 
signed/attached personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' at 48 FR 25503, June 6, 1983. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records, index cards, microfiche, magnetic tape/disk. 
Retrievabillty: 

By individual's surname or SSN. 
Safeguards: 

Information is stored in locked rooms/buildings with access re- 
stricted to individuals whose duties require a need-to-know. Where 
information exists on word processing disk/diskettes/tapes or in autor 
mated media, the administrative, physical, and technical requirements 
of Army Regulation 380-380 are assured to preclude improper use or 
inadvertent disclosure. 

Retention and disposal: 

Records are destroyed not later than 30 days after individual 
t ransfers/se'parates. 
System manager(s) and address: 

Commander US Army Military Personnel Center, 200 Stovall 
Street, Alexandria, VA 22332. 
. Notification procedure: 

Individuals desiring to know whether or not this system of records 
contains information on them should inquire of their immediate su- 
pervisor. 

Record access procedures: 

Requests should be made of the custodian of the record at the 
location assigned/attached; individual must provide full name, SSN, 
and particulars which facilitate locating the record. 

Contesting record procedures: 

The Army's rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21 (32 CFR part 505). 

Record source categories: 

Copy of documents in individual's Official Military Personnel File, 
Military Personnel Records Jacket, Career Management Information 
File; his/her supervisor; other Army records and reports. 

Exemptions claimed for the system: 

None. 

A1105CE 

System name: 

Recreational Use and Expenditure Survey on or Adjacent to Navi- 
gable Waters. 
System location: 

Office of the Chief of Engineers, Headquarters, Department of the 
Army, 20 Massachusetts Avenue NW, Washington, DC 20314-1000 
and the Engineer Division and District Offices. Official mailing ad- 
dresses are published as an appendix to the Army's compilation of 
record system notices. 

Categories of individuals covered by the system: 

Voluntary participants in recreational use and expenditure surveys 
on or adjacent to navigable waters. 
Categories of records in the system: 

Individual's name, address, telephone number, county, survey ID, 
recreation activities, quantities of and expenditures for durable goods 
such as boating, fishing, hunting, and camping equipment, and ancil- 
lary support facilities such as boat lifts; expenditures for nondurable 
goods such as food, lodging, fishing, boating, hunting services and 
other expenses. 

Authority for maintenance of the system: . 

16 U.S.C. 460d. 33 U.S.C. 652 and 42 U.S.C. 1962. 

Purpose(s): 



To identify and evaluate recreation use and expenditures for 
impact assessment in environmental assessments, and environmental 
impact statements. Evaluations will be made for both existing and 
proposed projects. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Not applicable. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file cabinets and on magnetic tape or optical 
systems. 

Retrievabillty: 

Records are retrieved by response number or by the participant's 
name. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sons having official need therefor. Records are housed in buildings 
protected by security guards or locked when not in use. Information 
in automated media is further protected by physical security devices: 
Access to or update of information in the system is protected 
through a system of passwords thereby preserving integrity of data. 

Retention and disposal: 

Records are destroyed two years after termination of the study. 
System manager(s) and address: 

Office of the Chief of Engineers, Headquarters, Department of the 
Army, 20 Massachusetts Avenue NW., Washington, DC 20314-1000. 
Official mailing addresses are published as an appendix to the Army's 
compilation of record system notices.: 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Office of the Chief of Engineers, Headquarters, Depart- 
ment of the Army, 20 Massachusetts Avenue NW., Washington, DC 
20314-1000. 

Individual must provide full name, present address and telephone 
number, response number, specifics concerning the type of survey, if 
known, and the request must be signed. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should write to the Office of the Chief of Engi- 
neers, Headquarters, Department of the Army, 20 Massachusetts 
Avenue NW., Washington, DC 20314-1000. 

Individual must provide full name, present address and telephone 
number, response number, specifics concerning the type of survey, if 
known, and the request must be signed. 

Contesting record procedures: 

The Army's rules for accessing records, and for contesting con- 
tents and appealing initial agency determinations are contained in 
Department of the Army Regulation 340-21; 32 CFR part 505; or 
may be obtained from the system manager. 

Record source categories: 

Information is obtained from the individual and Army records 
and/or reports. 

Exemptions claimed for the system: 
None. 

A1145aCE 

System name: 

Reservoir Permit Files. 
System location: 

Army Corps of Engineers Project Offices; addresses may be ob- 
tained from the System Manager. 

Categories of individuals covered by the system: 

Applicants for permits, permittees, and persons having done unau- 
thorized work at Corps of Engineers water resource development 
projects. 

Categories of records in the system: 

Applications for permits, permits and letters of comment from the 
general public. 

Authority for maintenance of the system: 

16 U.S.C, section 460d; 31 U.S.C, section 483a; 42 U.S.C, sec- 
tions 4321, 4331-4335. 4341-4347; 33 U.S.C, section 1251 et seq; 
Executive Order 11752. 
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Purpose(s): 

Serves as a basis for lakeshofe management and public use activity 
control. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of siich uses: 

See 'Blanket Routine Uses' set forth at the beginning of the Army's 
listing of record system notices. 

' Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file cabinets. 
Retrievability: 

By applicant name and permit number. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel having official need therefor. 
Retention and disposal: 

Reservoir permits are destroyed 1 year following expiration of 
permit. • 
System manager(s) arid address: ' ' 

Chief of Engineers, Headquarters, Depiartment of the Army, Wash- 
ington, DC 20314. 
Notification pi-ocedure: ^ - 

Individuals wishing to know whether or not this system of records 
contains information concerning them may inquire of the System 
Manager, ATTN:' Chief, Construction/Operations Division, Civil 
Works Directorate. Individual should furnish his/her full name, 
present address and telephone number, and specifics that will assist in 
locating the records. 
. Record access procedures: 

Individuals desiring access to records about themselves should 
write as indicated in 'Notification Procedure', providing information 
required therein. 

Contesting record procedures: 

The Army's rules for access, to records and for contesting contents 
and appealing initial determinations are contained in Army Regular 
tion 340-21 (32 CFR part 505). " 

Record source categories: . 

From the individual; Army records and reports. . . 

Exemptions claimed for the system: 

None. 

A1145bCE 

System name: : 
General Permit Files. 
System location: 

Office of the Chief of Engineers, Headquarters, Department of the 
Army, 20 Massachusetts Avenue NW., Washington, DC 20314-1000 
and the Engineer Division and District Offices. Official maihng ad- 
dresses are published as an appendix to the Army's compilation of 
systems notices. ■ . 

Categories of individuals covered by the system: 

Individuals applying for permit, permittees, and- persons having 
done unauthorized work in navigable waters. 

Categories of records in the system: 

Applicants for permits, recreational use and expenditure data (if 
collected), written comments from the general public. State, local 
and Federal agencies, similar relevant documents. 

Authority for maintenance of the system: 

Harbor Act of March 3, 1899 (sections 9, 10, and 14); Federal 
Water Pollution Control Act Amendments of 1972 (section 404)'; and 
the Marine Protection, Research and Sanctuaries Act of 1972 (section 
103); 33 U.S.C. 652. 

Purpose(s): 

Serves as the basis for decision by the Chief of Engineers or his 
designated representative to enforce the regulatory program;, and as a 
basis for estimating recreational uses and expenditures. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

The Department of Justice for possible criminal prosecution. 

Federal agencies to solicit views regarding individual's application 
as required by Federal law. 



The Army's "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of recoirds- systems notices apply to this 
system. , . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, on magnetic tapes and optical sys- 
tems, and/or microfilm, . , 
Retrievability: 

Records are retrieved by individual's name. . 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sons having official need therefor. Records are housed in buildings 
protected by security guards or locked when not in use. Information, 
in automated media is further protected by physical security devices; 
access to or update of information in the system is protected through 
a system of passwords, thereby preserving integrity bf data. 

Retention and disposal: 

Fill and bank protection files are permanent: Dock permit files are 
destroyed two years after removal of the structure. Dredging and 
dumping permit files are destroyed two years after revocation or 
expiration. General permit files are permanent in filed offices and 
destroyed after three years in the Office of the Chief of Engineers, 
Headquarters. Rejected permit applications are destroyed one year 
after disapproval. Non-action construction permit files are destroyed 
two years after expiration of permit. 

System manager(s) and address: 

Office of the Chief of Engineers, Headquarters, Department of the 
Army, 20 Massachusetts Avenue NW., Washington, DC 20314-1000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquiry 
ies to the Office of the Chief of Engineers, Headquarters, Depart- 
ment of the Army, 20 Massachusetts Avenue NW., Washington, DC 
20314-1000. . . 

Individual must provide full name, current address and telephone 
number, response number if known, and specifics that will assist in 
locating the record. 

Record access procedures: 

Individlials seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Office of the Chief of Engineers, Headquarters, Depart- 
ment of the Army, 20 Massachusetts Avenue NW., Washington, DC 
20314-1000. 

Individual must provide full name, current address and telephone 
number, response number if known, and specifics that will assist in 
locating the record. 

Contesting record procedures: 

Army rules for accessing records and for contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in Department of the Army Regulation 430-21-8; 32 
CFR part 505; or may be obtained from the system manager. 

Record source categories: 

From the applicant, local and State government, the general 
public, Department of the Interior, Environmental Protection 
Agency, National Oceanic and Atmosphere Administration, Depart- 
ment of Justice. 

Exemptions claimed for the system: . . 

None. , ' ■ • • -• • 

DIRECTORY OF UNITED STATES, ARMY, ARMY 
AND AIR FORCE EXCHANGE SERVICE (AAFES) 
AND FEDERAL ACQUISITION INSTITUTE (FAI) 
ADDRESSES 

This directory is published to enable users of record system notices 
to identify the location of such systems of records in order to request 
access to and amendment of records. 

Headquarters, Department of the Army 

The following elements of the Army constitute the Headquarters, 
Department of the Army: 

Office of the Secretary of the Army, Washington, DC 20310-0101. 

Office of the Director of Information Systems for Command, Con- 
trol, Communications and Computers, Washington, DC 20310-0107. 

Office of the Inspector General, Washington, DC 20310-0107. 

Office of the Chief of Public Affairs, Washington, DC 20310-1500. 
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Office of the Comptroller of the Army (ASA-Installations and 
Logistics), Washington, DC 20310-0103. 

Office of the Deputy Chief of Staff for Research, Development 
and Acquisition (ASA-Research, Development and Acquisition), 
Washington, DC 203 10-0103. 

Army Board for Correction of Military Records (4SA-Manpower 
and Reserve Affairs), Washington, DC 20310-0103. 

Office of the Chief, Army Reserve, Washington, DC 20314-2400. 

Office of the Chief of Chaplains, Washington, DC 20310-2700. 

Office of the Chief of Engineers, Washington, DC 20314-1000. 

Office of the Chief of Staff, Washington, DC 20310-0200. 

Office of the Judge Advocate General, Washington, DC 20310- 
1700. 

Office of the Deputy Chief of Staff for Logistics, Washington, DC 
20310-0500. 

Office of the Assistant Chief of Staff for Intelligence, Washington, 
DC 20310-1002. 

Office of the Deputy Chief of Staff for Operations and Plans, 
Washington, DC 20310-0440. 

Office of the Chief, Military History, Washington, DC 20310-0200. 

Office of the Chief, National Guard Bureau, Washington, DC 
20310-2500. 

Office of the Deputy Chief of Staff for Personnel, Washington, DC 
20310-4000. 

Office of the Surgeon General, Falls Church, VA 22044-3258. 
Major Commands 

Commander, US Army Materiel Command, 5001 Eisenhower 
Avenue, Alexandria, VA 22332-0001. 

Commander, US Army Military District of Washington, Ft Lesley 
J. McNair, Washington, DC 20319-5000. 

Commander, US Army Criminal* Investigation Command, Building 
5611 Columbia Pike, Falls Church, VA 22041-5015. 

Commander, US Army Information Systems Command, Ft Hua- 
chuca, AZ 85613-5000. 

Commander, US Army Health Services Command, Ft Sam Hous- 
ton, TX 73234-6000. 

Commander, US Army Forces Command, Ft McPherson, GA 
30330-6000. 

Commander, US Army Recruiting Command, Ft Sheridan," IL 
60037-6120. 

Commander, US Military Traffic Management Command, i5611 
Columbia Pike, Falls Church, VA 2204J-5050. 

Commander, US Army Training and Doctrine Command, Ft 
Monroe, VA 23561-5000. 

Commander, US Army Intelligence and Security Command, Ft 
Belvoir, VA 22060-5370. 

Commander, US Army Western Command, Ft Shafter, HI 96858- 
5100. 

Commander, US Army Japan/IX Corps, APO San Francisco 
96301-0054. 

Commander, Eighth US Army Forces, APO San Francisco 96301- 
:9000. . 

Commander in Chief, US Army Europe and Seventh Army, APO 
New York 09403-0010. 

Commander in Chief, US European Command, APO New York 
09128-4209. ' ' 

Commander in Chief, US Southern Command, APO Miami 34003- 
5000. 

Commander in Chief, US Special Operations Command, MacDill 
Air Force Base, FL 33608-6001. 

Commander, US Military Entrance Processing Command, 2500 
Green Bay Road, North Chicago, IL 60064-3094. 

Commander, US Army Corps of Engineers, Washington, DC 
203.14-1000. 

Commander,. US Army South, APO Miami 34004-5000. 
Commander, US Army Space Command, Peterson AFB, CO 
80914-5000. 

Commander, US Army Strategic Defense Command, PO Box 
15280, Arlington, V A 22215-0280. 

. Army Field Operating Agencies, Subordinate Commands, and Major 
Installations 

Alabama 

Commander, Ft McClellah, Ft McClellan, AL 36205-5000. 

Commander, US Army Aviation Center and Ft Rucker, Ft 
Rucker, AL 36362-5000. 

Commander, US Army Aeromedical Center, Ft Rucker, AL 
36362-5333. 

Commander, US Army Missile Command, Redstone Arsenal, AL 
35898-5000. 

Commander, US Army Engineer District Mobile, PO Box 2288 
Mobile, AL 36628-0001. 



Commander, US Army Engineer Division Huntsville, PO Box 
1600 Huntsville, AL 35807-4301. 
Alaska 

Commander, 172d Infantry Brigade, Ft Richardson, AK 99505- 
5000. 

Commander, U.S. Army Cold Region Test Center, Ft Greely, AK 
APO Seattle 98733-5000. 

Commander, US Army Engineer District Alaska, PO Box 898, 
Anchorage, AK 99506-0898. 
Arizona 

Commander, US Army Information Systems Command, Ft Hua- 
chuca, AZ 85613-5000. 

Commander, US Army Intelligence Center and School, Ft Hua- 
chuca, AZ 85613-7000. 

Commander, US Army Yuma Proving Ground, Yuma, AZ 85635- 
9102. 

Arkansas 

Commander, Ft Chafee, Ft Chafee, AR 72905-5000. 
Commander, US Army Pine Bluff Arsenal, Pine Bluff, AR 71602- 
9500. 

Commander, US Army Engineer District Little Rock, PO Box 
867, Little Rock, AR 72203-0867. 
California 

Commander, 7th Infantry Division and Ft Ord, Ft Ord, CA 
93941-5000. 

Commander, Military Traffic Management Command, Oakland, 
CA 94626-5000. 

Commander, US Army Information Systems Command, Western 
. Area Oakland Army Base, Oakland, CA 94626-5000. 

Commander, Letterman Army Medical Center, Presidio of San 
Francisco, CA 94129-6700. 

Commander, Sixth US Army Presidio of San Francisico, CA 
94129-5100. 

Commander, US Army Engineer District Los Angeles, PO Box 
27 11, Los Angeles, CA 90053-2325. 

Commander, US Army Engineer District Sacramento 650 Capital 
Mall, Sacramento, CA 95814-4794. 

Commander, US Army Engineer Distict San Francisco, 211 Main 
Street, San Francisco, CA 94105-1905. 

Commander, US Army Engineer Division South Pacific^ 630 San- 
some Street, Room 720, San Francisio, CA 94111-2206. 
Colorado 

Commander, Fitzimmons Army Medical Center, Denver, CO 
80045-5001. 

Commander, Rocky Mountain. Arsenal Denver, Commerce City, 
CO 80022-2180. 

Commander, 4th Infantry Division and Ft Carson, Ft Carson, CO 
80913-5000. 

District of Columbia 

Administrator, US Army Civilian Appellate Review Agency, 
NASSIF Building, Falls Church. VA 22041-5019. 

Commander, Ft Lesley J. McNair, 4th and P Streets SW, Wash- 
ington, DC 20319-5000. 

Commander, Walter Reed Army Medical Center, 6925 16th Street 
NW, Washington, DC 20307-5001. 

Commander, US Army Physical Disability Agency FGS- 
WRAMC, Washington, DC 20307-5001. 
Florida 

Commander, US Army Engineer District, Jacksonville, PO Box 
4970, Jacksonville, FL 32232-0019. 
Georgia 

Commander, US Army Infantry Center and Ft Benning, Ft Ben- 
ning, GA 31905-5000. 

Commander, US Army Signal Center and Ft Gordon, Ft Gordon, 
GA 30905-5000. 

Commander, Dwight David Eisenhower Army Medical Center, Ft 
Gordon, GA 30905-5650. 

Commander, Ft McPherson, Ft McPherson, GA 30330-5000. 

Commander, 24th Infantry Division and Ft Stewart, Hinesville, 
GA 31313-5000. 

Commander, US Army Engineer District Savannah, PO Box 889, 
Savannah, GA 31402-0889. 

Commander, US Army Engineer Division South Atlantic, 77 For- 
syth Street, SW Room 313, Atlanta, GA 30335-6801. 
Hawaii 

Commander, US Army Western Command, Ft Shafter, HI 96858- 
5100. 

Commander, Tripler Army Medical Center, Honolulu, HI 96859- 
5000. 

Commander, US Army Engineer Division, Pacific Ocean, Ft 
Shafter, HI 6858-5440. 
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Commander, US Army Engineer District, Honolulu, Ft Shafter, 
HI 96858-5440. 
Illinois 

Commander, Ft Sheridan, Ft Sheridan, IL 60037-5000. 

Commander, US Army Military Enlistment Processing Command, 
Ft Sheridan, IL 60037-5000. 

Commander, Rock Island Arsenal Rock Island, IL 61299-5000. 

Commander, US Army Engineer District Chicago, 219 South 
Dearborn Street, Chicago, IL 60604-1797. 

Commander, US Army Engineer District Rock Island, PO Box 
2004, Rock.Island, IL 61214-2004. 

Commander, US Army Engineer Division North Central, 536 
South Clark Street, Chicago, IL 60605-1892. 
Indiana 

Commander, US Army Administration Center ' and Ft Benjamin 
Harrison, Ft Benjamin Harrison, IN 46216-5000. 

Commander, US Army Finance and Accounting Center, Ft Benja- 
min Harrison, IN 46216-5000. 

Commander, US Army Institute of Administration, Ft Benjamin 
Harrison, IN 46216-5000. 
Kansas 

Commandant, US Army Command and General . Staff College, Ft 
Leavenworth, KS 66027-5000. 

Commander, US Army Disciplinary Barracks, Ft Leavenworth, 
KS 66027-5000. 

Commander, 1st Infantry Division and Ft Riley, Ft Riley, KS 
66442-5000. 
Kentucky 

Commander, lOlst Airborne Division and Ft Campbell, Ft Camp^ . 
bell, KY 42223-5000. 

Commander, US Army Armor Center, Ft Knox, KY 40121-5000. 

Commander, Lexington-Blue Grass Army Depot, Lexington, KY 
40511-5050. 

Commander, US Army Engineer District Louisville, PO Box 59, 
Louisville, KY 40201-0059. 
Louisiana 

Commander, 5th Infantry Division and Ft Polk, Ft Polk, LA 
71459-5000. 

Commander, US Army Engineer District New Orleans, PO Box 
60627, New Orleans, LA 70160-0267. 
Maryland 

Commander, Edgewood Arsenal, Aberdeen Proving Ground, MD 
21005-5055. 

Commander, US Army Aberdeen Proving Ground, Aberdeen 
Proving Ground, MD 21005-5000. 

Commander, US Army Environmental Hygiene Agency, Aberdeen 
Proving Ground, MD 2 1 005-5422. 

Commander, US Army Ordnance, Center, Aberdeen Proving 
Ground, MD 21005-5201. 

Commander, US Army Test and Evaluation Command, Aberdeen 
Proving Ground, MD 2 1005-5000. 

Commander, US Army Laboratory Command, 2800 Powder Mill 
Road, Adelphi, MD 20783-1145. 

Commander, Ft Detrick, Frederick, MD 21701-5000. 

Commander, US Army Medical Research and Development Ft 
Detrick, Frederick, MD 21701-5000. 

Commander, Ft George G. Meade, Ft George G. Meade, MD 
20755-5000. 

Commander, Ft Ritchie, MD 21719-5010. 

Commander, US Army Engineer District, Baltimore and Supervi- 
sor of Harbor Baltimore, PO Box 1715, Baltimore, MD 21203-1715. 
Ivlassachusetts 
Commander, Ft Devens, Ft Devens, MA 01433-5000. 
Commander, US Army Natick Research, Development, and Engi- 
neering Center, Natick, MA 01760-5000. 

Commander, US Army Engineer Division New England, 424 Tra- 
pelo Road. Waltham, MA 02234-9149. 
Michigan 

Commander, US Army tank-Automotive Command, Warren, MI 
48397-5000. 

Commander, US Army Engineer District Detroit, PO Box 1027, 
Detroit, MI 48231-1027. 
Minnesota 

Commander, US Army Engineer District St Paul, 1421 US Post 
Office and Custom House, 180 East Kellogg Boulevard, St Paul, MN 
55101-1479. 
Mississippi 

Commander, US Army Engineer District Vicksburg, PO Box 60, 
Vicksburg, MS 39181-0060. 

Commander, US Army Engineer Division, Lower Mississippi 
Valley, PO Box 80, Vicksburg, MS 39181-0080. 
Missouri '■ 



Commander, US Army Training Center, Engineer and Ft Leonard 
>yood, Ft Leonard Wood, MO 65473-5000. 

Commander, US Army Reserve Personnel Center, 9700 Page Bou- 
levard, St. Louis, MO 63132-5200. 

Commander, US Army Engineer District Kansas City, 700 Federal 
Building, Kansas City, MO 64106-2896. 

Commander, US Army Engineer District St Louis, 210 Tucker 
Boulevard N, St. Louis, MO 63101-1986. 
Nebraska 

Commander, US Army Engineer District Omaha, 215 North 17th 
Street, Omaha, NE 68102-4978. 

Commander, US Army Engineer Division Missouri River, PO Box 
103 Downtown Station, Omaha, NE 68101-0103. 
New Jersey 

Commander, Military Traffic Management Command Eastern 
Area, Bayonne, NJ 07002-5302. 

Commander, Picatinny Arsenal, Dover, NJ 07801-5000. 

Commander, US Army Training Center and Ft Dix, Ft Dix, NJ 
98640-5000. 

Commander, US Army Communications Research and Develop- 
ment Command, Ft Monmouth, NJ 07703-5000. 

Commandant, US Military Academy Preparatory School, Ft Mon- 
mouth, NJ 07703-5000. 
New Mexico 

Commander, White Sands Missile Range, NM 88002-5031. 
Commander, US Army Engineer District Albuquerque, PO Box 
1580, Albuquerque, NM 87103-1580. 
New York 

Commandant, US Army Chaplain School Ft Wadsworth, Staten 
Island, NY 10305-5000. 

Commander, US Army Military Academy West Point, NY 10996- 
2001. 

Commander, US Army Engineer District Buffalo, 1776 Niagara 
Street, Buffalo, NY 14207-3199. 

Commander, US Army Engineer District New York, 26 Federal 
Plaza, New York, NY 10278-0090. . 

Commander, US Arniy Engineer Division North Atlantic, 90 
Church Street, New York, NY 10007-2979. 

North Carolina * 

Commander, XVIII Airborne Corps-Ft Bragg, Ft Bragg, NC 
28307-5000. 

Commander, US Army Institute for Military Assistance, Ft Bragg, 
NC 28307-5000. : « 

Commander, US Army Engineer District Wilmington, PO Box 
1890, Wilmington, NC 28402-1890. 
Ohio 

Commander, US Army Engineer Division Ohio River, PO Box 
1159, Cincinnati, OH 45201-1159. 
Oklahoma 

Commander, US Army Field Artillery Center and Ft Sill, Ft Sill, 
OK 73503-5000. 

Commander, US Army Engineer District Tulsa, PO Box 61, Tulsa, 
OK 74121-0061. 
Oregon 

Commander, US Army Engineer District Portland, PO Box 2946, 
Portland, OR 97229-2946. 

Commander, US Army Engineer Division North Pacific, PO Box 
2870, Portland, OR 97208-2870. 
Pennsylvania 

Commander, US Army War College, Carlisle Barracks, PA 17013- 
5000. 

Commander, Letterkenny Army Depot, Chambersburg, PA 17201- 
4150. 

Commander, US Army International Logistics Command, New 
Cumberland Army Depot, New Cumberland, PA 17070-5000. 

Commander, Tobyhanna Army Depot,Tobyhanna, PA 18466- 
5000. . . 

Commander, US Army Engineer District Philadelphia, US Custom 
House, 2d and Chestnut Streets, Philadelphia, PA 19106-2991. 

Commander, US Army Engineer District Pittsburgh, William S. 
Moorehead Federal Building, 1000 Liberty Avenue, Pittsburgh, PA 
1522-4186. 

South Carolina 

Commander, US Army Training Center and Ft Jackson, Ft Jack- 
son, SC 29207-5000. 

Commander, US Army Engineer District Charleston, PO Box 919, 
Charleston, SC 29402-0919. 
Tennessee 

Commander, US Army Engineer District Memphis, B-202 167 N 
Mid- America, Clifford Davis Federal Building, Memphis, TN 38103- 
1894. 
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Commander, US Army Engineer District Nashville, PO Box 1070, 
Nashville, TN 37202-1070. 
Texas 

Commander, William Beaumont Army Medical Center, El Paso, 
TX 79920-5001. 

Commander, US Army Health iServices Command, Ft Sam Hous- 
ton, TX 78234-6000. 

Commandant, Health Services Academy US Army, Ft Sam Hous- 
ton, TX 78234-5000. 

Commander, Brooke Army Medical Center, Ft Sani Houston, TX 
78234-5000. 

Commander, Fifth US Army, Ft Sam Houston, TX 78234-5000. 
Commander, US Army Air Defense Center and Ft Bliss, Ft Bliss, 
TX 79916-5000. 

Commander, III Corps and Ft Hood, Ft Hood, TX 76544-5000 

Chief, US Army Patient Administration Systems and Biostatistics 
Activity, Ft Sam Houston, TX 78234-6070/ 

Commander, Red River Army Depot, Texarkana, TX 75507-5000. 

Commander, US Army Engineer District Fort Worth, PO Box 
17300, Ft Worth, TX 76102-0300. 

Commander, US Army Engineer Division Southwestern, 1114 
Commerce Street, Dallas, TX 75242^0216. 
Utah 

Commander, US Army Dugway Proving Ground, Dugway, UT 
84022-5000. 

Commander, Tooele Army Depot, Tooele, UT 84074-5000. 
Virginia 

Commander, Cameron Station Alexandria, VA 22304-5050. 

Commander, US Total Army Personnel Command, Hoffman 
Building I, 200 Stovall St Alexandria, VA 22332-0400. 

Commander, US Army Research Institute, 5001 Eisenhower 
Avenue, Alexandria, VA 22333-5600. 

Commander, Arlington Hall Station, 400 Arlington Boulevard, Ar- 
lington, VA 22212-5000. 

Commandant, The Judge Advocate GeneraPs School US Army, 
Charlottesville, V A 22903-1781. 

Commander, US Army Operational Test and Evaluation Agency, 
Park Center 4, 4501 Fort Avenue, Alexandria, VA 22302-1458. 

Commander, US Army Engineer Center and Ft Belvoir, Ft Bel- 
voir, VA 22060-5000. 

Commander, US Army Transportation Center and Ft Eustis, Ft 
Eustis, VA 23604-5000. 



Commander, US Army Logistics Management Center, Ft Lee, VA 
23801-5000. 

Commander, US Army Quartermaster Center and Ft Lee, Ft Lee, 
VA 23801-5000. 

Commander, US Army Engineer District Norfolk, 803 Front 
Street, Norfolk, VA 23510-1096. 

Commander, US Army Middle East Africa, PO Box 2250, Win- 
chester, VA 22601-1450. 

Commander, US Army Engineer Activity Capital Area, Ft Meyer, 
VA 22211-5050. 
Washington 

Commander, 9th Infantry Division and Ft Lewis, Ft Lewis, WA 
98433-5000. 

Commander, Madigan Army Medical Center, Tacoma, WA 98431- 
5055. 

Commander, US Army Engineer District Seattle, PO Box C-3755, 
Seattle, WA 98124-2255. 

Commander, US Army Engineer District Walla Walla, Building 
602, City-County Airport, Walla Walla, WA 99362-9265. 
West Virginia 

Commander, US Army Engineer District, Huntington 502 8th 
Street, Huntington, WV 25701-2070. 
Wisconsin 

Commander, Ft McCoy Sparta, WI 54656-5000. 
Overseas 

Commander, US Army South, APO Miami 34004-5000. 
Commander, V Corps, APO New York 09097-0007. 
Commander, VII Corps, APO New York 09107-0200. 
Commander, 32d Army Air Defense Command, APO New York 
09175-5000. 

Commander, US Army Beriin Brigade, APO New York 09742- 
5000. 

Commander, 7th Medical Command, APO New York 09102-3304. 
Commander in Chief, US European Command, APO New York 
09128-4209. 

Commander, US Army Engineer Division Europe, APO New 
York 09757-5301. 

Commander, I Corps— Ft Lewis, Ft Lewis, WA 98433-5000. 

Commander, US Army Engineer District Far East, APO San 
Francisco 9630 1 -0427. 
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DEFENSE MAPPING AGENCY 
How Systems Of Records Are Arranged 

The Defense Mapping Agency records are grouped by subject 
series. Each series has records about a specific activity or function to 
which a subject title and number is given. Systems or records are 
grouped in the same way. For example, a system of records on 
personnel security clearances may be found in Personnel Security 
Files - B0504-01 and one about military personnel assignments may 
be found in MiHtary Services Administrative Record Files - B0614- 
02. These numbers are part of the system identification (ID) which 
precedes the notices in the Federal Register. They look like this: 
B0504.0i HQ,HT,A; B0614-02 HQ,A- The letter B means Defense 
Mapping Agency. The first four digits (0504 and 0614) show that the 
records pertain to Personnel Security and Military Personnel respec-. 
tively; and the last two are a further breakdown of the series. The 
letters that follow these numbers are internal management accounting 
devices only. Other systems of records which differ from these exam- 
ples but have similar documents may also be found in the same series. 

How To Use The Index Guide 

The systems of records maintained by the Defense Mapping 
Agency are contained within the subject series that are listed below. 
This list identifies each series in the order in which it appears in this 
issuance. Use the list; to identify subject areas of interest. Having 
done so, use the series number (for example . 0504 for Personnel 
Security) to locate the systems of records grouping in which you are 
interested. . . 

Subject Series 

Sustem Identification Series 

Inspection 

0210 

Historical • ^ 
0228 ' .. 

Finance and Accounting 

0302 

Civilian Personnel Pay and Accounting 

0303 

General Legal 

0401 

Claims Investigating and Processing Documents 

0402 

Informational Services 

0408 

Information Security 

0502 

Guard Protective Services 

0503 

Personnel Security 

0504 

Military Personnel Files 

0614 

Safety Management Program 

0615 

Medical and Health Program 

0901 

Individual Procurement Transactions 

1202 

General Supply Accounting 

1205 

Self Service Supply 



1206 • . 

Maintenance 

1208 

Personnel Travel and Transportation 

1211 



REQUESTING RECORDS 

Records are retrieved by name or by some other' personal identifi- 
er. It is therefore especially important for expeditious service* when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to" locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once, in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. ' 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, riile or order 
issued pursuant thereto, the relevant records in the systerh of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. , 
ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 
ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
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or administrative authorities in order, to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code,. Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for wh cr military member is 
or was subjects or was subject to tax regardless of whether tax is or 
was withheld. This routine use is in accordance with Treasury Fiscal 
Requirements Manual. Bulletin Nr. 76-07. / . 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 



ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

B0210-06 HQHTASID 

System name: 

Inspector General Investigative Files. 
System location: 

Office of the Inspector General - DMA Headquarters (HQ), DMA 
Hydrographic/Topographic Center (HT), DMA Aerospace Center 
(A), Defense Mapping School (S), DMA Inter American Geodetic 
Survey (I), DMA Of(D). - See DMA Directory for complete address 
listing. 

Categories of individuals covered by the system: 

Any individual, military or civilian assigned to, employed by or 
having reason to do official business with the Defense Mapping 
Agency or one of its employees. 

Categories of records in the system: 

Investigative Files consist of written inquiries or investigative re- 
ports pertaining to complaints, possible violations or improper proce- 
dures pertaining to DMA personnel, procedures, policies or pro- 
grams. 

44 U.S.C. 3101, Records Management by Federal Agencies. 
Purpose(s): 

To analyze, and evaluate the effectiveness and efficiency of DMA 
policies, programs, and procedures; to use complaints, inquiries or 
investigations to initiate proper corrective action if the allegation is 
proven to be true in fact; to be used as basis for corrective actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

See 'Blanket Routine Uses* at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Files are considered official in nature and are made available only 
to the Inspector General and Command officials. 

Storage: 

Paper records are stored in file folders and secured in safe-file 
cabinets. 

Retrievability: 

Alphabetically by last name or subject matter DOD Hotline No. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Files accumulated in the Office of the Inspector General as perma- 
nent. 

System manager(s) and address: 

Inspector General, Headquarters, Defense Mapping Agency, Bldg 
56, U.S. Naval Observatory, Washington, DC 20305 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the indivdual current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified 

Contesting record procedures: 

The Agency rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

Inspector General Investigative reports are the written results of 
IG inquiries or investigation of written or oral allegations from 
complaints. 
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PRIVACY ACT SYSTEMS 



Exemptions claimed for the system: 

None. 

B0210-07 HQHTASID 

System name: .'. 
Inspector General Complaint Files. 
System location: 

Office of the Inspector Generals - DMA Headquarters (HQ), 
DMA Hydrographic/Topographic Center (HT), DMA Aerospace 
Center (A), Defense Mapping School (S), DMA Inter American 
Geodetic Survey (I), DMA Office of Distribution Services(D). - See 
DMA Directory for complete address listing. 

Categories of individuals covered by the system: 

Any individual, military or civilian assigned to, employed by or 
having reason to do official business with the Defense Mapping 
Agency or one of its employees. 

Categories of records in the system: 

File contains letters or memorandums received by the Defense 
Mapping Agency wherein someone has complained about DMA per- 
sonnel, programs, policies and/or procedures. 

Authority for maintenance of the system: 

44 U.S.C. 310.1, 3102 - Records Management by Federal Agencies. 
Purpose(s): 

As a basis to conduct an inquiry or investigation of the complaint; 
to initiate proper corrective action if justified. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA*s listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Files are considered official in nature and are made available only 
to the Inspector General and Command officials. 

Storage: 

Paper records are stored in file folders and secured in safe-file 
cabinets. - 
Retrievability: 

Alphabetically by last name of individual or by subject. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Temporary Record. Destroy one year after completion and close 

of case. 

System manager(s) and address: 

Inspector General, Headquarters Defense Mapping Agency, Bldg 
56, U.S. Naval Observatory, Washington, DC 20305-3000. 
Notification procedure: 

Information may be obtained from System Manager. 
Record access procedures: 

Request from individual should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number. 

For personal visits, the individual should be able to provide some, 
acceptable identification, that is, drivers license, etc., and some verbal 
information. 

Contesting record procedures: 

The agencies' rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

Source of Inspector General Complaint files are letters or memo- 
randums received by HQ DMA from military or civilian. 
Exemptions claimed for the system: 
None. 

B0228-04 HT 

System name: 

Historical Photographic Files. 
System location: 

Public Affairs office - DMA Hydrographic/Topographic Center 
(HT)- See DMA Directory for complete address. 

Decentralized Segments - Records Holding Area, Records Man- 
agement Division of DMAHTC 



Categories of individuals covered by the system: 
Commanding Officers; civilian employees (staff organization) VIP 
visitors; awards, suggestions, sports, retirement ceremonies. . 

Categories of records in the system: 

Photographs and negatives of awards, suggestions, sports, retire- 
ment ceremonies. 
Authority for maintenance of the system: 
5 U.S.C. 301 - Departmental Regulations. 
' Purpose(s): 

To furnish copies of photographs to organizations that requested 
photographs to be taken to obtain the background information re- 
garding events, ceremonies, awards, sports, retirements at DMA for 
input to newspapers and magazine, articles to recognize accomplish- 
ments and publications. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To News Media for Public Relations and Community Affairs Mat- 
ters and to organizers of testimonials, banquets and parties for the 
purpose of obtaining background information regarding events, cere- 
monies, awards, sports, and retirements at DMA. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: * 

Storage: 

Prints and negatives filed in cabinets. 
Retrievability: 

Filed by name and/or event. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 

Retention and disposal: 

Records are Permanent. Records will be retired to Washington 
National Records Center on discontinuance of the installation. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Public Affairs Officer, Building 
56, U.S. Naval Observatory, Washington DC 20305-3000. 

Notification procedure: 

Information may be obtained from above. - 
Record access procedures: 

, Requests from individuals shbuld be addressed to system manager. 
Written requests for information should contain the full name of 
the individual current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 

Record source categories: 

Photographs taken at awards ceremonies; sporting events; retire- 
ment parties. . 
Exemptions claimed for the system: 
None. 

30228-10 HT 

System name: 

- Installation Historical Files. : * ' 
System location: 

Public Affairs Office - DMA Hydrographic/Topographic Center 
(HT) 

Decentralized Segments - Records Management Division - 
Records Holding Area of DMAHTC 

' Categories of individuals covered by the system: 

Individuals who have given speeches or written an article. for a 
magazine or newspaper. w 

Categories of records in the system: 

Copies of speeches and articles for magazine of newspapers. 
Authority for niaintenance of the system: 
5 U.S.C. 301 - Departmental Regulations. 
Purpose(s): 
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To furnish background information on the history of installations 
to obtain up-to date information on all speeches, articles for maga- 
zines and newspapers published or given by an individual of DMA; 
to recognize accomplishments and publications. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To News for Public Relations and Community Affairs Matters and 
to organizers of testimonials and banquets for the purpose of obtain- 
ing background information on the history of installations, up-to-date 
information on all speeches, articles for magazines and newspapers 
published or given by an individual of DMA, and recognizing ac- 
complishments and publications. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders, 
Retrievability: 

Files retrieved alphabetically by name of individual. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

This is a permanent record. Retired from Records Holding Area. 
System manageKs) and address: 

Defense Mapping Agency, ATTN: Public Affairs Officer Building 
56, U.S. Naval Observatory, Washington, DC 20305-3000. 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
'the individual current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide, some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agencies' rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

Employee copies of speeches; newspapers; magazines, photographs 
and related publications. 
Exemptions claimed for the system: 
None. 

B0302-13 HTA 

System name: 

Record of Accounts Receivable. 
System location: 

DMA Hydrographic/Topographic Center (HT), DMA Aerospace 
Center (A), Office of the Comptroller, Finance and Accounting Divi- 
sion. See DMA Directory for complete address listing. 

Categories of individuals covered by the system: List of Contract 
Sales Agents, domestic and foreign, DMA Contractors, and current 
and former DMA civilian employees with outstanding balances due 
DMA. 

Categories of records in the system: 

Alphabetical file containing name of individual or company, ad- 
dress and special identifying code. 

Authority for maintenance of the system: The Budget and Account- 
ing Procedure Act of 1950, Pub. L. 81-784. 

Purpose(s): To post credits and collection of accounts receivable 
balances. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Disclosures pursuant to 5 U.S.C. 552a(b)(l2) may be made from 
this system to 'consumer reporting agencies* as defined in the Fair 
Credit Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). Information may be 
provided to other Federal agencies for the purpose of collecting 
debts owed by individuals employed or believed to be employed by 
those agencies and owing DMA monies. 

See also the 'Blanket Routine Uses' at the beginning of DMA's 
listing of the record system notices. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Hard copy manifests and/or computer printouts. 
Retrievability: 

Filed alphabetically by name of account. 
Safeguardsf: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Records are maintained after case settlement for three years in 
working area and then in storage area for an additional two years 
prior to destruction. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Finance and Accounting Divi- 
sion, Building 56, U.S. Naval Observatory, Washington, DC 20305- 
3000. 

Notification procedure: 

Information may be obtained from above. 
Record access procedures: 

Written request for information should be addressed to system 
manager and contain the. full name of the individual, current address 
and telephone number. 

Contesting record procedures:. 

The Agency's rules for contesting contents and appealing initial 
.determination may be obtained from System Manager. 
Record source categories: 

Hard copy accounts receivable manifests prepared from finance 
and contractual documents. 
Exemptions claimed for the system: 

None. ' 
B0302-21 HTA 

System name: 

Record of Travel Payments. 
System location: 

DMA Hydrographic/Topographic Center (HT), DMA Aerospace 
Center (A). Office of the Comptroller, Pay and Travel Branch. See 
DMA Directory for complete address listing. 

Categories of individuals covered by the system: 

Any employee of Defense Mapping Agency reimbursed for travel. 

Categories of records in the system: 

Card file containing information used to reflect travel allowance 
payments made to individuals. 

Authority for maintenance of the system: 

5 U.S.C. 5707; Travel and Subsistence Expenses-Regulations. 
Purpose(s): 

To reflect travel allowance payments made to employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper record in file folders and/or Kardex book. 
Retrievability: 

Filed alphabetically by last name of employee. 
. Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
, Retention and disposal: 

Records are temporary. Cutoff on separation of employee. Inactive 
six years, three months, then destroyed. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Finance and Accounting Divi- 
sion, Building 56, U.S. Naval Observatory, Washington, DC 20305- 
3000 

Notification procedure: 

Information may be obtained from above. 
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Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, and the travel 
number of visit, place visited and date on all correspondence re- 
ceived from this office. Visits are limited to normal working hours. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified with his *case' folder. . * 

Contesting record procedures: 

The Agencys rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 
Travel orders and vouchers. 
Exemptions claimed for the system: 
None. 

. B0303-01 A 

System name: 

Individual Pay Record Files. 
System location: 

DMA Aerospace Center(A). See DMA Directory for complete 
address. ' • . / 

Categories of individuals covered by the system: 

Civilian pay record file contains magnetic tape. Created and updat- 
ed by the use of time and attendance .cards, address cards, savings 
bond forms, taxation documents, insurance documents, allotment doc- 
uments, Standard Form 50. 

Printout of payroll. 

Categories of records in the system: 

Record of pay data and related information pertaining to. DMA 
employees. 
Authority for maintenance of the system: 

31 U.S.C. 66a - Accounting and Auditing - Duties of Agency 
Heads; Information and Controls to be Covered. 

Purpose(s): . , ■ t 

To establish, maintain and administer the employee's authorized 
pay and leave; to compute bi-weekly earnings, pay deductions, and 
net pay due the employee to identify rate of pay and authorized 
deductions as well as sick and annual leave accumulation, usage and 
balances; to provide a master tape listing, a civilian payroll master 
tape, a bi-weekly leave and earnings statement, and a civilian employ- 
ee paycheck. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: See 'Blanket Routine Uses' 
at the beginning of DMA's listing of the record system notices. 
Name and home addresses, or designated mailing addresses, of bar- 
gaining unit employees to labor organizations recognized under 5 
U.S.C. Chapter 71. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper record in file folders and/or Kardex book. 
Retrievability: 

Filed alphabetically by last name of employee. 
Safeguards: 

Buildings or facilities employ security guards. Records are main- . 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared, and trained. 

Retention and disposal: 

Tapes are retained in tape library, and are updated each pay 
period. 

Printouts maintained and retained in current files are (CFA) and 
are forwarded in annual blocks to the National Personnel Records 
Center, GSA, 111 Winnebago Street, St. Louis, MO 63118, 18 months 
after close of the calendar year or within 90 days after receipt of 
audit completion letter, whichever is first. 

System manager(s) and address: 

Director, DMA Aerospace Center, ATTN: Comptroller See DMA 
Directory for complete address listing. 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 



Written requests for information should contain the full name of 
the individuals current address and telephone number, and the Case 
(Control) number that appears with the office symbol, on all corre- 
spondence received from this office 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination may by the Manager. ' 

Record source categories: 

Time and attendance cards, savings bond forms and similar with^ 
holding requests of the employee. 

Exemptions claimed for the system: 

None. 

B0303-05A 

System name: 

Leave Record Files. 

System location: ' '■ ■ ' 

Primary System. Comptroller, DMA Aerospace Center. See DMA 
Directory for complete address listing. 

Categories of individuals covered by the system: 
All civilian employees of DMA. 
Categories of records in the system: 

Record of official annual accumulation and use of employee's 
leave. 

Authority for maintenance of the system: 
21 use 1175 

Purpose(s): .To record official annual accumulation and use of 
employee's leave. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes and printouts. , 
Retrievability: * 

Files are by payroll block number, organization, and name. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 

Retention and disposal: Applications for leave - Destroy on receipt 
of audit completion letter. 

Remaining Files: Destroy a^jter 6 years, 3 months old, or 90 days 
after receipt of audit completion letter. : 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Finance and Accounting Divi- 
sion, Building 56, U.S. Naval Observatory, DC 20305-3000 

Notification procedure:. 

Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, and social 
security number. Visits are limited to normal working hours. 

For personal visits,' the individual should be able to provide some 
acceptable identification; that is, driver's license, employing .office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: . . 

The Department's rules for contesting contents and appealing, ini- 
tial, determinations may be obtained from System Manager. 
Record source categories: - 

Time and attendance cards initialed by employee. Accumulation 
and use of leave. 

Exemptions claimed for the system: 
None. 
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B0303-20 HTA 

System name: 

Compensation Data Request Files. 
System location: 

Finance Accounting of DMA Hydrographic/Topographic Center 
(HT) and Aerospace Center (A). See DMA Directory for complete 
address listing. 

Categories of individuals covered by the system: 
All civilian employees requesting compensation. . 
Categories of records in the system: 

Correspondence relating to Federal Employee Compensation 
claims. 

Authority for maintenance of the system: 

21 use 1175 

Purpose(s): 

To record documents and correspondence on employees who have 
been injured on the job, received treatment from a medjical facility, 
and filed a claim for compensation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA*s listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. . 
Retrievability: 

Filed alphabetically by employee last name. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 

Retention and disposal: Destroy 6 years, 3 months after final dispo- 
sition of the claim by settlement, transfer to GAO, or discontinuance 
covered by account. (GRS 6/ La.) 6/1. a.) 

System manager(s) and address: 

Defense Mapping Agency, ATTN:' Finance and Accounting, 
Building 56, U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
.the individual, current address and telephone number, and social 
security number. Visits are limited to normal working hours. 

For personal visits, the individual should be able to provide some 
acceptable identification; that is, driver's license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Department's rules for contesting contents and appealing ini- 
tial determinations may be obtained from System Manager. 
Record source categories: 

Requests from individuals for information, notice of determination 
and refusal of work offer. Request for claims of compensation. 
Exemptions claimed for the system: 
None. 

B0401-02 HQHTA 

System name: 

Statements of Employment and Financial Interest and Ethics Act 
Files. 

System location: 

Office of the General Counsel, HQ DMA, Office of the Counsel, 
DMAHTC and DMAAC. See DMA Directory for complete address 
listing. 

Categories of individuals covered by the system: 

DD 1555 -Defense Mapping Agency civilian personnel classified at 
GS-13/GM-13 or above, or others a specified by the designated 
Agency Ethics Official, and military officers serving in the grade of 
0-5 or above, whose duties require the exercise of judgment in 
making Government decisions in regard to monitoring grants or 
subsidies; contracting and procurement; auditing; or other activities 



having a significant economic impact on the interests of any non- 
Federal enterprise. 

Special Government Employees of the Defense Mapping Agency 
serving as advisors or consultants. 

Categories of records in the system: 

Files include DD 1555's - Confidential Statement of Employment 
and Financial Interests containing information as to outside employ- 
ment, financial interests and creditors. Such forms are filed by indi- 
viduals upon employment and renewed annually. Copies of the indi- 
vidual's current position description. Signed statements of the indi- 
vidual concerned stating that none of the interests listed constitute a 
conflict of interest with respect to the duties of his present position. 
Correspondence indicating review and the resolution of any conflicts 
disclosed. 

Authority for maintenance of the system: 

Part IV, Executive Order 11222, 'Prescribing Standards of Ethical 
Conduct for Government Officers and Employees' (as amended). 
Purpose(s): 

To determine the existence of, and, if possible, to resolve any real 
or apparent conflict between the personal financial interests of the 
individual concerned and the Government; to possibly be used in 
investigation/prosecution of fraud or other violation of conflict of 
interest laws. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last name of employee. 
Safeguards: 

Buildings in which files maintained are not open to g;eneral public 
and are guarded on 24-hour basis. Records are maintained in combi- 
nation safes and are accessible after completion of review only to 
Agency Counsel. Each submission and subsequent annual renewals 
are kept in individual, sealed manila envelopes to prevent unauthor- 
ized disclosures. 

Retention and disposal: 

Destroy 2 years after separation, retirement, reassignment, or death 
of the individual. (GRS l/25.b.) 
System manager(s) and address: 

General Counsel, DMA Headquarters, Building 5(5, US Naval Ob- 
servatory, Washington, DC 20305-3000. 

Notification procedure: 

Information may be obtained from: 

General Counsel, DMA Headquarters, Building 56, US Naval Ob- 
servatory, Washington, DC 20305-3000 

Defense Mapping Agency Hydrographic/Topographic Center, 
ATTN: Counsel, Washington, DC 20315-0030 

Defense Mapping Agency Aerospace Center, ATTN: COUNSEL, 
3200 S. Second St. St. Louis, MO. 63118-3399 

Record access procedures: 

Requests from individuals should be addressed to: General Coun- 
sel, DMA Headquarters, Building 56, U.S. Naval Observatory, Wash- 
ington, DC 20305-3000. 

Written requests for information should contain the full na e addre 
address and telephone number of the individual. Visits will be ar- 
ranged through the General Counsel, Headquarters DMA. 

For personal visits, the individual should be able to provide some 
acceptable identification, such as a drivers license or an employer's 
identification card, and be prepared to provide some verbal informa- 
tion that can be verified with his file. 

Contesting record procedures: 

The Defense Mapping Agency's rules for access to records and for 
contesting contents and appealing initial determinations by the indi- 
vidual concerned may be obtained from the SYSMANAGER. 

Record source categories: 

Statements and related documents are obtained from the individual 
concerned. 

Exemptions claimed for the system: . 
None. 
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B0401-03 HQHTA 

System name: 

Legal Assistance Case Files. 
System location: 

Office of General Counsel, DMA Headquarters (HQ), and Office 
of General Counsel DMA Hydrographic/Topographic Center (HT), 
and Aerospace Center . (A). See DMA Directory for complete ad- 
dress listing. 

Categories of individuals covered by the, system: 

Military personnel assigned to DMA who request legal assistance. 

Categories of records in the system: 

Files contain legal opinions of the General Counsel Office regard- 
ing personal matters of an individual. Also copies of document pre- 
pared on behalf of the individual. 
. Authority for maintenance of the system: 

44 U.S.C. 3101; - Records Management by Federal Agencies 

Purpose(s): 

To document legal matters and assistance provided to military 
personnel by Counsel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA*s listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper record in file folders and/or floppy disk. \ 
Retrievability: 

Filed alphabetically by last name of employee. 
Safeguards: 

Record are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

a. HQ DMA and Component Headquarters: Destroy 6 months 
after completion of the case. 

b. Other offices: Destroy 1 year after completion of the case. 
Selected opinions and correspondence withdrawn for the use as 
precedents may be held until no longer required for reference. 

This record is a temporary record. Records are destroyed one year 
after completion of the case. Selected opinions and correspondence 
withdrawn for use as precedent may be held until no longer required 
for reference. / • 

System manager(s) and address: 

Defense Mapping Agency, ATTN: General Counsel, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Requests from individuals should be addressed to the appropriate 
organization as indicated in address list. Written requests for informa- 
tion .should contain the full name of the individual, current address 
and telephone number and social security number. Visits are limited 
to normal working hours. For personal visits the individual should be 
able to provide some acceptable identification, that is, drivers license, 
employing office's identification card, and give some verbal informa- 
tion that could be verified. 

Contesting record procedures: . 

The Agency s rules for contesting contents and appealing initial 
deterniination may be obtained from System Manager. 
Record source categories: 

Request from military personnel for legal opinion on a personal 
matter, opinions of counsel and ^documents prepared by counsel. 
Exemptions claimed for the system: 
None. 

B0402-05 HQHTA 

System name: 

Legal Claims File. 
System location: 

Primary System - Office of General Counsel, DMA Headquarters 
(HQ), DMA Hydrographic/Topographic Center (HT), and DMA 
Aerospace Center (A) - See DMA Directory for complete address 
listing. 



Decentralized Segments - Washington National Records Center, 
GSA, 4205 Suitland Road, Suitland, Maryland 20409, Department of 
Army, Judge Advocate General, Pentagon, Washington^ DC 

Categories of individuails covered by the system: 

DMA personnel having a claim against the Government for loss, 
damage, or destruction of personal property. 

Any individual filing a tort claim against DMA for damages, loss 
or destruction of property and for personal injury or death resulting 
from negligence or wrongful act or omission of acts by DMA per- 
sonnel and individuals against whom the Agency has legal claim. 

Categories of records in the systiem: - 
File contains individuafs claims, related correspondence and proc- 
essing papers, investigative reports, recommendations and opinions of 
the General Counsel's Office. 

Authority for maintenance of the system: 

44 U.S.C. 3101; - Records Management by Federal Agencies; 28 
U.S.C. 2671-2680, Federal Torts^Claims Act , - ' 

Purpose(s): 

To document claims against the Government by DMA personnel 
for damage, loss, or destruction of personal property incident to their 
service. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining; and 
disposing of records in the system: 

Storage: 

Paper record in file folders and/or floppy disk. 
Retrievability: 

Filed alphabetically by last name of employee or by case name. 

Safeguards: Records are maintained in a secured/locked file cabi- 
nets with access limited to authorized personnel whose duties require 
access. „ . ' 

Retention and disposid: 

a. Disapproved claims and claims involving a minor: Destroy 10 
years after final action on the case, 

b. Approvied claims: Destroy 5 years after final action on the case. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: General Counsel, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: ^ 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to . system manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number and social 
security number. Visits are limited to normal working hours. .For 
personal visits the individual should be able to provide some accepta- 
ble identification, that is, drivers license, employing office's identifica- 
tion card, and give- some verbal information that could be verified. 

Contesting record procedures: 

The Agency rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 

Record source categories: 

Related forms, correspondence, investigative reports and informa- 
tion gathered in anticipation of litigation, and opinions of Counsel. 

Exemptions claimed for the system: 
None. 

B0408-11 HQHTASID 

System name: 

Biography Files. . 
System location: ' , 

Public Affairs Offices-DMA Headquarters (HQ), DMA Hydro- 
graphic/Topographic Center (HT), DMA Aerospace Center (A), 
Defense Mapping School (S), DMA Inter American Geodetic 
Survey (I), and DMA Office of Distribution Services (D) - See 
DMA Directory for coniplete address listing.' 

Categories of individuals covered by the system: 

All top management and other key personnel of DMA. 

Ciategories of records in the system: 
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Biographies; photographs; newspaper clippings and related docu- 
ments pertaining to leading military and civilian personalities 
Authority for maintenance of the system: 
44 use 3101- Records Management by Federal Agencies. 
Purpose(s): 

To document biographies, photographs, newpaper clippings, and 
related materials pertaining to leading DMA military and civilian 
personalities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning at the beginning, of 
DMA's listing of the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper record in file folders and/or Kardex book. 
Retrievability: 

Filed alphabetically by last name of employee. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and^disposal: 

Destroy two years after transfer, separation or death of the indi- 
vidual concerned. 
System manager(s) and address: 

Defense Mapping Agency, ATTN: Public Affairs Officer, Building 
56, U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the individuals current address and telephone number, and the Case 
(Control) number that appears with the office symbol, on all corre- 
spondence received from this office. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agencys' rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
. Record source categories: ■ 
Biographical data furnished by individual. 
Exemptions claimed for the system: 
None. 

B0502-03 HQHTASP 

System name: 
Master Billet/ Access Record. 
System location: 

Primary System - Special Security Office, Department of Comput- 
er Services, Information, Storage, DMA Hydrographic/Topographic 
Center, Decentralized segments - HQ DMA, DMA Aerospace 
Center, DMA SpecExploitation and Modernization. See' DMA Di- 
rectory for complete address listing. 

Categories of individuals covered by the system:. 

All DMA employees and contractor personnel who have been 
indoctrinated for access to Sensitive Compartmented Information 
(SCI). In addition, employees of other government agencies are in- 
cluded for the period during which their security clearance or SCI 
access status is permanently certified to DMA. 

Categories of records in the system: 

File may contain for an individual the following: Name, rank/ 
grade, military component or civilian status, social security number, 
SCI billet number and title, SCI accesses authorized and held, date 
background investigation completed, date indoctrinated date and 
state of birth. 

Authority for maintenance of the system: 

E.O. 12356, National Security Information, April 2, 1982. 

Purpose(s): 

To identify and verify DMA personnel authorized access to SCI in 
order to control access to secure areas for use of classified informa- 



tion, for periodic reindoctrination (rebriefing) of employees for SCI 
access, for periodic security education and training, and for control 
and reissue of identification badges. To. certify personnel SCI access 
status to the Defense Intelligence Agency for updating the Security 
Management Information System. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Information is used to 
certify and verify SCI access status to other government agencies. 

Policies and practices for storing, retrieving, accessing, retaining and 
disposing of records in the system. 

Storage: 

Records are stored in computer memory core for retrieval through 
visual display terminals and line printers. 
Retrievability: 

Files are retrieved by name and at least one other personal identifi- 
er, such as a date of birth, place of birth, social security number or 
military service number. Files may also be retrieved by billet number. 

Safeguards: 

Secured in alarmed vault in guarded building. Vault accessible . 
only to properly cleared, authorized personnel. Transmission of 
system data between DMA Components is by secure mail channels. 

Retention and disposal: 

Active records only are maintained. Records of personnel . de- 
briefed for SCI access are dumped on a debrief tape which is printed 
as an alphabetical listing cumulatively each month for one year, then 
the tape is erased. Old printed listing is destroyed when replaced by 
new printed listing (weekly). 

System manager(s) and address: 

Director, Defense Mapping Agency, ATTN: Special Security 
Office, Building 56, U.S. Naval Observatory, Washington, DC 20305- 
3000 

Notification procedure: 

Information may be obtained from Defense Mapping Agency, 
ATTN: Special Security Office, Building 56, U.S. Naval Observato- 
ry, Washington, DC 20305-3000 

Record access procedures: 

Requests from individuals should be addressed to above. Written 
requests for information should contain the full name of the individ- 
ual, social security number, current address and telephone number. 
For personal visits, the individual should be able to furnish personal 
identification containing his/her full name, social security number, 
physical description, photograph, and signature. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the Defense Mapping Agency, ATTN: Special 
Security Office, Building 56, U.S. Naval Observatory, Washington, 
DC. 

Record source categories: 

Information is supplied by the individual concerned through com- 
pletion of the Personal History Statement DD398. The basis for billet 
entries are security clearance or access approval messages or corre- 
spondence from the Defense Intelligence Agency; bases for incum- 
bent entries are indoctrination oaths executed by incumbents at time 
of indoctrination. 

Exemptions claimed for the system: 

None. 

B0502-03-2 HQHTASISP 

System name: 
Classified Material Access Files. 
System location: 

Primary System - Security Offices - DMA Headquarters (HQ), 
DMA Hydrographic/Topographic Center (HT), DMA Aerospace 
Center (A), Defense Mapping School (S), and DMA Inter American 
Geodetic Survey (and DMA Special Program Office for Exploitation 
Modernization (SP). 

Decentralized Segments - Requesting offices at DMA and organi- 
zations requiring the access authorization. See DMA Directory for 
complete address listing. 

Categories of individuals covered by the system: 

Individuals authorized to have access to classified files. 

Categories of records in the system: 

Documents relfecting authorization to have access to classified 
material. They include forms containing individual's name, and signa- 
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ture, classification of files concerned, information desired, and signa-; 
ture of an official authorizing access. 
Authority for maintenance of the system: 

Executive Order 12356, National Security Information, April 2, 
1982. 
Purpose(s): 

To maintain records of individuals authorized access to classified 
materiai by specific categories and for established purposes; to check 
authorized individuals for access to classified material and guard 
authorization. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning, of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: • 

Storage:. *. 

Paper record in file folders and/or Kardex book. 

Retrievability: ^ 

File alphabetically by last name or grade of individual requiring 
access. ' • ' ■ . - • ■ 

Safeguards: 

Buildings or facilities employ security guards: Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared, and trained. . • ■ : 

Retention and disposal: i . 

Temporary Record - Destroy on transfer, reassignment, or separa-' 
tion of the individual. - 

System manager(s) and address: . ^ • . 

Defense Mapping Agency,' ATTN: Security Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 

Notification procedure: 

Information may be obtained from above. . * 

Record access procedures: 

Requests from individuals should be addressed to system manager. 

Requests from individuals should be addressed to the appropriate 
organization . as indicated in address list., Written requests for informa- 
tion should' contain' the full name of the individual, current address 
and telephone number and social security number: Visits are limited 
to normal working hours. -For personal visits the individual should be 
able to provide some acceptable identification, that is, drivers license, 
employing office's identification card, and give sonrie verbal informa- 
tion that could be verified. 

■Contesting record procedures: 

The Agencys rules for contesting contents and appealing initial 
determination may be obtained from System -Manager. ' ' 

Record source categories: 

Report of investigating agency that conducted the background 
investigation. 

Exemptions claimed for the system: 
None. 

B0502-15 HQHTASISP 

System name: 

Security Compromise Case Files. 
System location: 

Primary System - Security Offices - DMA Headquarters (HQ), 
DMA Hydrographic/Topographic Center (HT), DMA Aerospace 
Center (A), Defense Mapping School (S), DMA Inter American 
Geodetic Survey (I), Exploitation Modernization. See DMA Directo- 
ry for complete address listing 

Decentralized Segments - Dept. of Justice and FBI on felonies 
cases. * , 

Categories of individuals covered by the system: 

DMA personnel security violation. 

Categories of records in the system: 
' Documents relating to investigations of alleged security .violations, 
such as missing documents, unauthorized disclosure of information, 
unattended open security containers, documents not properly safe- 
guarded and matters of a similar nature. 

Authority for maintenance of the system: 

Executive Order 12356, National Security Information, April 2, 
1982. , . 
Purpose(s): . 



. To protect records relating to investigations conducted into al- 
leged and/or actual security violations by Security Office personnel 
and appointed investigating officials. 

Routine uses of records maintained in the system,, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA*s listing of 
the record system notices. \ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper record in file .folders and/or Kardex book. 

Retrievability: ' 

Filed alphabetically by last name of employee. 

Safeguards: 

Buildings or facilities employ security guards. Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared, and trained. 

Retention and disposal: ' . 

a. Files relating to alleged violations of a sufficiently serious nature 
that they are referred to the Departments of Justice or Defense for 
prosecutive determination, exclusive of files held by Department of 
Justice for Defense offices responsible for niaking such determina- 
tions. Destroy 5 years after close of case. (GRS 18/25 a.) 

b. All other files, exclusive of papers placed in official personnel 
folders. Destroy 2 years after completion of final action or when no 
longer needed, whichever is sooner. (GRS 18/25 b.) 

. System manager(s) and address: 

Defense Mapping Agency, ATTN: Security Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 

Information may be obtained from System Manager. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Requests from individuals should be addressed to the appropriate 
organization as indicated in address list. Written requests for informa- 
tion should contain the full name of the individual, current address 
and telephone number and social security number. Visits are limited 
to normal working hours. For personal visits the individual should be 
able to provide some acceptable identification, that is, drivers license, 
employing office's identification card, and give some verbal informa- 
tion that could be verified. 

Contesting record procedureis: 

The Agency's rules for contesting contents and appealing initial 
determination may be obtained from the System Manager. 
Record source categories: 
Reporting organization or official. 
Exemptions claimed for the system: 
None. 

B0503-02 HTASISP 

System name: 

Security Identification Accountability Files. 
. System location: 

Security Offices - DMA Hydrographic/Topographic Center (HT), 
DMA Aerospace Center (A), Defense Mapping. School (S), DMA 
INTER American Geodetic Survey (I), and DMA' Special Program 
Office for Exploitation and Modernization (SP). - See DMA Directo- 
ry for complete address. 

Categories of individuals covered by the system: 

Any civilian employee. ? 

Categories of records in the system: 

File contains the application, supporting materials and the number 
of the identification badges. ' 
Authority for maintenance of the system: 
E.O. 12356, National Security Information, April 2, 1982. 
Purpose($): 

To maintain accountability for various indentification cards/badges 
issues and identify to whom issued. , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' at the beginning of DMA's listing of of 
the record system notices. * • 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records kept in file folders by No. also in desk type cabinet. 
Retrievability: 

Filed alphabetically by name. 
Safeguards: 

Building employ security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained. 

Retention and disposal: 

Temporary Record-Transfer to Records Holding Area, after last 
card or badge number entered has been accounted for. Hold for 
three years and destroy. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Security Office, Building 56, 
U.S. Naval Observatory, Washington. DC 20305-3000 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be address to system manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number and the case 
(Control) number that appears with the office correspondence re- 
ceived from this office. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing officers 
identification card and give some verbal information that could be 
verified with his 'case* folder. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

IndividuaPs badge request, personnel forms and investigatory find- 
ings. 

Exemptions claimed for the system: 
None. 

B0503-03 HTA 

System name: 

Firearms Authorization Files. 
System location: 

DMA Hydrographic/Topographic Center (HT) and DMA Aero- 
space Center (A). See DMA Directory for complete address listing. 
Categories of individuals covered by the system: 
Security guards that have been issued firearms and ammunitions. 
Categories of records in the system: 

Documents authorizing DMA civilian guards to carry firearms. 
Included are firearms authorization cards and related papers. 

Authority for maintenance of the system: 50 U.S.C. 61; Arms and 
Ammunition issued to protect public property; reimbursement of 
Department of Army. 

PurposeCs): 

To maintain required firearms annual qualifications records, weap- 
ons serial numbers and firearms authorization cards issued to each 
assigned Security Police. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper record in file folders and/or Kardex book. 
Retrievability: 

Filed alphabetically by last name of employee. 
Safeguards: 

Buildings or facilities employ security guards. Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
ierly screened, cleared, and trained. 

Retention and disposal: 
. Temporary Record, Destroy upon expiration of authorization. 

System manager(s) and address: 



Defense Mapping Agency, ATTN: Security Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Requests from individuals should be addressed to the appropriate 
organization as indicated in address list. • 

Written requests for information should contain the full name of 
the individual, current address and telephone number, and social 
security number. Visits are limited to normal working hours. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agencys rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 

Weapon serial number, and authorization pf issue authorization 
card issued. 

Exemptions claimed for the system: 
None. 

B0503-04 HQHTAI 

System name: 

Parking Permit Control Files. 
System location: 

Security Offices of Components - See DMA Directory for com- 
plete address 

Categories of individuals covered by the system: 

Individuals who have been issued parking permits or cited for 
violations. 

Categories of records in the system: 

Documents relating to the allotment of parking spaces, recording 
of violations by holders of parking permits. 
Authority for maintenance of the system: 

50 U.S.C. 797; Internal Security - Security Regulations and Orders; 
Penalty for Violation and Delegations, Promulgation by President. 

Purpose(s): 

To maintain records of parking space assignments/ allocations and 
parking violations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records kept in file folders and desk type pull-out shelves. 
Retrievability: 

Filed by name alphabetically. 
Safeguards: 

Buildings and facilities employ security guards. Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared, and trained. 

Retention and disposal: 

Temporary-Record. Destroy on transfer or separation of parking 
permit holder, or when permit is superseded or revoked. 
System manager(s) and address: 

Defense Mapping Agency, Hq. & Components. See DMA Directo- 
ry for complete address listing. 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual, current address, and telephone number, and social 
security number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, driver's license, employing office's 
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identification card, and give some verbal information that could be 
verified on employment. 
Contesting record procedures: 

The Agencies' rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

Individuals requests for permits; copies of tickets issued. 

Exemptions claimed for the systein: 

None. 

80503^05 HQHTAI 

System name: ' ■■ 

Vehicle Registration and Driver Record File. 
System location: 

DMA Headquarters (HQ), DMA Hydrographic/Topographic 
Center (HT), DMA Aerospace Center (A), and Inter American Geo- 
detic Survey (I): - See DMA Directory for complete address. 

Categories of individuals covered by the system: 

Any person privileged to operate a motor vehicle on a military 
installation and who* has been involved in a chargeable traffic acci- 
dent or whose commission of a moving traffic violation has been 
verified. , • 

Categories of records in the system: 

File contains a record of issuance of decal and of all traffic of- 
fenses/ incidents and actions. 

Authority for maintenance of the system: 50 U.S.C. 7.97; Internal 
Security - Security Regulations and Orders; Penalty for Violation. 

Purpose(s): ^ 

To record traffic offenses, incidents and actions taken. 

Routine uses of records maintained in the system, Including catego- 
ries of users and the purposes of such uses: 

See 'Blanket' Routine Uses* at the beginning of DMA 's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 
Storage: 

8'x5' paper cards in card file cabinet. ' " 
Retrievability: 

Filed alphabetically by last name of employee. ' 

Safeguards: ' 

Buildings or facilities employ security guards. ' Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared, and trained. .: 

Retention and disposal: ' 

Destroy one year after revocation or expiration. ' 
System manager(s) and address: 

Defense Mapping Agency, Hq. & Components. See DMA Directo- 
ry for complete address listing. 
Notification procedure: 
information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Requests from individuals should be addressed to the appropriate 
organization as indicated in address list. Written requests for informa- 
tion should contain the full name of the individual, current address 
and telephone number and social security number. Visits are limited 
to normal working hours. 

For personal visits, the individual should be able to provide some 
acceptable identification and also some information that would verify 
his need to know. ■ ' ' 

Contesting record procedures: 

The Agencys rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 

Report of traffic violation from Security police. * 
Exemptions claimed for the system: 

None.^ - ' ' . . ; ' 

B0503-09 HQHT SI , 

System name: 

Key Accountability Files. . 
System location: 



Security Office, DMA Headquarters (HQ), DMA Hydrographic/ 
Topographic Center (HT), DMA Aerospace Center (A), Defense 
Mapping School (S), and DMA Inter American Geodetic Survey (I). 
- See DMA Directfor complete address. 

Categories of individuals covered by the system: 
Individuals with keys to a secure area. 
Categories of records in the system: • 
Documentation relating to the issue, return and accountability for 
keys to secure areas. i . ' . 

Authority for maintenance of the system: 
E.O. 12356, National Security Information, April 2. 1982. 
Purpose(s): ' ' * 

To maintain documentation on periodic inspections, key, account- 
ability, reference checks and daily use records and investigations into 
loss or destruction of secure areas. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA*s listing of 
the record system notices. ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in filje folders. . • 
Retrievability: 

Filed* alphabetically by name. . , 
Safeguards: 

Buildings, facilities employ security guards.- Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared and trained. , 

Retention and disposal: 

a. Files relating to keys to restricted security areas; Destroy 3 
years after turn-in of key or on discontinuance, whichever is first. 

"b. Files relating to keys to other areas— destroy 6 months after 
turn-in of key or on discontinuance, whichever is first. (GRS 18/17) 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Security Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: 

Requests from individuals* should contain the full, name of the 
individual, current address and telephone number, : social security 
number. 

For personal visits the individuaP should be able to provide some 
acceptable identification, that is, drivers' license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agencies' rules for contesting contents and . appealing initial 
determination s may be obtained from System Manager. 

Record source categories: 

Individual's key requests, personnel forms and investigatory find- 
ings. . . . • - ; 

Exemptions claimed for the system: 
None. 

B0504-01 HQHTSP 

System name: 

Personnel Special Security and Investigative Files. 
System location: 

Special Security Offices - DMA Headquarters (HQ), DMA Hydro- 
graphic/Topographic Center (HT), DMA Aerospace Center (A), and 
DMA Special Office for Exploitation Modernization - See DMA 
Directory for complete address. 

Categories of individuals covered by the system: 

Those military and civilian personnel who are assigned to or em- 
ployed by DMA and whose duties require access to classified defense 
information, and/or have been assigned to Sensitive Compartmented 
Information (SCI) billets, and who have therefore beien investigated 
under the provisions of DOD regulations. ' 

Categories of records in the system: 
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Files consist of three parts: Part one subject to exemption of 
552a(k)(5) form review,and parts two and three are available for 
review. Part (1) exempted consists of National Agency Checks with 
Written Inquiries (NACI); Background Investigations (BI); Special 
Background Investigations (SBI); Periodic Reinvestigations (PR). 
Part (2) available for review consists of National Agency Check 
(NAC). Part (3) available for review consists of Special Security (SS) 
security indoctrination and termination oaths, clearance and access 
certification messages, billet approvals and SS security violation in- 
vestigative reports, if necessary. 

Authority for maintenance of the system: 

E.O. 12356, National Security Information, April 2, 1982. 

Purpose(s): 

To maintain up-to date personnel security information for DMA 
civilian and military personnel who require access to classified de- 
fense information to determine eligibility for access to Sensitive Com- 
partmented Information (SCI); to conduct continuing Security Edu- 
cation Programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the systeni: 

Storage: 

Paper records in file folders.- 
Retrievability: 

Filed alphabetically by last name of file subject. 

Safeguards: » . 

Buildings, facilities employ security guards. Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared and trained. 

Retention and disposal: 

Retained in active file during period subject is assigned to or 
employed by DMA, retained in inactive file for one year following 
reassignment or termination of employment, then destroyed. 

System manager(s) and address: 

See Defense Mapping Agency, ATTN: Special Security Office, 
Building 56, U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the individual current address and telephone number, social security 
number. When investigative files are requested the case control 
number (CCN) is also required. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 

Investigations are originated based oh applicant's application for 
employment. Sources of information are inquiries of birth; education, 
local police, FBI files, subversive files, credit, neighborhood, person- 
al references, etc. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 522a (j) or (k), 
as applicable. For additional information, contact the Systems Man- 
ager. 

30504-01-2 HQHTASiSP 

System name: 

Personnel Security Files. 
System location: 

Security Office, DMA HeadquartersDMA Headquarters (HQ), 
DMA Hydrographic/Topographic Center (HT), DMA Aerospace 
Center (A), Defense Mapping School (S), DMA Inter American 
Geodetic Survey (I), and DMA Special Office for Exploitation Mod- 
ernization (SP). See DMA Directory for complete address. 

Decentralized Segments - Cross reference index cards (i.e., Badge 
Requests Cards, Identification Cards, Guard Desk Roladex Identifica- 



tion Cards) with extracts of information contained in primary files 
are maintained on file in Security Office of each DMA element. 

Categories of individuals covered by the system: 

Those military, civilian, and industrial personnel who are assigned 
to, employed by DMA; whose official duties, responsibilities and/or 
contracts require that they have access to classified defense informa- 
tion which has been entrusted to or is under the Defense Mapping 
Agency. 

Categories of records in the system: 

File contains individual's certificate of clearance indicating level of 
access individual is cleared for, date clearance was issued, type of 
investigation conducted, date investigation, was completed and identi- 
fication of agency that conducted the investigation. Additionally, 
contained in the file are; copy of Statement of Personal History (DD 
Form 398), individual's certification that he/she has read and under- 
stands both the Department of Defense and Agency security direc- 
tives and instructions regarding the protection of classified defense 
information; individual certification that he/she understands responsi- 
bilities for protection of North Atlantic Treaty Organization 
(NATO), material to a lesser extent some files will contain individ- 
uals certification that he/she has been briefed for access to NATO 
Top Secret (COSMIC); NATO Top Secret Restricted Data 
(ATOMAL); Single Integrated Operational Plan (SIOP); Extremely 
Sensitive Information (ESI); Atomic Energy Commission, Restricted 
Data (RD); and Atomic Energy Commission, Critical Nuclear Weap- 
ons Design Information (CNWDI). 

Authority for maintenance of the system: 

EO 12356, National Security Information, April 2, 1982. 

Purpose(s): 

To insure that each and every individual assigned to, employed by 
or contracting with DMA has been cleared for the level of access to 
classified information that is necessary for accomplishment of his/her 
official duties; to insure that each individual is made aware of his/her 
responsibilities regarding protection and safeguarding of any classi- 
fied information entrusted to him/her. 

Routine uses of records maintained in the system, including catego- 
ries of users and the. purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Alphabetically by name of individual. 
Safeguards: 

Buildings are located on guarded government installation with 
security guards and alarms. Records are maintained in areas accessi- 
ble only to authorized personnel that are properly screened, cleared 
and trained. 

Retention and disposal: 

Records are maintained in an active status only for the period of 
time that the individual is actually assigned to, employed by or 
contracting with DMA. When the individual terminates his associa- 
tion with DMA, the records are maintained in an inactive status for 
the period of one year and then destroyed. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Security Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, driver's license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The agencies* rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 

Record source categories: 
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Individual's certificate of clearance originates in HQ DMA Special 
Security Office (SSO) based on notification of personnel investigation 
by either the Office of Personnel Management or the Defense -Inves- 
tigative Agency. Certification of clearance for military personnel will 
be certified by the individuals' parent service. Much of the routine 
information in these records* such as name, date and place of birth, 
etc., is obtained during' the individual's initial processing which is 
usually accomplished on his first duty day. Other information such as 
type of'investigation, date of investigation, etc., is obtained from such 
investigating agencies as the OPM, Defense Investigative Service 
(DIS), etc. The records are updated as new information is received 
regarding the individual's clearance and access. 

Exemptions claimed for the system: 

None. 

B0614-01 HQ 
System name: > 

Official Records (Military) Files and Extracts. 
System location: ,. 

Military Personnel Office r DMA Headquarters (HQ) - See DMA 
Directory for complete address. 
Categories of individuals covered by the system: 
Military personnel assigned to DMA. 
Categories of records in the system: 

Navy-Documents as required by Bureau of Naval Personnel 
Manual (BUPERSMAN) NAVPERS 15791.B. 
Army-Documents as required by Army Regulation 640.10. 
Enlisted and Officer personnel folders. . . 

Statement of Military History, Qualification Records. 
Authority for maintenance of the system: 
44U.S.C.3101 
Purpose(s): 

To determine the acceptability of an individual nominated by the 
parent service for a DMA position; to be used in the preparation- of 
efficiency/fitness/ effectiveness reports and award recommendations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See *Blanket Routine Uses* at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. • ■ . 

Retrievability: 

Alphabetically by name of individual. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Permanent Record. Retained until departure of individual DMA, 
MPRJ handcarried to transfer point by individual upon separation 
from the service and subsequently retired to National Records Center 
(Military Records) 9700 Page Boulevard, St. Louis, MO 63132. 

System manager(s) and address: 
" Defense Mapping Agency, ATTN: Personnel Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual current address and telephone number, seryice number 
on all correspondence received from this office. Visits are limited to 
normal working hours. ' 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification cards, and give some verbal information that could be 
verified. • . . ' 

Contesting record procedures: 

The Department's rules for contesting contents and appealing ini- 
tial determinations may be obtained from System Manager. . 
Record source categories: 

Information is obtained from the individual's Service Military Per- 
sonnel Center, the individual's rating official within the DMA and 
the individual concerned. - ' 



Exemptions claimed for the system: 

None. . . 

B0614.02 HQA 

System name: 
Military Services Administrative Record Files. 
System location: . 

Directorate of Administration, DMAAC; Military Personnel Office 
- DMA Headquarters (HQ)- See DMA Directory for complete mail- 
ing address. 

Categories of individuals covered by the system: > 
Military Personnel assigned to DMA. 
Categories of records in the system: 

File contains letters, ' memorandums, emergency data, and assign-, 
ment actions. 
Authority for maintenance of the^ system: 
21 use 1175 . 
Purpose(s): 

To maintain information for the purpose of serving as a liaison 
between the individual, DMA, and servicing CBPO's. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

storage: 

Paper records in file folders. 
Retrievability:. 

Filed alphabetically by employee last name. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Destroy in accordance with parent service directives. 
System manager($) and address: 

Defense Mapping Agency, ATTN: Personnel Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000. 
Notification procedure: 

Information may be obtained from System Manager. 
Record access procedures: 

Requests from individuals should be addressed to System Manager.' 

Written requests for information should cbntain the full name of 
the individual, current address and telephone number, and social 
security number. Visits are limited to normal working hours. 

For personal visits, the individual should be able to provide some 
acceptable identification; that is, driver's license,- employing office's 
identification card, and give some verbal information that could be 
verified. - _ 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: : 

Leave records, 'finance documents, transmittals, personnel rosters, 
physical examinations, personnel actions, locator cards, trip reports, 
copies of orders/reassignments. 
Exemptions claimed for the system: > 
None. ' 

B0615-07 HQHTASI 

System name: 

Safety Awards Files. 
System location: 

Logistics Offices - DMA Headquarters (HQ), DMA Hydrograph- 
ic/Topogriaphic Center (HT), DMA Aerospace Center (A), Defense 
Mapping School (S), DMA Inter .American Geodetic Suryey (I) - 
See DMA Directory for complete address listing. 

Categories of individuals covered by the system: 

Any DMA Driver. > . 

Categories of records in the system: 
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File contains list of the names of drivers who have received safe 
driver awards. All correspondence between the Safety Office and the 
National Safety Council. 

Authority for maintenance of the system: 

5 U.S.C. 4503 - Agency Awards. 

Purpose(s): 

To document presentation of safety awards to individuals in com- 
pliance with established policy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically "by name. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: Destroy when 5 years old. 
System manager(s) and address: 

Defense Mapping Agency, ATTN: Facilities Engineering and Lo- 
gistics Office, Building 56, U.S. Naval Observatory, Washington, DC 
20305-3000 

Notification procedure: 
^ Information may be obtained from above. 

Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the individuals current address and telephone number, and the Case 
(Control) number that appears with the office symbol, on all corre- 
spondence received from this office. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 
Driver record of the individual. 
Exemptions claimed for the system: 
None. 

B0901-04HTA 

. System name: 

Civilian Employee Health Clinic Record. 
System location: 

Primary System - Civilian Employee Health Clinic - DMA Hydro- 
graphic/Topographic Center (HT) and DMA Aerospace Center (A) 
- See DMA Directory for coniplete address. 

Categories of individuals covered by the system: 

Any individual employed by DMA Hydrographic/Topographic 
Center (HT) and Aerospace Center (A) and any individual employed 
by other Government agencies housed in the DMAHTC/DMAAC 
. complexes. 

Categories of records in the system: 

File contains information on treatment of employee received at 
dispensary at HTC and AC. 

Authority for maintenance of the system: 

5 use 7901 - Health Service Programs; 5 U.S.C. 8103 - Compensa- 
tion for Injuries - Medical Services and Initial Medical and Other 
Benefits. 

Purpose(s): 

To maintain medical records of individuals receiving treatment at a 
DMA clinic for illness/injury while on duty. . '■ 

Routine uses of records maintained in the system, including catego- 
ries of users and 'the purposes of such uses: 

See ^Blanket Routine Uses* at the beginning of DMA*s listing of 
the record system notices. 

Family doctor will have full access to the information. 



Supervisors may inquire to record of injury. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

5x8 card files in cabinet. 
Retrievability: 

Filed alphabetically by last name of employee. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Destroy 6 years after last entry. Upon transfer of employee, the 
records will be put in a sealed envelope and transferred with the 
employee. (GRSl/21) 

Aerospace Center - on transfer of individual, record is transferred 
to gaining organization.. On separation record is returned to National 
Personnel Records Center (NPRC) with the individuals official Per- 
sonnel Folder. 

System manager(s) and address: 

DMA Hydrographic/Topographic Center, ATTN: Personnel 
Office, Room 132- A, Erskine Hall, 6500 Brookes Lane, Washington, 
DC 20315-0030, DMA Aerospace Center, ATTN: Personnel Office, 
3200 S. Second St., St. Louis, MO. 63118-3399 See DMA Directory 
for complete address. 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the individuals current address and telephone number, and the Case 
(Control) number that appears with the office symbol, on all corre- 
spondence received from this office. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determination .may be obtained from System Manager. 
Record source categories: 

Entry of information by attending nurse. Record of treatment. 
Exemptions claimed for the system: 

I'^one. . 
B0901-07 HTAI 

System name: 

Alcoholism and Drug Abuse Files. 
System location: 

Civilian Personnel Offices - DMa Hydrogaphic/ Topographic 
Center (HT), DMA Aerospace Center (A), DMA Inter American 
Geodetic Survey (I) - See DMA Directory for complete address 
listing. 

Civilian Personnel Offices - See DMA Directory for complete 
address listing. 

Categories of individuals covered by the system: 

All civilian employees who have contacted program counselor 
requesting assistance. 

Categories of records in the system: 

File contains counseling interview notes, medical documents, ther- 
apy/treatment referral notes. 

Authority for maintenance of the system: 

21 use 1175 

Purpose(s): 

To maintain documents relating to alcohol and narcotic control, 
treatment, assistance, and advice provided to DMA personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses* at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

storage: 

Paper records in file folders. 
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Retrievability: 

Filed chronologically by number; names deleted, but are known by 
counselor. 

Safeguards: 

Records are maintained in a secured area/locked file: cabinets with 
access limited to authorized personnel whose -duties require access. 
Retention and disposal: 
Destroy when 3 years old. 
System nianager(s) and address: . 

Defense Mapping, Agency, ATTN: Personnel Office, Building 56, 
U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 

Information may be :obtained from above. .r, ^ 

Record access procedures: 

Requests from individuals should be addressed to system manager. 

Requests' from individuals should be addressed to the appropriate 
organization as indicated in address list. Written requests for informa- 
tion should contain the full name of the individual, current address 
and' telephone number and social security number. Visits are limited 
to normal working hours. For personal visits the individual should be 
able to provide some acceptable identification, that is, drivers license, 
employing office's identification card, and give some verbal informa- 
tion that could be verified. 

Contesting record procedures: 

The Agency's rules' for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 
Employee interviews and medical reports. 
Employee or relatives. 
Exemptions claimed for the system: 
None.. 

B0901-08 HQCPSOHTA 

System name: 

Civilian Employee Drug Abuse Testing Program Records. . j 
System location: 

^ DMA Headquarters, 8613 Lee Highway, Fairfax, VA 22031-2137; 
DMA Combat Support Center, .8613 Lee Highway, Fairfax, VA 
22031-2137; DMA Hydrographic Topographic Center, Washington, 
DC 20305-0030; and DMA Aerospace Center, 3200 S. Second 
Street, St. Louis, MO 631 18-3399. 
Categories of individuals covered by the system: 

Employees of, and applicants for positions in, the Defense Map- 
ping Agency. 

Categories of records in the system: 

Records relating to the selection, notification, and testing of em- 
ployees and applicants; collection authentication and chain of custo- 
dy documents; laboratory test results information. 

Authority for maintenance of the system: 

5 U.S.C. 7301 and 7361; Pub. L. 100-71; Executive Order 12564, 
"Drug-Free Federal Workplace"; and Executive Order 9397 
Purpose(s): 

The system is established to maintain Drug Program Coordinator 
records on the selection, notification, and testing of employees and 
applicants (i.e., urine specimens, drug test results, chain of custody 
records, etc.) for illegal drug use. 

Records contained in this system are also used by DMA's Medical 
Review Official; the administrator of any Employee Assistance Pro- 
gram in which the employee is receiving counseling or treatment or 
is otherwise participating; and management officials within DMA 
having authority to take adverse personnel action against such em- 
ployee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with the provisions of 5 U.S.C. 7301, the DoD 
"Blanket Routine Uses" do not apply to this system or records. 

To a court of competent jurisdiction where required by the United 
States Government to defend against any challenge against any ad- 
verse personnel action. 

Policies and practices for storing,' retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records are maintained in file folders and secured file cabi- 
nets. Electronic records exist on magnetic tape, diskette; or other 
machine readable media. 



Retrievability: 

Records are retrieved by Agency activity name, employee or ap- 
plicant name, Social Security Number, Identification Number as- 
signed, collection site, date of testing, or any combination of these. 

Safeguards: 

Paper records are stored in file cabinets that are locked when not 
being used. Electronic records are accessed on computer terminals in 
supervised areas using a system with password access safeguards. All 
employee and applicant records are maintained and used with, the 
highest regard for employee and applicant privacy. Only persons on 
a need-to-know basis and trained in the handling of information 
protected by the Privacy Act have access to the system. 

Retention and disposal: 

Records on employees are retained; for two years. Records on 
applicants are maintained for a period not to exceed six months. 
Records are destroyed by shredding, burning, or, in the case of 
electronic records, by erasure. 

System managers) and address: 

DMA Drug Program Manager, Personnel Office, 8613 Lee High- 
way, Fairfax, VA 22031-2137. 

Notification procedure: . ' . 

Individuals seeking to determine if this system of records contains 
information about themselves must address written inquiries to the 
DMA Drug Program Manager, Personnel Office, 8613 Lee. High- 
way, Fairfax, VA 22031-2137. 

Requests must contain the full name. Social Security number, cur- 
rent address and telephone number of subject individual. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records must address written inquiries to the DMA 
Drug Program Manager, Personnel Office, 8613 Lee Highway, Fair- 
fax, VA 22031-2137. - ' 

Requests must contain the full name, Social Security Number, 
current address and telephone number of subject individual. 

Contesting record procedures: 

The Agency rules for contesting contents and appealing initial 
agency determinations are published in DMA. Instruction 5400.11, 
"DMA Privacy Program"; 32 CFR part 295c- or . may be obtained 
frm the system manager. 

Record source categories: / 1 

Records in this system are obtained, from the individual to whom 
the records pertain; agency employees, supervisors, and management 
officials involved in the DMA Drug Abuse Testing Program. 

Exemptions claimed for the system: 

None. - 

B1202-17HTA 

System name: 
Contracting Officer Designation Files. 
System location: 

Contracting Offices - DMA Hydrographic/Topographic Center 
(HT) and DMA Aerospace Center (A) - See DMA Directory for 
complete mailing address 

Categories of individuals covered by the system: . 
Employee designated Contracting Officer and. Contracting Officer 
Representative at DMA. 

Categories of records in the system: 

Documents reflecting the designation and recission of Contracting 
Officers and Contracting Officers representative which includes the 
specific procurement authorities delegated. - 

Authority for maintenance of the system: 

44 use 3101 - Records Management by Federal Agencies. 

Purpose(s): 

To maintain documents showing individual designated as Contract- 
ing Officers or Contracting Officer's Representative (COR); to in- 
clude data reflecting limitations, restrictions on authority, and back- 
ground information on COR for use in other contracts. 

Routine uses of. records maintained in. the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses* at the beginning of DMA*s. listing of 
the record system notices. . 

Policies and practices for storing, retrieving, accessing, retaining,' and 
disposing of records in the system: 

Storage: • • * 
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Paper record in file folders and/or Kardex book. 
Retrievability: 

Filed alphabetically by last name of employee. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Temporary Record. Destroy upon termination. 
System manager(s) and address: 

Defense Mapping Agency, ATTN: Facilities Engineering and Lo- 
gistics Office, Building 56, U.S. Naval Observatory, Washington, DC 
20305-3000 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, and the Case 
(Control) number that appears with the office symbol, on all corre- 
spondence received from this office. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 

Certificate of Appointment and background information on educa- 
tion, DD Form 1539, and specific information on procurement au- 
thorities delegated 

Exemptions claimed for the system: 

None. 

B1205-05 HTA 

System name: 

Property Officer Designation Files. 
System location: 

Property Officers of DMAHTC and DMAAC - See DMA Direct 
tory for complete address 

Categories of individuals covered by the system: 

Employees designated Property Officers who have property ac- 
counts for their organizations, and have account number. 

Categories of records in the system: 

Forms and/or memorandums designating property officers. Includ- 
ed are letters of appointment and revocation. 
Authority for maintenance of the system: 

40 U.S.C. 486; Management and Disposal of Government Proper- 
ty. 

PurposeCs): 

To maintain documents showing individuals authorized as equip- 
ment custodians for the various organizations within the agency. 

Routine uses oif records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' at the beginning of DMA*s listing of 
the record system notices. 

Memorandums or forms showing who 'or which individual is au- 
thorized custodian for equipment for the various organizations within 
the Agency. Name of individual grade and organization are shown 
on this document. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By individuaFs account number and organization. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
accessSimited to authorized personnel whose duties require access. 
Retention and disposal: 

Temporary Record - Destroyed in the active office two years after 
termination of appointment. 
System manager(s) and address: 



Defense Mapping Agency, ATTN: Facilities Engineering and Lo- 
gistics Office, Building 56, U.S. Naval Observatory, Washington, DC 
20305-3000 

Notification procedure: 

Information may be obtained from above. * 

Record access procedures: 

Requests from individuals should be addressed to system manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and some verbal information that could be veri- 
fied. 

Contesting record procedures: 

The Agencies' rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

Internal correspondence designating responsible property account- 
ing individuals 
Exemptions claimed for the system: 

None. 

B1205-23 HTASID 

System name: 
Report of Survey Files. 
System location: 

DMA Hydrographic/Topographic Center (HT), DMA Aerospace 
Center (A), Defense Mapping School (S), and Inter American Geo- 
detic Survey (I), Office of Distribution Services (D). - See DMA 
Directory for complete address listing. 

Categories of individuals covered by the system: 
DMA personnel that have loss, damage, or destroyed accountable 
Government property. 

Categories of records in the system: 

Files consist of reports that describe the circumstances concerning 
loss, damage or destruction of Government property. 
Authority for maintenance of the system: 

40 use 486 - Management and Disposal of Federal Property - 
Policies, Regulation and Delegations; Promulgation by President. 

Purpo$e(s): 

To determine responsibility and recognize appropriate actions to be 
taken as to pecuniary liability. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DMA's listing of 
the record system notices. 

Logistics Officer - determine responsibility and recommend appro- 
priate action be taken as to pecuniary liability. 

Director final decision on payment. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper record in file folders and/or Kardex book. 
Retrievability: 

Filed by assigned control number of individual. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Destroy 2 years after date of survey action or date of posting 
medium. (GRS 3- 10c.) 
System managers) and address: 

Defense Mapping Agency, ATTN: Facilities Engineering and Lo- 
gistics Office, Building 56, U.S. Naval Observatory, Washington, DC 
20305-3000 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: 

Requests from individuals should be addressed to system manager. 
Written requests for information should contain the full name of 
the individuals, current address and telephone number, and the Case 
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(Control) number that appears with the. office symbol, on all corre- 
spondence received from this office. ' ' ' ' 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, drivers license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determination, may be obtained from System Manager. 
Record source categories: 
Report of lost damaged or destroyed property. 
Exemptions claimed for the system: 
None. 

B1206-02 HTA 

System name: • ' 
Self Service Store Authorization Card Files. 
System location: 

Logistics Offices - DMA Hydrographic/Topographic Center 
(HT), DMA Aerospace Center (A) - See DMA Directory for com- 
plete address. 

Categories of individuals covered by the system: 
DMA personnel authorized self-service store cards. 
Categories of records in the system: 

Cards identifying individuals as authorized self-service store repre- 
sentatives, requests for issuance of cards, correspondence concerning 
lost and found cards and related documents. 

Authority for maintenance of the system: 

40 U.S.C. 486; Management and Disposal of Federal Property. 
Purpose(s): 

To indicate individuals authority to sign receipt for supplies in a 
designated activity. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card file and file cabinets. f:' 
Retrievability: 

By account number and organization, alphabetical by last name. 
Safeguards:- 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
. Retention and disposal: 

Temporary Record. Held in active file until expiration of card or 
change of individual; held two years and destroyed. 
System manager(s) and address: 

Defense Mapping Agency, ATTN: Facilities Engineering and Lo- 
gistics Office, Building 56, U.S. Naval Observatory, Washington, DC 
20305-3000 , . 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers' license, employing office's 
identification card, and give some verbal information that could be 
used to verify employment. 

Contesting record procedures: 

The Agencies' rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

Memorandums, cards, forms designating- an individual authoriza- 
tion to sign for supplies received from the self-service store. 
Exemptions claimed for the system: 
None. 



31208-06 HTA 

System name: 

Motor Vehicle Operator's Permits and Qualifications Files. 
System location: 

Primary System - Motor Pool, DMA Hydrographic/Topographic 
Center (HT) and DMA Aerospace Center (A) - See DMA Directory 
for complete address 

Decentralized Segments - Official Personnel Folder; Personnel 
Records (Civilian) Center - St. Louis, MO. 

Categories of individuals covered by the system: 
All DMA employees qualified and issued a motor vehicle opera- 
torsj permit. 

Categories of records in the system: 

Contains information on employee qualification record and cards 
and logs in regards to permits issued to individuals authorized to 
operate Government equipment. 

Authority for maintenance of the system: 

40 U.S.C. 491; . Management and Disposal of Federal Property- 
Motor Vehicle Pools and Transportation Systems. - 
Purpose(s): 

To be as a record of scores on tests, such as: Eye examinations, 
reaction examinations and as a quick reference on an individual 
having a license to operate a Government vehicle. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses' 'at the beginning of DMA's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing; retaining, and 
disposing of records in the system: 

Storage: 

Rotary Card file and Log Book. 
Retrievability: 

Rotary Card File - By last name of individual. 
Log Book - By number of permit. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Temporary Record - Permit is a three year record - Destroyed in 
the Motor Pool. 

Permanent. Record - Qualification Record - kept in active office 
until separation or transfer of individual concerned, then transferred 
to Personnel Office for incorporation into the Official Personnel 
Folde^. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Facilities Engineering and Lo- 
gistics Office, Building 56, U.S. Naval Observatory, Washington, DC 
20305-3000 

Notification procedure: 

Information may be obtained from above. 

Record access procedures: „ . 

Requests from individuals should be addressed to System Manager. 

Written requests for inforrnation should contain the full name of 
the individual current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers' license, employing office's 
identification card, and give some verbal information that could be 
verified. 

Contesting record procedures: 

The Agencies' rules for contesting contents and appealing initial 
determination may be obtained from System Manager. 
Record source categories: 

Qualification records consisting of scores on tests. 

Exemptions claimed for the system: 

None. 

B1211-03 HQHTAI 

System name: 

Passport Files. 

System location: DMA Headquarters (HQ), DMA Hydrograpihic/ 
Topographic Center (HT), DMA Aerospace Center (A), DMA Inter 
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American Geodetic Survey (I) See DMA Directory for complete 

address 

Decentralized Segment - State Department (Passports), 
Categories of individuals covered by the system: 
Individuals traveling overseas on official government orders. 
Categories of records in the system: 

Documents relating passports and visas for DMA personnel, in- 
cluding their dependents. Included are requests and receipts for pass- 
ports, transmittal letters, control cards, and related documents. 

Authority for maintenance of the system: 

44 U.S.C. 3101; Records Management by Federal Agencies. 

Purpose(s): 

To maintain documents relating to passports and visas for DMA 
personnel and their, dependents, for travel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'Blanket Routine Uses* at the beginning of DM A's listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders - paper records in locked cabinets. 
Retrievability: 

By name of individual - Alphabetically 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Temporary Record - Held in active office Until separation or 
transfer of individual. 

Transferred to State Department upon transfer or separation of 
individual. 

System manager(s) and address: 

Defense Mapping Agency, ATTN: Administration Office, Building 
56, U.S. Naval Observatory, Washington, DC 20305-3000 
Notification procedure: 
Informjation may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, social security 
number. 

For personal visits the individual should be able to provide some 
acceptable identification, that is, drivers* license, employing office's 
identification card, and give some verbal information that could 
verify employment. 

Contesting record procedures: 

The Agencies' rules for contesting contents and appealing initial 
determination should be obtained from System Manager. 
Record source categories: 
Requests and receipt for passports and visas. 
Exemptions claimed for the system: 
None. 

B1211.07 HQHTASDISP 

System name: 

Individual Government Transportation Files. 
System location: 

Primary System - Travel Office - DMA Headquarters (HQ), DMA 
Hydrographic/Topographic Center (HT), DMA Aerospace Center 
(A) - See DMA Directory for complete address listing. 

Decentralized Segments - Records Management, Records Holding 
Areas 

Categories of individuals covered by the system: 
DMA employees authorized government travel. 
Categories of records in the system: 



Travel orders and other pertinent correspondence and related doc- 
uments, and copies of issued and canceled transportation requests, 
transportation certificates, MAC transportation authorizations. 

Authority for maintenance of the system: 

44 U.S.C. 3101; Records Management by Federal Agencies, 45 
U.S.C. 5707 - Travel and Substance Expense Regulation. 
Purpose(s): 

To officially designate Transportation Officer, Assistants and 
Agents to record authorized travel, issue orders, make travel arrange- 
ments, and prepare vouchers for reimbursement to DMA employees 
(military and civilian). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses* at the beginning of DM A*s listing of 
the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Alphabetical by name on individual folders or by TR number in 
case of group travel. 
Safeguards: 

Records are maintained in a secured area/locked file cabinets with 
access limited to authorized personnel whose duties require access. 
Retention and disposal: 

Temporary Record. Travel Office holds for one year, transfers to 
Records Holding Area, held for three (3) years and then destroyed. 
System manager(s) and address: 

Defense Mapping Agency, ATTN: Administration Office, Building 
56. U.S. Naval Observatory. Washington, DC 20305-3000 
Notification procedure: 
Information may be obtained from above. 
Record access procedures: 

Requests from individuals should be addressed to System Manager. 

Written requests for information should contain the full name of 
the individual, current, address, and telephone number, social security 
number. 

Personal visits - the individual should be able to provide some 
acceptable identification, that is, drivers* license, employing office's 
identification card, and give some verbal information that could 
verify employment. 

Contesting record procedures: 

The Agencies' rules for contesting contents and appealing initial 
determinations may be obtained from System Manager. 
Record source categories: 

Folders contain various amounts of information on issued and 
cancelled transportation requests, transportation certificates, travel 
orders and related data on overseas employees, DMA employees and 
invitational orders. 

Exemptions claimed for the system: 

None. 

DEFENSE MAPPING AGENCY OFFICIAL 
MAILING ADDRESSES 

Defense Mapping Agency, 8613 Lee Highway, Fairfax, VA 22031- 
2137. 

Defense Mapping Agency Component Activities 

DMA Aerospace Center, 3200 South Second Street, St. Louis, MO 
63118-3399. 

DMA Hydrographic/Topographic Center, Washington, DC 
20315-0030. 

DMA Combat Support Center, Washington, DC 20315-0010. 
DMA Systems Center, 12100 Sunset Hills Road, Suite 200, Reston, 
VA 22090-3207. 

DMA Reston Center, 12310 Sunrise Valley Drive, Reston, VA 
22091-3414. 

DMA Telecommunications Services Center, 8613 Lee Highway, 
Fairfax, VA 22031-2139. 
Defense Mapping School, Fort Belvoir, VA 22060-5822. 
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/ REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record, 

BLANKET ROUTINE USES 

Certain blanket 'routine uses* of the records have been established 
that .are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system^ 

ROUTINE USE-LAW ENFORCEMEOT 

In the event ' that a system of records maintained by this compo- 
nent to carry but its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility, of 
investigating or prosecuting such .violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as. a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a licensCj grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reportinjg of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the- infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into .agreements 
pursuant to Title 5, U.S.. Code, Sections 5516, 5517, 5520, and only to 
those, state and loc?il taxing authorities for which an employee or 
military member is or was: subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin" Nr. 76-07. ^ \ 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENt 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other, information necessary 
for the Office of iPersonnel Management to cari*y out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

y. ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

' Information as to current military addresses and assignments may 
be provided to military banking facilities who provide 'banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system^, of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be. disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the ciyil service and other mei'it systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. ^ - ?. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
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Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 



CIG-01 

System name: 

Privacy Act and Freedom of Information Act Files. 
System location: 

Office of the Deputy Inspector General for Program Planning, 
Review and Management, Department of Defense, The Pentagon. 
Washington, DC 20301. 

Categories of individuals covered by the system: 

Individuals who have submitted or were the subjects of request 
made under the Privacy Act of 1974 (5 U.S.C 552a) or the Freedom 
of Information Act (5 U.S.C. 552). 

Categories of records in the system: 

Copies of all Privacy Act and Freedom of Information Act re- 
quests and the answers thereto. Correspondence pertaining to the 
requests, the information released or withheld; summaries, logs of 
actions taken and correspondence from and to other DoD and Feder- 
al agencies regarding specific requests of mutual interest. Documents 
pertainmg to all appeals and legal actions concerning OIG actions in 
response to such requests. 

Authority for maintenance of the system: 

Pursuant to the Inspector General Act of 1978, (Pub. L. 95-452), as 
amended, and DoD Directive 5106.1 (32 CFR part 376) implement- 
ing that law, the DoD Inspector General is authorized to organize, 
direct and manage the Office of the Inspector General, to include the 
creation and maintenance of necessary records. See also 5 U,S C 552 
and 5 U.S.C. 552a. 

Purpose(s): 

Records are used to respond to individual requests for access to 
records made under either act and to respond to requests for amend- 
ment made under the Privacy Act, to document OIG actions in 
response to these requests, and any subsequent appeals regarding 
agency actions or litigation. Records are used by OIG. personnel to 
take and coordinate actions with other OIG, DoD, and Federal and 
state agencies. OIG investigative, audit and inspection personnel 
when the release of the information requested may have an impact 
on these activities. Also, information may be provided to the appro- 
priate OIG element when further action is needed to verify assertions 
of the requester or to obtain permission to release information ob- 
tained from sources. 

Routine uses of records maintained In the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system may be provided to other Federal 
agencies and state and local agencies when it is necessary to coordi- 
nate responses or denials. See also the Blanket Routine uses for all 
OIG systems of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by surname of requester. . 
Safeguards: 

Records are stored in locked security containers accessible only to 
authorized personnel. 
Retention and disposal: 

Privacy Act Records: Requests which are granted wholely, unap- 
pealed denials, and denials completely overruled on appeal by the 
appeal authority are destroyed two years after the reply or the final 
OIG, DoD action. Denials and partial denials which are not over- 
ruled on appeal or are the subject of litigation are destroyed five 
years after the final OIG or judicial action, as appropriate. Freedom 
of Information Act Records: Records of requests that are totally 
granted are destroyed two years after the date of the OIG reply. 
Records of all denials are destroyed five years after the OIG reply. 
Records of appeals are destroyed four years after final OIG, DoD 
reply or three years after final adjudication by a court, whichever is 
sooner. 

System manager(s) and address: 

Dr. J. Mauri Hamilton, Privacy Act Coordinator, Office of the 
Deputy Inspector General for Program Planning, Review and Man- 
agement, Pentagon, Washington, DC 20301. 



Notification procedure: 

Send your request to the System Manager. Please include full 
information regarding the previous request such as date, subject 
matter, and if available, copies of the previous OIG reply. 

Record access procedures: 

The OIG access procedures may be obtained from the System 
Manager. 

Contesting record procedures: 

The OIG rules for contesting and appealing initial denials of 
amendment may be obtained from the System Manager. 
Record source categories: 

From the individuals on whom records are maintained and official 
records. 

Exemptions claimed for the system: 

None. 

CIG-02 

iSystem name: 
Applicant Records. 
System location: 

Primary Record: Office of the Deputy Inspector General for Pro- 
gram Planning, Review and Management, Department of Defense, 
The Pentagon, Washington, DC 20301. Portion of this system may be 
temporarily maintained by other OIG offices. 

Categories of individuals covered by the system: 

Individuals who have submitted applications or other correspond- 
ence directly to OIG or its components indicating an interest in 
employment with the OIG or any of its components. 

Categories of records in the system: 

Temporary records of the applicant's interest in or qualifications 
for employment with the OIG. 

Authority for maintenance of the system: 

Pursuant to the Inspector General Act of 1971, (Pub. L. 95-452), as 
amended, and DoD Directive 5106.1 (32 CFR part 376) implement- 
ing that law, the DoD Inspector General is authorized to organize, 
direct the office of the Inspector General, to include the creation and 
maintenance of necessary records. 

Purpose(s): 

To identify applicants and determine their eligibility for positions 
with the OIG. Used by OIG personnel and supervisory personnel to 
select employees and to respond to requests for employment. Infor- 
mation may be coordinated with other DoD activities for verification 
purposes. • 

Routine uses of records maintained in the system, including categor 
ries of users and the purposes of such uses: 

Information from this system may be provided to other Federal 
agencies when it is necessary to verify the information provided. See 
also the Blanket Routine uses for all OIG systems of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: , 

Filed alphabetically by surname of applicant. 

Safeguards: 

Records are stored in locked security containers accessible only to 
authorized personnel. Offices are locked after duty hours and securi- 
ty guards are used. 

Retention and disposal: 

Records are temporary and are destroyed as classified waste as 
soon as a final OIG, determination is made regarding the hiring 
action. 

System manager(s) and address: 

Office of the Deputy Inspector General for Program Planning, 
Review and Management, DoD, The Pentagon, Washington, DC 
20301. 

Notification procedure: 

Send your request to the System Manager. Written request should 
contain the full name of the applicant, and the approximate date of 
the application. 

Record access procedures: 

The OIG access procedures may be obtained from the System 
Manager. 
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Contesting record procedures: 

The OIG rules for contesting and appealing initial denials of 
amendment may be obtained from the System Manager. 
Record source categories: 

From the individuals on whom records are maintained and official 
records. 

Exemptions claimed for the system: 
None. 

CIG.03 

System name: 
Personnel Locator Cards. 
System location: 

Primary Location: Office of the Deputy Inspector General for 
Program Planning, Review and Management, Department of De- 
fense, Washington, D.C. 20301. Other Locations: The various com- 
ponents and activities of the Office of the Inspector General DoD, 
maintain locator cards on personnel assigned to them. 

Categories of individuals covered by the system: 

Personnel assigned or attached to the OIG or its components, and 
certain formerly assigned or attached individuals. 

Categories of records in the system: 

Locator cards reflecting the name, location and telephone number 
of the assigned or attached individual. 
Authority for maintenance of the system: 

Pursuant to the Inspector General Act of 1971, (Pub. L. 95-452), as 
amended, and DoD Directive 5106.1 (32 CFR part 376) implement- 
ing that law, the DoD Inspector General is authorized to organize, 
direct and manage the Office of the Inspector General, to include the 
creation and maintenance of necessary records. 

Purpose(s): 

Records are used to locate individuals assigned or attached to OIG 
by OIG administrative and supervisory personnel at the OIG and in 
field activities. Records are used to aid in the distribution of commu- 
nications addressed to individuals, and to' make and verify entries in 
personnel rosters, directories, and listings. Individuals are allowed to 
restrict the unofficial use of the information in the system. Locator 
information may be provided to agencies- and individuals within DoD 
having a need for such information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Locator information regarding specific' individuals may be provid- 
ed to other agencies and individuals upon request subject to the 
limits established by the individual. See also Blanket Routine uses for 
all OIG systems of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records consist of paper forms. 
Retrievability: 

Filed alphabetically by surname. 
Safeguards: 

Records are stored in security containers and locked. file cabinets 
accessible only to authorized personnel. 
Retention and disposal: 

Retained in active file until departure of the individual and then 
placed in inactive file. Destroyed one year after departure. Records 
are destroyed as if classified waste. 

System manager(s) and address: 

Office of the Deputy Inspector General for Program Planning, 
Review and Management, OIG, DoD, The Pentagon; Washington, 
DC 20301. 

Notification procedure: 

Send your name to the System Manager. Yoii may wish to include 
the dates of your assignment to OIG and the OIG component to 
which assigned. 

Record access procedures: 

The OIG access procedures may be obtained from the System 
Manager. 

Contesting record procedures: 

The OIG rules for contesting and appealing initial denials of 
amendment may be obtained from the System Manager. 
Record source categories: 



,From the individual on whom records are maintained and official 
records. ; . * 

Exemptions claimed for the system: 
None. 

CIG-04 

System name: 

Case Control System - - Investigative. , 
System location: 

Primary Location: Office of the Assistant Inspector General for 
Investigations (INV), Cameron Station, Alexandria, VA 22314, has 
primary control over the system. INV is a component of the Office 
of the Inspector General (OIG), Department of Defense (DoD). 
Decentralized Locations: INV Regional Field Offices, Resident 
Agencies, and various INV Headquarters components have tempo- 
rary control over portions of the records. The- Office of the Assistant' 
Inspector General for Criminal Investigations Policy and Oversight 
(CIPO) originates and has control over portions of the records. 

Categories of individuals covered by the system: 

Any person or activity which is the subject of an ongoing or 
recently complete OIG investigation. * . 

Categories of i-ecords iii the system: 

The file is composed of records of investigations which are being 
or have been conducted by the OIG. Records contain the name and 
other personal identifying information on individuals who are investi- 
gated. . 

Authority for maintenance of the system: 

Pursuant to the. authority contained in the Inspector General Act 
of 1978, (Pub. L. 452), as amended, and DoD Directives 5106.1 (32 
CFR part 376) implementing the law, the Inspector General, DoD, is 
authorized to organize direct, and manage the Office of the Inspector 
General, to include creating and maintaining necessary records. 

Purpo$e(s): 

The file contains open and closed case listings used to manage 
investigations, to produce statistical reports, and to control various 
aspects of the investigative process. Users are the Case Control 
Officers; OIG Projecit Officers, and other OIG officials. Used to 
determine the existence, location, and status of cases, control work- 
load, and to prepare statistical reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses for all OIG record systems. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records. 
, Retrievability: . 

By name, Social Security Number, military service number or case 
control number. 

Safeguards: 

Files are maintained in locked cabinets accessible only to those 
with an official need-to-know. 

Retention and disposal: - 

Records are retained for one year and then disposed .of as classified 
waste. 

System manager(s) and address: 

Assistant Inspector General for Investigations, OIG, DoD, 8D490 
Cameron Station, Alexandria, VA 22314. 
Notification procedure: 

Information may be obtained from the System Manager at the 
above address. Requester should provide the full name of the subject 
company or individual, and all maiden and alias names under whicfti 
the file may be maintained. Personal identifiers which should be 
included are date and place of birth, Social Security Number, and the 
last four digits of a military service number. These assist in locating 
files and are helpful in conducting the search. However, furnishing of 
personal identifiers is voluntary. Searches will be limited to the data 
furnished. The office listed above may be visited from 9 a.m. to 3 
p.m., Monday through Friday. Requesters visiting the office should 
bring personal documents as proof of identity. 

Record access procedures: 

The OIG rules for access to records and appealing initial denials of 
access by individuals may be obtained by writing the System Manag- 
er. . " ^ •■ • 
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Contesting record procedures: 

The OIG rules for contesting contents of the records and appeal- 
ing initial denials of requests for amendment by the individual, con- 
cerned may be obtained by writing the System Manager. 

Record source categories: 

OIG Case Control Centers. 

Exemptions claimed for the system: 

In accordance with 5 U.S.C. 552(j)(2) certain portions of the case 
control records may be exempted from the provisions of 5 U.S.C 
? 9^' (^)(*)' (e)(3). (e)(4)(G), (e)(4)(H), 

(e)(4)(I), (e)(5), (e)(8), (0, and (g). Information from this system will 
be withheld only to the extent that its release would interfere with 
the mvestigative process. See 32 CFR part 293. 

CIG-05 

System name: 

DoD Motions for Discovery of Electronic Surveillance Files. 
System location: 

Office of the Assistant Inspector General for Criminal Investiga- 
tions Policy and Oversight, Suite 431, 1600 Wilson Boulevard, Ar- 
lington, Virginia 22209-2509. 

Categories of individuals covered by the system: 

Those individuals and/or organizations on which the Department 
of Justice has requested information upon which to base their reply 
to court approval motions for discovery of electronic surveillance. 

Categories of records in the system: 

Chronological listing for identification and location of files. Indi- ' 
vidual case files to include original and subsequent requests from the 
Department of Justice; file copy of memorandum to the DoD Com- 
ponents' responses to the Office of Secretary of Defense (OSD), and 
copies of OSD's responses to the Department of Justice. 

Authority for maintenance of the system: 

Title 28, United States Code Section 526, 'Conduct of Litigation 
Reserved to Department of Justice.* 
Purpose(s): 

Preparation of response to Department of Justice, as well as any 
subsequent inquiries from that office. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Department of Justice's response to * court-approved motion for 

discovery. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: • ' 

Paper records in file folders. 
Retrievability: 

Filed by year and case name. 
Safeguards: 

Records are stored in security combination lock file containers 
accessible only by office personnel of the Assistant Inspector General 
for Criminal Investigations Policy and Oversight. 

Retention and disposal: 

Records are permanent. They are retained in active file until end 
of calendar year in which project is completed, held one additional 
year in inactive file and subsequently retired to Washington National 
Records Center (WNRC). 

System manager(s) and address: 

Assistant Inspector General for Criminal Investigations Policy and 
Oversight, Suite 431, 1600 Wilson Boulevard, Arlington, Virginia 
22209-2509. » 6 » 5 

Notification procedure: 

Information may be obtained from: Assistant Inspector General for 
Criminal Investigations Policy and Oversight, Suite 431, 1600 Wilson 
Boulevard, Arlington, Virginia 22209-2509. 

Record access procedures: 

Requests froni individuals should be addressed to: Assistant Inspec- 
tor General for Criminal Investigations Policy and Oversight, Suite 
431, 1600 Wilson Boulevard, Ariington, Virginia 22209-2509. Written 
requests for information should contain the full name of the individ- 
ual, date, and place of birth, Social Security Number (SSN), and 
notarized signature. The records requested may be made available to 
individuals for review at the following location: Assistant Inspector 
General for Criminal Investigations Policy and Oversight, Suite 431, 
1600 Wilson Boulevard, Arlington, Virginia 22209-2509. 

Contesting record procedures: 



The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b, and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Department of Justice formal written inquiries and internal corre- 
spondence necessary to gather information to make replies to such 
inquiries. 

Exemptions claimed for the system: 
None. 

CIG-06 

System name: 
Investigative Files. 
System location: 

Primary Location: Office of the Assistant Inspector General for 
Investigations (INV), Cameron Station, Alexandria, VA 22314, has 
primary control over the system. The INV is a component of the 
Office of the Inspector General (OIG), Department of Defense 
(DoD). Decentralized Locations: INV Regional Field Offices, Resi- 
dent Agencies, and various INV Headquarters staff elements origi- 
nate and have temporary control over portions of the records. The 
Office of the Assistant Inspector General for Criminal Investigations 
Policy and Oversight (CIPO) and Office of the Assistant Inspector 
General for Inspections originate and have control over portions of 
the. records. 

Categories of individuals covered by the system: 

DoD civilian personnel; members of the Armed Forces of the 
United States, Reserve components, and National Guard units; DoD 
contractors; individuals residing on, having authorized official access 
to, or contracting or operating any business or other functions at any 
DoD installation or facility; and individuals not affiliated with the 
Department of Defense when their activities have directly threatened 
the functions, property or personnel of the Department of Defense, 
or they have threatened any other high ranking government person- 
nel who are provided protective service mandated by the Secretary 
of Defense, or they have engaged in, or are alleged to engage in 
criminal acts on DoD installations or directed at the Department of 
Defense, its personnel or functions; or individuals information regard- 
ing DoD activities falling under the purview of OIG responsibilities. 

Categories of records in the system: 

Official Reports of Investigation (ROIs) including any attachments, 
prepared by OIG or other DoD Federal, state, or local official 
investigative activities; Information Summary Reports (ISRs) which 
record unsolicited information of a criminal nature received by OIG 
concerning persons or incidents which are of direct interest to other 
DoD components or Federal agencies; documents, information, and 
confidential source files which are not included in the ROIs but 
which serve as the basis of investigations or which guide and facili- 
tate investigative activities, including documents providing the data 
to open, direct, conduct, transfer and close cases; OIG file adminis- 
tration and management documents accounting for disclosure, con- 
trol, and access to a file; and Grand Jury information not contained 
in reports, agent notes, fingerprint cards, duplicate files at the local 
level and other . miscellaneous documents supporting the criminal 
investigation file. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the Inspector General Act 
of 1978 (Pub. L. 95-452), as amended, and DoD Directive 5106.1 (32 
CFR part 376) implementing that law, the DoD Inspector General is 
authorized to organize, direct and manage the Office of the Inspector 
General, to include the creation of necessary records. 

Purpose(s): 

Investigative information is collected at the request of appropriate 
DoD officials or agencies to identify offenders, to provide facts and 
evidence upon \yhich to base prosecution, to effect corrective admin- 
istrative action and to recover money and property which has been 
wrongfully appropriated. Information contained in ISRs is dissemi- 
nated to interested DoD components. Information is collected during 
reciprocal investigatibns conducted for other DoD investigative ele- 
ments for maintenance and use by the requesting DoD activity. Users 
of OIG investigative information include: OIG personnel in the 
course of their official duties; other accredited DoD investigative 
elements, DoD Agencies, elements of the Military Departments and 
representatives of the Secretary of Defense and the Joint Chiefs of 
Staff. OIG investigative records are used: In criminal law enforce- 
ment investigations including statutory violations, counterintelligence 
as well as counterespionage and counterterrorist activities and other 
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security matters; to provide information in contractor responsibility 
and suspension/debarment determinations; to provide information in 
contractuai actions; to make statistical evaluations of OIG investiga- 
tive activities; to respond to Freedom of Information Act access 
requests; to determine loyalty, suitability, eligibility, and general 
trustworthiness of individuals for access to classified information and 
government facilities,^ for entry into, retention in and for personnel 
actons in the Armed Forces ot Federal employment; to provide 
information in response to Inspector General, Equal Employment, or 
other complaint investigations and congressional inquiries; to obtain 
relevant information from federal, state, local and foreign agencies; to 
obtain employment records, if necessary, from business enterprises; 
and to obtain information relevant to the on-going investigations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information contained in ISR's is disseminated to interested Feder- 
al agencies. Information is collected during reciprocal investigations 
conducted for other Federal investigative elements (or in limited 
instances, for local or state law enforcement agencies) for mainte- 
nance and use by the requesting activity. Users of OlGr investigative 
information include: Accredited Federal criminal and civil law en-" 
forcement agencies; regulatory and licensing agencies; other accredit- < 
ed Federal agencies- conducting investigations to evaluate suitability 
for employment or access to classified information; congressional 
committees; and the General Accounting Office. OIG investigative 
records are used: In criminal law enforcement investigations includ- 
ing statutory violations; in counterintelligence as well as counteres- 
pionage and counterterrorist activities and othe security matters con- 
ducted by other agencies; to assist agencies charged with the respon- 
sibility for investigating or prosecuting violations of laws, rules, regu- 
lations or orders; to provide information in judicial or adjudicative 
proceedings including litigation or in accordance with a court order; 
to determine loyalty, suitability, eligibility, and general trustworthi- 
ness of individuals for access to classified information and govern- 
ment facilities; by other Federal agencies in connection with hiring 
and retention^ of employees, issuance of security clearance, or other 
benefit by the requesting agency; to provide information pertinent to 
the protection of persons under the provisions of 18 U.S.C. 3056; to 
obtain employment , records, if necessary, from business enterprises; 
and obtain inforniation relevant to the on-going investigations. See 
also Blanket Routine Uses set forth for all DoD systems (32 CFR 
part 286a). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: . ■ 

Records are stored in file folders, on microfilm, and on supplemen- 
tary index cards. 
Retrievability: , 

Investigations are centrally retrievable through the Defense Inves- 
tigative Service (DIS) Case Control System DIS System, V5-04; or 
the Defense Central Index of Investigations (DCII), DIS System V5- 
02. Both systems are managed by DIS and have been described in 
the Federal Register. 

Safeguards: 

. All OIG records are stored in locked safes and are accessible only 
to authorized personnel who have a need-to-know in conjunction 
with their official 'duties. Recipients of investigative information are 
responsible for safeguarding the information within the guidelines 
provided by OIG. 
Retention and disposal: 

Retention of closed OIG investigative files is authorized for 25 
years, except they may be offered to the National Archives after. 15 
years. Fraud prevention surveys are maintained for 10 years. Gener- 
ally, ISRs are retained only 60 days. The partial duplicate records 
are retained for one year. All records are destroyed as if they were 
classified material. , : 

System manager(s) and address:. 

Assistant Inspector General for Investigations, DoD, 8D490 Cam- 
eron Station, Alexandria, VA 22314. ^ 
Notification procedure: 

Requests should be addressed to the System Manager at the ad- 
dress given above. Include in the request the full name, date, and 
place of birth and Social Security Number, and any other pertinent 
data concerning the topic oif the communication. These items, are 
necessary for retrieval of information. The requester's signature 
should be notarized. More information may be required. Individuals 
may visit INV at Bldg. 8, Room D490, Cameron Station* Alexandria, 
V A to make direct , inquiries regarding this system. A check of 
personal identification will be required of all visitors making such 



inquiries providing the personal data is voluntary. However, the 
record search will be limited to the data furnished. 
Record access procedures: ' 

The OIG rule for access and appealing initial denials of access may 
be obtained by visiting or writing the System Manager. 
Contesting record procedures: 

The OIG rules for contesting and appealing initial denials of 
amendment may be obtained by visiting or writing the System Man- 
ager. 

Record source categories: 

Subjects and suspects of OIG investigations. Interview of wit- 
nesses, victims, and confidential sources. All types of records and 
information maintained by all levels of government, private industry, 
and non-profit organizations reviewed during the course of the inves- 
tigation or furnished the OIG. Any other type of record deemed 
necessary to complete the OIG investigation. ^ 

Exemptions claimed for the system: 

Portions of this system of records may fall within the scope of 5 
U.S.C. 552a(jj(2) and are exempt from the ""provisions of 5 U.S.C. 
552a(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), (e)(4)(G). .(e)(4)(H), 
(e)(4)(I), (e)(5), (e)(8), (0, and (g). Information from this system will 
be withheld only to the extent that its release would interfere with 
the investigative process. See 32 CFR^part 293. 

aG-07 

System name: 

Decision Support System (DSS) - OAIG-AUD. 
System location: 

Office of the Assistant Inspector General for Auditing (OAIG- 
AUD); Planning, Resources, and ReportsDivision, Room 801, 400 
Army Navy Drive, Ariington, VA 22202-2884. Audit is a component 
of the Office of the Inspector General (OIG), Department of Defense 
(DoD). Portions of the system may be maintained by other compo- 
nents of OIG. 

Categories of individuals covered by the system: 

All active personnel employed by the OIG Audit activities to 
include retired and separated employees. Records on former employ- 
ees are maintained for two years after terminiation, reassignment or 
retirement. 

Categories of records in the system: 

Data on individuaFs current employment status, .training experi- 
ences, audit and training venues and the following personal data: 
Name, home address and telephone number, date of birth, race and 
sex, veterans preference code, handicap code, pay grade and step, 
federal pay plan, duty address and telephone number, security clear- 
ance, computer access code, entered on duty date, service computa- 
tion date, date of last promotion, date of next evaluation, date of last 
evaluation, position title, education, number of training days, date of 
release, liouriy rate, career status code, and employee status code. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the Inspector General Act 
of 1978, (Pub. L. 95-452), as amended , and DoD Directive 5106.1, 
(32 CFR part 376) implementing the law, the Inspector General, 
DoD, 'is I authorized to organize, direct, and manage the Office of the 
Inspector General, to include the creation and the maintenance of 
any necessary records. E.O. 9397(SSN) 

Purpose(s): . 
• Information is used for: ' 

(a) Personnel and Billet reporting; used by the Staff Manager 
and all levels of management in the monitoring of personnel 
actions in regard, to promotion eligibility, filling of vacancies, 
and tracking of personnel transfers and reassignments within 
the OAIG-AUD. Security clearance notification is provided 
to all audited activities in advance of visits by audit personnel. 

(b) Audit project management and auditor assignment control 
and reporting; uoed by managers to maximize manpower 
resources and to provide audit cost summary data. Resource, 
information includes audit number, milestone dates, projected 
travel costs, and projected staffing costs. 

(c) Staff Utilization reports; used by managers primarily to track 
manhours allocated towards audit preparation and active audit 
projects, to allow for more effective scheduling of unassigned 
personnel, and to categorize indirect time expended for end-of- 
year reporting. . • < . 
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(d) Travel reporting; tracking temporary duty (TDY) travel 
frequency and duration. Utilized by managers for workload 
plannmg, travel scheduling, and to control travel costs on 
assigned audit projects. 

(e) Time and Attendance (T&A) reporting; provided by all audit 
activities, to include regional offices in the United States and 
Overseas. Used by T&A Coordinators to assist in providing 
time and attendance to the centralized payroll system. 

(f) Training reporting; used primarily by the Training Officer 
and by all levels of management in determining future training 
needs, to schedule in-house training, and for the monitoring 
and administering of training for individual development. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information from the system may be provided- to other Federal, 
State and Local Agencies when it is necessary to coordinate re- 
sponses or denials. The Blanket Routine Uses set forth at the begin- 
ning of the OIG listing of record system notices also apply to this 
system. rr j 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

The DSS system of records is currently stored on direct access 
disk and magnetic tape backup at the Washington Computer Center 
(WCC), United States Department of Agriculture, Washington, DC 

Retrievability: 

Records can be retrieved by SSN. A specified data element or a 
combination thereof contained in this system of records can be used 
for accessing information. > 

Safeguards: . 

Computer systems in which records reside are located in secured 
rooms accessible only to authorized personnel. Access to the DSS is 
protected through the use of assigned user/ID's and passwords for 
entry to the different subsystem applications. Once entry is acknowl- 
edge by the system; individual(s) are only allowed to perform prede- 
fined transactions/processes on files according to their access levels 
and functionality. 

Retention and disposal: 

Active records for individuals are maintained continuously or as 
needed. Deletion of records from the system for inactive individuals 
are performed on employee's date of retirement, separation or trans- 
fer to another organization. Machine records are destroyed by era- 
sure or overprinting. Paper records are destroyed as if classified 
waste. 

System manager(s) and address: 

Assistant Inspector General for Auditing, OIG, DoD, Room 1010, 
400 Army Navy Drive, Ariington, VA 22202-2884. Telephone: (202) 
697-9108. p . . V / 

Notification procedure: 

Written requests for access should be addressed to the System 
Manager. Individuals requesting information should provide proper 
identification and the location where the individual's record resides; 
written request must be signed by the individual making the request! 

Record access procedures: 

Active, retired, separated, or transferred individuals may request 
access to their records through a formal written request to the 
System Manager. 

Contesting record procedures: 

Agency rules for access to records and for contesting contents and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are contained in OSD Ad- 
ministrative Instruction No. 81 (32 CFR part 286b) and IG DoD 
Policies and Procedures Manual, Chapter 33. 

Record source categories: 

Official Personnel Folder and other personnel input documents, 
activity supervisors, applications and other official OAIG-AUD 
forms completed by the individual. 

Exemptions claimed for the system: 

None. 

CIG-09 

System name: 

Personnel Security Clearance/Eligibility Data. 
System location: 

Chief, Security Branch, Personnel and Security Division, Director 
for Administration, 400 Army Navy Drive, Arlington, VA 22202. 



Categories of individuals covered by the system: 

All civilian and military personnel of the IG, DOD who have been 
found eligible for employment/assignment in a sensitive position and/ 
or granted a security clearance for access to informafion classified in 
the interests of national security. 

Categories of records in the system: ' ^ 

Computer record of each individual in the Personnel Security 
Clearance/Eligibility Data system. Computer listings are generated 
from this system in the form of a Personnel Security Clearance/ 
Eligibility Listing. Printouts provide the respective senior official 
with complete personnel security data on their personnel who are 
assigned to sensitive positions. The printout reflects nariies of each 
individual authorized access, and their level of access to classified 
information. 

Authority for maintenance of the system: 

Executive Order (E;0.) 10450, as amended, which was issued by 
virture of the authority vested in the President by Section 7532 of 
Title 5, United States Code, and their statutes enumerated in E.O. 
10450; Executive Order 9397; Department of Defense Regulation, 
DoD 5200. 2-R, Personnel Security Program Regulation, that man- 
dates the establishment of a single Central Adjudication Facility 
within each Agency to record those adjudications made to support 
the DoD Personnel Security Program; 32 CFR part 159. 

Purpose(s): 

This record system is by IG. DoD Management officials to control 
the number of, and level of, sensitive positions; identify personnel 
assigned to these positions; and to determine whether personnel have 
been granted a clearance and the level of such clearance or access 
authorized. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information on the clearance/eligibility status of individuals may 
be provided to the appropriate clearance access officials of other 
agencies when necessary in the course of official business. Certifica- 
tions of clearance are issued to officials of other agencies when 
necessary in the course of official business. The blanket routine uses 
set forth at the beginning of the DoD Inspector General listing 
record system notices also apply to this system of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records maintained in folders; computer print-outs and automated 
data base files. 

Retrievability: 

Records are contained in the data base and are retrievable by 
name, social security number (SSN), and various other keys. 
Safeguards: 

Records are maintained in areas that conform to applicable DoD 
security policies for safeguarding the record. Access to and retrieval 
from computerized files is limited to authorized users and is password 
protected/restricted. 

Retention and disposal: 

New Personnel Security Clearance/Eligibility data listings are 
printed monthly, prior listings are destroyed within 90 days. Records 
are purged from active files 18 months after employee departs the 

System manager(s) and address: 

Chief, Security Branch, Personnel arid Security Division, Director 
for Administration, IG DoD, 400 Army Navy Drive Ariington, Va 
22202. 

Notification procedure: 

Written or personal requests for information may be directed to 
the system manager. 

Record access procedures: 

Written requests for information should contain the full name, 
SSN, current address and telephone numbers of the individual re- 
questor. For personal visits, the individual should be able to provide 
some acceptable identification, that is driver's license or employing 
office identification card. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned or contained in OSD 
Administrative Instruction NO. 81 (32 CFR part 286b and IG DoD 
Policies and Procedures Manual, Chapter 33). 

Record source categories: 
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Certificates of clearance and/or record of personnel security inves- 
tigations which are completed during a review of reports of investi- 
gations conducted by the Department of Defense and other Federal 
investigative organizations. Also, personnel siecurity files are main- 
tained on individuals. 
Exemptions claimed for the system: 
None, r . ^ . 

: CIG-10 

System namer 

Validation of Credentials of DoD Contractors' Employees. 
System location: 

Department of Defense (DoD), Office of the Assistant Inspector. 
General for Analysis and Followup, Analysis & External Coordina- 
tion, 400 Army Navy Drive, Arlington, VA 22202-2884.. 
. Categories of individuals covered by the system: 

Individuals employed by DoD Contractors, to include Consultants 
to the Contractors, selected on a random basis for validation of 
credentials. _ 

Categories of records in the system: 

Reslimes containing personal information consisting of an individ- 
ual's name, social security number, schools attended, location of 
schools, degree(s) awarded, date(s) awarded,' work history and last 
known or current address. Records also contain documents validating 
the individual's educational credentials, "experience, and state, federal 
and/or board certification(s). 

Authority for maintenance of the system: 
' Pub. L. 95-452, the Inspector General Act of 1978, as amended; 10 
U.S.C. Section 133, Secretary of Defense: Appointment, Powers, 
Duties and Delegation by: DoD Directive 5106.1, '^Inspector Gener- 
al of the Department of Defense" (32 CFR part 373). 

Purpose(s): 

To validate credentials such as education, experience, and state, 
federal and/or board certification of persons employed by DoD 
Contractors, where such credentials have been cited as part of the 
cost basis for accomplishing contract requirements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appeiar at the beginning of the 
Office of Inspector General's compilation of record system notices 
apply to this system of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, computer magnetic disks and paper 
printouts in secure filing cabinets. 
Retrievability: 

Paper records filed in folders and computer magnetic disks re- 
trieved by using a computerized index of names. 
Safeguards: 

Paper records are filed in folders stored in a locked filing cabinet. 
Computer disks and printouts are stored in a locked filing cabinet. 
Locked filing cabinets are stored in a. limited access area. • 

Retention and disposal: 

Paper records and computer disks are to be retained until comple- 
tion of the overall validation process and data analysis, then de- 
stroyed. Where discrepancies occur in the listed credentials, during 
the validation process, those credentials at issue will be submitted to 
the Assistant Inspector General for Investigation for follow-up to 
resolve the issue. 

System manager(s) and address: 

DoD Inspector General, Office of the Assistant Inspector General 
for Investigations, ATTN: Assistant Director, FOIA/PA Division, 
400 Army Navy Drive, Arlington, VA 22202-2884. 

Notification procedure: 

Written requests should be addressed to the System Manager and 
should be notarized. . : . 

Record access procedures: 

Individuals seeking access to records pertaining to them should 
submit a written request as indicated in "Notification procedure." 
Individual should provide his/her full name (first, . middle, last), 
former maiden and married names or other aliasesj name of DoD 
Contractor for whom employed and approximate dates, and current 
address. „ . " 

Contesting record procedures: 



The rules for contesting and appealing initial determination will be 
provided upon request to the System Manager. 
Record source categories: 

DoD Contractor bid packages and/or personnel files, colleges/ 
universities, and state/federal licensing and/or certification boards. 
To the extent that follow-up to resolve discrepancies is required, 
information collected directly from the individual may be included in 
investigative inquiries. 

Exemptions claimed for the system: 

None. 

CIG-11 

System name: 

Budget Information' Tracking System (BITS). 
System location: , 

Department of Defense (DoD), Office of the Assistant Inspector 
General for Administration and Information Management, Financial 
Management Directorate, 400 Army Navy Drive, Room 567 A, Ar- 
lington, VA 22202-2884. 

Categories of individuals covered by the system: 

All DoD Inspector General employees who participate in IG 
Travel, Permanent Change of Station (PCS), Awards, and Training. 

Categories of records in the system: 

Cost records of IG employees who have been approved for Tem- 
porary Duty and Blanket Travel; employee training; Permanent 
Change of Station (PCS); and employee cash awards. 

Authority for maintenance of the system: 

Public Law 95-452, the Inspector General Act of 1978, as amend- 
ed; 10 U.S.C. 133, Secretary of Defense: Appointment, Powers, 
Duties and Delegation by; DoD Directive 5106.1, "Inspector Gener- 
al of the Department of Defense" (32 CFR part 373); and Executive 
Order 9397. . 

Purpose(s): 

Information is used in determining current year execution and 
future budgetary requirements for the Office of the Inspector Gener- 
al. Personal information such as individual's name. Social Security 
Number and grade/rank are used as follows: 

a. Tracking temporary duty travel costs. Personal information, 
individual's name and Social Security Number are used as unique 
identifiers used in querying the system for cost data. 

b. Tracking blanket travel costs and effective dates. 

c. Tracking training costs and requirements. 

d. Tracking Permanent Change of Station (PCS) costs. 

e. Tracking cash award costs. Personal information, grade/rank are 
used in determining the cash award ceiling and range available to the 
individual proposing the cash award. . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Office of the Inspector General's compilation of record system no- 
tices apply to this system of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
. Storage: 

Records are stored on computer disks, stored in a fireproof safe. 
Paper records are forwarded to the appropriate office within the 
Inspector General for storage. 
/Retrievability: 

~ Records are retrieved by Social Security Number. A specified data 
eleinent or a combination thereof contained in this system of records 
can be used for accessing information. 
Safeguards: 

Access to the system is protected/restricted through the use of 
assigned user identification/passwords for entry into system modules. 

Retention and disposal: > 

Records are maintained for the current fiscal year. Records are 
then archived and stored in a fireproof safe for three years. At the 
end of the third year, the archived disks and paper records are 
destroyed. 

System manager(s) and address: 

Assistant Director, FOIA/PA Division, Office of the Assistant 
Inspector General for Investigations, 400 Army Navy Drive, Room 
1016. Arlington, VA 22202-2884. . 

Notification procedure:. 
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Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Assistant Director, FOIA/PA Division, Office of the 
Inspector General for Investigations, 400 Army Navy Drive, Arling- 
ton, VA 22202-2884. The request should contain the full name, 
address, and Social Security Number of the individual. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Assist- 
ant Director, Office of the Inspector General for Investigations, 400 
Army Navy Drive, Arlington, VA 22202-2884. The request should 
contain the full name, address, and Social Security Number of the 
individual. 

Contesting record procedures: 

Agency rules for accessing records and for contesting contents and 
appealing initial IG determinations by the individual concerned are 
published in OSD Administrative Instruction No. 81, "OSD Privacy 
Program'*; 32 CFR part 286b; or may be obtained from the system 
manager. 

Record source categories: 

•Data maintained in the system is obtained directly from the indi- 
vidual on the following forms: 

A. Request to Temporary Duty Travel Form, provided to the 
Travel Section with information obtained from the individual travel- 
er; 

b. Request for Permanent Change of Station Form, provided by 
the Personnel and Security Directorate and Travel Section with 
information obtained from the individual; 

c. Request for Training Form, provided by the Training Officer 
within each segment of the Office of the Assistant Inspector General 
with information obtained from the individual; and 

d. Incentive Awards Nomination and Action Form, provided by 
the Personnel and Security Directorate with information obtained 
from an individual's supervisor and personnel records. 

To the extent that a follow-up to resolve discrepancies is required, 
information is collected directly from the individual or the appropri- 
ate office within the Office of the Inspector General on Department 
of Defense (DD) Forms 1610 and 1614, Standard Form 182, and IG 
Form 1400.430-3. 

Exemptions claimed for the system: 

None. 

aG-12 

System name: 

DoD Inspector General Drug Free Workplace Records. 
System location: 

DoD Inspector General, Office of the Assistant Inspector General 
for Administration and Information Management, Personnel and Se- 
curity Directorate, 400 Army Navy Drive, Room 434, Arlington, 
VA 22202-2884, and offices of designated contractors. 

Categories of individuals covered by the system: 

Employees of, and applicants for positions in, the Office of the 
DoD Inspector General. 
Categories of records in the system: 

Records relating to program implementation; administration (selec- 
tion, notification, testing of employees and applicants, for illegal drug 
use and employee assistance); interservice/agency support agree- 
ments/designated contractors for specimen collection, laboratory 
testing and medical review services; training requirements; urine 
specimens, drug test results; policy guidance; self-identification 
records; requests for testing submitted by employees or supervisors; 
testing notification; documentary evidence in support of testing deci- 
sion; chain of custody records regarding testing samples, reports of 
testing performed; documentary evidence submitted by employee or 
applicant in rebuttal test results; reports of medical finding test re- 
sults; disciplinary/adverse action records to include notification of 
proposed action and documentary evidence submitted in support 
thereof and management's action; referrals to counseling/rehabilita- 
tion services; records regarding employees; consent for release of 
information concerning counseling/rehabilitation progress. Records 
relating to the illegal possession or distribution of controlled sub- 
stances (as specified in Schedules I through V, as defined in 21 
U.S.C. 802(6) and listed in Part B, Subchapter 13 of that Title), by 
the employees of the OIG will also be maintained in this system of 
records. 

Authority for maintenance of the system: 

5 U.S.C. 7301 and 7361; 21 U.S.C. 812; Pub. L. 100-71; Executive 
Orders 12564 and 9397; and DoD Directive 1010.9, "DoD Civilian 
Employee Drug Abuse Testing Program". 



Purpose(s): 

The system is established to maintain records relating to the imple- 
mentation of the program, administration, selection, notification and 
testing (of DoD Inspector General employees, and applicants for 
employment, for the use of illegal drugs and drugs identified in 
Schedule I and II of 21 U.S.C. 812. Records relating to the illegal 
possession or distribution of controlled subsances, (as specified in 
Schedules- 1 through V, as defined in 21 U.S.C. 802(6) and listed in 
Part B, Subchapter 13 of that Title) by the employees of the Inspec-' 
tor General will also be maintained in this system of records. 
Records will consist of, but not be limited to, interservice/agency 
support agreement/designated contractors for specimen collection, 
laboratory testing and medical review services; training requirements; 
urine specimens, reports of drug test results; policy guidance; self- 
identification records; requests for testing submitted by employees or 
supervisors; testing notification; documentary evidence in support of 
testing decision; chain of custody records regarding testing samples; 
records relating to the type and quality of testing performed; docu- 
mentary evidence submitted by employee or applicant in rebuttal of 
test results; reports of. medical findings regarding test results; discipli- 
nary/adverse action records to include notification of proposed 
action and documentary evidence submitted in support thereof and 
management's action; referrals to counseling/rehabilitation services; 
records regarding employee's consent for release of information con- 
cerning counseling/rehabilitation progress; and records relating to 
the illegal possession or distribution of controlled substances by the 
employees of the Inspector General. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with the provision of U.S.C. 7301, the D6D 
Inspector General "Blanket Routine Uses" do not apply to this 
system of records. 

To a court of competent jurisidiction where required by the 
United States Government to defend against any challenge against 
any adverse personnel action. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records are maintained in file folders. Electronic records 
exist on magnetic tape, diskette, or other machine-readable media. 
Records are also maintained in an automated data system and elec- 
tronically secured files. 

Retrievability: 

Records are retrieved by employee or applicant name. Social Secu- 
rity Number, date of birth, specimen identification number, locally 
assigned indentifying number, agency name, collection site or date of 
testing. A specified data element or a combination thereof contained 
in this system of records can be used for accessing information. 

Safeguards: 

Paper records are stored in secure containers (e.g., safes, locked 
filing cabinets, etc.) that are locked when not being used. Electronic 
records are accessed on computer terminals in supervised areas using 
a system with password access safeguards and is protected/restricted 
through the use of assigned user identification/passwords for entry 
into system modules. All employee and applicant records are main- 
tained and used with the highest regard for employee and applicant 
privacy. Only persons on a need-to-know basis and trained in the 
handling of information protected by the Privacy Act have access to 
the systems. 

Urine specimens will be stored in appropriate locked storage facili- 
ties. Access to such records and specimens is restricted. 

Chain of custody and other procedural and documentary require- 
ments of Pub. L. 100-71 and the Department of Health and Human 
Services Guidelines will be followed in collection or urine samples, 
conducting drug tests and processing test results. 

Retention and disposal: 

Records are retained for up to three years for any employee who 
has separated, retired or died; or for up to five years after any and all 
final appeals have been adjudicated. 

, Destruction of records is accomplished by tearing, shredding, or 
burning of paper records. Electronic records are erased or overwrit- 
ten. 

System manager(s) and address: 

OIG Drug Program Coordinator, Office of the Inspector General, 
Assistant Inspector General for Administration and Information Man- 
agement, Personnel and Security Directorate, 400 Army Navy Drive, 
Room 434. Arlington, VA 22202-2884. 

Notification procedure: 
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Individuals seeking to determine whether this system of. records 
contains information about themselves should address written inquir- 
ies to the Assistant Director, FOIA/PA Division, Office of the 
Assistant Inspector General for Investigations, .400 Army Navy 
Dri ve. . Arlington, y A 22202-2884. • 

Individuals must furnish their full name,' Social Security Number, 
the' title, , series and grade of the position they occupied or applied for 
when the drug test was conducted and the month and year of the 
test. . Written requests should include the notarized signature of the 
subject individual - < . . 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Assist- 
ant Director, FOIA/PA Division, Office of the Assistant Inspector 
General for Investigations, 400 Army Navy Drive, Arlington, VA 
22202-2884. * • . 

Contesting record procedures: 

Agency rules for access to records and for contesting contents and 
appealing initial agency determination by the individual concerned 
are contained in OSD Administrative Instruction No. 81; 32 CFR 
part 286b; IG DoD Policies and Procedures Manual, chapter 33 or 
may be obtained from the system manager. 

Record source categories: 

Data maintained in this, system is obtained from the indivdual to 
whom the record pertains; DoD Inspector General and contractor 
employees involved in the selection, notification, and collection of 
individuals to be tested; contractor laboratories that test urine speci- 
mens for the presence of illegal drugs; contractor medical review 
officials; superyisors and managers and other officials engaged in 
administering the Drug-Free Workplace Program and processing ad- 
verse actions based on drug test results and others on a case by case' 
basis. 

Exemptions .claimed' for the system: 

None. 

; . - eiG-13 

System name: 

Travel and Transportation System. 

System location: 

-*DoD Inspector General, Office of the Assistant Inspector General 
for Adininiistration and Information Management, Administration and 
Resources Acquisition Directorate, Operations Support Division,' 
Travel and Transportation Branch, 400 Army Navy Drive, room 
414. Arlington, V A 22202-2884. 

Categories of individuals covered in the system: 

All current and former' DoD. Inspector General employees who 
participate of who are eligible to participate in IG Temporary Duty 
(TDY) and Permanent Change of Station (PCS) Travel. 

Categories of records in the system: 

Records consist of name. Social Security Number, title, grade and 
series/rank of einployee, and trip ticket number assigned t6 travel. 
Authority for maintenance of the systemV ' 

Public Law 95-452, the Inspector General Act of 1978, as amend- 
ed; iO U.S.C. 133, Secretary of Defense: Appointment, Powers, 
Duties and. Delegation by; Executiye Order 9397; DoD Directive 
5106.1, Inspector General of the Department of Defense (32 CFR 
part 373). . ; ' . , 

Purpose(s): 

- Information in this system will be used to issue travel orders 
(including Blanket Travel Orders) for TDY and PCS travel; to track 
travel performed in accordance with budgetary requirements; and to 
track travel vouchers, submitted for reimbursement of travel; and .to 
alert authorities to - any discrepancies in travel performed by DoD 
OIG employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: , . 

The. "Blanket Routine Uses" set forth- at the beginning of the 
Office of the Inspector General's compilation of records system* no- 
tices apply to this system of records. .-^ 

Policies, and practices for storing; retrieving, accessing and disposing 
of records in the system: 

Storage: 

Paper records are stored in an automated file server and automated 
' records on computer disks. 

Rietrievability: / 

Records are retrieved by name, Social Security Number or trip 
ticket number. 



Safeguards: . 

The system is accessible only by authorized personnel on a need- 
to-know basis. Access to the automated file server is by assigned 
password restricted to only those individuals requiring access to the 
system module in connection with their official duties. Access to the 
area is through a cipher locked room with the code provided only on 
a need-to-know basis. Computer disks and paper records are stored in 
locked file cabinets residing in a monitored area which is locked after 
normal business hours. • • 

Retention and disposal: 

Records are maintained in an active status for the current fiscal 
year. Records are then archived to NARA, Suitland and held for 
three years, and then destroyed. 

System manager(s) and address: 

DoD Inspector General, Office of the Assistant Inspector General 
for Investigations, Director, . FOIA/PA Division, 400 Army Navy 
Drive. Ariington, VA 22202^2884. , 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, FOIA/PA Division, 400 Army Navy Drive, 
Ariington, VA 22202-2884. 

The request, should contain their full name^ Social Security 
Number, (current home address and telephone number). The request 
should contain a notarized signature of the individual to whom .the 
record pertains; and, if • authorizing someone to represent them, a 
statement to that effect. 

Record access procedures! 
' Individuals seeking access to records about themselves contained in 
this system of records should address written requests to the Direc- 
tor, FOlX/PA Division, 400 Army Navy Drive, Ariington, VA 
22202-2884.' 

The request should contain the, full name of the individual, non- 
duty mailing address and daytime telephone number. The request 
should also contain a notarized signature of, the individual to whom 
the record pertains; and, if authorizing someone to represent them, a 
statement to that effect. 

Contesting record procedure: - ■ • 

Agency rules for access to records and for contesting contents and 
appealing initial agency determination by the individual concerned 
are contained in OSD Administrative Instruction No. 81; 32 CFR 
part 286b; IG DoD Policies and Procedures Manual, Chapter 33 or 
may be obtained from the system manager. 

Record source categories: 

Data is obtained directly from the individual on IG Form 7750.50- 
4, Request for Temporary Duty Travel Form; Request for Perma- 
nent change of Station Form; and computer tape of the OIG Person- 
nel Listing (PERLIS). 

Exemptions claimed for the system: < 

None. . . , ' 

CIG-14 

System name: 

Auditor and Inspector Log. . 
System location: 

Department of Defense (DoD), Office of the Assistant Inspector 
General for Administration and Information Management, Informa- 
tion Systems Directorate, 400 Army Navy Drive, Ariington, VA 
22202-2884. ^ ... 

Categories of individuals covered by the system: 
• All current and former employees of the Office of the Inspector 
General, DoD, who have participated • in audits or' inspections; as 
well as current and former DoD contractor personnel and other 
DoD Component personnel who have participated in the audits or 
inspections, and whose names appear in the audit or inspection re- 
ports. ■ 

Categories of records in the system: 

The individuals who performed the audit or inspection, and the 
complete text and findings of the audit and inspection reports. 

Authority for maintenance of the system: 

Public Law 95-452, the Inspector General Act of 1978, as amend- 
ed; 10 U.S.C. 133, Secretary of Defense: Appointment, Powers, 
Duties and Delegation by; DoD Directive 510,6.1, Inspector General 
of the Department of Defense (32 CFR part 373). 

Purpose(s): 
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To identify the auditors or inspectors who participated in audits or 
inspections for the Office of the Inspector General; and, to identify 
the specific audits or inspections in which an auditor or inspector 
participated. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

r^Z^^ "Blanket Routine Uses" set forth at the beginning of the 
Office of the Inspector General's compilation of records system no- 
tices apply to this system of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored on paper and in computer and optical disks 
formats. 

Retrievability: 

Records are retrieved by individual name. 
Safeguards: 

• Records are accessible only by authorized personnel who are prop- 
erly cleared and trained, and who require access on a need-to-know 
basis. Access to records requires an assigned password, and reside in 
a controlled area. 
Retention and disposal: 

Records are destroyed when no longer needed or after three years, 
whichever is sooner. 

System manager and address: 

DoD Inspector General, Office of the Assistant Inspector General 
for Investigations, Director, FOIA/PA Division, 400 Army Navy 
Drive, Arlington, V A 22202-2884. 

Notification procedures: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, FOIA/PA Division, 400 Army Navy Drive. 
Arlington, VA 22202-2884. ' 

The request should contain their full name and be notarized. If the 
request is authorizing someone to represent them, a statement to that 
effect should appear in the request. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this system of records should address, written riequests to the Direc- 
tor, FOIA/PA Division, 400 Army Navy Drive, Arlington. VA 
22202-2884. 

The request should contain the full name of the individual, non- 
duty mailing address and daytime telephone number. 

The request should contain a notarized signature of the individual 
to whom the record pertains; and, if authorizing someone to repre- 
sent them, a statement to that effect. 

For personal visits, the individual should make advance arrange- 
ments with the system manager for an appropriate time to be set 
aside to review the record; and, at the time of review, be able to 
provide some acceptable form of identification, i.e., driver's license 
or employeie identification card.' 

Contesting record procedures: 

Agency rules for access to records and for contesting contents and 
appealing initial agency determination by the individual concerned 
are contained in OSD Administrative Instruction No. 81; 32 CFR 
part 286b; IG DoD Policies and Procedures Manual, Chapter 33 or 
may be obtained from the system manager. 

Record source categories: 

Information is obtained from Audit Final Reports and Inspection 
Final Reports. 

Exemptions claimed for the system: 

None. 

CIG-15 

System name: 

Special Inquiries Investigative Case File and Control System. 
System location: 

Office of the Assistant Inspector General for Departmental Inquir- 
ies, Office of the Inspector General, Department of Defense, 400 
Army Navy Drive, Room 1027, Arlington, VA 22202-2884. 

Categories of individuals covered in the system: 

Individuals who provide initial complaints resulting in administra- 
tive investigations conducted by Office of the Assistant Inspector 
General for Departmental Inquiries (OAIG-DI) related to violations 
of laws, rules, or regulations or mismanagement, gross waste of 
funds, abuse of authority, or a danger to the public health and safety; 



subjects of administrative investigations conducted by the OAIG-DI; 
or individuals identified as having been adversely affected by matters 
under investigation by the OAIG-DI. 

Categories of records in the system: 

Materials relating to allegations received and documentation cre- 
ated as a result of action by the OIG, including reports, records of 
action taken, and supporting documentation. 

Authority for maintenance of the system: 

Inspector General Act of 1978 (Pub. L. 95-452), as amended; and 
DoD Directive 5106.1 (32 CFR part 376). 

Purpose(s): 

To record complaints, allegations of wrongdoing, and requests for 
assistance; to document inquiries, research facts and circumstances, 
sources of information, conclusions and recommendations; to record 
actions taken and notifications of interested parties and agencies. 

Routine uses of records maintained in the system including catego- 
ries of users, and purposes of such uses: 

The "Blanket Routine Uses" set forth at the beginning of the 
Office of the Inspector General compilation of record system notices 
apply to this system of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated and paper records are stored in conventional media- 
file folders and personal computer. 

Retrievability: 

Automated and paper records pertaining to administrative investi- 
gation ca:ses are indexed through the use of a computerized cross- 
reference system; they may be iretrieved by individual names or case 
numbers. 

Safeguards: 

Records, both paper and automated, are accessible only to OAIG- 
DI personnel having official need therefor and are stored in locked 
rooms. The automated system is password protected, and regular 
back-ups of data are performed. 

Retention and disposal: 

Automated and paper records are retained for a. period often years 
following completion of final action. 

System manager(s) and address: 

Assistant Director, FOIA/PA Division, Office of the Assistant 
Inspector General for Investigations, 400 Army Navy Drive, Arling- 
ton, VA 22202-2884. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written, nota- 
rized inquiries to the Assistant Director, FOIA/PA Division, Office 
of the Assistant Inspector General for Investigations, 400 Army 
Navy Drive, Arlington, VA 22202-2884. The request should contain 
the individual's full name, address, and Social Security Number. 
Requests submitted on behalf of other persons must include their 
written, notarized authorization. Provision of the Social Security 
Number is voluntary and it will be used solely for identification 
purposes. Failure to provide the Social Security Number will not 
affect the individual's rights. 

Records access procedures: 

Individuals may access agency records or information about them- 
selves should address written, notarized inquiries to the Assistant 
Director, FOIA/PA Division, Office of the Assistant Inspector Gen- . 
eral for Investigations, 400 Army Navy Drive, Arlington, VA 22202- 
2884. The request should contain the individual's full name, address, 
and Social Security Number. Requests submitted on behalf of other 
persons must include their written, notarized authorization. Provision 
of the Social Security Number is voluntary and it will be used solely 
for identification purposes. Failure to provide the Social Security 
Number will not affect the individual's rights. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned are published at 32 
CFR part 312 or may be obtained from the system manager. 

Record source categories: 

Information was obtained from sources, subjects, witnesses, all 
levels of government, private businesses, and nonprofit organizations. 
Exemptions claimed for the system: 
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Portions of- this record system may be exempt pursuant to 5 U.S.C. (c) and (e) and published in 32 CFR part .312-: For additional informa- 

55.2(k)(2) as appHcaBle. • . ^ tion contact the system manager. . ' • 

An exemption rule for this record system has been, promulgated in - t - , ' 

accordance with the requirements of 5 U.S.C. 553(b) (1), (2), and (3), 
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OFFICE OF THE SECRETARY OF 
DEFENSE 
How Systems of Records are Arranged 

The office of the Secretary of Defense (OSD) provides immediate 
staff assistance and advice to the Secretary of Defense, independently 
organized and identified offices function in full coordination and 
cooperation. Therefore, the Office of the Secretary of Defense sys- 
tems of records are not maintained or arranged by subject but estab- 
lished in functional areas of a particular responsible staff office. The 
Office of the Secretary of Defense includes the offices of the Under 
Secretaries of Defense, the Assistant Secretaries of Defense, and 
Assistants to the Secretary of Defense, the General Counsel, DoD, 
and such other staff offices as the Secretary of Defense establishes to 
assist him in carrying out his duties and responsibilities. 

How to Use the Index Guide 

To assist in locating and reviewing the particular record system of 
interest, the various staff offices and the prefix letter symbols repre- • 
sented as part of the record system identification for that office are 
set for below. 

OSD Office 

System Identification 

Special Assistant to the Secretary and Deputy 
Secretary of Defense 
DATSD 

Office of the Assistant Secretary of Defense (Force 
Management and Personnel) 
DFM&P 

General Counsel, Department of Defense 
DGC 

Office of the Assistant Secretary of Defense 
(Health Affairs) 
DHA 

Office of Civilian Health and Medical Program of 
the Uniformed Services, DoD 
DOCHA 

Department of Defense Dependents Schools 
DODDS 

Office of the Assistant Secretary of Defense 
(Public Affairs) 
DPA 

Office of the Assistant Secretary of Defense 
(Program Analysis and Evaluation) 
DPA&E 

Defense Systems Management College 
DSMC 

Office of the Under Secretary of Defense for 
Acquisition 
DUSA 

Office of the Under Secretary of Defense for 
Policy 

DUSDP 

Washington Headquarters Services 
DWHS 

REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses* of the records have been established, 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 



violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. ' 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuane clearance, the 
letting of a contract, or the issuance of a license, grant or other 
benefit. 

ROUTINE USE DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency^s decision 
on the matter. 

ROUTINE USE CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained, by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516,^5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
oj" was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Governnient-wide personnel management . functions and 
studies. . * 
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ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

. > ■ . ■ ■ • 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the . Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and 'Who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking. facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 
■• • (GSA) 

A record from a system of records maintained by this component , 
may be disclosed as a. routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine , use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection- 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service, and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES, 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

DATSD03 

System niame: 

Files of Personnel Evaluated for Non-Career Employment in 
DoD. 
System location: 

Primary Location - Air Force Data Services Center, Room 
3A 1066, The Pentagon, Washington, DC 20330. Hardcopy located at 
Office of the Assistant to the Secretary and Deputy Secretary of 
Defense, Washington, DC 20301. 

Categories of individuals covered by the system: 

Active and inactive employees/candidates employed/seeking non- 
career positions in DoD, including consultants and committee mem- 
bers. 

Categories of records in the system: 

Personnel files consist of resumes, forwarding correspondence be^ 
tween internal offices within DoD, transmittal correspondence from 
individuals, industry, other departments and agencies, and the Execu- 



tive/Legislative Branch of the Federal Government. Correspondence 
consists of requests for employment or recommendations of others 
for employment for non-career positions, and memoranda confirming 
telephonic queries. Card files consist of DoD consultants or members 
of committees, home and business addresses, and approval dates. 

Authority for maintenance of the system: 

Title 10, US Code, Section 133. 

Purpose(s): 

Files are collected to evaluate qualifications of individuals seeking 
or who have been recommended for non-career positions within 
DoD. Records are used in searching for qualified candidates for 
forthcoming vacant positions. Files are reviewed by authorized per- 
sonnel within the immediate Office of the Secretary of Defense. Files 
of individual candidates are sent to presidential personnel for clear- 
ance. Records are* Used to track consultancy or memberships,' home 
and business addresses, particular expertise, and entry/exit date. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) blanket routine uses 
at the head of this component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; cards in card files, computer disks, 
and computer paper printouts. 
Retrievability: I - 

Information accessed by last name of individual. Individual user 
codes and passwords required to access information stored in com- 
puter. 

Safeguards: 

Building employs security guards. Sensitive manually stored data 
kept in locked cabinets or safes and may be accessed only by author- 
ized personnel. Computer stored data is kept in a secure computer 
facility and may be accessed only by authorized, properly trained 
personnel who have access codes and passwords. 

Retention and disposal: 

Active files are retained as long as an individual is employed 
within DoD. Inactive files are screened upon termination of employ- 
ment with DoD to determine their retention value for possible future 
non-career employment i.e., some files are destroyed upon termina- 
tion of employment while other files may be retained for an indefi- 
nite period depending on the background and experience of individ- 
ual. 

System manager(s) and address: 

Ms. Marybel Batjer, Office of Assistant to the Secretary and 
Deputy Secretary of Defense, Room 3E941, The Pentagon, Washing- 
ton, DC 20301. 

Notification procedure: 

Requests from individuals should be addressed to the Office of the 
Assistant to the Secretary and Deputy Secretary of Defense, Wash- 
ington, DC 20301. Visits are limited to the Office of the Assistant to 
the Secretary and Deputy Secretary of Defense. Written requests for 
information should contain the full name of the individual and social 
security number. For personal visits, the individual should be able to 
provide some acceptable identification, that is, driver's license, build- 
ing access identification card, etc. 

Record access procedures: 

Procedures for gaining access by ah individual may be obtained 
from the following: Office of the Assistant to the Secretary and 
Deputy Secretary of Defense, Room 3E941, The Pentagon, Washing- 
ton, DC 20301. Telephone: 202-697-7968. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- - 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Files are originated in the Office of the Assistant to the Secretary 
and Deputy Secretary of Defense, with information that has been 
referred by others or aplicants for non-career positions. 

Exemptions claimed for the system: 

None. 

, DGC02 

System name: 
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Private Relief Legislation File. 
System location: 

Legislative Reference Service, Defense Legal Services Agency, 
Department of Defense, Pentagon, Washington, DC 20301. 
Categories of individuals covered by the system: 

Individuals for whom private relief legislation has been introduced 
m Congress. 

Categories of records in the system: 

Private relief legislation files of the Department of Defense, con- 
tam the history of legislation concerns individuals and contains infor- 
mation about them. 

Authority for maintenance of the system: 
Title 10, U.S. Code, Section 133 and 137. 
Purpose(s): 

These files are used by the attorneys in the Office of the General 
Counsel, Office of the Secretary of Defense and personnel in the 
Department of Defense to produce working papers in development 
of a department position. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed by name and bill number. 
Safeguards: 

Stored in metal filing cabinets where they are kept in a locked 
room. 

Retention and disposal: 

Files are retained as long as there is an office interest in the 
legislation after which they are destroyed or retired to the Federal 
Records Center, Suitland, Maryland. 

System manager(s) and address: 

Director, Legislative Reference Service, Defense Legal Services 
Agency, Department of Defense, Room 3D282, Pentagon, Washing- 
ton, DC 20301. 6 . ' .6 

Notification procedure: 

Written request for information should be addressed to the System 
Manager, Director, Legislative Reference Service, Defense Legal 
Services Agency, Department of Defense, Room 3D282, Pentagon, 
Washington, DC 20301. Valid proof of identity is required. 

Record access procedures: 

Procedure for gaining access by an individual to his records may 
be obtained from the following: Office of the Assistant General 
Counsel (Legal Counsel), Room 3E988, Pentagon, Washington, DC 
20301 202-697-2714. 

Contesting record procedures: 

Office of the Assistant General Counsel (Legal Counsel), at the 
address above may be contacted to obtain rules for contesting con- 
tents of records and appealing initial determinations. 

Record source categories: 

Information contained in Private Relief Legislative files is obtained 
from various sources including correspondence with the Legislative 
Branch and inputs by the components of the Department of Defense. 

Exemptions claimed for the system: 

None. 

DGC 04 

System name: 

Industrial Personnel Security Clearance Case Files. 
System location: 

Directorate for Industrial Security Clearance Review (DISCR), 
Defense Legal Service Agency (DLSA) Department of Defense 
(DoD), 4015 Wilson Blvd., Suite 300, PO Box 3656, Arlington, Va. 
22203-1995. Decentralized inactive segments at the Washington Na- 
tional Records Center, and at the U.S. Army Investigative Records 
Depository, Fort Meade, Maryland 20755. Automated records are 
maintained on a system V5-02,Defense Central Index of Investiga- 
tions, at Defense Investigative Service, Personnel Investigations 
Center, Baltimore, MD. 

Categories of individuals covered by the system: 



Government contractor employees, and former employees whose 
industrial security clearance cases were referred to DISCR for adju- 
dication under Executive Order 10865 as implemented by DoD Di- 
rective 5220.6 by .the Defense Industrial Security Clearance Office 
(DISCO) or by the Director Defense Investigative Service (DIS). 

Categories of records in the system: 

System includes, automated case, status records for current cases 
and inactive cases and an alphabetical card index file for records of 
cases prior to 1984 used for recording actions taken and for identifi- 
cation and location of case files within the system; individual case 
files which include requests for investigation and clearances, general 
correspondence relating to case, personnel security questionnaires, 
investigative reports prepared by various investigative agencies, med- 
ical and psychiatric records and evaluations, DISCO referral recom- 
mendation, correspondence between the individual and DISCR ele- 
ments, DISCO, medical facilities, DoD Psychiatric Consultants, in- 
vestigative agencies, other DoD and Federal agencies, Screening 
Board, Examiners and .the Appeal Board, attorneys, elements of the 
office of the Secretary of Defense and Diefense Investigative Service, 
written interrogatories and Statement of Reasons (SOR) to individ- 
uals, with replies, recommendations, summaries, records of adjudica- 
tive actions, transcript of hearings and exhibits. Supplementing the 
system's case files are redacted copies of DISCR administrative and 
adjudicative decisions from July 1961 to date. Names and identifying 
information of applicant's, witnesses, source of information, etc., are 
deleted from these redacted record's to protect the privacy of per- 
sons involved. 

Authority for maintenance of the system: 

Executive Order 10865, 'Safeguarding Classified Information 
Within Industry,* dated February 20, 1960, as amended by Executive 
Order 10909, dated January 17, 1961, DoD Directive 5220.6, 'Indus- 
trial Personnel Security Clearance Program' dated December 20, 
1976, DoD Regulation 5200.2R *DoD Personnel Security Program.*' 

Purpose(s): 

These records are collected and maintained to determine whether 
the granting or retention of security clearance to industrial contrac- 
tor personnel is clearly consistent with the national interest, to record 
clearance adjudicative actions and determinations; to record process- 
ing steps taken and processing time; to prepare statistical listings and 
summaries; to document due process actions taken, to assist author- 
ized DoD Consulting Psychiatrist to compile evaluations and reports; 
to respond , to inquiries from Presidential Staff offices when the in- 
quiry is made at the request of the individual; to monitor and control 
adjudicative actions and processes. Automated case status system and 
card files are used to record statistics, provide location and status and 
internal identification of cases, to prepare listings and statistical re- 
ports and summaries, and to monitor work flow and actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to the Department of Justice in 
determining claims for reimbursement in preparation of hearings, 
appeals and Federal Court review. Also see DoD blanket . routine 
uses at the beginning of DoD listing of system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records are maintained in file folders, and on vertical file 
cards; automated records in electronic storage are maintained, on 
magnetic tapes and discs at Defense Investigative Service, Personnel 
Investigations Center, Baltimore, MD. 

Retrievability: 

Filed alphabetically by nanie or by case number. Access to com- 
puter data may be made by name and SSAN and a combination of 
name and other personnel identifying data. 

Safeguards: 

Files folders and cards are stored in safes or locked file containers 
locked in a limited access area, and are accessible only to DISCR 
authorized personnel. All records are stored, processed, transmitted 
and protected as the equivalent of classified information. Records are 
accessed by the custodian of the record system and by persons 
responsible for servicing the system, who are properlyscreened and 
cleared for need-to-know. Computer hardware is located in locked 
areas controlled and guarded, with access limited to authorized per- 
sonnel. Computer access is via dedicated data circuits which prevent 
access from standard dial-up telephones and is individually password 
controlled. Individual passwords are changed quarterly or are 
changed upon departure of personnel. The automated system is oper- 
ated by Defense Investigative Service, Personnel Investigations 
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Center, Information Systems Division. Only DISCR personnel with 
an official need-to-know are given individual passwords and. user 
identification information needed to access the computer system and 
amend, add, alter, change or delete PISCR records. Other author- 
ized contributors and users of the Defense Central Index of Investi- 
gations are authorized read-only access to DISCR case status records 
in that system. 

' Retention and disposal: 

Completed case files are retained in office files for two years after 
annual cut-offs, then are retired to the Washington National Records 
Center, for an additional 20 years. Inactive, completed case files prior 
to 1982 are maintained at the U.S. Army Investigative Records 
Repository, Ft. Meade, MD 20755. Automated electronic case status 
records and alphabetical card index files are retained as. locator for. 
both active and inactive records. Computer data and alphabetical, 
card files are purged when the inactive case file is no longer retainecl. 

System manager(s) and address: 

Director, Directorate for Industrial- Security Clearance Review 
(DISCR), PO Box 3656, 4015 Wilson Boulevard, Suite 300, Arling- 
ton, Vav 22203- 199i5. • 

Notification procedure: 

Information may be obtained from the System Manager, 
Record access procedures: 

Individuals can obtain assistance in gaining access to records from 
the System Manager. Written requests from individuals must be nota- 
rized and should be sent to Directorate for Freedom of Infornriation 
and Security Review, OASD(PA), Room 2C757, Pentagon, Wash- 
ington, DC 20301-1400 and should include the individual's full name, 
and any former names, date and place- of birth, and Social Slecurity 
Account Number (SSAN). Request for copies of redacted, final .de- 
termination should be sent to the System Manager, and should in- 
clude OSD Case Number of the records requested. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No, 81. ■, • . . 

Record source categories: , 

Information is received from investigative reports from federal 
investigative agencies; personnel security records and correspond- 
ence; medical and personnel records, reports and evaluations; corre- 
spondence from contractors, employers, organizations of assignment 
and Federal agencies DoD organizations, agencies and offices; from 
individual, their attorneys or authorized representatives. 

Exemptions claimed for the system: 

Parts of this record system may be exempt under 5 U.S.C. 
552a(k)(5). For additional information contact the System Manager. 

DGC05 

System name: t 

Administrative Files on Active Psychiatric Consultants to Depart- 
ment of Defense (DoD). ' 

System location: " 

Directorate for Industrial Security Clearancie Review (DISCR), 
Defense Legal Services Agency (DLSA), DoD, PO Box 3656, 4015 
Wilson Boulevard, Arlington, Virginia 22203-1995. 

Categories of individuals covered by the system: 

Psychiatric consultants who have entered into agreement with the 
Department of Defense to conduct psychiatric examination of indi- 
viduals applying for industrial security clearance for access to classi- 
fied information required in the performance of their work for classi- 
fied Government contractors. • . /I 

Categories of records in the system: 

Records filed alphabetically by last name of psychiatrist, consisting 
of correspondence concerning agreement to conduct psychiatric ex- 
aminations requested by the Government; and initiation and confir- 
mation of security .clearance is issued to psychiatrists. . Current list of 
active DoD psychiatric consultants. Alphabetical card index file for 
identification and address of active psychiatric consultants. 

Authority for maintenance of the system: 

DoD Directive 5220.6, 'Industrial Personnel Security Clearance 
Program,' December 20, 1976; Executive Order 10865, February 20, 
1960, and Deputy Secretary of Defense Memorandum dated October 
20, 1965, Subject: Employment of Psychiatric Consultants for' Indus- 
trial Security Program. 

Purpose(s): • 



The purpose of this system is to maintain a research active 
psychiatric consultants available to conduct psychiatric examinations 
of individual applicants for industrial personnel security clearance in 
convenient geographical areas. Psychiatric consultants have active 
professional • service agreements with the Department of Defense 
(DoD) and are used by' DISCR, in processing requests for industrial 
personnel security clearance of individuals. - - 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

. See Office ofjhe Secretary of Defense (OSD) Blanket Routine 
Uses at the head of the Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Paper records in file folders, vertical file cards. 
Retrievability: ' 
Alphabetically by surname. 
Safeguards: 

Records are stored in security combination locked file cabinets 
accessible only to DISCR authorized personnel. 
Retention and disposal: 

Destroy six months after agreement between consultant and DoD 
has been terminated. 

System manager(s) and address: 

Director, Directorate for Industrial Security Clearance Review, 
PO Box 3656, 4015 Wilson Boulevard, Suite 300, Arlington, VA 
22203-1995. 

Notification procedure: . 

Information may be obtained from the System Manager, DISCR, 
at above address. Telephone: 202-696;4598. 
Record access procedures: 

Requests from individuals should be addressed to the Directorate 
for Freedom of Information and Security Review, OASD(PA)', 
Room 2C257, Pentagon, Washingtpn, DC 20301-1400. ^yritten re- 
quests shdiild include the individual's full name, date and place of 
birth, and notarized signature. The records requested may be made 
available to individuals for review at the above address. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tests and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Adminstrative Instruc- 
tion, No. 81. 

Record source categories: 

Copy of Letter of Consent (for Security clearance),. DISCO Form 
560, and correspondence with individual psychiatrists. . 
Exemptions clainied for the system: . 

^.None..'' . ' ' . . . , . • 

DGC06 

System name: 

Attorney and Summer Intern Position Applications. 

System location: . . • ' • • . 

Office of the Assistant General Counsel (Manpower & Health 
Affairs), Office of the Secretary of Defense, Room 3E999,. Pentagon, 
Washington, DC 20301. 

' Categories of individuals covered by the system: 

Any person who applies to the Office of General Counsel of DoD 
for an attorney position for a summer intern position. , 
Categories of records in the system: 

Files contain copies of letters and any other documents submitted 
by applicants, such as resumes, SF-17is, and applicant writing sam- 
ples, and also contains response from the Office of the General 
Counsel. . . " , . • . ' 

Authority for maintenance of the system: 

Title 5, United States Code, Section 3101. 

Purpose(s): ' ' ■ 

To consider applicant qualifications for available positions in the 
Qffice of the General Counsel and the Defense Legal Services- 
Agency. * . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of thie Component's published system notices. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Documents filed chronologically in folders. Summer intern appli- 
cants filed alphabetically, with separate storage for first and second 
year students. 

Storage: 

Paper records in file folders. 
Retrievability: 

By name card index indicating date in chronological file folder. 
Summer intern files retrievable by alphabetical file folders. 
Safeguards: 

Building employs security guards. Records are maintained in file 
cabinets to which office personnel grant access only to those with a 
need to know. Training and screening of office personnel regarding 
protection of sensitive legal files is applicable to the subject file. 

Retention and disposal: 

Records are maintained for a one-year period. They are destroyed 
monthly. Summer intern applicant files are destroyed at the end of 
the summer. 

System manager(s) and address: 

Assistant General Counsel (Manpower & Health Affairs), Office of 
the Secretary of Defense, Room 3E999, Pentagon, Washington, DC 
20301. • 

Notification procedure: 

Information may be obtained from: Assistant General Counsel 
(Manpower & Health Affairs), Office of the Secretary of Defense, 
Room 3E999, Pentagon. Washington, DC 20301. Telephone: 202-697- 
9341. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. . 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b (See also OSD Administrative 
Instruction No. 81). 

Record source categories: 

Application and related forms from the individuals for position. 
Exemptions claimed for the system: 

None. 

DHAOl 

System name: 

Medical Malpractice Claims Data File. 
System location: 

Assistant Secretary of Defense (Health Affairs), Office of Profes- 
sional Affairs and Quality Assurance, The Pentagon, Washington, 
DC 20301-1200. 

Categories of individuals covered by the system: 

Individuals include health care providers named in malpractice/ 
professional negligence claims abstracted and reported whether the 
claim was denied, closed favorably for the plaintiff or for the U.S. 
Government and patients of the health care providers, identified to 
the extent of Social Security Number of military sponsor. 

Categories of records in the system: 

Case records relating to malpractice claims recorded against DoD. 
Record fields consist of Facility Name, Military Department, Date of 
Incident, Date Claim Filed, Date Claim Closed, Litigation Settlement 
Data, Diagnosis and Treatment Procedures, Injury Extent Classifica- 
tion, Social Security Number of Military Sponsor, Patient 
Allegation(s) of Malpractice, Professional Review Assessment, Pro- 
vider Name, Social Security Number and Medical Specialty. 

Authority for maintenance of the system: 

42 U.S.C. 11101 (Pub. L. 99-660, "Health Care Quality Improve- 
ment Act of 1986"); 42 U.S.C. 11131-11134; and E.O. 9397. 
Purpose(s): 

To collect malpractice claims data provided by the Military Serv- 
ices. The data are used to conduct trend analyses of DoD Medical 
Quality Assurance Programs and to facilitate DoD compliance with 
requirements of the Health Care Quality Improvement Act of 1986, 
which includes establishment of a National Data Bank for compila- 
tion of medical malpractice information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



The Office of the Secretary of Defense (OSD) "Blanket Routine 
Uses" published at the head of this components system notices com- 
pilation are applicable to this system of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on paper in file folders and on a micro- 
computer system. 

Retrievability: 

Hard copy is filed by sponsor's Social Security Number. Electron- 
ic records may be accessed by search on Social Security Number of 
Military Sponsor. 

Safeguards: 

Records are accessed by authorized personnel with an official 
need-to-know who have been trained for handling Privacy Act data. 
Hard copy records are maintained in locked cabinets in restricted 
access areas. Computer files are accessed on a password-protected 
stand alone microcomputer system with a mechanical lock for addi- 
tional protection. 

Retention and disposal: 

Paper records are destroyed after five years. The microcomputer 
database files are destroyed after five years. Conversion of data to 
aggregate form with stripping of data fields, not to include personal 
identifiers, is performed on older data for statistical and other data 
analysis uses. 

System manager(s) and address: 

The Assistant Secretary of Defense (Health Affairs), Office of 
Professional Affairs and Quality Assurance, Room 3D360, The Pen- 
tagon, Washington, DC 20301-1200. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves must address written inquiries 
to the Assistant Secretary of Defense (Health Affairs), Office of 
Professional Affairs and Quality Assurance, Room 3D360, The Pen- 
tagon, Washington, DC 20301-1200. 

The request should contain the full name of either the medical 
professional or military sponsor, requesting individual's Social Securi- 
ty Number (or Social Security Number of military sponsor, if inquiry 
is by a claimant), military department and medical facility and nota- 
rized signature of the requester, and the approximate period of time, 
by date, during which the case record was developed. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records must address written inquiries to the Assistant 
Secretary of Defense (Health Affairs), Office of Professional Affairs 
and Quality Assurance, Room 3D360, The Pentagon, Washington, 
DC 20301-1200. 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial determinations are 
published in OSD Administrative Instruction No. 81, "OSD Privacy 
Program"; 32 CFR part 286b; or may be obtained from the system 
manager. 

Record source categories: 

Medical facilities of the miUtary. departments. 

Exemptions claimed for the system: 

None. 

DHA 02 

System name: 

Adverse Clinical privilege Actions Data File. 
System location: 

Office of the Assistant Secretary of Defense (Health Affairs), 
Office of Professional Affairs and Quality Assurance, The Pentagon, 
Washington, DC 20301-1200. 

Categories of individuals covered by the system: 
All privileged health care providers in the DoD Health Care 
System. 

Categories of records in the system: 

Files consist of case reports to the ASD(HA) concerning perma- 
nent actions on the limitation, revocation, or reinstatement of clinical 
privileges of DoD military and civilian health care providers. 

Authority for maintenance of the system: 
10 U.S.C. 1 102 and Executive Order 9397. 
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Purpbse(s): 

To collect and update adverse clinical privilege data provided by 
the military services to the ASD(HA). The consolidation of Service 
data is used by ASD(HA) to conduct trend analyses of DoD Medical 
Quality Assurance Programs. 

To an officer, employee, or contractor of the Department of De- 
fense who has a need for such record or testimony to perform official 
duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To a Federal executive agency or private organization, if such 
medical quality assurance recoi-d or testimony is needed by such 
agency or organization to perform licensing or accreditation func- 
tions related to Department of Defense Health care facilities or to 
perform monitoring, required by law, or Department of Defense 
health care facilities. 

To an administrative or judicial proceeding commenced by a 
present or former Department of Defense health care provider con- 
cerning the termination, suspension,, or limitation of clinical privileges 
of such health care provider. 

To a governmental board or agency or to a professional health 
care society or organization, if such medical quality assurance record 
or testimony is needed by such board, agency, society, or organiza- 
tion to perform licensing,- credentialing, or .the monitoring of profes- 
sional standards with respect to any health care provider who is or 
was a member or an employee of the Department of Defense. 

To hospital, medical center, or other institution that provides 
health care services, if such medical quality assurance record or 
testimony is needed by such institution to assess the professional 
qualifications of any health care provider who is or was a member or 
employee of the Department of defense and who has applied for or 
been granted authority or employment to provide health care serv- 
ices in or on behalf of such institution. 

To a criminal or civil law enforcement agency or instrumentality 
charged under applicable law with the protection of the public health 
or safety, if a qualified representative of such agency or instrumental-^ 
ity makes a written request that such record or testimony be provid- 
ed for a purpose authorized by law. 

In an administrative or judicial proceeding commenced by a crimi- 
nal or civil law enforcement agency or instrumentality referred to in 
the above paragraph, but only with respect to the subject of such 
proceeding. 

The Office of the Secretary of Defense (OSD) "Blanket Routine 
Uses" published at the head of this component's system notices com- 
pilation are applicable to this system of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on paper in file folders and on a micro- 
computer system. 
Retrievability: 

Hard copy is filed by ■ medical practitioner's Social Security 
Number. Electronic records may be accessed by searching on any 
information field. Retrievable fields are health care provider's Social 
Security Number, pay. grade of provider, years of Federal service of 
provider, name of medical treatment facility, reason for clinical privi- 
leges action and status of Federation of State Medical Boards or 
State notification, provider specialty, source of accession, and action 
taken. 

Safeguards: 

Records are accessed by authorized personnel with an official 
need-to-know who have been trained for handling Privacy Act data. 
Hard copy records are maintained in locked cabinets in restricted 
access areas. Computer files are accessed on a password-protected 
stand alone microcomputer system with mechanical lock for addi- 
tional protection. 

Retention and disposal: 

Paper records are destroyed after five years. The microcomputer 
database files are destroyed after five years. Conversion of data to 
aggregate form with stripping of data fields, not to include personal 
identifiers, is performed on older records for statistical and other data 
analysis uses. 

Destruction of paper records is by tearing into pieces, shredding, 
pulping, macerating, or burning. 
System manager(s) and address: 

Aissistant Secretary of Defense (Health Affairs), Office of Profes- 
sional Affairs and Quality Assurance, Room 3D360, The Pentagon, 
Washington, DC 20301-1200. 

Notification procedure: 



Individuals seeking to determine whether this system of records 
contains information about themselves must address written inquiries 
to the Assistant Secretary of Defense (Health Affairs), Office of 
Professional Affairs and Quality Assurance, Room 3D360, The Pen- 
tagon, Washington, DC 20301-1200, where a log of these requests 
will be maintained. 

The request should contain the full name, subject individual's 
social security number, Military Department, hospital or medical 
facility and notarized signature of the requester, and the approximate 
period of time, by date, during which the case record was developed. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records must address written inquiries to the Assistant 
Secretary of Defense (Health Affairs), Office of Professional Affairs 
and Quality Assurance, Room 3D360, The Pentagon, Washington, 
DC 20301-1200. . 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial determinations are 
published in OSD Administrative Instruction No. 81, *'OSD Privacy 
Program"; 32 CFR part 286b; or may be obtained from the system 
manager. 

Record source categories: 

Medical facilities of the military departments. 

Exemptions claimed for the system: 

None. 

DHA03 

System name: 

Pentagon Employee Referral Service (PERS) Counseling Records. 
System location: 

Pentagon Employee Referral Service, c/o Civilian Employees 
Health Services Clinic, Room 1E356, Pentagon, Washington, DC 
20310-6800. 

Categories of individuals covered by the system: 

All civilian DoD employees assigned to duty in the Pentagon and 
environ who are referred by management for, or voluntarily request, 
counseling assistance. 

Categories of records in the system: 

Records on patients which are generated in the course of profes- 
sional counseling. Records consist of information on condition, cur- 
rent status, progress and prognosis for patients who have personal, 
emotional, alcohol or drug dependency problems, including admitted 
or urinal ysis-detected illegal drug abuse. 

Authority for maintenance of the system: 

5 U.S.C. 43; 5 U.S.C. 310; 5 U.S.C. 7301; 10 U.S.C. 3012; 42 
U.S.C. 290dd-3 and 290ee-3; 42 U.S.C. 4582; Pub. L. 100-71; Execu- 
tive Order 12564, *'Drug-Free Federal Workplace"; and Executive 
Order 9397. 

Purpose(s): 

To record counselor's observations concerning patient's condition, 
current status, progress prognosis and other relevant treatment infor- 
mation regarding patients in an employee assistance treatment facili- 
ty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301 and 42 U.S.C. 
290dd-3 and 290ee-3, the Office of the Secretary of Defense "Blan- 
ket Routine Uses" do hot apply to this system of records. 

Records in this system may not be. disclosed without the prior 
written consent of such patient, unless the disclosure would be: 

To medical personnel to the extent necessary to meet a bona fide 
medical emergency; 

To qualified personnel for the purpose of conducting scientific 
research, management audits, financial audits, or program evaluation, 
but such personnel may not identify, directly or indirectly, any indi- 
vidual patient in any report of such research, audit, or evaluation, or 
otherwise disclose patient identities in any manner; and 

If authorized by an appropriate order of a court of competent 
jurisdiction granted after application showing good cause therefor. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders are stored in filing cabinets. Extracts 
of treatment records are entered into an electronic database on a 
microcomputer. 
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Retrievability: 

Manual and automated records are retrieved by patient's last name, 
Client Case Number, and Social Security Numbier. 
Safeguards: 

Paper records are maintained in file cabinets that are locked when 
the office is not occupited by authorized personnel. The automated 
database files are on a password-protected, stand alone microcomput- 
er. All patient records are maintained and used with the highest 
regard for patient privacy. Only persons on a need-to-khow basis and 
trained in the handling of - information protected by the Privacy Act 
have access to the system. 

Retention and disposal: 

Paper records are destroyed five years after termination of coun- 
selling. Destruction is by shredding, pulping, macerating, or burning. 

Electronic records are purged of identifying data five years after 
terrnination of counselling. Aggregate data without personal identifi- 
ers is maintained for management/statistical purposes until no longer 
required. 

System manager(s) and address: 

Director, Pentagon Employee Referral Service, Room 1E356, Pen- 
tagon, Washington, DC 20310-6800. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, Pentagon Employee Referral Service, Room 
IE356, Pentagon, Washington, DC 20310-6800. The request should 
contain the full name, address, Social Security Number and the 
notarized signature of the subject individual. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Direc- 
tor, Pentagon Employee Referral Service, Room 1E356, Pentagon, 
Washington, DC 20310-6800. The request should contain the full 
name, address, Social Security Number and the notarized signature of 
the subject individual. 

Contesting record procedures: 

The Office of the Secretary of Defense (OSD) rules for accessing 
records and for contesting contents and appealing initial OSD deter- 
minations by the individual concerned are published in OSD Admin- 
istrative Instruction No. 81, "OSD Privacy Program"; 32 CFR part 
286b; or may be obtained from the system manager. 

Record source categories: 

Patient, counselors, supervisors, co-workers or other agency or 
contractor-employee personnel; private individuals to include family 
members of patient and outside practitioners- 
Exemptions claimed for the system: 
None. 

DHA 04.0 

System name: 

DoD Bone Marrow Donor Program. 
System location 

Primary system: Naval Medical Research Institute, Bethesda, MD 
20814-5055. 

National Marrow Donor Program (NMDP) Collection Centers at 
the following locations: 

Alta Bates-Herrick Hospital, Bone Marrow Transplant Program, 
3001 Colby Street, Berkeley, CA 94705. 

Baylor University Medical Center, Bone Marrow Transplant Pro- 
gram, Sammons Tower, Suite 410, 3500 Gaston Avenue, Dallas, TX 
75246. 

Children's Hospital Medical Center, Division of Hematology/On- 
cology. Bone Marrow Donor Program, Elland & Bethesda Avenues, 
Cincinnati, OH 45229. 

City of Hope National Medical Center, Blood Transfusion Serv- 
ices, 1500 E. Duarte Road, Duarte, CA 91010. 

Cleveland Clinic Foundation, 9500 Euclid Avenue, Cleveland, OH 
44106. 

Dana Farber Cancer Institute, Dana 1838, 44 Binney Street, 
Boston, MA 02115. ' 

Dartmouth/Hitchock Medical Center, Hematology/Oncology De- 
partment, Vail Building, Room 56, PO Box HB-7923, Hanover, NH 
03756. 

Emory Clinic, Department of Hematology, 1365 Clifton Road, 
Northeast, Atlanta, GA 30322. 

Georgetown University Hospital, Lombardi Cancer Research 
Center, Bone Marrow Transplantation Program, 3800 Reservoir 
Road, Northwest, Washington, DC 20007. 



Genesee Hospital, 224 Alexander Street, Rochester, NY 14607, 
HCA Weslery Medical Center, 3243 East Murdock, Suite 300, Wich- 
ita, KS 67208. 

Hahnemann University Hospital, Broad & Vine Street, 8102 
N.C.B., Philadelphia, PA 19102. 

The Johns Hopkins Oncology Center, Bone Marrow Transplant 
Program, 600 North Wolfe Street^ Baltimore, MD 21205. 

Kaiser Health Center— East, 3414 North Kaiser Center Drive, 
Portland, OR 97227. 

Kansas City Internal Medicine, 6420 Prospect Avenue, TlOl, 
Kansas City, MO 64132. 

LSU Medical School, Department of Medicine, 1524 Tulane 
Avenue, New Orleans, LA 70112. 

Medical College of Wisconsin, Department of Medicine, Milwau- 
kee County Medical Complex, 8700 West Wisconsin Avenue, Mil- 
waukee. WI 53233. 

Memorial Sloan-Kettering Cancer Center, 1275 York Avenue, 
New York. NY 10021. 

Mercy General Hospital, 3939 "J" Street 300, Sacramento, CA 
95819. 

Methodist Hospital of Indiana, Inc., Bone Marrow Transplantation 
Program, 1701 North Senate Boulevard, Indianapolis, IN 46202. 

Montefiore Hospital. Hematology/Oncology Unit, 3459 Fifth 
Avenue, Pittsburgh, PA 15213. 

The Ohio State University, Bone Marrow Transplant Program, 10 
North Doan Hall, 410 West Tenth Avenue, Columbus, OH 43210- 
1228. 

Ohio State University Hospital, 410 West Tenth Avenue, NI025 
Doan Hall, Columbus, OH 43210. 

Pacific Presbyterian Hospital, Division of Bone Marrow Trans- 
plant, 2351 Clay Street, Suite 414, San Francisco, CA 94115. 

Poudre Valley Hospital, Bone Marrow Transplant Program. 1024 
LeMay Avenue, Fort Collins, CO 80524. 

St. Frances Hospital, Cancer Care Associates, 6835 South Canton, 
Tulsa, OK 74136. 

Scripps Clinic Research Foundation, Weingart Center for Bone 
Marrow Transplantation, 10666 North Torrey Pines Road, Maildrop 
MS-312, LaJolla, CA 92037. 

Stanford University Medical Center, Bone Marrow Transplant 
Program, 300 Pasteur Drive, Room H-1353, Stanford, CA 94305- 
5290. 

Tufts New England Medical Center, Bone Marrow Transplant 
Program, 750 Washington Street,. 245, Boston, MA 02111. 

UCLA Center for Health Science, Bone Marrow Transplant Pro- 
gram, 10833 LeConte, Room 42-121, Los Angeles, CA 90024. 

UCSD Medical Center, Bone Marrow Transplant Program, 225 
Dickinson Street, H-811K, Sari Diego, CA 92103. 

United Blood Services, 1515 University Avenue, PO Box 25445. 
Albuquerque, NM 87125. . 

University of California Medical Center, Hematology Services, PO 
Box 0324, Room A-502, 400 Parnassus, San Francisco, CA 94143. 

University of Connecticut Medical Center, Department of Henria- 
tology/Oncology, Bone Marrow Transplantation Program, 263 
Farmington Avenue, Farmington, CT 06032. 

University of Florida, College of Medicine, Bone Marrow Trans- 
plant Program, Box J277 JHMHC, Gainesville, FL 32610. 

University of Iowa Hospitals & Clinics, Division of Hematology/ 
Oncology, Adult Bone Marrow Transplant Program, Iowa City, lA 
52242. , 

University of Minnesota Hospital & Clinic, Bone Marrow Trans- 
plant Program, Box 803, UMHC, Harvard Street at East River Road, 
Minneapolis, MN 55455. 

University of Nebraska Medical Center, 42nd & Dewey Avenue, 
Omaha, NE 68105. 

University of Oklahoma, Hematology Section, Health Sciences, 
PO Box 26901, Oklahoma City, OK 73190. 

University of Wisconsin Hospitals & Clinics, Hematology H4/540, 
Bone Marrow Transplant Program, 600 Highland Avenue, Madison, 
WI 53792. 

Virginia Mason Clinic, Medical Oncologist, 925 Seneca, PO Box 
900, Seattle, W A 98111. 

Wake Forest University Cancer Center, Section of Hematology/ 
Oncology, 300 South Hawthorne Road, Winston Salem, NC 27103. 

Wayne State Univ/Harper Grace Hospitals, School of Medicine, 
Division of Hematology/Oncology, PO Box 02188/John R., Detroit, 
MI 48201. 

Categories of individuals covered by the system: 

Department of Defense military and civilian personnel and their 
dependents who have volunteered for and been accepted as potential 
bone marrow donors. 

Categories of records in the system: 
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Donor registration and consent forms (or a notation in writing if 
the consent was obtained telephonically) including consent for test- 
ing, and consent to donate a blood sample for HLA (human leuko- 
cyte antigen) typing; a consent to donate platelets; a consent to 
donate bone marrow, if compatible with a patient; a consent to 
undergo anesthesia if selected to donate marrow; report of physical 
examination of the donor to include complete, medical history and 
the results of laboratory and other tests (X-ray, electrocardiogram, 
virology, etc.), and examining physician's report to the donor center; 
information pertinent to the collection process including posthospita- 
lization follow-up; donor's written consent to be returned to the 
registery for further donations. Data items include: Name, Social 
Security Number, a bar-coded Donor Identification Number (DIN), 
and HLA type; donor's address, place of work, home and work 
telephone numbers; names, addresses and telephone numbers of 
donor's relatives and friends; donor's race/ethnicity; hospital and 
hospital provider number, city and State; date and time of marrow 
recovery and transplantation; name of transplant center. , , 

Authority for maintenance of the system: 

10 U.S.C 136 and Executive Order 9397. 

Purpose(s): 

To tissue type as rnany donors as possible for inclusion in the 
national registry of marrow donors in order to offer patients requir- 
ing bone marrow transplants access to as many potential donors as 
possible for the purpose of obtaining compatible match. 

To the National Coordinating Center for the purpose of obtaining 
a marrow match. Information, released will consist of DIN, donor's 
race, date of birth and sex only. 

To the National Coordinating Center for the purpose of obtaining 
insurance coverage for , the donor. Information released will consist 
of name, address. Social Security Account and date of birth. Name 
and address only for the purpose of direct informational mailing (in 
such a way that the individual is not linked to his or her donor 
identification number of HLA-type). 

To a NMDP-approved civilian medical facility in only those cases 
where required medical examination and/or actual marrow procure- 
ment is performed. . ■ • ■ 

Routine uses of records maintained in the system, ' including catego- 
ries of users and the purposes of such uses: 

, To a Congressional office from the record of an individual in 
response to an inquiry from the Congressional office made at the 
request of that individual. 

'To the Office of Management and Budget in connection with the 
review of private relief legislation as set forth in OMB Circular A- 19 
at any state of the legislative coordination and clearance process as 
set forth in that Circular. 

To the Department of Justice for the purpose of representing the 
Department of Defense, or any officer, employee or member of the 
Department in pending or potential litigation to which the record is 
pertinent. 

To the Merit System Protection Board, including the Office of 
Special Counsel for the purpose of litigation, including administrative 
proceedings, appeals, special studies of the civil service and other 
merit systems, review of OPM or component rules and regulations, 
investigation of alleged or possible prohibited personnel practices; 
including investigation, and such other functions, promulgated in 5 
U.S.C. sections 1205 and 1206; or as may be authorized by law. 

Policies and practices for storing, retrieving/accessing, retaining, and 
disposing, of records in the -system: 

Storage: 

Records are maintained on paper in file folders and on microcom- 
puters. 

Retrievability: 

Hard copy is filed by donor's name. Electronic records may be 
accessed by search on. any information field... Retrievable fields are 
donor's name. Social Security Number or Donor Identification 
Number, HLA type, date of birth, ,sex, and racial/ethnic group. 

Storage: 

Records are accessed by authorized personnel with an official 
need-to-know who have been trained for handling Privacy Act data. 
Hard copy records are maintained in locked cabinets in restricted 
access areas. Computer files are accessed on a password-protected 
stand-alone microcomputer system with mechanical locks for addi- 
tional protection 

Retention and disposal: 

Paper records are destroyed by tearing into pieces, shredding, 
pulping, macerating, or burning. Disposition will be according' to the 
following schedule: 



a. For persons who have donated bone marrow: Each record will 
be maintained 25 years beyond the known death of the marrow 
recipient and then destroyed. The donor will be notified by, mail 
when this is done. 

b. For persons who are accepted as donors but not requested, to 
provide a transplant: 

(1) Upon leaving the Federal service (military or civilian), if the 
potential donor does riot elect to continue participation through 
transfer to a civilian program, his/her records will be destroyed. The 
potential donor will be notified by mail when this is done. 

(2) At age 56 the potential donor's records will be destroyed and 
notification will be sent by mail when this is done. ' 

c. For persons who are accepted as donors but who subsequently 
decline further participation in the program, all records will be de- 
stroyed upon notification in writing of withdrawal. 

System manager(s) and address: 

Assistant Secretary of Defense (Health Affairs), Office of Profes- 
sional Affairs and (Juality Assurance, Room 3D366, the Pentagon, 
Washington, DC 20301-1200, 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves must address written inquiries 
to the Assistant Secretary of Defense (Health Affairs), Office of 
Professional Affairs and Quality Assurance, Room 3D366, The Pen- 
tagon, Washington, DC 20301-1200, where a -log of these requests 
will be maintained. 

The request should contain the full name -and individual's Social 
Security Number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records miast address written inquiries to the Assistant 
Secretary of Defense (Health Affairs), Office of Professional Affairs 
and Quality Assurance, Room 3D366, The Pentagon, Washington, 
DC 20301-1200. . ' 

The request should contain the individual's full name. Social Secu- 
rity number, and, if applicable, the name of the medical facility 
where examinations, tests, bone marrow collection, and follow-up 
procedures were conducted. ; 

Contesting records procedures: : . . ^ 

The Office of the Secretary of Defense rules for accessing records 
and. for contesting contents*'and appealing initial determinations are 
published in OSD Administrative Instruction No. 81, "OSD Privacy 
Program"; 32 CFR part 286b; or may be. obtained from the system 
manager, ." • 

Record source categoric^:. ' 

Information is obtained from record subjects' ^nd attending medical 
specialists. • * 

Exemptions claimed for the system: 
None. 

DODDS 01.0 

System name: 

Teacher Correspondence Files. 
System location: • 

Teacher Recruitment Section, Staffing Branch, Office of Depend- 
ents Schools, Office of Assistant Secretary' of Defense (Manpower, 
Installations,, and Logistics), Room 120, Hoffman Building, 2461 Ei- 
senhower Avenue," Alexandria, Virginia 22331. 

Categories of individuals covered by the system: 

Any individual with whom or about whom the Teacher Recruit^ 
ment Section has correspondence. 

Categories of records in the system: 

File contains all correspondence received from and responses to 
individuals writing the Teacher Recruitment Section. 
Authority for maintenance of the system: 
20 U.S.C. 901-907. , . " • ' .. .i. 
Purpose(s): 

The collected information is used by the Teacher Recruitment 
Section to maintain accurate record of correspondence with individ- 
uals making . inquiry to Section, any individual records might be 
transferred to any component of the Department of Defense having a 
need to know in the performance of official business. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To law enforcement or investigatory authorities for investigation 
and possible criminal prosecution, civil court action, or regulatory 
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order. See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's pubhshed system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in individual's file folders. 
Retrieyability: 

Filed alphabetically be either the last name of the correspondent or 
the last name of the employee/applicant the correspondence con- 
cerns. 

Safeguards: 

Building employs security guards, office locked during nonbusiness 
hours. 
Retention and disposal: 
Files are retained for one to three years. 
System mahageKs) and address: 

Director, Office of Dependents Schools, Office of the Assistant 
Secretary of Defense (MI&L), Pentagon, Washington, DC 20301- 
4000. 

Notification procedure: 

Information may be obtained from: Chief, Teacher Recruitment 
Section, DoD Office of Dependents Schools, Room 120, Hoffman 
Building, 2461 Eisenhower Avenue Alexandria, Virginia 22331 Tele- 
phone: 202-325-0885. 

Record access procedures: 

Requests from individuals should be addressed to: Teacher Re- 
cruitment Section, Office of Dependents Schools, Office of the As- 
sistant Secretary of Defense (MI&L), Pentagon, Washington, DC 
2030 lr4000. Written requests for information should contain full name 
and address of the individual. For personal visits, the individual 
should be able to provide some acceptable identification such as 
driver's license or other identification card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
are contained in 362 CFR part 286b and OSD Administrative In- 
struction No. 81. 

Record source categories: 

Correspondence initiated by the individual or by others on his or 
her behalf and replies. 
Exemptions claimed for the system: 

None. 

DODDS02.0 

System name: 

Educator Application Files. 
System location: 

Manual and automated records are maintained at the Teacher Re- 
cruitment Section, Personnel Division, Department of Defense De- 
pendents Schools (DoDDS), Hoffman Building I, 2461 Eisenhower 
Avenue, Alexandria, Virginia 22331 and manual records at the five 
DoDDS regional personnel offices. A terminal is located in the 
Hoffman Building complex. Automated records are maintained at the 
main computer site which is operated by the Washington Headquar- 
ters Services/Budget and Finance (WHS/B&F) located in the Penta- 
gon in Arlington, Virginia. 

Categories of individuals covered by the system: 

Prospective teachers applying for positions within the DoDDS 
system and current DoDDS teachers and educators applying for 
either interregional transfers or positions in the DoDDS Educator 
Career Program. 

Categories of records in the system: 

Prospective Teachers: Files contain all papers and forms relating to 
the individuals application for employment to include Personal Quali- 
fication Statement (SF 171), Supplemental Application for Employ- 
ment with DoDDS (DS Form 5010), Professional Evaluation, 
DoDDS (DS Form 5011), DoDDS-Application Index (DS Form 
5012), interviewers worksheets, official college transcripts, copy of 
teaching certificates, copy of birth certificates and correspondence to 
or concerning the applicant. 

Interregional Transfer Applicants: Files contain all papers and 
forms relating to the individuals applications. A coded worksheet 
developed by the regional staff is provided to the central personnel 
office for processing (remainder of material is retained at the region). 
Also included are miscellaneous worksheets and correspondence, re- 
lating to the application. 



Educator Career Program Applicants: Files contain all paper and 
forms relating to the individuals application to include: DoDDS 
Educator Career Program Application (DS Form 5080), DoDDS 
Assessment of Potential (DS Form 5081), DoD Education Career 
Program Rating Sheet (DS Form 5082) and miscellaneous work- 
sheets and correspondence relating to the application. 

Authority for maintenance of the system: 

20 U.S.C. 902, 903 and 931. 

Purpose(s): 

Teacher Recruitment Section and Regional Offices: To determine 
qualifications and make selections of candidates for vacant positions 
within DoDDS system (including new teachers, interregional trans- 
fers and Educator Career Program positions), to review types of 
experience, educational background, evaluation of previous employ- 
ers, professional credentials, to interyiewers ratings. 

Department of the Army, Air Force, and Navy staff agencies and 
Commands: To complete processing of hired individuals, to obtain 
Office of Personnel Management National Agency Check, medical 
examination, passports; to arrange transportation and shipment/stor- 
age of household goods; and to provide gaining Civilian Personnel 
Offices necessary documentation for placing individual on rolls. 

Any individual's records in a system of records might be trans- 
ferred to any Component of the Department of Defense having a 
need to know in the performance of official business. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The WHS/B&F which operates the automated system. 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders are stored at the DoDDS personnel 
office or regional offices; some files are supported by automated files 
which are maintained on disks and/or tapes at the central computer 
site. ' 

Retrievability: 

The manual files are filed alphabetically by name. The automated 
records are indexed by name or system assigned number (assigned 
chronologically upon input). Also, any combination of data in the 
automated file can be used to select individual records. Only author- 
ized individuals (i.e., personnel staffing specialists) are provided user 
identification numbers and passwords to access the system via termi- 
nal. 

Safeguards: 

Paper records are maintained in files which are accessible only to 
authorized personnel. 

a. Description of automated process. Current hardcopy records of 
information and disks are maintained in the DoDDS personnel office 
where access can be controlled. The office is locked after normal 
duty hours and building is secured by a private security force. Hard- 
copy records of interregional transfer applicants and a portion of the 
Career Educator applicants are maintained in the regional offices in 
locked cabinets and/or locked offices where access can be controlled 
and which are locked after normal duty hours. Approved special 
requests for data can be supported by ad hoc inquiry. Any combina- 
tion of data can be used to select individual records for special 
processing. 

b. Physical safeguards. A high-speed remote batch terminal, used 
for this system, is located in the DoDDS personnel Office. The office 
is secured after normal duty hours to preclude unauthorized access. 
Access to the personnel terminal and all hardcopy records is con- 
trolled by office personnel. Access to automated data files by termi- 
nal is controlled by the use of a user ID and password system. The 
central computer site is owned and operated by the WHS/B&F 
which has a complex security system. The site is guarded 24 hours a 
day, year- round and employs a system of electronic locks, to pre- 
clude access by unauthorized personnel. All visitors are escorted and 
accounted for at all times. WHS/B&F is providedl with a back-up 
power supply so that the system will remain on-line during power 
shortages. Backup tapes are run daily, weekly and monthly and 
stored in a separate location within the Pentagon. A second copy of 
monthly tapes is stored in an off-site vault with 24-hour security. 

c. Remote terminal access. Access to the terminal is controlled by 
the use of user identification numbers and passwords. The passwords 
are initially assigned by WHS/B&F; however, the user is immediate- 
ly instructed to change it to something only known to him/her. Only 
through a complex internal checking system, can authorized WHS/ 
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B&F personnel access the password in the event it is lost or forgot- 
ten by the user. The password can be changed as frequently as 
desired and is now changed every 6 months or upon the departure of 
the employee who has knowledge of it. . 

d. Storage media. Hardcopy files are stored in the personnel office 
or in regional offices. Disks used in. the personnel office are also 
stored there. Data retained by WHS/B&F is on disks and magnetic 
tape. 

e. Risk analysis. The main computer site is adequately secure for 
storage of personal information. WHS/B&F is bound to uphold all 
provisions of the Privacy Act in accordance with GSA contract 
procedures. The terminal is protected so that unauthorized access to 
information can be prevented. 

Retention and disposal: 

Prospective Teachers: Records are retained for recruitment period 
(no more than 2 years). For nonselected applicants, portions are 
returned to applicant for future use and portions arexdestroyed unless 
the applicant has indicated a desire to reapply in which case portions 
of the file are retained until the next recruitment period. Records of 
selected applicants are forwarded to the Departments of the Army, 
Air . Force, and Navy as appropriate for processing. Interregional 
Transfer Applicants: File is retained for 1 year and destroyed. 

Career Educator Program Applicants: Applicants are retained for 
2 years (unless updated by applicant) and destroyed. 

Automated Records: Back-up tapes at WHS/B&F are erased every 
6 months via complete overwriting. Archive tapes after release by 
the user are erased by complete overwriting. When released by user, 
all bytes used for data which are on disk are automatically reset to 0 
before anyone may use the storage space. Disks used on the terminal 
in the personnel office are erased when no longer needed and reused 
(i.e., never leave the office and are never used by another system). 

System manageKs) and address: 

Ms. Marilee Fitzgerald, Chief, Teacher Recruitment Section, 
Office of Dependents Schools, 2461 Eisenhower Avenue, Alexandria, 
Virginia 22331, Telephone (202) 325-0690 

Notification procedure: ' 

Information may be obtained from: 

Chief, Teacher Recruitment, DoD Dependents Schools, Room 
120, 2461 Eisenhower Avenue, Alexandria, Virginia 22331, Tele- 
phone: (202) 325-0690. 

Record access procedures: 

Requests from individuals for their own files should be sent to the 
address indicated in ^Notification Procedures* section, above. Written 
requests for information should contain the full name and address of 
the individual and a notarized signature. 

Contesting record procedures: 

The agency rules for access to records and for contesting contents 
and appealing initial determination by the individual concerned are 
contained in 32 CFR part 286b, and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information is obtained from the individuals concerned, . current 
and past employers, and educational institutions. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(5). (See 
32 CFR part 286b (OSD Admin. Inst. No. 81)). 

DFM&P 06.0 

System name: 

DoD Priority Placement Program (STOPPER LIST). 
System location: 

Primary location: Defense Electronics Supply Center, 1507 Wil- 
mington Pike, Dayton, Ohio 45444, Decentralized locations: Hard 
copy rosters/listing supplied every two week to all DoD Civilian 
.Personnel Offices world-wide (approximately 500 locations) and to 
other personnel management activites. 

Categories of individuals covered by the system: 

Displaced career and career-conditional employees adversely af- 
fected by reductions-in-force or transfer of function; overseas nondis- 
placed career and career-conditional employees being returned to the 
U.S. All individuals in file must voluntarily initiate entry into the 
system. 

Categories of records in the system: 

File contains summary of occupational experience, education, train- 
ing, age, sex, height and weight, marital status. 
Authority for maintenance of the system: 
10 use 136. 



Purpose(s): 

To DoD Civilian Personnel Offices to' assist activities in filling 
vacant positions and in assisting displaced employees and overseas 
returnees in obtaining employment; to DoD Activities for short 
resume of individual's background used in assessing qualifications for 
vacant positions; to Office of the Deputy Assistant Secretary of 
Defense, Civilian Personnel Policy for statistical analyses of civilian 
personnel employment trends and patterns for establishing policy and 
for planning purposes; informing individuals in system of non-govern- 
ment job opportunities. Any individual records contained in the 
system might be transferred to any component of the Department of 
Defense having the need to know in the performance of official 
business. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To other Federal Agencies for filling vacant positions; to law 
enforcement or investigatory authorities for investigation and possible 
criminal prosecution, civil court action, or regulatory order. 

Policies and practices for storing^ retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic computer tape. 
Retrievability: 

Normally retrievable for occupation and grade. 
Safeguards: 

The primary location is identified as a secure area; access ^it 
through electrically controlled doors and cypher locks; tapes are 
stored in a vault when not in use. 

Retention and disposal: 

Record of displaced employees are maintained in the system for 
one year. Records of overseas returnees are entered six months prior 
to return and are maintained until individual is placed in job or 
leaves the government. Initial input for records is hard copy which is 
destroyed after tape record is created. 

System manager(s) and address: 

Director, Staffing Policies and Programs, Office of the Deputy 
Assistant Secretary of Defense (Civilian Personnel Policy), Room 
3D821, the Pentagon, Washington, DC 20301. 

Notification procedure: 

Information may be obtained from the Department of Defense 
Civilian Personnel Office where the individual registered to enter the 
system. 

Record access procedures: 

Written requests from individuals should be directed to the Depart- 
ment of Defense Civilian Personnel Office where the individual regis- 
tered to enter the system and should include name and current 
mailing address and telephone number. For personal visits, the indi- 
vidual should be able to present to the personnel office some accepta- 
ble identification, such as a driver's license or other ID card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Adminstrative Instruc- 
tion No. 81. 

Record source categories: 

The individual must take action to place his record in the system; 
information entered into the record is provided by the individual in 
writing or through employment counseling; additional information is 
obtained from the individual's office personnel file (201 file). 

Exemptions claimed for the system: 
None. 

DFM&P 07.0 

System name: 

DoD Overseas Employment Program. 
System location: 

Defense Electronics Supply Center, 1507 Wilmington Pike, 
Dayton, Ohio 45444. 

Categories of individuals covered by the system: 

Career and career-conditional employees of the Federal Govern- 
ment and reinstatement eligible employees who desire overseas em- 
ployment and voluntarily register. 

Categories of records in the system: 
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File contains summary of occupational experience, education, train- 
ing, age, sex, height and weight, marital status. 
Authority for maintenance of the system: 
10 use 136. 
Purpose(s): 

Data is used to provide an automated applicant supply system for 
use in filling overseas job vacancies; data is used by Department of 
Defense activities in filling overseas job vacancies. These data may 
be used by the Office of the Deputy Assistant Secretary of Defense 
(Civilian Personnel Policy) for statistical analyses for policy, plan- 
ning, and guidance; for evaluation of the effectiveness of the pro- 
gram, and for monitoring of activity compliance with the program. 
Any individual records contained in the system might be transferred 
to any component of the Department of Defense having the need to 
know in the performance of official business. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To other Federal agencies for use in filling overseas job vacancies; 
to law enforcement or investigatory authorities for investigation and 
possible criminal prosecution, civil court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic computer tape. 
Retrievability: 

Retrieval by occupational skill, and grade. 
Safeguards: 

The location is identified as a secure area; access is through electri- 
cally controlled doors and cypher locks; tapes are stored in a vault 
when not in use. 

Retention and disposal: 

Records remain in the system for one year or until the individual is 
placed in an overseas position; the individual is notified after eleven 
months that his registration is about to expire and is given the 
opportunity to re-register for another year. 

System manager(s) and address: 

Director, Staffing Policies and Programs, Office of the Deputy 
Assistant Secretary of Defense (Civilian Personnel Policy), Room 
3D281, the Pentagon, Washington, DC 20301. 

Notification procedure: 

Information may be obtained from the Department of Defense 
Civilian Personnel Office where the individual registered to enter the 
system. 

Record access procedures: 

Written requests from individuals should be directed to the Depart- 
ment of Defense Civilian Personnel Office where the individual regis- 
tered to enter the system and should include name, current mailing 
address and telephone number. For personnel visits, the individual 
should be able to present to the personnel office some acceptable 
identification, such as a driver's license or other ID card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
are contained in 32 CFR part 286b and OSd Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information in the file is obtained from the individual, either in 
writing or through interviews with personnel counselors, and from 
his official personnel file (201 file). 

Exemptions claimed for the system: 

None. 

DFM&P 09.0 

System name: 

Defense Equal Opportunity Management Institute Student File. 
System location: 

Primary and backup mainframe computer location: Building 989, 
Patrick AFB, FL 32925-6685. 

Hard copy and microform backup files for former students loca- 
tion: Information Systems Division, Defense Equal Opportunity Man- 
agement Institute, Building 559, Patrick AFB, FL 32925-6685. 

Temporary files and backups for current students are maintained 
on hard copy and microcomputers located in the Training Director- 
ate, Defense Equal Opportunity Management Institute, Building 560, 
Patrick AFB, FL 32925-6685. 



Temporary microcomputer files and backups are also located in 
the Information Systems Division, Building 559, Patrick AFB, FL 
32925-6685. 

Categories of individuals covered by the system: 

All current and former students of the Defense Equal Opportunity 
Management Institute. t 

Categories of records in the system: 

Life history summary, name, social security number, race, age, 
religious preference, military organization, test and examination 
scores and forms, peer group and instructor ratings and advisor 
progress reports. 

Authority for maintenance of the system: 

10 U.S.C. 136; E.O. 9397. , . 

Purpose(s): 

Files are used by the Defense Equal Opportunity Management 
Institute to evaluate student progress and to create a permanent 
record of academic accomplishment. Advisors use the files for coun- 
seling of students. Academic Boards and the Commandant use files to 
make decisions on releasing students from the program. The Regis- 
trar uses the files to verify attendance and grades. The Commandant, 
faculty and other staff use the student records to select instructors. 
Students use the data in evaluating their progress. 

The use of personal identifiers in this record system is solely for 
positive identification purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Colleges and universities use transcript records to verify attend- 
ance and grades. 

See Office of the Secretary of Defense (OSD) blanket routine uses 
at the head of OSD's published system notices which are also appli- 
cable to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Primary files are computer disk files. Backup files are magnetic 
computer tapes, microform, and paper records. Temporary files are 
on microcomputer disks backed up by magnetic tapes, diskettes, and 
paper records. ^ 

Retrievability: 

Files may be accessed by any of the following: Name, social 
security number, student number or class. 
Safeguards: 

Primary locations for both permanent and temporary files are 
controlled access areas. Backup files storage is in locked file cabinets. 
Only authorized personnel have access to files. 

Retention and disposal: 

Mainframe computer and microform records are kept permanently; 
paper backup records are kept for four years and then destroyed. 
Microcomputer records are transferred to the mainframe at the eiid 
of the current class. 

System manager(s) and address: 

Commandant, Defense Equal Opportunity Management Institute, 
Patrick AFB, FL. 32925-6685. 
Notification procedure: 

Information may be obtained from: Director of Support, Defense 
Equal Opportunity Management Institute, Patrick AFB, FL 32925- 
6685. Telephone: 407-494-6017. 

Record access procedures: 

Address requests to the Director of Support, Defense Equal Op- 
portunity Management Institute, Patrick AFB, FL 32925-6685. Re- 
quests must be in writing and contain the full name, social security 
number, current address and telephone number, class of the individ- 
ual, and signature. 

For personal visits, the individual should be able to provide some 
acceptable identification, such as a military ID card or a driver's 
license. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information is provided by the individual, student peers, instruc- 
tors, counselors, and examinations. 
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Exemptions claimed for the systems: 

None. t 

DGC15.0 

System name: ' 
- Reports of Defense Related-Employment. 
System location: 

Office of the Assistant Secretary of Defense (Manpower, Reserve 
Affairs, and Logisitics), Pentagon, Washington, DC 20301. 

Categories of individuals covered by the system: 

Retired or former military officers, in grades of major or lieutenant 
commander or above and former civilian officers, and employees of 
the Department of Defense employed at or above the minimum 
salary of GS-13, who, during any of the first three years after 
termination of service or employment with the Department of De- 
fense, are employed at fifteen thousand dollars or more per year by a 
Defense contractor who, during that year, was awarded contracts by 
the Department of Defense totaling ten million dollars. Also covered 
are current officers and employees of the Department of Defense 
employed at or above the minimum salary level GS-13, who within 
the preceding three years are employed by such a Defense contrac- 
tor. . . . 

Categories of records in the system: 

Copies of report DD Form 1878 completed by individuals covered 
by the system and forwarded to the Department of Defense describ- 
ing their employment with the Department of Defense and with the 
Defense contractor and a listing showing the names of individuals 
who submitted completed DD Form 1787. 

Authority for maintenance of the system: 

The system was established and is maintained as required by Pub. 
L. 91-121, section 410, approved November 19, 1969.' 
Purpose(s): 

These records are available for public inspection in accordance 
with the specific terms of section 410(0 of Pub. L, 91-121. There is 
no limitation or restriction on use by the public of the information 
contained in the report. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Section 410(d) of Pub. L. 91-121 requires the submission to the 
President of the Senate and Speaker of the House of Representatives 
by December 3 1 of each year of information in the reports submitted 
by individuals during the preceding Fiscal Year. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: • 

In metal file cabinet. '. . 

Retrievability: 

Alphabetical by name of individual. 

Safeguards: : 

Maintained in unlocked file cabinet when not in use. 
Retention and disposal: 

Retire to WNRC when three years old. Destroy when 10 years 
old. 

System manager(s) and address: 

The Assistant Secretary of Defense (Manpower, Reserve Affairs, 
and Logistics), Pentagon, Washington, DC 20301. 
Notification procedure: 

Any individual who desires to know whether a report DD Form 
1787 submitted by him is on file may address a, letter of inquiry to 
the System Manager, Assistant Secretary of Defense (Manpower, 
Reserve Affairs and Logistics), Pentagon, Washington, DC 20301. In 
as much as the reports are available for public inspection no proof of 
identity is required. 

Record access procedures: 

On request of any individual the reports on file are made available 
for inspection in the office of the System Manager, Room 3C980, 
Pentagon, Washington, DC 20301. 

Contesting record procedures: 
. The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations .by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

The individual submitting the DD FormT787. 

Exemptions claimed for the system: 



None. t 
DODDS 17^0 

System name: 
DoD Teacher Back Pay Project. 
System location: . , 

DoD Office of Dependents Schools,. 2461 Eisenhower Avenue, 
Alexandria, Virginia 22331. 

Categories of individuals covered by the system: 
All former DoD Overseas Dependents School teachers who were 
paid under Pub L. 89-391, dated April 14, 1966. 

Categories of records in the system: 

System is comprised of names, Social Security Numbers, and dates 
of birth of former DoD overseas teachers, and information extracted 
from their Official Personnel Records which will effect computation 
of their retroactive pay; and current addresses of former teachers. 

Authority for maintenance of the system: 

Court decision in the case called Virginia J. March et al, v. United 
States of America (Civil Action 3437-70, U.S. District Court, District 
of Columbia, June 30, 1975) on intent of Pub. L. 89-391, dated April 
14, 1966. 

Purpose(s): 

To be used by Office of Dependents Schools Back Pay . Project 
workers to compute back pay as it applies to individual teacher; 
prepare necessary updating for individual's Official Personnel 
Record, life insurance entitlement where applicable; prepare reports 
to individual teachers. 

' Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Data in this system is used by the Department of the Treasury; to . 
the Social Security; the Office of Personnel Management, the attor- 
neys for the teachers and General Accounting Office addresses will 
be used for mailing purposes. 

Policies and practices ifor storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer tapes, computer printouts. . , 

Retrievability: 

Social Security Number (SSN) and name. 
Safeguards: 

All records are stored under strict control, maintained in spaces 
normally accessible only to authorized personnel, in cabinets in 
locked room. 

Retention and disposal: 

Record will be maintained in this office until all requirements of 
the judgement and will be destroyed when they are no longer useful. 

System manager(s) and address: ... 

Director, DoD Office of Dependents Schools, Office of the Assist- 
ant Secretary of Defense (Manpower, Reserve Affairs and, Logistics), 
24^1 Eisenhower Avenue, Room 148, Alexandria, VA 22331. 

Notification procedure: 

Requests by correspondence should be addressed to Director, 
DoD Office of Dependents Schools, Attn: Back Pay Project, 2461 
Eisenhower Avenue, Room 148, Alexandria, VA 22331. Telephone: 
202-325-0660. Letter should contain the full, name and signature of 
the requester. . . 

Record access procedures: 

Request from individuals should be addressed to same address as 
stated in the ^Notification Procedures:*, above. 

Contesting record procedures: , 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Official Personnel Records obtained from Federal Records Center 
and other agencies currently employing individuals concerned. 

Exemptions claimed for the system: 

None. .J 

DODDS 21.0 

System name: 
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Department of Defense Dependents Schools (DoDDS) Grievance 
Records. 

System location: 

Office of Dependent Schools, 2461 Eisenhower Avenue, Room 
120, Alexandria, Virginia 22331; six regional offices located in 
London, England; Wiesbaden, Germany; Karlsruhe, Germany, 
Madrid, Spain; Okinawa Japan and Panama; in principals' offices of 
DoDDS schools; and at the servicing civilian personnel offices at 
various military installations. 

Categories of individuals covered by the system: 

Current or former employees who have submitted grievances in 
accordance with 5 USC 2302, and 5 USC 7121, or a negotiated 
procedure. 

Categories of records in the system: 

This system contains records relating to grievances filed by DoD 
Dependents Schools (DoDDS) employees under 5 USC 2302, and 5 
USC 7121. These case files contain all documents related to the 
grievances, including statements of witnesses, reports of interviews 
and hearings, examiner's findings and recommendations, a copy of 
the original and final decision, and related correspondence and exhib- 
its. This system includes files and records of internal grievance and 
arbitration systems that DoDDS may establish through negotiations 
with recognized labor organizations. 

Authority for maintenance of the system: 
5 USC 2302, and 5 USC 7121. 
Purpose(s): 

The collected information is used by the DoDDs in the creation 
and maintenance of records of summary descriptive statistics and 
analytical studies in support of the function for which the records are 
collected and maintained, or for related work force studies. While 
published statistics and studies do not contain individual identifiers, in 
some instances the selection of elements of data included in the study 
may be structured in such a way as to make the data individually 
identifiable by reference. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To disclose pertinent information to the appropriate Federal, state, 
or local agency responsible for investigating, prosecuting, enforcing, 
or implementing a statute, rule, regulation, or order where the dis- 
closing agency becomes aware of a violation or potential violation of 
civil or criminal law or regulation. To disclose information to any 
source from which additional information is requested in the course 
of processing a grievance, to the extent necessary to identify the 
individual, inform the source of the purpose(s) of the request, and 
identify .the type of information requested. To disclose information to 
a Federal agency, in response to its request, in connection with the 
hiring or retention of an employee; the issuance of a security clear- 
ance; the conducting of a security or suitability investigation of an 
individual; the classifying of jobs; the letting of a contract, or the 
issuance of a license, grant, or other benefit by the requesting agency 
to the extent that the information is relevant and necessary to re- 
questing the Agency's decision on the matter. To provide informa- 
tion to a congressional office from the record of an individual, in 
response to an inquiry from the congressional office, made at the 
request of that individual. To disclose information to another Federal 
agency or to a court when the Government is party to a judicial 
proceeding before the court. By the National Archives and Records 
Administration (General Services Administration) in records manage- 
ment inspections conducted under authority of 44 USC 2906. To 
disclosure information to officials of the Merit Systems Protection 
Board, including the Office of the Special Counsel, the Federal 
Labor Relations Authority and its General Counsel; or the Equal 
Employment Opportunity Commission, when requested in perform- 
ance of their authorized duties. To disclose in response to a request 
for discovery or for appearance of a witness, information that is 
relevant to the subject matter involved in a pending judicial or 
administrative proceeding. To provide information to officials of 
labor organizations reorganized under the Civil Service Reform Act 
when relevant and necessary to their duties, exclusive representation 
concerning personnel policies, practices, and matters affecting work 
conditions. 

Policies and practices for storing, retrieving, accessing,' retaining, and 
disposing of records in the system: 

Storage: 

Paper records are maintained in file folders. 
Retrievability: 



These records are retrieved by the names of the individuals on 
whom the records are maintained, by case number, and by subject 
matter of the grievance. 

Safeguards: 

Records are maintained in locked metal file cabinets, with access 
only to authorized DoDDS employees and servicing civilian person- 
nel offices. 

Retention and disposal: 

These records are disposed of not sooner than 3 years after closing 
of the case. Disposal is by shredding or burning. 
System managers) and address: 

Mr. Paul Wolfe, Chief, Management Employee Relations Branch, 
Personnel Division, Office of Dependents Schools, 2461 Eisenhower 
Avenue, Room 120, Alexandria, Virginia 22331. Telephone: 202-325- 
0690. 

Notification procedure: 

Information may be obtained from the System Manager. 
Record access procedures: 

Request for access to records may be obtained from the System 
Manager. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing intitial determinations by the individual con- 
cerned are contained in 32 CFR part 286b and OSD Administrative 
Instruction No. 81. 

Record source categories: 

Information in this system of records is provided: 

a. By the individual on whom the record is maintained. 

b. By testimony of witnesses. 

c. By Agency officials. 

d. From related correspndence from organization or persons. 
Exemptions claimed for the system: 

None. 

DODDS 22.0 

System name: 

DoD Dependent Children's School Program Files. 
System location: 

Active Students - DoD operated overseas dependents schools, re- 
gional offices, and the Office of Dependents Schools, (ODS), Alexan- 
dria, Virginia. 

Former High School Students - Permanent records (high school 
transcripts) are retained at the school for four years subsequent to 
graduation, transfer, or termination, and are then forwarded to the 
regional office for one year where they are compiled and forwarded 
to the Washington National Records Center (WNRC) except 
Panama. Records for the Panama region are retired to the East 
Point, Georgia, Federal Archives Records Center (FARC). 

Former Panama Canal College Students - Permanent records (col- 
lege transcripts) are retained at the college for ten years and are then 
retired to East Point FARC. 

Categories of individuals covered by the system: 

Students in the DoD operated overseas dependent schools. 

Categories of records in the system: 

A. Enrollment files: Documents relating to the admission, registra- 
tion, and departure of dependent school students. Included are pupil 
enrollment applications, course preference, admission cards, drop 
cards, and similar or related documents. 

B. Daily attendance register files: Documents reflecting the daily 
attendance of pupils at dependent schools. Included are forms, print- 
outs, bound registers and similar or related documents. 

C. Elementary school academic records: Documents reflecting the 
standardized achievement, mental ability, yearly grade average, at- 
tendance of each student and the teacher's comments. Included are 
forms, notes, and similar or related documents. 

D. Elementary school report card files: Documents reflecting 
grades, personality traits, and promotion or failure. Included are 
report cards and similar or related documents. 

E. Elementary school teacher class register files: Documents re- 
flecting daily, weekly, semester, or annual, scholastic grades and 
averages, absence and tardiness data. 

F. Elementary school student files: Documents pertaining to indi- 
vidual elementary school students. Included in each folder are read- 
ing and health records; individual education plans; intelligence quo- 
tient; achievement, aptitude, and similar test results; notes related to 
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pupils progress and characteristics; and similar matters used by coun- 
selors and successive teachers. 

G. Secondary school absentee files: Documents reflecting absence 
of students. Included are homeroom teacher's registers, secondary 
school daily attendance records of absentees reported by teachers, 
tardy slips for admission of students to classroom, transfer slips noti- 
fying teachers of new class or homeroom assignment, notices of 
change by school principal to teacher upon change of classroom, 
student applications for permission to be absent, student pass slips, 
and similar or related documents. 

H. Secondary school academic record files: Documents reflecting 
student grades and credits earned. Included are forms, notes, and 
similar or related documents. 

I. Secondary school report card files: Documents reflecting scho- 
lastic grades, personality traits, and promotion or failure. Included 
are report cards and related documents. 

J. Secondary school teacher class register files: Documents reflect- 
ing daily, weekly, semester, or annual scholastic marks and averages, 
absence and tardiness, and withdrawal data. Included are class regis- 
ters and similar or related documents. 

K. Secondary school class reporting files; Documents reflecting 
teacher reports to principals and used as source documents for pre- 
paring secondary school academic record cards. Included are forms, 
correspondence, and similar or related documents. 

L. Credit transfer certificate files: Documents reflecting secondary 
school scholastic credits earned. Included are certificates and similar 
or related documents. 

M. Secondary school student files: Documents pertaining to indi- 
vidual secondary school students. Included in each folder are student 
health records; individual education plans; absence reports and corre- 
spondence with parents pertaining to absence; records of achieve- 
ment and aptitude tests; notes concerning participation in extracurric- 
ular activities, hobbies, and other special interests or activities of the 
student; and miscellaneous memorandums used by student counselors. 

N. College absence, withdrawal, and add files: Student applications 
for permission to be absent from final exams. Student drop and add 
class records and administrative withdrawal letter. 

O. College academic record files: Documents reflecting student 
grades and credits earned. Included are forms, notes, and similar or 
related documents. 

P. College report card files: Documents reflecting scholastic grades 
and promotion or failure. Included are report cards and related 
documents. 

Q. College teacher class register files: Documents reflecting daily, 
weekly, semester, or annual scholastic marks and averages, absence 
and withdrawal data. Included are class registers and similar or 
related documents. 

R. College class reporting files: Documents reflecting teacher re- 
ports to Registrar and used as source documents for preparing col- 
lege transcripts. Included are forms, correspondence, and similar or 
related documents. 

S. Credit transfer certificate files: Documents reflecting college 
scholastic credits earned. Included are certificates and similar or 
related documents. 

T. College student files: Documents pertaining ito individual col- 
lege students. Included in each folder are absence reports, records of 
achievement, and aptitude tests. 

U. Automated support files: Automated data files are composed of 
records containing any of the above information in addition to (varies 
by regional system): Student registration data-student identification 
number, student name, sex, grade level, bus number, date of enroll- 
ment, date of birth, course numbers and names, teachers, credit, 
grades received, dates of absences, and sponsor's name, status, rank, 
date of rotation, organization, location of unit, locaj address, emer- 
gency address, permanent address, and telephone numbers. 

Authority for maintenance of the system: 

Recurring provisions of the DoD Appropriations Act and Depart- 
ment of Defense Directive 1342.6, 'Department of Defense Depend- 
ents Schools,* dated October 17, 1978, with change 1. 

PurposeCs): 

A. Dependeiit children's school program files (general): 1 . Records 
of students attending DoD operated overseas dependent schools are 
used by school officials, including teachers, td: a. Determine the 
eligibility of children to attend these schools; b. Schedule children 
for transportation; c. Record daily and/or class attendance of stu- 
dents and date(s) of withdrawal; d. Determine tuition paying students 
and record status of payments; e. Determine students located in areas 
not serviced by dependents schools so that alternative arrangements 
for education can be made and payment made^ as required; f Moni- 
tor special education services required by and received by the stu- 
dent; ' and, g. Used to develop and maintain, reading and health 
•records,- including school related medical needs. 2. Records may also 



be released to other officials of the Department of Defense requiring 
information for operation of the Department (including defense in- 
vestigative agencies and recruiting officials). 

B. Dependent children's school program files (elementary): 1. Used 
by school officials, including teachers, in the current and/or, gaining 
school to develop and provide an educational program for elementa- 
ry students by school personnel cited above. 2. Used in the following 
manner to record: a. Teacher or standardized test data; b. Attend- 
ance, absences, and/or tardiness of each student; c. Recommenda- 
tions for promotion or retention including teacher comments; d. 
Daily, weekly, semester, or annual grades; and, e.- Notes related to 
the individual pupil's progress and learning characteristics useful to 
professional school personnel in counseling the student and in the 
determination of his/her proper placement. 

C. Dependent children's school program files (secondary): 1. Used 
by school officials, including teachers, in the current and/or gaining 
school to develop and provide an educational program for secondary 
students. 2. Documents are used by school personnel cited above in 
the following manner to: a. Record teacher and/or standardized test 
data; b. Record attendance, absences, and/or tardiness of each stu- 
dent; c. Form the basis for a decision on a student request for 
permission to be absent from a class or classes; d. Determine proper 
class or grade placement or graduation; e. Determine scholastic 
grades and/or grade. point average; f Form the basis for school 
recommendations for student financial aid for postsecondary educa- 
tion; g. Form the basis for preparing the secondary school transcript; 
h. Determine secondary school academic credits earned; and, i. Note 
special interest or hobbies of the student. 3. Used by DoD recruiting 
officials to determine eligibility for military service. 

D. Dependent children's school program files (college): 1. Used by 
school officials, including teachers, in the current and/or gaining 
school to develop and provide an educational program for college 
students. 2. Documents are used by school personnel cited above in 
the following manner to: a. Record teacher and/or standardized test 
data; b. Record attendance and absences of each student; c. Form the 
basis for a decision on a student request for permission to be absent 
from a class or classes; d. Determine proper class or grade placement 
or graduation; e. Determine scholastic grades and/or grade point 
average; f Form the basis for school recommendations for student 
financial aid for college education; g. Form the basis for preparing 
the college transcript; and h. Determine college academic credits 
earned. 3. Used by DoD recruiting officials to determine eligibility 
for military service. < 

E. Automated support. Automated support is used by school and 
regional officials (where applicable) to: 1. Provide academic data to 
each student upon request, provide report cards, etc., at the end of 
each grading' period, provide transcripts upon request, and provide 
hard copy for manual files. 2. Provide academic data within the 
region and to ODS. 3. Provide data within the Department of De- 
fense on a need-to^know basis. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Records concerning sponsor's names, rank, and branch of service 
may be released to former students for the purpose of organizing 
reunion activities. 

Academic data may be provided to other educational institutions 
and employers or prospective employers in accordance with current 
policies and procedures. 

Academic achievements and data may be provided to the public, 
via distribution of information within the school and through various 
media sources, for positive reinforcement purposes. This information 
will not be distributed for commercial uses. 

Disclosure to consumer reporting agencies: 

Disclosures pursuant to U.S.C. 552a(b)(12), may be made from this 
system to consumer reporting agencies as defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681a(0 or the Federal Claims Collection 
Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
. Storage: ■ ' 

Files are paper records in file folders. 

Retrievability: 

A. Elementary school academic records and secondary school and 
college academic records (transcripts) are filed alphabetically by 
school, school year, and last name of student. 

B. Elementary, secondary, and college teacher class register files 
are filed by school, school year, and last name of teacher. 
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C. Remaining dependent school student files are filed by school, 
school year, and last name of student. 

D. The automated files are indexed by a variety of data, depending 
upon the region and school involved (some have regionally assigned 
student identification numbers, others are by last name of student). 
Also, any combination of data in the file can be used to select 
individual records. Only authorized personnel have required informa- 
tion to access the system or process jobs. 

Safeguards: 

Paper records are maintained in files accessible only to authorized 
personnel. 

Authorized records: 

A. Description of the automated process. Current hard copy 
records of all information are kept in locked file cabinets in limited 
access school offices. Computer-produced student records and reiote- 
gral part of the manual system and are retained in limited access 
school offices and/or locked cabinets. Computer disks, tapes, etc., are 
maintained in limited access areas within the various computer cen- 
ters, regional offices, and/or schools. Approved special requests for 
data can be supported by ad hoc inquiry. Any combination of data 
can be used to select individual records for special processing. 

B. Physical safeguards. Computer facilities and remote terminals 
are located in schools and regional offices throughout the school 
system. Particular regional systems vary; however, the same basic 
safeguards are employed (in various combinations) in all the systems. 
Computer hardware disk cards and other materials are secured in 
locked facilities after normal duty hours or are maintained in secure 
military computer centers. During school hours, storage media is 
stored in areas where access can be monitored. On-line access is 
protected by combinations of the following various factors: (1) Users 
must have file and/or disk names; (2) users must have possession or 
approval to gain possession of appropriate disk(s); and, (3) users must 
have specifically designed codes and/or keys, to permit read/write 
operations. 

C. Storage media. Hard copy files are stored in the school offices 
of each participating school and regional offices. Computer files are 
stored on magnetic tape and disks, as outlined above. 

D. Risk analysis. All personal information which is collected and/ 
or maintained for this system is stored in locations adequately secure 
for such information. Administrative safeguards have been instituted 
to prevent access to information in the automated systems. 

Retention and disposal: 

A. Enrollment files: Maintained at the respective school for one 
year after graduation, withdrawal, transfer, or death of the student, 
then destroyed. 

B. Daily attendance register files: Destroyed after reviewing at- 
tendance registers for the next school year. 

C. Elementary school academic records files: When a student 
transfers to another school, this file is forwarded by mail to officials 
of the receiving school on request in accordance with current regula- 
tions, or destroyed at the school five years after graduation, with- 
drawal, or death of the student. 

D. Elementary school report card files: Documents reflecting 
grades, personality traits, and promotion or failure. Included are 
report cards and similar or related documents. 

E. Elemientary school teacher class register files: Destroyed at the 
school concerned after five years. 

F. Elementary school student files: 1. When a student transfers to 
another school, the reading and health records are released to the 
parent or student (if over 18 years of age) for hand-carrying to the 
receiving school. 2. Remaining documents pertaining to the students 
are forwarded by mail to the officials of the receiving school or the 
parent/guardian on request in accordance with current regulations; if 
not requested, documents are destroyed at the school concerned one 
year after graduation, withdrawal, or death of the student. 

G. Secondary school absentee files: Destroyed at the school after 
one year. 

H. Secondary school academic record files (high school transcript): 
1. Permanent file. 2. When a student transfers to another DoD 
dependents school, this file (transcript) is forwarded by mail to offi- 
cials of the receiving school on request. 3. When a student transfers 
to a non-DoD school, a copy of the transcript is forwarded to the 
receiving school on request in accordance with current regulations. 
4.. Files not forwarded to another DoD school are retained at the 
school concerned for four years, the regional office for one year and 
then retired to the WNRC (or East Point FARC if in the Panama 
region) for an additional sixty years. 

I. Secondary school report card files: Released to parents of stu- 
dents or student (if over eighteen years of age) at the end of the 
school year or on transfer of student. 

J. Secondary school teacher class register files: Retained at the 
school concerned for five years and then destroyed. 



K. Secondary school class reporting files: Destroyed at the school 
after one year. 

L. Credit transfer certification files: Destroyed at the school after 
one year. 

M. Secondary school student files: 1. Retained at the school con- 
cerned for two years after graduation, withdrawal or death of the 
student. 2. When a student transfers to another school: a. A copy of 
the record may be released to the parents or student (if over eighteen 
years of age) for hand-carrying to the receiving school, b. An official 
copy of the record will be forwarded to the receiving school in 
accordance with current regulations upon request. (The original 
record is retained at the school.) . 

N. College absentee files: Destroyed at the school after one year. 

O. College academic record files (college transcripts): 1. Perma- 
nent file. 2. When a student transfers to another college or university, 
this file (transcript) is forwarded by mail to officials of the receiving 
school upon receipt of an authorized request. 3. Original files (tran- 
scripts) are retained at the college for ten years then retired to East 
Point FARC. 

P. College report card files: Released to student at the end of the 
semester or school year, or on transfer of student. 

Q. College teacher class register files: Retained at the school for 
five years and then destroyed. 

R. College class reporting files: Destroyed at the school after one 
year, 

S. Credit transfer certificate files: Destroyed at the school after one 
year. 

T. College school student files: 1. Retained at the school for two 
years. 2. When a student transfers to another school: a. A copy of the 
record may be released to the parents or student (if eighteen years of 
age) for hand-carrying to the receiving school, b. An official copy of 
the record will be forwarded to the receiving school upon request 
pending receipt of authorized request. (The original record is re- 
tained at the school.) 

U. Automated files: Automated files are normally retained for one 
year. However, this may vary as all information is documented in the 
manual files and the information in automated form may be destroyed 
earlier or later than one year for various internal purposes. 

System nianager(s) and address: 

Dr. Beth Stephens, Director, Department of Defense Dependents 
Schools, 2461 Eisenhower Avenue, Alexandria, Virginia 22331, tele- 
phone: (202) 325-0188. 

Notification procedure: 

Information may be obtained from officials of the school con- 
cerned or from the System Manager. 
Record access procedures: 

A. Written requests for information on the records system and for 
instructions concerning personal visits may be forwarded to the prin- 
cipal of the school within four years after graduation, transfer, with- 
drawal, or death of student. 

B. The fifth year, the principal should be contacted for elementary 
records or the System Manager for secondary records; 

C. Subsequently, all requests for secondary records may be for- 
warded to the Department of the Army, HQ DA (DAAG-AMR), 
Washington, D.C. 20310, except for information from schools in 
Panama. These requests should be sent to: Director, DoDDS- 
Panama, APO Miami 34002. 

D. All requests for college records should be sent to the college 
for the first ten years, then to the Director, DoDDS-Panama, address 
above. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b, and OSD Administrative Instruc- 
tion 81. 

Record source categories: 

Information is obtained from the individuals concerned and their 
parents/guardians, teachers and school administrators. 
Exemptions claimed for the system: 
None. 

DODDS23.0 

System name: 

Educator Certification/Recertification Files. 
System location: 

Records are maintained at the schools, regional offices, and the 
Office of Dependent Schools (ODS), Alexandria, Virginia. 
Categories of individuals covered by the system: 
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This system applies to all Department of Defense Dependents 
Schools (DoDDS) teachers, as the term 'teacher' is defined in 20 
United States Code 901, and to all DoDDS excepted service and 
ODS educators classified in the 1710 or related series. 

Categories of records in the system: 
, Records consist of transcripts and/or other documentary evidence, 
as necessary, for recertification renewal and maintenance. Also in- 
cluded are internal forms to summarize this data and to certify that it 
has been reviewed by appropriate officials. 

Authority for maintenance of the system: 

20 use 931, recurring provisions of the annual DoD Appropria- 
tions Act, and Department of Defense Directive 1342.6, 'Department 
of Defense Dependents Schools,' October 17, 1978, and Change I, 
thereto. 

Purpose(s): 

Dependents schools' administrators use this information to deter- 
mine the eligibility of applicable employees to be certified/recertified. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The information may be supplied to States with whom the Depart- 
ment of Defense Dependents Schools has reciprocal agreements for 
respect of certificates issued/revoked by the respective systems. 
Records may be disclosed to educational accrediting institutions and 
organizations during review of a school or schools. Records may be 
disclosed to law enforcement or investigatory authorities for investi- 
gation and possible criminal prosecution, civil court action, or regula- 
tory order. Every reasonable effort will be made to notify individuals 
when records pertaining to them are made available under compulso- 
ry legal process, 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records are stored in file folders in locking cabinets, roonris, 
and/or secure buildings (when possible), located at schools, regional 
offices, and ODS. 

Retrievability: 

The files are arranged by social security number (at the option of 
the custodian). . - v 

Safeguards: 

Paper/records are maintained in files which are located in locked 
cabinets, rooms, and/or buildings, which are accessible only to au- 
thorized personnel. 

Retention and disposal: 

Records are maintained for the current as well as the upcoming 
certification cycles. Records for an expired certification cycle are 
retained for 2 years; then, they are destroyed or returned to the 
employee. If a teacher leaves the system, the file is maintained for 
two years following the current expiration date of the certificate and 
destroyed. 

System manager(s) and iaddress: 

Mr. Mervin Scott, Chief, Personnel Division, ODS, 2461 Eisen- 
hower Avenue, Alexandria, VA 22331. 

Notification procedure: 

Information, may be obtained from the principal, regional certifica- 
tion coordinator, ODS certification coordinator, or the Chief, Per- 
sonnel Division, ODS. 

Record access procedures: 

r Educators may request to see their files from the individual in 
charge of certification at their particular location. 

Contesting record procedures: 

The Agency's rules for access to records and contesting contents 
and for appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information is obtained from the individuals concerned. 

Exemptions claimed for the system: 

None. 

DFM&P24.0 

System name: 

Joint Service Review Activity File. 
System location: 



Office of the Assistant Secretary of Defense (Manpower, Installa- 
tions and Logistics), (MP & FM) (LLP), Pentagon, Washington, DC 
20301-4000. 

Categories of individuals covered by the system: 

Individuals who have submitted a complaint to the. Joint Service 
Review Activity in accordance with DoD Directive 1332.28 and the 
decisional principles contained within the Urban Law. court decision. 
Complaints relate to decisional documents issued by the Discharge 
Review Boards of the Military Departments, 

Categoriies of records in the system: 

The JSRA files consist of the following: The complaint submitted 
by the individual, a copy of the decisional document, and review of 
the complaint by the Military Department, the Joint Service Review 
Activity, and the Deputy Assistant Secretary of Defense (MP&FM). 
Additionally, any evidence submitted by the complainant to support 
the complaint is nriaintained with the documents listed above. 
' Authority for maintenance of the system: 

Title 10, U.S.C. 1553, 'Review of Discharge or Dismissal,' and 
DoD Directive 1332.28, 'Discharge Review Board (DRB) Proce- 
dures and Standards,' dated August 11, 1982. 

Purpose(s): 

Thjs data is used to maintain the necessary documents needed to 
process complaints submitted by applicants for their counsel in an 
expeditious fashion; used by the Discharge Review Boards of the 
Military Departments in evaluating the validity of the complaint; The 
Joint -Services Review Activity in making its evaluation and recom- 
mendation on the complaint; the Deputy Assistant Secretary of De- 
fense in making a final determination on the complaint. The docu- 
ments are available to the complainant and/or applicant for his/her 
case. They receive a copy of the DASD final determination. Only 
information which has. been expurgated of all identifying information 
will be released to the public when requested. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary, of Defense (OSD) Blanket Routine 
Uses at the head of this Component's Published System Notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. . 
Retrievability: 
Alphabetically by surname. 
Safeguards: 

Access to the building is by authorized identification pass or offi- 
cial escort. The records are maintained in a locked file cabinet which 
is under continuous observation during duty hours. The room is 
locked after duty hours. 

Retention and disposal: 

The records are maintained until the complaint action is finalized. 
Records are then kept for 1 year in the inactive status. The records 
are then forwarded to the appropriate Military Department for inclu- 
sion in the Official Military Records or destruction if copies of the 
action have been filed. 

System manager(s) and address: ' 

Administrative Director, Joint Service Review Activity, Office of 
the Assistant Secretary of Defense. (Manpower, Installations and Lo- 
gistics) (Military Personnel and Force Management), Room ^3D823, 
The Pentagon, Washington, DC 20301. 

Notification procedure: ! 

General information concerning the JSRA procedures may be ob- 
tained from the Administrative Director, Joint Service Review Ac- 
tivity, Office of the Assistant Secretary of Defense (Manpower, In- 
stallations; and Logistics) (Military Personnel and Force Manage- 
ment), Room 3D823, The Pentagon, Washington, DC 20301. Tele- 
phone: 202-697-3387. 

Record access procedures: ' * 

Requests from individuals for their own files should be sent to the 
address indicated in 'Notification Procedure' section above. Written 
requests for information should contain the full name and address'of 
the individual'and a notarized signature. 

Contesting record procedures: 

The Agency's rules for access to records, and for contesting and 
appealing initial determinations by the individual concerned, are con- 
tained in 32 CFR part 286b, and OSD. Administrative Instruction No. 

81. ■ ■ ' . 
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Record source categories: 

The basic information contained in the JSRA*s file comes from the 
complainant, and the decisional document issued by the Military 
Department. This information forms the basis for reviews conducted 
by the Discharge Review Board of the Military Department, the 
Joint Service. Review Activity and the Deputy Assistant Secretary of 
Defense (Military Personnel and Force Management). 

Exemptions claimed for the system: 

None. 

DODDS25.0 

System name: 

DoDDS Internal Review Office Project File. 
System location: 

Department of Defense Dependent Schools Internal Review 
Office, Lindsey Air Station^ Wiesbaden, German, APO NY 09634- 
0005. 

Categories of individual covered by the system: 

DoD civilian personnel, members of the Armed Forces of the 
United States and their dependents; DoD contractors; individuals 
residing on, having authorized access to, or contracting or operating 
any business or other functions at any DoDDS installation or facility; 
and individuals not affiliated with the Department of Defense, when 
the conduct of their activities may be under review or investigation 
by the DoDDS Intertial Review Office. 

Categories of records in the system: 

Reports of investigations prepared by DoDDS Internal Review 
Office or other DoD, Federal, or host country investigative activi- 
ties; information summary reports, documenting solicited or unsolic- 
ited information of a criminal nature collected or received by the 
DoDDS IRO, concerning persons or incidents which are of direct 
interest to DoDDS or other DoD components or Federal Agencies; 
letters, memoranda, documents, statements; copies of individual 
records from official personnel and payroll files and records; audit 
working papers, listings, summations, and project tracking informa- 
tion; and other miscellaneous documentation supporting investigative 
and internal review functions of the DoDDS IRO. 

Authority for maintenance of the system: 

Public Law 97-255, Federal Manager*s Financial Integrity Act of 
1982; and Executive Order 9397. 

Purpose(s): 

As an audit and financial information system, the Internal Review 
Office Project File is used to maintain financial accountability re- 
views of DoDDS operations world-wide and ensure that resources 
are protected from fraud, waste, mismanagement or other financial 
abuse. The system provides DoDDS managers with information on 
potential internal control weaknesses and contains supporting infor- 
mation for the annual DoDDS Internal Review Office Statement of 
Assurance. The system tracks all DoDDS audits, inquiries, reviews 
and investigations. 

Investigative information is collected to identify offenders, to pro- 
vide facts and evidence upon which to base prosecution, to effect 
corrective administrative action, and to recover money and property 
which has been wrongfully appropriated. Records are used: In the 
prosecution of criminal law enforcement violations; to sustain deter- 
minations in contractor responsibility and suspension/debarment deci- 
sions; to provide background information behind contractural actions 
and award decisions; to support statistical evaluations of DoDDS 
IRO investigative activities; to respond to Freedom of Information 
Act access request; to provide information in response to Inspector 
General, Equal Employment, or other complaint investigations and 
congressional inquiries; to obtain relevant information from Federal, 
state, local, and foreign agencies; to obtain employment records, if 
necessary, from business enterprises; and to obtain other information 
relevant to any on-going investigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

Information collected may be shared during reciprocal investiga- 
tions conducted for and with other DoD and Federal agency investi- 
gative and law enforcement elements. Additionally, release may be 
made to accredited state, local, or host country law enforcement 
agencies, regulatory and licensing authorities, congressional commit- 
tees, and the General Accounting Office. 

The "Blanket Routine Uses" published at the beginning of the 
OSD's compilation of record system notices also apply to this record 
system. 

Policies and practices for storing, retrieving, accessing and disposing 
of records in the system: 



Storage: 

Paper records are maintained in file folders. Electronic data is 
maintained on a microcomputer. 
Retrievability: 

Documents are filed chronologically in sequential numeric order 
by DoDDS Region. Files are retrieved by subject and source name, 
Social Security Number, position title, employing activity, address, 
telephone number, project number, DoDDS assessable unit, year, 
status, originator, action office, project title, location, suspense dates, 
and cross-reference. 

Safeguards: 

The system location is a controlled-access facility that is locked 
when not occupied. Paper records are kept in filing cabinets and 
other storage devices that are secured when the office is not occu- 
pied. Access to records is restricted to DoDDS Internal Review 
Office personnel. The computer database is maintained on a personal 
computer. Access to computer records is controlled by a user identi- 
fication and password system. Personnel having access are limited to 
those having a need-to-know who have been trained in handling 
Privacy Act information. 

Retention and disposal: 

Paper records are retained for ten years and then destroyed. Com- 
puter files are retained for 15 years and are then deleted or media 
destroyed. 

System manager(s) and address: 

Department of Defense Dependents Schools (DoDDS), Internal 
Review Office, ATTN: Internal Control Officer, APO NY 09634- 
0005. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written in- 
quires to the Office of Dependents Schools, ATTN: Privacy Act 
Officer, 2461 Eisenhower Avenue, Alexandria, VA 22331-1100. 

The request should include the region and/or facility where the 
individual was assigned, employed, affiliated, or located, and the 
period during which the record may have been created. Individual's 
Social Security Number and should be included in the inquiry for 
positive identification. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this system of records should address a written request to the Office 
of Dependents Schools, ATTN: Privacy Act Officer, 2461 Eisen- 
hower Avenue, Alexandria, VA 22331-1100. 

The individual should reference the region and location and where 
assigned or affiliated applicable to the period during which the 
record was maintained. Social Security Number should be included 
in the inquiry for positive identification. 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial OSD determinations 
are published in OSD Administrative Instruction No. 81, "OSD Pri- 
vacy Program'*; 32 CFR part 286b; or may be obtained from the 
system manager. 

Record source categories: 

Report and records of investigators, subjects, informants, witnesses, 
auditors, and other personnel. Source material includes official 
records, investigative leads, statements, depositions, business records, 
audit reports and studies, and other pertinent material available in the 
course of a review or investigation. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)2) as 
applicable. 

An exemption rule for this record system has been promulgated 
according to the requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) 
and (e) and published in 32 CFR 286b.7. For additional information 
contact the system manager. 

DOCHAOl 

System name: 

Health and Dental Benefits Authorization Files. 
System location: 

Primary system is located at OCHAMPUS, DoD, Aurora, Colora- 
do 80045-6900. 

Decentralized segments are located at the Office of Civilian Health 
and Medical Program of the Uniformed Services-Europe (OCHAM- 
PUSEUR) APO New York 09102-5000; and Fiscal Intermediaries 
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(FIs)/Contractors under contract to OCHAMPUS. Each company 
listed below maintains claim files on beneficiaries in their respective 
geographical areas. Health Management Strategies International, Inc., 
1725 Duke Street, Suite 300C, Alexandria, VA 22314-3408; Uni- 
formed Services Benefit Plans, Inc., 720 North Marr road, Columbus, 
IN 47201-6660; Blue Cross-Blue Shield of South Carolina, 200 North 
Dozier Boulevard, Florence, SC 29501-4026; Wisconsin Physicians 
Service, 1617 Sherman Avenue, Madison, WI 53707-7927; Delta 
Dental Plan of California, 7667 Folsom Boulevard, Sacramento, CA 
95826-9023; FHC Options, Inc., 240 Corporate Boulevard, Norfolk, 
VA 23502-4900; Foundation Health Federal Service* Inc., 3400 Data 
Drive, Rancho Cordova, CA 95670-7955, 

Categories of individuals covered by the system: . 

All individuals who seek authorization or preauthorization for care 
under CHAMPUS/CHAMPVA. 

Categories of records in the system: 

Original correspondence with idividuals, medical and dental state- 
ments. Congressional inquiries, medical and dental treatment records, 
authorization for care, case status sheets, memos for records, follow- 
up reports justifying extended care, correspondence with fiscal inter- 
mediaries and work-up sheets maintained by case workers. 

Authority for maintenance of the system: 

44 U.S.C. 3101, 41 CFR part 101-11.000; chapter 55, 10 U.S.C. 
613, chapter 17, 38 U.S.C; 32 CFR part 199; and Executive Order 
9397. 

PurposeCs): 

To maintain and control records pertaining to requests for authori- 
zation or pre-authorization of health and dental care under CHAM- 
PUS. 

Routine uses of records maintained in the system, including catego- 
ries of users and purposes of such uses: 

Determine eligibility of an individual, authorize payment, respond 
to inquiries from congressional offices made at the request of the 
individual covered by the system, control and review health care and 
dental management plans, health care demonstration programs, con- 
trol accomplishment of reviews, and coordinate subject matter clear- 
ance for congressional committees and auditors. 

Referral to the Secretary of the Department of Health and Human 
Services and/or the Secretary of the Department of Veterans Affairs 
consistent with their statutory administrative responsibilities under 
CHAMPUS/CHAMPVA pursuant to chapter 55, 10 U.S.C. and 
section 613, chapter 17, 38 U.S.C. 

Referral to federal, state, local, or foreign governmental agencies, 
and to private business entities, including individual providers of 
care, on matters relating to fraud, program abuse, utilization review, 
quality assurance, peer review, program integrity, third-party liabil- 
ity, coordination of benefits, and civil or criminal litigation related to 
the operation of CHAMPUS. Disclosure to third-party contacts in 
situations where the party to be contacted has, or is expected to 
have, information necessary to establish the validity of evidence or to 
verify the accuracy of information presented by the individual con- 
cerning his or her entitlement, the amount of benefit payments, any 
review of suspected abuse or fraud, or any concern for program 
integrity or quality appraisal. 

The "Blanket Routine Uses" published at the beginning of OSD*s 
compilation of system of record notices also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are maintained on magnetic tape and disc. 
Paper records maintained in file folders. 
Retrievability: 

Information is retrieved by sponsor's Social Security Number and 
sponsor's or beneficiary's name. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared, and trained. Decentral- 
ized automated segments within FI operations are accessible on-line 
only to authorized persons possessing user identification codes. 
OCHAMPUS buildings are protected by Department of Defense 
security force and/or military police security force. 

Retention and disposal: 

Automated indexes are permanent. Hardcopy records are closed 
out at the end of the calendar year in which finalized, held one 
additional year, and transferred to the Federal Records Center 
(FRC). The FRC will destroy the records after an additional five- 
year retention. 

System manager(s) and address: 



Chief, Program Operations Division, OCHAMPUS, DoD, Aurora, 
Colorado 80045-6900. Telephone (303) 361-8608. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to the OCHAMPUS, Privacy Act Officer, Aurora, Colora- 
do 80045-6900. 

Record access procedures: 

Individuals seeking assess to records about themselves contained in 
this system of records should address written inquiries to the 
OCHAMPUS, Privacy Act Officer, Aurora, Colorado 80045-6900. 

Written request for information should include the full name of the 
beneficiary, the full name of the sponsor and sponsor's Social Securi- 
ty Number, current address and telephone number. 

Should it be determined that the release of medical information to 
the requestor could have an adverse effect upon the individual's 
physical or mental health, the requestor will be required to provide 
the name and address of a physician who would be willing to receive 
the medical record, and at the physician's discretion, inform the 
individual covered by the system of the contents of that record. 

For personal visits to examine records, the individual should pro- 
vide some acceptable identification such as a driver's license or other 
form of picture identification. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in OSD Administrative Instruction No. 81; 32 CFR 
part 31 1; or may be obtained from the system manager. 

Record source categories: 

Contractors, Health Benefits Advisors, all branches, of the Uni- 
formed Service, congressional offices, providers of care, consultants 
and individuals. 

Exemptions claimed for this system: 
None. 

DOCHA02 

System name: 
Medical and Dental Care Inquiry Files. 
System location: 

Primary system is located at OCHAMPUS, DoD, Aurora, Colora- 
do 80045-6900. 

Decentralized segments are located at the Office of Civilian Health 
and Medical Program of the Uniformed Services-Europe (OCHAM- 
PUSEUR), APO New York 09102-5000; and Fiscal Intermediaries 
(FIs)/Contractors under contract to OCHAMPUS. Each company 
listed below maintains medical and dental care inquiry files: on benefi- 
ciaries in their respective geographical areas. Health Management 
Strategies International, Inc., 1725 Duke Street, Suite 300C, Alexan- 
dria, VA 22314-3408; Uniformed Services Benefit Plans, Inc., 720 
North Marr Road, Columbus, IN 47201-6660; Blue Cross-Blue Shield 
of South Carolina, 200 North Dozier Boulevard, Florence, SC 29501- 
4026; Wisconsin Physicians Service, 1617 Sherman Avenue, Madison, 
WI 53707-7927; Delta Dental Plan of California, 7667 Folsom Boule- 
vard, Sacramento, CA 95826-9023; FHC Options, Inc., 240 Corpo- 
rate Boulevard, Norfolk, VA 23502-4900; and Foundation Health 
Federal Services, Inc., 3400 Data Drive, Rancho Cordova, CA 
95670-7955. 

Categories of individual covered by the system: 
\ All individuals who seek information concerning health and dental 
care under CHAMPUS/CHAMPVA. 

Categories of records in the system: 

Documents reflecting inquiries received from private individuals 
for information on CHAMPUS/CHAMPVA and replies thereto; 
congressional inquiries on behalf of constituents and replies thereto; 
and files notifying personnel of eligibility or termination of benefits. 

Authority for maintenance of the system: 

44 U.S.C. 3101; 41 CFR 101-11.000; chapter 55, 10 U.S.C; section 
613, chapter 17, 38 U.S.C; and Executive Order 9397. 

Purpose(s): 

To maintain and control records pertaining to requests for informa- 
tion concerning the processing of individual CHAMPUS/ 
GHAMPVA claims and the benefit structure and procedures of 
CHAMPUS/CHAMPVA. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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Establish eligibility, respond to inquiries from individuals, and re- 
spond to inquiries from congressional offices made at the request of 
the individual covered. 

Referral of the Secretary of the Department of Health and Human 
Services and/or Secretary of the Department of Veterans Affairs 
consistent with their statutory administrative responsibilities under 
CHAMPUS/CHAMPVA pursuant to chapter 55, 10 U.S.C. and 
section 613, chapter 17, 38 U.S.C. 

Referral to federal, state, local, or foreign governmental agencies, 
and to private business entities, including individual providers of 
care, on matters relating to fraud, program abuse, utilization- review, 
quality assurance, peer review, program integrity, third-party liabil- 
ity, coordination of benefits, and civil or criminal litigation related to 
the operation of CHAMPUS. 

Disclosure to other third-party contacts in situations where the 
party to be contacted has, or is expected to have, information neces- 
sary to establish the validity of evidence or to verify the accuracy of 
information presented by the individual concerning his or her entitle- 
ment, the amount of benefit payments, any review of suspected abuse 
or fraud, or any concern for program integrity or quality appraisal. 

The "Blanket Routine Uses" published at the beginning of OSD's 
compilation of system of record notices also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records maintained on magnetic tape and disc. Paper 
records maintained in file folders. 
Retrievability: 

Information is retrieved by case number, sponsor name and/or 
Social Security Number, and inquirer name. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared, and trained. Automated 
segments are accessible only by authorized persons possessing user 
identification codes. OCHAMPUS buildings are protected by De- 
partment of Defense security force and/or military police security 
force. • 

Retention and disposal: 

Automated indexes are permanent. Paper records are retained in 
active file until end of calendar year in which closed, held two 
additional years, and then destroyed. 

System manageKs) and address: 

Chief, Public and Beneficiary Relations Division, OCHAMPUS, 
DoD, Aurora, Colorado 80045-6900. Telephone (303) 361-8220. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to the OCHAMPUS, Privacy Act Officer, Aurora, Colora- 
do 80045-6900. , 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the 
OCHAMPUS, Privacy Act Officer, Aurora, Colorado 80045-6900. 

Written requests for information should include the full name of 
the individual, military sponsor's name and Social Security Number, 
current address and telephone number. Should it be determined that 
the release of medical information to the requestor could have an 
adverse effect upon the individual's physical or mental health, the 
requestor will be required to provide the name and address of a 
physician who would be willing to receive the medical record and, at 
the physician's discretion, inform the individual covered by the 
system of the contents of that medical record. 

For personal visits to examine records, the individual should be 
able to provide some acceptable identification such as a driver's 
license or other form of picture identification. 

Contesting record procedures: 

The agency*s rules for access to records, contesting contents, and 
appealing initial determinations by the individual concerned are con- 
tained in OSD Adniinistrative Instruction Nq. 81; 32 CFR part 311; 
or may be obtained from the system manager. 

Record source categories: 

Contractors, congressional offices. Health Benefits Advisors, all 
branches of the Unifornied Services, consultants, and individuals. 
Exemptions claimed for this system: 
None. 

DOCHA04 

System name: 



Legal Opinion Files. 
System location: 

OCHAMPUS, DoD, Aurora, Colorado 80045-6900. 

Categories of individuals covered by the system: 

Individuals who are the subject of inquiries from the individual, 
attorneys; fiscal administrators, hospital contractors, other Govern- 
ment agencies, and congressional offices. 

Categories of records in the system: 

Inquiries received from individuals, attorneys, fiscal administrators, 
hospital contractors, other government agencies, and congressional 
offices. Files contain legal opinions, correspondence, memoranda for 
the record, and similar documents. 

Authority for maintenance of the system: 

44 use 3101; 41 CFR 101-11.000; Chapter 55, 10 US'C; Section 
613, Chapter 17, 38 USC; 32 CFR part 199. 
Purpose(s): 

OCHAMPUS uses these records for research, precedent, historical, 
and record purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Referral to the Secretary of the Department of Health and Human 
Services and/or the Administrator of the Veterans Administration 
consistent with their statutory administrative responsibilities under 
CHAMPUS/CHAMPVA pursuant to Chapter 55, 10 USC and Sec- 
tion 613, Chapter 17, 38 USC and referral to the Department of 
Justice and/or foreign law enforcement agencies for possible criminal 
prosecution. 

See also the Office of the Secretary of Defense (OSD) Blanket 
Routine Uses at the Head of this Component's published system 

notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records maintained in file folders. 
Retrievability: • 

Information is retrieved by subject matter with cross-reference by 
individual name. 
Safeguards:. 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared, and trained, OCHAM- 
PUS buildings are protected by military police security force. 

Retention and disposal: 

Records are permanent. Transfer to Washington National Records 
Center when superseded or obsolete. 
System manager(s) and address: 

General Counsel, OCHAMPUS, DoD Aurora, Colorado 80045- 
6900. Telephone; (303) 361-8506. 
Notification procedure: 

Information may be obtained from the Privacy Act Officer. 
Record access procedures: 

Requests should be addressed to the Privacy Act Officer. Written 
requests for information should include the full name of the benefici- 
ary, the full name of the sponsor, current address and telephone 
number. Should it be determined that the release of medical informa- 
tion to the requester could have an adverse effect upon the individ- 
ual's physical or mental health, the requester .will be required to 
provide the name and address of a physician who would be willing 
to receive the medical record and, at the physician's discretion, 
inform the individual covered by the system of the contents of that 
record. 

For personal visits to examine records, the individual should be 
able to provide some acceptable identification such as a driver's 
license or other form of picture identification. 

Contesting record procedures: 

The agency's rules for access to records, contesting contents, and 
appealing initial determinations by the individual concerned are con- 
tained in 32 CFR part 286b and OSD Administrative Instruction No. 
81. 

Record source categories: 

Individuals, attorneys, fiscal administrators, hospital contractors, 
other agencies, and congressional offices. 
Exemptions claimed for the system: 
None. 
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DOCHA07 

System name: 
Medical and Dental Claim History Files. 
System location: • 

Primary system is located at OCHAMPUS, DoD, Aurora, Colora- 
do 80045-6900. . . , 

Decentralized segments are located at the Office of Civilian Health 
and Medical Program of the Uniformed Services-Europe (OCHAM- 
PUSEUR), APO New York 09102-5000; and Fiscal iritermediaries/ 
Contractors (FIs) under contract to OCHAMPUS. Each company 
listed below maintains claim files on beneficiaries in their respective 
geographical areas. Health Management Strategies International, Inc., 
1725 Duke Street, Suite 300C, Alexandria, VA 22314-3408; Uni- 
formed Services Benefit Plans, Inc., 720 North Marr Road, Colum- 
bus, IN 47201-6660; Blue Cross-Blue Shield of South Carolina, 200 
North Dozier Boulevard, Florence, SC 29501-4026; Wisconsin Physi- 
cians Service, 1617 Sherman Avenue, Madison, WI 53707-7927; 
Delta Dental Plan of California, 7667 Folsom Boulevard, Sacramen- 
to, CA 95826-9023; FHC Options, Inc., 240 Corporate Boulevard, 
Norfolk, VA 23502-4900; Foundation Health Federal Services, Inc.,' 
3400 Data Drive, Rancho Cordova, CA 95670-7955: 

Categories of individuals covered by the system: 

Eligible beneficiaries and all individuals who seek health care 
under CHAMPUS/CHAMPVA. 

Categories of records in the system: 

File contains claims, billings for services, applications or approval 
forms, medical records, dental records, family history files, records 
on appeals and hearings, or any other correspondence, memorandum, 
or reports which are acquired or utilized in the development and 
processing of CHAMPUS/CHAMPVA claims. Records are also 
maintained on health care and dental care demonstration projects, 
including enrollment and authorization agreements, correspondence, 
memoranda, forms and reports which are acquired or utilized during 
the projects. 

Authority for maintenance of the system: 

44 U.S.C. 3101; 41 CFR 101-11.000; chapter 55, 10 U.S.C. 613, 
chapter 17, 38 U.S.C; 32 CFR part 199; and Executive Order 9397. 
Purpose(s): 

OCHAMPUS and its contractors use the information to control 
and process health care benefits available under CHAMPUS includ- 
ing the processing of medical claims, dental claims, the control and 
approval of medical and dental treatments, and necessary interface 
with providers of health/dental care. 

Routine uses of records maintained in the system/ including catego- 
ries of users and purposes of such uses: 

Referral to federal, state, local, or foreign governmental agencies,,, 
and to private business entities, including individual providers of 
care, on matters relating to fraud, program abuse, utilization review, 
quality assurance, peer review, program integrity, third-party liabil- 
ity, coordination of benefits and civil or criminal litigation related to 
the operation of CHAMPUS. 

Information from CHAMPVA claims will be given to the Depart- 
ment of Veterans Affairs. 

Disclosure to third-party contacts in situations where the party to 
be contacted has, or is expected to have, information necessary to 
establish the validity of evidence or to verify the accuracy of infor- 
mation presented by the individual concerning his or her entitlement, 
the amount of benefit payments, any review of suspected abuse or 
fraud, or any concern for program integrity or quality appraisal. 

Issuance of deductible certificates; responding to inquires from 
congressional offices, made at the request of the person to whom ^ a 
record pertains; and conducting audits of FI processed claims to 
determine payment and occurrence accuracy of the FPs adjudication 
process. 

Process and control of recoupment claims in favor of the United 
States arising under the Federal Claims Collection Act. In connect 
tion with these recoupment claims, information may be disclosed to: 

a. The U.S. Department of Justice, including U.S. Attorneys, for 
legal action and final disposition of the recoupment claims. 

b. The Internal Revenue Service to obtain current address informa- 
tion on delinquent accounts receivable (automated controls exist" to 
preclude redisclosure Of solicited IRS address information) and to 
report amounts written-off as uncollectible as taxable income. 

c. Private collection agencies for collection action when deemed to 
be in the best interest of the U.S. 

Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may bie made from 
this system to consumer reporting agencies as defined in the Fair 



Credit Reporting act of 1966 (15 U.S.C. 1681a(f)) or the Fedei-al 
Claims Collections Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining,' and 
disposing of records in the system: . 

Storage: 

Automated records maintained on magnetic tape -and disc. Paper 
records maintained in file folders. 

Retrievability: 

Information is retrieved by sponsor's Social Security Number; ben- 
eficiary's name; classification of medical diagnosis, procedure code, 
or geographical location of care provided- and selected utilization 
limits. 

Safeguards: ■ : . 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared and trained. Decentralized 
automated segments within FI operations are accessible on-line only 
to authorized persons possessing user identification codes. The auto^ 
mated portion of the Primary System is accessible only through the 
medium of OCHAMPUS prepared computer program's resulting in a 
printout of the datal OCHAMPUS buildings are protected by De- 
partment of Defense security force and/or military police security 
force. 

Retention and disposal: 

Records maintained on magnetic tape are individual annual files 
and are permanent. Paper records are closed out at the calendar year 
end in which processed, held one additional year, and transferred to 
the Federal Records Center. Federal Records Centers will destroy 
after an additional four-year retention. 

System manager(s) and address: 

Chief, Contract Management Division, OCHAMPUS, DoD, 
Aurora, Colorado 80045-6900. Telephone (303) 361-8043. 
Notification procedure: 

, Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquires to the OCHAMPUS, Privacy Act Officer, Aurora, Colorado 
80045-6900. 

_ Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this system of records should address written inquiries to 
the OCHAMPUS, Privacy Act Officer, Aurora, Colorado 80045- 
6900. 

Written requests for information should include the full name of 
the beneficiary, the full name and Social Security Number of the 
sponsor, current • address, and telephone number. Should it be deter- 
mined that the release of medical information to the requestor could 
have an adverse effect upon the individual's physical or mental 
health, the requestor will be required to provide the name and 
address of a physician who would be willing to receive the medical 
record and, at the physician's discretion, inform the individual cov- 
ered by the system of the contents of that record. 

For personal visits to examine records, the individual should pro- 
vide some acceptable identification such as driver's license or other 
form of picture identification. 

Contesting record procedures: 

The agency's rules for access to records, contesting contents, and 
appealing initial determinations by the individual concerned are con^- 
tained in OSD Administrative Instruction No. 81; 32 CFR part 311; 
or may be obtained from the system manager. 

Record source categories: 

Physicians, dentists, hospitals, and other sources of care; individ- 
uals; insurance companies; and consultants. 

Exemptions claimed for this system: 

None. 

DOCHA09 

System name: 

Grievance Records. 
System location: 

OCHAMPUS, DoD, Aurora, Colorado 80045-6900. 

Categories of individuals covered by the system: 

Current or former Federal employees who have submitted griev- 
ances in accordance with 5 USC 2302 and 5 USC 7121 or a negotiat- 
ed procedure. 

Categories of records in the system: 
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Documents related to grievances including statements of witnesses,' 
reports of interviews and hearings, examiner's findings and recom- 
mendations, copy of the original and final decision, and related corre- 
spondence and exhibits. This system includes files and records of 
internal grievance and arbitration systems that OCHAMPUS may - 
establish through negotiations with recognized labor organizations. 

Authority for maintenance of the system: 

5 use 2302 and 5 use 7121. 

Purpose(s): 

To control and process Federal employee grievances. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Disclosure to appropriate federal, state, or local agencies responsi- 
ble for investigating, prosecuting, enforcing, or implementing a stat- 
ute, rule, regulation, or order where the disclosing agency becomes 
aware of an indication of a violation or potentiar,violation of civil or 
criminal law or regulation; to disclose information to any source 
from which additional information is requested in the course of 
processing a grievance, to the extent necessary to identify the indi- 
vidual, inform the source of the purpose{s) of the request and identify 
the type of information requested; to disclose information to a federal 
agency, in response to its request, in connection with the hiring or 
retention of an employee, the issuance of a security clearance, the 
conducting of a security or suitability investigation of an individual, 
the classifying of jobs, the letting of a contract, or the issuance of a 
. license, grant or other benefit by the requesting agency, to the extent 
that the information is relevant and necessary to requesting the agen- 
cy *s decision on the matter; to respond to inquiries from that con- 
gressional office made at the request of that individual concerned by 
the system; to disclose information to another federal agency or to a 
court when the government is party to a judicial proceeding before 
the court; to disclose information to officials of the Merit Systems 
Protection Board including the Office of the Special eounsel; the 
Federal Labor Relations Authority and its General eounsel; or the 
Equal Employment Opportunity eommission when requested in per- 
formance of their authorized duties; to disclose in response to a 
request for discovery or for appearance of a witness, information that 
is relevant to the subject matter involved in a pending judicial or 
administrative proceeding; and to provide information to officials of 
labor organizations reorganized under the eivil Service Reform. Act 
\yhen relevant and necessary to their duties- of exclusive representa- 
tion concerning personnel policies, practices and matters effecting 
work conditions. 

See also the Office of the Secretary of Defense (OSD) Blanket 
Routine Uses at the head of this Component's • published system 
notices. 

This information is used in the creation and maintenance of records 
of summary descriptive statistics and analytical studies or for related 
work force studies. While published statistics and studies do not 
contain individual identifiers, in some instances the selection of ele- 
ments of data included in the study may be structured in such a way 
as to make the data individually identifiable by reference. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records maintained in file folders. 
Retrievability: 

Information is retrieved by individual name. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared, and trained. OCHAM- 
PUS buildings are protected by military police security force. 

Retention and disposal: 

Records are closed at the end of the calendar year in which they 
are closed, held an additional seven years, and then destroyed. 
System manager(s) and address: 

Personnel Office, OCHAMPUS, DoD, Aurora, Colorado 80045- 
6900, Telephone: (303) 361-3954. 
Notification procedure: 

Information may be obtained from the Privacy Act Officer. 
Record access procedures: 

Requests should be addressed to the Privacy Act Officer. 
Written requests for information should include the full name of 
the individual. 

For personal visits to examine records, the individual should pro- 
vide some acceptable identification such as a driver*s license or other 
form of picture identification. 



Contesting record procedures: 

The agency's rules for access to records, contesting contents arid 
appealing initial determinations by the individual concerned are, con- 
tained in 32 CFR part 286b and OSD Administrative Instruction No. 
81. 

Record source categories: 

Individuals, witnesses, agency officials, arid organizations. 

Exemptions claimed for the system: 

None. 

DPA DCR.A 01 

System name: 
Joint Civilian Orientation Conference Files. 
System location: 

Directorate for Community Relations, Office of the Assistant Sec- 
retary of Defense (Public Affairs)(OASD(PA)). 

Cate<^ories of individuals covered by the system: 

Any person nominated to participate in the Joint Civilian Orienta- 
tion Conference. 

Categories of records in the system: 

Nominating letters, biographical information and administrative 
processing papers. 

Authority for maintenance of the system: 

Title 10, United States Code, Section 136. ' 

Purpose(s): 

Data is provided to the Assistant Secretary of Defense and his 
immediate subordinates and is used in making a selection of partici- 
pants representing the broadest possible cross-section of nominees, 
and prevent administrative duplication. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. , 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in locked file case and accessible only to 
authorized personnel. 

Retention and disposal: 

Name, address and title files are permanent. Nomination files are 
retained while nominations are active, then destroyed. 
System manager(s) and address: 

Assistant Secretary of Defense (Public Affairs), The Pentagon, 
Washington, DC 20301. 

Notification procedure: 

Information may be obtained from: Director for Community Rela- 
tions Office of the Assistant Secretary of Defense (Public Affairs) 
Room 1E798 Pentagon Washington, DC 20301 Telephone: 202-595- 
2113. 

Record access procedures: 

Requests should be addressed to: Office of the Assistant Secretary 
of Defense (Public Affairs), Pentagon, Washington, DC 20301. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by individual concerned are 
contained in 32 CFR part 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Secretary of Defense, Assistant Secretary of Defense, Chairman of 
the Joint Chiefs of Staff, Secretaries of the Military Departments, 
Military Services Chiefs, Commanders of Major Military Commands, 
Director of Defense Agencies, former conference participants, and 
occasionally Members of Congress. 

Exemptions claimed for the system: 

None. 

. DPADFOI.A05 

System name: 
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Freedom of Information Program Case Files. ■ 
System location: 

Primary system: Directorate for Freedom of Information and Se- 
curity Review, Of Assistant Secretary of Defense (Public Affairs). 
Decentralzed segments: Under Secretaries of Defense, Assistant Sec- 
retaries of Defense, Assistants to the Secretary of Defense, or equiva- 
lent, the Organization of the Joint Chiefs of Staff, and other activities 
assigned to Office Secretary of Defense for administrative support. 

Categories of individuals covered by the system: 

Any citizen who makes a request for records under the Freedom 
of Information Program to the Office of the Secretary of Defense, 
Organization of the Joint Chiefs of Staff, ©reactivity assigned to 
Office Secretary of Defense for administrative support. . 

Categories of records in the system: 

Name, firm, address of individual requestor, identification of 
records requested, dates and summaries of action taken, and docu- 
ments for establishing collectable fees and processing cost to the 
government. Name, titles or positions of each person primarily re- 
sponsible for an initial or final denial on appear of a request for a 
record. The results of any disciplinary proceeding, including an ex- 
planation of a decision not to discipline, that was initiated against an 
officer or employee because a court determined arbitrary or capri- 
cious action. ..... 

Authority for maintenance of the system: 

Title 5, United States Codes, Section 552, The Freedom of Infor- 
mation Act, as amended by Pub. L. 93-502. 
Purpose(s): 

Data is used by officials in Directorate for Freedom of Information 
and Security Review, Office of the Assistant Secretary of Defense 
(Public Affairs) to administratively control requests to insure compli- 
ance with Pub. L. 93-502, and to research historical data on release 
of records so as to facilitate conformity in subsequent actions; data is 
also used for development of annual report required by Pub. L. 93- 
502, and to compute processing costs to the government, and other 
management data such as, but not limited to number of requests, type 
or category of records requested, average processing time, average 
cost to requestor, percentage of denials and number of denials by • 
exemption. Data in the decentralized segments is used by Under 
Secretaries of Defense, Assistant Secretaries of Defense,. Assistants to 
the Secretary of Defense or equivalent, the Organization of the Joint 
Chiefs of Staff, and other activities assigned to Office Secretary of 
Defense for Administrative Support. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic disks, computer paper printout, index file 
cards, and paper records in file folders. 
Retrievability: 

Filed by request number and retrieval by name, subject material 
(to include dates) and request number using conventional indices. 
Safeguards: 

Paper records are maintained in security containers with access 
only to officials whose access is based on requirements of assigned 
duties. Computer access is by verification of Identification codes; one 
for search and another for maintenance. 

Retention and disposal: 

Annual departmental reports are permanent records. All other 
reports and files, other than appeal and control files, may be de- 
stroyed two to five years after reply, depending on document status. 
Appeal files are destroyed four years after final determination, or 
three years after final adjudication, whichever is later. FOIA control 
files are destroyed five years after date of last entry. Official file 
copies or records are disposed of in accordance with approved de- 
partmental disposition instructions or with related FOIA request, 
whichever provides the later disposal date. 

System manager(s) and address: 

Assistant Secretary of Defense . (Public Affairs), Pentagon. Wash- 
ington, DC 20301. 
Notification procedure: 

Information may be obtained from: Director, Freedom of Informa- 
tion and Security Review, Office, Assistant Secretary of Defense 
(Public Affairs), Room 2C757, Pentagon, Washington, DC 20301 



Requests should include full name, address and affidavit or identifica- 
tion which is required for release of record. Personal visits are 
restricted to Room 2C757. Individual should be able to present ac- 
ceptable identification; that is, driver's license or comparable identity 
card. 

. Record access procedures: 

Requests from individuals should be addressed to: Director, Free- 
dom of Information and Security Review, Office, Assistant Secretary 
of Defense (Public Affairs) Room 2C757, the Pentagon, Washington, 
DC 20301. Requests should include full name, address and affidavit 
or identification which is required for release of record. Personal 
visits are restricted to Room 2C757. Individual should be able to 
present acceptable identification; that is driver's license or compara- 
ble identity card. ' 

Contesting record procedures: . 

The Agency's rules for access to records and for contesting con- 
tents. and appealing, initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. ■ 

Record source categories: 

Requests for records originating from citizens under the Freedom 
of Information Act and subsequent data provided by form and 
memoranda by officials who hold the requested records, act upon the 
request, or who are involved in legal action, stemming from action 
taken. 

, Exemptions claimed for the system: 
None. • 
DPA DSR.A06 . 

System name: 

Security Review Index File. 

System location: Directorate for Freedom of Information and Secu- 
rity Review, Office of the Assistant Secretary of Defense (Public 
Affairs) (OASD(PA)). 

Categories of individuals covered by the system: 

Department of Defense officials who present staternents, testify, or 
who furnish information to the Congress of the United States. De- 
partment of Defense officials and. citizens or organizations outside the 
Defense Department who submit documents, such as but not hmited 
to, speeches and articles, for clearance prior to public release. 

Categories of records in the system: 

Name, organization of individual submitting document for clear- 
ance. , 
Authority for maintenance of the system: 
Title 10, United States Code, Section 136. 
Purpose(s): 

This information is used by officials of Directorate for Freedom of 
Information and Security Review, Office of the Secretary of Defense 
(Public Affairs) to identify and locate documents which are main- 
tained in a separate classified file in order to facilitate research of 
historical data in previously processed documents to ensure conform- 
ity in subsequent actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Index file cards in card file cabinets. 
Retrievability: 

Filed by case number, name, source (Organization), and subject- 
numerical. 
Safeguards: 

Index file cards are maintained in security containers with access 
only to officials in accordance with assigned duties. 
Retention and disposal: 

Records are permanent. Files are cut off at end of each calendar 
year. Cut off files are maintained in current files area. 
System manager(s) and address: 

Assistant Secretary of Defense (Public Affairs), Pentagon, Wash- 
ington, DC 20301. 
Notification procedure: 
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Information may be obtained from: Director, Freedom of Informa- 
tion and Security Review Office of the Assistant Secretary of De- 
fense (Public Affairs) Room 2C757, Pentagon, Washington, DC 
20301 Telephone': 202-697-2023. Request should include full name, 
organization, address and affidavit, or identification which is required 
for release of record. Personal visits are restricted to Room 2C757. 
Individual should be able to present acceptable identification; that is, 
driver's license or comparable identity card. 

Record access procedures: 

Requests should be addressed to: Office of the Assistant Secretary 
of Defense (Public Affairs), Pentagon, Washington, DC 20301. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Requests for clearance of documents originating from officials, 
organizations, or individuals under Title 10, United States Code, 
Section 136. 

Exemptions claimed for the system: 
None. 

DPA DSR.B 11 

System name: 
Mandatory Declassification Review Files. 
System location: 

Primary system ~ Directorate for Freedom of Information and 
Security Review, Office of the Assistant Secretary of Defense 
(Public Affairs). Decentralized segments - Under Secretaries of De- 
fense, Assistant Secretaries of Defense, Assistants to the Secretary of 
Defense, or equivalent, the Organization of the Joint Chiefs of Staff, 
and other activities assigned to the Office of the Secretary of Defense 
for administrative support. 

Categories of individuals covered by the system: 

Any person (or records repository) who makes a request to the 
Office of the Secretary of Defense or activities assigned to, Office of 
the Secretary of Defense for Administrative support for the Manda- 
tory Declassification Review of Records under Executive Order 
12065 (Sections 3-5). That aspect of the Executive Order pertaining 
to the systematic view of classified Defense documents is acted upon 
by the Records Administrator, Office of the Secretary of Defense, 
Room 5C315, Pentagon, Washington, DC 20301. Overall responsibil- 
ity for the Department of Defense Information Security Program 
rests with the Deputy Under Secretary for Policy Review. 

Categories of records in the system: 

Names, firms or address of requester, identification of records 
requested, dates and summaries of action taken, and documents for 
establishing collectable fees and processing cost to the Government. 
Names, titles, or positions of each person primarily responsible for an 
initial or final denial on appeal of a request for declassification of a 
record. 

Authority for maintenance of the system: 

Executive Order 12065, 'National Security Information*, June 28, 
1978, as amended. 

Purpose(s): 

To be used by officials of the Directorate for Freedom of Informa- 
tion and Security Review, Office of the Assistant Secretary of De- 
fense (Public Affairs) and Under Secretaries of Defenses Assistants to 
the Secretary of Defense or equivalent. The Organization of the Joint 
Chiefs of . Staff, and other activities assigned to the Office of the 
Secretary of Defense for Administrative Support to administratively 
control requests to ensure compliance with Executive Order 12065 
and DoD Regulation 5200. 1-R, 'Information Security Program Regu- 
lation*, December 1978; and research historical data on release of 
records sb as to facilitate conformity to subsequent actions. Data is 
used for developing annual report required by Executive Order 
12065, and other management needs such as, but not limited to, 
number of requests; type of category of records requested; average 
processing time; average costs to requestor; percentage of denials and 
number of denials by exemption; and for computing processing costs 
to the Government. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic disks, computer paper printouts, index file 
cards, and paper records in the file folders. 
Retrievability: 

Filed by request number and retrieved by name, subject material 
. (including date), request number using conventional indices, referring 
agency, or any combination of fields. 
Safeguards: 

Paper records are maintained in security containers with access 
only to officials whose access is based on requirements of assigned 
duties: Computer access is by verification of identification code; one 
for search and another for maintenance. 

Retention and disposal: 

Files that grant access to records are held in current status for two 
years after the end of the calendar year in which created, then 
destroyed. Files pertaining to denials of requests are destroyed 5 
years after final determination. Appeals are retained for 3 years after 
final determination. 

System manager(s) and address: 

Assistant Secretary of Defense (Public Affairs), Pentagon, Wash- 
ington, DC 20301. 
Notification procedure: 

Information may be obtained from: Director, Freedom of Informa- 
tion Security Review Office, Assistant Secretary of Defense (Public 
Affairs) Room 2C757, Pentagon, Washington, DC 20301 Telephone: 
202-697-1180. 

Record access procedures: 

Request from individuals should be addressed to the above office 
and should include full name and address. Personal visits are restrict- 
ed to Room 2C757, Individuals should be able to present acceptable 
identification, that is driver's license or comparable identity card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Requests for Mandatory Declassification Review and subsequent 
release of records originated from individuals under Executive Order 
12065, and subsequent date provided by form and memorandum by 
officials who hold the requested records, act upon the request, or 
who are involved in legal action stemming from action taken. 

Exemptions claimed for the system: 

None. 

DPA DXA.C 09 

System name: 
Public Correspondence Files. 
System location: 

Office of the Staff Assistant for Public Correspondence, Office of 
the Assistant Secretary of Defense (Public Affairs). 
Categories of individuals covered by the system: 

Any person who writes to the Department of Defense requesting 
general information. 

Categories of records in the system: 

Letters of inquiry and replies. 

Authority for maintenance of the system: 

Title 10, United States Code, Section 136. 

Purpose(s): 

Information is used by the Office of the Staff Assistant for Public 
Correspondence, Office of the Assistant Secretary of Defense (Public 
Affairs) to provide a record of answers to general inquiries submitted 
by the public. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published systems, notices. 
. Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper files in paper folders. 
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- Retrievability: . , 
By name. 
Safeguards: 

Access by authorized personnel only. 
Retention and disposal: 
Retained for two years, then destroyed. 
System nianager(s) and address: ' ' 

Assistiant Secretary of Defense. (Public Affairs), The Pentagon, 
Washington, DC 20301. 
NotiHcation procedure: 

Information may be obtained from: Staff Assistant for Public Cor- 
respondence Office of Assistant Secretary of Defense (Public Af- 
fairs), Room 2D771, The Pentagon, Washington,* DC 20301 Tele- 
phone: 202-697-5737. * ' . 

Record access procedures: 

Requests should be addressed to: Office of the Assistant Secretary 
of Defense (Public Affairs), The Pentagon, Washington, DC 20301. 
Contesting record procedures: 

The Agency's rules for access to records and for, contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Any individual inquiry and response thereto. 

Exemptions claimed for the system: 

None. 

DPA DXA.D 10 

System name: 

- Privacy Act Request for Access Files. 
System location: 

Primary System - Directorate for Freedom of Information, and 
Security Review, Office of the Assistant Secretary of Defense 
(Public Affairs), Washington, DC 20301. Decentralized Segments - 
Offices of the Under Secretaries of Defense, Assistant Secretaries of 
Defense, Assistants to the Secretary of Defense, or equivalent, the 
Organization of the Joint- Chiefs of Sfaff, and other activities assigned 
to the Office of the Secretary of Defense for administrative support. 

Categories of individuals covered by the system: 

Any citizen who makes a request for access to records under the 
Privacy Act to the Office of the Secretary of Defense, Organization 
of the Joint Chiefs of Staff, or activity assigned to the Office of the 
Secretary of Defense for administrative support. Requests from the 
public for amendment of records, other questions concerning .the 
Privacy Act, and matters pertaining to Privacy Act Program man- 
agement are acted upon by the Record Administrator, Office of the 
Secretary of Defense, Room 5C315, Pentagon, Washington, DC 
20301. 

Categories of records in the system: 

Names, firms address, and other personal identifiers of the individ- 
ual requester, identification of records requested, dates and summa- 
ries of action taken, and related documents associated with process- 
ing requests. In addition, names, titles or positions of each person 
primarily responsible for action on requests for records*. Results of 
follow-on action,, if any, to include request for review of refusal of 
the individual's request. / 

Authority for maintenance of the system: 

Title 5, U.S.C. 552a, the Privacy Act of 1974; Pub. L. 93-579. 

Purpose(s): * 

Information is used by officials in Directorate for Freedom of 
Information and Security Review, Office of the Assistant Secretary 
of Defense (Public Affairs); Offices of the Under Secretary of De- 
fense, Assistant to the Secretary of the Chiefs of Staff, and other 
activities assigned to the Office Administrative Support to control 
administratively requests to insure compliance with Pub. L. 93-579 
and to research historical data for annual report statistics and other 
Management information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

; See Office of tHe Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . . 

Storage: 

Index file cards and paper records in file folders. ' ' 



Retrievability: 

Filed chronologically by request number and retrieved by name 
and/or request number using conventional indices and cross-refer- 
ences. . ' ' ' 

Safeguards: 

Records are maintained in security containers with access only to 
officials whose access is based on requirements of assigned duties. 
Retention and disposal: ^ 

Files are kept for five years after date of reply in denial cases 
which are not appealed. Appealed cases are kept 4 years after final 
determination or 3 years after final adjudication by the courts which- 
ever is later. Where access is granted, files are destroyed after two' 
years. - • ' ■ 

System manager(s) and address: 

Assistant Secretary of Defense (Public Affairs), Pentagon, Wash- 
ington, DC 20301. 
Notification procedure: 

Information may be obtained from the Director, Freedom of Infor- 
mation and Security Review, Office of the Assistant Secretary of 
Defense (Public Affairs), Room 2C757, Pentagon, Washington, DC 
20301. Telephone: 202-697-1180. - • 

Record access procedures: 

Requests froni individuals should be addressed to the office stated 
above and should include full name, address, and notarized signature. 
For personal visits, individual should be able to present acceptable 
identification; that is, driver's license or comparable identity card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

' Record source categories; 

Requests for access to records - under the Privacy Act - originat- 
ing from citizens, and subsequent data provided by officials, who hold 
the requested records, act upon the request, and who are involved in 
the review of denials of the requests. > ' 

Exemptions claimed for the system: . . 

None. 

DPA&E 02 

System name:. , . " 

Administrative Files for Office of the Director, Program Analysis 
and Evaluation. 

System location: 

Office of the Director, Program Analysis and, Evaluation, Penta- 
gon, Washington, T>Q 20301. 

Categories of individuals covered by the system: . 

All current and former military and civilian personnel employed 
by or assigned to PA&E since 1965. Current and some past appli- 
cants or prospects for civilian or military jobs. Some contractor 
personnel. Other DoD or outside personnel currently or previously 
assigned, or under consideration, to - provide support or work , with 
PA&E.. . 

Categories of records in the system: 

System contains individual application forms; biographical data; 
employment, history; professional and military experience;, schooling 
and academic records; performance effectiveness data; honors; 
awards and decorations; security . forms; security clearances; security 
violations publications; training and career development information; 
telephone rosters; certain financial interest and medical history data; 
information used to evaluate individuals for employment, promotion, 
reassignment, training, retention and awards, job descriptions; letters 
of commmendations or appreciation; overtime pay records; travel 
brders; certain travel vouchers; retirement application papers; tenure 
data; next employment information; savings bond and Combined Fed- 
eral Campaign (CFC) data (current, year only); and miscellaneous 
personnel and administrative data of like nature. 

Authority for maintenance of the system: 

10U.S;C. 136. • 

Purpose(s): 

Used by ODPA&E to evaluate current and prospective employees; 
to locate former personnel and prospect; to analyze professional staff 
background; to make decisions on hiring, promotion, training, 
awards, or disciplinary actions; to make comparative analyses of 
personnel data such as turnover rates,, awards, academic degrees. 
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average age, travel, and overtime; to determine level of security 
access permissible; to evaluate conformance with standards of con- 
duct rules; to evaluate contractor capabilities; to provide information 
on current or former personnel to authorized investigators and poten- 
tial outside employers; to make campaign reports; to evaluate effec- 
tiveness of PA&E personnel operations; to input selected data to 
computer sytem; to perform computer analysis of the data; and to 
prepare reports, rosters and statistical data. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. Biography book. Computer disks. 
Computer paper printouts. Microfiche. Charts. 
Retrievabiiity: 

Information accessed by last name of individual. Individual user 
codes and passwords required to access information stored in com- 
puter. 

Safeguards: 

Building employs security guards. Sensitive manually stored data 
kept in locked cabinets or safes and may be accessed only by author- 
ized personnel. Computer stored data is kept in a secure computer 
facility and may be accessed only by authorized, properly trained 
personnel who have access codes and passwords. 

Retention and disposal: 

Records on current and former personnel are permanent. Travel 
orders, overtime authorizations and similar fiscal records kept for 
three years. Applicant files are screened about once a year and 
information outdated or no longer needed is destroyed. Campaign 
data for other than current year is destroyed annually. • 

System manager(s) and address: 

Office of the Director, Program Analysis and Evaluation, Room 
2D321, Pentagon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: ODPA&E, Assistant for Man- 
agement, Room 2D321, Pentagon, Washington, DC 20301 tele- 
phone: 202-697-9189. 

Record access procedures: 

Requests from individuals should be addressed to: ODPA&E, As- 
sistant for Management, Room 2D321, Pentagon, Washington, DC 
20301. Written request must contain full name and identification of 
the individual. Visitors may be required to provide identification. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b, and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Current and previous employers, instructors, associates and con- 
tacts; DoD civilian and military personnel offices; DoD security 
offices; DoD payroll, travel and fiscal offices; Civil Service Commis- 
sion; contractors; Air Force Data Service Center (AFDSC); PA&E 
personnel; educational institutions; and financial institutions. 

Exemptions claimed for the system: 

None. 

DPAD12.0 

System name: 

DoD National Media Pool Files. 
System location: 

Office of the Assistant Secretary of Defense (Public Affairs)^ Di- 
rectorate for Plans, room 2D757, Pentagon, Washington, DC 20301- 
1400. 

Categories of individuals covered by the system: 
Civilian media representatives nominated by their respective bu- 
reaus to be members of the DoD National Media Pool. 
Categories of records in the system: 

Accreditation and other questionnaires and forms soliciting individ- 
uals name, age, nationality. Social Security Number, office and home 
addresses and phone numbers,- passport information, medical informa- 
tion, and person to be notified in an emergency effecting individual. 

Authority for maintenance of the system: 



10 U.S.C. 136 and Executive Order 9397. 
Purpose(s): 

For collection and maintenance of essential personal information 
concerning members of the DoD National Media Pool. Information 
is used to issue Media Pool Press Pass, orders, arrange foreign coun- 
try clearances and visas, and determine individual's suitability/pre- 
paredness for deployment with the media pool. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the Office of the Secretary of Defense (OSD) "Blanket Rou- 
tine Uses" set forth at the beginning of OSD's listing of system 
notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 

Retrieved by name, bureau or organization. 
Safeguards: 

Records are accessed by authorized personnel with an official 
need-to-know who have been trained for handling Privacy Act infor- 
mation. . 

Retention and disposal: 

Cut off annually, and kept in office for 5 years. Files are then 
transferred to the Washington National Records Center for 25 years. 
They are then offered to the National Archives for permanent reten- 
tion after 25 years. 

System manager(s) and address: 

Office of the Assistant Secretary of Defense (Public Affairs), Di- 
rectorate for Plans, room 2D757,. Pentagon, Washington^ DC 20301- 
1400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves must address written inquiries 
to the Office of the Assistant Secretary of Defense (Public Affairs), 
Directorate for Plans, room 2D757, Penatagon, Washington, DC 
20301-1400. 

The request should contain individual's full name, individual's 
Social Security Number, and bureau or organization where em- 
ployed. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records must address written inquiries to the Office of 
the Assistant Secretary of Defense (Public Affairs), Directorate for 
Plans, room 2D757, Pentagon, Washington, DC 20301-1400. 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and. for contesting contents and appealing initial agency determina- 
tions are published in OSD Administrative Instruction No. 81, "OSD 
Privacy Program"; 32 CFR part 286b; or may be obtained from the 
system manager. 

Record source categories: 

Accreditation and other questionnaires and forms completed by the 
individual and information provided by the individual's employer or 
bureau. 

Exemptions claimed for the system: 
None. 

DSMC 01 

System name: 

Defense Systems Management College (DSMC) Personnel Infor- 
mation Files. 
System location: 

Administrative and Personnel Service Directorate, Defense Sys- 
tems Management College (DSMC), Ft. Belvoir, VA 22060-5426. 

Categories of individuals covered by the system: 

Military and civilian personnel assigned or attached to the Defense 
Systems Management College. 

Categories of records in the system: 

Data includes summary of occupational experiencei education, 
training, security clearance, home address, home telephone number, 
dependent status, ay^^ards and decorations, promotion status, pay 
status. 

Authority for maintenance of the system: 
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10 use 136, and Department of Defense Directive 5160.55, *De- 
fense Systems Management College,* January 5, 1977. 
Purpose(s): 

Information is used by supervisory officials to obtain information 
on which to base decisions; by assigned Personnel Management As- 
sistants for accomplishment of records maintenance and personnel 
services to individuals assigned and attached; for publication of bio- 
graphical data booklets, personnel rosters, telephone directories, and 
organizational charts by the Administrative and Personnel Services 
staff. Information from records contained in the system may be 
provided to any component of the Department of Defense. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information niay be referred to and used by law enforcement or 
investigative authorities for investigations and possible criminal pros- 
ecution, civil court action, or regulatory order. 

See also the Office of the Secretary of Defense (OSD) Blanket 
Routine Uses at the head of this Component's published system 
notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Primary files are paper records in file folders and punched cards 
and computer disks. 
Retrievability: 

Filed alphabetically by last name. 
Safeguards: 

Building is locked during nonbusiness hours. File storage is in 
locked file cabinets. Only authorized personnel have access to files. 
^ Retention and disposal: 

Files are retained for one year after individual transfers, separates 
or retires; then are destroyed. 

System manager(s) and address: 

Director, Administrative and Personnel Services, Defense Systems 
Management College, Ft. Belvoir, VA 22060-5426. 
Notification procedure: 

Information may be obtained from the System Manager, Tele- 
phone: 703-664-1175. 
Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN.: DCOS-AP, Ft. Bel- 
voir, VA 22060-5426. Written requests for information should contain 
full name and current address of the individual.. 
. For personal visits, the individual must provide acceptable identifi- 
cation, such as ID card or driver's license. 

Contesting record procedures: 
. The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b anid OSD Administrative Instruc- 
tion No. 81. • 

Record source categories: 

Data is obtained from the individual, from official personnel fold- 
ers (201 files), from Standard Form 171, and from supervisory offi- 
cials. 

Exemptions claimed for the system: 
None. 

DSMC02 

System name: 

Defense Systems Management College (DSMC) Student Files. 

System location: ~ 

Office of the Registrar, Defense Systems Management College 
(DSMC). Building 202, Ft. Belvoir, VA 22060-5426. 

Categories of individuals covered by the system: 

All current, former, and nominated students of the Defense Sys- 
tems Management College, (DSMC). 

Categories of records in the system: 

Data includes name, dependent data, SSAN, career brief applica- 
tion form, security clearance, college transcripts, correspondence, 
DSMC grades, instructor and advisor evaluations, education reports, 
official orders, current address, and individual's photograph and 
other personal and experience historical data on past and present 
students. 

Authority for maintenance of the system: 



10 use 136, and Department of Defense Directive 5160.55, *De- 
fense Systems Management College,* January 5, 1977. 
Purpose(s): 

This data is used by college officials to provide for the administra- 
tion of and a record of academic performance of current, fornier, and 
nominated students; to verify attendance and grades; to select instruc- 
tors; to make decisions to admit students to programs and to release 
students from programs; to serve as a basis for studies to determine 
improved criteria for selecting students; to develop statistics relating 
to duty assignments and qualifications. This data is used by the 
Registrar in preparing locator directories of current and former stu- 
dents which are disseminated to students, former students and other 
appropriate individuals and agencies for purposes of administration; 
by college officials in preparing student biographical booklets, stu- 
dent rosters, and press releases of student graduations and to evaluate 
quality content of various courses. This data may be transferred to 
any agency of the Department of Defense having an official require- 
ment for the information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To law enforcement or investigatory authorities for investigations 
and possible criminal prosecution, civil court action, or regulatory 
order. See OSD Blanket Routine Uses at the head of the Compo- 
nent's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed records are sequenced alphabetically by last name, by class, 
and course. Locator cards are filed alphabetically in two categories; 
active students (by course) and fornaer students. 

, Safeguards: 

Records are maintained in locked cabinets, in an area accessible 
only to authorized personnel. Building is locked during non-business 
hours. Only individuals designated as having a need for access to files 
by the System Manager are authorized access to information in the 
files. 

Retention and disposal: 

Records are permanent. 
System manager(s) and address: 

Defense Systems Management College, ATTN.: Registrar, Ft. Bel- 
voir, VA 22060-5426. 
Notification procedure: 

Information may be* obtained from the System Manager, Tele- 
phone: 703-664-3120. 
Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN.: DCOS-AD, Build- 
ing 202, Ft. Belvoir, VA 22060-5426. Written requests for informa- 
tion should contain full name, current address and telephone number, 
and course and class of individual, and must be signed. 

For personal visits, the individual must provide acceptable identifi- 
cation, such as an ID card or driver's license. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information is provided by the individual, supervisors, employers, 
instructors, advisors, examinations, and official military records. 
Exemptions claimed for the system: 
None, 

DSMC 06 

System name: 

Defense Systems Management College (DSMC) Mailing Lists. 
System location: 

Primary Location - Actionmail Company, 4825 Beech Place, 
Temple Hills, MD 20748. 

Hard copy back up files (letter and card requests) and computer 
printouts are located in the Publications Directorate Offices, Defense 
Systems Management College, Building 205, Fort Belvoir, VA 
22060-5426. 
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Categories of individuals covered by the system: 

Former Defense Systems Management College students; members 
of the DSMC Policy Guidance Council and Board of Visitors; pro- 
gram managers associated with defense and other government acqui- 
sition programs; key acquisition managers throughout the U.S. gov- 
ernment; former staff and faculty members, and other individuals 
who request they be included in the system. Except for program 
management course graduates, everyone in the system is there by 
request. 

Categories of records in the system: 

File contains name, Class at DSMC, job code, mailing address, 
rank or grade, position title and affiliation. 
Authority for maintenance of the system: 

10 use 136, and Department of Defense Directive 5160.55, 'De- 
fense Systems Management College,* January 5, 1977. 
Purpose(s): 

Data is used by DSMC to provide a mailing list for the distribution 
of 'Program Manager*, The Journal of the Defense Systems Manage- 
rnent College, surveys, graduate registers, DoD Directives, Instruc- 
tions and Policy Memoranda concerning defense acquisition and 
other guides and booklets relating to acquisition management; to 
prepare lists of Department of Defense Program Managers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Actionmail Company operates and maintains the system based on 
information provided by the Publications Directorate, Department of 
Research and Information, Defense Systems Management College, 
Fort Belvoir. VA 22060-5426. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Primary file is computer data base. 

Hard copy back-up files are paper records in file folders and in 
computer printout folders. 

Retrievability: 

Files are retrievable by name, class, data base code, and zip code. 
Safeguards: 

Primary location is a controlled access area. 

Back-up file storage is in a building which is locked during non- 
business hours and is located on a military installation. 
Retention and disposal: 

Records are permanent, updated every two years. 
System manager(s) and address: 

Dean, Department of Research and Information, Defense Systems 
Management College, Building 202, Fort Belvoir, VA 22060-5426. 
Notification procedure: 

Information may be obtained from the System Manager. Tele- 
phone: 703-664-5783. 

Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN: Director, Adminis- 
trative and Personnel Services, Building 202, Fort Belvoir, VA 
22060-5426. 

Written requests for information should contain the full name of 
the individual, and current address. 

For personal visits, the individual must provide acceptable identifi- 
cation, such as military or other ID card or driver's license. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information is provided by the individual, employer, staff and 
faculty of DSMC, each DoD Component, and the Office of Person- 
nel Management (OPM) (including their automated personnel sys- 
tems). 

Exemptions claimed for the system: 
None. 

DUSDP 02 

System name: 

Special Personnel Security Cases. 
System location: ^ 



Security Plans and Programs Directorate, Office of the Deputy 
Under Secretary of Defense (Policy), ODUSD(P), Washington, DC. 

Categories of individuals covered by the system: 

Individuals affiliated with the DoD, upon whom an investigation 
has been conducted by a Department of Defense (DoD) Component 
investigative organization authorized to conduct personnel security 
investigations other investigative organization of the Federal Govern- 
ment of individuals who have been the subject of a DoD Component 
personnel security determination, or who have had access to DoD 
classified information, whenever the investigation, personnel security 
determination, or access involves unique circumstances having spe- 
cial significance with respect to DoD personnel security policy. Also, 
individuals for whom waivers have been granted from specific provi- 
sions of the Industrial Security Regulation (5220.22-R) and/or Indus- 
trial Security Manual (5220.22-M). 

Categories of records in the system: 

Statements of personal history; investigative reports; adjudicative 
findings; inter-office memoranda; policy interpretation; memoranda 
recommending courses of action; legal opinions, etc. 

Authority for . maintenance of the system: 
Title 5, United States Code, Section 301. 
Purpose(s): 

This data is used as basis for Security Plans and Programs Direc- 
torate staff access to determine the need for overall personnel securi- 
ty policy revision or adjustment; to ensure that component personnel 
security determinations are consistent with DoD personnel security 
program policy; to assure that personnel security investigations con- 
ducted by the Defense Investigative Service (DIS), the National 
Security Agency (NSA), and the Military Departments are in com- 
pliance with DoD personnel security investigative policy; and to 
provide precedents for use in determining whether to grant waivers 
of the provisions of the Industrial Security Regulation and/pr Indus- 
trial Security Manual. 

Routine uses of records maintained in the system,, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Records are filed alphabetically by last name of the subject of the 
investigation or personnel security determination having special sig- 
nificance with respect to DoD personnel security policy. Also, 
records are filed alphabetically by last name of the personnel for 
whom waivers have been granted under the Industrial Security Pro- 
gram. 

Safeguards: 

Records are stored in security combination lock file containers, 
and are accessible only by Security Plans and Programs personnel 
who are properly cleared and who are the official authorized users. 

Retention and disposal: 

Routine investigations are destroyed 15 years after the date of the 
last action. Those involving significant incidents are destroyed 25 
years after the date of the last action. 

System manager(s) and address: 

Director, Security Plans and Programs Directorate, Office of the 
Deputy Under Secretary of Defense (Policy), Pentagon, Washington, 
DC 20301. • 

Notification procedure: 

Information may be obtained by the Office of the Deputy Under 
Secretary of Defense (Policy) Security Plans and Programs Director- 
ate, Room 3C277, Pentagon, Washington, DC 20301 Telephone: 202- 
697-3969. 

Record access procedures: 

Requests from individuals should be addressed to: Office fo the 
Deputy Under Secretary of Defense (Policy) Security Plans and 
Programs Directorate, Room 3C277, Pentagon, Washington, DC 
20301. Written requests for information should contain the full name 
of the individual, date and place of birth, and notarized signature. 
The records requested may be made available to individuals for 
review at the following location: Security Plans and Programs Direc- 
torate ODUSD(P), Room 3C271, Pentagon Washington, DC 20301. 

Contesting record procedures: 



208 



PRIVACY ACT SYSTEMS 



The Agency's- rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b, and OSD Adminstrative Instruc- 
tion No. 81., ^ 
. Record source categories: . 

Information is obtained from, record subjects; Federal Bureau of 
Investigation; Office of the Secretary of Defense; Organization of the 
Joint Chiefs of Staff; DoD Defense Agencies; and the Military De- 
partments, including investigative reports, inter and intra Department 
memoranda and letters, case analyses, memoranda for the record, and 
other correspondence related to the cases. . 

Exemptions claimed for the system: , 

Parts of this record system may be exempt under U.S.C. 552a 
(k)(5). • ■ • 

DUSPP 05 . 

System name: 

, Defense Automated Case Review System (DACRS). 
System location: . 

Office of the Under Secretary of Defense (Policy), The Pentagon, 
Washington, DC 20301-2000. . , 

Categories of individuals covered by the system: 

Export license applicants and intermediate and ultimate consignees. 

Categories of records in the system: . , 

Export license applications, names and addresses of applicants and 
consignees, classified intelligence reports on foreign consignees and 
activities, proprietary business information, credit reports, product 
description, technical evaluation of commodities and technology, and 
Department of Defense recommendations to Department of Com- 
merce on case dispositions. 

Authority for maintenance of the system: 
' Export Administration Act S5 and S 10(g). 

Purpose(s): 

To permit the tinder Secretary of Defense (Policy) (DUSD(P)) to 
fulfill Presidential! y mandated requirements to expeditiously review 
and make recommendations to the Department of Commerce (DOC) 
on export license applications. . 

Routine liises of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by the Office of the Secretary of Defense (OSD) analysts to 
prepare Department of Defense (DoD) positions and recommenda-. 
tions on export license applications. Users include policy and techni- 
cal analysts, supervisory personnel up to. and including Deputy 
Under Secretary of Defense (Policy)/Defense Technology Security 
Adniinistration (DTSA);in Dot). Information shared with strategic, 
trade analysts and supervisors , in Department of State (DOS), and 
DOC and Customs. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper repords in file folders; computer magnetic tape discs, micro- 
fiche and microfilm in secure computer facility. . . 

Retrievability: 

. Files are retrieved by case number, applicant,, purchaser, consign- 
ee, commodity, and proposed end use. 
Safeguards: 

All files in this system are protected by limited, controlled access 
and. locked doors. Only professional and/or research staff with ap- 
propriate security clearances are given access to files. 

Retention and disposal: 

Files will be maintained and updated as long as DoD export 
control .review program continues. . ^- ^ 

System manager(s) and address: , 
Deputy Under Secretary for Trade Security Policy 
Director, Counterintelligence and Security Policy . ' 

Office of the Under Secretary of Defense (Policy) 
The Pentagon, Washington, DC 20301-2000 

Notification procedure: ^ 
Unclassified, non-proprietary information may be obtained by writ- 
ten request to the system manager giving full name and residence. 
Identity verification may be required. Status of active export license 
applications may be obtained by accessing DoD Export License 
Status Advisor (ELISA), Remote Electronic Bulletin Board, (202) 
697-6109. ' 
Record access procedures: 



See Notification Procedure above, , 
Contesting record procedures: , 

The agency's rules for access to records and for contesting content 
and appealing 'initial determinations by the individual concerned are 
contained in 32 CFR part 286b and OSD Administration Instruction 
No. 81. 

Record source categories: 

Information is obtained from various federal government agencies 
and civilian entities. 

Exemptions claimed for the system: ; 
None. 

DUSDP06 

System name: ; 

Defense Personnel Security Research & Educational Center Re- 
search Files. 

System location: 

Records in the system are located at three sites: Defense Personnel 
Security Research & Education Center, 99 Pacific Street, Building 
455E, Monterey, CA 93940-2481; Defense Manpower Data Center, 
Suite 200, 550 Camino El Estero, Monterey, CA 93940-3231; and 
Data Center, Naval Postgraduate School, Monterey, CA 93943. 

Categories of individuals covered by the system: 

Present and former Department of Defense (DoD) civilian employ- 
ees, military members, and DoD contractor employees who have or 
had security clearances.' 

Categories of records in the system: 

Lists of cleared individuals, DD Forms 398 and 398-2, background 
investigations, responses from interviews and questionnaires. 
Authority for maintenance of the system: 

•50 U.S.C, 781-887, Internal Security Act of 1950; Executive Order 
9397, Numbering System for Federal Accounts Relating^to Individ- 
ual Persons; Executive Order 10450, Security Requirements for Gov- 
ernment Employment; Executive Order 10865, Safeguarding ^ Classi- 
fied' Information Within Industry; Executive Order 12333, United 
States Intelligence Activities; Executive Order 12356, National Secu- 
rity Information; and 5 U.S.C. 301, Departmental Regulations, which 
authorizes DoD Directive 5210.79, "Defense Personnel Security Re- 
search and Education Center (PERSEREC)," and DoD Regulation 
5200.2-R, **DoD Personnel Security Program Regulation." 

Purpose(s): 

To perform research and analyses for (1) evaluating and improving 
DoD personnel security procedures, programs, and policies; (2) as- 
sisting in providing training,, instruction,, and advice on personnel 
security subjects for DoD Components; (3) encouraging cooperative 
research within and among DoD Components on projects having 
DoD-wide implications in order to avoid duplication; (4) addressing 
items of special interest to personnel security officials within DoD 
Components; and (5) identifying areas in the personnel security field 
that warrant more intense scrutiny. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records in this system may be disclosed to the following users for 
the stated purposes:. Federal, State, and local government agencies if 
necessary to obtain information from them; a Congressional office in 
response to an inquiry made at the request of the record subject; 
General Services Administration and National Archives and Records 
Administration for records management inspections authorized by 44 
U.S.C. 2904 and 2906., See also the blanket routine uses set forth at 
the beginning of this agency's listing of record system notices. 

Policies and practices for storing, retrieving, accessing,, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on. paper, computer and computer output products, and 
in microform. , . . , ' 

Retrievability: 

Records may be retrieved by name, Social Security number, or 
military service number. 
Safeguards: 

Records are stored under lock and key, in secure containers, or on 
electronic media with intrusion safeguards. Research results are not 
identifiable to any specific individual. - . 

Retention and disposal: 
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Information is retained for the life of the research project. When 
no longer needed for the project, paper records are shredded and 
computer media are erased or degaussed. 

System inanager(s) and address: 

Director, Defense Personnel Security Research & Education 
Center, 99 Pacific Street, Building 455E, Monterey, CA 93940-2481 
Notification procedure: 

An individual may determine if the record system contains infor- 
mation retrieved by his or her personal identifier by contacting the 
system manager at the address listed above and providing sufficient 
proof of identity such as full name, Social Security number, date and 
place of birth, military service number (if service was before 1968), 
military or civilian status while associated with the Department of 
Defense, place and data of DoD or contractor employment, or other 
information verifiable from the record itself. 

Record access procedures: 

Requests from individuals should be addressed to the system man- 
ager listed above and must contain sufficient information to identify 
the individual, such as the identifying information listed under "Noti- 
fication Procedure," above. 

Contesting record procedures: 

Rules for contesting the contents of records pertaining to an indi- 
vidual are contained in Office of the Secretary of Defense Adminis- 
trative Instruction Number 81 (32 CFR part 286b) and may be 
obtained from the system manager identified above. 

Record source categories: 

Information is obtained from the Defense Central Investigations 
Index, military records, DoD civilian employment and military per- 
sonnel records, Defense Investigative Service records, a records of 
the Departments of Justice and Treasury, and interviews with and 
questionnaries completed by record subjects. 

Exemptions claimed for the system: 

None. 

DUSDP07 

System name: 
PERSEREC Espionage Database. 
System location: 

Records in the system are located at Defense Personnel Security 
Research & Education Center, 99 Pacific Street, Building 155, Mon- 
terey, CA 93940-2481. 

Categories of individuals covered by the system: 

Individuals who have been arrested and convicted, of espionage; 
those who have been prosecuted for espionage who committed sui- 
cide before trial or sentencing; and those who were not prosecuted 
for espionage because of death, suicide, or defection. 

Categories of records in the system: 

Background information including individual's name, Social Securi- 
ty Number, date of birth, city/state/country of birth, education, 
marital status, gender, race, civilian or military member, rank (if 
military), security clearance (if applicable), years of federal service (if 
applicable), occupational category, job organization and location, age 
began espionage, first espionage contact, whether volunteered or 
recruited, receiving country, payment (if any), foreign relatives (if 
any), motivation, substance abuse (if applicable), date of arrest, arrest- 
ing agency, date of sentence, sentence, and duration of espionage. 
Sources for records are newspaper and magazine articles, the biogra- 
phies of spies, and similar open source works are included in paper 
files. 

Authority for maintenance of the system: 

5 U;S.C. 301; Executive Order 9397; DoDD 5210.79, "Defense 
Personnel Security Research and Education Center"; and ASD(C^) 
October 31, 1991 memo. Subject: Request for Exemption from DoD 
Directive 5200.27. 

Purpose($): 

To analyze factors which may contribute to acts of espionage and 
assemble a body of knowledge useful to improved personnel security 
procedures. This information will permit examination of espionage 
trends and will help identify personal and situational variables of 
interest to policy-makers and others concerned with personnel securi- 
ty issues. 

Aggregate statistics will be reported to DoD and other Govern- 
ment agencies in a technical report prepared from open-sources and 
containing some illustrative material mentioning some of the more 
famous cases by name. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses. 



The "Blanket Routine Uses" set forth at the beginning of the 
OSD*s compilation of records system notices apply to this system. 

Policies and practices for storing, retrieving, retaining, and disposing 
of records in the system: 

Storage: 

Maintained on paper, computer and computer output products, and 
in microform. 

Retrievability: 

Records may be retrieved by name and Social Security Number. 
Safeguards: 

Records are stored under lock and key in secure containers, and in 
a computer system with intrusion safeguards. 
Retention and disposal: 

Analyses and research reports are permanent and will be trans- 
ferred to the National Archives after 25 years; unneeded records will 
be shredded, erased or degaussed when no longer required for the 
project. 

Systein manager and address: 

Director, Defense Personnel Security Research and Education 
Center, 99 Pacific Street, Building 455E. Monterey, CA 93940-2481. 
Notification procedures: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to Director, Defense Personnel Security Research and Education 
Center, 99 Pacific Street, Building 455E, Monterey, CA 93940-2481. 

The inquiry should include full name and Social Security Number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address a written request to Director, 
Defense Personnel Security Research and Education Center, 99 Pa- 
cific Street, Building 455E, Monterey, CA 93940-2481. 

The inquiry must include name and Social Security Number. 

Contesting records procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial OSD determinations 
are published in OSD Administrative Instruction No. 81, "OSD Pri- 
vacy Program"; 32 CFR part 311; or may be obtained from the 
system manager. 

Record source categories: 

Information is obtained from newspaper and magazine articles and 
similar open source documents. 

Exemptions claimed for the system: 

None. 

DUSDP08 

System name: 
DoD Foreign Visits System (FVS). 
System location: 

Security Policy Automation Directorate, Office of the Deputy 
Under Secretary of Defense (Security Policy), Washington, DC 
20301-2200. 

Categories of individuals covered by the system: 

U.S. citizens acting as representatives of various foreign govern- 
ments who have requested access to DoD . installations, activities or 
Defense contractors on matters relating to mutual security and arms 
corporation. 

Categories of records in the system: 

Records consist of lists of individuals cleared for access to DoD 
installations, activities, or Defense contractors. Information on the 
lists consists of name, date and place of birth, security clearance, 
position, and an individual identification number which may be the 
Social Security Number of that person. 

Authority for maintenance of the system: 

Pub. L. 90-629, "The Foreign Military Sales Act," October 22, 
1968 and Executive Order 9397. 
Purpose(s): 

To enhance security and provide consistent application of policy in 
dealings with other governments by providing end-to-end automation 
support to the visits process, thus improving responsiveness and the 
use of personnel resources by using state-of-the-art automation and 
communication capabilities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 
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The "Blanket Routine Uses" published at the beginning of the 
OSD compilation of record system , notices also apply to this record 
system. 

Policies and practices for storing, retrieving/accessing^ retaining, and 
disposing of records in the system: 
Storage: 

Records are rnaintained on computer and computer-output prod- 
ucts, including message traffic output. 
Retrievability: 

Records may be retrieved by individual's name or Social Security 
Number, or visit ID number. 
Safeguards: 

Records are stored under lock and key, in secure containers, or on 
electronic media with intrusion safeguards; personnel having access 
to this data are trained in the requirements of protecting Privacy Act 
information. . 

Retention and disposal: 

The records are retained for the duration of the cooperative arms 
or mutual security agreement or program between the U.S. govern- 
ment and the foreign government or international organization, or for 
ten years, whichever is sooner. Records will be disposed of. by 
erasing magnetic media or burning or shredding paper copies. 

System inanager(s) and address: 

Director, Security Policy Automation Directorate, Office of the 
Deputy Under Secretary of Defense (Security Policy), Washington, 
DC 20301-2200. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves must address written inquiries 
to the Director, Security Policy Automation Directorate, Office of 
the Deputy Under Secretary of Defense (Security Policy), Washing- 
ton, DC 20301-2200. 

Individuals must provide sufficient proof of identity such as full 
name, Social Security Number, date and place of birth, place visited, 
and dates of visit. 

Record access procedures: 

Individuals seeking access to records about themselves should ad- 
dress inquiries to the Director, Security Policy Automation Director- 
ate, Office of the Deputy Under Secretary of Defense (Security 
Policy), Washington, DC 20301-2200. 

Individuals must provide sufficient proof of identity such as full 
name, Social Security Number, date and place of birth, place visited, 
and dates of visit. 

Contesting records procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial determinations are 
published in OSD Administrative Instruction No. 81, "OSD Privacy 
Program"; 32 CFR part 286b; or may be obtained from the system 
manager. 

Record source categories: 

Information is obtained solely from the foreign country or interna- 
tional organization sponsoring the individuals for whom a visit to the 
DoD installation, activity, or Defense contractor is being requeste.d. 

Exemptions claimed for the system: 

None. 

DUSDA 02 , 

System name: 

DUSD(A) Personnel Administration Files. 
System location: 

Office of the Under Secretary of Defense for Research and Engi- 
neering (OUSDRE), Office of the Secretary of Defense, Room 
3E1006, Pentagon, Washington, DC 20301-3000. 

Categories of individuals covered by the system: 

All employees assigned to or considered for positions in OUSDRE 
including civilian and military personnel and consultants. 

Categories of records in the system: 

These files contain position descriptions; biographical resumes, 
qualification statements, ( 171, SF 173, SF 398. SF 161, etc.); Confi- 
dential Statement of Affiliations and Financial Interests, Department 
of Defense Personnel (DD Form 1555); requests for personnel ac- 
tions (SF 52, 108); notification of Personal Action (SF 50); appoint- 
ments affidavits (SF 61, 6 IB); award recommendations appraisals and 
efficiency reports; time and attendance records (SF 1135); travel 
orders and vouchers and security clearance information. 

Authority for maintenance of the system: 



10 U.S.C. 133. 
Purpose(s): 

The information contained in these personnel files is used by the 
office manager, supervisory personnel and the Under Secretary of 
Defense for Research and Engineering in the management of his 
organization. Specific uses include; determining eligibility for ap- 
pointment to positions; reviewing financial interest and background 
of individual applying for appointments; comparing individuals re- 
sumes with job requirements; keeping account of time worked; travel 
performed; orders issued; awards given to Personnel and Security 
Clearances granted. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last name of the individual concerned. 
Safeguards: 

Building guards and locked file containers. Records are maintained 
in areas accessible only to authorized personnel. 
Retention and disposal: 

Records are temporary in nature and are destroyed after individ- 
uals leave employment of OUSDRE or are no longer under consider- 
ation for employment. 

System manager(s) and address: 

Executive Assistant to USDRE, Office of the Secretary of De- 
fense, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: Personnel Assistant Office of 
the Executive Assistant to USDRE Room 3E1006, Pentagon, Wash- 
ington, DC 20301-3000 Telephone: 202-695-6556. Written requests for 
information should contain the full name of the individual, current 
address, telephone number, and any other information which would 
help in identifying the desired information. For personal visits, the 
individual must be able to provide acceptable identification, that is, 
driver's license, employing office's identification card, and give* 
verbal information that could be verified with his *case folder.* 

Record access procedures: 

Requests should be addressed to System Manager as shown above. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No, 81. 

Record source categories: 

Information is provided by the Directorate for Personnel and Se- 
curity, Security Division, Washington Headquarters Services, De- 
partment of Defense, individuals concerned, travel vouchers, security 
forms, travel orders, individual's supervisors, and time and attend- 
ance clerks. 

Exemptions claimed for the system: 

None. 

DUSDA 04 

System name:. 

. Requests for Two- Year Foreign Residence Waiver Files. 
System location: 

Security Policy and Review Division - Office of the Director 
Program Control and Administration, Office of the Under Secretary 
of Defense for Research and Engineering, Office of the Secretary of 
Defense. 

Categories of individuals covered by the system: 

Any foreigner applying for a Waiver of Foreign Residency. 

Categories of records in the system: 

Files contain requests for waiver of foreign residency. 

Authority for maintenance of the system: 

Mutual Educational and Cultural Exchange Act of 1961 (75 Stat. 
535). 
Purpose(s): 
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Data is used by Under Secretary of Defense for Research and 
Engineering, Security Policy and Review Division officials to evalu- 
ate requests of foreigners requesting waiver of Foreign Residency, 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: 

Building guards and secure (vault) area. Records are maintained in 
an area accessible only to authorized personnel. 
Retention and disposal: 

Retained in active file for ten years, then destroyed. 
System manager(s) and address: 

Director, Program Control and Administration, OUSDRE, Office 
of the Secretary of Defense, Pentagon, Washington, DC 20301-3000. 
Notification procedure: 

Information may be obtained from: Security Policy and Review 
Division, Room 3D1065, Pentagon, Washington, DC 20301-3000 
Telephone: 202-697-3459. 

Record access procedures: . - 

Requests from individuals should be addressed to: Under Secretary 
of Defense for Research and Engineering, Office of the Secretary of 
Defense, Pentagon, Washington, DC 20301-3000. Written requests 
for information should contain full name of individual, current ad- 
dress and telephone number and approximate date of waiver request. 
For persona! visits, individual must be able to provide appropriate 
identification. 

Contesting record procedures: 

The Agency*s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Application and related correspondence from sponsor and individ-' 
ual requesting waiver. 

Exemptions claimed for the system: 

None. 

DWHSPOl 

System name: 

Senior Executive Service (SES) and Equivalent Level Files. 
System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, DC 20301. ' 

Categories of individuals covered by the system: 

Any individual who is currently in, was recommended for; or has 
held an executive position in the Office of the Secretary of Defense 
(OSD), OSD field activities, the Organization of the Joint Chiefs of 
Staff, the U.S. Court of Military Appeals, the U.S. Mission to 
NATO, the NATO International Staff, the NATO Support Group, 
and the Defense agencies. 

Categories of records in the system: 

File contains both approved and disapproved cases. File also con- 
tains copy of individual's SF 171, position description, position eval- 
uation statement, organization chart, Office of Personnel Manage- 
ment (OPM) Form 1390, SF-161, or 161A, correspondence, and 
other selected documents. 

Authority for maintenance of the system: 

Title 5, United States Code, Section 301. 

Purpose(s): 

. To be used by officials of the Office of the Secretary of Defense 
(OSD), OSD field activities, the Organization of the Joint Chiefs of 
Staff (OJCS), the U.S. Court of Military Appeals (COMA), the U.S. 
Mission to NATO the NATO International Staff, the NATO Sup- 
port Group, and the Defense Agencies to provide information neces- 
sary for carrying out the SES personnel and position management 
functions. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Office of the Personnel Management (OiPM) for use in 
carrying out its Government-wide personnel functions. 

Policies and. practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders in metal file cabinets. 
Retrievability: 

Filed by organization, and then alphabetically by name. 
Safeguards: 

Access is granted only to personnel and management officials 
having a need-to-know. Building employs security guards. Records 
are maintained in an area accessible only to authorized personnel. 
' Retention and disposal: 

File maintained indefinitely. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security Washington Headquarters Services (WHS), Room 3B347, 
Pentagon, Washington, DC 20301 Telephone: 202-697-4211. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

SD-17rfrom individual, other material obtained from personnel 
offices and statements from management officials. 
Exemptions claimed for the system: 
None. 

DWHS Pa4 

System name: 

Reduction-In-Fprce Case Files. 
System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, DC 20301. 

Categories of individuals covered by the system: 
Civilian employees serviced by OSD System Manager who have 
been reached for reduction-in-force action. 
Categories of records in the system: 

Copies of retention registers, letters from management officials, 
letters prepared by Personnel to individual regarding type of action 
required, correspondence from individual concerned and other mis- 
cellaneous correspondence concerning the specific action. 

Authority for maintenance of the system: 

5 U.S.C. 1302, 3502. . 

Purpose(s): 

To be used by Management Officials of OSD, Armed Forces 
Information Service (AFIS), Court of Military Appeals (COMA), 
Defense Advanced Research Projects Agency (DARPA), Defense 
Security Assistance Agency (DSAA), Office of Dependents Educa- 
tion, Organization of the Joint Chief of Staff (OJCS), Tri-Service 
Medical Information System (TRIMIS), and Washington Headquar- 
ters Service (WHS) for review of reduction-in-force situation in cases 
of questions on qualifications. This background information may be 
used by the Office of Personnel Management (OPM) for appeal 
cases. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Filed alphabetically by last name. Destroy two years after case is 
closed. 
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Storage: 1/ 

Paper records in file folders. " . 
Retrievability: 

Filed alphabetically by last name. Destroyed two years after case 
is closed, " - ' 

Safeguards: 

Building employs security . In file cabinets in areas accessible only 
to authorized personnel who are properly screened and trained. 
Retention and disposal: 
Destroy two years after case is closed. ' 
System nianager(s) and address: . 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification ' procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, DC 20301. 
Telephone: 202-697-3305. , ' 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 

Contesting record procedures: ' , ' 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial' determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. • - . 

Record source categories: 

Letters to individuals originated by Personnel, Retention Registers 
furnished by Personnel, correspondence from management officials, 
correspondence ♦ from individual concerned, correspondence from 
.Office pf Personnel Management and correspondence from appeal 
examiner in case of an appeal. 

Exemptions claimed for the system: 
• ,None. • ' • ': • . 

DWHS P08 

System name: 

Worker's Compensation-On-The-Job Injuries Report File. 
System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense^, Room 3B347, . Pentagon, 
Washington, DC 20301. 

Categories of individuals covered by the system: 
. Civilian employees injured on the job. . . 

Categories of records in the system: 

Case files containing required injury reports which include name, 
SSN, DOB, telephone number, type of injury, address and assigned 
activity. . 

Authority for maintenance of the system: ' 

5 U.S.C. 8101. 

Purpose(s): \ ' t 

To be used by Director for Personnel and Security, WHS, for 
purposes of determining eligibility for Worker's Compensation, statis- 
tical data regarding leave taken and to review cases being processed. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

- To the Labor Department for purpose of determining eligibility for 
Worker's Compensation, statistical data regarding leave taken and to 
review cases being processed. 

To provide assistance in submitting appropriate forms for injuries. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing "of records in the system: , . 

Storage: ^ . 

Metal five drawen legal . size file cabinet. 
Retrievability: 
' Filed by name of employee with* card index. 
Safeguards: 

Building patrolled by security guards. File is maintained in an area 
which is secured during non- working hours. 
Retention and disposal: 

Files are permanent. . . ' 

System managerCs) and address: . . - 



Director of Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: Directorate for Personnel • and 
Security, WHS, Room 3B347, Pentagon, Washington, DC 20301. 
Telephone: 202^697-3305. . 

Record access procedures: "■ ^ '■ 

Requests from individuals should be addressed to the above 
System Manager. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: . - . 

Civilian employees of the* Office of the Secretary of Defense and 
Organization of the Joint Chiefs of Staff, and activities serviced by 
WHS. 

Exemptions claimed for the system: 
None. 

DWHS P09 

System name: 

Computer Data Base. 
• System location: < 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347. 

Categories of individuals covered by the system: 

All civilian employiees serviced by Directorate for Personnel and 
Security, WHS. 

Categories of records in the system: . 

The following data is stored in addition to that required by Office 
of Personnel Management (OPM), Position Number, Position 
Tenure, Organization Code, Building Code, Date of Last Within 
Grade Increase, Due Date for Within Grade Increase, Highest Grade 
Held, Date of Last Promotion, Expiration Date of Appointment, (if 
applicable). Nine Month Appraisal Date (if applicable), Leave Cate- 
gory, Special Category, Type of Appointment, Date of Current Ap- 
pointment, Marital Status, Legal Residence, Security Clearance and 
Health Benefits Status. 

Authority for maintenance of the system: 

EO 9830 and 5 U.S.C. 301. 

Purpose(s): 

To be used by Personnel and Security Directorate, WHS, to ex- 
tract data as required by Office of Personnel Management for Central 
Personnel data file; certain fields may be used for statistical data; 
stored data printed on personnel change extracts of data base is used 
periodically to insure currency* of files. This data is used for locator 
to verify employment organization staffing summary. 

Routine uses- of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records- in the system: . 
' Storage: 

IBM Coniputer 370. ' , 
Retrievability: 

Files may be retrieved and sorted by any field ' in. Data Base. 
Safeguards: . , • 

Building has security guards. User of Data Base must have an 
'under code' in order to be admitted access to computer room. 

Retention and disposal: , 

Records are permanent and current as long as the employee is 
employed. " 

System manager($) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon. Washington, DC. 20301. 
Telephone:. 202-697-3305. ' . . . . 

Record access procedures: 
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Requests from individuals should be addressed to above System 
Manager. 

. Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Processing documents initiated by the Directorate for Personnel 
and Security and employees Standard Form 171. 

Exemptions claimed for the system: 
None. 

DWHS P12 

System name: 

Executive Development Program and Training Files. 
System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347. 
Categories of individuals covered by the system: 

Employees, applying for executive development and training pro- 
grams. . 

Categories of records in the system: 

Optional Form 69 individual development plans, optional forms 37 
and 170, DD form 1556, SD forms 446 and 447, Training Record 
Card File, SF 171, SF 59, which contain name, social security 
number, date of birth, home address, annual salary and office and 
home telephone numbers. 

Authority for maintenance of the system: 

5U.S.C. 4101. 

Purpose(s): 

This information used by Personnel and Security Directorate, 
WHS to determine eligibility for specialized development programs 
and training assignments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Office of Personnel Management (OPM) for information 
necessary for OPM to carry out its Government-wide personnel 
management functions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

To ensure that complete records are maintained for program eval- 
uation purposes. 

Storage: 

Metal five drawer legal size file cabinet without lock. 
Retrievability: 

File by training program name and employee name. 
Safeguards: 

Building has security guards. File is maintained in an area which is 
secured during nonworking hours. . ■ 
Retention and disposal: 
Records are permanent. 
System mahager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, DC 20301. 
Telephone: 202-697-3305. " 

Record access procedures: . 

Requests from individuals should be addressed to the above 
System Manager. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 
Employees submit application forms. 
Exemptions claimed for the system: 
None. 



DWHSP14 

System name: . . 

Blood Donor Files. 
System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, DC 20301. 

Categories of individuals covered by the system: 

Any blood donor with the Office of the Secretary of Defense, 
Organization of the Joint Chiefs of Staff, and activities serviced by 
WHS. 

Categories of records in the system: 

File cards contain name, rank (if military), duty phone, home 
phone, duty activity and room number, blood type, and date of 
donations. 

Authority for maintenance of the system: 

5U.S.C. 301. 
Purpose(s): 

To be used by officials of the Military Personnel Division, WHS to 
determine eligibility for blood replacement. To provide source of 
contacts for emergency blood requirements. To determine eligibility 
for issuances of gallon donor certificates. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Weekly screening of cards to determine if individual is eligible to 
donate blood. 

Storage: 

3X5 Cardex File. 
Retrievability: 

Filed alphabetically by last name of donor. 
Safeguards: 

Building has security guards. File is maintained in an area accessi- 
ble only to authorized personnel. 
Retention and disposal: 

Records are permanent for the duration of the individual's partici- 
pation as a blood donor. 

System manager(s) and address: 

Director of Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 

Notification procedure: 

Information may be obtained from: Directorate of Security, WHS, 
Room 3B347, P 3B347, Pentagon, Washington, DC 20301. Tele- 
phone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned- 
are contained in 32 CFR part 286b and OSD Administrative Insturc- 
tion No. 81. ■ 

Record source categories: 

Civilian Health Clinic-Pentagon and the individual blood donors. 

Exemptions claimed for the system: 

None. 

DWHS P18 

System name: 

The Office of the Secretary of Defense Identification Badge Sus- 
pense Card System. 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, DC 20301. 

Categories of individuals covered by the system: 
All military personnel assigned to the Office of the Secretary of 
Defense, and activities serviced by WHS. 
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Categories of records in the system: 

All military personnel who are eligible for the Office of the Secre- 
tary of Defense Identification Badge after being assigned on perma- 
nent duty with the Office of the Secretary of Defense, and activities 
serviced by WHS, for a period of one year. Data includes name, 
social security nuniber, the Office of the Secretary of Defense activi- 
ty, grade, service and dates. 

Authority for maintenance of the system: 

lOU.S.C. 1125. 

Purpose(s): 

To be used by officials of the Military Personnel Division, WHS to 
establish who is eligible for the Office of the Secretary of Defense 
Identification Badge after being assigned to an authorized space in 
the Office of the Secretary of Defense, and activities serviced by 
WHS. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Issuance of the Office of the Secretary of Defense Identification 
Badges at end of each month for eligible personnel. 

Storage: 

3X5 Cardex File. 
Retrievsibility: 

Filed alphabetically by last name of recipient. 
Safeguards: 

Building has security guards. Office locked during nonworking 
hours. 
Retention and disposal: 

Records are permanent. Maintained in the Military Personnel Divi- 
sion at all times. 
System manager(s) and address: 

Director for Personnel and Security; WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon. Washington, DC 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Written or verbal inquiries. 

Exemptions claimed for the system: 

None. 

DWHS P20 

System name: 

Report of Personnel Assigned Outside of Department of Defense. 
System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, DC 20301. 

Categories of individuals covered by the system: 

All Department of Defense personnel working in any organization 
outside the realm of the Department of Defense. 

Categories of records in the system: 

Reflects personnel and assignment data in each Department of 
Defense personnel working outside the Department of Defense. This 
data includes name of individual, rank, social security number, serv- 
ice (GS rating if civilian), organization assigned to, and title of job. 
Also, included is the date of assignment and projected loss date of 
the individual concerned. The report also reflects in each case 
whether the position is reimbusable or non-reimbursable, 
Authority for maintenance of the system: 
. 5 U.S.C. 301. 



Purpose(s): 

Data issued by Department of Defense Officials to determine 
which DoD Personnel are working outside the DoD and what orga- 
nizations assigned to. 

Routine uses of records maintained in the systein, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

This report is updated quarterly, based on information obtained 
from the military departments. 

Storage: 

Metal five drawer file cabinet with lock. 
Retrievability: 

Filed by month and year of report. 
Safeguards: 

Building has security guards. File is maintained in an area that is 
secured during non-working hours. 
Retention and disposal: 

Records are permanent. Maintained in the Military Personnel Divi- 
sion at all times. 
System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, DC 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81.' 

Record source categories: 

Quarterly reports received from the military departments. 

Exemptions claimed for the system: 

None. 

DWHS P25 

System name: 

Overseas Staffing Files. 
System location: 

Directorate for Personnel and Security, Washington Headquarter 
Services (WHS), Department of Defense, Room 3B347. 
Categories of individuals covered by the system: 
Personnel assigned to positions overseas. 
Categories of records in the system: 

Standard Form SF 1190's travel orders, letter, to Army 

Finance Office concerning pay, overseas quarters allowances, post 
differentials etc., Standard Form 52, messages concerning the individ- 
ual's return rights, home leave, etc., to and from overseas area. 

Authority for maintenance of the system: 

5 U.S.C. 301. 

This data is used by officials of the Department of Defense to 
track individuals employed in overseas positions located in Defense 
Advanced Research Projects Agency (DARPA), North Atlantic 
Treaty Organization (NATO), and U.S. Mission to NATO. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Applicants and documents filed in folders by name and title of 
position. 

Storage: 

Paper records in file folders. 
Retrievability: 
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Filed by employee name. 
Safeguards: > 

Building employs security guards. Records are maintained in file 
cabinets in areas accessible only to authorized personnel who are 
properly screened and trained. . 

Retention and disposal: 

Retained until individual returns to the United States, then de- 
stroyed. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington. DC 20301. Telephone: 202-697-3305. 
Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, DC 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests should be addressed to the above System Manager. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

The individual, overseas staff office, other Federal Agency offices. 

Exemptions claimed for the system: 

None. 

DWHSP26 
System name: ' 

Protective Services File. 
System location: 

Directorate for Space Management and Service, Washington 
Headquarters Services (WHS), Department of Defense, Room 
3C345, Pentagon, Washington, DC 20301. 

Categories of individuals covered by the system: 

Any individual who initiates contact with the Secretary of Deputy 
Secretary of Defense in person, by United States mail, or telephoni- 
cally who may possibly pose a threat to the personal safety of the 
Secretary or Deputy Secretary of Defense or other United States 
Government officials. 

Categories of records in the system: 

File cards containing only data provided by the individual, which 
normally includes individual's name, address, type of communication, 
and a brief description of the message the individual intended to 
relay to the official or officials noted. 

Authority for maintenance of the system: 

5 U.S.C. 301. ' , 

Purpose(s): 

To be used by Officials of Physical Security Division, Space Man- 
agement and Services, WHS to maintain a listing of those individuals 
who may pose a threat to the personal safety of the Secretary or 
Deputy Secretary of Defense. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system, notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Filed by name and by residence of the sender, caller or visitor. 

Storage: 

Vertical file cards. 
Retrievability: 

By name and by residence of the sender, caller or visitor. 
Safeguards: 

Stored in metal file cabinets with locking devices and metal combi- 
nations safes, depending on classification. 
Retention and disposal: 
Records are maintained permanently. 
System manager(s) and address: 

Director, Space Managment and Services, Washington Headquar- 
ter Services, Department of Defense, Pentagon, Washington, DC 
20301. 

Notification procedure: 



See Exemption. 

Record access procedures: 

See Exemption. 

Contesting record procedures: 

See Exemption. 

Record source categories: 

See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552aG) or (k), 
as applicable: For additional information, contact the System Manag- 
er. 

DWHSP27 

System name: 

Department of Defense (DoD) Pentagon Building Pass Application 
File. 

System location: 

Directorate for Space Management and Service, Washington 
Headquarters Services (WHS), Department of Defense, Rooni 
3C345, Pentagon, Washington, DC 20301. 

Categories of individuals covered by the system: 

Any Department of Defense military or civilian employor spon- 
sored by the Department of Defense, or other persons who have 
reason to enter the Pentagon for official Department of Defense 
business, and who therefore require an entry pass. 

Categories of records in the system: 

File cards containing name, sponsoring office of the Department of 
Defense and activities serviced by Washington Headquarters Services 
(WHS), sex, height, weight, date, and place of birth. 

Authority for maintenance of the system: 

5 U.S.C. 301. . 

Purpose(s): ' , 

This information is used by officials of the Physical Security Divi- 
sion, Directorate for Space Management and Services, WHS to main- 
tain a listing of personnel who are authorized a DoD Pentagon 
Building Pass. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Filed by the individuaPs name. 

Storage: 

Vertical file cards. 

Retrievability: 

By the individuaPs name. 

Safeguards: 

Secure room. Building has military security guards. 
Retention and disposal: . 

File cards are destroyed after termination of the individual's affili- 
ation with the Department of Defense, and activities serviced by 
WHS. 

System manager(s) and address: 

Director, Physical Security Division, Directorate for Space Man- 
agement and Services, Washington Headquarters Services (WHS), 
Department of Defense, Room 3C345, Pentagon, Washington, DC 
20301. 

Notification procedure: 

Information may be obtained from: Physical Security Division, 
Directorate for Space Management and Services, Washington Head- 
quarters Services (WHS), Department of Defense, Room 3C345, 
Pentagon, Washington, DC 20301. Telephone: 202-697-5052. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 
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All data maintained in the system is received voluntarily from 
individual DoD Pentagon Building Pass Applicants. 
Exemptions claimed for the system: 
None. 

DWHSP28 

System name: 

The Office of the Secretary of Defense Clearance File. 
System location: 

• Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense,. Security Divison,. Room 
3B278, Pentagon, Washington, DC 20301. 

Categories of individuals covered by the system: 

Military and Military and civilian employees of the Office of the 
Secretary of Defense, its components and support organizations in- 
cluding the United' States Court of Military Appeals and the Unitied 
States Mission to NATO; experts and consultants serving with or 
without compensations; staff members of congressional committees 
requiring access to classified information or material, employees of 
other agencies detailed to the Office of the Secretary of Defense, 
very important people selected to attend orientation conferences, 
USO and Red Cross applicants for overseas posts. 

Categories of records in the system: 

Background investigations, national agency checks, security clear- 
ance actions, security viblations,and supporting documents, briefings 
and debriefmgs. / , ' , 

Authority for maintenance of the system: 

In order to implement the Executive Order 12065 and Executive 
Order 10450 within the Department of Defensie, the Secretary of 
Defense has issued under the provisions of Title 5, United States 
Code, Section 301, Department of Defense Directive 5200.2 and 
Department of Defense Regulation 5200.2R. Department of Defense 
Regulations 5200.2R sets out the record keeping requirements needed 
to support the Department Personnel Security Program. 

To be used by officials of the Security Division, Directorate, for 
Personnel, and Security, Washington Headquarters Services, to grant 
and maintain security clearances or access. 

Routine uses of records maintained in the system, including catego- 
ries of users and.the purposes of such uses: 

See Office of the Secretary Of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. * 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: " 

Active clearance files maintained alphabetically by last name of 
subject. Inactive clearance files serially numbered and indexed alpha- 
betically. 

Storage: 

Hard copy files are maintained in a secured area, and computer 
files are stored on magnetic tape and disk. . - • * ^ 

Retrievability: 

Active clearance hies maintained alphabetically by last name, of 
subject. Inactive clearance files serially numbered and indexed alpha- 
betically. 

Safeguards: . . , . 

Fiies are maintained under the direct control of DoD Personnel in 
the Security Office during duty hours. Office is locked and guarded 
during non-duty hours. Computer media residents are stored in con- 
trolled areas. Dial-up computer terminal access is controlled by user 
passwords that are periodically changed. 

Retention and disposal: 
' Records are permanent. Retained iii active files until separation or 
end of requirement for security clearance. Held in waiting file for 10 
years. 

System manager(s) and address: 

Director' for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Roorh 3B347, Pentagon, 
Washington, DC 20301. ' / , 

Notification procedure: 

See Exemption. * . 

Record access procedures: 

See. Exemption., , 

Contesting record procedures: . 

See Exemption. . . > . 

Record source categories: 

See Exemption. 



Exemptions claimed for the system: 

Parts of this system may be exempt from certain portions of the 
Privacy Act under this provisions of 5 U.S.C. 552a(k)(5). The Office 
of the Secretary of Defense rules are set forth at 32 CHR part 286b 
(OSD Administrative Instruction 81). , 

DWHS P32 ^ : 

System name: : • 

Standards of Conduct Inquiry File. 
System location: 

Primary System - Office of the Director for Personnel and Securi- 
ty, Washington Headquarters Service(WHS), Department of Defense, 
Room 3B347, Pentagon, Washington, DC 20301. 

Categories of individuals covered by the system: 

Individuals who have been alleged to have violated the Depart- 
ment of Defense Standards of Conduct or thie conflict of interest 
statutes. 

Categories of records in the system: 

Files in the Office of the Director for Personnel and Security, 
WHS, which are used in the performance of the functions of the 
office. The files contain information about individuals in regard to 
allegations of violations of the Department of Defense Standards of 
Conduct or the conflict of interest statutes. 

Authority for maintenance of the system: 

Title 10, U.S. Code, Section 137/EO 11222. 

Purpose(s): 

This information is used by professional personnel in the Office of 
the Director for Personnel and Security, WHS, and Office of Gener- 
al Counsel to resolve various standards of conduct problems. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of Justice, also see Office of the Secretary of 
Defense (OSD), Blanket Routine Uses at the head of this Compo- 
nent's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. j < ■ • 

Retrievability: 

Filed by name. 

Safeguards: , r 

Stored in metal filing cabinets with locking devices .and metal 
combination safes depending on classification, . ; 

Retention and disposal: 

Files are retained as long as' there is officiaP interest in the cases; 
then destroyed or retired to the Federal Record Center,- Suitland, 
Maryland. 

System manager(s) and address: Director for Personnel and Securi- 
ty, Washington Headquarters Service (WHS), Department pf De- 
fense, Room 3B347, Pentagon, Washington, DC 20301. . 

Notification procedure: 

Written request for information should be addressed to the System 
Manager, Director for Personnel and Security, Washington Head- 
quarters Service (WHS), Department of Defense, Room 3B347, Pen- 
tagon, Washington, DC 20301. Telephone: 202-697-3305. Valid proof 
of identity is required. 

Record access procedures: 

Requests from individuals should be addressed, to the above 
System Manager. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information contained in files is obtained from various sources 
including correspondence, press releases, investigations performed by 
the Department of Defense and other agencies and congressional 
committee, and other systems of records in the Department of De- 
fense. ' . 

Exemptions claimed for the system: 

This system of records is exempt under the authority of (k)(2) and 
(5) of Title 5, U.S.C. Section 552a from subsections (C)(3) and (d) of 
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that statute which would require the disclosure of: (a) Investigatory 
material compiled for law enforcement purposes. However, if any 
individual is denied any right, privilege, or benefit that he would 
othewise be entitled by Federal law, or otherwise be eligible, as a 
result of the maintenence of such material, the material shall be 
provided to that individual, except to the extent that its disclosure 
would reveal the identity of a source who furnished information to 
the Government under an express promise or, prior to September 27, 
1975, under a implied promise that the identity of the source would 
be held in confidence, or; (b) investigatory material compiled solely 
for the purpose of determining suitability, eligibility, or qualifications 
for Federal civilian employment, military service, or Federal con- 
tracts, but only to the extent that the disclosure of such material 
would reveal the identity of a source who furnished information to 
the Government under an express promise or, prior to September 27, 
1975, under an implied promise that the identity of the source would 
be held in confidence. At the time of the request for a record, a 
determination will be made concerning whether a right, privilege, or 
benefit is denied or the specific information which would reveal the 
identity of a source. 

DWHSP37 

System name: 
Grievance and Unfair Labor Practices Records. 
System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, DC 20301. 

Categories of individuals covered by the system: 

Current or former Federal employees who have submitted griev- 
ances in accordance with 5 U.S.C. 2302, and 5 U.S.C. 7121, or a 
negotiated procedure, to include E.O. 11491, as amended. 

Categories of records in the system: 

The system contain^ records relating to grievances filed by Office 
of the Secretary of Defense (OSD) employees under 5 U.S.C. 2302, 
and 5 U.S.C. 7121. These case files contain all documents related to 
the grievances, including statements of witnesses, reports of inter- 
views and hearings, examiner's findings and recommendations, a 
copy of the original and final decision, and related correspondence 
and exhibits. This system includes files and records of internal griev- 
ance and arbitration systems that OSD may establish through negoti- 
ations with recognized labor organizations. Folder contains all infor- 
mation pertaining to a specific arbitration case or specific unfair labor 
practice complaint, including a manual roster of local union officials 
and union stewards. 

Authority for maintenance of the system: 

5 U.S.C 2302, 5 U.S.C. 7121, and E.O. 11491. 

Purpose(s): 

This information is used by the Office of the Secretary of Defense 
(OSD) in the creation and maintenance of records of summary de- 
scriptive statistics and analytical studies in support of the function for 
which the records are collected and maintained, or for related work 
force studies. While published statistics and studies do not contain 
individual identifiers, in some instances the selection of elements of 
data included in the study may be structured in such a way as to 
make the data individually identifiable by reference. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

These records and information in these records are used: 

a. To disclose pertinent information to the appropriate Federal, 
state, or local agency responsible for investigating, prosecuting, en- 
forcing, or implementing a statute, rule, regulation, or order, where 
the disclosing agency becomes aware of an indication of a violation 
or potential violation of civil or criminal law or regulation. 

b. To disclose information to any source from which additional 
information is requested in the course of processing a grievance, to 
the extent necessary to identify the individual, inform the source of 
the purpose(s) of the request, and identify the type of information 
requested. 

c. To disclose information to a Federal agency; in response to its 
request, in connection with the hiring or retention of an employee; 
the issuance of a security clearance; the conducting of a security or 
suitability investigation of an individual; the classifying of jobs; the 
letting of a contract, or the issuance of a license, grant, or other 
benefit by the requesting agency, to the extent that the information is 
relevant and necessary to requesting the Agency's decision on the 
matter. 

d. To provide information to a Congressional office from the 
record of an individual, in response to an inquiry from that Congres- 
sional office, made at the request of that individual. 



e. To disclose information to another Federal agency or to a court 
when the Government is party to a judicial proceeding before the 
court. 

f. By the National Archives and Records Administration in records 
management inspections conducted under authority of 44 U.S.C. 
2906. 

g. To disclose information to officials of the Merit Systems Protec- 
tion Board, including the Office of the Special Counsel; the Federal 
Labor Relations Authority, and its General Counsel; or the Equal 
Employment Opportunity Commission, when requested in perform- 
ance of their authorized duties. 

h. To disclose in response to a request for discovery or for appear- 
ance of a witness, information that is relevant to the subject matter 
involved in a pending judicial or administative proceeding. 

i. To provide information to officials of labor organizations reorga- 
nized under the Civil Service Reform Act when relevant and neces- 
sary to their duties, exclusive representation concerning personnel 
policies, practices, and matter affecting work conditions. 

j. To provide information to the Comptroller General or any of his 
authorized representatives, in the course of the performance of duties 
of the General Accounting Office relating to the Labor Management 
Relations Program. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records maintained in file folders. 
Retrievability: 

These records are retrieved by case subject, case number, and/or 
individual employee names. 

Safeguards: 

These records are maintained in locked metal file cabinets, to 
which only OSD authorized personnel have access. 

Retention and disposal: 

Case files are permanently maintained. Other records are normally 
destroyed after supersession. 

System managers) and address: 

Director for Personnel and Security, Washington Headquarters 
Service (WHS), Department of Defense, 3B347, Pentagon, Washing- 
ton, DC 20301, 

Notification procedure: 

Information may be obtained from Directorate for Personnel and 
Security, Washington Headquarters Services (WHS), Department of 
Defense, Room 3B347, Pentagon, Washington, DC 20301. Tele- 
phone: 202-697-3305. 

Record access procedures: 

Requests for access to records may be obtained from the System 
Manager. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information in this system of records is provided by the individual 
on whom the record is maintained; by testimony of witnesses; by 
Agency officials, from related correspondence from organizations or 
persons; or from Arbitratoi-'s Office of the Assistant Secretary of 
Labor for Labor-Management Relations, Union Headquarters Offi- 
cers. 

Exemptions claimed for the system: 
None. 

DWHSP39 

System name: 

Clerical Merit Promotion File. 
System location:. 

Directorate for Personnel and Security, Washington Headquarters 
Service, Department of Defense, Pentagon, Washington, DC 20301. 
Categories of individuals covered by the system: 
Any applicant for employment who applies for a clerical position. 
Categories of records in the system: 

File contains copies of SF-Hl's plus any attachments submitted by 
applicant, copies of supervisory appraisals, copies of Job Opportunity 
Announcement, original certificate of eligibles, rating sheet for all 
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applicants, rating schedules or definition of *best qualified* and copies 
of nonselection and not certified letters. 

Authority for maintenance of the system: 

5 U.S.C. 301. 

Purpose(s): 

To be used by .officials of the Personnel and Security Directorate, 
WHS, to provide a file containing information on persons who have 
expressed interest in being considered for clerical positions for the 
following organizations serviced; Armed Forces Information Service 
(APIS), Court of Military Appeal (COMA), Defense Advanced Re- 
search Project Agency (DA PA), Defense Security Assistance 
Agency (DSAA), Office of Dependents Education, Organization of 
the Joint Chiefs of Staff (OJCS), Tri-Service Medical Information 
System (TRIMIS), and Washington Headquarters Service (WHS). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Filed in folders by name, alphabetically. 

Storage: 

Paper records in file folders and on disks, 
Retrievability: 

Filed by name, alphabetically. 
Safeguards: 

Building employs security guards. Records are maintained in file 
cabinet in areas accessible only to authorized personnel who are 
properly screened and trained. Computer access is in controlled 
areas. Dial-up computer terminal access is controlled by user pass- 
words that are periodically changed. 

Retention and disposal: 

Records are maintained for a two-year period or Office of Person- 
nel Management (OPM) inspection, whichever occurs earlier, then 
they are destroyed. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained .from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, DC 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 
Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tipn No. 81. 

Record source categories: 

Application and related forms from the individual applying for 
position, supervisor appraisals from current or previous employers, 
forms completed by persons whose names are given as a reference, 
ratings and correspondence from Directorate for Personnel and Secu- 
rity, WHS, and supervisory officials. 

Exemptions claimed for the system: 

None. 

DWHSF40 

System name: 

Classified Information Nondisclosure Agreement (NdA). 
System location: 

Chief, Personnel Security Division, Directorate for Personnel & 
Security, Washington Services, Pentagon, Washington, DC 20301- 
1155. 

Categories of individuals covered by the system: 

All employees of the Office of the Secretary of Defense assigned 
to sensitive positions who are authorized access to classified informa- 
tion. 

Categories of records in the system: 

File contains originals of SF 189, Classified Information Nondisclo- 
sure Agreements, signed by Office Secretary of Defense employees. 
Authority for maintenance of the system: = 



Executive Order 12356; Sections 641, 793, 794/ 798 and 952 of 
Title 18, U.S. Code; Section 783(b) of Title 50, U.S. Code, and 
Intelligence Identities Protection Act of 1982. 

Purpose(s): 

To maintain a record of signed Standard Forms 189 which are 
used as a condition precedent to authorizing individuals access to 
classified information. The use of the form will enhance the protec- 
tion of national security information and/or will reduce the costs 
associated with its protection. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: , . 

Paper records in file folders. 

Retrievability: 

Alphabetically by surname of individual. 
Safeguards: 

Records are accessible only by authorized personnel who are prop- 
erly cleared and trained and who require access in connection with 
their official duties. Records are stored in locked filing cabinets after 
normal business hours. 

Retention and disposal: 

Records are retained for 50 years from date of signature and then 
destroyed. 

System manager(s) and address: 

Chief, Personnel Security Division, Directorate For Personnel & 
Security, Washington Headquarters Services^ Room 3B347, Penta- 
gon, Washington, DC 20301-1155. 

Notification procedure: 

Information may be obtained from Directorate for Personnel and 
Security, Washington Headquarters Services, Rooni 3B347, Penta- 
gon", Washington, DC 20301-1155. Telephone: (202) 697-4573 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 

Written requests for information should contain full name of the 
individual, current address, and telephone number and current busi- 
ness address. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, driver's license or employing office 
identification card. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned are contained in 32 CFR 
part 286b and OSD Administration Instruction No. 81. 

Record source categories: 

Data maintained in the system is received from individuals who 
have executed a Classified Information Nondisclosure Agreement 
(SF 189). 

Exemptions claimed for the system: 

None. 

DWHSP41.0 

System name: 
OSD/JS Drug-Free Workplace Files. 
System location: 

Office of the Secretary of Defense, Directorate for Personnel and 
Security, Washington Headquarters Services, Room 3B347, Penta- 
gon, Washington, DC 20301-1 155. 

Categories of individuals covered by the system: 
' Employees of, and applicants for positions in, the Office of the 
Secretary of Defense (OSDP, the Joint StafT (JS), and all other 
activities deriving administrative support from Washington Head- 
quarters Services (WHS). 

Categories of records in the system: 

Records relating to the selection, notification, and testing of em- 
ployees and applicants for illegal drug abuse; collection authentica- 
tion and chain of custody documents; and laboratory test results. 

Authority for maintenance of the system: 
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5 U.S.C. 7301; Pub. L. 100-71; Executive Order 12564, "Drug- 
Free Federal Workplace", and Executive Order 9397. 
Purpose(s): 

The system is used to maintain Drug Program Coordinator records 
on the selection, notification, and testing (i.e., urine specimens, drug 
test results, chain of custody records, etc.) of employees and appli- 
cants for illegal drug abuse. 

Records contained in this system are also used by the employee's 
Medical Review Official; the administrator of any Employee Assist- 
ance Program in which the employee is receiving counseling or 
treatment or, is otherwise participating; and supervisory or manage- 
ment officials within the employee's agency having authority to take 
adverse personnel action against such employee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301, the Office of 
the Secretary of Defense ^'Blanket Routine Uses" do not apply to 
this system of records. 

To a court of competent jurisdiction where required by the United 
States Government to defend against any challenge against any ad- 
verse personnel action. 

Policies and practices for storing, retrieving, accessing and disposing 
of records in the system: 

Storage: 

Paper records are maintained in file folders. Electronic records 
exists on magnetic tape, diskette, or other machine-readable media. 
Retrievability: 

Records are retrieved by employee or applicant name, Social Secu- 
rity Number, agency name, collection site and date of testing. 
Safeguards: 

Paper records are stored in file cabinets that are locked when not 
being used. Electronic records are accessed on computer terminals in 
supervised areas using a system with password access safeguards. All 
employee and applicant records are maintained and used with the 
highest regard for employee and applicant privacy. Only persons on 
a need-to-know basis and trained in the handling of information 
protected by the Privacy Act have access to the system. 

Retention and disposal: 

Employee acknowledgement of notice forms are retained for as 
long as the employee remains with the agency and are destroyed 
upon sieparation. Selection and scheduling records are retained for 
two years or until no longer needed. Specimen collection and han- 
dling "permanent" record books are retained for three years after last 
entry is made and are then destroyed. Specimen chain of custody 
records are destroyed when three years old. Test result records for 
employees and applicants are retained for three years and then de- 
stroyed. 

Destruction of records is accomplished by shredding or burning of 
paper records. Electronic records are erased or overwritten. 
System manager(s) and address: 

OSD/JS Drug Program Coordinator, Directorate for Personnel 
and Security, Washington Headquarters Services, Room 3B345, Pen- 
tagon, Washington, DC 20301-1155. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the OSD/JS Drug Program Coordinator, Directorate for Per- 
sonnel and Security, Washington Headquarters Services, Room 
3B347, Pentagon, Washington, DC 20301-1155. The request should 
contain the full name, Social Security Number, and the notarized 
signature of the subject individual. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the OSD/ 
JS Drug Program Coordinator, Directorate for Personnel and Secu- 
rity, Washington Headquarters Services, Room 3B347, Pentagon, 
Washington DC 20301-1155. The request should contain the full 
name. Social Security Number, and the notarized signature of the 
subject individual. 

Contesting record procedures: 

The Office of the Secretary of Defense (OSD) rules for accessing 
records and for contesting contents and appealing initial OSD deter- 
minations by the individual concerned are published in OSD Admin- 
istrative Instruction No. 81, "OSD Privacy Program"; 32 CFR part 
311; or may obtained from, the system manager. 

Record source categories: 



The test subject. Medical Review Officials, collection personnel 
and others on a case-by-case basis. 

Exemptions claimed for the system: 

None. 

DWHSP42.0 

System name: 

DPS Incident Reporting and Investigations Case Files. 
System location: 

Defense Protective Service, Communications Center, Room 1A3I5, 
The Pentagon, Washington, DC 20301-1155. 

Categories of individuals covered by the system: 

Persons who are the source of an initial complaint or allegation 
that a crime took place. 

Witnesses having information or evidence about any aspect of an 
investigation. 

Suspects in the criminal situation who are subjects of an investiga- 
tion. 

Subjects of investigations on noncriminal matters. 

Current and former applicants for the position of Defense Protec- 
tive Service Officers. 

Sources of information and evidence. The identity of these individ- 
uals may be confidential as appropriate to the subject matter they 
contribute. These files contain information vital to the outcome of 
administrative procedures and civil and criminal cases. 

Individuals associated with terrorism or terrorist groups and activi- 
ties and names of regional, nationwide, and worldwide terrorist orga- 
nizations. 

Categories of records in the system: 

Preliminary and other reports of criminal investigations from the 
opening of a case until it is closed. These records are instituted and 
maintained at varying points in the process. The processes of criminal 
justice and civil and administrative remedies may require their partial 
or total disclosure. 

Security files contain information such as name, date and place of 
birth, address, Social Security number, education, occupation, experi- 
ence, and investigatory material. 

Contingency Planning/Analysis files contain information such as 
names and other identifying information arid investigatory material 
on an individual associated with terrorists or terrorist groups and 
activities. File contains information about regional, nationwide, and 
worldwide terrorist organizations and their effects on security of 
DoD facilities under the jurisdiction of DPS. Intelligence briefs; 
tactical, operational, and strategic informational reports; regional and 
nationwide contingency analysis; contingency action plans; and pat- 
terns and trends of potential or actual terrorists or terrorist groups, 
or other activities that could disrupt the orderly operation of De- 
fense-owned or controlled facilities over which the DPS has jurisdic- 
tion. 

Authority for maintenance of the system: 

Section 21, Internal Security Act of 1950 (Pub. L. 831, 81st 
Cong.); 40 U.S.C 318, as delegated by Administrator, General Serv- 
ices Administration, to the Deputy Secretary of Defense, September 
1987, and Executive Order 9397. 

Purpose(s): 

To assemble in one system information on .(l) preliminary and 
other criminal investigation reports that are used to enforce criminal 
law and rules and regulations for punitive action; to prevent, control, 
or reduce crime and to apprehend criminals; and (2) contingency 
action plans that provide patterns and trends of potential or actual 
terrorists or terrorist groups or other activities that could disrupt 
orderly operation of DoD-owned or controlled facilities under the 
jurisdiction of DPS. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To a Federal, state, local, or foreign agency responsible for investi- 
gating, prosecuting, enforcing, or carrying out a statute, rule, regula- 
tion, or order, where the agency is aware of a violation or potential 
violation of civil or criminal law or regulation. 

To an appeal, grievance, or formal complaints examiner; equal 
employment opportunity investigator; arbitrator; exclusive represent- 
ative; or other officials engaged in investigating, or settling a griev- 
ance, complaint or appeal filed by an employee. 

To various bureaus and divisions of the Department of Justice that 
have primary jurisdiction over subject matter and location which 
DPS shares. 

To law enforcement agencies which have lawfully participated in 
and conducted investigation jointly with DPS. 
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Pursuant to the order of a court of competent jurisdiction, when 
the United States is party to or has interest in litigation, and using the 
records is relevant, necessary, and compatible with the purposes of 
collecting the information. 

The OfTice of the Secretary of Defense (OSD) ^*Blanket Routine 
Uses" published at the beginning of OSD's compilation also apply to 
this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ... . 

Paper records in file folders in file cabinets. Magnetic media . in 
controlled access areas for both on-line and storage disks. 
Retrievability:- 

Paper records by case control number and type of incident. Mag- 
netic files by case control number, name, address, and physical de- 
scription of subject individual. ' , . 

Safeguards: 

Paper records are stored in secure filing cabinets in room with' 
built-in-position dial-type combination safe lock. Corriputer records 
are maintained in limited access sites on a system protected by a 
software-controlled password system. , 

Retention and disposal: 

Paper records are retained and destroyed based'on the below listed 

categories: 

Records involving thefts of government or personal property will 
be kept on file for three (3) years and then destroyed. 

Reports and directly related papers concerning specific incidents, 
circumstances, and conditions, such as facilitjj problems, property 
damage, fire and fire drills, and similar matters' will be held for one 
(1) year and then destroyed. 

Documents created in arresting, releasing from arrest and obtaining 
statements concerning offenses from persons suspected of committing 
criminal offenses on government property under the control of DPS 
will bq held for five (5) years and then destroyed. 

Documents created in enforcing regulations. regarding motor vehi- 
cle movement and parking on Federal premises to include reports of 
traffic accidents, traffic violation notices and similar papers under 
DPS control will be held for on^ (1) year and then destroyed. 

Destruction of paper records is by shredding or burning. 

Magnetic tape files will be retaiYied for fifteen years and then 
erased. 

System manager(s) and address: 

Washington . Headquarters Services (Real Estate and Facilities), 
ATTN: Defense Protective Service, Room 3C345, The Pentagon, 
Washington, DC 20301-1155. . 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address inquiries to the 
Washington Headquarters Services (Real Estate and Facilities), 
ATTN: Defense Protective Service, Room 3C345, The Pentagon, 
Washington, DC 20301-1155. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address inquiries to the Washington 
Headquarters Services (Real Estate and Facilities), ATTN: Defense 
Protective Service, Room 3C345, The Pentagon, Washington, ' DC 
20301-1155. ^ 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing record's 
and for contesting contents and appealing initial OSD determinations 
are published in OSD Administrative Instruction No. 81, "OSD Pri- 
vacy Program"; 32 CFR part 286b; or may be obtained from the 
system manager. , . . 

Record source categories: 

Investigators, informants, witnesses, official records, investigative 
leads, statements, depositions, business records, or any other informa- 
tion source available to DPS. , . . ; > '. ' 

Systems exempted from certain provisions of the act: 

Parts of this system may be 'exempt under 5 U.S.C. 552a(j)(2) as 
appHcable. The criminal investigation casefile and contingency plan- 
ning and analysis file may' be partially or totally subject to the 
general exemption; 

An exemption rule for this record system has been promulgated in 
. accordance with the requirements of 5. U.S.C. 553(b) (1), (2), and (3), 
(c) and (e) and published in 32 CFR 286b:7. For additional informa- 
tion contact the system manager. ' ^ 



DWHS P43 

System name: 

Emergency Personnel Locator Records. 

System location: . \ , 

Segments are maintained within the Office of the Secretary of 
Defense (OSD), the Joint Staff, and all other activities deriving 
administrative support from Washington Headquarters Services 
(WHS), . ' ' 

Categories of individuals covered by the system: 

Civilian. employees^ and military personnel, and in some instances, 
their dependents, consultants, contractors, both in and out'of govern^ 
ment, with whom the Office of the Secretary of Defense, the Joint 
Staff, and all other activities deriving administrative support from 
Washington Headquarters Services (WHS) conduct official business. 
Inclusion is at the discretion of the maintaining office. . • 

Categories of records in the system: 

Individual's Social Security Number and/or name, organizational 
address, home address or unit of assignment, work and home tele- 
phone numbers and related information. Emergency personnel ros- 
ters, contact listing files, organizational telephone directories, and 
listings of office personnel. . 

Authority for maintenance of the system: 

10 U.S.C. 133 and Executive Order 9397. 

Purpose(s): ' 

Records siipport agency requirenients for emergency notification 
of personnel, establishment of locator listings, and all other official 
management functions where personnel and organizational point of 
contact information- is required. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See. the Office 'of the' Secretary of Defense (OSD) "Blanket Rou- 
tine Uses" set forth at the beginning of OSD's listing of systems 
notices. . > . : 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: .V 

Storage: 

Paper records are maintained in file folders, index cards, Rolodex- 
type files, loose-leaf and bound notebooks. Computer files are rhain- 
tained on magnetic tape, diskette, or other machine-readable itiedia. 

Retrievability: 

Files are retrieved by Social Security Number and/or name of 
employee or individual. . i 
Safeguards: 

Facilities where the systems are maintained are locked when not 
occupied. Paper records are kept in filing cabinets and other storage 
places which are locked when office is not occupied. Electronic 
records are on computer terminals in supervised areas using a system 
with software access control safeguards. Only persons on a need-to- 
know basis and trained in the handling of information protected by 
the Privacy Act have access to the system. 

Retention and disposal: 

Retained until information is no longer current and then destroyed. 
Obsolete paper information is destroyed by tearing into pieces, shred- 
ding, pulping, macerating, or burning. Obsolete computer records are 
erased or overwritten: • * 

System manager(s)' and address: • 

Office of the Secretary of Defense (OSD) Privacy Act Officer, 
OSD Records Management and' Privacy Act Branch, Washington 
Headquarters Services, Room 5C315, Pentajgon, Washington, DC 
20301-1155. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves .should' address written inquir- 
ies to.the Office, of the Secretary of Defense (OSD) Privacy Act 
Officer, OSD Records. Management and Privacy Act Branch, Wash- 
ington Headquarters Services, Room 5C315, Pentagon, Washington, 
DC 20301-1155. The individual should make reference to the office 
where he/she is/was assigned or affiliated and include address and 
telephone number applicable to the. period during which the record 
was maintained. Social Security Number should be included in the 
inquiry for positive identification. . ■ 

Record access procedures: 

Individuals seeking acciess to "records iabout themselves contained in 
this system of records should address written inquiries to the Office 
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of the Secretary of Defense (OSD) Privacy Act Officer, OSD 
Records Management and Privacy Act Branch, Washington Head- 
quarters Services, Room 5C315, Pentagon, Washington, DC 20301- 
1155. The individual should make reference to the office where he/ 
she is/was assigned or affiliated and include address and telephone 
number applicable to the period during which the record was main- 
tained. Social Security Number should be included in the inquiry for 
positive identification. 
Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial OSD determinations 
are published in OSD Administrative Instruction No. 81, "OSD Pri- 
vacy Program"; 32 CFR part 286b; or may be obtained from the 
system manager. . 

Record source categories: 

Information is obtained from the subject individual, and official 
personnel office documents. 
Exemptions claimed for the system: 
None. 

DWHS B44.0 

System name: 
OSD Travel File. 
System location: 

Primary location is maintained at Washington Headquarters Serv- 
ices, Directorate for Budget and Finance, Room 3B287, Pentagon, 
Washington, DC 20301-1155. 

Secondary location sites are the Joint Staff (JS), DIRM (Services 
Division) Travel Section, Room 2C936, Pentagon, Washington, DC 
20318-9300; the Department of Defense Dependents Schools 
(DoDDS), ATTN; Fiscal Division, 2461 Eisenhower Avenue, Alex- 
andria, VA 22331-1100; and the Defense Advanced Research 
Projects Agency (DARPA), ATTN: RMO (Travel), 1400 Wilson 
Boulevard, Arlington, VA 22209-230&. 

Categories of individuals covered by the system: 

Civilian employees and military personnel assigned to the Office of 
the Secretary of Defense, the Joint Staff, Washington Headquarters 
Services, DoDDS, DARPA, American Forces Information Service, 
U.S. Court of Military Appeals, Defense Medical Support Activity, 
Defense Security Assistance Agency, Defense Legal Services 
Agency, and Defense Technology Security Administration. 

Also covered are dependents of employees and personnel, former 
employees, other government agency employees authorized by law 
to travel at government expense, and certain non-government person- 
nel traveling on Invitational Travel Orders on official agency busi- 
ness. 

Categories of records in the system: 

Records relating to official travel of individuals, including travel 
orders, per diem vouchers, transportation requests, travel itinerary, 
and supporting documentation. Records contain individuals name, 
SSN, employing office name and telephone number, and home tele- 
phone number. 

Authority for maintenance of the system: 

5 U.S.C. 2105, 2106, 5561, 5564, 5701-5708, 5721-5730, 5742; 50 
U.S.C. 2160; and Executive Order 9397. 
Purpose(s): 

To maintain an official travel record authorization and payment 
file system. Provides management information for control of travel 
expenditures and supports documentation requirements for official 

travel. . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the Office of the Secretary of Defense "Blanket Routine Uses" 
published at the beginning of the agency's compilation of record 
system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records are maintained in file folders. Electronic data is 
maintained on a networked computer system with access safeguards. 
Retrievability: 

Files are retrieved by name of individual, Social Security Number, 
and employing organization. 
Safeguards: 

Facilities where the systems are maintained are locked when not 
occupied. Paper records are kept in filing cabinets and other storage 
places which are locked when office is not occupied. 



Access to computer records is controlled by a user identification 
and password system. Personnel having access are limited to those 
having a need-to-know who have been trained in handling Privacy 
Act information. 

Retention and disposal: 

Records are retained for two years and then retired to the Wash- 
ington National Records Center (WNRC). After six years and three 
months records are destroyed at WNRC. 

Computer files are retained for ten years and then deleted from the 
system. 

System manager(s) and address: 

Director, Budget and Finance, Washington Headquarters Services, 
Room 3B259, Pentagon, Washington, DC 20301-1 155: 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to Director, Budget and Finance, Washington Headquarters Serv- 
ices, Room 3B259, Pentagon, Washington, DC 20301-1155. 

The individual should make reference to the office where assigned 
or affiliated and include address and telephone number applicable to 
the period during which the record was maintained. SSN should be 
included in the inquiry for positive identification. 

Record access procedures: . 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to Director, 
Budget and Finance, Washington Headquarters Services, Room 
3B259, Pentagon, Washington, DC 20301-1155. 

The individual should make reference to the office where assigned 
or affiliated and include address and telephone number applicable to 
the period during which the record was maintained. SSN should be 
included in the request for positive identification. 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial OSD determinations 
are published in OSD Administrative Instruction No. 81, "OSD Pri- 
vacy Program"; 32 CFR part 286b; or may be obtained from the 
system manager. 

Record source categories: 

Sources are the travelling individuals or their agents and vendors 
of travel and related services. 

Exemptions claimed for the system: 
None. 

DWHSB45.0 

System name: 

DoD Salary Offset Suspense Control Records. 
System location: 

Washington Headquarters Services, Directorate for Budget and 
Finance, Room 3B287, Pentagon, Washington,, DC 20301-1155. 

Categories of individuals covered by the system: 

Civilian employees assigned to the Office of the Secretary of 
Defense (OSD), the Joint Staff, DoD Agencies, and OSD Field 
Activities. 

Categories of records in the system: 

Original debt aniount records received from Defense Manpower 
Data Center (DMDC) identifying individuals by name, Social Securi- 
ty Number, and employing agency; and Report of Salary Offset for 
Debt Collection (Report Control Symbol DD-COMP(M&Q)1659) 
submissions of employing activities, and reflecting agency finance 
office actions relevant to individuals identified in the original debt 
amount records. 

Authority for maintenance of the system: 

31 U.S.C. 3711, "Federal Claims Collection Act of 1966"; 31 
U.S.C. 5512-5514; 4 CFR chapter II, "Federal Claims Collection 
Standards (General Accounting Office — Department of Justice)"; 32 
CFR part 90, "Collection of Indebtedness Due the United States 
(DoD)"; Pub. L. 97-365, "The Debt Collection Act of 1982"; and 
Executive Order 9397. 

Purpo$e(s): 

To maintain a suspense file of requests from non-DoD Agencies 
through Defense Manpower Data Center (DMDC) for administrative 
or salary offsets of civilian employees assigned to the Office of the 
Secretary of Defense, the Joint Staff, DoD Agencies, and OSD Field 
Activities. The system permits tracking of requests that have not 
resulted in salary offsets by the employing activity. The system also 
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conipiles salary offset information to facilitate generation of compli- 
ance reports to DMDC. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the Office of the Secretary of Defense (OSD) "Blanket Rou- 
tine Uses'' set forth at the beginning of the agency's compilation of 
record system notices. 

Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from 
this system to consumer reporting agencies as defined in the Fair 
Credit Reporting Act of 1966 (31 U.S.C. I681a(0) or the Federal 
Claims Collection Act of 1966 (31 U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in the file folders in file cabinets that are locked 
when not in use. Electronic data is maintained on a mainframe 
computer system located in a secure computer facility. 

Retrievability: 

Files are retrieved by nanie of individual, Social Security Number, 
and activity by whom the individual is employed. 
Safeguards: 

Facilities where the systems are maintained are locked when not 
occupied. Paper records are kept in filing cabinets and other storage 
places which are locked when office is not occupied. 

Access to computer records is controlled by a user identification 
and password system. Personnel having access are limited to those 
having a need-to-know who have been trained in handling Privacy 
Act information. 

Retention and disposal: 

Paper records: Requests for offset are retained for six years after 
the close of the initial fiscal year in which the original request for 
salary offset is received and are then destroyed. Offset reports are 
retained for two years after the close of the fiscal year in which the 
offset is reported to DMDC and then destroyed. Computer files are 
retained for ten years after the close of the fiscal year in which the 
amount has been collected in full and are then deleted. 

System manager(s) and address: 

Director, Budget and Finance, Washington Headquarters Services, 
Room 3B287, Pentagon, Washington, DC 20301-1155. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to Director, Budget and Finance, Washington Headquarters Serv- 
ices, ATTN: IPMD, Room 3B287, Pentagon, Washington, DC 
20301-1155 

The individual should furnish their full name, Social Security 
Number, and name of the DoD agency/activity and office where 
assigned. 

Record access procedures: 

Individuals seeking access to records about thenriselves contained in 
this system of records should address written inquiries to Director, 
Budget and Finance, Washington Headquarters Services, ATTN: 
IPMD, Room 3B287, Pentagon, Washington, DC 20301-1155 

The individual should furnish their full name, Social Secuirty 
Number, and name of the DoD agency/activity and office where 
assigned. 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appealing initial OSD determinations 
are published in OSD Administrative Instruction No. 81, "OSD Pri- 
vacy Program"; 32 CFR part 286b; or may be obtained from the 
system manager. 

Record source categories: 

DMDC requests for administrative or salary offset and reports 
from DoD agencies and activities noting action taken to effect ad- 
niinistrative or salary offset. « 

Exemptions claimed for the system. 

None. 

DWHS B46.0 

System name: 

DoD Creditor Agency Accounts Receivable System. 
System location: 

Washington Headquarters Services, Directorate for Budget and 
Finance, Room 3B287, The Pentagon, Washington, DC 20301-1155. 



Categories of individuals covered by the system: 

Persons currently or formerly associated with the Department of 
Defense and who are financially indebted to a Defense creditor 
agency (excluding Military Departments). 

Individuals may include current/former military active duty; re- 
serve personnel: DoD civilian employees; non-appropriated fund em- 
ployees; retired personnel* 

Categories of records in the system: 

Delinquent debt records consisting of individual's name, Social 
Security Number, sex, debt amount, basis for the debt, and history of 
debt collection activity for the individual. 

Authority for maintenance of the system: 

Public Law 97-365, The Debt Collection Act of 1982;. 31 U.S.C. 
chapter 37, Subchapter I (General), and Subchapter II (Claims of the 
United States Government), 31 U.S.C. 3711 Collection and Compro- 
mise, 31 U.S.C. 3716 Administrative Offset; 5 U.S.C. 5514 Installment 
deduction for Indebtedness (salary offset); 10 U.S.C. 136, Assistant 
Secretaries of Defense, Appointment powers and duties; section 206 
of Executive Order 1 1222; and Executive Order 9397. 

PurposeCs): 

To permit collection of debts owed to any Department of Defense 
creditor agency. Records in this system are subject to use in ap- 
proved computer matching programs authorized under the Privacy 
Act of 1974, as amended, for debt collection purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the General Accounting Office and the Department of Justice 
for collection action for any delinquent account when circumstances 
warrant. 

To a commercial credit reporting agency for the purpose of either 
adding to a credit history file or obtaining a credit history file for use 
in the administration of debt collection. 

To a debt collection agency for the purpose of collection services 
to recover indebtedness owed to the Department of Defense. 

To any other Federal agency for the purpose of effecting salary 
offset procedures against a person employed by that agency when 
any Department of Defense creditor agency has a claim against that 
person. 

To any other Federal agency including, but not limited to, the 
Internal Revenue Service and Office of Personnel Management for 
the purpose of effecting an administrative offset of a debt. 

To the Internal Revenue Service (IRS) to obtain the mailing ad- 
dress of a taxpayer for the purpose of locating such taxpayer to 
collect or to compromise a Federal claim against the taxpayer. (Note: 
Redisclosure of a mailing address form the IRS may be made only 
for the purpose of debt collection, including to a debt collection 
agency in order to facilitate the collection of compromise of a Feder- 
al claim under the Debt Collection Act of 1982, except that a mailing 
address to a consumer reporting agency is for the limited purpose of 
obtaining a commercial credit report on the particular taxpayer. Any 
such address information obtained from the IRS will not be used or 
shared for any other DoD purpose or disclosed to another Federal, 
state or local agency which seeks to locate the same individual for its 
own debt collection purpose.) t 

To any other Federal, state or local agency for the purpose of 
conducting an authorized computer matching program to identify 
and locate delinquent debtors for recoupment of debts owed the 
Department of Defense. 

The Office of the Secretary of Defense (OSD) **Blanket Routme 
Uses" set forth at the beginning of OSD's listing of record system 
notices also apply to this system. 

Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from 
this system to consumer reporting agencies as defined in the Fair 
Credit Reporting Act of 1966 (15 U.S.C. 1681a(f)) or the Federal 
Claims Collection Act of 1966 (31 U.S.C. 3701(a)(3)). The disclosure 
is limited to information necessary to establish the identity of the 
individual, including name, address, and taxpayer identification 
number (SSN); the amount, status, and history of the claim; and the 
agency or program under which the claim arose for the sole purpose 
of allowing the consumer reporting agency to prepare a commercial 
credit report. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Electronic data is stored in floppy disks, magnetic tape, and hard 
disks of a mainframe computer system located in a secure .computer 
facility. 
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Retrievability: 

Files are retrieved by name of individual or Social Security 
Number. 

Safeguards: 

Facilities where the system is maintained are locked when not 
occupied. Access is controlled by a user identification and password 
system. Personnel having access are limited to those haying an offi- 
cial need-to-know who have been trained in handling personal infor- 
mation subject to the Privacy Act. 

Retention and disposal: 

Computer files are retained for ten years after the close of the 
fiscal year in which the amount has been collected in full and are 
then deleted. 

System manager(s) and address: 

Director, Budget and Finance, Washington Headquarters Services, 
Room 3B287, The Pentagon, Washington, DC 20301-1155. . 
Notification procedure: 

Individuals seeking to determine whether this system of records ' 
contains information about themselves should address written inquir- 
ies to Director, Budget and Finance, Washington Headquarters Serv- 
ices, ATTN: IPMD, Room 3B287, The Pentagon, Washington, DC 
20301-1155. 

The individual should furnish their full name and Social Security 
Number, and name of the DoD agency/activity and office where 
assigned. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to Director, 
Budget and Finance, Washington Headquarters Services: ATTN: 
IPMD, Room 3B287, The Pentagon, Washington, DC 20301-1155. 

The individual should furnish their full name and Social Security 
Number, and name of the DoD agency/activity and office where 
assigned. 

Contesting record procedures: 

The Office of the Secretary of Defense rules for accessing records 
and for contesting contents and appeaUng initial OSD determinations 
are published in OSD Administrative Instruction No. 81, "OSD Pri- 
vacy Program"; 32 CFR part 286b; or may be obtained from the 
system manager. 

Record source categories: 

Debt records submitted by DoD agencies relating to individuals 
who have incurred debts for varied reasons but who are not current- 
ly affiliated with the creditor DoD agency. 

Exemptions claimed for the system: 

None. 

DWHS SPM002 

System name: 

Pentagon and Federal Building 2 Carpool Locator. 
System location: 

Primary System - Air Force Services Center. Decentralized Seg- 
ments - DoD Parking Control Office, Directorate for Space Manage- 
ment and Services, Washington Headquarters Services, Department 
of Defense, Pentagon, Washington, DC 20301. Office of the DoD 
Building Administrator, Directorate for Space Management and 
Services, Washington Headquarters Services, Department of De- 
fense, Federal Building 2, Washington, DC 20301. 

Categories of individuals covered by the system: 

All Department of Defense (DoD) and other personnel who par- 
ticipate in Pentagon and Federal Building 2 carpools. 

Categories of records in the system: 

Name of individual, DoD Component Code, home address, work- 
ing hours, Pentagon or Federal Building 2 office room number, office 
phone number, map coordinate of home address. 

Authority for maintenance of the system: 

Federal Property and. Administrative Service Act of 1949, 63 Stat. 
377, as amended. 
Purpose(s): 



This data is used by the DoD Parking Control Office and the 
Office of the Building Administrator, Federal Building 2 to assign 
and administer allocated carpool parking spaces at the Pentagon and 
Federal Building 2; the Air Force Data Service Center provides a 
printout to each individual in the system which lists other partici- 
pants who live near him/her who are potential carpool prospects, 
and to provide a complete printout of all participants to the DoD 
Parking Control Office and the General Services Administration 
(GSA); individuals in order to contact other participants on either 
his/her individual printout or area card, or the DoD Parking Control 
Office's complete printout to determine their interest in carpooling. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the General Service Administration to track carpool date in 
area-wide system when and if implemented. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic tapes, disks and paper printouts for the Penta- 
gon building carpools. Manual storage within self-help carpool loca- 
tor board for Federal Building 2 participants. 

Retrievability: 

Information is accessed and retrieved by name and home address 
map grid for Pentagon building participants. Information is manually 
accessed and retrieved from cards in. map grids for Federal Building 
2 participants- 
Safeguards: 

Pentagon - All participants have access to the data, which is under 
direct control of the DoD Parking Control Office. Office is locked 
and guarded. Computer media resident at the Air Force Data Service 
Center is stored in controlled areas. Dial-up computer terminal access 
is controlled by user passwords that are periodically changed. Feder- 
al Building 2 - AH participants have access to the data. Building has 
security guards. System is maintained in an area secured during 
nonworking hours and within close view of security officers. 

Retention and disposal: 
■ Data is retained only on active participants. Records of personnel 
removed from the Pentagon Carpool Locator shall be kept one to 
three months and then destroyed. Records of personnel removed 
from the Federal Building 2 carpool locator shall be destroyed upon 
removal. 
. System manager(s) and address: 

Director, Space Management and Services, Washington Headquar- 
ters Services, Department of Defense, Pentagon, Washington, DC 
20301. 

Notification procedure: 

Information may be obtained from: Director, Space Management 
and Services, Washington Headquarters Services, Department of De- 
fense, Room 3C345, Pentagon, Washington, DC 20301, Telephone: 
202 697-7241. 

Record access procedures: 

Requests from individuals should be addressed to: Director, Space 
Management and Services, Washington Headquarters Services, De- 
partment of Defense, Room 3C345, Pentagon, Washington, DC 
20301. Written requests for information should contain the full name 
of the individual, current address and telephone number. For person- 
al visits, the individual should be able to provide some acceptable 
identification, that is, driver's license or DoD building pass. The 
computer system has the facility to access all data stored in the data 
base. Central Parking Control has exclusive access to the data base 
and controls updating the files. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Carpool Locator Card (DD Form 2170). 

Exemptions claimed for the system: 

None. 
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UNITED STATES AIR FORCE 
How Systems of Records are Arranged 

In the Air Force, records are grouped by subject series. Each 
series has records about a specific activity or function to which a 
subject title and number is given. Systems of records are grouped in 
the same way. For example, a system of records on personnel securi- 
ty clearances may be found in ''Security — 205," and one about psy- 
chiatry in "Medical Service — 160". These numbers are part of the. 
system identification which precede the notices. They look' like this: 
F205 AF SP A or F160 ARPC A. The letter T' means Air Force. 
The first three digits (205 and 160) show that the records pertain to 
Security and the Medical Service respectively. The letters that 
follow indicate to whom the system applies and or the Office of 
Primary Responsibility (OPR). For example, F205 AF SP A— AF 
indicates that this is an Air Force-wide system, with SP denoting 
Security Police as the OPR. The last alpha designation is for internal 
management control. In the records system F160 ARPC A — ARPC 
indicates that this is an Air Reserve Personnel Center (ARPC) 
system and applies to Reserve personnel only. 

Using the Index Guide 

The systems Of records maintained by the Air Force are contained 
within the subject serieis that are listed below. 

This list identifies each series in the order in which it appears in 
this issuance. Use the list to identify subject areas of interest. Having 
done so, use the series number (for example 205 for Security) to 
locate the systems of records grouping in which you are, interested. 

System Identification Series 
Subject Series 

Administrative Communications .. 

010 

Administrative Practices 

Oil 

Air Force Records Management Program 

012 

Personnel . * 

030 

MiHtary Personnel . ► . : 

035 

Civilian Personnel 

040 

. Reserve Forces . . 
045 

Training 

050 

Flying Training ' * " . 

051 

Schools * 

053 • • . 

Flying ' . 

060 

Equipment Maintenance 

066 

Supply 

067 , * . ' 

Contracting and Acquisition 
070 _ . 

1 ransportatioii and Traffic Management 

075 

Military Airlift 

076 ^ " 

Research and Development 
080 / . 

Housing , - - 

090 ' > ' • 

Judge Advocate General 

110 

Military Justice ■ , . 

Ill . , 

Inspector General . ■ = 

120 

Inspection 

123 

Special Investigations 

124 

Security Police 

125 

Safety 



127 

Medical Service , 

160 

Aerospace Medicine 

161 

Dental Services * 
162 • . 

Medical Administration 
168 • ■ 

Auditing 

175 

Non-Appropriated Funds 
176 ' . 

Accounting and Finance 

177 

Cost and Management Analysis 
178 ■ • 

Public Affairs 
190 ' 

Intelligence 
200 . ... 

Security 

205 

Historical Data and Properties 
210.. ^ • . . , 

Education Services Program , 

213 - 

Morale, Welfare, and Recreation 
215 ■ , 

' Chaplain 

265 ' 
Awards, Ceremonies, and Honors 

REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses' of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto,' the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
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of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless x)f whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information, on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facihty upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintainndnt may be disclosed 
as a routine use to the General Services Administration (GSA) for 
the purpose of records management inspections conducted under 
authority of 44 U.S.C. 2904 and 2906. 



ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
iSYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

FOIOAFA 

System name: 

Automated Orders Data System. 
System location: 

Any location where temporary orders are published at all levels 
down to and including squadrons. Official mailing addresses are pub- 
lished as an appendix to the Air Force compilation of record system 
notices. 

Categories of individuals covered by the system: 

All Air Force civilian employees and military members who per- 
form temporary duty travel, including all Air Force reserve person- 
nel who perform annual, school, special, and Military Personnel 
Appropriation (MPA) tours. 

Categories of records in the system: 

All temporary orders (temporary duty travel and reserve); identifi- 
cation data on individuals named in orders; accounting records for 
Personnel/Travel/Budgeting Accounting System (PBAS/TBAS); ac- 
counting records for man-days used, and orders log containing data 
found in administrative - orders including name, Social Security 
Number, order number, and effective dates. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Power and Duties; 
delegation by; as implemented by Joint Federal Travel Regulation, 
Vol I; Joint Travel Regulation, Vol II; Air Force Regulation 10-7, 
"Administrative Orders"; and Executive Order 9397. 

Purpose(s): 

Used to prepare temporary duty travel orders, including those 
ordering Air Force Reserve personnel to active duty for annual, 
school, special and MPA tours. Controls assignment of orders num- 
bers and is a cross reference between orders, revocations, and amend- 
ments. Creates management reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of. the agency's compilation of record system 
notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records iii the system: 

Storage: 

Maintained on computer. 
Retrievability: 

Retrieved by name and Social Security Number. 
Safeguards: 
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Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and are properly 
screened for need-to-know. Passwords are established for computer 
system entrance. 

Retention and disposal: 

Identification data is maintained until the individual is reassigned. 
Orders are maintained for 1 to 56 years after the year in which they 
are published. 

System manager(s) and address: 
, Director of Information Management, Office of the Administrative 
Assistant to the Secretary of the Air Force, Washington, DC 20330- 
1000; Director of Information Management, Headquarters, Air Force 
Reserve, Robins AFB, GA 31098-6001; Deputy Chief of Staff, 
Comptroller, Headquarters U.S. Air Force, Washington, DC 20330- 
5000; and Base Directors or Chiefs of Information Management. 
Official mailing addresses are published as an appetidix to the Air 
Force's compilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address inquiries to the 
Director of Information Management, Office of the Administrative 
Assistant to the Secretary of the Air Force, Washington, DC 20330- 
1000; Director of Information Management, Headquarters, Air Force 
Reserve, Robins AFB, GA 31098-6001; Deputy Chief of Staff, 
Comptroller, Headquarters U.S. Air Force, Washington, DC 20330- 
5000; and Base Directors or Chiefs of Information Management. 
Official mailing addresses are published as an appendix to the Air 
Force's compilation of record system notices. 

Record access procedures: 

Individuals seeking access to records about themselves contained ih 
this system should address requests to the Director of Information 
Management, Office of the Administrative Assistant to the Secretary 
of the Air Force, Washington, DC 20330-1000; Director of Informa- 
tion Management, Headquarters, Air Force Reserve, Robins AFB, 
GA 31098-6001; Deputy Chief of Staff, Comptroller, Headquarters 
U.S. Air Force. Washington, DC 20330-5000; and Base Directors or 
Chiefs of Information Management. Official mailing addresses are 
published as ah appendix to the Air Force's compilation of record 
system notices. 

A military or civilian identification card is required as proof of 
identity prior to disclosure. 
Contesting record procedures: 

The Air Force rules for accessing records, and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information is obtained from personnel records, automated system 
interfaces, individuals, and orders requests. 
Exemptions claimed for the system: 
None. 

. FOlO APIS B 

System name: 

Prisoner of War (PW) Debriefing Files. 
System location: 

Headquarters Air Force Intelligence Service (HQ AFIS/INUA), 
Ft Belvoir, VA 22060. 
Categories of individuals covered by the system: 
Returned PW. 

Categories of records in the system: 

Debriefing transcripts; messages concerning PWs; topical data. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; implemented by HQ USAFIS PD 400.2, 500.2; JCSM 
SM 718-83. 

Purpose(s): 

Intelligence file; research source documents used by various DOD 
offices. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 



Maintained in file folders, computer paper printouts and on micro- 
fiche. 
Retrievability: 
Filed by name. * 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are' properly screened and cleared for 
need-to-know. Records are stored in safes. 

Retention and disposal: 

Retained in AFIS/INU until no longer needed then forwarded to 
the ySAFHRC, Maxwell Air Force Base, AL 36112 for permanent 
retention. 

System manager<s) and address: 

Headquarters Air Force liitelligence Service (HQ AFIS/INUA), 
Ft Belvoir, VA 22060. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

The individual can obtain assistance in .gaining access from the 
System Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Returned prisoners of war. 

Exemptions claimed for the system: 

None. 

FOlO ARPC A 

System name: 

Background Material. 
System location: 

Air Reserve Personnel Center, Denver, CO 80280. ' 
Categories of individuals covered by the system: 
Air Force Reserve personnel. 
Categories of records in the system: 

Letter request for orders, amendments, including justification on 
files on special authorizations when required by order publishing 
activity. 

Authority for maintenance of the system: 
10 use 1162, Reserves: Discharge. 
Purpose(s): 

Used for publication of discharge orders and to verify that dis- 
charge orders were published. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed ifor any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name, and Social Security Number (SSN), 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files for 1 year after annual cut-off, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Commander, Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 
Notification procedure: 

Requests from individuals should be addressed to the Documenta- 
tion Management Officer, ARPC/DADP, Denver, Colorado 80280. 
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Written requests for information should contain full name, SSN, 
current mailing address and, if known, the case (control) number on 
correspondence received from ARPC. Records may be reviewed in 
the Records Review Room, Air Reserve Personnel Center, Denver, 
Colorado between 8 am and 3 pm on normal •work days. Visitors 
wishing to see their records should provide a current Reserve, identi- 
fication card and/or driving license and some verbal information that 
could verify the person's SSN at time of discharge. 
Record access procedures: 

Individual can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DADP, Denver, CO 80280; 
telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from medical institutions, police and investi- 
gating officers, witnesses and source documents such as reports. 
Exemptions claimed for the system: 
None. 

FDIOAUA 

System name: 

Potential Faculty Rating System. 
System location: 

Squadron Officer School, Maxwell Air Force Base, AL 36112. 

Categories of individuals covered by the system: 

Former Squadron Officer School students being considered for 
faculty duty. 

Categories of records in the system: 

Individual rating of students. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Training Command Regulation 53-1, Faculty 
Boards and Administrative Withdrawals and Losses. 

Purpose(s): 

Used to evaluate individuals for potential assignment as faculty 
members. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in note books/binders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and stored in 
locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Director of Student Operations, Squadron Officer School, Maxwell 
Air Force Base, AL 36112, 
Notification procedure: 

Requests should include the individual's name and Social Security 
Number. Individuals may visit Office of the System Manager and 
present Military ID Card. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. The mailing address is in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 



Record source categories: 

Information obtained from source documents such as reports. 

Exemptions claimed for the system: 

None. 

FOIOCVAEA 

System name: 

Secretary of the Air Force Historical Records. 
System location: 

Washington National Records Center, Washington, DC 20409. 
Modern Military Branch Military Archives Division, National Ar- 
chives and Records Administration, Washington, DC 20408. 

Categories of individuals covered by the system: 

Employees and former employees of the Secretary of the Air 
Force, and anyone who has corresponded with the Secretary of the 
Air Force. 

Categories of records in the system: 

Secretary of the Air Force correspondence files covering calendar 
years 1947 through March, 1972, most of which does not contain 
personal information. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Used for research by Air Force Historian, other government agen- 
cies and private institutions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Access is authorized by the Secretary of the Air Force only. 
Records are stored in locked cabinets or rooms. 
Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System managerCs) and address: 

Chief of Staff, Headquarters United States Aii* Force, Washington, 
DC 20330 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, educational institu- 
tions, medical institutions, police and investigating officer, the public 
media, a corporation, and source documents such as reports. 

Exemptions claimed for the system: 

None. 

FOlO DAS A 

System name: 
Unusual and Incoherent Translation Material. 
System location: 

Translation and Abbreviations Section, 1947th Administrative Sup- 
port Group, Washington, DC 20330. 

Categories of individuals covered by the system: 
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Individuals who have addressed correspondence to the Depart- 
ment of Defense, or to specific persons such as Secretary of the Air 
Force, or Secretary of Defense. 

Categories of records in the system: 

Complete or summary translations of letters, articles, and docu- 
ments. 

Authority for maintenance of the system: 
10 use 8032, The Air Staff, General ^duties. 
Purpose(s): 

Translations of previous correspondence aid translating or summa- 
rizing similar correspondence. • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: , 

Storage: 

Maintained in file folders. 
Retrieyability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system, in performance of 
their official duties. Records are controlled by personnel screening. 
Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief, Translation and Abbreviations Section, HQ 1947th ASG/ 
DASJT, The Pentagon, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. The individual must furnish full name and address. The individ- 
ual may visit the Translation and Abbreviations Section, the Penta- 
gon, Washington, DC 20330. No identification is required to deter- 
mine if the system contains records pertaining to a specific individual. 

Record access procedures: 

Individual can obtain assistance in gaining, access from the System 
Manager. Mailing address is Translation and Abbreviations Section, 
HQ 1947th ASG/DASJT, The Pentagon, Washington, DC 20330. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information is in. the. form of translated correspondence. 

Exemptions claimed for the system: 

None. 

FOIOREA 

System name: 

Inquiries (Presidential, Congressional). 
System location: 

Headquarters United States Air Force, Washington, DC 20330, 
Personnel Division, Office of Air Force Reserve (AF REPX). 

Categories of individuals covered by the system: 

Present and former Air Force civilian employees, Air Force . Re- 
serve and Air National Guard, personnel, and Retired Air Force 
military personnel. 

Categories of records in the system: 

Individual inquiries, research material and replies. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used by the Office of Secretary of Air Force and Air Reserve 
Personnel Center to reply to inquiries. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



; Records from this system Of - records may be disclosed for any of 
the blanket routine uses published by the Air Force. ■ " 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: : . 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: * 

Records are accessed by aiithorized personnel who are properly 
screened and cleared for need-to-know. Records are stored, in securi- 
ty file containers/cabinets. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Chief of Air Force Reserve, Personnel Division, Headquarters 
USAF, Washington. DC 20330. ; ; , 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. Requests should include the full name and SSN. Individ- 
uals may visit the Personnel Division, Office of the Air Force Re- 
serve, Pentagon, Washington, DC and should provide military identi- 
fication card or driver*s license as means of identification. , 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: . , ' 

Information obtained from source documents such as reports. 

Exemptions claimed for the system: 

None. 

FOllAFA 

System name: 

Locator, Registration and Postal Directory Files. 
System location:. 

Headquarters, U.S. Air Force; Air Force installations to include 
bases, units, offices, and functions; Headquarters, United States Space 
and United States Special Operations Commands. Official mailing 
addresses are published as an appendix to the Air Force's compilation 
of record system notices. 

Categories of individuals covered by the system: 

Air Force military and civilian personnel; Air Force Reserve and 
National Guard personnel; Civilian employees assigned to, or on duty 
with, Air Force organizations; Volunteer personnel; United States 
Armed Forces military and civilian personnel assigned to Headquar- 
ters, United States Space and United States Special Operations Com- 
mands, and contractor personnel. Dependents aire also be included in 
this system. 

Categories of records in the system: 

Cards or listings may contain the individuals name, grade, military 
service identification number, Social Security Number, duty location, 
office telephone number, residence addriess and residence telephone 
number, and similar type personnel data determined to be necessary 
by the local authority. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by, and Executive Order 9397. 
Purpose(s): 

Used to locate or identify personnel assigned/attached to, tenanted 
on, or on temporary duty at the specific installation, office, base, unit, 
function, and/or organization in response to specific inquiries from 
authorized users for the conduct of business. Portions of the system 
are used to directorize and forward individual personal mail received 
by Air Force postal activities, and for assignment of individual mail 
boxes. Files may be used locally to support official and unofficial 
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programs which require minimal locator information or membership 
or user listings. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses'* published at the beginning of the 
Department of the Air Force's compilation of record system notices 
apply to this system. . . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained on paper records in card or form media in visible file 
binders/cabinets or card files, in computers and computer output 
products. 

Retrievability: 

Retrieved by name and/or Social Security Number. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are protected by computer system soft- 
ware. 

Retention and disposal: 

Retained in office files until reassignment or separation, or when 
superseded or no longer heeded for reference. Postal directory files 
are maintained for six months after reassignment, separation or depar- 
ture from servicing activity. Records are destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. Computer records 
are destroyed by degaussing or overwriting. 

System manager(s) and address: 

Director of Information Management, Office of the Administrative 
Assistant to the Secretary of the Air Force, Washington, DC 20330- 
1000. 

Local system managers are the Records Custodians at the installa- 
tion, base, unit, organization, office or function to which the individ- 
ual is assigned, attached, tenanted on, performing volunteer service 
at, or on temporary duty. Official mailing addresses are published as 
an appendix to the Air Force's compilation of record system notices. 

Notification procedures: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquire 
ies to the Director of Information Management, Office of the Admin- 
istrative Assistant to the Secretary .of the Air Force, Washington, 
DC 20330-1000. 

Local system managers are the Records Custodians at the installa- 
tion, base, unit, organization, office or function to which the individ- 
ual is assigned, attached, tenanted on, performing volunteer service 
at,. or on temporary duty. Official mailing addresses are published as 
an appendix to the Air Force's compilation of record system notices. 

Record access procedures: 

Individuals seeking access to records about themselves, contained in 
this system should address written requests to the Director of Infor- 
mation Management, Office of the Administrative Assistant to the 
Secretary of the Air Force, Washington. DC 20330-1000. 

Local system managers are the Records Custodians at the installa- 
tion, base, unit, organization, office or function to which the individ- 
ual is assigned, attached, tenanted on, performing volunteer service 
at, or on temporary duty. Official mailing addresses are published as 
an appendix to the Air Force's compilation of record system notices. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information obtained from automated system interfaces; the indi- 
viduals, or from personnel records. 
Exemptions claimed for the system: 
None. 

FOllAFB 

System name: 

Check Cashing Privilege Files. 
System location: 

Commissaries, Services, Clothing Sales Stores and any other check 
cashing facilities at Air Force installations. Official mailing addresses 



are in the Department of Defense Directory in the Appendix to the 
Air Force's system notices. 

Categories of individuals covered by the system: 

Persons whose checks, presented at these facilities, have been dis- 
honored and or whose check cashing privileges have been suspended 
or revoked. 

Categories of records in the system: 

Letters, cards and listings on individuals who have cashed bad 
checks at base facilities. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force; Powers and duties; 
delegation by. 

Purpose(s): 

Identify individuals whose check cashing privileges are suspended 
or revoked and to refuse check cashing services to such individuals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on paper records in card or listing media. Documents 
are filed in folders or card boxes and posted in or near the cashier's 
cage or cash register box at the check cashing facility. 

Retrievability: 

By name and/or Social - Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and stored 
in locked cabinets, containers, or rooms. 
Retention and disposal: 

Retained until superseded, obsolete, no longer needed for refer- 
ence, or on inactivation, then destroyed by tearing into pieces, shred- 
ding, pulping, macerating, or burning. 

System manager(s) and address: 

For commissaries and clothing sales stores; Director, Engineering 
and Services, Deputy Chief of Staff, Programs and Resources, Head- 
quarters United States Air Force, Wash., DC 20330; and Chief, 
Services Division at the installation having jurisdiction over commis- 
sary or clothing sales store. For all other check cashing facilities; 
Chief of the activity having the check cashing facility. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

• Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager." Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information received from check cashing sources. 
Exemptions claimed for the system: 

None. 

FOll AF MP A 

System name: 

Congressional and Other High Level Inquiries. 
System location: 

Air Force Military Personnel Center, Major Commands, Separate 
Operating Agencies and Consolidated Base Personnel Offices 
(CBPOs) at Air Force installations. Official mailing addresses are in 
the Department of Defense directory in the appendix to the Air 
Force's systems notices. Headquarters United States Space Command 
(HQ USSPACECOM). 

Categories of individuals covered by the system: 

Air Force military personnel serving on active duty, in the Air 
Force Reserve, or retired or discharged from the Air Force. Civilian 
personnel currently or formerly employed by the Air Force. Person- 
nel attending Air Force training institutions or undergoing training 
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under Air Force sponsorship. Army, Navy, Air Force and Marine 
Corps, active duty military and civilian personnel assigned to HQ 
USSPACECOM. 

Categories of records in the system: 
. Background information and information reflecting Air Force per- 
sonnel policies and procedures; copies of inquiries received from the 
Office of the President, Members of Congress and other high level 
sources requesting information by or on behalf of a constituent; 
copies of replies to such inquiries including transmittal media used en 
route from and to the Air Force Office of Legislative Liaison (SAF/ 
LL). 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and 10 USC 8032, The Air Staff, general duties; 
implemented by Air Force Regulation 11-7, Air Force Relations with 
Congress. 

Purpose(s): 

Information pertinent to an inquiry forwarded to SAF/LL for 
preparation of the reply to the high level requester. In some in- 
stances, response may be direct to the requester without referral 
through SAF/LL; however, when required by directive, copies of 
such responses are furnished SAF/LL. The records may be used in 
responding to subsequent inquiries concerning the same individual. 
The record system is audited periodically to determine trends on the 
nature of complaints and questions and for statistical purposes. 

Routine uses of records maintained .in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 
Filed by name. 
' Safeguards: 

Records are accessed by the custodian of the record system and by 
persons responsible for servicing the records in performance of their 
official duties who are properly cleared for need-to-know. Records 
are stored in security file containers/cabinets, locked cabinets or 
rooms. 

Retention and disposal: 

Retained for up to 18 months depending on category, then de- 
stroyed by tearing into pieces, shredding, macerating, pulping or 
burning. 

System manager(s) and address: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force; commanders of major air commands, num- 
bered air forces or comparable level activities. 

Notification procedure: 

Requests from individuals niust contain reasonable particulars 
about the subject in question and should be addressed to the respec- 
tive System Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the respec- 
tive System Manager. Individual's request must contain reasonable 
identifying particulars about the subject in question. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Manager. 

Record source categories: 

Information provided by major command or consolidated base 
personnel, office personnel, manual or automated personnel records, 
Air Force policies and procedures, copies of inquiries, congressional/ 
high level officials'/constituents* comments or requests and Air 
Force replies thereto. 

Exemptions claimed for the system: 

None, 

FOllAFAA 

System name: 

Class Committee Products. 
System location: 



United States Air Force Academy (USAF Academy), CO 80840- 
5000. 

Categories of individuals covered by the system: 
Air Force Academy cadets. 
Categories of records in the system: 

List, of cadets academically deficient at progress reports; provides 
grades, military order of merit and other military and entrance data 
on cadets meeting committees; reports committee decisions and in- 
cludes worksheets with coded recommendations to the Academy 
Board at the end of the semester. 

Authority , for maintenance of the system: 

10 U.S.C. 9331, Establishment; superintendent; faculty. 

Purpose(s): 

Provides data on academically deficient cadets to Academic 
Review Committee who makes recommendations concerning cadets' 
future to the Academy Board. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such, uses: 

The "Blanket Routine Uses" published at the beginning of the Air 
Force's compilation of systems of records notices ' apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in visible file binders/cabinets, in computers and on 
computer output products. 
Retrievability: 
Retrieved by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms, cabinets, and in computer 
storage devices protected by computer system software. 

Retention and disposal: 

Destroyed one year after graduation or when purpose has been 
served, whichever is sooner. Destruction is by tearing into pieces, 
shredding, pulping, macerating, or burning. Computer records are 
destroyed by degaussing or overwriting. 

System manager(s) and addreissr 

Dean of Faculty, United States Air Force Academy, CO 80840- 
5000. 

Notification procedure: : 
Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the Dean of Faculty, United States Air Force Academy, CO 
80840-5000.. 
Record access procedures: 

Individuals seeking to access records about theniselves contained in 
this system should address written requests to the Dean of Faculty, 
United States Air Force Academy, CO 80840-5000. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Records are compiled from cadet grading and rating cycles. 

Exemptions claimed for the system: 

None. 

FOll AFA B 

System name: 

Faculty Biographical Sketch. 
System location: 

United States Air Force Academy, Colorado Springs, USAF 
Academy, Colorado Springs, CO 80840. . . 
Categories of individuals covered by the system: 
Air Force Academy, faculty officers. 
Categories of records in the system: 
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Biographical information on education, job assignments, teaching 
experience, publications, membership in professional societies and exit 
interview. 

Authority for maintenance of the system: 

10 use Chapter 903, United States Air Force Academy. 

Purpose(s): 

Used on a daily basis as the primary source for academic informa- 
tion on officers assigned to the faculty and as a sole source for 
academic information on officers who have left the faculty due to 
reassignment, separation, or retirement. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

By name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
controlled by personnel screening. Stored in locked cabinets or 
rooms 

Retention and disposal: 

Retained for 10 years after instructor's departure and then for- 
warded to the Library (Special Collections Branch), where it is 
microfilmed. The paper copy is destroyed and microfilm is retained 
permanently. 

System manager(s) and address: 

Dean of the Faculty, USAF Academy, Colorado Springs, CO 
80840. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information is obtained from individual and department head. 

Exemptions claimed for the system: 

None. 

FOll AFSG A 

System name: 

High Level Inquiry File. 
System location: 

HQ USAF, Surgeon General, (SGI), Washington, DC 20330. 

Categories of individuals covered by the system: 

Individuals who make high level inquiries regarding medical crite- 
ria for Air Force accession; separation; retirement; continued active 
duty; and medical waivers for flying duty. 

Categories of records in the system: 

Medical opinions generated as a result of high level inquiries re- 
garding Air Force accession, separation, retirement, continued active 
duty, and medical waivers for flying duty. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Used as a cross reference to determine if action has been taken in 
response to high level inquiry. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 



Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by pers6n(s) responsible for servicing the 
record system in performance of their official duties. 
Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Surgeon General, USAF, Washington, DC 20330. 
Notification procedure: ' . 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from medical institutions. 

Exemptions claimed for the system: 

None, 

FOll ARPC A 

System name: 

Locator or Personnel Data. 
System location: 

At Air Reserve Personnel Center, Denver, CO 80280. 

Categories of individuals covered by the system: 

Air Force Reserve and Air National Guard personnel. Retired and 
former Air Force military personnel. ARPC civilian personnel. Air 
Force active duty military personnel. 

Categories of records in the system: 

Cards, forms, ledgers, record request, computer listings containing 
individuaPs name or names. Social Security Number (SSN), Air . 
Force service number, grade, reserve status, present and former ad- 
dress, ra:ord of employer, work production statistics, parent and 
other relevant reservist or personnel data; Veterans Administration 
claim number, education institutes reservist attended, school affili- 
ations; correspondence to and from Federal agencies and employers 
trying to establish current address of reservists; vouchers for medical 
service, final payment of medical service bills, medical action re- 
quired; notes indicating if individual is authorized to earn point 
credit; and other personnel data. Documents which contain a summa- 
ry of action taken or to be taken. 

Authority for maintenance of the system: 

10 use 267, Ready Reserve; Standby Reserve; Retired Reserve: 
Placement and status of members; 268, Ready Reserve: Training 
requirements; 271, Ready Reserve: Continuous screening; 273, Stand- 
by Reserve: Composition, inactive status list; 275, Personnel records; 
278, Dissemination of Information; 279, Training Reports; 591, Re- 
serve components: Qualifications; 592, Commissioned officer grades; 
593, Commissioned officer: Appointment, how made, term; 594, 
Commissioned officers: Original appointment limitation; 8012, Secre- 
tary of the Air Force: Powers and duties, delegation by, 

Purpose(s): 

Used to control records distribution, to record location of record, 
actions taken or/to be taken, used to manage individuaPs records and 
management information system (MIS) data, to answer inquiries from 
individual and Air Force units to which individuals are assigned or 
are to be assigned or other agencies with a need to know of action 
taken, verify if author of a letter was a member/or is a member of 
reserve and what his or her SSN should be, search for good address 
and stop computer mail from going to bad address, refer for adminis- 
trative discharge action on reservist that cannot be located, advise 
reservist or civilian of reserve matters or center actions, provide 
comprehensive record of all medical actions taken by Surgeon's 
Office and record authorization for physical examinations at Govern- 
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ment expense or no expense and record voucher number, preparing 
point credit authorization and forwarding authenticated point credit 
forms to servicing personnel office. ^ ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may.be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, in note, books/binders, in visible file 
binders/cabinets, in card files, oh paper and on computer cards and 
printouts. 

Retrievability: . 

Filed by name^ by Social Security Number (SSN), or system iden- 
tifier and/or voucher number, school affiliation, or by last address of 
Reservist. 

Safeguards: 

: Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared, for 
need-to-know. Records are protected by guards. 
Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, or macerating. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 
Notification procedure: 

Request from individual should be addressed to Documentation 
Management Officer, ARPC/DAD, Denver, CO 80280. Written re- 
quest for information should contain full name of individual, SSN 
(Social Security Number), current address, and the case (control) 
number shown on correspondence received from Center. Records 
may be reviewed in records review room ARPC, Denver,. CO 80280, 
between 8 a.m. and 3 p.m. on normal workdays. For personal visits, 
the individual should provide current Reserve I. D. card and/pr driv- 
ers license and give some verbal information that could verify his/ 
her records such as place of birth, reserve status. ^ , 

Record access procedures: 

Individual can obtain assistance in gaining access frorh Documenta- 
tion Management Officer, ARPC/DAD, Denver; CO 80280, tele- 
phone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: r- ' . 

The. Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. i ^ 

Record source categories: 

Information provided by the individual, extracted from individual 
records, individual advance personnel data computer system. For 
address information secured from last recorded employer, postmaster 
of city of last recorded address, telephone information operator at 
last city of good address, parents of reservist, other relatives of 
reservist, Veterans Administration if. reservist has a claim number 
listed in master personnel record, college or university reservist at- 
tended. Selective Service Boards, Internal Revenue Service, public 
utilities or any other lead that may be found in the master personnel 
record of the reservist, military pay records at Air Force Accounting 
and Finance Center, Denver, CO 80279, log books and from Consoli- 
dated Base Personnel Offices. Medical information is also secured 
from medical facilities, physicians, medical specialists. 

Exemptions claimed for the system: 

None. 

FOllATCE 

System name: 

Four- Year Reserve Officer Training Corps (AFROTC) Scholar- 
ship Program Files. 
System location: 'i 

'Central records maintained at Four-Year AFROTC Scholarship 
Branch (RRUF), Maxwell Air Force Base, AL 36112; computer 
printout summary data sent to AFROTC and Air Force Junior 
Reserve Officer Training Corps (AFJROTC) detachments; 
AFROTC area admission counselors located at selected AFROTC 
detachment, and congressmen at their request. Addresses are main- 



tained by the AFROTC Commandant, Maxwell Air Force Base, AL 
36112. 

Categories of individuals covered by the system: 
High school students or graduates who apply for the four-year 
scholarship. 

Categories of records in the system: 

AFROTC administrative unit; applicant's address; AFROTC de- 
tachment located, at the educational institution to be attended by the 
applicant; AFROTC detachment which the applicant desires to 
attend; AFJROTC unit attended by applicant; college entrance exam- 
ination board scores; applicant's class standing and size of class; 
applicant disqualification causes; personal interview actions and asso- 
ciated waivers as required; applicant niiedical status; applicant's full 
name; AFROTC program qualification; applicant medical remedial 
requirements; applicant scholarship status; applicant Social Security 
Number (SSN); applicant test qualification; civil air patrol wing at- 
tended; applicant's high school and address; applicant high school 
decile placement; applicant grade point average; applicant telephpne 
number; applicant date of birth; applicant statement of understanding 
and intent; medical testing facility; AFROTC area admission counsel- 
or's areas of responsibilities; applicant scholarship choices; AFROTC 
four-year central scholarship selection board results; applicant's des- 
ignated scholarship; civil involvement information and associated 
waivers as required; name of educational institution to be attended by 
applicant; applicant's high school principal evaluation; AFJROTC 
instructor evaluation of a cadet; high school transcripts; application 
forms. 

Authority for maintenance, of the system: 

10 use 2107, Financial assistance program for specially selected 
members; and Air Force Regulation 45-48, Air Force ROTC. 

Purpose(s): 

Used by AFRQTC scholarship program office, AFROTC detach- 
ments, and AFROTC area admission counselors for processing and 
awarding of AFROTC 4-year scholarships; counseling applicants 
concerning application difficulties and problems; and the recruiting of 
applicants into the AFROTC program. ■ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, visible file binders/cabinets, and on 
computer and computer output poducts. 

Retrievability: 

Filed by name and SSN. . 
Safeguards: 

Records are accessed by; custodian of the record system and by 
person(s) responsible for servicing the record system in. performance 
of their official duties who are properiy screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms and 
controlled by computer system software. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief, Four- Year Scholarship ' Branch, Maxwell Air Force Base, 
AL 36112. ' 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager, Chief, Four- Year Scholarship Branch, Maxwell Air Force Base, 
AL. Requests should include the full name, military-applicant status, 
and SSN or military service number. Individuals may visit the 
AFROTC Scholarship Programs Office, Maxwell Air Force Base, 
AL 36112. Individuals must provide their full name, military appli- 
cant status, and SSN or service number. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices., 

Contesting record procedures: 
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The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from educational institutions, automated 
system interfaces, police and investigating officers and from source 
documents such as reports. 

Exemptions claimed for the system: 

None. 

FOllDASA 

System name: 

Operational Reference File. 
System location: 

Translation and Abbreviations Section, HQ USAF/DASJT, The 
Pentagon, Washington, DC 20330. 

Categories of individuals covered by the system: 

Language translators and interpreters, State Department personnel, 
Army and Navy translation activity personnel, commercial transla- 
tion services personnel. Air Force civilian employees. 

Categories of records in the system: 

Individual personnel data cards. 

Authority for maintenance of the system: 

10 use 8032, The Air Staff, General duties. . 

Purp6se(s): 

Used to check names and titles of foreign military and civilian 
government personnel which appear in correspondence received for 
translation. This system also serves as a listing of translators/inter- 
preters available to provide translation and interpreting services in 
support of Headquarters United States Air Force requirements for 
such services. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in card files. 
Retrievability: 

Information retrieved by name or title. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are controlled by personnel screen- 
ing. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief, Translation and Abbreviations Section, HQ USAF/DASJT, - 
The Pentagon, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. The individual must furnish, full name and indicate whether 
military/civilian status and whether a resident or nonresident of the 
United States. The individual may visit the Translation and Abbre- 
viations Section at Headquarters United States Air Force, Washing- 
ton, DC 20330. No identification is required to determine if the 
system contains records pertaining to a specific individual. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing address is Translation and Abbreviations Section, 
HQ USAF/DASJT, The Pentagon, Washington, DC 20330. 

Contesting record procedures: 

The Air Force's rules for access to records, and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from previous employers, from international 
organizations, from source documents (such as reports) prepared on 
behalf of the Air Force, from commercial translation service firms, 
from the Department of Defense or other United States Government 
translation activities, and from translated correspondence. 



Exemptions claimed for the system: 
None. 

FOll LLI A 

System name: Congressional/Executive Inquiries. 
System location: 

Office of the Secretary of the Air Force, Washington, DC 20330. 
Categories of individuals covered by the system: 

Air Force active duty and retired military personnel, present and 
former civilian employees, Air Force Reserve and Air National 
Guard personnel, Air Force Academy nominees/applicants and 
cadets, Senior and Junior Air Force Reserve Officers, dependents of 
military personnel, and anyone who has written to the President or a 
Member of Congress regarding an Air Force issue. 

Categories of records in the system: 

Copies of applicable Congressional/Executive correspondence and 
Air Force replies. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Information is used as a reference base in the case of similar 
inquiries from other Members of Congress, in behalf of the same Air 
Force issue and/or follow-up by the same Member. Information may 
also be used by appropriate Air Force offices as a basis for corrective 
action and for statistical purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: * 

Maintained in card files and on aperture cards. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Current year plus 2 years of microfilm records will be retained in 
the office, then destroyed by tearing, shredding, macerating, pulping 
or burning. 

System manager(s) and address: 

Director of Legislative Liaison, Office of the Secretary of the Air 
Force, Headquarters, United States Air Force, Washington, DC 
20330. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of ' Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be* 
obtained from the System Manager and is published in Air Force 
Regulation 12-3S. 

Record source categories: 

Personnel Records. Congressional and Executive inquiries and in- 
formation from Air Force offices and organizations. 
Exemptions claimed for the system: 
None. 

FOll PACAF A 

System name: 

General and Colonel Personnel Data Action Records. 
System location: 

Headquarters Pacific Air Forces. 

Categories of individuals covered by the system: 
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Air Force active duty officer personnel. Applies to active duty 
generals, colonels, colonel selectees and officers filling colonel au- 
thorized positions. 

Categories of records in the system: 

Provides officer assignment data such as date arrived current duty 
station, projected date of retirement, data extracted from Air Force 
Standard Personnel Data System Record. 

Authority for maintenance of the system: 

10 use 8074, Commands: Territorial organization; as implemented 
by Air Force Regulation 36-10, Officer Evaluations, and Air Force 
Regulation 36-20, Officer Assignments. 

Purpose(s): 

Used by major air command to confirm designation of authority or 
assignment of duty as well as in identification of manning require- 
ments due to medical evacuations or projected retirement. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: - . 

Filed by name. 

Safeguards: 

Records are accessed' by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on - inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

PAGAF Assistant for Senior Officer Management mailing address 
is HQ PACAF/DPO Hickam Air Force Base, HI 96853. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from automated system interfaces! 
Exemptions claimed for the system: ^ 
None. 

FOll SAC A 

System name: 
SAC Logistic Personnel. Management System. 
System location: 

• Deputy Commander for Maintenance or Deputy Commander for 
Resources (at Air Force installations) within the Strategic Air Com- 
mand (SAC) and Deputy Chief of Staff for Logistics at Strategic Air 
Command Headquarters. Official mailing addresses are in the Depart- 
ment of Defense directory in the appendix to the Air Force's systems 
notice. 

Categories of individuals covered by the system: 
Strategic Air Command personnel" assigned to logistics or mainte- 
nance duties. 
Categories of records in the system: 

Files related to qualifications, experience, education, and degreje of 
security clearance of logistics and maintenance personnel. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Power and duties; 
delegation by. 
Purpose(s): 

To develop a record source on logistics personnel at unit level in 
order to determine overall job qualifications, capabilities, and histori- 



cal data for analysis by unit and MAJCOM. Files will provide a 
source of data to help determine future training requirements, protec- 
tion capabilities, and balance experience factors. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system. of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Retrieved by name or weapon system to which individual is as- 
signed. 
Safeguards: 

Records are accessed by custodian of unit files and by. personnel 
responsible for servicing the record system in performance of official 
duties. File folders are stored in locked rooms or drawers. 

Retention and disposal: 

Files are destroyed at Strategic Air Command or separation of the 
individual. 
System manager(s) and address: 

Deputy Chief of Staff, Logistics. Headquarters Strategic Air Com- 
mand and Deputy Commander Maintenance or Deputy Commander 
Resources, at Strategic Air Command base or organization. 

Notification procedure: 

Deputy Chief of Staff Logistics, Deputy Commander Maintenance, 
or Deputy Commander Resources. Requests to determine existence 
of record should include full name, grade and approximate dates 
individual was assigned to Strategic Air Command logistics or main- 
tenance organization after July 1, 1980. 

Record access procedures: 

Access to manual files is controlled by Deputy Chief of Staff, 
Logistics, at Headquarters Strategic Air Command and by Deputy 
Commander Resources at each Strategic Air Command organization. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determination by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from individual. 

Exemptions claimed for the system: 

None. 

FOll SG A 

System name: 

Professional Inquiry Records System. 
System location: 

At Headquarters United States Air Force, Office of the Surgeon 
General, Assistant for Congressional & Public Affairs* Boiling AFB, 
Washington, DC 20332. 

Categories of individuals covered by the system: 
■ Persons who have corresponded' with a member of Congress, 
White House, or other high level federal or state executive officials 
concerning the professional aspects of care provided in Air Force 
medical facilities. 

Categories of records in the' system: 

File contains copies of all correspondence concerning the inquiry; 
substantiating documents, such as correspondence or memorandums 
of telephone conversations with the appropriate medical facility, 
draft replies, medical records and any other background data. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
PurposeCs): , 

Records are used as background data for statistical presentations, 
and historical evidence for repeat inquiries by the same individuals. 
Portions of records may be loaned or copies provided to the Depart- 
ment of Defense activities for use as background data in evaluating 
inquiries. 

. Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



DEFENSE DEPARTMENT 



235 



Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are protected by guards. 

Retention and disposal: 

Retained in office files for two years after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

The Surgeon General, Headquarters, United States Air Force. 
Washington, DC 20330. 

Notification procedure': 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions and from source 
documents. 

Exemptions claimed for the system: 

None. 

F012 AF A 

System name: 
Information Requests-Freedom of Information Act. 
System location: 

Air Force installations. Headquarters," United States Space Com- 
mand (HQ USSPACECOM). 

Categories of individuals covered by the system: 
All persons who have requested documents under the provisions of 
the Freedom of Information Act (FOIA). 
Categories of records in the system: 
Administration of release of information to the public. 
Authority for maintenance of the system: 

5 use 552, The Freedom of Information Act as implemented by 
Air Force Regulation 12-30, Disclosure of Air Force Records to the 
Public. 

Purpose(s): 

To control administrative processing of requests for information 
used by freedom of information manager. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system. Records 
are stored in locked cabinets or rooms. 
Retention and disposal: 

Retained in office files for two years after annual cut-off then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 



Director of Administration, Headquarters, United States Air 
Force, Washington, DC 20330. 

Notification procedure: 

Contact the local FOIA manager at each Air Force installation. 
Record access procedures: 

Contact the local FOIA manager at each Air Force installation. 
Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Manager. 

Record source categories: 

Freedom of information manager as result of requests for informa- 
tion from members of public. 

Exemptions claimed for the system: 

None. 

F012AFB 

•System name: 

Privacy Act Request File. 
System location: 

At all levels of the Air Force having responsibility for systems of 
records under the Privacy Act. Includes Headquarters United States 
Air Force staff agencies, major commands, separate operating agen- 
.cies, installations, and activities. Official mailing addresses are in the 
Department of Defense directory in the appendix to the Department 
of the Air Force system notices. Headquarters United States Space 
Command (HQ USSPACECOM). 

Categories of individuals covered by the system: 

All persons who request access to, information from, or amend- 
ment of records about themselves from the Department of the Air 
Force and HQ USSPACECOM under the provisions of the Privacy 
Act of 1974 (5 use 552a). 

Categories of records in the system: 

Letters, memoranda, legal opinions, messages, and miscellaneous 
documents relating to an individual's request for access to or amend- 
ment of records concerning that person, including letters of denial, 
appeals, statements of disagreements, and related documents accumu- 
lated in processing requests received under the Privacy Act of 1974. 

Authority for maintenance of the system: 

5 use 552a, The Privacy Act of 1974 as implemented by Air 
Force Regulation 12-35, Air Force Privacy Act Program. 
Purpo$e(s): 

To record, process and coordinate individual requests for access to 
or amendment of personal records, and appeals on denials of requests 
for access or amendments to personal records; to prepare legal opin- 
ions and interpretations for System Managers and the Secretary of 
the Air Force. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used by the 
Office of Management and Budget, the General Services Administra- 
tion, the Office of Personnel Management, the Justice Department, 
or other Government agencies having a direct interest in monitoring 
or evaluating compliance with the provisions of the Privacy Act by 
the Department of the Air Force, including the preparation of special 
studies or reports on the status of actions taken to comply with the 
Act, the results of those efforts, any problems encountered and rec- 
ommendations for any changes in legislation, policies, or procedures. 
Also used by members of Congress or their staffs for resolution of 
constituent inquiries. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and/or microfilm. 
Retrievability: 

Filed by name of requester. ' 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 
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Requests for information are destroyed when no longer needed; 
requests from access or amendment and appeals of denial are de- 
stroyed four years after final action or three years after adjudication 
by the courts, whichever is later. 

iSystem manager(s) and address: 

The Director of Administration, Headquarters, United States Air 
Force, Washington, DC 20330; or the Director of Administration of 
the major command or separate operating agency, or Chief, Central 
Base Administration at the Air Force installation where the requested 
or disputed records are located. ^ 
Notification procedure: i . / 

Requests from individuals should be addressed to the System Man- 
ager, Written requests should include the person's full name, grade (if 
applicable), and some other personal information which could be 
verified from the person's file. For personal visits, the individual 
should present a valid identification card or driver's license and some 
verbal information which could be verified from the person's case 
file. 

Record access procedures: 

Written requests should be addressed to the office that processed ' 
the initial inquiry, access request, amendment request, or appeal; or 
individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the. appendix to the Air Force's systems notices. • 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Manager. 

Record source categories: 

Records are obtained from the individual requester, Department of 
the Air Force organizations, other Department of Defense organiza- 
. tions, and agencies of Federal, state, and local governments, as appli- ' 
cable or appropriate for processing the case. • 
Exemptions claimed for the system: 
None. • 
F012 ARPC A 

System name: 

Fee Case File. 

System location: • • 

Air Reserve Personnel Center, Denver, CO 80280. 

Categories of individuals covered by the system: 

Air Force Reserve and Air National Guard personnel and author- 
ized requesters who are assessed a fee for search/receipt of docu- 
ments. ' , • 

Categories of records in the system: 

Copies of general correspondence, chargeable case control, and 
public voucher involving collection of fees for search time and repro- 
duction of documents from an Air Force Reserve or Air National 
Guard members personnel record, authorized release under Freedom 
of Information (FOI) at the request or authorization of the member 
for release to himself/or herself or approved agencies. 

Authority for maintenance of the system: 

5 use 552, Public information agency rules, opinions, orders, arid 
proceedings (Freedom of Information Act); 552a, Records main- 
tained on individuals (Privacy Act); and 10 USC 8012, Secretary Of 
the Air Force: Powers and duties; delegation by as implemented by 
Air Force Regulation (AFR) 12-30, Disclosure of Air Force Records 
to the Public; AFR 12-35, Air Force- Privacy Act Program, AFR 12- 
32, Schedule of Fees for Copying, Certifying, and Searching Records 
and Other Documentary Material. ' 

Purpose(s): 

Used to control collection of chargeable fees and to verify comple- 
tion of action, v 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of * 
the blanket routine uses published by the Air Force. ' ^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: r 

Maintained in file folders. 

Retrievabiiity: 

Filed by name and Social- Security Number (SSN). 
Safeguards: 



Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Destroyed after one year by tearing, pulping, or burning, provided 
any discrepancy is cleared. 
System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 
Notification procedure: 

Requests from individuals. should be addressed to the Documenta-. 
tion Management Officer, ARPC/DAD, Denver, Colorado 80280. 
Written requests for information should contain full name, SSN, 
current mailing address and, if known, the case (control) number on 
correspondence received from ARPC. Records may be reviewed in 
the Records Review Room, Air Reserve Personnel Center, Denver,' 
Colorado between 8 a.m. and 3 p.m. on normal workdays. Visitors 
wishing to see their records should provide a current Reserve identi- 
fication card and/or drivers license and some verbal information that 
could verify the person's identity from the record. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD, Denver, CO 80280, 
telephone (303) 370-4667. (Toll Free l-800-'525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Correspondence and information from the individual, other ^mili- 
tary agencies and the National Personnel Records Center, St. Louis, 
MO 63132. 

Exemptions claimed for the system: 

None. 

F030AFA 

System name: 

Automated Personnel Management System. . 
System location: 

Units or offices at all levels within the Air Force, and Headquar- 
ters United States Space Command (HQ USSPACECOM), who im- 
plement the system under a specific authorizing local or higher 
directive. ' ^ 

Categories of individuals covered by the system: . 

Personnel, including military, civilians, contractors, and TDY per- 
sonnel, assigned to the office or unit as specified in the governing 
directive for the siystem. 

Categories of records in the system: 

Data obtained from existing personnel or training records or from 
the individual. Record includes name, grade, SSN, unit of assign- 
ment, security clearance, supervisor, duty title, office and telephone 
number, home address and telephone number, dependents, education 
and training, . speciality, or job qualifications, performance/effective- 
ness reports, awards/decorations,, promotions, duty assignnient histo-r 
ry and similar information listed in the governing directive for the 
system. 

Authority for msiintenance of the. system: . • , 

10 U.S.C. 8013, Secretary of the Air Force: Powers and . duties; 
delegation by; as implemented by a specific governing directive, and 
Executive Order 9397. The system cannot be operated until a direc- 
tive is published listing authorized locations, subjects, categories of 
records, safeguards, and management procedures. 

Purpose(s): 

Used to locate, manage and train assigned personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, , retaining, and 
disposing of records in the system': , , 

Storage: 

Stored on computer or word processor and output products as 
listed in the governing directive. . 
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Retrievability: 

Filed by name or Social Security Number (SSN). . 
Safeguards: 

Records are accessed by custodian of the system and by persons 
servicing the records who are properly cleared for rieed-to-know. 
Records are protected in accordance with Air Force Regulation 700- 
10, Information Systems Security. 

Retention and disposal: 

Destroy when no longer needed, or when individual transfers or 
separates from service, whichever is sooner. 
System inanager(s) and address: 

Chief of the office or unit where records are maintained. 
Notification procedure: 

Requests from individuals should be sent to the System Manager. 
Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

Information obtained from personnel records, training records or 
the individual. 

Exemptions claimed for the system: 

None. 

(F030AFJAA 

System name: 

Confidential Statement of Affiliations and Financial Interests. 
System location: 

Office of the General Counsel, Office of the Secretary of the Air 
Force, Washington DC 20330; Office of the Judge Advocate Gener- 
al, Headquarters, United States Air Force, Washington DC 20330; 
Headquarters of major commands and at all levels down to and 
including Air Force installations. Headquarters United States Space 
Command (HQ USSPACECOM). 

Categories of individuals covered by the system: 

Air Force civilian personnel paid at a level of GS-13 through GS- 
15; Air Force military personnel in the rank of Lieutenant Colonel or 
Colonel whose basic duties and responsibilities require the exercise of 
judgment on Government decision making or taking action on (1) the 
administering or monitoring of grants or subsidies, (2) contracting or 
procurement, (3) auditing, or (4) any other government activity in 
which the final decision or action has a significant economic impact 
on the interest of any non-federal enterprise; and Special Govern- 
ment employees who are *advisors* or 'consultants.* Army, Navy, Air 
Force, and Marine Corps active duty personnel and civilian employ- 
ees in the same categories when assigned to HQ USSPACECOM. 

Categories of records in the system: 

Contains the title of the individual's position, date of appointment 
in present position, agency and major organization segment of the 
position, employment and financial interests, creditors, interest in real 
property, a list of persons from whom information can be obtained 
concerning the individual's financial situation, supervisor's evaluation, 
and Standards of Conduct Counsellor/Deputy Counsellor review. 

Authority for maintenance of the system: 

Executive Order 11222, 'Prescribing Standards of Ethical Conduct 
for Government Officers and Employees.' 
Purpose(s): 

The review of the statements by the individual's supervisor and 
deputy counselor to determine the existence of or potential for a 
conflict of interest in the performance of official duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records maintained in file folders. 
Retrievability: 

Filed alphabetically by year.* 



Safeguards: > 
Stored in locked metal file cabinets. . . 
Retention and dispossil: 

Retained up to two years after the individual has left employment 
or terminated responsibilities which require disclosure of information. 
Destroyed by tearing into pieces, shredding, pulping, macerating or 
burning. 

System manager(s) and address: 

The Assistant General Counsel (Personnel). The Judge Advocate 
General, Headquarters United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
agers or to Deputy Standards of Conduct Counsellor at system 
location. 

Record access procedures: 

Individual can obtain assistance from the System Managers or 
Deputy Standards of Conduct Counsellor at system location. 
Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Managers. 

Record source categories: 

Information is obtained from the individual or from personnel 
designated by the individual. 
Exemptions claimed for the system: 
None. 

F030AFLEA 

System name: 

Equal Opportunity in Off-Basie Housing. 
System location: 

Each base level Housing Referral Office; Major Command 
(MAJCOM)/Assistant for Family Housing Management. Official 
mailing addresses are in the Department of Defense directory in the 
appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

MiHtary member. Department of Defense (DOD) civilian employ- 
ee, and adult dependent acting for military member submitting a 
housing discrimination complaint. 

Categories of records in the system: 

Consists of Complaint in Discrimination of off base housing and 
supporting documents submitted} to the base level housing referral 
office alleging a housing discrimination complaint, case files, reports 
of investigation, and related correspondence. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; 42 USC 1982, Property rights of citizens; and 10 USC 
133, Secretary of Defense: Appointment; powers and duties; delega- 
tion by. 

Purpose(s): 

Information copies held at base, MAJCOM, and Headquarters 
United States Air Force (HQ USAF) as a historical record of all 
actions taken in response to each housing discrimination complaint. 
Information used by Air Force officials, at all levels, to respond to 
Congressional, HUD, Department of Justice (DOJ), or related inquir- 
ies pertaining to the housing discrimination complaint. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Original record 
sent to HUD with an information copy to DOJ for their action in 
support of existing laws. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

By installation and name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 



238 



PRIVACY ACT SYSTEMS 



Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System nianager(s) and address: 

Deputy Chief of Staff/Logistics and Engineering, Headquarters 
United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. Individuals may contact agency officials at the respective 
base level housing referral office in order to exercise their rights 
under the Act. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Individuals may contact agency officials at the respective 
base level housing referral office in order to exercise their rights 
under the Act. ^ - 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Individual's voluntary application, witnesses of alleged incident, 
and other sources pertinent to alleged incident. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a (k)(2). For 
additional information, contact the System Manager. 

F030AFLEB 

System name: 
Off-Base Housing Referral Service. 
System location: 

Base Level Housing Referral Offices; Major Command/DEHH. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force's systen>s notices, 

Categories of individuals covered by the system: 

Military member. Department of Defense (DOD) civilian employ- 
ee requesting off-base housing, and civilian landowner or agent list- 
ing facilities for rent. 

Categories of records in the system: 

Off-Base Housing Application, and Notification of Housing Selec- 
tion. Data includes: Name, grade, address, family composition, age, 
housing requirements, and housing selected. Detailed Sales/Rental 
Listing. Form completed by civilian landowner or agent. Data in- 
cludes: Name, address, details on rentals listed, and nondiscrimina- 
tory assurances. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used to match housing desires with rentals listed. Used by base 
housing officials, military personnel and authorized civilians to locate 
housing matching needs/desires. Identifies type of housing selected 
by incoming personnel and used by base housing officials to monitor 
availability of off-base housing, housing selected, and individuaVs. 
satisfaction with housing referral service provided. Used by AF offi- 
cials to respond to inquiries on individual member's housing situation. 

Routine uses of records maintained in the system, including catego: 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Referred to 
Department of Justice and Department of Housing and Urban Devel- 
opment if required by them in process discrimination complaint. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Filed by name and installation. 
Safeguards: 

Records are accessed by custodian of the record system and by 
persdn(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 



Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Deputy Chief of Staff/Logistics and Engineering, Headquarters 
United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager or individuals can contact the Housing Referral Office at the 
base at which they completed the applicable forms in order to exer- 
cise their rights under the Act. 

Record access procedures: 

Same procedures as for notification above. . 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individual voluntary application. 

Exemptions claimed for the system:- 

None. 

F030AFLEC 

System name: 
Base Housing Management. 
System location: 

Headquarters United States Air Force,^ Washington, DC 20330. 
Headquarters of major commands and af all levels down to and 
including Air Force installations. . 

Categories of uidividuals covered by the system: 

All Military members desiring base family housing and eligible 
Department of Defense (DOD) civilian employees. 

Categories of records in the system: 

Application for and Assignment to Military Family Housing, con- ' 
tains the following data: Name, address, rank, Social Security 
Number (SSN), service data, family composition, and other informa- 
tion such as health problems. Other supporting documents-quarters 
condition inspection reports, assignment orders, etc. 

Authority for maintenance of the system: . 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used to apply for family housing and provide information upon 
which eligibility can be determined. Used by base housing officials to 
respond to Congressional, Inspector General, and other inquiries on 
an individual basis pertaining to family member's housing situation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' , 

Maintained in visible file binders/cabinets, computer and computer 
output products. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly . screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 
Records are controlled by personnel screening. 

Retention and disposal: 

Advance applications are retained by losing activity and destroyed 
after six months. Applications received by gaining activities are de- 
stroyed one year after termination of quarters. Applications are de- 
stroyed by tearing, burning, pulping, shredding or macerating. Sup- 
porting records are destroyed when no longer needed. 

System manager(s) and address: 

Deputy Chief of Staff/Programs and Resources, Headquarters 
United States Air Force, Washington, DC 20330. 
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Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Individuals may contact agency officials at the Base Housing 
OOice at the installation at which he completed the applicable form 
or the mstallation which will be providing military family housing. 

Record access procedures: 

Sarrie procedures as for notification above. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtain from individual's voluntary application. 

Exemptions claimed for the system: 

None. 

F030AFLED 

System name: 
On/Off-Base Housing Records. 
System location: 
Air Force installations. 

Categories of individuals covered by the system: 
Military members seeking advance applications for housing both 
incoming and- outgoing. 

Categories of records in the system: 

Record contains Quarters Condition Inspection Report, Real Prop- 
erty Maintenance Request, and Application for and assignment to 
military housing. 

Authority for maintenance of the system: 

10 use 9775, Quarters assignment guidance. 

Purpose(s): 

To record data required to assign and terminate family housing, 
report noted deficiencies in area of housing occupants responsibility, 
status of waiting list, and listing of personnel occupying quarters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system:' 
Storage: 

Maintained in file folders, computer and computer output products 
and in card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. 
Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Deputy Chief of Staff/Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Send full name. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information derived from member's Permanent Change of Station 
Orders, Quad Leaders reports, and any other information voluntarily 
given by each applicant. 

Exemptions claimed for the system: 
None. 



F030AFMPA 

System name: . 

Personnel Data System (PDS). 
System location: 

Headquarters United States Air Force, Washington, DC 20330. Air 
Force Manpower and Personnel Center, Randolph Air Force Base, 
TX 78150. Air Reserve Personnel Center, Denver, CO 80280. Head- 
quarters of major commands and separate operating agencies and 
Consolidated Based Personnel Offices (CBPOs), Central Civilian Per- 
sonnel Offices (CCPOs), and consolidated reserve personnel offices, 
and activity, or squadron orderly rooms. Official mailing addresses 
are published as an appendix to the Department of Air Force's 
compilation of systems or records. 

Categories of individuals covered by the system: 

Air Force active duty and retired military personnel. Air Force 
Reserve and Air National Guard personnel. Air Force Academy 
cadets. Air Force Civilian employees. Certain surviving dependents 
of deceased members of the U.S. Air Force and predecessor organi- 
zations; potential Air Force enlistees; candidates for commission en- 
rolled in college level Air Force Reserve Officer Training Corps 
Programs; Deceased members of the Air Force and predecessor 
organizations; separated members of the U.S. Air Force, the Air 
National Guard (ANG) and Air Force Reserve (USAFR); ANG and 
USAFR Technicians; Prospective, pending, current, and former Air 
Force civilian employees, except Air National Guard Technicians — 
current and former civilian employees from other Governmental 
agencies that are serviced at CCPOs may be included at the option 
of servicing CCPO; DoD contractors and foreign military personnel 
on liaison or support duty. 

Categories of records in the system: 

The principal digital record maintained at each PDS operating 
level is the master personnel record, which contains the following 
categories of information: 

1. Accession data pertaining to an individual's entry into the Air 
Force (place of enlistment, source of commission, home of record, 
date of enlistment, place from which ordered to EAD). 

2. Education and training data, describing the level and type of 
education and training, civilian or military (academic education level, 
major academic specialty, professional specialty courses completed, 
professional military education received). 

3. Utilization data used in assigning and reassigning the individual, 
determining skill qualifications, awarding Air Force Specialty Codes, 
determining duty location and job assignment, sci-eening/selecting 
individual for overseas assignment, performing strength accounting 
processes, etc. (Primary Air Force Specialty Code, Duty and Control 
Air Force Specialty Code, personnel accounting symbol, duty loca- 
tion* up to 24 previous duty assignments, aeronautical rating, data 
departed last duty station, short tour return date, reserve section, 
current/last duty station, short . tour return date, reserve section, 
current/last overseas tour). 

4. Evaluation data on members of the Air Force during their 
career (Officer Effectiveness Report dates and rating. Airman Per- 
formance Report dates and ratings, result of various qualification 
tests, an "Unfavorable Information" indicator, and Drug and Alcohol 
Abuse data). 

5. Promotion data including promotion history, current grade and/ 
or selection for promotion (current grade, date of rank and effective 
date; up to 10 previous grades, dates of rank and effective, dates 
projected temporary grade, key "service dates"). 

6. Compensation data although PDS does not deal directly with 
paying Air Force members, military pay is largely predicated on 
personnel data maintained in PDS and provided to the Air Force 
Accounting and Finance Center (AFAFC) as described in ROU- 
TINE USES below (pay date, Aviation Service Code, sex, grade, 
proficiency pay status). 

7. Sustentatidh data — information dealing with programs provided 
or actions takein to improve the life, personal growth and morale of 
Air Force members (awards and decorations, marital status, number 
of dependents, religious denomination of member and spouse, race 
relations education). 

8. Separation and retirements data, which identifies an individual's 
eligibility for and the reason for separation (date of separation, man- 
datory retirement date, projected or actual separation program desig- 
nator and character of discharge). At the central processing site 
(AFMPC), other subsidiary files or processes are operated which are 
integral parts of PDS: (a) Procurement Management Information 
System (PROMIS) is an automated system designed to enable the 
USAF to exercise effective management and control of the procure- 
ment personnel required to meet the total scheduled manpower re- 
quirements necessary to accomplish the Air Force mission. The 
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system provides the recruiter with job requirement data such as 
necessary test scores, Air Force Specialty Code, sex, date of enUst- 
ment; and the recruiter enters personal data on the applicant — SSN, 
name, date of birth, etc. — to reserve the job for him or her., (b) 
Career Airman Reenlistment Reservation System (CAREERS) is a 
selective reenlistment process that manages and controls the numbers 
by skill of first-term airmen that can enter the career force to meet 
established objectives for accomplishing the Air Force mission. A 
centralized data bank contains the actual number, by quarter, for 
each Air Force Specialty Code (AFSC) that can be allowed to 
reenlist during that period. The individual requests reenlistment by 
stating his eligibility (AFSC), grade, active military service time, etc. 
If a vacancy exists, a reservation — by name, SSN, etc. — will be made 
and issued to the CBPO processing the reenhstment. (c) Airman 
Accessions provides the process to capture a new enlistee's initial 
personal data (entire personnel record) to establish a personal data 
record and gain it to the Master Personnel I:ile of the Air Force. 
The initial record data is captured through the established interface 
with the Processing and Classification Enlistees System (PACE) at 
Basic Military Training, Lackland Air Force Base, for non-prior 
service; for prior service enlistees the basic data (name, SSN, DOE, 
grade, etc.) is input directly by USAF Recruiting Service and updat- 
ed and completed by the initial gaining CBPO). (d) Officer Accession 
is the process whereby each of the various. Air Force sources of 
commissioning (AF Academy, AFROTC, Officer Training School, 
etc.) project their graduates in advance allowing management to 
select by skill, academic speciality, etc. — which and how many will 
be called to active duty when, by entering into the record an initial 
assignment and projected entry onto Active Duty date. On that date 
the individual's record is accessed to the active Master Personnel 
File of the Air Force, (e) Technical Training Management Informa- 
tion System (TRAMIS) is a system dealing with the Technical Train- 
ing activities* controlled by Air Training Command. The purpose of 
the system is to integrate the training program, quota control and 
student accounting into the personnel data system. TRAMIS consists 
of numerous files which constitute "quota banks" of available train- 
ing spaces, in specific courses, . projected for future use based on 
estimated training requirements. Files include such data as: Course 
Identification Numbers, Class Start and Graduation Dates, Length of 
Training, Weapon System Indentificationj Training Priority Designa- 
tors, Responsible Training^ Centers, Trainee Names, SSN (and other 
pertinent personnel data) on individuals scheduled to attend classes. 
(0 Training Pipeline Management Information System (TRAPMIS) 
is an automated quota allocating system which deals with specialized 
combat aircrew training and aircrew survival training. Its files consti- 
tute a "quota bank" against which training requirements are matched 
and satisfied and through which trainees are scheduled in "pipeline" 
fashion to accommodate the individual's, scheduled geographical 
movement from school to school to end assignment. Files contain 
data concerning the courses monitored as well as names, SSNs and 
other pertinent personnel data on members being trained, (g) Air 
Force Institute of Technology (AFIT) Quota Bank File reflects pro- 
gram quotas by academic specialty for each fiscal year (current plus 
two futures fiscal years, plus the past fiscal year programs for histori- 
cal purposes). Also, this file reflects the total number of quotas for 
each academic specialty. Officer assignment transactions process 
against the AFIT Quota Bank file to reflect the fill of AFIT Quotas. 
Examples of data maintained are:„ Academic Specialty, Program 
Level, Fiscal Year, Name of Incumbent selected, projected, filing 
AFIT Quota, (h) Job File is derived from the Authorized Record 
and is accessible by Position Number. Resource managers can use the 
Job File to validate authorizations by Position Number for assign- 
ment action and also to make job offers to individual officers. Inter- 
nal suspension within the Job File occurs based, upon Resource 
Managers update transactions. Data in the file includes: Position 
Number, Duty 'AFSC, Functional Account Code, Program Element, 
LoSatiori, and name of incumbent, (i) Casualty subsystem is com- 
posed of transactions which may be input at Headquarters Air Force 
and/or "CBPOs to report death or serious illness of members from all 
components. A special file is maintained in the system to record 
information on individuals who have died. Basic identification data 
and unique data such as country of occurrence,' date of incident, 
casualty group, aircraft involved in the incident and military status 
are recorded and maintained in this file, (j) Awards/Decorations are 
recorded and maintained on all component personnel in the head- 
quarters Air Force master files. All approved decorations are input at 
CBPOs whereas disapproved decorations are input at M AJCOM/ 
HAF. A decorations statistical file is built at AFMPC which reflects 
an aggregation of approvals/disapprovals by category of decoration. 
This file dbes not contain any individually identifiable data. All 
individually identifiable ' data on decorations is maintained in the 
Master Personnel File. Such information as the type of decoration, 
awarding authority, special order number and data of award are 



identified in an individual's record. Several occurrences for all deco- 
rations are stored; however only specific data on the last decoration 
of a particular type is maintained, (k) Point Credit Accounting and 
Reporting System (PCARS) is an Air National Guard/Air Force 
Reserve Unique supported by PDS. Its basic purpose is to maintain 
and account for retirement/retention points accrued as a result of 
participating in Drills/Training. The system stores basic- personal 
identification data which is associated with a calendar of points, 
earned by participation in the Reserve program. Each year an indi- 
vidual's record is closed and point totals are accumulated in history, 
and a point earning statement is provided the individual and various 
records custodians. (1) Human Reliability/Personnel Reliability File is 
maintained at Headquarters Air Force in support of Air Force Regu- 
lation 35-99.; It is not part of the Master Personnel Files but a free 
standing file which is updated by transactions from CBPOs. The file 
was established to specifically identify individuals who have become 
permanently disqualified under the provisions of the above regula- 
tions. A record is maintained on. each disqualified individual which 
includes basic identification data, service component, Personnel/ 
Human reliability status and date, and reason for disqualification, (m) 
Variable Incentive Pay (VIP) File for medical officers contains about 
125 character records on all Air Force physicians and is specifically 
used to identify whether the individual is participating in the Con- 
tinuation Pay or Variable Incentive Pay programs. Update to this file 
is provided by the Surgeon (AFMPC), the Air Force Accounting 
and Finance Center and directly from changes to the Master Person- 
nel File. Besides basic identification data an individual's record, in- 
cludes source of appointment, graduate medical location status, 
amount of VIP or Continuation Pay and the dates of authorization 
and the dates and reason for separation, (n) Weighted Airman Pro- 
motion System: (1) the Test Scoring and Reporting Subsystem 
(TSRS) provides for identifying at the CBPO individuals eligible for 
testing; providing output to the Base Test Control Officer and the 
CBPO to control, monitor, and operate . WAPS testing functions; 
editing and scoring WAPS test answer cards at AFMPC; providing 
output for maintaining historical and analytical files at AFMPC and 
the Human Resources Laboratory (HRL) and includes the central 
identification of AFMPC of individuals eligible , for testing. (2) The 
Personnel Data Reporting Subsystem (PDRS) provides for identify- 
ing promotion eligibles at AFMPC; verifying these eligibles and 
selected promotion data; merging test and weighted promotion data 
at AFMPC to effect promotion scoring, assigning the promotion 
objective and aligning selectees in promotion priority sequence; main- 
taining projections on promotion selectees at AFMPC, M AJCOM, 
and the CBPO, updating these projections monthly; creating output 
products to monitor the flow of data in the system; maintaining 
promotion historical and analytical files and reports at AFMPC. (3) 
Basically, identification data along with time in grade, test scores, 
decoration information, time in service, and airman performance 
report history is used to support this program, (o) Retired Personnel 
Data System (RPDS) is made up of four files— Retired Officer Man- 
agement File and Retired Airman Management File containing 
records on members in retired status and the Retired Officer and 
Airman Loss Files containing records on former retirees who have 
been lost from rolls, usually through death. The RPDS is used to 
produce address listings for the Retired Newsletter and Policy letter, 
statistical reports for budgeting, to manage the Advancement Pro- 
gram, the Temporary Disability Retired List, Age 59 rosters for 
ARPC, General Officer roster, and statistical digest data for manage- 
ment analysis functions. Data is extracted from the master files upon 
retirement from Active Duty or Reserves. Data includes: Name, 
SSN, grade data, service data, education' data, retirement data and 
address, (p) Separated Officer File contains historical information on 
officers who leave the Air Force via separation, retirement, or death. 
Copies are sent to Human Resources Lab and Washington, offices for 
research purposes. The data comprises the Master Personnel Record 
in its entirety and is captured 30 to 60 days after separation from the 
Air Force, (q) Airman Gain/Loss File includes data extracted from 
the Airman Master file when accession and separation (gains and 
losses) occur. This file, like the Separated Officer File, is used for 
historical reports regarding strength changes. Data includes name, 
SSN, and other data that reflects strength, i.e., promotions, reassign- 
ment data, specialty codes, etc. (r) Officer- and Airman Separation 
Subsystem is used to process, track, approve, disapprove and project 
separations from the Air Force and transfers between components of 
the Air Force. This subsystem uses the Active, Guard, and Reserve 
MPFs. Data includes that /specifically related to separations, e.g., 
Date of Separation, Separation. Program Designator, waivers, etc. (s) 
The Retirements Subsystem is used to process and track applications 
for and approval/disapproval and projections of retirements. This 
subsystem uses the Master Files for Active Duty and Reserve offi- 
cers and airmen. Data specifically related to retirements includes 
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application data, date of separation, waiver codes, disapproval reason 
codes. Separation Program Designator, Title 10 U.S.C. section, etc. 
(t) Retired Orders Log is a computer produced retirement orders 
routine. Orders are automatically produced when approval, verifica- 
tion of service dates, and physical clearance have been entered in 
system. The orders log contains data found in administrative orders 
for retirement, including name, SSN, grade, order number, effective 
dates, etc. The log is used to control assignment of order number, 
and as a ' cross-reference between orders, revocations and amend- 
ments, (u) General Officer Subsystem of PDS contains data extracted 
from the Master Personnel File and language qualification data and 
assignment history data maintained by the Assistant for General 
Office Matters. A record is maintained on each general officer and 
general officer selectee. The general office files are updated monthly 
and are used to produce products used in the selection/identification 
of general officers for applicable assignments, (v) Officer Structure 
Simulation Model (OSSM) provides officer force descriptions in vari- 
ous formats for existing, predictive or manipulated structures. It 
functions as a planning tool against which policy options can be 
applied so as to determine the impact of such policy decisions. The 
(OSSM) input records contain individual identification data from the 
Master Personnel Record, but all output is statistical, (w) Widow's 
File is maintained on magnetic tape and updated by the office of 
primary responsibility. When required, address labels and listings are 
produced by employing selected PDS utility programs. The address 
labels are used to forward the Retired Newsletter to widows of 
active duty and retired personnel. The listings are used for manage- 
ment control of the program. Contained in the file are the name, 
address, and SSN of the widow. Additionally, the deceased sponsor's 
name, SSN, date of death, and status at time of death are maintained, 
(x) Historical Files are files with a retention period of 365 days or 
more. They consist of copies of acting master files, and are used 
primarily for aggregation and analysis of statistical data, although 
individual records may be accessed to meet ad hoc requirements, (y) 
Miscellaneous files, records, and processes are a number of work 
files, inactive files with a less-than-365 day retention period, interme- 
diate records, and processes relating to statistical compilations, com- 
puter operation, quality control and problem diagnosis. Although 
they may contain individual-identifying data, they do so only as a 
function of system operation, and are not used in making decisions 
about people, (z) Civilian employment information including authori- 
zation for position, personnel data, suspense information; position 
control information; projected information and historical information; 
civilian education and training data; performance appraisal, ratings, 
evaluations of potential; civilian historical files covering job experi- 
ence, training and transactions; civilian awards information, merit 
promotion plan work files; career programs files for such functional 
areas as procurement, logistics, civilian personnel, etc., civilian sepa- 
ration and retirement data for reports and to determine eligibility; 
adverse and disciplinary data for statistical analysis and employee 
assistance; stand-alone files, as for complaints, enrollee programs; 
extract files from which to produce statistical reports in hard copy, 
or for immediate access display on remote computer terminals; mis- 
cellaneous files, as described in item (y) above, (aa) Aviator Continu- 
ation Pay is used to identify where the officer is participating in the 
Continuation Pay Program. Update to this file is provided by HQ 
AFMPC/DPMAT, the Air Force Accounting and Finance Center, 
and directly from changes to the Master Personnel File. Identifica- 
tion data on an individual record includes amount of continuation 
pay, ADSC, and bonus eligibility date. 
Authority for maintenance of the system: 

10 U.S.C. 265, Policies, and regulations: Participation of reserve 
officers in preparation and administration; 269, Ready reserve: Place- 
ment in; transfer from; 275, Personnel records; 278, Dissemination of 
information; 279, Training Reports; Chapter 31, Enlistments; 564, 
Warrant officers: Effect of second failure of promotion; 593, Com- 
missioned Officers: Appointment, how made; term; 651, Members: 
Required service; 671, Members not. to be assigned outside U.S. 
before completing training; 673, Ready reserve; Chapter 47, Uniform 
Code of Military Justice, Sections 835, Art, 35. Service of Charges; 
837, Art. 37. Unlawfully influencing action of court; 885, Art. 85. 
Desertion; 886, Art 86. Absence without leave; 887, Art. 87. Missing 
movement; ,972, Enlisted members: Required to make up time lost; 
1005, Commissioned officers: Retention until completion of required 
service; 1163, Reserve components: Members; limitations on separa- 
tion; 1164, Warrant officers; separation for age; 1166, Regular war- 
rant officers: Elimination for unfitness or unsatisfactory performance; 
Chapter 61, Retirement— Physical disability; Chapter 63, Retirement 
for Age, Sect 1263— Age 62: Warrant officers; Chapter 65, Retire- 
ment for Length of Service; 1293, Twenty years or more: Warrant 
officers; 1305, Thirty years or more: Regular warrant officers; Chap- 
ter 67, Retired pay; 1331, Computation of years of service in deter- 



mining entitlement to retired pay; 1332, Age and service require- 
ments; 1333, Computation of years of service in computing retired 
pay; Chapter 79, Correction of Military Records; Chapter 165, Ac- 
countability and responsibility. Section 2771, Final settlement of ac- 
counts: Deceased members; 8013, Secretary of the Air Force: Powers 
and duties; delegation by; Chapter 805, The Air Staff, Sections 8032, 
General duties; and Section 8033, Reserve components of Air Force; 
policies and regulations for government of: Functions of National 
Guard Bureau with respect to Air National Guard; Chapter 831, 
Strength, Section 8224, Air National Guard of the United States; 
Chapter 833, Enlistments; 835, Appointments in the Regular Air 
Force, 8284, Commissioned officers; Appointment, how made; 8285, 
Commissioned officers: Original appointment; qualifications; 8296, 
Promotion lists: Promotion-list officer defined; determination of place 
upon transfer or promotion; 8297, Selection boards; 8303, commis- 
sioned officers; Effect of failure of promotion to captain, major, or 
lieutenant colonel; Chapter 837, Appointments as Reserved Officers; 
8360, Commissioned officers; Promotion service; 8362, Commissioned 
officers; Selection boards; 8363, Commissioned officer; Selection 
boards; general procedures; 8366, Commissioned Officers: Promotion 
to captain, major, or lieutenant colonel; 8376, Commissioned officers; 
Promotion when serving in temporary grade higher than reserve 
grade; Chapter 839, Temporary Appointments, 8442, Commissioned 
officers; regular and reserve components: Appointment in higher 
grade; 8447, Appointments in commissioned grade: How made; how 
terminated; Chapter 841, Active Duty, 8496, Air National Guard of 
United States: Commissioned officers duty in National Guard Bureau; 
Chapter 853, Rights and benefits, Section 8691, Flying officer rating: 
qualifications; Chapter 857, Decorations and Awards; Chapter 859, 
Separation, 8786, Officer considered for removal: Voluntary retire- 
ment or honorable discharge; severance benefits; 8796, Officers con- 
sidered for removal: Retirement or discharge; Separation or Transfer 
to Retired Reserve, 8846, Deferred Officers; 8848, 28 years: Reserve 
first lieutenants, captains, majors, and lieutenant colonels; 8851, 
Thirty years or five years in grade: Reserve colonels and brigadier 
generals; 8852, Thirty-five years or five years in grade: Reserve 
major generals; 8853, Computation of years of service; Chapter 865, 
Retirement for Age; 8883, Age 60; regular commissioned officers 
below major general; 8884, Age 60: Regular major generals whose 
retirement has been deferred; 8885, Age 62: Regular major generals;. 
8886, Regular major generals whose retirement has been deferred; 
Chapter 867, Retirement for Length of Service; 891 1, Twenty years 
or more; regular or reserve commissioned officers; 8913, Twenty 
years or more: Deferred officers not recommended for promotion; 
8914, Twenty to thirty years: Regular enlisted members; 8915, 
Twenty-five years: Female majors except those designated under 
section 8067(a)-(d) or (gHi) of this title; 8916, twenty-eight years: 
Promotion list lieutenant colonels; 8918, Thirty years or more: Regu- 
lar enlisted members; 8917, thirty years or more: Regular commis- 
sioned officers; 8921, Thirty years or five years in grade: Promotion- 
list colonels; 8922; Thirty years or five years in grade: Regular 
brigadier generals; 8923, Thirty-five years or five years in grade: 
Regular major generals; 8924, Forty years or more: Air Force Offi^ 
cers; Chapter 901, Training generally, 9301, Members of Air Force: 
Detail as students, observers and investigators at education institu- 
tions, industrial plants, and hospitals; and 9302, Enlisted members of 
Air Force: Schools; Chapter 903, United States Air Force Academy;- 
9342, Cadet: Appointment; numbers, territorial distribution; 9344, Se- 
lection of persons from Canada and American Republics; 9345, Selec- 
tion of Filipinos; Chapter 1, Organizations, 102, General policy; and 
104, units; Location; organization; command; Chapter 3, Personnel, 
307, Federal recognition of officers; Examination, certification of 
eligibility; Chapter 7, Services, supplies, etc., 709, Caretakers and 
clerks; Chapter 3, Basic Pay, 308, Special pay: Reenlistment bonus; 
313, Special pay: Medical officers who execute active duty agree- 
ments; Chapter 7, Allowances, 407, Travel and transportation allow- 
ances: Dislocation allowance; Chapter 10; Air Force Manual 30-3, 
Vol I-V, Mechanized Personnel Procedures, Air Force Manual 30-3, 
Vol 1-V, Mechanized Personnel Procedures, Air Force Manual 30- 
130, Base Level Military Personnel System, and Air Force Manual 
300-4, Standard Data Elements and Codes; aind Executive Order 
9397. 

Purpose(s): 

The Air Force operates a centralized personnel management 
system in an environment that is widely dispersed geographically and 
encompasses a population that is diverse in terms of qualifications, 
experience, military status and needs. There are three major centers 
of Air Force personnel management: Washington, DC, where most 
major policy and long-range planning/programming decision are 
made; the Air Force Manpower and Personnel Center at Randolph 
Air Force Base, TX, which performs most personnel operations-type 
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functions for the active duty components of the force; and the Air 
Reserve Personnel Center at Denver, CO, which performs certain 
operational functions for the Reserve components of the force. Of- 
fices at Major Command Headquarters, State Adjutant Generals, and 
Air Force bases perform operational tasks pertaining to the popula- 
tion for which they are responsible. The structure of the Air Force 
and its personnel management system, the composition of the force, 
and the Air Force's stated objective of treating people as individuals, 
i.e., giving due consideration to their desires, needs and goals, 
demand a dynamic data system that is capable of supporting the 
varying needs of the personnel managers at each echelon and operat- 
ing locations. It is to this purpose that the data in the Personnel Data 
System is collected, maintained, and used. 

A. Uses within the Air Force personnel community, HQ USAF, 
Washington, DC: Deputy Chief of Staff, Personnel and his immediate 
staff; Director of Personnel Plans; Director of Personnel Programs; 
Assistant for General Officer Matters; Assistant for Colonel Assign- 
ments; Reserve Personnel Division; Air National Guard Personnel 
Division; and the Surgeon General, the Chief of AF Chaplains and 
the Staff Judge Advocate, each of which perform certain personnel 
functions within their area of responsibility. Data from the central 
data base at the AFMPC is furnished Washington area agencies by 
retrieval from the computer at Randolph via remote access devices 
and by provisions of recurring products containing required manage- 
ment information, including computer tape files which are used as 
input to unique systems with which PDS interfaces. Although most 
of the data is used by policy makers to develop long-term plans and 
programs and track progress tp\yard established goals, some individ- 
ual data is provided/retrieved to support actions taken on certain 
categories of persons managed by offices in the headquarters, e.g. 
General Officers, Colonels, Air National Guard personnel, etc. Air 
Force Manpower and Personnel Center (AFMPC), Randolph Air 
Force Base, TX. Personnel managers at AFMPC use the data in 
PDS to make decisions on individual actions to be taken in areas 
such as personnel procurement, education and training, classification, 
assignment, career development, evaluation, promotion, compensa- 
tion, casualty and personal affairs, separation and retirement. Air 
Reserve Personnel Center (ARPC), Denver, CO. Personnel managers 
at ARPC perform many of the. same functions for the Reserve 
components of the Air Force, as the managers at AFMPC perform 
for the active duty force. As with the Washington area, ARPC 
obtains data from the central data base at AFMPC by retrieval 
through remote terminals and recurring output products containing 
information necessary to their management processes. Major Com- 
mand Headquarters personnel operations are supported by the stand- 
ard content of PDS records provided them by AFMPC, In addition, 
there is provided in the PDS record an "add-on area" which the 
commands are authorized to use for the storage of data which will 
assist them in fulfilling unique personnel management requirements 
generated by their mission, structure, geographical location, etc. The 
standard functions performed fall generally under the same classifica- 
tions as those in AFMPC, e.g., assignment, classification, separation, 
etc. Nonstandard usages include provisions of unique aircrew data, 
production of speciality-tailored name listing, control of theatre ori- 
ented training, etc. Some commands use PDS data — both standard 
and add-on as input to unique command systems, which are separate- 
ly described in the Federal Register. Consolidated Base Personnel 
Offices (CBPO) which represent the base-level aspect for PDS, are 
the prime point of system-to-people interface. Supplied with a stand- 
ard data base and system, CBPOs provide personnel management 
support to commanders and supervisors on a daily basis. Acting on 
receipt of data from higher headquarters, primarily by means of 
transactions processed through PDS, they notify people of selection 
for reassignment, promotion, approval/disapproval of requests for 
separation and retirement, and similar personnel actions. When cer- 
tain events occur to an individual at the local level, e.g., volunteer 
for overseas duty, reduction in grade, change in marital status, appli- 
cation for retirement, etc., the CBPO enters transactions into the 
vertical system to transmit the requisite information to other manage- 
ment levels and update the automated records resident at those 
levels. CBPOs too are allotted , an "add-on" area in the computer 
record which they use to support local management unique require- 
ments such as local training scheduling, unique locator listing urinaly- 
sis testing scheduling, etc. 

B. Uses External to the Air Force Personnel Community: 1. Head- 
quarters US AF/AFMPC Interfaces: 

Automated interfaces exist between the PDS central site files and 
the following systems of other functions: a. The Flight Records Data 
System (FRDS) maintained by the Air Force Inspection and Safety 
Center (AFISC) at Norton Air Force Base, CA. (1) Certain person- 
nel identification data on rated officers is transferred monthly to the 
FRDS, This data flow creates the basic identifying data in the 
FRDS, insures compatibility with the PDS, and pirecludes duplica- 



tive data collection and input generation by the AFISC. (2) Update 
of the personnel data to the FRDS generates return flow of flying 
hour data which is used at AFMPC for rated resource distribution 
management, b. The Master Military Pay Account (MMPA), is the 
Joint Uniform Military Pay System (JUMPS) centralized pay file 
maintained by the Air Force Accounting and Finance Center 
(AFAFC) at Denver, CO. The PDS transfers certain pay related 
data as changes occur to update the MMPA, e.g^, promotions, acces- 
sions, separations/retirements, name, SSN, grade, These data provid- 
ed criteria for the AFAFC to determine specific pay entitlements, c. 
The AFAFC maintains a separate pay system for Air National Guard 
and Air Force Reserve personnel called the Air Reserve Pay and 
Allowances System (ARPAS). (1) PDS outputs certain pay related 
data to ARPAS as changes occur, e.g., retirements/separations, pro- 
motions, name, SSN, grade. These data form the criteria for the 
AFAFC to determine specific Reserve pay entitlements. (2) ARPAS 
outputs data which affect accumulated point credits for Air National 
Guard/Reserve participation to AFMPC for update of the Point 
Credit Accounting and Reporting System (PCARS), a component of 
PDS. PCARS also receives monthly input from HQ Air University 
which updates point credits as a result of completing an extension 
Courses Institute correspondence program, d. AFAFC procies data 
on Variable Incentive Pay (VIP) for Medical Officers is used to 
update a special control file within PDS and produce .necessary 
reports for management of the VIP program, e. Air Training Com- 
mand operates a system called PACE (Processing and Classification 
of Enlistees) at Lackland Air Force Base, TX. From the system data 
is fed to AFMPC to initially established the PDS record on an Air 
Force enlistee, f On a monthly basis, copies of the PDS master 
Personnel File are provided to the Human Resources Laboratory at 
Brooks Air Force Base, TX, where they are used as a statistical data 
base for research purposes, g. On a quarterly basis, AFMPC provides 
the- USAF School of Aerospace Medicine, with data concerning 
name, SSN, and changes in base and command of assignment of, 
flying personnel. The data reflects significant medical problems in the 
flying population, h. A complete printout of PDS data pertaining to 
an individual is included in his Master Personnel Record when it is 
forwarded to National Personnel Records Center, j. PDS data is 
provided to the Congingency Planning Support Capability (CPSC) at 
six major command headquarters: Tactical Air Command, Strategic 
Air Command, Military Airlift Command, Air Force Communica- 
tions Command, United States Air Forces, Europe, and Pacific Air 
Forces. A record identifiable by individual's name and SSN provides 
contingency and/or manning assistance temporary duty (TDY) being 
performed by the individual. Record is destroyed upon completion of 
the TDY. Statistical records (gross statistics by skill and unit) are 
also generated for CPSC from PDS providing force availability esti- 
mates. CPSC is described separately in the Federal Register. . 

2. Base Level CBPO Interfaces: Certain interfaces have been estab- 
lished at base level to pass data from one functional system to 
another. The particular mode of interface depends on the needs of 
the receiving function and the capabilities of the system to produce 
the necessary data: a. The Flight Management. Data System (FMDS) 
receives an automated flow of selected personal data on flying per- 
sonnel as changes occur. This data consists primarily of assignment 
data and service dates which the base flight manager uses to deter- 
mine appropriate category of aviation duty which is reflected by 
designation of an Aviation Service Code. The FMDS outputs avia- 
tion service data as changes occur to the BLMPS. These data subse- 
quently flow to the PDS central site files at AFMPC so it is available 
f<3r resource management decisions, b. The Medical Administration 
Management System (MAMS), currently being developed and tested, 
will receive flow of selected assignment data as changes occur for 
personnel assigned to medical activities. MAMS will use these data 
to align assigned personnel with various cost accounting work cen- 
ters within the medical activity and thus be able to track manpower 
expenditure by subactivities. c. The Automated Vehicle Operator 
Record (AVOR) is being developed to support motor vehicle opera- 
tor management. Approximately 115 characters of vehicle operator 
data will be incorporated into the BLMPS data base during FY76 for 
both military and civilian personnel authorized to operate govern- 
ment motor vehicles and selected personnel data items (basic identifi- 
cation data) will be authorized for access by the vehicle operator 
managers, d. Monthly, a magnetic tape is extracted from BLMPS 
containing selected assignment data on all assigned personnel. This 
tape is transferred to the basic Accounting arid Finance Office for 
input into the Accounting Operations System. This system uses these 
data to derive aggregate base manpower cost data. e. A procedure is 
designed into BLMPS to output selected background data in pre- 
defined printed format for personnel being administered militiary 
justice. This output is initiated upon notification by the base legal 
office. The data is forwarded to the major command where it is input 
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into the Automated Military Justice Analysis and Management 
System (AMJAMS). f. The BLMPS output (on an event-oriented 
basis) pay-affectmg transactions such as certain promotions, acces- 
sions, and assignments/reassignments. to AFAFC, where the data is 
entered into the JUMPS. C. Uses External to the Air Force, the 
Office of the Secretary of Defense (OSD): 1. Individual information 
IS provided to offices, in OSD on a recurring basis to support top- 
level management requirements within the Department of Defense. 
Examples are the DoD Recruiter File to the Assistant Secretary for 
Manpower and Reserve Affairs (M&RA), a magnetic tape extract of 
military personnel record (RCS: DD-M (SA) 1221) to M&RA, input 
to the Reserve Component Common Personnel Data System to 
M&RA and the Post Career Data File to M&RA. 2. To Other 
Defense Agencies: PDS supports other components of DoD by pro- 
vision of individual data in support of programs operated by those 
agencies. Examples are the Selected Officer List to Defense Intelli- 
gence Agency for use in monitoring a classified training program and 
the Defense System Management School (DSMS) Track Record 
System to DSMS for use in evaluating the performance of graduates 
of that institution. An Extract file on Air National Guard Techni- 
cians is provided the National Guard Computer Center. 3. Other 
Government/Quasi-Government Agencies: Information used in ana- 
lyzing officer/airman retention is provided RAND Corporation. 
Data on prior service personnel with military service obligations is 
forwarded to the National Security Agency. Lists of officers selected 
for promotion and/or appointment in the Regular Air Force are sent 
to the Office of the President and/or appointment in the Regular Air 
Force are sent to the Office of the President and/or the Congress of 
the United States for review and confirmation. Certain other person- 
nel information is provided these and other government agencies 
upon request when such data is required in the performance of 
official duties. Selected personnel data is provided foreign govern- 
ments, U.S. governmental agencies, and other Uniformed Services on 
USAF personnel assigned or attached to them for duty. Examples: 
The government of Canada, Federal Aviation Administration, U.S. 
Army, Navy, etc. 4. Litigation 5. Miscellaneous. Lists of individuals 
selected for promotion or appointment, who are being reassigned, 
who die, or \yho are retiring are provided to unofficial publications 
such as the Air Force Times, along with other information of interest 
to the general Air Force public. Information from PDS support a 
world-wide locator system which responds to queries as to the loca- 
tion of individuals in the Air Force. Locator information pertinent to 
personnel on active duty may be furnished to a recognized welfare 
agency such as the American Red Cross or the Air Force Aid 
Society. For civilian personnel— to provide automated system sup- 
port to Air Force officials at all levels from that part of the Office of 
Personnel Management required personnel management and records 
keeping system that pertains to evaluation, authorization and position 
control, position management, staffing skills inventory, career man- 
agement, training, retirement, employee services, rights and benefits, 
merit promotion, demotions, reductions in force, complaints resolu- 
tion, labor mangement relations, and the suspensions and processing 
of personnel actions; to provide for transmission of such records 
between employing activities within the Department of Defense—to 
provide individual records and reports to OPM; to provide informa- 
tion required by OPM for the transfer between federal activities; to 
provide reports of military reserve status to other armed services for 
contingency planning— to obtain statistical data on the work force to 
fulfill internal and external report requirements and to provide Air 
Force offices with information needed to plan for and evaluate man- 
power, budget and civilian personnel programs— to provide minority 
group designator codes to the Office of Personnel Management's 
automated data file— to provide the Office of the Assistant Secretary 
of Defense Manpower and Reserve Affairs with data to access the 
effectiveness of the program for employment of women in executive 
level positions— to obtain listings of employees by function or area 
for locator and 'inventory purposes by Air Force offices— to assess 
the effect or probable impact of personnel program changes by 
simulation and modeling exercises— to obtain employee duty loca- 
tions and other employee data for personnel program management 
purposes— to obtain employee duty locations and other information 
releasable under OPM rules and the Freedom of Information Act to 
respond to request from Air Force offices, other Federal agencies 
and the public — to provide individual records to other components of 
the Department of Defense in the conduct of their official personnel 
management program responsibilities — to provide records to OPM 
for files reconciliation and maintenance purposes— and to provide 
information to employee unions as required by negotiated contracts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



The ''Blanket Routines Uses" that appear at the beginning of the 
Department of the Air Force's compilation of systems of records 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets, card files, on computer 
magnetic tapes, disks or computer paper printouts or microfiche. 
Retrievability: 

Filed by name or Social Security Number (SSN). The primary 
individual record identifier in PDS is SSN. Some files are sequenced 
and retrieved by other identifiers; for instance, the assignment action 
record is identified by an assignment action number. Additionally, at 
each echelon there exists computer programs to permit extraction of 
data from the system by constructing an inquiry containing param- 
eters against which to match and select records. As an example, an 
inquiry can be written to select all Captains who are F-15. pilots, 
married, stationed at Randolph AFB, who possess a master's degree 
in Business Administration; then display name, SSN, number of de- 
pendents and duty location. This is the added capability of selecting 
an individual's record or certain pre-formatted information by SSN 
on an immediate basis using a teletype or cathode ray tube display 
device. High-speed line printers located in the Washington, DC, area, 
at Major Command and at ARPC permit the transfer of volume 
products to and for the use of personnel managers at those locations. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in the perform- 
ance of their official duties where authorized, and properly screened 
and cleared for need-to-know, and by commanders of medical cen- 
ters and hospitals. Records are stored in security file containers/ 
cabinets, safes, vaults and locked cabinets, or rooms. Records are 
protected by guards. Records are controlled by personnel screening 
visitor registers and computer system software. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating,, or burning. Preceding reten- 
tion statement applies to Analog output products of the Personnel 
Data System. Data .stored digitally within system is retained only for 
the period required to satisfy recurring processing requirements and/ 
or historical requirements. Files with a retention period of 364 days 
or less are automatically released at the end of their specified reten- 
tion period. "Permanent history" files are retained for 10 years. Files 
365 or more days old are defined as "historical files" and are not 
automatically released. Retention periods for categories of PDS files 
are as follows: If cycle in which a program or series of programs 
creating output is daily, and the created magnetic tape file will be 
used for processing of next daily, then the retention will be not 
greater than 10 days. If cycle in which a program or series of 
programs creating output is daily, and the created magnetic tape file 
will be used for processing of next daily, which is also used for 
processing of weekly runs, then the retention will be not greater than 
20 days. If cycle in which a program or series of programs creating 
output is daily, and the created magnetic tape file will be used for 
processing of next weekly, then the retention will not be greater than 
20 days. If cycle in which a program or series of programs creating 
output is daily, and the created magnetic tape file will be used for 
processing of next weekly, which is also used for processing of 
monthly runs, then the retention will be not greater than 30 days. If 
cycle in which a program or series of programs creating output is 
weekly, and the created magnetic tape file will be used for process- 
ing of next weekly, then the retention will be not greater than 20 
days. If cycle in which a program or series of programs creating 
output is weekly, and the created magnetic tape file will be used for 
processing of next weekly, which is also used for processing of 
monthly runs, then the retention will be not greater than 30 days. If 
cycle in which a program or series of programs creating output is 
monthly, and the created magnetic tape file will be used for process- 
ing of next monthly, then the retention will be not greater than 30 
days. If cycle in which a program or series of programs creating 
output is monthly, and the created magnetic tape file will be used for 
processing of next monthly, which is also used for processing of 
quarterly runs, then the retention will be riot greater than 90 days. If 
cycle in which a program or series of programs creating output is 
monthly, and the created magnetic tape file will be used for process- 
ing of next monthly, which is also used for processing of semi-annual 
run, the retention will be not greater than 190 days. If cycle in which 
a program or series of programs creating output is monthly, which is 
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also used for processing of annual runs, then the retention will be not 
greater than 365 days. If cycle in which a program or series of 
programs creating output is monthly, and the created magnetic tape 
file will be used for processing of next monthly, which is also used 
for processing of permanent history, then the retention will be; not 
greater than 999 days. If cycle in which has program or series of 
programs creating output is quarterly, and the created magnetic tape 
file: will be used for processing of next quarterly, then the retention 
.will be not greater than 90- days. If cycle in which program or series 
of programs creating output is quarterly, and the created magnetic 
tape file will be used for processing of next quarterly, which is also 
used for processing of sfemi-annual run, then the retention will be not 
greater than J 90 days. If cycle in which a program or series of 
programs creating output is quarterly, and the created magnetic tape 
file .will be used for processing of next quarterly, which is also used 
for processing of annual runs, then the retention will be not greater 
than 365' days. If cycle in which a program or series of programs 
creating output is quarterly, and the created magnetic tape file 'will 
be used for processing of next quarterly,- which is also used for 
processing of permanent history, then the retention will be not great- 
er than 999 days. If cycle in which a program or series of programs 
creating output is semi-annual, and the created magnetic tape file will 
be used for processing of next semi-annual, then the retention will be 
not greater than 190 days. If cycle in which a program or series of 
programs creating output is semi-annual, and the created magnetic 
tape file will be used for processing of next semi-annual, which is 
also used for processing of annual runs, then the retention will be not 
greater than 365 days. If created magnetic tape file will be used for 
processing of permanent history, then the retention will be not great- 
er than 999 days. If cycle in which sl program or series of programs 
creating output is annual, and the created magnetic tape file will be 
used for processing of next annual, then the retention will be not 
greater than 365 days. If cycle in which a program or smes of 
programs creating output is annual, and the created magnetic tape 
file will be used for processing of next annual, which is also used for 
processing of permanent history, then the retention will be not great-; 
er than 999 days. If the prbgram or series of programs creating 
output is a one time run, and the file will be used for processing as 
required, then the. retention will be lowest possible retention com- 
mensurate, tp job completion. If the program or series of programs 
creating output is compile card image or SOLT tapes, and the cre- 
ated magnetic tape file will be used for processing- as required run, 
then the retention will be riot greater than 90 days maximum. If cycle 
in which a program or series of programs creating output is as 
required runs, and the .created magnetic tape file will be used for 
processing as required, the retention will be lowest possible commen- 
surate to job completion. If the program or series of programs creat- 
ing output is test files, and the created magnetic tape file .will be used 
for processing as required, then, the retention will be" not greater than 
30 days. - If the program or series of programs creating output is 
print/punch backup and the created, magnetic tape file will be used 
for processing as required, then the retention will be not greater than 
10 days, In, addition, for civilian personnel at base level (CCPO), 
master personnel files for prospective- employees are tranferred to the 
action file upon appointment of the employee or in the event the 
employee is not appointed and will no longer be considered a candi- 
date for appointment, are destroyed by degaussing-master personnel 
files, for active employees are transferred to the separated employee 
history file , \yhere they are retained for three years subsequent to 
sepiaration and then destroyed by degaussing. The notification of 
personnel action — Standard Form 50— is disposed of as directed by 
OPM^vyork files are records such as the employee career brief, 
position survey work sheet, retention register work sheet, alphabetic 
and Social Security Number locator files, and personnel and position 
control register are destroyed after use by tearing into pieces, shred- 
ding, pulping, macerating, or. burning— -work sheets pertaining to 
qualification and retention registers are disposed of as directed by 
OPM— transitory files such as pending files, and recovery files are 
destroyed after r use by degaussing — files and records retrieved 
through general retrieval systems are destroyed after use by tearing 
into pieces, shredding, pulping, macerating, or burning.- Those 
records; at AF Manpower and Personnel Center for the end of each 
fiscal year quarter are retained for five years before destroying by 
deletion — the separated employee file retains employee information at 
time of separation for five years after ^yhich the employee's record is 
destroyed by degaussing. . 

System niaiiager(s) and address: . 
' Deputy- Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force. Subordinate System Managers are: a. Direc- 
tor of Personnel Data Systems, Assistant* Deputy Chief of Staff for 
Personnel for Military Personnel, Air Force Manpower and Persoii- 
riel Center »(AFMPC), Randolph Air Force Base, TX 78150. He/she 



is responsible for overall PDS design, maintenance and operation, 
and is designated the Automated Data Processing System Manager 
for all Air force personnel data system, b. The Director of Personnel 
Data Systems at .each Major Command headquarters for systems 
operated at that level, c. The Chief, CBPO, at Air Force installations 
for systems operated at that level, d. The Civilian Personnel Officer 
a*t -Air Force installations for civilian systems operated at that level. 
Official mailing addresses are published as an appendix to the Air 
Force's compilation of systems of records. 

. Notification procedure: 

. - Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to the system manager of the operating level with which 
they are concerned. Official mailing addresses are published as an 
appendix to the Air Force's compilation of systems of records. Per- 
sons submitting such a request, either personally or in writing, must 
provide SSN, name, and military status (active, ANG/USAFR, re- 
tired, etc.) ANG members not on extended active duty may submit 
such requests to the appropriate Stjate Adjutant General or the Chief 
of the servicing ANG CBPO. USAFR personnel not on extended 
active duty may submit such requests to ARPC, Denver, CO 80280, 
or, if iinit assigned, to the Chief of the serving CBPO oj Consolidat- 
ed Reserve Personnel Office. 

Personal visits to obtain notification may be. made to the Military 
Records Review Room, Air Force Manpo\yer and Personnel Center, 
Randolph Air Force Base, TX 78150; The Military Records. ROom, 
Air Reserve Personnel Center, Denver, CO 80280; The Offic^ of the 
Director, National Personnel Records Center (NPRC), 111 Winneba- 
go St., St. Louis, MO 63118; the Office Of the Director of Personnel 
Data Systems at the appropriate major command headquarters; or 
the office of the Chief of his servicing CBPO. Identification will be 
based on presentation of DD F6rm '2AF, Military Identification 
Card. Air Force civilian employees must provide SSN, full name, 
previous names, if "any, last due and location of Air Force civilian 
employment, if not currently employed by the Air Force — current 
employees should submit such" requests to the CCPO — former em- 
ployees of the Air Force should submit such requests to the CCPO 
for the last Air Force installation at which they were employed. 
Authorizations for a person other than the data subject to have 
access to an individual's records must be based on a notarized state- 
ment signed by the data subject. - * 

Record access procedures: 

Individuals seeking access, to records about themselves contained in 
this system should address written inquiries to the system manager of 
the operating level with which' they are concerned. Official rnailing 
addresses are published as an. appendix to the Air Force's compilation 
of systems of records. , . , 

Contesting record procedures: 

The Department of the Air Force rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual . concerned are published in Air Force Regulation 12-35,-32 
CFR part 806b, or may be obtained from the system manager. 

Record source categories: 

information obtained froih educational institutions, medical institu- 
tions, automated system interfaces, police and investigating officers, 
the bureau of motor vehicles, a state or local government and source 
documents such as reports. ^ " , . 

Exemptions claimed for the system: 

None. 

' : F030 AF MP B, ' 

System name: . . . , 

Substance Abuse Reorientation and Treatment Case Files. 

System location: " . 

Xt servicing Air Force installations Social Actions offices. Official 
mailing addresses are in the Department of Defense directory in the 
appendix to the Air Force's system notices. 

Categories of .individuals covered by the system: 

Air Force active duty military personnel and' dependents, Air 
Force civilian employees, and Air Force Reserve personnel, who are 
enrolled in the Air Force Substance Abuse Reorientation and Treat- 
ment (SART) Program. 

Categories of records in the system: 

As a minimum, the file contains forms, automated data base, coun- 
seling^ case notes, and commander's letters; documenting entry and 
participation in the Air Force SART Program, to include: Date and 
means of identification and substance, of abuse. 
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Authority for maintenance of the system: 

42 U.S.C, Section 290dd-3, Confidentiality of Patient Records; 42 
U.S.C., Section 290ee-3, Confidentiality of Patient Records; Air 
Force Regulation 30-2, Social Actions Program; Air Force Regula- 
tion 40-792, Drug and Alcohol Abuse Prevention and Control Pro- 
gram, and Executive Order 9397. 

PurposeCs): 

The file is used to process members in the SART Program; to 
develop a reorientation or treatment plan; to assist commanders in 
decisions for program disposition; to document progress of individ- 
uals in the SART; and to prepare recurring reports. Records in this 
system which reveal the identity, diagnosis, prognosis, or treatment 
of any individual for substance abuse may be disclosed according to 
42 U.S.C. 290dd-3 for those records related to alcohol abuse and 42 
U.S.C. 290ee-3 for those records related to drug abuse. Disclosure 
within the Air Force its limited to those individuals who need the 
records in connection with programs relating to abuse treatment, 
reorientation, research, health, program evaluation or assignment to 
duty. Persons authorized by 42 U.S.C. 290dd-3 and 42 U.S.C; 290ee- 
3 may review, handle, or have access to the file. These persons 
include social actions and medical personnel, to include certified 
volunteers directly engaged in the reorientation and treatment of a 
person; Veterans Administration (VA) treatment personnel, when 
members are transferred directly to a VA facility; personnel attend- 
ing a SART intervention meeting; commanders or persons acting 
under their authority for purposes consistent with those for which 
the case files are maintained; persons authorized to conduct program 
evaluations, with or without the consent of the member concerned; 
persons authorized in the official performance of their duties. The 
blanket , routine uses published by the Department of the Air Force 
for its system of records do not apply in these cases. Disclosure is 
also authorized to other components of the Armed Forces when they 
provide heatlh care to identified individuals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may not be disclosed for any 
of the blanket routine uses published by the Air Force except for 
Congressional inquiries when the Congressional office is acting with 
the consent of a constituent who is the subject of the files maintained. 

Policies and practices for storing, retrieying, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and computer disks. 
Retrievability: 

Filed by name, by SSN, by other identification number or system 
identifier. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly, screened and cleared for 
need-to-know. Records are stored and secured in lockable receptacles 
and are controlled by personnel screening. 

Retention and disposal: 

Destroy forms, notes, and letters one year after completion of 
Track 4 of SART program or discharge from the service and six 
months after completion of Tracks 1, 2, and 3. All paper files will be 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning, unless needed as background for case files supporting a 
separation action or other actions under directives, in which case, 
disposition will be the same as the file which they support. Data 
stored on automated computer screens at the servicing AF installa- 
tion will be erased from memory two years after conipletion of 
SART Program. 

System manager(s) and address: * 

Chief, Social Actions Branch, Human Resources Development Di- 
vision, Directorate of Personnel Programs, HQ USAF; and Directors 
or Assistants for Social Actions at Major Command Headquarters; 
and Chiefs, Social Actions at Air Force installations. 

Notification procedure: 

Chief, Social Actions servicing AF installations. Requests to deter- 
mine existence of a file should include full name, grade, and unit of 
assignment. Personal visit proof of identity requires full name and 
possession of Department of Defense (DD) Form 2 AF, Armed 
Forces Identification Card; DD Form 1173, Uniformed Services 
Identification and Privileges Card; or driver's license and personal 
recognition of substance abuse office personnel. 

Record access procedures: .'• . « 



Chief, Social Actions servicing AF installation. Mailing addresses 
are in the Department of Defense directory in the appendix to the 
Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

Information obtained from medical institutions, personnel records, 
individual. 

Exemptions claimed for the system: 
None. 

F030 AF MP C 

System name: 
Casualty Files. 
System location: 

Air Force Manpower and Personnel Center (AFMPC), Randolph 
Air Force Base, TX 78150. Bases of assignment of casualty or which 
provide casualty assistance to next of kin. National Personnel 
Records Center, Military Personnel Records, 9700 Page Boulevard, 
St. Louis, MO 63132. At headquarters of major commands and at 
bases of assignment of casualty or which provide casualty assistance 
to next of kin. 

Categories of individuals covered by the. system: 
Any United States Air Force (USAF) member who is or might 
become a casualty. 
Categories of records in the system: 

Record of Casualty. This pertains to all personnel on active duty, 
to Air Force Academy cadets, Air Force Reserve and Air National 
Guard personnel performing authorized inactive duty for training or 
travehng directly to or from such place of duty, and Air Force 
Reserve Officers Training Corps (AFROTC) applicants or members 
on annual training duty for 14 days or more or who are traveling to 
or from the designated place of such duty who become very serious- 
ly ill qr injured (VSI), seriously ill or injured (SI), or suffer from an 
incapacitating illness or injury (III), or who become missing, missing 
in action, interned, captured or detained by a foreign power. These 
records pertain to certain civilian employees of the Air Force paid 
from appropriated funds who become missing, missing in action, 
interned, captured or detained by a foreign power while assigned 
overseas or who are on temporary duty from the Continental United 
States (CONUS) to overseas or who are traveling to or from the 
designated place of such duty under competent authority, certain 
unique situations on civilian employees and dependents of military 
personnel who' become missing, missing in action, interned, captured 
or detained by a foreign power in mishaps while traveling aboard 
Military Airlift Command (MAC) or MAC-chartered flights or by 
other means of MAC oversea travel, and certain civilian employees 
in the CONUS when their missing status was the proximate result of 
their employment. Casualty Case File. These files pertain to all offi- 
cers and airmen on active duty or extended active duty (including 
personnel in absent without leave, desertion, or dropped from the 
rolls status). The files also pertain to Air Force Academy cadets, all 
Air Force Reserve and Air National Guard officers and airmen 
performing authorized inactive duty for training or traveling directly 
to or from such place of duty, all AFROTC applicants or members 
on annual training duty for 14 days or more or traveling to or from 
the designated place of such duty, and certain civilian employees of 
the Air Force paid from appropriated funds who become casualties 
while assigned overseas or who are on temporary duty (TDY) from 
CONUS to overseas or \yho are traveling to or from the designated 
place of such duty under competent authority. They pertain to cer- 
tain civilian employees and dependents of military personnel who 
become casualties in mishaps while traveling aboard MAC or MAC- 
chartered flights or by other means of MAC overseas travel and 
certain foreign nationals and certain employees in the CONUS when 
their missing status was the proximate result of their employment. A 
casualty is defined as any member of the armed forces or certain 
civilians who are lost to their organization by reason of having been 
declared missing, missing in action, interned in a foreign country; 
captured, beleagured. or besieged by a hostile force; detained in a 
foreign country against their will; wounded; injured; or deceased. 
The casualty case file is comprised of messages pertaining to the 
member; a copy of the Record of Emergency Data, Department of 
Defense Form 93 or Air Force Form 246; Air Force Manpower and 
Personnel Center Form 238, CONUS Death/Missing, Report of Cas- 
ualty, Department of Defense Form 1300; copy of assignment of 
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assistance responsibility letter; Servicemen's Group Life Insurance 
Election, Veterans Administration (VA) Form 29-8286; correspond- 
ence from the base/AFMPC to/from the next of kin (NOK); Ac- 
knowledgment and/of Transfer of Casualty Assistance Case, Air 
Force Form 92; Statement of Service^ Department of Defense Form 
13; copy of notification message; Western Union messages; AF Form 
25, Facts and Circumstances Report; and other related correspond- 
ence and forms which pertain to the file. Record of Emergency Data 
being maintained on all Air Force personnel on extended active duty 
(EAD) and Air Force Academy cadets. Missing Persons Case Files. 
Reports submitted on United States Air Force (USAF) personnel 
who become missing as defined in 37 USC 551. Convenience rosters 
of those persons, copies of communications from and to next of kin, 
items received through news media, and some films. 
Authority for maintenance of the system: 

10 USC 2771, Armed Forces - Accountability and Responsibility; 
37 USC 555 and 556, Pay and Allowances of the Uniformed Serv- 
ices, Payments to Missing Persons; implemented by Air Force Regu- 
lation 30-25, Casualty Services. 

Purpose(s): 

. Support of the Casualty Services Program. The information is used 
to assist the Air Force in effecting expeditious reporting, dignified 
and humane notifications, and efficient and thorough assistance to the 
next of kin of all casualties as previously defined. Primary user is the 
Office of the Assistant for Casualty Matters, bases of assignment and/ 
or reporting installation and bases providing casualty assistance, 
Records created in the mortuary process, including the shipment of 
remains, details associated with the appointment of a summary court 
officer (SCOURT) officer (SCO), and cases involving positive identi- 
fication procedures. Records contain histories of all known data 
surrounding the missing statuses, recording dealings with next of kin, 
and reflecting efforts to obtain all possible information through 
normal and intelligence channels as well as the results of those 
efforts. Contain record of personnel actions taken which involve the 
missing persons as well as actions taken in accordance with public 
law.. Rosters are maintained for convenience of completing many 
actions. Primary users are personnel in the Office of the Assistant for 
Casualty Matters At the Air Force Force Military Personnel Center. 
Decentralized segment is maintained for rapid response to queries by 
high-level personnel in the Washington, DC (DC) area. The Record 
of Emergency Data is used to show the names and addresses of 
service member's spouse, children, parents and other persons the 
member wants notified should he/she become a casualty. Serves as 
an official document required by law (10 USC 2771) for designating 
beneficiaries for death gratuity and unpaid pay and allowances. Also 
used to designate a person to receive an allotment of pay if the 
member becomes missing, captured or interned. Primary user is the 
Office of the Assistant for Casualty Matters. 

Routine, uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

' Maintained in visible file binders, cabinets, film canisters, and 
microfilm. . 
Retrieyability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Casualty records at AFMPC are accessible only to authorized 
personnel assigned to the Office of the Assistant for Casualty Mat- 
ters. Personnel are on duty 7 days per week, 24 hours a day. Access 
to the building after duty hours is controlled by Security Police 
personnel. 

Retention and disposal: 

Records may be temporary or permanent or supplemental in 
nature. They are retained in active file until the member*s status is 
changed to deceased or returned to military control or no longer 
considered VSI, SI or III. One year after that time, selected tempo- 
rary records are destroyed and all permanent records are retired to 
the National Personnel Records Center. Remaining temporary 
records are destroyed ten years after date of death or return to 
military control. Records of casualty and casualty case files are 
permanent records. They are retained in active file until application 
or receipt of all allowable benefits, then forwarded to the National 
Personnel Records Center, 9700 Page Boulevard, St. Louis^ MO 
63132. Case files pertaining to civilians; foreign nationals; very seri- 
ously ill or seriously ill persons; and dependents of military personnel 



are destroyed 90 days after administrative closing of the case. 
Records of emergency data are retained until the member is relieved 
from active duty, then retired to a history file. Destroyed by shred- 
ding, burning, or by tearing into pieces. Mortuary records are retired 
to the Washington National Records Center, 4205 Suitland Road, 
Suitland, MD 20409. 
System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Air Force Manpower and Personnel Center, Ran- 
dolph Air Force Base^ TX 78150. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Requests from individuals should be addressed to: Air Force Man- 
power and Personnel Center/Office of the Assistant for Casualty 
Matters (AFMPC/MPCC), Randolph Air Force Base. TX 78150, or 
if records have been retired, the request will be forwarded to Nation- 
al Personnel Records Center (NPRC). Written requests should con- 
tain the full name and Social Security Account Number of the 
member as well as an identification as complete as possible of the 
desired material including, if known, its title, description, number, 
date and issuing authority. For personal visits, the individual must 
provide some acceptable identification; that is, drivers license, identi- 
fication card, or give some verbal information that can be verified in 
the case folder. 

Contesting record procedures: 

The Air Force's rules for access to records and fpr contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information provided by next of kin, organization of assignment, 
information extracted from Master Personnel Records, documents 
generated within the Casualty Division, Air Force Manpower and 
Personnel Center, correspondence produced in providing casualty 
notification/ assistance/processing. 

Exemptions claimed for the system: 

None. 

F030AFMPD 

System name: 
Contingency Operations System (COMPES). 
System location: 

(1) Headquarters Alaskan Air Command, Elmendorf AFB AK 
99506; (2) Headquarters Air Force Communications Command, Scott 
AFB IL 62225; (3) Headquarters Air Force Logistics Command, 
Wright-Patterson AFB OH 45433; (4) Headquarters Air Force 
System Command, Andrews AFB DC 20334; (5) Headquarters Air 
Training Command, Randolph AFB TX 78150; (6) Headquarters 
Electronic Security Command, Kelly AFB TX 78241; (7) Headquar- 
ters Military Air Lift Command, Scott AFB IL 62225; (8) Headquar- 
ters Pacific Air Forces, Hickam AFB HI 96853 (9) Headquarters 
Strategic Air Command, Offutt AFB; Ne 68113; (10) Headquarters 
Space Command, Peterson AFB CO 80914; (11) Headquarters Tacti- 
cal Air Command, Langley Air Force Base, VA 23365; (12) Head- 
quarters United States Air Forces Europe, Ramstein Air Base, APO 
New York 09012. 

Categories of individuals covered by the system: 

Records are maintained on officer and ^enlisted personnel that are 
projected or departed on Temporary Duty (TDY) in support of 
contingency deployment or manning assistance projects. 

Categories of records in the system: 

Data maintained by individual Plan Identification (PID) consisting 
of data elements required to properly select and deploy members: 
Includes Plan Identification (PID); Force Requirement Line number 
(FRN LN); Air Force Specialty Code (AFSC); Required In-Place 
Date; Number of Days; Attached CBPO; Duty Location Code 
(DLOC). Information is related to a specific PID that could be 
implemented in time of war, current on-going contingencies, or 
yearly- exercises. When plans are implemented, the Personnel Data 
System (PDS) is updated and a TDY mini-record is generated and 
transmitted via AUTODIN. The system update is applied against the 
file a base level. 

Authority for maintenance of the system: 

10 USC 8032, General duties; implemeneted by Air Force Manuals 
28-626, Functional User Support Manual for the Contingency Oper- 
ation/Mobility Planning and Execution System (COMPES) 
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MAJCOM Level Manpower/Personnel (MANPER) Module, Users 
Manual; 28-627, Contingency Operations/Mobility Planning and Exe- 
cution System (COMPES) Operation Planning Module. Users 
Manual; 28-628, Contingency Operations/Mobility Planning and Exe- 
cution System (COMPES Logistics Module — Major Command 
(LOGMOD-M) Logistics Force Packaging (LOGFOR) Sub-System: 
A2CX)/ZG, Users Manual; aiid 28-629, Contingency Operations/Mo- 
bility Planning and Eceution System (COMPES) Logistics Module - 
Logistics Planning (LOGPLAN) Sub-System: A200/ZR, Users 
Manual. 

Purpose(s): 

COMPES records provide information regarding manpower re- 
quirements necessary to deploy personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products. 
Retrievability: 

Individual data records are not accessed nor displayed reflecting 
name or SSN by standard CPSC programs. Retrieval programs avail- 
able to Major Air Command personnel managers may be used to 
access individual data. 

Safeguards: 

By persons responsible for servicing the record system in perform- 
ance of their official duties who are properly screened and cleared 
for need-to-know. Records are controlled by computer system soft- 
ware. 

Retention and disposal: ^ 

Records pertaining to a wartime plan are maintained until an 
updated plan is received. 

Records are maintained only for the duration of the TDY period 
then are programmatically deleted by computer. 

System manager(s) and address: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force. Director of Personnel Data Systems, Assist- 
ant Deputy Chief of Staff for Personnel, Military Personnel, Ran- 
dolph Air Force Base, TX, and Director of Personnel Data Systems 
at each Major Air Command Headquarters provided in the system 
location identification. 

Notification procedure: 

Contact Director of Personnel Data Systems at each Major Air 
Command Headquarters provided in the system location identifica-. 
tion. 

Record access procedures: 

Contact Director of Personnel Data Systems at each Major Air 
Command Headquarters provided in the system location identifica- 
tion. 

Contesting record procedures: 

The Air Force-s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from automated system interfaces. 

Exemptions claimed for the system: 

None. 

F030AFMPE 

System name: 
Drug Abuse Waiver Requests. 
System location: 

Directorate of Student Resources, USAF Recruiting Service, Air 
Training Command, Randolph Air Force Base, Texas 78148 (ATC/ 
RSS, Randolph AFB TX 78148); USAF Recruiting Service Detach- 
ment Headquarters; USAF Recruiting Service Offices; Deputy Chief 
of Staff, Education, Headquarters Air University, Maxwell AFB, 
Alabama 36112) (AU/ED, Maxwell AFB AL 36112); Directorate of 
Senior Programs, Headquarters Air Force Reserve Officer Training 
Corps (AFROTC), Maxwell AFB, Alabama 36112 (AFROTC/SD, 
Maxwell AFB, Alabama 36112); AFROTC Detachments; Directorate 
of Admissions and Registrar, United States Air Force Academy, 
USAF Academy, Colorado 80840 (USAFA/RR, USAF Academy, 
Colorado 80840); 



Categories of individuals covered by the system: 

Applicants for enlistment or commissioning who have a history of 
pre-service drug abuse and who have requested a waiver of their 
disqualification. 

Categories of records in the system: 

A copy of the USAF Drug Abuse Certificate and Drug Abuse 
Circumstances, Recommendation of Intermediate commands, and 
cover letter containing HQ USAF decision on waiver request are 
maintained. 

Authority for maintenance of the system: 
10 use 504, Persons not qualified. 
Purpose(s): 

This record is not released outside the Air Force. Records are 
maintained for future reference in the case of further inquiries rela- 
tive to approval or disapproval of the request for waiver of pre- 
service drug abuse. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
• Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened .and cleared for 
need-to-know. Records are stored in safes and locked cabinets or 
rooms. 

Retention and disposal: 

After action on the request, the paper record is filed in secured file 
cabinets, retained for no more than six months, and destroyed by 
tearing into pieces. 

System manager(s) and address: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Requests from individuals should be addressed to the System Man- 
ager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35, 

Record source categories: 

Records maintained in the system are provided by either Air 
Training Command, Air University, or the USAF Academy. 
Exemptions claimed for the system: 

None. 

F030 AF SG A 

System name: 

Aerospace* Physiology Personnel Career Information System. 
System location: 

Air Force Medical Service Center, HQ AFMSC/SGPA, Brooks 
Air Force Base, Texas 78235. 

Categories of individuals covered by the system: 

Air Force active duty military personnel serving in, and civilian 
and military applicants for, the USAF Aerospace Physiology Pro- 
grams. 

Categories of records in the system: 

Files contain a picture, information, academic and professional 
accomplishments, personal' letters from individuals inquiring about 
some aspect of a career as an AF Aerospace Physiologist/Physiologi- 
cal Training Officer. 

Authority for maintenance of the system: 
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10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and 8067(d), Designation: Officers to perforni certain 
professional functions, as implemented by Air Force Regulation 
(AFR) 50-27, Air Force Aerospace Physiology Program. 

Purpose(s): 

Used by Chief, Aerospace Physiology and Chief,. Biomedical Sci- 
ences Corps (BSC) to make policy decisions regarding level and type 
of officer expertise available and required to meet present and future 
commitments for USAF. Used for policy analysis in determining the. 
type of professional background required to meet standards for each 
program falling within the Aerospace Physiology Programs. Used by 
Chief, Aerospace Physiology and Chief, Biomedical Sciences Corps 
(BSC) to analyze the experience and professional achievements of the 
individual/group to insure that qualified officers are available, proc- 
essed and trained and properly located to meet the requirements for 
specific and highly technical Aerospace Physiology projects. Used 
for policy decisions regarding • curricula for professional .training re- 
quirements for advanced degrees, manning, standards for manpo\yer 
evaluation, * professional degree level for required functional areas, 
statistical analysis of data relating to component officers in the BSC. 
Personnel letters from/to individuals contain answer/questions *to 
policies and their relation to individual's AF status, where applicable." 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, visible file binders/cabinets; resumes are 
in alphabetical order in loose ring notebook. 
Retrievability: ' . 

Filed by name. , . 

Safeguards: 

Records are accessed by custodian of the record system. 
Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Commander Air Force Medical Service Center; Brooks Air Force 
Base, Texas 78235. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Provide full name. Social Security Number, military status. 
Requesters may visit Office of the Surgeon General, Aerospace Med- 
icine! Division. Proof of identity is by government ID card, drivers 
license, personal recognition by Chief, Aerospace Physiology due to 
small number of officers involved. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 
. The Air . Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. , 

Record source categories: 

Information is provided by the individual and the Air Force Man- 
power and Personnel Center. ' 

Exemptions claimed for the system: 

None* . . 

F030AFSPA 
System name: . » 

Documentation for Identification and Entry Authority. 

System location: 

Chief of Security Police at the installation where an individual is 
issued identification or entry authority credentials. Information copies 
of certain application forms for entry into certain restricted areas are 
also kept at an individual's duty assignment. Official maiUng address- 
es are in the Department of Defense directory in the appendix to the 
Air Force's system notices. , . ? 

Categories of individuals covered by the system: 

Persons who are issued identification credential for norihal identity 
purposes or for entry into controlled or restricted areas. , 



Categories of records in the system: 

Documentation used to request identification or entry credential, 
information reports on the loss, theft, or destruction of these creden- 
tials, certain types of .entry authority lists, and various accountability 
records. - ' " ' . ' • 

Authority. for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties- 
delegation by. 
Purpose(s): 

Used by the security police for issuing ID cards and tHese restrict- 
ed or controlled area badges which authorize entry into certain areas. 
Some organizations may routinely keep copies of the above docu- 
mentation in order to maintain control over persons authorized entry 
into certain areas. Accountability documents are used to insure 
proper control over .the various forms utilized in these functions. 

Routine uses of records maintained in the system, including catego- 
ries of. users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, card files and on 
computer and computer output products. 

Retrievability: " , 

Filed by name. , 
Safeguards: ' 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets and in locked cabinets or rooms. 
Records are controlled by computer system software. . * 

Retention and disposal: 

Accountability records are destroyed two years . after issue of the- 
last card or the last entry on a log, etc. Statements, certificates, and 
related correspondence reporting the loss, theft, or destruction of 
identification or entry credentials, are destroyed one year after report- 
ed loss. Destruction of these item^ is by tearing into pieces. 

System manager(s) and address: 

•Office of Security Police, Kirtland Air Force Base, NM 87117. 
Installation Chief of Security Police. * ^ 

Notification procedure: 

The appropriate installation Chief of Security • Police should be 
contacted for information, When requesting information iii writing, 
individual should include full name, Social Security Number, military 
status, home address, and the letter must be notarized. During a 
personal visit, individual will be required to produce military ID, if 
appHcable, a valid drivers license, or other appropriate proof of 
identity. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. Contact the. 
Chief of Security Police at the appropriate installation. 

Contesting record proc.ei|ures: i. 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

. Record source categories: 

Information obtained from source documents such as reports. 
Exemptions claimed for the system: 

None. , I . 

F030 AFIS A 
System name: ^ 
For Cause Discharge Program. 
System location: 

Directorate of Security and Communications Management, Air 
Force Intelligence Service (AFIS), Pentagon, Washington DC 20330; 
HQ Electronic Systems Command, San Antonio, TX 78423; Office of 
Administrative Assistant to the Secretary of the Air Force, Pentagon. 
Washington DC 20330. ^ . . 

Categories of individuals covered by the system: 
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All personnel who are briefed into sensitive compartmented infor- 
mation (SCI) who are being considered for separation from service 
or employment for either punitive or administrative (nonvoluntary) 
reasons. 

Categories of records in the system: 

Initial submission and recommendations of the Air Force Major 
Command (MAJCOM) or Separate Operating Agency (SOA) con- 
cerned and all supporting documents for the proposed action; AFIS 
Directorate of Security and Communication Management recommen- 
dations for disposition to to the Assistant Chief, of Staff for Intelli- 
gence Hq, US Air Force; if applicable, decisions and correspondence 
from Administrative Assistant to the Secretary of the Air Force 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; DOD 5200.2-R; as implemented by Air Force Regula- 
tion 205-32, USAF Personnel Security Program, USAFINTEL 201-1 
(Chapter 13), Air Force Regulation 39-10, Administrative Separation 
of Airmen, Air Force Regulation 36-12, Administrative Separation of 
Commissioned Officers and Warrant Officers of the Air Force. 

Purpose(s): 

Used by designated Air Force intelligence officials to recommend/ 
determine propriety of proposed action in light of individual's SCI 
access. Substantive information is provided to responsible individual 
in the Secretary of the Air Force to evaluate the effectiveness of the 
program, to determine consistency of decisions and decision trends, 
and to provide program guidance to the System Manager. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name and year of the For Cause Action. 
Safeguards: 

Records are accessed the record system. Records are accessed by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in security file containers 
within a vault. 

Retention and disposal: 

Records maintained in active status until final disposition of each 
separate file. After final disposition of the case the record is placed in 
inactive status and maintained permanently. 

System manager(s) and address:. 

Director of Security and Communications Management, Air Force 
Intelligence Service (AFIS/INS), Pentagon, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Unclassified portions of the file are available: upon request. 
Request must include full name, grade (where applicable). Social 
Security Number, date and place of birth, organization/activity to 
which assigned/employed at time of proposed For Cause Separation. 
Visits may be made to office of System Manager. Individuals not 
authorized access to Pentagon working areas should contact System 
Manager by mail beforehand. Include all of the above information in 
letter. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individual's personnel records and MAJCOM/SOA Commander's 
proposal and recommendations with all supporting documents. 
Exemptions claimed for the system: 
None. 

F030AFISB 

System name: 

Air Force Attache Personnel System. 
System location: 



Air Force Intelligence Service, Ft Bel voir, VA 22060. 
Categories of individuals covered by the system: 
Files are maintained on Air Force Attache personnel applicants, 
current and former Air Force Attache personnel. 

Categories of records in the system: 

Career Briefs, Officer Effectiveness Reports, Airman Performance 
Reports, Statements of Personal History, autobiographies, family 
photos. Defense Language Aptitude and Proficiency Test scores, 
finger print card, Medical Fitness Statements, Statements of Inter- 
view by Commanders, Requests for National Agency Checks, Col- 
lege transcripts. Graduate Record Examination scores, assignment 
preference statements, special duty applications, and record review 
listings. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 39-10, 
Airmail Assignments, and Air Force Regulation 36-20, Officer As- 
signments. 

Purpose(s): 

Used by the Active Duty Military Staff Directorate involved with 
the selection and service of Air Force Attache personnel. The pur- 
pose of collecting the information is to evaluate the suitability of an 
individual for duty in the Attache system. The purpose, of maintain- 
ing records on current Attaches is to provide service to them in their 
assignments. The purpose of maintaining material on prior Attache 
personnel is to assist them in their applications for subsequent Atta- 
che and for analysis and historical purposes. The records are retained 
within the Air Force Attache System and are not disclosed to per- 
sonnel outside the system. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened" and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
safes, or locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until no longer needed for reference, then 
offered to National Archives and Records Administration for perma- 
nent retention, inactivation, then destroyed by tearing into pieces, 
shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Director Air Force Attache Affairs (AFIS/INH), Air Force Intel- 
ligence Service. Ft Belvoir, VA 22060. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individuals, Air Force Manpower and Personnel Center, Randolph 
Air Force Base, TX. 

Exemptions claimed for the system: 
None. 

F030AFISC 

System name: 

Intelligence Applicant Files. 
System location: 
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Headquarters, Air Force Special Activities Center, Fort Bel voir, 
VA 22060-5798 and subordinate units. 

Categories of individuals covered by the system: 

Active duty and retired military personnel, and civilian personnel 
and former employees who have applied for admission to or ex- 
pressed interest in AFSAC programs. 

Categories of records in the system: 

Biographical data and records incidental to admission to AFSAC 
programs such as security clearance records, educational back- 
ground, data on law violations or substance abuse, photographs, 
performance ratings. 

Authority for maintenance of the system: 

National Security Act of 1947, as amended (61 Stat. 495); and 10 
use 8012, Secretary of the Air Force: Powers and duties; delegation 
by. 

Purpose(s): 

Used to evaluate personnel " for entry into or retention in AFSAC 
intelligence programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Record from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Stored in file folders, on computer and computer output products, 
and in microform. 
Retrievability: 

By name or Social Security Number. , 
Safeguards: 

Records are accessed by the custodian of the system and by per- 
sons servicing the records who are properly cleared for need-to- 
know. Records are stored in locked containers in government con- 
trolled facilities. 

Retention and disposal: 

Records are retained until the individual is no longer affiliated with 
the AFSAC program and then destroyed. 
System manager(s) and address: 
HQ AFSAC/DA, Fort Belvoir, VA 22060-5798. 
Notification procedure: 

Requests from individuals should be sent to the System Manager. 
Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager: 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation (AFR) 12-35. 

Record source categories: 

Information obtained from the individual and from source docu- 
ments. Other sources may include former employers, personnel 
records, educational institutions, and federal, state and local govern- 
ment agencies. 

Exemptions claimed for the systein: 

None. 

F030 AFSC A 

System name: 

AFSC Discrimination Complaint File. 
System location: 

Headquarters, Air Force Systems Command (AFSC), divisions, 
center, laboratories, units, and bases. 
Categories of individuals covered by the system: 
All personnel who have filed a complaint of discrimination. 
Categories of records in the system: 

Includes the complaint forms, statements, reports, and related 
records. 

Authority for maintenance of the system: 

42 U.S.C. 2000e-16; 10 U.S.C. 8012, Secretary of the Air Force: 
Powers and duties, delegation by; and Executive Order 9397. 
Purpose(s): 

Used to record information on discrimination complaints. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system may be disclosed for any of the blanket 
routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in files or on computers and computer output products. 
Retrievability: 

Records are retrieved by name or SSN. 
Safeguards: 

Records are accessed by persons responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
locked cabinets, locked rooms, or buildings with controlled entry. 
Computer records are controlled by computer system software. 

Retention and disposal: 

Records are destroyed 2 years after date of final decision or 2 
years after date of any action on the case after final decision, which- 
ever is later. 

System manager(s) and address: 

Chief of Social Actions or Personnel Officers of the base or unit 
where complaint was filed. 
Notification procedure: . 

Requests from individuals should be addressed to the system man- 
ager. 

Record access procedures: 

Individuals may gain access from the system manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

Information obtained from the individual, witnesses and investigat- 
ing officials. 
Exemptions claimed for the system: 
Nonie. 

F030 AFSC A 

System name: 

Field Management Center (FMC) Personnel Data. 
System location: 

Det 1, Site Activation Task Force (SATAF)(BMO), F. E. Warren 
AFB, WY 82005; terminals are located at Headquarters, Ballistic 
Missile Office (BMO), Norton AFB, CA 92409. 

Categories of individuals covered by the system: 

Military and civilian personnel assigned to or visiting SATAF or 
weapons system deployment area facilities; HQ BMO personnel using 
satellite facilities; contractor personnel. 

Categories of recdrds in the system: 

Personnel identification, location and status (including name, grade, 
organization, Air Force Specialty Code, address and phone number, 
security clearance, assignment, injury or illness); vehicle registration 
data; training records; recall lists; visitor clearance records. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Management of personnel including training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Record from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in computer and computer output products. 
Retrievability: 

By name or Social Security Number. 
Safeguards: 
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Records are protected by system software. 
Retention and disposal: 

Records are destroyed when individual leaves assigned unit which 
accumulated the record. 

System manager(s) and address: 

FMC System Manager, Det 1 BMO SATAF, F. E. Warren AFB, 
and BMO SDMW, Norton AFB, CA 92409. 
Notification procedure: > 
Requests from individuals should be sent to the System Manager. 
Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation (AFR) 12-35. 

Record source categories: 

Information is obtained from the individual and from existing 
records. 

Exemptions claimed for the system: 
None. 

F030ARPCA 

System name: 
Applications for Identification (ID) Cards. 
System location: 

Air Reserve Personnel Center, Denver, CO 80280. 
Categories of indiyiduals covered by the system: 
Air Force Reserve personnel. 
Categories of records in the system: 
Applications for ID cards and discharge orders. 
Authority for maintenance of the system: 

18 use 499, Military, naval, or official pass; 506, Seals of depart- 
ments or agencies; and 701, Official badges, identification cards, other 
insignia as implemented by Air Force Regulation (AFR) 30-20, Issue 
and Control of Identification (ID) Cards. 

Purpose(s): 

Used as a suspense file pending receipt of ID card or correspond- 
ence from reservist advising of prior disposition of identification 
card. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name and by Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Destroy when notified that credential has been returned to issuing 
activity by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. ' 

Notification procedure: 

Requests from individuals should be addressed to the Documenta- 
tion Management Officer, ARPC/DAD, Denver, Colorado 80280. 
Written requests for information should contain full name, SSN, 
current mailing address and, if known, the case (control) number on 
correspondence received from ARPC. Records may be reviewed in 
the Records Review Room, Air Reserve Personnel Center, Denver, 
Colorado between 8 a.m. and 3 p.m. on normal workdays. Visitors 
wishing to see their records should provide a current Reserve identi- 



fication card and/or driving license and some verbj^ information that 
coulH. verify the person's SSN at time of discharge. 
Record access procedures: 

Individuals can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD, Denver, Colorado 
80280; telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information is extracted from master personnel record when indi- 
vidual is discharged from the Air Force Reserve. 
Exemptions claimed for the system: 
None. 

. F030ARPCB 

System name: 
Point Credit Accounting Record System (PCARS). 
System location: 

Ai Air Reserve Personnel Center, Denver, CO 80280. At Air 
National Guard and Air Force Reserve activities. Official mailing 
addresses are in the Department of Defense directory in the appendix 
to the Air Force's systems notice. At Air Force Manpower and 
Personnel Center, Randolph Air Force Base, Texas 78150. 

Categories of individuals covered by the system: 

Air Force Reserve and National Guard Personnel. 

Categories of records in the system: 

Correspondence, orders, forms, and reports which include identify- 
ing personnel data including name, SSN, address, grade, and retire- 
ment/retention date; record of retirement points and service earned 
prior to and record of points earned, by type duty, for the current 
retirement year. Reports include automated listings, processed trans- 
actions, rejected transactions, accession transactions, poiiit summary 
lists, statistical reports, individual point summary reports, and input 
lists for participation verification. 

Authority for maintenance of the system: 

10 use 1331, Age and service requirements; 1332, Computation of 
years of service in determining entitlement to retired pay; 1333, 
Computation of years of service in computing retired pay; 1334, 
Time not creditable toward years of service; 1335, Inactive status list; 
1336, Service credited for retired pay benefits not excluded for other 
benefits; and 1337, Limitation on active duty as implemented by Air 
Force Manual (AFM) 30-130, Vol I, Base Level Military Personnel 
System; Air Force Regulation (AFR) 35-41, Vol II, Reserve Train- 
ing; AFR 35-7, Service Retirements; and AFR 35-3, Service Dates 
and Dates of Rank. 

Purpose(s): 

Used to maintain accurate listings of transactions processed to 
active reserve force member's point credit account, to reconcile 
strength of the Air National Guard and Air Force Reserve members 
between the various mechanized accounting systems, to identify new 
members of the Air Force Reserve and Air National Guard, to 
certify accuracy and completeness of transactions manually submitted 
to the point record as required by Air Force audit requirements, to 
advise member and reserve managers of the member's participation in 
reserve affairs, for promotion evaluation considerations, and for de- 
termination of retirement eligibility. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets, on computer tape, and 
paper printouts. 

Retrievability: 

Filed by name and by SSN. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 
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: Documents not required for: inclusion in military personnel record 
system are retained in office files until superseded, obsolete, no 
longer needed for reference, or after 16 months, whichever is sooner, 
then destroyed by tearing into pieces, shredding, pulping,'6r macerat- 
ing. ■ y " . . . - "" 

System ihanageKs) and address: i 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
,80280,. , . . " ' ». 

Notification procedure: / . ' , ' 

Request from individual should be addressed to the Documentation 
Management Officer, ARPC/DAD, Denver, CO 80280. Written re- 
quest for information should contain full name of indiviclual, SSN, 
current address and the case control number shown on correspond- 
ence received from center. Records may be reviewed in' records 
review room ARPC, Denver, CO 80280, between 8 a.m.' and 3 p.m. 
on normal workdays. For personal visits, the individual should pro- 
vide current reserve ID card and/or drivers license and give some 
verbal information that could verify his/her reserve assignment. 

Record access procedures: 

Individual can obtain assistance in gaining access from Documenta- 
tion Management Officer, ARPC/DAD, Denver, CO 80280, tele- 
phone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206); 

Contesting record procedures: . . ' 
' The Air Force's rules for access to records and for' contesting aiid 
appealing initial determinations by th^ .individual, concerned may be 
obtained from the System Manager.- '* 

Record source categories: ^ 

Information from master personnel record and authorized -point 
credit documents obtained from automated system interfaces. 
Exemptions claimed for the system: 

None. - • • : . ' 

... : ' ■ .; F030 ATc A, . -. , ■ :* " ' ' 

System name: ; ' . ■ -< 

Drug Abuse Control Case Files. ' - - 

System location: / " r 

Special Counseling Section, 3507 Airman Classification . Squadron, 

Lackland Air Force Base, TX 78236: 

' Categories of individuals covered by the system: 

: Air Force, active duty enlisted personnel and reserve personnel 

referred to drug abuse office. ; . • ' 
Categories of records in the system:-. 

Various letters describing drug abuse information such as notifica- 
tion of disposition, recommendation for disposition, drug abuse deter- 
mination of urinalysis cases.' ' 

Authority for maintenance of the system: ' ' 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; Air Force Regulation 39-12, Separation for Unsuitabi- 
-lity. Misconduct, Resignation or Request for Discharge for the Good 
of the Service; -and Procedures for Rehabilitation Program; and Air 
Force Regulation 30-2, Social Actions Program. 

Purpose(s): * ..'',* 

Discharge authority, Special Counseling Section, and squadron 
commanders determine extent of prior service drug abuse and make 
determinations of discharge or retention in the Air Force. 

Routine uses.*bf records, maintained in< the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 
'': Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ; ■• 

Maintained in file folders. * v 

Retrievability: 

Filed by name. . . 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored, in locked cabinets or rooms. , 

Retention and disposal: ' 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, m'acerating, or 
burning. . - > • ;• 



System manager(s) and address: r - 1 . 

Commander, 3507 Airman Classification Squadron, Lackland Air 
Force Base, TX 78236. r : , ; 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. . • .. . ■ ' . ' 

Record access procedures: \; " 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record, procedures: . ^ 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. , 

Record source categories: ^ ..5 , 

Information obtained from squadron commanders, base surgeons, 
classification interviewers, medical institutions and from. source docu- 
ments such as reports. , - . • 
. .Exemptions claimed for the system:. . 

None. 

F030 ATC C 

System name: 

Processing and Classification of Enlistees (PACE). 

System location: * 

At Air Training Command, Randolph AFB, TX 78150 and input/ 
output remotes at 3507 Airman Classification Squadron (ATC) Lack- 
land AFB, TX 78236 and USAF Recruiting Service (ATC) Ran- 
dolph AFB, TX 78150. 

Categories of indivi(iuals covered by the system: 

Air Force active duty enlisted personnel. Attached records for Air 
National Guard and Air Force reserve personnel attending basic 
military training and training school. Active duty enlisted personnel 
attending Officer training school in TDY status. , 

Categories of records in the system: . 

Airmen trainee recbrds containing name, Social Security Number 
(SSN), and other personnel data for assignment from basic military 
training, security investigation, job preferences, dependent data, edu- 
cation, test scores, grade and promotions, biographical history, physi- 
cal data, . drug abuse • history, enlistment personal and guaranteed 
training enlistee program data, separation information, classification 
data, service dates, and basic training flight, squadron, entry, and 
graduation dates. . 

Authority for maintenance of the system: : . 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Force Regulation 4 39-1, Airman Classificatipn 
Regulation. 

Purpose(s)": 

To create an initial record for the base level personnel data system 
(BLMPS); to provide AFMPC with initial accession information on 
non-prior service enlistees provide for improved classification and 
assignment procedures using computer processes; provide necessary 
information to joint military pay system (JUMPS) and Lackland 
Entering Pay System (LEAPS) for establishment of military^ pay 
records; interface the data ring process to. the maximum extent *with 
other functional areas; and to standardize and simpHfy" personnel 
processing for the 3700 personnel processing group (ATC), Lackland 
AFB; TX 78236, so that they may more effectively control' record 
preparation, processing, and classification actions necessary to transi- 
tion civilian enlistees to military status. Aptitude tests are adminis- 
tered; biographical history and job and assignment preferences are 
collected; and personal data is collected from enlistment records to 
establish a mechanized record necessary to support classification and 
assignment of trainees. Accession and update data is ^furnished 
through automatic interface to the advanced personnel data system 
(PDS) at AFMPC and Air Training Command, Randolph AFB, TX; 
to JUMPS at AFAFC, Denver, CO. and to LEAPS at accounting 
and finance, Lackland AFB, TX. History records are furnished 
monthly to the human resources laboratory (HRLPRD), personnel 
research division, Brooks AFB, TX, for statistical analysis and to 
USAF- Recruiting Service/RSS, Randolph AFB, TX, for use in the 
enlistee quality control monitoring system. Data is used to. prepare 
forms, processing schedules, reassignment and promotion orders, 
classification actions, transaction and error rosters^ autodin lists, and 
management products necessary to administer trainees while: at Lack- 
land AFB, -TX. Standard. BLMPS products such as JUMPS transac- 
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tion registers, strength balance reports, and suspense lists are pre- 
pared. Changes in basic data, promotions, reassignments, separations, 
and duty status changes are reported to PDS, JUMPS, and LEAPS 
as the action occurs. History records used at HRLPRD and the 
enlistee quality control monitoring system are augmented by addi- 
tional data from PDS and technical training centers and are used to 
evaluate the quality of Airmen enlisted in the USAF and the effects 
of changes in procurement and classification policies. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of siich uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files and on computer magnetic media. 

Retrievability: 

Filed by name or SSN. 

Safeguards: 

Records aire accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are controlled by computer system 
software. 

Retention and disposal: 

Records for basic trainees are retained in active file until departure 
from basic military training is confirmed then transferred to history 
file on magnetic tape for one year. Records for Officer trainees are 
maintained in the active file until end of fiscal year in which they 
enter training and then transferred to history file on magnetic tape 
for oiie year. 

System manager(s) and address: , 

HQ ATC Assistant for Plans Analysis and Data Systems, Data 
Systems Support Division, Randolph AFB, TX 78150 and 3507 
Airman Classification Squadron (ATC), Lackland AFB, TX 78236. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager, and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from automated system interfaces, from 
source documents such as reports, and from forms prepared during 
enlistment processing and completed during interviews and testing at 
3507 Airman Classification Squadron, Lackland AFB, TX 78236. 

Exemptions claimed for the system: 

None. 

F030 MFC A 

System name: 
Deceased Service Member's Dependent File. 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. 
Categories of individuals covered by the system: 
Air Force widow/widowers or other next of kin. 
Categories of records in the system: 

Name, address, Social Security Number (SSN) of widow/widow- 
er: Name, grade, SSN, date of death/date of retirement of sponsor. 
Authority for maintenance of the system: 

10 use 8032, General duties; and Air Force Regulation 30-25. 
Purpose(s): 

Used only to identify Air Force widow/widowers for purpose of 
mailing copies of the bimonthly United States Air Force News for 
Retired Personnel, The Afterburner. Verification for issuance of ID 
cards or obtaining benefits. ■ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Tape and card. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Maintained pernrianently. ^ . . 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Widow/Widowers request, ID card application, casualty notices. 
Exemptions claimed for the system: 

, None. 

F030MPCB 

System name: 

Indebtedness, Nonsupport, Paternity. . . 
System location: 

Air Force Military Personnel Center, Randolph Air Force Base, 
TX 78150-6001. 

Categories of individuals covered by the system: 

Active duty military personnel who are the subject of complaints 
of indebtedness, nonsupport or inadequate support, or paternity alle- 
gations. 

Categories of records in the system: 

Correspondence relating to a complaint of indebtedness, nonsup- 
port or inadequate support of dependents, or allegations of paternity 
with a report of the immediate commander's final action regarding 
same. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; Air Force Regulation 35-18, Financial Responsibility. 
Purpose(s): 

Source of background information used for historical and statistical 
purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for" any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Immediate access limited to Chief, Personnel Assistance Section 
(HQ AFMPC/DPMASC2) in performance of official duties. Safe- 
guarded by personal screening who are properly screened and 
cleared for need-to-know. Records are stored in locked cabinets or 
rooms. 

Retention and disposal: 
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Retained for two years after end of year in which the case was 
closed, then destroyed by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System managers) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph Air Force Base, TX 78150-6001. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager stating name, SSN and date of birth. 
Record access procedures: 

Assistance can be obtained by writing HQ AFMPC/DPMASC2, 
Randolph AFB, TX 78150-6001. 
Contesting record procedures: . 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. ' 

Record source categories: 

Individuals, private concerns, and government agencies with inter- 
ests pursuant to subject records. 
Exemptions claimed for the system: 
None. 

F030 REDCOM A 

System name: 

USREDCOM Military Personnel Data File. 
System location: 

US Readiness Command, MacDill AFB, FL 33608-6001. 
Categories of individuals covered by the system: 
All Army, Navy, Marine Corps, and Air Force personnel assigned 
for duty with USREDCOM. 
Categories of records in the system: 

File cotains individual's name, SSN, rank, pay grade, date of rank, 
branch of service, basic pay entry date, date of birth, organization 
and division, alert status-joint task force, immunization dates, weap- 
ons qualification, primary and secondary military specialty, duty 
MOS/AFSC, marital status, officer evaluation report/enlisted effi- 
ciency report date, reserve regular status, duty telephone number, 
home address and telephone number, date arrived at USREDCOM, 
projected loss date, expiration term of service, foreign service avail- 
ability code, human personal reliability screening date, language pro- 
ficiency, enlisted evaluation report weighted average, name of OER/ 
EER rater, duty title, permanent grade, date of rank, rated category, 
highest professional military and civilian education, source of com- 
mission, mandatory retirement date (officers). 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

To maintain a consolidated joint personnel file on personnel as- 
signed to the USREDCOM. Although each service has its own 
personnel system, USREDCO requires basic data for Command 
Maning Rosters, Joint Task Force Deployment Rosters, and similar 
management purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Department of the Air 
Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

On-line disk storage backed up by magnetic tape. 

Retrievability: 

Data is retrieved by SSN, 

Safeguards: 

All personnel who maintain the system are cleared for Top Secret. 
Access to the data is controlled by system software. Outputs are 
labeled. 

Retention and disposal: 

Records are deleted when individuals depart USREDCOM. 
System manager(s) and address: 

Commander, US Readiness Command, MacDill AFB, FL 33608- 
6001. 

Notification, procedure: 



Individuals wishing to know if the system contains information on 
them may write the system manager, ATTN:- Directorate of Person- 
nel, JI (ATTN: RCJi-MP). Individuals must furnish full name, SSN, 
current address and telephone number, and signature. 

Record access procedures: 

Individuals may obtain assistance by writing the address and pro- 
viding the information listed under Notification procedure. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information is obtained from military personnel records. 

Exemptions claimed for the. system: 

None. 

F030SACA 

System name: 

Automated Command and Control Executive Support System. 
System location: 

Headquarters Strategic Air Command (SAC), Executive Systems 
Program Management Office (ADUC), Offutt Air Force Base, NE 
68113-5001. 

Categories of individuals covered by the system: 

Active duty military personnel of all services, civilian employees, 
and contractor personnel assigned to SAC and the Strategic Informa- 
tion Systems Division (SISD) after September 1, 1984. 

Categories of records in the system: 

Data extracted from the Personnel Data System (F030 AF MP A) 
plus 100 characters of locally generated information. Record includes 
name, grade, SSN, unit of assignment, security clearance, supervisor's 
name, duty title, office telephone, home address and telephone 
number, dependents, education and training, specialty Or job qualifi- 
cation, performance/effectiveness reports, awards/decorations, pro- 
motions, duty assignment history and similar information. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): * 

Used by HQ SAC for locating and administering assigned person- 
nel. Used by managers outside of the Deputy Chief of Staff for 
Personnel to view individual records and create summary reports for 
personnel within SAC and SSID. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Record from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing; retaining, and 
disposing of records in the system: 

Storage: 

Stored on computer and computer output products, and on micro- 
fiche. 
Retrievability: 

By Social Security Number or name. 
Safeguards: 

Records are accessed by the custodian of the system and by per- 
sons servicing the records who are properly cleared for need-to- 
know. Records are protected by computer software and the system is 
operated in a secure area. 

Retention and disposal: 

Computer record is retained until individual is no longer assigned 
to or attached to SAC. Records will be destroyed not later than 2 
years after last entry. 

System manager(s) and address: 

Chief, Executive Systems Division (HQ SAC/SIOU), Offutt AFB, 
NE 68113-5001. 
Notification procedure: 

Requests from individuals should be sent to the System Manager. 
Full name, military or civilian status, grade and SSN are needed to 
determine if the system contains a record. Visitors must provide 
identification such as a military ID card, driving license, or some 
information contained in the record. 
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Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager: 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation (AFR) 12-35. 

Record source categories: 

Information obtained from the Air Force Personnel Data System, 
personnel records or the individual. 
Exemptions claimed for the system: 
None.' 

F030SGA 

System name: 

Bioenvironmental Engineer Personnel Career Information System. 
System location: 

Air Force Medical Service Center, Brooks AFB, TX 78235. 
Categories of individuals covered by the system: 
All Air Force Active Duty Officers with Air Force Specialty 
Code (AFSC) 9116, 9125, or 9121. 
Categories of records in the system: 

File includes information on where the individual is assigned, aca- 
demic background, assignment preferences, past assignments, corre- 
spondence between the individual and the Associate Chief of the 
Biomedical Sciences Corps (BSC) for Bioenvironmental Engineering, 
and professional accomplishments of the individual. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and 8067(i), Designation: Officers to perform certain 
professional functions. 

Purpose(s): 

To assist the Associate Chief of the BSC for Bioenvironmental 
Engineering in establishing policy or educational requirements in this 
career field; to foster career retention through more personal contact 
with officers in this specialty; to assist the Air Force Manpower and 
Personnel Center in assigning bioenvironmental engineers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: / 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
authorized personnel who are properly' screened and cleared for 
need-to-know. Records are protected by guards and controlled by 
personnel screening. 

Retention and disposal: 

Retained in office files for six months after the individual termi- 
nates active military service, then destroyed by tearing into pieces, 
shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Air Force Medical Service Center, Brooks AFB, TX 78235. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager., 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source documents. 

Exemptions claimed for the system: 

None. 



F030SGB 

System name: 

Aerospace Medicine Personnel Career Information System. 
System location: 

The Aerospace Medical Consultants Division, HQ AFMSC/ 
SGPA. Brooks AFB, TX 78235. 

Categories of individuals covered by the system: 
.All AF Medical Officers (MC), active duty, separated or retired, 
who possess or are in training leading to award of Air Force Special- 
ty Code (AFSC) 9356, Aerospace Medicine Physician. 

Categories of records in the system: 

Date of Board certification, dates of aeronautical ratings, profes- 
sional society membership record of training, military assignments, 
marital status, list of papers authored, assignment preferences, desired 
career progression, photograph, letter of notification of certification 
by the American Board of Preventive Medicine, as well as personal 
letters from officers regarding promotion/assignments/career pro-, 
gression and copies of replies to these letters. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and 8067(f) Designation: Officers to perform certain 
professional functions. 

Purpose(s): 

Assist the Chief, Aerospace Medical Consultants Division in estab- 
lishing policy on educational requirements in 9356 career field; to 
foster career retention through more personal contact with officers in 
this specialty; to assist the AF Military Personnel System in assigning 
Aerospace Medicine Physicians. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system, and by 
authorized personnel who are properly screened and cleared for 
need-to-know. Records are controlled by visitor registers. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief, Flight Medicine, HQ AFMSC/SGPA, Brooks AFB, TX 
78235. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Required information is full name/rank; visits may be made to 
Chief, Flight Medicine, Office of the Surgeon General, Aerospace 
Medical Consultants Division; proof of identity is by military ID 
card for active/retired iand' personal recognition due to small number 
of officers involved. 

Record access procedures: 

Individual can obtain a'ssistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager, 

Record source categories: 

Individuals provide most of the information for the system. The 
remainder is obtained from financial, educational or medical institu- 
tions, and from source documents. 

Exemptions claimed for the system: 

None. 

F035AFA 

System name: 

Officer Quality Force Management Records. 
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System location: . ; . 

(1) Headquarters Strategic Air Command (SAC), Quality Force 
Management Division, Directorate of Personnel Programs (DPAA), 
Offutt AFB, NE 68113. (2) Headquarters Air Force Communications 
Command (AFCC), Force Management Division (DiPAFA), Direc- 
torate'of Personnel Programs, Scott AFB/IL 62225-6001. 

Categories of individuals covered by the system: 

Air Force active duty officers assigned or attached to (1) SAC or 
(2) AFCC whose performance,, conduct, or alleged misconduct, niay, 
or Has resulted in initiiation of administrative actioh(s). 

Categories of records in the system: 

Information relating to substandard performance, uriacce:ptable 
conduct or ' unfitness, and status and dates' of pending or completed , 
administrative actions. 

Authority for maintenance of the system: 
' 10 use .8012, .Secretary of .the Air Force: Powers and duties; 
delegation by; and- 8074, Commands; territorial organization. ^ y.- 
Purpose(s): 

To provide information to (1)- Commander in Chief S'XC or (2) 
Deputy Chief of Staff for Personnel (AFCC) and staff members as 
appropriate who make decisions on officers' qualifications for con-: 
tinuation on active duty, or further consideration for promotion. 
Used to evaluate and monitor status of actions on subjects. 

Routine uses of records maintained in the system, including catego- 
ries of users and the .'purposes of such uses: 

Records from this system of records- may be disclosed for any of 
the blanket~routine iises published by the Air Force. ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records ifi the system: ' . , ? 

Storage: 

* Maintained in computer and computer output prbducts. 
Retrievability: . 

Retrieved by name or Social Security Number (SSN). . 
Safeguards: 

Records are accessed by the custodian of the record system and by 
persons responsible for servicing the records in performance of their 
official duties who are properly screened and cleared for nee'd-to- 
know. Records and computer software are stored in Ibcked cabinets 
in locked rooms in buildings protected by guards. 
Retention and disposal: ' / 

Retained until' superseded, obsolete, or no longer needed for refer-' 
ence, whichever is sooner. Files will be destroyed not later than- 2 
years from last entry. ^ ' ► .' 

System manager(s) and addfisss: ^ ' • 

(i) Chief," Quality Force Management Divisibn, Directorate of 
Personnel Programs (HQ SAC/DPAA), Offutt' AFB, NE 68113. (2) 
Chief, Force Management Division, Directorate of Personnel Pro- 
grams (HQ AFCC/DPAF); Scott AFB, IL 62225-6001. , . ' 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Full name, military status, ' grade and SSN are - required to 
determine if the system contains records on an individual. Visitors 
must provide proof of identity such as a military ID card, valid 
drivers license, or some item of information which can be verified 
from the records. :The authority for .soliciting the SSN. is the same as 
the authority listed for operating the system. Disclosure of the SSN, 
which will only be used to retrieve records- froni the system,, is 
voluntary. Failure to disclose the SSN will make it difficult to insure 
accurate retrievals of information. " ' ' , , 

Record access procedures: r • • . 

Individuals can obtain assistance in gaining access from the System ' 
Manager. , ' • « 

Contesting record procedures: • . * , ; .- 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations may be obtained from the System 
Manager and are published in Air Force Regulation 12-35. 

Record source categories: .. v 

Information obtained from source documents, the individual con- 
cerned, member's commander, /Quality Force Management Division 
(SAC)/Force Management Division (AFCC), Consolidated Base Per- 
sonnel Offices, and the office of the Judge Advocate General. 

Exemptions claimed for the system: 

None. • ■• • ' ■ ' ' ' "'■ 



F035 AFDP A 
System name:- • ' * • ■ . 

Family Support Center Case Files. 
. System location: " . .. .. . 

At servicing. Family Support Centers on Air Force installations. 
Official mailing addresses are in the Air Force directpry in AFP 12r^ 
36, attachmeint 3. - . . < . 

Categories of individuals covered by the system: 

Active duty military personnel and their dependents, Air Force 
Reserve personnel, and Air National Guard -personnel. Retired Air 
Force personnel and Air Force civilian employees and their depend- 
ents may also be included when records are created which are 
identical to those on military members. 

Categories of records in the system: 

File copies of information, which include but are not limited to 
demographics, client concerns, referrals, client assessments, home and 
duty phone numbers, addresses, volunteer records, and staff member 
comments. . ^ ' / " , :. 

Authority for maintenance of the system: 

10 use 8013; Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 30-7, Faniily; 
Action/Information Board and Family, Support Center. 

Purpose(s): ^ . 

To provide information to Family Support Center staff for actions 
related to assessment counseling, program developmenti training, and 
referral actions. 

Routine uses of records' maintained in the system, including catego- 
ries of users and the purposes of such uses: 

■ Records from this system of records may be' disclosed for any of 
the blanket routine uses published by the Air Force; 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: .',.].' 

Automated j maintained on computer and manual, maintained in 
paper -files. > 
Retrievability: • 

Filed by name. \ - 

Safeguards: , . 

Record are accessed by the custodian of the record systeni/and 
person(s) responsible for servicing the record system in the perforni- 
ance of their duties. Records are stored on computer disk, in locked 
cabinets or rooms. Computers are only accessible by proper log-on/ 
password capability. 
Retention and disposal: - \ ' 

Retained in office files for one year or when no longer needed, 
whichever is later, then destroyed by erasing, degaussing, overwrit- 
ing, shredding, . macerating, burning pulping or buried in a landfill. 

System manager(s) and address:^ 

Chief Air Force Family Matters Branch; Human Resources Devel- 
opment Division, Directorate of Personnel Plans, HQ USAF; Direc- 
torate of Personnel Programs at Major Command Headquarters; and 
Director, Family Support Center at Air Force installations. 

'Notification procedure:' > ' - ' 

' A:ddress ' written requests from individual to the Director or 
Deputy Director of the Family Support Center where the individ- 
ual's records are maintained. Include the full name and signature of 
the requester and sufficient information to ensure positive identifica- 
tion of requester. 
Record access procedures: 

Contact Director, Family Support Center at servicing AF installa- 
tion, r 

Contesting record procedures: ' ' j 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the system manager and are published, in Air Force Regulation 
12-35 (32 CFR part 806b). . . :. 

Record source categories: 

Information obtained from individual, medical institutions, and per- 
sonnel records. ■ • . . 
Exemptions claimed for the system: . 
None. 
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System name: 

Effectiveness/Performance Reporting Systems. 
System location: 

Headquarters, United States Air Force, Washington, DC 20330- 
5060; Headquarters, Air Force Military Personnel Center, Randolph 
Air Force Base, TX 78150-6001; National Military Personnel 
Records Center, 9700 Page Boulevard, St. Louis, MO 63132-2001. 
Air Reserve Personnel . Center, Denver, CO 80280-5000, and the 
Human Resources Laboratory, Brooks Air Force Base, TX 78235- 

5000; ' 

Headquarters of major commands and separate operating agencies; 
consolidated base personnel offices; each State Adjutant General 
Office, and Air Force Reserve and Air National Guard units. Official 
mailing addresses are published as an appendix to the Air Force's 
compilation of record systems notices. 

Categories of individuals covered by the system: 

Military Personnel Only. 

Officers: Applies to Active Duty/Air National Guard/Air Force 
Reserve personnel .serving in grades Warrant Officer (W-1) through 
Colonel (0-6). ' 

Enlisted: Applies to 'active duty personnel in grades Airman Basic 
(E-1) - through Chief Master Sergeant (E-9), and to Air Force Re- 
serve personnel in grades Staff Sergeant (E-5) through Chief Master 
Sergeant (E-9)'. ' 

Categories of records in the system: 

Officer Effectiveness Reports; Education/Training Reports; Colo- 
nels and Lieutenant Colonels Promotion Recommendation Reports; 
Enlisted Performance Report for Airman Basic (E-1) through Chief 
Master Sergeant (E-9); Description of data contained therein: Name; 
Social Security Number; active and permanent grades; specialty data; 
organization location and Personnel Accounting Symbol; period of 
report; number of days of supervision; performance evaluation scales; 
assessment of potential, and comments regarding ratings. ' , 
• Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 36-9, Gener- 
al Officer Promotions and Evaluations; Air Force Regulation 36-10, 
Officer Evaluation System; Air Force Regulation 39-62, Enlisted 
Evaluation System; and Executive Order 9397. 

Purpose(s): 

Used to document effectiveness/duty performaiice history; promo- 
tion selection; school selection; . assignment selection; reduction-in- 
force; control roster; reenlistnient; separation; research and statistical 
analyses, and other appropriate personnel actions.' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the Air 
Force's compilation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

-Retrieved by name or Social Security Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) who are properly screened and, cleared for need-to-know. 
Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Copies of effectiveness reports are retiained until separation or 
^retirement. At separation or retirement, data subject is presented with 
field and command record copies of his or her reports. The Head- 
quarters Air Force (HAF) copy is a permanent record that is for- 
warded to the National Personnel Records Center, St. Louis, MO 
63132-2001. In the event the member has a Reserve commitment, the 
HAF copy is sent to the Air Reserve Personnel Center, Denver, CO 
80280-5000.. 

The following exceptions apply: 

Officers -Field Record: Remove and give to individual when pro- 
moted to Colonel, when separated or retired, or destroy when 
voided by action of the Officer Personnel Records Review Board. 
When voided by action of the Air Force Board for Correction of 
Military Records, forward all copies of reports to Headquarters 
United States Air Force (HQ USAF) when directed. 

Command Record: The command custodian will destroy the re- 
ports when voided by action of Officer Personnel Records Review 



Board. When voided by action of the Air Force Board for. Correc- 
tion of Military Records, forward all copies of report to HQ USAF 
when directed. 

HAF Record: Remove reports voided by action of the Officer 
Personnel Records Review Board from the 'selection folder and file 
in the board recorder's office until destruction. Remove reports 
voided by action of the Air Force Board for Correction of Military 
Records from selection folder and submit to Board's Secretariat with 
duplicate and triplicate copies for custody and disposition. Promotion 
Recommendation Reports are temporary documents maintained only 
at HQ Air Force level and are destroyed after their purpose has been 
served. 

Active Duty Enlisted: Grades E-3 through Et6: On separation or 
retirement, Enlisted Performance Reports (EPRs) are forwarded to 
the National Personnel Records Center, St. Louis, MO unless data 
subject holds a reserve obligation, in which case they are forwarded 
to Air Reserve Personnel Center. Grades E-7 through E-9: On 
separation or retirement, original copies, those retained in Senior 
NCO selection folders and those in field record closing before Janu- 
ary 1, 1967, are forwarded to the National Personnel Records Center, 
or to Air Reserve Personnel Center if data subject holds a reserve 
obligation. Duplicate copies closing January 1, 1967 or later (field 
record) are returned to the member at separation or retirement. 

Non-Active Duty Reserve Enlisted: Air Force Reserve Forces 
Noncommissioned Officers Performance Report; upon separation, re- 
tirement or assignment to a non-participating reserve status, they are 
forwarded to Air Reserve Personnel Center for file in the master 
personnel record and disposal of as a part of that record. Records are 
destroyed by tearing into pieces, shredding, pulping, macerating or 
burning. 

System manager(s) and address: 

Deputy Chief of Staff/Personnel, Headquarters United States Air 
Force, Washington, DC 20330-5060; Chief of Air Force Reserve, 
Headquarters United States Air Force, Washington, DC 20330-1000, 
and Director, Air National Guard, Washington, DC 20310-2500. 
. Notification procedures: 

Individuals seeking to determine whether information about them- 
selves is contained in this system should address written inquiries to 
the Deputy Chief of Stiaff/Personnel; Headquarters United States Air 
Force, Washington, DC 20330-5060; or to the Chief of Air Force 
Reserve, Headquarters United States Air Force, - Washington, DC 
20330-1000; or to the Director, Air National Guard, Washington, 
DC 20310-2500; or directly to agency officials at the respective' 
system location. Official mailing addresses are published as an appen- 
dix to the Air Force's compilation of record systems notice. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written inquiries to the Deputy Chief of 
Staff/Personnel, Headquarters United States Air Force, Washington, 
DC 20330-5060; or to the Chief of Air Force Reserve, Headquarters 
United States Air Force, Washington, DC 20330-1000; or to the 
Director, Air National Guard, Washington, DC 20310-2500; or di- 
rectly to agency officials at the respective system location. Official 
mailing addresses are published as an appendix to the Air Force's 
compilation of record systems notices. 

Contesting record procedures: 

The Department of the Air Force rules for accessing records, and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35, 
Air Force Privacy Act Program; 32 CFR part 806b; or may be 
obtained from the system manager. 

Record source categories: ' ' v 

The basis of the ratings is observed on-the-job performance or by 
the education/training progression of the individual. Further, effec- 
tiveness reports may have as an additional source of. information 
Letters of Evaluation. 

Exemptions claimed for the system: 

Portions of 'this system may be exempt under the provisions of 5 
U.S.C. 552a(k)(7), as applicable, but only to the extent that disclosure 
would reveal the identify of a confidential source. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b) (1), (2), and (3), 
(c) and (e) and published in 32 CFR part 806b. For additional 
information contact the system manager. 

F035 AF MP B 

System name: 

Geographically Separated Unit Copy Officer Effectiveness/Airman 
Performance Report. 
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System location: 

Headquarters of major subordinate commands and numbered Air 
Forces. 

Categories of individuals covered by the system: 
Officers (Lt Golonel and below) and Airmen. 
Categories of records in the system: 

Officer Effectiveness Report; Education/Training Report; Airman 
Performance Report; Technical Sergeant (TSgt), Staff Sergeant 
(SSgt), and Sergeant (Sgt) Performance Report; and Chief Master 
Sergeant (CMSgt), Senior Master Sergeant (SMSgt), and Master Ser- 
geant (MSgt) Performance Report. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; implemented by AFr 36-10, Officer Evaluations, and 
Air Force Regulation 39-62, Active Duty Noncommissioned Officer 
and Airman Performance Reports. 

Purpose(s): 

Used as a record of individual's past job performance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in locked 
cabinets or rooms. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

At Headquarters of Major Subordinate Commands and numbered 
Air Force official mailing addresses are in the Department of De- 
fense Directory in the appendix to the Air Force systems notices. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual caii obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Officer and airman evaluation report data, 

Exemptions claimed for the system: 

None. 

F035 AF MP C" 

System name: 

Military Personnel Records System. 
System location: 

Headquarters, United States Air Force, Washington, DC 203 30- 
5060; Air Force Military Personnel Center, Randolph AFT, TX 
78150-6001; Air Reserve Personnel Center, Denver, CO 802980- 
5000; National Personnel Records Center, Military Personnel 
Records, 9700 Page Boulevard, St. Louis, MO 63132-2001. 

Headquarters of major commands and separate cooperating agen- 
cies; consolidated base personnel offices; State Adjutant General 
Office of each respective state, District of Columbia and Common- 
wealth of Puerto Rico, and at Air Force Reserve and Air National 
Guard units. Official mailing addresses are published as an appendix 
to the Air Force*s compilation of record system notices. 

Categories of individuals covered by the system: 

Air Force active duty military, Air Force Reserve and Air Nation- 
al Guard personnel. 

Categories of records in the system: 



Officer Correspondence and Miscellaneous Document Group 
(C&M) at Air Force Military Personnel Center (AFMPC) and Head- 
quarters, United States Air Force (HQ USAF); Selection Record 
Group at HQ USAF, Assistant for General Officer Matters; Retired 
Air Force General Officers Master Personnel Record Group 
(MPeRGp) at AFMPC; active duty colonels at HQ USAF, Assistant 
for Senior Officer Management; C&M at AFMPC Air Force active 
duty officer personnel; MPeRGp at AFMPC Officer Command Se- 
lection Record Group (OCSR) at the respective major command or 
separate operating agency; Field Record Group (FRGp) at the re- 
spective Air Force base of assignment/servicing Consolidated Base 
Personnel Office (CBPO); Air Force active duty enlisted personnel 
MPeRGp at AFMPC and FRGp at respective servicing CBPO; 
Senior Noncommissioned Officer Selection Folder at the respective 
servicing CBPO; personnel in Temporary Disability Retired List 
status. Missing in Action (MIA), Prisoner of War (POW), Dropped 
From Rolls MPeRGp at AFMPC; Reserve Officers MPeRGp at Air 
Reserve Personnel Center (ARPC); OCSR at the respective Air 
Force major command when applicable, FRGp at the respective unit 
of assignment or servicing CBPO or Consolidated Reserve Personnel 
Office (CRPO); Reserve airmen MPeRGp at ARPC and FRGp at 
the respective unit of assignment or servicing CBPO/CRPO; Air 
National Guard (ANGUS) officers MPeRGp at ARPC, OCSR at the 
respective State Adjutant General Office, and FRGp at the respec- 
tive unit of assignment; ANGUS airmen MPeRGp at the respective 
State Adjutant General Office and FRGp at the respective unit of 
assignment; Retired and discharged Air Force military personnel 
MPeRGp at National Personnel Records Center and Air Force 
Academy cadets MPeRGp * at unit of assignment CBPO. System 
contains substantiating documentation such as forms, certificates, ad- 
ministrative orders and correspondence pertaining to appointment as 
a commissioned officer, warrant officer, Regular AF, AF Reserve or 
ANGUS, enlistment/reenlistment/extension of enlistment, assign- 
ment, Permanent Change of Station, Temporary Duty (TDY), pro- 
motion and demotion; identification card requests; casualty; duty 
status changes — Absent Without Leave/MIA/POW/Missing/Desert- 
er; military test administration/results; service dates; separation; dis- 
charge/ retirement; security; training; Professional Military Educa- 
tion (PME); On-The-Jdb Training; Technical, General Military 
Training; commissioning; driver; academic education; performance/ 
effectiveness reports; records corrections; formal/informal medical or 
dental treatment/examination; flying/rated status administration; ex- 
tended active duty; emergency data; line of duty determinations; 
human/personnel reliability; career counseling; records transmittal; 
AF reserve administration; Air National Guard administration; board 
proceedings; p>ersonnel history statements; Veterans Administration 
compensations; disciplinary actions; record extracts; locator informa- 
tion; personal clothing/equipment items; passport; classification; 
grade data; Career Reserve applications/cancellations; traffic safety; 
Unit Military Training; travel voucher for TDY to Republic of 
Vietnam; dependent data; professional achievements; Geneva Con- 
vention card; Federal insurance; travel and duty restrictions; Consci- 
entious Objector status; decorations and awards; badges; Favorable 
Communications (colonels only); Inter-Service transfers; pay and al- 
lowances; combat duty; leave; photographs, and Personnel Data 
System products. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air' Force Regulation 35-44, Mili- 
tary Personnel Records System, and Executive Order 9397. 

Purpose(s): 

Military personnel records are used at all levels of Air Force 
personnel management within the agency for actions/processes relat- 
ed to procurement, education and training, classification, assignment, 
career development, evaluation, promotion, compensation, sustenta- 
tion, separation and retirement. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

Records may be disclosed to the Veterans Administration for re- 
search, processing and adjudication of claims, and providing medical 
care. 

To dependents and survivors for determination of eligibility for 
identification card privileges. 

To the Civilian Health and Medical Program of the Uniformed 
Services (CHAMPUS) for determination of eligiblility and benefits. 

To local Immigration/Naturalization Office for accountability and 
audit purposes. 

To State Unemployment Compensation offices for vertification of 
military service related information for unemployment compensation 
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claims; Respective local state government offices for vertification of 
Vietnam "State Bonus" eligibility. 

To the Office of Personnel Management for verification of military 
service for benefits, leave, or Reduction in Force purposes, and to 
establish Civil Service employee tenure and leave accrual rate. 

To the Social Security Adminstration to substantiate applicant's 
credit for social security compensation; Local state office for vertifi- 
cation of military service relative to the Soldiers and Sailors Civil 
Relief Act. Information as to name, rank, Social Security Number, 
salary, present and past duty assignment, future assignments that have 
been finalized, and office phone number may be provided to military 
financial institutions who provide services to DoD personnel. For 
personnel separated, discharged or retired from the Air Force, infor- 
mation as to last known address may be provided to the military 
financial institutions upon certification by a financial institution offi- 
cer that the facility has a dishonored check or defaulted loan. 

To the Selective Service Agencies for computation of service 
obligation. 

To the American National Red Cross for emergency assistance to 
miltary members, dependents, relatives or other persons if conditions 
are compelling. 

To the Department of Labor for claims of civilian employees 
formerly in military service, verification of service-related informa- 
tion for unemployment compensation claims, investigations of possi- 
ble violations of labor laws and for pre-employment investigations. 

To the National Research Council for medical research purposes. 

To the U.S. Soldiers' and Airman's Home to determine eligibility. 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record system 
notices also apply to this system. 

Policies and practices for storing, retrieying, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file folders/binders, cabinets and on computer 
and computer output products. 
Retrievability: 

Information in the system is retrieved by last name, first name, 
middle initial and Social Security Number. 

Records stored at National Personnel Records Center are retrieved 
by registry number, last name, first name, middle initial and Social 
Security Number. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
records system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records stored in locked room, cabinets, and in computer 
storage devices protected by computer system software. 

Retention and disposal: 

Those documents designated as temporary in the prescribing direc- 
tive remain in the records until their obsolescence (superseded, 
member terminates status, or retires) when they are removed and 
provided to the individual data subject. 

Those documents designated as permanent remain in the military 
personnel records system permanently and are retired with the 
master personnel record group. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel, Ran- 
dolph AFB, TX 78150-6001. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system should address written inquiries to 
the Assistant Deputy Chief of Staff/Manpower and Personnel, Ran- 
dolph AFB, TX 78150-6001. 

Individuals may also appear in person at the responsible official's 
office or the respective repository for records for personnel in a 
particular category during normal duty hours any day except Satur- 
day, Sunday or national and local holidays. The Saturday and 
Sunday exception does not apply to Reserve and National Guard 
units during periods of training. The system manager has the right to 
waive these requirements for personnel located in areas designated as 
Hostile Fire Pay areas. Official mailing addresses are published as an 
appendix to the Air Force's compilation of record system notices. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written requests to the Assistant Deputy 
Chief of Staff/Manpower and Personnel, Randolph AFB, TX 78150- 
6001. 

Individuals may also appear in person at the responsible official's 
office or the respective repository for records for personnel in a 



particular category during normal duty hours any day except Satur- 
day, Sunday or national and local holidays. The Saturday and 
Sunday exception does not apply to Reserve. and National Guard 
units during periods of training. The system manager has the right to 
waive these requirements for personnel located in areas designated as 
Hostile Fire Pay areas. OfHcial mailing addresses are published as an 
appendix to the Air Force's compilation of record system notices. 
Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information is obtained from the subject of the file, supervisors, 
correspondence generated within the agency in the conduct of offi- 
cial business, educational institutions, and civil authorities. 

Exemption claimed for the system: 

None. 

F035AFMPD 

System name: 

Officer Effectiveness Report/Airman Performance Report Appeal 
Case Files. 

System location: 

Air Force Military Personnel Center (AFMPC), Randolph AFB, 
TX 78150. Air Reserve Personnel Center (ARPC), Denver, CO 
80280-5000. At Consolidated Base Personnel Offices/Consolidated 
Reserve Personnel Offices (CBPOs/CRPOs). Official mailing ad- 
dresses are in the Department of Defense directory in the appendix 
to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Present and former officers and airmen of the regular Air Force, 
the Air Force Reserve and the Air National Guard who appeal for 
correction of records. 

Categories of records in the system: 

Copy of individual application, supporting documents, indorse- 
ments by the CBPO/CRPO, correspondence reflecting the board's 
decision on the case, and other official records. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; implemented by Air Force Regulation 31-11, Correc- 
tion of Officer and Airman Evaluation Reports. 

Purpose(s): 

To answer individual inquiries concerning a particular appeal and, 
at the AFMPC/ARPC level, as a basis for consideration in prepara- 
tion of Air Staff advisory opinions on OER/APR appeals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and 
records are accessed by person(s) responsible for servicing the record 
system in performance of their official duties who are properly 
screened and cleared for need-to-know. Records are stored in locked 
cabinets or rooms. 

Retention and disposal: 

At AFMPC/ARPC, case files are maintained for three calendar 
years from date of last action as indicated in the file, then destroyed. 
At CBPOS/CRPOS, files are maintained for two calendar years from 
date of last action as indicated in the file, then destroyed. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph AFB, TX 78150-6001. Commander, Air Reserve Personnel 
Center, Denver, CO 80280-5000. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager or to the CBPO/CRPO which processed the appeal. 
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Record access procedures: ' •. 

: Individual can obtain assistance in gaining access from the System 
Manager or any holder of a copy of the individual appeal. ; 
Contesting record procedures: 

The Air Force!s rules for access to records, and for contesting and 
appealing initial determinations by the .individual concerned may be. 
obtained from the System Manager or the CBPO/CRPQ. ... 

Record, source categories: .... . ^. 

Member's application, indorsements by" CBPO/CRPO,- official 
records and documents from other, sources, and correspondence re- 
flecting the appeal board's decision. Also, when applicable, Air Staff 
advisory opinions furnished the Board for Correction of Military 
Records (BCMR) under the provisions of Air Force Regulation 31-3. 

Exemptions claimed for the system: : , 

None. . ' ... .'i' 

F035 AFMPE 

System name: 

United States Air Force (USAF) Airman Retraining Program. 

System location: ° 

Headquarters United States Air Force, Air Force Manpower and 
Personnel Center (AFMPC), major command headquarters, and' con- 
solidated base personnel offices. Official mailing addresses are in the 
Department of Defense directory in the appendix to the Air Force's 
systems notices. - ' *; . * 

: Categories of individuals covered by the .system: . . 

Air Force active duty' enlisted personnel who apply for or are iii 
retraining programs. 

Categories of records in the system: 

Request for Retraining/Lateral Training 7301 : This mechanized 
report contains a broad spectrum of retraining data to track retrain- 
ing movement between specialties; it also identifies individuals and 
Major Commands (MAJCOMs) involved; this data can provide de- 
tailed identification of retrainees, type of training, type of specialties 
and other desired data on^ retraining movement. ■. - . ^ 

Authdrity for maintenance of the system: 

10 use Chapter 901, Training Generally; implemented by Air 
Force Regulation 39-4, Airman Retraining Program. 

Purpose(s): . ' ' 

Used by military personnel officials at. base, major command, and 
Headquarters AFMPC to evaluate decisions on retraining applica- 
tions. * - 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: * 

None. . . . ^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: " " " 

Storage: \ •^ ."^ ; . . . ' .... 

Maintained in visible file binders/cabinets, . 
Retrievability: . ^ . 

Filed by name. 

Safeguards: < . 

Records are accessed by custodian of the record system . and ,by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are accessed by comnianders of medical cen- 
ters and hospitals. • ' 

Retention and disposal: 

Retained until training programs are completed or individual leave 
the Air Force. •,..;..» 
System manager(s) and address: 

Assistant Deputy Chief of Staff, Manpower and Personnel for 
Military Personnel, Randolph Air Force Base, TX 78150. , 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Individuals may contact agency officials at the appHcable 
records location in order to exercise their -rights under the Act. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Individuals may contact agency officials at the applicable 
records location in - order to exercise- their rights under , the Act- 
Contesting record procedures:- 



The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. ' . * ' 

' Record source categories: 
Individual's application.ahd official personnel Tecords..^.^^ 

• Exemptions claimed for the system: ^ 
None. : " .. , ' 

F035 AF MPF . 
System name: * " 

Request for Selective Reenlistment Bonus. (SRB) and/of Advance 
Payment of SRB. : . , ^ ^ . 

System location: 

Consolidated base personnel offices at Air Force installations. Offi- 
cial mailing addresses are in the appendix to the Air Force's systems 
notices. ^ 
. ■ • (i* ; '■ • ■ • ' 

Categories of individuals covered .by the systeiii: ' 

Enlisted members who are receiving Selective Reenlistment Bonus 
payments and/or request, advance paynrient of one or more remaining 
installments. . 

Categories of records in the system: 

Requests for Selective Reenlistment Bonus (SRB) and/or* Advance 
Payment of SRB. ' ' \ 

.. Authority for maintenance of the system:, i j * . 

'37 use 308, Special pay: Reenlistment bonus;, implemented by Air* 
Force Regulation 35-16, Volume I, USAF. Reenlistment, Retention, 
and NCO Status Program . . , \ 

Purpose(s): ^ . . 

Used by immediate commander, major command headquarters' Re- 
tention/Reenlistment office, United States Air Force Deputy. Chief of 
Staff/Personnel, Reenlistments Branch, Randolph ; Air Force Base, • 
TX 78150 to manage advance payment of Selective Reenlistment 
Bonus monies due in subsequent fiscal years. ,. , . .. 

Routine uses of records maintained in the system, including, catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: > 

Storage: ' \- " / 

Maintained in visible file binders/cabinets. . 

Retrievability: . •■■ 

Filed by name. . . - 

Safeguards: . . / . ^ ^ . '• c ■ ; 

Records are accessed by custodian 'of the record system "and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared , for 
lieed-tp-know. Records are stored in locked cabinets or rooms.- ' 

Retention and disposal: 

Retained for two years after end of year in which the case was 
closed, then destroyed by tearing, into, pieces, shredding, pulping, 
macerating, or burning. - \. 

System manager(s) and address: 

Assistant Deputy Chief of Staff, Manpower and Personnel . for 
Military Personnel, Randolph Air Force Base, TX 781501 

.Notification procedure: 

Individual may contact agency officials iafc the respective servicing 
Consolidated Base Personnel Office to exercise his rights under the 

Act. • ^ . . ..t 

Recorid access procedures: \ 

Individual may contact agency officials at the respective servicing 
Consolidated Base Personnel Office ■ to exercise . his rights under the 

Act.. ■ ' . ' .:..>/; " 

Contesting record procedures: . . • " . 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual .concerned may be 
obtained from the System Manager. . ^ . 

Record source categories: ' . ^ ' : ' 

Member's application. - ' : • 

Exemptions clainied for; the system: ^ .. 

• None.. ... \:.. . y, : : . ' , 
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F035 AF MP G 

System name: 

Selective Reenlistment Consideration. 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150 and consolidated base personnel offices at Air Force 
installations. Official mailing addresses are in the appendix to the Air 
Force's systems notices. 

Categories of individuals covered by the system: 

Initial enlistees within 15 months of original expiration term of 
service; second term career Airmen within 13 months of ETS. 

Categories of records in the system: 

Documentation of selective reenlistment consideration process. 
Authority for maintenance of the system: 
10 use Chapter 833, Enlistments. 
Purpose(s): 

Used by member's immediate supervisor, member's immediate 
commander, unit career advisor, base career advisor to determine 
member's reenlistment eligibility. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Filed temporarily in member's Unit Personnel Records prior to 
reenlistment; permanently filed in Master Personnel Records at time 
of reenlistment, separation, discharge or retirement. 

System manager(s) and address: 

Assistant Deputy Chief of Staff, Manpower and Personnel for 
Military Personnel, Randolph Air Force Base, Texas 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager or agency officials at the servicing Consolidated Base Personnel 
Office (CBPO). 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager or at the servicing CBPO. 

Contesting record procedures: , 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Entries are made by the supervisor and commander, and acknowl- 
edged by the member. 

Exemptions claimed for the system: 
None. 

F035 AFMPH 

System name: 

Air Force Enlistment/Commissioning Records System. 
System location: 

At recruiting offices and Military Entrance Processing Stations 
(MEPS), Liaison Noncommissioned Officer (NCO) offices in all 
states. 

Categories of individuals covered by the system: 
Applicants for enlistment or commissioning programs. 
Categories of records in the system: 

Individual's application, personal interview record (PIR) and sup- 
porting documents containing name. Social Security Number, finger 
prints, historical background, education, medical history, physical 
status, employment, religious preferences (optional), marital and de- 



pendency status, linguistic abilities, aptitude test results, parental con- 
sent for minors. 
Authority for maintenance of the system: 

10 use Chapter 31, Enlistments; implemented by Air Force Regu- 
lation 33-3, Enlistment in the United States Air Force. 

Purpose(s): 

Information is collected by recruiters to determine enlistment/ 
commissioning eligibility, and process qualified applicants. Personnel 
managers use as hard copy documentation of data entered in Person- 
nel Data Systems (PDS). Personnel managers also use certain docu- 
ments to determine classification and assignment actions after enlist- 
ment. All documents are source documents in determining benefits/ 
entitlements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, iemd . 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need- o-kno Records are stored in locked cabinets or rooms. ' 

Retention and disposal: 

Files of applicants not enlisted are retained in the local recruiting 
office and destroyed after two years. Records of enlistees that are not 
forwarded to Master and Unit Personnel Records files are destroyed 
after two years, by tearing into pieces, burning, shredding, macerat- 
ing or pulping. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph AFB, TX 78 1 50-6001 . 

Notification procedure: 

Individuals may contact agency officials at respective recruiting 
office locations. 

Record access procedures: 

Same procedure as notification above. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and- 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. ' 

Record source categories: 

Individual provides through written, application or personal inter- 
view. 

Exemptions claimed for the system: 
None. 

F035 AFMPI 

System name: 
Incoming Clearance Record. 
System location: 

Consolidated base personnel offices at Air Force installations. Offi- 
cial mailing addresses are in the appendix to the Air Force's systems 
notices. 

Categories of individuals covered by the system: 
Record is established for each active duty Air Force member 
projected for arrival at, a new duty location. 

Categories of records in the system: 

Records contains computer print-out, orders, documents received 
by the processing unit prior to members arrival. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by;- implemented by Air Force Regulation 35-17, Prepara- 
tion of Personnel Selected for Relocation - Base Level Procedures. 

Purpose(s): 
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To provide a central location for retaining documents received 
prior to a members physical arrival at joining installation of assign- 
ment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-tp-know. Record|s are stored in locked cabinets or rooms. 

Retention and disposal: 

Record system is retained until arrival of the member, in-process- 
ing has been completed, all documents/components are accounted 
for. The record is then destroyed by tearing into small bits, pulping, 
shredding, burning, or macerating. 

System manager(s) and address: 

Assistant Deputy Chief of Staff, Manpower and Personnel for 
Military Personnel. Randolph Air Force Base, TX 78150. 
Notification procedure: * 

Requests from individuals should be addressed to the System Man- 
ager or directly to agency official at each duty location. 
Record access procedures: 

Individual can obtain assistance in gaining actess from the System 
Manager from agency official at each respective location. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: ' . . 

Special Orders and information extracted from Personnel Daita 
System (automated record system). 
Exemptions claimed for the system: 
None. 

F035AFMPJ 

System name: 

Absentee and Deserter Information Files. 
System location: 

Absentee and deserter documents are maintained in the Unit Per- 
sonnel Record Group at consolidated base personnel offices. Deserter 
information files are maintained at major commands of the parent 
unit of assignement. Official mailing addresses for consolidated base 
personnel offices and major commands are in the Department of 
Defense directory in the appendix to the Air Force's systems notices. 
Case files are maintained at the Air Force Military Personnel Center, 
Randolph AFB, TX 78150-6001. Permanently retained documents are 
located at the National Personnel Records Center, Military Personnel 
Branch, 9700 Page Boulevard, St. Louis, MO 63132 and the Air 
Reserve Personnel Center, Denver, CO 80280. 

Categories of individuals covered by the system: 

All active duty and inactive duty Air Force personnel who are or 
have been reported absent without leave or who have been adminis- 
tratively classified as a deserter. 

Categories of records in the system: 

Duty status change forms; Absentee Wanted by the Armed Forces 
forms; copy of unit commander's initial and follow-on Report of 
Inquiry. Includes information concerning circumstances surrounding 
the unauthorized absence and attempts to locate the individual; copy 
of notification letter to next of kin stating that member is considered 
in an administrative status of an unauthorized absentee or deserter; 
Federal Bureau of Investigation (FBI) and Office of Special Investi- 
gations (OSI) reports or extracts therefrom are included in some case 
files; correspondence administratively classifying the individual as a 
deserter, if appropriate; Report of Return of Absentee Wanted by the 
Armed Forces forms. 

Authority for maintenance of the system: 



10 use Chapter 47, Uniform Code of Military Justice, Sections 
885, Desertion, 886, Absence without leave and 887, Missing move-^ 
ment; implemented by Air Force Regulation 35-73, Desertion and 
Unauthorized Absence. 

Purpose(s): 

Provides documentation and reference source for the administra- 
tion of individuals administratively classified as deserters. Used as 
basis for preparing statistical reports required by DOD, managers of 
unauthorized absentee programs, e.g., Major Commanders. 

Routine uises of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Changes in 
individual's status are reported to military, federal and civil law 
enforcement agencies to facilitate apprehension. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Filed alphabetically by last name. 
Safeguards: 

Records are accessed by the custodian of the, record system, and 
by persons responsible for servicing the records system in the per- 
formance of their official duties who are properly screened and 
cleared for need-to-know. Records are stored in file cabinets in 
buildings that are either locked or have controlled access entry 
requirements. 

Retention and disposal: 

Documents originated at base level are maintained in the Military 
Personnel Records System. Major command files are maintained as 
temporary general correspondence files and destroyed by shredding 
one year after the calendar year in which the member returned to 
military control. Case .files maintained at the Air Force Military 
Personnel Center (AFMPC/MPCAKP) are destroyed six months 
after the member is returned to military control; however, If addi- 
tional accountable disclosures are made during that six month period 
the files are transferred to the Military Personnel Records System 
and' retained permanently. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph AFB, TX 78150-6001. 

Notification procedure: 

During the period of unauthorized absence, no procedures exist for 
notifying individuals that a Deserter file is maintained on them unless 
address provided by requester. Subsequent to the member's return to 
military control individuals can contact the System' Manager or visit 
the locations identified above. Requests from individuals should be 
addressed to the System Manaiger. 

Record access procedures: 

Contact the System Manager or visit the locations identified above. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations, by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Unit Commanders, Consolidated Base Personnel Office representa- 
tives, military and civilian law enforcement officials, and anyone who 
may report information concerning an absentee wanted by the 
Armed Forces. 

Exemptions claimed for the system: 

None. * . 

F035AFMPK 

System name: 

Relocation Preparation Project Folders. 
System location: 

At Consolidated Base Personnel Offices (CBPOs) only. Official 
mailing addresses are in the Department of Defense directory in the 
appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Maintained on all active duty Air, Force duty Air Force personnel 
seilected for relocation as the result of retirement, separation, release 
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from extended active duty, Permanent Change of Station (PCS), or 
Temporary Duty (TDY). 

Categories of records in the system: 

Relocation records may consist of checklist, orders and amend- 
ments, letters from agencies outside the CBPO regarding the mem- 
ber's relocation, record of emergency data, Records Transmittal/ 
Request, servicemen's request for compensation from the Veterans 
Administration, PCS or TDY Levy Notification Letter/Brief, dupli- 
cates of correspondence directing/authorizing the relocation, Assign- 
ment Instruction Worksheet, Basic Assignment Eligibility Checklist, 
Assignment Preference Statement, Medical/Dental Clearance for As- 
signment to short-tour area. Medical and Educational Clearance for 
Dependent Oversea Travel, Oversea Tour Election Statement, Can- 
cellation/Diversion of Assignment or change of reporting month and 
components of the Field Records Group for consolidation and for- 
warding to new location. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. and 8032, General duties; implemented by Air Force 
Regulation 35-17, Preparation of Personnel Selected for Relocation - 
Base Level Procedures. 

PurposeCs): 

Each type of relocation of Air Force personnel requires specific 
actions described either on a checklist or by sending a form letter to 
the applicable base activity having a responsibility for insuring ac- 
complishment of the action. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving^ accessing, retaining; and 
disposing of records in the system: 
Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Filed by name within departure month. 
Safeguards: 

Records are accessed by authorized personnel in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in locked cabinets/or rooms. 

Retention and disposal: 

Records are maintained for a period of six months after departure 
of the member, then removed and destroyed by tearing into small 
bits, macerating, burning, shredding, or pulping. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager or directly to agency officials at each respective location. 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager and individuals may deal directly with agency officials at 
each respective location.. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual, concerned may be 
obtained from the System Manager. 

Record source categories: 

Computer print-outs, information obtained from the unit personnel 
records, from the unit commander, the supervisor and from the 
member. 

Exemptions claimed for the system: 
None. 

F035AFMPL 

System name: 
Unfavorable Information Files (UIF). 
System location: 

Complete UIFs are maintained in Consolidated Base Personnel 
Offices (CBPO), and in Orderly Rooms with Personnel Concept 
Three (PC III) capability. UIF summary sheets, a part of the UIF, 
are also maintained at Individual's unit of assignment (commander's 
.copy); geographically separated units not co-located with a servicing 
CBPO; major commands of assignment for officers only, and at 
Headquarters Air Force Military Personnel Center (DPMOC), Ran- 



dolph Air Force Base, TX 78150-6001, for colonels and colonel 
selectees. Official mailing addresses are published as an appendix to 
the Air Force compilation of record system notices. 

Categories of individuals covered by the system: 

Active duty military personnel who are the subject of an UIF. 

Categories of records in the system: 

Derogatory correspondence determined as mandatory for file or as 
appropriate for file by an individual's commander. Examples include 
written admonitions or reprimands; court-martial orders; letters of 
indebtedness, or control roster correspondence. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 35-32, The 
Air Force Unfavorable Information File Program. 

Purpose(s): 

Reviewed by commanders and personnel officials to assure appro- 
priate assignment, promotion and reenlistment considerations prior to 
effecting such actions. UIFs also provide information necessary to 
support administrative separation when further rehabilitation efforts 
would not be considered effective. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record system 
notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets and in computers and on 
computer output products. 

Retrievability: 

Retrieved by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. Com- 
puter records are protected by computer software. 

Retention and disposal: 

UIFs are maintained for one year from the date of the most recent 
correspondence, except when the file contains documentation per- 
taining to Articles 15, Court-Martial or certain civil court convic- 
tions, in which case the retention period is two years from the date 
of that correspondence. Files are automatically destroyed upon sepa- 
ration or retirement, and on an individual basis when the individual's 
commander so determines. Destroy by tearing into pieces, shredding, 
pulping, macerating, or burning. Computer records are destroyed by 
degaussing or overwriting. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel, Randolph AFB, TX 
78150-6001. 

Notification procedure: 

Personnel for whom optional UIFs exist are routinely notified of 
the existence of a file. In all cases personnel have had the opportuni- 
ty or are authorized to rebut the correspondence in the file. 

Individuals seeking to determine whether this system of records 
contains information about themselves should. address inquiries to the 
Assistant Deputy Chief of Staff/Personnel, Randolph AFB, TX 
78150-6001, servicing CBPO, or to the Orderly Room at bases with 
PC III capability. Official mailing addresses are published as an 
appendix to the Air Force's compilation of record system notices. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written inquiries to the Assistant Deputy 
Chief of Staff/Personnel, Randolph AFB, TX 78150-6001, the servic- 
ing CBPO, or to the Orderly Room at bases with PC III capability. 
Official mailing addresses are published as an appendix to the Air 
Force's compilation of record system notices. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the System Manager. 

Record source categories: 
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Supervisory reports or censures and documented records ' of po'or 
performance or conduct. , » , . - 

Exemptions claimed for the system: V; . • <* ^ - 

None. - . . ' . " ' • . , ' ' 

• ■ 'L --^ F035 AFMP M'- 

System name: i^ ' . ' 't-: 

' Officer Promotion arid' Appointment. " ' ' 

System location: , , ' ' . " ' \ 

Ail- Force Military Personnel Center^ Randolph Air Force. Base, 
TX 78150-6001 and headquarters of major commands and separate 
operating agencies. Official mailing addresses are published as an 
appendix to the Air Force's compilation of record system notices. 

Categories of individuals covered by the system: 

Air Force officers selecte'd/rionselected for active duty prbriibtibn 
or appointment; officers projected as eligible for promotion or ap- 
pointment consideration. , . - ;. . , , - . ,; 
- Categories of records in the system: *v 

Records may consist of (1) Officer Selection Brief File. This file 
contains information extracted from the mechanized USAF Master 
Personnel File to include basic personnel, flying, arfd education data 
for each officer to be considered by a selection board for promotion 
or Regular Air Force appointment. The preselection brief is provided 
to each eligible officer in advance of presentation, to tjie selection 
board. An updated selection brief is produced for actual, board use. 
Copies of selection briefs are retained on microfilm:. Additionally, a 
record copy of documentation accepted for manual posting of up- 
dates/corrections to the officer selection brief processed for board 
consideration is retained. 

(2) Officer Promotions and Appointments Administrative Files. At 
the Air Force Military Personnel Center (AFMPC), this file includes 
copies of staff advisories provided to Secretary of ! the Air Force 
Board for Correction of Military Records containihg promotion and 
appointment related information in response to specific points in an 
application, and background information and proposed responses to 
Congressional and high-level inquiries in the officer promotions and 
appointments area. At all levels, the file will include information and 
background relatiye. ,to, any propriety of . promotion or appointment 
.action (not qualified recommendation, removal action, delaying 
action, etc.) processed, and listings of officers eligible for promotion 
or appointment consideration, ... 

(3) Regular Officer History Card File. This file contains a history 
card on each Regular Air Force Officer who was on active duty, 
Temporary Disability Retired List or missing in action as. of January 
1973. It contains name. Social Security Number, Promotion List 
-Service Date (10 U.S. C. 8287), Adjusted Promotion List Service 
.Date.(PLSD) (10 U.S.C. 8303 or any other provision if applicable), 
source of commission, date of Regular Air Force acceptance, date of 
birth, promotion, category (Line, Medical Corps, etc.) (10 U.S.C. 
8296), base retirement date (.10 U.S.C. 8927), permanent grade histo- 
ry, temporary grade history, to include dates of rank, effective dates 
and special orders announcing the promotion. Total Active Federal 
Commissioned Service Date, date officer was placed on pr recalled 
from the Temporary Disability Retired List (if applicable). Regular 
Air Force Lineal Position Number, Presidential nomination date, 
Total Active Federal Service as of date of Presidential nomination, 
any commissioned service held prior to Regular Air Force .appoint- 
ment (if applicable), former service number if member of other, than 
the Air Force, Public Law under which officer was appointed in the 
Air Force, remarks pn correction to. records from the Secretary of 
the Air; Force Board for; the Correction of Military Records, any 
adjustments to officer's/record and reasons therefor. - . 

(4) Air porce Confirmed Nomination Lists. This file includes all 
..Senate confirmation nomination .lists for officer appointments and 

promotions through the grade of colonel. This file contains the only 
^existing official signed document reflecting Senate confirmation. 

(5) Regular Air Force Officer Promotion List. The Regular Offi- 
cer Promotion ^ List (Lineal List) is a historical computer-generated 
product maintained at AFMPC displaying the names of all active 
duty Regular Air Force in lineal order (descending) by proriiotibn 
category by permanent grade. ' ' ' V: 

(6) Regular Air Force Appointment Management File. This file 
includes individual locator cards reflecting a. Regular officer select- 
ee's progress from selection by a board of officers to either accept- 
ance or declination; Regular Air Force declination statements; -and 
Regular Appoint Board work rosters., 

Authority for maintenance of the system: 

10 U.S.C. 35 and 837, Appointments as Reserve Officers; 10 U.S.C. 
835, Appointment in the Regular Air Force;' arid 10 U.S.C. 839, 
Temporary Appointments. 37 U.S.C. 3, Basic Pay and Allowances of 



the. Uriiformed Services. 10 U.S.C. 79, Correction of >Military 
Records; Section 628, Public Law 96-513, The Defense Officer Per- 
sonnel Management Act, December 12, 1980, as implemented by Air 
Force Regulation 36r89, Promotion of Active. Duty. List Officers, 
and Executive Order 9397. ... . ' 

Purpose(s): . • . h" 

■' The Air Force operates basically a central selection process for 
active duty promotion' of officers* to grades 03^6, and all Regular 
Air Force appbintriients. Selection briefs are retained as a historical 
record of data presented to an officer selection board and, as such 
are used to validate conipleteness, accuracy, or Oriiission of data 
reviewed by boards: Administrative files are used for' research, prece- 
dence, arid reference purposes. ' t . ' * . ' • 

Promotion/appointment propriety files are used to monitor- com- 
pleteness, legality, 'and processing timeliness of the actions.' General- 
ly, this records system contains information necessary to manage' a 
diverse promotion and appointment program in a centralized envi- 
ronment, /Board results to include names of selectees and statistical 
analysis of those, results are mad^e a matter of public record after 
appropriate approval of board proceedings.:-,Resul.ts of the board, are 
updated to the individual subject record in the PersonneL Data 
System (PDS) after public release of the board proceedings. 

. Benchmark records are^ five records of officers from , the lowest 
score category selected by each board and " five records of officers 
from the highest" score category not selected by^ each board , captured 
on microfilm. For boards held prior to' October 20^ .1975, the bench- 
mark records will consist of only the record for fi<^e officers from the 
loweisf score category seleicted by the board. BericHriiark records are 
used as directed by the Assistant Secretary to the DCS/Persohriel for 
Special Review Board considerations and for Special Selection 
iBoards. - j . , . y > . • • l / 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The names and Social Security Numbers of officers. selected by 
central selection board for an active duty promotion, to grades above 
Captain, and Regular Air Force Appointment as well as officers to 
receive appointments in the Air Force requiring confirmation of such 
appointments by the Senate of the United States, are provided to the 
Office of the President of the United States for-nomination and to the 
United States Senate for confirmation. This information will be pub- 
lished in the Congressional Record. ■ . • ' - • i 

The Department of the Air Force "Blanket Routine . Uses" pub- 
lished, at the beginning of the agency's, compilation apply to this 
^system. . " ' . ^ r u .. ■ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage:, ... ; v •• . . . .- .. 

Maintained in visible, file binders/cabinets, card file$, on computer 
and computer output products. . ,, 

.Retrievability: : . . . 

Retrieved by name or Social Security Number. 
Safeguards: 

Records are accessed by authorized personnel in performance of 
their official duties who are properly screened and cleared for rieed- 
to-know. Records are stored in locked cabinets or rooms. • 

Retention and disposal: 

Retained in office files uritil superseded, obsolete, or no longer 
needed for reference, or on inactivation; then destroyed by tearing 
into pieces, shredding, pulping, macerating, *or burning. Computer 
records will be destroyed by degaussing or overwriting. . 

System manager(s) and address: ' • 

Assistant Deputy Chief of Staff/Manpower and ' Personnel-,* Ran- 
dolph Air Force Base, TX 78150-6001. . ' 
Notification procedure: ' " ' \ 
Individuals seeking to determine whether information about them- 
selves is contained in this system should address written inquiries to 
the Assistant Deputy Chief of Staff/Manpower and Personnel, Ran- 
dolph Air Force Base, TX 78150-6001 or directly, to agency officials 
at the respective system locatiori. Official mailing addresses are pub- 
lished as an appendix to the Air Force's compilation of record system 
notices. - • - * 
. Record access procedures: '\ 

~ Individuals seeking to access records about themselves contairied in 
this system should address written inquiries to the: Assistant Deputy 
Chief of Staff/Manpower anci Personnel, .Randolph Air^ Force Base, 
TX 78150-6001 or directly .to agency officials at the respective 
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system location. Official mailing addresses are published as an appen- 
dix to the Air Force's compilation of record system notices. 
Contesting record procedures: 

The Department of the Air Force rules for accessing records and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35; 
32 CFR part 806b; or may be obtained from the system Manager. 

Record source categoric: 

All data contained on the Officer Selection and Preselection Briefs 
and various selection board computer products is directly extracted 
from the Headquarters Air Force Master Personnel File. Selection 
brief documentation backup files in the form of official correspond- 
ence, letters, or messages, properly authenticated by an appropriate 
personnel official, are generated, normally at the officer's request 
from the servicing Consolidated Base Personnel office. Information is 
obtained from HQ USAF and major command officer selection fold- 
ers from special orders, oath of office signed by data subject, memo- 
randums from the Secretary of the Air Force Board for Correction 
of Military Records, selection board reports. Data is obtained from 
appointment applications from data subject and from the Master 
Record Group of the applicable Service Department as concerns 
data, subject. 

Exemptions claimed for the system: 
None. 

F035 AF MP N 

System name: 

Individual Weight Management and Physical Fitness File. 
System location: 

Air Force unit of assignment or attachment and servicing medical 
facility. Official mailing addresses are published as an appendix to the 
agency's compilation of record system notices. 

Categories of individuals covered by the system: 

Air Force active duty military personnel; Air National Guard 
(ANG) and Air Force Reserve personnel who are enrolled in the 
Weight Management and/or Fitness Programs. 

Categories of records in the system: 

File contains individuals weight management/physical fitness 
record; letters informing individual of overweight/unfit status, 
changes in weight/fitness status, scheduling medical evaluation, docu- 
menting medical progress, copies of administrative actions taken* and 
other pertinent documentation. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force; Powers and duties, 
delegation by; as implemented by Air Force Regulation 35-11, Air 
Force Weight Control and Physical Fitness Program; and Executive 
Order 9397. 

Purpose(s): 

To document individuals' progress in the Weight Management/ 
Physical Fitness Programs. The file keeps individuals informed of 
weight loss and fitness goals in attaining maximum allowable weight, 
provides history of weight loss, fitness and counselling, and provides 
an input for medical determinations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders and on computer and computer output 

products. 

Retrievability: 

Filed by name. Social Security Number and grade. 
Safeguards: 

Records are accessed by custodian of the records system and by 
person(s) responsible for servicing the records system in performance 
of their official duties whp are properly screened and cleared for 
need-to-know. Records are controlled by personnel screening. 

Retention and disposal: 

When a person achieves the prescribed weight standards or. desired 
fitness level, file is retained for one year from- removal from the 
Weight Management/Fitness Program and destroyed by unit; or de- 
stroyed upon retirement or separation by unit, whichever is earlier; 
or upon successful completion of .probation and rehabilitation under 
Air Force Regulation 39-10. - . 

System mailager(s) and address: ' 



Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force, Washington, DC 20330-5060. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on them should address inquiries to the Deputy 
Chief of Staff/Manpower and Personnel, Headquarters United States 
Air Force, Washington, DC 20330-5060 or to the Commander at the 
unit of assignment or attachment. Official mailing addresses are pub- 
lished as an appendix to the agency's compilation or record system 
notices. 

Include full name, grade, and Social Security Number. Personal 
visists require proof of identity with an Armed Forces Identification 
Card. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address requests to the Deputy Chief of Staff/ 
Manpower and Personnel, Headquarters United States Air Force, 
Washington,' DC 20330-5060 or to the Commander at the unit of 
assignment or attachment. Official mailing addresses are published as 
an appendix to the agency's compilation of record system notices. 

Include full name, grade, and Social Security Number. Personal 
visits require proof of identity with an Armed Forces Identification 
Card. 

Contesting record procedures: 
. The Air Force rules for access to records and for contesting. and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35;, 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Individuals to whom the record pertains. 

Exemptions claimed for the system: 

None. 

F035 AF MP O 

System name: 
Unit Assigned Personnel Information. 
System location: 

Headquarters United States Air Force and major command head- 
quarters.. Headquarters of major commands and at all levels down to 
and including Air Force installations and Air Force units. Headquar- 
ters United States Space Command (HQ USSPACECOM). 

Categories of individuals covered by the system: 

Active duty military personnel, and Air Force Reserve and Air 
National Guard personnel. Air Force civilian employees may be 
included when records are created which are identical to those on 
military members. Army, Navy, Air Force and Marine Corps Active 
duty military and civilian personnel assigned to HQ USSPACECOM. 

Categories of records in the system: 

File copies of separation actions, newcomers briefing letters, line of 
duty determinations, assignment actions, retirement actions, in and 
out processing checklists, promotion orders, credit Union authoriza- 
tion, disciplinary actions, favorable/unfavorable communications, 
record of counselings, * appointment notification letters, duty status 
changes, applications for off duty employment, applications and allo- 
cations for school training, professional military and civilian educa- 
tion data, private weapons storage records, locator information in- 
cluding names of dependents, home address, phone number, training 
and experience data, special . recognition nominations, other personnel 
documents, and records of training! 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Manual 30-3, Mecha- 
nized Personnel Procedures, and Air Force Manual 30-130, Base 
Level Military Personnel System. 

Purpose(s): 

Provides information to unit commanders/supervisors for required 
actions related to personnel administration and counseling, promo- 
tion, training, separation, retirement, reenlistment, medical examina- 
tion, testing, assignment, sponsor program, duty rosters, and off duty 
activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. . 

Policies and. practices for storing, retrieving, accessing, retaining, and 
. disposing Of records in the system: 
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storage: 

Maintained in file folders, note books/binders, and card files. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until reassignment or separation; most 
records are transient in nature and are maintained only as long as 
required to fulfill their management purpose or until superseded, then 
given to the individual or destroyed by shredding, pulping, macerat- 
ing or burning. 

System manager(s) and address: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
. United States Air Force, Washington, DC 20330. 
Notification procedure: 

Inquiries from individuals should be addressed to the respective 
unit commander or supervisor who maintains the records in order to 
exercise their rights under the Act. 

Record access procedures: 

Requests from individuals should be addressed to the respective 
unit commander or supervisor who maintains the records in order to 
exercise their rights under the Act. Mailing addresses are contained 
in the Department of Defense Directory in the appendix to the Air 
Force's Systems Notices. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Managers. 

Record source categories: 

Information obtained from the individual concerned, financial insti- 
tutions, educational institution employees, medical institutions, police 
and investigating officers, bureau of motor vehicles, witnesses, re- 
ports prepared on behalf of the agency, standard Air Force forms, 
personnel management actions, extracts from the Personnel Data 
System (PDS) and records of personal actions submitted to or origi- 
nated within the organization. 

Exemptions claimed for the system: 

None. 

F035 AF MP P 

System name: 
General Officer Personnel Data System. 
System location: 

Headquarters, United States Air Force, Washington, DC 20330- 
5060, and Headquarters, Air Force Military Personnel Center, Ran- 
dolph Air Force Base, TX 78150-6001. 

Categories of individuals covered by the system: 

Retired, Active Duty, and Active Status Reserve of the Air Force 
General Officers. 

Categories of records in the system: 

Promotion board data; "Career Brief data/cards; officer military 
record; photographs; biographies; retirement letters; dependent data; 
education data; promotion orders; assignment orders; demotion data; 
frocking letters; case studies; language data; effectiveness reports, and 
promotion recommendations. 

Authority for maintenance of the system: 

10 U.S.C. 805, The Air Staff, and Air Force Regulation 36-9, 
General Officer Promotions and Evaluations. 
Purpose(s): 

To record active duty service and performance data about general 
officers for use in personnel management decisions and officer effec- 
tiveness, to include assignments, promotions and retirements. 

To provide source data for preparing or compiling personnel man- 
agement data to include career profiles, seniority and retirement lists, 
memorandums for record concerning actions taken on general offi- 
cers and statistical analyses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the 
Department of the Air Force*s compilation of record system notices 
apply to this system. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in visible file binders/cabinets/card files, on microfilm,, 
in computers and on computer output products. 
Retrievability: 

Records are retrieved by last name and/or grade. 
Safeguards: 

Access to these records is given only to the Chief of Staff, Deputy 
chief of Staff/Personnel, Assistant for General Officer Matters, Chief 
of Air Force Reserve, Chief National Guard, and other persons 
responsible for servicing or reviewing the record system in perform- 
ance of their official duties, who are properly screened and cleared 
for need-to-know. 

Retention and disposal: 

Retired General Officer records are maintained indefinitely; retired 
Lieutenant General, Major General, and Brigadier General Officer 
records are retained for 3 years, then reviewed to determine if there 
are any materials of historical value which warrant indefinite reten- 
tion. If not, records are destroyed by tearing into pieces, shredding, 
pulping or macerating. Computer records are destroyed by degauss- 
ing or overwriting. 

System manager(s) and address: 

Deputy Chief of Staff/Personnel, Headquarters, United States Air 
Force, Washington, DC 20330-5060. 
Notification procedures: 

Individuals seeking to determine whether this system of records 
contains information on them should address written inquiries to the 
Deputy Chief of Staff/Personnel, Headquarters, United States Air 
Force, Washington, DC 20330-5060. For verification purposes, the 
individual should provide full name. Social Security Number, and 
active duty grade. 

Individuals may also visit the Office of the Assistant for General 
Officer Matters, room 4E212, The Pentagon, Washington, DC, to 
obtain information. A requester should present a military identifica- 
tion card when appearing in person for information 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written requests to the Deputy Chief of 
Staff/Personnel, Headquarters, United States Air Force, Washington, 
DC 20330-5060. 

Individuals may also visit the Office of the Assistant for General 
Officer Matters, room 4E212, The Pentagon, Washington, DC, to 
obtain information. A requester should present a military identifica- 
tion card when appearing in person for information. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Personnel data base; member, and Inspector General's investiga- 
tions. 

Exemptions claimed for the system: 

Portions of this system of records may be exempt pursuant to 5 
U.S.C. 552a(k)(7), but only to the extent that disclosure would reveal 
the identity of a confidential source. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553 (b) (1), (2), and 
(3), (c) and (e) and published in 32 CFR part 806b. For additional 
information contact the system manager. 

F035 AF MP R 

System name: 

Application for Appointment and Extended Active Duty Files. 
System location: 

Headquarters United States Air Force, Washington, DC 20330- 
5120; Air Force Military Personnel Center, Randolph AFB, TX 
78150-6001; Air Reserve Personnel Center, Denver, CO 80280-5000; 
Headquarters Air Force Reserve Robins AFB, GA 31098-6001; 
United States Air Force Recruiting Service, Randolph AFB, TX 
78150-5421; Air National Guard Support Center, Andrews AFB, 
Washington, DC 20331-6608. 

Categories of individuals covered by the system: 

(1) All applicants for appointment/reappointment as Reserves of 
the Air Force (ResAF) to United States Air Force Reserve 
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(USAFR) or Air National Guard of the United States (ANGUS) 
affiliation; (2) all applicants for appointment/reappointment as ResAF 
to serve on extended active duty (HAD)— as medical service officers, 
chaplains, and judge advocates; (3) all USAFR and ANGUS mem- 
bers who apply for voluntary entry on EAD; (4) all commissioned 
officers of other uniformed services on EAD who apply for inter- 
service transfer to serve on EAD with the USAF; (5) all commis- 
sioned officers and enlisted members of the USAF Reserve compo- 
nents, not on EAD, who apply for interservice transfer between 
Reserve components of the USAF. • 
Categories of records in the system: 

Individual's application and supporting documents as applicable. 
Authority for maintenance of the system: 

10 U.S.C. Chapter 837, Appointment as Reserve Officers; Chapter 
839, Temporary Appointments implemented by Air Force Regulation 
36-15, Appointment in Commissioned Grades and Designation and 
Assignment in Professional Categories— Reserve of the Air Force 
and United States Air Force (Temporary). 10 U.S.C. 716, Commis- 
sioned officers transfer among the armed forces, the National Ocean- 
ic and Atmospheric Administration, and the Public Health Service, 
implemented by AFR 35-39, Interservice and Intraservice Transfer 
of Uniformed Service Members. 10 U.S.C. 672(d), Reserve compo- 
nents generally; 689, Reserve officers; grade in which ordered to 
active duty; 50 U.S.C. App 454, Selective Service Act, Persons liable 
for training and service; App 456, Deferments and exemptions from 
training and service; implemented by AFR 45-26, Voluntary Entry 
on Extended Active Duty of Commissioned Officers of the Air 
Reserve Forces. 

Purpose(s): . 

Used to select, appoint or designate persons for the USAFR or 
ANGUS, for interservice/intraservice transfer. Ready Reserve as- 
signment, or EAD. 

Routine uses of records maintdined in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

If selected for appointment/reappointment, extended active duty, 
USAFR or ANGUS affiliation, or interservice/intraservice transfer, 
records become the Master Personnel Record Group (MPerRGp) 
and are forwarded to the appropriate MPerRGp custodian. An ab- 
breviated reference file of selected documents is maintained by the 
applicable utilization and assignment branch. If not selected, docu- 
ments are retained for one year by the selection or appointment 
authority. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel, Randolph Air Force 
Base, TX 78150-6001. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Member's application, letters of recommendation, results of Nation- 
al Agency Check and Military Personnel Records. 
Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(5). For 
additional information see exemption rule in AFR 12-35 (32 CFR 
part 806b). 



F035 AFA A 

System name: 
Cadet Personnel Management System. 
System location: 

linited States Air Force Academy (USAF Academy), CO 80840- 
5000. 

Categories of individuals covered by the system: 
The Air Force Academy cadets. 
Categories of records in the system: 

Cadet Personnel Record (CPR) consisting of temporary and per- 
manent forms and documents including the CPR-1 which contains 
Oath of Allegiance; Cadet Acceptance Record; Statement of Con- 
sent; separation referral; appointment orders; disciplinary/punishment 
order; Commandant's Disciplinary Boards; disenrollment correspond- 
ence for reentry cadets; Declaration of Religious Denomination; 
Record of Emergency Data; Statement of Personal History; Certifi- 
cates of Completion/Training; Serviceman^s Life Insurance Election; 
citation/orders for decorations/awards; Language Proficiency Test; 
Statement of Travel; Ethnic/Race Identification; Disclosure of 
Cadet/Cadet Candidate Information; Cadet Outgoing, Clearance; Sep- 
aration Referral Checklist; Data for Parachutist Rating; Certificate of 
Release or Discharge; Application for ID Card; Line of Duty Deter- 
mination; Individual Jump Records; USAF Drug Abuse Training 
Certificate; Squadron Change Order; Active Duty Service Commit- 
ment Acknowledgment Letter; Faculty Board Elimination from 
Flying Status; Title 10 U.S.C. Letter, World Service Life Insurance 
Election; small arms marksmanship training, and the CPR-2 which 
contains the Cadet Performance Report; Basic Cadet Evaluation 
Report; Cadet Conduct Summary; Cadet Interview/Evaluation; 
Cadet Personal Information; Evaluation of Cadet; Cadet Rating 
Form; Academic Probation Notification; Cadet Personal Data Sum- 
mary Sheet; Individual Military Rating Summary; Conduct/ Aptitude 
Probation Letters; Commandant's Disciplinary Boards (copies); 
Academy Board/ Academic Review Committee actions (copies); Min- 
utes of Eligibility Committee actions; Military Review Committee/ 
Athletic Review Committee action; Upperclass Performance Summa- 
ry; Professional Military Training Summary; Liaison Officer Candid 
date Devaluation; Evidence and statements gathered by the Honor 
Committee and a summary of the Honor Board proceedings; Summer 
Training Evaluation and Completion Record; current summer assign- 
ments and training preferences. Board Case File consists of proceed- 
ings, inquiries, and investigations; Counseling Record; Motor vehicle 
information, such as amount of loan, monthly payments, current 
financial data, insurance coverage, and record of accidents/citations. 

Authority for maintenance of the system: 
10 U.S.C. 9331, Establishment; Superintendent; faculty; 
10 U.S.C. 9349, Cadets: Organization; service; instruction, and Ex- 
ecutive Order 9397. 

Purpose(s): 

Used to evaluate and document cadet activity at the United States 
Air Force Academy. 

Case files are used by Cadet Honor representatives to investigate 
possible violations of the Honor Code and *as evidence at cadet 
Honor Hearings. The case summaries are used for statistical record 
keeping and training in each squadron of Honor Committee activities. 

Used to maintain a record of summer training accomplishments 
and assign cadets to summer training program to insure each cadet 
meets this graduation requirement. 

Case files are used in board (disenrollment) actions initiated against 
cadets; by USAF Academy Superintendent in making a decision to 
refer cadets to board of officers, and by the Office of the Secretary 
of the Air Force in making final decisions on disenrollment action. 

Counseling record is used by counselors to maintain record of 
confidential transactions during counselling sessions. Used to record 
pertinent information about a cadet's motor vehicle and a summary 
of past driving record. 

Provides authorities with . immediate information concerning a 
cadet's motor vehicle for counseling and determining the cadet's 
financial ability to incur and repay a debt. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the Air 
Force's compilation of systems of records notices apply to this 

system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 



268 



PRIVACY ACT SYSTEMS 



Maintained in paper files, in computers and on computer output 
products, cards and microform. 
Retrievability: . i y ] ' 

Retrieved by name and Social Security Number. 
Safeguards: 

Records are accessed by person(s) responsible for servicing . the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are protected by computer system soft- 
ware. 

. Retention and disposal: 

■ Permanent records are transferred to the Master Cadet Personnel 
Record which is retained permanently at the USAF Academy or 
placed in the officer's record. Any personal documents are returned 
to ther individual,. Temporary records are destroyed 90 days after 
graduation or disenroUment: Investigation files are destroyed after 1 
year on first class cadets and after 6 months on second, .third and 
fourth class cadets. Case files of Honor Hearings are destroyed .after 
5 years on guilty cases and after 1 year on not guilty and discretion 
cases. Summer training records are destroyed after 6 years on grad- 
uated cadets and after 4 years on disenrolled cadetS: . Case files on 
disenrolled cadets are transferred to the Master Cadet Personnel 
Record which is retained permanently at the USAF Acadeniy. Case 
files on retained cadets are destroyed 3 moriths after cadet graduates. 
Counseling record is destroyed one year after graduation. Motor, 
vehicle information is destroyed when superseded, no longer needed, 
or upon graduation, whichever is sooner. Records are destroyed by 
tearing into pieces, shredding, pulping, macerating, or burning. Com-, 
puter records are destroyed by degaussing or overwriting. , 
System, manager(s) and address: . 

Commandant of Cadets, Deputy- Chief of Staff/Personnel, and 
Dean of Faculty, United States Air Forc^ Academy, CO 80840-5000. 
Notification procedure: 

Individuals seeking to determine whether this system of records, 
contains information on themselves should, address written inquirieSi 
to the Commandant of Cadets, Deputy Chief of Staff/Personnel, and 
Dean of Faculty, United States Air F;orce Academy, CO 80840-5000. 

Record acciess procedures: 

Individuals seeking to access records, about themselves contained in 
this system should address written requests to the Commandant of 
Cadets,' Deputy Chief of Staff/Personnel, and Dean of Faculty, 
United States Air Force Academy, CO 80840-5000. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published ^in Air Force Regulation 12^35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information obtained from the individual,, counselors,, educational 
institutions, academy authorities, cadets, automated system interfaces, 
source documents (such as reports), and from instructors. . 

Exemptions claimed for the system: 

Portions of this' system may be exernpt pursuant to 5 U.S.C. 
552a(k)(7), but only to' the elxtent that the disclosure would reveal the 
identity of confidential source; -^ r ' 

Ah exemptidn rule for this record system has beien promulgated in 
accordance with the requirements of 5 U.S.C. 553(b) (1), (2), and (3), 
(c) and-(e) arid^'pubhshed in 32 CFR part 806b. For additional 
information contact the system manager. 

:. • . ' F035 AFA,B ' : .,* • \ . ; .'^ 

System name: : . . f a / ■ 

Master Cadet Personnel 'Record (Active/Historical).' > • 
System location: " ' r ■ 

United States, Air Force Academy (USAF Academy), CO 80846- 

5000.'; " ■ .../'^"-^ " .i ' . \ 

Categories of individuals covered by the system: :>: - 
. ;:^Pres,ent and former USAF Academy cadets. 

Categories of records in the system: . » 
* (1) Active: Records .used in the candidate selection process for the 
USAF Academy include high school records; admission test scores; 
candidate fitness test; medical qualification status; personnel data 
records; letter of recommendation and evaluation; personal data to 
include home address; telephone number; Sociar Security Number; 
population or ethnic group selections; height; vveight; citizenship; 
statements of reasons for attending the Academy and preparatory 



school and college records, if apphcable; service academy precandi- 
date questionnaire; invitation to travel letter; transfer/validation 
credit information;'- Academy Board ' action; computer generated 
products containing academic grade information; parental addresses 
by state roster and verification of independent ^studies; computer 
listings of minority students by population or ethnic group; listings of 
international cadets; special order assigning ■ cadets to the ' Cadet 
Wing; Cadet wing, squadron, and class alpha rosters, and matricula- 
tion i-osters. , ' . 

(2) Historical: Selected special orders (appointment, 'assignment, 
awards, separation, etc.); letters and records of resignation/separation 
actions, details of Honor violation ; (if applicable); selected letters to 
or from parents; Permanent Record Card; decisions pf^ committees, 
boards, and investigations (if applicable); high school and , college 
transcripts; College Entrance Examination Board test scores;" .person- 
nel. data recprds, and biographical data; computer generated products 
reflecting academic grade information; grade and quality point aver- 
ages; course grade distributions; overall military aiid academic orders 
of merit; selected dependents on. merit lists; military parents; cadets 
whose fathers are general officers; graduation data; majors awarded; 
types of degrees conferred, and documents pertaining to awards,, 
academic and military honors. 

Authority for maintenance of the system: 

Id U.S.C. 9331, Establishment; superintendent; faculty, and Execu- 
tive Order 9397. 

Purpose(s): , . . . 

(1) Active: These records form the nucleus of the Master Cadet 
Personnel Record for candidates selected to attend the Academy. 
These, records are used to record ,the academic, athletic and military 
training histories of cadets who attend the Academy. They provide a 
means of checking the performance of each cadet, recording all 
grades for completed courses, computing grade point averages, iden- 
tifying deficiencies, and insuring all requirements for graduation are 
met. Grade, information is used by cadets. Academy instructors, 
counseloVs, and^ advisors in selecting majors, determining academic 
requirements for specific majors, and scheduling courses. Computer 
listings are also used by faculty and staff members to readily identify 
cadets by squadron, class, and population or ethnic group.^ Academic 
Review Committees and the Academy Board use these records to 
evaluate cadet performance and to determine eligibility for continu- 
ance at the Academy. 

(2) Historical: These records form a complete history of each cadet 
who attended the Academy. They record academic, athletic, and 
military performance of each cadet and to coordinate statistics relat- 
ing to cadet strength and attrition. Files ^are= reviewed by organiza- 
tions within the Department of Defense to determine qualifications 
for assignments; by Air Force Reserve Officer Training Corps 
(AFROTC), recruiting and medical services units to determine quali- 
fications and eligibility for training programs and for military service, 
and by the Air Force Military Personnel Center (AFMPC) to con- 
finii or' recreate a niilitary^ervice record. 

Routine' uses of records maintained in the system, including catego- 
ries ofusers and the purpose of such uses: 

Files are disclosed to the Federal Bureau of Investigation for 
conducting background investigations for security clearances, and to 
the Veterans Administration for determining eligibility for benefits'. 

Academic and personnel information is released to nominating 
officials, and to the Western Athletic Conference (WAC) officials on 
cadets participating in WAC-sponsored intercollegiate athletics. 

The "Blanket Routine Uses" published at the beginning of the Air 
Force's compilation of systems of records notices apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining,' and 
disposing of records in the system: 
Storage; _ 

Maintained in file folders, in computers, on computer output prod- 
ucts, and on microfilm. . . 
Retrievability: . / : r 
Retrieved by name^and Social Security Number. 
Safeguards: * 

Records are accessed by custodian of the record system, by 
person(s) responsible for servicing the record systeiii in performance 
of their official duties,' who are pi-operly screened and cleared for 
need-to-know. Records are stored in locked file containers, cabinets, 
vaults or rooms, and in computerized data storage devices controlled 
by computer system software^ . „> 

Retention and disposal: 
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Temporary documents are destroyed 90 days after disenrollment or 
graduation. Permanent documents are microfilmed one year after 
graduation. The microfilm is retained permanently in the office of the 
Registrar. Paper copy, is destroyed after 6 years. Records are de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. Computer records are destroyed by degaussing or overwrit- 
ing. 

System manager(s) and address: 

Registrar, United States Air Force Academy, CO 80840-5000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Registrar, United States Air Force Academy, CO 80840- 
5000. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written requests to the Registrar, United 
States Air Force Academy, CO 80840-5000. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information is obtained from forms the individual fills out during 
the admissions process; other educational institutions; College En- 
trance Examination Board and American College Testing scores; Air 
Force medical examination; individual and personnel records; grades; 
tests; examinations given at the Academy; high school and college 
transcripts, and from actions taken by the Academy Board. 

Exemptions claimed for the system: 

Portions of this system may be exempt pursuant to -5 U.S.C. 
552a(k)(7), but only to the extent that the disclosure would reveal the 
identity of a confidential source. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b) (1), (2), and (3), 
(c) and (e) and published in 32 CFR part 806b. For additional 
information contact the system manager. 

F035 AFAC 

System name: 

Prospective Instructor Files. 
System location: 

United States Air Force Academy (USAF Academy), CO 80840- 
5000. 

Categories of individuals covered by the system: 

Military personnel applying for instructor duty at the Air Force 
Academy. 

Categories of records in the system: 

Copy of Application for Instructor Duty; college transcripts; past 
Officer Effectiveness Reports; Officer Uniform Assignment Brief 
which may contain prior assignment information, aeronautical rating 
information, general personnel data including security clearance, date 
of birth, marital status, and promotion dates; correspondence between 
individual and department; evaluations on individuaFs suitability, and 
record of personal interview. 

Authority for maintenance of the system: 

10 U.S'.C. 9331, Establishment; superintendent; faculty.' 
Purpose(s): 

Used to. determine qualification, availability and location of poten- 
tial instructors. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the Air 
Force's compilation of systems , of records notices apply to this 
system. * 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders, in computers and on computer output 
products. 

Retrievability: 

Retrieved by name. 

Safeguards: 



Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are protected- by computer system soft- 
ware. 

Retention and disposal: 

Retained in office files until superseded, .obsolete, or no longer, 
needed for reference. Records are destroyed by tearing into pieces, 
shredding, pulping, macerating, or burning. Computer records are 
destroyed by degaussing or overwriting. 

System manager(s) and address: 

Deputy Chief of Staff/Personnel, United States Air Force Acade- 
my, CO 80840-5000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the Deputy Chief of Staff/Personnel, United States Air Force 
Academy, CO 80840-5000. 

Record access procedures: . 

Individuals seeking to access records about themselves contained in 
this system should address written requests to the Deputy Chief of 
Staff/Personnel, United States Air Force Academy, CO 80840-5000. 

Contesting record procedures: 

TTie Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or . 
may be obtained from the system manager. 

Record source categories: , 

Information obtained from the individual, previous employers,- edu- 
cational institutions and source documents such as reports. 

Exemptions claimed for the system: 

None. 

F035 AFAA A 

System name: 
Air Force Audit Agency Office File. 
System location: 

Command Section, AFAA/AG, Norton AFB CA 92409; Director-' 
ate of Operations, AFAA/DO, Norton AFB CA 92409; Directorate 
of Forces and Support, AFAA/FS, Norton AFB CA 92409; Direc- 
torate of Field Activities,. AFAA/FD, Norton AFB CA 92409; Di- 
rectorate of Acquisitions and Logistics, AFAA/QL, Wright-Patter- 
son AFB OH 45433; Directorate of Resource Management, AFAA/ 
RM, Norton AFB CA 92409; Assistant Auditor General, AFAA/AF 
(Pentagon), Washington DC 20330; Central Audit Region, AFAA/ 
FDC, Offutt AFB NE 68113; Southern Audit Region, AFAA/FDS, 
Langley AFB VA 23665; European Audit Region, AFAA/FDU, 
APO NY 09012; Pacific Audit Region, Hickam AFB HI 96853; 
Western Audit Region, AFAA/FDW, McClellan AFB, CA 95652; 
Acquisition Audit Region/QLQ, Andrews, AFB DC 20331; AFAA 
Area Audit Office, Barksdale AFB LA 71110; AFAA Area Audit 
Office, . Bergstrom AFB TX 78743; AFAA Area Audit Office, 
Canhon AFB NM 88101; AFAA Area Audit Office, Carswell AFB 
TX 76127; AFAA Area Audit Office, P.O. Box 547, Dyess AFB TX. 
79607; AFAA Area Audit Office, Ellsworth AFB SD 57706; AFAA 
Area Audit Office, Grand Forks AFB ND 58205; AFAA Area Audit 
Office, Holloman AFB NM 88330; AFAA Area Audit Office, Little 
Rock AFB Jacksonville AR 72076; AFAA Area Audit Office, Minot 
AFB ND 58701; AFAA Area Audit Office, Offutt AFB NE 68113; 
AFAA Area Audit Office, McConnell AFB KS; AFAA Area Audit 
Office, Sheppard AFB TX 76311; AFAA Area Audit Office, Bldg 
1522, Stop 166, Andrews AFB DC 20331; AFAA Area Audit Office, 
Chanute AFB .IL 61868; AFAA Area Audit Office, Charieston AFB 
SC 29404; AFAA Area Audit Office, Dover AFB DE'l9901; AFAA 
Area Audit Office, Griffiss AFB NY 13441; AFAA Area Audit 
Office, Grissom AFB IN 46971; AFAA Area Audit Office, Home- 
stead AFB FL 33039; AFAA Area Audit Office, Bldg 4330, Keesler 
AFB MS 39534; AFAA Area Audit Office, K I Sawyer AFB MI 
49843; AFAA Area Audit Office, Langley AFB V A 23665; AFAA 
Area Audit Office/LA, MacDill AFB FL 33608; AFAA Area Audit 
Office, McGuire AFB NJ 08641; AFAA Area Audit Office, Pease 
AFB NH 03801; AFAA Area Audit Office, Plattsburgh AFB NY 
12903; AFAA Area Audit Office, Scott AFB IL 62225; AFAA Area 
Audit Office, Seymour Johnson AFB NC 27531; AFAA Area Audit 
Office, Shaw AFB SC 29152; AFAA Area Audit Office, Tyndall 
AFB FL 32403; AFAA Area Audit Office, APO San Francisco 
96334; AFAA Area Audit Office, Beale AFB CA 95903; AFAA 
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Area Audit Office, Castle AFB CA 95342; AFAA Area Audit 
Office, APO San Francisco 96274; AFAA Area Audit Office, Davis- 
Monthan AFB AZ 85707; AFAA Area Audit Office, PO Box 878, 
Elmendorf AFB AK 99506; AFAA Area Audit Office, PO Box 
1313, Fairchild AFB WA, 99011; AFAA Area Audit Office/LA, 
George AFB CA 923 2 AFAA Area Audit Office, Hickam AFB HI 
96853; AFAA Area Audit Office, APO San Francisco 96239; AFAA 
Area Audit Office, APO San Francisco 96264; AFAA Area Audit 
Office, Luke AFB AZ 85309; AFAA Area Audit Office. Bldg 510, 
Mather AFB CA 95655; AFAA Area Audit Office, McChord AFB 
WA 98438; AFAA Area Audit Office, Mountain Home ID 83648; 
AFAA Area Audit Office, Nellis AFB NV 89191; AFAA Area 
Audit Office, APO San Francisco 96570; AFAA Area Audit Office/ 
34AG, Norton AFB, CA 92409; AFAA Area Audit Office, Travis 
AFB CA 94535; AFAA Area Audit Office, Peterson AFB CO 
80914; AFAA Area Audit Office, Vandenberg AFB CA 93437; 
AFAA Area Audit Office, APO San Francisco 96328; AFAA Area 
Audit Office, APO New York 09238; AFAA Area Audit Office, 
APO New York 09755; AFAA Area Audit Office, APO New York 
09283; AFAA Area Audit Office, APO New York 09132; AFAA 
Area Audit Office, APO New York 09109;' AFAA Area Audit 
Office, APO New York 09179; AFAA Area Audit Office, APO New 
York 09012; AFAA Area Audit Office. APO New York 09057; 
AFAA Area Audit Office, APO New York 09194; AFAA Arefa 
Audit Office, Stop 226, Edwards AFB CA 93523; AFAA Area 
Audit Office, PO Box 1625, Eglin AFB FL 32542;. AFAA Area 
Audit Office, Kirtland AFB NM 87117; AFAA Area Audit Office/ 
ESD, Bldg 1716N, Stop 43, Hanscom AFB MA 01731; AFAA Area 
Aiidit Office, PO Box 92960, Worldway Postal Center, Los Angeles 
CA 90009; AFAA Area Audit Office, Patrick AFB FL 32925; 
AFAA Area Audit Office, Hill AFB UT 84406; AFAA Area Audit 
Office, Kelly AFB TX 78241; AFAA Area Audit Office/LVAS, 
McClellan AFB CA .95652; AFAA Area , Audit Office/AUDGN, 
Robins AFB GA 31098; AFAA Area Audit Office, Tinker AFB OK 
73145; AFAA Area Audit Office/REP, Wright-Patterson AFB OH 
45433; AFAA Area Audit Office, Gunter AFS AL 36114; AFAA 
Area Audit Office, Denver CO 80279; AFAA Area Audit Office, 
Randolph AFB TX 78148; AFAA Area Audit Office, Wurtsmith 
AFB, MI 48753; AFAA Area Audit Office, APO New York 09150. 

Categories of individuals covered by the system: 

Air Force Audit Agency active duty and reserve officer, enlisted, 
and civilian personnel. 

Categories of records in the system: 

Installation Fact Sheet, Air Force Audit Agency Leave Schedule, 
Memorandums of Discussions with Installation Officials, Personnel 
Data Sheet, Personnel Interview Sheet (Parts I and II), Memoran- 
dums to Region Chief concerning supervisory visits, Region/Division 
Audit Report Review Sheets, Designation of Position and Position 
Titles, Air Force Audit Agency Personnel Roster for Office Con- 
cerned, Recommendations for .Future Assignment of Personnel, 
Memorandums for the Record, Supervisory Surveys, Correspond- 
ence Relating to Performance of Assigned Perisonnel, Welcome Let- 
ters for Assigned Personnel, Pertinent Staff Meeting Memorandums, 
Pertinent Staff Training Memorandums, Workload Data, Report 
Evaluations By Auditor, AFAA Office Productivity Data, Supervi- 
sory Auditor Assignments, Reports of Significant Activity, HQ 
AFAA SRA/Audit Review Sheets, Memorandums of Personnel Dis- 
cussions, Trip Reports, and Individual Resource Expenditure Work- 
sheets. » 

Authority for maintenance of the system: 

10 use 8032(b)(1), General duties. 

Purpose(s):_ 

Used by audit, office chiefs, supervisory auditors, and Region/ 
Directorate Chiefs to collect data to evaluate office and individual 
performance and to become cognizant of office responsibilities and 
general geographical factors. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

Maintained in. file folders. 
Retrievability: 

Retrieved by manual search of the records maintained by each 
office using name, audit project or- by category. 
Safeguards: . - * ' 



Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are controlled by personnel screening. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, . or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

The Auditor General, Air Force Audit Agency, Norton AFB, CA 
92409. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager: 

Record source categories: 

Information obtained from previous employers; financial, educa- 
tional, and medical institutions; trade associations; automated system 
interfaces; police and investigating officers; the public media; state or 
local governments; international organizations; corporations; wit- 
nesses, and source documents. 

Exemptions claimed for the system: 

None. 

F035 AFAA B 

System name: 
Air Force Audit Agency Office Personnel File. 
System location: 

Command Section, AFAA/ AG, Norton AFB CA 92409; Director- 
ate of Operations, AFAA/DO, Norton AFB CA 92409; Directorate 
of Forces and Support, AFAA/FS. Norton AFB CA 92409; Direc- 
torate of Field Activities, AFAA/FD, Norton AFB CA 92409; Di- 
rectorate of Acquisition and Logistics, AFAA/QL, Wright-Patterson 
AFB OH45433. Directorate of Personnel, AFAA/DP, Norton AFB 
CA 92409; Assistant Auditor General, AFAA/AI (Pentagon), Wash- 
ington DC 20330; Central Audit Region, AFAA/FDC, Offutt AFB 
NE 68113; Southern Audit Region, AFAA/FDS, Langley AFB VA 
23665; European Audit Region, AFAA/FDU, APO NY 09012; Pa- 
cific Audit Region, Hickam AFB HI 96853; Western Audit Region, 
AFAA/FDW, McClellan AFB CA 95652; AF Audit Agency, Ac- 
quisition Audit Region/QLQ, Andrews AFB DC 20331; AFAA 
Area Audit Office, Barksdale AFB LA 71110; AFAA Area Audit 
Office. Bergstrom AFB TX 78743; AFAA Area Audit Office, 
Cannon AFB NM 88101; AFAA Area Audit Office, Carswell AFB 
TX 76127; AFAA Area Audit Office, PO Box 547, Dyess AFB TX 
79607; AFAA Area Audit Office, Ellsworth AFB SD 57706; AFAA 
Area Audit Office, Grand Forks AFB ND 58205; AFAA Area Audit 
Office, Holloman AFB NM 88330; AFAA Area Audit Office, Little 
Rock AFB Jacksonville AR 72076; AFAA Area Audit Office, Minot 
AFB ND 58701; AFAA Area Audit Office, Oflfutt AFB NE 68113; 
AFAA Area Audit Office, McConnell AFB KS; AFAA Area Audit 
Office, Sheppard AFB TX 76311; AFAA Area Audit Office, Bldg 
1522, Stop 166, Andrews AFB DC 20331; AFAA Area Audit Office, 
Chanute AFB IL 61868; AFAA Area Audit Office, Charleston AFB 
SC 29404; AFAA Area Audit Office, Dover AFB DE 19901; AFAA 
Area Audit Office. Griffiss AFB NY 13441; AFAA Area Audit 
Office, Grissom AFB IN 46971; AFAA Area Audit Office, Home- 
stead AFB FL 33039; AFAA Area Audit Office, Bldg 4330, Keesler 
AFB MS 39534; AFAA Area Audit Office. K I Sawyer AFB Ml 
49843; AFAA Area Audit Office, Langley AFB VA 23665; AFAA 
Area Audit Office, MacDill AFB FL 33608; AFAA Area Audit 
Office, McGuire AFB NJ 08641; AFAA Area Audit Office, Pease 
AFB NH 03801; AFAA Area Audit Office, Plattsburgh AFB NY 
12903; AFAA Area Audit Office, Scott AFB IL 62225; AFAA Area 
Audit Office, Seymour Johnson AFB NC 27531; AFAA Area Audit 
Office, Shaw AFB SC 29152; AFAA Area Audit Office, Tyndall 
AFB FL 32403; AFAA Area Audit Office. APO San Francisco 
96334; AFAA Area Audit Office, Beale AFB CA 95903; AFAA 
Area Audit Office, Castle AFB CA 95342; AFAA Area Audit 
Office, APO San Francisco 96274; AFAA Area Audit Office, Davis- 
Monthan AFB AZ 85707; AFAA Area Audit Office, PO Box 878, 
Elmendorf AFB AK 99506; AFAA Area Audit Office, PO Box 
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1313, Fairchild AFB WA 99011; AFAA Area Audit Office, George 
AFB CA 92392; AFAA Area Audit Office, Hickam AFB HI 96853; 
AFAA Area Audit Office, APO San Francisco 96239; AFAA Area 
Audit Office. APO San Francisco 96264; AFAA Area Audit Office, 
Luke AFB AZ 85309; AFAA Area. Audit Office. Bldg 510. Mather 
AFB CA 95655; AFAA Area Audit Office. McChord AFB WA 
98438; AFAA Area Audit Office, Mountain Home ID 83648; AFAA 
Area Audit Office, Nellis AFB NV 89191; AFAA Area Audit 
Office, APO San Francisco 96570; AFAA Area Audit Office/34AG, 
Norton AFB, CA 92409; AFAA Area Audit Office, Travis AFB CA 
.94535; AFAA Area Audit Office, Peterson AFB CO 80914; AFAA 
Area Audit Office, Vandenberg AFB CA 93437; AFAA Area Audit 
Office, APO San Francisco 96328; AFAA Area Audit Office, APO 
New York 09238; AFAA Area Audit Office. APO New York 09755; 
AFAA Area Audit Office, APO New York 09283; AFAA Area 
Audit Office, APO New York 09132; AFAA Area Audit Office, 
APO New York 09109; AFAA Area Audit Office, APO New York 
09179; AFAA Area Audit Office, APO New York 09012; AFAA 
Area Audit Office, APO New York 09057; AFAA Area Audit 
Office, APO New York 09194; AFAA Area Audit Office, Stop 226, 
Edwards AFB CA 93523; AFAA Area Audit Office, PO Box 1625. 
Eglin AFB FL 32542; AFAA Area Audit Office, Kirtland AFB NM 
87117; AFAA Area Audit Office/ESD, Bldg 1716N. Stop 43, Hans- 
corn AFB MA 01731; AFAA Area Audit Office, PO Box 92960, 
Worldway Postal Center, Los Angeles CA 90009; AFAA Area 
Audit Office, Patrick AFB FL 32925; AFAA Area Audit Office, Hill 
AFB UT 84406; AFAA Area Audit Office, Kelly AFB TX 78241; 
AFAA Area Audit Office/LVAS. McClellan AFB CA 95652; 
AFAA Area Audit Office/AUDGN, Robins AFB GA 31098; 
AFAA Area Audit Office, Tinker AFB OK 73145; AFAA Area 
Audit Office/REP, Wright-Patterson AFB OH 45433; AFAA Area 
Audit Office, Gunter AFS AL 36114; AFAA Area Audit Office. 
Denver CO 80279; AFAA Area Audit Office, Randolph AFB TX 
78148; AFAA Area Audit Office. Wurtsmith AFB MI 48753; AFAA 
Audit Office, APO New York 09150. 

Categories of individuals covered by the system: 

Air Force Audit Agency active duty and reserve officer and enlist- 
ed personnel, and civilian employees. 

Categories of records in the system: 

Supervisor's Record of Employee; Record of Emergency Data; 
Notification of Personnel Action; Request for Personnel Action; Su- 
pervisory Evaluation of Employee Potential for First-Level Supervi- 
sory Positions; Supervisory Appraisal of Employee Current Perform- 
ance-Auditor; Supervisory Appraisal of Employee Current Perform- 
ance-Supervisory (General Schedule and Wage); Special Orders; 
Awards and Decorations information; Career Development data; 
AFR 30-30, Certifications; Appointment of Additional Duties; Appli- 
cation, Request for Investigation, Clearance. Unescorted Entry, 
Access Authorization Certificate; Letters of Recognition, Achieve- 
ment, Congratulations or Commendation; Notification of Permanent 
Change of Station (PCS) Assignment; (Quality Evaluation of First- 
Time Office Chiefs; Requests for Transfer, Separation, and Retire- 
ments; Officer Career Objective Statements; Airman Assignment 
Preference Statement; Recommendation for Incentive Award; Super- 
visory Appraisal of Employee Current Performance-Middle and 
High Level Managerial and Executive; Qualifications Profile; Certifi- 
cation of Eligibility and Record of Personnel Security Clearance; 
Civilian Development Record; Data relating to Temporary Duty 
(TDY)/PCS trips; Evaluation Review/Critique Sheet; Orientation 
Checklist; Admission and Disposition Slip; Flying Attachment Data; 
Locator Cards; Supervisory Appraisal of Employee Current Per- 
formance - Clerical. 

Authority for maintenance of the system: 

10 use 8032(b)(1), General duties. 

Purpose(s): 

Used by area office chiefs, supervisory auditors, clerical personnel, 
and region/division chiefs to collect data for informational, support, 
and evaluation purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 



Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

The Auditor General, Air Force Audit Agency, Norton AFB,.CA 
92409. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining acceiss from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from previous employers; financial institu- 
tions, educational institutions, and medical institutions; trade associa- 
tions; automated system interfaces; police and investigating officers; 
the public media, bureau of motor vehicles; state or local govern- 
ment; international organizations; corporations; witnesses; and source 
documents. 

Exemptions claimed for the system: 
None. 

F035 AFAAC 

System name: 

Informal Airmen/Reserve Information Record. 
System location: 

HQ Air Force Audit Agency (AFAA), AFAA/CC, Norton Air 
Force Base, CA 92409. 

Categories of individuals covered by the system: 
Air Force Audit Agency active duty and inactive reserve enlisted 
personnel. 

Categories of records in the system: 

Record of Emergency Data, Airman/Officer performance/effec- 
tiveness reports. Personnel Assignment Actions, Reassignment 
Orders, Assignment Preference Statement, Promotion Orders, 
Awards/Decorations - Orders and Citations, Enlistment Contract, 
Reserve Personnel Data Sheet, Applications for Active Duty Tours 
and Assignment Orders, Application for Reserve Assignment, Ready 
Reserve Service Agreement, Transitory correspondence pertaining to 
career management during individual's assignment to AFAA; 

Authority for maintenance of the system: 

10 use 8032(b)(1), General duties. 

Purpose(s): 

Used to staff applications for reserve active duty tours, determine 
performance qualifications. Source documents to support entries in 
Personnel Data System. 

Routine uses of records maintained in the system,, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records, in the system: . 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 
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Retained in office files until reassignment, or separation/ then! de- 
stroyed >:by tearing into ; pieces, shredding, pulping, macerating, or 
-burning.- ■:':}'. ■ . • i- . ' 

System manager($) and address: ' * ^ ' ' ■ 

The Auditor General, Air Force Audit Agency^ (AFAA/AG), 
Norton Air Force Base, GA .92409. , \ . . 

Notificatioii procedure: '» 

Requests from individuals should be addressed to the System Man- 
ager. ,r:.. ' 

ReWd access projcedures:/ ' s ' / 

Individual can obtain assistance in gaining access from the System 
Manager and the Director of Resource Management (AFAA/RM), 
Norton Air-Force Base.,CA ,92409..-. , \ , , , . . 

Contesting record procedures: 

The Air Force*s rules for access to recprds and'for:contesting:and 
appealing initial- determinations by the individual, concerned may. be 
obtained from the System Mahagier. .. . 

Record source categories: . ... . - 

. Information obtained from, source documents, from the individual, 
and from the Consolidated Base. Personnel pffice (CBPO). / 

Exemptions claimed for the system: - • / - . . . . :: 

None. . 

FOaS AFCC A^ : i ^ •• 
System nanie: ' 

^ .Scope Ceader Program. ' , ;; 

; System location: . ^ ,r . , i 

At Headquarters Air Force Communications Command (AFCC/ 
DPRO), Scott AFB, IL 62225-6001. , 

Categories of individuals covered by the system: 

Air Force active duty military personnel, officer grade, assigned to 
Air Force Communications Command (AFCC). 

Categories of records in the system: ^ ' ' ' 

Personnel selected* as potential candidates for *tough job- arid com- 
mander positions, v: 
■ Authority for maintenance of the system:/\ > ) 3 

10 use 8012, Secretary of the Air Force: Powers and dutife^; 
delegation by; and Air. Force Communications Comiriand Regulation 
;5(X)-16. . - : . * . • - : '■ 

Purpose(s): r 

Used to monitor the assignment and i -replacement of unit Com- 
manders in. Air Force. Communications Comrnand (AFCC). 
:v Routine uses of records maintained in-the system, including catego- 
ries of users J and: the purposes of such uses:.;. 

' Nortel" ' ; " ' I . ' ■ 

. Policies ;,and practices for storing, retrieving^' accessing, retaining, and 
"^dis^osing of records in the system: " j . / 

Storage: . . - ' ^ - ; ■ \y ■ , - :^ ; ; . :■ . 

Maintained on computer and computer output products. ^ ^ 

Retrievability: 

Retrievability based on presence of commander identification. code. 
Computerized, , . ' ., ' 

Safeguards:.. , ' \ _ / .," . 

Records are accessed by person^s) responsible for servicing the 
record system in performance of their, official duties. Records are 
stored in locked cabinets or rdoins and conipiuter system, requiring 
user codes and passwords for access. ' , 

Retention and disposah ; i^f. , 

Retained in office files until superseded, obsolete, no longer. needed 
for risference, or^on iriactivation,- then destroyed by .tearing into 
pieces, shredding, macerating, burning of degaussing. Also destroyed 
by degaussing. 

System manager(s) and address: 

Director of Assignments, Deputy Chief of Staff Personnel; Head- 
quarters, AFCC, Scott AFB, IL 62225-6001. ... , . , , j 

Notification procedure: 
^ Requests, from individuals should be addressed to the System Man- 
ager and include full name, rank and Social Security Number. 
. Record, access procedures: r ' 

Record 'access- can be obtained only-thrbugh the System Manager. 

Contesting record procedures: . " 



The Air Force's rules for contesting contents and appealing initial 
determinations by the individual concerned are in Air Force Regula- 
tion 12-35. " ' r . V . . < ■' 

Record source categories: t • . 

Infbrniatipn obtained from auto . • 

\ Exemptions claimed for the system: » 

'None.-':., f \ ^. * ' •■• ' / 

. . • ' V . Fp35 AFCCB* " . 

System liame'r - .\ ^ ; . . ' \ ! 

^ Management Contirol S^^ j .r - . \ i * 

. System location: : ; A . * . r ; 

Conimunications ' • Group, ' Directorate of Management Support 
(7CG/XMI),, Pentagon, Washington, DC 20330-6345. Command arid 
Control Systems Office, Chief of Administration (CCSO/DA), 
Tinker AFB, OK 73145. ' ; " ■ ; - ' 

Categories of indjyiduals covered by the system: ^ V . 

r Air Force active, duty, military personnel and civilian employees. 
' Categories of records in* the system: \ 

. . Locator type files including the indiyiduars name, honie address, 
home phone, etc' and records relating to the* office the iniiividrial is 
assigned to, their authorized and assigned grade; duty title, duty 
AFSfc, position number, date they were assigned to this organization, 
date they will depart, control tour code, assignment availability date, 
overseas tour, start date, short tour return date; 'who their. supervisor 
is, date supervision . began, type of pierformance report, date' . of last 
report and date of next report. Also contaiiis training information for 
iiiilitary arid civilian personnel assigned to 1st ISG and CCSO con- 
sisting of course completions by dke and educatiorial .level, his imme- 
diate supervisor's duty phone. 

Authority for maintenance of the system: . 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. v, ^ , ;. . . . t * 

Purpose(s): ' ► • -'s 

The MCS system was established as a riianagement tool to provide 
commanders and office, managers with information concerning their 
Qverall manpower picture to aid them in scheduling workload re- 
quirements, in support of their organization's ^assigned mission. ' This 
system also acts as a Central Locator File and also: ^allows a variety 
of manpower reports tO:be produced. " ' * v 

Routine uses of records maintained' in the' system, including ^catego- 
ries of users and the purposes of such uses: - ", 

Records from this system of records may be, disclosed for any 6f 
the blanket routine uses published by the Air Force. Locator infor- 
niatiori is provided for officiaP business or with . individual consent. 

Policies and practices for storing; retrieving,. accessing, retaining, and 
disposing of records In the system: r , • 

'Storage: '* "' * ' " . 

; ' . .Maintained on computeif , and computer output products. 
•Retrievability: • * : ..rr.J. 

Filed by Social Security Number'(SSN). ' ^ • ; ' , . ' 
Safeguards: 

Records are accessed by ' person(s) responsible for servicing the 
record system in .performance of. their official duties. Records, are 
controlled by computer system software*. , - , . - 

Retention and disposal: - : \ - 

Retained in office files until reassignment or separation; then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
^burning.. . > . ^ . , . . : . 

System manager(s) and address: . ^ , . : 

MCS Administrator, Directorate of Management Support, TCG, 
Pentagon, Washington, DC 20330-6345. Chief of Administration, 
Command and Control Systems Office,. Tinker AFB^t OK 73145. 

Notification procedure: • \ • ! . . 

Requests from individuals should be* addressed to the System Man- 
-ager. ' ^ ■•■ .•*''•••'*. 

Record access procedures: • ^ 

Individual can obtain assistance in gaining access from the System 
Manager. * • ' ' ' ■ ' ^• 

Contesting record procedures: 
- The Air Force's rules for access to records and for congesting and 
appealing initial determinations by the individual concerned may be 
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obtained from the System Manager and are published in Air Force 
Regulation 12-35. 
Record source categories: 

Information obtained from individual or personnel records. 

Exemptions claimed for the system: 

None. 

F035 APIS A 

System name: 

Intelligence Reserve Information System (IRIS). 
System location: 

Directorate, Intelligence Reserve Forces, Air Force Intelligence 
Service (HQ AFIS/RE), Ft. Belvoir, VA 22060. 

Categories of individuals covered by the system: 

Air Force Reserve personnel assigned or attached to the Director- 
ate, Intelligence Reserve Forces (AFIS/RE); transferred or retired 
reservists from AFIS/RE: or reservists who have applied for assign- 
ment to AFIS. 

Categories of records in the isystem: 

Biographic information (personal and military), language informa- 
tion, education information, reserve tour duty information, home 
information, employment information, security information, personnel 
security access records, experience information (intelligence and ci- 
vilian foreign area knowledge), scientific and technical information, 
specialty information, weight control information, Air Force attache 
information, locator information, Officer Effectiveness Report 
(OER), and Reserve Noncommissioned Officer Performance Report 
(APR(R)) information, training information, professional military 
education information, specialty course information, military decora- 
tions, unit awards, special trophies and awards, outstanding mobiliza- 
tion augmentee of the year information, special trophies and awards 
information, deserving airman commissioning program information, 
quality force retention board information, officer and enlisted promo- 
tion information, statutory tour information, mobilization information. 

Authority for maintenance of the system: 

10 use 275, Personnel Records. . 

Purpose(s): 

To manage the career (training, promotions, command assign- 
ments, and mobilization) of reservists assigned to AFIS/RE during 
peacetime. The users of this system include most USAF MAJCOMs/ 
SOAs and various intelligence agencies. The IRI^ enables this direc- 
torate to efficiently manage the reserve resources for the MAJ- 
COMs/SOAs to insure the individual reservist is fully qualified for 
both his peacetime and wartime duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. Maintained on computer paper printouts. 
Retrievability: 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in securi- 
ty file containers/cabinets. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Director Intelligence Reserve Forces (HQ AFIS/RE), Air Force 
Intelligence Service (AFIS), Ft Belvoir, VA 22060. 
Notification procedure: 

Requests from individuals should be. addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: - 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 



Record source categories: 

Individual, Air Reserve Personnel Center. 

Exemptions claimed for the system: 

None. 

F035 AFOSI B 

System name: 

Career Development Folder. 
■ System location: 

Air Force Office of Special Investigations, Boiling Air Force Base, 
DC 20332. 

Categpiries of individuals covered by the system: 

All officers on active duty and all reservists assigned to the Air 
Force Office of Special Investigation!? (AFOSI). Also includes those 
AFOSI officer special agents assigned to any Department of Defense 
(DOD) activity or DOD sponsored program. 

Categories of records in the system: ' ' 

Records concerning officers on active duty include records of 
counseling, Officer Career Objective Statements, career development 
patterns, military special orders, pertinent certificates of courses at- 
tended. Records concerning reservists include biographical informa- 
tion (personal and' military), employment information, unique or spe- 
cial skills, and applicable career correspondence. 

Authority for maintenance of the system: 

10 use 275, Personnel Records, and Air Force Regulation '23-18, 
Air Force Office of Special Investigations. 
Purpose(s): 

To monitor and develop career progression. Used by career moni- 
tors to ascertain individual career objectives, to recommend job and 
school assignments, and to counsel personnel. Used by the Com- 
mander, supervisors, and personnel specialists in the assignment selec- 
tion process based on individual eligibility, desires, and special quali- 
fications. User determines if reservist is qualified to perform special 
reserve tour. . f 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and on computer and computer output 
products. 

Retrievability: 

Filed by name. Filed by Social- Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets 
and in locked rooms. Records are controlled by personnel screening. 

Retention and disposal: 

Retained in office files until reassignment outside of AFOSI or 
separation/retirement; records are destroyed within 90 days after 
such actions by tearing into pieces, shredding, pulping, macerating, 
burning or erasing magnetic disk. 

System manager(s) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Special Investigations, Boiling Air. Force Base, DC 20332. 
Notification procedure: 

Requests from individua:ls should be addressed to Chief, Informa- 
tion Release Division (XPU), HQ Air. Force Office of Special Inves- 
tigations, Boiling Air Force Base, DC 20332. 

Record access procedures: 

Requests from individuals should be addressed to Chief, Freedom 
of Information/Privacy Acts Release. Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 
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Data is extracted from individual training and military/civilian 
personnel records and voluntary data submissions by individual. 
Exemptions claimed for the system: 
None. 

F035AFOSIC 

System name: 

Informational Personnel Records. 
System location: 

Air Force Office of Special Investigations, Washington, DC 20314. 

Categories of indiyidiials covered by the system: 

All fraud, criminal, polygraph, technical services, and counterintel- 
ligence trained Air Force Office of Special Investigations (AFOSI) 
and USAF Defense Investigative Service (DIS) special agents. 

Categories of records in the system: 

Records for each special agent listing investigative schools attend- 
ed and experience level attained, polygraph examiner training and 
performance records, records indicating personnel who have volun- 
teered for the Counterintelligence Program and special agents in the 
program, and technical services training records. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used by the Director of Fraud Investigations to program person- 
nel for advanced fraud training and to identify personnel for assign- 
ment as fraud specialists, used by the Director of Criminal Investiga- 
tions to evaluate polygraph examiner performance arid to select poly- 
graph examiners. Also used to determine polygraph examiner qualifi- 
cation for retention or termination as a certified Department of 
Defense polygraph examiner, used by the Director of Special Oper- 
ations to program personnel for counterintelligence training and to 
identify volunteers for training in that area, and used by the Director 
of Technical Services to program personnel for advanced technical 
training and to identify personnel for assignment as technical services 
specialists. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the syston: 

Storage: 

Maintained in file folders and in card files. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

. Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record systern in performance 
of their official duties. Records are stored in security file containers/ 
cabinets, safes and in locked cabinets or rooms. 
Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Commander, Air Force Office of Special Investigations, Washing- 
ton, DC 20314 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: . 

Data is extracted from individual training and military/ civilian 
personnel records. 

Exemptions claimed for the system: 



None. 

F035 AFOSI D 

System name: 
Internal Personnel Data System. 
System location: 

HQ Air Force Office of Special Investigations (AFOSI), Boiling 
Air Force Base, DC 20332. 

Categories of individuals covered by the system: 

All personnel assigned to the Air Force Office of Special Investi- 
gations (AFOSI) and all Air Force military personnel assigned to the 
Defense Investigative Service (DIS). 

Categories of records in the system: 

Records reflecting unit authorized positions and unit assigned per- 
sonnel. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, and Air Force Regulation 23-18, Air Force Office of 
Special Investigations. 

Purpose(s): 

to manage AFOSI and DIS personnel resources. Used by person- 
nel specialists in all assignment and manning actions. Used to monitor 
special agent experience level at each operating installation. Used to 
publish strength accounting reports. Used by the Director of Fraud 
Investigations to manage fraud coded positions and personnel as- 
signed to fraud operations. Also used to program personnel for ad- 
vanced fraud training. Used by the Director of Criminal Investiga- 
tions to manage criminal coded positions and to identify personnel 
for assignment as ciriminal specialists. Also used to program person- 
nel for advanced criminal training. Used by the Director of Special 
Operations to manage counterintelligence and counterespionage posi- 
tions and to identify personnel for assignment as specialists in these 
areas. Also used to program personnel for advanced training in these 
areas. Used by Budget and Accounting Specialists for tracking antici- 
pated personnel travel funds associated with permanent change of 
station moves. Used by the Commander for locator purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and on computer paper printouts, 
Retrievability: 

Filed by name, Social Security Number (SSN) or Military Service 
Number. 
Safeguards: 

Records are accessed by custodian of the record system and 
Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Special Investigations, Boiling Air Force Base, DC 20332. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Informa- 
tion Release Division (XPU), HQ Air Force Office of Special Inves- 
tigations, Boiling, DC 20332. 

Record access procedures: 

Requests from individuals should be addressed to Chief, Freedom 
of Information/Privacy Acts Release Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 
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Data is extracted from individual military/civilian personnel 
records. 

Exemptions claimed for the system: 

None. 

F035 AFRES A 

System name: 
Personnel Interview Record. 
System location: 

Reserve units located on or serviced by Andrews AFB DC 20331- 
Barksdale AFB LA 71110; Bergstrom AFB TX 78743; Carswell 
AFB TX 76217; Charleston AFB SC 29404; Dobbins AFB GA 
30069; Dover AFB DE 19902; Eglin AF Aux Fid 3 FL 32542; Gen 
Billy Mitchell Fid WI 53207; Greater Pittsburgh lAP PA 15231; 
Grissom AFB IN 46971; Hill AFB UT 84056; Homestead AFB FL 
33039; Keesler AFB MS 39534; Kelly AFB TX 78241; March AFB 
CA 92508; Mather AFB CA 95655; Maxwell AFB AL 36112; 
McChord AFB WA 98438; McGuire AFB NJ 08641; Minheapolis-St 
Paul lAP MN 55450; Naval Air Station, New Orleans LA 70146; 
Niagara Falls lAP NY 14304; Norton AFB CA 92409; O'Hare Air 
Reserve Forces Facility IL 60666; Petterson AFB CO 80914; Rich- 
ards-Gebaur AFB MO 64030; Rickenbacker ANG Base OH 43217; 
Scott AFB IL 62225; Selfridge ANG Base MI 48045; Tinker AFB 
OK 73145; Travis AFB CA 94535; Westover AFB MA 01022; 
Willow Grove Air Reserve Facility PA 19090; Wright-Patterson 
AFB OH 45433; and Youngstown Municipal Aprt OH 44473. 

Categories of individuals covered by the system: 

All USAF Reserve non prior service and prior service applicants. 

Categories of records in the system: 

Data on military and civilian history for interviewing and tenta- 
tively qualifying a prospect. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Used for interviewing. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in case files. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system. 
Retention and disposal: 

Retained in office files for 1 year after cutoff for permanently 
disqualified applicant, or 1 year after separation. 
System manager(s) and address: 
HQ AFRES/RS, Robins AFB, GA 31098 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Individual. 

Exemptions claimed for the system: 
None. 

F035 AFRES B 

System name: . 

Recruiters Automated Management System (RAMS). 
System location: 



All Reserve Recruiting locations, AF Reserve numbered Air 
Forces and HQ Air Force Reserve, Robins AFB, GA 31098 

Categories of individuals covered by the system: 

Current or former officers and enlisted personnel from all branches 
of the services making application for assignment to the Air Force 
Reserve; nonprior service personnel making application for the Air 
Force Reserve; and Air Force personnel on Reserve recruiting duty. 

Categories of records in the system: 

Records for high school seniors who are ASVAB tested and meet 
the basic Air Force Reserve enlistment criteria showing name, mail- 
ing address, test scores, and location of high school. Enlistment 
processing records for prior service Air Force and other military 
services, and nonprior service personnel, showing name, SSN, mail- 
ing address, ZIP Code, educational level, processing date, lead 
source code, and other personal data such as date of birth, sex, phone 
number, number of years of prior service, MOS or AFSC held, duty 
AFSC, and date of enlistment. Resumes and other data elements to 
record name, date of birth, service dates, assignment status, grade, 
salary, promotion and step increase dates, occupational series, AFSC, 
skill level, position title, educational level, professional/scientific 
status, special training awards, publications, handicap, rninority and 
sex codes. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, and 10 USC 503, Enlistments: Recruiting campaigns. 
Purpose(s): 

Provides data concerning the professional qualifications for selec- 
tion and utilization of personnel, for position managernent and to 
perform certain scientific and technical research efforts in program 
support. To furnish leads to field recruiters from various advertising 
campaigns and other sources. To track leads to ensure follow-up by 
recruiters. To provide recruiters with management tools to follow-up 
on recruiting programs. To determine which sources of leads 
produce the greatest number of accessions. To provide a system by 
which resources areas may be mechanized and managed more effi- 
ciently used to prepare statistical compilations to ensure quality 
review of recruiting workflow/products. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on computer and computer output products, 
and in paper form. 

Retrievability: 

Filed by name or SSN. 
Safeguards: 

Records are accessed through computer run scheduling arrange- 
ments by persons responsible for servicing the system in performance 
of their official duties. Computer paper printouts are distributed only 
to authorized users. Records are physically safeguarded by controlled 
access to the computer facility,- secured buildings, and locked rooms. 

Retention and disposal: 

Enlistment processing records are retained until no longer needed 
for recruiting purposes; recruiter records, are retained for one year 
after individual is removed from recruiter production status. These 
retentions are built into the computer system program with automatic • 
software controlled deletions from the machine-readable record^ Re- 
cruiter information is retained in computer file or office file until 
reassignment or separation when it is destroyed. • 

System manager(s) and address: 

HQ AFRES/RS, Robins AFB, GA 31098. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Requests must contain full name and current mailing address. 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Forceps rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 
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, Record isource .categories: z' • i .* > 

Information- is obtained from military and ^ civilian personnel 
records, and managers and supervisors of individuals. 

f Exemptions claimed for thej system: 
'.:None. -- :-j "C^ . ; -. ' - ■ 'i ■. ' > 

'.. " ' ' ' \.F035 AF-SC A.^ ' ' . . 

System name: , 

Personnel Management Inforination System for AFSC Command- 
•ers.; ** ' "' " • . Ji^;^ ' ' " I: ' 

,/^ystem location:/* / " \ . 

AFSC Headquarters, Divisions, Centers, and Laboratories. • v 

Categories of individuals covered by the system: 

Air Force officer, enlisted, and civilian personnel assigned to or 
scheduled for assignment to various AFSC organizations. 
, Categories of records in the system: ^ 

Resumes and other .data elements . to record name, date of birth, 
service ^dates, assignment status, grade, salary, prornotion-and step 
increase, dates, occupational series, AFSC, skill level, position title, 
educational level, professional/scientific status, special training, 
awards, publications, handicap, minority and sex codes. 

Authority for maintenance of the system: . , ^ 
. .10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation. by.. '-.^ , ' , - ^ 

Purpose(s): 

Provides data concerning the professional qualifications for selec- 
tion. and utilization of assigned perspnnel,' for position management, 
and to perform certain scientific and technical research efforts, in 
program support. .: . ,^ , ■ ■ tl 

Routine uses of records maintained in the system, including catego- 
ries of users and- the purposes of such uses: • ; - r. , 

Used to prepare nominations for hoiiors and as awards, and as 
background for evaluating requests for: admission to ;professional socir 
eties ior;professional training. \. ■ " 

Poliicies arid practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system* : • : ' > 

Storage: •"•'-A! 

Maintained on computer and computer output products and in 
binders Or file cabinets. : '* » " 

Retrievability: * - • '< • 

Normally; data is retrieved by use of non-personal information, 
such as organizational unit, occupational series, grade; or other work- 
force characteristics, but may be retrieved by name, SSN, or. position 
member. , , . : v ^ ^ : 

Safeguards: ' . .'5 

(1) Records are accessed by the records custodian or by other 
persons responsible for servicing the records system in performance 
of their official duties. (2) Records are controlled by personnel 
screening and by computer system software. (3) Records are main- 
tained in locked cabinet or other secured containers. . • ^ - 
'-Retentions^ ' ' , * 
^ Retained in computer file, or secured office file until . reassignment 
or separation, then destroyed by tearing into pieces, shredding, pulp- 
ing,' macerating or biirning. Upon reassignment or, separation, infor- 
mation in the computer file relating to the individual is deleted from 
the data base. ' ^ . » • 
" -System irianigeHs) arid address: ' 

,,Cqmmanders, Executive , Officers, Product Managers of various 
JAFS.C subordinate organizations. \ ' . , . 
' P>Iotlficatipn procedure: . : > 

Requests from individuals .should be addressed to the specific man- 
ager/Record Custodian at subordinate AFSC organizations. • > 

Record access procedures: r • ' / i ■ .'l*^' 

Individual can obtain assistance in gaining access from the System 
Manager. ^ ^- . . 

Contesting record .procedures: . ' : 

The Air Force's rules for access to recpjds and for contesting and 
appealing initial determinations by the iriSividual concerned m be 
obtained from' the Systefn' Manager. ' " ■ , 

Record source categories: 

Information will be obtained from military and civilian personnel 
records, managers and supervisors of individuals on a Voluntary basis. 
. Exemptions claimed for the system: / V ' 

None. ! -i- ." ^ 



F035 ARPC A . .'^ 

System name: 

Administrative Discharge for Cause on Reserve Personnel. 

System location: ' 

Air Reserve Personnel Center, Denver, CO 80280, (all Reserve 
personnel other than unit assigned); Headquarters Air Force Reserve, 
Robins Air Force Base, GA 31098, (AFRES unit assigned Reserve 
personnel). ' . . . 

Categories of individuals covered by the system: 
, Air Force Reserve personnel. 

Categories of records- in the system: . ' . 

Board proceedings, board waiver, 'recomriiendatibns, 'and other 
records which result in discharge. ' ' ' 

Authority for maintenance of the system: . . 

10 use 1162, Reserves: Discharge; 1163, Reserve components; 
limitation on separation * as implemented by Air Force Regulation, .h 
Vol III, Separation Procedures for USAFR Members; AFR 35-24, 
Disposition of Conscientious Objectors;: and^ ARPCR 45-19, Dis^ 
charge for Inability to Lpcate.f • ' i ., , ■ • 

Purpose(s): ; : * . . " 

To effect the "administrative separation of officer members of the 
United States Air Force Reserve (USAFR) from^their apijointment 
as reserve Officers and to effect the administrative separation : of 
enlisted members of ' the USAFR from their enlistment as reserve 
members. : .*<"■', -, ,. 

^ Routine uses of records maintained' in-ithe system, including catego- 
ries of users and the purposes of such usesrr 

, Records fnom this system of records niay be. disclosed for any of 
the blanket routine uses published by the Air. Force. , ,j r- 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system:, ..... T: ' 

Storage: . ;« 

Maintained in file folders. : , r ' ' 

Retrievability: 

• Filed by name and by Social Security Number (SSN). 
Safeguards: 

'Records are accessed by pefson(s) responsible for servicing the 
record system in performance of their official duties. Records at 
ARPC are stored in lockable metal file cabinetS:^Records are protect- 
ed by guards. - . i . . 
Retention and disposal: 

Retained in office files for 1 year after annual cut-off,' then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. HQ AFRES forwards copies of. actions resuhing . in dis- 
charge to the Air Reserve Personhei Center, Denver, CO 80280 for 
inclusion in the individual's Master Personnel Record Group. Indi- 
vidual's military personnel record is then forwarded to the National 
Personnel Record Center, 9700 Page Blvd, St Louis, MO 63132, for 
permanent storage.. - ; . ^ 

System nranager(s) and address: • ^ , . < . . ,. -^p;.-. 

Commander, Air Reserve Personnel eenteir.( ARPC), . Denver, CO 
80280; Vice Commander, Headquarters Air Force Reserve, Robins 
Air Force Base, GA 31098. ' ^ - • ' ' * ; 

Notification procedure: ^ . 

' Requests' from individuals should be addressed to ' the Documenta- 
tion Management Officer, ARPC/DAD, Denver, CO 80280, (non- 
unit assigned personnel), or the Chief, Personnel Actions Division, 
HQ AFRES/DPAA, Robins Air Force Base, G A 31098, (AFRES 
unit assigned personnel). Written requests for information should 
contain full name, SSN, current mailing address, and if known, ;the 
case (control) number on correspondence received from ARPp or 
HQ -AFRES: Records may be. reviewed in the Records Review 
Room, Air. Reserve Personnel Center, B.uilding7 444, Lo wry Air 
Force Base, CO 'between 8 a.m. and 3 p.rri., or Headquarters Air 
Force Reserve, DPAA, Bldg 210, Robins Air Force Base, GA, 8 
a.m. and 4:45 p.m., on normal workdays. Visitors wishiiig tO' see their 
records should provide a current Reserve identification- card and/or 
drivers license and some verbal information that could verify. |the 
persons identification. 

Record access procedures: . 

Individuals may obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD, Denver, CO 80280; 
telephone (303) 370-4667 (Toll Free 1-800-525-0102 Ext 206). (Non- 
Unit Personnel), or the Chief, Personnel Actions Division, (AFRES/ 
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DPAA), Bldg 210, HQ AFRES, Robins Air Force Base, GA 31098; 
telephone (912) 926-3107 (Unit Assigned Personnel). 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual, concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions, police and investi- 
gating officers and from witnesses. 

Exemptions claimed for the system: 
None. 

F035 ARPC B 

System name: 

Informational Personnel Management Records. 
System location: 

Air Reserve Personnel Center, Denver, CO 80280; Headquarters 
United States Air Force, Washington. DC 20330; United States Air 
Force Academy, CO 80440; major commands and major subordinate 
commands. Official mailing addresses are in the Department of De- 
fense directory in the Air Force's systems notice. 

Categories of individuals covered by the system: 

Air Force Reserve and Air National Guard personnel. Civilian/ 
active military applicants to the Air Force Reserve. Retired and 
former Air Force military personnel. 

Categories of records in the system: 

Officer and airman assignment files which includes correspond- 
ence, memos, completed forms, messages, and vacancy authorization 
data for assignment approvals, disapprovals, waivers, manning assist- 
ance, discharges, screening data, orders, evaluation reports, docu- 
ments changing training category, personnel data, photographs, chap- 
lain ecclesiastical endorsement, record of security clearance; miscella- 
neous correspondence to and from individual; documents pertaining 
to individual that are not authorized for inclusion in other military 
personnel record systems; case file of reserve personnel placed on 
active duty containing copies of special and reserve orders, corre- 
spondence, documents complete with information used for travel 
overseas; assignment instructions; list of actions taken by technician; 
board actions on involuntary airmen; certified receipts acknowledge- 
ment of receipt of special orders card. 

Authority for maintenance of the system: 

10 use 274, Retired Reserve; 275, Reserve personnel; 672, Re- 
serve components generally; 673, Ready Reserve and Executive 
Order 11366, 4 August 1967; 10 USC Chapter 103, Senior Reserve 
Officer Training Corps; 10 USC 262, Purpose; and 2001, Reserve 
components; 8012, Secretary of the Air Force: Powers and duties; 
delegation by; 8067, Designation: Officers to perform certain profes- 
sional functions as implemented by Air Force Regulation (AFR) 35- 
41, Vol I, Assignments Within the Reserve Components; AFR 35-41, 
Vol II, Reserve Training; and AFR 35-44, Military Personnel 
Records System. 

Purpose(s): 

Used to determine eligibility/suitability for assignment/reassign- 
ment with the Air Force Reserve; determine eligibility for retired 
related action, to make determinations on discharges or mobilization, 
deferments, fulfillment of statutory requirements, voluntary and in- 
voluntary order to extended active duty (EAD) and temporary re- 
lease, status of active duty tour, position occupied; training reports. 
These include but are not limited to members participating in the 
Chaplain, Judge Advocate, Surgeon General Program. Records 
maintained as a historical file. Answers to correspondence/telephone 
inquiries; updating and/or changing information in computer and/or 
individual reservist record. Used as a reference file to answer inquir- 
ies from Reservist being called to active duty, to send gaining active 
units additional copies as requested, used as substantiating documents 
to show action was taken in accordance to prescribing directives. 
Information on personnel in the Chaplain, Judge Advocate, Surgeon 
General and other officer management programs is used by personnel 
responsible for program in order to assist Reservists in their careers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing,, retaining, and 
disposing of records in the system: 
Storage: 



Maintained in file folders/card files/note books/binders and in 
visible file binders/cabinets. 
Retrievability: 

Filed by name, by Social Security Number (SSN), arid ascending 
AFSC order, rank and name. 
Safeguards: 

Records are accessed by the custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared . for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Retain in office files until inactivation, reassignment or separation, 
no longer needed for reference or one year after annual cut-off Then 
destroy by tearing into pieces, shredding, pulping, or macerating. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC) is responsible 
for records at ARPC in Denver, CO. Individuals included in above 
records systems should deal directly with agency official of respec- 
tive location to exercise their rights under the act. 

Notification procedure: 
. Request from individual should be addressed to the Documentation 
Management Officer, ARPC/DAD, Denver, CO 80280. Written re- 
quests for information should include full name -of individual, Social 
Security Number (SSN), current address and the case (control) 
number shown on correspondence received from Center. Records 
may be reviewed in the Records Review Room, ARPC, Denver', CO 
80280, between 8 a.m. and 3 p.m., on normal workdays. For personal 
visits, the individual should provide current Reserve ID card and/or 
drivers license and give some verbal information that could verify 
his/her identity from the records. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD. Denver. CO 80280. 
telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information supplied by individual as relates to but not limited to 
requesting assignment, application for retirement, military orders, 
personnel data, master personnel record, correspondence, statement 
of military service from other military components; annual survey 
and advance personnel data system, correspondence from serving 
Consolidated Base Personnel Office/Consolidated Reserve Personnel 
Office and Major Command units. Instructions from Air Force Mili- 
tary Personnel Center, Randolph Air Force Base, San Antonio TX 
78150, instructions and board actions from Air Force Reserve 
(AFRES), DPAA, Robins Air Force Base, Warner Robins GA 
31093 and Air Force Training Corps/SDAA, Maxwell Air Force 
Base, Montgomery AL 36112 and the National Guard Bureau, Wash- 
ington, DC 20310, and other Air Command, instructions from Head- 
quarters/JAEC, Washington DC 20314. Information from source 
documents prepared on behalf of the Air Force Advance Personnel 
Data System. 

Exemptions claimed for the system: 
None. 

F035 ARPCC 

System name: 

Correction of Military Records of Officers and Airmen. ' 
System location: 

Air Reserve Personnel Center, Denver, CO 80280. 

Categories of individuals covered by the system: 

Air Force Reserve personnel and Air National Guard personnel. 

Categories of records in the system: 

Case files containing letters from individual reservist requesting 
correction of military record, related documents and replies to re- 
servist. 

Authority for maintenance of the system: 

10 USC 275, Personnel records as implemented by Air Force 
Regulation (AFR) 31-3, Air Force Board for Correction of Military 
Records and Air Reserve Personnel Center Regulation 45-4, Correc- 
tion of Military Records. 

Purpose(s): 
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Used by Office Managers aiid Section supervisors and technicians 
to process correction of reserve records when requested. Base files 
are sent to Manpower and Personnel Center for final action. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards and controlled by 
personnel screening. . 

Retention and disposal: 

Destroyed after 3 years by tearing into pieces, shredding, pulping, 
macerating, or burning. 
System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 
Notification procedure: 

Requests from individuals should be addressed to the Documenta- 
tion Management Officer, ARPC/DAD, Denver, Colorado 80280. 
Written requests for information should contain full name, SSN, 
current mailing address and, if known, the case (control) number on 
correspondence received from ARPC. Records may be reviewed in 
the Records Rieyiew Room, Air Reserve Personnel Center, Denver, 
Colorado between 8 a.m. and 3 p.m. on normal workdays. Visitors 
wishing to see their records should provide a current Reserve identi- 
fication card and/or drivers license and some verbal inforhiation that 
could verify the person's SSN. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD, Denver, Colorado 
80280; telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

From personnel records. 

Exemptions claimed for the system: 

None. 

F035ARPCD 

System name: 

Data Change/Suspense Notification. 
System location: 

Air Reserve Personnel Center, Denver. CO 80280. 
Categories of individuals covered by the system: 
Air Force Reserve personnel. 
Categories of records in the system: 

Correspondence and forms used to record discrepancies or 
changes. 

Authority for maintenance of the system: 

10 use 275, Personnel records as implemented by Air Force 
Regulation (AFR) 35-41, Vol I, Assignments Within the Reserve 
Components and Air Reserve Center Regulation 45-7, Annual 
Survey. 

Purpose(s): 

To resolve discrepancies detected during annual records review. 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None, 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 



Retrievability: 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
protected by guards. 

Retention and disposal: 

Retained in office files for 1 year after annual cut-off, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: / 
Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 
Notification procedure: 

Requests from individuals should be addressed to the Documenta=^ 
tion Management Officer, ARPC/DAD, Denver, CO 80280. Written 

requests for information should contain full name, SSN, current maiU 

ing address and, if known, the case (control) number on correspond- 
ence received from ARPC. Records may be reviewed in the Records 
Review Room, Air Reserve Personnel Center, Denver, CO between 
8 a.m. and 3 p.m. on normal workdays. Visitors wishing to see their 
records should provide a current Reserve identification card and/or 
drivers license and some verbal information that could verify the 
person's identification. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the .Docu- 
mentation Management Officer, ARPC/DAD, Denver, CO 80280; 
telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. , 

Record source categories: V ' 

Information from source documents prepared on behalf of the Air 
Force Advance Personnel Data System or supplied by Reservist. 
Exemptions claimed for the system: 
None. 

F035ARPCE 

System name: 

Flying Status Actions. 
System location: 

Air Reserve Personnel Center, Denver, CO 80280. 
Categories of individuals covered by the system: 
Air Force Reserve and Air National Guard personnel. 
Categories of records in the system: 

Correspondence and related documents pertaining to request for 
suspension, nonrated officer utilization, aeronautical rating data docu- 
ments that pertain to aeronautical ratings or suspensions and request 
for update of the uniform officer record and applications for other 
flying status/actions. 

Authority for maintenance of the system: 

10 use 275, Personnel records as implemented by Air Force 
Regulation (AFR) 35-13, Aviation Service, Aeronautical Ratings and 
Badges and Air Reserve Personnel Center Regulation 45-15, Dis- 
qualification of Rated Reserve Officers from Aviation Service. 

Purpose(s): 

To track each action taken until computer action is complete; 
reservist is informed and file copy is in master personnel record. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 

Retrievability: ~ 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are protected by guards. 
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Retention and disposal: 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System inanager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 

Notification procedure: 

Requests from individuals should be addressed to the Documenta- 
tion Management Officer, ARPC/DAD, Denver, CO 80280. Written 
requests for information should contain full name, SSN, current mail- 
ing address and, if known, the case (control) number on correspond- 
ence received. Records may be reviewed in the Records Review 
Room, Air Reserve Personnel Center, Denver, CO between 8 a.m. 
and 3 p.m. on normal workdays. Visitors wishing to see their records 
should provide a current Reserve identification card and/or drivers 
license and some verbal information that could verify the person's 
identification. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD, Denver, CO 80280; 
telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information from source documents prepared on behalf of the Air 
Force advanced personnel data system or supplied by reservist. 
Exemptions claimed for the system: 
None. 

F035ARPCF 

System name: 
Biographical File. 
System location: 

At Air Reserve Personnel Center, Denver, CO 80280, Ecclesiasti- 
cal endorsing agencies if appropriate. 

Categories of individuals covered by the system: 

Air Force Reserve personnel assigned to but not limited to the 
Chaplain (HC) and Surgeon (SiG) programs. 

Categories of records in the system: 

Biographies provided by members, correspondence, orders and/or 
forms containing information as to individual name, rank, Social 
Security Number (SSN), service dates, date of birth, unit assign- 
ments, civilian employment, military and civilian education, military 
and civilian experience, program specialties, hobbies, and names of 
family members, religion of chaplains, professional expertise and ap- 
pointments, membership in professional societies, civic activities and 
state of licensure. 

Authority for maintenance of the system: 

10 use 262, Purpose; 8067, Designation: Officers to perform cer- 
tain professional functions as implemented by Air Force Regulation 
(AFR) 35-41, Vol I, Assignments Within the Reserve Component 
AFR 35-41, Vol II, Reserve Training; Air Reserve Personnel Center 
Regulation (ARPCR) 45-10, Personnel Administration for Members 
of the Chaplain Candidate Program. 

Purpose(s): ^ 

To select chaplains, legal, medical field reserve officer personnel 
for special duties according to specific expertise required. Chaplain 
records are used by Chaplains Office personnel, medical reservist 
records are used to provide the ARPC/SG, Surgeon General, Major 
Command surgeons, USAF/RE, and Reserve Regions an in-depth 
personal history of Reservist Medical Officer. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in note books/binders. 
Retrievability: 

File alphabetically by name or by SSN. 
Safeguards: 



Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties, and by commanders of medical centers and 
hospitals. Records are protected by guards. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, or macerating. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 

Notification procedure: 

Request from individual should be addressed to Documentation 
Management Officer ARPC/DAD, Denver, CO 80280. Written re- 
quest for information should contain full name of individual, SSN, 
current address and the case (control) number shown on correspond- 
ence received from Center. Records may be reviewed in Records 
Review Room ARPC, Denver, CO 80280, between 8 a.m. and 3 p.m. 
on normal workdays. For personal visits, the individual should pro- 
vide current Reserve ID Card and/or drivers license and give some 
verbal information that could verify his/her military personnel 
record, his/her religion if in the Chaplain program. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD, Denver, CO 80280, 
telephone (303) 370-4667. (Toll Free 1-800-525O102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 
Provided by individual Reservist. 
Exemptions claimed for the system: 

None. 

F035ARPCG 

System name: 

Officer Promotions. 
System location: 

Air Reserve Personnel Center, Denver, CO 80280; Washington 
National Records Center, Washington, DC 20409. 

Categories of individuals covered by the system: 
Air Force active duty officer personnel. Air Force Reserve and 
Air National Guard personnel. 

Categories of records in the system: 

Proceedings, findings and related documents such as rosters, board 
membership and board support and orders announcing promotion. 

Authority for maintenance of the system: 

10 use 8362, Commissioned officers: Selection boards; 8366, Com- 
missioned officers: Promotion to captain, major, or lieutenant colo- 
nel; 8367, Commissioned officers: Promotion to captain, major, or 
lieutenant colonel; selection board procedures; 8371, Commissioned 
officers: Air Force Reserve; promotion to colonel as implemented by 
Air Force Regulation (AFR) 36-11, Permanent Promotion of Regular 
and Reserve Officers. 

Purpose(s): 

Used by promotion division personnel in preparation for promotion 
boards and by the actual promotion board when convened. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in note books/binders. 
Retrievability: 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system, and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
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need-torknow. Records are stored, in locked cabinets or rooms," pro- 
tected by guards, and controlled By personnel screening. ' » 
Retention and disposal: ^ 

Retained in office files for 2 years after annual cut-off, then retired 
to Washington National Records Center, Washington, DC 20409, for 
permanent retention. " > \ ' ' • i . 

' System manageKs) and address: ' ' : 

Commander Air Reserve Personner Center (ARPC). 

Notification procedure: ' ! 

Requests from individual should be addressed to Documentation., 
Management Officer, ARPC/DAD, Denver, CO 80280. Written re- 
quest for information should contain full name of indi victual j SSN 
(Social Security Number). Current address and the case (control) 
number shown on correspondence received from center. Records'; 
may be reviewed in records review room ARPC, Denver, CO 80280^ . 
between 8 a.m. and. 3 p.m. on, normal workdays. For personal visits, 
the individual should provide current reserve, i.d; card and/or drivers 
license and give some verbal information that could verify his/her ^ 
record... . . ;i - • . 

Record access procedures': ' . ' ^ - ^ 

Individual can obtain assistance in gaining access from Documenta- 
tion Management Officer, ARPC/DAD, Denver, CO 80280, tele- 
phone area code (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: : 

The Air Force's, rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 'i 

Record source categories: 

Information obtained from source docunrients such as reports. ^ ' 
Exemptions claimed for the system: 

None. ... 
F035 ARPCI 

System name: 

Requests for Discharge from the Air Force Reserve. 
System location: " ' 

Headquarters Air Force Reserve, Robins Air Force Base, GA 
31098. 

Categories of individuals covered by the system: 

Air Force Reserve personnel.^ ' 
Categories of records in the system:- 

Applications and other documents related to discharge or separa- 
tion by/ reason of, dependency or hardship or for the convenience of 
the government. . :. .i 

Authority for maintenance of the system: ' 

10 use 1074, Personnel records. • 

Purpose(s): ' » . j 

To track each action taken until computer action is , complete, 
reservist is informed and file copy is in.Master Personnel Record. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. ^ • ' . ^ 

Policies and practices for storing, retrieving, accessing, i-etaining, and 
disposing of records in the system: . ' 

Storage: 

Maintained in file folders. , . . , | . . 

Retrievability: . \ . 

Filed by name and Social Security Number (SSN). 

Safeguards: • 

Records are accessed by person(s) responsible for servicing the 
record system in . performance of their official duties. Records are 
protected by guards and stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, .pulping, macerating, or 
burning. HQ AFRES forwards copies of actions resulting in dis- 
charge to the Air Reserve Personnel Center, Denver, CO* 80280 for 
inclusion in the individual's Master Personnel Record Group. : 

System manager(s) and address: 

Vice Commander, Headquarters Air Force Reserve, Robins Air 
Force Base,: GA 31098. ■ - - ,. . ' .:r 

'Notification procedure: ' * » 



Requests from individuals should be addressed to the Chief, Per- 
sonner Actions Division, HQ. AFRES/DPAA, Robins Air Force 
Base, GA 31098 (AFRES unit assigned /personnel). Written requests 
for information should contain full name, SSN, current mailing ad- 
dress and, if known, the case (control) number on correspondence 
received from ARPC or HQ AFRES. Records may be reviewed in 
Headquarters Air Force Reserve, DPAA, Building 210, Robins Air 
Force Base, GA between 8 a.m. and 4:45 p.m. on normal workdays. 
Visitors wishing to see their records should provide a current Re- 
serve identification card and/or. drivers! license and some verbal in- 
formation that could verify the person's identification. 

Record access procedures: ' ■ 

Individuals can obtain assistance in gaining access from AFRES/ 
DPAA, Bldg 210, HQ AFRES, Robins Aiir Force^ Base, GA 31098, 
telephdne (912) 926-3107. . ' ; ' " ' ' 

Contesting record procedures: . > 
The Air Force's rules for access to records and for. contesting and 
appealing initial determination by the individual concerned may be. 
obtained from the System Manager and are published in Air Force 
Regulation 12-3.5. . 

Record source .categories: « • * " ' 

Information from source documents prepared on behalf of the 
Personnel Data System or supplied by reseryist. , 
Exemptions claimed ^for the system: . 7 . ' . 

. None. ■ - ' • ' ' 

F035 Ate A 

System name: . 

Officer Training School Resource Management System School 
Staff. ' , ' 

System location: 

Officer Training School (OTS), Lackland Air Force Base, TX 
78236. 

Categories of individuals covered by the system: 

Personnel assigned to the school staff. , • ' '! 

Categories of records in the system: 

Permanent party records contain hame, SSN, date of birth, sex, 
marital status, number of dependents; local address and phone; duty 
section and phone, date: assigned to OTS, date assigned current 
position, other positions held- at OTS and. the dates, date available for 
reassignment, extension indicator; .college degrees, colleges attended, 
graduation dates, majors, currently enrolled indicator; instructor 
evaluations; AFSC data, pending assignment indicator, date due to 
depart, flight commander history showing number of flights and class 
numbers:; ' . " 

Authority for maintenance of the system: . 

10 use Chapter 907, Schools and Camps as implemented by Air 
Force Regulation 53-27, Officer Training School USAF (OTS) and 
Air Training Command Regulation 53-3, Administration of the Offi- 
cer Training School Program. 

Purpose(s): , • . 

Used by the OTS Commander and , staff to monitor instructor 
performance, identify trends, isolate problems, and improve the qualj; 
ity of instruction and training. . / . . • . ^ • ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of. such uses: None. 

Policies and practices for storing, retrieving^ atccessihg, retaining, and 
disposing of records in the system: 

Storage: ' ' • ' 

Records are stored oh magnetic tape, disk units, and computer 
printouts. " ' /. . 

Retrievability:' 

Data on an individual is retrieved by use of the SSN. . 

Data may only be retrieved by use of a user code for access to the 
terminal and a password for access to a specific record. Printed 
output is only distributed to authorized users. Main computer and 
locked history files tdhtainer are in a room that has controlled access 
and is locked when unoccupied. Terminal keyboards have a security 
mechanism to preclude unauthorized use. 

Retention and disposal: ' 

Permanent party individual records are destroyed upon reassign- 
ment. * • ' ' ' - - ~ 

System manager(s) and address: 

Registrar, Officer Training School, Lackland Air Force Base, TX 
78236. 
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Notification procedure: 

Request for information should be addressed to the System Manag- 
er, and must contain name and address. 
Record access procedures: 
Same as procedures for notification. 
Contesting record procedures: 

The Air Force's rules for access to. records and for contesting and 
appealing initial determinations, by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtiained from the individual, personnel specialists and 
members of the registrar's office. 
Exemptions claimed for the system: 

None. . ' 

F035 ATCB 

System name: 

Air Force Junior ROTC (AFJROtC) Applicant/Instructor 
System. 

System location: 

AFROTC/OTJI, Maxwell Air Force Base. AL 361 12. 
Categories of individuals covered by the system: 
AFJROTC instructor applicants and instructors. 
Categories of records in the system: 

Application for AFJROTC instructor duty, processing checklist, 
applicant evaluation forms, interview, record, last 10 Airman Per- 
formance Reports or Officer Effectiveness Reports or summary of 
last 10 reports which includes period .of supervision and overall 
evaluation, letter requesting Defense Central Index of Investigation 
(DCII) name check, photograph, Report of Separation from Active 
Duty, Retirement Order (if applicable). Commander's recommenda- 
tion (for noncommissioned officers ofi active duty only), miscellane- 
ous correspondence such as resume and letter of recommendation, i 
copy of AF retirement physical and Physical Evaluation Board Find- 
ings if applicant is retired with 30 percent or more disability awarded 
by VA, letter requesting medical evaluation of AFJROTC instructor 
applicants for personnel retired with 30 percent or more disability, 
letter verifying dependents, instructor preference card, instructor 
intent letter, contract data cards, termination letters, . certification 
certificates, AFROTC Form 0-217, Change in AFJROTC Instructor 
Status, AFROTC Forni 0-214, AFJROTC Instructor Contract Card, 
AFROTC Form 98 or 0-218, Air Force Junior ROTC Instructor 
Evaluation Report, letters pertaining to appeals of ratings and/or 
comments on AFROTC Form 98 or 0-218 and instructor termination 
questionnaire. 

Authority for maintenance of the system: 

10 use 102, Junior Reserve Officers' Training Corps; and Air 
Force Regulation 45-39, Air Force Junior Reserve Officers' Training 
Corps. 

Purpose(s): 

Used to evaluate applicant qualifications for employment as AFJ- 
ROTC instructors. Also used to determine if instructor is meeting 
Air Force standards. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for* any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, and on computer' magnetic tape and 
computer printouts. 
Retrievabiiity: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then - destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

AFROTC/OTJI, Maxwell Air Force Base, AL 361 12. 
Notification procedure: 



Requests from individuals should be addressed to the System Man- 
ager. Individuals who write must furnish name, grade, SSN, unit of 
assignment and address. Visitors must show armed forces identifica- 
tion card and some additional source of positive identification 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: • . 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
. obtained from the System Manager. 
Record source categories: 

Information obtained from previous employers, financial institu- 
tions, educational institutions, police and investigating officers, the 
bureau of motor vehicles, a state or local government, witnesses and 
from source documents (such as reports) prepared on behalf of the 
Air Force by boards, committees, panels, auditors, and so forth. 

Exemptions claimed for the system: 

None. 

F035 ATC C 

System name: 

Air Force Reserve Officer Training Corps Qualifying Test Scoring 
System. 

System location: 

AFROTC/RRUR, Maxwell Air Force Base, AL 36112, and por- 
tion pertaining to each AFROTC detachment located at the respec- 
tive detachment. Official mailing addresses of the detachments are in 
the Department of Defense Directory in the appendix to the Air 
Force's system notice. 

Categories of individuals covered by the system: 

Air Force applicants testing at Air Force detachments. 
Categories of records in the system: 

Name, detachment, date of test, test scores. Social Security 
number, air science year, number of test administrations, institution 
category, race, sex, marital status, education level, and program ap- 
plying for. 

Authority for maintenance of the system: 

10 use Chapter 103, Senior Reserve Officers' Training Corps; 
Military Selective Service Act of 1967, Section 6, (50 USC 456); 10 
use 8012, Secretary of the Air Force: Powers and duties; delegation 
by; and Air Force Regulation 45-48, Air Force Reserve Officers' 
Training Corps (AFROTC). 

Purpose(s): 

Scores are used against criteria for entrance into AFROTC, and as 
a measure of quality. Scores are entered in cadet records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, visible file binders/cabinets, and comput- 
er magnetic tapes and computer paper printouts. 
Retrievabiiity: 

Filed by name, Social Security Number (SSN), location of test 
administration and date of testing. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
controlled by computer system software. Buildings are secured after 
duty hours. . ' 

Retention and disposal: 

AFROTC/RRUR will maintain records of scores attained on tests 
administered at AFROTC detachments for a period of six years. 
Records are destroyed by tearing into pieces, maceration, burning or 
degaussing. Air Force Human Resources Laboratory, Brooks Air 
Force Base, TX 78235 is official repository for permanent record of 
all AFOQT scores. 

System manager(s) and address: 

Chief, Resource Systems and AFOQT Branch, AFROTC/RRUR, 
Maxwell Air Force Base, AL 36112. 
Notification procedure: 
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Requests from individuals should be addressed to the System Man- 
ager. Requests should include full name, SSN, location of test admin- 
istration, and date of testing. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individual's knowledge of subject being tested. 

Exemptions claimed for the system: 

None. :. 

F035ATCD 

System name: 

Basic Trainee Interview Record. 
System location: 

United States Air Force Recruiting Service Liaison Office (RSL), 
Lackland Air Force Base, TX 78236. 

Categories of individuals covered by the system: 

United States Air Force Basic Trainees who register complaints 
concerning their enlistment in the United States Air Force. 

Categories of records in the system: 

Records resulting from personal interviews with basic trainees who 
file complaints about their enlistment, including, but not Hmited to, 
investigations on each complaint, conclusions and recommendations. 

Authority for maintenance of the system: 

10 use 503, Enlistments: Recruiting campaigns; and Air Training 
Command Regulation 33-2, Recruiting Procedures for the United 
States Air Force (Recruiting Service). . 

Purpose(s): 

Provides a written record of interviews with basic trainees who 
register complaints about the enlistment procedure. The data is used 
by the Recruiting Service Liaison Office to investigate the com- 
plaints and keep the Commander, United States Air Force Recruiting 
Service advised of the nature of complaints being received. It is also 
used as the basis for making procedural changes in the United States 
Air Force Recruiting Service when a trend develops in a specific 
area. ... 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed .for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name or Social Security Number. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in the performance of their official duties and by those 
who are properly screened and cleared for need-to-know. As a physi- 
cal safeguard these records are stored in a secured building and 
locked office. 

Retention and disposal: 

Records are cut off at the end of each calendar year, held for one 
additional year, then destroyed by shredding. 
System manager(s) and address: 

Superintendent, United States Air Force Recruiting Service Liai- 
son Office, Lackland Air Force Base, TX 78236. 
Notification procedure: 

Individuals may contact the Superintendent, United States Air 
Force Recruiting Service Liaison Office, Lackland Air Force Base, 
TX 78236. Requests must contain full name, and current mailing 
address. 

Record access procedures: 

Same as procedures for notification. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 



Record source categories: 

Records contain specific complaints/allegations made by the indi- 
vidual and responses to the complaints/allegations by appropriate Air 
Force Recruiting Service personnel. 

Exemptions claimed for the system: 

None. 

F035ATCF 

System name: 

Lead Management System (LMS). 
System location: 

Air Force Opportunity Center (AFOC) (Duties of this Center are 
performed by a civilian contractor who is engaged by the Air Force 
to provide lead fulfillment services to Headquarters, United States 
Air Force Recruiting Service, Randolph Air Force Base, TX 78150. 
Location depends on the contractor.) 

Categories of individuals covered by the system: 

Respondents to United States Air Force Recruiting Service adver- 
tisements and referrals made by active duty military personnel, re- 
tired military personnel and Air Force civilian employees. 

Categories of records in the system: 

Respondent's inquiry record containing name, SSN, address, date 
of birth, sex, telephone number, advertising medium, recruiting pro- 
gram in which interested, and source of referral, including name and 
Air Force base assigned. Recruiter contact records containing suc- 
cess of contract efforts, reason for not contacting, how contact was 
made, confirmation of educational level, qualification of individual 
and status of individual. 

Authority for maintenance of the system: 

10 use 503, Enlistments: Recruiting campaigns; and Air Training 
Command Regulation 33-2. Recruiting Procedures for the United 
States Air Force (Recruiting Service). 

Purpose(s): 

The contractor fulfills requests- from respondents for information 
about the Air Force and notifies appropriate recruiting activities of 
respondent's interest. Contractor develops statistical summaries 
which are used by USAF Recruiting Service to evaluate the effec- 
tiveness of the advertising and referral programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained on computer and computer products. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian and by persons responsible for 
servicing the system. 
Retention and disposal: 

Retained by contractor at ' the AFOC for two years, then de- 
stroyed. HQ USAF Recruiting Service computer paper printouts 
retained for 60 days, then destroyed. Subordinate recruiting activities 
files retained for one year after final follow up action .is complete, 
then destroyed. 

System manager(s) and address: 

Director, Advertising, USAF Recruiting Service, Randolph Air 
Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System I^an- 
ager. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individual respondent and automated system interfaces. 

Exemptions claimed for the system: 

None. 
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F035 ATC G 

System name: 

Recruiting Activities Management Support System (RAMSS). 
System location: 

HQ United States Air Force Recruiting Service, Operations Direc- 
torate (RSO), Randolph Air Force Base, TX 78150. 

Categories of individuals covered by the system: 

Air Force enlisted personnel entering active duty. Individuals 
tested and processed for Air Force enlistment. Potential Air Force 
enlistees qualified through the Armed Services Vocational Aptitude 
Battery (ASVAB) high school testing program. Other military serv- 
ices Delayed Enlistment Program (DEP) and active duty enlistees. 
Applicants for Air Force officer commissioning programs. Air Force 
enlisted personnel on recruiting duty. 

Categories of records in the system: 

Air Force enlistment processing records showing name, SSN, 
scores on all qualification tests, physical job qualifications, job prefer- 
ences, jobs offered, jobs accepted, other personal data relevant to 
jobs offered, recruiting and processing locations, education data, and 
dates of processing. Airman trainee history records containing name, 
SSN, and other personnel data for assignment from basic military 
training, revised job preferences, security clearance investigations, 
dependent data, education, test scores, grade and promotions, bio- 
graphical history, physical information, drug abuse history, enlist- 
ment personal and guaranteed training enlistee program data, separa- 
tion data, classification data, service dates, technical school elimina- 
tions, separations, honor graduates, and Article 15/ courts-martial 
records for high school seniors who are ASVAB tested and meet the 
basic Air Force enlistment criteria showing name, mailing address, 
test scores, and high school where tested. Enlistment processing 
records for other military services showing SSN, name, state and 
county of residence, test scores, educational level, physical profile, 
processing date and location, prior service, and other personal data 
such as age, sex, race, marital status, and number of. dependents. 
Officer applicant records showing SSN, name, and other educational 
and personal data necessary for the processing of candidates for 
commissioning as as Air Force Officer. Air Force enlisted recruiter 
individual records showing such items as SSN, name, recruiting 
office assigned, and date assigned to Recruiting Service. 

Authority for maintenance of the system: 

10 use 503, Enlistments: Recruiting Campaigns and Air Training 
Command Regulation 33-2, Recruiting Procedures for the United 
States Air Force (Recruiting Service) 

Purpose(s): 

To ' furnish leads to the field recruiters derived from the high 
school ASVAB testing program, evaluate Air Force recruiters on 
effectiveness of screening out potential under/overweight applicants, 
evaluate recruiter's and job counselor's activity and efficiency levels, 
analyze preenlistment job cancellations for common reasons, analyze 
post-enlistment training pipeline attritions for common reasons, evalu- 
ate Air Force job reservation pool and past enlistments for effect of 
potential changes in enlistment policies in areas such as mental quali- 
fications and physical qualifications, evaluate interservice recruiting 
performance, screen other service enlistees from Air Force advertis- 
ing lead files, determine pass/fail rates for mental and physical test- 
ing, track training performance of Air Force enlistees, study the 
correlation of job held with performance on the job, study correla- 
tion of quality indicators with post-enlistment performance, feedback 
to field recruiters of individual records on all training attritions, and 
analyze advertising responses. Used by the personnel record mainte- 
nance activity to cross-check file completeness and accuracy. Indi- 
vidual records are aggregated into various statistical analyses for all 
levels to ascertain recruiting and seasonal procurement trends, to 
predict future potential developments, and to assist in the develop- 
ment of procurement, classification, and assignment policies for . Air 
Force military personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on computer magnetic tapes, computer magnet- 
ic disks and computer paper printouts. 
Retrievability: 

Filed by name, SSN, or non-personal identifier. 
Safeguards: 



Records are accessed through computer run scheduling arrange- 
ments by persons responsible for servicing the system in performance 
of their official duties. Computer paper printouts are distributed only 
to authorized users. Records are physically safeguarded by controlled 
access to the computer facility, secured buildings and locked rooms. 

Retention arid disposal: 

Enlistment processing records and recruiter records are retained 
until no longer needed • for recruiting purposes; potential enlistee 
records and high school test records are retained for two years; 
advertising lead records are retained for one year; interservice re- 
cruiting records are retained for six months. These retentions are 
built into the computer system program with automatic software 
controlled deletions from the machine-readable record. 

System manager(s) and address: 

Chief; Management and Analysis Division, Directorate of Recruit- 
ing Operations, HQ United States Air Force Recruiting Service, 
Randolph Air Force Base, TX 78150. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Request must contain full name, and current mailing address. 

Record access procedures: 

Same as procedures for notification. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

The source of all records in the system are from automated system 
interfaces. 
Exemptions claimed for the system: 
None. 

F035 ATCH 

System name: 

Recruiting Research and Analysis System. 
System location: 

HQ United States Air Force Recruiting Service, Randolph . Air 
Force Base, TX 78150. 

Categories of individuals covered by the system: 

Air Force enlisted personnel entering active duty. Individuals 
tested and processed for Air Force enlistment. Potential Air Force 
enlistees qualified through the Armed Services Vocational Aptitude 
Battery (ASVAB) high school testing program. Applicants for the 
Officer Training School. Air Force active duty officer arid enlisted 
personnel. Air Force civilian personnel assigned to Recruiting Serv- 
ice. 

Categories of records in the system: 

Survey analysis records containing such items as SSN, biographical 
and opinion survey data, supervisor's ratings, achievement, aptitude, 
reading, vocational interest and adjustment and temperament invento- 
ry scores, Air Force tech training class score, statistics and trend 
analysis. 

Authority for maintenance of the system: 

10 use 503, Enlistments: Recruiting campaigns, and Air Training 
Command Regulation 33-2, Recruiting Procedures for the United 
States Air Force (Recruiting Service). 

Purpose(s): 

Research statistical reference file used , by HQ United States Air 
Force Recruiting Service. Specific uses are to: (1) Evaluate the 
quality of Air Force military personnel procured by Air Force Re- 
cruiting Service, (2) develop a more objective screening process for 
entry into recruiting duty, and (3) develop opinion-based recommen- 
dations for recruiting effort improvements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in file folders, computer products, and written 
reports. 

Retrievability: 
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Information is retrieved by Social Security Number (SSN), study 
control number or name to build statistical -files. 
Safeguards: 

File folders stored in file with lock. Computer records are phys- 
ically safeguarded by controlled access to the computer facility, and/ 
or stored in file with lock. Records are accessed through computer 
run scheduling arrangements by persons responsible for servicing the 
record system in performance of their official duties. Computer paper 
printouts and reports are distributed only to authorized users. '.' 

Retention and disposal: 

Records are retained until superseded, obsolete, no longer needed 
for reference, or on inactivation. They will then be destroyed by 
tearing into pieces, shredding, pulping, macerating, or degaussing. 

System manager(s) and address: 

Director of Marketing and Analysis, HQ United States Air Force 
Recruiting Service, Randolph Air Force Base, TX 78150. 

Notification procedure: ; 

Requests from individuals should be addressed to the System -Man- 
ager. Social Security Number and full name are required to deter- 
mine if the system contains a record relative to any specific individ- 
ual. Valid proof of identity is required. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from individuals, supervisors, from Air Force 
Technical Training Centers and from the Recruiting Activities Man- 
agement Support System (RAMSS). 

Exemptions claimed for the system: 

None. 

F035 ATC I 

System name: 

Status of Ineffective Recruiter. . 
System location: 

Headquarters Air Training Command (ATC) Deputy Chief of 
Staff for Personnel (DCS/P), Randolph Air Force Base, TX 78150- 
5001 and Headquarters -United States Air . Force Recruiting Service 
(USAFRS), Randolph Air Force Base, TX 78150-5421. 

CategoHes of individuals covered by the system: , 

Active duty ATC enlisted and officer recruiter personnel relieved 
from duty. 

Categories of records in the system: 

Individual military record containing active case data. 
' Authority for maintenance of the system:. 

10 U.S.C. 503, Enlistments: Recruiting Campaigns, and Air Train- 
ing Command Regulation 33-2, "Recruiting Procedures for the 
United States Air Force." ... 

Purpose(s): 

DCS/P and USAFRS use data to monitor relief actions. 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ^ 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Stored in 
locked building. ' 

Retention and disposal: 

Retained in office files for one year after annual cutoff, then 
destroyed. 
System manager(s) and address: 

Deputy Chief of Staff for Personnel, Randolph Air Force Base, 
TX 78150-5001. 



Notification procedure: 

Individuals seeking to determine whether this system of records, 
contains information about themselves should address written inquir- 
ies to the Deputy Chief of Staff for Personnel, Randolph Air Force 
Base, TX 78150-5001. * 

Record access procedures:. 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Deputy 
Chief of Staff for Personnel, Randolph Air Force Base, TX 78150- 
5001. • 

Contesting record procedures: . ' ' 

The Air Force's rules for accessing records and contesting con- 
tents and appealing initial, determinations by the. individual concerned 
are published in Air Force Regulation 12-35, 3^2 CFR part 806b, or 
may be obtained from the system manager. 

Record source categories: 

information is obtained from source documents, such as reports. 

Exemptions claimed for the system: 

None. 

F035 HC A 

System name: 
Chaplain Information Sheet. 
System location: . 

Office Chief of Chaplains, Headquarters United States Air Force, 
Washington, DC 20330. • 
Categories of individuals covered by the system: 
, Air Force active duty Chaplains.. 
Categories of records in the system: 

Names, addresses, phone numbers of Chaplain and two next of kin; 
permanent home address of record, name and mailing address of 
denominational endorsing agency 

Authority for maintenance of the system: ' 

10 use 8032, General duties, and 8067(g), Designation: Officers to 
perform certain professional functions (Chaplains). 
Purpose(s): 

Used by the Chief of Chaplains as single manager in maintaining 
pastoral contact with Chaplains. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' 

Maintained in note, books/binders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official . duties and stored in 
locked cabinets or rooms. , *. . 

Retention and disposal: 

Retained in office files until superseded, obsolete,' rip longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping," macerating, or burning. 

System manageKs) and address: 

Chief of Chaplains, Headquarters Uniteci States Air Force, Wash- 
ington, DC 20330 . 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager: 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and published in Air Force Regu- 
lation 12-35. ./ . 

Record source categories: 

Individual Chaplain. 
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Exemptions claimed for the system: 
None. 

F035 HCB 

System name: 

Chaplain Personnel Record. 
System location: 

Office of the Chief of Chaplains, Headquarters United States Air 
Force, Washington, DC 20330. 

Categories of individuals covered by the system: 

Air Force active duty and retired, and Air Force Reserve Chap- 
lains. 

Categories of records in the system: 

Chronological record of permanent change of station, promotion 
dates of rank, service schools • attended, permanent address, martial 
status, number of dependents, name, grade, SSN/service number. Air 
Force Specialty Code, religious denomination, date of birth, release 
date. 

Authority for maintenance of the system: 

10 use 8032, General duties, and 8067(g), Designation: Officers to 
perform certain professional functions (Chaplains). 
Purpose(s): 

To manage the Active Duty Chaplain force, to locate Marriage 
and Baptism Records through former Active Duty assignment 
records in cases of separated Chaplains when requested by former 
Parishoners. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files. 
Retrievabiiity: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and stored in 
locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces,, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief of Chaplains, Headquarters United States Air Force, Wash- 
ington, DC 20330. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and published in Air Force Regu- 
lation 12-35. 

Record source categories: ' 
Information obtained from automated system interfaces, from As- 
signment Action Documents and from individual member 
Exemptions claimed for the system: 
None. 

F035HCC 

System name: 

Chaplain Personnel Action Folder. 
System location: 

Headquarters United States Air Force, Washington, DC 20330. 
Categories of individuals covered by the system: 
Active Duty Chaplains. 
Categories of records in the system: 



This is a grouping of information for each United States Air Force 
(USAF) chaplain. Items of information in these folders included the 
following: Current official photograph, current career brief, summary 
of education. Officer Career Objective Statement, Chaplain Services 
Personnel Evaluation, copy of chaplain's Ecclesiastical Endorsement, 
copy of Appointment orders, copy of initial Extended Active Duty 
Orders, Application for Extended Active Duty with the United 
States Air Force USAF, Application for Appointment as Reserve of 
the; Air Force, student information sheets prepared while attending 
USAF Chaplain School Courses, copies of assignment action docu- 
ments, correspondence between the chaplains and Headquarters 
USAF/Chief of Chaplains and requests for special personnel actions 
and dispositions curtailments, etc. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and 8067(g), Designation: Officers to perform certain 
professional functions (Chaplains). 

Purpose(s): 

The documents maintained in these folders are utilized by the 
Resource Manager in Headquarters United States Air Force/Chief of 
Chaplains, Personnel Division for assignment selection of chaplains. 
Because of the necessity to insure an equitable denominational spread 
of chaplains on an installation and to insure the proper placement of 
specially qualified chaplains, it is necessary to maintain current infor- 
mation on each chaplain. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

' Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records may be 
disclosed to endorsing agents concerning the qualifications of their 
chaplains for continued duty as representatives of their denomina- 
tions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievabiiity: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system, and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained for 2 years after separation then destroyed by macerating 
or burning. 

System manager(s) and address: 

Chief of Chaplains, Headquarters United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Member's personnel action requests/preferences and information 
retrieved from the Advanced Personnel Data System (ADPS). 
Exemptions claimed for the system: 
None. 

F035 MPA 

System name: 

Files on General Officers and Colonels Assigned to General Offi- 
cer Position. 

System location: Headquarters, United States Air Force, Washing- 
ton, DC 20330. . 

Categories of individuals covered by the system: 
Reserve General Officers. 
Categories of records in the system: 
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File contains resume of civilian and military experience, corre- 
spbndence and orders, records Reserve participation, and listings 
with personnel data. Data includes: Name, grade, Social Security 
Number (SSN), date of birth, current address, telephone numbers, 
education, professional military education, and civilian occupation. 
An assignment folder is also used for initial review for a GO posi- 
tion. This file contains a copy of the Air Force (AF) Form 11, last 
five Officer Effectiveness Reports (OERs). When reviewed by the 
Chief of Air Force Reserve, a record of the personal interview and. 
assignment recommendations are included with the file. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

These documents are maintained for initial assignments, reassign- 
ment and participation of officers assigned to Reserve GO positions, 
and to determine qualifications for initial and continued assignment to 
Reserve GO positions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: ' 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and 
person(s) responsible for servicing the record system in performiance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms.. 

Retention and disposal: 

Files are maintained until no longer required for actions relating to 
the Reserve GO program and are then destroyed by tearing to 
pieces, shredding, pulping, macerating or burning. • 

System manager(s) and address: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force. 
Notification procedure: 
See exemption. 
Record access procedures: 
See exemption. 
Contesting record procedures: 

The Air Force access to records and for contesting and appealing 
initial determinations by the individual concerned -may be obtained 
from the System Manager and are published in Air Force Regulation 
12-35. 

Record source categories: 

Air Force forms, military personnel records, and correspondence 
generated or received in Personnel Division, Air Force Reserve, 
Headquarters United States Air Force (HQ USAF/REP). 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a(k)(7). For 
additional information, contact the System Manager. 

F035MPB 

System name: 

Statutory Tour Program. \ ' 

System location: 

Headquarters United States Air Force, Washington, DC 20330. Air 
Force Manpower and Personnel Center, Randolph Air Force Base, 
TX 78150. 

Categories of individuals covered by the system: 
Reserve Component Officers (United States Air Force Reserve/ 
Air National Guard United States) on Extended Active Duty. 
Categories of records in the system: 

Approval/Disapproval on original correspondence relating to the 
application (Air Force Form 125), Department of the Air Force 
Orders, Comments Director ANG, Chief of Air Force Reserve (AF/ 
RE) and Assistant Secretary of the Air Force for Manpower and 
Reserve Affairs, Deputy for Reserve Affairs SAF/MRR. 

Authority for maintenance of the system: 

10 USC Chapter 11, Reserve Components; Chapter 805, The Air 
Staff; Chapter 841, Active Duty; 32 USC Chapter 7, Service, Supply 



and Procurement, Section 708 - Regulatory Authority; implemented 
by Air Force Regulation 45-22, Reserve Component Representation. 
Purpose(s): 

Documentary support of tour applications; approval/disapproval; 
initiation, termination and extension of statutory tours; used as histor- 
ical reference not to exceed 2 years after tour termination; used by 
Air Force Manpower and Personnel Center/ Air Reserve Forces 
Advisor (CG/CR); used for AFMPC/CG/CR as record of approv- 
al/disapproval, authority to issue Department of the Air Force Spe- 
cial Orders (DAFSOs); by AF/RE, Director Air National Guard, 
National Guard Bureau NGB/CF and SAF/MRR as record of ap- 
proval/disapproval. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

' Records from this, system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their oflTicial duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms.. Con^ 
trolled entry building. 

Retention and disposal: 

Retained two years after completion of tour. Retained for two 
years after end of year in which the case was closed, then destroyed 
by tearing into pieces, shredding, pulping, macerating, or burning. 

System managers) and address: 

Chief of Air Force Reserve, Headquarters United States Air Force 
for USAFR component and Director ANG for ANGUS component. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individuar concerned may be 
obtained from the System Manager. 

Record source categories: 

Member's application and correspondence generated in transmis- 
sion and consideration of the application. 
Exemptions claimed for the system: 
None. 

F035 MPC B 

System name: 
Civilian/Military Service Review Board. 
System location: 

' Air Force Military Personnel Center, Randolph Air Force Base, 
TX 78150-6001. 
Categories of individuals covered by the system: 

Members of the Women's Air Force Service Pilots (a group of 
Federal Civilian employees attached to the United States Army Air 
Force during World War II), or any person in any other similarly 
situated group the members of which rendered service to the Armed 
Forces of the United States in a capacity considered civilian employ- 
ment or contractual service (or their survivors) as recognized under 
provisions of Pub. L. 95-202, 

Categories of records in the system: 

Case Files containing individual's name and Social Security 
Number, date of application and summary of the case through final 
decision by the Service Review Board. ■> 

Authority for maintenance of the system: 

Pub. L. 95-202, Women's Air Forces Service Pilots; as implement- 
ed by Air Force Regulation 30-45, Determination of Active Military 
Service and Discharge for Civilian or' Contractual Personnel. 
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Purpose(s): 

Case files are used by Service Review Board personnel to manage 
the collection of information requested by the applicant, to monitor 
the processing of each case through completion, and to respond to 
inquiries concerning the case. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: - 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Stored in secure building. 

Retention and disposal: 

Retained indefinitely. 

System managerCs) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph Air Force Base, TX 78150-6001. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining, access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Members' applications, supporting documents and certificates. 

Exemptions claimed for the system: 

None. 

F035MPCC 

System name: 
Chaplain Applicant Processing Folder. 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. 

Categories of individuals covered by the system: 

Chaplaincy applicants and Reserve Chaplains applying for active 
duty. 

Categories of records in the system: 

Forms used by the Air Force Manpower and Personnel Center 
(AFMPC) Command Chaplains Office in processing chaplains to 
active duty including: Application for Appointment as Reserve of the 
Air Force; Application for Extended Active Duty with the United 
States Air Force; United States Air Force (USAF) Drug Abuse 
Certificate; Statement of Personal History; National Agency Check 
Request; Report of Medical Examination; Report of Medical History; 
Fingerprint Card; Checklist for Chaplain Appointment; Ecclesiastical 
Endorsement; Certificate of Continuance of Ecclesiastical Endorse- 
ment; Certificate of Seminary Graduation and Ordination; Official 
Transcripts of College Education; Personal correspondence between 
resource manager and applicant regarding status of his application. 

Authority for maintenance of the system: 

10 use 8067, Designation: Officers to perform certain professional 
functions, and 8293, Commissioned officers; chaplains: Original ap- 
pointment; examination; as implemented by Air Force Regulation 36- 
15, Appointment in Commissioned Grades and Designation and As- 
signment in Professional categories - Reserve of the Air Force and 
United States Air Force (Temporary). 

Purpose(s):. 

The documents maintained in these transitory folders are used by 
the resource manager in processing chaplain applicants to active 
duty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system. Records 
are accessed by person(s) responsible for servicing the record system 
in performance of their official duties. Records are accessed- by 
authorized personnel who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Once applicant is accessed, forms are entered into the Master 
Personnel Records Group. If applicant does not qualify for appoint- 
ment, file is destroyed after one year. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individual's application. 

Exemptions claimed for the system: 

None. 

F035 MPC D 

System name: 

Correction of Military Record Card. 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. 

Categories of individuals covered by the system: 
Active and retired or discharged officers and airmen. Next of kin 
of deceased officers and airmen. 
Categories of records in the system: 

Summary of application for correction of records request followed 
through to its final decision by the appropriate correction board. 
Authority for maintenance of the system: 

10 use Chapter 79 - Correction of Military Records; as imple- 
mented by Air Force Regulation 31-3, Air Force Board for the 
Correction of Military Records. 

Purpose(s): 

To monitor application by member and cocase by the appropriate 
correction board. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer magnetic tapes, disks, or computer paper 
printouts, or microfiche. 

Retrievability: 

Filed by Social Security Number or Air Force Service Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly, screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms and 
computer system software. 

% 
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Retention and disposal: 

Maintained in computer system for two years after case completion 
then transferred to microfiche and maintained until no longer needed. 
The microfiche are then destroyed by pulping, macerating, burning, 
or tearing into pieces. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. ; ' • . • ^ 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. - 

Contesting record procedures: 

The Air Force's riiles for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager: 

Record source categories: ■ ^ 

Member's application, Master Personnel Records.' 

Exemptions claimed for the system: 

None. 

F035MPCE 

System name: 

Disability/ZNon-disability Retirements Records. 
System location: 

Air Force Military Personnel Center, Randolph Air Force Base, 
TX 78150-6001. • 

Categories of individuals covere^by the system: 

Copies of medical histories, Secretarial determinations, retirement 
forms, routine correspondence files, case files, microcomputer case 
files, disability retain folders, and Temporary Disability Retirement 
List (TDRL) data files. 

Categories of records in the system: 

Copies of medical histories. Secretarial determinations, retirement 
forms, routine correspondence files, case files, disability retain fold- 
ers, TDRL punch card data files. 

Authority for maintenance of the system: 

10 U.S.C. Chapter 36, Mandatory Retirement of Officers; Chapter 
59, Separation; Chapter 61, Retirement or Separation for Physical 
Disability; Chapter 63, Retirement for Age; Chapter 867, Retirement 
for Length of Service; as implemented by Air Force Regulation 35- 
4, Physical Evaluation for Retention, Retirement and Separation, and 
35-7, Service Retirements; and E.O. 9397. 

PurposeCs): 

To provide information on retirement cases and to allow appropri- 
ate case processing. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

.The "Blanket Routine Uses" that appear at the beginning of the 
Air Force's compilation of systems of records apply to this system.; 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . , 

Maintained in visible file binders/cabinets and in microcomputers. 
Retrievability: 

Retrieved by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Stored in secure building. Computer records are con- 
trolled by computer system manager. 

Retention and disposal: 

Correspondence files are retained for one year after end of calen- 
dar year case was closed or inquiry, responded to; disability retain 
files are retained for 90 days after case is finalized; microcomputer 
case files are maintained in a retired file indefinitely; case files are 
retired to Master Personnel Records Group when service and/or 
disability retirement action has been completed; TDRL correspond- 
ence files are destroyed when member is entered into the Headquar- 
ters Air Force (HAF) computer system. 

System manager(s) and address: 



Assistant Deputy Chief of Staff for Military Personniel, Randolph 
Air Force Base, TX 78150-6001. ' ' , V 

Notification procedure: ^ 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Assistant Deputy Chief of Staff for Military Personnel, 
Randolph Air Force Base, TX 7815(3-6001. 

Record access procedures: , . • 

Individuals seeking access to records about themselves contained in 
this system should address written inquiries to the Assistant Deputy 
Chief of Staff for Military Personnel, Randolph Air Force Base, TX 
78150-6001. 

Contesting record procedures: 
^ The Air Force's rules for accessing records and contesting con- 
tents and appealing initial determinations by the individual concerned 
are published in Air Force Regulation 12-35, 32 CFR part '806b, or 
may be obtained from the system manager. . , 

Record source categories: . 

Correspondence arid forms generated in Retirements Division (HQ 
AFMPC/MPCAR), military hospitals, HQ USAF Surgeon General 
(HQ USAF/SG), HQ AFMPC Surgeon (SG) Consolidated Base 
Personnel Offices and Major Air Commands, by the members them- 
selves, and by the general public or retirement-related matters. 

Exemptions claimed for the system: 

None. 

F035 MPCF 

System name: 

Health Education Records. 

System location: ' 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. ' ' 

Categories of individuals covered by the system: . . . *. 

AH airmen and officers of the United States Air Force (USAF) 
Medical Service who have applied for training and are in training 
and applied for training to Air Force Manpower arid Personnel 
Center/Medical Education Division (AFMPC/SGE). 

Categories of records in the system: 

Allied Health Selection Board Folders - Application for Officer 
School Training; Educational Transcripts; Chronological listings of 
work experience; Letters of recommendation; Specific test results: 
Scholastic Aptitude Test (SAT); Physician Extender Profile Exam 
(PEPE); Manual dexterity test; Grade point averages; Microfische: 
Officer Effectiveness Reports (OERs); Photo; Air Force Military 
Personnel Center (AFMPC) Rating Assessment Sheet for Physician 
Assistant Applicant; Consolidated Base Personnel Office (CBPO) let- 
ters: Prerequisite verifications; Counselings on Reenlistmerit limita- 
tions; Reenlistment/extension eligibility; Status of Unfavorable Infor- 
mation File (UIF) folder; Records Review Listing; Verification of 
Airman Qualifying Examination (AQE), Total Active Federal Mili- 
tary Service Date (TAFMSD), Date Eligible for Return from Over- 
seas (DEROiS), Projected assignment; Airman Performance Reports; 
Applicant Statements: Why training desired; Intent to extend/reen- 
list; Flying Class III Physical; General Information including Ex- 
tended Active Duty Date; Date of Rank; Passovers; Command; Base 
of assignment; Arrived on station; Marital status; Undergraduate 
Education Selection Folders - Application; Medical College Admis- 
sion Test (MCAT) scores; Letter of acceptance from an approved 
school; Dean's letter of recommendation; Transcript; Physical Exami- 
nation reports; Air Force Institute of Technology (AFIT) Selection 
Folders - Officer career brief; Letter of recommendation; Transcripts; 
Graduate Records Examination (GRE) and Admission Test for 
Graduate Study in Business (ATGSB) scores; Application for AFIT 
training; Physician Deferment Folder DPM Form 116 (Medical 
Corps (MC) Appointment Checklist); Field Personnel Record (Dupli- 
cate Copy); Application for Appointment in Reserves; Personnel 
Security Clearance; (Armed Forces Security Questionnaire);' DD 
Form 398 Personnel History Statement; Statement of Understanding 
for Appointment; Photograph; Request for delay for residency train- 
ing; Record of computer input; General correspondence with physi- 
cian/student; hospital agreement form; Transcripts (Pre-med and med 
school); Air Force Health Performance Scholarship . Program 
(AFHPSP) Service Obligation Agreement; Notification of selection 
for AFHPSP; Air Reserve Personnel Center (ARPC) orders (45-day 
active duty tour); Air Force Manpower and Personnel Center 
(AFMPC) Form 155 (Application for deferment for graduate medical 
education); Selection/ Non-selection for deferment letter; Certificate 
of medical school completion; Physical examination; Tendering of 
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resignation; Medical disqualification correspondence; Graduate Medi- 
cal Education Records - Application for sponsored training; AFMPC 
Form 131; Photograph; Transcripts; Letter of recommendation/eval- 
uation; Career motivation essay; Select/Non-select letters (accept- 
ance/declination); Assignment letter to Major Command 
(MAJCOM); Training reports; Memos for record; General corre- 
spondence with applicant/trainee; Faculty board 'proceedings; Resi- 
dency completion letter; Letters of resignation. 
Authority for maintenance of the system: 

10 use Chapter 105 - Armed Forces Health Professions Scholar- 
ship and 9301, Members of Air Force: Detail as students, observers, 
and investigators at educational institutions, industrial plants, and 
hospitals. 

Purpose(s): 

Used by the Medical Education Division, and Medical Education 
Selection Boards in selecting individuals of the medical service to 
attend undergraduate and graduate educational programs and techni- 
cal training. Such programs include undergraduate and graduate 
nurse education, medical school, residencies and fellowships for phy- 
sicians, and graduate education for Medical Service Corps (MSCs), 
BioMedical Service Corps (BSCs), residencies for dental officers, and 
Physician Assistant program for airmen. Another use of the system is 
to monitor the individuals progress in an educational program after 
selection until completion of their program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Allied Health Selection Board Folders and Undergraduate Educa- 
tion Selection Folders: Retained until selection board process is com- 
pleted; Air Force Institute of Technology (AFIT) Selection Folders: 
Information in folders is maintained for one year. Exception: Tran- 
scripts are used for period of two weeks then returned to AFIT. 
Physician Deferment Folders: Retained until the individual is called 
to active duty or separated from the Air Force (AF) Reserve. Grad- 
uate Medical Education Records: Retained until individual separates 
or retires from the Air Force. 

System manager(s) and address: 

Assistant Deputy Chief of Staff Personnel for Military Personnel, 
Randolph Air Force Base, TX. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Member's application. Supervisor's evaluation, master personnel 
records (board use only), Career Brief (board use only), transcripts, 
test scores, Deans' letters of recommendation, Standard Form (SF) 
88 and SF 93. 

Exemptions claimed for the system: 

None. 

F035 MPCG 

System name: 

Medical Officer Personnel Utilization Records; 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. 



Categories of individuals covered by the system: 
All Air Force active duty medical service officers. 
Categories of records in the system: 

Personnel Utilization records containing: Career briefs; Print-outs; 
Letters from individuals; Letters from Utilization Branch to individ- 
uals Letters concerning medical service education and training; Copy 
of application for Indefinite Reserve Status; Copy of request to join 
spouse; Copy of Specified Period of Time Contract (SPTC) requests; 
Copy Air Force Manpower and Personnel Center (AFMPC) Form 
8, Assignment/Actions Worksheet; Air Force Manpower and Per- 
sonnel Center (AFMPC) Form 138, Officer Reassignment; Memoran- 
dum of Oifficial Contact; Officer Career Objective Statement; Person- 
nel Action Request; Application for Appointment in the AF Reserve; 
Recall to Active Duty; Supplement to Application for Commission in 
the United States Air Force (US) Medical Services; Assignment 
Notification of Medical Service Officer; Constructive Credit Compu- 
tation; Personal Interview- USAF Nurse Application; Air Force In- 
stitute of Technology (AFIT) Education Plan; Messages; Department 
of Defense Notification of change in service members official 
records; Master Personnel Record Fiche; Training/Specialty Board 
Certification Records; Continuation Pay Contracts; Specialty Badge 
Award; Personnel Data Systems (PDS) transactions; Record of 
Office of Special Investigations (OSI) background checks; Resumes/ 
special applications. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 36-1, Officer 
Classification; Air Force Regulation , 36-4, Special Pay for Medical- 
Corps Officers; Air Force Regulation 36-5, Appointment of Officers 
in the Regular Air Force; Air Force Regulation 36-8, Continuation 
Pay for Dental Corps Officers; Air Force Regulation 36-20, Officer 
Assignments; Air Force Regulation 36-21, Selective Continuation 
Program; Air Force Regulation 36-51, Active Duty Service Commit- 
ments (PA); and Air Force Regulation 36-94, Specified Period of 
Time Contracts (SPTC) (PA). 

Purpose(s): 

Verify current assignment; verify history of application for: Tour 
extension, tour curtailment. Specified Period of Time Contract, In- 
definite Reserve Status, duty Air Force specialty code change, spe^ 
cial duty application, formal school application, change of assignment 
reporting dates, join spouse application; Use AF Form 24 for obtain- 
■ ing date of birth and place of birth when processing assignment to 
academy or other highly sensitive area of assignment; to hold mes- 
sages pertaining to assignment; to hold action notices and career 
briefs as a result of input from original office and any other office 
pertaining to an individual. This also includes career briefs and action 
notices from automatic actions (i.e., available assignment); pay com- 
putation; grade computation;, to provide background information to 
answer correspondence. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force, 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets, etc. 

Retrievability: 

Filed by name. . ^ 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files for six months after the individual termi- 
nates military service, then destroyed by tearing into pieces, shred- 
ding, pulping, macerating, or burning. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 
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Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Applications for appointment, letters written by individual or on 
individuals by others. Computer print-outs, forms completed by indi- 
viduals, Personnel Data Systems (PDS) transactions, other informa- 
tion pertinent to assignments or career development of the officer. 

Exemptions claimed for the system: 

None. 

F035MPCH 

System name: 

Medical Opinions on Board .for Correction of Military Records 
Cases (BCMR). ^ 
System location: 

AFMPC/SG, Randolph Air Force Base, TX 78150: 

Categories of individuals covered by the system: 

Files are maintained on individuals making application to the Air 
Force Board for Correction of Military Records on which a medical 
opinion has been rendered. 

Categories of records in the system: 

Contains a copy of the medical advisory opinion rendered on Air 
Force Board for Correction of Military Records. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and Chapter 79 - Correction of Military Records; as 
implemented by Air Force Regulation 31-3, Air Force Board for 
Correction of Military Records. 

PurposeCs): 

A historical reference, by name, to previous action taken regarding 
a specific BCMR application. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders in unlocked filing cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. 
Retention and disposal: 

Retained in office files for one year or until no longer needed for 
reference, then destroyed by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System manager(s) and address: 

AFMPC Surgeon, Randolph Air Force Base, TX 70148. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions. 

Exemptions claimed for the system: 

None. ' 
F035MPCI 

System name: 
Office File. 
System location: 



Headquarters, Air Force Military Personnel Center, Assistant for 
Colonels' Assignments (HQ AFMPC/MPCO), Randolph Air Force 
Base, TX 78150-6001. 

Categories of individuals covered by the system: 

All active duty colonels (grade 06) and former active duty colonels 
(grade 06), who have retired, and who have been retired for 90 days 
or less. 

Categories of records in the system: 

Official photograph; Air Force Form , 620, Colonel Resume; copies 
of correspondence generated by HQ AFMPC/MPCO pertaining to 
the subject of the file; correspondence received by HQ AFMPC/ 
MPCO pertaining to the subject of the file; memoranda of assign- 
ment, and related personnel actions contemplated/completed on the 
subject of the file. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force; powers and duties; 
delegation by; as implemented by Air Force Regulation 36-10, Offi- 
cer Evaluations. 

Purpose<s): 

Assignment considerations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record system 
notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets and rotary file bins 
(lectriever). 

Retrievability: 

Retrieved by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets of rooms. 

Retention and disposal: 

Retain until first anniversary of effective date of retirement/separa- 
tion from the USAF of the subject of the file, at which point the 
office file is destroyed by shredding. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Assistant for Colonels' Assign- 
ments, Randolph AFB, TX 78150-6001. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system should address written inquiries to 
the Assistant Deputy Chief of Staff/Assistant for Colonels' Assign- 
ments, Randolph AFB, TX 78150-6001. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written inquiries to the Assistant Deputy 
Chief of Staff/Assistant for Colonels' Assignments, Randolph AFB, 
TX 78150-6001. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the System Manager. 

Record source categories: 

Subject of the file; AFMPC/MPCO personnel; other Air Force 
and outside agency originators of correspondence relating to subject 
of the file, and any additional information which has/could have 
bearing on assignability of the subject. 

Exemptions claimed for the system: 

None. 

F035 MPC J 

System name: 

Airmen Utilization Records System. 
System location: 
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Headquarters United States Air Force, Washington, DC 20330. Air 
Force Manpower and Personnel Center, Randolph Air Force Base, 
TX 78150, 

Categories of individuals covered by the system: 

Enlisted personnel on active duty who request reassignment or 
deferment from assignment under the Children Have A Potential 
(CHAP) humanitarian programs; or are nominated or volunteer for 
special assignment; or request information or action through high 
level channels; or are restricted, along with their dependents, from 
assignment to certain oversea areas; or are subject to special assign- 
rnent procedures, such as: Reassignment of airmen with known defi- 
ciencies; reassignment of threatened airmen; disposition of airmen 
involved in disciplinary/legal problems en route to permanent change 
of station (PCS) assignment; or reassignment for trial; Curtailment of 
Oversea Tour for Cause or are permanently decertified from the 
Personnel Reliability Program and Master, Senior Master and Chief 
Master Sergeants on active duty in the Air Force who are consid- 
ered/selected for an assignment. Enlisted club stewards on active 
duty in the Air Force. 

Categories of records in the system: 

Documentation of oral and written dialogue with airmen regarding 
assignment actions; notification to airman of assignment; oral and 
written dialogue with commanders regarding assignment actions; pro- 
jected assignment actions; oral and written dialogue with Air Force 
multi-level functional managers regarding assignment actions; medi- 
cal, legal and financial factors related to humanitarian assignment 
actions; personal assignment preferences, assignment limitations; final 
and executed assignment actions; high level interest and official Air 
Force responses; legal and investigative information regarding assign- 
ment restrictions; reassignment of airmen with known deficiencies, or 
involved in disciplinary or legal problems, or for cause, or for per- 
sonal safety, or for convenience of litigation actions; permanent de- 
certification from the Personnel Reliability Program and extracts 
from the Personnel Data System (PDS); Airman Career Briefs; 
Airman Performance Reports and Education Data; senior NCO 
Academy selection files. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; Air Force .Regulation 35-99, Personnel Reliability Pro- 
gram,- and Air Force Regulation 39-11, Airman Assignments. 

Purpose(s): 

Used to provide senior noncommissioned officers (NCOs) with 
personalized assignment service and to provide tracking and back- 
ground data with which to reply to queries from the NCOs. Informa- 
tion is used by the PALACE Nonappropriated Fund resource man- 
ager to develop the career and broaden the experience of club stew- 
ards and to staff club steward assignment actions. Also used to staff 
assignments on those airmen who have applied for humanitarian - 
Children Have A Potential (CHAP) assignments; Used to track-select 
airmen for special assignments, to document responses to high-level 
inquiries and to provide the rationale for approving or disapproving 
a request for assignment. Used to document special assignment ac- 
tions to certain oversea areas and in those actions involving discipli- 
nary or legal problems, threatened airmen, airmen with known defi- 
ciencies, curtailment for cause and when reassignment is required for 
trial purposes. To monitor assignment restrictions on airmen decerti- 
fied from Personnel Reliability Program duties. 

' Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such lises: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms, pro- 
tected by guards and controlled by personnel screening and by visi- 
tor registers. 

Retention and disposal: 

Destroyed at the end of the calendar year or 18 months after final 
action on requests for humanitarian assignment, by tearing into 
pieces, shredding, pulping, macerating, or burning. 



System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Access Individual can obtain assistance in gaining access from the 
System Manager. Mailing addresses are in the Department of De- 
fense directory in the appendix to the Air Force*s systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information generated by the Air Force office of primary responsi- 
bility; from PDS by inquiry or action notice; law enforcement agen- 
cies; investigative agencies; or Air Staff inputs. 

Exemptions claimed for the system: 

None. 

F035 MFC K 

System name: 
Airman Promotion Historical Records. 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. 

Categories of individuals covered by the system: 

Active duty airmen in grades E-4 through E-8 at time of promo- 
tion consideration. 

Categories of records in the system: 

Microfiche files reflecting individual historical promotion data (up 
to, 1,200 characters) for a specific cycle which is no longer maintained 
within the automated personnel data system. Contains member identi- 
fication, promotion eligibility status, select/nonselect status, and criti- 
cal personnel data. Microfiche files for members in grades E-4 
through E-6 contain relative standing and weighted factor scores. 
Contains worksheets used to manually compute individual promotion 
status (select/nonselect) for the Weighted Airman Promotion System 
for those members not considered during the computerized selection 
process; master listings for each specified promotion cycle reflecting 
all members in the applicable grade and their specific status: Select, 
nonselect, nonweighable, or ineligible; and listing of promotion se- 
quence numbers assigned to all selectees for a specific cycle. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Manual 30-130, Base- 
Level Military Personnel System, and Air Force Manual 39-29, Pro^ 
motion of Airmen. 

Purpose(s): 

Used by Air Force Manpower Personnel Center/ Airman Promo- 
tion Division (AFMPC/MPCAW) as the master record of promotion 
status for a specified cycle. Used to respond to inquiries (including 
congressional inquiries), for Air Staff advisories to the Air Force 
Board for Correction of Military Records, to manage the Airman 
Promotion Program, to recreate promotion status, and to provide 
statistical data for official use. Used to provide supplemental promo- 
tion consideration and to research and/or correct promotion status 
for a previous cycle. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets, on computer paper 
printouts, and on microfiche. 
Retrievability: 

Filed by name or Social Security Number (SSN). Accessed manu- 
ally by cycle. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
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of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or secured 
building. , , 

Retention and disposal: 

Maintained for 10 years, computed from the date of the original 
selection process. Manual computation worksheets are maintained for 
one year and then select/nonselect data are listed on a roster which 
is maintained for an additional nine years. After the specified reten- 
tion period, the records are destroyed by tearing into pieces, shred- 
ding, pulping, macerating, or burning. 

System manager(s) and address: 

Assistant Deputy Chief of Staff, Manpower and Personnel for 
Military Personnel, Randolph Air Force Base, TX 78148. 
Notification procedure: 

Requests from individuals should be addressed to the. System Man- 
ager. The request should specify the applicable promotion cycle(s). 
• Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Data purged from the active interim eligible file (promotion file) 
which is a subsystem of the Personnel Data System. 
Exemptions claimed for the system: 
None. 

F035 MPCL 

System name: 

Historical Airman Promotion Master Test File (MTF). 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base. TX 78150. 

Categories of individuals covered by the system: 
Active duty airmen in grades E-4 through E-8. Air Force Reserve 
and Air National Guard airmen in grade E-7. 
Categories of records in the system: 

Contains historical Specialty Knowledge Test (SKT), Promotion 
Fitness Examination (PFE) and United States Air Force Supervisory 
Examination (USAFSE) data which is no longer maintained within 
the personnel data systems. Includes member identification, test iden- 
tification, date tested, score and item responses. • ^ 

Authority for maintenance of the system: 

10 use 80 12^ Secretary of the Air Force: Powers and duties; 
delegation by;, as implemented by Air Force Regulation 35-8, Air 
Force Military Personnel Testing System. • 

Purpose(s): 

Used by Air Force Manpower and Personnel Center/Airman Pro- 
motion Division (AFMPC/MPCAW) to research and/or correct 
promotion status for previous cycles. Data used to resolve inquiries, 
provide supplemental consideration, prepare Air Staff advisories to 
the Air Force Board for Correction of Military Records, and manage 
the Airman Promotion Program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records In the system:' 

Storage: * 

Maintained in visible file binders/cabinets and on microfiche. 
Retrievability: 

Filed by name or Social Security Number (SSN). • ' 
Safeguards: 

Records are stored in vaults. 
Retention and disposal: 

Maintained for 10 years computed from the date of the original 
selection process, then destroyed by tearing into pieces, shredding, 
pulping, macerating or burning. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78 1 50. 



Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: . 

• Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained frorri the System Manager. - , 

Record source categories: 

See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a (k) (6). For 
additional information, contact the System Manager. 

F035MPCN 

System name: 

Assignment Action File. , 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. 

Categories of individuals covered by the system: 
Active Duty Chaplains. 
Categories of records in the system: 

Forms used by the Air Force Manpower arid Personnel Center 
(AFMPC) Chaplain's Office for accession . and assignments of chap- 
lains on active duty and other chaplain personnel actions. They also 
contain information and actions pertaining to individuals in the areas 
of duty Air Force Specialty Code (AFSC) change requests, tour 
length change requests, humanitarian reassignments and copies of 
messages directing such actions. 

Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Forcie: Powers and duties; 
delegation by and 8067, Designation: Officers to perform certain 
professionail functions. Section 8012 and Chapter 805, The Air Staff, 
Section 8032; as implemented by Air Force Regulation 36-20^ Officer 
Assignments. 

Purpose(s): 

Records are used to answer requests for assignment changes, tour 
length changes, dlity AFSC requests, special assignment consider- 
ation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: - , / . 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. ' - , . 

Safeguards: 

Records are accessed by custodian of the record system and .by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: . . 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating,, or burning. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 

. Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: ■ / 

Individual can obtain assistance in gaining access from the System 
Manager. . -r ' 

Contesting record procedures: 
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The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Member's application and information retrieved from the Personnel 
Data System (PDS). 

Exemptions claimed for the system: 

None. 

F035MPCP 

System name: 
Recorder's Roster. 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150.. Washington National Records Center, Washington, 
DC 20409. 

Categories of individuals covered by the system: 

Records are maintained on all Air Force officers who are eligible 
for competitive consideration and officers considered for Regular Air 
Force appointment and Officers considered for involuntary separa- 
tion, CMSs considered for HYT and any other special board directed 
by the Secretary of the Air Force or the Chief of Staff. 

Categories of records in the system: 

Listing containing record number, name, Social Security Number, 
date of roster, program control number, component, competitive 
category, select/non-select status, FOR OFFICIAL USE ONLY 
statement and name and year of board. A' numerical/chronological 
listing of all changes to competitive file data base after initial build. 
Listing of special follow items/OPR letters. 

Authority for maintenance of the system: 

10 use 531, Original appointment, and 611, Convening of selec- 
tion boards; as implemented by Air Force Regulation 36-89, Promo- 
tion of Active Duty List Officers. 

Purpose(s): 

These records are used to determine whether individuals were 
considered by the convening board. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the- blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Records are accessed by identification of board of consideration 
and then by inverted Social Security Number of subject by competi- 
tive category. 

Safeguards: . 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in locked 
cabinets or rooms. 

Retention and disposal: 

The records are retained in the Selection Board Secretariat for five 
calendar years and then retired to the National Archives, Washing- 
ton, DC. 

System manageKs) and address: 

Assistant Deputy Chief of Staff, Personnel for Military Personnel, 
Randolph Air Force Base, TX 78148. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Request must include name, grade. Social Security 
Number, board identification, competitive category, and zone of con- 
sideration as applicable. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 



The information in these records is extracted from the Selection 
Board Support File, and from data compiled from individual board 
member inputs. 

Exemptions claimed for the system: 

None. 

F035MPCQ 

System name: 
Officer Utilization Records System. 
System location: 

Headquarters United States Air Force, Washington, DC 20330. Air 
Force Manpower and Personnel Center, Randolph Air Force Base, 
TX 78150. National Personner Records Center, Military Personnel 
Records, 9700 Page Boulevard, St. Louis, MO 63132. 

Categories of individuals covered by the system: 

Officer personnel on active duty who are eliminated from flying or 
technical training; or apply for separation or retirement prior to 
completion of their active duty service commitment (ADSC); or 
apply for accelerated entry on extended active duty (HAD); or are 
available for active duty; or are identified for special career monitor- 
ing; or are selected or volunteer for Air Staff training (ASTRA); or 
are selected for below the zone promotion to major and lieutenant 
colonel; or are former ASTRA officers below the grade of major and 
selectees, designees and attendees of Intermediate Service Schools 
(ISS) and Senior Service Schools (SSS); or are volunteers or are 
selected for the Air Force Institute of Technology (AFIT) or are 
designees, attendees and graduates of Squadron . Officers School 
(SOS), Academic Instructor Courses (AIC), ISS and SSS; or request 
reassignment or deferment from assignment under the Children Have 
A Potential (CHAP) Humanitarian Programs; or request information 
or action through Congressional sources; or apply or are being con- 
sidered for Air Staff extensions; or possess or are candidates for PHD 
degrees; or are the subject of a request to change their Duty Air 
Force Specialty Code (DAFSC); or apply for early release; or have 
attended AFIT education programs; or are AFIT graduates and 
request or are identified for a directed duty assignment; or are attend- 
ing or are recent graduates of Professional Military Education (PME) 
institutions; or apply for special duty per Chapter 8, Air Force 
Regulation 36-20; or apply for undergraduate pilot (UPT) or naviga- 
tor training (UNT); or apply for or are attending test pilot school; or 
apply for Officer School Training; or are former prisoners of war 
(POW) as a result of the Southeast Asia (SEA) conflict; or file 
reclamas regarding flying time computations in support of the avia- 
tion Career Incentive Act; or visit or write the Air Force Mianpower 
and Personnel Center (AFMPC)/Directorate of Personnel Resources 
and Distribution, Officer Career Management Division for career 
counselling; or are selected for assignment or reassignment; or are 
nominated for assignment or are currently assigned to agencies out- 
side the Air Force; or are permanently disqualified from the Human/ 
Personnel Reliability Programs (HRP/PRP); or are identified for 
special monitoring due to unique or special qualifications; or apply or 
are identified for levy exempt status; or Reserve officer personnel not 
on EAD who: Apply for accelerated entry on active duty; or Re- 
serve officers and Air Force Reserve Officers Training Corps who 
apply for reserve duty in lieu of extended active duty (EAD); on 
assignment who received late assignment notification. 

Categories of records in the system: 

Documentation of: Actions related to entry, including accelerated; 
on active duty, special career monitoring; actions related Air Staff 
Training (ASTRA) selectees or volunteers; special * assignments for 
individuals who demonstrate well above average performances; ac- 
tions of the AFIT Selection Board and disposition of AFIT applica- 
tions: Elimination actions accomplished by training activities; Reclas- 
sification actions following elimination from training; disposition of 
applications with justification for levy exempt status; Command com- 
ments regarding specific assignment actions; Recommendations re- 
garding retirement or separation prior to ADSC; Disposition of ap- 
plications for reserve duty in lieu of EAD; Individual career objec- 
tives, assignment preferences, limitations; Promotion board reports 
for major, lieutenant colonels and colonels; Medical, legal and finan- 
cial factors related to humanitarian assignment actions; Oral and 
written dialogue with officers regarding assignment actions; High 
level interest and official Air Force responses; Disposition of applica- 
tions for Air Staff tour .extensions with summary of findings; Award 
of PHD or pursuit of PHD degree; Request for, staffing of, and 
disposition of DAFSC changes; Staffing, Early Release Board action 
summaries and disposition of early release requests; Assignments of 
personnel who have attained advanced AFIT degrees; Directed duty 
assignments (DDA) considered because of AFIT education; Assign- 
ment considerations of PME students and graduates; Staffing and 
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other actions related to consideration of requests for special duty or 
UPT or UNT or Test Pilot School or Officer School Training; 
Assignment actions pertinent for former POW of the SEA conflict; 
Response to reclamas regarding flying time computations; Assign- 
ment and career development counselling actions; Assignment to 
Department of Defense and Joint Chiefs of Staff activities; Disqualifi- 
cation from HRP or PRP; Special monitoring actions of individuals 
with unique or special qualifications; and the following forms and 
documents: Air Force (AF) Form 112, Officer Counselling Data 
Card; AF Form 11, Officers Military Record; AF Form 215, Appli- 
cation for Officer Training; AF Form 2095, Assignment - Personnel 
Action; AFMPC Form 93, Assignment for AFIT Graduate; PDS 
extract related to flying or technical training, education, experience 
and other assignment factors; Assignment action cards; Assignment 
work sheets; Career Briefs; Officer Career Objective Statements; 
Tracking Log; Record of Assignment Action Number (AAN); As- 
signment Orders; Precision Measurement Equipment (PME) and spe- 
cial category summary forms; Background checks; Officer Palace 
Manning Report; Short Tour Return Date Roster; Eligible for Over- 
seas Roster; Officer Effectiveness Report; PDS Action Notices Re- 
garding Assignment Factors/Considerations on assignment who re- 
ceived late assignment notification. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by AFR 36-20, Officer Assignments. 
Purpose(s): 

To make a determination regarding the retention and/or reclassifi- 
cation of those officers eliminated from flying or technical training. 
To make a determination on requests for levy exempt status for 
officers who have been selected to perform duty on special projects 
and the individual or major command (MAJCOM) request that the 
individual be deferred from assignment selection. To make a determi- 
nation regarding applications for accelerated active duty and on 
applications for duty with the Air Force Reserves in lieu of extended 
active duty (EAD). The basis on which to make a recommendation 
to the Air Force Manpower and Personnel Center (AFMPC), Direc- 
torate of Personnel Program Actions (DPMA) regarding waiver of 
Active Duty Service Commitment (ADSC) for those officers who 
have applied for separation or retirement. To monitor and staff the 
initial assignment for officer accessions. To track those officers iden- 
tified for special career monitoring. To confirm that Air Staff Train- 
ing (ASTRA) volunteer status has been updated in the Personnel 
Data System (PDS), also used by Resource Managers to staff exten- 
sions of tour, curtailment of tour, Duty Air Force Specialty Code 
(DAFSC) changes and follow-on assignments. Used by career and 
Resource Managers to insure that officers who have demonstrated 
aboye average performance are considered for challenging and re- 
sponsible positions. Used by AFIT Selection Board to answer inquir- 
ies concerning the status of an application; to monitor officers cur- 
rently in AFIT; and to work extensions or program changes. Used to 
nominate and monitor officers for attendance at Intermediate and or 
Senior Service Schools. Data is also used to track graduates of the 
Squadron Officer School (SOS) and Academic Instructor Courses 
(AIC). To staff assignments on those individuals who have applied 
for humanitarian - CHAP assignments. To fully document the re- 
sponse to an inquiry and toprovide the rationale for approval or 
disapproval of a requested assignment: To staff and make a determi- 
nation regarding tour extensions. To monitor holders of doctorate 
degrees and candidates thereof to insure proper utilization of those 
officers holding doctorate degrees. To staff DAFSC change requests 
and to make a determination regarding retraining. To make a deter- 
mination by the. Early Release Board regarding an officer's request 
for early release. To monitor and or assign those officers possessing 
advanced AFIT degrees; action is essential for proper utilization of 
advanced degree holders. To make a determination regarding a Di- 
rected Duty Assignment (DDA) change on those officers who in- 
curred the DDA as a result of AFIT education. To monitor and staff 
assignments for Professional Military Education (PME) attendees and 
or graduates. To monitor and select officers for special duties. To 
monitor officers who have applied for undergraduate pilot and-or 
navigator training; used along with the master military personnel 
record in the selection process. To monitor officers who have ap- 
plied for and-or are currently attending Test Pilot School. To moni- 
tor officers who have applied for Officer School Training. To moni- 
tor the utilization of former prisoners of war of the Southeast Asia 
conflict. Used as backup reference for Aviation Career Incentive Act 
reclamas. To staff assignments and related actions. Used in the coun- 
selling of officers and as background reference documentation for 
visits of officers to the Air Force Manpower and Personnel Center 
(AFMPC) and for the response to correspondence between the offi- 
cer and the AFMPC Resource Manager. Data are used in the assign- 
ment selection process to insure fair and equitable assignment selec- 



tion. Additionally, the information and-or computer products are 
used to determine unique or specific qualifications for particular 
assignment. Used by resource teams to nominate officers for assign- 
ment to Department of Defense and Joint Chiefs of Staff activities 
outside the Air Force including release of military personnel records 
and data to those agencies. To monitor those officers disqualified 
from Human and-or Personnel Reliability Programs (HRP-PRP) 
duties. It is also used to insure these individuals are not placed in 
HRP-PRP positions. Officer assignment block records are used by 
the interested office to tract individual assignment actions. The 
blocks are also used in identifying individuals with unique or special 
qualifications. Used to determine if officers are receiving minimum 
assignment notification in accordance with established policy. , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrieyability: 

Filed by name, name.- 

Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screened' and cleared for need- 
to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Documentation records are destroyed after 12 months; or retained 
until officer leaves ASTRA program; or destroyed when superseded; 
or destroyed upon individual's completion of AFIT program or upon 
nonselection to AFIT whichever occurs first; or destroyed when 
officer is separated or retires; or destroyed 1 8 months after approval 
of CHAP request or 12 months after disapproval; or destroyed when 
officer completes Air Staff tour extension or after 12 months which- 
ever is longer; or destroyed after completion of DDA; or destroyed 
12 months after graduation from PME or Officer School Training; or 
destroyed when application for special duty is withdrawn; or de- 
stroyed after completion of UPT/UNT or when eligibility for train- 
ing expires; or destroyed 3 months after graduation from Test Pilot 
School; or POW records will be retired to a permanent storage 
facility on January 1, 1977; or destroyed when Departmental or Joint 
activity tour is completed; or retained permanently if related to 
HRP/PRP disqualification but not after separation. Methods of de- 
struction are burning, pulping, shredding, macerating, or tearing into 
small bits. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, .TX 78150. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

PpS inquiries or action notices; Information generated by the Air 
Force multi-level offices of primary responsibility; Extracts or copies 
of military personnel records; Air Staff inputs. 

Exemptions claimed for the system: 

None. • 

F035 MFC R 

System name: 

Air Force Personnel Test 851, Test Answer Sheets. 
System location: 

Air Force Military Personnel Center, Randolph AFB, TX 78150- 
6001, 

Categories of individuals covered by the system: 
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Active duty airmen in grades E-4 through E-8. Air Force Reserve 
and Air National Guard airmen in grade E-7. 
Categories of records in the system: 

Item responses (answers) for Specialty Knowledge Tests (SKT), 
Promotion Fitness Examinations (PFE) and United States Air Force 
Supervisory Examinations (USAFSE). 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 35-8, Air 
Force Military Personnel Testing System, Chapters 14, 15, and 16. 

Purpose(s): 

Used by Air Force Military Personnel Center/Airman Promotion 
Branch (AFMPC/DPMAJW) to score tests. The percent correct 
score on the SKT, PFE, and USAFSE, are weighted factors in the 
the Weighted Airman Promotion System (WAPSj to advance airmen 
(E-4 to E-8) to the next higher enlisted grade. The percentile score 
on the 9-level upgrade exam is used as an eligibility criterion for 
promotion to grade E-8 and award of the superintendent (9) Air 
Force Specialty Code (AFSC) skill level, for ANG and AFRES. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Filed by Electronic Scanner Index Number (cross-referenced to 
Social Security Number (SSN)). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in vaults. 

Retention and disposal: 

Maintained for 12 months following completion of promotion 
cycle for which member was tested, then destroyed by burning or 
shredding. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph AFB TX. 

Notification procedure: 

See Exemption. 

Record access procedures: 

See Exemption, 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a >(k)(6). For 
additional information, contact the System Manager. 

F035 MFC S 

System name: 
Aviation Service Branch File. 
System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. 

Categories of individuals covered by the system: 

Active and Inactive Officers and Airmen concerning any qualifica- 
tion/disqualification for aviation service action and determination of 
eligibility for aero badges. 

Categories of records in the system: 

Air Force members: Rated officers removed from or returned to 
flying status. Officers granted United States Air Force (USAF) aero- 
nautical rating as a result of aeronautical rating boards; Nonrated 
members, officer and. enlisted, who request action or consideration 
for flying status. 

Authority for maintenance of the system: 



10 USC 8691; as implemented by Air Force Regulation 35-5, 
Parachutists, Air Force Regulation 35-13, Aviation Service, Aeronau- 
tical Ratings, and Badges, and 35-42, Missile Badge. 

Purpose(s): 

Response to inquiry by an individual or an intermediary; such as 
legal counsel through judicial action or the Secretary of the Air 
Force Board for Correction of Military Records (SAF/BCMR), 
Member of Congress, a high ranking official such as the Secretary of 
the Air Force, Chief of Staff, United States Air Force, Air Force 
Deputy Chief of Staff/Manpower and Personnel, Air Force Assistant 
Deputy Chief of Staff/Manpower and Personnel for Military Person- 
nel; wherein a rated officer is returned to or removed from flying 
status, the record is reviewed within Officer Career Management 
Division, Air Force Manpower and Personnel Center for assignment 
determination action. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Filed by name. Each card lists the nature of the action and in- 
cludes a cross reference showing the subject file containing the 
record of correspondence. The card file is a 'finder* index used to 
facilitate/expedite location of records pertaining to an individual and 
as source of statistical data. 

Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screenied and cleared for need- 
to-know. Records are stored in cabinets. 

Retention and disposal: 

Retained in office files until no longer needed, then destroyed by 
tearing into pieces, shredding, pulping, macerating, or burning. 
System manager(s) and address: 

Assistant Deputy Chief of. Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 

Notification procedure: 

Requests from individuals should be addressed to. the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Correspondence generated at base level. Major Air Command or 
Air Staff Level. 

Exemptions claimed for the system: 
None. 

F035 MFC U 

System name: 

Separation Case Files (Officer and Airman). 
System location: 

Air Force Military Personnel Center, Randolph AFB, TX 78150- 
6001. National Personnel Records Center, Military Personnel 
Records, 9700 Page Boulevard, St. Louis, MO 63132-5000. Air Re- 
serve Personnel Center, Denver, CO 80280-5000. Duplicate copies 
may be retained temporarily at each level requiring review or action 
on the case. 

Categories of individuals covered by the system: 

Officers and airmen who have requested voluntary separation, who 
have been recommended or identified for involuntary separation 
under 10 USC 617(b) (including Reserve officers as a matter of Air 
Force Policy). Individuals who, under Pub.L. 95-202, Sec 401, have 
requested review of service performed with the Army Air Force or 
U.S. Air Force to determine if such service was equivalent to *active 
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duty* for purposes of laws admjnistered by the Veteran's Administra- 
tion. ■■ ' ■ 

Categories of records in the system: 

Member's application, letter from commander initiating separation 
action with indorsements, supporting documents, and record of final 
action taken. If congressional inquiry involved, request for informa- 
tion and reply provided is also filed by those offices involved.' 

Authority for maintenance of the system: 

10 use Chapter 59i Separations, 10 USC Chapter 36,. Promotion, 
Separation iand Involuntary Retirement of Officer on the Active- 
Duty List, Chapter 60, Separation of Regular Officers for.Substand- 
ard Performance of Duty of for Certain Other Reasons, and 38 USC, 
Veteran's Benefits; as implemented by Air Force Regulation 36-2, 
Administrative Discharge Procedures (For Sub-standard Perform- 
ance of Duty, Misconduct, Moral or Professional Dereliction, or in 
the Interest of National Security); 36-12, Administrative Separation 
of Commissioned Officers; and 39-10, Administrative Separation of 
Airmen. . 

Purpose(s): 

The original document is retained as a permanent record of action 
taken. ,The duplicate copies are retained to provide a temporary 
record of actions being taken for responding to inquiries concerning 
the status of a particular case. Occasionally, a case file is retained as a 
precedence file for later reference in revising separation directives. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records 'from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Individual case 
files may also be released to a governmental body or agency or 
health care professional society or organization if such record is 
needed to perform licensing or professional standards monitoring 
related to credentialed health care practitioners or licensed, . noncre- 
dentialed health care personnel who are or were formerly members 
of the Armed Forces. Case files may also be released to medical 
institutions or organizations wherein such member has applied for or 
been granted authority or emiiloyment to provide health care serv- 
ices if such record is needed to assess the professional qualifications 
of such member. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in' the system: - 
Storage: 

Maintained' in visible file binders/cabinets. . ' 
Retrievability: 

Filed by name. At National Personnel Records Center. Caises and 
correspondence are filed \yith Master Personnel Re.cords. Transitory 
copies are filed alphabetically by general subject categories, i.e., 
involuntary officer separations, involuntary airman separations, etc. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are propeirly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. File 
cabinets and power files are secured during non-duty hours. 

Retention and disposal: 

Master copies are retained permanently. Temporary files are dis- 
posed of within three years after final action is .taken. Files are 
disposed of by shredding. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph AFB TX 78 1 50-6001 . 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. * • 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 
r Record source categories: 

Member's application, correspondence frorri unit commander's initi- 
ating separation action. • 

Exemptions claimed for the system: , 

None. .... 



F035 RE A . , 

System name: 

Personnel Files on Statutory Tour Officers. . ; *^ 

; System location: > 

Personnel Division, Office of Air Force Reserve (AF/REP), HQ 
USAF, Washington, DC 20330. Air Force Military Personnel Center 
(DPMYR), Randolph AFB, TX 78148 (USAFR and ANG Person- 
nel). . ... . 

Categories .of individuals covered by the system: 

United States Air Force Reserve Officers applying for or selected 
for assignment as statutory tour officer. 

Categories of records in the system: 

Application for extended active duty with United States Air Force, 
military career brief, resume of prior military and civilian experience, 
officer- effectiveness report overall rating, correspondence and special 
orders relative to the tour. 

Authority for maintenance of the system: ' 

10 USC 265i Policies and , regulations: Participation of reserve 
officers in preparation and administration. 
Purpose(s): 

Documentary support of tour applications; approval/disapproval; 
initiation, termination and extension of statutory tours; historical ref- 
erence not to exceed two years after tour termination; used by Air 
Force Manpower and Personnel Center/Assistant for Personnel 
Plans, Programs and Analysis, Reserve Forces Division (AFMPC/ 
DPMYR); used for AFMPC/DPMYR as record of approval/disap- 
proval, authority to issue Department of the Air Force Special 
Orders (DAFSOs); by Office of the Air Force Reserve (AF/RE), 
Director Air National Guard, National Guard Bureau (NGB/CF) 
and SAF/MRR as record of approval/disapproval. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: • ' ' 

Maintained in file folders. 

Retrievability: 

Filed by. name. 

Safeguards: . 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know and stored in security file 
containers/cabinets. * ' . 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shreddiiig, pulping^ macerating, or 
burning. . • * • 

System manageKs) 'and address: 

Chief of Air Force Reserve, Headqiiartisrs United States Air 
Force, Washington, DC 20330. : , ' 

Notification procedure: • 

Requests from individuals should be addressed to 'the System Man- 
ager. Jnclude full name and Social Security Number. Individuals may 
visit the Personnel Division, Office of Air Force Reserve, Pentagon, 
Washington, DC 20330. Military identification card or driver's li- 
cense required for identification. * 

Record access procedures: 

Individual can obtain assistance in gaining' access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's. systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records :and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
-Regulation 12-35. 

Record source categories: 

Information obtained from source documents such as reports. 
. Exemptions claimed for the system: 
None. ' • 

F035 RE B 

System name: 
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Files on Reserve General Officers; Colonels Assigned to General 
Officer Positions. 

System location: 

Headquarters United States Air Force, Washington, DC 20330 and 
Personnel Division Office of Air Force Reserve, 

Categories of individuals covered by the system: ' 

United States Air Force Reserve General Officers and Colonels 
assigned to General Officer positions. 

Categories of records in the system: 

Resume of prior military and civilian experience, correspondence 
and Special Orders, Record of Reserve participation, personnel data 
listings, last five officer effectiveness reports, record of personal 
interview and assignment recommendation made by Chief, Air Force 
Reserve. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

To determine qualifications for initial/continued assignment to 
General Officer positions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

iStorage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in securi- 
ty file containers/cabinets. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Chief of Air Force Reserve, Headquarters United States Air 
Force, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Full name and Social Security Number must be provided. 
Individuals may visit the Personnel Division Office of Air Force 
Reserve, Pentagon, Washington, DC 20330. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from source documents such as reports from 
individual officers, and from personnel records. 
Exemptions claimed for the system: 

None. - ' 

F035 SAC B 

System name: 

Officer Involuntary Administrative Separation File. 
System location: 

Headquarters Strategic Air Command (SAC), Deputy Chief of 
Staff, Personnel, Quality Control Branch (DAPP)), Offutt AFB. NE 
68113-5001. ■ • . 

Categories of individuals covered by the system: 

Present Air Force active duty officers assigned to the Strategic Air 
Command who have Air Force Regulation (AFR) 36-2 action pend- 
ing or are resigning in lieu of court-martial. 

Categories of records in the system: 



SAC officers involuntary administrative separation discharge case 
file. 

Authority for maintenance of the system: 

10 use Chapter 859, Separation from Regular Air Force for 
Substandard Performance of Duty; and Chapter 860, Separation from 
Regular Air Force for Moral or Professional Dereliction or in the 
Interest of National Security; AFR 36-2, Administrative Discharge 
Procedures (For Substandard Performance of Duty, Misconduct, 
Moral or Professional Dereliction or in the Interest of National 
Security) and AFR 36-12, Administrative Separation of Commis- 
sioned Officers. 

Purpose(s): 

The users are Strategic Air Command commander and his staff 
who exercise decision authority in the processing and determination 
of the officer involuntary separation actions. HQ SAC personnel use 
these files to process administrative discharge cases of officers as- 
signed to Strategic Air Command. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such .uses: 

Records, from this system of records may ba yiof the or any of the 
blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual; maintained in paper files. 
Retrievability: 

Filed by name and type of pending discharge action. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly identified and cleared for 
need-to-know. Records are stored in locked cabinets in. a locked 
room. 

Retention and disposal: 

Records are retained in the office files for 90 days after the effec- 
tive date of the officer's discharge, or if the officer is not discharged, 
for one year after the cut-off date. 

System manager(s) and address: 

Chief, Quality Force Management Division, DCS/Personnel, HQ 
SAC/DPAA, Offutt AFB, NE 68113-5001. 
Notification procedure: 

Request from individuals for records should be addressed to the 
Chief, Quality Force Management Division, DCS/Personnel, HQ 
SAC/DPAA, Offutt AFB, NE 68113-5001. Specific information re- 
quired to determine if there are records of the individual in the 
system must include the member's full name, military status, and 
grade, SSN, or service number. Visiting personnel must show posi- 
tive proof of identity by providing a military ID card, a valid state 
driver's license, and two nationally recognized means of identifica- 
tion. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. The mailing address is in the Department of Defense Di- 
rectory in the appendix to the Air Force systems notice. 

Contesting record procedures: 

The Air Force rules for contesting contents and for appealing 
initial determination are found in the Air Force Regulation 12-35. 
Record source categories: 

Information obtained from automated systems interfaces: Source 
documents (such as reports) prepared on behalf of the Air Force by 
boards, committees, and individuals; the member's commanders' 
Chief, Quality Force Management; consolidatied Base Personnel 
Office; and the SAC Staff Judge' Advocate office. . 

Exemptions claimed for the system: ' 

None. 

F035 SAC C 

System name: 

Public Affairs Personnel Background Record. 
System location: 

Public Affairs (PA) offices at Headquarters Strategic Air Com- 
mand (SAC/PA), Headquarters 8th Air Force (HQ 8 AF/PA), 
Headquarters 15th Air Force (HQ 15 AF/PA), and SAC bases (PA). 
Official mailing addresses are in the Air Force Address Directory. 
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Categories of individuals covered by the system: 
Public Affairs and administrative personnel currently assigned to 
Public Affairs offices at SAC bases. 
Categories of records in the system: 

Name, rank, SSN, photograph, dates of rank, date of separation, 
assignment history, and military and civilian schooling degrees. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and Air Force Regulation (AFR) 190-1, Public Affairs 
Policies and Procedures, SAC Supplement. 

Purpose(s): 

Used by Public Affairs functional managers as a locator and to 
determine degree, scope and level of experience of Public Affairs 
personnel for assignment purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual; maintained in paper files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored ifi file 
cabinets in locked offices. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Director of Public Affairs at all SAC bases. 
Notification procedure:' 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Official mailing addresses are listed in the appendix to the 
Air Force Systems Notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Basic information and changes are received directly from the indi- 
vidual. 

Exemptions claimed for the system: 

None. 

F035 SAFCB A 

System name: 

Military Records Processed by the Air Force Correction Board. 
System location: 

Office of the Secretary of the Air Force, Washington, DC 20330; 
Washington National Records Center, Suitland, MD. 

Categories of individuals covered by the system: 

All members or former members of the Air Force; Army Air. 
Forces, Air Corps, United States Army; Air Service, United States 
Navy; and Aviation Section, Signal Corps, United States Army, who 
have applied to the Air Force Board for the Correction of Military 
Records (SAFCB) 

Categories of records in the system: 

Case folders consist of applications to SAFCB, with supporting 
evidence, staff advisory opinions and final determinations. 
Authority for maintenance of the system: 
10 use Chapter 79 - Correction of Military Records. 
Purpose(s): 

Case folders are permanent records of all applications and are 
subjected to review only by an applicant and/or his designated repre- 
sentative, the SAFCB and the Secretary of the Air Force. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are accessed by authorized personnel 
who are properly screened and cleared for need-to-know. 

Retention and disposal: 

Case folders are maintained within SAFCB semi-annually. 
System manager(s) and address: 

Executive Secretary, SAFCB, ' Headquarters United States Air 
Force, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Request for review must provide applicant's full name, service 
number, and SAFCB docket number (if known). Reviews are held in 
Suite 201, 1745 Jefferson Davis Hwy, Arlington, VA., between the 
hours of 0900 to 1600. An applicant must present a personal identifi- 
cation document. A designated representative must present a letter of 
authorization from the applicant. 

Record access procedures: 

Request for access may be obtained by letter addressed to the 
Executive Secretary, SAFCB, Headquarters United States Air Force, 
>yashington, DC 20330. 

Contesting record procedures:. 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information is obtained from applicants. Air Force offices and/or 
other Government agencies. 
Exemptions claimed for the system: 
None. 

F035 SAFPAA 

System name: 

Mobilization Augmentee Training Folders. 
System location: 

Office for Plans and Resources, Secretary of the Air Force Office 
of Public Affairs (SAF/PAX), Room 5C941, The Pentagon, Wash- 
ington, DC 20330; Washington National Records Center, Washing- 
ton, DC 20409. 

Categories of individuals covered by the system: 

Members of the Air Force Reserve assigned to Mobilization Aug- 
mentation (MA) positions within the Secretary of the Air Force 
Office of Public Affairs. 

Categories of records in the system: 

Applications for mobilization augmentee status, training, or assign- 
ment; orders to training , or active duty- training completion certifi- 
cates; pertinent cori-espondence. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Serves as a training record for, 'Participation and Assignment 
Within the Reserve Components;* used by supervisory personnel to 
determine eligibility for promotion or reassignment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
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Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in safes. 

Retention and disposal: 

Retained in office files for two years after the individual completes 
or discontinues a training course, then retired to Washington Nation- 
al Records Center, Washington DC 20409, and, after 28 additional 
years, they are then destroyed by tearing into pieces, shredding, 
pulpmg, macerating, or burning. 

System inanager(s) and address: 

Director of Public Affairs, Office of the Secretary of the Air 
Force (SAF/PA), Washington, DC 20330 
Notification procedure: 

Requests from individuals should be addressed to the A Assistant 
for Reserve Affairs, Secretary of the Air Force Office of Public 
Affairs (SAF/PAX), Room 5C941, The Pentagon, Washington, DC 
20330, telephone (202) 697-6702. Individuals inquiring by mail should 
furnish their name and service number. Individuals making personal 
visits to the Office for Plans and Resources should have in their 
possession a valid identification card (DD Form 2AF(RES). 

Record access procedures: 

Individuals can obtain assistance in gaining access by contacting 
the Reserve Forces Liaison Officer, Office for Resources and 
Projects, Secretary of the Air Force Office of Public Affairs (SAF/ 
PAX) Washington, DC 20330. . . 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may. be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from source documents such as reports. 

Exemptions claimed for the system: 

None. 

F035SAFPCA 

System name: 
Air Force Discharge Review Board Retain Files. 
System location: 

Office of the Secretary of the Air Force, Washington, DC 20330. 
Categories of individuals covered by the system: 
Former Air Force Personnel who submit applications for review 
of discharge/separation/dismissal. 
Categories of records in the system: 

Copies of correspondence between, applicant and Discharge 
Review Board; duplicates of summary of board proceedings and 
summary of applicant's military record; and miscellaneous control 
records. 

Authority for maintenance of the system: 

10 use 1553, Review of discharge or dismissal. 

Purpose(s): 

Used by the Air Force Discharge Review Board as a temporary 
reference file. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name, Social Security Number (SSN) or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-kriow. Records are stored in safes. 



Retention and disposal: 

Retained in office files for one year from date of hearing and then 
destroyed by burning or shredding. 
System manager(s) and address: 

Director, Secretary of the Air Force Personnel Council, Washing- 
ton, DC 20330.. . . 
Notificiation {irocedure: 

Requests from individuals should be addressed to the System Man- 
ager. Written requests should contain the full name; service number 
and Social Security Number of the requester. Personal visits may be 
made to room 200, 1745 Jefferson Davis Hwy, Arlington, VA. Visi- 
tors must supply full name, service number, Social Security Number 
and some form of identification* such as driver's license. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 
Individual's military personnel record. 
Exemptions claimed for the system: 
None. 

F035 SAFPCB 

System name: 

Air Force Discharge Review Board Original Case Files. 
System location: 

National Personnel Records Center, Military Personnel Records, 
9700 Page Boulevard, St. Louis, MO 63132. 

Categories of individuals covered by the system: 

Former Air Force Personnel who submit applications for review 
of discharge/ separation/dismissal. 

Categories of records in the system: 

Original copy of summary of board proceedings, individual's appli- 
cation form, order appointing Discharge Review Board ''members, 
summary of applicant's military personnel record, correspondence 
between applicant and Discharge Review Board and magnetic re- 
cording of hearing (if required). 

Authority for maintenance of the system: 

10 use 1553, Review of discharge or dismissal. 

Purpose(s): 

Documents are created and placed in the applicant's military per- 
sonnel file as a permanent record of the Board's action in the per- 
formance of its statutory function. Files are used by the Air Force 
Manpower and Personnel Center to create new discharge documents 
if required and to notify the applicant of the outcome of his or her 
case. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and recording. 
Retrievability: 

Filed by name. Social Security Number (SSN) or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms and 
controlled by personnel screening. 

Retention and disposal: 

Retained permanently at the National Personnel Records Center 
(Military Personnel Records), 9700 Page Blvd., St Louis, MO 63132. 
System manager(s) and address: 

Director, Secretary of the Air Force Personnel Council, Washing- 
ton, DC 20030. 
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Notification procedurer 

Requests from individuals should be addressed to the System Man- 
ager. Written requests should contain the full name service number 
and Social Security Number of the requester. Personal visits may be 
made to room 200, 1745 Jefferson Davis Hwy, Arlington, VA. Visi- 
tors must supply full name, service number, Social Security Number 
and some form of identification such as driver's license, credit cards, 
etc. 

Record access procedures: , . 

Individual can obtain assistance in gaining access from the System 
Manager. • . . • ,. / 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and. are published in Air Force 
Regulation 12-35. 

Record source categories: 
Individual's military personnel record. 
Exemptions claimed for the. system: 
None. 

F035 SAFPC C 

System name: 
Air Force Discharge Review Board VotingvCards.- 
System location: 

Office of the Secretary of the Air Force, Washington, DC 20330. 
Categories of individuals covered by the system: 
Former Air Force Personnel who submit applications for review 
of discharge/separation/dismissal. 
Categories of records in the system: 
Voting cards. ; . 

Authority for maintenance of the system: 
10 use 1553, Review of Discharge or Dismissal. 
Purpose(s): 

Used by the Air Force Discharge Review Board to record votes 
of board members on individual cases. 

- Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be. disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

storage: 

Maintained in card files. 
Retrievability: 

. Filed by name, .Social Security . Number (SSN) or Military Service 
Number. J ' 
Safeguards: 

Records are accessed by custodian of the record system and, by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files for one year Jrom date of hearing and then 
destroyed by burning or shredding. 
System manager(s) and address: 

Director, Secretary of the Air Force Personnel Council, Washing- 
ton, DC 20330. 

Notification procedure: _ 
Requests from individuals should be addressed to the System Man- 
ager. Written requests should contain the full name and Military 
Service Number or Social Security Number of the requester. Person- 
al visits may be made to room 200, 1745 Jefferson Davis Hwy, 
Arlington, VA.' Personal visitors must supply full name and Military 
Service Number or Social Security Nurhber and some form of identi- 
fication such as driver's license, credit cards, etc. 
Record access procedures: 

Individual can obtain assistance in gaining access fronii the System 
Manager. , " ' 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 



obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Individual's military personnel record. 

Exemptions claimed for the system: 

None. 

F035 SAFPC D ' 

System name: 

Air Force Discharge Review Board Case Control/Locator Cards. 
System location: 

Air Force Manpower and . Personnel Center, Randolph Air Force 
Base, TX 78150. 

Categories of individuals covered by the system: 

Former Air Force personnel who submit applications for review of 
discharge/separation/dismissal. - 

Categories of records in the system: 

Case control/locator cards: 

Authority for maintenance of the system: \ 

10 Use 15'53; Review of discharge or dismissal, . 

Purpose(s): 

Used by personnel at the Air Force Manpower arid Personnel 
Center who are responsible for servicing the Air Force Discharge 
Review Board to keep track of cases and to record the, daily activity 
relating to each case. . 

Routine uses: of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: • 

Maintained in card files. 

Retrievability: 

Filed by name, Social Security Number (SSN) or Military Service 
Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are controlled by personnel screening. 

Retention and disposal: 

Retained permanently at the Air . Force Manpower and . Personnel 
Center. r . 

System manager(s) and address: 

Director, Secretary of the Air Force Personnel Council, Washing- 
ton, DC 20330. ^ . ^ : , , 
Notification procedure: < • 

Written requests should be addressed to: AFMPG/DPMDRAl, 
Randolph Air Force Base, TX 78150. Such requests should contain 
individual's full name and Military Service Number or Social Securi- 
ty Number. Personal visits may be made to the Air Fofce Manpower 
and Personnel Center, Systems Management Division, Randolph Air 
Force Base, TX. Visitors must supply their full name and Military 
Service Number or Social Security Number and provide some form 
of identification such as driver's license or credit card. 

-Record access' procedures: 

Individual can obtain access from the System Manager. 
Contesting record procedures:. 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. ... 

Record source categories: 

Individual's application form and military peirsonnel rec6i-d. 
Exemptions claimed for the system: r 
None. 

F035 SG A 
System name: ' ./ 

Application for Aeronautical Rating (Senior and. Chief Flight Sur- 
geon). 
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System location: 

The Aerospace Medical Consultants Division, Air Force Medical 
Service Center (AFMSC/SGPA), Brooks AFB, TX 78235. 
Categories of individuals covered by the system: 

Air Force Flight Surgeons applying for Senior/Chief Flight Sur- 
geon Rating. ^ 

Categories of records in the system: Individual application, summa- 
ry of contributions to the Aerospace Medicine Program, date of 
previous ratings, number of flying hours, and written professional 
examination (multiple choice type) if applicant is not a graduate of ' 
the Residency in Aerospace Medicine. 

Authority for. maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties- 
delegation by and 8067(0, Designation: Officers to perform certain 
professional functions. 

Purpose(s): 

y^^?. ^^*Sht Medicine, Aerospace Consultant Division 

and Chief, Aerospace Medicine Division, Office of the Surgeon Gen- 
eral to determine professional qualification for award of Senior/Chief 
Flight Surgeon rating. Used to transmit application data by the 
individual and AFMSC/SGPA through appropriate command chan- 
nels; evaluate and make appropriate recommendations concerning 
award of the advanced ratings; and as authority for publication of 
Aeronautical Orders by appropriate orders issuing authority. 

Routine uses of records maintained in the system, including catego- 
nes of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposmg of records in the system: 

Storage: 

Maintained in file folders and in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and are 
stored in locked rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then - destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief, Flight Medicine, HQ AFMSC/SGPA, Brooks AFB, TX 

78235. .' 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Required information is full name, rank and Social Security 
Number (SSN). Requester may visit Aerospace Medical Consultants 
Division, Office of the Surgeon General, Headquarters Air Force 
Medical Service Center, Brooks AFB, TX 78235. Proof of identity is 
by military ID card and personal recognition due to small number of 
officers involved. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Conte'sting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions and from source 
documents. 

Exemptions claimed for the system: 

None. 

F035SGB 

System name: 
Medical Service Corps Personnel Files. 
System location: 

HQ USAF/SGA, Washington, DC 20332. 

Categories of individuals covered by the system: 

All active duty and retired or separated medical service corps 
officers. 

Categories of records in the system: 



File contains personnel correspondence to and from individual 
medical service corps officers and forms relating to assignment, ex- 
tension, Air Force Specialty Code, and other selected documents. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and 8067(d), Designation: Officers to perform certain 
professional functions. 

Purpose(s): 

Information is used solely for the purpose of recommending indi- 
vidual for assignment, extension, statistical data, promotion or ad- 
vanced training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for iany of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are stored in locked cabinets or rooms. 
Retention and disposal: 

Records are retained in active file as long as officer is on active 
duty, in inactive file one year from date of retirement, resignation, or 
separation, and are then destroyed by tearing into pieces, shredding, 
pulping, macerating or burning. 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force, 
Washington, DC 20332. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: ' ' 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from educational institutions, from Senior 
Medical Service Corps officers, and from the Air Force Manpower 
and Personnel Center. • 

Exemptions claimed for the system: 
None. 

F035SGC 

System name: 
Veterinary Personnel Files. 
System location: 

HQ AFMSC/SGPA and USAFSAM/US, Brooks Air Force Base, 
TX 78232: 

Categories of individuals covered by the system: 

All active duty and retired or separated veterinary officers. 

Categories of records in the system: 

File contains personal correspondence to and from individual vet- 
erinary officer and forms relating to assignment, extension. Air Force 
Specialty Code, promotion, and other selected documents. 

Authority for maintenance of the system: 
. 10 use 8012, Secretary of the Air Force: Powers and duties- 
delegation by; and 8067(k) Designation: Officers to perform certain 
professional functions. 

Purpose(s): 

Information is used solely for the purpose of recommending indi- 
vidual for assignment, extension or advanced training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for. any of 
the blanket routine uses published by the Air Force. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in locked 
cabinets or rooms, 

Retention and disposal: 

Retained in active file as long as officer is on active duty and in 
inactive file one year from date of retirement, resignation, or separa- 
tion. Then they are destroyed by tearing into pieces, shredding, 
pulping, macerating or burning. 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force, 
Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from educational institutions, from Com- 
mand, Air Force Veterinarians and Air Force Manpower and Per- 
sonnel Center Records. 

Exemptions claimed for the system: 

None. 

F035TACA 

System name: 

Informational Personnel Records (PA Personnel Background). 
System location: 

Office of Public Affairs, HQ Tactical Air Command (PA), Langley 
Air Force Base, VA 23665-5001. 

Categories of individuals covered by the system: 

All personnel, Military and Civilian, assigned to the Public Affairs 
function within Tactical Air Command (TAC). 

Categories of records in the system: 

Background record name, date of rank, date assigned, date of 
separation, Air Force specialty codes, photo, education, training, 
home address, telephone no., and assignments. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, and Air Force Regulation 190-1, Public Affairs Poli-: 
cies and Procedures, TAC Sup 1. 

Purpose(s): 

Used by Office of Public Affairs, Headquarters, Tactical Air Com- 
mand to identify personnel for deployment in exercises, contingen- 
cies, and for intra-command reassignment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, card files, on computer paper printouts 
and on aperture cards. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooins. 

Retention and disposal: 



Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, c; 
burning. 

System manager(s) and address: 

Director of Public Affairs, HQ TAC/PA, Langley Air Force Base, 
VA 23665-5001. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Request must contain name and organization of assignment. ID 
card or drivers license required fpr identification. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

From gaining/losing Major Command, Personnel Files, AFMPC 
Office of Public Affairs personnel. 
Exemptions claimed for the system: 
None. 

F040 AA A 

System name: 

Civilian Personnel Files. 
System location: 

Office of the Secretary of the Air Force, Washington, DC 20330. 
Categories of individuals covered by the system: 
Current and former civilians, statutories, consultants, and Summer 
Hires employed in the Office of the Secretary of the Air Force only. 
Categories of records in the system: 

Employment applications and records; award recommendations; 
position descriptions, training; Process sheets. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

To provide information and services to employees and offices 
within the Office of the Secretary of the Air Force 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders and card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. Access controlled by Assistant 
Manager and to Restricted authorized personnel. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation; then destroyed by^ tearing into, 
pieces, shredding, pulping, macerating, or burning. 

System managers) and address: 

Administrative Assistant to The Secretary of the Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager, 

Record access procedures: 

Individual can obtain assistance in gaining access froni the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
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obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information from Air Force Civilian Personnel Offices and from 
financial institutions. 

Exemptions claimed for the system: 

None. 

F040 AF DP A 

System name: 
Civilian Employee Drug Testing Records. 
System location: 

Air Force central civilian personnel offices; military medical lab- 
oratories; approved contract and/or Air Force drug testing laborato- 
ries. Official mailing addresses are listed in the appendix to the Air 
horce s compilation of systems of records. 

Categories of individuals covered by the system: 

Air Force civilian employees and applicants for Air Force civilian 
positions. 

Categories of records in the system: 

Records relating to selection, notification, and testing for the use of 
Illegal drugs by civilian employees and selected applicants for civilian 
positions, to include: Self identification records; requests for testing 
submitted by employees, supervisors, and commanders; testing notifi- 
cation; documentary evidence in support of testing decision; chain of 
custody records regarding testing samples; reports of testing results- 
records relating to the type and quality of testing performed; docu- 
mentary evidence submitted by employee or applicant in rebuttal of 
test results; reports of medical findings regarding test results; discipli- 
nary/adverse action records to include notification of proposed 
action and documentary evidence submitted in support thereof, em- 
ployee's response and documentary evidence submitted in support 
thereof, and management's action; referrals to counseling/rehabilita- 
tion services; and records regarding employee's consent for release of 
information concerning counseling/rehabilitation progress. 

Authority for maintenance of the system: 

5 U.S.C. 7301; Pub, L. 100-71; Executive Orders 12564, "Drug- 
Free Federal Workplace" and 9397; and 10 U.S.C. 8013, Secretary of 
the Air Force: Powers and Duties, delegation by; and DoD Direc- 
tive 1010.9, "DoD Civilian Employee Drug Abuse Testing Pro- 
gram". * 

Purpose(s): 

Provides the record system necessary to manage the Air Force 
civilian employee and applicant drug abuse testing program. This 
system tracks the identification, notification, and testing for drug 
abuse of civilian employees and applicants for selected civilian posi- 
tions. The system also tracks follow up corrective actions. 

The records are also used by the employee's Medical Review 
Official; the administrator of any Employee Assistance Program in 
which the employee is receiving counseling or treatment or is other- 
wise participating; and supervisory or management officials within 
the employee's agency having authority to take adverse personnel 
action against such employee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301, the Depart- 
ment of the Air Force's "Blanket Routine Uses" do not apply to this 
system of records. 

To a court of competent jurisdiction where required by the United 
States Government to defend against any challenge against any ad- 
verse personnel action is a compatible routine use required by statute. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

System is maintained on paper records kept in file folders and/or 
on computer tapes and discs. 
Retrievability: 

Records are retrieved by employee name, Social Security Number, 
date of birth, specimen identification number or any combination of 
these. 

Safeguards: 

Records are accessed by custodian of the records system and by 
person(s) responsible for servicing the records system in performance 
of their official duties who are properly screened. Except when 
under direct physical control by authorized individuals, records will 
be stored in security file containers/cabinets or safes and controlled 
by personnel screening. Computer terminals are located in supervised 



areas with terminal access controlled by password or other user code 
systems. 

Retention and disposal: 

Locar retention varies , from 3 months to 5 years; or one year after 
individual has reassigned, separated, retired, or has died. After that 
time, records are destroyed by tearing, shredding, pulping, macerat- 
ing or burning. 

System manager(s) and address: 

Headquarters United States Air Force, Directorate of Civilian Per- 
sonnel, Benefits and Entitlements Division (HQ USAF/DPCE), 
Washington, DC 20330-5060, or comparable official of the Civilian 
Personnel Office serving the Air Force activity/installation. Official 
mailing addresses are published as an appendix to the Air Force's 
compilation of systems of records. 

Notification procedure: 

Individuals seeking to determine whether this system contains in-, 
formation about themselves should address written inquiries to or 
may appear in person at their servicing Central Civilian Personnel 
Office of the appropriate Air Force activity/installation or to the 
Headquarters United States Air Force, Directorate of Civilian Per- 
sonnel, Benefits and Entitlements Division (HQ USAF/DPCE), 
Washington, DC 20330-5060. Official mailing addresses are published 
as an appendix to the Air Force's compilation of systems of records. 

Written requests should contain the full name and signature of the 
requester and the approximate period of time, by date, during which 
the case record was developed. Requests in person must be made 
during normal working hours Monday through Friday, excluding 
national and/or local holidays. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to or appear in 
person to the servicing Central Civilian Personnel Office of the 
appropriate Air Force activity/installation or to the Headquarters 
United States Air Force, Directorate of Civilian Personnel, Benefits 
and Entitlements Division (HQ USAF/DPCE), Washington, DC 
20330-5060. Proof of identification will be required prior to disclo- 
sure. 

Contesting record procedures: 

The Department of the Air Force rules for accessing records and 
for contesting contents and appealing initial determinations by the 
individual concerned are published in Air Force Regulation 12-35; 
32 CFR part 806b; or may be obtained from the system manager. 

Record source categories: 

Records in this system are obtained from (a) the individual to 
whom the record pertains; (b) Air Force employees involved in the 
selection and notification, and collection of individuals to be tested; 
(c) laboratories that test urine specimens for the presence of illegai 
drugs; and (d) supervisors and managers and other Air Force offi- 
cials. 

Exemptions claimed for the system: 

None. 

F040 AF MP H 

System name: 

Employee Assistance Program Case Record Systems. 
System location: 

Consolidated civilian personnel offices. Official mailing addresses 
are in the Department of Defense directory in the appendix to the. 
Air Force's systems notices. Copies are maintained by supervisors 
and other Air Force installation offices. 

Categories of individuals covered by the system: 

All civilian employees in appropriated and non-appropriated fund 
activities who are referred by management for, or voluntarily re- 
quest, counselling assistance. 

Categories of records in the system: 

Case records on employees which are maintained by counselors, 
supervisors, civilian personnel offices and Social Action offices and 
consist Of information on condition, current status, and progress of 
employees or dependents who have alcohol, drug, emotional, or 
other job performance problems. 

Authority for maintenance of the system: 

Drug Abuse Office and Treatment Act of 1972, as amended by 
Pub. L. 93-282 (21 USC 1175); Comprehensive Alcohol Abuse and 
Alcoholism Prevention, Treatment, and Rehabilitation Act of 1970, 
as amended by Pub. L. 93-282 (42 USC 4582); Subchapter A of 
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Chapter I, Title 42, Code of Federal Regulations; 5 USC Chapter 43, 
Performance Rating. ' ' ' ' 

Purpose(s): 

Used by the counselor in the execution of his/her counselling 
function as it applies to the individual employee. With specific writ- 
ten authority of the employee, selected information may be provided 
to and used by other counselors or medical personnel, research 
personnel, employers, representatives such as legal counsel, and tO' 
other agencies or individuals when disclosure .is. to the .employee's 
benefit, such as for processing retirement applications. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . I . 

Records from this system ofrrecords may :be disclosed for any of 
the blanket routine uses published by the Air Force subject to .the 
limitations cited in the statutes liste.d. above under 'authority for 
maintenance of the system*. 

Policies and practices for storing, retrieving, accessing;, retaining, and 
disposing of records in the system: \ . ' 

Storage: . * . : 

Maintained in file folders. . ■ * - . . 

Retrievability: ; ■ ■.[ *" ■ 

\Filed by name. ' , . • 

Safeguards: ' .i . 

Records .ar;e accessed by authorized personnel who are properly 
screened and cleared for need-torknow. Records are stored in locked 
cabinets or rooms. - 

Retention and disposal: , 

Records are purged of identifying information within five years 
after termination of counselling or destroyed when they are no 
longer useful. Destroyed by tearing, into pieces, shredding, pulping, 
macerating, or burning. ' . 

System manager(s) and addriess: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force or comparable official of the Civilian; Per- 
sonnel Office servicing the Air Force activity/installation. 

Notification procedure: 

Request by correspondence should be addressed to servicing civil- 
ian personnel office or to the appropriate Employee Assistance Pro- 
gram administrator at the activity. The letter should contain the full 
name and signature of the requester and the approximate period of 
tirhe, by date, during which the case record was developed. 

Record access procedures: 

Requests from individuals should be addressed to the same address 
as above. Mailing addresses are in the Department of Defense direc- 
tory in the appendix- to the Air Force's systems notices. ': ' ' 

Contesting record procedures: ' . ^ 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager, and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Counselors, other officials, individuals or practitioners, and other 
agencies both in and outside of Government. f . 

Exemptions claimed for the system: » ^ 

None. ' ; : . • 

F040AFNAFIA V 

System name: ' • ; ' * 

Non-Appropriated Fund (NAF) Civilian Personnel Records. ' . 

System location: » 

Civjlian personnel offices! Official mailing addresses" are in the 
Department of Defense directory in the appendix to. the Air Force's 
systems notices. AFMPC/DPMS, Randolph Air Force Base, TX. 

Categories of individuals covered by the system: 

Air Force, civilian employees paid from nonappropriated funds. 
. Categories, of records in the system: 

Life cycle personnel actions and related documents related to em- 
ployment and pay of NAF employees including documents related to 
employees benefits. 

Authority for maintenance of the system: 

10 use. 8012, Secretary of the .Air Force: Powers and duties; 
delegation by. 
• Purpose(s): ■ 



To document and record personnel action on individual employees 
and to determine pay and other benefit entitlements: ^ \ 

Routine uses of records maintained in the system, incliiding catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for ^ny of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: ' 

Filed by name. 

Safeguards: ' '\ "' 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-knbw. 

Retention and disposal: 

Retired to National Personnel Records Center upon separation, of 
individual from employment. 
System manager(s) and address: , 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force. . 
'Notification procedure: .» 

- Contact the servicing- civilian personnel office. Identifying" informa- 
tion is required to satisfy custodian of record.. 

Record access procedures: , . .* . . 

Contact the servicing civihan personnel,, office maintaining record. 
Mailing addresses ar^ in the Department of Defense directory in the 
appendix to the Air Force's systems notices. 
Contesting record procedures: , 
The Air Force's rules for access to records and for contesting and 
appealing initiar determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. ■ ' * . 

Record source categories: / ^ 

information obtained from previous employers, financial institu- 
tions; educational institutions, police, and . investigating officers, per- 
sonnel documents requesting and appointing and paying individual, 
and from documents related to designation of benefits and benefici- 
aries. 

Exemptions claimed for the system: j 
None. 

/ F040 AFAA A ' , 

System name: ... , ^ ' 

Merit Promotion File. . \ . 

. System location: - .. . . ^ * ' 

HQ Air Force Aiidit Agency, Norton Air Force Base/ CA 92409. 

Categories of individuals covered by the system: ' 

Air Force Audit Agency civilian employees 

Categories of records in the system: 

Correspondence and records incidental to the application and qual- 
ification for promotion and duty assignments. Records include, but 
are not limited to. Supervisory Appraisals, Training ' Information, 
Qualifications Profile Records, Personal Qualification Statements, 
Records of Placement Applications and Disposition, Assignment and 
Reassignment Records (Orders, Mobility Certificates, Shipments of 
Household Goods, Overseas Assignments), Position Descriptions, and 
Records of Personnel Actions. i • 

Authority for maintenance of the system: 

5 USC, Chapter 33, Subchapter I - Examination, Certification, and 
Appointment. ^' 

Purpose(s): ' 

Used by the Command Section, AFAA, and the Directorate of 
Resources Management Staff to determine eligibility and relative 
competitive standing for promotion or other ^placement. Provides 
personnel data for management purposes, including location, changes 
of station, mobility, pay information, previous assignments, education 
and self-development, supervisory performance appraisals, results of 
competition for promotion or other placement action, descriptions of 
duties, and recognitions achieved. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: • 
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Records from this system of recbrds may be disclosed for any of 
the blanket routine uses published by the Air Force: 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. • . 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their. official duties. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

The Auditor General, Air Force Audit Agency (AFAA/AG). 
Norton Air Force Base, CA 92409. 
Notification procedure: 

Requests from individuals should.be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager and the Director of Resource Management, HQ Air Force 
Audit Agency (AFAA/RM), Norton Air Fpr.ce Base, CA 92409. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from previous employers; financial, educa- 
tional, and medical institutions; trade associations, automated system 
interfaces; police and investigating officers; state or local govern- 
ments; international organizations; corporations; witnesses; source 
documents; and individual input and documents generated internallv 
within the AFAA. . ^' 

Exemptions claimed for the system: 
None. 

F040 AFLC A 

System name: 

Air Force Logistics Command (AFLC) Senior Civilian Informa- 
tion File. . 

System location: 

Directorate of Civilian Personnel, Headquarters AFLC, Wright- 
Patterson Air Force Base, OH. 
Categories of individuals covered by the system: 

AFLC personnel grade GS- 16 and Senior Executive Service mem- 
bers. 

Categories of records in the system: 

Picture, biography, grade, series, organization, location, primary 
specification number (PSN), approval date, SCD, date of birth, date 
assigned, veterans status, education level, name, title. 

Authority for maintenance of the system: . 

10 use 8012, Secretary of the . Air Force: Powers and duties- 
delegation by, and AFLC Supplement 1 to Air Force Regulation 40- 
300, Filling Positions. 

Purpose(s): 

Preclude gathering each time needed, justify retention of PSN, 
provide biographical information as needed. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

File binder. 

Retrievability: 

Name, grade, organization. . 

Safeguards: 

File cabinet. 



Retention and disposal: 

One year after incumbent leaves position. Records are then de- 
stroyed by tearing into pieces, shredding, niacerating, pulping of 
burning. - 

System manager(s) and address: 

Director of Civilian Personnel, Headquarters, AFLC Wright-Pat- 
terson Air Force Base, OH 

Notiflcation procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Recoi'd access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

' Recorci source categories: 

HQ AFLC Office of Information, Civilian Personnel Statiscal Ac- 
counting System. 

Exemptions claimed for the system: 
None. 

F040AFRESA 

System name: 

Air Reserve Technician (ART) Officer Selection Folders. 
System location: 

Headquarters Air Force Reserve/DPC Robins Air Force Base, 
GA 31098: 

Categories of individuals covered by the system: 
All civilian employees who apply and are eligible .for promotion to 
ART officer positions. 

Categories of records in the system: 

Qualification statement, training and testing record, appraisal and 
ranking records. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

To evaluate and rank individuals for merit promotion to ART 
officer level positions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: ' , 

Filed by name. 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in securi- 
ty file containers/cabinets. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Deputy Chief of Staff/Personnel, Headquarters Air Force Reserve. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to recbrds and for contesting and 
appealing initial determinations by the individual concerned may be 
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obtained from the System Manager and are published in Air Force 
Regulation 12-35. 
Record source categories: 

Information obtained from official personnel folders, supervisory 
appraisals, tests, evaluations. 
Exemptions claimed for the system: 
None. 

F040 ASG A 

System name: 
Civilian Pay-Personnel-Manpower (Paperman). 
System location: 

1947th Administrative Support Group (HQ 1947 ASG/DPD), 
Washington, DC 20330. 

Categories of individuals covered by the system: 

Pending, current, and former Air Force appropriated fund civilian 
employees assigned to HQ USAF civilian certain personnel of Air 
Force intelligence service, Air Force Communications Command, 
National Guard Bureau, US Air Force Manpower and Personnel 
Center and Air Force Data Services Center in the Washington, DC 
area. 

Categories of records in the system: 

Employment information including position authorization position, 
personnel date, suspense information, position control information, 
projected information and historical information: 

Authority for maintenance of the system: 

5 use Chapter 33, Examination, Selection and Placement. 

Purpose(s): 

To provide system support to HQ US Air Force and other serv- 
iced activities in that part of Office of Personnel Management and 
Air Force requirements to maintain a personnel management and 
records keeping system that pertains to evaluation, authorization and 
position control, position management, staffing skills inventory, 
career management, training, retirement. Employee Services, rights 
and benefits and the suspensing and processing of personnel actions; 
to provide individual records and reports to HQ, US Air Force and 
the Civil Service Commission; to provide information required by the 
Office of Personnel Management for the transfer between USAF and 
other federal activities; to provide reports of military reserve status 
to other Armed Services for contingency planning; and to provide 
information to employee unions as prescribed by negotiated contract. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products. 
Retrievability: 

Normally data are retrieved by use of nonpersonal information 
such as organizational unit, type of employment, occupation, func- 
tional area or other workforce characteristics, or name, Social Secu- 
rity Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards, and controlled by 
personnel screening and computer system software. 

Retention and disposal: 

Coding Forms, punch cards, on-line terminal message sheets and 
system quality control products are destroyed after use by tearing 
into pieces, shredding, pulping, macerating or burning; master per- 
sonnel records for pending employees are transferred to the active 
file upon appointment of the employee; master personnel records for 
active employees are transferred to the separated employee history 
file where they are retained for two years subsequent to separation 
and then destroyed by degaussing. Computer printouts are retained 
until they are microfilmed, then destroyed by tearing into pieces, 
shredding, pulping, macerating or burning. Microforms are retained 
until superseded, obsolete, no longer needed for reference, or on 
inactivation, then destroyed by tearing into pieces, shredding, macer- 
ating, burning or chemical dissolution of the images. The Notification 
of Personnel. Action, Standard Form 50 is disposed of as directed by 
the Office of Personnel Management. Work files and records, such as 



the employee career brief, position survey worksheet, retention regis- 
ter, alphabetical and Social Security number locator files, and person- 
nel and position control register are destroyed after use by tearing 
into pieces, shredding, pulping, macerating, or burning. Worksheets 
pertaining to qualifications and retention registers are disposed of as 
directed by the OPM. Transitory files such as the pending file and 
recovery files are destroyed after use by degaussing. Files and 
records retrieved through general retrieval systems are destroyed 
after use by tearing into pieces, shredding, pulping, macerating or 
burning. 

System manager(s) and address: 

Civilian Personnel Officer, 1947th ASG/DPC, Washington, DC 
20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force*s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information received from the employee and the Office of Person- 
nel Management's Official Personnel Folder. ' 
Exemptions claimed for the system: 
None. 

F045 AFRES A 

System name: 

Reserve Medical Service Corps Officer Appointments. 
System location: 

Headquarters Air Force Reserve (AFRES), Robins Air Force 
Base, GA 31098. 
Categories of individuals covered by the system: 
Air Force Reserve medical service officer applicants. 
Categories of records in the system: 

Status and actions taken during the processing of applications for 
appointment. 
Authority for maintenance of the system: 

10 use 591, Reserve components: Qualifications; 2104, Advanced 
Training; eligibility for; 2107 Financial Assistance Program for- Spe- 
cially Selected Members; 8067, Designation: Officers to perform cer- 
tain professional functions; and 9411, Establishment: Purpose. 

Purpose(s): 

Provides a ready reference and status of all applications and the 
actions accomplished during the processing of each. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files/folders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by commanders of medical centers and hos- 
pitals and by person(s) responsible for servicing the record system in 
performance of their official duties. Records are stored in locked 
cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Command Surgeon, HQ AFRES, Robins AFB, GA 31098. 
Notification procedure: 



Requests from individuals should be addresised to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealmg mitial determinations by the individual concerned may be 
obtained from the Systems Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from source documents such as reports. 
Exemptions claimed for the system: 

None. 

P045 ARPC A 

System name: 

Air Force Reserve Application. 
System location: 

Air Reserve Personnel Center, Denver, CO 80280. 

Categories of individuals covered by the system: 

Air Force active duty personnel, civilian employees and former 
employees. Air Force Reserve and Air National Guard personnel, 
dependents of military personnel. 

Categories of records in the system: 

Copies of application for appointment as reserve of the Air Force 
and comparable forms, correspondence, and related papers. 
Authority for maintenance of the system: 

10 use 275 Personnel Riecords, 672 Reserve Components General, 

8358 Commissioned Officers original appointment; service credit, 

8359 Commission Officers original appointment; determination of 
grade as implemented - by Air Force Regulation (AFR) 36-15, Ap- 
pointment In Commissioned Grades and Designation and Assignment 
in Professional Categories - Reserve of the Air Force and USAF 
(Temporary). 

Purpose(s): 

To determine if individual qualifies for appointment or commis- 
sioning in the Reserve of the Air Force on voluntary entry on EAD 
and justification, if any, for an Air Force Specialty Code (AFSC). 
Medical applications are forwarded for approval to AFMPC/SG 
Randolph Air Force Base, TX 78150. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files and file folders. 
Retrievability: 

Filed by Social Security Number (SSN), by name, or case control 
number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are prgperly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Destroy one year after, approval or one year after individual de- 
clines appointment. Applications for EAD are destroyed after one 
year or when superseded, obsolete and no longer needed for refer- 
ence or inactivation whichever is sooner. Documents destroyed by 
tearing, shredding, macerating, or pulping. 

System manager(s) and address: 

Commander Air Reserve Personnel Denver, CO 80280. 
Notification procedure: 

Request from individual should be addressed to the Documentation 
Management Officer ARPC/DAD, Denver, CO 80280. Written re- 
quest for information should contain full name of individual. Social 
Security Number (SSN), current address and the case control 
number shown on any correspondence received from center. Records 
may be reviewed in records review room ARPC, Denver, CO 80280, 
between 8 a.m. and 3 p.m. on normal workdays. For personal visits] 
the individual should provide current Reserve ID Card and/or driv- 



ers license and give some verbal information that could verify his/ 
her identification, such as is on an application for a reserve appoint- 
ment or EAD. 

Record access procedures: 

Individual can obtain assistance in gaining access from Documenta- 
tion Management Officer, ARPC/DAD, Denver, CO 80280, tele- 
phone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information from individual applying for appointment in the re- 
serve, applications for extended active duty, and statement of military 
who served in the Navy or Marine Corps. 

Exemptions claimed for the system: 

None. 

F045 ARPC B 

System name: 

Inactive Duty Training, Extension Course Institute (ECI) Training. 
System location: 

Air Reserve Personnel Center (ARPC), Denver CO 80280-5000. 
Categories of individuals covered by the system: 
Air Force Reserve and National Guard personnel. 
Categories of records in the system: 

Authorization for inactive training, authorization for individual 
inactive duty training (for nonpay status only; for pay status authori- 
zation). Certificate of completion issued on completion of volume of 
a course. Point credit source document maintained on active Air 
Force Reserve member. 

Authority for maintenance of the system: 

10 U.S.C. 1331, Age and service requirements; 1332, Computation 
of years of service in determining entitlement to retired pay; and 
1333, Computation of years of service in computing retired pay as 
implemented by Air Force Regulation (AFR) 35-41, Vol II, Reserve 
Training; and Executive Order 9397. 

Purpose(s): 

To record completion of each volume of a correspondence course 
by a Reservist and show training performed for either paid or non- 
paid status. Record is used by military personnel clerks to audit a 
Reservist point credit account and as a cross check to ensure accura- 
cy of the Reservist's yearly point credit account as it pertains to his 
pay account. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Inactive duty training documents (originals) are destroyed after 5 
years. ECI certificates (duplicates) issued on completion of a course 
are filed in the field personnel record until it is outdated, then it is 
destroyed by tearing into pieces, macerating, shredding, pulping, or 
burning. 

System manager(s) and address: 

Commander, ARPC, Denver CO 80280-5000. 

Notification procedure: 

Requests from individuals should be addressed to the Records 
Manager, ARPC/DAD, Denver CO 80280-5000. Written requests 
for information should contain full name, SSN, current mailing ad- 
dress and, if known, the case (control) number on correspondence 
received from ARPC. Records may be reviewed in the Records 
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Review Room, A?LPC, Denver CO 80280-5000 between 8 a.m. and 3 
p.m. on normal workdays. Visitors wishing to see their records 
should provide a current Reserve identification card and/or. drivers 
license and some verbal information that could verify the person's 
identification. 

Record access procedures: 

Individuals can obtain assistance in gaining . access from the 
Records Manager, ARPC/DAD, Denver CO 80280-5000, telephone 
(303) 370-4667, 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

Information from individual Reservist, Air National Guard and Air 
Force Reserve unit. . ,. • 

Exemptions claimed for the system: 
None. . , . 

F045ATCC 

System name: . .. - 

Cadet Records. 

System location: , 

AFROTC/RRF, Maxwell Air Force Base, AL 36112 and 
AFROTC detachments. Official mailing addresises of the detachments 
are in the Department of Defense directory in the appendix to the 
Air Force's system notices. 
' Categories of individuals covered by the system: 

AFROTC cadets applying for, or enrolled or previously "enrolled 
within the past three years in the professional officers course or the 
general military course, if the latter participation was in a scholarship 
status. 

Categories of records in the system: 

Applications for enrollment in the Air Force Reserve Officers' 
Training Corps (AFROTC) courses, applications for the AFROTC 
scholarship program, substantiation documents of qualification for the 
courses or programs, , acceptances of applications, awards of scholar- 
ships, documents attesting to medical, academic, moral and civic 
qualifications, documents recording progress in flying instruction, 
Euro-NATO Joint Jet PNATO Joint Jet Pilot Training (ENJJPT) 
application data, academic curriculum and leadership training, . coun- 
seling summaries, records of disenrollment from other officer candi- 
date training; records of separation or discharge from officer candi- 
date training; records of separation or/discharge of prior servicemen; 
financial record data, certification of degree requirements; Regular 
appointment nomination data, documents tendering and * accepting 
commissions, documents verifying national agency checks or back- 
ground investigations, documents, required or proffered during inves- 
tigations for disenrollment, legal opinions, letters of recommenda- 
tions, corroboration by civil authorities, awards, citations; and allied 
papers. Field training administration records consist of student assign- 
ment/orders, in-processing checklist,. counseHng records, drill evalua- 
tion, weekly quarters inspection, discrepancy reports, student per- 
formance reports. Flight instruction program records consist of stu- 
dent eligibility, grade sheets and performance records, training certif- 
icates, waiver and elimination actions. . • 

Authority for maintenance of the system: 

Title 10 use Chapter 33, Appointment in Regular Component, 
and Chapter 103 - Senior Reserve Officers' Training Corps; and Air 
Force Regulation 45-48, Air Force Reserve Officers' Training Corps 
(AFROTC). 

Purpose(s): 

Used for recruiting and qualifying a candidate for acceptance as an 
AFROTC cadet, continuing the cadet in the program and awarding 
an Air Force commission. ' , 

Routine uses of records maintained in the system, .including .catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. ^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The life cycle of the records begins with the application and 
testing of the candidate. Documents establishing qualification ~and 
satisfaction of criteria along with contracts and ' allied . documents 
establish the cadet record. Progress documents, counseling sheets and 



performance records are maintained until graduation and commis- 
sioning. Finally, the records are destroyed one year after commis- 
sioning. An exception to the one year retention is the record of a 
disenrollee, one who does not complete the program nor receive a 
commission. Under these circumstances, the cadet record is main- 
tained for three years. Further disposal of records is by burning, 
pulping or tearing into pieces. 
Retrievability: 

Records are retrieved by name, Social Security Number and de- 
tachment number as paper records in file folders. 
Safeguards: 

Storage in file cabinets that are accessible to the detachment staff 
and the individual concerned. AFROTC employs a locked rotary 
diebold power file and file cabinets accessible to the staff: . 

Retention and disposal: 

Records are destroyed by standard means one year after a cadet is 
commissioned. Disenrolled cadets: Records are retained for three 
years and then destroyed by tearing into pieces, macerating, of burn- 
ing. 

System manager($) and address: 

Director of senior program, Air Force Reserve Officer Training 
Corps, Maxwell Air Force Base, AL 36112; and detachment Com- 
mander of the appropriate AFROTC detachment. 

Notification procedure: 

Requests from individuals should be addressed to the detachment 
Commanders of their particular AFROTC detachment indicating 
their name and Social Security Number. However, if their request 
for information involves an investigation for disenrollment, the ad- 
dressee is AFROTC/RRF, Maxwell Air Force Base, AL 36112, both 
addresses may be visited by the requester. , 

Record .access procedures: 

Requests from individuals should be addressed to the detachment 
Commanders of their particular AFROTC detachment, indicating 
their name and Social Security Number.: However, if their request 
for information involves an investigation for disenrollment, the ad- 
dressee is AFROTC/RRF, Maxwell Air Force Base, AL 36112, both, 
addresses may be visited by the requester. 

Contesting record procedures: . 

The Air Force's rules for access to recprds and for contesting and 
appealing initial determinations by. the individual concerned may be 
obtained from the System Manager. . 

Record source categories: 

Sources of records * in the system are educational institutions, sec- 
ondary and higher learning; government agencies; civilian authorities- 
financial institutions; previous employers; individual recommenda- 
tions, interviewing officers;, and civilian medical authorities. 
. Exemptions claimed tor the system: 

Parts of this system may be exempt under 5 USC 552a(k)(5): For- 
additional information, contact the System Manager. 

F045 ATC E ' ' 

System name: 

Four- Year Reserve Officer Training Corps (AFROTC) Scholar- 
ship Program Files. 
System location: 

Central records maintained at Four- Year AFROTC Scholarship 
Branch (RRUF), Maxwell Air Force Base, AL '36112; computer 
printout summary data sent to AFROTC and Air Force Junior' 
Reserve Officer Training Corps (AFJROTC) detachments; 
AFROTC area admission counselors located at selected AFROTC 
detachment, and congressmen at their request. Addresses are main- 
tained by the AFROTC Commandant, Maxwell Air Force Base, AL 
36112.- 

Categories of individuals covered by the system: 
High school students or. graduates who apply for the four-year 
scholarship. 

Categories of records in the system: 

AFROTC administrative unit; applicant's address; AFROTC de- 
tachment located at the educational institution to be. attended by the 
applicant; AFROTC detachment which the applicant desires to 
attend; AFJROTC unit attended by applicant; college entrance exam- 
ination board scores; applicant's class standing and size of class; 
applicaht disqualification causes; personal interview actions and asso- 
ciated waivers as required; applicant . medical status; applicant's full 
name; AFROTC program qualification; applicant medical remedial 
requirements; applicant scholarship status; applicant Social Security 
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Number (SSN); applicant test qualification; civil air patrol wing at- 
tended; applicant's high school and address; applicant high school 
decile placement; applicant grade point avei'age; applicant telephone 
number; applicant date of birth; applicant statement of understanding 
and intent; medical testing facility; AFROTC area admission counsel- 
or s areas of responsibilities; applicant scholarship choices; AFROTC 
four-year central scholarship selection board results; applicant's des- 
ignated scholarship; civil involvement information and associated 
waivers as required; name of educational institution to be attended by 
applicant; apphcant's high school principal evaluation; AFJROTC 
jpst^^ctor evaluation of a cadet; high school transcripts; application 

Authority for maintenance of the system: 

10 use 2107, Financial assistance program for specially selected 
members; and Air Force Regulation 45-48, Air Force ROTC. 
Purpose(s): 

Used by AFROTC scholarship program office, AFROTC detach- 
ments, and AFROTC area admission counselors for processing and 
awarding of AFROTC 4-year scholarships; counseling applicants 
concerning application difficulties and problems; and the recruiting of 
applicants into the AFROTC program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, visible file binders/cabinets, and on 
computer and computer output poducts. 
Retrievability: 
Filed by name and SSN. 
Safeguards: 

Records are accessed by custodian of the record system arid by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms and 
controlled by computer system software. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

^hief, Four- Year Scholarship Branch, Maxwell Air Force Base, 
AL 36 112. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Chief, Four- Year Scholarship Branch, Maxwell Air Force Base, 
AL. Requests should include the full name, military-applicant status, 
and SSN or military service number. Individuals may visit the 
AFROTC scholarship. Programs Office, Maxwell Air Force Base, 
AL 36112. Individuals must provide their. full name, military appli- 
cant status, and SSN or service number. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from educational institutions, automated 
system interfaces, police and investigating officers and from source 
documents such as reports. 

Exemptions claimed for the system: 

None. 

F045 MPCA 

System name: 

Educational Delay Board Findings. 
System location: 

Air Force Military Personnel Center, Randolph Air Force Base, 
TX 78150-6001. 

Categories of individuals covered by the system: 



Air Force Reserve Officers' Training Corps (AFROTC) Cadets 
and/or AFROTC graduates (officers). . 
Categories of records in the system: 

Applications for delay in entering extended active duty status to 
pursue advanced degrees. 

Authority for maintenance of the system: 

10 use 2108, Advanced standing; interruption of training; delay in 
starting obligated service; release from program, and 50 Appendix 
456, Deferments and exemptions from training and service, as imple- 
mented by Air Force Regulation 33-3, Enlistment in the United 
States Air Force. 

Purpose(s): 

Used to inform applicants of results of Board action on their 
request for delay. 

Routine uses of records maintained in the system, including catego^ 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Disapproved applications are destroyed after .6 months; approved 
applications are destroyed on completion of delay. 
System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph Air Force Base, TX 78150-6001. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Member's application. 

Exemptions claimed for the system: 

None. ' ■• 
F050 AF A 

System name: 
Student Record. 
System location: 

Professional Military Education Centers, NCO Academies and 
schools at Air Force Major Commands and bases. ' 
Categories of individuals covered by the system: 
Military personnel assigned to the centers or schools as students. 
Categories of records in the system: 

Student records including academic standing, evaluations, training 
and testing results, counseling, locatoJr information. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by as implemented by Air Force Regulation (AFR) 50-39, 
Noncommissioned Officer Professional Military Education and Civil- 
ian Initial Supervisory Training. 

Purpose(s): 

• Used as a record of attendance and training, class standing, com- 
pletion or elimination, as locator, and as a source of statistical infor- 
mation. 

Records from this, system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in paper files,- and on computer and computer output 
products. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are stored in security file containers/cabinets or rooms. 
Records are accessed by the custodian of the system or persons 
responsible for maintenance of the records in course of their official 
duties. 

Retention and disposal: ^• 

Retained for 10 years. 
System manager(s) and address: 

Superintendent for PME at each Major Command, commandant at 
each academy or leadership school or director of personnel at each 
base where a school is located. Addresses are in the address directo- 
ry which follows the systems notices. 

Notification procedure: 

Requests from individuals should be addressed to the system man- 
ager. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Manager and are published in Air Force Regulation 
12-35. 

Record source categories: 

Information obtained from students and staff. 

Exemptions claimed for the system: 

None. 

F050 AF MP A 

System name: 
Education Services Program Records (Individual). 
System location: 

Base Level Education Services Centers. 
Categories of individuals covered by the system: 
All officers and airmen who participate in the Education Services 
Program. 
Categories of records in the system: 

Pertinent education data maintained in an educational file folder 
may be Air Force (AF) Form 118, Notice of Student Withdrawal/ 
Noncompletion (copy) (cy); AF Form 186, Individual Record^Edu- 
cation Services Program (cy); AF Form 204, Permissive Temporary 
Duty (TDY) Request - Operation Bootstrap (cy); AF Form 1033, 
Academic Education Data (cy); AF Form 1227, Authority for Tui- 
tion Assistance - Education Services Program (cy); DD Form 114, 
Military Pay Order (cy) or Department of Defense (DD) Form 1131, 
Cash Collection for Voucher (cy); DD Form 295, Application for 
the Evaluation of Educational Experiences During Military Service 
(cy); Veterans Administration (VA) Form 22-8821, Application for 
Educational Assistance (cy); VA Form 22-1990p, Serviceperson's 
Application for Educational Benefits (cy); Academic evaluations 
and/or transcripts from schools; and Educational test results from 
testing agencies. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 213-1, Oper- 
ation and Administration of the Air Force Education Services Pro- 
gram. 

Purpose(s): 

Counseling/ Advisement Guide and Educational Registration 
Record used by Education Services Center staff personnel, Promo- 
tion and/or classification boards, and other authorized personnel such 
as military service schools, civilian schools, and supervisors of mili- 
tary personnel. The principle purpose is to provide a record of 
educational endeavors and progress of Air Force personnel partici- 
patiiig in Education Services programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records may, be 
disclosed to civilian schools. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Maintained in visible file folders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Given to individual when released from EAD, discharged, or 
retired. Servicing CBPO will destroy in case of death by tearing into 
pieces, shredding, pulping, macerating, or burning. • 

System manager(s) and address: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters, 
United States Air Force, Washington, DC 20330. 
Notification procedure: 

Individuals may contact agency officials at the respective installa- 
tion education center in order to exercise their rights under the Act. 
Record access procedures: 

Individuals may contact agency officials at the respective installa- 
tion education center in order to exercise their rights under the Act. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Data gathered from the individual, data gathered from other per- 
sonnel records, transcripts and/or evaluations from schools and test 
results from testing agencies. ' 

Exemptions claimed for the system: 

None. 

F050AFSGA 

System name: 

Nursing Skill Inventory. 
System location: 

Nursing office SGHN Air Force hospitals, medical centers and 
clinics. 

Categories of individuals covered by the system: 
All nursing personnel on base. 
Categories of records in the system: 

List of skill proficiency each individual nurse has attained. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and 8067(e), Designation: Officers to perform certain 
professional functions. 

Purpose(s): 

Furnishes on-the-job training instructor skill level progress of each 
nurse. 

Routine uses of records maintained iii the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system. 
Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 
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System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. *^ 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. ^ 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing mitial determinations by the individual concerned may be 
obtamed from the System Manager. 

Record source categories: 

Information obtained from source documents. 

Exemptions claimed for the system: 

None. 

F050 AF SP A 

System name: 

Unit Training Program. 
System location: 

A -^XT ^-^""^^ Security Police units at all Air Force installations and 
Air National Guard activities. Air Force Reserve units. Official mail- 
ing addresses are in the appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

All military and civilian Security Police personnel. 

Categories of records in the system: . 

Name, grade, and dates of training. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Power and duties- 
delegation by. * 

Purpose(s): 

To document required training. 

\ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposmg of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
burning ^^^""S into pieces, shredding, pulping, macerating, or 

System manager(s) and address: 

Q-TMn ^^^^^ 0^^\<ZQ of Security Police, Kirtland Air Force Base, NM 
87 117. 

Notification procedure: 

Contact Base System Manager. 
Record access procedures: 
Contact Base System Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Completion of training subjects. 

Exemptions claimed for the system: 

None. 

F050AFAA 

System name: 

Military Performance Average. 
System location: 



United States Air Force Academy, USAF Academy, CO 80840. 
Categories of individuals covered by the system: 
Air Force Academy cadets. 
Categories of records in the system: 

Rating forms used to compute Military Performance Average 
(MPA). 

Authority for maintenance of the system: 

10 use Chapter 903, United States Air Force Academy. 

Purpose(s): 

Used to determine the semester and cumulative MPA for USAFA 
Cadets as an input to the overall performance average. Identifies 
cadets for the Commandant's List and deficient cadets to be placed 
on aptitude probation, and consideration for disenrollment from the 
USAF Academy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Military per- 
formance information is released to the nominating official upon 
request in order to evaluate nominating procedures. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in paper form, on computer and computer output prod- 
ucts. 

Retrievability: 

Filed by name, Cadet Number, and Social Security Number. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
locked cabinets or rooms and on computer storage devices protected 
by computer system software. 

Retention and disposal: 

All MPA forms prepared by coaches, Officers in Charge (OICs), 
academic instructors and Air Officers Commanding (AOCs) are de- 
stroyed one year after close of rating cycle. MPA forms prepared by 
cadets are transferred to the Cadet Personnel Record where they are 
destroyed 90 days after graduation. 

System manager(s) and address: 

Commandant of Cadets, USAF Academy, CO 80840. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Requests from individuals should be addressed to the System Man- 
ager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and' 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information is obtained from coaches, OICs of cadet intercollegiate 
and extracurricular clubs and teams, academic instructors, AOCs, and 
the cadet chain of command. 

Exemptions claimed for the system: 
None. 

F050 AFA B 

System name: 

Instructor Academic Records. 
System location: 

United States Air Force Academy, CO 80840. 
Categories of individuals covered by the system: 
AF Academy cadets and graduates.. 
Categories of records in the system: 

(1) Cadet information card. (2) Listings of all cadet academic 
schedules including final examination schedules; rosters of cadets, by 
course, taking final examinations; extra instruction or hospital instruc- 
tion schedules; rosters of cadets requesting permission to enroll in 
independent study, or authorized to drop or add course; listings of 
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course rosters prepared for current semester showing individuars 
enrollment by course section; reports of reasons for cadet absences or 
lateness for academic causes; listings of cadets improperly, registered 
in classes. (3) Themes, research papers, graded, recitations, grade 
reviews, other graded work, laboratory reports, case studies, final 
and midterm examinations, turnout examinations, validation examina- 
tions, and graded reviews of courses in which no final examination is 
given. (4) Copies of academic schedules and grades; requests for 
academic waivers, documentation of academic difficulty, plans outlin- 
ing courses that must be taken in order to graduate. (5) Graduate 
record examination scores, orders of merit scores, cumulative GP A 
scores, and panel commentaries. (6) Various cadet grade reports, 
cards and sheets used in auditing and distributing academic grades. 
Authority for maintenance of the system: 

10 use Chapter 903, United States Air Force Academy. . 
Purpose(s): 

(1) Individual cards on cadets listing name, d^te of birth, SSN, 
admission examination scores, course, grades and/ instructor evalua- 
tions concerning aptitude, attitude, and performanqe are' used by 
instructor to evaluate potential cadets for commissioned service and 
to evaluate potential cadets as future instructors. (2) Provides both 
cadets and instructors the schedules of classes and classrooms and an 
explanation for any deviation from these schedules and is used by the 
cadets and instructors to provide locator and scheduling information 
and to provide course offering information, to change current and 
future semester course enrollments, to reschedule cadets and establish 
criteria for resectioning cadets in their coui-ses during the academic 
year. (3) Used in assigning grade scores to monitor progress of cadets 
throughout the academic year and to determine grades. (4) Used for 
counseling . cadets on academic performance by the counselors and 
advisors. Assists the cadet in planning an academic program that will 
satisfy graduation requirements. (5) Used in the applications of gradu- 
ates competing for the ^various fellowships and other post-graduate 
scholarships by Graduate Scholarship Committee. (6) Used in 'audit- 
ing and distributing academic grades and are compiled to determine k 
letter grade for each student in each course. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Stored, in card files, on computer magnetic tapes and "printouts, and 
in file folders/notebooks/binders/visible files. 
Retrievability: 

By name or Social Security Number of cadet. 
Safeguards: 

Records are accessed by authorized person(s) responsible for serv- 
icing the record ' system ' in performance of their officiial duties. 
Records are stored in locked safes, file containers, cabinets or rooms' 
and on computer storage devices protected . by computer system 
software. . 

Retention and disposal:^ 

(1) Destroy after purpose has been served or 10 years after gradua- 
tion, whichever is sooner. (2) Destroy at end of academic year or 
upon completed action, whichever is sooner. (3) Destroy 3 months 
after end of the semester in which administered or at thje discretion 
of the course director, return to the cadet for retention as reference 
and study materials. (4) Same as (2) above. (5) Destroy when no 
longer needed. (6) Destroy when superseded or when purpose has 
been served, whichever is sooner. 

System manager(s) and address: 

Dean of Faculty, Director of Athletics, and Commandant of 
Cadets, United States Air Force Academy, CO 80840. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. , 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published iii Air Force 
Regulation 12-35. 

Record source categories: 



Information obtained from source documents such as reports pre- 
pared on behalf of the AF by boards, committees, panels, auditors, 
and educational institutions, individual, instructors, automated system 
interfaces from course requisites. . 

Exemptions claimed for the system: 

None. ■ ^ .J'- ' . ' 

F050 AFA C 

System name: . . * : 

Academy Athletic Records. 
/System location: 

United States Air Force Academy, CO 80840. — * - 

Categories of individuals covered by the system: 

Air Force Academy applicants, nominees and cadets; members of 
coaches intercollegiate booster clubs; users of Academy athletic fa- 
cilities. 

Categories of records in the system: 

(1) Applicants/Nominees: High school transcript, athletic. question- 
naire, correspondence, test scores. (2) Cadets: (a) Athletic perform- 
ance tests, (b) Counseling record, (c) Intramural record, (d) Physical 
education record, (e) Physical fitness test, (0 Sports publicity infor- 
mation. (3) Physical fitness and endurance research. (4) Reservation 
forms and mailing lists. ; 

Authority' for maintenance of the system: 

10 use Chapter 903, United Stiates Aiir Force Academy. 

Purpose(s): 

(1) Verify and evaluate athletic and academic background for 
possible appointment to the Air Force Academy. (2) Monitor cadet . 
participation and progress in physical education/intercollegiate/intra- 
mural programs. (3) Establish standards , and improve athletic pro- 
grams. (4) Contact booster club members and individuals who rie- 
serve Academy athletic facilities by mail and telephone. 

Routine uses of records maintained in the system, including , catego- 
ries of users and the purposes of such uses: 

Record from this system of records may be, used for news releases 
and may be disclosed for any of the .blanket routine uses published by 
the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, card files, computer and computer 
output products, and microfiche. 
Retrievability: 

By name and/or Social Security Number (SSN). 
Safeguards: 

Records are accessed by- custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in security file containers/ 
cabinets, locked rooms and on computer storage devices protected 
by computer system software. . . • , 

: Retention and disposal: 

(1) Destroy one year after graduation or one year after cadet 
would have graduated. (2) (a) Destroy 30 days after end of academic 
year, (b) Destroy upon graduation, (c) Destroy after .1 year, (d) 
Destroy when no longer needed, (e) Destroy after four academic 
years, (f) Destroy when no longer needed.. (3) Destroy when no 
longer needed. (4) Destroy when no longer needed. 

System manager(s) and address: ' ^ 

Director of Athletics, USAF Academy, CO 80840. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. -1 * 

Individual can obtain assistance in gaining .accps from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and published in Air Force Regu- 
lation 12-35. 

Record source categories: 

Individual applicant, nominee or cadet; coaches, instructors and 
squadron athletic officers; educational institutions; the media; officers 
in charge of individual sports; Registrar's Office, and Curriculum and 
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Scheduling Office; Stone Human Performance Laboratory; DOD 
agencies; individuals. 

Exemptions claimed for the system: 

None. 

F050AFAAA 

System name: 
Air Force Audit Agency Office Training File. 
System location: 

Command Section, AFAA/AG, Norton AFB CA 92409; Director- 
ate of Operations, AFAA/DO, Norton AFB CA 92409; Directorate 
of Forces and Support, AFAA/FS, Norton AFB CA 92409- Direc- 
torate of Field Activities, AFAA/FD, Norton AFB CA 92409; Di- 
rectorate of Acquisition and Logistics, AFAA/QL, Wright-Patterson 
AFB OH 45433; Directorate of Resource Management, AFAA/RM, 
Norton AFB CA 92409; Assistant Auditor General, AFAA/AI (Pen- 
tagon), Washington DC 20330; Central Audit Region, AFAA/FDC, 
Offutt AFB NE 68113; Southern Audit Region, AFAA/FDS, Lang- 
ley AFB VA 23665; European Audit Region, AFAA/FDU, APO 
NY 09012; Pacific Audit Region, Hickam AFB HI 96853; AFAA/ 
FDW, McClellan AFB, CA 95652; Acquisition Audit Region/QLQ, 
Andrews AFB DC 20331; AFAA Area Audit Office, Barksdale AFB 
LA 71110; AFAA Area Audit Office, Bergstrom AFB TX 78743- 
AFAA Area Audit Office, Cannon AFB NM 88101; AFAA Area 
Audit Office, Carswell AFB TX 76127; AFAA Area Audit Office, 
P.O. Box 547, Dyess AFB TX 79607; AFAA Area Audit Office, 
Ellsworth AFB SD 57706; AFAA Area Audit Office, Grand Forks 
AFB ND 58205; AFAA Area Audit Office, Holloman AFB NM 
88330; AFAA Area Audit Office, Little Rock AFB Jacksonville AR 
72076; AFAA Area Audit Office, Minot AFB ND 58701; AFAA 
Area Audit Office, Offutt AFB NE 68113; AFAA Area Audit 
Office, McConnell AFB KS; AFAA Area Audit Office, Sheppard 
AFB TX 76311; AFAA Area Audit Office, Bldg 1522, Stop 166, 
Andrews AFB DC 20331; AFAA Area Audit Office, Chanute AFB 
IL 61868; AFAA Area Audit Office, Charleston AFB SC 29404; 
AFAA Area Audit Office, Dover AFB DE 19901; AFAA Area 
Audit Office, Griffiss AFB NY 13441; AFAA Area Audit Office, 
Grissom AFB IN 46971; AFAA Area Audit Office, Homestead AFB 
FL 33039; AFAA Area Audit Office, Bldg 4330, Keesler AFB MS- 
39534; AFAA Area Audit Office, K I Sawyer AFB MI 49843- 
AFAA Area Audit Office, Langley AFB VA 23665; AFAA Area 
Audit Office/LA, MacDill AFB FL 33608; AFAA Area Audit 
Office, McGuire AFB NJ 08641; AFAA Area Audit Office, Pease 
AFB NH 03801; AFAA Area Audit Office, Plattsburgh AFB NY 
12903; AFAA Area Audit Office, Scott AFB IL 62225; AFAA Area 
Audit Office, Seymour Johnson AFB NC 27531; AFAA Area Audit 
Office, Shaw AFB SC 29152; AFAA Area Audit Office, Tyndall 
AFB FL 32403; AFAA Area Audit Office, APO San Francisco 
96334; AFAA Area Audit Office, Beale AFB CA 95903; AFAA 
Area Audit Office, Castle AFB CA 95342; AFAA Area Audit 
Office, APO San Francisco 96274; AFAA Area Audit Office, Davis- 
Monthan AFB AZ 85707; AFAA Area Audit Office, -P.O. Box 878, 
Elmendorf AFB AK 99506; AFAA Area Audit Office, P.O. Box 
1313, Fairchild AFB WA 99011; AFAA Area Audit Office/LA, 
George AFB CA 92392; AFAA Area Audit Office, Hickam AFB HI 
96853; AFAA Area Audit Office, APO San Francisco 96239; AFAA 
Area Audit Office, APO San Francisco 96264; AFAA Area Audit 
Office, Luke AFB AZ 85309; AFAA Area Audit Office, Mather 
AFB CA 95655; AFAA Area Audit Office, McChord AFB WA 
98438; AFAA Area Audit Office, Mountain Home ID 83648; AFAA 
Area Audit Office, Nellis AFB NV 89191; AFAA Area Audit 
Office, APO San Francisco 96570; AFAA Area Audit Office/34AG, 
Norton AFB, CA 92409; AFAA Area Audit Office, Travis AFB CA 
94535; AFAA Area Audit Office, Peterson AFB CO 80914; AFAA 
Area Audit Office, Vandenberg AFB CA 93437; AFAA Area Audit 
Office, APO San Francisco 96328; AFAA Area Audit Office, APO 
New York 09238; OFfice, APO New York 09755; AFAA Area 
Audit Office, APO New York 09283; AFAA Area Audit Office, 
APO New York 09132; AFAA Area Audit Office. APO New York 
09109; AFAA Area Audit Office, APO New York 09179; AFAA 
Area Audit Office, APO New York 09012; AFAA Area Audit 
Office, APO New York 09057; AFAA Area Audit Office, APO New 
York 09194; AFAA Area Audit Office, Stop 226, Edwards AFB CA 
93523; AFAA Area Audit Office, PO Box 1625, Eglin AFB FL 
32542; AFAA Area Audit Office, Kirtland AFB NM 87117; AFAA 
Area Audit Office/ESD, Bldg 1716N, Stop 43, Hanscom AFB MA 
01731; AFAA Area Audit Office, PO Box 92960, Worldway Postal 
Center, Los Angeles CA 90009; AFAA Area Audit Office, Patrick 
AFB FL 32925; AFAA Area Audit Office, Hill AFB UT 84406- 
AFAA Area Audit Office, Kelly AFB TX 78241; AFAA Area 
Audit Office/LVAS, McClellan AFB CA 95652; AFAA Area Audit 
Office/AUDGN, Robins AFB GA 31098; AFAA Area Audit Office, 



Tinker AFB OK 73145; AFAA Area Audit Office/REP, Wright- 
Patterson AFB OH 45433; AFAA Area Audit Office, Gunter AFS 
AL 36114; AFAA Area Audit Office, Denver CO 80279; AFAA 
Area Audit Office, Randolph AFB TX 78148; AFAA Area Audit 
Office, Wurtsmith AFB MI 48753; AFAA Area Audit Office, APO 
New York 09150. 

Categories of individuals covered by the system: 
Air Force Audit Agency active duty and reserve officer and enlist- 
ed personnel, and civilian employees. 
Categories of records in the system: 

Training Control Record, Training Achievement Report, Certifi- 
cate of Training, Record of Training or Certification of Equivalency, 
College Transcripts, General Military Training Record, Training 
Completion Notices, Training Progress Reports, Course Evaluation, 
Requests for Training/Tuition Assistance, Roster of Interns, Summa- 
ry of Region/Division Training Requirements, Memorandums of 
Training Approvals, Roster of Personnel Scheduled for Training. 

Authority for maintenance of the system: 

10 use 8032(b)(1), General duties. 

Purpose(i5): 

Used by Air Force Audit Agency headquarters personnel. Area 
Audit Office Chiefs, supervisory auditors, training officers, and 
region/division chiefs to schedule training and evaluate training 
progress and results. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
, Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

The Auditor General, Air Force Audit Agency, Norton AFB, CA 

92409. ; ^ 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. , / 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force*s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from educational institutions and from auto- 
mated system interfaces. 
Exemptions claimed for the system: 
None. 

F050AFAAB 

System name: 
Employee Training and Career Development File. 
System location: 

AFAA/DPA, Norton Air Force Base, CA 92409. 
Categories of individuals covered by the system: 
Air Force Audit Agency military and civilian employees. 
Categories of records in the system: 

Records include but are not limited to: Correspondence and appli- 
cation documents requesting, approving, disapproving, recommend- 
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ing and coordinating the assignment of personnel to: Long-term, full- 
time training programs; short-term government and non-government 
schools, seminars, short courses and symposiums; certified public 
accounting review courses; certified internal auditor review courses; 
non-government job-related, off-duty training, and the grades, com- 
pletion certificate, and budget information related thereto. Includes 
information on prior academic achievements. 

Authority for maintenance of the system: 

10 use 8032(b)(1), General duties. . 

Purpose(s): 

Provides basis for determining those selected for training pro- 
grams; record of individuals who applied for the programs; progress 
reports of those in the programs; and history of the training received 
by employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Information is 
given to the Office of Personnel Management through the Air Force 
Civilian Personnel Management Information System, and, in the case 
of CPA candidates, to state boards of accountancy. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, and on computer and computer output 
products. 
Retrievability:- 

Filed by name, course name or course number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

The Auditor General, Air Force Audit Agency (AFAA/AG), 
Norton Air Forbe Base, OA 92409. ' 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager and the Director of Resource -Management (AFAA/RM), 
Norton Air Force Base, CA 92H09. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from individual, source of training, school, 
and automated system interface. 
Exemptions claimed for the system: 
None. 

F050 AFCC A 

System name: 

USAF Air Traffic Control (ATC) Certification and Withdrawal 
Documentation. 
System location: 

Headquarters of major commands and at all levels down to and 
including Air Force installations. 

Categories of individuals covered by the system: 

Air Force active duty military personnel, and Air Force Reserve 
and Air National Guard personnel assigned ATC duties. 

Categories of records in the system: 

Records on individuals by name and Social Security Number 
(SSN), Air Traffic Control Certificate Numbers (ATCS) military 
status (active duty, reserve, or air guard), requested action (issue, 
reissue, or cancellation of certificate), and justification. Contains doc- 
umentation compiled by requesting unit to justify withdrawal of the 
ATCS. Includes evaluation by medical authorities; Staff Judge Advo- 



cate (legal); Office of Special Investigation results; serious incident 
reports; and statements by supervisory personnel, co-workers and the 
individual. Contains copies of officer effectiveness/airman perform- 
ance (OER/APR) reports and unfavorable information files. Includes 
headquarters staff evaluation and all files maintained by the system 
user. Computer reports pertaining to withdrawal of ATCS, Certifi- 
cates, master roster of ATCS certificate members and Air Traffic 
Control experience level report. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, as implemented by Air Force Communications Com- 
mand Regulation (AFCCR) 60-5, Flying, Air Traffic Control. 

Purpose(s): ' 

Documentation used to evaluate request for withdrawal of ATCS 
certification. Permits immediate access to name, SSN, certificate 
number, date of issuance, and category of service. A master alphanu- 
meric roster is maintained at Headquarters AFCC/DOOF and the 
units maintain certificate information in the individual's on-the-job 
training record. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accesising, retaining, and 
disposing of records in the system: ' 

Storage: 

Maintained in file folders note books/binders and. on computer 
paper printouts and microfiche. 
Retrievability: 

Filed by name or Social Security Number. 
Safeguards: . . 

Records are accessed : by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 
Records are controlled by computer system software. 

Retention and disposal: 

Individual withdrawal microfiche case files are kept for 6 years 
after end of the year in which case closed. Official withdrawal book, 
long, and to by name and SSN will be kept for 20 years. Other 
computer reports are superseded monthly. Files are destroyed by 
tearing into pieces, shredding, pulping, macerating of burning. 

Retained for one year after end of year in which the case \yas 
closed, transferred to a staging area for one additional year, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Air Traffic Services Division (DOOF), HQ AFCC, Scott AFB, IL 
62225-6001. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source documents such as reports, and 
from medical institutions, trade associations, police and investigating 
officers, state and local governments, and witnesses. 

Exemptions claimed for the system: 

None. 

F050AFCCC 

System name: 

Individual Academic Training Record. 
System location: 

AFCC System Evaluation School, 1815 Operational Test and 
Evaluation Squadron (AFCC), Wright-Paterson AFB, OH 45433- 
6346; AFCC Radar Evaluation School, 1954 RADES, Hill AFB, UT 
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84056-6348; AFCC Engineer Installation Academy, Engineering In- 
stallation Division, Tinker AFB, OK 73145-6343; Engineering Instal- 
lation organizations. 

Categories of individuals covered by the system: 

Active duty military, Air Force Reserve, Air National Guard, 
Army National Guard, and Department of Defense civilian person- 
nel, and others who apply for this training. 

Categories of records in the system: 

Personnel index; absentee report; class pre-graduation/graduation 
roster; attendance record; student questionnaires, individual academic 
standing; record of individual training. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

To record emergency data and course completion information, and 
to report student absences to the school commandant. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folder and card files, and on computer and 
computer output products. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the records system and by 
person(s) responsible for servicing the records system in performance 
of official duties. Stored in file cabinet. Automated records are con- 
trolled by computer system software. 

Retention and disposal: 

Retained for ten years after individual completes or discontinues 
training course. Records of individual training at EI organizations are 
retained until individual no longer performs EI duties, then are de- 
stroyed. 

System manageKs) and address: 

Commandant, AFCC Systems Evaluation School, 1815 Operation- 
al Test and Evaluation Squadron, Wright-Patterson AFB, OH 45433- 
6346; Commandant AFCC Radar Evaluation School, 1954 RADES, 
Hill AFB, UT 84056; Commandant, AFCC EI Academy, Engineer- 
ing Installation Division, Tinker AFB, OK 73145-6343. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information from individuals and instructors. 

Exemptions claimed for the system: 

None. 

F050 AFCC D 

System name: 
Student Record. 
System location: 

AFCC NCO Professional Military Education Center, Interservice 
Radio Frequency Management School, and AFCC Wideband Main- 
tenance 5-Level Academy, 1872 School Squadron, Air Force Com- 
munications Command (AFCC), Keesler Air Force Base, MS 39534. 

Categories of individuals covered by the system: 

Active Duty Air Force enlisted personnel and Air National Guard 
personnel assigned to AFCC, TAG, USAFE, and PACAF; active 
duty officers and enlisted personnel of the US Army, Navy, Marine 
Corps, Coast Guard and DOD civilian personnel. 

Categories of records in the system: 



Student record including individuaPs academic standing; student 
evaluation; reading laboratory progress record; record of individual 
counseling; student roster; volume review exercise (VRE) and end of 
course test (EOCT) results. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Force Regulation 50-39/AFCC Supplement 1. 
Purpose(s): 

Record of student's attendance at AFCC Academy or NCO Lead- 
ership School; Interservice Radio Frequency Management School; 
and AFCC Wideband Maintenance 5-Level Academy. Used to 
record vital information on each student includinjg examination 
grades, class standing, and completion of or elimination from course. 
Serves as locator card. Used to provide data for statistical reports 
submitted to higher headquarters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in files folders. 

Retrievability: 

Filed by student name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

After the end of the year in which the individual completes or 
discontinues a training course, the record is transferred to a staging 
area for nine additional years, then destroyed by tearing into pieces, 
shredding, pulping, macerating or burning. 

System manager(s) and address: 

Superintendent, Academic Services, AFCC NCO Professional 
Military Education Center; Director of Education, Interservice 
Radio Frequency Management School; and Superintendent, AFCC 
Wideband Maintenance 5-Level Academy; 1872 SCHS, Keesler Air 
Force Base, MS 39534. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from educational institutions and Chief Train- 
ing and Education Division Directorate of Personnel Programs, 
Deputy Chief of Staff for Personnel, Headquarters AFCC. 

Exemptions claimed for the system: 

None. 

F050 AFOSI A 

System name: 

Air Force Special Investigations Academy Individual Academic 
Records. 

System location: 

HQ Air Force Office of Special Investigations (AFOSI), Boiling 
Air Force Base, DC 20332-6001. 

Categories of individuals covered by the system: 

USAF, US Coast Guard enlisted. Defense Investigative Service 
and foreign national students. 

Categories of records in the system: 

Records of individual training and education of each student indi- 
cating final grade or rating of proficiency obtained in each subject 
and/or the reason for noncompletion of the course of study. 

Authority for maintenance of the system: 
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10 use 8012, Secretary of the Air Force: : Powers and duties; 
delegation by, and Air Force Regulation 23-18, Air Force Office of 
Special Investigations.,- 

Purpose(s): 

Verification of attendance and completion or noncompletion of 
training; develop historical data for analysis by personnel responsible 
for maintaining effectiveneiss of and developing training; and maintain 
a data base Tor long term studies involving graduate performance, 
career patterns, and possible selection for faculty duty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 
, Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Maintained in paper form, and on computer and bomputer output 
products. 

Retrievability: . - • ' > 

Filed by name; 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s), responsible for servicing the record system, in- performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets 
and in locked cabinets or rooms. 

Retention and disposal: 

Automated records are maintained until no longer needed. Individ- 
ual student file folders are held for 25 years after course is complet- 
ed. 

System managers) and address: 

Chief, Information Release Division, Directorate of Administra- 
tion, HQ Air Force Office of Special Investigations, Boiling Air 
Force Base, DC 20332-6fX)l. ' ' 

Notihcation procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Requests from individuals should be addressed to the System Man- 
ager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation (AFR) 12-35. 

Record source categories: 

Data is obtained from stiident exercises, testing and perfohnance. 
Exemptions claimed for the system: 
None.. . 

F050AFRESA- 

System name: 

Undergraduate Pilot and Navigator Training. 
System location: - * 

Headquarters . Air Force Reserve (AFRES), Robins Air Force 
Base, GA 31098. ' 

Categories of individuals covered by the system: 

Personnel selected for Officer Training School, undergraduate 
pilot training, initial navigator training. 

Categories of records in the system: 

Data contained in standard AF military personnel file. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. . 
Purpose(s): 

To provide class number, reporting date, class starting date, grad- 
uation date and unit of assignment upon . completion of training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 



Storage: - , 

Maintained in card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. 
Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivatioh, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System managers) and address: 

Deputy Chief of Staff' Personnel, HQ AFRES, Robins AFB, GA 
31098. 
Notification, procedure: 

Requests from individuals should be addressed to the System Man- 
ager. . • 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from source documents such as reports. 

Exemptions claimed for the system: 

None. 

F05.0 AFSC A 

System name: 

Systiems Acquisition Schools Student Records. 
System location: / 

Air Force Systems Command (AFSC), Systems Acquisition 
School,: 6575th School Squadron, Brooks AFB, TX 78235-5000. 

Categories of individuals covered by the system: 

Active duty military personnel, DOD civilian employees, contrac- 
tor personnel. Air National Guard and Air Force and Army Reserve 
personnel. 

Categories of records in the system: 

Student record includes personnel locator information, individual 
academic standings, subjects studied, hours, final grades, graduation 
data and related training data. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, as implemented by Air Force Regulation (AFR) 50-5, 
USAF Formal Schools (Policy, Responsibilities, Oeneral Procedures, 
and Course Announcements). ' 

Purpose(s): 

Record individual attendance, grades and locator information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' , * 

Storage: 

Maintained in paper form, on computer and computer output prod- 
ucts, and microfilm. 
Retrievability: 

Filed by name and Social Security Number. • / 

Safeguards: 

Records are accessed by the custodian of the record system and by 
persons responsible for servicing the records in performance of their 
official duties. Records are stored In locked cabinets and rooms. 

Retention and disposal: 

All records are retained for five years, then retired to the Wash- 
ington National Records Center for an additional 25 years. 
System manager(s) and address: 

Commander, 6575th School Squadron, Brooks AFB, TX 78235- 
5000. 
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Notification procedure: 

Contact the system manager. Name, SSN or course number are 
required to identify files. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the system 
manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Data is obtained from the individual, existing personnel records, 
testing and performance at the school. 
Exemptions claimed for the system: 
None. 

F050 AFSPACECOM A 

System name: 

Space Command Operations Training. 
System location: 

Director of Operations at all units within Air Force Space Com- 
mand; Deputy Commander for Operations at 1st Space Wing and 
2nd Space Wing; Chief Course Development and Training Support 
at 1013th Combat Crew Training Squadron; Deputy Chief of Staff 
for Operations at Space Command Headquarters. Official mailing 
addresses are in the Air Force directory which follows these systems 
notices and in Air Force Pamphlet. 

Categories of individuals covered by the system: 

Air Force Space Command military personnel currently assigned 
to operational duties with Space, Warning and Surveillance Systems 
equipment. 

Categories of records in thie system: 

Records related to qualifications, training/evaluation accomplish- 
ment, staff/crew alphanumeric identifier, type training/evaluation, 
scores, name, grade, unit assigned, and dates of training or evalua- 
tion. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, and Air Force Space Command Regulations 50-11, 
Command Operations Training Policy Requirements and Guidance. 

Purpose(s): 

To develop a record source of operations personnel qualifications, 
capabilities aind historical data at unit level to determine individual 
overall job qualifications; and to develop historical data for analysis 
by unit and Air Force Space Command Headquarters personnel 
responsible for maintaining the space operational systems training 
program. The files will provide a source of data to help insure 
weapon system currency and adequacy of future training require- 
ments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Retrieved by name. 
Safeguards: 

Records are accessed by custodian of unit files and by personnel 
responsible for servicing the record system in performance of official 
duties. File folders are stored in locked rooms or drawers. 

Retention and disposal: 

Manual files are forwarded to gaining unit upon permanent change 
of station orders to another Space Command unit. If individual trans- 
fers to another USAF Major Command (MAJCOM), the file is 
returned to the individual. 

System manager(s) and address: 

Deputy Chief of Staff for Operations, Director Training and 
Standardization Evaluation, Headquarters Air Force Space Com- 
mand, and Director of Operations at Air Force Space Command 
units with a space, warning or surveillance mission. Official mailing 



addresses are in the Air Force address directory which follows these 
systems notices. 

Notification procedure: 

Contact the System Manager. Requests to determine existence of 
record should include full name, grade and approximate dates indi- 
vidual was assigned to Space Command space, warning and surveil- 
lance duties after September 1, 1983. 

Record access procedures: 

Access is controlled by the System Manager. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial determination by the individual concerned may be 
obtained from the System Manager, and are published in Air Force 
Regulation (AFR) 12-35. 

Record source categories: 

Information will be obtained from the individual and from instruc- 
tors or Standardization Evaluators. 

Exemptions claimed for the system: 
None. 

F050ARPCA 

System name: 

Professional Military Education (PME). 
System location: 

Air Reserve Personnel Center, Denver, CO 80280. 
Categories of individuals covered by the system: 
Air Force Reserve personnel. 
Categories of records in the system: 

Records concerning school (PME) quotas, school selection boards 
results selecting a reservist to attend a PME course. 
Authority for maintenance of the system: 

10 use 262, Purpose as implemented by Air Force Manual (AFM) 
50-5, USAF Formal Schools Catalog, Vol I (Policy, Responsibilities 
and General Procedures), Vol 11 (Course Announcements); Air 
Force Regulation (AFR) 35-41, Vol II, Reserve Training; and AFR 
53-8, USAF Officer Professional Military Education System. 

Purpose(s): 

Used to monitor, manage and comply with the requirements to 
fulfill the quotas allocated to reservist by the office of primary 
responsibility at ARPC. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders/note books/binders. 
Retrievability: 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards and controlled by 
personnel screening. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver, CO 
80280. 

Notification procedure: 

Requests from individuals should be addressed to the Documenta- 
tion Management Officer, ARPC/DAD, Denver, CO 80280. Written 
requests for information should contain full name, SSN, current mail- 
ing address and, if known, the case (control) number on correspond- 
ence received from ARPC. Records may be reviewed in the Records 
Review Room, Air Reserve Personnel Center, Denver, CO between 
8 a.m. and 3 p.m. on normal workdays. Visitors wishing to see their 
records should provide a current Reserve identification card and/or 
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drivers license and some verbal information that could verify the 
person's identification. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the Docu^ 
mentation Management Officer, ARPC/DAD, Denver, CO 80280; 
telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information from master personnel record 'and -individuals applica- 
tion. , ' ' 

Exemptions claimed for the system: 

None. 

F050ATCA 

System name: 

Officer Training School Resource Management System - Officer 
Trainees. 

System location: 

Officer Training School (OTS). Lackland AFB, TX 78236, 
Categories of individuals covered by the system: 
Officer Trainees (OTs) while attending OTS. 
Categories of records in the system: 

Officer Trainee record showing: name, SSN; demographic data 
such as date of birth, race, sex, marital status, ethnic group; educa- 
tional data such as college degree, major institution, and year award- 
ed; OTS selection data such as recruiting detachment^ and AFOQT 
scores; performance data such as test scores, measurement evaluation, 
merits and demerits earned, absences from class, involvement in re- 
medial programs; health data to include height, weight aerobic pro- 
gram requirements and performance; injuries that require waivers to 
training or delay of commissioning; student disposition indicators 
showing in-training, eliminated, recycled, heldover or graduated. 

Authority for maintenance of the system: 

10 use Chapter 907 - Schools and Camps as implemented by Air 
Force Regulation 53-27, Officer Training School USAF (OTS) and 
Air Training Command Regulation 53-3, Administration of the Offi- 
cer Training School Program. 

Purpose(s): 

To track attrition to the OTS program by cause and type compar- 
ing that against demographic and performance data of the individual, 
and to monitor the progress of an individual toward completion of 
the program. Records may be grouped by class, squadron, flight, a 
demographic or performance factor in the accomplishment of evalua- 
tions of the program or the individual in relation to cohorts. Studies, 
analyses, and evaluations that use these records are intended to im- 
prove the quality of the training program, and develop a more 
accurate profile of those individuals who can be expected to accom- 
plish the OTS program. . ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on magnetic tape, disk units, and computer 
printouts. 
Retrievability: 

Data on an individual is retrieved by use of the SSN. 
Safeguards: 

Data may only be retrieved by use of a user code for access to the 
terminal and a passwoi"d for access to a specific record. Printed 
output is only distributed to authorized users. Main computer and 
locked history files container are in a room that has controlled access 
and is locked when unoccupied. Terminal keyboardis have a security 
mechanism to preclude unauthorized use. 

Retention and disposal: 

Officer trainee records are kept in a history file for two years. 
System manager(s) and address: 

Registrar, Officer Training School, Lackland AFB, TX 78236. 
Notification procedure: 



Request for information should be addressed to the System Manag- 
er, and must contain name and address. ' 
Record access procedures: 
Same as procedures for notification. 
Contesting record prociedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations, by the individual concerned may be 
obtained from the System Manager. 

Record source categories: , . 

Information obtained from the individual, flight commanders, OTS 
instructors, personnel specialists and members of the registrar's office. 
Exemptions claimed for the system: 

None. 

F050 ATC B 

System name: 

Community College of the Air Force Student Record System. 
System location: 

The system is centrally administered by the Community College of 
the Air Force (ATC/ED), Maxwell AFB, AL 36112. Computer 
processing for the system is performed by the Systems Development 
Branch, Maxwell AFB, AL. 

Categories of individuals covered by the system: 

The system may have a record for any person who since January 
1, 1968 has completed a formal course of instruction conducted by 
one of the Air Force schools identified in the current Community 
College of the Air Force General Catalog. Such courses do not 
include pre-commissioning courses and courses conducted exclusively 
for officers or their civilian counterparts. The system includes 
records reflecting Air Force courses completed before 1968 and 
other educational accomplishments for persons who as enlisted mem- 
bers of the Air Force registered in programs of study leading to 
credentials awarded by the college. Both here and where appropriate 
below, the general term Air Force includes the regular Air Force, 
the Air Force Reserve, and the Air National Guard. 

Categories of records in the system: 

Individual academic records and, where necessary to serve airmen 
registered in study programs leading to credentials awarded by the 
college, a variety of source or substantiating records such as copies 
of registration applications and document control records derived 
from such applications, civilian college transcripts, college level ex- 
amination program score reports; copies of educational records origi- 
nated by other Air Force and non-Air Force agencies external to the 
college (such as the Federal Aviation Agency, the United States 
Armed Forces Institute, and the Defense Activity for Non-traditional 
Education Support), copies ' of a variety of Air Force personnel 
records '(such as documents derived from, master records maintained 
by the Air Force Manpower and Personnel Center and microfiche 
records of locator data); and records of credentials awarded to grad- 
uates. The college also maintains copies and related records of com- 
munications from, to, or regarding persons interested in the college, 
its educational programs, its student record system, and related mat- 
ters. Copies of and statistical records derived from individual re- 
sponses to surveys, questionnaires, and similar instruments authorized 
by HQ USAF may also be maintained as needed for managerial 
evaluation and planning by officers of the college. 

Authority for maintenance of the system: 

10 use 9315, Community College of the Air Force: Associate 
degree; and Air Force Regulation 53-29, Community College of , the 
Air Force Mission. 

Purpose(s): 

Records originated in the system document, in terms of credit 
awarded or accepted in transfer by the college, individual education- 
al accomplishments which satisfy curricular requirements of study 
programs leading to an Associate in Applied Science degree offered 
by the college. Transcripts of records in the college are, at the 
written request of persons concerned, furnished to any recipient(s) 
designated in such requests. Such recipients typically include Air 
Force Education Services Centers, other offices where Air Force 
personnel are stationed, educational institutions, and potential or cur- 
rent employers. CCAF transcripts and copies of other records origi- 
nated in the college are also used to support educational and occupa- 
tional counselling, planning, and development; admission to other 
colleges; and related individual affairs. Disclosures of information 
recorded in the system may be made to employees of civilian con- 
tractors engaged by the Air Force to provide services which directly 
or indirectly support the record system. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Permanent student computer records are maintained on and as 
necessary reproduced from magnetic media. Paper records are main- 
tained in file folders, card files, and special binders/cabinets designed 
for computer listings. 

Retrievability: 

Computer records are retrievable by a combination of Social Secu- 
rity Number (SSN) and certain letters of last name. Paper records are 
retrievable by either SSN or name. 

Safeguards: 

Records maintained in the college are normally disclosed only 
upon written request from the subject of the records or upon written 
request from an Air Force officer or employee responsible to provide 
educational or related services to Air Force personnel. Disclosures to 
non-Air Force agencies not requested by the subject of the records 
require approval of an officer of the college. Except for disclosures 
within the college as may be necessary. to its operations, requests by 
telephone and other unwritten means will not be honored unless in 
the judgment of a responsible member of the college staff the re- 
quester is a member or employee of the Air Force acting on behalf 
of, or is, the person whose record is requested. Special care is 
exercised to ensure complete identification of the requester, the 
person whose record is to be disclosed, and intended use. Other 
systematic safeguards to ensure integrity of records include secure 
storage of successive generations of computer master files, existence 
and long-term retention in other Air Force facilities of records 
needed to rebuild the entire system in the event of catastrophe, and 
traditional measures to ensure the security of Air Force facilities. All 
records in the system are attended by responsible Air Force person- 
nel during duty hours and stored in locked facilities under constant 
or periodic surveillance by Air Force security police during non-duty 
bout's. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference. Specific rules for retention of permanent microfiche 
have not yet been determined. It is anticipated that such records may 
need to be retained for not less than 30 and not more than 50 years 
beyond the latest entries on each such record. Active master file 
records on the computer are by their nature evolutionary and will be 
maintained permanently. Paper records maintained to serve students 
registered in study programs are retained so long as a registrant 
remains, active in his or her program. Such records are destroyed 1 
year after a registrant completes his or her study program. Other 
records are typically retained only so long as they may serve a useful 
purpose, which is typically between 30 and 90 days. No rule has yet 
been defined for retaining records which verify awards of credentials 
by the college, but it is expected that such records will need to be 
archival. 

System manager(s) and address: 

Senior official responsible for policies and procedures which 
govern the system: Deputy Chief of Staff/Manpower and Personnel, 
Headquarters United States Air Force. System Manager: President, 
Community College of the Air Force (CCAF/CC) Maxwell AFB, 
AL 36112. 

Notification procedure: 

Persons who have not registered in the college should address 
inquiries regarding records maintained by the college to Chief, Stu- 
dent Records Branch (CCAp/RRR), Maxwell AFB, AL 36112. Per- 
sons who have registered in the college may address inquiries as 
above or to Chief, Academic Programs Division (CCAF/AY), also 
at Maxwell AFB. Such inquiries will need to include the full name 
(and former names if appropriate), SSN, and birthdate of the inquirer, 
and should include a full return address (including ZIP Code). Visits 
to the college are welcomed, and visitors seeking information about 
personal records should first visit the Office of the Registrar. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager and from addresses listed above. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager^ 



Record source categories: 

Information obtained from educational institutions, automated 
system interfaces and from source documents submitted to the col-' 
lege by or at the request of individuals concerned, or by other Air 
Force agencies acting on behalf of individuals concerned. 

Exemptions claimed for the system: 

None. 

F05DATCD 

System name: 

Individual Academic Records - Survival Training Students. 
System location: 

Fairchild Air Force Base, WA 9901 1. 
Categories of individuals covered by the system: 
Officer and enlisted aircrew members. 
Categories of records in the system: 
Survival training students performance. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Force Regulation 50-3, Survival Training. 
Purpose(s): 

Document and evaluate students performance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are §tored in locked cabinets or rooms. 
Retention and disposal: 

Retained in office files for two years after annual cut-off then 
forwarded to the Washington National Records Center, where 
records will be held an additional 28 years, then destroyed by tearing 
into pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Deputy Chief of Staff Operations, Headquarters Air Training 
Command, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the the 3636 
CCTW/DOOS, Fairchild Air Force Base, WA 99011. Requests 
should include name, rank. Social Security Number, course(s) attend- 
ed and graduation date, if known. 

Record access procedures: 

Individual can obtain assistance in gaining access by contacting 
3636 CCTW/DAD, Fairchild Air Force Base, WA 99011 or by 
contacting the System Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Survival training supervisors and staff officials. 

Exemptions claimed for the system: 

None. 

F050 ATCE 

System name: 

Maintenance Management Automated Training System (MMATS). 
System location: 

At all Air Training Command bases that utilize MMATS. Official 
mailing addresses are in the Department of Defense directory in the 
appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Individuals assigned to organizations involved in the maintenance 
of aircraft, trainers, and associated equipment. 

Categories of records in the system: 
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Maintenance training records. ' . 

Authority for maintenance of the system: 

iO use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Training Command Manual 66-420, Mainte- 
nance Management Auioinated Training Siystetii (MMATS). 

Purpose(s): 

Used to establish and maintain data pertaining to a specific individ- 
ual assigned to a maintenance organization; used by work center 
supervisors, maintenance training and administrative personnel, and 
other members of the Deputy Commander for Maintenance or Chief 
of Maintenance staff to maintain basic data relating to an individual; 
and to monitor the overall training status of an organization. . 

Routine uses of records maintained in the system, including, catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be djisclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer magnetic tapes. 

Retrievability: * 

Filed by name and by Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and controlled 
by computer system software. 

Retention and disposal: 

Maintained until purpose has been served or for 1- month whichev- 
er is sooner. It is then destroyed by tearing into pieces, pulping, - 
burning, shredding, or macerating. 

System manager(s) and address: ^ * 

Noncommissioned oifficer or civilian in charge of the training man- 
agement section at each unit utilizing MMATS. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access fronfi the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's' systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records. and. for contesting and 
appealing initial determinations by the individual, concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from individual 'training source documents. 

Exemptions claimed for the system: . 

None. ;> . 

F050 ATCI 

System name: 

Defense English Language Management Information System 
(DELMIS). 

System location: " • 

Defense Language Institute English Language Center, Lackland 
AFB. TX 78236. . ' 

Categories of individuals covered by the system: 
Active duty military personnel assigned to the program. 
Categories of records in the system: 

Name and SSN; demographic data such as date of birth, sex, 
marital status, ethnic group; educational data; performance data such 
as test scores, measurement data, individual training progress and 
proficiency; class schedule; locator; and academic status. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by a specific governing 'directive, 
Purpose(s): ' . , " 

To track attrition of the program by cause and type, and to 
compare that against demographic and performance data of the indi- 
vidual, and to monitor the progress of each individual toward com- 
pletion of the program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



Record from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. ^' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Records are stored in computer and computer output product's. 
Retrievability: 

By name or , Social Security Number. • . , 
Safeguards: 

Access to the computer system requires user code and' password.' 
Retention and disposal: 

Output products are retained until no Ibnger needed; computerized 
records will be retained for ten years after individual completes or 
discontinues training. ■ . 

System manager(s) and address: 

Training Operations Branch (LEAX), Defense Language Institute 
English Language Center, Lackland AFB, TX 79236. 
Notification procedure: ^ 

Requests from individuals should be sent to .the System Manager. 
Record access procedures: '-^ 

Individuals can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for acce'ss to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force. 
Regulation (AFR) . 12-35. . • • 

Record source categories: : 

Information obtained from the individual, source documents, com- 
manders. . . . 
Exemptions claimed for the. system: 
None. ' . . 

F050ATC J 

System name: 

Branch Level Training Management System (BLTMS). 
System location: 

AW Technical Training Centers' of Air Training Command (ATC). 
Official mailing addresses are in the Air Force Address Directory, 
AFP 12-36. Attachment 3. 

Categories of individuals covered by the system: 

Active duty military personnel, U.S. government-civilian employ- 
ees,. Air Force Reserve and Air National Guard personnel, foreign 
nationals, and retired or separated Air Force personnel who are 
attending or have attended a resident traininjg course conducted. at 
one of the Technical Training Centers .within the past two years. 

Categories of records in the system: • 

Records of individual training and education. (1) The ATC Stu- 
dent Records of Training consists of background and test scores. (2) 
The Graduate Evaluation Master File contains units of assignment or 
graduates and individual and supervisory responses to. training effec- 
tiveness questionnaires. 

Authority for maintenance of the system: 

10 U.S.C.' 8012, Secretary of the Air Force: Powers and duties; 
delegation by. (1) Air Training Command Regulation (ATCR) 52-3, 
Student Measurement; ATCR 52-26, Student Scheduling and Admin- 
istration; and ATCR 35-301, . Student Flow Management. (2) Air 
Force Regulation (AFR) 50-38, Field Evaluation of Education and. 
Training Programs. \ . 

Purpose(s): ' 

(1) To record individual attendance, achievement, and training 
progress. Provides the data base for producing summary reports for 
managing the flow of students through training and the evaluation. of 
training adequacy. Information extracted from these records is pro- 
vided to the Personnel Data System (PDS) for reporting course 
completion and changes to assignment availability date, and to the 
Community College of the Air Force (CCAF) for student's educa- 
tion records. 1 (2) To perform required evaluation of the technical 
training received by graduates. • - / i 

Routine uses of records maintained in the system, including catego- 
ries of users and. the purposes of such uses: 

Records from this .system of records may be disclosed for any of 
the blanket routine uses published by. the Air Force. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Stored on computer and computer output products. 
Retrievabiiity: 

Retrieved by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know and by those responsible for 
servicing the record system in the performance of their official 
duties. Computer records and equipment are kept in lockable offices 
and access to the computer records is controlled by computer soft- 
ware which includes userids and passwords. 

Retention and disposal: 

(1) Student Records of Training are destroyed two years after 
information is entered into the Pipeline Management System which is 
part of PDS. (2) Graduate Evaluation Master File records are de- 
stroyed when superseded, obsolete, or no longer needed, whichever 
is sooner. 

System manager(s) and address: 

Deputy Chief of Staff for Technical Training, Standards and 
Policy Directorate, Headquarters Air Training Command, Randolph 
AFB, TX 78150. (1) The System Manager for a base is the Technical 
Training Wing, Operations Division, Registrar Branch. (2) The 
System Manager for a base is the Technical Training Wing, Training 
Evaluation Division. 

Notification procedure: 

Requests from individuals should be sent to the System Manager. 
Record access procedures: 

Individuals can obtain assistance in gaining access from the local 
base System Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information is obtained from the Personnel Data System for Train- 
ing (PDST), personnel records, training records, or the individual. 
(1) Tests and instructor observations. (2) Responses to training effec- 
tiveness questionnaires. 

Exemptions claimed for the system: 

None. 

F050 AU F 

System name: 
Air University Academic Records. 
System location: 

Air University, Maxwell Air Force Base, AL 36112. Subsystems 
are located and maintained at the Air Force Institute of Technology/ 
RR, Wright-Patterson Air Force Base, OH 45433; Extension Course 
Institute/EDOR, Gunter Air Force Station, AL 36118. 

Categories of individuals covered by the system: 

Graduates,' students currently or previously enrolled in AFIT, AU 
PME schools or ECI. 

Categories of records in the system: 

Education records which include transcripts; test scores; comple- 
tion/noncompletion status; training reports; rating of distinguished, 
outstanding or excellent graduate as appropriate; and other docu- 
ments associated ^yith academic records. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by; Air Force Regulation 50-12, Extension Course Pro- 
gram; Air Force Regulation 53-8, ,USAF Officer Professional Mili- 
tary Education System; and Executive Order 9397. 

Purpose(s): 

Individuals seeking academic or certification credit for courses 
completed may request applicable Registrar to send a record of 
courses completed to school or activity desired. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 



Storage: 

Maintained in file folders at Air Force Institute of Technology, 
and in microform and on computer at Extension Course Institute. 

Retrievabiiity: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in vaults and locked cabinets or 
rooms and are controlled by personnel screening. 

Retention and disposal: 

Retained for 30 years or until no longer required at ECI; master 
transcripts of resident schools are kept 50 years at AFIT. 
System manager(s) and address: 

Registrar, Air Force Institute of Technology, Wright-Patterson 
Air Force Base, OH 45433; Air University Registrar, Extension 
Course Institute, Gunter Air Force Station, AL 36118. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Include full name, SSN and class designation. Individuals may 
visit Office of the Registrar. Identification is required. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

information obtained from educational institutions, source docu- 
ments such as reports, testing agencies, student, and on-the-job train- 
ing officials. 

Exemptions claimed for the system: 

None. 

F050AUG 

System name: 

Student Record Folder. 
System location: 

Air University, Maxwell Air Force Base, AL 36112 and at each 
Air University Professional Military School/Course at Maxwell Air 
Force Base, and Gunter Air Force Base, AL 36118. 

Categories of individuals covered by the system: 

Military and civilian students! 

Categories of records in the system: 

Individual student folder containing test results, speech and writing 
critiques, interview/counseling record, faculty rating, and other doc- 
uments pertaining to student administration. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Force Regulation 53-8, USAF Officer Profes- 
sional Military Education System. 

Purpose(s): 

Used by faculty and staff of applicable school/course to evaluate 
and record performance/progress of student, and to determine suit- 
ability for future faculty position. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievabiiity: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
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of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 
Retention and disposal: 

Retained in office files until graduation or elimination from train- 
ing, then destroyed by tearing into pieces, shredding, pulping, macer- 
ating, or burning. 

System manager(s) and address: 

Director of Curriculums. Submanagers: Director of Administration 
(DA) at each school/course. 
Notification procedure: 

Requests should be addressed to the Director of Administration at 
the applicable school. Provide name, SSN. May visit the office of the 
Director of Administration and present acceptable identification. 

Record access procedures: 

Individual can obtain assistance in gaining access from appropriate 
Director of Administration. Mailing addresses are in the Department 
of Defense directory in the appendix to the , Air Force's , systems 
notices. 

Contesting record procedures: 

The Air Forceps rules for access to records and for contesting and 
.appealing initial determinations by the individual concerned may . be 
obtained from the System Manager. 

Record source categories: 

Individual student, instructor and source documents such as re- 
ports. * . 

Exemptions claimed for the system: 
None. 

F050AUJ 

System name: 

Student Questionnaire. 
System location: 

Air University. Maxwell Air Force Base, AL 36112. Subsystems 
are located at the Air War College (AWC), Air Command and Staff 
College (ACSC), Squadron Officers School (SOS), Maxwell Air 
Force Base, AL 36112. 

Categories of individuals covered by the system: 

All students attending AWC, ACSC, and SOS. 

Categories of records in the system: 

Questionnaire including military data such as name, SSN, grade, 
age, flying data, education data, personal data and locator . data. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Force Regulation 53-8, USAF Officer Profes- 
sional Military Education System. 

Furpose(s): 

Primary use is to gather statistical data for analysis by management 
analysis personnel, subsequent publication of data in AU quarterly 
program summary. Used by applicable PME school for locator and 
other administrative purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Forcg. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: ! 

Class desiginator and filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until graduation or elimination from train- 
ing, then destroyed by tearing into pieces, shredding, pulping, macer- 
ating, or burning. 

System manager(s) and address: 

Director of Management Analysis at HQ USAF Submanager at 
each applicable school, AWC, ACSC, and SOS. 
Notification procedure: 



Requests should be addressed to the Director of Administration at 
the applicable school. Provide name, SSN and class. Individuals may 
visit the office of the Director of Administration at the applicable 
school. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: . 

Individual student. 

Exemptions claimed for the system: 

None. 

F050 AUK 

System name: 

Institutional Research Analysis System. ' ' 
System location: 

Headquarters Air University, Curriculum and Research Director- 
ate (HQ AU/XPZ), Maxwell AFB, AL 36112-5001. 

Categories of individuals covered by the system: 

All students attending any of the following Air University (AU) 
schools in residence, Air War College; Air Command and Staff 
College; Squadron Officer School; the USAF Senior Noncommis- 
sioned Officer Academy; Ira C. Eaker Center for Professional Devel- 
opment; Center for Aerospace Doctrine, Research and Education, 
and all faculty and staff of these schools. 

Categories of records in the system: 

Education and assignment history, information on school curricu- 
lum, facilities, and budgets by organization within AU and manpower 
data for AU organizations. 

Selected demographic data oh students, faculty, and stafT assigned 
to AU to include evaluation data, personnel data and school curricu- 
la data. 

Data on AU facilities, selected budget information and historical 
data regarding the operations of AU schools. , 
Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and Duties; 
delegation by; as implemented by DOD Instruction 1430.5; AFR 53- 
8, USAF Officer Professional Military Education System; and Execu- 
tive Order 9397. 

Purpose(s): 

The system will be used to generate statistical summaries of unclas- 
sified data for use by action officers as part of their normal duties, 
and to enable programming of simple applications for use by other 
AU organizations and headquarters personnel. 

Additional capabilities of the system will consist of word process- 
ing and statistical analyses necessary for producing summaries and 
reports as needed by the Air University Commander and Air Force 
senior leadership. 

The system will be used to support the mission of Air University. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses'* pub- 
lished at the beginning of the agency's compilation apply to. this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are maintained on computer . in ' an aiitomated medium. 
Retrievability: 

Records may be retrieved by any of the following. Social Security 
Number, name, date of birth, specialty or occupation code, rank/ 
grade, aeronautical rating, branch of service, service status, educa- 
tional level, advanced degrees, professional military education school 
attended, status (student/faculty/stafQ* or academic rank (if faculty). 

Safeguards: 

The room containing the IRAS computer system and all storage 
media has two lockable entrances which will be secured after duty 
hours. A checklist of authorized users will be placed by each en- 
trance. Individual user codes/passwords will be required for access 
onto the system. Backup copies of all disks will be labeled and placed 
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in a designated location in the room. Tapes and disks will be securely 
stored when not in use. 

The system manager will assign passwords to all users. HQ AU/ 
XPZ will maintain security logs, run logs, and incident reports used 
to provide audit trails for the system. 

Retention and disposal: 

Records are maintained for a period of 10 years and then de- 
stroyed. Principal means of destruction of data on magnetic media 
will be degaussing or overwriting. 

System manager(s) and address: 

HQ AU, Chief of Computer Applications or the HQ AU Curricu- 
lum Coordinator, Austin Hall, Maxwell AFB, AL 36112-5001. 
Notification procedure: 

Individuals seeking to determine if records about themselves are 
contained in this system should address written inquiries to HQ AU, 
Chief of Computer Applications, or the HQ AU, Curriculum Coordi- 
nator, Austin Hall, Maxwell AFB, AL 36112-5001. 

The request should contain the full name, current address, phone 
number, current military /civilian (DoD) status, date(s) of attendance 
at Air University, Social Security Number, and proof of identity with 
an Armed Forces identification card or driver's license. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written inquiries to HQ AU Chief of 
Computer Applications or the HQ AU Curriculum Coordinator, HQ 
AU/XPZ, Austin Hall, Maxwell AFB, AL 36112-5001. 

The request should contain the full name, current address, phone 
number, current military /civilian (DoD) status, date(s) of attendance 
at Air University, Social Security Number, and proof of identity. 

Contesting record procedures: 

The Air Force rules for accessing records and for contesting and 
appealing initial* agency determinations by the individual concerned 
are contained in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system managers. 

Record source categories: 

Information in the system will be provided by the individual con- 
cerned; by each Air University organization; and from local organi- 
zational data bases. 

Exemptions claimed for the system: 

None. 

F050 ESC A 

System name: 
208XX Voice Processor Student History. 
System location: 

Director of Assignments (DPR), Headquarters Electronic Security 
Command (ESC), San Antonio, TX 78243. 

Categories of individuals covered by the system: 

208XX Language students and assigned personnel in training/per- 
forming language duties. 

Categories of records in the system: 

Computer records. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by as implemented by Air Force Manual (AFM) 50-5, 
USAF Formal Schools Catalog, Volume I, Chapter 3, and AFM 30- 
3, Mechanized Personnel Procedures. 

Purpose(s): 

Used in computation of Air Force Trained Personnel Requirement 
(TRP) Report for HQ ESC; tracking qualified linguists and their 
formal language training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer magnetic disk storage. 
Retrievability: 

Filed by Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
controlled by computer system software.' 



Retention and disposal: 

Retained by computer disk storage until superseded, obsolete, no 
longer needed for reference, or on inactivation, then destroyed by 
removing from disk storage. 

System manager(s) and address: 

Director of Assignments (DPR), Headquarters Electronic Security 
Command (ESC), San Antonio, TX 78243. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: • 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Personnel data system. 

Exemptions claimed for the system: 

None. 

F050ESCB 

System name: 
Training Progress. 
System location: 

Electronic Security Command (ESC) NCO PME Center, Goodfel- 
low Air Force Base, TX 76908. 

Categories of individuals covered by the system: 

Air Force active duty enlisted personnel assigned to the ESC 
NCO PME Center. 

Categories of records in the system: 

In-processing forms. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by as implemented by Air Force Regulation (AFR) 50-39, 
Noncommissioned Officer Professional Military Education and Civil- 
ian Initial Supervisory Training. 

Purpose(s): 

Used by military training instructors to evaluate student progress. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records are 
used to verify past experience. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and stored 
in locked cabinets or rooms. 
Retention and disposal: 

Destroy 10 years after student completes training by tearing into 
pieces, shredding, pulping, macerating or burning. 
System manager(s) and address: 

ESC NCO PME Center, Goodfellbw Air Force Base, TX 76908. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from educational institutions. 
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Exemptions claimed for the system: 

None. 

F050 MAC A , 

System name: 

Training Instructors (Academic Instructor Improvement/Evalua- 
tion). - 

System location: 

Chief, Academic Training Branch, 1550th Technical Training 
Squadron, Kirtland Air Force Base, NM 87117. 
Categories of individuals covered by the system: 
Academic instructors. 
Categories of records in the system: 

Forms for evaluating instructor performance, in the classroom. 
' Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties;* 
delegation by. ' 
Purpose(s): 

Basic for instructor improvement. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: i ; 

Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system- Records 
are stored in locked cabinets or rooms. 
Retention and disposal: 

Retained in office files until reassignment' or separation; then de- 
stroyed by tearing into pieces, shredding, ' pulping, macerating, or 
burning. ' * ^ 

System manager(s) and address: . * 

Chief Academic Training Branch, 1550th Technical Training 
Squadron, Kirtland Air Force Base, NM 87117 

Notification procedure: 

Requests from individuals should be addressed to. the.;System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: . .. \- 

The Air Forceps rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Supervisors. 

Exemptions claimed for .the system: 
None. 

F050 MAC B 

System name: 

Training Progress (Permanent Student Record). 
System location: 

1380th School Squadron (MAC Noncommissioned Officer Acade- 
my-West), Norton Air Force Base, CA 92409 and 1381st School 
■ Squadron (MAC Noncommissioned Officer Academy-East), 
McGuire Air Force Base, NJ 08641. 

Categories of individuals covered by the system: , 

Enlisted personnel, Nvho .are graduates of the Academy. 

Categories of records in the system: 

Name, grade, Social Security Number, duty title, security clear- 
ance,, marital status, organization assigned, education level, photo- 
graph, date of birth, Airman Qualification Examination, evaluation of 
academic progress. 

Authority for maintenance of the system: 

10 use 8012, Secretary iof the Air Force: Powers and duties; 
delegation by. 



Purpose(s): 

To record student achievement. 

Routine uses of records maintained jn the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for. storing, retrieving, accessing, retaining, ^and 
disposing of records in the system: 

Storage: 

Maintained in card files. ♦ - ^ 

Retrievability: . 
Filed by name. 

Safeguards: ' ^ , 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in file 
cabinets. ' ' « . ^ - 

Retention and disposal: 

Destroy ten years after individual completes or discontinues a 
training course by tearing into pieces, shredding, pulping, macerating 
or burning. • ' ' 

Systeni manager(s) and address: 

1380th School Squadron (MAC Noncommissioned Officer Acade- 
my-West), Norton Air Force Base, CA 92409. ^and.- 1381st School* 
Squadron (MAC Noncommissioned Officer Academy-East), 
McGuire Air Force Base, N J 08641. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. ' - 

Record access procedures: 

Individual can obtain assistance in gaining access from, the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting' and 
appealing initial determinations by tlie individual concerned may be 
obtained from the System Manager. 

Record source categories: 

From Consolidated Base Personnel Offices and from evaluation of 
student progress. . 
Exemptions claimed for the system: 

None. ' 

F050MACC 

System name: 

Training Systems Research and Development Materials. 
System location: 

1550th Aircrew Training and Test Wing, Deputy Commander for 
Operations, 1550th Technical Training Squadron, Kirtland Air Force 
Base, NM 87117. 

Categories of individuals covered by the system: 

Students who have completed training. . , 
Categories of records in the system: < 
Training and effectiveness questionnaires for supervisors and grad- 
uates, flying instructor and academic instructor improvement and 
evaluation, evaluation coordination sheet. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

. To evaluate and analyzjs training effectiveness. 

Routine uses of records maintained in . the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name, rank, Social Security Number and class number. 
Safeguards: 
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Records are accessed by custodian of the record system. Records 
are accessed by person(s) responsible for servicing the record system 
in performance of duties. Records are accessed by authorized person- 
nel who are properly screened and cleared for need-to-know. 
Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief, Evaluation and Analysis, 1550th Aircrew Training and Test 
Wing, Kirtland Air Force Base, NM 87117. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information from assigned personnel. 

Exemptions claimed for the system: 

None. 

F050SACA 

System name: 

ADP Training Management System. 
System location: 

Headquarters Strategic Air Command, Deputy Chief of Staff, In- 
formation Systems (HQ SAC/SI), Offutt AFB, NE 68113-5001. 
Categories of individuals covered by the system: 
Military and civilian personnel currently assigned to HQ SAC/SI. 
Categories of records in the system: 

Training Summary Files: Records are maintained for each student 
listing training courses completed and scheduled. Computer Based 
Training ,(CBT) Management: For students enrolled in Computer 
Assisted Instructions (CAI) courses, maintains record of student 
progress and responses to lesson material. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used to validate prerequisites for projected training, track student 
progress in CAI courses, monitor enrollment processing actions, and 
generate statistical information on training trends within HQ SAC/ 
SI. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, and on computer and computer output 
products. 
Retrievability: 

By name, course, date, or organization. 
Safeguards: 

Records are accessed by personnel responsible for servicing the 
record system in performance of official duties. Students have access 
only to their own file by grant of specific 'permissions.* Hard copies 
of records are stored in locked rooms and cabinets. 

Retention and disposal: 

Retained until reassigned from HQ SAC/SI, then computer files 
are erased or overwritten and hard copies are destroyed by tearing 
into pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Deputy Chief of Staff, Information Systems, Training Division, 
Headquarters Strategic Air Command (HQ SAC/SIRT)^ Offutt 
AFB. NE 68113-5001. 



Notification procedure: 

Deputy Chief of Staff, Information Systems (HQ SAC/SIRT), 
Offutt AFB, NE 68113-5001. Requests to determine existence of 
record should include full name, grade and whether currently as- 
signed to HQ SAC/SI. 

Record access procedures: 

Access to all records is controlled by HQ SAC/SIRT. Offutt 
AFB, NE 68113-5001. 
Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial determination by the individuals concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from individual and graduation certificates. 

Exemptions claimed for the system: 

None. 

F050 SACB 

System name: 

Instructional Systems Development (ISD) Evaluation. 
System location: 

93 Bombardment Wing (93 BMW) Instructional Systems Develop- 
ment Division (D05), Castle Air Force Base, CA 95342. 

Categories of individuals covered by the system: 

Strategic Air Command (SAC) aircrew members (B-52 G/H pilots, 
copilots, navigators, radar navigators, electronic warfare officers, 
aerial defense gunners; KC-135 pilots, copilots, navigators, inflight 
refueling operators) who are attending, or have attended, a course of 
instruction conducted by the 93 BMW, Castle Air Force Base, CA 
after June 1, 1981. 

Categories of records in the system: 

Computerized information file compiled from questionnaires about 
training accomplished while attending a course of instruction, the 
respondee's base of assignment and subjective assessment of the train- 
ing conducted. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force; powers and duties; 
delegation by; Air Force Regulation (AFR) 50-8, Instructional Sys- 
tems Development; and AFR 50-38, Field Evaluation of Formal 
School Graduates. 

Purpose(s): 

Used to tabulate and compare data; and to identify strengths and 
weaknesses of the training programs. Will also be used to score 
trainee within-course test performances. Identification of specific re- 
spondees in the records will only be used by the custodian to evalu- 
ate and assess quality of Air Force Training Programs. 

Routine uses of records maintained in the system, including catego-. 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders, and on computer and computer prod- 
ucts. 
Retrievability: 

Retrieved by Social Security Number (SSN). Information may also 
be retrieved by groupings of data from such elements as type air- 
frame, course attended, crew position, or base of assignment. 

Safeguards: 

Records are accessed by custodian of the record system and per- 
sonnel responsible for servicing the record system in performance of 
their official duties. Records are stored on diskettes kept in a locked 
room whenever office is not manned. Original questionnaire re- 
sponses will be maintained in a locked container when the office is 
not manned. 

Retention and disposal: 

Paper records are destroyed by tearing into pieces, shredding, 
burning, macerating, or pulping, and diskettes will be destroyed by 
degaussing, when superseded or when the individual is reassigned 
from SAC. 

System manager(s) and address: 

Education Specialist or ISD System Manager, 93 BMW/D05 Sci- 
entific Advisory Branch (D05S), Castle Air Force Base, CA 95342. 
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Notification procedure: 

Education- Specialist or ISD System Manager, 93 BMW/D05S, 
Castle Air Force Base, CA 95342. Requests to determine existence of 
record should include full name, and grade, SSN and approximate 
dates individual attended a course of instruction conducted by 93 
BMW, Castle Air Force Base, CA subsequent to June 1, 1981. 

Record access procedures: 

Access to all records is controlled by 93 BMW/D05S, Castle Air 
Force Base, CA 95342. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information is obtained from questionnaires completed by 93 
BMW students, graduates or SAC Squadron Training Flight Instruc- 
tors, and current combat crew training instructors. 

Exemptions claimed for the system: 

None. 

F050 SAC C 

System name: 

SAC Operations Personnel Training Management System. 
System location: 

At Air Force (AF) installations, Deputy Commander for Missile 
Operations within the Strategic Air Command (SAC) and Deputy 
Chief of Staff, Director of Missile Operations at SAC Headquarters, 

Categories of individuals covered by the system: 

Strategic Air Command military personnel currently assigned to 
missile operations. 

Categories of records in the system: 

The system contains computerized data and manual files related to 
training/evaluation accomplishment, crew number, type training/ 
evaluation, discrepancies noted, evaluation scores, name, grade, date 
of birth, unit assigned, date of separation, date arrived station. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; Strategic Air Command Intercontinental Ballistic Mis- 
sile Training; and Strategic Air Command Regulation 55-66, Volume 
II, Intercontinental Ballistic Missile Combat Crew Standardization , 
and Evalatuion. 

Purpose(s): 

To develop a record source of operations personnel, at unit level, 
in order to determine overall job qualifications, capabilities, and his- 
torical data for analysis by unit and Major Air Command personnel 
responsible for maintaining a training program and to document and 
certify /decertify an individuaris qualification. The files will provide a 
source of data to help insure weapon system currency and future 
training requirements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, and on computer and computer output 
products. 
Retrievability: 

Retrieved by name or unique system identification number. 
Safeguards: 

Records are accessed by custodian of unit files and by personnel 
responsible for servicing the record system in performance of official 
duties. The computer file is maintained on computer disc/tape by 
computer operations personnel. This computer file is kept in locked 
rooms or drawers. 

Retention and disposal: 

Computerized and manual files are destroyed when superseded, or 
on reassignment from missile operations duties or separation of the 
individual. Destruction of manual files is accomplished by burning, 
shredding, tearing, pulping or macerating. Computer tapes are de- 
stroyed by overwriting within 30 days after member is reassigned, 
transferred or separated. 

System manager(s) and address: 



Deputy Chief of Staff, Director of Missile Operations, Deputy 
Chief of Staff/Operations, HQ Strategic Air Command, Offutt Air 
Force Base, NE 68113 and at Strategic Air Command missile bases, 
the Deputy Commander for Operations. 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from Director of Missile Oper- 
ations, Strategic Air Command, Offutt Air Force Base, NE 68113. 
Requester should be able to provide sufficient proof of identity such 
as name. Social Security Number, duty station, place of employment, 
or other information verifiable in the record itself 

Record access procedures: Access to record is controlled and must 
be authorized by Director of Missile Operations, Deputy Chief of 
Staff/Operations, HQ SAC, or at organizational level by the Deputy 
Commander for Operations. Requests from individuals should be 
addressed to the Missile Wing Deputy Commander for Operations or 
his representative. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial determination by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source documents such as reports and 
individuaPs performance during training/evaluation. 

Exemptions claimed for the system: 
None. 

F050SAFPAA 

System name: 

Graduates of Air Force Short Course in Communication (Oklaho- 
ma University). 

System location: 

Academic Detachment, Secretary of the Air Force Office of 
Public Affairs (SAF/PAOL), 780 Van Vleet Oval, Room 334, 
Norman, OK 73069. 

Categories of individuals covered by the system: 

Individuals who are scheduled to attend, are attending, or have 
attended the Air Force Short Course in Communication at the Uni- 
versity of Oklahoma. 

Categories of records in the system: 

Name, current active duty grade, and Social Security Number; 
class dates, copies of orders; copy of application to the University of 
Oklahoma; copies of transcripts from prior education; copies of final 
grades in the Short Course in Communication. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose($): 

Provides the Academic Detachment Liaison Non-Commissiohed 
Officer in Charge and the Chief, Office for Plans and Resources, 
Secretary of the Air Force Office of Public Affairs (SAF/PAX) with 
historical background on the conduct of the course; serves as a ready 
reference for students to verify or resolve questions concerning their 
attendance at the Short Course. 

Routine uses of records maintained in the system, including catego-> 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in safes. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 



DEFENSE DEPARTMENT 



327 



Director of Public Affairs, Office of the Secretary of the Air 
Force (SAF/PA). 
Notification procedure: 

Requests from individuals should be addressed to the Academic 
Detachment Liaison Non-Commissioned Officer (SAF/PAOL), 780 
Van Vleet Oval, Room 334, University of Oklahoma, Norman, OK 
73069. Telephone: (405) 325-1804. 

Record access procedures: 

Individuals can obtain assistance from the Academic Detachment 
Liaison Non-Commissioned Officer or the Chief, Office for Plans and 
Resources, Secretary of the Air Force Office of Public Affairs 
(SAF/PAX), Washington, DC 20330. 

Contesting record procedures: 

The Air Force*s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from educational institutions, especially the 
Office of Admissions and Records, University of Oklahoma; Informa- 
tion obtained from source documents such as reports. 

Exemptions claimed for the system: 

None. 

F050 SAFPA B 

System name: 

Information Officer Short Course Eligibility File. 
System location: 

Academic Detachment, Secretary of the Air ' Force Office of 
Public Affairs (SAF/PAOL), 780 Van Vleet Oval, Room 334, 
Norman, OK 73069. 

Categories of individuals covered by the system: 

Active duty Air Force Public Affairs Officers in the grades of 2nd 
Lieutenant through Colonel. 

Categories of records in the system: 

Brief service history (including current grade and duty location), 
educational background, and information on previous attendance at 
the Air Force Short Course in Communication. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used by the Public Affairs Career Management Staff Officer, Air 
Force Manpower and Personnel Center (AFMPC/DPMROS4D), 
Randolph Air Force Base, TX 78150, and by the Chief, Office for 
Plans and Resources, Secretary of the Air Force Office of Public 
Affairs (SAF/PAX), Washington, DC 20330, to determine eligibility 
of Public Affairs Officers to attend future classes in the Air Force 
Short Course in Communication. 

Routine uses of records maintained in the system^ including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing^ retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in locked cabinets or 
rooms. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Director of Public Affairs, Office of the Secretary of the Air 
Force (SAF/PA). 
Notification procedure: 

Requests from individuals should be addressed to the Academic 
Detachment Liaison Non-Commissioned Officer (SAF/PAOL), 780 



Van Vleet Oval, Room 334, University of OK, Norman, OK 73069. 
Telephone: (405) 325-1804. 
Record access procedures: 

Individuals can obtain assistance from the Academic Detachment 
Liaison Non-Commissioned Officer or from the Chief, Office for 
Plans and Resources Projects, Secretary of the Air Force Office of 
Public Affairs, addresses as given. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Data extracted from surveys of all Public Affairs Officers provided 
by major commands and separate operating agencies on all assigned 
Public Affairs Officers. Updated annually. 

Exemptions claimed for the system: 

None. 

F050TACA 

System name: 

Student Record File. 
System location: 

Tactical Air Command (TAC) Noncommissioned Officer (NCO) 
Academy West, Bergstrom Air Force Base, TX 78743-5000, and 
Detachment 1, 4500 School Squadron, TAC NCO Academy East, 
Tyndall AFB, FL 32403-5000. 

Categories of individuals covered by the system: 

All active duty enlisted military personnel assigned to the Acade- 
my. 

Categories of records in the system: 
Individual student evaluation record. 
Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force; Powers and Duties, 
delegation by. 
Purpose(s): 

Used to monitor the academic progress of academy students and as 
a history file. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses*' pub- 
lished at the beginning of the agency's compilation apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in card files and on computer and computer output 
products. 

Retrievability: 

Filed by class and by name. 
Safeguards: 

Records are stored in security file containers/cabinets. 
Retention and disposal: 

Records are retained for 10 years after individual completes or 
discontinues a training course, then destroyed by tearing into pieces, 
shredding, macerating, or burning. Computer records will be de- 
stroyed by degaussing or overwriting. 

System manager(s) and address: 

Director of Education, TAC NCO Academy West, Bergstrom 
AFB TX 78743-5000 and Director of Education, TAC NCO Acade- 
my East, Tyndall AFB, FL 32403-5000. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on them should address inquiries to the Director 
of Education, TAC NCO Academy West, Bergstrom AFB TX 
78743-500 and/or Director of Education, TAC NCO Academy East, 
Tyndall AFB. FL 32403-5000. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address requests to the Director of Education, 
TAC NCO Academy West. Bergstrom AFB TX 78743-500 and/or 
Director of Education, TAC NCO Academy East, Tyndall AFB, FL 
32403-5000. 
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, Contesting record procedures: r 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained, from the system manager. • . 

Record source categories: 

Information for this system is obtained form automated system 
interfaces and from student jjerformance evaluations. 
Exemptions claimed for the system: 

None. 

F050 USAFE A 

System name: 
Student Identification/Locator Card. 
System location: 

7027th School Squadron, APO NY 09021; 7028th School Squad- 
ron, APO NY 09238; 3d AF NCO Leadership School, APO NY 
09238; 16th AF NCO Leadership School, APO NY 09286; and 17th 
AF NCO Leadership School, APO NY 09633. 

Categories of individuals covered by the system: 

All students attending United States Air Force in Europe 
(USAFE) NCO academies and leadership schools. 

Categories of records in the system: 

Questionnaire including military data such as name, SSN, grade, 
age, race, education data, personal data, locator data, and evaluation 
data. ' • ' 

Authority for maintenance of the system: 

10 U.S.C. 8012, Secretary of the Air Force: Powers and duties; 
delegation as implemented by Air Force Regulation (AFR) 50-39, 
Noncommissioned Officer Professional Military Education, USAFE 
Supplement 1. 

Purpose(s): 

Used for student identification, locator purposes, and to evaluate 
student academic progress. ' , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this, system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records are 
used to verify past attendance and final academic standing/awards. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ■] - ^ , .: 

Maintained in file folders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and stored 

in locked cabinets or rooms. 
Retention and disposah ^ 
Destroy 10 years after student completes training by tearing into 

pieces, shredding, pulping, macerating, or burning. 

System managerCs) and address: 

Commandants at 7027th School Squadron, Kapaun AS, GE; 
7028th School Squadron, RAF Upwood, UK; 3d AF NCO Leader- 
ship School, RAF Upwood, UK; 16th AF NCO Leadership School, 
Zaragoza AB, SP; and 17th AF NGO Leadership School, Lindsey 
AS, GE. • . 

Notification procedure: 

Requests from individuals should be addressed to, the System Man- 
ager. 

Record access procedures: . 

Individual can obtain assistance in gaining access from the System 
Manager. . 

Contesting record procedures: 

The Air Fprce*s rules for access to. records and for contesting .and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 
. Individual student. 
Exemptions claimed for the system: 
None. 



FOSl AFA 

System name: 

Flying Training Records. 
System location: 

(1) Officer Training School USAF, Lackland Air Force Base, TX 
78236. (2) 557th Flying Training Squadron, USAF Academy, CO 
80840-5576. 

Categories of individuals covered by the system: 
All students entered in T41 training at: (1) Lackland Air PJorce 
Base. (2) USAF Academy. 
Categories of records in the system: 

(1) Flying training grades continuity summary analysis. (2) Com- 
plete record of training including class number, flying and academic 
course completed, flying hours, whether graduated or eliminated . and 
date, reason for elimination. Faculty Board proceedings, student per- 
formance in each category of training, including grades, evaluations 
and performance documentation, background information including 
name, grade and Social Security Number. 
' Authority for maintenance of the system: 

(1) 10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Training Command Regulation 53-3, Adminis- 
tration of the Officer Training School (OTS) Program. (2) 10 USC 
Chapter 903, United States Air Force Academy. 

Purpose(s): 

(1) Determine flying training potential. (2) Document and record 
performance, and manage training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force.* 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

(1) Maintained in file folders and wall charts. (2) Maintained in file 
folders, and on computet; and computer output products. 
Retrievability: , 

(1) Filed by name or Social Security Number (SSN). (2) Filed by 
name. . . .. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets. 

Retention and disposal: 

(1) Retained in office files until superseded, obsolete, no longer 
needed. (2) Student grade books are destroyed 18 months after class 
graduates (June). Faculty Board records are destroyed one year after 
closeout. ' 

System manager(s) and address: 

(1) Deputy for Flight Operations Officer Training School. (2) 557 
FTS/CC, USAF Academy, Colorado Springs, CO 80840-5576. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. * 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations: by the individual concerned may be 
obtained from the System Manager and are published in Air. Force 
Regulation 12-35; * 

Record source categories: 

(1) Internally generated. (2) Information from source documents 
such as grade sheets, written examinations, and flight examinations; 
from reports by instructors and from the individual. 

Exemptions claimed for the system: 

None. 

FOSl AFB 

System name: 
Flying Training Records - Nonstudent. 
System location: - . 
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(1) Columbus Air Force Base, MS 39701; Lackland Air Force 
Base, TX 78236; Laughlin Air Force Base, TX 78840; Mather Air 
Force Base, CA 95655; Randolph Air Force Base, TX 78150; Reese 
Air Force Base, TX 79489; Sheppard Air Force Base, TX 79720- and 
Williams Air Force Base, AZ 85244. (2) USAF Academy (USa'fA), 
50th Airmanship Training Squadron (50ATS), Colorado Springs, CO 
80840-5566 and Peterson AFB, CO 80914-5000. (3) Headquarters Air 
Force Systems Command (AFSC), and AFSC Divisions, Centers, 
Laboratories and Bases. Official mailing addresses are in the Depart- 
ment of Defense Directory in the appendix to the Air Force*s sys- 
tems notices. 

Categories of individuals covered by the system: 

(1) Aircrew personnel of Air Training Command (ATC), academic 
instructors in flying training courses and Trainer Instructors. (2) 
Aircrew personnel, academic and staff instructors attached to the 
Deputy Commandant for Operations in support of Airmanship and 
50ATS flying programs. (3) Students entered into AFSC flight train- 
ing program. 

Categories of records in the system: 

(1, 2 and 3) Record and document aircrew training, evaluations, 
performance, and acconiplishments. (1) Taped radio transmissions. 
Authority for maintenance of the system: 

(1) 10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Training Command Regulation 51-27, Instruc- 
tor Qualification and Training. (2) 10 USC Chapter 903, United 
States Air Force Academy. (3) Air Force Systems Command Manual 
(AFSCM)51-1. 

Purpose(s): 

(1) Document the training, performance, and qualifications of air- 
crew and synthetic trainer personnel. Taped radio communications 
are used to investigate aircraft accidents. (2 and 3) Document air- 
crew training, evaluations, and performance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

(1 and 2) Maintained in file folders, and on computer and computer 
output products. (1) Maintained on magnetic tape. (3) Maintained in 
file folders, in microform, and on computer and computer output 
products. 

Retrievability: 

Filed by name or Social Security Number. 
Safeguards: 

Access is by custodian of the record system and by persons re- 
sponsible for servicing the record system in performance of their 
official duties who are properly screened. 

Retention and disposal: 

(1 and 2) Aircrew evaluation documents, training and qualification 
records are maintained for the duration of the individual's assignment 
in ATC or at USAFA, Out-of-date material is returned to the indi- 
vidual. Initial training records are maintained for one year following 
completion of training. (1) Radio tapes are retained for one week 
unless circumstances dictate otherwise. (3) Records are destroyed 1 
year after completion of training or on discontinuance of activity, 
whichever is sooner. 

System manager(s) and address: 

(1) Deputy Chief of Staff Operations, Air Training Command, 
Randolph Air Force Base, TX 78150. (2) Deputy Commandant for 
Operations, USAF Academy, Colorado Springs, CO 80840-5434; 50 
ATS/CC, USAF Academy, Colorado Springs, CO 80840-5566; and 
NCOIC Operations System Management, Peterson AFB, CO 80914- 
5000. (3) Det24, HQ AFSC/OSE, Eglin AFB, FL 32542-5000 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. . ^ 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 



Record source categories: 

Information from source documents prepared by personnel admin- 
istering training or evaluating performance; voice radio communica- 
tions. Information is obtained from the individual, from instructor 
supervisors, and personnel involved in the evaluation and analysis of 
training effectiveness. 

Exemptions claimed for the system: 
None. 

F051AFC 

System name: 

Flying Training Records - Student. 
System location: 

(1) Headquarters Air Training Command (ATC), Randolph AFB, 
TX; Washington National Records Center, Washington, DC 20409; 
ATC Pilot and Navigator Training Wings; Official mailing addresses 
are in Department of Defense directory in the appendix to the USAF 
systems notices. (2) 94th Airmanship Training Squadron (94 ATS). 
USAF Academy (USAFA), Colorado Springs, CO 80840-8876. (3) 
50th Airmanship Training Squadron (50 ATS), USAF Academy 
(USAFA), Colorado Springs, CO 80840-5566. 

Categories of individuals covered by the system: 

(l)Students entered into Undergraduate Pilot and Navigator train- 
ing. (2) Students entered into Airmanship flying training courses at 
the USAFA. (3) Students entered in Aviation Science Courses at 
USAFA who fly the T-43A as part of these courses. 

Categories of records in the system: 

(1, 2 and 3) Complete record of training including class number, 
flying and completed, flying hours, whether graduated or eliminated 
and date, reasons for elimination. Faculty Board Proceedings, stu- 
dent's performance in each category of training, including grades, 
evaluations and performance documentation; background information 
including name, grade, Social Security Number (SSN). (1) Source of 
commission, college, subject matter, etc; past training unit of assign- 
ment; class standing prior to Dec. 31, 1974; progress records on 
minority students academic course completed. (3) Complete record 
of evaluations including section number, student name, grades on 
each phase of flight evaluations and overall flight evaluation grades. 

Authority for maintenance of the system: 

(1) 10 USC 8012, Secretary of the Air Force: Powers and duties; 
delegation by; Air Training Command Regulation 51-4, ATC Course 
Training Standards; and Air Training Command Regulation 51-8, 
Flying Training Student Accounting. (2 and 3) 10 USC Chapter 903, 
United States Air Force Academy. 

Purpose(s): 

(1, 2 and 3) Document and record student performance, analyze 
student performance in following training in order to evaluate train- 
ing and revise course content. (1) Provide background information; 
report to Air National Guard/Air Force Reserve and other Air 
Force training units on qualifications of graduates; used to monitor 
student performance by source of entry, education level, and minori- 
ty status; record and document Faculty Board proceedings. (3) Used 
to monitor student performance and as a record in . the event of 
Faculty Board proceedings. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, card files and on 
computer and computer products. 

Retrievability: (1 and 2) Filed by name or SSN. SSN. (3) Filed by 
name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

(1) Student grade books are destroyed three months after comple- 
tion of training; Summary Training Records are retained in office 
files for two years, then retired to Washington National Records 
Center, Washington, DC, for eight years; other records are retained 
in office files until superseded, obsolete, no longer needed for refer- 
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ence or on inactivation. Faculty Board Records are retained for one 
year. (2) Student cadet records are destroyed after graduation. (3) 
Student grade books are retained for 1 year after course completion. 
System manager(s) and address: 

(1) Deputy Chief of Staff Operations, Air Training Command, 
Randolph Air Force Base, TX 78150. (2) 94 ATS/CC, USAF Acad- 
emy, Colorado Springs, CO 80840-8876. (3) 50 ATS/CC, USAF 
Academy, Colorado Springs, CO 80840-5566. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. . 

Record source categories: 

(1 and 2) Information comes from source documents such as grade 
sheets, written examinations, and flight examinations; from reports by 
instructors and students, and from the individual, automated system 
interfaces. (3) Information comes from source documents such as 
Flight Mission grade sheets, from reports by instructors and from 
individuals. 

Exemptions claimed for the system: 

None. 

F051MACA , 

System name: 

Air Crew Instruction Records. • ' 

System location: 

1550th Aircrew Training and Test Wing, Kirtland Air Force Base, 
NM 87117; 34th Technical Training Squadron, Student Administra- 
tion Branch (TTB), Little Rock Air Force Base, AR 72076. 

Categories of individuals covered by the system: 

Students and instructors undergoing training; students who com- 
pleted academic training. » 

Categories of records in the system: 

Academic completion records, flying training records, training aids 
usage records and simulator student training records. 
Authority for maintenance of the system: 

lb use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

To report student performance and completion of academic train- 
ing. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' 

Maintained in file folders. 
Retrievability: 

Filed by name and date of completion of training. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Training summaries are destroyed after one year. Training aids 
activity case files are destroyed when purpose has been served or 
after three years, whichever is sooner. Training system research and 
development material is destroyed when superseded, obsolete, or no 
longer needed, whichever is sooner. Training aids usage documents 
are- destroyed three months after completion of training phase, pro- 
vided required flying time is posted on individual flight records. 
Destruction is by tearing into pieces, shredding, pulping, macerating, 
or burning. 

System mahagerCs) and address: 



Deputy Commander for Operations, 1550th Aircrew Training and 
Test Wing, Kirtland Air Force Base, NM 87117; School Register, 
34th Technical Training Squadron, Little Rock Air Force Base, AR 
72076. 

Notification procedure: 

Requests from individuals should be directed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from the individuals, from instructors, in- 
structor supervisors, and personnel involved in the evaluation and 
analysis of training effectiveness, and from special orders and mes- 
sages. 

Exemptions claimed for the system: 
None. . 

F053 AFAA 

System name: 

Educational Research Data Base. 
System location: 

United States Air Force Academy (USAF Academy), CO 80840- 
5000. 

Categories of individuals covered by the system: 

Current and former USAF Academy cadets. 
Categories of records in the system: 

High school, college and USAF career information, including mili- 
tary performance, .academic performance,, certain medical, discipli- 
nary and personal facts, and test data from interest/personality pro- 
files. 

Authority for maintenance of the system: 

10 U.S.C. 9331, Establishment; Superintendent; faculty; and Execu- 
tive Order 9397. 

Purpose(s): • 

Used by USAF Academy faculty and staff in conducting studies 
and analysis relating to retention, graduate professional performance, 
and career patterns. - 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be fur,nished to congressional nominating source 
for the purpose of enhancing the nomination selection process. 

The "Blanket Routine Uses'* published at the beginning of the Air 
Force's compilation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in computers and on computer output products. 
Retrievability: 

Retrieved by Social Security Number. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are protected by computer system soft- 
ware. 

Retention and disposal: 

Records are retained until superseded, obsolete, no longer needed 
for reference, or upon inactivation. Records are destroyed by tearing 
into pieces, shredding, pulping, macerating or burning. Computer 
records are destroyed by overwriting or degaussing. 

System manager(s) and address': 

Deputy Chief of Staff/Plans and Programs (XPPG), USAF Acad- 
emy, CO 80840-5651. 
Notification procedures: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
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to the Deputy Chief of Staff/Plans and Programs (XPPG), USAF 
Academy, CO 80840-5651. 
Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written requests to the Deputy Chief of 
StaffyPlans and Programs (XPPG), USAF Academy, CO 80840- 
5651. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting arid 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35, Air Force Privacy Act 
Program; 32 CFR part 806b; or may be obtained from the system 
manager. 

Record source categories: 

Information obtained from educational institutions, medical institu- 
tions, automated system interfaces, Association of Graduates, and 
source documents (such as reports). 

Exemptions claimed for the system: 

None. 

F053 AFAB 

System name: . 
Preparatory School Records. 
System location: 

United States Air Force Academy (USAF Academy), CO 80840- 
5000. 

Categories of individuals covered by the system: 
Preparatory school students. 
Categories of records in the system: 

This system contains Social Security Number, admissions data in- 
cluding college board test scores and uniform size, academic per- 
formance, counseling, disenrollment, and physical fitness information. 

Authority for maintaining the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by, and Executive Order 9397. 
Purpose(s): 

Data is used to measure student performance, progress and poten- 
tial, for counseling purposes and for possible disciplinary or disenroll- 
ment action. Information contained on the record card consisting of 
grade, performance, and personal information pertaining to the stu- 
dent is used to provide transcripts when requested, and used by 
Preparatory School administrative personnel for management pur- 
poses such as emergency data, i.e., blood type, etc. Physical fitness 
test scores are furnished to the Registrar's Office for use in verifica- 
tion when considering student for nomination to the USAF Acade- 
my. Disenrollment data is used for compiling attrition statistics and 
for research in predicting students' success at USAF Academy as a 
result of their Preparatory School experience. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the Air 
Force*s compilation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in paper form, in computers and on computer output 
products. 

Retrievability: 

Retrieved by name, year of enrollment and Social Security 
Number. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are protected by computer system soft- 
ware. 

Retention and disposal: 

Forms and other records for administration of the Preparatory 
School such as Student Enrollment Questionnaires, Military Training 
Worksheets, Instructor's Comments, Instructor Grade Sheets, Physi- 
cal Fitness Program, Report of Offense, Medical Status Reports, 
Flight Evaluations, Sign In/Out Registers are destroyed at the end of 
the academic year or when purpose has been served, whichever is 
sooner. Correspondence and forms in the student folder documenting 



academic history and related activities are destroyed 1 year after 
graduation or when student would have graduated. The student 
Records Card is retained at the USAF Academy for 30 years and 
then destroyed. Disenrollment data is retained until no longer needed 
for reference. Beginning with academic year 85-86, the student 
folder will be retained at the Academy 30 years then destroyed. 
Records are destroyed by tearing into pieces, shredding, pulping, 
macerating or burning. Computer records are destroyed by erasing, 
deleting or overwriting. 

System manager(s) and address: 

Commander, Preparatory School, USAF Academy, CO 80840- 
5000. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the Commander, Preparatory School, USAF Academy, CO 
80840-5000. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written requests to the Commander, Pre- 
paratory School, USAF Academy, CO 80840-5000. 

Contesting record procedures: 

The Department of the Air Force rules for access to records and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35, 
Air Force Privacy Act Program; 32 CFR part 806b; or may be 
obtained from the system manager. 

Record source categories: 

Information from the academic and military departments within 
Preparatory School, based on performance of students, Preparatory 
School Commander, from tests administered to students, from stu- 
dent. 

Exemptions claimed for the system; 

None. 

F053 AFA C 

System name: 
Admissions Records. 
System location: 

United States Air Force Academy (USAF Academy), CO 80840- 
5000. 

Categories of individuals covered by the system: 
Air Force Academy applicants, nominees, appointees, cadets, arid 
Air Force Reserve officers not on active duty. 
Categories of records in the system: 

Data used in the candidate selection process for the USAF Acade- 
my: High school records; admissions test scores; physical aptitude 
examination scores; high school extra curricular activities; medical 
qualification status; personal data records; letters of recommendation; 
address; phone number; Social Security Number; race; height; 
weight; citizenship; statement of reasons for attending Academy; 
nomination; preparatory school or college record, if applicable; serv- 
ice academies precandidate questionnaires; computerized report by 
congressional districts; pertinent information on assigned Liaison Of- 
ficers, reports of individual Liaison Officer activity; and general 
correspondence. USAF Academy Preparatory School computer list- 
ings; selection data on new classes; medical qualification at entry; 
cadet high school rank and class size; fourth class squadron assign- 
ments; special rosters with all scores (acceptees, declinations, minori- 
ties, recruited athletes, and preparatory school); rosters from bio- 
graphical data sheets (Protestant, Catholic, Jewish, and other reli- 
gions); military parents; USAF Academy Preparatory School gradu- 
ates; other preparatory school graduates; Civil Air Patrol; former 
ROTC members; Boy Scouts; Girl Scouts; Camp Fire Girls; cadets 
whose fathers are general officers; former Boys State, Girls State, 
Boys Nation delegates, cadets with private pilot licenses; admissions 
computer listings (all candidates, qualified candidates, selectees, ath- 
letes, minorities, ex-cadets, state status reports and related data). 
Candidate Evaluation Records; Liaison Officer Evaluations; letters of 
evaluation from high school or colleges, and drug abuse certificates. 

Authority for maintenance of the system: 

10 U.S.C. 9331, Establishment; Superintendent; faculty, and Execu- 
tive Order 9397. 

Purpose(s): 

Used by Admissions Office, selection panels. Academy Board, 
Athletic Department and Preparatory School personnel for selection 
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of cadets to attend the Preparatory School and the USAF Academy; 
to evaluate candidates for recommendation for civilian preparatory 
school scholarships, and to form the nucleus of the cadet record for 
candidates selected to attend the Academy. Used by Admissions 
Office to prepare evaluations of candidate's potential for submission 
to members of Congress and to schedule for medical examinations. 
Used to monitor training of Liaison Officers. Used to advise persons 
interested in the Academy of the name, address, and telephone 
number of their nearest Liaison Officer. To advise persons interested 
in the Academy of the name, address, and telephone number of their 
nearest Liaison Officer. Used to evaluate selection procedures of 
USAF Academy cadets, to assure that criteria for entering cadets are 
met and to procure various biographical information on incoming 
cadets for press releases. Used by Air Force Reserve Officer Train- 
ing Corps (AFROTC) for possible AFROTC scholarship participa- 
tion, i - . ' ' .. ^ • : . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

Information may be disclosed to members of Congress in connec- 
tion with nominations and appointments. Names, addresses and tele- 
phone numbers of Liaison Officers may be disclosed to individuals 
interested in the Academy. ... 

Biographical information on incoming cadets may be used for press 
releases. 

The "Blanket Routine Uses** published at the beginning of the Air 
Force's compilation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, assessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, notebooks/binders, in computers, on 
computer output products, and on microform. 
RetrieVability: 

Retrieved by name and/or Social Security Number. . 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are protected by computer system soft- 
ware. 

Retention and disposal: 

Records on candidates who are appointed are forwarded to the 
Registrar to be included in the Master Cadet Personnel Records, 

Records on candidates who- are not appointed are destroyed after 
one year. Liaison Officers' records are destroyed upon separation or 
reassignment. Preparatory school records are destroyed when no 
longer needed. Records are destroyed by tearing into pieces, shred- 
ding, pulping, macerating or burning. Computer records are de- 
stroyed by overwriting or degaussing. 

System manager(s) and address: 

Director of Admissions, Research and Technical Support Diyision 
(RRE), USAF Academy, CO 80840-5651. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the Director of Admissions, Research and Technical Support 
Division (RRE), USAF Academy, CO 80840-5651. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written requests to the Director of Admis- 
sions, Research and Technical Support . Division ; (RRE), USAF 
Academy, CO 80840-5651. 

Contesting record procedures: ' 

The Air Force rules for access to records and for contesting and 
appeahng * initial agency determinations by the individual concerned 
are -published in Air Force Regulation 12-35, Air Force Privacy Act 
Program; 32 CFR part 806b; or may be obtained from the system 
manager. - * 

Record source categories: 

Educational institutions; automated system interfaces; the individ- 
ual; College Entrance Examination Board; American College Testing 
scores; Air Force Medical examinations records; letters of recom- 
mendation, and personnel records; ' ■ • 

Exemptions claimed for the system: 

Portions of this system may be exempt under the provisions of 5 
U.S.C. 552(k)(7), as applicable, but only to the extent that disclosure 
would reveal a confidential source. 



An- exemption rule for this record system has been promulgated in 
accordance with 5 U.S.C. 553(b)(1), (2) and (3) and (e) and published 
in 32 CFR part 806b. For additional information, contact the system 
manager. . , . . 

F053MP A 

System name: 

Air Force Academy Appointment and Separation Records. 
System location: 

Headquarters United States Air Force, Washington, DC 20330. 

Categories of individuals covered by the system: 

Nominees for Air Force Academy appointment and cadets in train- 
ing at the Air Force Academy for each Member of Congress, the 
Vice President, Governors of Territories, and all other nominating 
sources. >. , 

Categories of records in the' system: 

DD Form 1870 - 'Nomination for Appointment to the United 
States Air Force Academy, Military Academy, Naval ^ Academy' 
containing nominee's name, address, date of birth, Social Security 
number, telephone number, temporary address (if any), type of nomi- 
nation (principal or competitive), numbered vacancy, and date sub- 
mitted, name and signature of Member of Congress or other author- 
ized nominating source submitting the nomination; AFHQ Form 0- 
339 - *Air Force Academy Nominee Record' containing the names of 
the nominees of each Member of Congress, the Vice President, and 
other authorized nominating sources. (Each Member may nominate a 
total of ten for each vacancy available.) The card also indicates 
whether a nominee withdraws from consideration for Academy ap- 
pointment or is medically disqualified and the nominating system 
used by the nominating authority; 'Chargeable and Nonchargeable 
Air Force Academy Appointment Record' listing the names of the 
cadets entering each year for each Member of Congress and other 
nominating sources showing charged or not charged to their quota (5 
allowed at any one time) - 10 USC 9342, year of scheduled gradua- 
tion or separation date and reason, and reapportionment actions; each 
year after the class enters, a 'Congressional Report of Candidate 
Status U.S. Air Force Academy* is sent to each Member of Congress 
advising status of each nominee, charged, non-charged, appointed 
through other sources, qualified-no vacancy and those nominees in 
complete or disqualified - 'Report of Separation from the United 
States Air Force Academy' showing name,. cadet number, scheduled 
graduation date, reason for separation, name of congressional sponsor 
and whether the separation action provides an additional vacancy for 
the Congressional sponsor; 'Report of United States Air Force Acad- 
emy' containing spaces to insert names of cadets in training who are 
charged to the quota of a Member of Congress. 

Authority for maintenance of the system: ^ 
10 use Chapter 903, United States Air Force Academy; and 
Senate Resolution 154. ' V 

Purpose(s): 

When a cadet separates from the Academy, the Cadet Branch 
Personnel uses the system to determine who nominated the cadet so 
that notification of the separation can be made to the Congressional 
sponsor. Also used in making reply to any Member of Congress who 
requests information . concerning who nominated a cadet for Acade- 
my entrance (10 USC 9342(h)). A form is maintained annually on 
each Member of Congress, the Vice President, and other authorized 
nominating sources. Upon receipt of nominations from Members of 
Congress, only the name of the nominee is entered on the Form and 
the nominating system used by the member. The form is used to 
show withdrawal of a nominee or medical disqualification in order to 
determine the number of active candidates at any given time (10 
allowed per vacancy (10 USC 9342)). Cadet Branch uses the system 
to answer inquiries from nominating sources, AFHQ Form 0-851 
(card) is maintained on each Member of Congress, the Vice Presi- 
dent, and other authorized ' nominating sources. Upon entrance of 
each new class to the, Air Force Academy, the names of the cadets 
entering for each Member of Congress, etc. is posted to the individ- 
ual Congressional sponsor's card. This record card is used by Cadet 
Branch to determine the number of vacancies available to all author- 
ized nominating sources so that notification of vacancy information 
can be furnished to Members of Congress annually. Upon separation 
of an Academy cadet, the name is crossed out and a notation made 
of the date of graduation/separation and reason for separation. An- 
other form is used as aniattachment to a letter of notification to the 
Congressional sponsor when a cadet is separated. Upon special re- 
quest from Member of Congress, another form is used to provide the 
names of charge cadets (principals) to their authorized quota and the 
year of scheduled graduation. Also used to notify new Members of 
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Congress of the chargeable cadets upon entering Congress. Cadet 
Separation Case Files - A cadet separation case file is maintained on 
every cadet separated for the period of time his class is in training 
and for one year after class graduates from the Air Force Academy. 
The case files are maintained since this office is the responsible staff 
office for implementing the Secretary of the Air Force instrument of 
separation/discharge action. The case files are further used to reply 
to Congressional inquiries concerning separation actions. The data 
contained in the separation case file are: Copy of cadet's resignation/ 
separation action; copy of Academy Superintendent's letter to Secre- 
tary of the Air Force containing recommendation on type of separa- 
tion action; copy of Secretary of the Air Force Memorandum direct- 
ing type of separation; copy of 'Report of Separation from United 
States Air Force Academy*; copy AF/MPPA notification letter to 
Congressional sponsor concerning separation; copy of AF/MPPA 
notification letter to United States Air Force Academy Commandant 
of Cadets effecting the decision of the Secretary of the Air Force; 
copy of, 'Disenrollment From Officer Candidate-Type Training.' 
(Prepared by Commandant, Air Force Academy); copy of, 'Certifi- 
cate of Release or Discharge From Active Duty.' (Prepared by 
Commandant, Air Force Academy); copy of Special Orders effecting 
separation/discharge action. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Information in 
the record/records system is provided Members of Congress, the 
Vice President. DC Delegate to the U.S. Congress, Governors of 
Territories and countries sponsoring foreign cadets and the Philip- 
pines on candidate nominations, cadet vacancies, appointments, and 
separations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Upon entry of the class each year, forms are destroyed on unsuc- 
cessful candidates by tearing into pieces, shredding, pulping, macerat- 
ing, or burning. The forms on appointed cadets are maintained per- 
manently. Records on separated or discharged cadets are maintained 
for one year after class graduates. 

System manager(s) and address: 

Deputy Chief of Staff/Manpower and Personnel, Headquarters 
United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's' rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Members of Congress, the Vice President and other nominating 

sources. 

Exemptions claimed for the system: 
None. 

Fd60 AF A 

System name: 

Air Force Operations Resource Management Systems (AFORMS). 
System location: . 

Headquarters United States Air Force and major command head- 
quarters, Air Force Inspection and Safety Center, Norton Air Force 
Base, CA 92409. Host, tenant and squadron Operations System Man- 
agement offices at Air Force installations. Official mailing address are 
contained in the Air Force Address Directory. 



Categories of individuals covered by the system: 

Air Force active duty military personnel. Air Force civilian em- 
ployees, Air Force Reserve and Air National Guard personnel. 
Army, Navy and Marine Corps active duty military personnel and 
those foreign military personnel who are assigned to aviation duties 
by competent authority and attached to the USAF for flying support 
or who have been suspended from flying duties for a period of not 
more than 5 years. 

Categories of records in the system: 

The base-level AFORMS data base contains a master file of flying 
records for each individual in categories listed above, a month-to- 
date transaction file and a twelve month history file. A centralized 
file of selected information from each individual's master record is 
also maintained at HQ USAF, and flying history information is 
maintained at Norton Air Force Base, CA. In addition to automated 
data files, this system, uses manual files for maintaining historical data 
and important source documents. An Individual Flight Record 
Folder (FFR) is estabhshed for each category of fliers listed above 
and is the prime repository for a computer listing which itemizes' 
each individual's flight accomplishments as well as various source 
documents which serve to validate information entered into the com- 
puter data base for the system. Each Host Operations System Man- 
agement office maintains a file of Aeronautical Orders and Military 
Pay Orders to provide source documentation of flying pay actions 
initiated by the flight manager. Information which is maintained in 
the automated files is derived directly from the AFORMS master file 
or from subsequent processing of information entered into the master 
file. Categories of information maintained in the master file are: 
IDENTIFICATION DATA - provides individual identifiers and 
other information directly related to each individual in the file. 
DUTY ASSIGNMENT DATA - Includes information such as the 
major command of assignment for the individual, the Air Force 
Specialty Code indicating professional duties, the unit, the responsi- 
ble Operations System Manager, base of assignment, etc. AIRCREW 
TRAINING AND QUALIFICATION DATA - includes informa- 
tion such as flight and ground professional flying training accom- 
plishments, aircrew qualification status, physical status for flight 
duties, types of aircraft assigned, etc. UTILIZATION MANAGE- 
MENT DATA - Includes flying experience information, professional 
qualifications, aviation duties assigned, etc. FLYING PAY ENTI- 
TLEMENT DATA - Includes information needed to administer the 
payment of flying incentive pay for each individual. LOCAL USE 
DATA - contains information used by major or local command to 
supplement general system information as needed to meet unique unit 
requirements within the categories of information listed herein. 
SYSTEM CONTROL DATA - Contains computer data used to 
automatically control internal system functions. 

Authority for maintenance of the system: 

37 use 301a, Incentive pay: Pub. L. 92-204 (Appropriations Act 
for 1973), Section 715; Pub. L. 93-570 (Appropriations Act for 1974); 
Pub. L. 93-294 (Aviation Career Incentive Act of 1974; POD Direc- 
tive 7730.57 (Aviation Career Incentive Act and Required Annual 
Report); Air Force Regulation 60-1, Flight Management; and Air 
Force Regulation 60-190, Air Force Operations Resource Manage- 
ment System (AFORMS). 

Purpose(s): 

The AFORMS provides information and automated data process- 
ing capabilities used to manage and administer Air Force operations 
such as aircrew training and evaluation, flight scheduling functions, 
flying safety and related functions needed to attain and maintain 
combat or mission readiness. All information is entered into the 
system at the airbase level. This information is then processed for use 
by flying resource managers at all levels through periodic computer 
product reports or automated systems interfaces. The specific uses of 
information and user categories for this system are: BASE LEVEL 
ACTIVITIES - (1) to establish each member's flying pay entitlement 
status and to monitor continuing entitlement in accordance with 
existing directions; (2) to record each individual's flying activities, 
both hours and specific events, and provide indications of successful 
attainment of standards or deficiencies; (3) to establish each individ- 
ual's Aviation Service code for use in indicating type of flying 
activity or reason for inactive status if applicable; (4) to determine 
each rated member's eligibility to perform operational flying in ac- 
cordance with existing USAF directives; (5) to provide an indication 
of each rated member's total operational flying time in terms of total 
aviation career duties as required by the Aviation Career Incentive 
Act of 1974; (6) to establish ^suspense lists* for use in scheduling 
flying personnel for flights, schools, tests and similar events directly 
related to their duties as professional airmen; (7) to provide each 
applicable individual and manager with all aviation career profile 
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information needed to monitor flying career development, profession- 
al qualifications and training deficiencies; (8) to provide information 
requested by Operations, or other base functions, which relates to the 
flying duties and accomplishments of all personnel in the file; (9) to 
provide statistical data for management analysis and review of all 
aspects of each base's flying programs, including flying safety data 
involving AFORMS flying hour/individual information stored in the 
Norton Air Force Base, flying safety data bank maintained by the 
USAF Inspection and Safety Center. OTHER BASE USERS: CON- 
SOLIDATED BASE PERSONNEL OFFICE - uses information 
provided by this system, through, an automated data interface, to 
report the flying status of all individuals in the files; provides flying 
career background information used for assignment actions. AC-. 
COUNTING AND FINANCE OFFICE - uses Military Pay Orders, 
prepared by flight management offices, to start and stop flying incen- 
tive pay in accprdance with each individual's flying status and eligi- 
bility as . reflected by the information in the system; uses the files to 
perform payment audits to identify individuals being paid improperly. 
BASE SUPPLY - uses flying status information to determine which 
individuals are qualified to draw all authorized flying equipment. 
BASE MEDICAL FACILITY - uses system data to determine pro- 
jected workloads associated with scheduled flight physical examina-. 
tipns. MAJOR. COMMANDS -, use, all system data to measure the 
effectiveness of subordinate unit training programs and to check 
command-wide flying effectiveness. AIR FORCE MANPOWER 
AND PERSONNEL CENTER - uses AFORMS information to 
establish assignment objectives and career development programs for 
USAF military personnel in the system. USAF INSPECTION AND 
SAFETY CENTER - uses flying hour data for each individual to 
establish historical files for reconstruction of lost or damaged records 
and to augment the Flying Safety statistical data bank. HQ USAF - . 
uses various identification and flying data to establish statistical data 
needed to verify the effectiveness of standard procedures, determine 
the need for policy modification, provide a timely and accurate' 
census of various types of flyers and provide a centralized point for 
collection arid collation of data used by all levels of management. Air 
Force Accounting and Finance Center -^uses AFORMS information 
to validate all flying payments in the JUMPS system. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' , 

Storage: 

Maintained in file folders, on computer magnetic tapes and on 
magnetic disks. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system, by 
person(s) responsible for servicing the record system in performance 
of their official duties and individuals in files. Access is specifically 
controlled by the Host Operations System Management office. 
Records are stored in locked cabinets or rooms. Computer terminals 
are locked when not in use or kept under surveillance. 

Retention and disposal: 

Magnetic tape and hardcopy records are maintained in files for five 
years following removal of an individual from flying status. The 
magnetic tape records are then destroyed by degaussing or overwrit- 
ing and the hardcopy files turned over to the individual. Personnel 
leaving military service are provided their hardcopy files and all disk 
and tape records are routinely erased except for historical records 
files maintained by AFISC, For deceased personnel, disk and tape 
records are roiitinely erased and hardcopy folders are provided to 
the survivors as part of the individual's personal effects. 

System manager(s) and address: 

Deputy Chief of Staff/Plans and Operations, Headquarters United 
States Air Force, Washington, DC. 
^ Notification procedure: 

Requests from individuals should be addressed to the Operations 
System Manager. Include name and SSN. Make base level inquiries 
to base flight manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Oper- 
ations System Manager. 
Contesting record procedures: 



The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: . 

Information obtained from individuals, aircrew managers, automat- 
ed system interfaces and from source documents such as reports. 
Exemptions claimed for the system: 
None. , 

F060 ARB 

System name: 

Contractor Flight Operations. • 
System location: 

All Army, Navy, Air Force and Defense Logistics Agency activi- 
ties who approve contractor aircraft flight and ground operations 
procedures or utilize contractor personnel who operate' aircraft for 
the government. ' , 

Categories of individuals covered by the system: 

All contractor personnel who operate aircraft for the Army, Navy, 
Air Force, or Defense Logistic Agency for which the government 
assumes some risk of loss or damage. It covers both flight crewmem- 
ber and noncrewmember personnel designated by a contractor to 
conduct flights, perform functions while the Aircraft is in flight, or 
perform ground operations in support of such flights. 

Categories of records in the system: 

Name; SSN; home address and telephone number; DOB security 
clearance data; education; military service data; flight qualification, 
proficiency, training, and experience records; standardization and 
evaluation data; safety and mishap records; medical and physiological 
data; and, similar data. : ' 

Authority for maintenance of the system: 

10 U.S.C. 8013, 44 U.S.C. 3101, and joint regulation AFR 55-22/ 
AR 95-20/NAVAIRINST 3710. IC/DLAR 8210.1 and Executive 
Order 9397. 

Purpose(s): 

Used to monitor and manage individual contractor flight and 
ground personnel records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system may be used for any of the blanket 
routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, notebooks, computers and computer 
output products. 
Retrievability: 
Filed by name or SSN. 
Safeguards: 

Records are accessed by custodian of the records or by persons 
responsible for servicing the record system in performance of their 
actual duties who are properly screened and cleared for need to 
know. Records are stored in locked cabinets, and rooms are con- 
trolled by personnel screening and computer software. 

Retention and disposal: 

Records are maintained in the system until contract termination, at 
which time they will be destroyed if no longer needed. 

System manageKs) and address: ' ' 

Air Force: HQ AFSC/TEO, Andrews AFB DC 20334-5000. 
Army: DALO-AV, Washington, DC 20330-0505. Navy: NAVAIR- 
SYSCOM (Air 119), Washington, DC 20361. DLAi HQ DLA- 
DQSO-S, 805 Walker Street, Marietta GA 30060-2789. 

Notification procedure: 

Request from individuals should be addressed to the system man- 
ager or the system location where the flight certification is recorded. 
Individuals will be asked to provide name, social security number, or 
both, to facilitate access. 

Record access procedures: 

Written requests should be notarized and addressed to the system 
manager or to the system location where the flight cei:ification is 
recorded. For personal visits, the individual may be asked to show a 
valid identification card, a driver's license, or some similar proof of 
identity. . ' 

Contesting record procedures: 
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The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the system manager and are published in Air Force Regulation 
12-35 (32 CFR part 806b). 

Record source categories: 

Information is provided by the individual or from training, evalua- 
tion, and examination records. 
Exemptions claimed for the system: 
None. 

F060ANGA 

System name: 
Progress Report, Undergraduate Pilot Training. 
System location: 

Office of Director, Air National Guard, Washington, DC 20330. 

Categories of individuals covered by the system: 

Air National Guard Undergraduate Pilot Trainees. 

Categories of records in the system: 

Evaluation of pilot training progress. 

Authority for maintenance of the system: 

10 use 275, Personnel records. 

Purpose(s): 

Used at National Guard Bureau level to determine individual capa- 
bility to perform safely in home unit weapons systems. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are stored in safes. 
Retention and disposal: 

Retained in office files until graduation or elimination from train- 
ing, then destroyed by tearing into pieces, shredding, pulping, macer- 
ating, or burning. 

System manager(s) and address: 

Director of Air National Guard, Headquarters United States Air 
Force, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from UPT Flying Training DCO. 

Exemptions claimed for the system: 

None. 

F066AFA 

System name: 

Maintenance Management Information and Control System 
(MMICS). 
System location: 

At all Air Force bases that utilize MMICS. OfHcial mailing ad- 
dresses are in the Department of Defense directory in the appendix 
to the Air Force*s systems notices. 

Categories of individuals covered by the system: 

Individuals assigned to organizations involved in the maintenance 
of aircraft missiles, communications electronics and associated equip- 
ment. 

Categories of records in the system: 



Maintenance personnel records and on-the-job training. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and Air Force Regulation 66-1, Maintenance Manage- 
ment Policy and 66-5, Production Oriented Maintenance Organiza- 
tion. 

Purpose(s): 

Used to establish and maintain data and on-the-job training records 
pertaining to a specific individual assigned to a maintenance organiza- 
tion. Used by work center supervisors maintenance training and 
administrative personnel and other members of the chief of mainte- 
nance staff to maintain basic data relating to an individual and to 
monitor the overall manning status of an organization. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retriieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on disks or tapes. 
Retrievability: 

Filed by name or Social Security Number, 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
controlled by computer system software. 

Retention and disposal: 

Maintained until purpose has been served or for 1 month whichev- 
er is sooner then destroyed by tearing into pieces, pulping, burning, 
shredding, or macerating. 

System manager(s) and address: 

Non-commissioned officer in charge of the maintenance documen- 
tation or files maintenance section at each unit titilizing MMICS. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Forceps rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from automated system interfaces and source 
documents such as reports. 

Exemptions claimed for the system: 
None. 

F066SACA 

System name: 

ICBM Maintenance Standardization and Evaluation Program. 
System location: 

Headquarters Strategic Air Command (SAC), Headquarters Eighth 
and Fifteenth Air Force; all SAC missile wings/divisions; 3901 Stra- 
tegic Missile Evaluation Squadron. Official mailing addresses are in 
the Department of Defense directory in the Appendix to the Air 
Force's systems notice. 

Categories of individuals covered by the system: 

Intercontinental Ballistics Missile (ICBM) maintenance personnel 
assigned to Missile Maintenance, Munitions, and Communications on 
SAC bases who have been designated by local maintenance managers 
as being in the evaluation program. 

Categories of records in the system: 

Evaluation records on technical proficiency, including manual 
summaries of task performance. Administrative records of Evaluation 
Review Panels, including comments on substandard task perform- 
ance, required corrective action or training, and follow-up actions. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and Strategic Air Command Regulation 66-12, Volume 
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V, Quality Control and the Maintenance Standardization and Evalua- 
tion Program. ' ' ' 
Purpose(s): 

To record individuals maintenance task .performance results. This 
information is used by SAC to determine, rate, and evaluate individ- 
ual maintenance performance as it contributes to the unit mainte- 
nance effort. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. * - 

Policies and practices for storing,' retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in paper files. 
Retrievability: 

Retrieved by name, team number, team type, date. 
Safeguards: . 

Records are accessed by person(s) in performance of official duties. 
Records are stored in locked rooms or cabinets. 
Retention and disposal: 

Retained on file until superseded, obsolete; ;or ho, longer needed for 
reference. Destroyed when individual permanently leaves duties as- 
signed in evaluation program. Current records may be forwarded to 
gaining unit if assigned to another SAC unit. Destroyed by tearing 
into pieces, shredding, pulping, burning or macerating. 
; System manager(s) and address: 

Director of Missile Maintenance, Headquarters Strategic Air Com- 
mand, Offutt Air Force Base, Nebraska 68113. Functional Area Man- 
agers in addition to Director of Missile Maintenance are: Director of 
Munitions and Director of Communications-Electronics: Field eval- 
uation and statistical analysis of evaluation results are performed by 
3901 Strategic Missile Evaluation Squadron, Vandenberg Air Force 
Base, California 93437. System Managers at installation level are: 
Chief of Maintenance in Missile Maintenance, Communications, and 
Munitions Squadrons.on SAG bases. 

Notification procedure: ; ^' 

Requests for individuals should be addressed to the system manag- 
er of unit to which assigned. ^Request information by name, grade, 
and unit of assignment. 

Record access procedures: 

Individual cam obtain access from the System Manager of unit to 
which assigned,' 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source documents (such as forms and 
reports) prepared by or on behalf of the Air Force by boards, 
committees, panels, auditors, instructors, inspectors, evaluators, and 
so forth. ^ 

Exemptions claimed for the system: 

None. : ' 

F067 AF A . 

System name: y ... 

Government Furnishings Issue Record. 
System location: . ; j 

Housing Supply Offices at all Air Force installation which issue 
furnishings. Official mailing addresses are in the Department of De- 
fense . directory in the appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Active duty military and DOD civilians to whom government 
furnishings .are issued. 

Categories of records in the system: " ' 

PCS orders, rental agreement, receipt for furnishings. 

Authority for maintenance of the system: 

10 U.S.C. 9832, Property accountability: Regulations. 

Purpose(s): 

To maintain authority for issue and accountability of Government 
furnishings. j . ■■ • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None; , 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ^ 

Storage: \ 

Paper records stored in vertical file folders, and computer and 
computer output products. • ^ 

Retrievability: 

Filed by name in manual file systems. Filed by SSN in computer 
storage. ' ' 

Safeguards: 

Stored in file cabinets in locked rooms. Records are accessed by 
custodian of the record system and by persons responsible for servic- 
ing the record system in performance of their official duties. 

Retention and disposal: 

Retained in file until furnishings are returned and then destroyed 
or returned to the individual. 
System managerCs) and address: 

Deputy Chief of Staff/Logistics, headquarters 'of each major com- 
mand which issues furnishing or Chief of Housing Supply Office at 
issuing base. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determination may be obtained from the System 
Manager and are published in Air Force Regulation 12-35. 

Record source categories: - 

Information obtained from individual. 

Exemptions claimed for the system: 

None. 

F067 AFB 

System name: 

Base Service Store/Tool Issue Center Access. ' : 

System location: 

Retail' Sales Section at Air Force installations. Qfficial mailing 
addresses are published as an appendix to the agency's compilation of 
record system notices. 

Categories of individuals covered by the sj^stem: 

Active duty and reserve military and civilian personnel. , 

Categories of records in the system: 

Identification data on individuals authorized access to purchase 
Base Service Store/Tool Issue items. ^ * 

Authority for maintenance of the system: ; 
. 10 U.S.C, 9832; Property Accountability Regulations; and Execu- 
tive Order 9397. ' .... 

PurposeCs): 

* Control access to Base Supply's Base Service Store and Tool Issue 
Center Units at each Air Force installation. 

Routine uses 'of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintain on computer and computer output products, and in paper 
form. 

Retrievability: 

Access is by Social Security Number for military members. Access 
is by Social Security Number or civilian identification card number 
for civilian employees and foreign nationals. ' . ' . 

Safeguards: 

Access to the records is controlled by computer system software 
and is limited to individuals responsible for servicing' the system. 
Retention and disposal: 

Retained until superseded or cancelled by individual's, commander. 
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System manager(s) and address: 

Deputy Chief of Staff/Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330-5130. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address inquiries to the 
Deputy Chief of Staff/Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330-5130. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address requests to the Deputy Chief of Staff/ 
Logistics and Engineering, Headquarters United States Air Force, 
Washington, DC 20330-5130. 

Contesting record procedures: 

The Air Force rules for accessing records and for contesting and 
appealing initial agency determinations are published in Air Force 
Regulation 12-35; 32 CFR part 806b; or may be obtained from the 
system manager. 

Record source categories: 

Information obtained from the individual or from the individuars 
commander. 

Exemptions claimed for the system: 

None. 

F067 AFLEA 

System name: 

Persona! Clothing and Equipment Record. 
System location: 

Individual Equipment Units at Air Force installations. Official 
mailing addresses are published as an appendix to the agency's. com- 
pilation of record system notices. 

Categories of individuals covered by *the system: 

Active duty and reserve military and civilian personnel. 

Categories of records in the system: 

Expendable and non-expendable individual personal clothing and 
equipment records. 
Authority for maintenance of the system: 

10 U.S.C. 9832; Property Accountability Regulations; and Execu- 
tive Order 9397. 
Purpose(s): 

Accounting for authorized clothing and equipment issued to mem- 
bers and employees. Periodically reviewed by supply personnel and 
certified by the individual. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses'* pub- 
lished at the beginning of the agency's compilation apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Recorded electronically in a microcomputer. Maintained as paper 
records and stored in vertical file folders. 
Retrievability: 

Access is by Social Security Number for military members. Access 
is by Social Security Number or civilian identification card number 
for civilian employees and foreign nationals. Filed by last name, first 
initial, and last four digits of Social Security Number. 

Safeguards: 

Access to the microcomputer records for the purpose of making 
adds, changes, or deletions will, be controlled using passwords as- 
signed to individuals assigned to the Individual Equipment Unit. 
Paper records will be stored in file cabinets in locked rooms. Records 
are accessed by person(s) responsible for servicing the records system 
in performance of their official duties. 

Retention and disposal: 

Microcomputer records will be programmatically deleted 180 days 
after an individual has returned accountable items to the Individual 
Equipment unit. Paper records will be retained in office files until 
superseded, obsolete, no longer needed for reference, or on inactiva- 
tion, then destroyed by tearing into pieces, shredding, pulping, mac- 
erating, or burning. 

When the individual is discharged, the signed copy of the record is 
forwarded to the Consolidated Base Personnel Office for disposition. 
The originals are retained by the Individual Equipment Unit and 



destroyed after the turn-in of all equipment by the individual. 
Records are then destroyed by tearing into pieces, shredding, macer- 
ating, pulping or burning. 

System manager(s) and address: 

Deputy Chief of Staff/Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330-5130. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address inquiries to the 
Deputy Chief of Staff/Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330-5130. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address requests to the Deputy Chief of Staff/ 
Logistics and Engineering, Headquarters United States Air Force, 
Washington, DC 20330-5130. 

Contesting record procedures: 

The Air Force rules for accessing records and for contesting and 
appealing initial agency determinations are published in Air Force 
Regulation 12-35; 32 CFR part 806b; or may be obtained from the 
system manager. 

Record source categories: ' 
Information obtained from the individual. 
Exemptions claimed for the system: 
None. 

F067AFSCA 

System name: 

Equipment Maintenance Management Program (EMMP). 
System location: 

Aeronautical Systems Division, Computer Center, Wright-Patter- 
son Air Force Base, OH. 

Categories of individuals covered by the system: 

Military and civilian, personnel in Aeronautical Systems Division, 
Air Force Avionics Laboratory, Air Force Flight Dynamics Labora- 
tory, Air Force Aero Propulsion Laboratory, Air Force Materials 
Laboratory, Air Force Human Resources Laboratory and Aerospace 
Medical Research Laboratory at Wright-Patterson Air Force Base, 
having custody of high value precision measurement equipment. 

Categories of records in the system: 

Equipment maintenance management data on equipment signed out 
to individuals by equipment item number, model number, date 
checked out, office symbol, calibration due date, user Social Security 
Number and name. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): . 

Maintain maintenance and management control of high value 
equipment including issuance, security and storage, and recalibration. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

» 

Policies and practices for storing, retrieving, accessing, retaininjg, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products. 
Retrievability: 

Records may be retrieved by custodian name and Social Security 
Number or by equipment ID number and manufacturer. 

Safeguards: 

Computer records are maintained under systems software with 
password control. Printouts are kept in locked cabinets and desks. 
Offices and buildings are locked after duty hours. 

Retention and disposal: 

Printouts are kept up to a two weeks maximum and then destroyed 
by tearing into pieces. 

System manager(s) and address: 

Air Force Wright Aeronautical Laboratory, Logistics Office, As- 
sistant for Operations, Wright-Patterson Air Force Base, OH 45433. 

Notification procedure: 
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Requests from individuals should be addressed to the system man- 
ager. Requesting individuals will be required to supply full name and 
office symbol or name of immediate supervisor for telephone re- 
quests; full name, driver's license or base ID card for personal visits. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager, telephone area code (513) 255-4522. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individuals and automated systems interface. 

Exemptions claimed for the system: 

None. 

F070 AF AFO A 

System name: 

Accounts Payable Records. 
System location: 

At Accounting and Finance Offices at Air Force bases, Air NaT 
tional Guard activities, Air Force Reserve units, and Air Force 
components listed in the Department of Defense Directory in the 
appendix to the Air Force systems notices; some records are stored 
at the Denver Federal Archives and Record Center, Bldg 48, 
Denver Federal Center, Denver, CO 80225. 

Categories of individuals covered by the system: 

Individuals who have monies owing to them by the Air Force or 
who have performed an official function resulting in a valid debt 
payable by the Air Force to a third party. Such individuals include 
contractors, military and civilian personnel and their dependents, 
assignees, trustees, guardians, survivors, claimants having tort or 
compensation claims against the Air Force for personal injuries or 
property damage. 

Categories of records in the system: 

Include, but are not limited to, contracts; purchase orders; tempo- 
rary duty and pernianent change of station' orders; transportation 
requests; government bills of lading; tort claims; compensation 
claims; correspondence with creditors; dependents of military person- 
nel and, civilian employees. 

Authority for maintenance of the system: 

31 use 66c, Receipts, retention and disbursement of public funds; 
82e, Travel and transportation allowances: Dependents: Baggage and 
household effects; 492, Disbursing officers; 37 USC 404, Travel and 
transportation allowances: General; 406, Disbursing officers. 

Purpose(s): 

Records are used, to support payments to creditors who may in- 
clude military personnel and civilian employees, their dependents, 
survivors, guardians and trustees, contractors, vendors, claimants in 
tort and compensation claims and assignees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. When author- 
ized, records may be disclosed to creditors, dependents, claimants, 
Internal Revenue Service (for tax purposes, including assessments, 
levy action, employer/employee Social Security taxes), Social Securi- 
ty Administration and Veterans Administration (for verification of 
claims and eligibility for benefits administered by such agencies), and 
state and local authorities (for matters pertaining to taxation, welfare, 
and criminal and civil litigation within the jurisdiction of such au- 
thorities). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained jn file folders, visible file binders/cabinets, card files, 
computer and computer output products, magnetic cards, and micro- 
form. 

Retrievability: 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets, locked cabinets or rooms, protected 



by guards and controlled by personnel screening and by visitor 
registers. 
Retention and disposal: 

Retention periods of various types of documents vary from one 
month to permanent. Some records are destroyed by the Base Ac- 
counting and Finance Offices at base level by tearing, shredding, 
pulping, macerating, or burning; others are retired to the Denver 
Federal Archives and Record Center and destroyed after varying 
retention periods by sale to salvage paper companies ,for shredding. 

System manager(s) and address: , 

Director Accounting and Finance United States Air Force 
(USAF). Accounting and Finance Officers at Air Force installations. 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. Information pertaining to geographi- 
cally dispersed elements of the record system may be obtained from 
managers at the applicable Air Force component listed in the De- 
partment of Defense Directory in the appendix to the Air Force 
systems notices. The requester should be able to provide sufficient 
proof of identity, such as name. Social Security Number, service- 
number, military status, duty station or place of employment, or 
other information verifiable from the record itself. 

Record access procedures: 

Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. Information pertaining 
to geographically dispersed elements of the record system may be 
obtained from documentation managers at the applicable Air Force 
component listed in the Department of Defense Directory in the 
appendix to the Air Force systems notices. The requester, should be 
able to provide sufficient proof of identity, such as name. Social 
Security Number, service number, military status, duty station or 
place of employment, or other information verifiable from the record 
itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. . 

Record source categories: 

Sources include, but are not limited to,- information obtained from 
automated system interfaces, corporations and from source docu- 
ments such as reports, contractors, vendors, claimants, trustees, as- 
signees, Air Force and other Department of Defense components, ' 
carriers, General Accounting Office, Comptroller General, and .Vet- 
erans Administration. 

Exemptions claimed for the system: 
None. 

,F075 AAA . 

System name: 

Office, Secretary of Air Force Travel Files. 
System location: 

Office of the Secretary of the Air Force, Washington, DC 20330. 
Categories of individuals covered by the system: 
Military, civilian, statutory, Congressional. and others sponsored by 
Secretaries of Air Force and/or Defense. , 

Categories of records in the system: 

Travel orders and transportation authorizations, paying • agent 
orders, passport information, and travel vouchers. 

Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

To provide reference in response to individual and/or offices re- 
quests for actual purposes of travel, costs and records used for future 
planning. Copies of orders on file in Director of Administration, 
Headquarters U. S. Air Force, Washington, DC 20330, for record of 
authentication. Copies of paying agent orders on file Director of 
Administration, Headquarters U.S. Air Force Washington, DC 20330 
for record of payments. Travel on file at US Air Force Accounting 
and Finance Center, Denver, CO record of Air Force expenses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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Records from this system of records may be disclosed for any of 
the blanket routine uses pubhshed by the Air Force, 

Policies and practices for storing, retrieving, acciessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders/note books/binders/card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. Access controlled by assistant 
manager and restricted to authorized personnel. 

Retention and disposal: 

Records on currently assigned personnel are retained in office files 
until superseded, obsolete, no longer needed for reference, or on 
inactivation, then destroyed. Transportation authorization and Invita- 
tional orders are retained in office files for one year after annual cut- 
off then destroyed. Paying agent orders are retained in office files for 
two years after annual cut-off, then destroyed. Records contained in 
this system are destroyed by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System manager(s) and address: 

Administrative Assistant to the Secretary of the Air Force, the 
Pentagon, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Air Force channels from agencies and individuals requesting Air 
Force travel. 

Exemptions claimed for the system: 
None. 

F075 AFDPA 

System name: 

Application for Early Return of Dependents, 
System location: 

All overseas host base Central Base Personnel Office (CBPO) 
outbound assignments sections (DPMU). Official mailing addresses 
are published as an appendix to the Air Force's compilation of 
systems of records. 

Categories of individuals covered by the system: 

Command sponsored dependents of military personnel assigned 
overseas. 

Categories of records in the system: 

Members name, grade, Social Security Number, initial date of 
sponsor entry into overseas theater, date of separation, date of rota- 
tion (DEROS); names, relationships, sexes, dates of birth, passport, 
numbers, and addresses of dependents. 

Authority for maintenance of the system: 

37 U.S.C. 401, Chapter 7 and E.O. 9397. 

Purpose(s): 

Used by the Unit Commander, CBPO personnel, and the approval 
authority to approve/disapprove requests for early return of depend- 
ents. Under the provisions of Air Force Regulation 75-8, Vol II, 
member or spouse may request early return of dependents to their 
country of origin if desired, prior to the time PCS orders are re- 
quired. If member declines to initiate request for early return of 
dependents, the spouse may request early return for self but not for 
minor children. Documentation must be provided by the applicant to 
substantiate the existence of a situation which required dependents to 
be returned (Joint Federal Travel Regulation (JFTR) U5240, Dl-De, 
Items a-h). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



The "Blanket Routine Uses" that appear at the beginning of the 
Air Force's compilation of systems of records apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Retrieved alphabetically by name. 
Safeguards: 

Records are stored in locked cabinets, rooms, or buildings. 
Records are accessed by the custodian and personnel responsible for 
servicing the record system in performance of their official duties. 
Access is controlled by the system manager and restricted to author- 
ized personnel. 

Retention and disposal: 

Early return of dependents case files are retained in office files for 
one year after the annual cutoff, then destroyed. These records are 
destroyed by one of the following means: Tearing into pieces, shred- 
ding, pulping or burning. 

System manager(s) and address: 

Chief, Personnel Utilization (DPMU), host base CBPO. Official 
mailing addresses are published as an appendix to the Air Force's 
compilation of systems of records. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Chief, Personnel Utilization (DPMU), host base CBPO. 
Official mailing addresses are published as an appendix to the Air 
Force's compilation of systems of records. Full name and SSN of 
sponsor are required for inquiries. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Chief, 
Personnel Utilization (DPMU), host base CBPO. Official mailing 
addresses are published as an appendix to the Air Force's compilation 
of systems of records. 

Contesting record procedures: 

The Department of the Air Force rules for access to records and 
for contesting and appealing initial determinations by the individual 
concerned are published in Air Force Regulation 12-35; 32 CFR part 
806b; or may be obtained from the system manager. 

Record source categories: 

Information obtained from individuals requesting early return of 
dependents, personnel, legal, chaplain, or other agencies providing 
pertinent information for the case file. 

Exemptions claimed for the system: 

None. 

F075 AFLEA 

System name: 

Household Goods Nontemporary Storage System (NOTEMPS). 
System location: . 

At all Air Force bases having personal property responsibility. 
Official mailing addresses are contained in the Air Force Address 
Directory. 

Categories of individuals covered by the system: 
Active duty and retired military personnel or their dependents, and 
civilian employees. 
Categories of records in the system: 

Applications for storage, travel orders, substantiating documents. 
Authority for maintenance of the system: 

10 use 133, Secretary of Defense: Powers and duties; delegation 
by. 

Purpose(s): 

Used by base level traffic management offices (AFO) and local 
commercial contractors in managing, controlling and payment of 
contractors for services rendered for storage services. Information 
used by TMO to maintain, identify lots, determine excess cost and 
perform payment actions for storage accounts. AFO will use infor- 
mation to process invoices for payment. Contractors will use data to 
verify and certify invoices for payment for services rendered against 
individual storage lots. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, card files, or computer and computer 
output products. 

Retrievability: ' 

Filed by name and/or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms and 
controlled by personnel screening. 

Retention and disposal: 
^ Files are retained for 6 months to 3 years, depending on type, and 
destroyed by tearing, shredding, pulping, macerating or burning. 

System manager(s) and address: 

Deputy Chief of Staff, Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330. 
Notification procedure: ' 

Individual requests should be addressed to the System Manager. 
Base traffic management offices have individual record. Visitors must 
provide name, grade, SSN and identification card. 

Record access procedures: ' , 

Mailing addresses are in the Department of Defense directory in 
the appendix tQ the Air Forceps systems notices. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. ... 
; Record source categories: 

Information from individuals, applications for storage of household 
goods, travel orders, and substantiating documents. 

Exemptions claimed for the system: 

None. ' ' 
F075 AFLE B 

System name: 

Personal Property Movement Records. 
System location: 

Traffic Management Office or Air Force controlled Joint Personal 
Property Shipping Offices at Air Force Activities. Official mailing 
addresses are in the Department of Defense directory in . the appendix 
to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Persons who shipped personal property through an Air Force 
controlled activity. 

Categories of records in the system:' 

Application, orders, inventory, Government Bill of Lading, ship- 
ping documents. Certificates of Approval or Disapproval, Power of 
Attorney^' carrier and/or contractor documentation, Inspection 
Report, and Counseling Checklist. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

= Traffic Management Officer uses these record to determine ship- 
ment eligibility and lawful entitlements, and as a basis for expenditure 
of public funds and contracts with commercial carriers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
,the blianket routine'!uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

'Storage: 

Maintained in file folders. ' 
Retrievability: 
Filed by name. 
Safeguards: 



Records are stored in locked cabinets or rooms and are accessed 
by person(s) responsible for servicing the record system in perform- 
ance of their official duties. 

Retention and disposal: 

Retained in office files for three years after annual cutoff; trans- 
ferred to Regional Federal Records Center for indefinite retention. 
System manager(s) and address: 

Deputy Chief of Staff, Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330. 
Notification procedure: 

Request from individual should be addressed to the System Manag- 
er. Include individuaPs name, service, Social Security Number, type 
of shipment, origin, destination, and the date of application. Any 
means of positive identification is acceptable. 

Record access procedures: 

Mailing addresses are in the Department of Defense directory in 
the appendix to the Air Force's systems notices. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager: and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Government Inspector's Quality Control Report. Information also 
obtained from the individual. 

Exemptions claimed for the system: 

None. .. . 

F075 USAFE A 

System name: 

Customs Control Records. 
System location: 

Customs Control Office of the Transportation Branch, 7206 Air 
Base Group/LGTTG, APO NY 09223. Selected sub-elements are at 
the Investigation Section of the Security Police Division, 7206 ABG/ 
SPI, APO NY 09223, and the Judge Advocate Office, 7206 ABG/ 
JA, APO NY 09223. 

Categories of individuals covered by the system: 

Personnel assigned to duty in Greece qualifying for tax-free privi- 
leges under Article I of the North Atlantic Treaty Organization 
Status of Forces Agreement. ^ > 

Categories of records in the system: 

Certificates of understanding and accountability; purchase records; 
importation documents; vehicle registration and duty-free customs 
certificates; customs control card, roster; Greek customs tax receipts; 
copies of military orders; certificates of dependency; currency con- 
version records; military and Greek police reports concerning theft, 
loss or destruction of personal property; records of imports and 
exports via postal systems; personal property inventories for incom- 
ing and outgoing shipmients, of household goods; and.. reports of 
investigation concerning possible or actual customs violations. 

Authority for maintenance of the system: 

North Atlantic Treaty Organization Status of Forces Agreement 
and 10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
. Purpose(s): 

This system of records is used to control the tax-free acquisition of 
personal property by U.S. Forces entered into Greece in tax and 
duty exempt status under the provisions' of the, NATO Status of 
Forces Agreement. This agreement,' and others which supplement it, 
require the U.S. to limit the tax-free import arid use of items required 
by the U.S. Forces to only those members with bona fide entitle- 
ments and to assist the Greek government in collecting evidence and 
securing payment of any applicable taxes. Users of the information in 
the customs control system include U.S. Air Force, Navy, Army, 
and State Department transportation and customs activities who . 
compile and maintain. the records; military security, investigative, and 
law enforcement activities who screen records to collect evidence 
where possible wrongdoing is indicated; military justice officials who 
review evidence and advise commanders on possible legal actions; 
and Air Force Accounting and Finance Offices to control legal 
conversion of U.S. and host nation currency and to report excess 
profit from legal sales of property to Internal Revenue Service where 
appropriate. The system is used to document property imported tax- 
free -into Greece and any purchases made by individuals in the 
military tax-free sales outlets. The information is used to prove com- 
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pliance by the U.S. Forces with U.S. treaty obligations and to identi- 
fy and correct black-marketeering or other unauthorized activities 
which evade Greek customs. 

Routine uses of records maintained iii the system, including catego- 
ries of users and the purposes of such uses: 

Information from this system of records may be disclosed for any 
of the blanket rotuine uses published by the Air Force. Information 
may be disclosed to Greek authorities as required by treaty. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Stored in file folders. 
Retrievability: 

Files are maintained in numerical sequence using a locally estab- 
lished individual customs control number given upon application to 
each member entitled to tax-free privileges in Greece. The customs 
control number is cross-referenced to the member's name, Social 
Security Number, permanent reassignment date, and employer. De- 
pendents of entitled members are listed under their sponsor's customs 
control number and record file. An electronic data processing card 
file is used in the U.S. Air Force Customs Control Office to correlate 
customs control number, name, unit of assignment, and expiration 
date of privileges. 

Safeguards: 

Records are safeguarded in locked file cabinets, locked rooms, and 
locked buildings. Records may be reviewed only by the person to 
whom they apply or competent investigative authority based on a 
verified need to know. 

Retention and disposal: 

Records are maintained in active use until the members clear their 
accounts in preparation for departure from Greece. The records are 
then removed to an inactive file within the U.S. Air Force Customs 
Control Office for one additional year and then transferred to a 
records staging area for two more years. Three years after closeout, 
files are destroyed by shredding, burning, pulping, or macerating. 

System manager(s) and address: 

Chief of Transportation, 7206 Air Base Group, APO, NY 09223. 
Notification procedure: 

Individuals may request information from the Systems Manager 
concerning their personal customs account at any time. Requesters 
must apply either personally or in writing providing their full name 
(and name of sponsor if in dependent status when the record was 
created), unit of assignment while in Greece, and period of stay in 
Greece, Requesters may visit the Customs Control Office of the 
Chief of Transportation, 7206 Air Base Group, Hellenikon Air Base, 
Greece, to review their personal customs records or seek informa- 
tion. Requesters must present identification cards issued by U.S. 
Forces in Greece to gain access to their personal records. 

Record access procedures: 

Access to personal records or data concerning an individual cov- 
ered under the system can be obtained only from the Systems Man- 
ager or the customs liaison clerks in the Customs Control Section of 
the Office of Chief of Transportation, 7206 ABG/LGT, APO NY 
09223. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Individually prepared applications for duty-free entry of private 
property and automobiles; individually prepared applications for cus- 
toms control cards; certificates of understanding and liability; bills of 
sale; Army and Air Force Exchange Service purchase records; Air 
Force Commissary Service purchase records; Air Force Accounting 
and Finance Office records of individual currency conversions; US 
Postal Service parcel receipt records; international mail parcel re- 
ceipt information; USAF Security Police investigation reports con- 
cerning loss, theft, damage or property or alleged unauthorized dis- 
position (black-marketeering); Defense Logistic Agency Property 
Disposal Office turn-in records; household goods carriers' inventories 
of personal property imported and re-exported to and from Greece 
by each member subject to the system; employer's certification of 
eligibility to tax-free privileges; official assignment orders; letters of 
eligibility from non-appropriated fund employers and USAF Pro- 
curement Office for eligible contractor personal, determinations of 
eligibility rendered by the Staff Judge Advocate's office. 



Exemptions claimed for the system: 

None. 

F076MACA 

System name: 

Passenger Reservation and Movement System. 
System location: 

Headquarters Military Airlift Command (MAC), Scott AFB, Illi- 
nois; Aerial Ports of Embarkation and Debarkation, military airfields 
or installations (all Services), certificated air carriers at civil (com- 
mercial) airports, and any activity or agency responsible for initiating 
or receiving a request for the movement of personnel and their 
baggage; manifesting, tracing and billing actions; and statistical data 
collection. Official mailing addresses are in the Department of De- 
fense directory or the current United States Government manual. 
Commercial air carrier addresses' are listed in the Official Airlines 
Guide. 

Categories of individuals covered by the system: 

Military, civilian, statutory, congressional and others sponsored by 
the Secretary of Defense or Military Service Secretaries. The Execu- 
tive Office, Executive departments, independent agencies, Legislative 
Branch and the Judicial. Branch. 

Categories of records in the system: 

Travel order, transportation authorizations, and passenger name 
records. Categories of information in the passenger name record 
include but are not limited to: Name, grade, seats required; reserva- 
tion identification code (RIC) which is assigned by a requesting 
activity or individual passengers and is the social security number or 
other unique identifier; origin, destination, requested travel dates, 
routing indicator (identifies the activity/installation requesting the 
reservation), cancellation and type standby codes (identifies the 
reason the passenger did not depart as scheduled); flight number, 
departure date and reporting time, and other administrative codings 
as determined by a Service activity or MAC to facilitate the comple- 
tion of travel to include baggage tracer and billing actions. The 
passenger name record is a complete listing of all transportation 
related administrative actions related to individual passengers. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, 
Purpose(s): 

Passenger name records are used to prepare aircraft manifests for 
passenger identification processing and movement on military air- 
craft, commercial contract (charter) aircraft, and on seats reserved 
(blocked) on regularly scheduled commercial aircraft at military and 
civilian airports. Records in this system are also used to: (a) Develop 
.billing data to the user Military Services or other organizations; (b) 
determine passenger movement trends; (c) forecast future travel re- 
quirements; and (d) identify, research, and resolve transportation 
related problems. In addition, records may also be used as the basis 
of disciplinary action initiated by the requesting activity; and the 
conduct of official investigations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
the system are routiriely disclosed to other Federal agencies and 
offices provided transportation, and to civilian airlines and airports 
for transportation services. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, notebooks/ binders, card files, computer 
paper printouts, computer magnetic tapes, disks, microfiche or rolled 
microfilm. 

Retrievability: 

Records on this system may be retrieved by any of the following 
means: By name - RIC (SSN) channel, flight number, movement 
channel, type transaction, type travel, special passenger category, 
type standby code, passenger cancellation reason code. 

Safeguards: 

Records are stored in locked cabinets, rooms or buildings. Records 
are accessed by the custodian and person(s) responsible for servicing 
the record system in performance of their official duties. Access 
controlled by the manager and restricted to authorized personnel and 
executive software sign-on procedures control access to the computer 
data base. 
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Retention and disposal: 

Transportation authorizations and orders are retained in office files 
for two years after the annual cut-off, then destroyed. Other records 
in the system are retained in office files until superseded, obsolete, no 
longer needed for reference, or on inactivation, then destroyed. 
These records are destroyed by one of the following means: By 
tearing into pieces, shredding, pulping, macerating, burning, or de- 
gaussing in the case of magnetic computer media. 

System manager(s) and address: 

Director of Terminal Operations, Deputy Chief of Staff, Air 
Transportation, Headquarters Military Airlift Command, Scott AFB, 
Illinois 62225. , ; . 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager Full name, reservation identification code, and movement chan- 
nel are required for inquiries. . . 

Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notice. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from military transportation and personnel 
activities, individuals requesting air travel or from other agencies 
designated to arrange air passenger reservations. - « 

Exemptions claimed for the system: 

None. 

F077 AFLE A 

System name: 
Motor Vehicle Operators' Records. 
System location: 

Air Force Base Drivers Training and Qualification Section, Air 
Force Reserve units and Air National Guard activities. Official niail- 
ing addresses are in the Department of Defense directory in the 
appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

All military and civilian personnel issued a United States Govern- 
ment Motor Vehicle Operator's Identification Card. 

Categories of records in the system: 

Application, test results, medical evaluation, accident history, traf- 
fic citations and driver awards. 
Authority for maintenance of the system: 

10 use 133, Secretary of Defense; appointment; powers and 
duties; delegation by. 
Purpose(s): 

Determination of operator eligibility by Vehicle Operations Offi- 
cer. Used as basis for issue of a Government motor vehicle operator's 
identification card. Releasable to Safety and Law Enforcement au- 
thorities for investigation and possible criminal prosecution or civil 
court action. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by ihe Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, and on computer' and computer output 
products. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are stored in locked cabinets or rooms and accessed by 
person(s) responsible for servicing the record system in performance 
of their official duties. 

Retention and disposal: 

Retained in office files until discharge, separation, or reassignment 
of the individual, then returned to servicing iConsolidated base per- 
sonnel office for destruction. 

System manager(s) and address: 



Deputy Chief of Staff, Logistics and Engineering, Headquarters 
United States Air Force, Washington, DC 20330. 
Notification procedure: 

Request should be addressed to the System Manager. 
Record access procedures: 

Mailing addresses are in the Department of Defense directory in 
the appendix to the Air Force's systems notices. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions, police and investi- 
gating officers, motor vehicles bureaus, state or local governments, 
witnesses. Department of Transportation. 

Exemptions claimed for the system: 

None. 

F080 AFA A 

System name: 
Minnesota Multiphase Personality Inventory. 
System location: 

United States Air Force Academy, USAF Academy Colorado 
Springs, CO 80840. 

Categories of individuals covered by the system: 

Air Force Academy and Preparatory School cadets. 

Categories of records in the system: 

Personality tests results, group data analyses. 
- Authority for maintenance of the system: 

10 use Chapter 903, United States Air Force Academy. ' 

Purpose(s): 

Used in research analyses concerning relationships, personality and 
performance to evaluate personality variables on cadet performance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products. 

Retrievability: 

Cadet Number. ' , 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference. 
System manager(s) and address: 

Dean of Faculty, United States Air Force Academy, CO 80840. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager, 

Record access procedures: 

The individual can obtain gaining access from the System Manag- 
er- 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Individual. 

Exemptions claimed for the system: 
None. 

FOSOAFSCA 

System name: 
Aeromedical Research Data. 
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System location: 

Aerospace Medical Division (AMD), Brooks Air Force Base, TX 
78235. 

Categories of individuals covered by the system: 

Personnel receiving medical evaluation from Department of De- 
fense medical facilities. Participants in epidemiologic studies spon- 
sored by agencies of the Department of Defense, Federal Aviation 
Administration, Veterans Administration, The National Institutes of 
Health, National Research Council, and Occupational Safety and 
Health Administration. 

Categories of records in the system: 

Medical evaluations, demographic and mortality data. 

Authority for maintenance of the system: 

10 use Chapter 55, Medical and Dental Care. 

Purpose(s): 

Data is used for aeromedical research, fitness for duty determina- 
tion and medical care. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Individually 
identifiable records are used by medical authorities and consiiltants of 
the Department of Defense and Federal Aviation Administration to 
determine that individual's fitness for duty. Data on foreign personnel 
are used by the corresponding authority in that individual's country 
to determine their fitness for duty. An individual's record is used by 
medical personnel to deliver medical care to that patient. Aeromedi- 
cal research data are used by scientists working with agencies of the 
Department of Defense, Federal Aviation Administration, Veterans 
Administration, The National Institutes of Health, National Research 
Council, and Occupational Safety and Health Administration to de- 
termine medical criteria for duty and to develop methods to prevent 
disease and disability. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in microfilm jackets and microfilm rolls, in paper files, 
and on computer. 

Retrievability: 

Filed by name, or Social Security Number (SSN), 
Safeguards: 

Computerized patient records retrievable from remote terminals 
are protected from unauthorized access or alteration by a data man- 
agement system which requires a password for access to an author- 
ized subset of data. When appropriate for research purposes, the data 
base management system permits scientists to examine patient records 
without revealing the unique patient identifiers. All of the data is 
accessed only by the custodian of the record system, and released 
only to medical personnel and scientists who are properly screened 
for need to know. 

Retention and disposal: 

Destroy paper and microfilm files when no longer needed or after 
25 years by tearing, shredding, pulping, mascerating or magnetically 
stored data is destroyed by erasure. 

System manager(s) and address: 

Commander Aerospace Medical Division, Brooks Air Force Base, 
TX 78235. 
Notification procedure: 

Requests from individuals should be addressed to the Systeni Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information from military personnel records. 

Exemptions claimed for the system: 

None. 

F090 AF A 

System name: 

Visiting Officer Quarters-Transient Airman Quarters Reservation. 



System location: 

All Air Force installations with Visiting Officer and/or Transient 
Airman Quarters. Official mailing addresses are published as an ap- 
pendix to the Air Force*s compilation of record system notices. 

Categories of individuals covered by the system: 

Personnel registering to obtain a room for the duration of visit. 

Categories of records in the system: 

Registration of transient personnel into quarters. 

Authority for maintenance of the system: 

10 U.S.C. 8013 and Executive Order 9397. 

Purpose(s): 

To register occupants of base transient quarters and charge for 
billeting. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record system 
notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets and on computer and 
compter output products. 
Retrievability: 

Retrieved by name and Social Security Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in locked cabinets or 
rooms. 

Retention and disposal: 

Retained in office files for three months after monthly cutoff, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manageKs) and address: 

Deputy Chief of Staff, Logistics and Engineering, Headquarters, 
United States Air Force, Washington, DC 20330-5130. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Deputy Chief of Staff, Logistics and Engineering, 
Headquarters, United States Air Force, Washington, DC 20330-5130. 

Full name and Social Security Number are required for inquiries. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this record system should address written requests to the Deputy 
Chief of Staff, Logistics and Engineering, Headquarters, United 
States Air Force, Washington, DC 20330-5130. 

Full name and Social Security Number are required for access. 

Contesting record procedures: 

The Department of the Air Force rules for accessing records and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35; 
32 CFR part 806b; or may be obtained from the system manager. 

Record source categories: 

From individual registering. 

Exemptions claimed for the system: 

None. 

F090 AF B 

System name: 

Unaccompanied Personnel Quarters Assignment/Termination. 
System location: 

All Air Force Command bases. Located in the Base Billeting 
Operations Office and in the respective Squadron Orderly Room. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Unaccompanied military personnel who: (1) Apply for or who are 
entitled to occupy unaccompanied quarters, (2) accept or decline 
unaccompanied on-base quarters, (3) reside off-base at their own 
expense, (4) accept inadequate quarters, and/or (5) are identified as 
authorized to reside off-base with prescribed quarters allowance. 
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Categories of records in the system: 

Records related to application, assignment, acceptance, declination, 
or termination of unaccompanied quarters; authorization for unac- 
companied personnel to reside off-base at their own expense; volun- 
tary acceptance of inadequate quarters; and/or authorization to reside 
off-base with prescribed quarters allowance. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Power and duties; 
delegation by. 
Purpose(s): 

To effectively manage unaccompanied personnel quarters; establish 
and maintain a record of application for unaccompanied personnel 
quarters assignment; terminate assignment to unaccompanied quar- 
ters; and grant authorization to reside off-base with or withoiit speci- 
fied quarters, allowance. 

Routine uses of records maintained in the system, including catego- 
ries of users, and the purposes of such uses: 

None. . , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Retrieved by name. 
Safeguards: 

Records are accessed by custodian of unit files and by personnel 
responsible for servicing the record system in performance of official 
duties. File folders are stored in locked rooms and drawers. 

Retention and disposal: 

Records are destroyed by tearing into pieces, shredding, burning, 
macerating, or pulping when superseded or when individual is reas- 
signed. 

System manager(s) and address: 

Base Billeting Manager and Commanders of Squadrons on AF 
bases. ; 
Notification procedure: 

Individuals may contact the Base Billeting Manager or Command- 
ers of Squadrons on AF bases. Requests to determine existence of 
record should include full name and grade and approximate :dates 
individual was assigned to or serviced by the Billeting Operation 
function on AF bases, subsequent to July 1, 1981. 

Record access procedures: 

Access is controlled by Base Billeting Manager at base level or by 
Squadron Commanders at squadron level. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may .be 
obtained from the -System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: « 

Information is obtained from individual. ' . 

Exemptions 'claimed for the system: ' - 

None. 

FlOO AFCCA 

System name: 

Military Affiliate Radio System (MARS) Member Records. 
System location: 

At Headquarters Air Force Communications Command (AFCC). 
Subordinate headquarters, and Air Force installations. Official mail- 
ing addresses are in the Department of Defense Directory in the 
appendix to the Air Force systems notice. At MARS member sta- 
tions. , s 

Categories of individuals covered by the system: 

Amateur Radio Operators licensed by United States Air Force 
(US AF) .MARS. 

Categories of records in the system: < • 

MARS Personnel Action Notification and Registration; MARS 
Station Questionnaire; Application for Membership in Military Affili- 
ate Radio System. Information includes individuals name, MARS call 
sign, amateur call sign, mailing address. Federal Communications 
Commission (FCC) license class, MARS assignment, communications 
capability, .MARS position, military status, and telephone number. 

Authority for maintenance of the . system: 



10 use 8012, Secretary of Air Force, powers and duties; delega- 
tion by; as implemented by Air Force ; Regulation (AFR) 700-17, 
Military Affiliate Radio System. 

Purpose(s): 

To identify MARS members, to describe and update information 
concerning members^ station capability, MARS assignment and posi- 
tion status, to assign call signs and designators, to specify operational 
parameters , and constraints, mailing address, amateur license; tele- 
phone number, and responsibilities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: : 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained' in file folders and computer diskettes. 
Retrievability:. 

Filed by name, by call sign or designator and geographic location. 
Safeguards: 

By authorized personnel in the course of their duties who are 
properly screened and cleared for need-to-know. Stored in file cabi-^ 
nets. 

Retention and disposal: . 

At HQ AFCC, retained until termination of membership' or alter- 
ation of information and then destroyed by tearing to pieces, shred- 
ding, pulping, macerating or burning. At MARS stations; retained in 
office files until reassignment or termination of membership and then 
destroyed by tearing to pieces, shredding, pulping, macerating, or 
burning. .. ' 

System mariager(s) and address: 

Deputy Chief of Staff for Operations (DOOC), HQ AFCC, Scott 
AFB, IL 62225-6001 and Director of Operations at all other levels. 
Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager.' 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: , 

Individual members and MARS officials. 

Exemptions claimed for the system: 

None. 

FllOAFJAA 

System name: , 
JA A Legal Assistance Administration. ' : 

System location: 

Headquarters United States Air Force, Washington, DC 20330. 
Headquarters of major commands and at all levels down to and 
including Air Force installations. 

Categories of individuals covered by the system: 

Active duty and retired rriilitary personnel, and their dependents. 

Categories of records in the system: 

Personal letters and documents furnished by person seeking advice 
and legal assistance record. 

Authority for maintenance of the system: 

10 use 8072, Judge Advocate General: Appointment and duties. 
Purpose(s): 

Records kept to render proper advice^for continuing assistance. 
Used by attorney and client with attorney-client relationship to assist 
in personal legal problems. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
storage: 
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Maintained in file folders and card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivaition, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System ihanager(s) and address: 

All Legal Assistance Officers. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. ' 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information furnished by client. 

Exemptions claimed for the system: 

None. 

FllO AF JA B 

System name: 

Litigation Records (Except Patents). 
System location: 

At Headquarters United States Air Force, Washington, DC 20330. 
At Headquarters of Major Commands and all levels down to and 
including Air Force installations worldwide. Official mailing address- 
es are in the Department of Defense directory in the appendix to the 
Air Force's systems notice. 

Categories of individuals covered by the system: 

All individuals who have brought suit against, or been involved in 
litigation with, the United States or its officers or employees con- 
cerning matters related to the Department of the Air Force; or 
persons against whom litigation has been filed under 28 USC 134b, 
31 USC 71, 951-3, 42 USC 2651-3. 46 USC 741-52, 4781-90. 

Categories of records in the system: 

Pleadings, motions, interrogatories, orders, letters, messages, forms, 
reports, surveys, contracts, bids, photographs, legal opinions, an- 
swers, complaints, memoranda; personnel, finance, medical, business 
records; audits, summons, English translations of foreign documents, 
other evidentiary material, court orders and rulings; other documents 
including but not limited to: Environmental Impact Statements, con- 
tract determinations, witness statements, law enforcement agency in- 
vestigative, reports, administrative reports, engineering and technical 
reports and surveys; some records may be security classified. 

Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Used by USAF personnel tasked with supervisory and reporting 
responsibilities in connection with civil litigation; to enable the 
United States and its officers, employees, members, and parties to the 
litigation upon which suits at law can be prosecuted or defended in 
civil domestic or foreign litigation. Used to obtain from the Surgeon 
General and the military and civilian medical consultants thereto 
medical opinions upon which litigation decisions can be made by The 
Judge Advocate General and the Department of Justice. Used by the 
Air Force Audit Agency in conducting audits; used by the Board for 
the Correct of Military Records; used by the Air Force Accounting 
and Finance Center and its officers and employees for the adjudica- 
tion of claims; when the Department of Defense or a military depart- 
ment is involved, civil litigation files are provided to any agency of 
the Department of Defense having a need for such files; provide 
litigation files to the legal staffs of the armed forces for the purpose 
of training of legal, paralegal and administrative personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used to provide 
information to the Court of Claims on legislative referral of private 
relief bills. Used to provide information upon which a reply to 
Congressional inquiries can be made; used by the Veterans Adminis- 
tration and its officers and employees to adjudicate claims. Used by 
Department of Justice and its officers and employees in the actual 
litigation of cases involving matters concerning the Department of 
the Air Force and in some instances the Department of Defense. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name of litigant and year of litigation. 
Safeguards: 

Records are accessed by authorized personnel in the course of 
their duties. Records are stored in locked containers or rooms and 
controlled by personnel screening. 

Retention and disposal: 

Files at the Office of the Judge Advocate General, HQ USAF, are 
retired permanently at Washington National Records Center, Wash- 
ington, DC 20409, other levels destroy after two years upon comple- 
tion of agency action; destroy after two years if files under 42 USC 
2651-3. Destroy by tearing into pieces, shredding, macerating, pulp- 
ing, or burning. Other records are retained in office files for two 
years after annual cut-off, then retired to Washington National 
Records Center, Washington, DC 20409, for permanent retention. 

System manager(s) and address: 

The Judge Advocate General, Headquarters United States Air 
Force, Washington, DC 20330. Subsystems Managers are the Staff 
Judge Advocate at concerned subordinate command or installation 
for foreign civil litigation records. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager or Subsystems Managers as appropriate. 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager or Subsystems Managers as appropriate. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Court records, correspondence initiated by parties to litigation, 
reports prepared by or on behalf of the Air Force, reports of Feder- 
al, state, local or foreign government agencies and information ob- 
tained from the individual. 

Exemptions claimed for the system: 

None. 

FllOAFAFCH 

System name: 

Legal Administration Records of the Staff Judge Advocate. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279. 

Categories of individuals covered by the system: 

Air Force active duty and retired military personnel, present and 
former Air Force civilian employees. Air Force Reserve and Air 
National Guard personnel, dependents of military personnel, Air 
Force Academy Cadets and former active duty personnel. 

Categories of records in the system: 

Legal opinions and supporting documents including, but not limit- 
ed to, reports of survey on loss or damage of Air Force equipment; 
garnishment of wages of Air Force military and civilian personnel 
for child support and alimony; division of military members' retired 
pay due to child support or community property obligations of such 
retired members; inquiries by Congressmen on behalf of constituents 
who are military members or their dependents, or others; and corre- 
spondence relating to the above subjects with other Air Force and 
Department of Defense components, United States attorneys, attor- 
neys. Air Force officers and members (and dependents thereoQ, 
former spouses of Air Force officers and members, and federal, state 
and local agencies, including, but not limited to, the Federal Bureau 
of Investigation (FBI), Internal Revenue Service, Social Security 
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Administration, and state. and local welfare agencies state and local 
welfare or child support agencies seeking wage and location data 
regarding Air Force military and civilian personnel should contact 
HQ AFAFC/DADI, Denver, CO 80279. 
Authority for maintenance of the system: 

10 use 2775, Disposition of unclaimed property; 9832, Property 
accountability: Regulations; 9835, Report of survey; and 37 USC 
1007(e), Deductions from pay; 10 USC 1408, Division of retired pay; 
42 use 659, 661-62, and 15 USC 1673. (Garnishment of wages for 
child support and alimony); 10 USC 8012," Secretary of the Air 
Force: Powers and duties; delegation by, 

Purpose(s): 

Used to review and make recommendations in cases including but 
not limited to cases involving division of retired pay, reports of 
survey, garnishment of pay, and Congressional inquiries on behalf of 
constituents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be disclosed to any of the following non- 
DOD agencies and individuals: Individual Air Force members and 
and their dependents, former spouses of Air Force members and their 
attorneys, United States Attorneys, Internal Revenue Service, Social 
Security Administration, and state and local agencies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, visible file binders/cabinets and in card 
files. 
Retrievability: 

Filed by name. j 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets, protected by guards, and controlled 
by personnel screening and visitor registers. 

Retention and disposal: 

Records are maintained at office of Staff. Judge Advocate, Air 
Force Accounting, and Fi/iance Center (AFAFC/JA) for two years, 
or whenever their purpose has been served, whichever is later, and 
then destroyed by tearing or shredding. Significant cases involving 
legal opinions establishing precedent are periodically transferred to 
subject files after two years and retained indefinitely. 

System manager(s) and address: 

The Staff Judge Advocate, United States Air Force; Staff Judge 
Advocate, Air Force Accounting and Finance Center. 
Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DADI, Denver,' CO 
80279, telephone (303) 370-7553. The requester should be able to 
provide sufficient proof of identity, such as name, Social Security 
Number, military status, duty station or place of employment, or 
other informiation verifiable in the record itself. 

Record access procedures: = ' 

Requests from individuals should be addressed to AFAFC/DADI, 
Denver, CO 80279 telephone (303) 370-7553. The requester should be 
able to. provide sufficient proof of identity, such as name. Social 
Security Number, military status or place of employment, or other 
information verifiable in the record itself 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, financial institu- 
tions, educational institutions, police and investigating officers, state 
or local governments, witnesses, source documents such as reports. 
Information from other DOD components; information from other 
federal agencies, including, but not limited to, the FBI, Internal 
Revenue Service, Social Security Administration, Veterans Adminis- 
tration; applications by and correspondence with active duty, reserve 
and retired Air Force personnel and their dependents, former 
spouses, and guardians, applications by and correspondence with Air 



Force current and former civilian employees, their dependents, 
spouses, and guardians; correspondence with attorneys, records of 
courts-martial, interfaces with other record systems maintained at 
AFAFC, and correspondence with United States Attorneys. 
Exemptions claimed for the system: 

None. J . ■ ' 

FllO AFRES A 

System name: 

Reserve Judge Advocate Training Report. 
System location: 

Headquarters, Air Force Reserve (AFRES), Robins Air Force 
Base, GA 31098. 
Categories of individuals covered by the system: 
Air Force Reserve Judge Advocates (JAGs). 
Categories of records in the system: 
Information pertaining to individual training. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Power and duties; 
delegation by. 
Purpose(s): 

To provide Air Force Reserve Staff Judge Advocate Training File- 
on all Reserve JAGs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. • 
Safeguards: 

Records are accesised by custodian of the record system. 
Retention and disposal: 

Retained in office files untir reassignment or separation, then de- 
stroyed by tearing into pieces, . shredding, pulping, macerating, or 
burning. * 

System manager(s) and address: . 

Staff Judge Advocate, Air Force Reserve, Robins Air Force Base, 
GA 31098. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. ' 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from educational institutions, from State Bar 
Association and from individual. 
Exemptions claimed for the system: 
None. 

FllOJAA 

System name: . 

Freedom of Information Act Appeals. 
System location: 

Office of The Judge Advocate.. General, General Litigation Divi- 
sion, Headquarters United States Air Force (HQ USAF/JACL), 
Washington, DC 20330! 

Categories of individuals covered by the system: 

All those who have appealed to the Secretary of the Air Force 
from denials of Freedom of Information Act, 5 USC 552, requests for 
information or records' and those to" whom the requested information 
or records apply. 

Categories of records in the system: 
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Letters, memoranda, legal opinions, reports, messages, forms, mis- 
cellaneous documents. 
Authority for maintenance of the system: 
5 use 552, Freedom of Information Act. 
Purpose(s): 

Information is collected to evaluate appeals to the Secretary of the 
Air Force from denials of requests for records or information sought 
pursuant to the Freedom of Information Act; used by General Litiga- 
tion Division members in preparing legal opinions and recommenda- 
tions for the Secretary of the Air Force concerning the determina- 
tion of appeals brought under the Freedom of Information Act; used 
by the Air Force Audit Agency to conduct audits; used by Air 
Force agencies to provide guidelines and precedents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be disclosed to the Department of Justice 
for litigation. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Retired records are accessed through the General Litigation Divi- 
sion by custodian of the record system and by person(s) responsible 
for servicing the record system in performance of their official duties 
who are properly screened and cleared for need-to-know. Records 
are controlled by personnel screening. 

Retention and disposal: 

Retained in office files for two years, then transferred to the 
General Services Administration where they will be destroyed after 
three additional years by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System manager(s) and address: 

The Judge Advocate General, Headquarters United States Air 
Force. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Requesters must submit the following information: Name, 
Grade (if applicable); requester may visit the Office of The- Judge 
Advocate General, General Litigation Division, Room 5E425, The 
Pentagon, Washington, DC. Requester must present valid identifica- 
tion card or driver's license. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notice. 

Contesting record procedures: 

The Air_ Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from police and investigating officers, medi- 
cal institutions, international organizations, witnesses, and from 
source documents (such as reports) prepared on behalf of the Air 
Force by boards, committees, panels, auditors, and so forth. 

Exemptions claimed for the system: 

None. 

FllOJAB 

System name: 

Invention, Patent Application, Application Security, and Patent 
Files. 

System location: 

At Headquarters United States Air Force, AF/JACP, Washington, 
DC 20324. At HQ USAF/JACPD Wright-Patterson Air Force Base, 
OH 45433; at HQ USAF/JACPB, 424 Trapelo Road, Waltham, MA 
02154. 

Categories of individuals covered by the system: 

All military and civilian government inventors who have submitted 
an invention to the Air Force Patent Processing for or for a determi- 
nation of government rights; all applicants for U.S. Patents; all Air 



Force contractor inventors; all non-government inventors who have 
submitted an invention to the Air Force for an evaluation toward 
patent processing at Air Force expense. 

Categories of records in the system: 

Correspondence, invention disclosures, search reports, drawings, 
technical literature, patents, technical reports, photographs, patent 
applications, patented files and the papers relating thereto including 
licenses, assignments, declarations, power of attorneys, amendments, 
patent office actions, notices of appeal, appeal briefs, examiner's an- 
swers, declaration of interferences, interference motions, among 
others; determination of rights, forms, secrecy orders, notices of 
recision, memorandums, legal opinions; security reviews, petitions to 
modify secrecy orders, petitions for foreign filing, petitions for re- 
scinding secrecy orders, modifications of secrecy orders, foreign 
patent applications and related papers, permits, forms, rescinding 
orders. 

Authority for maintenance of the system: 

35 use 181-185, Secrecy of Certain Inventions and Filing Appli- 
cations in Foreign Countries; Pub.L. 96-517, December 12, 1980; 
Executive Orders 10096 and 10930; 5 USC 4502, General provisions; 
10 USC 1124, Cash awards for suggestions, inventions, or scientific 
achievements; Department of Defense Directive 5535.2, October 16, 
1980; Mutual Security Act of 1954; NATO Intellectual Property 
Group Agreement, February 1980; \2 UST 43; TIAS 4672; 394 
UNTS3. 

Purpose(s): 

Used to support the filing and prosecution by the Air Force of 
Patent Applications on inventions disclosed by military and civilian 
personnel as well as subject inventions reported by contractors under 
Air Force research and development contracts for obtaining govern- 
ment patent protection; to permit the determination of the govern- 
ment rights and employee rights in employee inventions; to docu- 
ment and record the patent rights of the government obtained as a 
result of the Air Force contracting and patent prosecution effort; to 
enable the Air Force to administer Patent Secrecy Act; used by by 
the Air Force to evaluate inventions and patent inventions most 
importance mission; by the Air Force to recommend government 
employee invention and patent awards to their local incentive award 
boards; by the Air Force to document and record government patent 
rights. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system may be disclosed to the Commissioner of Patents and 
Trademarks for use in the determination of government and employ- 
ee rights in employee inventions and for use in the administration of 
the Patent Secrecy Act; may be disclosed to the Armed Service 
Patent Advisory Board for use in the administration of the Patent 
Secrecy Act. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Retrievable by name of inventor, title of invention, invention 
number, serial number of U.S. patent application. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets 
and safes, and controlled by personnel screening. 

Retention and disposal: 

Invention disclosures retained in office files for five years after 
evaluation completed, then retired to Washington National Records 
Center, Washington, DC 20409, for retention up to 15 years thereaf- 
ter, then destroyed by tearing into pieces, shredding, pulping, macer- 
ating, or burning. Patent application and patented files retained in 
office files for three years after cases abandoned or after issued into a 
patent, then retired to Washington National Recprds Center, Wash- 
ington, DC 20409, for retention up to 17 years thereafter, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. Licenses and assignments retained in office files for 20 years 
after executed, then destroyed by tearing into pieces, shredding, 
pulping, macerating, or burning. Security records on patent applica- 
tions are retained in office files for three years after secrecy orders 
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rescinded, then retired -to Washington National Records Center, 
Washington, DC 20409,' for retention up to. 9* years, then destroyed 
by tearing into pieces, shredding, pulping, macerating, or burning. 
System manager(s) and address: 

The Judge Advocate General, . Headquarters United States Air 
Force. , ■ . , 

Notification procedure: ^- 

Chief Patents Division, Office of The Judge Advocate General, 
J ACP; individual requesting information from records should supply 
full name, title of invention. Air Force invention number, if known, 
and serial number of U.S. Patent Application; requesting individual 
may visit Patents Division, Office of The Judge Advocate General, 
1900 Half Street, SW, . Washington, DC 20324 to obtain information 
about this records system; upont visit individual must present verifica- 
tion of .identity as inventor of the invention, or invention covered by 
the patent application, about which information is requested, includ- 
ing full name, driver's license or other photo identity card. 

Record access procedures: 

Individual can obtain assistance in gaining access from Chief, Pat- 
ents Division, Office of The Judge Advocate General, JACP, Wash- 
ington, DC 20324. 

Contesting recoril procedures: 

The Air Force's rules for access to records and for contesting aiid 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information from' inventors; Air Force and government technical 
personnel; other government departments and agencies; Air Force 
contractors; U.S. Patent and Trademark Office; the work product of 
Air Force Patents Division, JACP, JACPD, JACPB; security re- 
views conducted by Department of Air Force personnel having 
military classification authority; owners of patent applications; for- 
eign governments; Armed Services Patent Advisory Board; and Air 
Force Foreign Intelligence Personnel. ' 

Exemptions claimed for the system: ■ ' ■ 

None. ' • 

FllOJAC 

System name: ' 
Judge Advocate Personnel Records. 
System location: 

At the Office of The Judge Advocate General, Headquarters 
United States Air Force, Washington, DC 20330-5000. A limited 
amount of records in this system are maintained in the Office of the 
Staff Judge Advocate of each major command. Official mailing ad- 
dresses are published as an appendix to the Air Force's compilation 
of record systems notices. - 

Categories of individuals covered by the system: 

All Air Force active duty judge advocates; Air Force Reserve 
mobilization augmenters attached to Headquarters USAF, Office of 
The Judg^ Advocate General; Air Force civilian attorneys employed 
in classification series GS-905 and GS-1222; active duty Air Force 
applicants for Funded Legal Education Program and Excess Leave 
Program, and civilian/military applicants for direct appointment pro- 
gram and other accession programs. 

Categories of records in the system: 

Educational background; certificate of admission to the bar; career 
management questionnaire; career objective statement; active duty 
and reassignment orders; correspondence relating to the individual; 
Military Personnel Center computer data; classification/on-the-job 
training actions; Judge Advocate General Reserve Personnel Ques- 
tionnaire; Headquarters USAF active duty and attachment orders; 
training reports; authorizations- ifor inactive duty training; civilian 
personal qualifications statement; notification of personnel ..actions; 
statement of good standing before the bar; transcript of law school 
record; statement of availability for Air Force civilian attorney va- 
cancies; actions by Ad Hoc Selection Committee and Air Force 
Civilian Attorney Qualifying Committee; Judge Advocate interview; 
letter of acceptance from an American Bar Association accredited 
law school; application and agreement; LSDAS report; transcript of 
all undergraduate and graduate education, and letters of recommen- 
dation. 

Authority for maintenance of the system; 

5 U.S.C. 3301, Civil service; generally; 10 U.S.C. 261, Reserve 
Componisnts named; 806, Judge advocates and legal officers; 2004, 
Detail of commissioned officers of the military departments as stu- 
dents at law' schools; 8072, Judge Advocate General: Appointment 
and duties; 62 Stat. 1014, and Executive Order 10577. 



Purpose(s): 

Records are used by the Judge Advocate General, Deputy Judge 
Advocate General, Executive, Professional' Development Division 
personnel and major command staff judge advocates in evaluating 
and selecting judge advocates for specific assignments, training, and 
advanced education; mobilization augmenter records are also used by 
the Reserve Advisor to the Judge Advocate General, Division 
Chiefs, Office of The Judge Advodate General in monitoring and 
evaluating reservists training assignments and in preparing perform- 
ance evaluations; civilian records are used by the. Executive Secre- 
tary and members of Ad Hoc aiid Air Force Civilian Attorney 
Qualifying Committees in evaluating and selecting civilian attorneys 
for appointment to Air Force position vaicancies and promotions; 
Funded Legal Education and Excess Leave Program records are 
used by the Judge Advocate General, Deputy Judge Advocate Gen- 
eral, Career Management personnel, and selection board members in 
monitoring, evaluating and selecting the best qualified applicants for 
the programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses'* published at the beginning of the Air 
Force's compilation of record system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Maintained in file folders, card files, in computers and on computer 
output products. 
Retrievability: 

Retrieved by name. * 
Safeguards: 

Records ' are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. 

Those in computer storage devices are protected by computer 
system software. t 

Retention and disposal: 

Judge Advocate Officer Personnel records and Funded Legal Edu- 
cation and Excess Leave Program records are retained in office files 
for three years after the individual terminates military service, or 
until no longer needed for reference, then destroyed. Computer 
records are destroyed when the individual terminates military serv- 
ice. Other records: Retained in office files until superseded, obsolete, 
no longer needed for reference, or on inactivation. Records are 
destroyed by tearing into pieces, shredding, pulping, macerating or 
burning. Computer records are destroyed by erasing, deleting or 
overwriting. 

System manager(s) and address: 

The Judge Advocate General, Headquarters United States Air 
Force, Washington, DC 20330-5000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the Judge Advocate 'General, Headquarters United States Air 
Force, Washington, DC 20330-5000. 

Full name and SSN should be furnished. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written requests to the Judge Advocate 
General, Headquarteh United States Air Force, Washington, DC 
20330-5000. 

Visits may be made to HQ USAF/JAX, Pentagon, Washington, 
DC 20330-5000. Valid identification card, driver's license or equiva- 
lent must be presented. 

Contesting record procedures: 

The Department of the Air Force rules for access to records and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35, 
Air Force Privacy Act Program; 32 GFR part 806b; or may be 
obtained from the system manager. 

Record source categories: 

Information obtained from previous employers, educational institu- 
tions, automated system interfaces, state or local governments, source 
documents, and from Air Reserve Personnel Center. 

Exeniptions claimed for the system: 

None. 
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FllOJAD 

System name: 
Patent Infringement and Litigation Records. 
System location: 

Headquarters United States Air Force, AF/JACPI, Washington, 
DC 20324; Office of The Judge Advocate General Patents Division 
JACP, Washington, DC 20324; AF/JACPI, Wright-Patterson Air 
Force Base, Dayton, OH 45433. 

Categories of individuals covered by the system: 

All claimants or petitioners who have alleged unlicensed use of 
their patents by the Air Force or who have brought suit against the 
United States concerning patent, trademark or copyright matters 
related to the Department of the Air Force. 

Categories of records in the system: 

Letters; messages; forms; reports; contracts; bids; photographs; 
legal opinions; petitions; answers; discovery documents; memoranda; 
infringement studies; validity studies; procurement information; li- 
cense agreements; other documents including but not limited to: 
Contract determinations, witness statements, and engineering and 
technical reports. Some records are under military classification. 

Authority for maintenance of the system: 

10 use 2386, Copyrights, patents, designs; 22 USC 2356, Foreign 
Assistance, acquisition; 28 USC 1498, Patent and copyright cases; 35 
USC 183, Right to compensation. 

Purpose(s): 

Purpose of the collection of information is to enable the United 
States and its officers and employees to investigate claims and/or 
defend the legal interests of the United States because of claims for 
compensation and litigation inyolving patent, trademark and. copy- 
right matters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used by other 
government departments and agencies to resolve claims for compen- 
sation involving patent, trade mark or copyright matters. Used by the 
Department of Justice and its officers arid employees in the litigation 
of cases involving patent or copyright matters concerning the De- 
partment of the Air Force and in some instances the Department of 
Defense. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 

Retrievable by name of claimant or litigant. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file . containers/cabi- 
nets/ safes and controlled by personnel screening. 

Retention and disposal: 

Retained in office files for three years after end of year in which 
the case was closed, then retired to Washington National Records 
Center, Washington, DC 20409, for retention up to twelve years 
thereafter, then destroyed by tearing jnto pieces, shredding, pulping, 
macerating, or burning. 

System managers) and address: 

The Judge Advocate General, Headquarters United States Air 
Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information received from the individual, contractors, other gov- 
ernment agencies, individual corporations (non-contractors) and from 
source documents. 



Exemptions claimed for the system: 

None. 

FllO JA E 

System name: 
Air Force Reserve Judge Adyocate Personal Data 
System location: 

Headquarters United States Air Force, Office of the' Judge Advo- 
cate General, Washington, DC 20330; at the office of the staff judge 
advocate at major commands and subordinate units, down to and 
including Air Force installations. 

Categories of individuals covered by the system: 

Air Force Reserve Judge Advocates (J AGs) 

Categories of records in the system: 

Personal and professional background information pertaining to 
individual JAGs. 
Authority for maintenance of the system: 
10 USC 8013, Secretary of the Air Force. 
Purpose(s): 

To verify training completion dates and personal and professional 
data used to prepare the JAG's Officer Effectiveness Report. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of siich uses: 

Records from this system of records may be disclosed for any, of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by the custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties. 

Retention and disposal: 

Retained in offic6 files until reassignment or separatioUj then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

The Judge Advocate General, Headquarters United States Air 
Force, Washington, DC 20330-5120. 
Notification procedure: 

Request from individuals should be addressed to the system man- 
ager. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are located in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

Information supplied by the individual. 

Exemptions claimed for the system: 

None. 

FllO USAFE A 

System name: 
Civil Process Case Files. 
System location: 

Office of the Staff Judge Advocate General/JAS, Headquarters, 
United States Air Forces in Europe, APO New York 09094-5001. 

Categories of individuals covered by the system: 

Military members and civilian employees and their dependents 
upon whom service is made of documents issued by German courts, 
customs and taxing agencies, and other administrative agencies. 

Categories of records in the system: 

Documents from German authorities regarding payment orders, 
execution orders, demands for payment of indebtedness, notifications 
to establish civil liability, customs and tax demands, assessing fines 
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and penalties, demands for court costs or for costs for administrative 
proceedings summons and subpoenas, paternity notices, complaints, 
judgments, briefs, final and interlocutory orders, orders of confisca- 
tion, notices, and other judicial or administrative writs; correspond- 
ence between United States (US) Government authorities and the 
Federal Republic of Germany; identifying data on individuals con- 
cerned; and similar relevant documents and reports. 
Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force; powers and duties,, 
delegation by; Agreement to Supplement the Agreement between the 
Parties to the North Atlantic Treaty regarding the Status of their 
Forces with respect to Foreign Forces stationed in the Federal Re- 
public of Germany (NATO SOFA Supplementary Agreement); 1 
United States Treaty 531; Treaties and Other International Acts 
Series 5351, and 48 United Nations Treaties Series 262, Article 32; 
and Executive Order 9397. . 

Purpose(s): 

To ensure that military members and civilian employees' obliga- 
tions under the NATO SOFtA Supplementary Agreement are hon- 
ored and the rights of these personnel are protectSl by making legal 
assistance available. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency*s compilation apply to this 
system. 

Information may be disclosed to authorities of the Federal Repub- 
lic of Germany, which may be further disclosed to claimants, credi- 
tors or their attorneys. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and cards in steel filing cabinets. 
Retrievability: 

By individual's surname. • * 

-Safeguards: - 

All information is maintained in areas accessible only to designated 
individuals having official need therefor in the performance of their 
duties. Records are housed in buildings protected by military police 
or security guards. * • 

Retention and disposal: 

Paper records are destroyed 2 years after completion of case; card 
files are retained indefinitely. 
System manager(s) and address: 

Office of the Staff Judge Advocate General/JAS, Headquarters, 
United States Air Forces in Europe, APO New York 09094-5001. 
Notification procedure: 

Individuals seeking to determine whether this record system con- 
tains information on themselves may write to or visit the Office of 
the Staff Judge Advocate General/JAS, Headquarters, United States 
Air Forces in Europe, APO New York 09094-5001. 

Individuals should furnish their full name, rank/grade, Social Secu- 
rity Number, sufficient details to permit locating the records, and 
signature. . 

Record access procedures: i ' 

Individuals seeking access to records about themselves contained in 
this record system may write to or visit the Office, of the Staff Judge 
Advocate General/JAS, Headquarters, United States Air Forces in 
Europe, APO New York 09094-5001. 

Individuals should furnish their full name, rank/grade, Social Secu- 
rity Number, sufficient details to permit locating the records, and 
signature. 

Contesting record procedures: 

The Air Force rules for accessing records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air 'Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

The individual to whom the record pertains, German authorities 
and Air Force records and reports. 
Exemptions claimed for the system: 

None. • . ' 

* Fill AF JA A 
System name: ■ ... , 



Automated Military Justice Analysis and Management System 
(AMJAMS). 
System location: 

Headquarters, of the United States Air Force, major commands 
and major subordinate commands. * , 

Categories of individuals covered by the system: 

All persons subject to the Uniform Code of Military Justice 
(UCMJ) (10 use 802) who receive Article 15 punishment or against 
whom court-martial charges are preferred. 

Categories of records in the system: 

Article 15 records included personnel background information, 
nature of offenses involved, punishment imposed and results of ap- 
peals filed and subsequent actions taken affecting the punishment. 
Court-martial records include personnel background information, of- 
fenses charged, pretrial proceedings, results of trial or other disposi- 
tion of case, sentence, action of convening authority and results of 
appellate review. 

, Authority for maintenance of the system: 

10 use 8072, Judge Advocate General: Appointment; Duties; and 
Articles 6(a), Judge Advocates and Legal Officers, and 67(g), 
Review by the Court of Miltiary Appeals; Uniform Code of Military 
Justice, 10 use 806(a), 867(g). 

Purpose(s): ' ' 

Records are maintained in order to preserve an accurate statistical 
accounting of courts-martial and Article 15 activities for use in assist- 
ing The Judge Advocate General and Field Staff Judge Advocates in 
the management and administration of military justice, and for con- 
ducting statistical studies which measure disciplinary rates and trends 
and evaluate military justice involvement as ' it affects the quality of 
the force and the ability of the Air Force to carry out its mission. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed foir any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records iii the system: 

storage: 

Maintained on 'computer magnetic tapes and on computer paper 
printouts. 
Retrievability: 

Filed by name and Social Security Number'(SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in vaults or locked cabinets or 
rooms and controlled by personnel screening. . 

Retention and disposal: 

Records are retained in active office files at HQ USAF and major 
air command levels for three years. Records at major air comrhands 
are then purged and destroyed by degaussing and those at HQ USAF 
are retired as permanent history at HQ Command/ACD, Boiling 
AFB, Washington, DC 20332. . 

System manager(s) and address: 

The Judge Advocate General, Headquarters United States Air 
Force. Major Command Staff Judge Advocates. . - 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Information required will be full name SSN unit of assignment 
and date of trial or imposition of Article 15 punishment. Requester 
may visit the Military Justice Division, Office of The Judge Advo- 
cate General, 1900 Half St., SW, Washington, DC 20324, and nriust 
present valid identification card or driver's license. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notice. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: rii 

Information obtained from automated system interfaces, and from 
records of trial by court-martial and Article 15 punishment actions. 
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Exemptions claimed for the system: 

None. 

Fill AF JAB 

System name: 

Court-Martial and Article 15 Records. 
System location: 

At Headquarters United States Air Force, Washington, DC 20330. 
At Air Force Military Personnel Center, Randolph Air Force Base, 
TX 78148. At National Personnel Records Center, Military Personnel 
Records, 9700 Page Boulevard, St. Louis, MO 63132. At Waishington 
National Records Center, Washington DC 20409. At headquarters of 
the United States Air Force, major commands and major subordinate 
commands. Official. mailing addresses are in the Department of De- 
fense directory in the appendix to the Air Force's systems notice. At 
headquarters of major commands and at all levels down to and 
including Air Force installations. Official mailing addresses are in the 
Department of Defense directory in the appendix to the Air Force's 
systems notice. . 

Categories of individuals covered by the system: 

All persons subject to the Uniform Code of Military Justice, 
(UCMJ) (10 use 802) who are tried by court-martial or upon whom 
Article 15 punishment is imposed. 

Categories, of records in the system: 

Records of trial by court-martial and records of Article . 15 punish- 
ment. 

Authority for maintenance of the system: 

10 use 815(g), Commanding officer's non-judicial punishment; 
854, Record of Trial; 865, Disposition of records after review by the 
convening authority. 

Purpose(s): 

Records of trial by court-martial are used for review by the appel- 
late and other authorities. Portions of the record in every case are 
used in evaluating the individual's overall performance and inclusion 
in their military master personnel record; if conviction results, a 
record thereof can be introduced at a subsequent court-martial trial 
involving the same individual; also used as source documents ifor 
collection of statistical information. Article 15 records are used for 
review of legal sufficiency and action on appeals or applications for 
correction of military records filed before appropriate Air Force, 
authorities; used to formulate responses to inquiries concerning indi- 
vidual cases made by the Congress, the President, the Department of 
Defense, the individual involved or other persons or agencies with a 
legitimate interest in the Article 15 action; used by Air Force person- 
nel authorities in evaluating the individual's overall performance and 
inclusion in the individual's military master personnel record; may be 
used for introduction at a subsequent court-martial trial involving the 
same individual; used as source documents for collection of statistical 
information by The Judge Advocate General. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records of trial by courts-martial are used for review at all levels 
within DOD, military appellate courts, corrections and probation 
authorities, and the President. Records from this system of records 
may be disclosed for any of the blanket routine uses published by the 
Air Force. Individual records may be transferred to other compo- 
nents within the Department of Defense, the Department of Justice, 
the Veterans Administration, or state and federal courts for determi- 
nation of rights and entitlements of individuals concerned or the 
government. The records may also be released to a governmental 
board or agency or health care professional society or organization if 
such record or document is needed to perform licensing or profes- 
sional standards monitoring related to credentialed health care practi- 
tioners or licensed non-credentialed health care personnel who are or 
were members of the United States Air Force, and to medical institu- 
tions or organizations wherein such member has applied for or been 
granted authority or employment to provide health care services if 
such record or document is needed to assess the professional qualifi- 
cations of such member. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
storage: 

Maintained in file folders. 
Retrievability: 

Filed by name, Social Security Number (SSN), Military Service 
Number, or by other identification number or system identifier. 
Safeguards: 



Records are accessed by custodian of the record system and 
person(s) who are properly screened and cleared for need-to-know. 
Records are stored in vaults and locked cabinets or rooms. Records 
are protected by guards, and controlled by personnel screening and 
by visitor registers. 

Retention and disposal: 

Court-martial records are retained in office files for two years 
following date of final action and then retired as permanent. All 
general and special court-martial records are retired to the Washing- 
ton National Records Center, Washington, DC 20409. Article 15 
records are retained in office files for one year or until no longer 
needed, whichever is sooner, and then retired as permanent. Summa- 
ry courts-martial and Article 15 records are forwarded to the Air 
Force Military Personnel Center, Randolph AFB, TX 78148 and 
filed in the individual's master personnel record. 

System manager(s) and address: 

The Judge Advocate General, Headquarters United States Air 
Force. Staff Judge Advocate at all levels of command and the Mili- 
tary Personnel Records Division, Directorate of Personnel Data Sys- 
tems, Air Force Military Personnel Center (AFMPC/DPMDR) 

Notification procedure: 

Reqiiests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining acceiss from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notice. Information 
required will be full name, SSN, service number if different than 
SSN, unit of assignment, date of trial and type of court, if known, or 
date punishment imposed in the case of Article 15 action. Requester 
may visit the Office of The Judge Advocate General, Forrestal Bldg, 
Washington, DC and must present valid identification card or driv- 
er's license. I 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the indiyidual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information from almost any source can be included if it is rele- 
vant and material to the Article 15 or court-martial proceedings. 

Exemptions claimed for the system: 
None. 

F112 AF JA A 

112 AF J A A — Air Force Claims Information Management 
System (AFCIMS) ' 

System location: 

Headquarters United States Air Force (HQ USAF), Washington, 
DC 20330-5120; 2nd Computer Services Center (2CSS), 8961 Tesoro 
Drive, Suite 201, San Antonio, TX 78217-6297; headquarters of 
major commands and at all levels down to and including Air Force 
installations. Official mailing addresses are published as an appendix 
to the agency's compilation of record system notices. 

Categories of individuals covered by the system: 

All military and civilian personnel filing administrative claims 
against the Air Force or against whom the Air Force has filed an 
administrative claim. 

Categories of records in the system: 

Individual claim record and Claims Administration Management 
Program (CAMP) records. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and Duties; 
delegation by, and Executive Order 9397. 

Purpose(s): 

Used by the Judge Advocate General (JAG) and claims processing 
JAG offices within the Air Force for claims adjudication and proc- 
essing, budgeting, management of claims processing to ensure world- 
wide consistency, and establishment, of riianpower authorization 
based on claims workload. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record system 
notices apply to this record system. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained iri; file folders, on computer and computer output prod- 
ucts, and mircrofilm. 
Retrievability: 

By name, claim number, or Social Security Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in security file containers/ 
cabinets and in vaults, and on computers with passwords required to 
access the system, or* in physically securable areas in offices. 
' Retention and disposal: 

At HQ USAF and within mainframe located at 2CSS, retained for 
10 years then destroyed by tearing into pieces, shredding, pulping, 
macerating, burning, or erasure from computer data system. 

At other than HQ USAF and 2CSS, retained in office files for five 
years, then destroyed by tearing into pieces, shreeding, pulping, mac- 
erating, burning or erasure from computer data system. 

System manager(s) and address: 

The Judge advocate General^ HQ USAF, Building 5683, Boiling 
AFB, DC 20332-6128. 
Notification procedure: 

Individuals seking to determine if information about themselves is 
contained in this system should address written inquiries to the Judge 
Advocate General, HQ USAF, Building 5683, Boiling AFB, DC 
20332-6128. 

Requests should include full name, current military . or civilian 
(DoD) status, Social Security Number and proof of identity with an 
Armed Forces identification card or drivers license. : 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this system should address written inquiries to the Judge 
Advocate General, HQ USAF,. Building 5683, BoUing AFB, DC 
20332-6128. 

Requests should include full name, current military or civilian 
(DoD) status, Social Security Number and proof of identity with an 
Armed Forces identification card or drivers license. 

Contesting record procedures: 

The Air Force rules for accessing records and for contesting and 
appealing initial agency determinations are published in Air Force 
Regulation 12-35; 32 CFR part 860b; or may be obtained from the 
system manager. 

Record source categories: 

Information from claimants and government agencies involved. 

Exemptions claimed for the system: 

None. 

F112AFJAB 

System name: : - - . 
Claims Records. . 
System location: 

Headquarters United States Air Force, Washington, DC 20330. 
Headquarters of major commands and at. all levels down to and 
including Air Force installations. 

Categories of individuals covered by' the system: 

All military personnel and civilians filing administrative claims 
against the Air Force or against whom the Air Force has filed an 
administrative claim. ; ' 

Categories of records in the system: 

Individual claim record. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
PurposeCs): 

To provide a legal basis for ad[niinistrative payment, collection, or 
non-collection of claims for and against the government, by Judge 
Advocates and the Secretary of the Air Force; and when required, 
with the concurrence of the Justice Department; to provide evidence 
upon which suits at law can be defended or prosecuted by. the Justice 
Department; to provide information upon which to reply to Congress 
or Congressional inquiries or to make reports to the General Ac- 
counting Office and Congress on legislative payment of claims; to 
effect management and collection of claims arising out of movement 



of household goods and effects* records are provided Air Force 
transportation officers. Air Force Finance officers, the General Ac- 
counting Office, the Interstate Commerce Commission and the indi- 
vidual carrier, warehouseman, or packer involved; to obtain medical 
opinions from the Office of The Surgeon General, USAF, upon 
which claims and litigation decisions can be made by Judge Advo- 
cates and the Justice Department; on request medical records are 
furnished to military personnel, dependants, retired perisonriel, or 
other individuals whose records are included in the claim file; Fi- 
nance officers are also provided pertinent portions of any claim file 
forwarded for payment; a copy of the adjudicated claim is furnished 
upon request by the claimant for the purpose , of submitting a tax 
re,turn for a casualty loss or in support of a private relief bill; to 
provide evidence before the Court of Claims on legislative referral of 
private bill claims; when the Department of Defense is involved, 
claim files are provided to any agency of that department involved; 
claim files are submitted to foreign governments for adjudication 
under applicable status of forces agreements; documentary evidence 
may be furnished to foreign courts in connection with litigation 
involving the United States or its personnel; referral of claim files 
may be made to the Armed Forces Institute of Pathology or the 
Office of Special Investigations when appropriate; when required 
claim files may be referred to the Department of Labor with regard 
to employment and duty status; and to provide claim files to the legal 
staffs of the Armed Forces for the purpose of training ' of legal, 
paralegal and administrative personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be disclosed to any of the non-DOD 
agencies listed above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the sy^stem: 

Storage: * 
Maintained in file folders. I" 
Retrievability: 

Filed by name*. / . 

Safeguards: 

Records are accessed by . custodian bf the record system and by 
perspn(s) responsible for servicing the' record system in performance 
of their official duties. Records are stored in security file containers/ 
cabinets. ' 

Retention and disposal: 

Retained in office files for three months after monthly cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. Retained in office files for one year after annual cut-off, 
then destroyed by tearing into pieces, shredding, pulping, macerating, 
or burning. Held one or two years depending upon claim then de- 
stroyed after four additional years at staging area; after agency action 
completed others are held one, three or five years then destroyed by 
tearing into pieces, shredding, pulping, macerating or burning. 

System manager(s) and address: \ 

The Judge Advocate General, Headquarters United States Air 
Force. 

Notification procedure: 
' HQ USAF/JACC, 1900 Half Street, SW, Washington, DC 20324. 
Requests from individuals should be addressed to the System Manag- 
er. Full name, date of incident, date of claim, type of claim, claim 
number, location of incident; HQ USAF/JACC, 1900 Half Street, 
SW, Washington, DC 20324; drivers license, military ID, birth certif- 
icate or equivalent must be presented for personal visit. 

Record access, procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. HQ USAF/JACC. 1900 Half Street, SW, Washington, DC 
20324. , . ; 

Contesting record procedures: 

The Air Force's rules for access to records arici for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions, police and investi- 
gating officers, the public media, bureaus of motor vehicles, state or 
local governments, witnesses, and source docunients. 

Exemptions claimed for the system: 

None. 
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F120 AF IG A 

System name: 

Inspector General Records - Freedom of Information Act. 
System location: 

Office of the Inspectors General and Base Inspectors. 

Categories of individuals covered by the system: 

All those who have requested information from the Inspectors 
General or Base Inspectors under the Freedom of Information Act 
on matters related to the Department of the Air Force. 

Categories of records in the system: 

Reports, forms, letters, messages, witness statements and miscella- 
neous documents. Some records are classified. 
Authority for maintenance of the system: 

5 use 552, Public information; agency rules, opinions, orders, 
records, and proceedings. 

Purpose(s): 

Information is collected to insure just, thorough, and timely resolu- 
tion and response to complaints or queries, and a means of improving 
morale, welfare, and efficiency of organizations, units, and personnel 
by providing an outlet for redress. Used by the Inspectors General 
and Base Inspector in the resolution of complaints and response to 
queries involving the Department of the Air Force and in some 
instances the Department of Defense. Used by the correction board 
for the correction of records. Used by commanders and their staffs to 
resolve issues, take action and provide information where applicable. 
Used by the General Accounting Office and its officers and employ- 
ees to conduct audits and other statutory functions. Used by those 
who request information releasable as a summary, statement of facts, 
or reply to query considered not exempt. In these cases, requester 
should apply to office where complaint was filed. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be disclosed to any of the non-DOD 
agencies listed above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

Maintained in file folders. 
Retrievability: 

Filed by name and Social Security Number (SSN) and year and 
office where complaint was filed. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in safes and locked cabinets or 
rooms and are controlled by personnel screening. 

Retention and disposal: 

Retained in files for five years then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

The Inspector General, Headquarters United States Air Force, 
Washington, DC 20330. 

Notification procedure: 

Request from individuals should be addressed to the office where 
the complaint or query was filed or to the Base Inspector. 
Record access procedures: 

Individual can obtain access from the System Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Records are obtained from the individual requester, witnesses, 
complainants, Department of the Air Force organizations, and agen- 
cies of Federal, state, or local governments, as applicable or appro- 
priate, for processing the case. 

Exemptions claimed for the system: 
None. 



F120AFIGB 

System name: 

Inspector General Records. 
System location: 

Office of the Inspectors General, Headquarters United States Air 
Force, Washington, DC 20330. Official mailing addresses are con- 
tained in the Department of Defense directory in the appendix to the 
Air Force systems notices. 

Categories of individuals covered by the system: 

All those who have registered a complaint or query with the 
Inspector General or Base Inspector on matters related to the De- 
partment of the Air Force. 

Categories of records in the system: 

Forms, letters, messages, reports, surveys, photographs, medical, 
finance, personnel, administrative and technical reports, and witness 
statements. * 

Authority for maintenance of the system: 

10 use 8012, Secretary .of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Used to insure just, thorough, and timely resolution and response 
to complaints or queries, and a means of improving morale, welfare, 
and efficiency of organizations, units, and personnel by providing an 
outlet for redress. Used by the Inspectors General and Base Inspec- 
tors in the resolution of complaints and responding to queries involv- 
ing matters concerning the Department of the Air Force and in some 
instances the Department of Defense. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name, Social Security Number (SSN) and year and office 
where complaint was filed. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in safes and in locked cabinets or 
rooms, controlled by personnel screening. 

Retention and disposal: 

Retained in office files for two years after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

The Inspector General, Headquarters United States Air Force, 
Washington, DC 20330. 

Notification procedure: 

See Exemption. 

Record access procedures: 

See Exemption. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and published in Air Force Regu- 
lation 12-35. 

Record source categories: 
See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a(k)(2). For 
additional information, contact the System Manager. 

F123 AFISC A 

System name: 

United States Air Force (USAF) Inspection Scheduling System. 
System location: 

Air Force Inspection and Safety Center, Norton Air Force Base, 
CA 92409. 
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Categories of individuals covered by the system: 

USAF Inspection and Safety Center (AFISC) personnel/augmen- 
tors. 

Categories of records in the system: 

Name, rank, SSN, security clearance, specialty code, duty and 
travel restrictions, inspection dates/types/locations, date of birth, 
office symbol, rotation date, title, address. 

Authority for maintenance' of the system: " 

10 use 8012, Secretary of the Air Force; powers and duties; 
delegation by. 

Purpose(s): V ' . 

Used to monitor and schedule AFISC inspection teams and efforts; 
publish official travel orders for safety and inspection personnel, and 
count AFISC mandays. This is trusted agent information; access is 
extremely limited and controlled when inspections are no-notice 
type. Portions are used to publish periodic rosters of all personnel 
assigned to AFISC. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed" for any of^ 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving,* accessing, retaining, and 
disposing of records in the system: • . . 

Storage: . • . • 

Maintained on computer and computer output products, and on, 
microfiche. ' 
Retrievability: 

Filed by name or by Social Security Number (SSN). 
Safeguards: , 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared .for 
need-to-know. Records are stored in safes, locked cabinets or rooms, 
and controlled by personnel screening and controlled by computer 
system software. 

Retention and disposal: 

Retained for three years and then destroyed by tearing into pieces 
or erasing tapes/discs. 

System manager(s) and address: 

Office of Scheduling, Air Force Inspection and Safety Center, 
Norton AFB, CA 92409. 
Notification procedure: 

Requests from individuals 'should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: - 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source documents such as reports. 

Exemptions claimed for the system: 

None. 

F124 AF A 

System name: 

, Counterintelligence Operations and Collection Records: 
System location: 

HQ Air Force Office of Special Investigations (AFOSI), Boiling 
Air Force Base, DC 20332. Headquarters of major commands and at 
all levels down to and including Air Force installations. Air Force 
Office of Special Investigations (AFOSI) field units. Washington 
National Records Center, Washington, DC 20409. Mailing addresses 
are in the Department of Defense directory which follows the Air 
Force's systems notices^ 

Categories of individuals covered by the system: 

Active duty, retired or former military personnel. Current, retired 
and former Air Force civilian employees. Applicants for enlistment 
or appointment. Air Force Academy Cadets, applicants and nomi- 
nees. Dependents of military personnel. Current and former Armed 
Forces Exchange employees, union or association personnel, civilian 
contracting officers and their representatives, employees of the Peace 



Corp, State Department and the American Red Cross and other 
Department of Defense employees and contractors. Foreign Nation- 
als residing in the US and abroad. 

Categories of records in the system: 

Reports of investigation, collection reports, statements of individ- 
uals, affidavits, correspondence, and other documentation pertaining 
to investigative effort spent in identifying and countering foreign 
intelligence and terrorist threat to the United States and the US 
military. This includes activities and suspected activities intended to 
convince US military and others to illegally engage in such activities. 
Also includes indicators -of foreign military and political actions di- 
rected against the United States, its installations, personnel, and allies. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, and Air Force Regulation 23-1 8, , Air Force Office of 
Special Investigations. 

Purpose(s): 

Compiled for use , in determining the hostile threat against? the 
United States, its allies, their military and government. Used by 
USAF, other military commanders, and other responsible authorities 
in taking actions to counter these threats! Used by USAF Command- 
ers to initiate other investigative, judicial, or administrative actions 
when appropriate. Used by HQ USAF activities in promotion, reas- 
signment,, and similar personnel actions. Provided to the USAF 
Board for the Correction of Military Records for use in correcting 
individual, military records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of siich uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used representa- 
tives of the US Department of State, the Central Intelligence Agency 
(CIA), the staff of the National Security Council, and the Executive 
Branch. Used by civilian authorities in assessing the threat against the 
US, its installations, and personnel as well as its allies. Furnished to 
the CIA, FBI, and other intelligence/counterintelligence agencies for 
use in matters pertaining to hostile intelligence and terrorist activities 
directed against the US or its allies, their installations, or personnel. 
Used in immigration and naturalization inquiries conducted by the 
US Immigration and Naturalization Service. Used by appropriate 
Medical and Forensic Laboratory personnel to assist in making labo- 
ratory tests and medical examinations in support of the investigative, 
judicial, and administrative process. Furnished to Defense and Trial 
Counsels for use in judicial and administrative actions. Provided to 
the US Secret Service for use in conjunction with protecting the 
President, Vice President, and other high ranking officials. Used in 
conjunction with Joint Counterintelligence Operations conducted by 
AFOSI and other intelligence/counterintelligence services. Informa- 
tion concerning hijacking or. suspected hijacking of aircraft is fur- 
nished to the Federal Aviation Agency. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and card files, and on microfilm aperture 
cards. * . 

Retrievability: 

Filed by naine. Social Security Number (SSN) or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
safes, vaults and in locked cabinets or rooms. Records are protected 
by security alarm systems. 

Retention and disposal: 
^ At AFOSI field units, counterintelligence (CI) and counterespio- 
nage operations reports are retained for one year after AFOSI is 
notified of command actions; collection reports are destroyed after 
one year. At HQ AFOSI, files pertaining to CI or counterespionage 
investigations are retained permanently. Files pertaining to defectors 
or refugees are retained for 25 years. Files pertaining to CI briefings 
are retained for 15 years. Record paper copies of CI collection 
reports are placed on microfilm aperature cards and the paper copy 
destroyed when aperature cards are determined adequate substitute. 
Microfilm aperature cards are destroyed after six years, or 25 years if 
they pertain to counterintelligence activities. CI investigations con- 
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ducted for other agencies are retained for one year. Destruction is by 
pulping, macerating, or burning. . 

System nianager(s) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Special Investigations, Boiling AFB, DC 20332. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Informa- 
tion Release Division (XPU), HQ Air Force Office of Special Inves- 
tigation, Boiling Air Force Base, DC 20332. 

Record access procedures: 

Requests from individuals should be addressed to Chief, Freedom 
of Information/Privacy Acts Release Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

, Record source categories: 

See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a (j)(2). For 
additional information, contact the System Manager. 

. F124 AF B 

System name: 

Security and Related Investigative Records. 
System location: 

HQ Air Force Office of Special Investigations (AFOSI), Boiling 
Air Force Base, DC 20332; Headquarters of major commands and at 
all levels down to and including Air Force installations; and at Air 
Force Office of Special Investigations (AFOSI) field units. Washing- 
ton National Records Center, Washington, DC 20409. Official mail- 
ing addresses are in the Department of Defense directory in the 
appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Active duty, retired or former military personnel. Current, retired 
and former Air Force civilian employees. Applicants for enlistment 
or appointment. Air Force Academy Cadets, applicants and nomi- 
nees. Dependents of military personnel. Current and former Armed 
Forces Exchange employees, union or association personnel, civilian 
contracting officers and their representatives, employees of the Peace 
Corps, State Department and the American Red Cross and other 
Department of Defense employees and contractors. Foreign Nation- 
als residing in the US and abroad. 

Categories of records in the system: 

Reports of investigation, statements of individuals affidavits, corre- 
spondence, and other documentation pertaining to granting, continu- 
ing, or denying individual access to classified information or to US 
military installations. 

Authority for maintenance of the system: 

Executive' Order 10450, Security Requirements for Government 
Employment, and 10 USC 8012, Secretary of the Air Force: Powers 
and duties; delegation by, and Air Force Regulation 23-18, Air Force 
Office of Special Investigations. 

Purpose(s): 

Compiled for the use of military security access granting authori- 
ties to grant, deny, or continue individual access to classified materi- 
al. Also compiled for military commanders to use in granting access 
to military installations and to use in granting or denying enlistment, 
appointment, or employment. Since October 1972 and the establish- 
ment of the Defense Investigative Service (DIS), AFOSI has not 
conducted routine background investigations except in certain over- 
seas areas in support of DIS. AFOSI conducts special security inves- 
tigations on personnel requiring regular access to US military instal- 
lations, on the prospective alien spouses of military personnel over- 
seas and on USAF military and civilian employees as a result of 
complaints or referrals from other agencies. While these complaints 
may be short of actual criminality, 'they are of security interest to the 
USAF and they raise questions as to the suitability and risks of 
permitting continued access to classified material. Furnished to 
USAF and other military commanders for use in granting, denying, 
or continuing access to classified material. Also used by commanders 
in related administrative and judicial actions. Provided to the USAF 
Board for the Correction of Military Records for use in correcting 
military records. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Furnished to 
Office of Personnel Management, Federal Bureau of Investigation 
(FBI), Central Intelligence Agency (CIA), and other federal agencies 
for inclusion in background investigations for use in granting access 
to classified material and determining suitability for employment. 
Used in immigration and naturalization inquiries conducted by the 
US Immigration and Naturalization Service. Furnished to the US 
Secret Service in conjunction with the protection of the President 
and Vice President, and other high ranking officials. Provided to the 
Veterans Administration for verification and settlement of individual 
claims. Furnished to the CIA, FBI, and other US intelligence/coun- 
terintelligence agencies in matters pertaining to host intelligence and 
terrorist activities directed against the US, its installations, or person- 
nel. Used in conjunction with joint law enforcement investigations 
conducted by AFOSI and foreign law enforcement agencies. Investi- 
gations regarding aliens overseas are furnished to the US Department 
of State and US embassies and consulates for use in immigration and 
employment actions. Furnished to defense and trial counsels for use 
in judicial and administrative actions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and card files. 
Retrievability: 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
safes and vaults. Records are controlled by personnel screening and 
protected by Security Alarms Systems. 

Retention and disposal: 

At AFOSI field units, all files are retained for 90 days. At HQ 
AFOSI files pertaining to security violations are retained permanent- 
ly. Files containing Personnel Security Investigations conducted for 
DIS and other Federal agencies are retained for 90 days. Protective 
Service (PS) investigations including PS data provided to other agen- 
cies are retained for five years or when no longer needed, whichever 
occurs first. Files pertaining to terrorist activities are retained for 15 
years. Premarital investigations which are unfavorable and the mar- 
riage takes place are retained for five years; premarital investigations 
which are unfavorable and the marriage does not take place are 
retained one year. All other premarital investigations are retained for 
one year. Destruction is by pulping, macerating, or burning. 

System manager($) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Special Investigations, Boiling Air Force Base, DC 20332. 
■ Notification procedure: 

Requests from individuals should be addressed to Chief, Informa- 
tion Release Division (XPU), HQ Air Force Office of Special Inves- 
tigations, Boiling Air Force Base, DC 20332. 

Record access procedures: . 

Requests from individuals should be addressed to Chief, Freedom 
of Information/Privalcy Acts Release Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. 

Contesting record procedures: 

.The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a (k)(5). For 
additional, information, contact the System Manager- 

F124 AFC 

System name: 
Criminal Records. . 
System location: 

HQ Air Force Office of Special Investigations (AFOSI), Boiling 
Air Force Base, DC 20332. Headquarters of major commands and at 
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all levels down to and including Air Force installations. Air Force 
Office of Special Investigations (AFOSI) districts. AFOSI detach- 
ments. Washington National Records Center, Washington, DC 20409. 

Categories of individuals covered by the system: 

Active duty, retired or former military personnel. Current, retired 
and former Air Force civilian employees. Applicants for enlistment 
or appointment. Air Force Academy Cadets, applicants and nomi- 
nees. Dependents of military personnel Current and former Armed 
Forces Exchange employees, union or association personnel, an con- 
tracting officers and their represent their representatives, employees 
of the Peace Corp, State Department and the American Red Cross. 
Foreign Nationals residing in the US and abroad. Other Department 
of Defense employees and contractors, both current and former. 

Categories of records in the system: 

Reports of investigation, statements of individuals, correspondence, 
and other informational material pertaining to specific investigations 
of alleged violations of laws, regulations or directives. 

Authority for maintenance of the system: 

10 use. Chapter 47. Uniform Code of Military Justice and 8012, 
Secretary of the Air Force: Powers and duties; delegation by, and 
Air Force Regulation 23-18, Air Force Office of Special Investiga- 
tions. 

Purpose(s): 

Compiled for use by USAF and other military commanders and 
the US Department of Justice in taking judicial and administrative 
actions involving suspected criminal activity concerning DOD per- 
sonnel, property, and procurement/disposal activities. Used by 
USAF and other military commanders to determine if legal or ad- 
ministrative action is warranted. Used by HQ USAF activities in 
promotion, reassignment, and similar personnel actions for Air Force 
persbnnel only. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used in con- 
junction with joint law enforcement investigations conducted by 
AFOSI and foreign law enforcement agencies. Provided to the Cen- 
tral Intelligence Agency (CIA), the Federal Bureau of Investigation 
(FBI), and other counterintelligence/intelligence agencies in matters 
pertaining to hostile intelligence and • terrorist activities directed 
against the US, its installations, or personnel. Used in immigiration 
and naturalization inquiries conducted by the US Immigration and 
Naturalization Service. Furnished to appropriate medical and forensic 
laboratory personnel to assist in making laboratory tests and medical 
examinations conducted in support of the investigative judicial, and 
administrative process. Furnished to defense and trial counsels for 
use in judicial and administrative actions. Provided to the US Secret 
Service in conjunction with the protection of the President, Vice 
President, and other designated high ranking officials. Provided to 
the Veterans Administration for verification and. settlement of indi- 
vidual claims; Criminal information affecting US diplomatic relations 
with foreign nations is provided to the Department of State and US 
embassies overseas. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: .'] ■■. 

Maintained in file folders. 

Retrievability: , 

Filed by liame. Social Security Number (SSN) or Military Service 
Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly, screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
safes, vaults and locked cabinets or rooms. Records are controlled by 
personnel screening and protected by security alarm system. 

Retention and disposal: 

Record copy at HQ AFOSI is retained for 15 years and for 90 
days at AFOSI field units. Destruction is by pulping, macerating, or 
burning. 

System manager(s) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Special Investigations, Boiling Air Force Base, DC 20332. 
Notification procedure: 
See Exemption. 
Record access procedures: 



Requests from individuals should be addressed to Chief, Freedom 
of Information/Privacy Acts Release Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 
See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a0)(2). For 
additional information, contact the System Manager. 

F124 AF D 

System name: 

. Investigative Support Records. 
System location: 

Air Force Office of Special Investigations (AFOSI), Boiling Air 
Force Base, DC 20332. Headquarters of major commands and at all 
levels down to and including Air Force installations. Air Force 
Office of Special Investigations (AFOSI) Field Units. Washington 
National Records Center, Washington, DC 20409. 

Categories of individuals covered by the system: 

Active duty, retired or former military personnel. Current, retired 
and former Air Force civilian employees. Applicants for enlistment 
or appointment. Air Force Academy Cadets, applicants and nomi- 
nees. Dependents of military personnel. Current and former Armed 
Forces Exchange employees, union or association personnel, civilian 
contracting officers and their representatives, employees of the Peace 
Corps, State Department and the American Red Cross and Depart- 
ment of Defense employees and contractors. Foreign Nationals resid- 
ing in the US and abroad. 
' Categories of records in the system: 

Reports of investigation, collection reports, statements of individ- 
uals, affidavits, correspondence, and other documentation pertaining 
to criminal collection activities investigative surveys, technical, foren- 
sic, and other investigative support, to criminal and counterintelli- 
gence investigations to include source control, documentation and 
district indices. 

Authority for maintenance of the system: 

10 USC Chapter 47, Uniform Code of Military Justice and 8012, 
Secretary of the Air Force: Powers and duties; delegation by, and 
Air Force Regulation 23-18, Air Force Office of Special Investiga- 
tions. . . ' 

Purpose(s): 

Compiled for use by AFOSI and other military commanders in 
directing and supporting . their criminal investigative, law enforce- 
ment, counterintelligence, and distinguished visitor protection pro- 
grams. Used to assist in managing the AFOSI criminal and counterin- 
telligence investigative program at the various USAF and US mili- 
tary installations worldwide. Furnished to USAF and other military 
commanders to assist in identifying areas of possible criminality and 
to assist in developing and managing thie installation law enforcement 
program. Used to assist in managing the AFOSI source program. 
Used by USAF and other military commanders in managing installa- 
tion crime prevention programs. Used by AFOSI to determine if, in 
fact, possible criminal activity requiring further specialized investiga- 
tion is occurring in a specific area. Used as a basis for USAF and 
other authorized individuals to request AFOSI investigations. Used 
by USAF and other military commanders as well as Department of 
Justice officials to determine if judicial or administrative action is 
warranted. Used in joint investigations by AFOSI and foreign law 
enforcement agencies. Used to develop and manage the AFOSI Dis- 
tinguished Visitor Protection Program. Used to develop and manage 
the AFOSI Investigative Survey Program for both appropriated and 
non-appropriated fund activities. Used to record technical investiga- 
tive support provided to other investigative activities. Used to report 
forensic and polygraph support to other investigative activities. Used 
by HQ USAF activities in promotion, reassignment, and similar per- 
sonnel actions for Air Force personnel only. 

Routine uses of records maintained in the system, including catego- 
ries, of users and: the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used in immi- 
gration and naturalization investigations conducted by the US Immi- 
gration and Naturalization Service. Furnished to medical and .forensic 
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laboratory personnel to assist in making laboratory tests and medical 
examinations in support of the investigative, Judicial, and administra- 
tive process. Provided to the Central Intelligence Agency (CIA), 
FBI, and other counterintelligence/intelligence agencies in matters 
pertaining to hostile intelligence activities and terrorism directed 
against the us, its installations, personnel, and allies. Provided to the 
Veterans Administration for verification and settlement of individual 
claims. Criminal information affecting US diplomatic relations with 
foreign nations is provided to the Department of State and US 
embassies overseas. Furnished to the US Secret Service in conjunc- 
tion with protection of the President, Vice President, and other high 
ranking officials. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders, video and audio tape. 
Retrievability: 

Filed by name, Social Security Number (SSN), or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in security file containers/cabinets, safes 
and vaults. Records are protected by security alarm system and 
controlled by personnel screening. 

Retention and disposal: 

Record paper copies at HQ AFOSI are retained under the same 
criteria assigned to the substantive case supported (criminal - 15 
years; counterinteUigence - permanent). At AFOSI field units, docu- 
mentation is destroyed after 90 days for criminal or one year for 
counterintelligence cases, after command action is reported to HQ 
AFOSI or when no longer needed, whichever is sooner. Source 
control documentation at HQ AFOSI is destroyed after 15 years. At 
AFOSI field units, source documentation is destroyed one year after 
termination of source use. Copies furnished USAF Commanders are 
destroyed when all actions are completed and reported to AFOSI or 
when no longer needed. At HQ AFOSI, copies of reciprocal investi- 
gations conducted on request of a local, state or federal investigative 
agency in the US, or host country investigative agencies overseas, 
are destroyed after one year. Copies retained by AFOSI field units 
are destroyed after 90 days. 

System managerCs) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Special Investigations, Washington, DC 20332. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Informa- 
tion Release Division (XPU), HQ Air Force Office of Special Inves- 
tigations, Boiling Air Force Base, DC 20332. 

Record access procedures: 

Requests from individuals should be addressed to Chief, Freedom 
of Information/Privacy Acts Release Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

See Exemption. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a(j)(2). For 
additional information, contact the System Manager. 

F124AFOSIA 

Systeni name: 

Badge and Credentials. 
System location: 

HQ Air Force Office of Special Investigations (AFOSI), Boiling 
Air Force Base, DC 20332 and at Air Force Office of Special 
-Investigations (AFOSI) District Offices. Mailing addresses are in the 
Department of Defense directory in the appendix to the Air Force's 
systems notices. 

Categories of individuals covered by the system: 
All accredited AFOSI special agents. 
Categories of records in the system: 



Letters of authorization to issue badge and credentials, badge and 
credential receipts, badge listings, badge and credential inspection 
reports, punch card used to prepare badge listings and badge and 
credential number assigned to each AFOSI Special Agent. 

Authority for maintenance of the system: 

18 USC 499, Military naval or official passes; 506, Seals of depart- 
ments or agencies; 701, Official badges, identification cards, other 
insignia, and Air Force Regulation 23-18, Air Force Office of Special 
Investigations. . 

Purpose(s): 

To issue and control the badge and credential assigned each 
AFOSI special agent. Used only by AFOSI to identify specifically to 
which special agent each badge and credentials is assigned, to pro- 
vide for orderly five year update of credentials and to insure turn in 
of badge and credentials whenever accreditation is terminated. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders and card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets 
and in locked cabinets or rooms. 

Retention and disposal: 

Receipts are maintained at district level only during assignment of 
accredited special agent. When badge and credentials are turned in, 
records are then destroyed. At HQ AFOSI the receipts are retained 
for the entire period badge and credentials are issued to a specific 
special agent and destroyed when badge, and credentials are returned 
to that unit. Badge listings and punch cards are destroyed when 
superseded. 

System manager(s) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Special Investigations, Boiling Air Force Base, DC 20332. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Informa- 
tion Release Division (XPU), HQ Air Force Office of Special Inves- 
.tigations. Boiling Air Force Base, DC 20332. 

Record access procedures: 

Requests from individuals should be addressed to Chief, Freedom 
of Information/Privacy Acts Release Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information is obtained from personnel records and issued badge. 

Exemptions claimed for the system: 

None. 

F124 AFOSI B 

System name: 

Investigative Applicant Processing Records. * 
System location: 

HQ Air Force Office of Special Investigations (AFOSI), Boiling 
Air Force Base, DC 20332 and Air Force Office of Special Investi- 
gations (AFOSI) District Offices, Detachment Offices, and Resident 
Agencies. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Forces systems notices. 

Categories of individuals covered by the system: 

All AFOSI personnel, allocations and applicants for AFOSI duty 

Categories of records in the system: 
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Application documentation, School and College Ability Test re- 
sults; results of the AFOSI applicant inquiry, and the personnel 
security investigation concerning the individual. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, and Air Force Regulation 23-18, Air Force Office of 
Special Investigations. 

Purpo$e(s): ^ 

Compiled to assist in the selection and retention of AFOSI person- 
nel. Used by the AFOSI Applicant Review Board and the Director 
of Personnel Management to select AFOSI investigative trainees and 
support personnel. Used by the Commander, AFOSI to reassign or 
retain AFOSI personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name, Social Security Number (SSN), or Military Service 
Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their, official duties who are properly screened and .cleared for 
need-to-know. Records are stored in locked cabinets or rooms and 
are protected by security alarm systems. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. Files on nonselected' personnel are destroyed six months 
after selection process is terminated. Destruction is by pulping, riiac- 
erating, or burning. Files at AFOSI field units are destroyed 90 days 
after completed action is forwarded to HQ AFOSI. Destruction is by 
pulping, macerating or burning. 

System manager(s) and address: 

Director, Plans, Programs and Resources (XP), HQ Air Force 
Office of Speciail Investigations, Boiling Air Force Base, DC 20332. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Informa- 
tion Release Division (XPU), HQ Air Force Office of Special Inves- 
tigation, Boiling Air Force Base, DC 20332. 

Record access procedures: 

Requests from individuals should be addressed to Chief, Freedom . 
of Information/Privacy Acts Release Branch (DADF), HQ Air 
Force Office of Special Investigations, Boiling Air Force Base, DC 
20332. Mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from previous employers, financial institu- 
tions, educational institutions, medical institutions, police and investi- 
gating officers, the bureau of motor vehicles, a state or local govern- 
ment, an international organization, a corporation, , witnesses, or 
source documents (such as reports) prepared on behalf of the Air 
Force by boards, committees, panels, auditors, and so forth. Data is 
extracted from individual military or civilian personnel records. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a (k)(5). For 
additional information, contact the System Manager. 

F125 AF A 

System name: 

Correction and Rehabilitation Records. 
System location: 

Chief of Security Police at local installation where individual is 
assigned; 3320th Correction and Rehabilitation Squadron, Lowry 
AFB, Denver, CO 80230-5000 and subunits; and the Air Force 
Clemency and Parole Board, Office of the Secretary of the Air 
Force Personnel Council, Pentagon, Washington, DC 20330-1000. 



Records may also be at Headquarters, United States Air Force; 
National Personnel' Records Center, Civilian Personnel Records, 111 
Winnebago Street, St, Louis, MO 63118-2001; or National Personnel 
Records Center, Military Personnel Records, 9700 Page Boulevard, 
St. Louis, MO 63132-2001. 

Categories of individuals covered by the system: 

Individuals placed in confinement at an installation or federal 
prison as the result of military criminal conviction and individuals 
placed in confinement or rehabilitation and assigned to the 3320th 
Correction and Rehabilitation Squadron, or any detachment of oper- 
ating location. 

Categories of records in the system: 

Prisoner personnel records consisting of confinement orders, re- 
lease orders, personal history records, medical examiners report, re- 
quest and receipt for health and comfort supplies, recommendations 
for disciplinary action, inspection records, prisoner classification sum- 
maries and records pertaining to any clemency/parole actions. 

Corrections officers records including personal deposit fund 
records and related documents, disciplinary books, correction facility 
blotters and visitor registers; requests for interview and evaluation 
reports; prisoner records consisting of daily strength records and 
reports of escaped and returned from escaped prisoners. 

Psychological or rehabilitation test records. 

Clemency and Parole Board decisional documents and related 
records reflecting the action of the Board, the Board's recommenda- 
tions to the Secretary and the rationale for actions taken or proposed. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and Duties; 
delegation by, as implemented by Air Force Regulation 125-18, 
Operation and Administration of Air Force. Confinement and Correc- 
tion Programs and Facilities, and Executive Order 9397. 

Purpose(s): 

To maintain a life file on the individual as a prisoner on an Air 
Force installation, or as an Air Force prisoner serving a sentence in a 
federal prison. The records are used to establish background for 
either disciplinary or good conduct action as well as general adminis- 
tration uses of the records concerning health and welfare of the 
individual, as well as clemency and parole actions. Historical records 
in microfilm are used as a research data base. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records may be disclosed to Federal, state and local law enforce- 
ment and investigation agencies for investigation and possible crimi- 
nal prosecution, civil court actions or regulatory orders, confine- 
ment/correctional agencies for use in the administration of correction 
programs, including custody classification, employment, training and 
educational assignments, treatment programs, clemency, restoration 
to duty or parole actions, vertification of offender's criminal records, 
employment records, and social histories. 

The Department of the Air Force '^Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record systems 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, in notebooks/binders, in card files, on 
computer and computer output products, in microfilm, and as photo- 
graphs. 

Retrievability: 

Retrieved by any or a combination of name, Social Security 
Number (SSN), fingerprint classification, unique 3320th CRS Arrival 
Number, or by date of board hearing. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in locked cabinets or 
rooms and controlled by visitor registers. 

Retention and disposal: 

Depending on the type of record within the system, it is either 
destroyed after release of the prisoner, maintained for one year after 
the release of the individual, or retained in the files at the facility in 
which the individual was confined for two years, after which time 
the record is either destroyed or transferred to a staging area for two 
additional years, then retired to the Washington National Records 
Center, Washington, DC 20409-2001 for permanent retention. 

Records pertaining to clemency /parole actions are retained for five 
years after final action. 
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After final disposition of prisoner or rehabilitee, the records are 
purged of extraneous material and microfiched. One copy is main- 
tained by 3320th CRS, Program Development and Evaluation 
Branch for 20 years. The original is retired to the National Personnel 
Records Center, Military Personnel Records. The original hard copy 
is kept at the Program Development and Evaluation Branch for one 
year and destroyed. Duplicate copies of some documents are main- 
tained at LTTC/JA for one year for individuals separated and for 
two years of people who are retained by the Air Force. Air Force 
Clemency and Parole BoarS records are retained until prisoner's 
maximum release date. 

System manager(s) and address: 

Installation Chief of Security Police; Commander, 3320th Correc- 
tion and Rehabilitation Squadron, Lowry AFB, Denver, CO 80230- 
5000; and the Executive Secretary, Air Force Clemency and Parole 
Board, Office of the Secretary of the Air Force Personnel Council, 
Pentagon, Washington, DC 20330-1000. Official mailing addresses 
are published as an appendix to the Air Force's compilation of 
record system notices. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system should address written inquiries to 
the Installation Chief of Security Police; or the Commander, 3320th 
Correction and Rehabilitation Squadron, Lowry AFB, Denver, CO 
80230-5000; or to the Executive Secretary, Air Force Clemency and 
Parole Board, Office of the Secretary of the Air Force Personnel 
Council, Pentagon, Washington, DC 20330-1000. Official mailing 
addresses are published as an appendix to the Air Force's compilation 
of record system notices. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written inquiries to the Installation Chief 
of Security Police; or the Commander, 3320th Correction and Reha- 
bilitation Squadron, Lowry AFB, Denver, CO 80230-5000; or to the 
Executive Secretary, Air Force Clemency and Parole Board, Office 
of the Secretary of the Air Force Personnel Council, Pentagon, 
Washington, DC 20330-1000. Official mailing addresses are published 
as an appendix to the Air Force's compilation of record system 
notices. 

Contesting record procedures: 

The Department of the Air Force rules for accessing records, and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35; 
32 CFR part 806b; or may be obtained from the system manager. 

Record source categories: 

Financial and medical institutions, police and investigative officers, 
state or local government, witnesses or source documents. 

Installation level confinement facilities, courts-martial, and court- 
martial reviews, and submissions received directly from, or in behalf 
of the prisoner. 

Exemptions claimed for the system: 

All portions of this system which fall with 5 U.S.C. 552a(j)(2) are 
exempt from the following provisions of 5 U.S.C. section 552a: Sec- 
tions (c)(3) and (c)(4); (d)(1) through (d)(5); (e)(2) and (e)(3); 
(e)(4)(G) and (e)(4)(H), (e)(5); (f)(1) through (f)(5); (g)(1) through 
(g)(5); and (h) of the Act. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b) (1), (2), and (3), 
(c) and (e) and published in 32 CFR part 806b. For additional 
information contact the system manager. 

F125 AF SP A 

System name: 

Air Force Policy Statement - Firearms Safety and Use of Force. 
System location: 

. Kept by Commanders at each Air Force or military installation 
where Air Force personnel (including civilians) are or may be armed 
in performance of their duties. Some portions of this system may be 
kept in individual training records, employment records, firearm issue 
points, or by the individuals authorized to bear arms. Official mailing 
addresses are in the Department of Defense Directory in the appen- 
dix to the Air Forces* system notice. 

Categories of individuals covered by the system: 

All Air Force active duty military personnel. Air Force civilian 
employees. Air Force Reserve personnel. Air National Guard per- 
sonnel. Who are authorized to bear firearms in performance of duties 
and personnel who store firearms in Air Force armories. 

Categories of records in the system: 



Documentation of authority for Air Force military personnel, civil- 
ian employees, contract security police and foreign nationals to bear 
firearms on an Air Force installation and contains personal identifica- 
tion data and documentation of authorization to bear firearms. Also 
includes a record of understanding and certification of same by 
individual regarding the constraints on the application of deadly 
force and the weapons safety requirements that must be adhered to 
by all personnel who bear firearms in the performance of duties. 

Authority for maintenance of the system: • 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Purpose is to provide certification of an individual's understanding 
of the constraints regarding the application of deadly force and the 
weapons safety requirements that must be adhered to by anyone who 
bears firearms in the performance of duties. Used by commanders as 
evidence that the individual has certified his knowledge of constraint 
on the application of deadly force and necessary firearms safety 
requirements. Purpose of the system is to identify civilian employees 
who can legally bear firearms on Air Force installations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. Posted on bulletin boards to be seen by 
personnel issuing firearms, 

Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in perforrnance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

May be retained in office files for two years after annual cutoff, 
then destroyed by tearing into pieces, shredding, pulping, macerating, 
or burning. 

System manager(s) and address: 

Air Force Office of Security Police. At decentralized locations, 
commanders of the appropriate installation. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Civilian Personnel Manager at any Air Force installation. When 
requesting information, the requester should include full name, and 
some proof of identity such as date of birth. During a visit, identity 
must be proven by means of a valid drivers license or identification 
card. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the- Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source . documents such as reports or 
from military and civilian Personnel Records. 

Exemptions claimed for the system: 
None. • 

F125AFSPB 

System name: 
Complaint/Incident Reports. 
System location: 

Kept by the Chief of Security Police at the installation where an 
individual becomes involved in an incident or complaint, and by the 
Chief of Security Police at the installation where an individual is 
assigned if the incident occurs at a different location. Information 
copies of a report are kept at the individual's organization and other 
organizations which have an interest in a particular incident. Official 
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mailing addresses are in the Department of Defense Directory in the 
appendix to the Air Forces' systems notices. 

Categories of individuals, covered by the system: 

Persons who become involved in complaints or incidents on Air 
Force installations or Air Force active duty personnel who become 
involved in incidents regardless of the location. 

Categories of records in the system: 

Includes the incident or complaint report, statements by the subject 
or witness, information on seized or acquired property, if applicable, 
copies of forms referring cases to other agencies for final disposition, 
and other forms or reports required to complete basic report. Also 
includes an individual incident reference record. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers- and duties; 
delegation by. 
Purpose(s): 

Used to record information on individual involvement in incidents 
or criminal activity. Reports are used to provide information to the 
appropriate individual within an organization who insures corrective 
action is taken. . ^ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine lises published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
accessed by authorized personnel who are properly screened and 
cleared for need-to-know. Records are stored in security file contain- 
ers/cabinets. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Individual incident records are retained in the office of the Chief 
of Security Police and destroyed three years after close of year in 
which last entry was made. Destroyed by tearing into pieces. Inci- 
dent and complaint reports and parts thereto are retained in office 
files for one year after annual cutoff, transferred to a staging area for 
two years, and then destroyed by tearing into pieces, shredding, 
pulping, macerating, or burning. Information, copies at interested 
agencies are destroyed one year after annual cutoff by tearing into 
pieces. ' , ' ■ 
. System manager(s) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
87117. Installation Chief of Security Police. 

Notification procedure: 

The appropriate installation Chief of Security Police should be 
contacted for information. When requesting information in writing, 
individual should include full name, Social Security Number, military 
status, home address, and the letter must be notarized. For a personal 
visit, individual must have a military ID, if applicable, a valid drivers 
license, or other appropriate proof of identity. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. Contact the 
Chief of Security Police at the appropriate installation. . 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting-and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from police and investigation officers, wit- 
nesses and from persons registering complaints or who become vic- 
tims of a crime. 

Exemptions claimed for the system: 

None. 

F125 AFSPD 

System name: • ' 

Field Interview -Card. . 



System location: 

Air Force installations. . 

Categories of individuals covered by the system: - ; 

Active duty military personnel and civilian employees, Air Force 
Reserve personnel, dependents of military personnel, arid civilians 
not affiliated with DOD. : • 

Categories of records in the system: - ^ 

Field interview card which contains name, address, telephone 
number, physical description, age, date of birth, description of cloth- 
ing worn, if an automobile is involved, the make, year, decal number 
license and style and color. 

Authority for maintenance of th(e system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Purpose of system is to obtain and record information on the 
presence of individuals in a given location at specific time and date. 
Information is used by the Chief of Security Police and Security 
Police investigators at base level as an investigative topi .in the 
identification of crime suspiects and witnesses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from, this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name. . " • - " 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who -are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
and locked cabinets or rooms and are controlled by personnel screen- 
ing. 

Retention and disposal: 

Retained in office files for three months after monthly cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
87117 and Chief of Security Police, at base concerned. 

Notification procedure: 

Requests should be addressed to Chief of Security Police at base 
concerned required information from individual will be name and 
address. Requester may visit the office of the Chief of Security 
Police at base concerned and must provide a current military identifi- 
cation card, or civilian identification card or driver's license. , r . 

Record access procedures: 

Individuals can be notified by contacting the Chief of Security 
Police at the base concerned. , 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Source of information is individual interviewed, witnesses and 
interviewing security policemen. 
Exemptions claimed, for the system: ' ^. 

None. 

F125 AFSP E 

System name: 

Security Police Automated System .(SPAS). . . 

System location: 

Active Duty Security Police Activities, Air Force Reserve Securi-- 
ty Police Units and Air National . Guard . Security Police Activities. 
Official mailing addresses are published as an appendix to the Air 
Force's compilation of record systems notices. . i. 

Categories of individuals covered by the system: 
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All military and civilian security police personnel. All military and 
civilian personnel who register privately owned vehicles or weapons 
on Air Force installations. All military and civilian personnel who 
are issued restricted or controlled area passes by a security police 
activity. All military and civilian personnel who possess an individual 
incident reference and/or drivers record. All military and civilian 
personnel who possess an Air Force security clearance. All military 
and civilian personnel who: are issued traffic citations, are involved 
in criminal acts or incidents which generate an accident report or are 
involved in motor vehicle accidents on Air Force installations. All 
military and civilian personnel who are prohibited from entering an 
Air Force installation. All military and civilian personnel wo are 
visitors to Air Force installations. All military and civilian personnel 
who are granted unescorted or escorted entry into Air Force restrict- 
ed and controlled areas. 

Categories of records in the system: 

Files contain: (1) Security police and security police augmenter 
identification data such as name, grade, social security number, ad- 
dress and phone number; (2) security police and security police 
augmenter qualification data such as security clearance, Personnel 
Reliability Program status, weapon qualifications, quality control cer- 
tification and training data; (3) security clearance data on all military 
and civilian personnel who possess an Air Force security clearance; 
(4) records used to request identification or entry credentials, infor- 
mation reports on the loss, theft or destruction of said credentials, 
certain types of entry authority listings and various accountability 
records; (5) individual records which reflect historical involvement in 
incidents which require a police report on all military and civilian 
personnel; (6) records that reflect traffic penalty point accumulation 
as a result of driving infractions on all military and civilian personnel; 
(7) records used to register privately owned vehicles and weapons 
for all military and civilian personnel; (8) records used to identify all 
military and civilian personnel who have been prohibited from enter- 
ing Air Force installations; (9) includes a chronology, of an investiga- 
tion being conducted, data on sources of information, information on 
investigation techniques, and records concerning seized property; 
(10) records used to grant visitors temporary access to Air Force 
installations, and (11) records used to grant military and civilian 
personnel unescorted or escorted entry to Air Force restricted or 
controlled areas. 

Authority or maintenlBiice of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by; and Executive Order 9397. 
Purpose(s): 

Personnel records are used by security police managers to track 
and monitor availability and qualification of personnel assigned or 
attached to security police activities. Vehicle and weapon registration 
records are used by security police personnel to monitor vehicles and 
weapons registered on Air Force installations. Incident and traffic 
records are used by commanders to identify repeat offenders. Securi- 
ty clearance records are used by security police and commanders to 
determine eligibility for access to classified information. Identification 
and entry authority recdrds are used by security police personnel for 
issuing identification cards and restricted by controlled area badges 
and for accountability of various controlled forms used in the proc- 
ess. Barment records are used by security police installation entry 
controllers to identify personnel who are prohibited from entering 
the installation. Investigation records are used by security police 
investigators to assist in the investigation of a criminal act or inci- 
dent. Visitor control records are used to authorize military and civil- 
ian personnel temporary access to Air Force installations. Restricted 
and controlled area entry authorization records are used to authorize 
military and civilian personnel to enter Air Force restricted or con- 
trolled areas. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the 
Department of the Air Force's compilation of record system notices 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage:- 

Records in this system are maintained manually (paper files), auto- 
mated (in computer, on hard disks, floppy diskettes or tape backups), 
and in combination when deemed necessary. 

Retrievabiiity: 

Records in this system are retrieved from manual storage by name 
and from automated storage by name or Social Security Number. 
Safeguards: 



Records are accessed by persons responsible for servicing . the 
record system in performance of their official duties. Personnel are 
thoroughly screened for need-to-know. Records are maintained/ 
stored on computer hard disks (backup copies are maintained on 
floppy diskettes or tape media) and/or in secure file containers and in 
locked cabinets or rooms. 

Retention and disposal: 

Files for security .police and security police augmenter personnel 
are destroyed when superseded or upon reassignment or separation 
from the security policie activity. Accountability records are de- 
stroyed five years after issue of the last controlled form or the last 
entry on the accountability log. Incident reports are destroyed three 
years after last entry or forwarded to gaining installation upon reas^ 
signment of the individual. Traffic records are destroyed one year 
after last entry or forwarded to gaining installation upon reassign- 
ment of the individual. Motor vehicle accident records are destroyed 
three months after posting or forfeiture of collateral. Barred person- 
nel records are destroyed three years after removal from the list. 
Investigation reports are retained in office for one year after annual 
cutoff, transferred to a staging area for two years and then destroyed. 
Visitor control records are maintained for 90 days after the examina- 
tion of the visit period. Restricted or controlled area records are 
destroyed 12 months after the termination of entry authority. 
Records are destroyed by tearing into pieces, shredding, pulping, 
macerating or burning. Computer records are destroyed by erasing, 
deleting, or overwriting. 

System manager(s) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
87117-6001; Chiefs of Security Police at each security police activity. 
Official mailing addresses are published as an appendix to the Air 
Force's compilation of record system notices. 

Notification procedures: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the system manager at each appropriate security police activity. 
Official mailing addresses are published as an appendix to the Air 
Force's compilation of record systems notices. 

When requesting information in writing, the individual must in- 
clude full name, social security number, military status, full home ^ 
address with complete zip codes. 

If an individual requests information in person, that individual must 
present a military identification card, if applicable, a valid drivers 
license, or some other form of identification. 

Record access procedure: 

Individuals seeking to access records about themselves contained in 
this system should address written requests to the system manager at 
the appropriate security police activity. Information relating to police 
records will be coordinated through local Staff Judge Advocate 
offices before release. Official mailing addresses are published as an 
appendix to the Air Force's compilation of record systems notices. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting iand 
appealing initial agency determinations by the idividual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information on security police and security police augmenter per- 
sonnel is extracted from computer printouts, unit personnel records, 
the unit commander, supervisiors, and the individual. Other informa- 
tion is extracted from incident exports, traffic tickets, reigistration 
forms and applications prepared by the individual. 

Exemptions claimed for the system: 

Parts of this system of records may be exempt pursuant to 5 U.S.C. 
552aa)(2). 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b)(1), (2), and (3), 
(c) and (e) and published in 32 CFR part 806b. For additional 
information contact the system manager. 

. F125 AF SP F 

System name: • 

Notification Letters to Persons Barred From Entry to Air Force 
Installations. 

System location: 

Chief of Security Police at the installation where an individual is 
barred entry. Official mailing addresses are in the Department of 
Defense directory in the appendix to the Air Forces' systems notices. 
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Categories of individuals covered by the system: 
Persons prohibited from entering US military installations for 
cause. . . • ■ 

Categories of records in the system: * 

Copies of the letters to the individuals barring them from' entry to' 
a particular installation. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): ' ; ' 

Record provides* a list of personnel who have been barred from 
entry to the installation. , . 

Routine uses of records . maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records froiti this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force.' 

Policies and practices for storing, retrieving, accessing, retaining,' and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders and in visible file 
binders/cabinets. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) resp>onsible for servicing the 
record system in performance of their official duties who are^ proper- 
ly screened and cleared for need-to-know. Records are stored in 
locked cabinets or rooms and protected by -guards. 

Retention and disposal: 

Retained for three years after removal from barred list; then de- 
stroyed by tearing into pieces, shredding, pulping, macerating or 
burning. 

System managerCs) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
87117. Installation Chief of Security Police. 
Notification procedure: 

Contact the installation Chief of Security Police for information. 
Individual should include full name, Social Security Number, and 
home address. During a personal visit individual must provide a valid' 
driver's license or other appropriate proof of identity. 

Record access procedures: 

Mailing addresses are .in the Department of Defense directory in 
the appendix to the Air Force's systems notices. Contact the Chief of 
Security Police at the appropriate installation. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from police and investigating officers." 
Exemptions claimed for the system: 

None. , 
F125 AFSPG ^ 

System name: 

Pickup or Restriction Order. 
System location: 

Chief of Security Police at those [installations where the order was 
issued. Mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force's system notice. 

Categories of individuals covered by the system: 

Any Air Force member whose actions result in the unit command- 
er issuing a pickup or restriction order. Some examples of actions 
that warrant an order being issued include AWOL, suspicion of an 
offense, etc. 

Categories of records in the system: 

The record provides a complete physical description of the indi- 
vidual as well as his name, rank. Social Security Number, organiza- 
tion and date of birth. It also includes the reason for the order being 
issued. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers ,and duties; 
delegation by. . 



Purpose(s): 

The purpose of the record is to document the identity of a member 
of the Armed Forces whose actions justify the picking up or restric- 
tion of the member by his unit commander. The record is used as a 
notification bulletin for the" pickup or restriction by Security Police 
until disposition is made by the member's unit commander. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be provided to other law enforcement 
agencies to assist in pickup of individuals. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, visible file binders/ 
cabinets and card files. t 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets of rooms and protected by guards. 

Retention and disposal: 

Record is retained until niember is picked up or until the order is 
cancelled by 'the issuing authority, at which time all copies are 
destroyed by tearing into pieces, shredding, pulping or burning: 

System inanager(s) and address: 

Air Force Office of Security Polic'e, Kirtland Air Force Base, NM 
871 17. The Installation Chief of Security Police . 
Notification procedure: 

Requests should be addressed to the Chief of Security Police at the 
installation where the order was issued or to the member's unit 
conimander at that installation. Visitors requesting information must 
provide proof of identity (e.g., identification card, or drivers license). 

Record access procedures: 

Mailing addresses are in the Department - of Defense directory in 
the appendix to the Air .Force's systems notices. , 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from police and investigating officers, from 
witnesses and from source documents such as rejjorts. 
Exemptions claimed for :the system: 
None. • ' ' . . 

F125AFSPH 

Systieni name: 

Provisional Pass. • , • . • 

System location: 

Chief of Security Police at . those ihstallations where the pass was 
issued to the individual, as well as the unit commander at the mem;- 
bers final destination. Official mailing addresses are in the Depart- 
ment of Defense directory in the appendix to the Air Force's system 
notice. 

Categories of individuals covered by the system: 

This form is issued to any enlisted meniber of the Armed Forces 
when delays might result in failure to report to proper station within 
the time limit specified in orders or pass; or when a pass has .expired 
or the individual does not 'have a pass or leave orders or leave 
orders. 

Categories of records in the system: 

A written pass provided to the member to enable him or her to 
travel legally without any restriction; contains name, rank, SSN of 
member and unit. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 

delegation by. 

Purpose(s): , 

Purpose of the record is to document the travel of a member who 

is without a regular pass or orders are not available. Use of the 
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record by Security Police to notify the member*s commander that he 
or she is travelHng to a specific destination; may be used for follow- 
up on individuals travelling without regular passes or leave orders if 
the member does not arrive at the final destination within specified 
time limit. The original copy is given to the individual, the second 
copy is forwarded to the iiidividuars unit commander, and the third 
copy is maintained at the issuing Chief of Security Police's office. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ^ 

Maintained in file folders, note books/binders, visible file binders/ 
cabinets and in card files. 

Retrievability: 

Filed by name and SSN. 
Safeguards: 

Records are accessed by person(s) responsible ' for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

The original and duplicate copies are retained for 90 days after 
date of issue and then destroyed by tearing into pieces, shredding, 
macerating, pulping, or burning. The member's copy is destroyed 
when the member reports to final destination. 

System manager(s) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
87117. The Chief of Security at the issuing installation or the. unit 
commander at the member's final destination. 

Notification procedure: 

Individual requests should be addressed to the Chief of Security 
Police at the issuing installation or the unit commander at the mem- 
ber's final destination. Visitors making requests must provide proof of 
identity (e.g., identification card, or drivers license). 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual- concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from police and investigating officers, wit- 
nesses and source documents such as reports. 
Exemptions claimed for the system: 
None. 

F125AFSPI 

System name: 

Registration Records (Excluding Private Vehicle, Records). 
System location: 

Chief of Security Police at the installation where an individual 
registers personal property. Official mailing addresses are in the De- 
partment of Defense Directory in ther appendix to the Air Forces' 
system notices. 

Categories of individuals covered by the system: 

Persons who register firearms, pets, certain types of personal prop- 
erty, bicycles, etc. 

Categories of records in the system: 

Registration forms for each particular item registered with the 
Security Police activity. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): . 

Used to record information on make, model, type, kind, etc.,. of 
property. Information is used to identify lost or stolem property and 
to insure proper control of privately owned firearms maintained on 
an Air Force installation. The firearm registration form is also used 
to maintain accountability (logging weapons in/out) of privately o 
owned firearms stored in government firearm storage facilities. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

storage: 

Maintained in file folders and card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets and locked cabinets or rooms. 

Retention and disposal: 

Records are kept in the Office of the Chief of Security Police for 
one year after departure of owner and then destroyed by tearing into 
pieces. 

System manager(s) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
871 17. Installation Chief of Security Police. 

Notification procedure: 

Contact the Installation Chief of Security Police for" information. 
When requesting information in writing, individual should include 
full name, Social Security Number, military status, and home address. 
During a personal visit, individuals will be required to produce 
military ID, if applicable, a valid drivers license, or other appropriate 
proof of identity. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notice.. Contact the 
Chief of Security Police at the appropriate installation. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from individual. 
Exemptions claimed for the system: 

None. J 

F125AFSPJ 

System name: 

Serious Incident Reports. 
System location: 

Chief of Security Police at an installation where a crime or serious 
incident occurred or where, an Air Force member, employee or 
dependents became involved in a crime or serious incident regardless 
of location. Reports are forwarded through the different levels of 
command to the appropriate Major Command Headquarters. Official 
mailing addresses are in the Department of Defense directory in the 
appeiidix to the Air Forces' system notices. 

Categories of individuals covered by the system: 

Persons who become involved in crimes or serious incidents on 
Air Force installations or Air Force personnel and dependents who 
become involved in these incidents regardless of the location. 

Categories of records in the system: 

Information on the particular incident, and identification of persons 
involved to include information on final disposition of the crime or 
incident. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and Chapter 47 - Uniform Code of Military Justice. 

Purpose(s): 

Used to report crimes or incidents which may evoke command or 
congressional interest or may result in unfavorable publicity to the 
Air Force. Also used to develop statistics, rates, and trends of certain 
crimes which , occur on Air Force installations. May be used to 
evaluate command discipline rates, personnel quality control, and to 
monitor various drug and alcohol abuse programs. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the' system: 

Storage: 

Maintained in file folders and card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared ' for need-to-know. Records are stored in 
security file containers/cabinets and in locked cabinets or -rooms. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, transferred 
to staging area for two additional, years, then destroyed by tearing 
into pieces, shredding, pulping, macerating or burning. 

System manager(s) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
87117. Major Command Chief of .Security Police and Installation 
Chief of Security Police. 

Notification procedure: 

Contact the appropriate installation or Major Command Chief of 
Security Police, When requesting information iii writing, individual 
should include full name, Social Security Number, military status, 
and home address. During a personal visit, individual will be re- 
quired to produce military ID, if applicable, a valid driver*s license 
of other appropriate proof of identity. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. Contact the 
Chief of Security Police at the appropriate installation or Major 
Command Headquarters. ' 

Contesting record procedures: 

The Air Force's rule for access to records and for contesting and 
appealing initial determinations by the individual concemied niay be 
obtained from the System Manager. ' - . . *. ' 

Record source categories: 

Information obtained from medical institutions. Information ob- 
tained from police and investigating officers. Information obtained 
from the public media. Information obtained from a state or local 
government. Information obtained from source documents (such as 
reports) prepared on behalf of the Air Force by boards, committees, 
panels, auditors, and so forth. 

Exemptions claimed for the system: 

None. 

F125 AFSPK 

System name: 

Vehicle Administration Records. ^ 
System location: ' 

Chief of Security Police at the installation where an individual 
registers or frequently operates a vehicle. Information copies of some 
portions of this system may be kept at an individual's assigned unit. 
Official mailing addresses are in the Department of Defense Directo- 
ry- in the appendix to the Air Forces* system notice. . 

Categories of individuals covered by the system: ' 

Persons who frequently drive or register vehicles on an Air Force 
installation. 

Categories of records in the system: 

Vehicle registration records, driver records, letters of suspension 
or revocation as applicable, and forms or letters which are necessary 
in the vehicle administration program for driver improvement, ac- 
tions. . .... 

Authority for maintenance of the system: ^ > . 

10 use 8012, Secretary of the Air Force: Power and duties; 
delegation by. , 

Purpose(s): > ♦ 

Used to . record an individual's statement of understanding on finan- 
cial responsibilities with regard to. operation of a vehigle on an Air 
Force installation. Driver records are maintained to record informa- 
tion about motor vehicle accidents and.moving traffic violations that 



are used to provide for traffic point assessment; suspension, or revo- 
cation, or other driver improvement actions affecting driving privi- 
leges on Air Force installations. ♦ ' ' 

Note. In the State of Alaska, the system is also used to ensure that 
individuals comply with state law pertaining to the Alaskan Emission 
Inspection Program. , . . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be disclosed' to state or local law enforce- 
ment agencies or to motor vehicle bureaus. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

-Storage: 

Maintained in file folders, card files and on computer and comput- 
er output products. ' : 

Retrievability: 

Filed by name. 

Safeguards: ' s 

Records are accessed by persons responsible for . servicing the 
record system in performance of their official duties who are. proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets and maintained on. computer and 
computer output products. Manual records are stored in locked cabi- 
nets or rooms.- Automated records are controlled by computer 
system software. 

Retention and disposal: 

Private vehicle registration documentation is destroyed after depar- 
ture of the registrant to a new duty station, upon termination of an 
individual vehicle registration, or at the end of the particular registra- 
tion period. Driver records on employees are transferred, to gaining 
installations when an individual is reassigned, or transferred, These 
are destroyed on permanent separation from active service, termina- 
tion of employment, or upon deletion of all entries. Destruction of 
these forms is done by tearing iritp-.pieces, shredding, pulping, macer- 
ating, or burning. , , 

System manager(s) and address: : 

Air . Force Office of Security Police, Kirtland Air Force Base, NM 
87117. 

Notification procedure: 

Contact the installation Chief of Security Police for information. 
When requesting information in writing, individual should include 
full name, Social Security Number, military status, home address, and 
the letter must be notarized. During a personal visit, individual will 
be required to produce military ID, if applicable, a valid drivers 
license, or other appropriate proof of identity. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Contact the Chief of Security Police at the appropriate 
installation. Mailing addresses are in the Department of Defense 
directory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from police and investigating officers and 
from the bureau of motor vehicles. . 

Exemptions claimed for the system: 
None. 

F125AFSPL 

System name: 
Traffic Accident and Violation Reports. ' 
System location: . 

Chief of Security Police at the installation where an individual 
becomes involved in a traffic violation or accident. Information 
copies of traffic accident reports are kept at the Ground Safety, Staff 
Judge Advocate, and Transportation offices (when a government 
vehicle is involved). Official mailing addresses are in the Department 
of Defense Directory in the appendix to the Air Forces' system 
notice. . • ^ . 

Categories of individuals covered by the system:- 
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Persons who become involved in traffic violations or accidents on 
an Air Force installation. 
Categories of records in the system: 

Traffic accident investigation report, statement of witnesses, alco- 
hol mfiuence reports, and reports of traffic violations *to include 
notices or summons. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties- 
delegation . by and DODI 1000.19, Mishap Investigation, Reporting 
and Recordkeeping; DODI 6055.4, Department of Defense Traffic 
Safety Program and AFRs 125-3, Security Police Handbook and 125- 
14, Motor Vehicle Traffic Supervision. 

Purpose(s): 

Used to record information on traffic accidents and violations. 
Reports are forwarded to the appropriate individual within an orga- 
nization who insures corrective action is taken, or to US Magistrate 
as applicable. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be disclosed to law enforcement or 
mvestigatory authorities for investigation and possible criminal pros- 
ecution, civil court action, or statistical use. Additionally, accident 
reports may be provided to private attorneys, representatives of in- 
surance companies and private citizens. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, card files and on computers and comput- 
er output products, magnetic media and printouts. 
Retrie?ability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets and maintained on computer and 
computer output products. Manual records are stored in locked cabi- 
nets or rooms. Automated records 'are controlled by computer 
system software. 

Retention and disposal: 

Retain in the office of record. Destroy after two years by tearing 
into pieces, shredding, pulping, macerating, or burning. DD Form 
1805, Violation Notice, will be destroyed according to instructions of 
the US District Court. 

System manager(s) and address: 

Air Force Office of Security Police, Kirtland Air Force Base, NM 
871 17. • 

Notification procedure: 

Contact the Installation Chief of Security Police for information. 
When requesting information in writing, individual should include 
full name, Social Security Number, military status, home address, and 
the letter will be notarized. During a personal visit, individual will be 
required to produce military ID, if applicable, a valid drivers license, 
or other appropriate proof of identity. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Contact the Chief of Security Police at the appropriate 
installation. Mailing addresses are in the Departmerit. of Defense 
directory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from police and investigating officers and 
from witnesses. 

Exemptions claimed for the system: 
None. 

F125AFSCA 

System name: 

Badge and Vehicle Control Records. 
System location: 



Headquarters Air Force Systems Command (HQ AFSC/SIRS and 
HQ AFSC/SP), Andrews AFB,- MD 20334-5000; AFSC bases. 

Categories of individuals covered by the system: 

AFSC military and civilian personnel and visitors to AFSC head- 
quarters and installations. 

Categories of records in the system: 

Badge and vehicle control records to include name; home address; 
home telephone; citizenship; grade or rank; SSN; clearance level; 
company employed by; military address; vehicle state license tag 
data; vehicle make, year, type and color; decal number; revoked 
license status. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Badge records are used to record building/area entry credential 
information, including information on the loss or theft of these cre- 
dentials. Motor vehicle records are used to identify . vehicles parked 
in an unsafe manner, enforce vehicle flow plan, notify owners in case 
of evacuation and maintain effective security plan. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
. the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: , 

Maintained on computers and computer output products, and in 
paper form. 

Retrievability: 

Records are retrieved by SSN. 
Safeguards: . 

Records are accessed by persons responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-kriow. Records are stored in 
locked cabinets, locked rooms, or buildings with controlled entry. 
Computer records are controlled by computer system software. 

Retention and disposal: 

Badge records are destroyed immediately after badge is permanent- 
ly surrendered or confiscated. Vehicle records are destroyed immedi- 
ately after termination of registration. 

System manager(s), and address: 

Hq AFSC/SP, Andrews AFB, MD 20334-5000 for HQ AFSC, or 
Chief of Security Police for AFSC installations. 
Notification procedure: 

Requests from individuals should be addressed to the system man- 
ager. 

Record access procedures: 

Individuals may gain access from the system manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from individuals and from automated system 
interface. 

Exemptions claimed for the system: 

None. 

F125 ATC A 

System name: 

Management Information and Research System (MIRS): 
System location: 

3320th Correction and Rehabilitation Squadron, Lowry Air Force 
Base, CO 80230-5000. 

Categories of individuals covered by the system: 

Air Force prisoners who serve sentences to confinement or reha- 
bilitation at the 3320th Correction Rehabilitation Squadron, including 
any detachments and/or operating locations. 

Categories of records in the system: 
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Significant dates, intelligence .quotient and achievement . scores, 
psychological tests . scores, military history, discipline involvement, 
military justice data, personal identifier data, personal history, con- 
finement history, rehabilitation history, performance rating, type of 
discharge, long or short term return to duty performance data. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force; Powers and duties; 
delegation by; and Air Force Regulation 125-18, Operation of Air 
Force Correction and Detention Facilities, and Executive Order 

9397.,. . . • ■ 

Purpose(s): ' 

Uses for statistical analysis to support management decision making 
to evaluate the effectiveness of and improve program elements, and 
to provide data for research studies and management reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The ^'Blanket Routine Uses*V published at the beginning of the Air 
Force's compliation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in computers and on computer output products. 
Retrievability: 

Retrieved by Social Security Number and/or 3320th Correction 
and Rehabilitation Squadron Arrival Number. 
Safeguards: 

Records are accessed by person(sp) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are protected by computer system soft- 
ware. 

Retention and disposal: 

Current data base is maintained while individual is in correction or 
rehabilitation program or appellate leave. 

Historical data base is retained for '20 years. Records are destroyed 
by tearing into pieces, macerating, pulping, shredding, or burning. 
Computer records' are destroyed by erasing, deleting or overwriting. 

System manager(s) and address: 

Commander, 3320th Correction and Rehabilitation Squadron, 
Lowry Air Force Base, CO 80230-5000. ' 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the Commander, 332Dth Correction and Rehabilitation Squadron, 
Lowry Air Force Base, CO 80230-5000. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written requests to the Commander, 
3320th Correction and Rehabilitation Squadron, Lowry Air Force 
Base, CO 80230-5000. . _ ' 

Contesting record procedures: 

The Department of the Air Force rules for access to records and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35, 
Air Force Privacy Act Programs; 32 CFR part 806b; or may be 
obtained from the system manager. 

Record source categories: 

FBI knd 'military records, supervisors, commanders, lawyers; doc- 
tors, chaplains, other USAF officials, American Red Cross. 
Exemptions claimed for the system: 

Portions of this system of records may be exempt under the provi- 
sions of 5 U.S.C. 552aO)(2), as applicable, but only uuring the period 
the individual is confined or in rehabilitation at an Air Force or 
Federal correctional facility. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553 (b)(1), (2), and (3), 
(c) and (e) and published in 32 CFR part 806b. 

F127AFISCA 

System name: 
. Safety Education File. 

, System location: ^ 

Air Force Inspection and Safety Center, Norton Air Force Base, 
CA 92409. 



Categories of individuals covered by the system: 
United States Air Force (USAF) personnel who have received 
safety training. 
Categories of records in the system: 

Name, rank, SSN, command of assignment, address, safety course 
name, class number. Individual training records, letters, memoranda, 
messages and other material pertaining to training. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and ' duties; 
delegation by. 
Purpose(s): 

Used to identify and provide a record of USAF personnel who 
have received formal safety training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and on computer and computer output 
products. 
Retrievability: 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are controlled by personnel screening, stored 
in locked cabinets or rooms and controlled by visitor registers. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning or by erasing 
computer tapes. 

System manager(s) and address: 

Director of Aerospace Safety, Air Force Inspection and Safety 
Center, Norton Air Force Base, CA 92409. . , 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. • . • 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and published in Air Force Regu- 
lation 12-35. 

Record source categories: 

Information obtained from educational institutions. 

Exemptions claimed for the system: 

None. 

F160 AF SG A 

System name: 

USAF Hearing Conservation' Record System. 
System location: 

Air Force hospitals, medical centers and clinics; USAF Occupa- 
tional and Environmental Health Laboratory (OEHL), Brooks Air 
Force Base,' TX 78235. 

Categories of individuals covered by the system: 

All Air Force military or civilian employees who are entered in 
the Hearing Conservation Program due to working in noise hazard 
areas. ' ■ 

Categories of records in the system: 

DD Forms 2215 and 2216 which documents name; Social Security 
Number; military grade or rank, or Civil Service grade; date of birth; 
sex; USAF specialty or job code; the organization to which the 
individual is assigned complete with address and duty phone number; 
whether military or civilian; time, day. of week, date of audiometric 
test; hours since last noise exposure; whether hearing protection was 
used during last noise exposures, whether ear problem, existed at time 
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of test, type of audiometer used, i.e., manual or automatic, date of 
last audiometer calibration, hearing threshold levels for 500, 1000, 
20p0, 3000, 4000 and 6000Hz frequencies in each ear including results 
of current audiometric examination, his reference or initial examina- 
tion and any shift between these two examinations in each ear; 
Nvhether or not earplugs were issued at time of audiometric examina- 
tion or have been previously issued; type of earplug and size for each 
ear; if noise ear muff issued; if individual wears glasses; any pertinent 
remarks relative to the individual, noise exposure, hearing, etc.; and 
the audiometric examiner's name, Air Force Specialty Code, Social 
Security Number, and office symbol. File also contains information 
on AF Form 1621, Evaluation of Individual Noise Exposure, which 
is used to document data and observations relating to an individual's 
exposure to occupational noise and an AF Form 1672, Hearing 
Conservation Diagnostic Center Referral, which contains follow-up 
audiometric examination data similar to that in DD Forms 2215 and 
2216. 

Authority for maintenance of the system: 

29 CFR 1910.95, Occupational Safety and Health Standards, Pub. 
L. 91-596, The Occupational Safety and Health Act; Executive 
Order 12196, the Occupational Safety and Health Program for Fed- 
eral Employees, as implemented by Air Force Regulation (AFR) 
161-35, Hazardous Noise Exposure. 

Purpose(s): 

Used by USAF Occupational and Environmental Health Laborato- 
ry (OEHL) to provide continuing review of the Air Force Hearing 
Conservation Program by updating damage-risk criteria, modifying 
monitoring audiometry program procedures, validating personnel dis- 
positioii procedures relating to occupationally induced hearing losses, 
evaluating hearing protective devices land procedures, at the specific 
request of a USAF Medical Facility to provide an historical record 
of the results of an individual's monitoring audiometric test results. 
Also used by USAF School of Aerospace Medicine for Research 
Associated with noise induced hearing losses. Used by base Medical 
Personnel to monitor employees health status for occupational health 
programs, to use in formulating recommendations to supervisors on 
requirements to remove individual from further exposure, to deter- 
mine need for investigation of workplace environment for abnormal 
exposure conditions. Used by supervisors to determine whether em- 
ployee can continue to work in the exposure situation, to determine 
relative risk of various work tasks, to improve safety of noise expo- 
sure procedures. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used by Bureau 
of Employees Compensation for Information relating to individuals' 
claims relating to occupationally induced hearing losses. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and on computer magnetic tapes. 
Retrievability: 

Filed by name, Social Security Number (SSN), date of birth, and 
Air Force Specialty Code/Job Code. 
Safeguards: 

Records are accessed by commanders of medical centers and hos- 
pitals, by custodian of the record system, and by person(s) responsi- 
ble for servicing the record system in performance of their official 
duties who are properly screened and cleared for need-to-know. 
Records are controlled by computer system software. 

Retention and disposal: 

At Occupational and Environmental Health Laboratory (OEHL), 
retained in computer until no longer needed; at bases, retained as part 
of medical record for fifty years after date of latest document, then 
destroyed. 

System manager(s) and address: 

Air Force Medical Service Center, Aerospace Medical Consultants 
Division, Directorate of Professional Services (HQ AFMSC/SGPA, 
Brooks Air Force Base, TX 78235). 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. ' 

Record access procedures: 

Individual can obtain assistance in gaining access from, the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notice. 



Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions. 
. Exemptions claimed for the system: 

None. : ' 

F160 AFSGB 

System name: 

Medical Professional Staffing Records. 
System location: 

At Air Force medical centers, hospitals, and clinics; all health 
facilities where graduate health education programs are conducted; 
reserve NAFs/Surgeon's Office; reserve tactical hospitals/clinics, re- 
serve MSES, and reserve AAG medical elements. 

Categories of individuals covered by the system: 

Practitioners, who are, or have been, members of the USAF Medi- 
cal Service or Civil Service Employees (including civilian consult- 
ants who engage in direct patient care) and who are assigned to, 
employed by, or practice in the Air Force medical facility for the 
purpose of providing health services for eligible beneficiaries; United 
States Air Force Medical Service personnel pursuing graduate health 
education programs. 

Categories of records in the system: 

(1) Credential review files: Contains curriculum vitae, list of ap- 
proved privileges, copies of diplomas and certificates, records of 
continuing health education training, letters of evaluation, summaries 
of special activities or other information, including malpractice 
claims reports, furnished or solicited in order to fully evaluate the 
professional qualifications of individuals, and the records of any ac- 
tions taken on the individual's credentials. (2) Health education 
records: Applications for training, training reports, Faculty Board 
reports, photograph or negative, and personnel documents related to 
training. 

Authority for maintenance of the system: 

10 use Chapter 55, Medical and Dental Care; 8067(0 Designa- . 
tion: Officers to perform certain professional functions; 8207, Regular 
Air Force: Commissioned officers on active duty; medical specialists, 
as implemented by Air Force Regulation (AFR) 168-13, Quality 
Assurance in the Air Force Medical Service. 

Purpose(s): 

The information contained in credential review files is used to 
award inpatient and ambulatory clinical privileges to all categories of 
health practitioners. Health education records are used to permit 
evaluations of individuals in training, by program directors, in man- 
aging the individual in training; by the record maintenance personnel, 
to document changes to the individual's personnel record maintained 
by the servicing Consolidated Base Personnel Office (CBPO). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. The information 
may also be released to a governmental board or agency or health 
care professional society or organization if such record of document 
is needed to perform licensing or professional standards monitoring 
related to health care practitioners who are or were formerly mem- 
bers or employees of the Armed Forces, and to medical institutions 
or organizations wherein such member or employee has applied for 
or been granted authority or employment to provide health care 
services if such record or document is needed to assess the profes- 
sional qualifications of such member or employee. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: " . 

Records are accessed by custodian of the record system, by 
person(s) responsible for servicing the record system in performance 
of their official duties; by commanders of USAF medical centers 
hospitals and clinics (credential review files); by program directors, 
trainees and, personnel managers with the ,need to know (health 
education records). 
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Retention and disposal: 

(1) Credential review files are retained in the office files of the 
medical facility the practitioner is assigned or employed. Following 
separation, resignation, or retirement, the files are retained at the 
location of the last duty assignment for a period of 3 years and . then 
are destroyed. (2) Health education files are retained by the director 
of health education until training is completed, files are then kept by 
the health facility for 30 years and then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning; if facility is de- 
activated, the records are retired to the Washington National 
Records Center, Washington, DC 20409 to be retained until the 30- 
year period has expired at which time they will be destroyed. 

System manager(s) and address: ' 

The Surgeon General, Headquarters, United States Air Force; 
Commanders of medical centers, hospitals, clinics. For health educa- 
tion records, individuals shouW give full name, military status, Social 
Security Number, when they entered training and completed train- 
ing, and what corps within the medical service they are a member. 
Individuals may visit either the health facility maintaining the records 
or the Office of the' Surgeon, Air Force Manpower and Personnel 
Center, Randolph Air Force Base, TX to- learn if the record system 
contains their records. When visiting either of these locations, the 
individual must provide a valid drivers license or equivalent identifi- 
cation containing a photograph to establish identity. 

Notification procedure: . 

Requests from individuals should be addressed to the System Man- 
Record access procedures: 

For credential review files, individual may obtain assistance in 
gaining access from the System Manager. For health education 
records, individual may obtain assistance by writing or presenting 
themselves in person to. the health facility where the records are 
maintained. Official mailing addresses are in the Department of the 
Air Force Directory In the appendix to the Department of the Air 
Force system notices. , . , 

Contesting record pFocedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. s,. 
T. Record source categories: 

Credential review files:. Basic information submitted by the practi- 
tioner. Additional information may be solicited from other sources in 
order to permit the credentials committee to best judge the capabili- 
ties of the practitioner. Health education records: Previous employer, 
educational institutions, master personnel record, information provid- 
ed by the individual concerned " . ' . 

Exemptions claimed for the system: 

None. >...:.' .' 

. F160 AF SG C 

System name: 

Medical Treatment Facility Tumor Registry. 
System location: 

Air Force medical centers, hospitals, and clinics. 
. Categories of individuals covered by the system: 

AH individuals who were diagnosed as having or were treated for 
cancer in an armed forces medical treatment facility. 
. Categories of records in the system: , . 

Files contain -summaries of treatment provided cancer patients, to 
include tumor board evaluations, comprehensive chronological sum^ 
maries of care rendered, a locator system, suspense files for required 
follow-up treatment and/or evaluation. 

Authority for maintenance of the system: ^ 

10 use Chapter 55, Medical and Dental Care. 

Purpose(s): 

Used by the military departments for clinical and statistical analysis 
of designated medical and dental cases, their treatment and results. 
The files serve as the repository of clinical information relating to 
individuals evaluated and/or treated in Air Force medical facilities. 
It is used to conduct statistical analysis and to provide clinical infor- 
mation to other federal medical services, scientific institutions and 
qualified members of the medical and dental professions (information 
identifiable by name is released only with permission of the patient). 
Information' is used by the medical facilities to promote education 
programs and to* develop statistics designed to be used as a basis for 
developing improved diagnostic and therapeutic standards. Used by 
the individual physician or scientist to develop and write professional 



papers, and is used by hospital tumor registries to update their case 
records as to status and quality of survival of individual patients. 

Routine iises of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be provided to other , hospital tumor registries, 
physicians, scientific institutions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, . card files, on computer and computer 
paper printouts, roll microfilm or microfiche. 
.Retrievability:. * 

Filed by name or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in locked cabinets or 
rooms and controlled by computer system software. 

Retention and disposal: 

Records located at medical facilities are retained in the office files 
until inactivation of the tumor board or the facility, then forwarded 
to facility assuming patient responsibility. 

System manager(s) and address: 

Commanders of armed forces medicar facilities. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Requests must include full name, Social Security Number of 
sponsor, accession number. 

Record access procedures: ; 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual- concerned may be 
obtained from the System Manager and are published in "Air Force 
Regulation 12^35. 

Record source categories: 

Information obtained from medical, institutions and from source 
documents such as reports. ' 
Exemptions claimed for the system: 
None. ' . . . . 

F160 AFSGD 

System name: 

Drug Abuse Rehabilitation Report System. 
System location: 

Headquarters United States Air Force and major command head- 
quarters. Official mailing addresses are in the Department of Defense 
directory in the' appendix to the. Air Force's systems notice. ^ 

Categories of individuals covered by the system: 

Any active duty military personnel who are confirmed as drug 
abusers as a result of drug abus^ urinalysis testing. These individuals 
are not patients as defined in 42 USC 300s-3(6). 

Categories of records in the system: 

File contains Drug Abuse ReHabilitation Reports in Electrical 
Message Form in which demographic data, urine testing results and 
abuser disposition are detailed. 

Authority for maintenance of the system: . 

Pub, L. 91-513 as applied to Federal agencies by Section 2b of 
Executive Order 11599, June 17, 1971, Comprehensive Drug Abuse 
Prevention and Control Act of 1970. 

iPurpose(s): ^ . 

At HQ USAF to provide statistical data for required reports to 
Department of Defense (DOD) and. to the* Special Action Office on 
Drug Abuse Prevention, White House; to perform epidemiologic and 
statistical studies for use in evaluating the effectiveness of Air Force 
urinalysis testing programs; to provide information for answering 
congressional inquiries. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders and card files. 
Retrievability: 

Filed by Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and are 
controlled by personnel screening. 
Retention and disposal: 

Retained in office files for fifteen years after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating or 
burning. 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force, 
Washington DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. . 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from medical institutions. 

Exemptions claimed for the system: 

None. 

F160 AFA A 

System name: 
Cadet Hospital/Clinic Records. 
System location: 

United States Air Force Academy (USAF Academy), CO 80840- 
5000. 

Categories of individuals covered by the system: 
USAF Academy Cadets. 
Categories of records in the system: 

Daily roster of cadets hospitalized and report of cadet visits to the 
cadet clinic. 

Authority for maintenance of the system: 

10 U.S.C. 9331, Establishment; Superintendent; faculty. 

Purpose(s): 

Information collected to notify concerned individuals of status of 
hospitalized cadets.. Used to provide Superintendent, Hospital Com- 
mander and staff. Commandant and staff a daily report of number 
and status of cadets hospitalized; concerned personnel can note 
trends in hospitalization in terms of numbers of cadets hospitalized, 
length of stay, and nature of medical problems being treated. Report 
of visits to cadet clinic is used by the Cadet Wing Airmanship 
Division to monitor cadet activity for ground safety programs; Ath- 
letics uses it to monitory excusals from physical education and to 
evaluate injury rates, and the Individual uses it to justify time away 
from classes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the Air 
Force's compilation of system of record notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Retrieved by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Clinic copy 
is under the direct control of Noncommissioned Officer in Charge of 



Administrative Services. Distribution is made only to authorized rep- 
resentatives of Cadet Wing Airmanship Division and Athletics. 
Retention and disposal: 

Records are retained in office files for one year after annual cutoff 
then destroyed. Report of Clinic Visit are retained in office files for 
three months or until purpose has been served, whichever is sooner, 
then destroyed. Records are destroyed by tearing into pieces, shred- 
ding, pulping, macerating or burning. 

System manager(s) and address: 

Commander, USAF Academy Hospital, USAF Academy, CO 
80840-5000. 

Notification procedures: 

Individuals seeking to determine whether this system of records 
contains information on them should address written inquiries to the 
USAF Academy Hospital/SGR, USAF Academy, Colorado Springs, 
CO 80840-5300, ATTN; Medical Release of Information Clerk, and 
should include full name and date of hospital admission. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written requests to the Commander, 
USAF Academy Hospital, USAF Academy, CO 80840-5000. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35, Air Force Privacy Act 
Program; 32 CFR part 806b; or may be obtained from the system 
manager. 

Record source categories: 

Information obtained from medical institutions, the individual, phy- 
sicians and/or medical technicians. 
Exemption claimed for the system: 
None. 

F160ARPCA 

System name: 

Physical Examination Reports Suspense File. 
System location: 

Air Reserve Personnel Center, Denver, CO 80280. 
Categories of individuals covered by the system: 
Air Force Reserve personnel. 
Categories of records in the system: 

Incomplete reports of physical examinations, correspondence to 
and from reservists/individuals. 
Authority for maintenance of the system: / 

10 use 275, Personnel Records as implemented by Air Force 
Regulation (AFR) 60-43, Medical Examination and Medical Stand- 
ards and Air Reserve Personnel Center Regulation 45-7, Annual 
Survey. 

Purpose(s): 

Information in files is used to provide control of reservists/individ- 
ual medical status. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: . 

Maintained in file folders. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system, ' by 
person(s) responsible for servicing the record system in performance 
of their official duties and by commanders of medical centers and 
hospitals. Records are protected by guards. 

Retention and disposal: 

Retained in suspense file until completed, then filed in the individ- 
ual health record. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), Denver,- CO 
. 80280. 
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Notification procedure: 

Requests from individuals should be addressed to the Documenta- 
tion Management Officer, ARPC/DAD, Denver, Colorado 80280. 
Written requests for , information should contain full name, SSN, 
current mailing address and, if known, the case (control) number on 
correspondence received from ARPC. Records may be reviewed in 
the Records Review Room,, Air Reserve Personnel Center, Denver, 
Colorado between 8 a.m. and 3 p.m. oil: normal workdays. Visitors 
wishing to see their records should provide a current Reserve identi- 
fication card and/or drivers license and some verbal information that 
could verify the person's identification. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DAD, Denver, Colorado 
80280; telephone (303) 370-4667. (Toll Free 1-800-525-0102 Ext 206) 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned niay be 
obtained from the System Manager. 

Record source categories: . 

Information from examining facilities, physicians (military and ci- 
vilian, and summary of physician's evaluation). 
Exemptions claimed for the system: 
None. 

F160 DODMERB A 

Systeni name: 

Department of Defense Medical Examination Review Board Medi- 
cal Examination Files. 
* System location: 

Department of Defense Medical Examination Review Board 
(DODMERB) US Air Force Academy, CO 80840-6518 and Camp 
Hill, PA. 

Categories of individuals covered by the system: 

All applicants to the five service academies, the Four Year Re- 
serve Officer Training Corps (ROTC) Scholarship Program, Uniform 
Services University of Health Sciences (USUHS), Army, Navy, Air 
Force College Scholarship Program (CSP). 

Categories of records in the system: 

Report of the Medical Examination, Report of Medical History, 
Report of Dental Examination, to include dental x-rays and any 
associated civilian forms or medical tests that have been accom- 
plished; may also contain personal correspondence between the 
DODMERB and the applicant, parents/guardian concerning the ap- 
plicant's medical history or qualification status. 

Authority for maintenance of the system: 

10 use 133, Executive department. 

Purpose(s): 

The medical examination in computer form is used to determine 
medical acceptability for one or more of the five military service 
academies or the ROTC, USUHS, CSP for the Air Force, Army and 
Navy ROTC. The computer also produces products to advise each 
program manager of initial status and all update actions on the 
applicant. 

Routine uses of records maintained in the system^- including catego- 
ries of users and the purposes of such uses: 

Medical consultations concerning may be necessary with ijarehts/ 
legal guardians may be necessary to clarify/explain applicant's medi- 
cal status. Examinations may be released to civilian contract agents 
of the government and private physicians associated with medically 
certifying applicants for military service. Records from this system, of 
records may be disclosed for any of the blanket routine uses pub- 
lished by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Stored in computer and electronic digital imaging storage system. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Computer is in 
a controlled area with restricted access and data is protected by 
computer system software. 

Retention and disposal: 



A paper copy of medical and dental records will be generated by 
computer on all appointed candidates and will be forwarded to each 
program the applicant is medically certified for. Computer and opti- 
cal disk files for all applicants will be retained for five years. 

System manager(s) and address: 

Department of Defense Medical Examination Review Board, US 
Air Force Academy, CO 80840-6518. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records' and for contesting' and 
appealing initial determinations by the individual cbncemed may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-.35. 

Record source categories: 

Information obtained from medical institutions. 

Exemptions claimed for the system: 

None. 

F160 MPC A 

System name: 
Medical Assignment Limitation Record System. 
System location: 

HQ AFMPC/SG, Randolph Air Force Base, TX 78150. 

Categories of individuals covered by the system: 

All Air Force members whose cases have been presented to a 
Medical Evaluation Board and were returned to duty by Medical 
Evaluation Board or Physical Evaluation Board action and have 
been assigned an Assignment limitation Code 'C* 

Categories of records in the system: 

Medical Evaluation Board, Report of Medical Examination, 
Report of Medical History, Narrative Summary, Clinical Record 
Consultation Sheet, Electrocardiographic Record, etc. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and implemented by Air Force Regulation 35-4, Physi- 
cal Evaluation for Retention, Retirement and Separation; 36-20, Offi- 
cer Assignments, and 39-1 1, Airmen Assignments. 

Purpose(s): 

To determine if previous action has been taken by the System 
Manager, and what the previous disposition was.. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may. be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and' 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. 
Retention and disposal: 

Retained in office files for two years -or no longer needed for 
reference, then destroyed by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System manager(s) and address: 

AFMPC Surgeon, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 
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The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions. 

Exemptions claimed for the system: 

None, 

F160SGA 

System name: 

Aircrew Standards Case File. 
System location: 

HQ AFMSC/SGPA, Brooks Air Force Base, TX 78235. 

Categories of individuals covered by the system: 

This record system is maintained on all Air Force members who 
have been considered for medical waiver for flying duty due to 
conditions defined as serious illness or for waiver for flying training. 

Categories of records in the system: 

The record system contains members' Report of Medical Examina- 
tion, Report of Medical History, Narrative Summary, Aeromedical 
Evaluation, Electrocardiographic Record, Clinical Record Consulta- 
tion Sheet, and USAF School of Aerospace Medicine Evaluation 
Report (if accomplished). 

Authority for maintenance of the system: 

10. use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, as implemented by Air Force Regulation (AFR) 160- 
43, Medical Examination and Medical Standards. 

Purpose(s): 

Used to determine if a previous action has been taken, if a prece- 
dent exists for granting a waiver for a specific medical condition, and 
to provide a scientific basis to justify and improve waiver policies. 
^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from' this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in microform and on computer. 

Retrievability: 

Filed by name. 

Safeguardis: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

HQ AFMSC/SGPA, Brooks Air Force Base, TX 78235. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical, institutions. 

Exemptions claimed for the system: 

None. 

F161AFSGA 

System name: 

Air Force Aerospace Physiology Training Programs. 
System location: 

Chamber Flight Records located at USAF School of Aerospace 
Medicine, Data Sciences Branch (USAFSAM/BRR), Brooks Air 
Force Base, TX 78235. Physiological Training Monthly Report at 



each AF Physiological Training Unit ( PTU), HQ USAFSAM/EDB, 
Brooks Air Force Base, TX 78235; Physiological Training Records 
at AF PTUs; Individual Physiological Training Records for aircrews. 
Individual Physiological Training Records for non-aircrew personnel 
at consolidated flight record custodians at Air Force installations and 
National Personnel Records Center, Military Personnel Records, 
9700 Page Boulevard, St, Louis, MO 63132. 

Categories of individuals covered by the system: . 

All Aircrew and non-aircrew personnel required to fly on Air 
Force aircraft. 

Categories of records in the system: 

Used for records accounting and research. Contains data on attend- 
ance at formal training, type of course received, quality performance, 
training flight profiles, location of training, age, height, weight and 
sex of trainees. 

Authority for maintenance of the .system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, as implemented by Air Force Regulation (AFR) 50-27, 
Air Force Aerospace Physiological Training Program and AFR 160- 
40, Administration of the Aerospace Physiological Training Program. 

Purpose(s): 

Authenticate type of training, location and trainees performance 
during course. Flight profiles (altitude chamber) and any reactions 
occurring during flight are maintained by each PTU for future, au- 
thentication of training. Additional authentication is provided flight 
managers and scheduling officers and copies of flight profiles and 
reaction data are provided USAFSAM for research. A compilation 
of select data is forwarded to appropriate Conimand Coordinator for 
Physiological Training for management purposes, USAFSAM/EDB 
and the Data Sciences Division (USAFSAM/BRR) for analysis and 
research, and to the Air Force Medical Service Center, HQ 
AFMSC/SGPA, Brooks Air Force Base, Texas 78235 for manage- 
ment and research. Data for specific reactors to low pressure are 
handled as medical records with additional distribution to appropriate 
MAJCOM Surgeon/SGP for information and possible, corrective 
action, to USAFSAM/EDB/VNT for research and analysis, and to 
HQ AFMSC/SGPA for policy/management/statistical/research 
analysis. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. • 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Record of training, records of individuals in a given class, altitude 
flight profiles, combined data of all individuals trained each month, 
and data on technicians providing the training are maintained in .file 
folders, and in visible file cabinets. 

Retrievability: 

Data relative to reactors to low pressure, management analysis 
procedures filed by SSN. Authentication of training filed by name. 
Safeguards: 

•Records are. accessed by commanders of medical centers and hos- 
pitals and by custodian of the record system. 
Retention and disposal: 

Chamber Flight Record at USAFSAM retained . until entered into 
computer files, until superseded, obsolete, no longer needed for refer- 
ence, then destroyed by tearing into pieces, shredding, pulping, mac- 
erating, or burning. Physiological Training Monthly Report (original) 
at HQ Air Force Medical Service Center retained in office files until 
superseded, obsolete, no longer needed for reference, or on inactiva- 
tion, then destroyed by tearing into pieces, shredding, pulping, mac- 
erating, or burning. Copies at other than HQ AFMSC retained in 
office files until superseded, obsolete, no longer needied for reference, 
or on inactivation, then destroyed by tearing into pieces, shredding, 
pulping, macerating, or burning. Physiological Training Record after 
6 years; Individual Physiological Training Records for non-flying 
personnel retained as a part of individual medical record until 
member separates from active or Reserve duty. For flying personnel, 
record is retained in flight records arid turned over to individual after 
discharge, separation, retirement. - 

System manager(s) and address: 

Commander, Air Force Medical Service Center. 

Notification procedure: 
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Requests from individuals should be addressed to the System Man- 
ager, Attention Chief Aerospace Physiology HQ AFMSC/SGPA, 
Brooks Air Force Base, Texas 78235. Students should provide full 
name, military status, approximate date and last location of training; 
officers and technicians assigned AF Aerospace Physiology Pro- 
grams provide full name and location of last training. Requesters may 
visit Air Force Medical Service Center. Proof of identity is by 
government ID Card for actiye/retired, driver's license for others. 

Record access proc^ures: ' 

Individual' caii obtain assistance in gaining' access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by. the individual concerned may be 
obtained from the System Manager! ' 

Record source categories: 

Physi9logical Training Unit (PTU). 

Exemptions claimed for the systein: 

None. 

fi6i:afsgb 

System name: 
^Compression Chamber; Operation. 
System location: ' 

'Treatirient Records (original) retained in individual health records 
at Air Force hospitals, medical centers and clinics as part of health 
record or ' National Personnel Records Center, Civilian Personnel 
Records, 111 .Winnebago. Street, St. Louis, MO 63118. First copy 
retained at USAF School of Aerospace Medicine, Hyperbaric Medi- 
cine Division (USAFSAM/HM), Brooks Air Force Base, TX 78235. 
Other copies at Air' Force Medical Service Center, major command 
headquarters, and individual Physiological Training Unit (PTU) 
having Compression Therapy capability. Compression Chamber Op- 
erations' Record is retained at PTUs having Compression Therapy 
capability; Compression Chamber Reactor Case Report (original) at 
Air Force hospitals, medical centers and clinics as part of health 
record or National Personnel Records Center, Civilian Personnel 
Records, 111 Winnebago Street, St.' 'Louis, MO 63118. First copy 
retained at USAFSAM/HM. Other copies Headquarters Air Force 
Medical Service Center, major command headquarters, and individ- 
ual PTUs having Compression Therapy capabilities, Oxygen Sensitiv- 
ity Tolerance/Pressure Test National Personnel Records Center, at 
Air Force hospitais, medical centers and clinics as part of health 
record or Civilian "Personnel Records, 111, Winnebago Street, St. 
Louis, MO 63118. ' 

Categories of individuals covered by the' system: 

Officers/technicians performing treatments (normally medical doc- 
tors, aerospace physiologists/physiological training technicians); pa- 
tients who' are Active duty military personnel, retired Air' Force 
military personnel, dependents of miHtary personnel, dependents of 
retired military and civilians treated on an emergency basis.' 

Categories of records in the system: * ' 

Treatment records of patient and records of personnel conducting 
treatment. Records of exposure to high pressure profiles are main- 
tained for patient and personnel conducting treatment. Records of 
training diyes are maintained on officers and .technicians performing 
treatment dives as well as their physical capability/tolerance to per- 
form in subsequent treatment dives/procedures. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers .and duties; 
delegation by; and Chapter 55, Medical and Dental Care, as imple-' 
mented by Air . Force Regulation (AFR) 161-21, Use of Hyperbaric 
(Compression) Chambers for Therapy and AFR 161-27, Hyperbaric 
Chamber' Operations. 

PurposeCs): . ' ' 

i Provide an exact record for a patient treated by compression 
therapy and documents reactions of the patient's response to high 
pressure. Protects the patient by insuring that overexposure to .high 
pressure does not occur. Records are maintained on persons perform- 
ing treatments becausejhey . are exposed to the same treatment pro-r 
files as their patients and to insure their capability of performing 
treatment and to determine in advance that they are no physiologic 
physiologically susceptible to potential hazards of treatment. Catego- 
ry of user: Physicians, aerospace physiologists and technicians. 
Records are also provided to USAF Compression Therapy Center, 
USAFSAM/HM, Brooks Air Force Base, TX and the Air Force 
Medical Service Center, HQ AFMSC/SGPA, Brooks Air Force 
Base, Texas for research and statistical analysis, and management 



effectiveness. Records maintained on technicians/officers conducting 
procedures are maintained at treatment site to insure overexposure to 
high pressure does not occur and to determine professional adequacy 
to participate in treatment dives. Records involving officers/techni- 
cians performing treatment are provided MAJCOM/SGP, USAF 
School of Aerospace Medicine, Hyperbaric Medicine Center (USAF- 
SAM/HMDB) and HQ AFMSC/SGPA for statistical analysis,' re- 
search and management effectiveness considerations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders and visible file binders/cabinets. 
Retrievability: . 

Patients records filed chronologically by subject. 
Safeguards: i 

Records are accessed by commanders of medical centers and . hos- 
pitals and by custodian of the record system: 
Retention and disposal: 

Treatment Records (original) retained in individual health record 
for fifty years after date of latest document and then destroyed. First 
copy and other copies at' US AFS AM. HQ AFMSC and MAJCOMs 
retained in office file's "until superseded, obsolete, no longer needed 
for reference, or on iiiactivation, then destroyed. Other copies at 
PTUs destroyed after 3 years; Compression Chamber Operation 
Record at PTUs retained in office files until superseded, obsolete, no 
longer needed for reference, or on inactivation, then destroyed. Com- 
pression Chamber Reactor Case Report (original) retained in individ- 
ual health record for fifty years after date of latest document, then 
destroyed. First copy at USAFSAM and other copies at HQ 
AFMSC and MAJCOMs retained in office files until superseded, 
obsolete, no longer needed for reference, or on inactivation, then 
destroyed. Copies at PTU retained in office files until superseded, 
obsolete, no longer needed for reference, or on inactivation, then 
destroyed. Oxygen Sensitivity Tolerance/Pressure Test retained in 
individual health record for fifty years after date of latest document, 
then destroyed. All records are destroyed by tearing into, pieces, 
shredding, pulping, macerating or burning. 

System manager(s) and address: 

Commander, Air Force Medical Service Center, Brooks Air Force 
Base, Texas.. - 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Required information for military/ex-military is full name, 
Social Security number; civilian should provide name, Social Securi- 
ty Number, location of treatrnent, and approximate" date of treatment. 
Requester may visit Air Force Medical Service Center. Proof of 
identity is by government iD'card for active/retired' military, driver's 
license for civilians. ' , 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. i • • 

Contesting record procedures: 

The Air Force*s rules for access to records and for contesting and 
appealing initial determinations'' by the' individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Physicians regarding diagnosis/treatment. , 

Exemptions claimed for the system: 

None. 

F161 AF SG C ' 

System name: 

USAF Master Radiation Exposure Registry. 
System location: 

USAF Occupational and Environmental Health Laboratory 
(AFSC), Brooks Air Force Base, TX 78235; Air Force medical 
centers, hospitals and clinics; Air Force operating locations and in- 
stallations using sources of ionizing radiation. Official mailing ad- 
dresses are contained in the Air Force Address Directory. 

Categories of individuals covered by the system: ; 
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All personnel currently enrolled in or having been monitored 
under the USAF's Personnel Dosimetry Program or on whom the 
Air Force has performed a bioassay for radioactive materials since 
1960. This includes Air Force military and civilian employees; mili- 
tary and civilian employees of other Components and the Depart- 
ment of Defense; and some employees of other federal agencies and 
civilian contractors. 

Categories of records in the system: 

Personal radiation dosimetry (film badge or thermoluminescent 
dosimeter) results in monthly and lifetime cumulative periods and 
results of bioassays for radioactive materials in the body. 

Authority for maintenance of the system: 

Section 20.401(a) and (c), Title 10, Chapter I, Code of Federal 
Regulations (10 CFR 20.401(a)(c)) as directed by Executive Order 
12196, 29 CFR 1910.96(b)(2)(iii), (n) and (o), implemented by Air 
Force Regulation (AFR) 161-28, Personnel Dosimetry Program and 
the USAF Master Radiation Exposure Registry. 

Purpose(s): 

USAF Occupational and Environmental Health Laboratory 
(OEHL): - To maintain a cumulative record of occupational exposure 
to ionizing radiation on each radiation worker monitored under the 
USAF's personnel dosimetry program as required by Public Law; to 
provide a copy of an individuals record to any future employer of 
that individual who makes a proper request for it as provided for by 
law; to provide individuals a copy of their Air Force occupational 
radiation exposure history; to provide information about an individ- 
ual's ionizing radiation exposure history to medical personnel respon- 
sible for radiation safety and the individual's health care, and the 
individual's supervisor; to provide information about radiation expo- 
sures resulting from radiation accidents or incidents to authorized 
investigators of such events and the Nuclear Regulatory Commission 
(NRC) or Department of Labor, Occupational Safety and Health 
Administration (DOL/OSHA); for use in epidemiological and statisti- 
cal studies to determine the effectiveness of Air Force-wide radiolog- 
ical health programs, trends in exposure doses, exposure experiences 
of selected occupational groups and similar studies. Medical person- 
nel: - To determine the requirements for occupational physical exami- 
nations and assess whether an individual's medical condition may be 
related to his or her radiation exposure; to use in formulating recom- 
mendations to supervisors on requirements to remove or limit an 
individual from further work with ionizing radiation sources; to de- 
termine the need for investigation of workplace environments for 
abnormal radiation exposure conditions; to formulate recommenda- 
tions for modifications of facilities, equipment or procedures to limit 
workers' radiation exposures to as low as reasonably achievable; to 
assist in developing worker education programs on local radiation 
hazards. Employees' supervisors: - To determine whether employee 
can continue to work in a given radiation environment; to determine 
radiation exposures to personnel associated with a given task; to 
implement improvements in facilities, equipment, or procedures to 
reduce worker exposures to as low as reasonably achievable; to assist 
in local worker education about occupational radiation hazards. Indi- 
viduals: - To be aware of their lifetime radiation exposures and aid in 
making personal judgments about the occupational radiation hazards 
of their environment and in fulfilling their individual responsibilities 
for riadiation safety. Investigators of radiation accidents or incidents: - 
To assist in determining the possible causes of such an event and 
recommended measures to prevent recurrence; to determine the se- 
verity of the event and possible long term consequences to individ- 
uals involved in it or future similar events. NRC and DOL/OSHA: - 
To use in formulating or enforcement of national policies and regula- 
tions for protection of workers from ionizing radiation sources in 
their occupational environment. Future employers: - To use as the 
basis for continuing the lifetime cumulative record on individuals as 
required by Public Law and to use for all purposes for which the 
current employer uses these records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

At USAF OEHL, on computer disks and computer paper print- 
outs; at installation level, on computer paper printouts provided by 
USAF OEHL. . 

Retrievability: 

Filed by Social Security Number (SSN); retrievable by name or 
•SSN. 



Safeguards: 

Records at USAF OEHL are accessed by custodian of the record 
system and persons responsible for servicing the record system in 
performance of their official duties and are controlled by computer 
system software and personnel screening. Records at installations are 
accessed by medical personnel in performance of their official duties. 
Records are controlled by personnel screening. 

Retention and disposal: 

Records are permanent at USAF OEHL. Latest cumulative histo- 
ry entered in an individual's medical record is retained for the life of 
the medical record. Records retained by installation medical person- 
nel and supervisors for one year, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System managers) and address: 

Air Force Medical Service Center, Aerospace Medicine Consult- 
ants Division, Directorate of Professional Services (HQ AFMSC/ 
SGPA, Brooks Air Force Base, TX 78235). 

Notification procedure: 

Requests from individuals or persons to whom release of records is 
authorized should be addressed to USAF OEHL/RZD, Brooks Air 
Force Base, TX 78235. Information required for identification of an 
individual record is: Full name, SSN and Service Number(s) if differ- 
ent from SSN. If the request is from other than the individual to 
whom the records pertain, a signed authorization by the individual to 
release the records to the requester^is required. 

Record access procedures: \ 

The Air Force rules for contesting contents and appealing initial 
determinations are in Air Force Regulation. 12-35, and may be ob- 
tained from the System Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from previous employers; other components 
and civilian or government agencies responsible for conducting a 
radiation protection program and personnel dosimetry at an individ- 
ual's workplace; and medical institutions. 

Exemptions claimed for the system: 

None. 

F162AFSGA 

System name: 
Dental Health Records. 
System location: 

Air Force hospitals, medical centers and clinics; other authorized 
medical units serving military personnel and/or dependents; Air 
Force Military Personnel Center, Randolph Air Force Base, TX 
78148; National Personnel Records Center, Military Personnel 
Records, 9700 Page Blvd, St Louis, MO 63132, National Personnel 
Records Center, Civilian Personnel Records, 111 Winnebago Street, 
St. Louis, MO 63118. ' 

Categories of individuals covered by the system: 

Active duty and retired Air Force military personnel; Air Force 
Academy nominees/applicants; family members of military and re- 
tired personnel; foreign Nationals residing in the United States; 
American Red Gross personnel; other DOD civilian employees, 
Peace Corps and State Department personnel; Exchange Officers. 

Categories of records in the system: 

Chronological record of all care received in military dental facili- 
ties. This is primarily a record of all treatment received on an 
outpatient basis with supporting documentation such as consultations, 
dental history, laboratory, and x-ray reports; the record also includes 
temporary copies of appointment slips and attendance records until 
entered in the record. 

Authority for maintenance of the system: 

10 use. Chapter 55, Medical and Dental Care. 

Purpose(s): 

Chronological record of patient's dental health while authorized 
care in a military dental facility. Used by patient for further dental 
care, other uses such as insurance requests or compensation claims as 
specifically authorized by the patient. Used by dentist for further 
dental care of the patient, research, teaching. Used by other Patient 
Care Providers within the hospital for further mediical/dental care of 
the patient, research, teaching. Used by Hospital and Dental Staff for 
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evaluation of dental staff performance in the dental care rendered; 
dental research; teaching; hospital accreditation; preparation of statis- 
tical reports. Used by Army-Navy-VA-PHS-any other hospital, 
clinic, for further dental care of the patient if he is currently under- 
going treatment there. Record is released only upon receipt of the 
patient's signed authorization or a court order. Insurance companies 
require the patients' written consent for release. Used for establishing 
insurance benefits or payment of benefits. Used by other Air Force 
Agencies such as Central Tumor Registry which maintains files on 
all patients in whom a malignancy has been diagnosed. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Used by other 
Federal and State Agencies such as the Veterans' Administration and 
Department of Labor (workmen's compensation) for adjudication of 
claims; reporting communicable disease or other conditions required 
by law; attorneys and courts for litigation purposes. • » 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders,: note books/binders, visible file binders/ 
cabinets, card files, on x-ray film, and as photographs. 
Retrievability: 

Filed by name, Social Security Number (SSN), or Military Service 
Number. 
Safeguards: 

Records are accessed by commanders of medical centers and hos- 
pitals, custodian of the record system and by person(s) responsible 
for servicing the record system in performance of their official duties 
who are properly screened and cleared for need-to-know. Records 
are stored in locked cabinets or rooms, protected by guards, and 
controlled by personnel screening. 

Retention and disposal: 

Records for military personnel are retained for fifty years after 
date of last document; for all others, twenty-five years. While on 
active duty, the Health Record of a US military member is main- 
tained at the dental unit at which the person receives treatment. On 
separation/retirement the records are forwarded to National Person- 
nel Records Center (NPRC/MPR) or other designated depository; 
such as Air Reserve Personnel Center, if reservist; to appropriate 
state National Guard unit, if National Guard member, to appropriate 
Veterans Administration Regional Office, if VA claim has been filed. 
Records of other personnel may be handcarried or mailed to the next 
military medical facility at which treatment will be received, or the 
records are retained at the treating facility for a minimum of 1 yiear 
after date of last treatment then retired to NPRC or other designated 
depository, such as but not limited to, Commandant (G-PO) US 
Coast Guard, Washington, DC 20593 for Coast Guard active duty 
members; Medical Director, American Red Cross, Washington, DC 
20006 for Red Cross Personnel. 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force. As- 
sistant Surgeon General for Dental Services USAF; commanders of 
medical centers, hospitals, clinics, medical aid stations. 
. Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. Complete name, social security number of individual 
through whom eligibility for care is established, year in which treat- 
ment was received, location treatment was received, whether treat- 
ment was on an inpatient or outpatient basis. Above SYSMAN- 
AGERS or in the case of Air Force medical facilites, the Registrar's 
office of the hospital. An appropriately signed authorization for the 
release of the information is required. Individual's complete name and 
social security number of individual through whom eligibility for 
care is established. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notice. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual' concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from medical institutions. 

Exemptions claimed for the system: 



None. 

F162SGA 

System name: 

Dental Personnel Actions. 
System location: 

U.S. Air Force Surgeon General, Office of the Assistant Surgeon 
General for Dental Services, Boiling AFB, Washington, DC 20332. 
(HQ USAF/SGD). 

Categories of individuals covered by the system: 

All individuals who are or have been associated with the Air 
Force Dental Service. 

Categorieis of records in the system: 

General correspondence relating to dental personnel actions; in- 
cluding but hot hmited to awards and decorations, letters of appre- 
ciation or congratulation, favorable or unfavorable communications, 
promotion letters, retirement letters, resignation letters, specialty 
board certificates, chief dentists badge selection board, moonlighting 
program, military assistance program. Air Forces personnel listings, 
AFSC Prefix - Awards (A&W), Dental Consultant program. Uni- 
formed Services University of Health Sciences (USUHS), administra- , 
tion of office personnel. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force; powers and duties; 
delegation by and 8067(b), Designation; officers to perform certain 
professional functions. 

Purpose(s): 

Supporting documentation for Air Staff for establishing policies 
and procedures on professional personnel activities for the Air Force 
Dental Service. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the 'Aii" Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, visible file binders/ 
cabinets, card files and oh computer paper printouts. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are screened and cleared for need-to- 
know. Records are stored in locked cabinets or rooms, protected by 
guards and controlled by personnel screening. 

Retention and disposal: 

Records are retained in active file for two years or until purpose 
has been served, then destroyed, by tearing into pieces, shredding, 
pulping, macerating or burning 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force. As- 
sistant Surgeon General for Dental Services HQ USAF. Official 
mailing addresses' are in the appendix to the Air Force's systems 
notices. 

Notification procedure: 

Requests from individuals should be addressed to the System .Man- 
ager and should show complete name. Social Security Number and 
military status of individual requesting information. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the appendix to the Air Force's 
systems notice. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from medical institutions, automated system 
interfaces and source documents (such as reports) prepared on behalf 
of the Air Force by boards, committees, panels, auditors, and so 
forth. 

Exemptions claimed for the system: 
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None. 

Fi68 AF SG A 

System name: 

Automated Medical/Dental Record System. 
System location: 

At Air Force medical centers, hospitals and clinics, major com- 
mand headquarters and separate operating agency headquarters, Air 
Force Data Service Center, Air Force Medical Service Center, 
USAF School of Aerospace Medicine, and USAF School of Health 
Care Sciences. Official mailing addresses are in the Department of 
Defense directory in the iappendix of the Air Force's Systems notice. 

Categories of individuals covered by the system: 

Any individual who is hospitalized in, is dead on arrival at, or has 
received medical or dental care at an Air Force medical treatment 
facility. Individuals who have received medical care at other DOD 
or civilian medical facilities but whose records are maintained at or 
processed by Air Force medical facilities. Any military active duty 
member who is on an excused-from-duty status, on quarters, on 
subsistence elsewhere, on convalescent leave, meets Medical Evalua- 
tion Board (MEB) or a Physical Evaluation Board (PEE) on an 
outpatient basis or who is hospitalized in a non-federal hospital and 
for whom an Air Force medical facility has assumed administrative 
responsibility. Any individual who has undergone medical or dental 
examinations at any Air Force medical facility (or who has under- 
gone medical examinations at other medical facilities and whose 
records are maintained or processed by the Air Force), e.g., preem- 
ployment examinations and food handlers examinations, or who has 
otherwise had medical or dental tests performed at any Air Force 
medical facility. 

Categories of records in the system: 

Files consist of automated records of treatment received and medi- 
cal/dental tests performed on an inpatient/outpatient basis in military 
medical treatment facilities and of military members treated in civil- 
ian facilities. These records may include radiographic images and 
reports, electrocardiographic tracings and reports, laboratory test 
results and reports, blood gas analysis reports, occupational health 
records, dental radiographic reports and records, automated cardiac 
catheterization data and reports, physical examination reports, patient 
administration and scheduling reports, pharmacy prescriptions and 
reports, food service reports, hearing conservation tests, cardiovascu- 
lar fitness examinations and reports, reports of medical waivers grant- 
ed for flight duty, and other inpatient and outpatient data and re- 
ports. They may contain information relating to medical/dental ex- 
aminations and treatments, innoculations, appointment and scheduling 
information, and other medical and/or dental information. Subsys- 
tems of the Automated Medical/Dental Data System include: Air 
Force Clinical Laboratory Automation System (AFCLAS)/TRILAB 
I; Automated Cardiac Catheterization Laboratory System (ACCLS); 
Computer Assisted Practice of Cardiology (CAPOC) System; 
DATA STAT Pharmacy System (Formerly PROHECA); Occupa- 
tional Health and Safety System; Patient Appointment and Schedul- 
ing System (PAS); Tri-Laboratory System (TRILAB); Tri-Pharmacy 
System; Tri-Radiology System (TRIRAD); Health Evaluation and 
Risk Tabulation (HEART). 

Authority for maintenance of the system: 

10 use Chapter 55, Medical and Dental Care. 

Purpose(s): 

Used as a record of patient's medical/dental health, diagnosis, and 
treatnient and disposition while authorized care. Used to help deter- 
mine individual's qualification for duty, for security clearances and 
for assignments. Used by an individual or his legal representative for 
further medical care, legal purposes, or other uses such as insurance 
requests or compensation claims when specifically authorized by the 
patient. Used by physicians/dentists and other health care providers 
for further care of the patient, research, teaching, and legal purposes. 
Used by medical treatment facility staff for evaluation of staff per- 
formance in the care rendered; for preparation of statistical reports; 
for reporting communicable diseases and other conditions required 
by law to federal and state agencies. Used by Army, Navy, Veterans 
Administration, Public Health Service or civilian hospitals for contin- 
ued medical care of the patient. Used by insurance companies, (only 
with the patient's written consent for release); for arbitrating insur- 
ance claims. Used by other Federal agencies such as Veterans Ad- 
ministration and Department of Labor (Workmen's Compensation) 
for adjudication of claims; for reporting communicable diseases or 
other conditions required by law. Used to provide input to other 
DOD medical records systems including the Medical Records 
System (F168 AF SG C), the Dental Health Records System (F162 
AF SG A) and other DOD agencies (e.g., Arniy and Navy) when 



such agency is normally by the primary source or repository of 
medical information about the individual. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Data maintained primarily on magnetic tape or disks. May also be 
maintained, in file folders, on computer paper printouts or punched 
cards, on roll microfilm or microfiche. 

Retrievability: 

Filed by Social Security Number (SSN) of the individual or his/ 
her sponsor in combination with the Family Member Prefix (FMP). 
The FMP describes the relationship of the patient to his sponsor, 
e.g., second oldest dependent child, spouse, self, etc. May also be 
retrieved by the individual's name or by other identification or 
system number such as inpatient register number, laboratory acces- 
sion number, or pharmacy prescription number. . 

Safeguards: 

Records are accessed by medical records custodians . or other 
person(s) responsible for maintaining the record system in perform- 
ance of their official duties, by commanders of Air Force medical 
treatment facilities or by personnel authorized by the medical records 
custodian(s), i.e., administrative employees. Peer Review and Utiliza- 
tion Review committees, etc. Records are controlled by computer 
system software including the use of pass words or other user identi- 
fication system, and by limiting physical access to the computer and 
computer terminals. Except when under direct physical control of 
authorized individuals, records will be stored in locked rooms or in 
locked cabinets. Records are accessed by authorized personnel who 
are properly screened and cleared for a need to know. 

Retention and disposal: 

Computer files are retained for variable lengths of time depending 
upon the type of information involved and the size and mission of the 
medical treatment facility. Retention time may vary from one day to 
ten years. Records are disposed of by erasure of the magnetic com- 
puter records and destruction of the computer related worksheets on 
paper, film, or other media by tearing, shredding, pulping, burning or 
other destructive methods. Identical medical/dental information may 
be retained for longer periods of time in other medical records 
systems (such as inpatient or outpatient charts), including the Medical 
Records System (F168 AF SG C) and Dental Health Records (F162 
AFSGA). 

System manager(s) and address: 

Major command and separate operating agency headquarters and 
Air Force Medical Service Center, commanders of USAF medical 
centers, hospitals, and clinics, USAF School of Health Care Sciences, 
Aerospace Medical Division, Brooks AFB, Texas, and the USAF 
School of Aerospace Medicine, Brooks AFB, Texas. Official mailing 
addresses are in the Department of Defense directory in the appendix 
to the Air Force Systems notice. 

Notification procedure: 

Requests from individuals should be directed to the System Man- 
ager. Requests should include complete name (including maiden 
name), sponsor's name, Social Security Number or Service Number 
of person through whom eligibility, is established, category of record 
desired, year in which treatment was provided, whether treatment 
was inpatient or outpatient. If the individual establishes eligibility 
through a sponsor other than self, the request should include the 
relationship to the sponsor, e.g., spouse, second oldest child, parent, 
etc. 

Record access procedures: 

Address requests to the System Manager. Official mailing address- 
es are in the Department of Defense Directory in the appendix to the 
Department of Air Force's systems notices. 

Contesting record procedures: ' 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information is obtained directly from the individual whenever 
practical and possible, from other individuals when necessary, e.g., 
when the patient is a child or is in coma, from other medical institu- 
tions, from automated systems interfaces, from medical records, and 
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from patient interactions with physicians and other heaUh care pro- 
viders. . . ^ , . 

Exemptions claimed for the system: 

None. 

F168 AFSGB 

System name: 

Family Advocacy Program Record. 
System location: 

Headquarters United States Air Force, Office of the Surgeon Gen- 
eral, Washington, DC 20330-6118; Headquarters Air Force Office of 
Medical Support, Directorate of Professional Affairs and Ouality 
Assurance, Air Force Family Advocacy Program, Brooks Air Force 
Base, San Antonio, TX 78235-5000; Major Command Surgeon's 
office, and Air Force Hospitals, medical centers and clinics. Official 
mailing addresses are published as an appendix to. the Air Force's 
compilation of systems notices. 

Categories of individuals covered by the system: 

All family members entitled to care at Air Force medical and 
dental facilities whose exceptional medical or educational conditions 
or family maltreatment is brought to the attention of appropriate 
authorities and all persons suspected of perpetrating maltreatment. 

Categories of records in the system: 

Medical records of family members exceptional medical and/or 
educational needs or suspected and established cases of family rnalr 
treatment, investigative reports, correspondence, family advocacy 
case management team minutes and reports, follow-up and evaluation 
reports, and any other supportive data assembled relevant to individ- 
ual family advocacy program records. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and Duties; 
delegation by; as implemented by Air Force Regulation (AFR) 160- 
38, Air Force Family Advocacy Program, and Executive Order 
9397. ' . - 

Purpose(s): 

Used in the performance of official duties reliating to health and 
medical treatment of members of the uniformed services, civilians, 
and dependents receiving medical care under Air Force auspices; 
performance of research and compilation of statistical data. Used by 
other components of the Department of Defense in the performance 
of official duties relating to the coordination of family advocacy 
programs, medical care and research concerning family maltreatment 
and neglect and exceptional educational or medical conditions.'- 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation apply to this 
system. ■ ^' 

Disclosure is authorized to any member of the family in whose 
sponsor's name the file is maintained, in furtherance of treating any 
member of the family. < ' ■ ' ! . 

Used by the Attorniey. General- of the United States 'or his author- 
ized representatives in connection with litigation, or other matters 
under the direct jurisdiction of the Depairtment of Justice. 

To officials and employees of the Veterans Administration in the 
performance of their official duties relating to the adjudication of 
veterans claims and in providing medical care to members of the Air 
Force. ' " : ' ; 

To officials' and employees of other . departments and agencies of 
the "Executive Branch of government upon request in the perform- 
ance of, their official duties relating to review of the official qualifica- 
tions and medical history of applicants and erhployees who are cov- 
ered by this record system and for the conduct of research studies 
and relating to the coordination of family advocacy programs, medi- 
cal care and research concerning family maltreatment and neglect 
and exceptional educational or medical conditions. 

To private organizations- (including educational institutions) .and 
individuals for authorized health research in the interest of the Feder- 
al government and the public. When not considered mandatory, 
patient identification data shall be eliminated from records used for 
research studies. 

To officials and employees of the National Research Council in 
cooperative "studies of the National History of Disease; of prognosis 
and of epidemiology. Each study in which" the records of members 
and former members of the Air Force are used must be approved by 
the Surgeon General of the Air Force. 

"To officials and employees. pf local and state governrnents and 
agencies in the performance of their official duties pursuant to the 
laws and regulation's; governing local control of communicable dis- 



eases, preventive medicine and safety programs, child abuse and 
other public health and welfare programs. 

Used by federal, state or local governmental agencies when appro- 
priate in the counseling and treatment of individuals or families with 
exceptional medical or educational needs or when involved in child 
abuse or neglect. 

To authorized surveying bodies for professional certification and 
accreditations. . 

To the individual organization or government agency as necessary 
when required by Federal statute, Executive Order, or by treaty. 

Drug/Alcohol and Family Advocacy information maintained in 
connection with Abuse Prevention Programs shall be disclosed only 
in accordance with applicable statutes. 

Note: Records of identity, diagnosis, prognosis or treatment of any 
client/patient, irrespective of whether or when he/she ceases to be a 
client/patient, maintained in connection with the performance of any 
alcohol or drug abuse prevention and treatment function conducted, 
requested, or directly or indirectly assisted by any depai-tment or 
agency of the United States, shall, except as provided herein, be 
confidential and be disclosed only for the purposes and under the 
circumstances expressly authorized in 42 U.S.C. 290dd-3 and 290ee- 
3. These statutes take precedence over the Privacy Act of 1974 in 
regard to accessibility of such records except to the individual to 
whom the record pertains. The 'Department of the Air Force "Blan- 
ket Routine Uses'* do not apply to these records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . .. 

Storage: 

Records may be stored in file folders, microfilm, or computerized 
or machine readable media. 

Retrievability: 

Records are retrieved by the Social Security Number of the spon- 
sor or guardian. . . - 

Safeguards: . 

Records are maintained in various kinds of filing, equipment in 
specified monitored or controlled access rooms or areas. Records are 
accessible only to authorized personnel that are* properly screened 
and trained, and on a need-to-know basis only. Computer terminals, 
are located in supervised areas with access controlled by password or 
other user code system. 

Retention and disposal: 

Retained in office files for five years after the end of the year in 
which case was closed, retired tO" National Personnel Record Center 
(Civilian), 111 Winnebago Street, St Louis, Missouri 63118-2001 for 
an additional 20 years. , 

System manager(s) and address: 

The Surgeon General; Headquarters. Air Force Office of Medical 
Support; Major Command Surgeons; commanders of medical centers, 
hospitals, and clinics. Official mailing addresses are published as an 
appendix tO the Air Force's compilation of systems notices. 

Notificatiori procedure: 

Individuals sieeking to determine whether this system of records 
contains information about themselves should address inquiries to the 
Family Advocacy Officer at Air Force hospital^, medical centers and 
cHnics. '• 

Requests should include name, Social Security Number of sponsor, 
and location, of incident, Official mailing addresses are published as 
an appendix to the. Air Force's compilation of systems notices. 

Record . access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address inquiries to the Patient Affairs 
Officer at Air Force medical treatment facilities. Official mailing 
addresses are published as an appendix to the Air Force's compilation 
of systems notices. 
' Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be. obtained' from the system manager. 

Record source categories: ' 

Individual to whom the record pertains, reports from physicians 
and other medical department personnel; reports and information 
from other sources including educational institutions, medical institu- 
tions, law enforcement agencies, public and private health and wel- 
fare agencies, and witnesses. / 

Exemptions claimed for the system: . 
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Parts of this system may be exempt under 5 U.S.C. 552a (k)(2) and 
(k)(5), as applicable. For additional information contact the system 
manager. 

F168 AF SG C 

System name: 
Medical Record System. 
System location: 

HQ USAF/SG, medical centers, hospitals and clinics, medical aid 
stations, National Personnel Record Centers, Air National Guard 
activities, and Air Force Reserve units. Official mailing addresses are 
in the Air Force Directory in the appendix to the Air Force systems 
notices. 

Categories of individuals covered by the system: 
Persons treated in an Air Force medical facility and active duty 
members for whom primary care is provided. 
Categories of records in the system: 

Inpatient and outpatient records of care received in Air Force 
medical facilities. Documentation includes, but is not limited to, pa- 
tient's medical history, physical examination, treatment received; sup- 
porting documentation such as laboratory and x-ray reports, cover 
sheets and summaries of hospitalization, diagnoses, procedures or 
surgery performed; administrative forms which concern medical con- 
ditions such as Line of Duty Determinations, physical profiles, Medi- 
cal Recommendations for Flying Duty. Secondary files are main- 
tained such as patient registers, nominal indices, x-ray and laboratory . 
files, indices arid registers. 

Authority for maintenance of the system: 

10 use Chapter 55, Medical and Dental Care, 10 USC 8012, 
Secretary of the Air Force; powers and duties; delegation by. 
PurposeCs): 

Used to document, plan, and coordinate the health care of patients; 
also aid in preventitive health and communicable disease control 
programs, determine eligibility and suitability for benefits for various 
programs, adjudicate claims, evaluate care rendered, teach, compile 
statistical data and conduct research. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records which 
reveal the identity, diagnosis, prognosis or treatment of any individ- 
ual for drug or alcohol abuse may only be disclosed in accordance 
with 21 USC 1175 (for drug abuse) and 42 USC 4582 (for alcohol 
abuse). Blanket routine uses do not apply in these case. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in in paper and machine-readable form. 
Retrievability: 

By name. Social Security Number (SSN) or by Military Service 
Number. 

Safeguards: 

Records are accessed by commanders of medical centers, hospitals, 
and clinics, by custodian of the record system and by person(s) 
responsible for servicing the record system in performance of their 
official duties who are properly screened and cleared for need-tb- 
know. Records are stored in locked cabinets or rooms and controlled 
by personnel screening. 

Retention and disposal: 

While on active duty, the Health Record of a US military member 
is maintained at the medical unit at which the person receives treat- 
ment. On separation or retirement, records are forwarded to National 
Personnel Records Center/Military Personnel Records (NPRC/ 
MPR) or other designated depository, such as Commandant, US 
Coast Guard for that agency's personnel, to appropriate Veterans 
Administration Regional Office if VA Claims has been filed. Records 
of outpatient treatment of non-active duty personnel may be handcar- 
ried or mailed to the next military medical facility at which treatment 
will be received or the records are retained at the treating facility for 
a minimum of 1 year after date of last treatment then retired to 
NPRC or other designated depository, such as, but not limited to, 
Medical Director, American Red Cross, Washington, DC 20006 for 
Red Cross Personnel. At NPRC records for military personnel are 
retained for 50 years after date of last documents; for all others, 25 
years. 

System mahager(s) and address: 



The Surgeon General, Headquarters United States Air Force. 
Chief of Air Force Reserve, Headquarters United States Air Force. 
Director of Air National Guard, Headquarters United States Air 
Force. Commanders of medical centers, hospitals, clinics, medical aid 
stations; Commander, Air Force Manpower and Personnel Center; 
Addresses are in the Air Force Directory in the appendix to Air 
Force system notices. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Requester must submit full name, Social Security Number (or 
Military Service Number) through whom eligibility for care is estab- 
lished, date (at least year) treatment was provided, name of facility 
providing treatment, whether treatment was as inpatient or outpa- 
tient. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Air Force Directory in the 
appendix to the Air Force system notices. 

Contesting record procedures: 

The Air Force rules for contesting contents and for appealing 
initial determinations are in Air Force Regulation 12-35. 
Record source categories: 

Physicians and Other patient care providers such as nurses, dieti- 
tians, physicians assistants. Administrative forms completed by appro- 
priate official, military or civilian. 

Exemptions claimed for the system: 

None. 

F168 AF SG D 

System name: 
Medical Service Accounts. 
System location: 

Air Force hospitals, medical centers and clinics. 

Categories, of individuals covered by the system: 

Active duty military personnel, retired military personnel, depend- 
ents of active duty, retired and deceased military personnel, and 
civilians treated in emergencies. 

Categories of records in the system: 

Hospital Invoice/Receipt/Accounts Receivable Records showing 
charges for subsistence and medical service. 
Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: Powers and duties; 
delegation by,^ as implemented by Air Force Regulation (AFR) 168-4, 
Administration of Medical Activities. 

Purpose(s): 

Used by the Medical Service Account officer as a record of cash 
receipts, as a basic instrument for posting to the cash and sales 
journal and as an account receivable record. Used by Food Service 
Officer as a receipt for cash collected and turned in to the Medical 
Service Account officer. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders at Clinics, Hospitals, and Medical Cen- 
ters. 

Retrievability: 

Filed by name and invoice receipt number. 
Safeguards: 

Records are accessed by custodian of the record system, by 
person(s) responsible for servicing the record system in performance 
of their official duties and Air Force auditors. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Medical Service Account Officers at all Clinics, Hospitals, Medical 
Centers. 

Notification procedure: 



321-135 O— 92 13 



378 



PRIVACY ACT SYSTEMS 



Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source documents such as records, re- 
ports and accounts maintained by medical facilities. 
Exemptions claimed for the system: 
None. 

F168 AF SG E 

System name: 

Nursing Service Records. 
System location: 

Air Force hospitals, medical centers and clinics. 
Categories of indiyiduals covered by the system: 

Active duty and retired military personnel, Air Force civilian 
employees; Air Force Reserve and National Guard personnel; Air 
Force Academy cadets; dependents of military personnel; Foreign 
Nationals residing in the United States; American Red Cross person- 
nel; Peace Corps and State Department personnel; Exchange Offi- 
cers, anyone admitted to inpatient status in Air Force Medical Facili- 
ties. 

Categories of records in the system: 

File contains 24-hour nursing reports, listings of ward patients and 
registers containing information on operations performed. 
Authority for maintenance of the system: 

10 use Chapter 55, Medical and Dental Care; 10 USC 8067(e), 
Designation: Officers to perform certain professional functions, as 
implemented by Air Force Regulation (AFR) 168-4, Administration 
of Medical Activities. 

Purpose(s): 

Used by Chief Nurse and other management personnel to deter- 
mine nursing care work loads and allocate resources. 

Routine uses of records maintained in the system, including categor 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books and binders. 
Retrievability: 

Filed by name, dates of admission and discharge from medical 
facility, date of operation. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files for three months after monthly cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. Operation registers destroyed after five years. 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force. 
Chief Nurses of Medical Centers and Hospitals. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 



From medical records and personal observations of Nursing Serv- 
ice Personnel. 
Exemptions claimed for the system: 

None. 

F168 AF SG F 

System name: 
Air Force Blood Program. 
System location: 

Air Force hospitals, medical centers and clinics. 
Categories of individuals covered by the system: 
Active duty and retired military personnel, dependents of military 
personnel, government employees. 
Categories of records in the system: 

Emergency blood donor list, donor record cards, and a roster/list 
by blood type and Rh factor. 

Authority for maintenance of the system: 

42 USC 262, Regulation of biological products, as implemented by 
Air Force Regulation (AFR) 160-26, Air Force Blood Program. 
Purpose(s): 

Used by Air Force medical centers, hospitals and clinics to con- 
trol, coordinate and process request for blood donors. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in card files. 
Retrievability: 

Filed by name. Rosters/lists are filed chronologically. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties, and by com- 
manders of medical centers, hospitals and clinics. Records are stored 
in security file containers/cabinets. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. Donor record 
cards are retained in office files for seven years. 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Mailing addresses are in the Department of Defense directory in 
the appendix to the Air Force's systems notice. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Documents prepared by the Air Force. 

Exemptions claimed for the system: 

None. 

F168 TAC A 

System name: 
Physician Retention Program. 
System location: 

Headquarters, TacticaP Air Command (HQ TAC), Langley Air 
Force Base, VA 23665-5578, and at all TAC medical facilities. Offi- 
cial mailing addresses are published as an appendix to the Air Force's 
compilation of record system notices. 

Categories of individuals covered by the system: 

Practitioners who are members of the United States Air Force 
Medical Service or civil service employees and who are assigned to, 
employed by, or practice in any TAC medical facilities. 

Categories of records in the system: 
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Social Security Number, duty title, specialty and Air Force Spe- 
cialty Code, information on service commitment, educational back- 
ground, personal goals, career goals, and future plans; spouse's name, 
spouse's occupation, children's names and ages. Date entered Air 
Force, past duty assignments, reasons for entering and remaining, and 
future assignment desires. Deterrents to making the Air Force a 
career. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force; powers and duties, 
delegation by; as implemented by Air Force Regulation 168-4, Tacti- 
cal Air Command Supplement 1, Administration of Medical Activi- 
ties, and Executive Order 9397. 

Purpose(s): 

To assist in retaining qualified physicians beyond their initial serv- 
ice commitments. 

To identify and reduce or eliminate irritants to each physician. 

Information is solicited to make future career assignments and 
reassess irritants and reasons for dissatisfaction. 

Information is summarized and presented to a retention committee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record system 
notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and visible file binders/cabinets and com- 
puter and computer products. 
Retrievability: 

Filed by name. Social Security Number, and location. 
Safeguards: 

Records are accessed by custodian of the record system; by 
person(s) responsible for servicing the record system in performance 
of their official duties; by commanders of TAC medical facilities, and 
HQ TAC surgeon general personnel with an official need to know. 
Computers and disks will be stored in locked cabinets or locked 
rooms. 

Retention and disposal: 

Records are transferred to the gaining TAC medical facility if 
reassigned within TAC. If separated or reassigned outside of TAC, 
records will be retained for one year then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. Electronic data 
will be erased upon separation or reassignment to a non-TAC medi- 
cal facility. 

System manager(s) and address: 

Headquarters, Tactical Air Command, Director of Professional 
Services, Langley Air Force Base. VA 23665-5578, ATTN: Physi- 
cian Retention Officer. 

Notification procedure: 

Individuals seeking to determine whether this record system con- 
tains information on themselves should address inquiries to the medi- 
cal facility Physician Retention Officer where assigned. Official mail- 
ing addresses are published as an appendix to the Air Forces* compi- 
lation of record system notices. 

For records maintained at HQ TAC, contact Headquarters, Tacti- 
cal Air Command, Director of Professional Services, Langley Air 
Force Base, VA 23665-5578, ATTN: Physician Retention Officer. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address requests to the medical facility 
Physician Retention Officer where assigned. Official mailing address- 
es are published as an appendix to the Air Forces' compilation of 
record system notices. 

For records maintained at HQ TAC, contact Headquarters, Tacti- 
cal Air Command, Director of Professional Services, Langley Air 
Force Base, VA 23665-5578, ATTN: Physician Retention Officer. 

Contesting record procedures: 

The Air Force rule for accessing records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information is obtained from subject of the record. 

Exemptions claimed for the system: 

None. 



F175 AFAA A 

System name: 

Air Force Audit Agency Management Information System - 
Report File. 
System location: 

HQ Air Force Audit Agency, The Auditor General (AFAA/AG), 
Norton Air Force Base, CA 92409. 

Categories of individuals covered by the system: 

Audit office chiefs issuing audit reports and auditors-in-charge of 
performing audits. 

Categories of records in the system: 

Reports of audit. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the . Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Used to evaluate audit coverage by an auditor. Used to develop 
expertise listing by auditor. All other accesses of the file are for 
statistical data and records not pertaining to individuals. The pur- 
poses of this file are to provide a research capability on past audit 
findings reported in audit reports and to provide a history of audit 
coverage to support organizational planning and management. The 
above listed retrievals constitute the only retrievals made using the 
individual's name as the key, all others are keyed on subject or report 
indicative data. All levels of AFAA management use this informa- 
tion. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes' of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained on computer and on computer paper printouts, micro- 
fiche, and card files. 
Retrievability: 

Audit report data is retrieved by individual name. Filed by office, 
by report type, and report number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms and 
are controlled by computer system software. 

Retention and disposal: 

Retained in computer files or on magnetic tape for six years, and 
then destroyed by tape reuse or tape destruction. 
System manager(s) and address: 
AFAA/AG, Norton Air Force Base, CA 92409. ' 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Reports of Audit and annotated information. Report notification 
data generated internally within the AFAA. 
Exemptions claimed for the system: 
None, 

F176AAA 

System name: 

Accounts Receivable. 
System location: 

Office of the Secretary of the Air Force, Washington, DC 20330. 
Categories of individuals covered by the system: 
All Air Force employees authorized to use Air Force Mess 
Number One. 
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Categories of records in the system: 

Records all charges or purchases by members of Air Force Mess 
Number One. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. . , 

Purpose(s): 

Used to bill members authorized use of the Mess. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in note books/binders. 
Retrievability: 

Filed by name. ■ ' 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. Access controlled by Manager 
and restricted to authorized personnel. 

Retention and disposal: 

Records are retained until Official Audit and then destroyed 
through shredding, macerating, burning, pulping, tearing into pieces. 
System manager($) and address: 

Administrative Assistant to the Secretary of the Air Force, The 
Pentagon, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. . 

Record source categories: 

Charges. 

Exemptions claimed for the system: 

None. 

F176AFHCA 

System name: 

Chaplain Fund Service Contract File. 
System location: 

Air Force installations only. Official mailing addresses are in the 
Department of Defense directory in the appendix to the Air Force's 
systems notices. 

Categories of individuals covered by the system: 

Contracting officers arid representatives. 

Categories of records in the system: 

Contract between local chaplain fund and an individual for provi- 
sion of specified services not available through other funds. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Record of terms of contracts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by name. 



Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief of Chaplains, Headquarters United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. ■ ■ " • ^ ■ . 

..Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the- individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from contractor. 

Exemptions claimed for the system: 

None. 

F176AFMPA 

System name: 

Nonappropriated Fund Instrumentalities (NAFIs) Financial 
System. 

. System location: 

Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150, MA JCOM headquarters and SOAs, and Air Force 
NAFIs when deemed appropriate and necessary and approved by the 
appropriate commander. System exists within approximately 1,100 
NAFIs which include resale and revenue-sharing NAFIs, general 
welfare and recreational NAFIs, membership association NAFIs, 
common support services, and supplemental mission services NAFIs. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force's systems notices. , 

Categories of individuals covered by the system: 

All personnel, who are members of membership associations or 
authorized patrons of any of the above NAFIs, and with whom 
financial transactions are conducted including the extension of credit 
in accordance vvith Air Force regulations or those whose personal 
checks are returned to the NAFI by the banking system and are 
dishonored for such reasons as insufficient funds, closed accounts, 
invalid signatures, bank errors, etc. In accordance with appropriate 
Air Force regulations concerning NAFI participation, the above 
personnel may include, but are not limited to, active duty and retired 
military members and their dependents, members of US reserve com- 
ponents and Federally recognized National Guard units. Air Force, 
Army, or Naval Academy cadets; military members of foreign gov- 
ernments on duty with the DOE); DOD civilians and their depend- 
ents, other Federal Government employees working on the military 
installations and their dependents, employees of Federal Government 
agencies working at the installation, contractor employees, technical 
representatives, and others who are authorized logistic support and 
work at the installation and where membership or usage would be in 
the best interest of the installation, retired Federal Government serv- 
ice civilian personnel (civil, foreign service, etc.) who were mem- 
bers/participants of a NAFI at time of retirement, commissioned 
members of the American Red Cross, US Public Health Service, and 
the US Environmental Sciences Administration^ unremarried spouses 
and children of deceased active duty or retired members of the US 
Armed Forces, and certain other categories of individuals identified 
by authorized personnel who directly support Air Force mission 
requirements. Also, all personnel employed by or assigned to the 
NAFI in any manner who are involved in any financial transaction 
involving the NAFI whether internal or external, including but not 
limited to, the receipt or control of cash or other property. 
Categories of records in the system: 

Records resulting from financial transactions with authorized mem- 
bers, patrons, vendors, or those otherwise entitled to utilize or . deal 
with a NAFI service. Such records include, but are not limited to, 
subsidiary account ledgers maintained on individual members/author- 
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ized patrons who are charged dues and/or extended credit including 
the use of billeting type facilities prior to payment, form(s) on which 
a record of delinquent accounts or dishonored checks and their 
disposition are maintained; and records of package liquor or other 
sales or services. Records necessitated for or by internal/external 
financial record keeping or asset control, including but not limited to 
the receipt and control of cash, custody for tangible property, and 
any actions taken as a result of any irregularity. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties;, 
delegation by; as implemented by Air Force Regulation 176-10, Fi- 
nancial Operations and Accounting Procedures, and Air Force Regu- 
lation 176-378, Standard Accounting Procedures for Nonappropriated 
Funds. 

Purpose(s): 

To record charges and credits of members and others authorized 
credit. To prepare billing statements or furnish data to an outside 
party to prepare billing statements. To maintain a record of dishon- 
ored checks. To assist in collecting all amounts due in accordance 
with established Air Force procedures. To compile a statistical quar- 
terly report on dishonored checks and statistical data on delinquent 
accounts receivable for use with the financial reports. To verify 
eligibility to engage in financial transactions with NAFIs, including 
package liquor and other sales and extension of credit. To form a 
data base within the financial system of the NAFIs. Used by person- 
nel responsible for conducting Air Force morale, welfare, and recrea- 
tion (MWR) financial transactions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. May be provid- 
ed to commercial or nonprofit concerns conducting activities in sup- 
port of, similar to, or in furtherance of, the Air Force programs 
involved. May be provided upon request to any other federal, state, 
and local governmental agencies in the pursuit of their official duties. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visable file binders/cabinets, and on computer and 
computer output products. 

Retrievability: 

Filed by name and/or Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in ^ 
secured buildings or locked cabinets or rooms. 

Retention and disposal: 

Subsidiary accounts receivable are retained throughout the life 
cycle of credit sales and for as long as an individual remains in an 
active member/authorized patron status. Those forms used in connec- 
tion with delinquent accounts or dishonored checks are retained until 
no longer needed. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Manpower and Personnel for Mili- 
tary Personnel, Randolph Air Force Base, TX 78150. 
Notification procedure: 

Individuals may contact the appropriate nonappropriated fund fi- 
nancial management branch (NAFFMB) or the appropriate operating 
manager in order to exercise their rights under the Act. Official 
mailing addresses are in the Department of Defense directory in the 
appendix to the Air Forces systems notices. 

Record access procedures: 

Same as procedures for notification. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be. 
obtained from the System Manager. 

Record source categories: 

Individual members/patrons/users of a service themselves, charge 
slips, payment receipts, checks, and other authorized financial forms 
and records. 

Exemptions claimed for the system: 
None. 



F176 AF MP B 

System name: 

Nonappropriated Fund (AF NAF) Employee Insurance and Bene- 
fits System File. 

System location: 

Air Force installation nonappropriated fund instrumentalities 
(NAFIs) and central civilian personnel offices and the Air Force 
Welfare Board, Randolph Air Force Base, TX 78150. Official mailing 
addresses are in the Department of Defense directory in the appendix 
to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Regular full-time and part-time AF NAFI employees compose AF 
NAF Group Life and Health Insurance Program; regular full-time 
AF NAFI employees compose AF NAFI Retirement Program; in- 
formation on AF NAFI civilian employees who sustain job related 
illnesses or injuries is in Worker's Compensation Program. 

Categories of records in the system: 

Group Life and Health Insurance Program File, Retirement Pro- 
gram File, and Worker's Compensation Claim File, all of which 
consist of, but are not limited to the following: Applications and/or 
waivers of participation; notices of change of beneficiary; notices of 
termination of eligibility, disability and death; evidence of age and 
qualification for benefits; applications for retirement; elections to re- 
instate prior participation and survivor annuities; Social Security 
earnings data; employer certification of coverage; hospitalization and 
claims forms; reports of accident or occupational illness; medical 
reports; payment forms; personal historical information as well as any 
pertinent correspondence. 

Authority for maintenance of the system: 

10 use 8012; 5 USC 8171-8173 for Worker's Compensation Claim 
File; DOD Manual 1401. 1-M; Air Force Regulation 40-7, Nonappro- 
priated Funds Personnel Management and Administration, and Air 
Force Regulation 34-3, Vol VIII, NAF Insurance Programs (to be 
published as Air Force Regulation 176-4). 

Purpose(s): 

Provides information for the administration of the programs, to 
determine eligibility and pay benefits due. It is used in statistical and 
actuarial evaluations of the programs. The information is used to 
insure compliance with applicable laws and adjudicate and pay 
claims. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. The information 
in the system is used by commercial concerns in actuarial evalua- 
tions, determination of eligibility, determination and payment of 
amount of benefit payments due; arid policy administration. It may be 
used by other Federal, state, and local governmental agencies in the 
pursuit of their official duties. The Worker's Compensation Claim 
File provides information as required by law to the Department of 
Labor for use to assure compliance with statutory requirements. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, on computer tapes, disks or drums, 
computer output products, and in microform. 

Retrievability: 

Filed by name, or Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are' 
controlled by personnel screening. 

Retention and disposal: 

USAF NAF Life and Health Insurance Program and USAF NAR 
Retirement Program: At installation level; retired to National Person- 
nel Records Center, St. Louis, MO., upon employees separation, 
death, or retirement. NAF Retirement Program: At Headquarters 
Air Force level; retained for a minimum of 20 years upon an employ- 
ee's withdrawal from the program. USAF NAF Worker's Compensa- 
tion Program: At Headquarters Air Force level; retained for 3 years 
after file is closed, then retired to National Personnel Records Center 
for 15 additional years, and then destroyed. For all systems, eventual 
disposal occurs by shredding, pulping, and macerating. 

System manager<s) and address: 
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Chief, Insurance and Debt Management, Air Force Welfare Board, 
Randolph Air Force Base, TX 78150. 
Notification procedure: 

Requests should be addressed initially to central civilian personnel 
office at installation of employment of individual making request. If , 
requested information is not available, contact System Manager. Give 
name and Social Security Number (and date of accident or injury if 
related to Worker's Compensation claim). For inquiries in person, 
contact central civilian personnel office at installation of employment 
and/or Air Force Welfare Board, Randolph Air Force Base, TX, 
78150. Means of verification: Name, Social Security Number, govern- 
mental identification card, vehicle driver's license or other acceptable 
identifying document. 

Record access procedures: 

Mailing addresses are in the Department of Defense directory in 
the appendix to the Air Force's systems notices. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individuals and their survivors and beneficiaries; Department of 
Labor, Social Security Administration and any individual in a posi- 
tion to verify relevant information. Information obtained from previ- 
ous employers. Information obtained from medical institutions. 

Exemptions claimed for the system: 

None. 

F176 AF MP C 

System name: 

Morale, Welfare, and Recreation (MWR) Participation/Member- 
ship/Training Records. 
System location: 

' Air Force Military Personnel Center, Randolph AFB, TX 78150- 
6001; major command headquarters; all levels down to and including 
Air Force installations. 

Categories of individuals covered by the system: 

Active duty and retired military members and their dependents; 
members of Reserve components while on inactive duty for training 
and DOD civilians and their dependents; certain other categories for 
individuals identified by authorized personnel who directly support 
Air Force mission requirements. Following additional categories 
apply for specific activities as indicated: Air Force Aero Clubs; Air 
Force, Army or Naval Academy Cadets; military members of foreign 
governments on duty with the DOD; members elected to the US 
Congress or a statutory appointee of the Federal Government; Fed- 
eral Government employees working on military installations and 
conducting various recreation programs. 

Categories of records in the system: 

Volunteer, membership, attendance, training, and participation/ 
competition records and supporting data relative to Air Force MWR 
activities. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): . 

Determine membership/participation eligibility; maintain patron at- 
tendance; conduct contests; monitor training and currency of mem- 
bers; and serve as data base for designing and conducting various 
recreation programs. Used by personnel responsible for conducting 
Air Force MWR activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

May be provided to commercial or non-profit concerns conducting 
activities in support of, similar to, or in furtherance of, the Air Force 
programs involved. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file cabinets. 
Retrievability: 

Filed by name and/or Social Security Number (SSN). 
Safeguards: 

Records are maintained in secured buildings. Access is controlled 
by authorized personnel and limited to those requiring access in the 
performance of their duties. 



Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed , by tearing into 
pieces, shredding, pulping, macerating, or burning, or surrender to 
member upon termination, as applicable. 

System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel for Military Personnel, 
Randolph AFB. TX 78150-6001. 
Notification procedure: 

Request from individual should be addressed to the Chief, Morale, 
Welfare, and Recreation Division at the appropriate Air Force instal- 
lation or the System Manager giving ■ the individuaFs full name and 
SSN. 

Record access procedures: 

Request from individuals should be addressed to the Chief, Morale, 
Welfare, and Recreation Division at the appropriate Air Force instal- 
lation or the System Manager to exercise their rights under the Act. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contetsting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Individual applications for membership/participation in MWR ac- , 
tivities and offices of primary responsibility for MWR activities. 
Exemptions claimed for the system: 
None. 

F176AFMPD ' 

System name: 
Nonappropriated Funds Standard Payroll System. 
System location: 

Fiscal control offices at Air Force installations, the addresses of 
which are provided in the Department of Defense Directory in the 
appendix to the Air Force systems notices- 
Categories of individuals covered by the system: 
Air Force nonappropriated fund employees. 
Categories of records in the system: 

Time and attendance cards; personal payroll data listings and or 
cards; correspondence; combined payroll checks and employee leave 
and earnings statements; Federal, state, and city tax reports and or 
tapes; individual pay and leave records; personnel action forms cov- 
ering pay changes and deductions. 

Authority for maintenance of the system: 

10 use 801.2, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpo$e($): 

The records are used to compute employees' pay entitlements and 
deductions and issue payroll checks for amounts due; to withhold 
amounts due for Federal, state, and city taxes, to remit withholdings 
to the taxing authorities, and to report earnings and tax collections; 
and upon request of employees, to deduct spiecified amounts from 
earnings for charity, union dues, and for allotments to financial orga- 
nizations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. State employ- 
ment agencies use the information to determine eligibility for unem- 
ployment compensation. Financial organizations, employee unions, 
and community fund charitable organizations use the records to 
credit remittances to accounts of members or contributions from 
deduction records provided each organization. Information from this 
systeih of records may be made available to state and local taxing 
authorities. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file foldersi card files, on computer and computer 
output products. 
Retrievability: 

Filed by name and/or Social Security Number. 
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Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets and safes, protected by guards, and 
controlled by personnel screening, visitor registers and computer 
system software. 

Retention and disposal: 

Retained in office files for two years after annual cut-off, then 
destoyed by tearing into pieces, shredding, pulping, macerating, or 
burning. Exception: Records pertaining to tax data are retained for 
four years rather than two. 

System managerCs) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force. Assistant Comptroller for Non Appropriated Funds at Air 
Force installations. 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from documentation managers at 
the applicable Air Force component listed in the Department of 
Defense Directory in the appendix to the Air Force systems notices. 
The local Fiscal Control Officer (FCO) maintains the record system 
at installation level- Requester should be able to provide sufficient 
proof of identity such as name. Social Security Number, place of 
employment or other information verifiable from the record itself. 

Record access procedures: 

Requests from individuals should be addressed to AFAFC/ 
RMAD, Denver, CO 80279, telephone (303) 825-1161, extension 
6341. Information pertaining to geographically dispersed elements of 
the record system may be obtained from documentation managers at 
the applicable Air Force component listed in the Department of 
Defense Directory in the appendix to the Air Force systems notices. 
The local FCO maintains the record system at installation level. 
Requester should be able to provide sufficient proof of identity such 
as name, Social Security Number, place of employment or other 
information verifiable from the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information is obtained from source documents originating from 
Civilian Personnel Offices at Air Force installations. 
Exemptions claimed for the system: 
None. 

F176AFCCA 

System name: 

Individual Earning Data. 
System location: 

Headquarters Air Force Communications Command, DCS/Person- 
nel, Directorate of Morale, Welfare and Recreation, Scott AFB, IL 
62225-6001; 18 Isolated Site Lounge Sundry Funds (ISLSFs); Inter- 
nal Revenue Service. 

Categories of individuals covered by the system: 

Off-duty active duty military personnel employed by ISLSF. 

Categories of records in the system: 

Individual pay records and identifies individual by name and SSN. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

To report to the IRS individual earnings on all payments made to 
individuals employed in the operations of an ISLSF. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Iniformation 
from- this system may be made available to federal, state and local 
taxing authorities. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 



Retrievability: 

Filed by name. Filed by SSN. 
Safeguards: 

Records are accessed by person{s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets. 

Retention and disposal: 

Retained in HQ AFCC/DPS files for 4 years after wages are paid. 
System manager(s) and address: 

Director of Morale, Welfare and Recreation, Deputy Chief of 
Staff/Personnel, HQ AFCC, Scott AFB, IL 62225-6001. Comptroller 
of the Air Force. HQ USAF. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 
. Record source categories: 

Information obtained from source documents. 

Exemptions claimed for the system: 

None. 

F177 AF AFC A 

System name: 

Accounts Receivable Records Maintained by Accounting and Fi- 
nance. 
System location: 

Headquarters, Air Force Accounting and Finance Center, (HQ 
AFAFC), Denver, CO 80279-5000; Denver Federal Archives and 
Record Center, Building 48, Denver Federal Center, Denver, CO 
80225-5000; Accounting and Finance Offices at Air Force bases, Air 
National Guard activities and Air Force Reserve units. Official mail- 
ing addresses are published as an appendix to the Air Force's compi- 
lation of record system notices. 

Categories of individuals covered by the system: 

Active duty and retired military personnel; Air Force civilian 
employees and former employees; Air Force Reserve and Air Na- 
tional Guard personnel; Union or Association management personnel; 
contracting officers and representatives; Air Force Academy cadets; 
dependents of military personnnel; Foreign Nationals residing in the 
United States; American Red Cross personnel; Peace Corps and State 
Department personnel; Exchange Officers, and other individuals who 
. may be indebted to the Air Force. 

Categories of records in the system: 

Records maintained in the system include, but are not limited to: 
Documentation pertaining to telephone bills; utility bills; check issue 
discrepancies; dishonored checks; postal fund losses; reports of 
survey; freight losses in shipments; involuntary collections; erroneous 
payments; property losses and damages; administratively ascertained 
indebtedness of airmen; withholding for subsistence and other sup- 
plies; losses of funds; government losses in shipments; unauthorized 
allotment payments; setoff of final pay, and retention of pay by 
reason of courts martial or forfeiture or fines documentation. 

Authority for maintenance of the system: 

5 U.S.C. 5512-5514, Withholding pay; 10 U.S.C. 856; Article 56 
Uniform Code of Military Justice, Maximum levels; 10 U.S.C. 9832, 
Property accountability; Regulations; 10 U.S.C. 9837(b), Settlement 
of accounts: Deductions from pay; 10 U.S.C. 9840, Final settlement 
of officer*s accounts; 31 U.S.C. 71, Public accounts to be settled in 
the General Accounting Office; 31 U.S.C. 82(a), Listing of persons 
receiving periodic payments, vouchers; 31 U.S.C. 95, Settlement of 
accounts of Army officers; 31 U.S.C. 95, Settlement of accounts of 
Army officers; 31 U.S.C. 3711, Collection and Compromise; 37 
U.S.C. 492(a)-(c), Disbursing Officers; 37 U.S.C. 1007(b), (e), (f), (g). 
Deductions from pay; 40 U.S.C. 15, Government Losses in Shipment; 
49 U.S.C. 1 et seq.; Transportation, and Executive Order 9397. 

Purpose(s): 

Records are used to support customer billings and collections. 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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To the General Accounting office and the Department of Justice 
for collection action for any delinquent account when circumstances 
warrant. 

To a commercial credit reporting agency for the purpose of either 
adding to. a credit history file or obtaining -a credit history file for use 
in the administraiton of debt collection. 

To a debt collection agency for the purpose of collection services 
to recover indebtedness owed to the Air Force. 

To Veterans Administration,. for its administration of laws pertain- 
ing to veterans' benefits. 

To any other Federal agency for the purpose of effecting salary 
offset procedures against a person employed by that agency When 
the Air Force has a claim against that person. ■ ' 

To any other Federal agency including, but not limited to, the 
Internal Revenue Service and Office of Personnel Management for 
the purpose of effecting an administrative offset of a debt. 

To the Internal Revenue Service to obtain the mailing address of a 
taxpayer for the purpose of locating such taxpayer to collect or to 
compromise a Federal claim against the taxpayer. 

Note: Redisclosure of a mailing address from the Internal Revenue 
Service may be made only for the purpose of debt collection, includ- 
ing to a debt collection agency in order to facilitate the collection or 
compromise of a Federal claim under the Debt Collection Act of 
1982, except that a mailing address to a consumer reporting agency is 
for the limited purpose of obtaining a commercial credit report on 
the particular taxpayer. Any such ajddress information obtained from 
the Internal Revenue Service will not be used or shared for any 
other Department of Defense purpose or disclosed to another Feder- 
al, state or local agency which seeks to locate the same individual for 
its own debt collection purpose. 

To any other Federal, state or local agency for the purpose of 
conducting an authorized coinputer matching program to identify 
and locate delinquent debtors for recoupment of debts owed the Air 
Force. . . 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record systems 
apply to this system. 

Disclosure to consumer reporting agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from 
this system to consumer reporting agencies as defined in the Fair 
Credit Reporting Act of 1966 (15 U.S.C, 1681a(0), or the Federal 
Claims Collection Act of 1966 (31 U.S.C. 3701(a)(3)). The disclosure 
is limited to information necessary to establish the identity of the 
individual, including name, address, and taxpayer identification 
number (Social Security Number); the amount, status, and history of 
the claim; and the activity, or program under which the claim arose 
for the sole purpose of allowing the consumer reporting agency to 
prepare a commercial credit report. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, in note books/binders, in visible file 
binders/cabinets, in card files and on computer magnetic tapes. 
Retrievability: 

Retrieved by name. Social Security Number, Military Service 
Number or Civilian PayroU.Number, 
Safeguards: j 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets 
or locked cabinets or rooms, protected by guards, and controlled by 
personnel screening and by visitor registers. 

Retention and disposal: i 

All cases will remain active until settled by full payment or 
waiver. Current year cases will be retained by the collection, office^ 
through the calendar year. Prior year cases will be retained byi the^ 
records custodian for another six years. Destruction is accomplished 
by tearing, shredding, pulping, macerating, burning or burying in a 
landfill. ' - . 

System manageKs) and address: ' . 

Director, Air Force Accounting and Finance' Center, (HQ 
AFAFC), Denver, CO 80279-5000. Accounting and Finance Officers 
at Air Force installations. Official mailing addresses are published as 
an appendix to the Air Force*s compilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system should address written inquiries to 
the Director, HQ AFAFC, Denver, CO 80279-5000, or to the Ac- 



counting and Finance Office at the Air Force base of assignment. 
Official mailing addresses are published as an ^. appendix to the Air 
Force's compilation of record system notices. ' ' 

Requester should be able to provide sufficient proof of identity, 
such as name. Social Security Number, drivers license, civilian identi- 
fication card, duty station or place of employment, or other informa- 
tion verifiable from the record itself. 

Record access procedures: 

Individuals seeking to access records about themselves contained in 
this system should address written inquiries to the Director, HQ 
AFAFC, Denver, CO 80279-5000, or to the Accounting and Finance 
Office at the Air Force base of assignment. Official mailing addresses 
are published as an appendix to the Air Force's compilation of 
record system notices. 

Requester should be able to provide sufficient proof of identify, 
such as name, Social Security Number, drivers license, civilian identi- 
fication care, duty station or place of employment, or other informa- 
tion verifiable from the record itself. 

Contesting record procedures: 

The Department of the Air Force rules for accessing records, and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35; 
32 CFR part , 806b; or may be obtained from the system manager. 

Record source categories: 

Information obtained from previous employers; financial, educa- 
tional, and medical institutions; trade associations; police and investi- 
gating officers; the bureau of motor vehicles; state or local govern- 
ments; international organizations; corporations; witnesses; source 
documents such as reports; charges and invoices from other Air 
Force and, Department .of Defense components at Headquarters, 
major command and base levels; Internal Revenue Service; Social 
Security Administration; and Veterans Administration. 

Exemptions claimed for the system: 

None. , ' .s ' 

F177 AF AFC B 

System name: 
= Travel Records. 
System location: ' : 

Air Force Accounting and Finance Center, Denver, CO 80279; 
. accounting and finance offices at Air Force bases the addresses of 
which are listed in the Department of Defense directory in the 
appendix to the Air Force systems notices; Denver Federal Archives 
and Records Center, Denver Federal Center, Bldg 48, Denver, CO 
80225. 

Categories of individuals covered by the system: 

Active duty and retired Air Force, military personnel, Air Force 
civilian employees and former employees. Air Force Reserve and Air 
National Guard personnel. Air Force Academy nominees/apjjlicants/ 
cadets. Senior and Junior Air Force Reserve Officers, Dependents of 
military personnel. Foreign Nationals residing in the United States, 
Exchange Officers, and any other individual in receipt of competent 
travel orders. 

Categories of records in the system: 

Documents include but are not limited to travel vouchers and 
subvouchers; travel allowance payment lists; :travel voucher or sub- 
voucher continuation sheets; vouchers and claims for dependent 
travel and dislocation or trailer allowance; certificate of nonavailabi- 
lity government quarters and mess; multiple travel payments list; 
travel payment card; requests for fiscal information concerning trans- 
portation requests, bills of lading, and meal tickets; public vouchers 
for fees and mileage of-^ witnesses; claims for reimbursement for ex- 
penditures on official business; claims for fees and mileage of witness; 
certifications for travel under classified orders; travel card envelopes; 
statements of adverse effect-utilization of government facilities; and 
related correspondence. 

Authority for maintenance of the system: 

37 use 404-412, Travel and transportation allowances; 5 USC 
2105, Employee; 2106, Member of Congress; 5561, Dfefinitions; 
5564,Travel and Transportation; 5701-5708, Travel and Subsistence 
Expenses; 5721-5730, Travel and Transportation Expenses; arid 5742, 
Transportation of Remains. ', ' 

. Piirpose(s): 

Used to pay travel entitlements and supporting the payment, of 
travel entitlements to military and civilian personnel. Uses made of 
the records by the paying Accounting and Finance Office, other Air 
Force and Dept of Defense components include but are not limited 



DEFENSE DEPARTMENT 



385 



to the following: Payment of advances; payment of per diem at 
temporary duty stations; settlement payments upon completion of 
travel; payment of mileage upon separation or release from active 
duty; consolidation of payments; payment of dependents: Travel; 
payment of dislocation or trailer allowance; to support a traveler*s 
entitlement to a specific rate of per diem; to list multiple payments 
for travel and temporary duty performed under like conditions and 
circumstances; as a control record of all travel payments made to an 
individual; to query the United States Army Finance and Accounting 
Center for information contained on transportation requests, bills of 
lading, and meal tickets; payment of fees and allowances to civilian 
witnesses who are not U.S. Government employees; payment of 
expenses incurred within and around duty stations; supports the 
travel voucher in lieu of classified orders; updates leave records. 
Other users and specific uses made by them include but are not 
limited to Accounting and Finance Officers, who use travel records 
to pay travel entitlements to military and civilian personnel who 
perform official travel; traffic management Officers, who use travel 
orders to support the issuance of transportation requests and to sup- 
port the movement of household gOQds or house trailer. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routinie uses published by the Air Force. Internal Reve- 
nue Service, receives and records information concerning the pay- 
ment of travel allowances which are subject to federal income tax; 
General Accounting Office (GAO), uses travel records for auditing 
activities and for the settlement of questionable travel claims. 

Policies and practices for storiifg, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, visible file, binders/ 
cabinets, card files, and at Accounting and Finance Office Air Force 
wide, on computer magnetic tape, disks and printouts. 

Retrieyability: 

Filed by name and Social Security Number (SSN). 
. Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
safes, vaults, and locked cabinets or rooms. Records are controlled 
by personnel screening and by visitor registers, and by computer 
software in the case of machine readable records. 

Retention and disposal: 
• The original voucher and related supporting documents are stored 
at the Air Force Accounting and Finance Center, Denver, CO, for 
18 months and then moved to the Denver Federal Archives and 
Records Center for 4 years and 9 months after which they are 
shredded. Copies of the original voucher and related supporting 
documents are maintained by field accounting and finance offices for 
3 years. Computer permanent history tapes will contain individual 
information for 6 years from transfer date at which time member data 
will be transferred to the Air Force Accounting and Finance Center. 

System manager(s) and address: 

Director Accounting and Finance United States Air Force. At 
base level the System Manager is. the local Accounting and Finance 
Officer. 

Notification procedure: 

Information may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. Requester should be able to provide 
sufficient proof of identity, such as name, Social Security Number, 
duty station, place of employment, and specify the accounting and 
disbursing station number, voucher number, date of voucher, or 
other information verifiable in the record itself. 

Record access procedures: . , 

Request from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. Requester should be 
able to provide sufficient proof of identity, such as name. Social 
Security Number, duty station, place of employment, and specify the 
accounting and disbursing station number, voucher number, date of 
voucher, or other information verifiable from the record itself 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 



Information is acquired from but not limited to the individual 
traveler; related voucher documents such as those described above in 
the description of categories of records; Office of the Judge Advo- 
cate; the Comptroller; General Accounting Office; Congress; Ac- 
counting and Finance Officers; Traffic Management Officers; Con- 
solidated Base Personnel Officers; the Air Force Accounting and 
Finance Center; and other Air Force and Department of Defense 
components. 

Exemptions claimed for the system: 

None. 

F177AFAFCC 

System name: 
Air Reserve Pay and Allowance System (ARPAS). 
System location: 

Primary system location: Air Force Accounting and Finance 
Center, CO 80279; decentralized supporting segments are located at: 
Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150; Air Reserve Personnel Center, Denver, CO 80280; 
National Personnel Records Center, Military Personnel Records, 
9700 Page Boulevard, St. Louis, MO 63132; Air National Guard 
activities and air Force Reserve units; Accounting and Finance Of- 
fices at Air Force bases servicing individual Air .Reserve Forces 
members; Official mailing addresses are in the Department of De- 
fense directory in the appendix to the Air Force's systems notices; 
Denver Federal Archives and Record Center, Bldg 48, Denver Fed- 
eral Center, Denver, CO 80225; and Records Center Annex GSA, 
PO Box 141, Neosho, MO 64850 (system backup storage). 

Categories of individuals covered by the system: 

Active Air Reserve Forces members in a military pay status and 
dependents of military personnel except Air Reserve Forces members 
. on extended active duty and members of the Air Force Reserve 
Officer Training Corps. 

Categories of records in the system: 

Military pay account computer records and supporting documenta- 
tions relating to Air Reserve Forces miHtary pay and allowance 
entitlements, deductions, and collections. Military pay computer 
records, including but not limited to, master individual pay account 
files (containing essential check and member identification data, mili- 
tary pay entitlement and allowance data, accounting data, tax with- 
holding rate and amount data, collection and indebtedness data, and 
performance data); wage and tax withholding records; records of Air 
Reserve Forces calendar day performance; check issue, control and 
cancellations records; transaction input, system reject, and systen 
recycled records; disbursement and collection report records; ac- 
counting report records; and other generated records supporting, 
substantiating, or authorizing Air Reserve Forces military pay and 
allowance entitlement, deduction, or collection actions. Military pay 
documentation records include, but are not limited to, travel orders, 
requests and performance records; active military duty performance 
records; statements of tours or performance of military duty; payroll 
attendance lists and rosters; document records establishing, support- 
ing, reducing, or cancelling entitlements to basic pay; special com- 
pensations (such as medical, dental, veterinary, and optometry); spe- 
cial pays (such as foreign duty, hostile fire); allowances (such as basic 
allowance for subsistence, basic allowance for quarters, family sepa- 
rations, clothing maintenance and monetary allowances); incentive 
pays; and other entitlements in accordance with the Department of 
Defense Pay and Allowance Entitlement Manual; certificates and 
statements changing address, name, military assignment, and other 
individual data necessary to identify and provide accurate and timely 
Air Reserve Forces military pay and performance credit; allotment 
start, stop, or change records; declarations of benefits and waivers; 
military pay and personnel orders; medical certifications and determi- 
nations; death and disability documents; check issuing and cancella- 
tion records and schedules; payroll vouchers; money lists and ac- 
counting records; pay adjustment authorization records; system input 
certifications; member indebtedness and tax levy documentation; 
earnings statements; employees wage and tax reports and statements; 
casual payment authorization and control logs; punch card tran- 
scripts; and other documentation supporting, authorizing, or substan- 
tiating Air Reserve Forces military pay and allowance entitlement, 
deduction, or collection. Inquiry files, sundry lists, reports, letters, 
correspondence, and rosters including, but not limited to. Congres- 
sional inquiries. Internal Revenue Service notices and reports, state 
tax and insurance reports. Social Security Administration reports. 
Veterans Administration reports, inter-Department of Defense re- 
quests, treasury reports, and health education and institution inquir- 
ies., 
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Authority for maintenance of the system: 

Title 37 use, Pay and Allowances of the Uniformed Services; 
PurposeCs): 

Used to ensure accurate and timely military pay and allowances to 
supported Air Reserve Forces members; provide timely, complete 
master individual pay account review; document and account for Air 
Reserve Force military pay and allowance disbursements and collec- 
tions; and provide account inquiry research response capability. 
Records are used to determine net military pay and allowances check 
issues to Air Reserve Force members; or payment to a Financial 
organization through Direct Deposit/Electronic Fund Transfer Pro- 
gram; to verify and account for system input transactions; to identify, 
correct, and collect overpayments; to establish, control, and collect 
member collection and indebtedness notices and levies; to maintain 
complete accounting records for Air Reserve Forces military pay 
and allowance disbursements, collections, refunds, and reimbursement 
actions; and to provide internal and external managers with statistical 
and monetary reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

■ Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system may be made available to other federal agencies such as 
the Internal Revenue Service for wage and tax withholding report- 
ing, accounting, tax audits or levies; Social Security Administration 
for wage and tax withholding reporting, accounting, or tax audit; 
Office of Personnel Management for personnel management func- 
tions; Veterans Administration for compensation and waiver report- 
ing and audits, life insura:nce accounting, disbursement and benefit 
determinations; or local Governmental agencies for reports and ac- 
counting utilization; state and local governments for tax and welfare 
information; educational institutions for verifying scholarship qualifi- 
cations and performance; charitable institutions and military associa-. 
tions to render recognition for meritorious service; and financial 
institutions for deposits (checks to banks) and credit references. Pay 
data is released to computer and accounting service centers upon 
request of financial organizations designated by individuals to receive 
money due them. Pay data is also released to Federal Reserve Banks 
under procedures specified in 31 CFR part 210 for Federal recurring 
payments by means other than by checks. The American Red Cross 
and Air Force Aid Society use this information to determine needs of 
a member of his or her dependents in emergency situations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, card files, on com- 
puter and computer output products, and microform. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabi- 
nets/safes/vaults, protected by guards, and controlled by personnel 
screening, visitor registers and computer system software requiring 
special random input entry identifiers. 

Retention and disposal: 

The system contains differing types of records subject to varied 
retention of from 6 months to 56 years. Records are retired to the 
Denyer Federal Archives and Record Center, and also are stored at 
the Records Center annex GSA at Neosho, MO for backup storage. 
Final destruction of records is by shredding. 

System manager<s) and address: 

Director Accounting and Finance, United States Air Force 
(USAF); managers for geographically dispersed supporting elements 
to the system are Chief of Air Force Reserve, Headquarters United 
States Air Force; Director of Air National Guard, Headquarters 
United States Air Force, Accounting and Finance Officers, Consoli- 
dated Base Personnel Officers, Air National Guard Base Comptrol- 
lers, Consolidated Reserve Personnel Officers, ARPAS Payroll Offi- 
cers, and designated representatives thereof 

Notification procedure: 

Information as to whether the record system contains Information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. Information pertaining to geographi- 
cally dispersed elements of the record system may be obtained from 
Documentation Managers at the applicable Air Force component 



listed in the Department of Defense Directory in the appendix to the 
Air Force systems notices. Requesters should be able to provide 
sufficient proof of identity, such as name, Social Security Number, 
military status, last Air Reserve Forces unit of assignment, duty 
status or place 6f employment, or other information verifiable' from 
the system record itself 
Record access procedures: 

Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. Information pertaining 
to geographically dispersed elements of the record system may be 
obtained from Documentation Managers at the Air Force component 
listed in the Department of Defense Directory in the appendix to the 
Air Force systems notices. Requesters should be able to provide 
sufficient proof of identity, such as name, Social Security Number, 
military status, last Air Resei^ve Force unit of assignment, duty status, 
or place of employment, or other information verifiable from the 
system record itself 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Record system sources for information include, but are not limited 
to: Headquarters USAF, Air Force major commands and Air Force 
installations. Consolidated Base Personnel Offices and Consolidated 
Reserve Personnel Offices, Air National Guard Base Comptrollers, 
ARPAS Payroll Offices, other DOD components; the Internal Reve- 
nue Service, Social Security Administration, Veterans Administra- 
tion, and other federal agencies; financial institutions, educational 
institutions, medical institutions, automated system interfaces, and 
state and local agencies. 

Exemptions claimed for the system: 
None. 

F177 AF AFC D 

System name: 
Joint Uniform Military Pay System (JUMPS). 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279. 
Air Force Manpower and Personnel Center, Randolph Air Force 
Base, TX 78150. Consolidated base personnel offices at Air Force 
installations. Accounting and finance offices at Air Force bases. At 
Data Systems Design Office, Gunter Air Force Station, AL 36114 
(for research and test only), Denver Federal Archives and Records 
Center, Denver, CO 80225 (storage), Records Center Annex GSA, 
PO Box 141, Neosho, MO 64850 (backup storage). Information per- 
taining to geographically dispersed elements of the record system 
(CBPOs and AFOs) may be obtained from Record Managers at the 
applicable Air Force component listed in the Department of Defense 
Director in the appendix to the Air Force system notice. 

Categories of individuals covered by the system: 

Air Force active duty military personnel and dependents, retired 
and separated Air Force military personnel, officers of the Air Re- 
serve and Air National Guard on extended active duty, officers and 
airmen of the Air Reserve and Air National Guard on active duty 
where strength accountability remains with the reserve component, 
and individuals to whom active duty military personnel authorize a 
direct payment of a portion of their pay. 

Categories of records in the system: 

Military pay records and files including biit not limited to master 
military pay accounts, immediate access storage, six-months history, 
leave and earnings statements, federal insurance contribution act tax 
and federal income tax withholding pay authorization control files, 
central pay authorization file, central pay automated teller machine 
(ATM) files, deferred transaction file, reject suspense file and daily 
transaction record. Military pay supporting documents and vouchers 
including but not limited to basic pay; special compensation positions 
such as medical, dental, veterinary and optometry; special pay such 
as foreign duty, proficiency, hostile fire and diving duty; status ad- 
justments relating to entrance on active duty, absent-without-leave, 
confinement, desertion, sick or injured, leave, mentally incompetent, 
missing, interned, permanent change of station, promotions and emo- 
tions; separation, reenlistment bonus; incentive pay such as flying 
duty, stress duty, demolition duty, parachute jumping duty and sub- 
' marine duty; allowances, such as basic allowance for subsistence, 
basic allowance for quarters, family separation allowances, overseas 
station allowances, clothing monetary allowance; separation pay- 
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ments, death gratuities, time-in-service; allotments of pay; checks-to- 
banks; federal and state withholding taxes; courtmartial sentences and 
non-judicial punishment; indebtedness resulting from but not limited 
to overpayment of pay and allowances and allotments, other debts to 
United States, certain nongovernment debts, and correspondence per- 
taining to all of the above: Inquiries, files, personal fmancial records 
and sundry lists, reports and rosters including but not limited to 
Internal Revenue reports, state, tax reports, Veterans Administration 
reports, Social Security Administration reports, and Treasury reports. 
Authority for maintenance of the system: 

Title 37 use, Pay and Allowances of the Uniformed Services; 10 
use 265, Policies and regulations: Participation of Reserve officers 
in preparation and administration; 8033, Reserve components of the 
Air Force; policies and functions for government of: Functions of 
National Guard Bureau with respect to Air National Guard; 8496, 
Air National Guard of the United States: Commissioned officers; 
duty in; 9837(d), settlement of accounts: Deductions from pay; 32 
use 708, Property and fiscal officers; and Executive Order 9397. 

Purpose(s): 

Used to pay members of the Air Force, to their checking and 
saving accounts. Air Force ATM accounts, and their allotments 
either directly to financial institutions or through Direct Deposit/ 
Electronic Fund Transfer Program, provide members periodic com- 
prehensive statements of their accounts, and to respond to inquiries 
concerning their accounts at any time. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Records from 
this system of records may be disclosed to the Internal Revenue 
Service for tax information on members. Social Security Administra- 
tion for information regarding Federal Insurance eontribution Act 
tax deducted from members, Veterans* Administration for informa- 
tion regarding premiums on servicemen group life insurance, state 
and local governments for tax and welfare information, insurance 
companies for allotments made to them by military members, finan- 
cial institutions for deposits (checks-to-banks) and/or payments, the 
American Red Cross and the Air Force Aid Society. American Red 
Cross uses this information to determine needs of a member of his 
dependents in emergency situations and for verification of loan appli- 
cations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained on paper, computer, and computer output products, 
and in microform. 
Retrievability: 

Filed by name. Social . Security Number (SSN), military service 
number, or ATM card number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers, cabinets, 
locked cabinets or rooms, protected by guards, and controlled by 
personnel screening, visitor registers, and computer system software. 

Retention and disposal: 

Local retention varies from 3 to 6 years. After that time, records 
are either destroyed by tearing, shredding, pulping, macerating or 
burning or transferred by the Air Force Accounting and Finance 
Center to the Denver Federal Archives and Records Center for 
varying retention periods up to 56 years. Destroyed by shredding. 
Backup records for emergency reconstruction in the event of pri- 
mary record destruction are retained by the Federal Records Center 
Annex GSA at Neosho MO. Destruction is by shredding. 

System manager(s) and address: 

Director of Accounting and Finance, United States Air Force. 
Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/D AD, Denver, CO 
80279, telephone (303) 370-7553. Information pertaining to geo- 
graphically dispersed elements of the record system may be obtained 
from Records Managers at the applicable Air Force component listed 
in the Department of Defense Directory in the appendix to the Air 
Force's systems notices. Requester should be able to provide suffi- 
cient proof of identity, such as name, Social Security Number, mili- 
tary status, duty status or place of employment or other information 
verifiable from the record itself. 



Record access procedures: 

Request from individuals should be addressed to AFAFC/DAD 
Denver, CO 80279, telephone (303) 370-7553. The record system 
may be obtained from Record Managers at the applicable Air Force 
component listed in the Department of Defense Directory in the 
appendix to the Air Force system notice. Requester should be able to 
provide sufficient proof of identity, such as name, Social Security 
Number, military status, duty status or place of employment or other 
information verifiable from the record itself 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

Information obtained from financial institutions, automated system 
interfaces, a state or local government, source documents such as 
reports, military pay information originating from telephone inquiries, 
telegraph messages and correspondence information from federal 
agencies and other DOD components and information from Air 
Force installations, Major Commands and USAF Headquarters. 

Exemptions claimed for the system: 

None. 

F177 AF AFC E 

System name: 

Reports of Survey. 
System location: 

At Air Force Accounting and Finance Center, Denver CO 80279, 
Headquarters, of the United States Air Force, major commands and 
major subordinate commands and Air Force installations. Mailing 
addresses are listed in the directory following the systems notices. 

Categories of individuals covered by the system: 

Air Force active duty and retired officer and enlisted personnel, 
present and former Air Force civilian employees, Air Force Reserve 
and Air National Guard personnel, and Air Force Academy cadets. 

Categories of records in the system: 

Records include but are not limited to documentation of facts 
developed and liability ascertained pertaining to loss of, or damage 
to, Air Force owned or controlled property. Records are reports of 
survey; reports of survey register, survey officers* reports of investi- 
gation, depositions, affidavits, exhibits such as appraisals, reports, 
record copies, records of property maintenance, historical and other 
inspection reports, procurenient records, security forces investigation 
reports, fire department and community and state police reports, and 
legal opinions. 

Authority for maintenance of the system: 

10 use 2775, Liability of members for damages to family housing, 
equipment, and furnishings; 9832, Property accountability: Regula- 
tions; 9835, Reports of survey; and 9832, Settlement of accounts, 
deductions from pay; 37 USC 1007, Deductions from pay; 32 USC 
710, Reports of survey. 

Purpose(s): 

Used to determine responsibility and pecuniary liability and to 
adjust accountability for the loss, damage, or destruction of public 
property under Air Force control. The report of survey is used to 
record and present facts in support of a determination of pecuniary 
liability and to serve as, or support, a property adjustment voucher. 
The facts recorded may be used in establishing cause of loss or 
damage to private or government property. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Record from 
this system of records may be disclosed to other federal agencies, 
such as Department of Justice for criminal prosecution, civil litiga- 
tion, or investigations; and the Internal Revenue Service for tax 
determinations resulting from Air Force adjudications of pecuniary 
responsibility; the Office of Personnel Management for personnel 
management functions. . \ . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, in note books/binders, in visible file 
binders/cabinets, in card files. 
Retrievability: 
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Filed by other identification number or system identifier. Conven- 
tional indices are keyed to name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the' 
record system in performance of their official duties who are proper-' 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets, in safes, vaults, locked cabinets or 
rooms. Records are protected by guards. Records are controlled by 
personnel screening and by visitor registers. Files are given the same 
protection as the property accountability records with which they 
are associated. 

Retention and disposal: 

Files are destroyed three years after final action if pecuniary liabil- 
ity is not assessed, and three years after collection or ten years after 
final action, whichever is sooner. Destruction is by shredding, pulp- 
ing, macerating, or burning. 

System manager(s) and address: 

. Assistant Comptroller for Accounting and Finance, United States 
Air Force 80279. 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, GO 
80279, telephone (303) 370-7553. Information pertaining to geographi- 
cally dispersed elements of the record system may be obtained from 
the documentation manager at the applicable Air Force component 
listed in the Department of Defense directory in the appendix to the 
Air Force systems notices. Requester must present sufficient proof of 
identity, such as full name. Social Security Number (SSN), military 
or civilian status and grade, and approximate date and location of 
incident involving report of survey or other information verifiable 
from the record itself. 

Record access procedures: 

Requests should be addressed to AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. Requester must present sufficient 
proof of identity, such, as full name, SSN, military or civilian status 
and grade, and approximate date and location of incident involving 
report of survey or other information verifiable from the record 
itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from police and . investigating officers, the 
public media, the bureau of motor vehicles, a state or local govern- 
ment, an international organization, a corporation, witnesses, or 
source documents such as reports from Air Force property records. 

Exemptions claimed for the system: 

None. 

F177AFAFCF 

System name: 

Civilian Pay Records. 
System location: 

Accounting and Finance Offices at Air Force bases. Air Force 
Reserve Units and Air National Guard activities. Official mailing 
addresses are published as an appendix to the Air Force's compilation 
of record system notices. 

Categories of individuals covered by the system: 

All DoD civilians paid by the Air Force. 

Categories of records in the system: 

Individual pay records; individual leave records; source documents 
for posting leave and attendance; individual retirement deduction 
records; source documents maintained in connection with retirement 
deduction records and control files thereon; wage and separation 
information files; health benefit records; income tax withholding 
records; allowance and differential eligibility files, such as, but not 
limited to, clothing allowances and night rate differentials; withhold- 
ing and deduction authorization files, such as, but not limited to, 
federal income tax withholding, and insurance and retirement deduc- 
tions; accounting document files; input, data posting media, such as, 
but not limited to, time and attendance cards and reports and person- 
nel actions affecting pay; accounting and statistical reports and com- 
puter edit listings; claims and waivers affecting pay; control logs and 
collection/disbursement vouchers; listing's for administrative pur- 
poses, such as, but not limited to, health insurance, life insurance, 



bonds, locator files and checks to financial institutions; correspond- 
ence with the Civilian Personnel Office, dependents, attorneys, survi- 
vors, insurance companies, financial institutions; and- other govern- 
mental agencies; leave and earnings statements; travel records; and 
separation documents; official correspondence; federal, state and tax 
reports and/or tapes; forms covering pay changes and deductions, 
and documentation pertaining to garnishment of wages. * 
Authority for maintenance of the system: 

5 U.S.C. Chapters 53, 55 and 81, and Executive Order 9397. 
Purpose(s): 

The records are used to accurately compute individual employee's 
pay entitlements and to withhold required and authorized deductions 
and issue payroll checks for amounts due. Output products are for- 
warded as required to other subject matter areas to ensure accurate 
accounting and recording of pay to civilian employees. These 
records and related products are also used to verify and balance 
payroll and account data, and to provide information/to recipients, 
Government and non-Government agencies. 

Records are also used for extraction or compilation of data and 
reports for management studies and statistical analyses for use inter- 
nally or externally as required by the Department of Defense or 
other government agencies. 

Routine uses of records maintained in the: system, including catego- 
ries of users and the purposes of such uses: 

Records may be disclosed to banks which credit the employee's 
account if the employee has requested his/her check to be sent to the 
bank; financial orgjanizations which credit the employee account if 
the employee has requested a savings allotment; other approved 
organizations which an employee has designated for an allotment; 
computer and accounting service centers upon request of financial 
organizations designated by individuals to receive monies due them; 
Federal Reserve banks under procedures specified in 31 CFR part 
210 for health benefit carriers to ensure proper credit for the employ- 
ee authorized health benefit deductions; employee organizations for 
which the employee has requested a dues deduction (reasons for non- 
deduction of dues will be benefit deductions); disclosed to officials of 
labor organizations recognized under Executive Orders 11636 and 
11491, as amended, when relevant and necessary to their duties of 
exclusive representation concerning personnel policies, practices and 
matters affecting working conditions (including disclosure of reasons 
for non-deduction of dues, if applicable); the United States Treasury, 
which maintains cash accountability; the Internal Revenue Service 
for recording withholding and social security information; the Social 
Security Administration and Office of Personnel Management which 
credits the employee's account for Federal Insurance Contributions 
Act or Civil Service Retirement withheld; state revenue departments 
which credit employee's state tax withholding; state employment 
agencies which require wage information to determine eligibility for 
unemployment compensation benefits of former employees; city reve- 
nue departments of appropriate cities which credit employees for city 
tax withheld; any agency or component thereof that needs the infor- 
mation for proper accounting of funds, such as, but not limited to, 
for-others listings; Office of Personnel Management for assistance in 
resolving complaints, grievances, etc. • 

To the Office of Personnel Management for computation of Civil 
Service retirement annuity. 

The Department of the Air Force "Blanket Routine Uses" pub- 
lished at the beginning of the agency's compilation of record system 
notices apply to this System. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, in notebooks/binders, in visible file bind- 
ers/cabinets, in card files, on' computer and on computer output 
products, on roll microfilm, on microfiche, and in microfilm jackets. 

Retrievability: 

Retrieved by ^ name, Social Security Number, civilian payroll 
number, vehicle registration or license number, or other identification 
number or system identifier. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are propei-ly screened and cleared for 
need-td-know. Records are stored in locked cabinets or rooms, pro- 
tected by guards, and controlled by personnel screening, visitor regis- 
ters, and computer system software. 

Retention and disposal: 

Records are retained for periods ranging up to 56 years. 
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System manageKs) and address: 

Director of Accounting and Finance, United States Air Force, and 
accounting and finance officers at Air Force installations. Official 
mailing addresses are published as an appendix to the Air Force's 
compilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether this record system con- 
tains information on themselves should address inquiries to HQ 
AFAFC/IMD, Denver, CO 80279-5000 or the accounting and fi- 
nance office where assigned. Telephone (303) 320-7553. 

Requester should be able to provide sufficient proof of identity, 
such as name. Social Security Number, drivers license, civilian identi- 
fication card, duty station or place of employment, or other informa- 
tion verifiable from the record itself. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address inquiries to HQ AFAFC/IMD, Denver, 
CO 80279-5000 or the accounting and finance office, where assigned. 
Telephone (303) 320-7553. 

Requester should be able to provide sufficient proof of identity, 
such as name, Social Security Number, drivers license, civilian identi- 
fication card, duty station or place of employment, or other informa- 
tion verifiable from the record itself. 

Contesting record procedures: 

The Air Force rules for accessing records, and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR.part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information obtained from previous employers; financial institu- 
tions; medical institutions; automated systems interfaces; state or local 
government agencies; source documents such as reports; Department 
of Defense components and other federal agencies such as, but not 
limited to, Social Security Adniinistration; Internal Revenue Service; 
State revenue departments; and Departments of the Army, Navy or 
State. Correspondence from attorneys, dependents, survivors, guard- 
ians, and subject to the record may also furnish data for the system. 
Information is also obtained from the subject of the record. 

Exemptions claimed for the system: 

None. 

F177AFSGA 

System name: 

Control Logs. 
System location: 

Air Force hospitals, medical centers and clinics. 
Categories of individuals covered by the system: 
Dependents of military personnel and all personnel authorized 
treatment in a military medical facility. 
Categories of records in the system: 

Controls for payment of supplemental medical care and civilian 
medical, dental and veterinary care. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, as implemented by Air Force Regulation (AFR) 168- 
10, Obtaining Medical, Dental and Veterinary Care from Civilian 
Sources. 

Purpose(s): 

To insure duplication of payment to provider is not made. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, and in card files. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in locked cabinets or 
rooms. 

Retention and disposal: 



Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System managerCs) and address: 

Medical Service Account Officers at all Clinics, Hospitals, Medical 
Centers 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. . . 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from financial and medical institutions, and 
from source documents such as records, reports prepared on behalf 
of the Air Force. 

Exemptions claimed for the system: 

None. 

F177 AFA A 

System name: 

Cadet Accounting and Finance System. 
System location: 

United States Air Force Academy, USAF Academy, Colorado 
Springs, CO 80840. Air Force Accounting and Finance Center, 
Denver, CO 80279. 

Categories of individuals covered by the system: 

Air Force Academy Cadets. 

Categories of records in the system: 

Individual computerized files containing pay data for all USAF 
Academy Cadets including Establishment/Change in Personal 
Checking Account, Monthly Report of Contingency Fund Status, 
Contingency Fund Loan Request, Cadet Pay Order, Document Con- 
trol Log, Recapitulation of Cadet Pay Account, Cadet Pay Authori- 
zation, Cadet Pay Monthly Statement, Cadet Pay Record, Payment/ 
Collection Vouchers, Separation Control Log, Electronic Data Proc- 
essing Sheets, Microfilm File, Cadet Pay Disk File, Quarterly FICA 
Report, Transmittal Letter. 

Authority for maintenance of the system: 

10 use Chapter 903, United States Air Force Academy and 37 
use 201, Pay, grade: 201, Pay grade: Assignment to; general rules. 
Purpose(s): 

This system is used to accumulate cadet pay entitlements (basic 
pay and subsistence), deductions (federal tax, social security, insur- 
ance premiums) in order to properly monitor the payments disbursed 
to the Air Force Cadet Wing (TAFCW). The information is used to 
determine the correct monthly net pay to be disbursed to each cadet 
and to charge the cadets for clothing issues and other services from 
authorized Academy sources, and the reporting of all expenditures to 
the Air Force Accounting and Finance Center. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used to prepare Forms W2 for the Internal Revenue 
Service, report deductions for the Federal Insurance Contribution 
Act to the Social Security Administration, prepare Standard Form 
1049 for release of tax information to the states. Records from this 
system of records may be disclosed for any of the blanket routine 
uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, in visible file binders/cabinets, in card 
files, on computer and computer output products, and on roll micro- 
form. 

Retrievability: 

By Cadet Number or Social Security Number. . 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
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need-to-know. Records are stored in locked cabinets or rooms and in 
computer storage devices protected by computer system software. 
Retention and disposal: 

The original copy of Cadet Pay Record, Cadet Pay Order, Sub- 
stantiating Pay Documents and Transmittal Letter are forwarded to 
AFAFC, Denver, CO 80279. Copies of Cadet Pay Orders are re- 
tained for one year following graduation. Substantiating pay docu- 
ments and posting media records are retained one year after annual 
cutoff in current files area and then destroyed. Document Control 
Records are destroyed 90 days after close of FY to which they 
pertain. W-2 listings, quarterly FICA reports and CPITF interest 
distribution records are retained by Cadet Pay Section six years after 
CY to which they pertain. Audit registers are destroyed after one 
academic year. Financial statements, schedules and supporting data is 
destroyed after 4 years. Pay inquiries are destroyed after two years. 

System manager(s) and address: 

Director of Accounting and Finance, United States Air Force 
Academy, Colorado, 80840. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from source documents such as reports. 
Exemptions claimed for the system: 

None. 

F177AFAFCA 

System name: 

Accounting and Finance Officer Accounts and Substantiating Doc- 
uments. 
System location: 

Air Force Accounting and Finance Center, Lowry Air Force- 
Base, Denver, CO 80279. Denver Federal Archives and Records 
Center, Bldg 48, Denver Federal Center, Denver, CO 80225. 

Categories of individuals covered by the system: 

Air Force active duty and retired military personnel and other 
allotees, Air Force Reserve and Air National Guard personnel, civil- 
ian personnel employed at or paid by AF Installations. 

Categories of records in the system: 

Individual military pay records; substantiating documents, such as 
certificates for deductions and retained military pay orders, records 
of travel payments, financial record data folders, miscellaneous, mili- 
tary vouchers and statements, copies of morning or strength reports 
and personal financial records. 
. Authority for maintenance of the system: 

31 use 67(b), Retention by executive agencies... of accounts of 
accountable officers, contracts, vouchers or other documents. 

Purpose(s): 

The system serves as a repository from which information may be 
retrieved to support claims for or against the government. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The categories of users and uses are federal agencies including, but 
not limited to, the Federal Bureau of Investigation; Internal Revenue 
Service; and the Office of Personnel Management. Also used by 
state, local and city governments to substantiate pay, eligibility for 
welfare and unemployment; for personnel management functions; the 
general public for garnishment of pay, employment i purposes. 
Records from this system of records may be disclosed for any of the 
blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and note books/binders, on computer and 
computer output products and in microform. 
Retrievability: 



Filed by name, Social Security Number (SSN) or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms, pro- 
tected by guards and controlled by personnel screening. 

Retention and disposal: 

Records are stored at Air Force Accounting and Finance Center, 
updated and accessible for 18 months after receipt from Air Force 
Accounting and Finance Officers world-wide; then retired to the 
Denver Federal Archives and Records Center where they are re- 
tained for a period of 4 years, 9 months. Destruction is accomplished 
by sale to a salvage company for shredding. 

System manager(s) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force and Director Accounting and Finance United States Air 
Force. 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD Denver, CO 
80279, telephone (303) 370-7553. Requester should be able to provide 
sufficient proof of identity, such as name, Social Security number, 
duty station, place of employment or other information verifiable 
froni the record itself. 

Record access procedures: * ' 

Requests from individuals should be addressed to AFAFC/DAD 
Denver, CO 80279, telephone (303) 370-7553. Requester should be 
able to provide sufficient proof of identity, such as name. Social 
Security number, duty station, place of employment or other infor- 
mation verifiable from the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information from Air Force Accounting and Finance Officers. 

Exemptions claimed for the system: 

None. 

F177 AFAFC B 

System name: 
Accrued Military Pay System, Discontinued. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279 and 
at Denver Federal Archives and Record Center, Bldg 48, Denver 
Federal Center, Denver, CO 80225 (back-up storage). 

Categories of individuals covered by the system: 

Air Force active duty and retired military personnel, and separated 
Air Force Personnel Officers of Air Reserve and Air National Guard 
on extended active duty. 

Categories of records in the system: 

Military pay records and related documentation including but not 
limited to monthly and cumulative six-months histories of pay trans- 
actions, wage and tax data, Uniformed Services Savings Deposit 
Program Records and Federal Insurance Contribution Act tax data 
contained on hard copy and/or microfilm. Military pay supporting 
documents and vouchers including but not limited to basic pay, 
special compensation positions, special pay, status adjustments, sepa- 
ration, reenlistment, reenlistment bonus, incentive pay, allowances, 
death gratuities, allotments of pay, court-martial sentences, indebted- 
ness, and correspondence pertaining to all of the above. Sundry lists, 
reports and rosters including but not limited to Internal Revenue 
reports, Social Security reports, Veterans Administration reports and 
Treasury reports. 

Authority for maintenance of the system: 

Title 37 use, Pay and Allowances of the Uniformed Services; 10 
use 265, Policies and regulations: Participation of Reserve officers 
in preparation and administration; 8033, Reserve components of Air 
Force; policies and regulations for government of: Functions of Na- 
tional Guard Bureau with respect to Air National Guard; 8496, Air 
National Guard of the United States: Commissioned officers; duty in 
National Guard Bureau; 9837(d), Settlement of accounts: Deductions 
from pay; 32 USC 708, Property and fiscal officers. 
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Purpose(s): 

Provides an audit trail for audit purposes and historical information 
for inquiries pertaining to past pay record data. It is used primarily 
by all components of the Air Force for answering inquiries pertain- 
ing to information contained in these discontinued records, and for 
reviews by the Air Force audit agency and Inspector General. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Other users may 
include Internal Revenue Service for tax information on members, 
Social Security Administration for information regarding tax deduct- 
ed from members and Social Security entitlements, Veterans Admin- 
istration for information regarding premiums on servicemens group 
life insurance, and financial institutions for deposits and/or payments, 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders/visible file binders/cabinets and on roll 
microfilm. 

Retrievability: 

Filed by name and Social Security Number (SSN) or Military 
Service Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards and controlled by 
personnel screening. 

Retention and disposal: 

Local retention varies from 6 months to 10 years; records are 
either destroyed by tearing shredding, pulping, macerating or burn- 
ing, or transferred by the Air Force Accounting and Finance Center 
to the Denver Federal Archives and Records Center where they 
may be retained for a period up to 56 years. Back-up records for 
emergency reconstitution in the event of destruction of primary 
records are stored at the Federal Records Center Annex, GSA, 
Neosho, MO. Destruction is by shredding or burning. 

System manager(s) and address: . 

Director of Accounting and Finance United States Air Force. 
Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80205, telephone (303) 370-7553. Requester should be able to provide 
sufficient proof of identity such as name, Social Security Number, 
military status, duty status or place of employment or other informa- 
tion verifiable from the record itself 

Record access procedures: 

Request from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303). 370-7553. Requesters should be 
able to provide sufficient proof of identity, such as Social Security 
Number, military status, duty status or place of employment, or other 
information verifiable from the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, financial and medi- 
cal institutions, state or local governments, corporations, source doc- 
uments such as reports, Accounting and Finance Offices (AFO), and 
Consolidated Base Personnel Offices (CBPO). 

Exemptions claimed for the system: 

None. 

F177 AFAFC C 

System name: 

Uniformed Services Savings Deposit Program (USSDP). . 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279 and 
Denver Federal Archives and Record Center, Bldg 48, Denver Fed- 
eral Center, Denver, CO 80225 and Record Center Annex GSA, PO 
Box 141, Neosho, MO 64850 (backup storage). 

Categories of individuals covered by the system: 



This notice covers both the discontinued portion of USSDP and 
the remaining active part of the system. Effective June 30, 1974 the 
USSDP program was discontinued except for those members de- 
clared missing in action (MIA) during the Vietnam conflict. Prior to 
June 30, 1974, the record system serviced Air Force active duty 
officers and enlisted personnel serving on a permanent duty assign- 
ment outside the United States or its possessions. Effective July 1, 
1974, the record system services only Air Force active duty officers 
and enlisted personnel who have been declared MIA as a result of 
the Vietnam conflict. Dependents, next of kin, survivors and former 
spouses of USSDP participants may be included. 

Categories of records in the system: 

Includes but is not limited to the master account records for each 
depositor; transaction records of monetary data (deposits, withdraw- 
als and adjustments); allotment records; name and Social Security 
number (SSN) change record; settled records; checkwriting and 
voucher register data records; interest paid records; quarterly state- 
ments records; supplemental address for interest refund records. Also 
includes correspondence files covering requests for information from 
members, federal agencies, spouses, former spouses, dependents, sur- 
vivors, widows or widowers, next of kin, the American Red Cross, 
Congress, and other Air Force and DOD components. 

Authority for maintenance of the system: 

10 use 1035, Deposits of savings. 

Purpose(s): 

Provides mechanized and manual account maintenance including 
updating for deposits, withdrawals, interest accruals, adjustments and 
summary data for quarterly processing; capability of responding to 
inquiries regarding the status of each depositors account; capability 
to settle accounts, issue settlement statements and checks; quarterly 
statements to depositors showing detailed activity for the current 
quarters and cumulative balances for prior periods; reconciliation 
between the Accounting and Finance Officers (AFO) accounts and 
cash control reports with appropriate audit trails; controls to insure 
compliance with statutory limitations on amounts deposited, desertion 
status and conditions under which withdrawals are permitted; and 
records for storage of historical data on each depositors' account. 

Routine uses of records maintained ui the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Veterans Ad- 
ministration (VA) and Social Security use this information to deter- 
mine eligibility, entitlements, and addresses of and for USSDP mem- 
bers. Federal Housing Agency (FHA) uses this information in their 
loan programs. Internal Revenue Service (IRS) uses the information 
for tax purposes and for levy action in the collection of taxes owed. 
American Red Cross uses this information to determine needs of a 
member or his dependents in emergency situations. Widow or wid- 
ower, dependent, or next of kin of deceased members use this* infor- 
mation in settling the affairs of the former member. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in, visible file binders/cabinets/card files, on computer 
magnetic tapes and computer paper printouts, and on microfiche. 
Retrievability: 

Filed by name and Social Security Number (SSN) or Military 
Service Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
protected by guards and controlled by personnel screening, visitor 
registers and computer system software. 

Retention and disposal: 

All records except correspondence and balancing data (deposit, 
adjustment, and withdrawal) are retained for 6 years after final settle- 
ment. Correspondence is kept for 90 days; balancing data is kept for 
1 year after balance status is reached. Records are stored at Air 
Force Accounting and Finance Center, at the Denver Federal Ar- 
chives and Record Center, and at the Record Center Annex, Neosho, 
MO. Destruction is by sale to salvage company for shredding. 

System manager(s) and address: 

Director Accounting and Finance, United States Air Force 
(USAF). 
Notification procedure: 



392 



PRIVACY ACT SYSTEMS 



• Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. The requester should be able to 
provide sufficient proof of identity, such as name, Social Security 
Number, date of final settlement, duty station or place of employ- 
ment,, or other information verifiable from the record itself. 
Record access procedures:- 

Request from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. The requester should 
be able to provide sufficient proof of identity, such as name, Social 
Security Number, date of final settlement, duty station or place of 
employment, or other information verifiable from the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and is published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from automated system interfaces other Air 
Force and DOD components and dependents, next of kin, survivors, 
and former spouses of USSDP members. 

Exemptions claimed for the system: 

None. ' .. 

F177AFAFCD 

System name: - i 

Claims Case File - Active Duty Casualty Case Records. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279 and 
at the Denver Federal Archives and Record Center, Building 48, 
Denver Federal Center, Denver, CO 80225. ' 

Categories of individuals covered by the system: ' 

Deceased active duty and foimer active duty Air Force members; 
dependents, beneficiaries, and next-of-kin of deceased Air Force 
members. 

Categories of records in the system: 

Includes but not limited to the following: Claim certification and 
vouchers for death gratuity payments; claim for unpaid compensation 
of deceased members of the uniformed services; reports of casualty; 
travel vouchers; travel orders; military pay and allowance vouchers; 
wage and tax statements; miscellaneous income statements; divorce 
decrees; guardianship papers; death certificates; birth certificates; 
military pay records; statements of service; military pay orders; em- 
ployees' exemption for dependents certificates; authorizations to start, 
stop or change allotments; mailing address payment options for Joint 
Uniform Military Pay System (JUMPS); authorizations to start or 
stop basic allowance for quarters credit; document transmittals 
(JUMPS); military pay orders transfer in; requests and authorizations 
to pay basic allowance subsistence and separate rations; records of 
emergency data; records of accounting and finance office authorized 
payments, JUMPS; assignments of assistance responsibility; leave and 
earnings statements; acknowledgments and/or transfers of casualty 
assistance cases; records of travel payments; special orders; record of 
courts-martial; per. diem work sheets; marriage licenses; proceedings 
of homicide trials; court records; promotion orders; personal letters 
from deceased member to claimant; applications for commercial in- 
surance; pay and allotment information on deceased members; affida- 
vits in support of in loco parentis relationships; pay adjustment au- 
thorizations; bills of lading; affidavits by natural custodian for claim 
on behalf of minor children; tax certificate statements; paternity ad- 
missions statements; Social Security wage adjustment data; leave 
records; claims for unpaid pay and allowances of deceased member 
of the uniformed services where there is no designated beneficiary of 
the claimant; returned check records; allotment reports; proof of 
adoption; and public vouchers for purchases and services. 

Authority for maintenance of the system: 

10 use 1475-1480, Death gratuity...; and 2771, Final settlement of 
accounts: Deceased members. 
Purpose(s): 

Used to compute death gratuity payments and payments of unpaid 
pay and allowances and to determine the proper beneficiaries thereof. 

Routine uses of records maintained in the system, including catego- 
' ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Copies of 
records or requested information are furnished to other agencies, 
such as but not limited to Internal Revenue Service (IRS), Social 
Security Administration (SSA), and the Veterans Administration 



(VA), and to state and local agencies. Information is used by such 
entities to determine any obligations, benefits and privileges under 
their jurisdiction. Certified copies of past pay records are furnished 
to attorneys representing potential beneficiaries. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage:. 

Maintained in file folders. 
Retrievability: 

' Filed by name and Social Security Military Service Number. 
' Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
protected by guards and controlled by personnel screening and visi- 
tor registers. 

Retention and disposal: 

Retained at Air Force Accounting and Finance Center for one 
year after closing date, then forwarded to Denver Federal Archives 
and Records Center and destroyed six years from final closing date. 
Destruction is by shredding, tearing, mascerating, pulping, or burn- 
ing. 

System manager(s) and address: 

Director Accounting and Finance, United States Air Force 
(USAF). 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 329-7553. The requester should be able to 
provide sufficient proof of identity, such as name, Social Security 
Number, drivers license, military status, duty station or place of 
employment or other information verifiable from the record itself. 

Record access procedures: 

Request from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. The requester should 
be able to provide sufficient proof of identity, such as name. Social 
Security Number, drivers license, military status, duty station or 
place of employment or other information verifiable from the record 
itself. . , , 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published m Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from educational and medical institutions, 
automated system interfaces, police and investigating officers, the 
public media, state or local governments, witnesses, and source docu- 
ments such as reports. . . - - 

Exemptions claimed for the system: > 

None. 

F177AFAFCE 

System name: 

Claims Case File - Corrected Military Records. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279 and 
at the Denver Federal Archives and Records Center, Denver Feder- 
al Center, Building 48, Denver, CO 80225. 

Categories of individuals covered by the system: 

Air Force active duty officers and enlisted personnel, and former 
active duty military personnel; Air Force Reserve and Air National 
Guard personnel; retired Air Force. miUtary personnel; Air Force 
Academy cadets; surviving dependents of military personnel.. 

Categories of records in the system: 

Includes but not limited to: Retired pay information; reserve pay 
information; statement of service; travel . orders; travel vouchers; 
leave records; individual military pay records; discharge document; 
civilian earning statements; civilian earnings, wage and tax statement; 
income tax returns when provided by individuals to support a claim; 
.'copies of court martials; copies of non-judicial punishment, applica- 
tion for correction of military or naval records; requests, authoriza- 
tions and pay orders for basic allowance for subsistence (BAS), 
separate rations; record of .travel payments; military pay and allow- 
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ances voucher; bills of lading; supplemental wage and tax statement; 
dependents: Address and name; Social Security Number of deceased 
retired Air Force members; pay adjustment authorization; medical 
bills and receipts; correspondence pertaining to above subject mat- 
ters. 

Authority for maintenance of the system: 

10 use 1552, Correction of military records: Claims incident 
thereto. 

Purpose(s): 

Used to determine the proper payment due based on the correction 
of military records. Pay adjustment data and supporting documenta- 
tion is submitted to the accounting and finance office for payment, 
and also to the Joint Uniform Military Pay System (JUMPS) for 
memorandum type entry on master military pay account. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Disclosures may 
also be made to the Internal Revenue Service and to the Social 
Security Administration for their determination of tax liabilities and 
Sociar Security entitlements flowing from corrections of military pay 
and allowances. The various state unemployment offices may use the 
information to either institute collection process from the member or 
to adjust their records when member was collecting unemployment. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name, Social Security Number (SSN) or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system iii performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabiniets, 
protected by guards, and controlled by personnel screening and visi- 
tor registers. 

Retention and disposal: 

Folder is retained at Air Force Accounting and Finance Center for 
one year, after which time it is sent to Denver Federal Archives and 
Record Center and destroyed six years from final closing date. De- 
struction is by shredding, mascerating, pulping, or burning. 

System manager(s) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force. Director Accounting and Finance, United States Air Force. 
, Notification procedure: 

Information as to whether the records system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. The requester should be able to 
provide sufficient proof of identity, such as narne, Social Security 
Number, driver's license, military status, duty istation or place of 
employment or other information verifiable from the record itself. 

Record access procedures: 

Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. The requester should 
be able to provide sufficient proof of identity, such as name, Social 
Security Number, driver's license, military status, duty station or 
place of employment or other information verifiable from the record 
itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, automated system 
interfaces, and source documents such as reports. 
Exemptions claimed for the system: 
None. 

F177AFAFCF 

System name: 
Claims Case File - Missing in Action Data. 
System location: 



Air Force Accounting and Finance Center, Denver, CO 80279 and 
at the Federal Archives and Record Center, Building 48, Denver 
Federal Center, Denver CO 80225. 

Categories of individuals covered by the system: 

Missing-in-action Air Force members; dependents and next-of-kin 
of missing Air Force members; and former spouses of missing Air 
Force members. 

Categories of records in the system: 

Includes, but not limited to the following: Statements of depend- 
ent's expenses; Air Force Office of Special Investigation reports; 
correspondence requests for dependency determination; travel vouch- 
ers; travel orders; marriage certificates; birth certificates; annulments; 
divorce decrees; adoption papers; allotment documents (starts, stops, 
and changes); military pay and allowance vouchers; promotion 
orders; military pay orders; financial statements; reports of casualty; 
wage and tax statements; guardianship papers; statements of service; 
records of emergency data; assignments of assistance responsibility; 
leave and earnings statements; acknowledgments and/or transfers of 
casualty assistance; records of travel payments; per diem work sheets; 
pay adjustment authorizations;, bills of lading; tax certificate state- 
ments; returned check records; public vouchers for purchases and 
services; notice of premium due from commercial insurance compa- 
nies; car titles; Judge Advocate General opinions and interpretative 
memoranda; car insurance policy statements; requests for verification 
of deposits in Uniformed Services Savings Deposit program; public 
vouchers for refunds; military pay vouchers; letters of notification of 
pay increases and decreases; copies of missing member's last will and 
testament; Uniformed Services Savings Deposit statements; change of 
mailing address forms; copies of personal checks; breakdown of ex- 
penditures for investment purposes; military pay records of missing 
member; medical history on dependents; and newspaper clippings. 

Authority for maintenance of the system: 

37 use Chapter 10 - Payments to Missing Persons. 

Purpose(s): 

Used for adjudication and distribution of missing member's funds, 
and to make determinations of dependent's eligibility and entitlement 
to pay allowances for parents, wives and children. Vouchers are 
provided to the Automated Uniformed Services Savings Deposit 
Program (USSDP). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Data is also 
disclosed through correspondence with member's dependents pertain- 
ing to distribution of monies. Copies of records may on occasion be 
furnished to other agencies, such as but not limited to Internal Reve- 
nue Service (IRS), Social Security Administration (SSA), and the 
Veterans Administration (VA), and to state and local agencies for 
their determination for any obligations, benefits and privileges under 
their respective jurisdictions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name. Social Security Number (SSN), or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
persori(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
protected by guards, and controlled by personnel screening and visi- 
tor registers. 

Retention and disposal: 

Records are retained for the entire time member is in a missing or 
prisoner status. If member is returned to military control, files are 
returned to military pay jacket (active duty). If member is' declared 
killed-in-action, file is processed as death case, retained at AFAFC 
for one year, then retired to Denver Federal Archives and Record 
Center, and destroyed six years after final closing date. Destruction is 
by shredding, mascerating, pulping, tearing, or burning. 

System manager(s) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force. Director Accounting and Finance, United States Air Force 
(USAF). 
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Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AF AFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. The requester should be able to 
provide sufficient proof of identity, such as name, Social Security 
Number, drivers license, military status, duty station or place of 
employment or other information verifiable from the record itself 

Record access procedures: 

Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. The requester should 
be able to provide sufficient proof of identity such as name, Social 
Security number, drivers license, military status, duty station or place 
of employment, or other information verifiable from the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from financial, educational and medical insti- 
tutions; automated system interfaces; police and investigating officers; 
the public media; and bureaus of motor vehicles. 

Exemptions claimed for the system: 

None. 

F177 AFAFC G 

System name: 

Indebtedness and Claims. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279. 
Denver Federal Archives and Record Center, Bldg 48, Denver Fed- 
eral Center, Denver, CO 80225. 

Categories of individuals covered by the system: 

Active duty and retired military personnel. Air Force civilian 
employees and former employees, Air Force Reserve and Air Na- 
tional Guard personnel, Air Force Academy cadets, dependents of 
military personnel, exchange officers and foreign nationals. 

Categories of records in the system: 

Records of current and former military members and civilian em- 
ployees pay accounts showing entitlements, deductions, payments 
made, and any indebtedness resulting from deductions and payments 
exceeding entitlements. These records include, but are not limited to: 
Individual military pay records, substantiating documents such as 
military pay orders, pay adjustment authorizations, military master 
pay account print out from Joint Uniform Military Pay System 
(JUMPS), records of travel payments, financial record data folders, 
miscellaneous vouchers, personal financial records, credit reports, 
promissory notes, individual financial statements, and correspond- 
ence. Applications for waiver of erroneous payments or for remission 
of indebtedness with supporting documents, including but not limited 
to, statements of financial status (personal income and expenses), 
statements of commanders, statements of Accounting and Finance 
Officers, correspondence with members and employees. Claims of 
individuals requesting additional payments for services rendered with 
supporting documents including, but not limited to, time and attend- 
ance reports, leave and earnings statements, travel orders, travel 
vouchers, statements of non-availability of quarters and mess, paid 
receipts, and correspondence with members and employees. Delin- 
quent accounts receivable from base Accounting and Finance Offi- 
cers including, but not limited to, returned checks, medical services 
billings, collection records, and summaries of the Air Force Office of 
Special Investigation and Federal Bureau of Investigation reports. 
Reports from probate courts regarding estates of deceased debtors. 
Reports from bankruptcy courts regarding claims of the US against 
debtors. 

Authority for maintenance of the system: 

31 use Chapter 18 - Compromise and collection of Federal 
claims; 10 USC 2774, Claims for overpayment of pay and allowances, 
other than travel and transportation allowances, 9837 (d). Settlement 
of accounts: Deductions from pay; 5 USC 5584 Claims for overpay- 
ment of pay and allowances, other than travel and transportation 
expenses and allowances and relocation expenses; 12 USC 1715, 
Mortgage insurance for servicemen; Pub. L. 97-365, Debt Collection 
Act of 1982. 

Purpose(s): 

Used to determine eligibility for: (1) Waiver of erroneous pay- 
ments, (2) remission of indebtedness, or (3) payments for services 
rendered. Also, information is required to attempt collection of all 



claims from individuals on claims of the United States, for money or 
property arising out of the activities of the United States Air Force. 
Claims may be compromised, terminated, or suspended when war- 
ranted by information collected. Information is used to establish debts 
and respond to letters received from individuals. After action is 
completed, files are closed and filed in individual records. 

Routine uses of records maintained in the system^ including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Data necessary 
to identify an individual involved in a claim is disclosed to a con- 
sumer reporting agency whenever a financial status report is request- 
ed for use in pursuing collection under the Federal Collection Act. 
Disclosure of data regarding individuaPs indebtedness to the Air 
Force are made from this record system to credit reporting agencies 
under the authority of the Debt Collection Act of 1982 (Pub.L. 97- 
365). Whenever AFAFC has exhausted its internal collection actions, 
the debt may be forwarded to a private collection agency for collec- 
tion servicing. The debt may be referred to the Department of 
Justice under 31 USC 952, Federal Claims Collection Act of 1966, 
for investigation or civil or criminal litigation as appropriate. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in machine-readable form. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
protected by guards and controlled by personnel screening and visi- 
tor registers. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, transferred 
to the Denver Federal Archives and Record Center for nine addi- 
tional years, and then sold to salvage paper companies to be de- 
stroyed by shredding, tearing, mascerating, pulping or burning. 

System manager(s) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force. Director, Accounting and Finance, United States Air Force. 
(USAF). 

Notification procedure: 

Information as to whether the record system contains information 
on ah individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. Requester should be able to provide 
sufficient proof of identity, such as name, Social Security Number, 
military status, duty station or place of employment, or other infor- 
mation verifiable from the record itself 

Record access procedures: 

Requests from individuals should' be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. Requester should be 
able to provide sufficient proof of identity, such as name. Social 
Security Number, military status, duty station or place of employ- 
ment, or other information verifiable from the record itself 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained fronii financial and medical institutions; auto- 
mated system interfaces; police and investigating officers; the public 
media; a state or local government; and source documents such as 
reports; credit bureaus; Bureau of Employees Compensation, Veter- 
ans Administration; Social Security Administration; Internal Revenue 
Service; Federal Housing Administration; health insurance compa- 
nies; U.S. Army Finance and Accounting Center; Navy Finance 
Center; Base Accounting and Finance Officers, Major Commands; 
Comptroller General; and correspondence with individual concerned 
or his representative. 

Exemptions claimed for the system: 

None. 

F177AFAFCI 

System name: 
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Loss of Funds Case Files. 
System location: 

Air Force Accounting and Finance Center, Denver; CO 80279. 
Categories of individuals covered by the system: 

Air Force, Army, Navy and Marine Corps active duty military 
personnel, Air Force civilian employees and former employees, Air 
Force Reserve and Air National Guard personnel. Retired Air Force 

military personnel. 

Categories of records in the system: 

Information source documents, reports of investigating officer(s) 
on losses in Air Force accounting and finance offices: (AFOS) ac- 
countability, loss of funds settlement vouchers, material to determine 
cause of the loss, identification of personnel concerned in the loss, 
determinations of pecuniary liability, opinions from Judge Advocate 
General offices, opinions from the Comptroller General and from the 
General Accounting Office, and final determinations by the Secretary 
of the Air Force. 

Authority for maintenance of the system: 

31 use 95a, Relief of disbursing officers of military departments; 
492b, Gains and losses resulting from exchange transactions; offset- 
ting of deficiencies in accounts against gains; and 40 USC Chapter 15 
- Government Losses in Shipment. 

Purpose(s): 

Loss of funds case files record the chronological history of losses 
or deficiencies in AFOS money accounts. Data contained in these 
files are used to prepare reports and statistics, and to develop facts 
necessary for administrative adjudications of pecuniary responsibility. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Users of the 
records system include, but are not limited to, attorneys, surety 
companies, and individuals for internal Air Force processing and 
outside litigation by those named in the case. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by persoh(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need-to-know. Records are stored in 
security file containers/cabinets and in safes, protected by guards, 
and controlled by personnel screening and visitor registers. 

Retention and disposal: 

Whenever relief from pecuniary responsibility for a loss is recom- 
mended and granted, records are retained at AFAFC for four years 
and then destroyed by tearing into pieces, shredding, pulping or 
macerating. Whenever one or more persons are held liable for a loss, 
and the loss is completely recovered, records are retained in AFAFC 
files for six years and then destroyed by tearing into pieces, shred- 
ding, pulping, or macerating. 

System manager(s) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force. Director of Accounting and Finance, United States Air Force 
(USAF). 

Notification procedure: 

Information as to whether the record system "contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. The requester should be able to 
provide sufficient proof of identity, such as name. Social Security 
number, military or civilian status, duty station or place of employ- 
ment, or other information verifiable in the record itself. 

Record access procedures: 

Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. The requester should 
be able to provide sufficient proof of identity, such as name, Social 
Security Number, military or civilian status, duty station or place of 
employment, or other information verifiable in the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. , 



Record source categories: 

Information obtained from financial institutions, police and investi- 
gating officers, witnesses and source documents such as reports. 
Exemptions claimed for the system: 
None. 

F177 AFAFC J 

System name: 

Military Pay Records. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279; 
Denver Federal Archives and Records Center, Building 48, Denver 
Federal Center, Denver CO 80225; Federal Records Center Annex, 
GSA, PO Box 141, Neosho, MO 64850. 

Categories of individuals covered by the system: 

Air Force active duty and separated military personnel. 

Categories of records in the system: . 

Microfilm of Military Pay Records of individual Air Force person- 
nel on active duty or separated. Military pay records and related 
documentation including but not limited to monthly and cumulative 
six-months histories of pay transactions. Federal Income Tax with- 
holding data, Federal Insurance Contribution Act tax data contained 
on hard copy and/or microfilm. Military pay supporting documents 
and vouchers including but not limited to basic pay, special compen- 
sation positions, special pay, status adjustments, separation, reenlist- 
ment, reenlistment bonus, incentive pay, allowances, death gratuities, 
allotments of pay, court-martial sentences, indebtedness, and corre- 
spondence pertaining to all of the above. Sundry lists, reports and 
rosters including but not limited to Internal Revenue reports. Social 
Security, reports. Veteran's Administration reports, and Treasury re- 
ports. 

Authority for maintenance of the system: 

37 USC 401-403, Allowances; 551-558, Payments to Missing Per- 
sons; 10 USC 1475-1480, Death Benefits; 1552, Correction of military 
records: Claims incident thereto; 2771, Final settlement of accounts: 
Deceased members. 

Purpose(s): 

Purposes are to furnish pay information from microfilm of Military 
Pay Records when hard copies of pay records cannot be located in 
Military Pay Record file. Used as back-up of hard copies of Military 
Pay Records which are also filed at this location. The purpose of the 
record system is to retain historical pay data on Air Force and 
former Air Force members, and to furnish pay information and/or 
related information to Accounting and Finance Offices (AFOS) and 
Consolidated Base Personnel Offices (CBPOs), who use this informa- 
tion in answering inquiries and in determining current administrative 
adjustments. Copies of certified pay records and related documents 
are disclosed to military courts for court-martial action, and to Civil 
Courts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Furnish wage 
and tax statement (Form W-2) for tax purposes to State Revenue 
Service, Internal Revenue Service, individual members misplacing 
original form W-2, widows of deceased members, or to verify Air 
Force service on request from other services. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained. in file folders and on roll microfilm. 
Retrievability: 

Filed by name and Social Security Number or Military Service 
Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
. person(s) responsible for servicing the record source of their official 
duties who are properly screened and cleared for need-to-know. 
Records are stored in security file containers/cabinets, protected by 
guards, and controlled by personnel screening and visitor registers. 

Retention and disposal: 

Military Pay Records, hard copies, are retained at Denver Federal 
Archives and Records Center where they are sold to paper salvage 
companies and destroyed by shredding after a total of ten year^^ft'er 
member's separation, or date of final action, whichever -is later. 
Microfilm of Military Pay Records is retained at Air Force Account- 
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ing and Finance Center for six years then destroyed by shredding or 
burning. Copies of microfilm are retained for fifty-six years at Feder- 
al Records Center Annex, GSA at Neosho, MO and then destroyed, 
by shredding or burning. 

System manager(s) and address: 

Director Accounting and Finance, USAF, 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 3'70-7553. The requester should be able to 
provide sufficient proof of identity, such as name, Social Security 
Number, service number, military status, duty station or place of 
employment, or other information which may be determined from 
the record itself 

Record access procedures: 

Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO. 80279 telephone (303) 370-7553. The requester should be 
able to provide sufficient proof of identity, such as name, Social 
Security Number, service number, military status, duty station or 
place of employment, or other information which may be deterinined 
from the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, financial and medi- 
cal institutions, automated system interfaces; police and investigating 
officers; state or local governments; corporations; source documents 
such as reports; Air Force Installation Accounting and Finance Pay 
Offices; Joint Uniform Military System (JUMPS); state agencies; 
state revenue services; veterans organizations; federal agencies; Inter- 
nal Revenue Service; Veteran's Administration; attorneys; wido,ws of 
former members; parents of members; dependents, trustees,; and 
guardians; and other Department of Defense components. 

Exemptions claimed for the system: 

None. 

F177 AFAFC K 

System name: ' . 

Pay and Allotment Records. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279; 
Denver Federal Archives and Record Center, Building 48, Denver 
Federal Center, Denver, CO, 80225. 

Categories of individuals covered by the system: 

Air Force active duty and retired military personnel Air Force 
Reserve and Air National Guard personnel, and Air Force Academy 
cadets. 

Categories of records in the system: 

Applications for Basic Allowance for Quarters (BAQ); request for 
dependency determinations for benefits; copies of marriage certifi- 
cates, birth certificates, annulments, divorce decrees and adoption 
papers; certificate of residence forms; allotment documents (starts, 
changes and stops); special pay authorizations; copies of allotment 
vouchers; change of address forms; parent dependency affidavits; 
correspondence between the Air Force Accounting and Finance 
Center (AFAFC) and members dependents pertaining to allotments ( 
to allotments (pay information) and determinations of dependency; 
Comptroller General decisions; General Accounting Office opinions; 
Judge Advocate General opinions and interpretative memoranda; Air 
Force Office of Special Investigation (OSI) reports, interpretative 
memoranda from plans and systems (XS) at AFAFC; status request 
from Office of Civilian Health and Medical Program of the Uni- 
formed Services (CHAMPUS) regarding medical care for children 
over age 21; correspondence with state and local agencies; American 
Red Cross; and other material related, to dependency determination 
and eligibility of dependents for pay and allowance purposes and 
benefits. 

Authority for maintenance of the system: 

37 use 401, Definitions; 403, Basic allowance for quarters; 10 
use 1072, Definitions. 
Purpose(s): 

Records are used to make final determinations of dependency and 
or relationship eligibility entitlement to pay allowances for parents, 
step-children and adopted children who have income in their own 



right, illegitimate children and all cases where relationship or de- 
pendency is questionable; make determinations of dependency and or 
eligibility entitlement to benefits for parents, parents-in-law, illegit- 
imate children and children oyer age 21. Copies of affidavits, docu- 
ments, related correspondence arid/or information contain therein 
may be furnished to the service member, the claimed dependent and/ 
or the person who furnish such information. Copies of aiffidavits, 
statements and related correspondence may be furnished OSI to 
verify information submitted by or in behalf of the claimed depend- 
ent. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Copies of 
records may on occasion be furnished to Internal Revenue Service 
(IRS), Social Security Administration (SSA), Office of Personnel 
Management, and the Veterans Administration <VA), and to state 
and local agencies for their own determinations for any obligations, 
benefits and privileges that come under their jurisdiction. Notify the 
American Red Cross of status of claims to inform the member and/ 
or their dependents. On occasion may disclose information to the Air 
Force Aid Society. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Filed by name and Social Security Number or Military Service 
Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance, 
of their official duties who are properly screened and cleared for 
need-to^know. Records are stored in security file containers/cabinets, 
protected by guards and controlled by personnel screening and visi- 
tor registers. 

Retention and disposal: 

Records for members who have been separated from the service 
are purged annually and retired to the Federal Archives and Records 
Center at Denver Federal Center with one exception. Records for 
which claims are received and/or a dependency determination is 
made after separation^ are retained at the AFAFC for six years after 
last determination and then sent to the Denver Federal Archives. and 
Records Center. Records are destroyed six years after member's 
separation from the service or last determination, whichever is later. 
Destruction is by shredding, tearing or burning. 

System manager(s) and address: 

Director Accounting and Finance, United States Air Force, Wash- 
ington, DC 20330 ' 
Notification procedure: V 

Information as to whether the record system, contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. The requester should be able to 
provide sufficient proof of identity, such as name. Social Security 
number, service number, military status, duty station or place of 
employment. 

Record access procedures: 

Request from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. The requester should 
be able to provide sufficient proof of identity, such as name. Social 
Security Number, service number, military status, duty .station or 
place of employment. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, financial and medi- 
cal institutions, automated system interfaces, police and investigating 
officers, state or local governments, source documents such as re- 
ports; applications and correspondence from members for dependen- 
cy determination, COLA, and medical care; correspondence' from 
parents, guardians aiid custodians of dependents, attorneys and the 
American Red Cross pertaining to dependency determination and 
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support oif dependents; information from other components of the 
Department of Defense. 

Exemptions claimed for the system: 

None. 

F177 AFAFC L 

System name: 

USAF Retired Pay System. 
System location: 

Air Force Accounting and Finance Center, Denver, CO 80279; 
Federal Archives and Records Center, Building 48, Denver Federal 
Center, Denver, CO 80225; Records Center Annex, GSA, PO Box 
141, Neosho, MO 64850 (backup storage only); Accounting and Fi- 
nance Offices (AFOs at Air Force bases; Air Reserve Personnel 
Center and Personal Affairs offices at Air Force installations. Official 
mailing addresses are in the Department of Defense Directory in the 
Appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Air Force active duty and retired military personnel, Air Force 
Reserve and Air National Guard personnel, dependents and survivors 
of military personnel. . 

Categories of records in the system: 

Records include, but are not limited to retired pay and annuitant 
pay master files with supporting documentation relating to entitle- 
ments, deductions, collections and allotments supporting documents 
include but are not limited to Retirement Orders, retirement pay 
orders, gross pay statements, statements of employment, employees' 
withholding exemption certificates, records of emergency data, re- 
tired pay allotment authorizations, retirees: United States savings 
bond authorizations, Air Reserve Forces retirement credit summaries, 
divorce decrees, computation of retired pay, death certificates, claims 
for unpaid pay and allowances of deceased members, marriage certif- 
icates, adoption papers, guardian papers, birth certificates, election 
certificates for retired servicemens' family protection plan (RSFPP), 
election certificates for survivor benefit plan (SBP), documents per- 
taining to status of childrens' schooling, and income tax withholding 
statements. Also included are listings of bonds, allotments, retired 
pay and annuitant pay checks, debts owed the government and direct 
remittances made by retirees for the costs of the RSFPP and SBP 
plans, records from dependents of retired military personnel, corre- 
spondence related to retirement entitlements such as reports from 
hospitals and medical review boards, print-outs of members' active 
duty military pay accounts from the joint uniform military pay 
system. 

Authority for maintenance of the system: 

10 use Chapters 61, Retirement or Separation for Physical Dis- 
ability; 63, Retirement for Age; 65, Retirement for Length of Serv- 
ice; 67, Retired Pay for Non-Regular Service; 69, Retired Grade; 71, 
Computation of Retired Pay; 73, and 79, Correction of Military 
Records; 5 USC Chapter 83, Retirement; Title 37 USC, Pay and 
Allowances of the Uniformed Services; 38 USC 410, Deaths entitling 
survivors to dependency and indemnity compensation. 

Purpose(s): 

Used to accurately and timely pay the retired members of the Air 
Force and their survivors; provide members periodic statements of 
pay; document and account for all disbursements and collections; and 
to respond to inquiries concerning the retiree and annuitant accounts. 
Records are used to establish, maintain and close retiree and annui- 
tant pay accounts and prepare related reports; compute retired and 
annuitant pay and initiate actions for monthly pay and allotment 
transactions; casualty cases are established upon the death of a 
member and arrears of pay are computed and disbursed to survivors; 
upon the death of a retired member who elected such coverage, 
RSFPP and/or SBP accounts are established and survival annuities 
are paid. Also, there is an automated interface with the joint uniform 
military pay system for data used to compute retiree payments; 
retiree's pay and their allotment (checking and savings accounts) 
payments as well as annuitant's pay are sent either directly to finan- 
cial organizations or through the Direct Deposit/Electronic Fund 
Transfer Program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. Other users 
include, but are not limited to, any component of the Department of 
Defense for inquiries, audit and document utilization; other federal 
agencies such as the Internal Revenue Service for normal wage and 
tax withholding reporting, accounting, tax audits and levies; Comp- 
troller General and the General Accounting Office for legal interpre- 



tations and audits. Disclosures are made to the Veteran's Administra- 
tion regarding establishments, changes and discontinuances of VA 
compensation to retirees and annuitants; disclosures are made to the 
Social Security Administration regarding wages; information is fur- 
nished to the American Red Cross and the Air Force Aid Society for 
their use in assisting retirees and their survivors. Information is sup- 
plied to state and local governments for use as follow-up data in 
welfare cases and for tax purposes. Information is also supplied to the 
Office of Personnel Management when a retiree waives his military 
retired pay in order to use his military service for computing his 
Civil Service Retirement Annuity. Information is supplied to the 
courts regarding retiree pay in garnishment cases. Disclosures are 
also made to attorneys, law firms, and other parties acting as execu- 
tors or administrators of retirees estates and information is provided 
to trustees of mentally incompetent members and guardians of survi- 
vors (children). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders/note books/binders/visible file binders/ 
cabinets/card files, computer magnetic tapes and paper printouts, and 
on roll microfilm and microfiche. 

Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-khow. Records are stored in security file containers/cabi- 
nets/vaults/locked cabinets or rooms, protected by guards, and con- 
trolled by personnel screening, visitor registers and computer system 
software. 

Retention and disposal: 

The records are retained for varied periods up to 56 years. De- 
struction of records is by shredding. Records are maintained at the 
Denver Federal Archives and Records Center. Duplicate records are 
maintained at the alternate site at Neosho, MO for storage where 
destruction is by shredding or burning. 

System manager(s) and address: 

Director of Accounting and Finance, United States Air Force, 
Washington, DC 20330 (USAF). Assistant Deputy Chief of Staff 
Personnel for Military Personnel, Randolph Air Force Base, TX 
78150 for Survivor Benefit Plans Briefing records and spouse notifi- 
cation letters. 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 370-7553. The requester should be able to 
provide sufficient proof of identity, such as name, Social Security 
Number, duty station or place of employment, military status, mili- 
tary grade military grade or other information verifiable from the 
record itself For Survivor Benefits Plans Briefing records and spouse 
notification data, contact the System Manager specified in thie pre- 
ceding category or Personal Affairs officials at the servicing Air. 
Force installation. Official mailing addresses are in the Department of 
Defense directory in the appendix to the Air Force's systems notices. 

Record access procedures: 

Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 370-7553. However, retirees and 
annuitants may go to any Air Force Accounting and Finance Office 
(AFO) to request information regarding his or her account. The 
requester should be able to provide sufficient proof of identity, such 
as name, Social Security Number, military status, military grade or 
other information verifiable from the record itself. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, financial, educa- 
tional, and medical institutions, automated system interfaces, state or 
local governments, source documents such as reports. Also record 
sources include but are not limited to, the following: Members' survi- 
vors, trustees of mentally incompetent members, guardians of survi- 
vors (children), private law firms which are executors of estates in 
casualty cases, the Air Force Manpower and Personnel Center at 
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Randolph Air Force Base, TX, and other government agencies such 
as the Veterans Administration and the Social Security Administra-r 
tion. Information also obtained from the individual.^ 

Exemptions claimed for the system: 

None. * 
F177 ATC A 

System name: 
Air Force ROTC Cadet Pay System. 
System location: 

AFROTC/ACB, Maxwell Air Force Base, AL 36112 and 
AFROTC detachments. Official mailing addresses of the detachments 
are in the Department of Defense directory in the appendix to the 
Air Force's systems notices. 

Categories of individuals covered by the system: 

Senior AFROTC contract cadets. 

Categories of records in the system: 

Monthly pay disbursement and documents for senior AFROTC 
contract cadets. ; 
Authority for maintenance of the system: 

37 use 209, Members of Senior Reserve Officers* Training Corps; 
and Air Force Regulation 45-25, Air Force ROTC Subsistence Al- 
lowances and Rates of Commutation in Lieu of Uniforms. 

Purpose(s): 

Used by detachments to verify entitlements, and by AFROTC to 
summarize costs of the program. , • 

Routine uses of records maintained in . the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer magnetic tapes and on computer paper 
printouts. 
Retrievability: 

Filed by name and social security number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
controlled by computer system software. Building secured after duty 
hours. 

Retention and disposal: 

Retained in office file for three years after completion of training, 
then destroyed by tearing, pulping, macerating or burning. 

System manager(s) and address: ' 

Comptroller of the Air Force, Headquarters United States Air 
Force, and Director of Financial Management, AFROTC/ AC, Max- 
well Air Force Base, AL 361 12. 

Notification procedure: 

Contact Accounting and Finance Division, HQ AFROTC/ ACF, 
Maxwell Air Force Base, AL 36112. Provide name, date attended the 
institution, detachment number, reason for request. Requester may 
visit the AFROTC/ ACF, and must present driver's license or Social 
Security card. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Enrollment and attendance records as translated to pay days. 

Exemptions claimed for the system: 

None. 

F178 AFCC A 

System name: 

Center Automated Manpower and Update System (CAMPUS). 
System location: 

Standard Systems Center (SSC), Gunter AFS, AL 36114-6343. 
Categories of individuals covered by the system: 



Air Force active duty , military personnel and civilian employees 
assigned to the SSC. 
Categories of recprds in the system: 

CAMPUS records contain data on SSC personnel nonavailable 
time (time in man-hours chargeable as SSC overhead for purposes of 
total man-hour accounting), personnel available time (time chargeable 
against a specific human resource package) and workload tracking 
data (data on project or task). Included in nonavailable time are 
leave, training, and all activities not related to the SSC's primary 
mission. Available time includes administrative duties, management/ 
supervision functions, time spent in general support areas and time 
devoted to developing new and/or maintaining existing computer 
software. Workload tracking includes data on pending, active, and 
completed activities as to estimated/actual resources required, esti- 
mated/actual dates, and identification data. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): ' 

CAMPUS provides information to SSC management personnel 
about manpower utilization within the organization. Specific uses- of 
the system by all management levels include monitoring of manpow- 
er resources expended on ADP projects, validating and defending 
the SSC manpower posture with workload and man-hour expendi- 
ture data, and distributing workloads between and within the SSC 
directorates. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such, uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and .computer output products. 
Retrievability: 

Records ' can be retrieved by any element contained in the 
CAMPUS data base. 
Safeguards: 

The personnel data maintained in CAMPUS is subject to protec- 
tion and restrictions in accordance with Air Force Regulation 300-13 
and the Privacy Act of 1974. 

Retention and disposal: 

Hard-copy listings are retained in office files until superseded, 
obsolete, or no longer needed, then destroyed by tearing into pieces, 
shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Commander, Standard Systems Center, Gunter Air Force Station, 
AL 36114-6343. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for contesting contents and for appealing 
initial determinations are contained in Air Force Regulation 12-35. 
Specific procedures may be obtained from the System Manager. 

Record source categories: 

Information for CAMPUS is obtained frorn the individuals as- 
signed to the SSC. 
Exemptions claimed for the system: 

. None. 

F178 AFSC A 

System name: 

Rome Air Development Center (RADC) Manpower Resources 
Expenditure System. 
System location: 

Rome Air Development Center (RADC), Griffiss AFB, NY 13441. 
* Categories of individuals covered by the system: 
Civilian and military personnel assigned to R.ADC. 
Categories of records in the system: 
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Personnel identification and job classification data. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by, 

Purpose(s): 

Used to compile statistical reports and for support of manpower 
and cost accounting systems. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieying, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the records system in the course 
of their official duties who are properly screened and cleared for 
need-to-know. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
. burning. 

System manager(s) and address: 

Comptroller, Rome Air Development Center, Griffiss Air Force 
Base, NY. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager or from RADC/Department of Administration Griffis Air 
Force Base NY. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Obtained from individual and personnel record. 
Exemptions claimed for the system: 

None. 

F178AFSCB 

System name: 
Manhour Accounting System (MAS). 
System location: 

Headquarters, Air Force Systems Command, Divisions, Centers, 
and laboratories. Official mailing addresses are in the Department of 
Defense directory in the appendix to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Civilian and military personnel assigned to AFSC. 

Categories of records in the system: 

Manpower information-hourly expenditure, grade/rank, office 
symbol. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used to provide manhour expenditure/resources for management. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products. 
Retrievability: 



Filed by Social Security Number (SSN) or name. 
Safeguards: . 

(1) Records are accessed by the records custodian or other persons 
responsible for servicing the records in performance of their official 
duties. (2) Records are controlled by personnel screening and by 
computer system software. (3) Records are maintained in locked 
cabinets, locked containers, or buildings with controlled entry. 

Retention and disposal: 

Destroy after 2 years or when purpose has been served by means 
of tearing, shredding, pulping, maceration or burning. 
System manageKs) and address: 

Manhour accounting and JOCAS monitors at AFSC organizations. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 
. Information obtained from automated system interfaces. 
Exemptions claimed for the system: 
None. 

F178AFSCC 

System name: 

Integrated Management Information and Control System (IMICS). 
System location: 

Foreign Technology Division (FTD), Wright-Patterson Air Force 
Base, Ohio 45433. 

Categories of individuals covered by the system: 

All personnel assigned to Foreign Technology Division (PH'D). 

Categories of records in the system: 

Identification data such as name, SSN, address, security access, 
grade. . 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Verify security clearances and manpower accounting. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products. 
Retrievability: 

Filed by name and Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating or burning. 

System manager(s) and address: 

Commander, Foreign Technology Division (FTD), Wright-Patter- 
son Air Force Base, OH 45433. 
Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager; FTD Director of Administration, Wright-Patterson Air 
Force Base, OH 45433. 

Record access procedures: 
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Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from individual and verified from file. 
Exemptions claimed for the system: ! i: 

None. 

F190AFPAA 

System name: 

Special Events Planning - Protocol. 
System location: 

Office of the Secretary of the Air Force (SAF/PAC): At Air 
Force installations and USAF Recruiting Service offices. At. Head- 
quarters United States-Space Command (HQ USSPACECOM). Offi- 
cial mailing addresses are in the Department of Defense directory in 
the appendix to the Air Force's systems notices. . 

Categories of individuals covered by the system: 

Non-Air Force civilians, generally, but not limited to civilian lead- 
ers of the local community. Segments of the system may be special- 
ized; e.g. active and retired military persons identified by special 
interests, teachers or other persons in governmental agencie^ quali- 
fied or considered to lecture in Air Force training courses, winners 
of AF-sponsored Science Fairs. 

Categories of records in the system: 

Biographical data usually including, but not limited to: Name; 
business and home address and telephone numbers; name of spouse 
and family; description of positions ifi business and community affili- 
ations with Air Force-oriented civic organizations; photographs. For 
Science Fair winners; name/date of fairs; name of school; year in 
school; name of project; judging category; previous selection as Air 
Force winner with year and name of fair. May include summaries of 
circumstances of visits to the installation. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used by Public Affairs Officers, Executive Officers, Protocol Offi- 
cers, or Commanders, as reference for planning official functions, 
reporting to higher headquarters, selecting lecturers for training 
courses, and submitting nominations for Air Force or Department of 
Defense conferences or other functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for stpring, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in note books/binders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Office of the Secretary of the Air Force (SAF/PAC), Washington, 
DC 20330 or Commander of the Air Force installation concerned. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force's systems notices. 

Notification procedure: 

Requests from individuals should be- addressed to the Office of 
Public Affairs, for public affairs planning, or the Executive Officer or 
Office for Protocol, for protocol system segments. Requests regard- 
ing systems for selection of lecturer should be addressed to the 



particular school or training unit, e.g. USAF Special Operations 
School (EDPT), Eglin AAF 9, FL 32544. 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Manager. 

Record source categories: 

Information obtained from the public media, a state or local gov- 
ernment, source documents such as reports. Federal agencies staff 
recommendations, and Science Fair questionaires. 

Exemptions claimed for the system: 

None. 

F190AFPAB 

System name: 
Hometown News Release Background Data File. 
System location: ' 

Army and Air Force Hometown News Service, Headquarters Air 
Force Service and Information News Center, Kelly Air Force Base, 
TX 78241-5000. Subsystems of the main system may be located at 
the Public Affairs Office at the Army/Air Force Base, Army/ Air 
National Guard or Army/ Air Force Reserve or similar installation to 
which an individual is assigned. 

Categories of individuals covered by the system: 

All Army/ Air Force actice duty military personnel. Army/ Air 
Force Reserve Army/ Air National Guard personnel recently select- 
ed for promotion, reassigned, awarded a medal or decoration, or who 
otherwise participated in a newswonhy event. 

Categories of records in the system: 

Biographical information including, but not necessarily limited to 
name, Social Security Number, current grade, marital status, local 
address, name and address of parents or guardians, educational back- 
ground and military history, photographs. Information is usually, but 
not necessarily, contained in an Information for Hometown News 
Release Form, DD form 2266, or similar form. 

Authority for maintenance of the system: 

10 U.S.C. 8013 and 8034, and E.O. 9397. 

Purpose(s): 

Preparation of news releases for distribution to newspapers and 
broadcast stations throughout the United States. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Air Force's compilation of systems of records apply to this system. 
Information from this system of records may be disclosed to the 
media as part of a news release. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and visible file binders/cabinets. 
Retrievability: 

Retrieved by name and Social Security Number within date of 
release. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Stored in 
locked cabinets or rooms. 

Retention and disposal: 

Retained in the Print Media Division, Army and Air Force Home- 
town News Service files until 60 days after monthly cutoff, then 
destroyed by tearing into pieces, shredding, pulping, macerating or 
buring. Local files may be retained for one year and are. then de- 
stroyed by tearing, shredding, pulping, macerating or burning. 

System manager(s) and address: ' 

Print Media Division, Army and Air Force Hometown News 
Service, Kelly Air Force Base, TX 78241-5000. 
Notification procedure: 

Individual seeking to determine whether this system of records 
contains information about themselves should address written re- 
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quests to the Print Media Division, Army and Air Force Hometown 
News Service, Kell Air Force Base, TX 78241-5000. Inquiries about 
a subsystem should be addressed to the Public Affairs Officer at the 
base or installation of the individual's assignment. Official mailing 
addresses are published as an appendix to the Air Force's compilation 
of systems of records. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Print 
Media Division, Army and Air Force Hometown News Service, 
Kelly Air Force Base, TX 78241-5000 or the installation Public 
Affairs Officer. Official mailing addresses are published as an appen- 
dix to the Air Force's compilation of systems of records. 

Contesting record procedures: 

The Air Force's rules for accessing records and contesting con- 
tents and appealing initial determinations by the individual concerned 
are published in Air Force. Regulation 12-35, 32 CFR part 806b, or 
maybe obtained from the system manager. 

Record source categories: 

Information obtained from the individual. 

Exemptions claimed for the system: 
• None. 

F190 SAFPA A 

System name: 

Biographies of Officers and Key Civilians Assigned to SAF/PA. 
System location: 

Secretary of the Air Force Office of Public Affairs (SAF/PA), 
Room 4D926, Washington, DC 20330. 

Categories of individuals covered by the system: 

Officers and key civilians (grade GS-10 or higher) currently as- 
signed to positions in the Secretary of the Air Force Office of Public 
Affairs and its component divisions. 

Categories of records in the system: 

Biographical information including summary of military service, 
educational background, marital status and special interests. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Serves as a ready reference of assigned personnel for the Director 
of Public Affairs, Office of the Secretary of the Air Force; used in 
preliminary personnel evaluations for reassignment within the Secre- 
tary of the Air Force Office of, Public Affairs and throughout the 
Public Affairs field. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

.Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible, for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in safes. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Director of Public Affairs, Office of the Secretary of the Air 
Force (SAF/PA). 
Notification procedure: 

Requests for information should be addressed to the Executive, 
Secretary of the Air Force Office of Public Affairs (SAF/PA); 
Washington, DC 20330, telephone (202) 695-5227. Personal visit may 
be made to the system location in Room 4D926, The Pentagon, 
Washington, DC. 

Record access procedures: 



Individual can obtain assistance from the Executive, Secretary of 
the Air Force Office of Public Affairs, address as above. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force, 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers, financial institu- 
tions, trade associations, automated system interfaces and from the 
public media. 

Exemptions claimed for the system: 

None. 

F190 SAFPA B 

System name: 
Official Biographies. 
System location: 

Biographies of active duty general officers and high-level civilian 
personnel of the Department of the Air Force Service Information 
and News Center, Kelly Air Force Base, TX 78241 (AFSINC/IIB). 
Record system segments or duplicates pertaining to active duty gen- 
eral officers may be found at the Office of Public Affairs, Office of 
the Secretary of the Air Force, Washington, DC 20330; Headquar- 
ters of major commands and at all levels down to and including Air 
Force installations. Also at Air Force libraries, offices of air attaches 
to United States Embassies, Air Force sections of Military Assistance 
Advisory Groups and missions; unified activities and unified com- 
mands. Additional locations include the Air Force Chief Historian 
(AF/CHO), Washington, DC 20330; Assistant for General Officer 
Matters (AF/MPG), Washington, DC 20330; and the Aerospace His- 
torical Foundation, University of KS. Biographies of retired Air 
Force general officers are located at the Media Relations Division, 
Secretary of the Air Force Office of Public Affairs (SAF/PAM), 
Room 5C879, The Pentagon, Washington, DC 20330, and at the 
Retired Activities Section, Assistant DCS/Personnel, Air Force 
Manpower and Personnel Center (AFMPC/AFPMSDMI), Randolph 
Air Force Base, TX 78150. Biographies of key civilian employees of 
the Office of the Secretary of the Air Force and of Headquarters, 
United States Air Force, relocated at the Director of Civilian Per- 
sonnel, Washington, DC 20330. Biographies of key civilian employ- 
ees at subordinate organizational levels may be found at the office of 
the Director of Civilian Personnel. Biographies of Air Reserve gen- 
eral officers are at Headquarters, USAF/REL, Washington, DC 
20330. Record segments or duplicates may be found at the Office of 
Public Affairs, Headquarters, of the United States Air Force, major 
commands an major subordinate commands. Air Force Manpower 
and Personnel Center (AFMPC/DPMYR), Randolph Air Force 
Base, TX 78150; Headquarters, Air Force Reserve (Commander and 
Public Information Office), Robins Air Force Base, GA 31098; Air 
Reserve Personnel Center (Commander and Public Affairs Office), 
Denver, CO 80280; Headquarters, Military Airlift Command (CSB), 
Scott Air Force Base, IL 62225; Secretary of the Air Force, Man- 
power and Reserve Affairs (MRR), Washington, DC 20330; the 
Reserve Forces Policy Board, Washington, DC 20330; and the of- 
fices of all Air Reserve general officers. Biographies of Air National 
Guard general officers are located at the National Guard Bureau, 
Washington, DC 20310. Records system segments of duplicates may 
be found at Department of the Army major divisions and installa- 
tions. Headquarters of the major commands and separate operating 
agencies. Army readiness regions; the offices of Army Guard and Air 
National Guard Liaison Officers; the Aerospace Audio-Visual Serv- 
ice, Norton Air Force Base, CA 92404; the Office of the Secretary of 
Defense; the Office of the Secretary of the Navy; the Library of 
Congress; the Air Force Association; the Army Association; the 
Reserve Officers Association; Air Force libraries; the Air War Col- 
lege, the offices of all National Guard and Air National Guard 
general officers, and the offices of state Adjutants General. Specific 
addresses may be obtained form the National Guard Bureau. Biogra- 
phies prepared under the official biographies program for key mili- 
tary and civilian personnel of other Air Force organizations may be 
found at the Office of Public Affairs. Headquarters of major com- 
mands and at all levels down to and including Air Force installations. 
Headquarters United States Space Command (HQ- USSPACECOM). 

Categories of individuals covered by the system: 

The Secretary of the Air Force, Under Secretary and assistant 
secretaries of the Air Force, Air Force general officers on active 
duty or retired, Air Reserve and Air National Guard general officers, 
Air Force personnel assigned as pilots to the Manned Space Pro- 
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gram, and key military and civilian personnel at all Air Force organi- 
zations. Key personnel in Office of the Secretary of Defense 
(OASD), military departments, and HQ USSPACECOM. 
Categories of records in the system: 

Includes, but not limited to, summary qf military service (including 
dates and locations of assignments and dates of promotions), military 
honors and awards, educational background, date and place of birth, 
marital status, name of spouse and family, and any additional person- 
al information provided by the general. 

Authority for maintenance of the system: 

10 use 8013, Secretary of the Air Force: Powers and duties 
delegation by. 
Purpose(s): 

Biographies are prepared to support the Air Force policy to keep 
its members and the public informed about the Air Force and its 
leaders. Biographies may be used as resource documents in preparing 
news releases or other public information material and are included 
in the official personnel records of all general officers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. In their final 
form the biographies are considered published, public domain materi- 
al may be released to any requester on an as needed or as requested 
basis. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

No specific safeguards required. 
Retention and disposal: 

Retained in office files until superseded obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Commander, Air Force Service Information and News Center 
(AFSINC/CC), Kelly Air Force Base, TX 78241. 
NotiHcation procedure: 

Requests from individuals should be directed to Commander, Air 
Force Service Information and News Center (AFSINC/CC), Kelly 
Air Force Base, TX 78241, telephone (512) 925-6161 for all biogra- 
phies of active duty general officers and key civilians assigned to the 
Office of the Secretary of the Air Force or to Headquarters Air 
Force. Biographies for Air Reserve general officers at Headquarters 
USAF/REL; Air National Guard general officers at the National 
Guard Bureau, and retired officers from the Media Relations Divi- 
sion (SAF/PAM), mailing addresses in the Department of Defense 
directory in the appendix to the Air Forceps systems notices. All 
other biographies: Office of Public Affairs at the appropriate level.. 

Record access procedures: 

Individual can obtain assistance from the Commander, Air Force 
Service Information and News Center, the National Guard Bureau, 
Headquarters, USAF/REL, Media Relations Division (SAF/PAM) 
or the Office of Public Affairs at the appropriate level. Mailirig 
addresses are in the Department of Defense directory in the appendix 
to the Air Force's systems notices. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Manager and are published in Air Force Regulation 
12-35 (32 CFR part 806b). 

Record source categories: 

Information obtained from the public media and information ob- 
tained from source documents such as reports. Subject to final 
review by the individual concerned before publication. 

Exemptions claimed for the system: 

None. 

F190 SAFPA C 

System name: 

Public Affairs References. 
System location: 



Office of the Secretary of the Air Force, Washington, DC 20330. 

Categories of individuals covered by the system: 

Military and civilian officials of the Federal Government (includ- 
ing Presidential Appointees), prominent Americans in and out of 
government who are involved in defense matters, and reporters and 
syndicated columnists or commentators who write on defense mat- 
ters. 

Categories of records in the system: 

For military and civilian officials of the Department of Defense 
and for Presidential Appointees: Copies of official biographies re- 
leased by the Department of Defense or by the White House. A 
speech subsystem may contain copies or excerpts of speeches by 
military and civilian Federal Government officials speaking about 
defense matters. A clippings subsystem may contain news media 
clippings about activities or statements of prominent Americans. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

To respond to requests from Air Force and Department of De- 
fense officials for any of the following information: Biographical 
material about key government officials; public statements by govern- 
ment officials about defense matters; defense related statements or 
activities of prominent Americans, as reported in news media; or 
publishing history of writers on defense matters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and note books/binders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and stored in 
locked cabinets or rooms. 

Retention and disposal: 

Retained in active files during an official's incumbency (for Federal 
Government officials), until the individual is no longer actively in- 
volved in defense matters, or until the writer stops \yriting about 
defense matters; then placed in inactive file where they are retained 
until no longer needed for reference; then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Administrative Assistant to the Secretary of the Air Force, Room 
4D-881, The Pentagon, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from the public media and from source docu- 
■ ments such as reports. 

Exemptions claimed for the system: 

None. 

F200 AFIS A 

System name: 

Security File for Foreign Intelligence Collection. 
System location: 

AFSAC/INOB, Ft Belvoir, VA 22060. 
Categories of individuals covered by the system: 



DEFENSE DEPARTMENT 



403 



Air Force active duty officers, enlisted personnel, civilian employ- 
ees and former employees, retired Air Force military personnel, and 
foreign nationals. 

Categories of records in the system: 

AFOSI records of investigation and AFIS correspondence, inciden- 
tal to AFOSI investigations. Correspondence reporting incidents 
having security ramifications bearing on U.S. collection activities 
abroad. Studies of compromised U.S. intelligence collection projects 
abroad and correspondence thereto. 

Authority for maintenance of the system: 

National Security Act of 1947, as amended and Air Force Regula- 
tion 205-3, Security Classification of Infrared, Visible and Ultraviolet 
Equipment, Components and Information, 

Purpose(s): 

Routine internal AFSAC/AFIS reference materials used for inter- 
nal orientation and study for object lesson guides for routine instruc- 
tion to support operational security in U.S. foreign intelligence col- 
lection operations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in safes. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation. Destroyed by tearing into pieces, 
shredding, pulping, macerating, or burning. 

System manager(s) and address: 

AFSAC/DA, Ft Belvoir, VA 22060. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System . 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from AFOSI reports, studies and source doc- 
uments pertaining to foreign intelligence collection operations. . 
Exemptions claimed for the system: 
None. 

F200AriSB 

System name: 

DIA Program for Foreign Intelligence Collection. 
System location: 

Air Force Special Activities Center (AFSAC/INOB), Ft Belvoir, 
VA 22060 and subordinate units: Det 31, PS A A, APO San Francisco 
96328; Det 32, PS A A, APO San Francisco 96301; Det 12, ESAA. 
APO NY 09008; Det 21, AFSAC, Ft Belvoir, VA 22060; Det 22, 
AFSAC, Wright-Patterson Air Force Base, OH 45433; Det 3/FTD, 
APO NY 09633; Det 4/FTD, APO San Francisco 96328. 

Categories of individuals covered by the system: 

Air Force Reserve personnel, retired Air Force military personnel, 
foreign nationals residing in the United States, US Citizens, and 
foreign nationals . overseas who are sources or support assets for 
foreign intelligence collection operations. 

Categories of records in the system: 

Biographic data and records incidental to foreign intelligence col- 
lection operations. 
Authority for maintenance of the system: 



National Security Act of 1947, Pub. L. 257, July 26, 1947 (61 Stat 
495); as implemented by Air Force Regulation 200-3, The Medical 
Intelligence Program. 

Purpose(s): 

Routine internal reference relative to use or possible use in foreign 
intelligence collection operations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders and note books/binders, and on computer 
paper printouts and roll microfilm. 
Retrievability: 

Filed by name and National File Number. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets 
and safes. 

Retention and disposal: 

Prior to destruction, files are screened, purged of extraneous mate- 
rial, and microfilmed. Microfilm retained indefinitely. 
System manager(s) and address: 

AFSAC/DA, Ft Belvoir, VA 22060. Submanager: Det 22, 
AFSAC/CC, Wright-Patterson Air Force Base, OH 45433. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager or Submanager, as appropriate. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager or Submanager, as appropriate. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from biographical data and records incident 
to foreign intelligence collection operations. 
Exemptions claimed for the system: 
None. 

F205 AF A 

System name: 

Personnel Security Access Records. 
System location: 

Records are normally locaited at organizational units where indi- 
viduals are currently assigned or employed. They may be located at 
offices of installation Chiefs of Security Police and for non-immigrant 
aliens at headquarters of major commands and major subordinate 
commands or at the National Personnel Records Center, Military 
Personnel Records, 9700 Page Blvd, St Louis, Mo. 63132, or Civilian 
Personnel Records, 111 Winnebago St., St Louis, Mo. 63118. Official 
mailing addresses are in the Department of Defense directory in the 
appendix to the Air Force's Systems Notices. Headquarters United 
States Space Command (HQ USSPACECOM). 

Categories of individuals covered by the system: 

Air Force active duty military and civilian personnel, Air Force 
Reserve and Air National Guard personnel, Air Force Academy 
cadets, American Red Cross Personnel, Exchange Officers, arid For- 
eign National, Army, Navy, Air Force and Marine Corps active duty 
military and civilian personnel assigned to HQ USSPACECOM. 

Categories of records in the system: 

System includes documentation requesting, granting and terminat- 
ing access to classified information. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Records are used to record level of security clearance and level of 
access to classified information that has been authorized. Information 
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is used by commanders, supervisors,, and security managers to insure 
that individuals who receive classified information have been proper- 
ly investigated, cleared, have a definite need-to-know, and have been 
properly debriefed. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, note books/binders, visible file binders/ 
cabinets or card files. 
Retrievability: 

Filed by name and/or Social Security Number (SSN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in- performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
safes or vaults, or in locked cabinets or rooms, protected by guards, 
and controlled by personnel screening. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. (Exception: Records on non-immigrant aliens are retained 
for two years after termination of access or employment, then de- 
stroyed, as above.) Security Termination Statements are retired one 
year after termination of service or employment to the National 
Personnel Records Center, Military Personnel Records, 9700 Page 
Blvd, St Louis, Mo 63132, or Civilian Personnel Records, 111 Win- 
nebago St, St Louis, Mo 63118. Records indicating that access to 
classified information has been withdrawn for cause are forwarded to 
installation Chief of Security Police for disposition. 

System manager(s) and address: 

Chief of Security Police, Headquarters United States Air Force. 
Commanders of organization units and the Director National Person- 
nel Records Center, Military Personnel Records, 9700 Page Blvd, St 
Louis, Mo 63132 or Civilian Personnel Records, 111 Winnebago St, 
St Louis, Mo 63118. ' " ' 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Write or visit the organizatiohal unit where currently assigned 
or employed. Written requests must be notarized; personal visits 
require positive identification. Provide full name, SSN, and military 
rank or civilian rating. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are m the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the System Manager. " ' 

Record source categories: 

Information obtained from medical institutions, from police and 
investigating officers, or from source documents such as reports. 
Exemptions claimed for the system: 

None. , 
F205 AFSPA 

System name: 

Special Security Files. 
System location: 

Commanders or Chiefs of Security Police at Air Force installations 
or units. 

Categories of individuals covered by the system: 

Air Force military and civilian personnel including Air Force 
Reserves and Air National Guard; Air Force Academy and Air 
Force ROTC Cadets; Air Force Contractor personnel requiring 
unescorted entry. Nonappropriated Fund Instrumentality personnel in 
sensitive positions at Air Force installations. 

Categories of records in the system: 

- Investigative report, some of which are exempt under the Privacy 
Act of 1974, incident reports, police and law enforcement reports 



and records, reports of audit, medical evaluation records and reports, 
personnel record data or reports, disciplinary or administrative action 
data, records and reports, correspondence among local Air Force 
officials and between officials and other Air Force agencies or higher 
headquarters and/or the Air Force Security Clearance Office. 
Authority for maintenance of the system: 

10 use 8012,. Secretary of the Air Force: Powers and duties; 
delegation by. . 
Purpose(s): 

Files are temporary records used to collect and record data and 
documentation of actions taken on cases where the individual's secu- 
rity clearance status may be affected. Portions of the records may be 
referred to investigative agencies for further inquiry; to personnel 
officials for administrative action to legal personnel for disciplinary 
or judicial actions; to medical personnel for evaluation, testing or 
treatment; to commanders for denial or suspension of access to classi- 
fied information or restricted areas; to other local Air Force officials 
for review, recommendation, advice, or assistance for resolution of 
the case file. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. ■ 
Retrievability: 

Filed by name and by Social Security Number (SSN). 
Safeguards: . 

Records are accessed by custodian of the record system and 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know, and by commanders of medical centers and hospitals. 
Records are stored in security file, containers/cabinets, safes or 
vaults, protected by guards and controlled by personnel screening. 

Retention and disposal: 

Records are temporary and are either sent to the Air Force Securi- 
ty Clearance Office for conversion to Special Security Case Files or 
are destroyed locally upon favorable determination by tearing into 
pieces, shredding, pulping or burning. 

System manager(s) and address: 

Chief of Security Police, Headquarters Air Force Office of Securi- 
ty Police, Kirtland, Air Force Base, New Mexico 87117. 

Notification procedure: ' ' 

Requests from individuals should be addressed to the Chief of 
Security Police or the Commander at the installation of current 
employment or assignment. Write or visit the installation where cur- 
rently employed or assigned. Written requests must be notorized and 
must provide the full name, SSN. military or civilian grade or status. 
Personal visits require positive identification. . . 

Record access procedures: , • 

Individual can obtain assistance in gaining access from the System 
Manager or from the Chief of Security Police or Commander of the 
installation. Mailing addresses are in the Department of Defense 
directory in the Appendix. to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from .investigative reports; incident reports; 
police, law enforcement and audit reports and records; financial 
institutions; employers; local government agencies; legal and judicial 
reports and records; individuals; witnesses, commanders and local 
officials. 

Exemptions claimed for the system: 
' Parts of this system may be exempt under 5 U.S.C. 552a(k)(5). For 
. additional information, contact the System Manager. 

F205 APIS A 

System name: 

Sensitive Compartmented Information Personnel Records. 
System location: 
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Personnel Security Division, Directorate of Security and Commu- 
nications Management, Air Force Intelligence Service, Washington, 
DC 20330. ^ 

Categories of individuals covered by the system: 

Air Force personnel, civil service employees, consultants, and con- 
tractor personnel with current access to SCI or who have had such 
access within past fifteen years except Air Force personnel assigned 
to Central Intelligence Agency, Office of the Secretary of Defense/ 
Defense Agencies, Office of the Joint Chiefs of Staff, and the Nation- 
al Security Agency. 

Categories of records in the system: 

Statements of Personnel Hi papers prepared or submitted by in 
submitted by individuals; Statements by Commanders, Supervisors, 
Medical, Legal, and Security Officials, and related correspondence; 
Access Adjudication Records; Indoctrination Oaths; Termination 
Oaths; routine records/correspondence pertaining to access status or 
changes in status. 

Authority for maintenance of the system: 

Executive Order 10450; as implemented by Air Force Regulation 
205-32, USAF Personnel Security Program, and USAFINTEL 201-1. 
Purpose(s): 

To recommend/determine eligibility for access to SCI. 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used to verify an individual's status with respect to SCI access or 
eligibility^ for such access, only the 'fact of an individual's eligibility/ 
noneligibility for SCI access is furnished to other authorized govern- 
ment agencies/activities and only upon request. To answer official 
inquiries involving an individual's eligibility/noneligibility for access 
to SCI. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders and on microfiche. 
Retrievability: 

Filed by name, by Social Security Number (SSN), and grade or 
rank. 

Safeguards: 

Records are accessed by custodian of the record system, by 
person(s) responsible for servicing the record syjstem in performance 
of their official duties. Records are stored in security file containers/ 
cabinets and vaults. 

Retention and disposal: 

Active records maintained as long as an individual is authorized 
access to SCI. Upon termination of access record is placed in inac- 
tive status where it is retained for fifteen years and then destroyed 
unless sooner returned to active status. Destruction is by burning or 
shredding. ^ 

System manager(s) and address: 

Director of Security and Communications Management, Air Force 
Intelligence Service (AFIS/INS), The Pentagon, Washington, DC 
20330. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Personnel Background Investigations conducted by Defense Inves- 
tigative Service and/or Air Force Office of Special Investigations; 
Statement of Commanders, Supervisors and medical, legal and securi- 
ty officials; records of adjudication processes. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a(k)(2) and 
(k)(5), as applicable. For additional information, contact tlie System 
Manager. 

F205 AFSC A 

System name: 

Space Human Assurance and Reliability Program (SHARP). 



System location: 

HQ SD/CLFRX, PO Box 92960, Los Angeles AFB, Los Angeles, 
CA 90009-2960; HQ SAMTO/XOO, Vandenberg AFB, CA 93437- 
6021; WSMC/SP. Vandenberg AFB, CA 93437-6021; ESMC/SPI, 
Patrick AFB, FL 32925-6215; and CSTC/VOB, PO Box 3430, Oni- 
zuka AFB, CA 94088-3430. 

Categories of individuals covered by the system: 

Military, civil service, and contractor personnel who require 
SHARP certification for unescorted entry to specified space launch 
and operations related facilities or areas at certain Air Force or 
National Aeronautics and Space Administration (NASA) installations 
or activities or for assignment to designated sensitive space launch 
and operations positions at such installations or facilities. 

Categories of records in the system: 

Documentation used to request certification, to include the appli- 
cant's name, social security number, date and place of birth, level of 
security investigation, medical, financial, and arrest information, and 
data pertaining to the applicant's certification, such as date of certifi- 
cation, date certification suspended, withdrawn, or denied (as appro- 
priate) and date recertification required. 

Authority for maintenance of the system: 

Title 50, U.S.C. 797, Internal Security Act of 1950; 5 U.S.C 301, 
Departmental Regulations; 10 U.S.C. 8013, "Secretary of the Air 
Force: Power and duties: Delegation by;" Executive Order 9397, 
November 1943 (SSN) Numbering System for Federal Register Ac- 
counts Relating to Individual Persons; 32 CFR 809a. 1, Enforcement 
of Order at Air Force Installations, Air Force Regulation (AFR) 
127-2, 3-6 & 4-4, U.S. Air Force Mishap Prevention Program; Space 
Division Regulation (SDR) 55-3, Space Human Assurance and Reli- 
ability Program (SHARP). 

Purpose(s): 

To obtain background information for investigative and evaluative 
purposes for use in making human/personnel reliability determina- 
tions under SHARP regarding personnel (a) seeking unescorted entry 
to specified space launch and operations related facilities or areas at 
certain Air Force or National Aeronautics and Space Administration 
(NASA) installations or activities, or (b) occupying sensitive posi- 
tions related to space launch and operations designated by the com- 
mander of such installations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To federal, state, or local government investigative agencies if 
necessary to obtain information for a human/personnel reliability 
determination; to NASA concerning its making, issuing, or retaining 
a human/personnel reliability determination regarding unescorted 
entry to specified space launch and operations related facilities or 
areas, or assignment to designated sensitive positions related to space 
launch and operations activities. See also, the "Blanket Routine Uses" 
set forth at the beginning of the Department of the Air Force's 
listing of record system notices and reprinted in Air Force Pamphlet 
12-36, Privacy Act Systems of Records, 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, binders, card files, computer files, and 
computer products. 

Retrievability: 

Filed by name and security number. 
Safeguards: 

Records are accessed by the custodian of the records system and 
by personnel responsible for maintaining and updating the record 
system in performing their official duties. Such personnel are 
screened and cleared for access to SHARP data on a need-to-know 
basis. Records are stored in locked cabinets or file containers. Com- 
puterized files reflecting the identity and program status, of applicants 
for SHARP certification are protected against unauthorized access. 
Computers containing such data are located in controlled access 
areas or otherwise secured so as to preclude unauthorized access. 

Retention and disposal: 

Records are destroyed in accordance with AFR 12-50, Table 205- 
5. Unit requests for investigation or unescorted entry are destroyed 
when no longer needed. AFR 12-50, Table 205-5, Rule 7. Complet- 
ed personal history statements or comparable forms at units of assign- 
ment are destroyed when an individual's employment is terminated. 
AFR 12-50, Table 205-5, Rule 12. Documents are shredded, pulped, 
or burned to preclude the disclosure of Privacy Act information. 
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System manager(s) and address: 

Headquarters Space Division, Deputy Commander for Launch Op- 
erations, Plans and Operations Division, SHARP Program Manager, 
SAMTO/XOO, Vandenberg AFB, CA 93437-6021; SHARP Admin- 
istrator, HQ SD/CLFRX, PO Box 92960, Los Angeles AFB, Los 
Angeles, CA 90009-2960; SHARP Administrator, WSMC/SP, Van- 
denberg AFB, CA 93437-6021; SHARP Administrator, ESMC/SPI, 
Patrick AFB, FL 32925-6215; and SHARP Administrator, CSTC/ 
VOB, PO Box 3430, Oniziika AFB, CA 94088-3430. 

Notification procedure: 

Individuals can ascertain if their records are in the system by 
contacting the system manager or the system location where the 
requester applied for SHARP certification. Requesters should identi- 
fy themselves by name and social security number to facilitate access. 
. Record access procedures: 

Written requests should be addressed to the system manager or to 
the. system location where the requester applied for SHARP certifi- 
cation. For personal visits, the requester may be asked to show a 
valid identification card, a driver's license, or some similar proof of 
identity. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determinations by the individual concerned may be obtained 
from the system manager and are published in Air Force Regulation 
12-35, 32 CFR part 806b. 

Record source categories: 

Information is provided by the individual; his or her supervisor; 
the servicing security police organization; various federal, state, and 
local investigative agencies; and the local SHARP Administrator or 
equivalent NASA official. 

Exemptions claimed for the system: 

None. 

F205 AFSCO A 

System name: 

Special Security Case Files. 
System location: 

Air Force Security Clearance Office, Washington, DC 20330.De- 
centralized segments at the Washington National Records Center. 

Categories of individuals covered by the system: 

Air Force civilian employees and applicants, and Air Force mili- 
tary members and prospective members, including Air Force Reserve 
and Air National Guard, Air Force contractor employees requiring 
unescorted access. Air Force Academy and ROTC Cadets and appli- 
cants, overseas educators involved in the education and orientation of 
military personnel, Nonappropriated Fund Instrumentality personnel 
and applicants for sensitive positions, personnel requiring DOD 
building passes, whose personnel security investigations contain sig- 
nificant unfavorable information, whose cases were previously proc- 
essed or adjudicated under the Air Force Military or Civilian Securi- 
ty Programs, or who are the subject of Special Security Files initiat- 
ed by commanders. 

Categories of records in the system; 

Files may include (1) requests for clearance, investigation, or 
waiver of investigative requirements, (2) determinations of eligibility 
for assignment to sensitive or nonsensitive positions, (3) medical 
records checks and evaluations, (4) personnel records information, (5) 
personnel security questionnaires, (6) correspondence between the 
Air Force Security Clearance individual, the individual, office of 
assignment, commanders, medical facilities and installations, person- 
nel offices, investigative agencies, Air Staff offices, or offices of the 
Secretary of the Air Force, (7) clearance records, and (8) summaries, 
evaluations, recommendations and records of adjudication. 

Authority for maintenance of the system: 

5 use 7531, Definitions; 7532, Suspension and removal; 7533, 
Effect on other statutes; 10 USC 8012, Secretary of the Air Force: 
Powers and duties; delegation by; Executive Order 10450, Security 
requirements for government employment; implemented by Depart- 
ment of Defense Regulation 5200-2R, DOD Personnel Security Pro- 
gram. 

Purpose(s): 

Files are established to evaluate the security acceptability of Air 
Force military and civilian and contractor personnel, applicants, en- 
listees and nominees for appointment, assignment or retention in 
sensitive positions with access to classified defense information or to 
restricted areas and locations in the interest of national security. Files 
are used to record clearance adjudicative actions, eligibility determi- 



nations and investigative data. Investigative case file information may 
be reviewed by Air Force installation commanders, supervisors; per- 
sonnel officers, medical, security, and investigative personnel, person- 
nel of Air Staff offices and offices of the Secretary of the Air Force. 
Case files and cards are also used to answer inquiries from other. Air 
Force offices' and agencies, and from investigative, security and per- 
sonnel representatives of other Federal agencies concerning the 
clearance status of individuals. Case records are maintained to pre- 
pare statistical accounting and to measure the effectiveness of the 
adjudicative programs and procedures. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and microfiche maintained in file folders, card files, 
visible file binders/cabinets and notebooks/binders. 

Retrievability: 

Filed alphabetically by name. 
Safeguards: 

Records are stored in vaults, safes and security file containers/ 
cabinets. All records are stored, processed, transmitted and protected 
as the equivalent of classified information. Records arc accessed by 
the custodian of the records system, by persons responsible for serv- 
icing the system in the performance of their official duties and by 
authorized personnel who are properly screened and cleared for 
need-to-know. 

Retention and disposal: 

Case files which result in a final, favorable adjudicative determina- 
tion are retained in the office files for one year after annual cut-off 
then are destroyed by tearing into pieces, shredding, pulping, or 
burning. Case files resulting in an adverse adjudicative determination 
are retained in office files for two years after annual cut-off, then are 
retired to the Washington National Records Center, Washington, DC 
20409. 

System manager(s) and address: 

Chief, Air Force Security Clearance Office, Washington, DC 
20330. ■ • 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager, and should contain the full name, including any former names, 
grade, date of birth and Social Security Number. 

Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information is received from investigative reports from federal 
investigative agencies, personnel and medical records, board reports, 
correspondence from offices and organizations of assignment, and 
from commanders, supervisors, witnesses and individuals, from secu- 
rity, and investigative personnel and from Air Staff offices, offices of 
the Secretai-y of the Air Force. 

Exemptions claimed for the system: 

Parts of this system may be exempt from section 552a(k)(5). For 
additional information, contact the System Manager. 

F205 AFSCO B 

System name: 

Presidential Support Files. 
System location: 

Primary System at the Air Force Security Clearance Office, Wash- 
ington, DC 20330. Decentralized segments are located at security 
police offices for units having a Presidential Support mission and 
those units from which personnel are nominated or assigned to Presi- 
dential Support duties. 

Categories of individuals covered by the system: 
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Those Air Force military and civilian personnel who are nominat- 
ed or assigned to authorized, designated positions involving Presiden- 
tial Support duties on either a full or part-time basis. 

Categories of records in the system: 

Nomination Files include reports of investigation by the Defense 
Investigative Service and by other Federal investigative agencies; 
correspondence between the Air Force Security Clearance Office 
and units, installations, contractors and major commands, investiga- 
tive agencies, security offices, Air Staff offices and offices of the 
Secretary of the Air Force, the office of the Military Assistant to the 
Special Assistant to the Secretary and Deputy Secretary of Defense, 
the Office of the Director, White House Military Office, medical 
evaluations, statements by nominees, summaries and evaluations of 
investigative information. Assignment Record Files include letters of 
notification of selection and quarterly rosters of all assigned person- 
nel listed alphabetically by organization. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; implementing Department of Defense Directive 
5210.55, Selection of DOD Military and Civilian Personnel and Con- 
tractor Employees for Assignment duties; and Department of De- 
fense Regulation 5200-2R, DOD Personnel Security Program. 

Purpose(s): 

Nomination files are temporary files used to evaluate the back- 
ground, character, suitability and qualifications of nominees being 
considered for selection to positions requiring regular or frequent 
contact with the President or access to Presidential facilities or 
modes of transportation. Files are reviewed and evaluated by staff 
members at each level in the selection process, by medical facility 
staff members, by the Air Force Security Clearance Office, and and 
other appropriate Air Staff office, by the Office of the Administrative 
Assistant to the Secretary of the Air Force, and by the Office of the 
Military Assistant to the Special "Assistant to the Secretary and 
Deputy Secretary of Defense. Files are reviewed by the Office of the 
Director, White House Military Office and contractor personnel files 
may be reviewed by the contractor and by the U.S. Secret Service. 
Assignment Record Files are originated from data in the Nomination 
Files to locate, identify, control, manage, and administer individuals 
selected for assignment to Presidential Support duties, to initiate 
assignment actions after final selection, to notify medical facilities, 
and to prepare the quarterly listing of individuals assigned to the 
program for submission to the Office of the Military Assistant to the 
Special Assistant to the Secretary and Deputy Secretary of Defense, 
to major command and units and Security Police offices having a 
Presidential support mission, and submission to the Office of the 
Director, White House Military Office and to contractors. Presiden- 
tial Support mission. Assignment Record Files at locations other than 
the Air Force Security Clearance Office are merely duplicate copies 
of the file copy. File copies are retained at the Air Force Security 
Clearance Office to permit record access and to record the account- 
ability of disclosures of the Nomination Files. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records maintained in file folders and on computer paper 
output products. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system, by person 
responsible for servicing the record system in performance of their 
official duties, and by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in securi- 
ty file containers/cabinets, in safes and vaults. 

Retention and disposal: 

Upon completion of final favorable determination of selection. 
Nomination Files are destroyed by tearing into pieces, shredding, 
pulping, or burning and are replaced by Assignment Record Files. 
Assignment Record Files for individuals are retained during the 
period of assignment or for five years, whichever is longer, as the 
disclosure accountability record, then are destroyed by tearing into 
pieces, shredding, pulping, or burning except for the file copy which 
is kept by the System Manager for five years for disclosure account- 
ing. Assignment Record Files in quarterly roster listing form are 



destroyed when superseded by the next quarterly roster by tearing 
into pieces, shredding, pulping, or burning. Nominatioii Files for 
personnel not selected are retained in the office of nonselection or at ' 
the Air Force Security Clearance Office for one year after the date 
of nonselection, at which time they are destroyed by tearing into 
pieces, shredding, pulping, or burning. 
System manager(s) and address: 

Presidential Support Security Specialist, Air Force Security Clear- 
ance Office, Washington, DC 20330. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Requests should contain the full name, military or civilian 
grade, date of birth, position in unit or contracting firm, the date of 
nomination or nonselection, or the unit or organization to which 
assigned, location and period of assignment. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information from the individual, from reports from Federal investi- 
gative agencies, military and civilian contractor personnel records, 
and military medical records, correspondence from military and civil- 
ian law enforcement and Security Police offices, major command 
staff offices, Air Staff offices, offices of the Secretary of the Air 
Force, the Office of the Military Assistant to the Special Assistant to 
the Secretary and Deputy Secretary of Defense, Office of the Direc- 
tor, White House Military Office and other Federal agencies and 
office of the Executive and Legislative Branches. 

Exemptions claimed for the system: 

None. 

F205 AFSCOC 

System name: 

Personnel Security Clearance and Investigation Records. . 
System location: 

Air Force Security Clearance Office, Washington, DC 20330, Air 
Force Manpower and Personnel Center, Randolph Air Force Base, ^ 
TX 78150, Air Force units, personnel offices, Security Police ele- 
ments at all Air Force installations. Air Force Academy, CO, and 
Air Force ROTC Headquarters, Maxwell Air Force Base, AL. 

Categories of individuals covered by the system: 

Air Force military and civilian personnel and applicants including 
Air Force Reserve and Air National Guard personnel, Air Force 
Academy and Air Force ROTC Cadets, Air Force contractors re- 
quiring unescorted entry or special access. Nonappropriated Fund 
Instrumentality personnel at Air Force installations and overseas edu- 
cators at Air Force installations. 

Categories of records in the system: 

System includes clearance status and eligibility records. 

Authority for maintenance of the system: 

Executive Orders 9838; 10450; and 11652; 10 USC 8012 Secretary 
of the Air Force: Powers and duties; delegation by; as implemented 
by DOD Regulation 5200.2R, DOD Personnel Security Program. 

Purpose(s): 

Records are used to grant access to classified information or unes- 
corted entry to restricted areas; to record completion of investigative 
requirements for enlistment, induction, appointment, commissioning, 
assignment to sensitive positions, duty or training; to grant special 
access for special programs or projects; to determine investigative 
requirements needed for assignment; to record status of investigative 
actions; to record date of separation; to record adjudicative determi- 
nations of ineligibility for enlistment, induction, commissioning, reten- 
tion, appointment, assignment, clearance or access. 

Routine uses of records maintained in the system, including catego* 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
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Maintained in file folders and on computer and computer output 
products. 

Retrievability: 

Filed by name and Social Security Number. ', . 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms or in 
security file containers/cabinets or vaults, and controlled by comput- 
er system software and personnel screening. 

Retention and disposal: 

Records are retained in computer systems for two years after 
separation, deleted. A Reserve commitment are retained until com- 
mitment is fulfilled, then Computer printouts are temporary records 
and are destroyed when replaced by more recent listing. Paper 
records are destroyed by tearing into pieces, shredding, pulping or 
burning. Computer storage devices are overwritten or erased. 

System manager(s) and address: 

Chief, Air Force Security Clearance Office, Washington j, DC 

20330. , . 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Provide full name, including maiden name if applicable, and 
Social Security Number. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and- for contesting and 
appealing initial determinations by the individual concerned may be 
obtained the System Manager and are published-in Air Force Regula- 
tion 12-35. 

Record source categories: 

Information obtained from the individual, investigative reports, 
medical facilities, police and law enforcement offices, personnel doc- 
uments, Air Force Special Security Files and Special Security Case 
Files. . r- * 

Exemptions claimed for the system: 

None. , . 

F205 AFSP A 

System name: 

Requests for Access to Classified' informati:on by Historical' Re- 
searchers. . . 
System location: 

AFOPA-MB, 1221 South. Fern Street, Room D159, ArHngton, VA 
22202. ■ ■ ' 

Categories of individuals covered by the system: 

All persons outside the Executive Branch of the United States 
Government who request access to classified information for histori- 
cal research purposes. 

Categories of records in the system: 

Basic biographical data on the requestor, letters of requests,, letters 
granting access or denial and statement signed by ' the requestor 
explaining the conditions governing access. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. , 

Purpose(s): - ' 

Used to determine the trustworthiness of individuals for whom 
access is requested, authorize or deny access based on this determina- 
tion and prescribe locations, schedules and circumstances in which 
research may be conducted- Biographical data is disseminated to the 
Defense Investigative Service, the Department of Justice, the Air 
Force Office of Special Investigations and the Air Force JSecurity 
Clearance Office. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 



Retrievability: 

Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly cleared for .need to know. 
Records are stored in safes. , 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address:. ' . ' ., 4 

Chief, Magazine and Book Branch, Secretary of the Air Force 
Office of Public Affairs. 

Notification procedure: ^ 

Requests from individuals should be addressed to the System Man- 
ager. Chief Magazine and Book Branch Secretary of the Air Force 
Office of Public Affairs. Written requests should be notarized. Per- 
sonal visits require positive identification such as Military ID card, 
drivers license, SSN, date of birth, etc. 

Record access procedures: 

Individual, can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix tor the Air Force's systems notices. 

Contesting record procedures: 

The Air Forceps rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained fi;orn the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from the individual, police and investigating 
officers, and the Department of Justice. 
Exemptions claimed for the system:- 
None., ' 
F210ESCA 

System name: 

Historical Research and Retrieval System (HORRS). ' 
System location: 

Command Historical Office, Headquarters Electronic Security 
Command (HQ ESC), San Antonio, TX 78243. ^ 

Categories of individuals covered by the. system: 

Military and civilian members of ESC, including active, retired, 
and deceased personnel. Primarily, names of key personnel, such as 
commanders, operations. officers, and otherr staff personnel mentioned 
in command histories and special studies, are filed in. this system and 
are retrievable by name. 

Categories of records in the system: 

Coded abstracts of command history items or extracts from other 
documents retained for historical purposes. Will include name, rank, 
unit assigned,- position occupied, and any, historically noteworthy 
achievements of individuals reflected in the document from which 
information was extracted. 

Authority for maintenance of, the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by as implemented by Air Force Regulation (AFR) 210-1, 
Regulation for Air Force Historians. 

Purpose(s): 

Research reference file used by HQ ESC Historical Office to 
satisfy requests for Air Force. Speciial Intelligence (SI) historical 
information received from individuals within the DOD and other 
government agencies. Information is also used as research material 
for preparing special studies and monographs, and to answer requests 
for information under the Freedom of Information Act. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records niay be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system:' 

Storage: ' • 

Maintained in bound, paper copies; jacketed niicrbfiche; and com- 
puter magnetic tapes, discs, and computer products. 
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Retrievability: 

Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in security file containers. The comput- 
er file is kept in a locked room. 

Retention and disposal: 

Microfiche and paper copies of records, including ADP products, 
are retained in office files until no longer needed for reference, then 
destroyed by burning or pulping. Computer tapes are destroyed by 
overwriting. 

System manager(s) and address: 

•Command Historian, HQ ESC/HO, San Antonio, TX 78243. 
Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from the System Manager. 
Record access procedures: 

Individuals can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information is obtained from command histories, special studies, 
monographs, end-of-tour reports, oral histories, and other reference 
material. 

Exemptions claimed for the system: 
None. 

F213 AF MP A 

System name: 

Individual Class Record Form. 
System location: 

At Air Force Installations. Official mailing addresses are in the 
Department of Defense directory in the appendix to the Air Force's 
systems notices. 

Categories of individuals covered by the system: 

Military and civilian personnel who are enrolled in educational 
programs conducted on base. 

Categories of records in the system: 

Identifies courses, sources of funding, tuition payments. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by; as implemented by Air Force Regulation 213-1, Oper- 
ation and Administration of thie Air Force Education Services Pro- 
gram. 

Purpose(s): 

Used by educational services personnel to compile reports, to expe- 
dite return of borrowed books or equipment, and to control tuition 

payments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are controlled by 
personnel screening. 
. Retention and disposal: 

Retained in office files until classes are completed or until bor- 
rowed materials are returned and all monies are paid. Then destroyed 
by tearing into pieces, shredding, pulping, macerating or burning. 

System manager(s) and address: 

Chief, Education Branch. 



Notification procedure: . 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Individuals. 

Exemptions claimed for the system: 
None. 

F211 AF MP A 

System name: 

Family Services Volunteer Record. 
System location: 

Family Services offices at all Air Force installations. Official mail- 
ing addresses are published as an appendix to the Air Force's compi- 
lation of systems of records. 

Categories of individuals covered by the system: 

All volunteers participating in the program and former partici- 
pants. 

Categories of records in the system: 

As a minimum, the file contains forms and general correspondence 
by name, Social Security Nurnber, address, and associated informa- 
tion relating to an individual volunteer's training, honors/awards, 
participation, and associated actions. 

Authority for maintenance of the system: 

10 U.S.C. 8013, Secretary of the Air Force: Powers and duties; 
delegation by; and Air Force Regulation 211-24, "Family Services 
Program". 

Purpose(s): 

To document an individual volunteer's training, honors/awards, 
participation, and associated actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Air Force's compilation of systems of records apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the sj^stem: 

Storage: 

Maintained in visible file binders/cabinets or card files. 

Retrievability: 

Retrieved by name. 

Safeguards: 

Records from this system of records may be accessed by person(s) 
in performance of official duties who are properly screened and 
cleared for need-to-know. Records will be maintained in locked 
rooms. 

Retention and disposal: 

In active volunteer status, retained indefinitely or until superseded. 
The record of a volunteer Who transfers or who has not been cred- 
ited with participation in a 90-day period is placed in an inactive file 
and destroyed after 2 years by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System manager(s) and address: 

Assistant Deputy Chief or Staff/Personnel for Military Personnel, 
Randolph Air Force B^se, TX 78150-6001. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Family Services Office of the Air Force installation in 
question or to the Assistant Deputy Chief or Staff/Personnel for 
Military Personnel, Randolph Air Force Base, TX 78150-6001. Offi- 
cial mailing addresses are published as an appendix to the Air Force's 
compilation of systems of records. 

Record access procedures: 

Individuals seeking access to records contained in this system of 
records should address written inquiries to the Family Services 
Office of the Air Force installation in question or to the Assistant 
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Deputy Chief or Staff/Personnel for Military Personnel, Randolph 
Air Force Base. TX 78150-6001. Official mailing addresses are pub- 
lished as an appendix to the Air Force's compilation of systems of 
records. 

Contesting record procedures: 

The Department of the Air Force rules for accessing records and 
for contesting contents and appealing initial determinations are pub- 
lished in Air Force Regulation 12-35; 32 CFR part 806b; or may be 
obtained from the system manager. 

Record source categories: 

Information obtained from individual volunteer or is based on 
program participation as documented by other means. 
Exemptions claimed for the system: 

None. 

F213 AFWB A 

System name: 

Air Force Educational Assistance Loans. . . 

System location: 

Air Force Military Personnel Center, Randolph Air Force Base, 
TX 78150. 

Categories of individuals covered by the system: 
1961, 1962 and 1963 dependents of active duty Air Force military 
members who received educational assistance loans. 
Categories of records in the system: 

Files contain loan agreement documents made with loan recipients, 
related documentation between Executive Secretariat/Air Force 
Welfare Board (AFWB) and college/university registrars, retained 
copies of documents, and correspondence received from or sent to 
loan recipients; and individual ledger; cards reflecting accounting 
data. 

Authority for maintenance of the system: 

AO use 8012, Secretary of ,the Air Forcef Powers and duties; 
delegation by. 

Purpose(s): 

Used for loan follow-up. , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of • 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . \. 

Storage: 

Maintained in visible file binders/cabinets. 
Retrievability: . 
Filed by name. 
Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 
their official duties who are properly .screened and cleared for need- 
to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Files are retained until paid in full at which time the original loan 
agreement is returned to the loan recipient. 

System manager(s) and address: * t ' 

Executive Secretary, Air Force Welfai-e Board, Randolph Air 
Force Base, TX 78150-6001. - 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. ' . 

Contesting record procedures: 

The Air. Force's rules for access to records and for contesting and 
appealing initial determinations, by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Original loan agreements generated by the loan recipient; corre- 
spondence received from or sent to loan recipients; certifications 
from college/university registrars as to receipt of payment for tui- 
tion, school supjslies and other educational expertises. . ^ 

Exemptions claimed for the system: 



None. 

F215AFDPA 

System name: ' ' 

Child Development/Youth Activities Records. 
System location: 

Headquarters Air Force Military Personnel Center, Directorate of 
Morale and Welfare Operations (HQ AFMPC/DPMS), Randolph 
Air Force Base, Texas 78150-6001, major command headquarters, 
and each Air Force installation with' Child Development/Youth Ac- 
tivities programs. Official mailing addresses are published as an ap- 
pendix to the Air Force's compilation of record system notices. 

Categories of individuals covered by the system: 

Eligible children and youths enrolled in Air Force Child Develop- 
ment or Youth Activities programs, their parents/guardians, and 
Family Day Care (FDC) Providers. 

Categories of records in the system: 

Enrollment/registration records; record of injuries; medication per- 
mission records; permanent register; staff and child record; weekly 
activity plans; incident reports; annual and semiannual program re- 
ports; parents/guardians and program surveys; parentsVguardians au- 
thorization for testing/field trips; student progress reports; test re- 
suits; forwarding of school records; daily reservation logs; daily 
attendance records, and volunteers applications The system will also 
contain FDC Providers' license application; license, and home apr 
proval records. / 

Authority for maintenance of the system: 

10 use. 8013, Secretary of - the Air Force; Powers and Duties; 
delegation by; implemented by Air Force Regulations 215-27, Child 
Development Program, and 215-23, Youth Activities. 

Purpose(s): 

Used by child development and youth activities personnel to enroll 
children/youths in the child development/youth activities programs; 
locate parents/guardians in case of emergency; monitor and properly 
report injuries and accidents; receive documentation and permission 
to dispense medications; record and monitor staff-to-child ratio; 
report program participation and activities; .report financial data; 
assess program heeds; enroll and license FDC Providers; record, 
reserve, and monitor daily attendance; and maintain information for 
waiting lists. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

Records from this system may be disclosed to civilian physicians 
or hospitals in the course of obtaining emergency medical attention 
for children. * 

With written consent of the FDC Provider, home address and 
home telephone number , of the FDC Provider may be disclosed to 
prospective customers upon request. 

The "Blanket Routine Uses" published at the beginning of the 
Department of the Air Force's compilation of record system notices 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper and card stock records maintained in file folders. Data will 
also be maintained in computer files. 
Retrievability: 

Retrieved by family name or FDC Providers' name. 
Safeguards: 

Records are maintained in locked file cabinets, locked desk draw- 
ers or locked offices. Computers and disks will be stored in locked 
cabinets or locked rooms. Records are accessed by the program 
directors, assistant directors, family day care coordinators/out-reach 
workers and clerks/administrative personnel responsible for servicing 
the records in performance of their official duties who are properly 
screened and cleared for need-to-know. 

Retention and disposal: 

Retained in office files for one year after child/youth leaves pro- 
gram or until parent/FDC provider requests transfer of records to 
another base, whichever comes first. In the event the records are not 
transferred, they will be destroyed by tearing into, pieces, shredding, 
pulping, macerating, or burning. Computer records are destroyed by 
erasing, deleting or overwriting. 

System manageKs) and address: 

HQ AFMPC/DPMS, Randolph Air Force Base. TX 78150-6001 
and Child Development/Youth Activities Directors at Air Force 



DEFENSE DEPARTMENT 



411 



installations with Child Development/Youth Activities programs. Of- 
ficial mailing addresses are published as an appendix to the Air 
Force's compilation of record system notices. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on them should address inquiries to, or visit the 
HQ AFMPC/DPMS, Randolph Air Force Base, TX 78150-6001 and 
Child Development A'outh Activities Directors at Air Force installa- 
tions with Child DevelopmentA'outh Activities programs. Official 
mailing addresses are published as an appendix to the Air Force's 
compilation of record system notices. 

The full name of the person/provider will be required to determine 
if the system contains a record about him or her. A military identifi- 
cation card or drivers license will be required as proof of identity. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address requests to the HQ AFMPC/DPMS, 
Randolph Air Force Base, TX 78150-6001 and Child Development/ 
Youth Activities Directors at Air Force installations with Child 
Development/Youth Activities programs. Official mailing addresses 
are published as an appendix to the Air Force's compilation of 
record system notices. 

A military identification card or drivers license will be required as * 
proof of identity. 

Contesting record procedures: 

The Air Force rules for access to records and for contesting and 
appealing initial agency determinations by the individual concerned 
are published in Air Force Regulation 12-35; 32 CFR part 806b; or 
may be obtained from the system manager. 

Record source categories: 

Information obtained from parents, volunteers, FDC applicants, 
and documentation by authorized child development and/or youth 
activities personnel. 

Exemptions claimed for the system: 

None. 

F215AFAA 

System name: 
Library Authorized Patron File. 
System location: 

USAF Academy Library, United States Air Force Academy, Col- 
orado Springs, CO 80840-5721. 

Categories of individuals covered by the system: 

All Academy military and civilian personnel and cadets, specially 
authorized non-base library patrons. 

Categories of records in the system: 

Social security number, library card number, name, base or home 
address, privilege code, statistical code, base organizational affiliation 
code, telephone number(s), expiration date, number of cards issued, 
service code (if appropriate), graduate school code (if appropriate) 
for special borrowers, and dfsiv training code (if appropriate), expira- 
tion data for special borrower privileges. 

Authority for maintenance of the system: 

10 'United States Code Chapter 903, United States Air Force Acad- 
emy. 

Parpose(s): 

Used 'by Library and Visual Information personnel to fully identify 
patrons to whom library material is charged in operation of the 
Library's automated circulation control system, to follow up on de- 
linquent 'borrowers by generation of overdue notices, and to clear 
departing patrons and delete their names from the file, and to issue 
library cards. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ^ 

Records from this system of records may be . disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in computer and computer output products, and on 
paper application forms. 
Retrievability: 
Social Security Number. 
Safeguards: 

Records are accessed by person(s) responsible for library circula- 
tion control operation in the performance of their office duties. 



Computer storage devices are protected by computer system soft- 
ware. Paper files are stored in locked cabinets in restricted areas. 
Retention and disposal: 

Patron data is deleted from master files maintained on coinputer 
when outgoing clearance is accomplished. Paper forms are destrdyed 
when no longer needed. 

System manager(s) and address: 

• Director of Academy Libraries, USAF Academy, Colorado 
Springs, CO 80840. 
Notification procedure: 

Request from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from- the System Manager and is published in Air Force 
Regulation 12-35. 

Record source categories: 
Individual. 
. Exemptions claimed for the system: 
None. 

F215AFAB 

System name: 

Library/Special Collections Records. 
System location: 

USAF Academy Library, United States Air Force Academy, Col- 
orado Springs, CO 80840-5721. 

Categories of individuals covered by the system: 

Cadets, Air Force active duty personnel, members of boards and 
committees associated with Academy operations (Board of Visitors, 
General Officer Advisory Committee, etc.), faculty, staff and gradu- 
ates of USAF Academy. 

Categories of records in the system: 

This system consists of the following categories of information or 
subsystems: (1) Index by name to persons in historical photographs 
and on official officer rosters; (2) historical rosters of cadet wing, 
cadet class rosters, files of orders, grade lists contained in historical 
course materials, athletic squad rosters; (3) index by name, date of 
service on each board or committee; (4) dissertations, thesis, books, 
articles, published reports furnished by individual concerned. 

Authority for maintenance of the system: 

10 use Chapter 903, United States Air Force Academy. 

Purpose(s): 

(1) To identify individuals with their periods of service at the 
Academy and connection with historic Academy events as recorded 
in photographs and/or biographical data. (2) Used by faculty, staff 
and cadets working on history and operations of the Academy. (3) 
To identify and individual's service on official Academy boards and 
committees. (4) Publication collection is a traditional library function 
to show scholarly achievements on an institution of higher education, 
for use in accreditation reports and as a central reference resource. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files, photographs, file folders, visible file bind- 
ers/cabinets and on roll microfilm. 
Retrievability: 
By name.' 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties and are main- 
tained in locked cabinets or rooms. 

Retention and disposal: 

Library special collection is retained permanently at the USAF 
Academy Library, 
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System manager(s) and address: 

Director of Academy Libraries, USAF Academy, Colorado 
Springs, CO 80840. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. . 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Card catalog is prepared manually by Library personnel from 
photograph identification captions, officer rosters, historical materials 
and records. Materials generated by Superintendent, Dean of Faculty 
agencies, Commandant of Cadet agencies, Director of Athletics, Reg- 
istrar, Staff Agencies. Publications are supplied by individuals con- 
cerned. 

Exemptions claimed for the system: 
None. 

F215 AU A 

System name: 

Air University (AU) Library Patron Database. 
System location: 

Primary Site: Air University Librai-y, Bldg 1405, Maxwell AFB, 
AL 36112-5564. Branch: USAF Senior NCO Academy Library, 
Bldg 1110, Gunter AFS, AL 36114-5732. 

Categories of individuals covered by the system: 

Military and civilian students in the various schools of Air Univer- 
sity; active-duty Air Force personnel assigned to Maxwell AFB and 
Gunter AFS; civilian federal employees at Maxwell and Gunter; 
military retirees living in the area; students at local universities whose 
libraries have a reciprocity agreement with AUL. . 

Categories of records in the system: 

Name, rank, SSN, local address and phone and/or base address on 
phone, type-of-patron and library-privilege codes, expiration date of 
patron registration. 

Authority for maintenance of the system: 

War Department General Order No. 18 (May 25, 1920) (authorized 
establishment of The Air Service School, the. first Air University 
predecessor, at Langley Field); Air University General Order No. 35 
(August 26, 1949) (authorized establishment of Air University Li- 
brary); Executive Order 9397, ^ ♦ , 

Purpose(s): 

To allow Library Circulation staff to carry out the following tasks 
required for operating an automated circulation system: Create and 
maintain records identifying individuals as authorized borrowers; 
issue library cards bearing authorization number; charge materials out 
to properly-identified patronship produce overdue notices for follow- 
up of delinquent borrowers; clear • records of departing patrons and 
delete their names from the data base of authorized borrowers, 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from the system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated, maintained on computer storage devices. 
Retrievability: 

By name, SSN, and library card bar code number. 
Safeguards: 

Records are accessed by Library Circulation staff in the perform- 
ance of their duties, and by Library Systems staff in performing 
system maintenance. Access is by password through terminals re- 
stricted to staff use only, and data is further secured in. computer 
storage devices protected by system software. 

Retention and disposal: 

Patron records of military members attending Air University 
schools are purjged from the system according to graduation date of 



the schools. All other patron records are purged three years from 
registration date. Printouts are destroyed by tearing them into pieces. 

System manager(s) and address: 

Systems Librarian, AUL/LSS, Bldg 1405, Maxwell AFB, AL 
36112-5564.. 
Notification procedure: 

inquiries should be directed to the System Manager. 
Record access procedures: 

Individual may ask the System- Manager for access to his/her own 
record. : , 

Contesting record procedures: ' 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Aif Force 
Regulation 12-35 (32 CFR part 806b). 

Record source categories: 

Data input from information provided by individual orally and/or 
on patron registration form; data, loaded from magnetic computer 
tape, obtained from MPC data bases such as the Pipeline Manage- 
ment System. 

Exemptions claimed for the system: 

None. 

F265AFAA 

System name: 
Cadet Chaplain Records. ' 
System location: 

United States Air Force Academy, Colorado Springs, CO 80840. 
Categories of individuals covered by the system: 
Air Force Academy Cadets. 
Categories of records in the system: 

Religious affiliation, background and religious interests and choir 
audition consisting of musical capabilities. 
Authority for maintenance of the system: 

10 use 9331, Establishment; Superintendent; faculty, and 9337, 
Chaplain. 

Purpo$e(s): (1) Identify incoming Fourth Class Cadets religious 
affiliation, religious background data and religious, interests. Cadet 
Chaplains use this information to organize cadet. lay participation as 
ushers, choir members, lay readers, lectors, commentators, and reli- 
gious education teachers. Cadet chaplains and chapel , managers as- 
signed to the USAF Academy Cadet Chaplain's Office use this infor- 
mation. (2) Choir audition record identifies incoming cadet's musical 
capabilities and the music directors use this information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for . any of 
the blanket routine iises published by the Air Force. , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer and computer output products and in 
card files. 
Retrievability: . 

Filed by name and Social Security Number. 
Safeguards: 

Records are accessed by the custodian, by person(s) responsible for 
sei-vicing the record system in the course of their official duties, and 
by authorized personnel who are properly cleared for need to know. 
.Records are stored in locked rooms and on computer storage devices 
protected by computer system software. 

Retention and disposal: 

Destroyed one year after graduation. 

System manager($) and address: 

USAF Academy Command Chaplain. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures:. 
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The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from individual cadet. 

Exemptions claimed for the system: 

None. 

F265 HC A 

System name: 
Non-Chaplain Ecclesiastical Endorsement Files. 
System location: 

Records maintained at the Office of the Chaplain for the installa- 
tion where employed. Official mailing addresses are in the Depart- 
ment of Defense directory in the appendix to the Air Force's systems 
..notices. 

Categories of indiyiduals covered by the system: 
Military/civilians authorized to function as Lay Leaders, Auxiliary 
Chaplains, Ushers, Lectors, etc. 
Categories of records in the system: 

Certification from religious denomination that the individual is 
qualified to function as Lay Leader or Auxiliary Chaplain. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Determining qualifications of individuals to serve as Lay Leader or 
Auxiliary Chaplain. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. Returned to issu- 
ing denomination if requested. 

System manager(s) and address: 

Chief of Chaplains, Headquarters United States Air Force, Wash- 
ington, DC 20330. 

Notification procedure: 

. Requests from individuals should be addressed to the System Man- 
ager; 

Record access procedures: 

Request access from Senior Installation Chaplain. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Denominational agency endorsing individual to function. 

Exemptions claimed for the system: 

None. 

F265 HC B 

System name: 

Chaplain Personnel Roster. 
System location: 

Headquarters United States Air Force, Washington, DC 20330. Air 
Reserve Personnel Center, Denver, CO 80280. Headquarters of the 
major commands and separate operating agencies. Official mailing 



addresses are in the Department of Defense directory in the appendix • 
to the Air Force's systems notices. 

Categories of individuals covered by the system: 

Air Force civilian employees, Air Force Reserve and Air National 
Guard personnel. 

Categories of records in the system: 

Organization and station, manpower authorization records, statisti- 
cal grade codes. Air Force specialty codes, name, Social Security 
Number, current rank, date of current rank, religious denomination 
code symbol, date of separation or service commitment, date of birth, 
effective date of current assignment. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Insuring adequate manning of Reserve, Air National Guard, and 
civilian auxiliary authorizations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such iises: 
None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and note books/binders. 
Retrievability: 

Filed by name. Filed by Social Security Number (SSN). 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Record are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief of Chaplains, Headquarters United States Air Force, Wash- 
ington, DC 20330. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Request for access may be made to the Major Command Chaplain 
of the nearest major command. Mailing addresses are in the Depart- 
ment of Defense directory in the appendix to the Air Force's systems 
notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from automated system interfaces and from 
individuals. 

Exemptions claimed for the system: 
None. 

F265 HCC 

System name: 

Directory of Active Duty and Retired Chaplains. 
. System location: 

Primary location: Chief of Chaplains, Headquarters United States 
Air Force, Washington, DC 20330; Decentralized location: At offices 
of each active duty and retired chaplain. Official mailing addresses 
are in the Department of Defense directory in the appendix to the 
Air Force's systems notices. 

Categories of individuals covered by the system: 
Air Force active duty officer personnel, retired Air Force military 
personnel, all Air Force active duty and retired Chaplains. 
, Categories of records in the system: 
Name, current mailing address, home state, religious denomination. 
Authority for maintenance of the system: 
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10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Used by Chaplains' as a ready reference in referring counselees to 
other Chaplain counselors by name. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Maintained in note books/binders. 

Retrievability: 

Filed by name. 

Safeguards: 

Each Chaplain listed in the Directory has access as custodian of 
the record system stored in locked cabinets or rooms. 
Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief of Chaplains, Headquarters United States Air Force, Wash- 
ington, DC 20330. 

Notification procedure: 

Requests from individuals should be addressed to the System: Man- 
ager, 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. » 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Active duty addresses from assignment action documents at Head- 
quarters United States Air Force; retiree addresses from indjvidual 
retirees. 

Exemptions claimed for the system: 
None. 

F265HCD ; 

System name: 

Records on Baptisms, Marriages and Funerals by Air Force Chap- 
lains. 

System location: 

Washington National Records Center, Washington, DC 20409. 
1955 to 1958 Records Group, Modern Military Branch, Military 
Archives Division, National Archives Service, Washington, DC 
20408; 1949 to 1955 Records Group. 

Categories of individuals covered by the system: 

Military and civilian personnel, marriages, military and dependent 
personnel, baptisms, military and dependent personnel, funerals. 

Categories of records in the system: 

Record of baptisms, marriages and funerals performed by Air 
Force Chaplains. 
Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Records of rites performed by Air Force Chaplains used to verify 
rites performed for individuals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
. Storage: 

Maintained in card files. 

Retrievability: 

Filed by name. ' 

Safeguards: 



Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Fifty-year retention 1955 to 1958, Washington National Records 
Center, Washington, DC 20409; Year Group 1949 to 1955 retained at 
Modern Military Branch, Military Archives Division, National Ar- 
chives and Records Administration, Washington, DC 20408; system 
discontinued after 1958. 

System manageKs) and address: 

Chief of Chaplains, Headquarters United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned maybe 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information from individuals and. Air Force Chaplains reporting 
rites. 

Exemptions claimed for the system: 
None. 

F900AFMPA 

System name:' ' 
Military Decorations. 
System location: 

Directorate of Personnel Program Actions, Headquarters Air 
Force Military Personnel Center (HQ AFMPC), Randolph' AFB TX 
78150-6001. Headquarters of major commands and at all levels down 
to and including Air Force installations. 

Categories of individuals covered by the system: 

Active duty military personnel. Air Force Reserve personnel. Air 
National Guard personnel. 

Categories of records in the system: 

Supervisory evaluation of duty performance with comments by 
commanders at intermediate levels. ■ , 
Authority for maintenance of the system: 

10 U.S.C. Chapter 857, Decorations and Awards; as implemented 
by Air Force . Regulation 900-48, Individual and Unit Awards and 
Decorations, and Executive Order 9397. 

Purpose(s): 

Used by award approval authorities to determine qualification for 
recognition through award of a military decoration. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purpose of such uses: 

The "Blanket Routine Uses" published at the beginning of the Air 
Force's compilation of record systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets, in computers and on 
computer output products. 

Retrievability: ^ 
Retrieved by name or Social Security Number. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in^ performance of their official duties and by author- 
ized personnel who are properly screened and cleared for need-to- 
know. Records are stored in locked rooms and cabinets. Those in 
computer storage devices are .protected by computer system soft- 
ware. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. Destroyed 1 year after completion by tearing into pieces 
shredding, pulping, macerating or burning. Computer records are 
destroyed by erasing, deleting or overwriting. 
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System manager(s) and address: 

Assistant Deputy Chief of Staff/Personnel, HQ AFMPC, Ran- 
dolph AFB, TX 78150-6001. . 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information on themselves should address written inquiries 
to the Assistant Deputy Chief of Staff/Personnel, HQ AFMPC, 
Randolph AFB, TX 78150-6001 or to agency officials at location of 
assignment. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written requests to the Assistant Deputy 
Chief of Staff/Personnel, HQ AFMPC, Randolph AFB. TX 78150- 
.6001 or to agency officials at location of assignment. 

Contesting record procedures: 

The Department of the Air Force rules for access to records and 
for contesting and appealing initial agency determinations by the 
individual concerned are published in Air Force Regulation 12-35, 
Air Force Privacy Act Program; 32 CFR part 806b; or may be 
obtained from the system manager. 

Record source categories: 

Supervisors* evaluations. 

Exemptions claimed for the system: 

None. 

F900AFMPB 

System name: 
Suggestions, Inventions, Scientific Achievements. 
System location: 

Directorate of Personnel Program Actions, Headquarters Air 
Force Manpower and Personnel Center, Randolph Air Force Base, 
TX 78150. Headquarters of major commands and separate operating 
agencies and base personnel offices. Official mailing addresses are in 
the Department of Defense Directory in the appendix to the compo- 
nent's systems notices. , 

Categories of individuals covered by the system: 
Air Force military members and civilian employees. 
Categories of records in the system: 

Files include suggestion forms, evaluations and substantiating docu- 
mentation consisting of forms, certificates, administrative correspond- 
ence; records of committee actions; award actions; reports. 

Authority for maintenance of the system: 

10 use 1124, Cash awards for suggestions, inventions or scientific 
achievements; as implemented by Air Force Regulation 900-4, The 
Air Force Suggestion Program, and Air Force Manual 900-132, Sug- 
gestion Program Data System: P073AJG Users Manual. 

Purpose(s): 

Files are originated when personnel initiate a suggestion, invention, 
or scientific achievement. Case files are reviewed by the Suggestion 
Office personnel, and are referred to the Suggestion Awards Com- 
mittee for review when required by governing directives. Individual 
name files are retained not more than one full year after close of year 
in which the final action was taken. Records of committee actions 
are retained for two years. Copy of approved award is filed in 
civilian employee's official personnel file. Copy of approved award is 
not retained elsewhere for military member. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and on cards. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the records in performance of 
their official duties who are properly screened and cleared for need- 
to-know. 

Retention and disposal: 

Retained for one year after end of year in which the case was 
closed, then destroyed by tearing into pieces, shredding, pulping, 
macerating, or burning. 



System manager(s) and address: 

Assistant Deputy Chief of Staff, Manpower and Personnel for 
Military Personnel, Randolph Air Force Base, tX. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force*s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from source document (Suggestion Form) 
include name, Social Security Number, job title, home or mailing 
address, grade and organizational address. 

Exemptions claimed for the system: 

None. 

F900AFAA 

System name: 
Cadet Awards Files. 
System location: 

United States Air Force Academy, USAF Academy, Colorado 
Springs, CO 80840. 

Categories of individuals covered by the system: 

Relatives of deceased persons who are memorialized through cadet 
awards and any former USAF Academy cadet who has been honor- 
ably discharged because of being crippled, disabled, or blinded while 
enrolled at the USAF Academy, or because of the discovery of a 
physical defect after entering the USAF Academy. . 

Categories of records in the system: 

Cadet Awards files by award area, including background on 
person memorialized, donor financial arrangements, record of award 
winners and administrative history and military, academic and medi- 
cal information on individual considered for award, financial status of 
parents or guardian and/or candidate. 

Authority for maintenance of the system: 

10 use Chapter 903, United States Air Force Academy. 

Purpose(s): 

For continuing award sponsorship business with donors, which 
consist of private individuals, patriotic and veteran organizations, and 
major air command and used by Cadet Awards Council to aid in 
their selection of individuals to receive annual award presented to 
disabled former cadets. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records may be disclosed to donors. 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: * 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in security file containers/cabinets. Awards Council Chairman 
and appointed project officer are only persons reviewing financial 
statements. . 

Retention and disposal: 

Records are maintained five years in office area before retiring to 
base staging area for 45 additional years. 
System manager(s) and address: 

Dean of Faculty, USAF Academy, Colorado Springs, CO 80840. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 
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Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from educational institutions, from individual 
or next of kin. • ' 

Exemptions claimed for the system: 

None. • 

F900AFAB 

System name: 

Thomas D. White National Defense Award. 
System location: 

United States Air Force Academy, Colorado Springs, CO 80840. 
Categories of individuals covered by the system: 
Living U.S. citizens who have contributed significantly to the 
national defense and security of the United States. 
Categories of records in the system: 

Nominations and supporting biographical information on nominees 
for the Thomas D. White Defense Award. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 

Purpose(s): 

Data pertaining to the Thomas D. White National Defense A ward ► 
is used by a selection board in identifying- an appropriate recipient for 
the award. The elements, which may consist of citations, certificates, 
and/or trophies are prepared using information provided by the 
nominating activity. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such lis'es: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force, 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: J 
Maintained in file folders and on microfiche. 
Retrievability: 

By name. • ' 

Safeguards: ' 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties are properly screened and cleared for need-to- 
know. Records are stored in security file containers/cabinets and in 
locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation. 

System manager(s) and address: ^ 
Deputy Chief of Staff/Personnel, USAF Academy, Colorado 
Springs, CO 80840. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. . 
Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager and are published in Air Force 
Regulation 12-35. 

Record source categories: 

Information obtained from previous employers and from the indi- 
vidual. 

Exemptions claimed for the system: 
None. 



F900 DAY A 

System name: .. j. . 

Annual Outstanding Air Force Administration and Executive Sup- 
port Awards. 

System location: 

Primary system at the Administrative Systems Management Divi- 
sion, Directorate of Administration, Headquarters United States Air 
Force, Washington, DC 20330. Decentralized segments may be found 
within Administration offices and at nominating units. Headquarters 
of major commands and at all levels down to and including Air 
Force installations. 

. Categories of individuals covered by the system: 

Air Force active duty military personnel. 

Categories of records in the system: 

Files include unit or command nomination letters; letters of com- 
mendation citing nominees for their achievements and selection as 
outstanding administrators; 'Hometown News Release Data,* for tnili- 
tary personnel; 'Civilian News Data,' for civilian personnel. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by. 
Purpose(s): 

Used for review and selection of award recipients by committee. 
Further use is for preparation of certificates of recognition; letters of 
commendation, and preparation of news articles recognizing individ- 
ual award recipients. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained* in file folders. 
Retrievability: 

Filed by name within major command or separate operating 
agency sequence. 
Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties who. are proper- 
ly screened and cleared for need-to-know. 

Retention and disposal: 

R:etained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulpirijg, macerating, or 
burning. 

System manager(s) and address: 

Director of Administration, Headquarters United States Air Force. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. Individual must give name and organization of assignment. The 
individual may visit the Director or Chief of Administration, or the 
Privacy Officer, of any installation. . ^ 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force's systems notices. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be . 
obtained from the System Manager. 

Record source categories: 

Information obtained from the individuaVs supervisor. 
Exemptions claimed for the system: 

None. 

F900TACA 

System name: 

Special Awards File.. 
System location: 

Headquarters Tactical Air Command, Langley Air Force Base, 
VA 23665-5001. 
Categories of individuals covered by the system: 
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Air Force active duty military personnel, civilian employees and 
retired Air Force officers who are or were formerly assigned to 
Tactical Air Command. 

Categories of records in the system: 

Alphabetical file containing limited award and biographical data on 
TAC personnel where awards have been approved and may be used 
for reference in future. File is informational in nature and action does 
not result therefrom. 

Authority for maintenance of the system: 

10 use 8012, Secretary of the Air Force: Powers and duties; 
delegation by and 8074, Commands: Territorial organization, and Air 
Force Regulation 900-48, Decorations, Service and Achievement 
Awards, Unit Awards, Special Badges, and Devices, TAC Sup 1, 
and Air Force Regulation 900^29, Special Trophies and Awards, 
TAG Sup 1. 

PurposeCs): 

Used by Command Awards Branch for reference. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the Air Force. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 
Filed by name. 
Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in securi- 
ty cabinets. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Deputy Chief of Staff, Personnel, Tactical Air Command, Langley 
Air Force Base, VA 23665. 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 
Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the System Manager. 

Record source categories: 

Information obtained from previous employers and source docu- 
ments such as reports. 

Exemptions claimed for the system: 
None. 

DEPARTMENT OF THE AIR FORCE ADDRESS 
DIRECTORY OFFICE OF THE SECRETARYOF 
THE AIR FORCE AND HEADQUARTERS UNITED 
STATES AIR FORCE 

Office of the Secretary of the Air Force, Washington, DC 20330- 
1000. 

Assistant Secretary of the Air Force, Acquisitions, Washington, 
DC 20330-1000. 

Assistant Secretary of the Air Force, Manpower, Reserve Affairs, 
Installations, and Environment, Washington, DC 20330-1000. 

Assistant Secretary of the Air Force, Financial Management and 
Comptroller, Washington, DC 20330-1000. 

Administrative Assistant to the Secretary of the Air Force, Wash- 
ington, DC 20330-1000. 

Office of the Secretary of the Air Force, . Director, Legislative 
Liaison, Washington, DC 20330-1420. 

Office of the Secretary of the Air Force, Director, Office of Public 
Affairs, Washington, DC 20330-1150. 

Assistant Secretary for Space, Washington, DC 20330-1000. 

Deputy Under Secretary of the Air Force, International Affairs, 
Washington, DC 20330-1000. 



Office of the Secretary of the Air Force, Small and Disadvantaged 
Business Utilization, Washington, DC 20330-1000. 

Inspector General of the Air Force, Washington, DC 20330-5100. 

General Counsel of the Air Force, Washington, DC 20330-5000. 

Office of the Secretary of the Air Force, Director of Information 
Management, Washington, DC 20330-1000. 

. Chief of Staff, United States Air Force, Washington, DC 20330- 
1000. 

Vice Chief of Staff, United States Air Force, Washington, DC 
20330-1000. 

Assistant Vice Chief of Staff, United States Air Force, Washing- 
ton, DC 20330-1000. 

Chief Scientist, United States Air Force, Washington, DC 20330- 
5040. 

Surgeon General, United States Air Force, Washington, DC 
20330-6188. 

The Judge Advocate General, United States Air Force, Washing- 
ton, DC 20330-5120. 

Assistant Chief of Staff, Intelligence, United States Air Force, 
Washington, DC 20330-51 10. 

Chief, National Guard Bureau, Washington, DC 20330-2500. 

Chief, Air Force Reserve, Washington, DC 20330-5440. 

Assistant Chief of Staff, Studies and Analyses, United States Air 
Force, Washington, DC 20330-5420. 

Chief of Chaplains, United States Air Force, Washington, DC 
20330-5000. 

Assistant Chief of Staff, Systems for Command, Control, Commu- 
nications and Computers, United States Air Force, Washington, DC 
20330^5190. 

Chief, Office of Air Force History, United States Air Force, 
Washington, DC 20330-6098. 

Deputy Chief of Staff, Personnel, United States Air Force, Wash- 
ington, DC 20330-5060. 

Deputy Chief of Staff, Programs and. Resources, United States Air 
Force, Washington; DC 20330-5240. 

Deputy Chief of Staff, Plans and Operations, United States Air 
Force, Washington, DC 20330-5050. 

. Deputy Chief of Staff, Logistics and Engineering, . United States 
Air Force, Washington, DC 20330-5130. 

AIR FORCE MAJOR COMMANDS (MAJCOM), 
SEPARATE OPERATING AGENCIES (SOA), AND 
DIRECT REPORTING UNITS (DRU) (ARRANGED 
ALPHABETICALLY) 

Air Force Major Commands 

Air Force Communications Commands (AFCC), Scott AFB, IL 
62225-6001. 

Air Force Logistics Command (AFLC), Wright-Patterson AFB, 
OH 45433-5001. 

Air Force Space Command (AFSPACECOM), Peterson AFB, CO 
80914-5001. 

Air Force Systems Command (AFSC), Andrews AFB, DC 20334- 
5000. 

Air Training Command (ATC), Randolph AFB, TX 78150-5001. 
Air University (AU), Maxwell AFB, AL 36112-5001. 
Alaskan Air Command (AAC), Elmendorf AFB, AK 99506-5001. 
Electronic Security Command (ESC), San Antonio, TX 78243- 
5000. 

Military Airlift Command (MAC), Scott AFB, IL 62225-5001. 
Pacific Air Forces (PACAF), Hickam AFB, HI 96853-5001. 
Strategic Air Command (SAC), Offutt AFB, NE 68113-5001. 
Tactical Air Command (TAC), Langley AFB, VA 23665-5001. 
United States Air Forces in Europe (USAFE), APO New York 
09094-5001. 

Separate Operating Agencies 

Air Force Accounting and Finance Center (AFAFC), Denver, CO 
80279-5000. 

Air Force Audit Agency (AFAA), Norton AFB, CA 92409-6001. 
Air Force Commissary Service (AFCOMS), Kelly AFB, TX 
89241-6290. 

Air Force Engineering and Services Center (AFESC), Tyndall 
AFB. FL 32403-6001. 

Air Force Inspection and Safety Center (AFISC), Norton AFB, 
CA 92409-7001. 

Air Force Intelligence Agency (AFIA), Ft Belvoir, VA 22060- 
5788. 

Air Force Legal Services Center (AFLSC), Boiling AFB, DC 
20332-5260. 
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AFb'^TX 781^o"643l"^^* Engineering Agency (AFMEA), Randolph 

Air Force Military Personnel Center (AFMPC), Randolph AFB. 
TX 78150-6001. . H » 

Air Force Office of Medical Support (AFOMS), Brooks AFB, TX 
78235-5000. ' 

Air Force Office of Special Investigations (AFOSI), Boiling AFB. 
DC 20332-6001. ■ ' 

Air Force Office of Security Police (AFOSP), Kirtland AFB, NM 
87117-6001. 

Air Force Operational Test and Evaluation Center (AFOTEC), 
Kirtland AFB, NM 87117-7001. * ; 

Air Force Reserve (AFRES), Robins AFB, GA 31098-6001. 

Air Force Service Information and News Center (AFSINC), Kelly 
AFB, TX 78241-5000. 

/ Air Reserve Personnel Center (ARPC), Denver, CO 80280^5000. 

Direct Reporting Units 

Air Force Center for Studies and Analyses (AFCSA), Washington, 
DC 20330-5000. v / 5 » 

Air Force Center for International Programs (HQ USAF/AFCIP- 
PRI), Washington, DC 20330-5000. 

Air Force Civilian Personnel Management Center (AFCPMC), 
Randolph AFB, TX 78150-6421. 

Air Force Cost Center (AFCSTC), 1111 Jefferson Davis Highway. 
Suite 303, Arlington, VA 22202-2420. 

Air Force Combat Operations Staff (AFCOS), Washington. DC 
20330-5000. . ; 

Air Force Office of Special Investigations (AFOSi) 

Air Force Office of Special Investigations (AFOSI), Boiling AFB. 
DC 20332-6001. 

AFOSI District 1, Pease AFB, OH 03803-6337. 

AFOSI Detachment 102, Hanscom AFB, MA 01731-6337. 

AFOSI Detachment 106, Loring AFB, ME 04751-6337. 

AFOSI Detachment 109, Griffiss AFB, NY 13441-6337. 

AFOSI Detachment 1 1 1 , Pittsburgh AFB. NY 12903-6337. 

AFOSI Detachment 140. Pease AFB, NH 03803-6337. 
' AFOSIDistrict4, Andrews AFB, DC 20331-6338. 

AFOSI Detachment 403, Dover AFB, DE 19902-6337. 

AFOSI Detachment 411, Boiling AFB, DC 20332-6337. 

AFOSI Detachment 412, 26 Federal Plaza, Room 1759. New 
York, NY 10007-1759. 

AFOSI Detachment 413, McGuire AFB, NJ 08641-6337. 

AFOSI Detachment 414, Ft George G Meade, MD 20755-5000. 

AFOSI Detachment 440, Andrews AFB, DC 20331-6337. 

AFOSI District 5, Wright-Patterson AFB, OH 45433-6338. 

AFOSI Detachment 509, Wurtsmith AFB, MI 48753-6337. 

AFOSI Detachment 512, K I Sawyer AFB, MI 49843-6337. 

AFOSI Detachment 514, Chanute AFB, IL 61868-6337. 

AFOSI Detachment 515, Grissoni AFB, IN 46971-6337. 

AFOSI Detachment 516. Scott AFB, IL 62225-6337. 

AFOSI Detachment 518. Newark AFBi. OH 43005-6337. 

AFOSI Detachment 540. Wright-Patterson AFB, OH 45433-6337! 

AFOSI District 7, Patrick AFB, FL 32925-6338. 

AFOSI Detachment 707, Homestead AFB, FL 33039-6337. 

AFOSI Detachment 709, MacDill AFB. FL 33608-6337. 

AFOSI Detachment 710, Eglin AFB, FL 32542-6337. 

AFOSI Detachment 71 1, Tyndall AFB, FL 32403-6337. 

AFOSI Detachment 712, Robins AFB, GA 31098-6337. 

AFOSI Detachment 716, Huriburt Fid., FL 32544-6337. 

AFOSI Detachment 717, Moody, AFB, GA 31699-6337. 

AFOSI Detachment 721, APO Miami 34001-5000. 

AFOSI Detachment 722, Ft Buchanan, PR 00934-5000, 

AFOSI Detachment 740, Patrick AFB, FL 32925-6337. 

AFOSI District 8, Maxwell AFB, AL 361 12-6338. 

AFOSI Detachment 810, Egland AFB, LA 71311-6337. 

AFOSI Detachnient 811, Columbus AFB, MS 39701-6337. 

AFOSI Detachment 812, Keesler AFB, MS 39534-6337. . 

AFOSI Detachment 813, Little Rock AFB, AR 72099-6337. 

AFOSI Detachment 814, Eaker AFB, AR 72315-6337. 

-AFOSI Detachment 815, Barksdale AFB, LA 71110-6337. 

AFOSr Detachment 816, Arnold AFB, TN 37389-6337. 

AFOSI Detachment 840, Maxwell AFB, AL 361 12-6337. 

AFOSI District 10, Randolph AFB, TX 78150-6338. 

AFOSI Detachment 1001, Bergstrom AFB, TX 78743-6337. 

AFOSI Detachment 1008, Goodfellow AFB, TX 76908-6337. 

AFOSI Detachment 1012, Lackland AFB, TX 78236-6337. 

AFOSI Detachment 1014, Laughlin AFB. TX 78843-6337. 

AFOSI Detachment 1016, Kelly AFB, TX 7824I-i6337. 

AFOSI Detachment 1018, Brooks AFB, TX 78235-6337. 

AFOSI Detachment 1020, Altus AFB, OK 73523-6337. 

AFOSI Detachment 1021, Dallas. TX 75222^-0202. 

AFOSI Detachment 1022, Carswell AFB. TX 76127-6337. . 



AFOSI Detachment 1023, Dyess AFB. TX 79607.-6337. 
AFOSI Detachment 1024, Sheppard AFB, TX 7631 1-6337. 
AFOSI Detachment 1025, Reese AFB, TX 79480-6337. 
AFOSI Detachment 1026, Tinker AFB, OK 73145-6337. 
AFOSI Detachment 1040, Randolph AFB, TX 78150-6337. 
AFOSI District 13, Offutt AFB. NE 681 13-6338. 
AFOSI Detachment 1302, Ellsworth AFB. SD 57706-6337. 
AFOSI Detachment 1306. Bldg 1218. McConnell AFB, KS 67221- 
6337. 

AFOSI Detachment 1312, Minot AFB, ND 58705-6337. 
- AFOSI Detachment 1313, Grand Forks AFB, ND 58205-6337. 
• AFOSI Detachment 1314, Whiteman AFB, MO 65305-6337. 

AFOSI Detachment 1340, Offutt AFB, NE 681 13-6337. 

AFOSI District 14, Lowry AFB, CO 80230-6338.. 

AFOSI Detachment 1401, Peterson AFB, CO 80914-6337. 

AFOSI Detachment 1402 F E Warren AFB, WY 82005-6337. 

AFOSI Detachment 1404, Hill AFB, UT 84056-6337. 

AFOSI Detachment 1405, USAF Academy, CO 80840-6337. 

AFOSI Detachment 1406, Kirtland AFB, NM 87117-6337. 

AFOSI Detachment 1407, Cannon AFB, NM 88103-6337. 

AFOSI Detachment 1408, Holoman AFB, NM 88330-6337. 

AFOSI Detachment 1440, Lowry AFB, CO 80230-6337. 

AFOSI District 18, Norton AFB. CA 92409-6338. • 

AFOSI Detachment 1801, Edwards AFB, CA 93523-6337. . 

AFOSI Detachment 1802, George AFB, CA 92394-6337. 

AFOSI Detachment 1803, March AFB, CA 92518-6337. 

AFOSI Detachment 1810, Vandenberg AFB, CA 93437-6337. 

AFOSI Detachment 1811, PO Box 92960, Los Angeles AFB, CA 
90009-2960. 

AFOSI Detachment 1812, Nellis AFB, NV 89191-6337. 

AFOSI Detachment 1815. Luke AFB, AZ 85309-6337. 

AFOSI Detachment 1816, Davis-Monthan AFB, AZ 85707-6337. 
' AFOSI Detachment 1817, Williams AFB, AZ 85224-6337. 

AFOSI Detachment 1840, Norton AFB, CA 92409-6337. 

AFOSI District 19, Travis AFB, CA 94535-6338. 

AFOSI Detachment 1901, Beale AFB, CA 95903-6337. 

AFOSI Detachment 1902, Castle AFB, CA 95342-6337. 
' AFOSI Detachment 1904. Mather AFB. CA 95655-6337. 

AFOSI Detachment 1905, McClellan AFB. GA 95652-6337. 

AFOSI Detachment 1910, Coast Guard Island, Alameda. CA 
94501-6337. 

AFOSI Detachment 1911, Hickafn AFB, HI 96853-6338. 
AFOSI Detachment 1940, Travis AFB, CA 94535-6337. 
AFOSI District 20, McChord AFB, WA 98438^6338. 
AFOSI Detachment 2001, PO Box 1332, Fairchild AFB. WA 
99011-6337. 

AFOSI Detachment 2004, Federal Bldg Room 2852, 915 Second 
Avenue, Seattle^ WA 98174-6337. 

AFOSI Detachment 2006, Malmstrom AFB, MT 59402-6337. 

AFOSI Detachment 2007, Mt Home AFB, ID 83648-6337. . 

AFOSI Detachment 2010, Elmendorf AFB, AK 99506-6337. 

AFOSI Detachment 2011, Eielson AFB, AK 99702-6337. 

AFOSI Detachment 2040, McChord AFB, WA 98438-6338. 

AFOSI District 21, Seymour-Johnson AFB, NC 27531-6337. 

AFOSI Detachment 2101, Pope AFB, NC 28308-6337. 

AFOSI Detachment 2102, Shaw AFB, SC 29152-6337. . 

AFOSI Detachment 2103, Charleston AFB, SC 29404-6337. 

AFOSI Detachment 2104, SeymourJohnson AFB, NC 27531- 
6337. 

AFOSI Detachment 2105, Myrtle Beach AFB, SC 29579-6337. 
AFOSI Detachment 2140, Langley AFB, VA 23665-6337. 
AFOSI District 42. APO San Francisco. 96274-6338. 
AFOSI Detachment 4201, APO San Francisco 96528-6337. 
AFOSI Detachment 4203, APO San Francisco 96334-6337. 
AFOSI Detachment 4240, APO San Francisco 96274-6337. 
AFOSI District 45, APO San Francisco 96301-6338. 
AFOSI Detachment 4502. APO San Francisco 96264-6337. 
AFOSI Detachment 4504, APO San Francisco 96213-6337. 
AFOSI Detachment 4506, APO San Francisco 96570-6337. 
AFOSI Detachment 4540, APO San Francisco 96301-6337. 
AFOSI District 46, APO San Francisco 96328-6337. 
AFOSI Detachment 4606, APO San Francisco 96519-6337. 
AFOSI Detachment 4607, APO San Francisco 96239-6337. 
; AFOSI Detachment 4640, APO San Francisco 96328-6337. 
AFOSI District 62, APO New York 09083-6338. 
AFOSI Detachment 6202, APO New York 09179-6337. 
AFOSI Detachment 6203, APO New York 09194-6337. 
AFOSI Detachment 6204, APO New York 09238-6337. 
AFOSI Detachment 6205, APO New York 09755-6337. 
AFOSI Detachment 6206, APO New York 09193-6337. 
AFOSI Detachment 6208. APO New York 09125-6337. 
AFOSI Detachment 6210. APO New York 09150-6337. 
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AFOSI District 68, APO New York 09283-6338. 

AFOSI Detachment 6801, APO New York 09286-6337. 

AFOSI Detachment 6802, APO New York 09406-6337. 

AFOSI Detachment 6803, APO New York 09293-6337. 

AFOSI Detachment 6804, APO New York 09240-6337. 

AFOSI Detachment 6805, APO New York 09794-6337. 

AFOSI Detachment 6806, APO New York 09223-6337. 

AFOSI Detachment 6807, APO New York 09291-6337. 

AFOSI Detachment 6808, APO New York 09520-6337. 

AFOSI Detachment 6809, APO New York 09694-6337. 

AFOSI Detachment 6840, APO New York 09283-6337. 

AFOSI District 69, APO New York 09254-6338. 

AFOSI Detachment 6901, APO New York 09289-6337. 

AFOSI Detachment 6903, APO New York 09224-6337. 

AFOSI Detachment 6905, APO New York 09380-6337. 

AFOSI Detachment 6940^ APO New York 09254-6337. 

AFOSI District 70, APO New York 09634-6338. 

AFOSI Detachment 7008, APO New York 09245-6337. 

AFOSI Detachment 7010, APO New York 09097-6337. 

AFOSI Detachment 701 1, APO New York 09132-6337. 

AFOSI Detachment 7013, APO New York 09154-6337. 

AFOSI Detachment 7014, APO New York 09122-6337. 

AFOSI Detachment 7024, APO New York 09094-6337. 

AFOSI Detachment 7028, APO New York 0961 1-6337. 

AFOSI Detachment 7030, APO New York 09292-6337. 

AFOSI Detachment 7031, APO New York 09860-6337. 

AFOSI Detachment 7032, APO New York 09136-6337. 

AFOSI Detachment 7033, APO New York 09126-6337. 

AFOSI Detachment 7034, APO New York 09669-6337. 

AFOSI Detachment 7035, APO New York 09188-6337. 

AFOSI Detachment 7036, APO New York 09027-6337. 

AFOSI Detachment 7040, APO New York 09634-6337. 

Air Force Reserve Officers Training Corps Units (AFROTC) HQ 
AFROTC, Maxwell AFB, AL 361 12-6663 

AFROTC Detachment 5, Auburn University, Auburn University, 
AL 36849-5511. 

AFROTC Detachment 10, PO Box 1988, University of Alabama, 
University, AL 35486-9990. 

AFROTC Detachment 12, Samford University, Birmingham, AL 
35229-0001. 

AFROTC Detachment 15, Tuskegee Institute, PO Box 1119, Tus- 
kegee,AL 36088-1119. 

AFROTC Detachment 17, Troy State University, Troy, AL 
36082-0001. 

AFROTC Detachment 19, Alabama State University, Montgom- 
ery, AL 36195-0301. 

AFROTC Detachment 20, University of Arizona, Tucson. AZ 
85721-0211. 

AFROTC Detachment 25, Arizona State University, Room 340, 
Old Main, Tempe, AZ 85287-0999. 

AFROTC Detachment 27, Northern Arizona University, NAU 
Box 15076, Ragstaff, AZ 8601 1-0045. 

AFROTC Detachment^ 28, Embry-Riddle Aeronautical University, 
3200 Willow Creek Road, Prescott, AZ 86301-8662. 

AFROTC Detachment 30, University of Arkansas, Memorial Hall, 
Rm 319, Fayetteville, AR 72701-1201. 

AFROTC Detachment 35, California State University-Fresno, 
Fresno, CA 93740-0040. 

AFROTC Detachment 45, San Jose State University, San Jose, 
CA 95192-0051. . 

AFROTC Detachment 55, University of California at Los Ange- 
les, Room 210, Men's Gym— UCLA, Los Angeles, CA 90024-1611. 

AFROTC Operating Location 55A, j:x)yola Marymount Universi- 
ty, 7101 West 80th Street, Los Angeles, CA 90045-2699. . 

AFROTC Operating Location 55B, California State University- 
Long Beach, 1250 BellHower Blvd, Long Beach, CA 90840-0001. 

AFROTC Detachment 60, University of Southern California, FED 
1 15-A-0651, Los Angeles, CA 90089-0651. 

AFROTC Detachment 75, San Diego State University, San Diego, 
CA 92182-0321. 

AFROTC Detachment 80, San Francisco State University, 1600 
Hollo way Avenue, San Francisco, CA 94132-1789. 

AFROTC Detachment 85, University of California, 10 Callaghan 
Hall, Berkeley, CA 94720-0001. 

AFROTC Detachment 88, California State University— Sacramen- 
to, Sacramento, CA 95819-2694. 

AFROTC Detachment 90, Colorado State University, Ft. Collins, 
CO 80523-0016. 

•AFROTC Detachment 100, University of Northern Colorado, 
Greeley, CO 80639-9986. 

AFROTC Detachment 105, University of Colorado, Campus Box 
371, Boulder, CO 80309-0001. 



AFROTC Detachment 115, University of Connecticut, U-Box 81, 
2141 Hillside Road, Storrs, CT 06268-2280. 

AFROTC Detachment 128, University of Delaware, Newark, DE 
19716-0001. 

AFROTC Detachment 130, Howard University, PO Box 848, 
Washington, DC 20059-0001. 

AFROTC Detachment 145, Florida State University, Tallahassee, 
FL 32306-3049. 

AFROTC Detachment 150, University of Florida, Gainesville, FL 
32611-0001. 

AFROTC Detachment 155, University of Miami, PO Box 248164, 
Coral Gables, FL 33124-8164. 

AFROTC Detachment 157, Embry-Riddle Aeronautical Universi- 
ty, Daytona Beach, FL 32014-3891. 

AFROTC Detachment 158, University of South Florida, 4202 E 
Fowler Avenue, Tampa, FL 33620-8250. 

AFROTC Detachment 159, University of Central Florida, Orlan- 
do, FL 32816-0001. 

AFROTC Detachment 160, University of Georgia, Athens, GA 
30602-4390. 

AFROTC Detachment 165, Georgia Institute of Technology, At- 
lanta, GA 30332-0120. 

AFROTC Detachment 172, Valdosta State College, Valdosta, GA 
31698-5000. 

AFROTC Detachment 175, University of Hawaii, 1460 Lower 
Campus Rd, Honolulu, HI 96822-2371. 

AFROTC Detachment 190, University of Illinois, 505 E Armory 
Street, 223 Armory Bldg, Champaign, IL 61820-6294. 

AFROTC Detachment 195, Illinois Institute of Technology, 3201 
S. Michigan Avenue, Chicago, IL 60616-3793. 

AFROTC Detachment 205, Southern Illinois University-Carboh- 
dale, Carbondale, IL 62901-2832. 

AFROTC Detachment 206, Southern Illinois University-Edwards- 
ville, Edwardsville, IL 62026-1048. 

AFROTC Detachment 207, Parks College of St. Louis, Cahokia, 
IL 62206-1998. 

AFROTC Detachment 215, Indiana University, Bloomington, IN 
47405-5701. 

AFROTC Detachment 218, Indiana State University, Terre Haute, 
IN 47809-2245. 

AFROTC Detachment 220, Purdue University, West Lafayette, 
IN 47907-0001. 

AFROTC Detachment 225, University of Notre Dame, Notre 
Dame. IN 46556-5601. 

AFROTC Detachment 250, Iowa State University, 131 Armory, 
Ames, lA 50011-3011. 

AFROTC Detachment 255, University of Iowa, Iowa City, lA 
52242-1191. 

AFROTC Detachment 270, Kansas State University, Manhattan, 
KS 66506-7059. 

AFROTC Detachment 280, University of Kansas, Lawrence, KS 
66045-2520. 

AFROTC Detachment 290, University of Kentucky, Lexington, 
KY 40506-0028. 

AFROTC Detachment 295, University of Louisville, Louisville, 
KY 40292-0001. 

AFROTC Detachment 305, Louisiana Tech University, Ruston, 
LA 71272-0001. 

AFROTC Detachment 310, Louisiana State University and A&M 
College, PO Box 25126, Baton Rouge, LA 70894-5126. 

AFROTC Detachment 311, Grambling State University, Gram- 
bling, LA 71245-0028. 

AFROTC Detachment 315, University of Southwestern Louisiana, 
PO Box 4-0398 USL, Lafayette, LA 70504-0398. 

AFROTC Detachment 320, Tulane University, New Orleans, LA 
70118-1286. 

AFROTC Detachment 326, University of Maine. 164 College 
Avenue, Orono, ME 04473-1589. 

AFROTC Detachment 330, University of Maryland, College Park, 
MD 20742-1021. 

AFROTC Detachment 340, College of the Holy Cross, Worcester, 
MA 01610-2390. 

AFROTC Detachment 345, University of Lowell, 1 University 
Avenue, Lowell MA 01854-2894. 

AFROTC Detachment 355, Boston University, 156 Bay State 
Road, Boston, MA 02215-1501. 

AFROTC Detachment 365, Massachusetts Institute of Tech, 18 
Vassar St. Bldg. 20E 111, Cambridge, MA 02139-4309. 

AFROTC Detachment 370, University of Massachusetts, Amherst, 
MA 01003-5470. 

AFROTC Detachment 380, Michigan State University, 122 Bessey 
Hall, East Lansing, MI 48824-1033: 
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AFRdTC Detachment 390, University of Michigan, Ann Arbor, 
MI 48109-1085. 

AFROTC Detachment 400, Michigan Technological University, 
Houghton, MI 49931-1295. 

AFROTC Detachment 410, College of St. Thomas, St. Paul, MN 
55105-1096. 

AFROTC Detachment 415, University of Minnesota, Minneapolis, 
MN 55455-0105. 

AFROTC Detachment 420, University of Minnesota-Duluth, 
Duluth, MN 55812-2403. . 

AFROTC Detachment 425, Mississippi State University; Mississip- 
pi State, MS 39762-5531. 

AFROTC Detachment 430, University of Mississippi— Box 38, 
University, MS 38677-0038. . 

AFROTC Operating Location 430A, Mississippi Valley State Uni- 
versity, PO Box 929, Itta Bena, MS 38941-1436. 

AFROTC Detachment 432, University of Southern Mississippi, 
Hattiesburg, MS 39406-5145. 

AFROTC Detachment 437, Southeast Missouri State University, 
Cape Girardeau, MO 63701-0797. 

AFROTC Detachment 440, University of Missouri-Columbia, 217. 
Crowder Hall, Columbia, MO 65211-0001. 

AFROTC Detachment 442, University of Missouri-Rolla, Rolla, 
MO 65401-0249. 

AFROTC Detachment 450, Montana State University, Bozeman, 
MT 59717-0001. 

AFROTC Detachment 465, University of Nebraska — Lincoln, 
M&N Building, Rm 209, Lincoln, NE 68588-0141. 

AFROTC Detachment 470, University of Nebraska at Omaha, 
Omaha, NE 68182-0009. 

AFROTC Detachment 475, University of New Hampshire, 
Durham, NH 03824-3583. 

AFROTC Detachment 485, Rutgers, The State University of NJ, 9 
Senior St, New Brunswick, NJ 08901-1199. 

AFROTC Detachment 490, New Jersey Institute of Technology, 
323 MLK Blvd, Newark, NJ 07102-1982. 

AFROTC Detachment * 505, New Mexico State University, Las 
Cruces, NM 88003-0076. 

AFROTC Detachment 505 A, University of Texas— El Paso.. Box 
610, El Paso, TX 79968-0610. 

AFROTC Detachment 510, The University of New Mexico, 1901 
Las Lomas, Albuquerque, NM 87131-1215. 

AFROTC Detachment 520, Cornell University, Ithaca, NY 14853- 
1701. 

'AFROTC Detachment 535, Syracuse University, Room 202, Arch- 
bold Gym, Syracuse, NY 13244-1140. 

AFROTC Detachment 536, Clarkson University, Smith House 
Bldg 10, Potsdam, NY 13676-1496. 

AFROTC Detachment 538, Rochester, NY 14623-0887. 

AFROTC Detachment 550, Rensselaer Polytechnic Institute, 
Troy, NY 12180-3590. — 

AFROTC Detachment 560, Manhattan College, Riverdale. NY 
10471_4098. 

AFROTC Detachment 585, Duke University, 303 North Bldg, 
Durham, NG 27706-2588. 

AFROTC Detachment 590, University of NC— Chapel Hill, Chase 
Hall 132-A, Chapel Hill, NC 27514-6132. 

AFROTC Detachment 592, Charlotte, NC 28223-0001. 

AFROTC Detachment 595, North Carolina State University, PO 
Box 7308, Raleigh, NC 27695-7308. 

AFROTC Detachment 600, East Carolina' University, Greenville, 
NC 27858-4353. ^ 

AFROTC Detachment 605, North Carolina A&T State University, 
Box 14727, Greensboro, NC 274 1 5-4727, 

AFROTC Detachment 607, Fayetteville State University, Fayette- 
ville, NC 28301-4297. 

AFROTC Detachment 610, North Dakota State University of, 
A&AS, Fargo, ND 58105-5287. ■ ' . 

AFROTC Detachment 620, Bowling Green State University, 
Bowling Green, OH 43403-0272. 

AFROTC Detachment 630, Kent State University, Kent, OH 
44242-9999. 

AFROTC Detachment. 640, Miami University, Oxford, OH 45056- 
1697. 

AFROTC Detachment 643, Wright State University, 232 Freder- 
ick White Center, Dayton, OH 45435-0001 . 

AFROTC Detachment 645, The Ohio State University, 2121 
Tuttle Park PI, Columbus, OH 43210-1169. 

AFROTC Detachment 650, Ohio University, Athens, OH 45701- 
2979. 

AFROTC . Detachment 660, University of Akron, Akron, OH 
44325-0009. 



AFROTC Detachment 665, University of Cincinnati, Cincinnati, 
OH 45221-0441. 

AFROTC Detachment 670, -Oklahoma State University, Stillwater, 
OK 74078-0207. 

AFROTC Detachment 675, The University of Oklahoma, Norman, 
OK 73019-0604. 

AFROTC Detachment 685, Oregon State University, Corvallis, 
OR 97331-4102. 

AFROTC Detachment 695, University of Portland, Portland, OR 
97203-5798. ..- 

AFROTC Detachment 715, Lehigh University, Bethlehem, PA 
18015-3091. . 

AFROTC Detachment 720, The Pennsylvania- State 'University, 
109 Wagner Bldg, University Park, PA 16802-3896. . , . .. 

AFROTC Detachment 730, University of Pittsburgh^ Pittsburgh, 
PA 15260-0001. . 

AFROTC Operating Location 730A, Carnegie-Mellon University, 
Pittsburgh, PA 15213-3890. 

AFROTC Detachment 745, Grove City College, Grove City, PA 
16127-2199. 

AFROTC Detachment 750, St Josephs University, Philadelphia, 
PA 19131-1399.. 

AFROTC Detachment 752, Wilkes College, Wilkes Barre, PA 
18766-0001. 

AFROTC Detachment 755, ' University of Puerto Rico-Rio Pie- 
dras, G.PO Box BZ, San Juan, PR 00936-6275. 

AFROTC Detachment 75 5 A, University of Puerto Rico-Mayaguez 
Campus, College Station Box 5171, Mayaquez, PR 00709-5171. 

AFROTC Detachment 765, The Citadel, The Military College 
South Carolina, Charleston, SC 29409-0765. 

AFROTC Detachment 770, Clemson University, Clemson, SC 
29634-0705. 

AFROTC Detachment 772, Baptist College at Charleston, Charles- 
ton, SC 2941 1-0087. . - , 

AFROTC Detachment 775, University of South Carolina, Colum- 
bia, SC 29208-0062. ^ 

AFROTC Detachment 780, South Dakota State University, Box 
2236, Brookings, SC 57007^1697. 

AFROTC Detachment 785, Memphis State University, 4th Flopr 
Jones Hall, Memphis, TN 38152-0001. 

AFROTC Detachment 790, Tennessee State University, Nashville, 
TN 37209-1561. . 

AFROTC Detachment 800, University of Tennessee, Stokely Ath- 
letic Center-RM 215, Knoxville, TN 37996-3120. • 

AFROTC Detachment 805, Texas A&M University, PO Box 2620, 
College Station, TX 77841-2620. 

AFROTC Detachment 810, Baylor University, UB Mail Room 
385. Waco, TX 76798-9999. ' . 

AFROTC Detachment 820, Texas Technological University, PO 
Box 4589, Lubbock, TX 79409-4589. 

AFROTC Detachment 825, The University of Texas-Austin, 
Austin, TX 78712-1183. 

AFROTC Detachment 830, East Texas State University, Com-, 
merce, TX 75428-1902. . . . , 

AFROTC Detachment 835, North Texas State University, PO Box 
5398, Denton, TX 76203-5398. . . 

AFROTC Detachment 840A, The University of Texas— San Anto^ 
nio, San Antonio, TX 78285-0655. 

AFROTC Detachment 842, San Antonio, TX 78285-0655. 

AFROTC Detachment 845, Texas Christian University, Box 
30784, Ft Worth, TX 76129-0001. > 

AFROTC Detachment 847, Angelo State University, San Angelo, 
TX 76909-9978: 

AFROTC Detachment 850, University of Utah,.Salt Lake City, 
Ur 841 12-1 107. • 

AFROTC Detachment 855, Brigham Young University, Provo, 
UT 84602-1048. ' ' ' • • ^ 

AFROTC Detachment 860, Utah State University, Logan, UT 
84322-9590. 

AFROTC Detachment 865, St Michael's College, Winooski, VT 
05404-2507. 

AFROTC Detachment 867, Norwich University, Northfield, VT 
05663-1097. 

AFROTC Detachment 875, Virginia Polytechnic Institute and 
State University, Blacksburg, VA 24060-4496. 

AFROTC Detachment 880, Virginia Military Institute, Lexington, 
VA 24450-2697. 

AFROTC Detachment 890, University of Virginia, University 
Hall, Charlottesville, VA 22903-3290. 

AFROTC Detachment 895, Central Washington University, El- 
. lensburg. WA 98926-9989. 
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AFROTC Detachment 900, University of Puget Sound, Tacoma, 
WA 98416-0410. 

AFROTC Detachment 905, Washington State University, Room 6, 
Thompson Hall, Pullman, WA 99164-2606. 

AFROTC Detachment 910, University of Washington, Seattle, 
WA 98195-0001. 

AFROTC Detachment 915, West Virginia University, Morgan- 
town, WV 26506-6052. 

AFROTC Detachment 925, University of Wisconsin— Madison, 
1402 University Avenue, Madison, WI 53706-1531. 

AFROTC Detachment 940, University of Wyoming, Box 3005 
University Station, Laramie, WY 82071-3005. 

AFROTC Wright-Patterson Field Training Unit, Wright-Patterson 
AFB, OH 45433-5000. 

Numbered AFROTC Squadrons 

3620th AFROTC Squadron, Maxwell AFB, AL 36112-6663. 
3621st AFROTC Squadron, Mather AFB, CA 95655-5000. 
3622d AFROTC Squadron, Bergstrom AFB, TX 78743-5000. 
3623d AFROTC Squadron, McGuire AFB, NJ 08641-5000. 
3624th AFROTC Squadron, Wright-Patterson AFB, OH 45433- 
5000. 

Air National Guard Activities 

Chief, National Guard Bureau, NGB/CC, Washington, DC 20310- 
2500. 

Director, Air National Guard, NGB/CF, Washington, DC 20310- 
2500. 

ANG Airlift Opertions Center, ANGSC/XOC, Mail Stop 18, An- 
drews AFB, DC 2033 1-5000. 

ANG Support Center, Andrews AFB, DC 20331-5000. 

I.G. Brown ANG Professional Military Education Center (ANG 
PMEC), McGhee-Tyson Aprt, Knoxville, TN 37950-5360. 

National Guard State Headquarters/State Adjutant 
General (Listed alphabetically) 

TAG Alabama, PO Box 3711, Montgomery, AL 36193-4701. 
TAG Alaska, 800 E. Daimond Blvd 620, Suite 3-450, Anchorage, 
AK 99515-2097. 

TAG Arizona, 5636 E McDowell Rd, Pheonix, AZ 85008-3495. 
TAG Arkansas, Camp Robinson, N Little Rock, AR 72118-2200. 
TAG California, 2829 Walt Avenue, Sacramento, CA 95821-4405. 
TAG Colorado, 300 Logan Street, Denver, CO 80203-4072. 
TAG Connecticut, 360 Broad Street, Hartford, CT 06105-3795. 
TAG Delaware, First Regiment Road, Wilmington, DE 19808- 
2191. 

National Guard Armory, 2001 E Capitol St, Washington, DC 
20003-1719. 

TAG Florida, State Arsenal, St Augustine, FL 32084-1008. 

TAG Georgia, PO Box 17965-0965. Atlanta, GA 30316-0965. 

TAG Guam, Box 94, NAS, FPO San Francisco, CA 96637-1293. 

TAG Hawaii, 3949 Diamond Head Rd, Honolulu, HI 96816-4495. 

TAG Idaho, PO Box 45, Boise, ID 83707-0045. 

TAG Illinois, 1301 N. McArthur Blvd, Springfield, IL 62702-2399. 

TAG Indiana, Military Dept of Indiana, PO Box 41326, Indianapo- 
lis, IN 46241-0326. 

TAG Iowa, Camp Dodge, 7700 NW Beaver Dr, Johnston, I A 
50131-1902. 

TAG Kansas, PO Box C-300, Topeka, KS 66601-0300. 
TAG Kentucky, Boone NG Center, Frankfort, KY 40601-6168. 
TAG Louisiana, Jackson Bks, New Orleans, LA 70146-0330. 
TAG Maine, Camp Keyes, Augusta, ME 04333-0033. 
TAG Maryland, Fifth Regiment Armory, Baltimore, MD 21201- 
2288. 

TAG Massachusetts, 25 Haverhill Sth Ave, Camp Curtis Building, 
Reading, MA 01867-1999. 

TAG Michigan, 2500 S. Washington Ave, Lansing, MI 48913- 
5101. 

TAG Minnesota, Veterans Svcs Building, St Paul, MN 55155- 
2098. 

TAG Mississippi, PO Box 5027, Fondren Stn, Jackson, MS 39216- 
1027. ^ ^ 

TAG Missouri, 1717 Industrial Dr., Jefferson City, MO 65101- 
1468. 

TAG Montana, PO Box 4789, Helena, MT 59604-4789. 

TAG Nebraska, 1300 Military Rd, .Lincoln, NE 68508-1090. 

TAG Nevada, 2525 S Carson St, Carson City, NV 89701-5502. 

TAG New Hampshire, State Mil Reservation, No. 1 Aprt Rd, 
Concord, NH 03301-5353. 

TAG New Jersey, Eggert Crossing Rd, CN 340, Trenton, NJ 
08625-0340. 

TAG New Mexico, PO Box 4277, Santa Fe, NM 87502-4277. 
TAG New York, 330 Old Niskayuma Rd, Lathan, NY 12110-2224. 



TAG North Carolina, 4105 Reedy Creek Rd, Raleigh, NC 27607- 
6410. 

TAG North Dakota, Box 5511, Bismarck, ND 58502-5511. 
TAG Ohio, 2825 West Granville Rd, Worthington, OH 43085- 
2712. 

TAG Oklahoma, 3501 Military Circle, NE, Oklahoma City, OK 
73111-4398. 

TAG Oregon, 2150 Fairgrounds Rd, NE, Salem, OR 97303-3241. 
TAG Pennsylvania, Fort Indiantown Gap, Annville, PA 17003- 
5002. 

TAG Puerto Rico, PO Box 3786, San Juan, PR 00904-3786. 
CG Rhode Island, 1051 North Main St, Providence, RI 02904- 
5714. 

TAG South Carolina, 1 National Guard Road, Columbia, SC 
29201-3117. 

TAG South Dakota, 2823 West Main St, Rapid City, SD 57702- 
8186. 

TAG Tennessee, PO Box 41502, Houston Barracks, Nashville, TN 
37204-1501. 

TAG Texas, PO Box 5218, Austin, TX 78763-5218. 
TAG Utah, PO Box 1776, 12953 Minuteman Dr, Draper, UT 
84020-9545. 

TAG Vermont, Camp Johnson Bldg 1, Winooski, Vt 05404-1697. 
TAG Virgin Island, Alexandria Hamilton Airport, St Croix, U.S. 
VI 00850. 

TAG Virginia, 501 E Franklin St, Richmond, VA 232.19-2317. 
TAG Washington, Camp Murray, Tacoma, WA 98430-0922. 
TAG West Virginia, 1703 Coonskin Drive, Charleston, WV 
25311-1085. 

TAG Wisconsin, PO Box 8111, Madison, WI 53708-8111. 
TAG Wyoming, PO Box 1709, Cheyenne, WY 82003-1709. 
USAF Medical Treatment Activities 

USAF Medical Centers and Regional Hospitals 

David Grant USAF Medical Center (MAC), Travis AFB. CA 
94535-5300. 

Malcolm Grow USAF Medical Center (MAC), Andrews AFB; 
DC 20331-5300. 

Wilford Hall USAF Medical Center (JMMC-SA), Lackland AFB, • 
TX 78236-5300. 

USAF Medical Center Keesler (ATC), Keesler AFB, MS 39534- 
5300. 

USAF Medical Center Scott (MAC), Scott AFB, IL 62225-5300. 

USAF Medical Center Wright-Patterson (AFLC), Wright-Patter- 
son AFB, OH 45433-5300. 

13th Air Force Medical Center (PACAF), APO San Francisco 
96274-5300. 

7100th Combat Support Wing Medical Center (USAFE), APO 
New York 09220-5300. 

1st Tactical Regional Hospital (TAC), Langley AFB, VA 23665- 
5300. 

USAF Regional Hospital Elmendorf (AAC), Elmendorf AFB, AK 
99506-5300. 

Air Force Systems Command Regional Hospital Eglin (AFSC), 
Eglin AFB, FL 32542-5300. • 

Air University Regional Hospital Maxwell (AU), Maxwell AFB, 
AL 36112-5300. 

USAF Regional Hospital Minot (SAC), Minot. AFB, ND 58705- 

5300. 

USAF Regional Hospital Sheppard (ATC), Sheppard AFB, TX 
76311-5300. 

USAF Academy Hospital (USAFA), Colorado Springs, CO 
80840-5300. 

Ehrling Bergquist Strategic Hospital (SAC), Offutt AFB, NE 
68113-5300. 

Robert L. Thompson Strategic Hospital (SAC), Carswell AFB, 
TX 76127-5300. 

United States Air Force Hospitals 

USAF Hospital Altus (MAC), Altus AFB, OK 73523-5300. 
USAF Hospital Chanute (ATC), Chanute AFB, IL 61868-5300. 
USAF Hospital Columbus (ATC), Columbus AFB, MS 39701- 
5300. 

USAF Hospital Dover (MAC), Dover. AFB, DE 19901-5300. 

Air Force Systems Command Hospital Edwards (AFSC), Edwards 
AFB, CA 93523-5300. 

USAF Hospital Hill (AFLC), Hill AFB, UT 84056-5300. 

USAF Hospital Kirtland (MAC), Kirtland AFB, NM 87117-5300. 

USAF Hospital Lajes (MAC), APO New York 09406-5300. 

USAF Hospital Laughlin (ATC), Laughlin AFB. TX 78843-5300. 

USAF Hospital Little Rock (MAC), Little Rock AFB, AR 72099- 
5300. 
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USAF Hospital Mather . (ATC), Mather AFB, CA 95655-5300. 
Air Force Systems Command Hospital Patrick (AFSC), Patrick 
AFB, FL 32925-5300. 

USAF Hospital Reese (ATC), Reese AFB, TX 79489-5300. 
USAF Hospital Robins (AFLC), Robins AFB, GA 31098-5300. 
USAF Hospital Tinker (AFLC), Tinker AFB, OK 73145-5300. 
USAF Hospital Williams (ATC), Williams AFB, AZ 85224-5300. 

Numbered Medical Groups, USAF Clinics, Hospitals and 
Strategic and Tactical Fighter Wing Hospitals 

1st Medical Group (TAC), Langley AFB, VA 23665-5300. 
1st Strategic Hospital (SAC), Vandenberg AFB, CA 93437-5300. 
2nd Strategic Hospital (SAC), Barksdale AFB, LA 71110-5300. 
4th Medical Group (TAC), Seymour Johnson AFB, NC 27531- 
5300. 

8th Medical Group (PACAF), APO San Francisco 96264-5300. 
9th Strategic Hospital (SAC), Beale AFB, CA 95903-5300. 
15th Medical Group (PACAF), Hickam AFB, HI 96853-5300. 
20th Tactical Fighter Wing Hospital (USAFE), APO Ne\y York' 
09194-5300. 

23d Medical Group (TAC), England AFB, LA 71311-5300. 
24th Medical Group (TAC), APO Miami 34001-5300. 
27th Medical Group (TAC), Cannon AFB, NM 88103-5300. 
31st Medical Group (TAC), Homestead AFB, FL 33039-5300. 
36th Tactical Fighter Wing Hospital (USAFE), APO New York 
09132-5300. 

39th Tactical Group Hospital (USAFE), APO New York 09289- 
5300. 

48th Tactical Fighter Wing Hospital (USAFE), APO New York 
09179-5300. 

50th Tactical Fighter Wing Hospital (USAFE), APO New York 
09122-5300. 

51st Medical Group (PACAF), APO San Francisco 96570-5300. 
56th Medical Group (TAC), MacDill AFB, FL 33608-5300. 
67th Medical Group (TAC), Bergstrom AFB, TX 78743-5300. 
90th Strategic Hospital (SAC), F E Warren AFB, WY 82005-5300. 
91st Strategic Hospital (SAC), Mindt AFB, ND 58705-5300. 
.92nd Strategic Hospital (SAC), Fairchild AFB, WA 99011-5300. 
93rd Strategic Hospital (SAC), Castle AFB, CA 95342-5300. 
96th Strategic Hospital (SAC), Dyess AFB, TX 79607-5300. , 
97th Strategic Hospital (SAC), Eaker AFB, AR 72315-5300. 
305th Strategic Hospital (SAC), Grissom AFB, IN. 46971-5300. 
313th Medical Group (PACAF), APO San Francisco 96239-5300. 
325th Medical Group (TAC), Tyndall AFB, FL 32403-5300. 
341st Strategic Hospital (SAC), Malmstrom AFB, MT 59402-5300. 
347th Medical Group (TAC), Moody AFB, GA 31699-5300. 
351st Strategic Hospital (SAC), Whiteman AFB, MO 48753-5300. 
354th Medical Group (TAC), Myrtle Beach AFB, SC 29579-5300. 
363d Medical Group (TAC), Shaw AFB, SC 29152-5300. 
366th Medical Group (TAC), Mt Home AFB, ID 83648-5300. 
379th Strategic.Hospital (SAC), Wurtsmith AFB, MI 488753-5300. 
380th Strategic Hospital (SAC). Plattsburg AFB, NY 23903-5300. 
384th Strategic Hospital (SAC), McConnell AFB, KS 67221-5300. 
401st Tactical Fighter Wing Hospital (USAFE), APO New York 
09283-5300 

410th Strategic Hospital (SAC), K I Sawyer AFB, MI 49843-5300. 
416th Strategic Hospital (SAC), Griffiss AFB, , NY 13441-5300. 
432d Medical Group (PACAF), APO San Francisco 96519-5300. 
475th Medical Group (PACAF), APO San Francisco 96328-5300. 
509th Strategic Hospital (SAC), Pease AFB, NH 03803-5300. 
554th Medical Group (TAC), Nellis AFB, NV 89191-5300. 
831st Medical Group (TAC), George AFB. CA 92394-5300.: 
832d Medicar Group (TAC), Luke AFB, AZ 85309-5300. • 
833d Medical Group (TAC), HoUoman AFB. NM 88330-5300. 
836th Medical Group (TAC), Davis-Monthan AFB, AZ . 85707- 
5300. 

Numbered and USAF Clinics 

lOth Tactical Fighter Wing Clinic (USAFE), APO New York 
09238-5300. 

26th Tactical Reconnaissance Wing Clinic (USAFE), APO New 
York 09860-5300. 

32nd Tactical Fighter Group Clinic (USAFE), APO New York 
09292-5300. 

36th Tactical Fighter Wing Clinic (USAFE), APO New York 
09104-5300. 

40th Tactical Group Clinic (USAFE), APO New York 09293- 
5300. 

43d Strategic Clinic (SAC); APO San Francisco 96334-5300. 
52nd Tactical Fighter Wing Clinic (USAFE), APO New York 
09126-5300. 



66th Electronic Combat Wing Clinic (USAFE), APO New York 
09136-5300. 

81st Tactical Fighter Wing Clinic (USAFE), APO New York 
09755-5300. 

128th Strategic Clinic (SAC), • Barksdale AFB, LA 71110-5300. 
315th USAF Clinic (Assoc) (MAC), Charleston AFB, SC 29404- 
5300. 

316th Air Division Clinic (USAFE), APO New York 09094-5300. 

349th USAF Clinic ((Assoc) (MAC), Travis AFB, CA 94535-5300. 

406th Tactical Fighter Training Wing Clinic (USAFE), APO New 
York 09286-5300. 

433d USAF Clinic (AFRES), Kelly AFB, TX 72241-5300. 

434th USAF Clinic (AFRES), Grissom AFB, IN 46971-5300. 

445th USAF Clinic (Assoc) (MAC), Norton AFB, CA 92409-5300. 

446th USAF Clinic (Assoc) (MAC), McChord AFB, WA 98438- 
5300. 

452d USAF Clinic (AFRES), March AFB, CA 92518-5300. 
459th USAF Clinic (AFRES), Andrews AFB, DC 20331-5300. 
485th Tactical Missile Wing Clinic (USAFE), APO New York 
09188-5300 

487th Tactical Missile Wing Clinic (USAFE), APO New York 
09694-5300. 

501st Tactical Missile (USAFE), APO New York 09150-5300. 
503d USAF Clinic (AFRES), Tinker AFB, OK 73145-5300. 
512th USAF Clinic (Assoc) (AFRES), Dover AFB, DE 19902- 
5300. 

514th USAF Clinic (Assoc) (AFRES). McGuire AFB. NJ 08641- 

5300. 

906th Tactical Clinic (AFRES), Wright Patterson AFB, OH 
45433-5300. 

907th Tactical Clinic (AFRES), Rickenbacker ANGB. OH 43217- 
5300. 

908th Tactical Clinic (AFRES), Maxwell AFB, AL 36112-5300. 
910th Tactical Clinic (AFRES), Youngstown Muni Aprt, OH 
44473-5300. 

911th tactical Clinic (AFRES), Pittsburgh lAP, PA 15231-5300. 
913th Tactical Clinic (AFRES), Willow Grove Air Res, Facility, 
PA, 19090-5300. 

914th Tactical Clinic (AFRES), Niagara Falls lAP, NY 14304- 
5300. 

917th Tactical Clinic (AFRES), Barksdale AFB, LA 71110-5300. 
919th Tactical Clinic (AFRES), Aux Fid 3, Eglin AFB, FL 

32542-5300. 

924th Tactical Clinic (AFRES), Bergstrom AFB, TX 78743-5300. 
926th Tactical Clinic (AFRES). NAS, New Orleans. LA 70143- 
5300. 

928th Tactical Clinic (AFRES), O'Hare AFB, IL 60666-5300. 

931st Tactical Clinic (AFRES), Grissom AFB, IN 46971-5300. 

932d Tactical Clinic (AFRES), Scott AFB, IL 62225-5300. 

934th Tactical Clinic (AFRES), Minneapolis lAP. St Paul, MN 
55450-5300. - 

939th Tactical Clinic (AFRES), Portland lAP, OR 97218-5300. 

940th Tactical Clinic (AFRES), Mather AFB, CA 95655-5300. 

7020th Air Base Group Clinic (USAFE), APO New York 09125- 
5300. 

7217th Air Base Group Clinic (USAFE), APO New York 09254- 
5300. 

7241st Air Base Group Clinic (USAFE), APO New York 09224- 

5300. 

7274th Air Base Group Clinic (USAFE), APO New York 09193- 
5300. < 

7275th Air Base Group Clinic (USAFE), APO New York 09240- 
5300. 

7276th Air Base Group Clinic (USAFE), APO New York 09291- 
5300. 

USAF Clinic Brooks (SAJMMC), Brooks AFB, TX: 78235-5300. 
USAF Clinic Charleston (MAC), Charleston AFB, SC 29404- 

5300. 

USAF Clinic Eielson (A AC), Eielson AFB, AK 99702-5300, 
USAF Clinic Goodfellow (ATC), Goodfellow AFB, TX 76908- 
5300. 

USAF Clinic Kelly (SAJMMC), Kelly AFB, TX 78241-5300. 

Air Force Systems Command Hospital Hanscom (AFSC), Hans- 
corn AFB, MA 01731-5300. 

Air Force Systems Command Clinic Los Angeles (AFSC), PO 
Box 92960. Worldway Postal Center, Los Angeles, CA 90009-5300. 

USAF Clinic Lowry (ATC), Lowry AFBi CO 80230-5300.' 

USAF Clinic McChord (MAC), McChord AFB; WA 98438-5300. 

USAF Clinic McClellan (AFLC), McClellan AFB, CA 95652- 
5300. 

USAF Clinic McGuire (MAC), McGuire AFB, NJ 08641-5300. 
USAF Clinic Norton (MAC), Norton AFB, CA 92409-5300. 
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USAF Clinic Peterson (AFSPACECOM), Peterson AFB, CO 
80914-5300. 

USAF Clinic Pope (MAC), Pope AFB, NC 28308-5300. 
USAF Clinic Randolph (SAJMMC), Randolph AFB, TX 78150- 
5300. 

USAF Clinic Rhein Main (MAC), APO New York 09097-5300. 
USAF Clinic Vance (ATC), Vance AFB, OK 73702-5300. 

Numbered Hospitals 

1st Strategic Hospital Vandenberg (SAC), Vandenberg AFB, CA 
93437-5300. 

2d Strategic Hospital Barksdale (SAC), Barksdale AFB, LA 
71110-5300. 

4th Tactical Hospital (TAC), Seymour Johnson AFB, NC 27531- 
5300. 

9th Strategic Hospital Beale (SAC), Beale AFB, CA 95903-5300. 
11th USAF Contingency Hospital, Lackland AFB, TX 78236- 
5300. 

12th USAF Contingency Hospital, Travis AFB, CA 94535-5300. 
13th USAF Contingency Hospital (AFRES), Scott AFB, IL 
62225-5300. 

22d Strategic Hospital (SAC), March AFB, CA 92518-5300. 
530o"^ Transportation Hospital (SAC), March AFB, CA 92518- 

23rd Tactical Hospital (TAC), England AFB, LA 71311-5300. 
26th Tactical Hospital (USAFE), APO New York 09860-5300. 
27th Tactical Hospital (TAC), Cannon AFB, NM 88103-5300. 
31st Tactical Hospital (TAC), Homestead AFB, FL 33039-5300. 
35th Tactical Hospital (TAC), Luke AFB, AZ 85309-5300. 
36th Tactical Hospital (USAFE), APO New York 09132-5300. 
39th Tactical Hospital (USAFE). APO New York 09289-5300. 
42d Strategic Hospital (SAC), Loring AFB, ME 04751-5300. 
44th Strategic Hospital (SAC), Ellsworth AFB, SD 57706-5300, 
48th Tactical Hospital (USAFE), APO New York 09179-5300. 
50th Tactical Hospital (USAFE), APO New York 09122-5300. 
56th Tactical Hospital (TAC), MacDill AFB, FL 33608-5300. 
67th Tactical Hospital (TAC), Bergstrom AFB, TX 78743-5300. 
86th Tactical Hospital (USAFE), APO New York 09094-5300. 
90th Strategic Hospital F E Warren (SAC), F E Warren AFB, 
WY 82005-5300. 

91st Strategic Hospital Minot (SAC), Minot AFB, ND 58705-5300. 
92d Strategic Hospital Fairchild (SAC), Fairchild AFB, WA 
99011-5300, 

93d Strategic Hospital Castle (SAC), Castle AFB, CA 95342-5300. 
94th Tactical Hospital (AFRES), Dobbins AFB, GA 30069-5300. 
96th Strategic Hospital Dyess (SAC), Dyess AFB, TX 79607-5300. 
97th Strategic Hospital Eaker (SAC), Eaker AFB, AR 72315-5300. 
131st Tactical Hospital (TAC), Lambert Intl Aprt, St Louis, MO 
63145-5300. 

140th Tactical Hospital (TAC), Buckley ANGB, CO 80010-5300. 
301st Tactical Hospital (AFRES), Carswell AFB, TX 76127-5300. 
302d Tactical Hospital (AFRES), Peterson AFB, CO 80914-5300. 
305th Strategic Hospital Grissom (SAC), Grissom AFB, IN 46971- 
5300. 

310th USAF Contingency Hospital (USAFE), APO New York 
09049-5300. 

316th Tactical Hospital (USAFE), APO New York 09094-5300. 
317th USAF Contingency Hospital (USAFE), APO New York 
09194-5300. 

321st Strategic Hospital ' Grand Forks (SAC), Grand Forks AFB, 
ND 58205-5300. 

341st Strategic Hospital Malmstrom (SAC), Malmstrom AFB, MT 
59402-5300. 

347th tactical Hospital (TAC), Moody AFB, GA 31699-5300. 
351st Strategic Hospital Whiteman (SAC), Whiteman AFB, MO 
65305-5300. 

354th Tactical Hospital (TAC), Myrtle Beach AFB, SC 29579- 

-5300.---^_^ 

363d TacticarHospital-(TAC), Shaw AFB, SC 29152-5300. 
366th Tactical Hospital (TAC), Mt Home AFB, ID 83648-5300. 
379th Strategic Hospital Wurtsmith (SAC), Wurtsmith AFB, MI 
48753-5300. 

380th Strategic Hospital Pittsburgh (SAC), Plattsburgh AFB, NY 
129P3-5300. 

384th Strategic Hospital McConnell (SAC), McConnell AFB, KS 

67221-5300. 

401st Tactical Hospital (USAFE), APO New York 09283-5300. 
403d Tactical Hospital (TAC), Keesler AFB, MS 39534-5300. 
410th Strategic Hospital K I Sawyer (SAC), K I Sawyer AFB, MI 
49843-5300. 

416th Strategic Hospital Griffiss (SAC), Griffiss AFB, NY 13441- 
5300. 

419th Tactical Hospital (TAC), Hill AFB, UT 84056-5300. 



434th Tactical Hospital (AFRES), Grissom AFB, IN 46971-5300. 
439th Tactical Hospital (AFRES), Westover AFB, MA 01022- 

5300. 

440th Tactical Hospital (AFRES), Gen Mitchell lAP, 300 E Col- 
lege Ave, Milwaukee, WI 53207-5300. 

442d Tactical Hospital (AFRES), Richards-Gebaur AFB, MO 
64030-5300. 

482d Tactical Hospital (AFRES), Homestead AFB, FL 33039- 
5300. 

509th Strategic Hospital Pease (SAC), Pease AFB, NH 03803- 
5300. 

601st Tactical Hospital (USAFE), APO New York 09136-5300. 
607th USAF Contingency Hospital (USAFE), APO New York 

09283-5300. 

608th USAF Contingency Hospital (USAFE), APO New York 

09238-5300. 

609th USAF Contingency Hospital (USAFE), APO New York 
09860-5300. 

610th USAF Contingency Hospital (USAFE), APO New York 
09633-5300. 

622d USAF Contingency Hospital (ATC), Sheppard AFB, TX 
76311-5465. 

652d USAF Contingency Hospital (USAFE), APO New York 
09131-5300. 

653d USAF Contingency Hospital (USAFE), APO New York 
09457-5300. 

655th Tactical Hospital (PACAF), APO San Francisco 96328- 
5300. 

656th Tactical Hospital (PACAF), APO San Francisco 96432- 
5300. 

657th Tactical Hospital (PACAF), APO San Francisco 96432- 
5300. 

658th USAF Contingency Hospital (PACAF), APO San Francisco 
96214-5300. 

832d Tactical Hospital (TAC), Luke AFB, AZ 85309-5300. 
833d Tactical Hospital (TAC), .Holloman AFB, NM 88330-5300. 
869th USAF Contingency . Hospital (USAFE), APO New York 
09129-5300. 

870th USAF Contingency Hospital (USAFE), APO New York 
09198-5300. 

927th Tactical Hospital (AFRES), Selfridge ANGB, MI 48045- 

5300. 

7206th Air Base Group Hospital (USAFE), APO New York 
09223-5300. . 

7276th Air Base Group Hospital (USAFE), APO New York 
09291-5300. 

ANG Hospitals and Clinics 

lOlst USAF Clinic' (TAC), Bangor lAP, Bangor, ME 04401-4393. 
102d USAF Clinic (TAC), Otis ANGB, MA 02542-5001. 
103d Tactical Clinic (TAC), Bradley ANGB, East Granby, CT 
06026-5300. 

104th Tactical Clinic (TAC), Barnes Muni Aprt, Westfield, MA 
01085-1385. 

105th USAF Clinic (MAC), Stewart lAP, New Burgh, NY 12550- 
0031. 

106th Tactical Clinic (TAC), Suffolk ANGB, West Hampton 
Beach, NY 11978-1294. 

107th USAF Clinic (MAC), Niagara Falls lAP, Niagara Falls, NY 
14304-6000. 

. 108th Tactical Clinic (TAC), McGuire AFB, NJ 08641-6004. 

109th Tactical Clinic (TAC), Schenectady Co Aprt, Scotia, NY 
12302-9752. 

110th Tactical Clinic (TAC), PO Box 668, Battle Creek, MI 
49016-1291. 

111th Tactical Clinic (TAC), Willow Grove NAS, Willow Grove, 
PA 19090-5101. 

1 12th Tactical Clinic (TAC), Pittsburgh lAP, Pittsburgh, PA 
15231-0459. 

113th Tactical Hospital (TAC), Andrews AFB, DC 20331-6519. 
A 114th Tactical Clinic (TAC), PO Box .5044, Sioux Falls, SD 
57117-5044. 

115th Tactical Clinic (TAC), 3110 Mitchell St, Madison, WI 
53704-2591. 

116th Tactical Hospital (TAC), Dobbins AFB, GA 30069-6004. 

117th Tactical Hospital (TAC), Sumpter Smith ANGB, Birming- 
ham, AL 35217-3595. 

118th Tactical Hospital (TAC), PO Box 17267, Nashville, TN 
37217-0267. 

119th USAF Clinic (SAC), PO Box 5536, Fargo, ND 58105-5536. 
120th USAF Clinic (AFRES). Great Falls lAP, MT 59404-5300. 
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121st Tactical Hosptial (TAG), Rickenbacker ANGB; 0H':43217- 
5007. ' 

122d Tactical Hosptial (TAG), Baer Field, Ft Wayne, IN 46809- 
5300. - . . 

123d Tactical Hospital (TAG), Shewmaker ANGB, Louisville, KY 
40213-2678. ' " . 

1 24th Tactical Glinic (TAG), PO Box 45, Boise, ID 83701-4525. 

125th USAF Glinic (TAG), PO Box 18018, Jacksonville, FL 
32229^0018. 

126th USAF Glinic (AFRES), PO Box 66486, O'Hare ARFF, 
Ghicago. IL 60666-0486. 

127th Tactical Glinic (TAG), Selfridge ANGB, MI 48045-5029. 

128th Tactical Glinic (TAG), Gen Mitchell ANGB, Milwaukee, 
WI 53207-2591. 

129th Tactical Hosptial (TAG), NAS Moffett Fid, GA 94035-5006. 
130th Tactical Glinic (TAG), Yaeger Aprt, Gharleston, WV 25311- 
5300. 

131st Tactical Hospital (TAG), Lambert lAP (ANGB), 10800 Nat- 
ural Bridge Road, Bridgeton, MO 63044-2371. 

132d Tactical Hospital (TAG), 4200 SW 34 St, Des Moines, I A 
50321-2799. ' > 

133d Tactical Hospital (TAG), Minneapolis-St Paul lAP, St Paul, 
MN 55111-4098. 

134th USAF Glinic (AFRES), McGhee-Tyson Aprt, Knoxville, 
TN 37901-5300. ' 

135th Tactical Glinic (TAG), 2701 Eastern Blvd, Baltimore, MD 
21220-2899. . . 

136th Tactical Hospital (TAG), Hensley Fid, Dallas, TX 75211- 
9503. 

137th Tactical Hospital (TAG), PO Stn 18, Will Rogers World 
Aprt, Oklahoma City, OK 73169-5300. 

138th Tactical Glinic (TAG), PO Box 15768, Admiral Stn, Tulsa, 
OK 74115-1699. . 

139th Tactical Glinic (TAG), Rosecrans Memorial Aprt, St Joseph, 
MO 64503-3247. 

140th Tactical Hospital (TAG), Buckley ANGB, GO 30011-9599. 

141st USAF Glinic (AFRES), Fairchild AFB, WA 99011-6434. 

142d USAF Glinic (AFRES), Portland lAP, OR 97218-2797: 

143d Tactical Hospital (TAG). Quonset State Aprt, North King- 
stown, RI 02886-0794. 

144th Tactical Hospital (TAG), Fresno ANGB, GA 93727-2199. 

145th Tactical Glinic (TAG), Douglas Muni Aprt. Gharlotte, NG 
28208-5795. . 

146th Tactical Hospital (TAG), 8030 Balboa Blvd, Van Nuys, GA 
91409-1195. 

147th USAF Clinic (AFRES), Ellington AFB, TX 77209-5586! 
148th USAF Glinic (AFRES), Duluth lAP. MN 55811-5300. 
149th Tactical Clinic (TAG), Kelly AFB, TX 78421-7001. 
150th Tactical Glinic (TAG), PO Box 551, Albuquerque, NM 
87103-5510. 

151st .Tactical Glinic (tAG),,PO Box 16087. Salt Lake Gity.- UT 
84115-2000. 

152d Tactical Glinic (TAG), 1776 National Guard Way, Reiio, NV 
89502-4494. ' 

153d Tactical Glinic (TAG), PO. Box 2268 Muni Aprt, Cheyenne, 
WY 82005-2268. 

154th Tactical Hospital (PACAF), Hickam AFB, HI 96853-5300. 

155th Tactical Clinic (TAG), Lincoln Muni Aprt, NE 68524-1897. 

156th Tactical Glinic (TAG), PO Box 12307, Loiza Stn, iSan Juan, 
PR 00914-2307. 

157th USAF Glinic (AFRES), Pease AFB, NH 03803-6507., 

158th Tactical Clinic (TAG), Burlington lAP, VT 05401-5300. 

159th Tactical Glinic (TAG),' NAS New Orleans, New Orleans, 
LA 70146-5300. 

160th USAF Glinic (TAG), Rickenbacker ANGB, OH 43217-5006. 
161st Tactical Glinic (TAG). 32 & Watkins Rd, Phoeniz, AZ 
85034-6098. 

162d Tactical Clinic (TAG), Tucson lAP, AZ 85076-1037. . 
163d Tactical Glinic (TAG), March AFB, GA 92518-5300. 
164th Tactical Glinic (TAG), PO Box 18026, Memphis, TN 38118- 
0026: 

165th Tactical Hospital (TAG), PO Box 7568, Garden City, GA 
31404-7568. 

166th Tactical Clinic (TAG), Greater Wilmington Aprt, New 
Castle, DE 19720-2495. 

167th Tactical Glinic (TAG), Eastern WV Regional' Aprt, Martins- 
burg, WV 25401-0204. 

169th. Tactical Clinic (TAG), McEntire ANGB, Eastover, SG 
29044-9690. 

170th USAF Clinic (MAC), McGuire AFB, NJ 08641-5300. 
171st USAF Glinic (AFRES), Pittsburgh lAP, Pittsburgh, PA 
15231-(H59. 



172d USAF Glinic (AFRES), PO Box 5810, Jackson, MS 39208- 
0810. 

174th Tactical Glinic (TAG). Hancock Fid, Syracuse,. NY 13225- 
7099. 

175th Tactical Glinic (TAG), 2701 Eastern Blvd, Baltimore, MD 
21220-2899 

176th Tactical Glinic (TAG); Kulis ANGB, 6000 Air Guard Rd, 
Anchorage, AK 99502-5300. 

177th USAF Clinic (TAG), FA A Technical Center, Atlantic City 
Airport, NJ 08405-9500. 

178th Tactical Hospital (TAG), Springfield ANGB, OH 45501- 
1780. 

179th Tactical Clinic (TAG), Mansfield Lahm Aprt, OH 44901- 
5300. 

180th Tactical Glinic (TAG), Toledo Express Aprt, Swanton, OH 
43558-5005. 

181st Tactical Glinic (TAG), Hulman Fid, Terre Haute, IN 47803- 
5300. 

. 182d Tactical Glinic (TAG), Greater Peoria Aprt, Greater Peoria, 
IL 61607-1498. 

183d Tactical Cliiiic (TAG), Capitol Muni Aprt. Springfield, IL 
62707-5300. ' ■ ' ' 

184th Tactical Clinic (TAG), McConnell AFB, KS 67221-6225. 

185th Tactical Clinic (TAG), PO Box 278, Sergeant Bluff, I A 
51054-1002. ' 

186th Tactical Glinic (TAG), PO Box. 1825, Meridian, MS 39302- 
1825. 

187th Tactical Glinic (TAG), Dannelly Fid, Montgomery, AL 

36105-0001. 

188th Tactical Clinic (TAG), Ft Smith MAP, AR 72099-5300. 
189th USAF Clinic (SAG), Little Rock AFB, AR 72099-5300. 
190th USAF Glinic (AFRES), Forbes ANGB, Topeka, KS 66620- 
5300. " . 

' 191st USAF Glinic (AFRES), Selfridge ANGB, MI 48045-5029. 

192d Tactical Glinic (TAG), Byrd Fid, Sandston, VA 23150^0297. 

193d Tactical Hospital (TAG), Harrisburg lAP, Middletown, PA 
17057-i2424. 

USAF Numbered Air Forces 

First Air Force (TAG), Langley AFB, VA 23665-5009. 
Third Air Force (US AFE), APO New York 09127-5000. 
Fourth Air Force (AFRES), McClellan AFB, GA 95652-6002. 
Fifth Air Force (PACAF), APO. San Francisco 96328-5000. - 
Seventh Air Force (PACAF), APO San Francisco 96570-5000. 
Eighth Air Force (SAC), Barksdale AFB, LA 71 1 10-5002. 
Ninth Air Force (TAG), Shaw AFB, SG 29152-5002. 
tenth Air Force (AFRES), Bergstrom AFB, TX 78743-6002. 
Twelfth Air Force (TAG), Bergstrom, AFB, TX 78743-5002. 
Thirteenth Air Force (PACAF), APO San Francisco 96274-5000. 
Fourteenth Air Force (AFRES), Dobbins AFB, GA 30069-5002. 
Fifteenth Air Force (SAC), March AFB, GA 92518-5000. 
Sixteenth Air Force (USAFE), APO New York 09283-5000. 
Seventeenth Air Force (USAFE), APO New York 09136-5002. 
Twenty-First Air Force (MAC), McGuire AFB, NJ 08641-5002; 
Twenty-Second Air Force (MAG), Travis AFB, GA 94535-5002. 
Twenty-Third Air Force (MAC), Scott AFB, IL 62225-5001. 

Air Force Plant Representive Offices (AFPRO-XP) 

AFPRO-XP, Pratt & Whitney, PO Box 109600, West Palm Beach, 

FL 33410-9600. 

AFPRO-XP, Pratt & Whitney, 400 Main St, East Hartford, CT 

06108-0969. 

AFPRO-XP, Boeing Go, PO Box 3707, " Seattle WA 98124-3707. 

AFPRO-XP, Martin Marietta, Denver Operations, PO Box 179, 
Denver, GO 80201-0179. 

AFPRO-XP, Rockwell Intl Corp, Rocketdyne Div, 6633 Canoga 
Avenue, Canoga' Park, GA 9 1 303-2790. 

AFPRO-XP, Lockheed Msl & Space Co, Space Systems Div, PO 
Box 3504, Sunnyvale, GA 94088-3504. ' - 

AFPRO-XP, Rockwell Intl, North American Acft Division, PO 
Box 92098, Los Angeles lAP, GA 90009-2098. 

AFPRO-XP, Rockwell Intl Corp Anaheim, 3370 Miraloma Ave, 
Anaheim, GA 92803-3110. 

AFPRO-XP, Lockheed-Aeronautical Systems Co (LASG), Mariet- 
ta, GA 30063-0001. 

. AFPRO-XP, General Dynamics, Ft Worth Division, PO Box 371, 
Forth Worth, TX 76101-0371. 

AFPRO-XP, General Electric Co/MD-Nl, Aircraft Engine 
Group, Cincinnati, OH 45215-6303. 

AFGMD 31/FAS, MS AFPRO/2A, 8900 E. Washington Blvd, 
Rico Rivera, GA 90660-3783. ' 



DEFENSE DEPARTMENT 



425 



AFPRO-XP, Boeing Military Airplanes. PO Box 7730, Wichita, 

Ks eiiii-lmo. 

AFPRO-XP, Aerojet-General Corp, PO Box 15846, Sacramento, 
CA 95852-1866. 

AFPRO-XP, Hughes Acft Co, PO Box 92463, Los Angeles, CA 
90009-2463. 

AFPRO-XP, Northrop Corp, One Northrop Ave, Hawthorne, CA 
90250-3296. 

AFPRO-XP, General Electric Co, Space Systems Div, PO Box 
8555, Philadelphia, PA 19101-8555.- 

AFPRO-XP, AFPRO Textron Defense Systems, 201 Lowell St, 
Wilmington, MA 01887-2941. 

AFPRO-XP, Morton Thiokol Inc, PO Box 524, MS-ZIO, 
Brigham City, UT 84302-0524. 

AFPRO-XP, Westinghouse Electric Corp, Defense & Electronics 
Center, PO Box 1693, Baltimore, MD 21203-1693. 

AFPRO-XP, TRW Space & Defense Sector, One Space Park, 
Redondo Beach, CA 90278-1078. 

AFPRO-XP, Douglas Aircraft Corp, 3855 Lakewood Blvd, Long 
Beach, CA 90846-0001, 

Hughes Missile Systems Group, PO Box 11337, Emery Park Sta- 
tion, Tucson, AZ 85734-1337. 

AFPRO Eaton Corp, AIL Div, Commack Road, Deer Parkj NY 
11729-9998. 

AFCMD 50/FAS, F E Warren AFB, WY 82005-8110. 
AFPRO/FAS, LTV Aerospace & Defense Co, PO Box 655907, 
Dallas, TX 78265-5907. 

Alphabetical Listing of Air Force Activities 

Academic Instructor School, Maxwell AFB, AL 36112-5712. 
Aeronautical Systems Division (AFSC), Wright-Patterson AFB, 
OH 45433-6503. 

Aerospace Audio Visual Service (MAC), Norton AFB,^CA 92409- 
5439. 

Aerospace Guidance & Metrology Center (AFLC), Newark AFB, 
OH 43057-5000. 

Aerospace Maintenance and Regeneration Center (AFLC), Davis- 
Monthan AFB, AZ 85707-5000. 

Air Command and Staff College, Maxwell AFB, AL 36112-5542. 

Air Defense Operations Center (AFSPACECOM), Cheyenne Mt 
Complex AFB, CO 80914-5601, 

Air Force Accounting and Finance Center (SOA), Denver, CO 
80279-5000. 

Air Force Armament Laboratory, Eglin AFB, FL 32542-5000. 
Air Force Astronautics Laboratory (AFSTC), Edwards AFB, CA 
93523-5000. 

Air Force Audit Agency (AFAA) (SOA), Norton AFB, CA 
92409-6001. 

Air Force Audit Agency (AFAA) (SOA), Norton AFB, CA 
92409-6001. 

Air Force Broadcasting Service (AFSINC), Kelly AFB, tX 
78241-5000. 

Air Force Center for Studies and Analyses (DRU) (1100 RMG), 
Washington, DC 20330-5000. 

Air Force Center for International Programs (DRU) (1100 RMG), 
Washington, DC 20330-5000. 

Air Force Central Notice to Airmen (NOTAM) Facility (AFCC), 
Carswell AFB, TX 76127-6340. ' • . 

Air Force Chaplain School (AU), Maxwell AFB, AL 36112-5712. 

Air Force Civil Engineer Continental Europe Region (USAFE), 
APO New York 09094-5000. 

Air Force Civil Engineer Northern Region (USAFE), APO New 
York 09241-5000. 

Air Force Civilian Appellate Review Agency (AFRBO), Washing- 
ton, DC 20330-1000. 

Air Force Civilian Personnel Management .Center (DRU), Ran- 
.-dolph AFB, TX 78150-6421. . . . 

Air Force Combat Ammunition Center .(SAC), Sierra Army 
Depot, Herlong, CA 961 13-5000. 

Air Force Combat Operations Staff (DRU), Washington DC 
20330-5000. 

Air Force Commissary Service (SOA), Kelly AFB, TX 78241- 
6290. 

Air Force Communications Command (MAJCOM), Scott AFB, 
IL 62225-6001. ... , 

Air Force Communications Command Operational Test and Eval- 
uation Center (AFCC), Wright Patterson AFB, OH 45433-5000. 

Air Force Communications-Computer Systems Doctrine Office 
(AFCC), Keesler AFB, MS 39534-6340. 

Air Force Comptroller Management Engineering Team 
(AFMEA), Lowry AFB, CO 80230-5000. 

AFCC Systems Acquisition Support Office (AFCC), Hanscom 
AFB, MA 01731-5000. 



Air Force Computer. Acquisition Center (AFCC), Hanscom AFB, 
MA 01731-6340. 

Air Force Contract Maintenance Center (AFLC), Wright-Patter- 
son AFB. OH 45433-5000. 

Air Force Contract Management Division (AFSC), Kirtland AFB, 
NM 87117-5000. 

Air Force Coordinating Office Logistics Research, Wright-Patter- 
son AFB, OH 45433-5000. 

• Air Force Cost Center (DRU) 5600 Columbia Pike, Room 203, 
Falls Church, VA 22041-5101. 

Air Force Cryptologic Support Center (ESC), San Antonio TX 
78243-5000. 

Distribution Control Office (AFLC), Wright-Patterson AFB, OH 
45433-5000. 

Air Force Distribution Agency (AFLC), Wright- Patterson AFB, 
OH 45433-5000. 

Air Force District of Washington (DRU), Boiling AFB, DC 

20332-5000. 

Air Force Drug Testing Laboratory (AFSC), Brooks AFB, TX 
78235-5000. 

Air Force Electronic Combat Office (AFSC), WrightrPatterson 
AFB. OH 45433-6503. 

Air Force Electronic Warfare Center (ESC) San Antonio, TX 
78243-5000. 

Air Force Emergency Operations Center, Ft Ritchie, MD 21719- 
5010. 

Air Force Engineering and Services Center (SOA), Tyndall AFB, 
FL 32403-6001. 

Air Force Engineering and Services Management Engineering 
Team (AFMEA), Tyndall AFB, FL 32403-5601. 

Air Force European Broadcasting Squadron (AFBS), APO New 
York 09012-5000. 

Air Force District of Washington Accounting and Finance Office, 
Boiling AFB, DC 20332-5260. 

Air Force Flight Test Center (AFSC), Edwards AFB, CA 93523- 
5000. 

Air Force Frequency Management Center (AFCC), Washington, 
DC 20330-6340. 

Air Force Geophysics Laboratory (AFSTC), Hansom AFB, MA 
01731-5000. 

Air Force Global Weather Central (MAC), Offutt AFB, NE 
68113-5000. 

Air Force Human Resources Laboratory (AMD), Brooks AFB, 
TX 78235-5601. 

Air Force Inspection and Safety Center (SOA), Norton AFB, CA 
92409-7001. 

Air Force Institute of Technology (AU), Wright-Patterson AFB, 
OH 45433-6583. 

Air Force Intelligence Management Engineering Team (AFMEA), 
Ft Belvoir, VA 22060-5000. 
Air Force Intelligence Agency (SOA), Ft Belvoir, VA 22060- 

5788. - 

Air Force Judge Advocate General School (AU), Maxwell AFB, 
AL 36112-5712. . . . 

Air Force Judge Advocate - Legal Iiifdrmation Services, Denver, 
: CO 80279-5000. 

Air Force Legal Services Center (SOA), Washington, DC 20330- 
5000. 

Air Force Logistics Command (MAJCOM), Wright-Patterson 
AFB, OH 45433-5001. 

AFLC International Logistics Center (AFLC), Wright-Patterson 
AFB, OH 45433-5000. 

AFLC Inspection and Safety Center (AFLC), Wright-Patterson 
AFB, OH 45433-5000. 

AFLC Logistics Support Group Saudia Arabia, APO New York 
09038-5000. 

AFLC Support Group Europe (AFLC), APO New York 09243- 
5000. , 

AFLC Cataloging and Standardization. Center (AFLC), 74 N. 
Washington Ave, Battle Creek, MI 49017-3094. 

Logistics Operations Center (AFLC), Wright-Patterson AFB, OH 
45433-5000. 

Logistics Management Systems Center (AFLC), Wright-Patterson 
AFB, OH 45433-5000. 

Air Force Acquisition Logistics Center (AFLC), Wright-Patterson 
AFB, OH 45433-5000. 

Air Force Contract Law Center (AFLC), Wright-Patterson AFB, 
OH 45433-5000. 

Air Force Disaster Preparedness Center, Lowry AFB, CO 80230- 
5000. 

Air Force Logistics, Management Center (AFLC), Gunter AFB, 
AL 361 14-6693. 
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Air Force Legal Service Center, Washington, DC 20330-5000. 

Air Force Logistics Managenrient Engineering Team (AFMEA), 
Dover AFB, DE 19902-6437.. 

Air Force Management Engineering Agency (SO A), Randolph 
AFB, TX 78150-6431. e e, / v f 

Air Force Military Personnel Center (SOA), Randolph AFB,'TX 
78150-6001. 

Air Force Manpower and Personnel Management Engineering 
Team (AFMEA), Randoph AFB, TX 78150-6431, 

Air Force Medical Logistics Office (USAF), Frederick, MD 
21701-5006. 

Air Force Medical Management Engineering Team (AFMEA), 
Maxwell AFB. AL 36112-5006. 
Air Force Office of Medical Support (SOA), Brooks AFB, TX 

78235- 5000. : 

Air Force Military Training Center (ATC), Lackland AFB, TX 

78236- 5000. 

Air Force Mortuary Services Office (AFESC), Boiling AFB, DC 

20332-5000. 

Air Force Office of Public Affairs, Midwest Region, 55 East 
Monroe, Suite 1525, Chicago, IL 60603-5707. 

. Air Force Office of Public Affairs, Western Region (AFSINC), 
Room 10114. 11000 Wilshire Blvd, Los Angeles, CA 90024-3602. 

Air Force Office of Public Affairs, Eastern Region (AFSINC), 133 
East 58th St, Suite 1500, New York, NY 10022-1236. 

Air Force Office of Scientific Research (AFSC), Boiling AFB, DC 
20332-6600. 

Air Force Office of Security Police (SOA),- Kirtland AFB, NM 
87117-6001. 

Air. Force Professional Manpower & Personnel Management 
School (AU). Maxwell AFB, AL 361 12-5712): 

Air Force Professional Military Comptroller School (AU), Max- 
well AFB, AL 36113-57.12. 

Air Force Publishing Distribution Center (SAF/AAI), Baltimore, 
MD 21220-2898. 

Air Force Reserve (SOA), Robins AFB, GA 31098-5000 

Air Force Rescue Coordination Center (MAC/ARRS), Scott 
AFB, IL 62225-5000. 

Air Force Reserve Officers Training Corps (ATC), Maxwell AFB, 
AL 36112-6663. • 

Air Force Review Boards Office (DRU), Washington, DC 20330- 
5000. ' 

Air Force Security Clearance Office (AFOSP), Washington, DC 

20330- 5000. ' 

Air Force Security Police Management Engineering Team 
(AFMEA), Kirtland AFB, NM 87 1 17-6004. 

Air Force Service Information and News Center (SOA) Kelly 
AFB, TX 78241-5000. 

Air Force Space Command (MAJCOM), Peterson AFB, CO 
80914-5001. 

Air Force Space Technology Center (AFSC), Kirtland AFB, NM 
87117-5000. 

Air Force Special Activities Center (AFIA), Ft Belvoir, >VA 
22060. 

Air Force Special Staff Management Engineering Team 
(AFMEA), Peterson AFB, CO 809 U-5000. ' 
Air Force Systems Command (MAJCOM), Andrews AFB, DC 

20331- 5000. . 

Air Force Technical Applications Center (DRU), Patrick AFB, 
FL 32925-6001. . 

Air Force Telecommunications Certification Office (AFCC), Scott 
AFB, IL 62225-6001. 

Air Force Wartime Manpower and Personnel Readiness Team 
(AFMEA), Ft Richie, MD 21719-5010. ' 

Air Force Weapons Laboratory (AFSTC), Kirtland AFB, NM 
87117-6008. 

Air Force Wright Aeronautical Laboratories (ASD), Wright-Patr 
terson AFB. OH 45433-5000. - i 

Air Forces Iceland (TAC), APO New York 09673-2055. 

Air Ground Operations School (TAC), Huriburt Fid, FL 32544- 
5000. 

Air National Guard Support Center (DRU), Andrews AFB, MD 
20331-6008. 

Air Reserve Personnel Center (SOA), Denver, CO 80280-5000. 
Air Training Command (MAJCOM), Randoph AFB, TX 78150- 
5001. 

ATC Civilian Automated Training Office (ATC), Lackland AFB, 
TX 78236-5000. . ' • 



ATC OPSCEN Operations Center (ATC), Randoph AFB, TX 
78150-5000. 

Air Training Communications Division (AFCC), Randoph AFB, 
TX 78150-6343. ■ I 

Air University (MAJCOM), Maxwell AFB, AL 361 12-5001. 

Armed Forces Staff College, 12 3825 Spt Gp (Acad), Norfolk, VA 
23511-2020. 

Air War College (AU), Maxwell AFB, AL 361 12-5522. 

Air Weather Service (MAC), Scott AFB, IL 62225-5008. 

Airiift Communications (AFCC), Scott AFB, IL 62225-6343. 

Alaskan Air Command (MAJCOM), Elmendorf AFB, AK 99506- 
5001. 

Alaskan North American Aerospace Defense , Command Region 
(NORAb), Elmendorf AFB, AK 99506-5000. 

AFSC Armament Division (AFSC), Eglin AFB, FL 32542-5000. 

Armed Forces Vocational Testing Group (ATC), Randolph AFB, 
TX 78150-5000. 

Army and Air Force Exchange Service (DOD), PO.Box 660202, 
Dallas, TX 75266t0202. . 

Arnold Engineering Development Center (AFSC), Arnold AFB, 
TN 37389-5000. ' 

Ballistic Missile Office (AFSC), Norton AFB, CA 92409-6468. 

HQ Defense Communications Agency (DOD), Washington, DC 
20305-2000. 

Defense Equal Opportunity Management Institute, Patrick AFB, 
FL 32925-6685. 

Defense Mapping Agency Aerospace Center (DMA), 8900 S. 
Broadway, St Louis, MO 63118-2020. 

Defense Medical Examination Review Board (DOD), Colorado 
Springs, CO 80840-5000. 

Defense Reutilization Marketing Office (AFLC), Barksdale AFB, 
LA 71110-6100. 

Director of Nuclear Surety (AFISC), Kirtland AFB, NM 87117- 
5000. 

Electromagnetic Compatibility Analysis Center (AFSC), North 
Severn, Annapolis, MD 21402-1 187. 

Electronic Security Combat Operations Staff (ESC), Kelly AFB, 
TX 78243-5000. 

Electronic Security Command (MAJCOM), San Antonio, TX 
78243-5000. 

Continental Electronic Security Division (ESC), San Antonio, TX 
78243-5000. 

European Electronic Security Division (ESC), APO New York 
09094-6373.. 

Electronic Systems Division (AFSC), Hanscom AFB, MA 01731- 
5000. ' 

Logistics Communications Division (AFCC), Wright-Patterson 
AFB, OH 45433-6343. 

Military Airiift Command (MAJCOM), IScott AFB, IL 62225- 
5000. . . 

National Personnel Record Center (Civilian), NPRC/CPR-AF, 
111 Winnebago St, St Louis, MO 63118-2001. 

National Personnel Record Center (Military), ' NPRC/MPR-AF, 
9700 Page Blvd. St Louis, MO 63132-2001. 

North American Aerospace Defense Command (NORAD). Peter- 
son AFB, CO 80914-5002. , 

CONUS North American Aerospace Defense Command Region, 
Langley AFB, VA 23665-5009. 

North American Aerospace Defense Airborne Command and Con- 
trol Squadron, Tinker AFB, OK 73145-5000. . ' 

NORAD Computer Services Squadron, Tyndall AFB, FL 32403- 
6702. 

^ Officer Training School (ATC), Lackland AFB, TX 78236-5000. 

Ogden Air Logistics Center (AFLC), Hill AFB, UT 84056-6000. 

Oklahoma City Air Logistics Center (AFLC), Tinker AFB, OK 
73145-5000. 

.* Operations Training Support Laboratory (SAC), Carswell AB, TX 
76127-5000. 

Pacific Air Combat Operations Staff (P AC AF), Hickam AFB, HI 
96853-5000. 

Pacific Air Forces (MAJCOM), Hickam AFB. HI 96853-5001. 
Pacific Communications Divisin (AFCC), Hickam AFB, HI 
96853-6343. ■ 

PACAF Logistics Spt Center (PACAF), APO San Francisco 
96239-5000. 

Pacific Technical Operations Area (HQ PACTOA), Wheeler AFB. 
HI 96854-5000. 
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NATIONAL SECURITY AGENCY 
REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. <» 

BLANKET ROUTINE USES 

Certain blanket 'routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the: interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL 

Inquiries from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 

INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies; 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of QPM or 
component rules and regulations, investigation of alleged or jDossible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
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Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

GNSAOl 

System name: , 
NS A/CSS Access, Authority and. Release of Information File. 
System location: 

Primary System - National Security Agency /Central Security 
Service, Ftl George G. Meade, Md. 20755-6000. 

Decentralized Segments - Each staff, line, contract and field* ele- 
ment as appropriate. '* . 

Categories of individuals covered by the system: 

NSA/CSS civilian employees, personnel under contract or ap- 
pointment and military assignees. 

Categories of records in the system: , . ^ 

File may consist of authorizations to obtain keys; authorizations for. 
access to specific sensitive information or areas; delegation of respon- 
sibility to authorize or request specific action, work projects or . 
access; notification to report for duty in event of hazardous weather 
or other emergency; authorizations to .officially release various types 
of communications; assignments to special activities; assignments as 
Agency representatives to department or other government commit- 
tees, boards, task groups; assignments to special tasks in event of 
technical or national emergencies; assignments to duties as fire, 
safety, security officers, Combined Federal Campaign and blood do- 
nation workers; and assignments to other special or volunteer duties 
or activities. ' ' ' . , 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); 50 U.S.C. 831-835, (Pub. L. 88-290); 18 U.S.C. 798; E.G. 
12333. . . 

Purpose(s): 

To provide a means to rapidly determine who may have access to 
information, spaces, combinations or keys; who is required to report 
for duty in special circumstances; who has been authorized to release 
official communications; who has been assigned additional special 
tasks, voluntary duties or other duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To contractor employees to make determinations as noted in the 
purpose above; to investigatory authorities engaged in national secu- 
rity investigations and to intelligence authorities or other government 
tal entities with respect to specific assignments or when emergency 
action is required. See 'Blanket Routine Uses* at the beginning of 
NSA's listing of the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, paper cards in file boxes, magnetic 
tapes, disks and other computer storage media, computer listings, 
microfilm. , . 

Retrievability: 

By name. 

Safeguards: 

For paper, computer listing, cards and microfilm - Secure limited 
access facilities, within those facilities secure limited access rooms 
and within those rooms lockable containers. Access to information is 
limited to authorized individuals only. For machine records stored on 
magnetic tape, disk or other computer storage media within the 
computer processing area- additional secure limited access facilities, 
specific processing requests from authorized persons only, specific 
authority to access stored records and delivery to authorized persons 
only. Where data elements are derived from the Personnel ^.ecurity 
File-remote terminal inhibitions are in force with respect to access to 
complete file or data relating to persons not assigned to requesting 
organization . using a remote terminal. Remote terminals are secured, 
are available to authorized persons only, and certain password and 
other identifying information available to authorized ' users only is 
required. Terminals are not available outside of headquarters ' area 
locations. 

Retention and disposal: 

Retained until individual is no longer authorized access or release 
authority or assigned to specific additional duties. Computer files are 
purged and updated to reflect current status. 

System manager(s) and address: . r 



Director, NSA. 
Notification procedure: 

Requests from individual for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 2075.5-6000. 

Riecord access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, . National Security Agency/Central Security 
Service, Ft: George G. Meade, Md. 20755-6000. 

Record source categories: 

Applications and related forms requesting access, appointment or 
authorization, notifications of same, personnel records, personnel se- 
curity records, and other sources as appropriate and required. 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 U.S.C. 
552a (k) (1) and (k) (5). For additional information see agency rules 
contained in 32 CFR part 299a. 

GNSA02 

System niame: 

NSA/CSS Applicants. . 

System location: » 

National Security Agency/Central Security Service, Ft. George G. 
Meade.' . ' ', " . 

Categories of individuals covered by the system: 
Applicants for employment with NSA/CSS. 
Categories of records in the system: 

File contains forms, documents and correspondence providing per- 
sonal and qualifications information submitted by individual appli- 
cants, educational institutions, past employers, references. Records 
include processing items, status reports, .test results, interview reports, 
reports of reviewing organizations and other , related information. ■ 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L.86-36); 50 U.S.C. 831-835, (Pub. L. 88-290); E.G. 10450; 5 U.S.C. 
and appropriate implementing Office of Personnel Management di- 
rectives in the. Federal Personnel Manual. . 

Purpose(s): 

To support the recruitment, selection, hire and placement of appli- 
cants. The file is used to document applicant processing, as a basis 
for selection decisions by individual agency elements and the person- 
nel organization, and such other related uses as required. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

, To contractor employees and other government entities to make 
detenninations as noted in the purpose above. See 'Blanket Routine 
Uses' at the beginning of NSA's listing of the record system notices. 

Policies and practices for storing, retrieving,' accessing, retaining, and 
disposing of records in the system: * ' 

Storage: 

Paper in file folders, cards in containers, jogs, computer listings, 
computer magnetic tape, disks and other computer storage media, 
microfilm. 

Retrievability: 

By name, social security number, and other appropriate data ele- 
ments. 

Safeguards: ♦ • 

For paper, computer printouts and microfilm - Secure limited 
access facilities, within those facilities secure limited access roonis 
and within those rooms lockable containers. Access to inforniation is 
limited to those individuals specifically authorized and granted access 
by the Deputy Director for Management Services. For machine 
records stored, on magnetic tape, disk or other computer storage 
rnedia within the computer processing area-additional secure limited 
access facilities, specific processing requests accepted from author- 
ized persons only. Remote terminal inhibitions are in force with 
respect to access to . computerized file or data relating to persons not 
assigned to the organization using a remote terminal. Remote termi- 
nals are secured, are available to authorized persons only, and certain 
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password and other identifying information available to authorized 
users only is required. Terminals are not available outside of head- 
quarters area locations. 

Retention and disposal: 

.For applicants who are subsequently hired, records are transferred 
to Personnel File or destroyed as appropriate. For applicants not 
hired, record are retained for a period not to exceed one year or until 
completion of legal proceedings involving issues pertaining to these 
records, whichever is later, unless employment requirements necessi- 
tate retention for a longer period. 

System manager(s) and address: 

Director, NSA. 
Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, • Office of Policy, National Security Agency/Central 
Security Service, Ft. George ,G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories: 

Applicant, educational institutions, references, former employers 
including other governmental entities, interviewing and reviewing 
individuals including possible gaining orgianization, security and med- 
ical authorities and other sources as relevant and appropriate. 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 U.S.C. 
552a (k) (1) and (k) (5). For additional information see agency rules 
contained in 32 CFR part 299a. 

GN$A03 

System name: 

NSA/CSS Correspondence, Cases, Complaints, Visitors, Requests. 
System location: 

Primary System 7 National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Decentralized iSegments - Each staff, line, contract and field ele- 
ment as authorized and appropriate. 

Categories of individuals covered by the system: 

Persons calling or corresponding with NSA/CSS concerning con- 
gressional inquiries; job opportunities; Freedom of Information and 
Privacy Act requests; other information requests, suggestions or com- 
ments; registering complaints; requesting appropriate security clear- 
ance and permission to visit; requesting or requiring information 
relating to litigation or anticipated litigation; and employees or as- 
signees registering complaints or requesting information with respect 
to Equal Employment Opportunities; requesting inquiry or investiga- 
tion by the Inspector General; requesting advice, opinions, or assist- 
ance from the General Counsel or provided to the General Counsel 
with respect to conflict of interest issues. 

Categories of records in the system: 

File contains correspondence from and to individuals, documents 
and memoranda related to the response, written material developed 
during or in anticipation of litigation or investigation of inquiries, 
complaints or grievances, written material developed in response to a 
request for advice or opinion from an individual, written material 
required by law, executive order, and regulations with respect to 
Equal Employment Opportunity investigations, Inspector General in- 
vestigations, judicial branch subpoenas, orders and related actions. 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); 50 U.S.C. 831-835, (Pub. L. 88-290); 5 U.S.C. 552; Pub. L. 
92-261; Pub. L. 93-259; Executive Order 10450; Executive Order 
11222; Executive Order 11478; and Executive Order 12356. 

Purpose(s): 

To provide a record of the official responses and determinations of 
NSA/CSS to various inquiries for information, complaints or official 
actions of other governmental agencies and branches. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



To contractor employees to make determinations as noted in the 
purpose above. To provide reports in summary or statistical form to 
the Office of Equal Employment Opportunity. To appropriate gov- 
ernmental agencies and the judical branch where litigation or antici- 
pated civil or criminal litigation is involved or where sensitive na- 
tional security investigations related to protection of intelligence 
sources or methods are involved. See 'Blanket Routine Uses' at the 
beginning of NSA's listing of the record systems notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By name, case, or subject and within subject by name. 
Safeguards: 

Secure limited access facilities and within those facilities individual 
limited access offices. Files are stored in lockable containers and are 
only made available to individuals specifically authorized access or 
required to respond and individuals affected by actions taken or 
complaints received. Files related to sensitive investigations by the 
Equal Emplpoyment Opportunity Office, the Inspector General and 
General Counsel are additionally protected pursuant to appropriate 
statutes, executive orders or regulations and attorney-client privilege. 
In some cases records are sealed pursuant to sensitivity of subject 
matter or specific court order. 

Retention and disposal: 

Records are retained on-site indefinitely. 

System managers) and address: 

Director, NSA. 

Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service. Ft. George G, Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories: 

Official correspondence, writteii materials developed in response to 
inquiries from executive branch departments and agencies, judicial 
branch elements. Congress, Congressional committees, individual 
Congressmen, other government and private entities as appropriate, 
and other sources as appropriate and required. 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 U.S.C. 
552a (k) (1), (k) (2), (k) (4), and (k) (5). For additional information, 
see agency rules contained in 32 CFR part 299a. 

GNSA04 

System name: 
NSA/CSS Military Reserve Personnel Data Base. 
System location: 

Primary System - National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Decentralized Segments - Each staff, line, field element and mili- 
tary service as authorized and appropriate. 

Categories of individuals covered by the system: , 

Inactive duty military reserve personnel assigned to NSA mobiliza- 
tion billets, requesting to perform on-the-job training in NSA work 
centers, or scheduled to attend formal and resident courses of instruc- 
tion under the auspices or sponsorship of NSA, 

Categories of records in the system: 

File contains correspondence, papers, and forms relating to indi- 
vidual's service extracted from his/her military personnel records 
including but not limited to military seirvice, enlistment or related 
service agreement/extension/orders, active duty records; duty status, 
reserve status; qualifications for active military duty assignments; 
clearance data; applications/nominations for assignments; pictures; 
military check-in/out sheets; military skill specialty evaluation data; 
active duty training; service record brief, military personnel utiliza- 
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tion survey; correspondence courses, educational/academic records; 
applications for ID; efficiency or fitness records; application/prior 
service enlistment, documents; work experiences; professionalization 
documentation; achievement certificates, suggestions; personnel, 
screening and evaluation records; acknowledgement of service re- 
quirements; temporary disability record; change of name; documents 
relating to promotion or non-selection, transfers, leave, pay entitle- 
ments, financial . records, awards, health or medical records, reports 
of proceedings of physical fitness boards, birth certificates, citzenship 
statements and status; passport, questionnaire/records of security 
clearances, language capability, language proficiency questionnaire; 
flight records, aviator flight records, instrument certification, papers; 
reduction in grade release, retirement, temporary duty, record of 
retirement points; correspondence and/or orders relating to depend- 
ents, service action, federal recognition orders, correspondence relat- 
ing to badges, medals, aiid unit awards, including foreign decorations; 
correspondence/letters/administrative reprimands/censures/admoni- 
tions relating to apprehensions/confinement and discipline. 
Authority for maintenance of the system: 

National Security Act, 50 U.S.C. 402 note (Pub. L. 86-36); and 
Title 10, U.S.C. 
Purpose(s): 

To maintain current and .accurate listings of reserve personnel 
designated to mobilize with the National Security Agency, offered as 
nominees for NSA Mobilization billets, requesting formal and resi- 
dent training courses, or seeking on-the-job training in NSA work 
centers. To determine professional and technical qualifications of 
reservists to analyze their training needs and to ascertain the eligibil- 
ity of reservists for promotions, awards, special duty assignments, 
and similar reasons. 

Routine uses of records maintained in the system, including: catego- 
ries of users and the purposes of such uses: 

See ^Blanket Routine Uses' at the beginning of NSA*s listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic tapes, discs, electronic files, or other automat- 
ed storage media, computer listings and other paper records. 

Retrievability: 

By name, social security numbers, mobilization billet, courses of 
training, and other professional qualifications. 
Safeguards: 

Secure limited access facilities and within those facilities lockable 
containers. Records are accessible only to authorized personnel. 
Retention and disposal: 

Records are permanent. They are reviewed periodically and updat- 
ed at least annually for changes and corrections. Superseded records 
are destroyed when no longer useful for reference purposes. , 

System manager(s) and address: 

Director, NSA. . 
Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories: 

Individual reservists and service reserve personnel files. 
Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 U.S.C. 
552a (k) (1) and (k) (5). . For additional information see agency rules 
contained in 32 CFR part 299a. 

GNSA05 

System name: • ■ i? - 

NSA/CSS Equal Employment Opportunity Data. 
System location: :i 



National Security Agency/Central Security Service, Ft; George G. 
Meade, Md. 20755-6000. 
Categories of individuals covered by the system: 
NSA/CSS civilian personnel and personnel under contract. 
Categories of records in the system: 

File contains civilian personnel data and Agency organizational 
data to title, grade, date of birth, training, date of last promotion, 
educational attainments, social security number, time of service, per- 
sonnel codes, organization assignment. 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); Pub. L. 92-261; Pub. L. 93-259; Executive Order 11478; 
Chapter 713 of the Federal Personnel Manual; 
' Purpose(s): 

To ensure compliance with cited authorities Nvith respect to equal 
employment opportunities. To compile such studies, research, statis- 
tics and reports necessary to ensure compliance with cited authori- 
ties. ■ • . - •> 

Routine uses of records maintained in the system, including catejgo-- 
ries of users and the purposes of such uses: 

To contractor employees to make determinations as noted in the 
purpose above. Reports, summaries and statistics may be made avail- 
able to the Office of Equal Employment Opportunity, Congress, 
Department of Justice and judicial branch elements as required by 
cited authorities, requested pursuant to those authorities or ordered 
by specific judicial branch order. See 'Blanket Routine Uses' at the 
beginning of NSA's listing of the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of record^ in the system: 

Storage: 

Magnetic tape, disk or other computer storage media, computer 
listings, paper in file folders. 
Retrievability: . 

By name, social security number, and specific subject matter data 
elements. 
Safeguards: 

For paper, computer printouts and microfilm - Secure limited 
access facilities, within those facilities secure limited access rooms 
and within those rooms lockable containers. Access to information is 
limited to those individuals specifically authorized and granted access 
by EEO Director. For machine records stored on magnetic tape, disk 
or other computer storage media within the computer processing 
area-additional secure limited access facilities, specific processing re- 
quests from authorized persons only, specific authority to access 
stored records and delivery to authorized persons only. Where data 
elements are derived . from the Personnel^ System, remote terminal 
inhibitions are in force with respect to access to complete file or data 
relating to persons not assigned to requesting organization using a 
remote terminal. Remote terminals ai-e secure, are available to au- 
thorized persons only, and certain password and other identifying 
information available to authorized users only is required. Terminals 
are not available outside of headquarters area locations. 

! Retention and disposal: . 

File^ is routinely updated and old data disposed of as required. 
Individual data is subject to retention and disposal requirements spec- 
ified for records contained in the Personnel System. 

System manager(s) and address: 

Director of Equal Employment Opportunity, National Security 
Agency/Central Security Servicej Ft George G. Meade, Md. 20755- 
6000. ' 

Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. Georjge G. Meade, Md. 20755-6000, 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy,' National Security Agency /Central 
Security Service, Ft. George G. Meade,Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. !yleade, Md. 20755-6000. 

Record source categories: . 
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Individuals themselves, organizational elements, personnel file, and 
other sources as appropriate and required. 
Exemptions claimed for the system: 

Individual records and data elements in this file may be exempt 
pursuant to 5 U.S.C. 552a (k) (1), (k) (2), and (k) (4). For additional 
mtormation see agency rules contained in 32 CFR part 299a. 

GNSA06 

System name: 
NSA/CSS Health, Medical and Safety Files. 
System location: 

Primary System - National Security Agency/Central Security 
Service, Fort George G. Meade, Md. 20755-6000. 

Decentralized Segments - Each staff, line, contract and field ele- 
ment as appropriate. 

Categories of individuals covered by the system: 

^^"^•(5^^ civilian employees, military assignees, applicants, retir- 
ees, building concessionaires, assigned GSA employees, certain con- 
tract employees, visitors requiring emergency treatment, in certain 
cases members of employees' families with prior approval of the 
employee, blood donors, designated Health and Safety Officers. 

Categories of records in the system: 

File, may consist of completed medical questionnaires, results of 
physical examinations and laboratory tests, records of medical treat- 
ment and services, x-rays, notices of injury, forms and correspond- 
ence including exchanges with Department of Labor related to injury 
Mc A /J^Teo^w"! correspondence with personal physician, 

Ni>A/CSS Medical Center reports, safety reports, absence and at- 
tendance records, medical evaluations, fitness for duty reports *Log 
of Federal Occupational Injuries and Illnesses,* results of psychologi- 
cal assessment testing and interviews, psychiatric examination results 
and related reports, forms and notes, lists of blood donors. 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); and Federal Employees Compensation Act of September 7 
1916, as amended, 5 U.S.C. and Office of Personnel Management 
implementation thereof as contained in Federal Personnel Manual In 
addition, the Comprehensive Alcohol Abuse and Alcoholism Preven- 
tion, Treatment, and Rehabilitation Act of 1970, as amended (42 
H 5^ ifoS? Subchapter A of Chapter I, 42 CFR, Executive 
Order 11807. 

Purpose(s): 

To determine fitness for hiring, continued employment or assign- 
ment and reassignment; to process accident and compensation claims; 
correct hazardous conditions; determine eligibility for disability re- 
tirement; record names of blood donors; and to record participation 
in alcohol/rehabilitation programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of Labor in those cases involving compensa- 
tion claims and to other government entities to make determinations 
as noted in the purpose above. See 'Blanket Routine Uses' at the 
beginning of NSA's listing of the record notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, magnetic tape, disk or other computer 
storage media, computer listings. 
Retrievability: 

By name, social security number and specific subject matter data 
elements. 

Safeguards: 

Secure, limited access facilities and within these facilities lockable 
containers. Records are accessible only to authorized personnel. For 
machine records stored on magnetic tape, disk or other computer 
storage within the computer processing area-additional secure limited 
access facilities, specific processing requests from authorized persons 
only, specific authority to access stored records and delivery to 
authorized persons only. Remote terminals are secured, are available 
to authorized person only, and certain password and other identify- 
ing information available to authorized users only is required. Termi- 
nals are not available outside of specific security offices at headquar- 
ters area locations. 

Retention and disposal: 

Medical files and records on traumatic injury and occupational 
disease are transferred to official personnel folder upon separation; 
traumatic injury and occupational disease correspondence on civilian 



employees and retirees is, retained indefinitely. Applicant medical files 
are retained for no more than one year or until date designated to 
individual; files on military assignees are forwarded to parent service 
upon reassignment from NSA/CSS; all other medical case files are 
destroyed upon termination of association with NSA/CSS. Psycho- 
logical files on applicants are retained for no more than one year or 
until date designated to individual; all other files are retained for four 
years after end of individual's association with NSA/CSS. Decentral- 
ized segments are either transferred with employee or assignee, or 
retained for a period after separation as appropriate but not to exceed 
three years and are then destroyed. Alcohol abuse patient records 
retained and disposed of pursuant to cited statute and regulations. 

System manager(s) and address: 

Director, NSA. 

Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chieif, Office of Policy, National Security Agency/ 
Central Security Service, Fort George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be. in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft, George G. Meade, Md. 20755-6000. 

Record source categories: 

Applicants, employees, assignees, official personnel folders, NSA 
Safety Officers and records, witnesses to accidents and injuries, medi- 
cal and administrative personnel, blood donor personnel, members of 
employee's family with employee's permission and other sources as 
appropriate and required. 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 U.S.C. 
552a (k) (1), (k) (4), (k) (5) and (k) (6) and may also be subject to 
certain special access procedures established pursuant to 5 U.S.C. 
552a, subsection (f) (3). For additional information, see agency rules 
contained in 32 CFR part 299a. 

GNSA07 

System name: 
NSA/CSS Motor Vehicles and Carpopls. 
System location: 

Primary System - National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Decentralized Segments - Each non-headquarters facility and field 
element as appropriate and required. • 

Categories of individuals covered by the system: 

NSA/CSS civilian employees, military assignees, other governmen- 
tal employees or personnel under contract granted extended tempo- 
rary or permanent access to an NSA/CSS facility. 

Categories of records in the system: 

File may consist of machine-readable or regular paper cards, car- 
pool or other transportation survey results, annotated machine list- 
ings, post motor vehicle violation reports, stolen vehicle reports, or 
other forms and correspondence related to parking privileges, trans- 
portation needs, local (parking lot) parking enforcement procedures, 
vehicle abuse and other related matters as appropriate and required. 

Authority for maintenance of the system: 

40 U.S.C 318a-b; 50 U.S.C. 797; and title 41 CFR part 101-20.111 
et seq. . 

Purpose(s): 

To provide data necessary to manage and enforce parking , lot 
regulations, to assist employees with respect to vehicle abuse and 
stolen vehicles, provide carpool assistance, assure availability of ade- 
quate transportation and parking facilities and other related matters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Selected individual data limited to name, address and telephone 
number may be made available to commercial or private transporta- 
tion entities where the individuals have indicated a desire to use or 
join a multiple-user transportation arraingement. To contractor em- 
ployees to make determinations as noted in the purposes above. For 
other uses see 'Blanket Routine Uses* at the beginning of NSA*s 
listing of the record system notices. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

' Storage: 

Paper records in Tile folders, machine-readable and other cards in 
appropriate containers, magnetic tape, disk or appropriate containers, 
magnetic tape, disk or other computer storage media, computer list- 
ings. ' ' : 

. Retrievability: 

By name, motor vehicle identifier. 
Safeguards: 

For paper, cards and computer listings - Secure limited access 
facilities, within those facilities secure limited access rooms and 
within those rooms lockable containers as appropriate. Access is 
limited to authorized users. For machine records stored on magnetic 
tape, disk or other computer storage media within the computer 
processing area-additional secure limited access. -facilities, specific 
processing requests accepted from authorized persons only, specific 
authority to access stored records and delivery granted to authorized 
persons only. 

Retention and disposal: ^ 

File is routinely updated and old data disposed of as required. 
Individual data is subject to retention and disposal requirements spec- 
ified for records contained in the Personnel System. 

. System manager(s) and address: , . ' 
Director, NSA. 
Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Cientral Security Service, Ft: George G. Meade, Md. 20755-6000. 

Record access procedures: ' > 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G.Meade, Md. 20755-6000. 

Record source categories: 

Data provided by individuals, authorities in charge of parking 
facilities, local civil and military law enforcement entities and other 
related sources as appropriate and required. 

Exemptions claimed for the system: 

Individual records and data elements in this file may be exempt 
pursuant to 5 U.S.C. 552a (k) (1). For additional information see 
agency rules contained in 32 CFR part 299a., 

GNSA08 

System name: 

• NSA/CSS Payroll and Claims. 
System location: 

Primary System - National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. ^ 

Decentralized Segments - Each staff, line, contract and field ele- 
ment as appropriate. 

Categories of individuals covered by the system: 

NSA/CSS civilian employees and applicants, military assignees, 
contractors, reemployed annuitants, and personnel under contract. 

Categories of records in the system: 

File may consist of records on time and attendance; overtime; shift 
and holiday work; absent without leave reports; payroll deductions, 
allotments and allowances; requests for leave; payments for travel 
performed in connection with permanent change of station, tempo- 
rary duty, invitations, interviews, pre-employment interviews and 
initial entry on duty. Also included are Pay Adjustment Authoriza- 
tions (DD Form 139) and Case Collection Vouchers (DD Form 
1131) and, in connection with pay claims, waivers, requests for waiv- 
ers, documents, correspondence", background data, recommendations 
and decisions. • ' ' 

Authority for maintenance, of the system: ^ ' . 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); 31 USC 66a, 951-53; 50 U.S.C. App. section 2160; Titles 5 
and 37 of the U.S.C.; Titles 2. 4, 5, and 6 GAO Manual. 

Purpose(s): 



To maintain effective control over and accountability for all rele- 
vant appropriated funds; to provide accounting data to support the 
NSA/CSS budget request and control the execution of the budget; 
provide financial information required by. the Office of Management 
and Budget; provide financial information for NSA/CSS manage- 
ment purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from 
this system to 'consumer reporting agencies' as defined in the Fair 
Credit Reporting Act (15 U.S.C 1681a (0 or the Federal Claims 
Collection Act of 1966 (31 U:S.C, 3701 (a) (31). Disclosures from this 
system may also be inade to other federal entities as necessary to 
effectuate repayment of debts owed the Government. To other gov- 
ernmental entities in connection with Social Security deductions, 
unemployment compensation claims, job-related injury and death 
benefits, tax audit and collections, claims or actions. See 'Blanket 
Routine tlses' at the beginning of NSA's listing of the record system 
notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; file cards; computer paper printouts; 
machine-readable cards; computer magnetic tapes, disks and other 
computer storage media. 

Retrievability: 

By name, social security number. * 
Safeguards: ' , 

' For paper, computer printouts and microfilm - Secure limited 
access facilities, within those facilities secure limited access rooms 
and within those rooms lockable containers. Access to information is 
limited to authorized individuals. For machine i-ecords stored on 
magnetic tape, disk or other computer storage • media within the 
computer processing area- additional secure limited access facilities, 
specific processing requests from authorized persons only, specific 
authority to access stored records and delivery to authorized persons 
only. Remote terminals are secured, are available to authorized per- 
sons only, and certain password and other identifying information 
available to authorized users only is required. Terminals are riot 
available outside of headquarters area locations. 
Retention and disposal: 

Records are reviewed annually and retired or destroyed as appro- 
priate. Permanent records are retired to the St. Louis Federal 
Records Center after completion of audit. Computer records are 
purged and updated consistent with these retention policies. . ■ 

System manager(s) and address: 

Director, NSA. 

Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtiained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories:' 

Forms, cards, requests* and other documentation submitted by indi- 
viduals, supervisors, claims officers. Personnel File data. Time, At- 
tendance and Access File data, and other sources as appropriate and 
required. 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant, to 5 USC 
552a (k) (1) and (k) (2). For additional .information see agency rules 
contained in 32 CFR part 299a. 

GNSA09 

System name: , 

NSA/CSS Personnel File. i 
. System location: 



DEFENSE DEPARTMENT 



433 



Primary System - National Security Agency/Central Security 
Service. Ft. George G. Meade, Md. 20755-6000. 

Decentralized Segments - Each staff, line, contract and field ele- 
ment and supervisor as authorized and appropriate. 

Categories of individuals covered by the system: 

Civilian employees, personnel under contract, military assignees, 
dependents of NSA/CSS personnel assigned to field elements, indi- 
viduals integrated into the cryptologic career development program, 
custodial and commercial services personnel. 

Categories of records in the system: 

File contains personnel papers and forms including but not limited 
to applications, transcripts, correspondence, notices of personnel 
action, performance appraisals, personnel summaries, professionaliza- 
tion documentation and correspondence, training forms, temporary 
duty, letters of reprimand, special assignment documentation, letters 
of commendation, promotion documentation, field assignment prefer- 
ence, requests for transfers, permanent change of station, passport, 
transportation, official orders, awards, suggestions, pictures, com- 
plaints, separation, retirement, time utilization, scholarship/fellowship 
or other school appointments, military service, reserve status, mili- 
tary check in/out sheets, military orders, security appraisal, career 
battery and other test results, language capability, military personnel 
utilization survey, work experience, notes and memoranda on individ- 
ual aspects of performance, productivity and suitability, information 
on individual eligibility to serve on various boards and committees, 
emergency loan records, other information relevant to personnel 
management, housing information where required. 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); 5 U.S.C. and certain implementing Office of Personnel 
Management regulations in the Federal Personnel Manual; 10 USC 
1124; 44 U.S.C. 3101, and Executive Order 11222. 

Purpose(s): 

To support the personnel management program; personnel training 
and career development; personnel planning, staffing and counseling; 
administration and personnel supervision; workforce study and analy- 
sis; manpower requirements studies; emergency loan program; and 
training curricula planning and research. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To gaining employers or to financial institutions when individual 
has applied for credit; to contractor employees to make determina- 
tions as noted in the purpose above; to hearing examiners; the judicial 
branch or to other gaining government organization as required and 
appropriate; biographical information may be provided to the White 
House as required in support of the Senior Cryptologic Executive 
Service awards program. See 'Blanket Routine Uses' at the beginning 
of NSA's listing of the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, file cards, machine-readable cards, 
computer printouts, computer magnetic tapes, disks and other com- 
puter storage media, and microfilm. 

Retrievability: 

By name, social security number and other items of relevant infor- 
mation. 

Safeguards: 

For paper, computer printouts and microfilm - Secure limited 
access facilities, within those facilities secure limited access rooms 
and within those rooms lockable containers. Access to information is 
limited to those individuals authorized and responsible for personnel 
management or supervision. For records stored on magnetic tape, 
disk or other computer storage media within the computer process- 
ing area-additional secure limited access facilities, specific processing 
requests accepted from authorized persons only, specific authority to 
access stored records and delivery granted to authorized persons 
only. Where data elements are derived from the Personnel File, 
remote terminal inhibitions are in force with respect to access to 
complete file or data relating to persons not assigned to requesting 
organization using a remote terminal. Remote terminals are secured, 
are available to authorized persons only, and certain password and 
other identifying information available to authorized users only is 
required. 

Retention and disposal: 

Primary System - Those forms, notices, reports and memoranda 
considered to be of permanent value or required by law or regulation 
to be preserved are retained for the period of employment or assign- 



ment and then forwarded to the gaining organization or retained 
indefinitely. If the action is separation or retirement, these items are 
forwarded to the Office of Personnel Management or retired to the 
Federal Records Center at St. Louis as appropriate. Those items 
considered to be relevant for a temporary period only , are retained 
for that period and either transferred with the employee or assignee 
or destroyed either when they are no longer relevant or at time of 
separation or retirement. Computerized portion is purged and updat- 
ed as appropriate. Personnel summary, training, testing and past 
activity segments retained permanently. All other portions deleted at 
end of tenure. 

Decentralized System - Files are transferred to gaining organiza- 
tion or destroyed upon separation as appropriate. Computer listings 
of personnel assigned to an organization are destroyed upon receipt 
of updated listings. 

System manager(s) and address: 

Director, NSA. 
Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories: 

Forms used to collect and process individual for employment, 
access or assignment, forms and memoranda used to request person- 
nel actions, training awards, professionalization, transfers, promotion, 
organization and supervisor reports and requests, educational institu- 
tions, references. Office of Personnel Management and other govern- 
mental entities as appropriate, and other sources as appropriate and 
required. 

Exemptions claimed for the system: . 

Individual records in this file may be exempt pursuant to 5 USC 
552a (k) (1), (k) (4), (k) (5), and (k) (6). For additional information 
see agency rules contained in 32 CFR part 299a. 

GNSAIO 

System name: 

NSA/CSS Personnel Security File. 
System location: 

Primary System - National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Decentralized Segments - Each staff, line, contract and field ele- 
ment as appropriate. 

Categories of individuals covered by the system: 

Applicants for employment with NSA/CSS; civilian employees; 
personnel under contract; military assignees; members of advisory 
groups; consultants; experts; other military personnel; federal employ- 
ees; employees of contractors, and employees of services; other indi- 
viduals who require access to NSA/CSS facilities or information and 
individuals who were formeriy affiliated with NSA/CSS. 

Categories of records in the system: 

File Folder - Photograph, fingerprint data, statement of personal 
history, agreements with respect to specific security processing pro- 
cedures, security processing forms and records, investigative reports, 
contractor appeal records, incident and complaint reports, unsolicited 
information when relevant, reports by domestic law enforcement 
agencies when relevant, clearance data, access authorization, foreign 
travel data, security secrecy agreements, separation and retirement 
data and other information as required and relevant. Computer File - 
contains data elements representing a summary and. index of the file 
folder data to include personal identifying data, relevant security 
processing data, clearance and access data, separation and retirement 
data. 

Authority for maintenance of the system: 

50 U.S.C. 831-835 (Pub. L. 88-290); National Security Agency Act 
of 1959, 50 U.S.C. 402 note (Pub. L. 86-36); 18 USC 798; 50 U.S.C. 
403 (d)(3); Executive Orders 10450, 10865, 12333 and 12356. 

Purpose(s): 
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The file is used in determinations with respect to employment, 
access, assignment and reassignment, assignment to a board of ap- 
praisal or management promotion, foreign official and unofficial 
travel, and other personnel actions where security represents a rele- 
vant and valid element of the determination. 

^ Routine Uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To agencies outside D6D, to include but not limited to: Other 
clearance holder agencies or agencies charged with making clearance 
determinations, government agencies involved with national security 
or clearance investigations, other government agencies and private 
contractors requiring clearance status information and authorized to 
receive same; the DCI and his General Counsel in the event of 
litigation or anticipated litigation with respect to unauthorized disclo- 
sures of classified intelligence or intelligence sources and methods 
and related court actions; judicial branch elements pursuant to specif- 
ic court orders or litigation. In addition, other government agencies 
or private contractors may be informed of information developed by 
NSA which bears on assignee's or affiliate's status at NSA with 
regard to security considerations. See 'Blanket Routine Uses' at the 
beginning of NSA's listing of the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape, disk or other computer storage media, computer 
paper printouts, paper in file folders, microfilm. 
Retrievabiiity: 

By name or unique number assigned individual. 
Safeguards: 

For paper, computer printouts and microfilm - Secure limited 
access facilities, within those facilities secure limited access rooms 
and within those rooms lockable containers. Access to information is 
limited to authorized individuals. For machine records stored on 
magnetic tape, disk or other computer storage media within the 
computer processing area- additional secure limited access facilities,' 
specific processing requests accepted from authorized persons only, 
specific authority to access stored records and delivery granted to ' 
authorized persons only. Remote terminals are secured, are available 
to authorized persons only, and certain password and other identify- 
ing information available to authorized users only is required. Termi- 
nals are not available outside of specific security offices at headquar- 
ters area locations. 

Retention and disposal: 

Files on all individuals assigned, employed, or granted access to 
NSA/CSS information or facilities or initiated on individuals request- 
ing employment, assignment or access but never completed due. to 
non-employment, non- assignment or withdrawal or denial of access 
are maintained a minimum of 15 years after the last security action 
reflected in the file, then destroyed. Computer records are purged 
and updated consistent with these retention policies. 

System manager(s) and address: . . 

Director, NSA. 

Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000 

Record source categories: 

Data provided by individual during employment and security proc- 
essing; data provided by investigative service processing individual's 
background; data provided by references, educational institutions and 
other sources named by individual or developed during background 
investigation; unsolicited data from any source where relevant; data 
provided by the Office of Personnel Management and other agencies, 
departments, and governmental elements involved in the conduct of 
National Agency checks; the Federal Bureau of Investigation; data 
developed by appropriate governmental elements in the course of a 
national security investigation or investigation into alleged violations 
of criminal statutes related to unauthorized disc of intelligence of 



intelligence or protection of intelligence sources and niethods; docu- 
ments furnished by agency element ' sponsoring individual for access 
to specific classified information. . * 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 U.S.C. 
552a (k) (1), (k) (2), (k) (5), and (k) (6). For additional information 
see agency rules contained in 32 CFR part 299a. 

GNSAll 

System name: 

NSA/CSS Time, Attendance and Absence. 
System location: 

Primary System - National Security Agency/Ceniral Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Decentralized Segments - Each staiff, line, contract, and field ele- 
ment as authorized and appropriate, 

Categories of individuals covered by the system: 

NSA/CSS civilian employees and personnel under contract. 

Categories of records in the system: 

File contains request forms, time cards, authorization forms, notifi- 
cations, locator cards and other correspondence or revisions thereof 
related to actions concerning time, attendance, absence, annual leave; 
sick leave, leave without pay, advance leave, administrative leave, 
exemplary use of leave, unauthorized leave and absences and other 
related matters. ' ' • ; 

Authority for maintenance of the system: 

National Security Agency Act of 1959,' 50 U.S.C. 402 note (Pub. 
L. 86-36); 50 U.S.C. 831-835, (Pub. L. 88-290); section 113 of the 
Budget and Accounting Procedures Act of 1950, as amended; 31 
U.S.C. 66a. 

Purpose(s): 

To provide a means of accounting for all time, attendances and 
absences of NSA/CSS civilian employees and contract employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To contractor employees to make determinations as noted in the 
purpose above; to appropriate investigatory authorities engaged in 
national security investigations; hearing examiners and other author- 
ized individuals with respect to grievances or adverse actions; and to 
those agencies identified in the NSA/CSS System of Records named 
*Payroll and Claims* as necessary to document payroll actions. See 
'Blanket Routine Uses; at the beginning of NSA's listing of the 
record 'system notices. - " 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: , 

Storage: 

Paper records in file folders, file cards, machine-readable cards, 
computer printouts, computer magnetic tapes, disks and other com- 
puter storage media, and microfilm. . - . 

Retrievabiiity:, • , 

May be retrieved by name and in some cases social security 
number. 

Safeguards: 

For paper, cards, printouts and microfilm - Secure limited-acceiss 
facilities, within those facilities secure limited access rooms and 
within those rooms lockable containers as appropriate. Access by 
authorized individuals only. Current time cards are not secured with 
respect to individual employees within immediate working element. 
For machine-readable cards, computer magnetic tapes and disks and 
other computer storage media within the computer processing area 
additional secure limited-access facilities, specific processing requests 
from authorized persons only, specific authority to access stored 
cards, tapes or disk files. . . 

Retention and disposal: . . 

Primary System - Records are reviewed annually and retired or 
destroyed as appropriate. Permanent records are retired to the St. 
Louis Federal Records Center after completion of audit. Computer 
records are purged and updated consistent with these retention poli- 
cies. ' 

Decentralized Segments - Records are temporary, are retained for 
the period the individual is assigned to an element, or disposed of as 
appropriate. Time cards and other appropriate forms for pay and 
leave purposes are forwarded each pay period to the payroll office. 

System manager(s) and address: ' 

Director, NSA. 
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Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed • 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories: 

Time cards, request forms and related correspondence from indi- 
vidual employees and assignees, authorizations and notifications from 
authorizing officers, correspondence from supervisory personnel and 
investigating officers with respect to abuses of leave and attendance 
or unauthorized leave and absences, other records or reports related 
to either exemplary use of leave or abusive use of leave, and other 
sources as appropriate and required. 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 USC 
552a (k) (1). For additional information see agency rules contained in 
32 CFR part 299a. 

GNSA12 

System name: 

NSA/CSS Training. 
System location: 

Primary System-National Security Agency/Central Security Serv- 
ice, Ft. George G. Meade, Md. 20755-feOOO. 

Decentralized Segments-Each staff, line, contract and field element 
as authorized and appropriate. 

Categories of individuals covered by the system: 

NSA/CSS employees, personnel under contract, military assignees 
and other government employees, designees and military personnel as 
required and appropriate who attend courses or receive training by 
or under NSA/CSS sponsorship. 

Categories of records in the system: 

File contains forms, correspondence, memoranda, student and in- 
structor surveys, requests and other information related to testing and 
training; tests and test results; test grades, course grades and other 
student and instructor evaluations; course and class rosters, rosters of 
individuals by specialty; attendance and time utilization reports for 
students and instructors; biographical sketches where required and 
appropriate; course and training histories; other course , research and 
evaluation data; student disciplinary actions and compiaints; waiver 
requests and responses; selected personal data including education 
level and scholastic achievements; course and training cost data 
where appropriate; reimbursement and service agreements where ap- 
propriate; and other, records related to civilian and military training 
as required and appropriate. 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C, 402 note (Pub. 
L. 86-36); 5 U.S.C, Chapter 41, Executive Order U348, and Office 
of Personnel Management implementing directives as contained in 
the Federal Personnel Manual. 

PurposeCs): 

To maintain training records necessary to assure the equitable 
selection and approval of employees for NSA/CSS training or spon- 
sorship; to provide documentation concerning military cryptolinquist 
resources and individual training, develop training requirements, 
refine training methods and techniques, and provide individual career 
and training counseling. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Portions of these files are made available to other governmental 
and non-governmental entities in support of training requirements. To 
contractor employees to make determinations as noted in the pur- 
poses above. See 'Blanket Routine Uses' at the beginning of NSA's 
listing of the record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 



Paper records in file folders, card files, binders, computer punch 
cards, computer listings, computer magnetic tapes, disks and other 
computer storage media, microfilm. 

Retrievability: 

By name or social security number. 
Safeguards: 

For paper, computer printouts and microfilm - Secure limited 
access facilities, within those facilities secure limited access rooms 
and within those rooms lockable containers as appropriate. Access to 
information is limited to authorized individuals only. For machine 
records stored on magnetic tape, disk or other computer storage 
media within the computer processing area-additional secure limited 
access facilities, specific processing requests accepted from author- 
ized persons only, specific authority to access stored records and 
delivery granted to authorized persons only. Where data elements are 
derived from the Personnel System, remote terminal inhibitions are in 
force with respect to access to complete file or data relating to 
persons not assigned to requesting organization using a remote termi- 
nal. Remote terminals are secured, available to authorized persons 
only, and certain password and other identifying information avail- 
able to authorized users only is required. Terminals are not available 
outside of headquarters area locations. 

Retention and disposal: 

Primary System - Records are reviewed annually and retained or 
destroyed as appropriate. Copies of items of significance with respect 
to the individual are included in the Personnel File and retention is in 
accordance with the retention policies for that system. Items used as 
the basis of statistical studies or other research efforts may be re- 
tained indefinitely. Computer listings and records are purged and 
updated as required and appropriate. Decentralized System - Records 
are reviewed annually and retained or destroyed as appropriate. 
Individual's file may be transferred to gaining organization if appro- 
priate. Computer listings and records are purged and updated as 
required and appropriate. 

System manager(s) and address: 

Director, NSA. 
Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories: 

Individual, supervisors, training counselors, instructors and other 
training personnel; other governmental entities nominating individ- 
uals for training; other training and educational institutions; Personnel 
File, and other sources as required and appropriate. 

Exemptions claimed for the system: 

Individual records in this file may be exempt pursuant to 5 U.S.C. 
552a (k) (1), (k) (5) and (k) (6). For additional information see agency 
rules contained in 32 CFR part 299a. 

GNSA13 

System name: 
NSA/CSS Archival Records. 
System location: 

Primary System-National Security Agency/Central Security Serv- 
ice. Ft. George G. Meade, Md. 20755-6000. 

Decentralized Segments-Each staff, line, contract and field element 
as authorized and appropriate. 

Categories of individuals covered by the system: 
Individuals who have contributed to the cryptologic archives and 
individuals who are significant to the history of signals intelligence. 
Categories of records in the system: 

Records include organizational files, correspondence, tape record- 
ed interviews, forms, documents, reports, films, magnetic tapes, and 
media, microforms, photographs, and other related items of cryptolo- 
gic archival interest, most of which are 20 or more years old and 
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have been adjudged .to be, permanent U.S. Government records not 
yet declassified. 
Authority for maintenance of the system: 

Pub. L. 90-620; Pub. L. 81-754; National Security: Agency Act of 
1959. 50 U.S.C. 402 note (Pub. L. 86-36); 5.U.S.C. 552. Executive 
Order 12333 and Executive Order 12356. 

Purpose(s): 

To provide the history, records management, declassification, and 
archival staffs with a means for locating and quantifying materials 
that require processing, reference service, review, or evaluation for 
transmittal to the National Archives. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To enable the historian to locate source materials; permit systemat- 
ic review of classified records; and provide a source from which 
response to public queries for NSA/CSS records can be more expedi- 
tiously handled and, if possible, declassified. See 'Blanket Uses' at the 
beginning of NSA's listing of record system notices. • 

Policies and practices for storing, retrieving, accessinjg, retaining, and 
disposing of records in the system: 

Storage: 

Hard copy, microforms, electronic storage media and , pictures. 
Retrievability: 

Generally by subject matter as to that material furnished by an 
individual or about an individual significant to the history of cryptb- 
logy, by name, or other unique identifier significant to the subject 
matter and the individual. . , 

, Safeguards: 

Secure limited access facilities and within those facilities containers 
appropriate to the level of classification of particular records. 
Retention and disposal: • 

Records are permanent, as determined by disposition schedule ap- 
proved by the Archivist of the United States. They are reviewed 
periodically for declassification, and records declassified are trans- 
ferred to the National Archives. 

System manager(s) and address: 

Director, NSA. 

Notification procedure: 

Requests from individuals for notification shall be in writing ad- 
dressed to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, Md. 20755-6000. 

Record access procedures: 

Requests from individuals for access shall be in writing addressed 
to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, Md. 20755-6000. 

Contesting record procedures: 

The NSA/CSS rules for contesting contents and appealing initial 
determinations may be obtained by written request addressed to the 
Chief, Office of Policy, National Security Agency/Central Security 
Service, Ft. George G. Meade, Md. 20755-6000. 

Record source categories: Individual . contributors and- operational 
administrative files; other sources as appropriate. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a (k) (1) and 
(k) (4). For additional information, see agency rules contained in 32 
CFR part 299a. 

GNSA14 

System name: 

NSA/CSS Library Patron File Control System. 
System location: 

National Security Agency/Central Security Service, Ft. George G. 
Meade, MD 20755-6000. 

Categories of individuals covered by the system: 

Borrowers of library materials from NSA/CSS libraries. 

Categories of records in the system: * 

File consists of borrower's name, work organization, contracting 
sponsor's name, work telephone number, Social Security Number, 
and library materials borrowed. 

Authority for maintenance of the system: ; 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); 50 U.S.C. 831-835 (Pub. L. 88-290); 18 U.S.C. 798; and 
Executive Orders 9397 and 12333. 

Purpose(s): 



To track and administer the use of NSA/CSS library materials. 
■ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

NSA/CSS "Blanket Routine Uses" published at the beginning of 
the Agency's compilation apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer database (floppy or hard drive or magnetic tape) or 
paper printout of stored information. 
Retrievability: 

Records are retrieved by the borrower's name. Social Security 
Number, or the title of the library material borrowed. 
Safeguards: 

Only the library staff has access to the retrieval system and to the 
passwords for operating this" system. The system is logged off at the 
close of business. ' 

Retention and disposal: 

Once a borrower , has registered with the library, the borrower 
remains registered until he/she leaves the Agency. Disposal of 
records is accomplished by deletion from the database. 

System manager(s) and address: 

Director, National Security Agency/Central Security Service, Ft. 
George G. Meade, MD 20755-6000. 

Notification procedure: ' 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, MD 20755-6000. Inquiries 
should, contain full name,. Social Security Number, and mailing ad- 
dress. ' 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written inquiries to the Chief, Office of 
Policy, National Security Agency/Central Security Service, Ft. 
George G. Meade, MD 20755-6000. The inquiry should include the 
individual's full name, Social Security Number and mailing address. 

Contesting record procedures: 

NSA/CSS rules for contesting record contents and appealing any 
adverse initial. Agency determinations are contained in NSA/CSS 
Regulation No. 10-35; 32 CFR part 299a, or may be obtained by 
writing to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, MD 20755-6000. 

Record, source categories: 

Coiitents of the record are obtained from the individual borrower 
and library staff. ■ . ' . 

Exemptions, claimed for the system: 

Portions of this file may be exempt under 5 U.S.C. 552a (k)(l) and 

(k)(4). ; 

An exemption rule for this record system, has been promulgated in 
accordance with the requirements of 5 U.S.C. 553 (b)(1), (2) and (3), 
(c) and (e) and is published in NSA/CSS Regulation No. 10-35 and 
the Code of Federal Regulations at 32 CFR part 299a. 

,GNSA15 

'System name: 

NSA/CSS Computer Users Control System. 
System location: 

' National Security Agency/Central Security Service, Ft. George G. 
Meade, MD 20755-6000. 

.Categories of individuals covered by the system: 

Users of National Security Agency/Central Security Service com- 
puters and software. 

Categories of records in the system: 

The user's name, Social Security Number, an assigned identifica- 
tion (ID) code, organization, work phone number, terminal identifica- 
tion, system name, programs accessed or attempted to access, data 
files used, date and time logged onto and off the system. 

Authority for maintenance of the system: 

National Security Agency Act of 1959, 50 U.S.C. 402 note (Pub. 
L. 86-36); 50 U.S.C. 831-835, (Pub. L. 88-290); 18 U.S.C. 798; and 
Executive Orders 9397 and 12333, 

Purpose(s): 
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To administer and monitor use of NSA/CSS computers, software, 

and data bases. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

NSA/CSS "Blanket Routine Uses" set forth at the beginning of 
the Agency's compilation of record systems apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Computer data base (floppy or hard drive or magnetic tape) or 
paper printout of stored information. 
Retrievability: 

Records are retrieved by the user's name, Social Security Number, 
or assigned identification (ID) code. 
Safeguards: 

Records are kept in a secured and guarded area. Only authorized 
individuals have access to the retrieval system and to the passwords 
for operating the system. 

Retention and disposal: 

Records are retained in the computer system as long as the individ- 
ual has access to the rhaterials. Computer records are disposed of by 
deleting the information from the data base; paper records may be 
disposed of by destruction. 

System manager(s) and address: 

Director, National Security Agency/Central Security Service, Ft. 
George G. Meade, MD 20755-6000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address, written inquir- 
ies to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, MD 20755-6000. 

Inquiries should contain the ihdividuars full name, Social Security 
Number, and mailing addrdess. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written inquiries to the Chief, Office of 
Policy, National Security Agency/Central Security Service, Ft. 
George G. Meade, MD 20755-6000. 

Inquiries should contain the individual's full name, Social Security 
Number and mailing address. ' 

Contesting record procedures: 

NSA/CSS rules for contesting record contents and appealing any 
adverse initial Agency determinations are contained in NSA/CSS 
Regulation No. 10-35; 32 CFR part 299a; or may be obtained by 
writing to the Chief, Office of Policy, National Security Agency/ 
Central Security Service, Ft. George G. Meade, MD 20755-6000. 

Record source categories: 

Contents of the record are obtained from the individual about 
whom the record pertains, from administrative personnel and com- 
puter system administrators, and a self-generated computer program. 

Exemptions claimed for the system: 

Portions of this file may be exempt pursuant to 5 U.S.C. 552a 
(k)(l) and (k)(2). 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553 (b)(1), (2) and (3), 
(c) and (e) and is published in NSA/CSS Regulation No. 10-35 and 
32 CFR part 299a. 

GNSA16 

System name: 

NSA/CSS Drug Testing Program. 
System location: 

National Security Agency/Central Security Service, Ft. George G. 
Meade, MD 20755-6000. 
Categories of individuals covered by the system: 

NSA/CSS applicants for employment and employees tested for the 
use of illegal drugs. 

Categories of records in the system: 

The user's name, Social Security Number, an assigned identifica- 
tion (ID) code, organization, work phone number, and records relat- 
ing to the selection, notification, and testing of covered individuals as 
.welt as urine specimens and drug test results and other related infor- 
mation. 

Authority for maintenance of the system: 



5 U.S.C. 7301 and 7361; Executive Orders 12564, "Drug-Free 
Federal Workplace" and 9397. 

Purpose(s): 

The system is iised to maintain NSA/CSS Drug Program Coordi- 
nator records on the selection, notification, and testing (i.e., urine 
specimens, drug test results, chain of custody records, etc.) of em- 
ployees and applicants for employment for illegal drug use. 

Records contained in this system are also used by the employee's 
Medical Review Official; the administrator of any Employee Assist- 
ance Program in which the employee is receiving counseling or 
treatment or is otherwise participating; and supervisory or manage- 
ment officials within the employee's Agency having authority to take 
adverse personnel action against such employee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301, NSA/CSS 
"Blanket Routine Uses" do not apply to this system of records. 

To a court of competent jurisdiction where required by the United 
States Government to defend against any challenge against any ad- 
verse personnel action. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Computer database (floppy or hard drive or magnetic tape) or 
paper printout of stored information, microflim or microfiche. 
Retrievability: 

Records are retrieved by the user's name. Social Security Number, 
or assigned identification (ID) code. 

Safeguards: 

For paper computer printouts and microfilm/microfiche-secured 
limited access facilities, within those facilities secure limited access 
rooms and within those rooms lockable containers. Access to infor- 
mation is limited to those individuals specifically authorized and 
granted access by the Deputy Director for Administration. For 
records on the computer system, access is controlled by a password 
and limited to authorized personnel only. 

Retention and disposal: 

Records are retained for two years and then destroyed by shred- 
ding, burning or erasure in the case of magnetic media. . 
System manager(s) and address: 

Director, National Security Agency/Central Security Service, Ft. 
George G. Meade, MD 20755-6000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies! to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, MD 20755-6000. 

The inquiry should contain the individual's full name, Social Secu- 
rity Number and mailing address. 

Record access procedures: 

Individuals seeking • access to information about themselves con- 
tained in this system of records should address written inquiries to 
the Chief, Office of Policy, National Security Agency/Central Secu- 
rity Service, Ft. George G. Meade, MD 20755-6000. 

The inquiry should include the individual's full name, Social Secu- 
rity Number and mailing address. 

Contesting record procedures: 

NSA/CSS rules for accessing records and for contesting record 
contents and appealing any adverse initial NSA/CSS determinations 
are contained in NSA/CSS Regulation No. 10-35; 32 CFR part 299a; 
or may be obtained from the Chief, Office of Policy, National Securi- 
ty Agency/Central Security Service, Ft: George G. Meade, MD 
20755-6000. 

Record source categories: 

Contents of the record are obtained from the individual about 
whom the record pertains, from laboratories that test urine specimens 
for the presence of illegal drugs, from supervisors and managers and 
other NSA/CSS employees, from confidential sources, and from 
other sources as appropriate and required. 

Exemptions claimed for the system: 

Portions of this file may be exempt pursuant to 5 U.S.C. 552a(k)(l). 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b) (1), (2) and (3), 
(c) and (e) and is published in NSA/CSS Regulation No. 10-35 and 
32 CFR part 299a. 
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GNSA17 

System name: 

NSA/CSS Employee Assistance Service (HAS) Case Records. 
System location: 

National Security Agency/Central Security Service, Ft. George G. 
Meade, MD 20755-6000. ' 

Categories of individuals covered by the system: 

NSA/CSS civilian employees, military assignees, applicants^ retir- 
ees, and family members who are referresd, or voluntarily request 
counselling assistance. Civilian counselors to whom .cases are re- 
ferred. . 

Categories of records in the system: 

Files consist of the case records compiled by counselors, question- 
naires completed by patients, questionnaires completed by private 
counselors to whom clients are referred, the records of medical 
treatment and services, correspondence with personal physicians, 
NSA/CSS Medical Center reports, results of psychological assess- 
ment testing and interviews, psychiatric examination results- and relat- 
ed reports. 

Authority for maintenance of the system: 

Executive Order 12333; Pub. L. 86-36; 5 U.S.C. 7901; and Execu- 
tive Order 9397. r . 

Purpose(s): t 
Used by counselors to facilitate aiid record treatment, referral and 
follow-up on behalf of employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

NSA/CSS's. "Blanket Routine Uses'* do not apply to this system of 
recorjds. 

To law enforcement agencies to carry out their functions when a 
record indicates a violation or potential violation of law, whether 
civil, criminal or regulatory in nature, and whether arising by general 
statute or by regulation, rule or order issued pursuant thereto, the 
relevant records in the system of records may be referred, as a 
routine use, to the appropriate agency, whether Federal, state, local, 
or foreign, charged with the responsibility of investigating or pros- 
ecuting such violation or charged with enforcing or implementing 
the statute, rule, regulation or order issued pursuant thereto. 

To a Federal, state, or local agency maintaining civil, criminal, or 
.other relevant enforcement information or other pertinent informa- 
tion, such as current licenses, if .necessary to obtain information 
relevant to a component decision concerning the hiring or retention 
of an employee, the issuance of a security clearance, the letting of a 
contract, or the issuance of a license, grant or other benefit. 

To a Federal agency, in response to its request, in connection with 
the hiring or retention of an employee, the issuance of a security 
clearance, the reporting of an investigtion of an employee, the letting 
of a contact, or the issuance of a license, grant or other benefit by 
the requesting agency, to the extent that the information is relevant 
and necessary to the requesting agency's decision on the matter. 

To a Congressional office from the record of an individual in 
response to an inquiry from the Congressional office made at the 
request of that individual. 

To the Office of Personnel Management concerning information 
on pay and leave, benefits, retirement deductions, and any other 
information necessary for the Office of Personnel Management to 
carry out its legally authorized, Government- wide personnel manage- 
ment functions and studies. 

To any component of the Department of Justice for the purpose of 
representing the Department of Defense, or any office, employee or 
member of the Department in pending of potential litigation to 
which the record is pieftihent. 

To the Merit Systems Protection Board, including the Office of 
the Special Counsel for the purpose of litigation, including adminis- 
trative proceeding, appeals, special studies of the civil service and 
other merit systems, review of OPM or component rules and regula- 
tions, investigation of alleged or possible prohibited personnel prac- 
tices; including administrative proceedings involving any individual 
subject of a DoD investigation, and such other functions, promulgat- 
ed in 5 U.S.C. 1205 and 1206, or as may be authorized by law. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, inagnetic tape, disk, or other comput- 
er storage media, computer listings and data bases. . . 

Retrievability: 



Records are retrieved by the user's name. Social Security Number, 
assigned identification (ID) code or specific subject matter data ele- 
hient. 

Safeguards: 

Secure limited access facilities and within these facilities lockable 
containers. Records are accessible only to authorized personnel. For 
machine records stored on magnetic tape, disk, or other computer 
storage, terminals are secured and require passwords only available 
to authorized users. 

Retention and disposal: 

Records of clients will be retained at the Employee Assistance 
Service facility for three years after case closure, retained for five 
additional years in the Agency storage facility, then destroyed. 

Records of clients who retire or separate within three years of case 
closing will be retained at the Employee Assistance Service facility 
for a year after the date of separation or retirement, then stored for 
five years in the Agency storage facility, then destroyed. 

Records of counselors to whom cases are referred wiW be de- 
stroyed at the same time that the counselors are removed from the 
referral list. 

System manager(s) and address: 

Director, National Security Agency/Cientral Security Service, Ft. 
George G. Meade, MD 20755-6000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Chief, Office of Policy, National Security Agency/Central 
Security Service, Ft. George G. Meade, MD 20755-6000. 

The inquiry should contain the individual's full name, Social Secu- 
•rity Number and mailing address. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system should address written inquiries to the Chief, Office of 
Policy, National Security Agency/Central Security Service, Ft. 
George G. Meade, MD 20755-6000. 

The inquiry should include the individual's full name, Social Secu- 
rity Number, and mailing address. 

Contesting record procedures: . 

NSA/CSS rules for accessing and for contesting record contents 
and appealing any adverse initial NSA/CSS determinations are con- 
tained in NSA/CSS Regulation No. 10-35; 32 CFR part 299a; or 
may be obtained from the Chief, Office of Policy, National Security 
Agency/Central Security Service, Ft. George G. Meade, MD 20755- 
6000. 

Record source categories: 

Primary sources are EAS counselors, the client and the client's 
family. Other sources include other counselors, and other individuals 
within NSA/CSS. 

Exemptions claimed for the system: . . 

Portions of this system may be exempt under 5 U.S.C. 552a (k)(l), 
...)(2),(k)(4)and(k)(5) . : , 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553 (b) (1), (2) and (3), 
(c) and (e) and is publislied in NSA/CSS Regulation No. 10-35 and 
32 CFR part 299a. 

GNSA18 

System name: 

NSA/CSS Operations Files. 
System location: 

National Security Agency/Central Security Service, Ft. George G. 
Meade, MD 20755-6000. 

Categories of individuals covered by the system: 

Individuals identified in foreign intelligence or counterintelligence 
reports and supportive materials, including individuals involved in 
matters of foreign intelligence interest, information systems security, 
. the compromise of classified information, or terrorism. 

Categories of records in the system: 

Records include administrative information; biographic informa- 
tion; intelligence requirements, analysis, and reporting; operational 
records; articles, public-source data, and other published information 
.on individuals and events of interest to NSA/CSS; actual or purport- 
ed compromises of classified intelligence; countermeasures in connec- 
tion therewith: and identification of classified source documents and 
distribution thereof. 
Authority for maintenance of the system: 
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National Security Act of 1947 as amended, 50 U.S.C 403(d)(3) 
(Pub. L. 80-253); Executive Order 12333, 3 CFR part 200 (1981)- 
Executive Order 12356; Executive Order 9397; section 506(a), Feder- 
al Records Act of 1950 (44 U.S.C. 3101). . ^ 

Purpose(s): 

To maintain records on foreign intelligence and counterintelligence 
matters relating to the mission of the National Security Agency. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To U.S. Government agencies, and in some instances foreign gov- 
ernment agencies or their representatives, to provide foreign intelli- 
gence, counterintelligence, and other information. 

To U.S. Government officials regarding compromises of classified 
mtormation including the document(s) apparently compromised, im- 
phcations of disclosure of intelligence sources and methods, investi- 
gative data on compromises, and statistical and substantive analysis of 
the data. 

To any U.S. Government organization in order to facilitate any 
security, employment, detail, liaison, or contractual decision by any 
U.S. Government organization. 

Records may further be disclosed to agencies involved in the 
protection of intelligence sources and methods to facilitate such pro- 
tection and to. support intelligence analysis and reporting. 
r^JJl^ "Blanket Routine Uses" published at the beginning of NSA/ 
C5>5> s compilation of record systems also apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape, disk or other computer storage media, computer ' 
listings and databases, paper in file folders, audio recordings, micro- 
film or microfiche. 

Retrievability: 

Information is retrieved by category of information contained 
therein, including by name, title. Social Security Number, or identifi- 
cation number. 

Safeguards: 

For paper, computer printouts, audio recordings, and microfilm- 
secure limited access facilities, within those facilities secure limited 
access rooms, and within those rooms lockable containers. Access to 



information is limited to those individuals specifically authorized and 
granted access by NSA/CSS regulations. For records on the comput- 
er system, access is controlled by passwords or physical protection 
and limited to authorized personnel only. 
Retention and disposal: 

Records are reviewed for retention on a scheduled basis every 120 
days to 5 years. Evidential, informational, and historical data are 
archived as permanent records. All other records are destroyed. 

System manager(s) and address: 

Director, National Security Agency/Central Security Service, Ft. 
George G. Meade. MD 20755-6000. 
Notification procedure: 

Individuals seeking to determine if records about themselves are 
contained in this record system should address written inquiries to 
the Chief, Office of Policy, National Security Agency/Central Secu- 
rity Service, Ft. George G. Meade. MD 20755-6000. 

Record access procedure: ' 

Individuals seeking access to records about themselves contained in 
this record system should address writtten inquiries to the Chief, 
Office of Policy, National Security Agency/Central Security Service, 
Ft. George G. Meade, MD 20755-6000.. 

Contesting recorH nrocedure: 

NSA/CSS rules for contesting contents and appealing initial deter- 
minations are contained in NSA/CSS Regulation No. 10-35; 32 CFR 
part 299a; or may be obtained from the Chief, Office of Policy, 
National Security Agency/Central Security Service, Ft. George G. 
Meade, MD 20755-6000. 

Record source categories: 

Individuals themselves; U.S. agencies and organizations; media, 
including, periodicals, newspapers, and broadcast transcripts; public 
and classified reporting, intelligence source documents, investigative . 
reports, and correspondence. 

Exemptions claimed for the system: 

Portions of this file may be exempt pursuant to 5 U.S.C. 552a 
(kXD, (k)(2), and (k)(5). 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b)(1), (2) and (3), 
(c) and (e) and is published in NSA/CSS Regulation No. 10-35 and 
the Code of Federal Regulations at 32 CFR part 299a. 
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REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses' of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to ' carry out its ' functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory 'in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or ordei* issued, pursuant 
thereto. - 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, 'or local agency 
maintaining civil, criminal; or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which, the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code; Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld!. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and' leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any compoiient of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department ia 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certificagion by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
rnay be disclosed as a routine use outside the DoD or the U.S. 
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Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

HDNA 001 

System name: 

Employee Assistance Program. 
System location: 

Occupational Health Unit, HQ, Defense Nuclear Agency, Wash- 
ington, DC 20305-1000. Also at the following subordinate command : 
Personnel Off Personnel Office, Bldg 20203A, Kirtland AFB, New 
Mexico 87115-5000, and Civilian Personnel Officer, Armed Forces 
Radiobiology Research Institute Bethesda, Maryland 20814-5145, 
Bldg 42, located on the grounds of the National . Naval Medical 
Center. 

Categories of individuals covered by the system: 

All civilian employees in appropriated and non-appropriated fund 
activities who are referred by management for, or voluntarily re- 
quest, counseling assistance. 

Categories of records in the system: 

Case records on employees which are maintained by counselors, 
supervisors, and civilian personnel offices and consist of information 
on condition, current status, and progress of employees or depend- 
ents who have alcohol, drug, or emotional problems. 

Authority for maintenance of the system: 

Drug Abuse Office and Treatment Act of 1972, as amended by 
Pub. L. 93-282 (21 U.S.C. 1175); Comprehensive Alcohol Abuse and 
Alcoholism Prevention, Treatment, and Rehabilitation Act of 1970, 
as amended by Pub. L. 93-282 (42 U.S.C. 4582); Subchapter A of 
Chapter I, Title 42, Code of Federal Regulations; Chapter 43 of Title 
5, United States Code. 

Purpose(s): 

For use by the Drug and Alcohol Abuse Coordinator in referring 
individuals for counseling and by management officials for follow-up 
actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Upon request by or with specific written authority of individual or 
their authorized representative, selected information may be provided 
to and used by other counselors or medical personnel, research 
personnel or employers, when disclosure is to the individual's benefit. 
See also blanket routine uses at beginning of Defense Nuclear 
Agency listing. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Case records are stored in paper file folders. 
Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: 

Buildings employ security guards. Records are maintained in 
locked security containers accessible only to personnel who are prop- 
erly screened, cleared and trained. 

Retention and disposal: 

Records are purged of identifying information within five years 
after termination of counseling or destroyed when they are no longer 
useful. 

System manager(s) and address: 

Occupational Health Nurse, Occupational Health Unit, HQ, De- 
fense Nuclear Agency, Washington, DC 20305-1000, for Headquar- 
ters, Defense Nuclear Agency. Chief, Civilian Personnel, Armed 
Forces Radiobiology Research Institute, Bethesda, Maryland 20814- 
5145, for Armed Forces Radiobiology Research Institute. Civilian 
Personnel Officer, Kirtland AFB, New Mexico 87 U 5-5000, for Field 
Command, Defense Nuclear Agency. 

Notification procedure: 

Information may be obtained from: Occupational Health Nurse, 
Occupational Health Unit, HQ, Defense Nuclear Agency, Washing- 
ton, DC 20305-1000; Telephone: (202) 325-7073 for Headquarters, 
Defense Nuclear Agency. Chief, Civilian Personnel, Armed Forces 
Radiobiology Research Institute, Bethesda, Maryland 20814-5145; 
Telephone: (301) 295-1047 for Armed Forces Radiobiology Research 
Institute. Civilian Personnel Officer, Bldg 20203 A, Kirtland AFB, 
New Mexico 87115-5000; Telephone: (505) 264-9253 for Field Com- 
mand, Defense Nuclear Agency. The letter should contain the full 



name and signature of the requester and the approximate period of 
time, by date during which the case record was developed. 
Record access procedures: 

Requests from individuals should be addressed to same address as 
stated in the notification section above. ^ 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the System manager. 

Record source categories: 

Counselors, other officials, individuals or practitioners, and other 
agencies both in and outside of Government. 
Exemptions claimed for the system: 
None. 

HDNA 002 

System name: 
Employee Relations. 
System location: 

Civilian Personnel Management Division (MPCV), Manpower 
Management and Personnel, Command Services Directorate, HQ, 
Defense Nuclear Agency, Washington, DC 20305-1000. Also at the 
following subordinate commands: Civilian Personnel Office, Bldg 
20203A, Kirtland AFB, New Mexico, 87115-5000; and Civilian Per- 
sonnel Office, Armed Forces Radiobiology Research Institute, Be- 
thesda, MD, 20814-5145, Bldg 42, located on the grounds of the 
National Naval Medical Center. 

Categories of individuals covered by the system: 

Civilian employees and former employees paid from appropriated 
funds serving under career, career-conditional, temporary and except- 
ed service appointments on whom suitability, discipline, grievance, 
and appeal records exist. 

Categories of records in the system: 

Documents and information pertaining to discipline, grievances, 
and appeals. 

Authority for maintenance of the system: 

5 U.S.C. 1302, 3301, 3302, 7301; E.O. 11222; E.O. 11557; E.O. 
11491. 

Purpose(s): 

For use by agency officials and employees in the performance of 
their official duties related to management of civilian employees and 
the processing, administration and adjudication of discipline, griev- 
ances, suitability and appeals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uises: 

Appeals examiners of the Merit Systems Protection Board; the 
Comptroller General or his authorized representatives and the Attor- 
ney General of the United States or his authorized representatives in 
connection with grievances, disciplinary actions, suitability, and ap- 
peals, Federal Labor Relations officials in the performance of official 
duties. See also blanket routine uses at beginning of Defense Nuclear 
Agency listing. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in paper folders. 
Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: 

Buildings employ security guards. Records are maintained in 
locked security containers in a locked room accessible only to per- 
sonnel who are properly screened, cleared and trained. 

Retention and disposal: 

Records are destroyed upon separation of the employee from the 
agency or in accordance with appropriate records disposal schedules. 
System manager(s) and address: 

Chief, Civilian Personnel Management Division (MPCV), for 
Headquarters, Defense Nuclear Agency, Washington, DC 20305- 
1000, and for the Armed Forces Radiobiology Research Institute, 
Bethesda, MD, 20814-5145; Civilian Personnel Officer, Kirtland 
AFB, New Mexico, 87115-5000, for Field Command, Defense Nucle- 
ar Agency. 

Notification procedure: 
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Information may be obtained from: Chief, Civilian Personnel Man- 
agement Division (MPCV), Manpower Management and Personnel, 
Command Services Directorate, HQ, Defense Nuclear Agency, 
Washington, DC 20305-1000, Telephone: (703) 325-7591, for Head- 
quarters and the Armed Forces Radiobiology Institute, Bethesda, 
MD, 20814-5145. Information may be obtained from the Civilian 
Personnel Officer, Bldg 20203 A, Kirtland AFB, New Mexico, 87115- 
5000, Telephone: (505) 264-9253, for Field Command, Defense Nu- 
clear Agency. The letter should contain the full name and signature 
of the requester and the approximate period of time, by date, during 
which the case record was developed. 

Record access procedures: 

Requests from individuals should be addressed to same address as 
stated in the notification section above. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Supervisors or other appointed officials designated for this pur- 
pose. 

Exemptions claimed for the system: 

None. 

HDNA 003 

System name: 

Drug-Free Workplace Files. 
System location: 

Drug Program Coordinator, Civilian Personnel' Management Divi- 
sion, Headquarters, Defense Nuclear Agency, (HQ, DNA), 6801 
Telegraph Road, Alexandria, VA 223 10-3398. 

Categories of individuals covered by tke system: 

Employees of, and applicants for positions in Headquarters, De- 
fense Nuclear Agency. 

Categories of records in the system: 

Records relating to the selection, notification, and testing for ille- 
gal drug abuse (includes documents related to selection and notifica- 
tion procedures, collection of urine specimens, laboratory testing, 
review of test results, and chain of custody documents). 

Authority for maintenance of the system: 

Pub. L. 100-71, 5 U.S.C 7301; Executive Order 12564, "Drug- 
Free Federal Workplace" and Executive Order 9397. 
Purpose(s): : 

This system is for the purpose of maintaining Drug Program Coor- 
dinator records on the selection, notification^ and testing for illegal 
drug abuse by employees of HQ, DNA and applicants for positions 
at HQ, DNA. 

Records may be used by authorized contractors for the collection 
process; assigned Medical Revie\y Officers; the Administrator of any 
Employee Assistance Program in which the employee is receiving 
counseling or treatment or is otherwise participating; and agency 
supervisory or management officials having, authority to take adverse 
personnel action against such an employee when test results are 
positive. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with the provisions of 5 U.S.C. 7301, the 
Defense Nuclear Agency "Blanket Routine Uses" published at the 

beginning of DNA's compilation of systems of records notices do not 
apply to this system of records., 

Records may be released to a court of competent jurisdiction when 
required by the United States Government to defend against a' chal- 
lenge to related adverse personnel action. 

Policies and practices for storing, retrieving,' accessing, retaining, and 
disposing of records in the system: " ' / : 

Storage: 

Paper records are maintained in file folders. Electronic records 
exist on magnetic tape, diskette, or other machine readable meclia. 

Retrievability: ... 

Records are retrieved by employee or applicant name and/or 
social security nuniber. 

Safeguards: 

Paper records are stored in a locked file cabinet or are locked in a 
combination safe when not being used. Electronic records are ac- 
cessed on computer terminals in supervised areas using a system with 
password access safeguards. All employee and applicant records are 



maintained and used with the highest regard for employee and appli- 
cant privacy. Only persons on a need-to-know basis and trained in 
the handling of information protected by Privacy Act have access to 
the system. 
Retention and disposal: 

Files on applicants for positions are maintained for a period not to 
exceed six months. 

Files on employees are retained for two years. In instances of a 
positive test finding resulting in the reassignment or separation of an 
employee, files are destroyed two years after the case is closed. 

System manager(s) and address: 

Drug Program Coordinator, Civilian Personnel Management Divi- 
sion, Headquarters, Defense Nuclear Agency, 6801 Telegraph Road, 
Alexandria, VA 22310-3398. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Drug Program Coordinator, Civilian Personnel Manage- 
ment Divison, Headquarters, Defense Nuclear Agency, 6801 Tele- 
graph Road, Alexandria, VA 22310-3398. 

The request should contain the full name, Social Security Number, 
and the notarized signature of the subject individual. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Drug 
Program Coordinator, Civilian Personnel Management Division, 
Headquarters, Defense Nuclear Agency, 6801 Telegraph Road, Alex- 
andria V A 22310-3398. 

The request should contain the full name, Social Security Number, 
and the notarized signature of the subject individual. 

Contesting record procedures: 

The Defense Nuclear Agency's rules for contesting contents and 
appealing initial* agency determinations are published in DNA In- 
struction 5400.1 lA; 32 CFR part 291a; or may be obtained from the 
system manager. 

Record source categories:. 

The test subject, Medical Review Officer, collection personnel, 
and others on a case-by-case basis. 
Exemptions claimed for the system: 

None. 

HDNA 004 

System name: 

Nuclear Weapons Accident Exercise Personnel Radiation Expo- 
sure Records. 

System location: ' 

Field Command, Defense Nuclear Agency (FCDNA), Kirtland 
AFB, NM, 87115-5000. . . 

Categories of individuals covered by the system: 
. Military and civilian employees of the Department of Defense and 
-other federal, state, and local government agencies, contractor per- 
sonnel, and visitors from foreign countries, who participate • in 
planned exercises. 

Categories of records in the system: 

Note: System contains some data of nonpersonal nature and all 
information is not always appropriate for all categories of individuals. 
Name; Social Security Account Number; Date of Birth; Service; 
Grade/Rank; . Specialty Cpde; Job Series or Profession; Experience 
with Radioactive Materials such as classification as 'radiation 
worker,* Use of Film Badge or other dosimetric device; Respiratory 
Protection Equipment Training and Actual Work in Anticontamina- 
tion Clothing and Respirators; Awareness of Radiation Risks Associ- 
ated with Exercises; Previous Radiation Exposure; Role in Exercise; 
Employer/Organization Mailing Address and Telephone; Unit Re- 
sponsible for Individual's Radiation Exposure Records; Time in Exer- 
cise Radiological Control Area; and External and Internal Radiation 
Monitoring and/or Dosimetry Results. , ' 

Authority for maintenance of the system: 

42 U.S.C. 2013 and 2201 (Atomic Energy Act of 1954) and 10 
CFR parts 10 and 20; 5 U.S.C. 7902. and 84 Stat. 1599 (Occupational 
Safety and Health Act of 1970). and 29 CFR 1910.20 and 191,0.96; 
Executive Order 12196, Feb. 26, 1980, (Occupational Safety and 
Health Programs for Federal Employees). 
' Purpose(s): 
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For use by agency officials and employees in determining and 
evaluating individual and exercise collective radiation doses and in 
reporting dosimetry results to individuals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Officials and employees of other government agencies, authorized 
government contractors, national, state and local government organi- 
zations and foreign governments in the performance of official duties 
related to evaluating, reporting and documenting radiation dosimetry 
data. Officials of government investigatory agencies in the perform- 
ance of official duties relating to enforcement of Federal rules and 
regulations. See also blanket routine uses at beginning of Defense 
Nuclear Agency listing. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tapes, discs, computer 
printout and/or punched cards. Manual records are stored in paper 
file folders, card files and/or paper rosters. 

Retrievability: 

Records are normally retrieved by individual's last name or social 
security account number; records may also be retrieved by Service, 
organization/employee, dose results or other input data. 

Safeguards: 

The computer facility and terminals are located in restricted areas 
accessible only to authorized personnel and computer access is pass- 
word protected. Manual records and computer printouts are available 
only to authorized persons with an official need to know. Buildings 
employ security guards and/or intrusion detection systems. 

Retention and disposal: 

All records are retained permanently. 

System manager(s) and address: 

Commander, Field Command, Defense Nuclear Agency, Kirtland 
AFB, NM 87115-5000, ATTN: Radiological Safety Officer. 
Notification procedure: 

Information may be obtained from the System Manager, address as 
above. 

Record access procedures: 

Requests for information should be addressed to the System Man- 
ager and include full name and applicable dates of participation, if 
available. Visits can be arranged with the System Manager. Requests 
from current or potential employers .must include signed authoriza- 
tion from individual 

Contesting record procedures: 

Rules for contesting contents and appealing initial determinations 
may be obtained from the System Manager, address above, or the 
General Counsel, HQ, Defense Nuclear Agency, Washington, DC 
20305-1000. 

Record source categories: 

Information in this system of records is (1) supplied directly by the 
individual, or (2) derived from information supplied by the individ- 
ual, or (3) supplied by a contractor or government dosimetry service, 
or (4) developed by radiation" measurements at the exercise site. 

Exemptions claimed for the system: 

None. 

HDNA 005 

System name: 

Manpower/Personnel Management System. 
System location: 

Manpower Management and Personnel, Command Services Direc- 
torate, HQ, Defense Nuclear Agency, Washington, DC 20305-1000, 
Routing Symbol: CSMP. Also at the following subordinate com- 
mands: Field Command, Defense Nuclear Agency, Bldg 20364, Kirt- 
land AFB, NM 87115-5000; Civilian Personnel Office, Armed Forces 
Radiobiology Research Institute, Bethesda, MD 20814-5145, Bldg 42 
located on the grounds of the National Naval Medical Center. Also 
supervisor maintained files at all three locations. 

Any individual, military or civilian, employed by DNA. 

Categories of records in the system: 

File contains following information on all personnel assigned to 
DNA: Social Security Number; Agency; Employee Name; Birth 
Date; Veteran*s Preference; Tenure Group; Service Computation 
Date; Federal Employees Group Life Insurance; Retirement Code; 
Nature of Action Code; Effective Date of Action; Position Number; 
Pay Plan; Occupation Code; Functional Classification Code; Grade; 



Step; Pay Basis; Salary; Supervisory Position; Location Code/Duty 
Station; Position Occupied; Work Schedule; Pay Rate Determinant; 
Sex; Citizen Status; Date Entered Present Grade; Date Entered 
Present Step; Separation Date; Reason for Separation (Quit Code); 
Cost Center; Academic Discipline; Career Conditional Appointment 
Date (Conversion to Career); Education Level; Degree Date; Piir- 
pose of Training; Type of Training; Source of Training; Special 
Interest; Direct Cost; Indirect Cost; Date of Completion; On-Duty 
Hours; Off-Duty Hours; JTD Paragraph Number; JTD Line 
Number; Competitive Level; Military Service Retirement Date; Uni- 
formed Service; Service Commissioned (military); Service Pay Grade 
(rank); Agency Sub-element Code; submitting Office Number; Re- 
tired Military Code; Bureau; Unit Identification Code; Program Ele- 
ment Code; Civil Function Code; Guard/; Reserve Technician; Ap- 
propriation Code; Active/Inactive Strength Designation; Work 
Center Code; Projected Vacancy Date; Targeted Grade; Position 
Title; Date of Last Equivalent Increase; Fair Labor Standards Act 
Designator; Health Benefits Enrollment Code; Type and Date of 
Incentive Award; Civil Service or other Legal Authority; Date Pro- 
bationary Period Begins; Performance Rating; Due Date for Future 
Action; Position Tenure; Leave Category; Personnel Authorized; 
Projected Personnel Requirements; Special Experience Identifiers; 
Additional Duties; Manpower Track; Facility; Branch of Service; 
Date of Rank; Primary /Alternate Specialty; Control Specialty; Last 
OER/EER; Basic Pay Entry Date; Basic Active Service Date; Date 
of Arrival; Projected Date of Departure; Security Clearance; Marital 
Status; Spouse's Name; Dependents; Address (Nr and Street, City, 
State, Zip Code); Phones (Home and Duty); Handicap Code; Minori- 
ty Group Designator; Aggregate Program Element Code; Position 
Indicator; Academic Degree Requirements; Directorate/Department, 
Division, Branch, and Section Office Titles; Service Authorization 
Position Number; Physical Profile; Nature of Action Code #2; An- 
nuitant Indicator; Vietnam Veteran; Entered Present Position; Future 
Action Type; Agency Submitting Element; Submitting Office Code; 
Merit Pay Designator; Bargaining Unit Designator; Old SSN; Course 
Title Host; Tuition; Transportation Per Diem; Hourly Rate; Training 
Grade Level; Administrative Cost; Type of Career Training Pro- 
gram. 

Authority for maintenance of the system: 

5 U.S.C. 301, 302, 4103; Pub, L. 89-554, September 6, 1966. 

Purpose(s): 

For use by officials and employees of the Defense Nuclear Agency 
in the performance of their official duties related to the management 
of civilian and military employee programs. To compile and consoli- 
date reports relating to manpower authorization/assigned strengths 
and to record personnel data and use that data to compile informa- 
tion as required by management officials within the agency. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Representatives of the Merit Systems Protection Board on matters 
relating to the inspection, survey, audit or evaluation of the civilian 
programs or such other matters under the jurisdiction of that organi- 
zation. The Comptroller General or any of his authorized representa- 
tives in the course of performance of duties of the General Account- 
ing Office relating to civilian programs. Duly appointed Hearing 
Examiners or Arbitrators for the purpose of conducting hearings in 
connection with an employee grievance. See also blanket routine uses 
at beginning of Defense Nuclear Agency listing. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tapes, discs, computer 
printouts, and on punched cards. Manual records are stored in paper 
file folders and card file boxes. 

Retrievability: 

Automated records are retrieved by social security number. 
Manual records are retrieved by employee's last name. 

Safeguards: The computer facility and terminal are located in re- 
stricted areas accessible only to authorized personnel that are proper- 
ly screened, cleared, and trained. Manual records and computer 
printouts are available only to authorized personnel having a need to 
know. Building employs security guards and is protected by an 
intrusion alarm system. 

Retention and disposal: 

Computer magnetic tapes are permanent. Manual records are main- 
tained on a fiscal year basis. Monthly reports are destroyed at the 
end of each FY; annual reports are retained in 5-year blocks, trans- 
ferred to the WNRC, and offered to NARA 20 years after cutoff. 
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System manager($) and address: 

Assistant Director, Manpower Management and Personnel, Com- 
mand Services. Directorate, HQ, .Defense Nuclear Agency, Washing- 
ton, DC 20305-1000, Telephone: (2Q?) 325-7199. . 

Notification procedure: 

Information may be obtained /from System Manager. The . letter 
should contain the full name and signature of the requester and the 
approximate period of time, by date, during which the case record 
was developed* " ' . . 

Record access procedures: 

'Requests should be addressed to System .Manager. Written requests 
for information should contain the full nanie of individual. For per- 
sonal visits, the individual should provide military or civilian identifi- 
cation card. ' ; ' \ ' 

Contesting record procedures: 

Rules for contesting contents and appealing initial determinations 
may be obtained from the System Manager, address above, or , the 
General Counsel, HQ, Defense Nuclear Agency, Washington, DC 
20305-1000. 

Record source categories: 

Information is extracted from military and civilian personnel 
records. Joint Manpower Program documents and voluntarily sub- 
mitted by individual. 

Exemptions claimed for the system: 

None. . • ., 

HDNA006 

System name: 
Employees Occupational Health Programs. 

System location: > • : 

Occupational Health Unit, HQ, Defense Nuclear Agency, Wash- 
ington, DC 20305-1000, Routing Symbol: HU. 

Categories of individuals covered by the system: 

Any individual, mihtary or civilian, employed by DNA and GSA 
employees assigned to the building. 

Categories of records in the system: 

File contains a variety of records relating to an employee's partici- 
pation in the DNA Occupational Health Program. Information 
which may be included in this system are the employee's name, SSN, 
date of birth, weight, height, blood pressure, medical history, blood 
type, nature of injury or complaint, type, of treatment/medication 
received, immunizations, examination findings, and laboratory find- 
ings, exposure to occupational hazards. 1 . 

Authority for maintenance of the system: 

5 U.S.C. 7901 et seq., Pub L. 79-658. 

Purpose(s): 

For use by authorized medical personnel in providing any medical 
treatment or referral; to provide information to agency management 
officials pertaining to job-related injuries or potential hazardous con- 
ditions; and to provide information relative to claims or litigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Office of Personnel Management, and the Federal Labor Rela- 
tions Autliority (including the General Counsel) in the performance 
of official duties. The Department of Labor in connection with 
claims for compensation. • The Department of Justice in connection 
with litigation relating to claims. The Occupational Safety and 
Health Agency in connection with job-related injuries, illnesses, or 
hazardous conditions. See also blanket routine uses at beginning of 
Defense Nuclear Agency listing. ... 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in paper file folders and card file boxes. 
•Retrievability: 

* Records are manually retrieved either by last name or the terminal 
digit filing system. ■ 
Safeguards: 

During the employment of the individual,' medical riecords are 
maintained in files located in a secured room with access limited to 
those whose official duties require access. 

Retention and disposal: • 

Records are retained until the individual leaves the Agency. If 
they have no long term value, they are destroyed at this time. If they 
have continuing value, they may be combined with the Official 



Personnel Folder which' is forwarded to the Federal Personnel 
Records Center or to the new employing agency, as appropriate. 

System manager(s) and address: 

Occupational Health Nurse, Occupational Health Unit, Headquar- 
ters, Defense Nuclear Agency, Washington, DC 20305-1000. Tele- 
phone: (202) 325-7073. 

Notification procedure: . 

Information may be obtained from Systerri Manager. The letter 
should contain the full name and signature of the requester and the 
approximate period of time, by date, during which -the case record 
was developed. . : 

. Record access procedures: 

Requests should be addressed to Systeni Manager. , Written request 
for information should contain the full name of the requester. For 
personal visits the individual should provide military or civilian iden- 
tification card. : 

Contesting record procedures: 

Rules for contesting contents and appealing initial determinations 
may be obtained from the System Manager, address above, or the 
General Counsel, HQ, Defense Nuclear Agency, Washington, DC 
20305-1000. 

Record source categories: ''" ^ 

Information in this system of records is: (1) Supplied directly by 
the individual, or (2) derived -from information supplied by the indi- 
vidual, or (3) supplied by the medicaV officer or nurse providing 
treatment or medication, of (4) supplied by the individual's private 
physician. ' 

Exemptions claimed for the system: 

None. 

HDNA007 

System name:. 

Security Operations.' ... 
System location: 

Security and Operations Division (ISSO), Intelligence- and Securi- 
ty, Command Services Directorate, HQ, Defense Nuclear Agency, 
Washington, DC 20305-1000. Also at the following subordinate com- 
mands: Security Division (FCSS), Field Command, Defense Nuclear 
Agency, Kirtland AFB, Albuquerque, New Mexico 87115-5000; and 
Armed Forces Radiobiology 'Research Institute, Bethesda, Maryland 
20814-5145. " ; 

Categories of individuals covered by the system: 

All military and civilian personnel assigned to, or employed by 
HQ, Defense Nuclear Agency (DNA), Field Command, Defense 
Nuclear Agency. (FCDNA), and the Armed Forces Radiobiology 
Research Institute (AFRRI). Other U.S. Government persoiinel, U.S. 
Government contractors, foreign government representatives, and 
visitors from foreign countries. 

Categories of records in the system: 

System contains following information on individuals (not all infor- 
mation is appropriate to all categories of individuals covered by the 
system): Name; Social Security Account Number; Date and Place of 
Birth; Height; Weight; ' Hair/Eye Color, Citizenship; Grade/Rank; 
Service; Organization; Security Clearance; Date of Clearance; Basis 
Special Accesses; Courier Authorization; Continuous Access Roster 
Expiration Date; Badge Number; Contracting Officer's Representa- 
tive; Contracting Officer's Organization Special Intelligence Access; 
Expiration Date; Agency, Billet Number; List of Badges/Passes 
Issued; List of Keys Issued; Conference Title; Conference Duties; 
Location. Department of Defense Form 398, 'Statement of Personal 
History,' Reports of Investigation, Security Incident Files, Visit Re- 
quests; Conference Rosters; Clearance and Special Access Rosters; 
picture and identification cards; correspondence- concerning adjudica- 
tion/passing' of clearances. - . , 
. Authority for maintenance of the system: 

' Executive Order 10450, 'Security Requirements for Government 
Employment April 27, 1953, as amended by Executive Orders 10491, 
.10531, 10548, 10558, 11605, and 11785, Executive Order 12065, 'Na- 
tional Security Information,' dated June 28, 1978. Section 21 of the 
Internal Security Act of 1950 (Pub L. 831). Section 145 of the 
Atomic Energy Act of 1954, as amended by Pub L. 83-703, 42 
U.S.C. 2185. 

Purpose(s): y. ■■■ ' " 

For use by officials and employees of the Defense Nuclear Agency 
and other DoD Components in the ' performance of their official 
duties related to determining the eligibility of individuals for access 
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to classified information, access to buildings and facilities, or to 
conferences over which DNA has security responsibility. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Officials and employees of Government contractors and other 
Government agencies in the performance of their official duties relat- 
ed to the screening and selection of individuals for security clear- 
ances and/or special authorizations, access to facilities or attendance 
at conferences. See the Routine Uses at beginning of Defense Nucle- 
ar Agency listing and the applicable exemption at end of system 
notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Automated records are stored on magnetic tapes, discs, computer 
printouts, and/or punched cards. Manual records are stored in paper 
file folders, card files and paper rosters. 

Retrievability: 

Automated records are retrieved by individual's last name, confer- 
ence title, and by type of badge issued. Manual records are retrieved 
by individual's last name, organization or subject file. 

Safeguards: 

The computer facility and terminals are located in restricted areas 
accessible only to authorized personnel. Manual records and comput- 
er printouts are available only to authorized persons with an official 
need to know. Buildings employ security guards and/or intrusion 
detection systems. 

Retention and disposal: 

Computer records on individuals are erased upon, termination of an 
individual's affiliation with DNA, FCDNA, or AFRRI; personnel 
security files are destroyed within thirty days from the date of 
termination of an individual's employment, assignment or affiliation 
with DNA, FCDNA or AFFRI. Manual records or conference at- 
tendeesj visitors, and visit certifications to other agencies are main- 
tained for two years and destroyed. Security incident files are re- 
tained for two years unless they concern compromise of classified 
information, in which case they may be retained permanently. 

System manager(s) and address: 

Assistant Director, Intelligence and Security (CSIS), Command 
Services Directorate, HQ, Defense Nuclear Agency Washington, DC 
20305-1000, for HQ, DNA and AFRRI. Chief, Security Division, 
Field Command, Defense Nuclear Agency, Kirtland AFB, NM 
87115-5000. 

Notification procedure: 

Information may be obtained from the System Manager, address 
above, for HQ, DNA and AFRRI, Telephone: (202) 325-7086; for 
FCDNA, from the System Manager, address above, Telephone: (505) 
264-1423. 

Record access procedures: 

Requests for information should be addressed to the System Man- 
ager, addresses above. Written requests for information should con- 
tain the full name, home address, social security number, date and 
place of birth. For personal visits, the individual must be able to 
provide identification showing full name, date and place of birth, and 
social security nurriber. 

Contesting record procedures: 

Rules for contesting contents and appealing initial determinations 
may be obtained from the System Manager, address above, or the 
General Counsel, HQ, Defense Nuclear Agency, Washington, DC 
20305-1000. 

Record source categories: 

Information is extracted from military and civilian personnel 
records, investigative files, and voluntarily submitted by individual. 
Exemptions claimed for the system: 

Part of this system may be exempt under 5 U.S.C. 552a (k)(5) as 
applicable. The exemption rule for the system is contained in Title 
32, Code of Federal Regulations, part 291a, as amended. 

HDNA008 

System name: 
Biographies. 
System location: 

Public Affairs Office, HQ, Defense Nuclear Agency, Washington, 
DC 20305-1000, Routing Symbol: PAO. 
Categories of individuals covered by the system: 



Senior military officers of the Army, Air Force, Navy and Ma- 
rines; senior DoD civilians, and contractor personnel. 

Categories of records in the system: 

Brief biographical data (sometimes including photographs). 
Authority for maintenance of the system: 
5 U.S.C. 301 and 302. 
Purpose(s): 

To maintain biographical data for use by agency officials and 
employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information on key Defense Nuclear Agency personnel, may be 
released to the media, individuals, businesses, or any other public or 
private requester for use in compiling background information. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
. Paper records in file folders. 
Retrievability: 

Alphabetically by last name. 
Safeguards: 

Files are secured in a locked file in an area accessible only to 
authorized personnel. The building is protected by security guards 
and an intrusion alarm system. 

Retention and disposal: 

Files are retained in an active file until retirement, transfer, separa- 
tion or death of the individual concerned or in accordance with 
current records management regulations. 

System manager(s) and address: 

Public Affairs Officer, HQ, Defense Nuclear Agency, Washington, 
DC 20305-1000, Telephone: (202) 325-7095. 

Notification procedure: 

Information may be obtained from the System Manager. 
Record access procedures: 

Written requests should be addressed to HQ, Defense Nuclear 
Agency, ATTN: Public Affairs Office, Washington, DC 20305-1000 
and contain the full name of the requester. Visits can be arranged by 
the Public Affairs Officer, Telephone: (202) 325-7095. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the System Manager or from the General 
Counsel, HQ, Defense Nuclear Agency, Washington, DC 20305- 
1000. 

' Record source categories: 

Information is voluntarily submitted by individual. 

Exemptions claimed for the system: 

None. 

HDNA 009 

System name: 

Personnel Radiation Exposure Records. 
System location: 

Armed Forces Radiobiology Research Institute (AFRRI), Defense 
Nuclear Agency, Bethesda, MD 20814-5145, on the grounds of the 
National Naval Medical Center, and Field Command, Defense Nu- 
clear Agency (FCDNA), Kirtland AFB, NM 87115-5000. 

Categories of individuals covered by the system: 

Employees, contractors, or visitors who enter the AFRRI build- 
ing; other DNA/FCDNA employees who work in positions which 
might result in exposure to radiation; and individuals who participat- 
ed in the cleanup of Enewetak Atoll. 

Categories of records in the system: 

Name, Social Security Account Number, Sex, Date of Birth, Cur- 
rent and Previous Radiation Exposure History, Dates and Places of 
Employment, Dates of Exposures, Citizenship, Information on Preg- 
nancy, Areas Visited or Worked, Dates of Arrival and Departure, 
Organization, Assigned Department, Bioassay Information, Grade/ 
Rank, Work Phone and Location. 

Authority for maintenance of the system: 
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Atomic Energy Act of 1954, 42 U.S.C. 2013, Military Construction 
Appropriation Act of 1977 (Pub. L. 94-367) and DNA OPLAN 600- 
77, Cleanup of Enewetak Atoll. 

Purpose(s): 

For use by agency officials, employees, and authorized contractors, 
to provide documentation of any exposure to radiation which might 
be experienced by an individual in the course of work related activi- 
ties or while present in agency facilities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be released to support legal or medical claims for 
or against the government; to regulatory agencies for use in measur- 
ing quality of radiation protection programs, or for licensing proce- 
dures; to current or potential employers; to individuals or their au- 
thorized representatives; to contractors for use in processing uniquely 
identifiable dosimetry devices and for maintaining required dosimetry 
histories. See also blanket routine uses at the beginning of Defense 
Nuclear Agency listing. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card files, paper records in file folders, microfiche/film and auto- 
mated records on magnetic tapes, disks and computer printouts. 
Retrievability: 

Alphabetical by last name of individual. Automated, records are 
selectable on all fields within the record. 
Safeguards: 

Computer equipment and records are in controlled access areas 
protected by either guards, intrusion alarms, or coded locks. Manual 
or hard copy records are further secured in locked cabinets or vaults. 
Automated programs are protected by user identification codes and 
passwords which limit access to the system. • 

Retention and disposal: 

For employees, records are kept for 75 years. For visitors, records 
are retired after two years to record holding area for 75 year reten- 
tion. Enewetak records are retained for 75 years. 

System manager(s) and address: 

Department Head, Radiation Safety Department, Armed Forces 
Radiobiology Research Institute, Defense Nuclear Agency, Bethesda, 
MD 20814^5145; Health Physicist, Lojgistics Directorate, Field Com- 
mand, Defense Nuclear Agency, ATTN: (FCLS), Kirtland AFB, 
NM 87115-5000. 

Notification procedure: 

Information may be obtained from the System Manager. 
Record access procedures: 

Information may be obtained from the System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations may be obtained from the System Manager or the 
General Counsel, HQ, Defense Nuclear Agency, Washington, DC 
20305-1000. 

Record source categories: 

Information is voluntarily submitted by individuals or derived from 
exposure data. 

Exemptions claimed for the system: 
None. 

HDNAOlO 

System name: 

Nuclear Test Participants. 
System location: 

Radiation Policy Division (RARP), Radiation Sciences Director- 
ate, HQ, Defense Nuclear Agency, Washington, DC 20305-1000; 
Field Command, Defense Nuclear Agency, ATTN: FCLS, Kirtland 
AFB, NM 87115-5000. 

Categories of individuals covered by the system: 

Military and civilian participants of the U. S. nuclear testing pro-, 
grams (includes some personnel from the occupational forces in 
Japan). ^ 

Categories of records in the system: 

Name, rank, grade, service number, social security number; • last 
known or current address, dates and extent of test participation, 



exposure data, unit of assignment, medical data, and documentation 
relative to administrative claims or civil litigation. 

Authority for maintenance of the system: 

Atomic Energy Act of 1954, 42 U.S.C. 2013 and Tasking Memo- 
randum from Office of the Secretary of Defense to the Director, 
Defense Nuclear Agency dated Jan. 28, 1978, Subject: DoD Person- 
nel Participation in Atmospheric Nuclear Weapons Testing. 

Purpose(s): 

For use by agency officials and employees, or authorized contrac- 
tors, and other DoD components in the preparation of the histories* 
of nuclear test programs; to conduct scientific studies or medical 
follow-up programs and to, provide data or documentation relevant 
to the processing of administrative claims or litigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

National Research Council and the Center for Disease Control, for 
the purpose of conducting epidemiological studies on the effects of 
ionizing radiation on participants of nuclear test programs. Depart- 
ment of Labor, for the purpose of processing claims by individuals 
who allege job-related disabilities as a result of participation in nucle- 
ar test programs and for litigation actions. Department of Energy, for 
the purpose of identifying DOE and DOE contractor personnel who 
were, or may be in the future, involved in nuclear test programs; and 
for use in processing claims or litigation actions. Veterans Adminis- 
tration, for the purpose of processing claims by individuals who 
allege service-connected disabilities as a result of participation in 
nuclear test programs and for litigation actions; and to conduct 
epidemiological studies on the effect of radiation on^ nuclear test 
participants. Information may be released to individuals or their au- 
thorized representatives. See also blanket routine uses at beginning of 
Defense Nuclear Agency listing. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, computer magnetic tape disks and 
printouts in secure computer facilities. 

Retrievability: 

Records are retrieved by name, military service number and social 
security number. 

Safeguards: 

Paper records are filed in folders stored in areas accessible only by 
authorized personnel. Buildings are protected by security guards and 
intrusion alarm systems. Magnetic tapes are stored in a vault in a 
controlled area within limited access facilities. Access to computer 
programs is controlled throXigh software applications which require 
validation prior to use. 

Retention and disposal: 

Records are retained for 50 years after termination of case. 
System manager(s) and address: 

NTPR Program Manager (RARP), Radiation Sciences Director- 
ate, HQ, Defense Nuclear Agency, Washington, DC 20305-1000 (for 
atmospheric test records) and Field Command, Defense Nuclear 
Agency, ATTN: FCLS, Kirtland AFB, NM 87115-5000, (for under- 
ground test records). • . 

Notification procedure: 

Information may be obtained from the System Manager. 
Record access procedures: 

Requests for access may be addressed to the System Manager. 
Contesting record procedures: 

Information on agency rules and procedures for contesting record 
contents or appealing initial determinations may be obtained from the 
General Counsel, HQ, Defense Nuclear Agency, Washington, DC 
20305-1000. 
. Record source categories: 

DNA Form 10, DoD records from individuals voluntarily contact- 
ing DNA or other elements of DoD by phone or mail, dosimetry 
records and records from the Department of Energy, the Veterans 
Administration, the Social Security Administration, the Internal Rev- 
enue Service, and the Department of Health and Human Services. 

Exemptions claimed for the system: 
None. 
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ORGANIZATION OF THE JOINT CHIEFS 
OF STAFF 

REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifl- , 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement, information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an (em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be displosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
as a routine use to the National Archives and Records Administra- 
tion (NARA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
Government for the purpose of counterintelligence activities author- 
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ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

JOJCSOOIMILPERS 

Slystem name: 

OJCS Medals and Awards Files and Report System; Microfilmed 
Historical Awards. 
System location: 

Military Personnel Branch, Personnel Division, Organization of the 
Joint Chiefs of Staff, Pentagon, Washington, DC 203G1. 

Categories of individuals covered by the system: 

AH military officer/enlisted personnel, regular and reserve, who 
are serviced by the Organization of the Joint Chiefs of Staff. 

Categories of records in the system: 

File contains, , but not limited to, recommendations and substantiat- 
ing documents for awarding of the medals and awards; orders au- 
thorizing awards, certificates of eligibility, memoranda for the 
record, vote sheets, status sheets, board memberships lists, criteria 
and analysis, agency historical file, reports, reclama actions, recom- 
mendations for foreign awards, special category and exception to 
policy, bulletins, miscellaneous correspondence, Decorations and 
Awards Board memoiranda, memoranda and records and microfilmed 
historical awards. 

Authority for maintenance of the system: 

Title 10, United States Code, Chapter 5, Section 141-143, 

PurposeCs): 

This information is used by the Secretary of Decorations and 
Awards Board to retrieve information for the Maintenance of the 
Awards Program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by l^t name of individual. 
Safeguards': ^ 

Building employs security guards. Access to space is limited to 
personnel office personnel during non working hours via locked door. 
During working hours the space is occupied by personnel office 
personnel at all times. 

Retention and disposal: 

Files are permanent. They are microfilmed and retained for histori- 
cal purposes. 
System manager(s) and address: n 

Director, Joint Staff, OJCS, Pentagon, Washington, DC 20301. 
Notification procedure: 

Information may be obtained from: Secretary, Decorations and 
Awards Board, Organization of the Joint Chiefs of Staff, Pentagon, 
Washington, DC 20301 Telephone: 202-695-4759. 

Record access procedures:' 

Request from individual should be addressed to: Secretary, Deco- 
rations and Award Board, Organization of the Joint Chiefs of Staff, 
Pentagon, Washington, DC 20301. Written requests for information 
should contain the full name of the individual, current address and 
telephone number. For personaL visits, the individual should be able 
to provide some acceptable identification, that is, at least, his identifi- 
' cation card. , f 

Contesting record pirocedures: 

The Agency's rules for access to records 'and for contesting con- 
tents and appealing initial determinations by the individual concerned 
ai-e contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. . ' . 

Record source categories: 

Source of information is obtained from agencies, which are serv- 
iced by the Organization of the Joint Chief of Staff. - 
Exemptions claimed for the system: 
None. 

j6jcsoo2Milpers 

System name: • 



Military Personnel Files. 
System location: 

Military Personnel Branch, Personnel Division, Directorate of Ad- 
ministrative Services, Organization for the Joint Chiefs of Staff, Pen- 
tagon, Washington, DC 20301. 

Categories of individuals covered by the system: 
All military personnel, assigned to, attached to or on temporary 
duty with the Organization of the Joint Chiefs of Staff. 
Categories of records in the system: 

Files contain personnel information which has been extracted from 
the individual's official Military Personnel File. Files contain infor- 
mation pertaining to, but not limited to, name, grade, service number, 
service job title, expected ^date of arrival for duty with the Organiza- 
tion of the Joint Chiefs of Staff, expected date of departure from the 
Organization of the Joint Chiefs of Staff. 

Authority for maintenance of the system: 

Title .10, United States.Code, Chapter 5, Section 141-143. 

Piirpose(s): 

To be used by Officials of Military Personnel Branch, Directorate 
of Administrative Services, Organization of the Joint Chiefs of Staff 
to perform administrative functions required on individuals prior to 
their assignment to, during their assignment to, and after their assign- 
ment to the Organization of the Joint Chiefs of Staff. Uses include, 
but are not limited to, knowing when an individual will arrive, what 
agency they will be assigned to, who they will replace and when an 
individual will depart. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders; paper card files; ringed binders. 
Retrievability: 

Filed alphabetically, by last name of individual, filed by agency; 
filed by requisition number. ' 

Safeguards: 

Building employs security guards. Records are stored in file cabi- 
nets. The room(s) are locked when unattended. 
Retention and disposal: 

Files are retained in active file until individual departs the Organi- 
zation of the Joint Chiefs of Staff. Upon departure, the individual's 
file is placed in the inactive file. The file is retained for approximate- 
ly one year. 

System .manager(s) and address: ' ' 

Chief, Military Personnel Branch Personnel Division, Directorate, 
- of Administrative Services, Organization of the Joint Chiefs of Staff. 

Notification procedure: 

Information may be obtained from: Chief, Military 'Personnel 
Branch Personnel Division, Directorate of Administrative Services, 
Organization of the Joint Chiefs of Staff, Pentagon, Washington, DC 
20301 Telephone: 202-697-3540. 

Record access procedures: 

Request from individual should be addressed to: Chief, Military 
Personnel Branch, Organization of the Joint Chiefs of Staff, the 
Pentagon, Washington, DC 20301. Written requests for information 
should ^contain full name of the individual, current address and tele- 
phone number. For personal visits, the individual should be able to 
provide some acceptable identifications. ' 

Contesting record procedures: 
• The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b. and OSD Administrative Instruc- 
tion No. 81. ; V o 

Record source categories: 

Source of information is the individual and the individual's Official 
Military' Personnel Files. - ^ * 

Exemptions claimed for the system': 

None. ..... 

JOJCS003SMB 

System name: 
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Directorate Administrative Services Management Information 
vSystem (DASMIS). 
System location: 

Staff Management Branch, Directorate of Administrative Services, 
Organization of the Joint Chief of Staff, Pentagon, Washington, DC 
20301. 

Categories of individuals covered by the system: 
All individuals assigned to the OJCS; all persons with access into 
the OJCS restricted areas; personnel with SIOP clearance. 
Categories of records in the system: 

File contains individual's security clearance, personal and office 
address, date or rank, date of birth, assignment and rotation dates, 
service, rank, grade. Social Security Account Number. 

Authority for maintenance of the system: 

Title 10, United States Code, Chapter 5, Section 141-143. 

Purpose(s): 

To be used by officials of the Personnel Division in performing all 
administrative functions as appropriate with respect to personnel 
assigned to the OJCS; for monitoring and processing requests for 
manpower and organizational management services, performing orga- 
nizational and manpower reviews for OJCS. Used by the Service 
Division in developing and preparing financial data for the OJCS and 
carrying out associated programming and fiscal functions, assigning 
space and providing equipment, supplies and service support as may 
be required by the OJCS. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policieis and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Disc, magnetic tape backup. 
Retrievability: 

Record ID made up of billet number, record type and Social 
Security Account Number. 
Safeguards: 

Building employs security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened 
and cleared, also access to data requires the proper users-ID and 
password. 

Retention and disposal: 

Personnel records are permanent. All records are maintained in an 
active file. Security-OJCS records are permanent. Non-OJCS records 
are deleted upon termination/expiration of badges or passes. 

System managerCs) and address: 

Staff Management Branch, Directorate of Adininistrative Service, 
Organization of the Joint Chiefs of Staff, Pentagon, Washington, DC 
20301. National Military Command System Support Center, Defense 
Communications Agency, Pentagon, Washington, DC 20301. 

Notification procedure: 

Information may be obtained from: Staff Management Branch, 
Directorate of Administrative Services, OJCS Room 1A724, Penta- 
gon, Washington, DC 20301 Telephone: 202-695-0475. 

Record access procedures: 

Requests for individuals should be addressed to: Staff Management 
Branch, Directorate of Administrative Service, OJCS, Pentagon, 
Washington, DC 20301. Written requests for information should con- 
tain the full name, rank and service and agency while assigned to the 
OJCS, plus Social Security Account Number. For personal visits, the 
individual should be able to provide sonie acceptable identification, 
that is: Driver's license employing office identification card, and give 
some verbal information that could be verified with his 'case' folder. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing intitial determinations by the individual con- 
cerned are contained in 32 CFR part 286b and OSD Administrative 
Instruction No. 81. 

Record source categories: 

Information is obtained from various OJCS, DoD, and Standard 
Forms from the respective Services; from distributed documents 
routed to all personnel effected. 

Exemptions claimed for the system: 

None. 



JOJCS004SECDIV 

System name: 
Personnel Security File, Security Division, DSS. 
System location: 

Personnel Security Branch, Security Division, Directorate of Ad- 
ministrative Services, Organization of the Joint Chiefs of Staff, Pen- 
tagon, Washington, DC 20301. 

Categories of individuals covered by the system: 

All personnel assigned to or employed by the OJCS who have 
been granted a security clearance; all individuals who are civilian 
applications or military nominees for duty with OJCS; all persons 
who have been authorized a pass for access to the restricted of . the 
OJCS. 

Categories of records in the system: 

File contains, individual's records of security clearances granted; 
security briefing and debriefing certificates; perspnal history state- 
ments' record card file of request for pass or badge; and other related 
security processing papers. 

Authority for maintenance of the system: 

Title 10, United States Code, Chapter 5, Section 141-143. 

Purpose(s): 

This information is used by Officials and personnel of the OJCS 
Security Division, DSS to perform all administrative functions neces- 
sary to determine eligibility of personnel for security clearance pro- 
vide processing of all security clearances; processing and producing 
all passes and badges for personnel requiring access to OJCS restrict- 
ed areas; devise and implement security policies and provide for the 
security of the OJCS areas. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; paper card "files, 
Retrievability: 

Filed alphabetically by individual's last name. 
Safeguards: 

Building employs security guards. Records are maintained in an 
alarmed vault only to authorized Security Division personnel who 
are properly screened, cleared and trained. 

Retention and disposal: 

Records are maintained in active file until individual departs the 
OJCS at which time entire file is destroyed; card files are deleted 
upon termination/expiration of pass or badge. 

System manager(s) and address: 

Director of Administrative Services, Organization of the Joint 
Chiefs of Staff 

Notification procedure: 

Information may be obtained from: Security Division, Directorate 
of Administrative Services, OJCS Room 2E949, The Pentagon, 
Washington, DC 20301 Telephone: 202-695-0866. 

Record access procedures: 

Request from individual should be addressed to: Chief, Security 
Division, Directorate of Administrative Services, OJCS, Pentagon, 
Washington, DC 20301. Written requests for information should con- 
tain the full name, rank. Service, Social Security Account Number of 
the individual, current address, telephone number and agency to 
which assigned in OJCS or if non-OJCS, identify current employer. 
Visits are limited to the Security Division, Directorate of Administra- 
tive Services, Organization of the Joint Chiefs of Staff, Pentagon, 
Washington, DC 20301. For personal visits, the requesting individual 
must provide acceptable proof of identity, such as full name, date and 
place of birth and some additional verbal information that can be 
verified by his 'case' record, as parents' names, recent addresses, etc. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 
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Personal History Statements and related security forms from the 
individual being considered for security clearances or passes; clear- 
ance verification correspondence; correspondence originating from 
the Defense Investigative and other Federal agencies. 

Exemptions claimed for the system: 

None. . 

JOJCS005CRIS 

System name: 
Command Resources Information System (CRIS). 
System location: 

Intelligence, Center Pacific, Box 38, Camp H.M. Smith, Hawaii 
96861. . 

Categories of individuals covered by the system: 

All DoD and DoD affiliated personnel, military and civilian in- 
cluding spouse, working in or assigned to the Intelligence Center 
Pacific (IPAC). 

Categories of Vecords in the system: 

Personal information consisting of the individual's name, social 
security number, rank and grade, employment and work history data, 
home phone, address and name of spouse. 

Authority for maintenance of the system: 

National Security Act of 1947, as amended; 5 U.S.C. 301 Depart- 
mental Regulations; and 44 U.S.C. 3101 Records Management by 
Federal Agencies. 

Purpose(s): - 

This consolidated automated personnel system consisting of all 
information required to satisfy reporting and recordkeeping require- 
ments identified in regulations and directives by * the Military Serv- 
ices, the JCS civilian support offices and IPAC is used by manage- 
ment persoiinel of the Consolidated Civilian Personnel (CCPO) and 
various military personnel offices to satisfy reporting requirements. It 
is also used for internal recordkeeping requirements and policies such 
as award nominations, phone listings, alert/recall rosters, status and 
efficiency reports, training, budgetary and fiscal reports, and to pro- 
vide for verification and update of previously provided informiation 
and summary descriptive statistical or analytical management infor- 
mation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this system of records may be disclosed for any of 
the blanket routine uses published by the organization of the Joint 
Chiefs of Staff 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in the file folders; computer floppy and hard disks in 
secure facility. 
Retrievability: 

Paper file records retrieved by name. Computer records retrieved 
by name, SSN, organizational location, billet number. 
Safeguards: 

Paper records are stored in locked horizontal and vertical cabinets 
in a limited access area of the IPAC. The computer hardware, disks, 
and other materials are secured in locked cabinets and desks in a 
controlled and guarded area. All records are located in a Secure 
Compartmented Information Facility, (SCIF) and adjacent secure 
work areas. Computer access is via controlled dial in and is password 
controlled. Passwords are changed semiannually or upon the depar- 
ture of any person knowing the password. The autornated system is 
operated by IPAC, and only personnel with an official need to know 
are given the password and user identification information needed to 
access the computer system. While the file is primarily indexed by 
social security number (SSN) and name, any combination of fields 
and data can be used to select individual records. 

Retention and disposal: 

Paper records are retained until transferred to computer data bases 
and then destroyed. Computer .printouts are destroyed after use as 
working papers. Magnetic disks are retained until they are no longer 
required for reference, then erased. 

System manager(s) and address: 

Arnold Mabile, Colonel, USAF, Commanding Officer, Intelligence 
Center Pacific, Box 38, Camp H.M. Smith, HI 96861. Telephone 
(808)477-5203. 

Notification procedure: 

Information may be obtained from the system manager. 



Record access procedures: 

Requests should be addressed to the system manager. 
Contesting record procedures: 

Information on contesting . record contents and appealing initial 
determinations may be obtained from the system manager. 

Record source categories: 

IPAC records, information from CCPO and military personnel 
offices, and from voluntary subniittals by individuals assigned to or 
working in IPAC. 

Exemptions claimed for the system: 

None. 

.JS006.CND 

System name: ' ^ 

USSOUTHCOM Counter Narcotics Database. 
System location: 

U.S. Southern Command Support Center, ATTN: SCJ6-C, 1401 
Wilson Boulevard, .ArHngton, VA 22209-2306. 

Categories of individuals covered by the system: 

Persons suspected of involvement in international narcotics traf- 
ficking, as determined by federal lavy enforcement agencies (e.g., 
Bureau of Alcohol, Tobacco and Firearms; Coast Guard; Customs; 
Drug Enforcement Administration; Defense; Federal Aviation Ad- 
ministration; Federal Bureau of Investigation; Immigration and Natu- 
ralization Service; Internal Revenue Service; Justice; Secret Service; 
State; U.S. Marshals; and, El Paso Intelligence Center (EPIC), a 
multi-agency tactical intelligence processing and analysis facility.) 

Categories of records in the system: 

Information consisting of name, Social Security Number (if appli- 
cable), date of birth, current or previous address, any other identifier 
information, and investigative information supporting known or sus- 
pected narcotics trafficking activity. 

Authority for maintenance of the system: 

FY 1989 National Defense Authorization Act, Public Law 100- 
456; National Drug Control Strategy, January 1, 1990; Secretary of 
Defense Letter, January 6, 1989, SUBJECT: Policy Guidelines for 
Implementation of FY 1989 Congressionally Mandated DoD Coun- 
terdrug Responsibilities; and. Executive Order 9397. 

Purpose(s): ' 

To establish a counter narcotics computer database to support 
DoD Components and Federal law enforcement agencies in identify- 
ing and apprehending persons involved in international trafficking of 
illegal drugs. 

To carry out the DoD mission of detection and countering of the 
production, trafficking, and use of illegal drugs. 

The Federal agencies identified will exchange investigative infor- 
mation contained in this database to carry out the counter narcotics 
niission. 

Routine uses of records maintained in the system, including catego- 
ries of users aiid the purposes of such uses: 

To law enforcement components of the Drug Enforcement 
Agency; Bureau of Alcohol, Tobacco, and Firearms; Federal Bureau 
of Investigation; Customs Service; U.S. Secret Service; and, U.S. 
Marshals, for investigation and apprehension of drug traffickers, 
smugglers, or others aiding activities of the illegal narcotics trade. 

To law enforcement and drug interdiction task force units of the 
Coast Guard; Federal Aviation Administration; Immigration and 
Naturalization Service; Internal Revenue Service; and Department of 
Transportation for investigation of suspected narcotics trafficking 
activities. 

To the Ei Paso Intelligence Center for processing and analysis of 
suspected trafficking activities. 

The **Blanket Routine Uses" ' published at the beginning of the 
Joint Staff compilation of record system notices also apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

All files are stored on computer magnetic tapes or disks in a secure 
computer facility. 

. Retrievability: 

Computer files are retrieved by name or Social Security Number 
or any other identifying information. 

Safeguards: 
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Access to the computer by authorized personnel is controlled by a 
login and password control system. In addition, all terminals capable 
of accessing the system are located in secure areas. 

Retention and disposal: 

Tapes and disks constituting the main data file are. retained for ten 
years, after which they are erased and overwritten, or destroyed. 
System manageKs) and address: 

Director, U.S. Southern Command Support Center, ATTN: SCJ6- 
C, 1401 Wilson Boulevard, Arlington, VA 22209-2306. Telephone 
(703) 522-6942. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
may contain information about themselves should address written 
inquiries to the Director, U.S. Southern Command Support Center, 
ATTN: SCJ6-C, 1401 Wilson Boulevard, Arlington, VA 22209-2306. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Direc- 
tor, U.S. Southern Command Support Center, ATTN: SCJ6-C, 1401 
Wilson Boulevard, Arlington, VA 22209-2306. 



Contesting record procedures: 

The Office of the Joint Staff rules for accessing records and for 
contesting contents and appealing initial agency determinations are 
published in OSD Administrative Instruction No. 81, "OSD Privacy 
Program"; 32 CFR part 286b; or may be obtained from the system 
manager. 

Record source categories: 

Bureau of Alcohol, Tobacco and Firearms; Coast Guard; Customs; 
Drug Enforcement Administration; Defense; Federal Aviation Ad- 
ministration; Federal Bureau of Investigation; Immigration and Natu- 
ralization Service; Internal Revenue Service; Justice; Secret Service; 
State; U.S. Marshals; and, El Paso Intelligence Center (EPIC). 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as 
applicable. Intelligence and investigation portions of this system may 
be partially or totally subject to the general exemption. 

An exemption rule for this record system has been promulgated 
according to the requirements of 5 U.S.C. 553 (b) (1), (2), and (3), (c) 
and (e) and published in 32 CFR 286b. 7. For additional information 
contact the system manager. 



452 



DEFENSE COMMUNICATIONS AGENCY 
How To Use the Index Guide 

To, assist the reader in locating and reviewing the particular record 
system of interest, the various agency offices and the prefix letter 
symbols represented as part of the record system identification for 
that office are set forth below. 

System IdentiHcation Series 

Subject Series 
General Counsel • 
KCIV 

Defense Communications Engineering Center ■ 
KDCE 

Defense Commercial Communications Office , < 

KDEC . , 

Defense Communications Agency Europe ' 

KEUR : 
Equal Employment Opportunity DCA 

KMIN 

National Communications System 
KNCS 

Defense Communications Agency Pacific 
KPAC 

White House Communications Agency 
KWHC 

Confidential Statement of Employment and 
Financial Interest 
K105.01 

Investigation of Complaint of Discrimination 
K107.1 

Travel Orders Records System 

K232.01 
Injury Record File 

K232.02 
Security 

K240. 
Mishap Report 

K317.01 
Claims Files 

K660.01 
Civilian Personnel 

K700. 

Freedom of Information Act Files 
K890.01 

Awards Case History File (Military) 
K890.03 

Military Personnel Management/Assignment Files 
K890.04 

Overseas Rotation Program Files 
K890.05 

Card File for Forwarding Mail of Departed 
Personnel 
K89a06 

Education, Training, and Career Development 
Data System 
K890.07 

REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses' of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 



ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto,- the relevant records in the system of records 
may be referred, as a routine use, to. the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention pf an, employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license; grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government- wide personnel management functions and 
studies. 
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ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by . this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. . 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the" Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

KCIV.Ol 

System name: 

Records Relating to DCA Transactions under the Privacy Act of 
1974. 
System location: 

Each office of the Defense Communications Agency (DCA) 
worldwide which is required to submit information it maintains for 
each system of records maintained under the provisions of the Priva- 
cy Act of 1974 and records of information released or withheld 
under the Act. 

Categories of individuals covered by . the system: 

All military and civilian personnel currently assigned to or em- 
ployed by DCA. Also limited historical records on personnel previ- 
ously assigned or employed by DCA. 

Categories of records in the system: 

All types of records which relate to release or withholding of data 
relating to the rights of the privacy of an individual. 
Authority for maintenance of the system: 



Pub. L. 93-579, The Privacy Act of 1974* 
Purpose(s): 

Used by the Civilian Assistant to the Chief of Staff, Headquarters, 
DCA for periodic reporting under provisions of the Act. 

Used by the Comptroller, Headquarters, DCA for budgeting and 
manpower allocation within the Agency. 

Used by the Counsel, Headquarters, DCA in preparing for possible 
litigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE-USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records kept in file cabinets or safes. 

Retrievability: 

By name or SSAN. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel. 

Retention and disposal: 

Retained for at least 5 years, then destroyed. 

System manager(s) and address: 

Civilian Assistant to the Chief of Staff, Code 104, Headquarters, 
DCA 

Notification procedure: 

Requests from individuals should be addressed to the Civilian 
Assistant to the Chief of Staff, Code 104, Headquarters, DCA. The 
full name and organizational assignment, of the requesting individual 
will be required to determine if the system contains a record about 
him or her. The requester may visit the Office of the Civilian Assist- 
ant to the Chief of Staff, DCA, Code 104, to obtain information on 
whether the system contains records pertaining to him or her. As 
proof of identity the requester should present either a current DCA 
identification badge or a driver's license. 

Record access procedures: 

Contact the Civilian Assistant to the Chief of Staff for assistance. 
The mailing address is listed in the organizational directory of the 
DCA published in the Federal Register and should be referenced by 
the requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Accountings submitted by those DCA officials who are SYSMAN- 
AGERS of Record Systems reportable under the Privacy Act of 
1974. 

Exemptions claimed for the system: 
None. 

KDCE.01 

System name: 

Visit Notification/Clearance Verification Records NR501-11. 
System location: 

Security Branch, Room 1A06, Defense Communications Engineer- 
ing Center (DCEC), Code R 1 2 1 . 

Categories of individuals covered by the system: 

Same plus industrial contractors requiring adniittance to the facility 
on official business. 

Categories of records in the system: 

Form listing the name, date and place of birth, SSAN, clearance 
status, and basis for that clearance. 

Authority for maintenance of the system: 
Executive Order 10450, as amended. 
Purpose(s): 

To identify official visitors to defense installations and organiza- 
tions responsible for work on Defense Department contracts and 
verify the level of classification to which each is authorized access. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA*s listing of records. 

Policies and practicies for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Destroyed one year after revocation of permit to enter premises. 
Storage: 

File folders. ' 
Retrievability: 

By folder identified by contractor or individual's name. 
Safeguards: 

Building security guards. Records maintained in area accessible 
only to authorized personnel who are appropriately cleared and 
trained. 

Retention and disposal: 

Records not permanent. Retained one year after revocation then 
destroyed. 
System manager(s) and address: 

Chief, security Branch, Defense Communications Engineering 
Center (DCEC), 1860 Wiehle Avenue, Reston, Virginia 22090. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Branch, Defense Communications Engineering Center (DCEC),1860 
Wiehle Avenue, Reston, Virginia 22090. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. The requester may visit the Security 
Branch, Defense Communications Engineering Center (DCEC) 1860 
Wiehle Avenue, Reston, Virginia 22090, to obtain information on 
whether the system contains records pertaining to him or her. As 
proof of identity the requester must present a current DCA identifi- 
cation badge or drivers*s license. 

Record access procedures: 

Contact the Chief, Security Branch, Defense Communications En- 
gineering Center (DCEC), 1860 Wiehle Avenue, Reston, Virginia 
22090. The official mailing addresses are in the. Department of De- 
fense Directory in the appendix io the Defense Communications 
Agency's systems notice and should be referenced by the requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Military and Civilian Personnel whose names appear on the form. 
, Exemptions claimed for the system: 
None. 

KDCE.02 

System name: 

Parking Permit Control Files 501-07. 
System location: 

Security Bi-anch, Defense Communications Engineering Center 
(DCEC)) Code R121 

Categories of individuals covered by the system: 

Military and Civilian personnel employed by the Defense Commu- 
nications Engineering Center (DCEC) and Command and Control 
Technical Center (CCTC). 

Categories of records in the system: 

Owner's name and vehicle identification data and parking number 
assigned. ' , 

Authority for maintenance of the system: 

Federal Property. Management Regulations, Temporary Regulation 
D-47, dated May 22, 1974, issued by the General Services Adminis- 
tration (GSA). 

Purpose(s): , 

To assign specific parking spaces to personnel so authorized; and 
to identify parked vehicles when circumstances so dictate. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the . beginning of 
DCA's listing of records. • 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Destroyed upon departure of individual from employment with 
Defense Communications Engineering Center (DCEC) or Command 



and Control Technical Center (CCTC) or when no longer authorized 
to park. 

Storage: 

File folders. . 
Retrievability: 

By parking number. ' . ' 

Safeguards: 

Building security guards, records maintained in area accessible 
only to authorized personnel who are appropriately cleared and 
trained. . 

Retention and disposal: 

Records are not permanent. Retained while individual is author- 
ized reserved parking, then destroyed. 

System manager(s) and address: 
. Chief,. Security Branch, Defense Communications Engineering 
Center (DCEC), 1860 Wiehle Avenue, Reston, Virginia 22090. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Branch, Defense Communications Engineering Center (DCEC), 1860 
Wiehle Avenue, Reston, Virginia 22090. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. The requester may visit the Security 
Branch, Defense Communications Engineering Center (DCEC), 1860 
Wiehle Avenue, Reston, Virginia 22090 to obtain information on 
whether the system contains records pertaining to him or her. As 
proof of identity the requester must present a current DCA identifi- 
cation badge or a driver's license. 

Record access procedures: 

Contact the Chief, Security Branch, Defense Communications En- 
gineering Center (DCEC), 1860 Wiehle. Avenue, Reston, Virginia 
22090. The official mailing addresses are in the Department of De- 
fense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requester. 

Contesting record procedures: . ' 

The Agency's rules for access to records' and for* contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Military and Civilian personnel whose names appear on the form. 
Exemptions claimed for the system: 
None. ' * • 

KDCE.03 

System name: 

DA Form 727 Classified Container Information File 503-02. 
System location: 

Security Branch, Room 1A06, Defense Communications Engineer- 
ing Center (DCEC), Code R121. 

Categories of individuals covered by the system: 

Classified container information listing the name, address, and tele- 
phone number of each person authorized access to the container. 

Categories of records in the system: 

This foriii records the name, grade, address, and home telephone 
numbers of the above individuals. 
Authority for maintenance of the system: 

Executive Order 10450, as amended; Executive Order 12356. 
Purpose(s): 

To identify, locate, and contact each person authorized access 
when the need arises. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES' , set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Destroy when obsolete, i.e. , when person, departs, when combina- 
tion changed, or when container no longer lised. 

Storage: 

File folders. 

Retrievability: 

By capital property- number. 
Safeguards: 
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Building security guards, records maintained in area accessible 
only to authorized personnel who are appropriately cleared and 
trained. 

Retention and disposal: 

After becoming obsolete, file is destroyed. 

System manager(s) and address: 

Chief, Security Branch, Defense Communications Engineering 
Center (DCEC), 1860 Wiehle Avenue, Reston, Virginia 22090. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Branch, Defense Communications Engineering Center (DCEC), 1860 
Wiehle Avenue, Reston, Virginia 22090. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. The requester may visit the Security 
Branch, Defense Communications Engineering Center (DCEC), 1860 
Wiehle Avenue, Reston, Virginia 22090, to obtain information on 
whether the system contains records pertaining to him or her. As 
proof of identity the requester must present a current DCA identifi- 
cation badge or a driver's license. 

Record access procedures: 

Contact the Chief, Security Branch, Defense Communications En- 
gineering Center (DCEC), 1860 Wiehle Avenue, Reston, Virginia 
22090. The official mailing addresses are in the Department of De- 
fense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Military and Civilian Personnel whose names appear on the form. 

Exemptions claimed for the system: 

None. 

KDEC.02 

System name: 

Authorization to Sign for Classified Material List. 
System location: 

Administrative Division, Code D200, Defense Commercial Com- 
munications Office (DECCO), Scott Air Force Base, Illinois 

Categories of individuals covered by the system: 

Records Systems contains the names of DECCO personnel who 
are authorized to receive classified material from the Commander 375 
Air Base Group, Scott Air Force Base, lUinois. 

Categories of records in the system: 

Records consist of retained copy of letter containing names and 
specimen signatures of DECCO personnel who are authorized to 
pick up classified material from the 375 Air Base Group, Scott Air 
Force Base, Illinois. 

Authority for maintenance of the system: 

Executive Order 10450, as amended * 

Purpose(s): 

Used by the Chief, Administrative Division, Cdoe D210, DECCO 
to determine which DECCO personnel are authorized to pick up 
classified mail from the 375 Air Base Group. 

Used by the Commander, 375 Air Base Group to verify that 
DECCO personnel who appear at the unit to pick up classified mail 
are authorized to do so. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Records are filed in a folder which is kept in a safe. 
Retrievability: 

Information is retrieved by name. 
Safeguards: 

- Records are maintained in a safe in an area which is accessible 
only to authorized personnel who are properly screened, cleared, and 
their duties require them to be in the area where the records are 
kept. 

Retention and disposal: . 



Records are not permanent. List is updated as personnel changes 
occur. The superseded list is then destroyed. 
System manager(s) and address: - 
Chief, Administrative Division, DECCO. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Adminis- 
trative Division, Code D200, DECCO, Scott Air Force Base, Illinois. 
The full name of the requesting individual will be required to deter- 
mine if the system contains a record about him or her. As proof of 
identity, the requester must present a current DCA identification 
badge or driver's license. 

Record access procedures: 

Contact the Chief, Administrative Division, Code D200, DECCO, 
Scott Air Force Base, Illinois, for assistance. The mailing address is 
listed in the organizational directory of the Defense Communications 
Agency published in the Federal Register and should be referenced 
by the requester. 

Contesting record procedures: 

The Activity's rules for access and for contesting contents and 
appealing initial determinations by the individual concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Names of the individuals in the system are furnished by the Chief, 
Administrative Division, DECCO. 
Exemptions claimed for the system: 

None. 

KDEC.03 

System name: 
Classified Material Receipt Authorization List. 
System location: 

Administrative Division, Code D200, Defense Commercial Com- 
munications Office (DECCO), Scott Air Force Base, Illinois.. 

Categories of individuals covered by the system: 

Records system contains names of DECCO personnel who are 
authorized to receive classified material upon delivery by mail room 
personnel. 

Categories of records in the system: 

Records consist of name, social security number, and grade of 
individuals authorized to receipt for classified documents. 
Authority for maintenance of the, system: 
Executive Order 10450, as amended 
Purpose(s): 

Chief, Administrative Division uses the list as a tracer to determine 
individuals who receive classified material. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

Records are stored in a locked safe. 

Retrievability: 

Records are retrieved by name. 
Safeguards: 

Records are maintained in a safe in an area which is accessible 
only to authorized personnel who are properly screened, cleared, and 
their duties require them to be in the area where the records are 
kept. 

Retention and disposal:. 

Records are not permanent. List is updated as personnel changes 
occur. Superseded list is then destroyed. 
System manager<s) and address: 
Chief, Administrative Division, DECCO. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Adminis- 
trative Division, Code D200, DECCO. The full name of the request- 
ing individual will be required to determine if the system contains a 
record about him or her. As proof of identity, the requester must 
present a current DCA identification badge or driver's license. 

Record access procedures: 
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Contact the Chief, Administrative Division, Code D200, DECCO, 
for assistance. The mailing address is listed in the organizational 
directory of the Defense Communications Agency published in the 
Federal Register and should be referenced by the requester. , 

Contesting record procedures: 

The activity*s rules for access to records, and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Names of individuals in the system are furnished by the Chief, 
Administrative Division, DECCO. 
Exemptions claimed for the system: 
None. 

KPEC.04 

System name: 

Authority to Review/Sign for Classified Messages at 1918 Com-* 
munications Center. 
System location: 

Administrative Division, Code D210, Defense Commercial Com- 
munications Office (DECCO), Scott Air Force Base, Illinois. 

Categories of individuals covered by the system: 

Records system contains the names of DECCO personnel who are 
authorized to review, sign for, and pick up classified messages in the 
Communications Center Squadron. 

Categories of records in the system: 

Records consist of a copy of a letter addressed to the Commander,. 
1918 Communications Squadron to show specimen signatures of 
DECCO personnel who are authorized to review, sign for, and pick 
up classified messages at that unit. 

Authority for maintenance of the system: 

Executive Order 10450, as amendfed 

Purpose(s): 

Used by Chief, Administrative Division, DECCO to determine 
which mail room personnel are authorized to. review, sign for, and 
pick up classified messages. 

Used by Commander, 1918 Communications Squadron to verify, 
that specific DECCO personnel who came to the Communications 
Center to pick up classified messages are authorized to do so. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are filed in a file folder which is kept in a safe. 
Retrievability: . 
Information is retrieved by name of individual.* 
Safeguards: 

Records are maintained in a safe in an area which is accessible 
only to authorized personnel who are properly screened, cleared, and 
their duties require them to be in the area where the records are 
kept. 

Retention and disposal: 

Records are not permanent. List is updated as required. The super- 
seded list is then destroyed. 
System manager(s) and address: 
Chief, Administrative Division, DECCO. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Adminis- 
trative Division, Code D210, DECCO. The full name of the request- 
ing individual will be required to determine if the system contains a 
record about him or her. As . proof of identity, the requester must 
present a current DCA identification badge or driver's license. 

Record access procedures: 

Contact the Chief, Administrative Division, Code D210, DECCO, 
for assistance. The mailing address is listed in the organizational 
directory of the Defense Communications Agency published in the 
Federal Register and should be referenced by the requester. • 

Contesting record procedures: 

The Activity's, rules for access to records and for contesting con- 
tents and appealiiig initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 



Record source categories: 

Names of the individuals in the system are furnished by the Chief, 
Administrative Division, DECCO. 

Exemptions claimed for the system: 
None. 

KDEC.05 

System name: 
Access Listing to Classified Material (NATO). 
System location: 

Administrative Division, Code D200, Defense Commercial Com- 
munications Office (DECCO), Scott Air Force Base, Illinois. 

Categories of individuals covered by the system: 
Records system contains , the names and specimen signatures of 
DECCO personnel who are authorized access to NATO documents. 
Categories of records in the system: 

Records consist of copy of letter sent to Code 240, Headquarters, 
A. Letter contains names and specimen signatures of DECCO per- 
sonnel who are NATO control officers and alternates.' 

Authority for maintenance of the system: 

Executive Order 11652 ^ ' '\. 

Purpose(s): 

Used by the Chief, Administrative Division to determine personnel 
who are authorized access to NATO documents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are filed in a folder which is kept in a safe. 
Retrievability: 

Information is retrieved by name. ' 
Safeguards: 

Records are maintained in a restricted area which is accessible 
only to authorized personnel who are properly screened, cleared, and 
their duties require them to be in the area where the records are 
kept. 

Retention and disposal: 

Records are not permanent. They are updated when changes in 
personnel occur, and the superseded list is destroyed. 
System manager(s) and address: 
Chief, Administrative Division, DECCO. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Adminis- 
trative Division, Code D200, DECCO, Scott Air Force Base, Illinois. 
The full name of the requesting individual will be required to deter- 
mine if the system contains a record about him or her. As proof of 
identity, the requester must present a current DCA identification 
badge or driver's license. 

Record access procedures: 

Contact the Chief, Administrative Division, Code D200, DECCO, 
Scott Air Force Base, Illinois, for assistance. The mailing address is 
listed in the organizational directory of the Defense Communications 
Agency published in the Federal Register and should be referenced 
by the requester. 

Contesting record procedures: 

The Activity's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Names of individuals are furnished by the Chief, Administrative 
Division, DECCO. 

Exemptions claimed for the system: 

None, . ^ 
KDEC.06 

System name: ; » 

Nominations/Enrollments for Training Courses. 
System location: 
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Administrative Division, Defense Commercial Communications 
Office (DECCO), Code D220. Scott Air Force Base, Illinois. 

Categories of individuals covered by the system: 

Records required on military and civilian members who enroll in 
government training courses. 

Categories of records in the system: 

Record indicates personnel data and is not revealed 'to anyone 
other than individuals involved in obtaining or allocating classroom 

spaces. 

Authority for maintenance of the system: 

5 U.S. Code, Chapter 41 and Executive Order 11348 

Purpose(s): 

Records are used by Chief, Administrative Division to enroll stu- 
dents who have been selected by operating officials to attend govern- 
ment training courses. Information includes name, social security 
number, office phone, home phone, home address, job title, grade, 
emergency phone, and emergency address, and name of individual to 
contact in case of emergency. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are kept in a locked file cabinet. 
Retrievability: 

Records are retrieved by name of trainee. 
Safeguards: 

Records are maintained in area which is accessible only to author- 
ized personnel who are properly screened, and their duties require 
. them to be in the area where the records are kept. 

Retention and disposal: 

Records are retained five years, then destroyed. 
System manager(s) and address: 

Chief, Administrative Division. DECCO, Code D210, Scott Air 
Force Base, Illinois. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Adminis- 
trative Division, DECCO, Code D220, Scott Air Force Base, Illinois. 
The full name of the requesting individual will be required to deter- 
mine if the system contains a record about him or her. As proof of 
identity, the requester must present a current DCA identification 
badge or driver's license. 

Record access procedures: 

Contact the Chief, Administrative Division, DECCO, Code D220, 
Scott Air Force Base, Illinois, for assistance. The mailing address is 
listed in the organizational directory of the Defense Communications 
Agency published in the Federal Register and should be referenced 
by the requester. 

Contesting record procedures: 

DECCO's rules for access to records and for contesting their 
content and appealing initial determination by the individuals con- 
cerned are set forth in the Rules and Regulations Section of the 
Federal Personnel Manual. 

Record source categories: 

Information provided by individuals. 

Exemptions claimed for the system: 

None. 

KDEC,07 

System name: 

601-11 Duty Rosters. 
System location: 

Administrative Division, Defense Commercial Communications 
Office (DECCO). Code D210, Scott Air Force Base, Illinois 

Categories of individuals cfovered by the system: 

On a rotation basis all military and civilian Division Chiefs are oh 
call after duty hours to take action on messages received at the 1918 
Communications Center. 

Categories of records in the system: 

Records contain names and telephone numbers of DECCO person- 
nel on call for duty after regular work hours. 



Authority for maintenance of the system: 

10 use 133(b) 
Purpose(s): 

Listing is used to provide names and home telephone numbers of 
individuals who may be called after duty hours. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 
Storage: 

Rosters are locked in a file cabinet. 
Retrievability: 

Records are retrieved by name of designated individuals. 
Safeguards: 

Records are stored in a locked file cabinet. 
Retention and disposal: 

Records are retained two years then destroyed. 
System manager(s) and address: 

Chief, Administrative Division, Code D210, DECCO, Scott Air 
Force Base, Illinois. 

Notification procedure: 

Records from individuals should be addressed to Chiefs Adminis- 
trative Division, Code D210, DECCO, Scott Air Force Base, Illinois.' 
The full name of the requesting individual will be required to deter- 
mine if the system contains a record about him or her. The requester 
may visit the Chief, Administrative Division, Code D210, DECCO, 
Scott Air Force Base, Illinois, to obtain information on whether the 
system contains records pertaining to him or her. As proof of identi- 
ty the requester must present a current DCA identification badge or 
a driver's license. 

Record access procedures: 

Contact the Chief, Administrative Division, Code 0210, DECCO, 
Scott Air Force Base, Illinois. The official mailing addresses are in 
the Department of Defense Directory in the appendix to the Defense 
Communications Agency's systems notice and should be referenced 
by the requester. 

Contesting record procedures: 

DECCO's rules for access to records will be determined by the 
Legal Counsel on a case by case basis. 
Record source categories: 

Obtained from personnel records retained in b210/D220. 

Exemptions claimed for the system: 

None. 

KDEC.08 

System name: 

101-06 Request and Authorization for Temporary Duty Travel. 
System location: 

Administrative Division, Code D210, Defense Commercial Com- 
munications Office (DECCO), Scott Air Force Base, Illinois. 

Categories of individuals covered by the system: 

Military and civilian members who travel in performance of con^ 
ducting DECCO business. 

Categories of records in the system: 

Provides traveler's name, social security number, purpose, travel 
schedule, job title, days involved, cost, and fund citation to cover 
cost of travel. 

Authority for maintenance of the system: 

10 use 133(b) . 
Purpose(s): 

Copies are provided to the Accounting and Finance Officer, 
DECCO, Code D532, to substantiate payment of travel voucher on 
return to duty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 
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Records are stored in a locked safe. 
Retrievability: 

Records are retrieved by name of traveller. 
Safeguards: 

Records are stored in a locked file cabinet and records are accessi- 
ble to Administrative Division personnel only. 
Retention and disposal: 

Records are retained two years then destroyed. 
System manager(s) and address: 

Chief, Administrative Division, DECGO, Code D210, Scott Air 
Force Base, Illinois. 
Notification procedure: 

Requests from individuals should be addressed to Chief, DECCO, 
Code D210, Scott Air Force Base, Illinois. The full name of the 
requesting individual . .will be required to determine if the system 
contains a record about him or her. As* proof of identity, the request- 
er must present a current DCA identification badge or driver's li- 
cense. ' . ■ y 

Record access procedures: 

Contact the Chief, Administrative Division, DECCO, Code D210, 
Scott Air Force Base, Illinois, for assistance. The mailing address is 
listed in the organizational directory of the Defense Communications 
Ajgency published in the Federal Register and should be referenced 
by the requester. 

Contesting record procedures: 

DECCO's rules for access to records will be referred to the Hegal 
Counsel on sl case by case basis. 
. Record source categories: 
Provided by traveler. 
Exemptions claimed for the system: 
None. 

KEUR.02 

System name: 
DCA Form 605, Personnel Data Sheet. 
System location: 

Management Support Division, Defense Communications Agency' 
Europe (DCA-EUR), APO New York 09131. 
Categories of individuals covered by the system: 

All personnel assigned to DCA Europe. 
Categories of records in the system: 

Records consist of information on each individual including name, 
grade, SSAN, date. and place of birth, permanent home address, 
marital and dependent status, passport number, rotation date, for- 
warding address, date of rank, PAFSC/MOS/NEC, date reported, 
SAFC/MOS/NEC, civilian and military education, BASD/ 
TAFMSD, residence and duty phone numbers, and emergency ad- 
dressee. 

Authority for maintenance of the system: 

10 use 133(b) 

Purpose(s): 

Maintained for use by the Management Support Division as a 
reference file and routine or emergency locator file. 

Routine uses of records maintained in the system, including catego- 
ries of users and the: purposes of such uses: 

See ^BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records, in the system: 

Storage: 

Records maintained in file folders 
Retrievability: 

Records filed alphabetically by last name of individuals. 
Safeguards: 

Records maintained in a locked container accessible to authorized 
personnel only. Military police are posted at entrance of the building. 
Retention and disposal: . 

Record maintained for one year after departure of individual then 
destrdyed. 

System manager(s) and address: 

Management Support Division, DCA Europe, APO New York 
09131 



Notification procedure: 

Requests from individuals should be addressed to Chief, Manage- 
ment Support Division, DCA-Europe, APO New York 09131. The 
full name of the requesting individual will be required to determine if 
the system contains a record about him or her. As proof of identity, 
the requester must present a current DCA identification badge or 
driver's license. ^ 

Record access procedures: 

Contact the Chief, Management Support ^Division, DCA-Europe, 
APO New York 09131, for assistance. The mailing address is listed in 
the organizational directory of the Defense Communications Agency 
published in the Federal Register, and should be referenced by the 
requester. 

Contesting record procedures: . 

The Agency's rules for access to records for contesting contents 
and appealing initial determinations by the individual concerned may 
be obtained from the SYSMANAGER. . f 

Record source categories: 

All information is provided by the individual" upon initial assign- 
ment. ' ' 
Exemptions claimed for the system: 
None. 

KEUR.03 

System name: 

Incident Report File. 
System location: 

Management Support Division, Defense Communications Agency 
Europe (DCA-EUR), APO Nevi' York 09131. 

Categories of individuals covered by the system: 

Any personnel (military or civilian) assigned to DCA Europe 
involved in a traffic, financial, criminal or other incident which is 
reported to the Commander DCA Europe for information or neces- 
sary action. 

Categories of records in the system: 

Copies of Reports of Investigation, Military Police Incident Re- 
ports, Traffic Tickets, Letters of Notification of Dishonored checks, 
and correspondence or documents concerning other matters brought 
to the attention of the Commander DCA Europe relating to person- 
nel assigned to this Command. 

Authority for maintenance of the system: 

10 use 133(b) 

Purpose(s): 

' Maintained as a reference file for use by the Commander DCA 
Europe to document required actions taken in response to reports 
and notification of incidents involving assigned personnel. 

Routine uses of records maintained in the system,' including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USESV set forth at the beginning of 
DCA's listing of records. . : 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in file folders. . 
Retrievability: 

Information is retrieved by name of the individual. 
Safeguards: 

Records are maintained in a locked security file container and may 
be accessed only by the Commander, Deputy Commander, Chief, 
Management Support Division, or other persons specifically designat- 
ed by the Commander. 

Retention and disposal: 

Records are maintained in an active file during the period of the 
individuaPs assignment to DCA Europe and destroyed, on his or her 
departure. ' ' 

System manager(s) and address: 

Commander, DCA Europe, APO New York 09131 

Notification procedure: 

Requests from individuals should be addressed to Chief, Manage- 
ment Support Division, DCA-Europe, APO New York 09131. The 
full name of the requesting individual will be required to determine if 
the system contains a record about him or her. As proof ;of identity. 
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the requester must present a current DCA identification badge or 
driver's license. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA-Europe, 
APO New York 09131, for assistance. The mailing address is listed in 
the organizational directory of the Defense Communications Agency 
published in the Federal Register and should be referenced by the 
requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information is obtained from reports, documents, and correspond- 
ence received from Civilian and Military Police Service Investigative 
Agencies, Military Exchange and Commissary systems, or any other 
agency or individual that reports information of an incident nature to 
the Commander DCA Europe. 

Exemptions claimed for the system: 

None. 

KEUR.04 

System name: 

Security Clearance File. 
System location: 

Management Support Division, Defense Communications Agency 
Europe (DCA-EUR), APO New York 09 1 3 1 . 
Categories of individuals covered by the system: 
All personnel assigned to DCA Europe. 
Categories of records in the system: 

File contains roster by name and social security number which 
reflects the US and NATO security clearances held by DCA Europe 
personnel. 

Authority for maintenance of the system: 

Executive Order 10450, as amended. 
Purpose(s): 

Information is maintained as a centralized reference document for 
verification of security clearances held by DCA Europe personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Clearances are certified to other US government agencies as re- 
quired 

See also ^BLANKET ROUTINE USES' set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Roster is stored in a locked file container. 
Retrievability: 

Information is retrieved by name. 
Safeguards: 

Roster is maintained in a locked file container with access limited 
to authorized personnel only. 
Retention and disposal: 

Records are maintained during the period of current employment 
with DCA EUR and noncurrent information is deleted from the file 
at the time of departure of individual. 

System managers) and address: 

Management Support Division, Code E200, DCA Europe, APO 
New York 09131 

Notification procedure: 

Requests from individuals should be addressed to Chief, Manage- 
ment Support Division, DCA-Europe, APO New York 09131. The 
full name of the requesting individual will be required to determine if 
the system contains a record about him or her. As proof of identity, 
the requester must present a current DCA identification badge or 
driver's license. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA-Europe, 
APO New York 09131, for assistance. The mailing address is listed in 
the organizational directory of the Defense Communications Agency 
published in the Federal Register and should be referenced by the 
requester. 

Contesting record procedures: 



•The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from SYSMANAGER. 

Record source categories: 

Information maintained on the roster is obtained from the original 
clearance certification by HQ DCA and documents signed by the 
individual which acknowledge receipt of additional access. 

Exemptions claimed for the system: 

None. 

KEUR.05 

System name: 
Classified Container Information Forms. 
System location: 

Office of Security Officer, Headquarters, Defense Communications 
Agency Europe (DCA-EUR), APO New York 09131. 

Categories of individuals covered by the system: 

Persons who have been designated for access to the containers and 
who may be contacted for access in case of emergency. 

Categories of records in the system: 

Retained copies of DA Forms 727, which contain name, home 
address, and phone number of individual. 
Authority for maintenance of the system: 
Executive Order 10450, as amended; Executive Order 12356. 
Purpose(s): 

Used to maintain current designation of persons who may be 
contacted for access to the container. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Forms maintained in locked file cabinet. 
Retrievability: 

Information is retrieved by name of individual. 
Safeguards: 

Containers are located in locked or controlled access areas. Mili- 
tary, police are posted at entrance of the building.. 
Retention and disposal: 

Forms are renewed every six months or when any individual 
having access to the container departs, and then destroyed. 
System manager(s) and address: 
Security Officer, DCA Europe, APO NY 09131 
Notification procedure: 

Requests from individuals should be addressed to Chief, Manage- 
ment Support Division, DCA-Europe, APO New York 09131. The 
full name of the requesting individual will be required to determine if 
the system contains a record about him or her. As proof of identity, 
the requester must present a current DCA identification badge or 
driver's license. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA-Europe, 
APO New York 09131, for assistance. The mailing address is listed in 
the organizational directory of the Defense Communications Agency 
published in the Federal Register and should be referenced by the 
requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing intial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Individuals designated by Division Supervisors. 
Exemptions claimed for the system: 
, None. 

KEUR.07 

System name: 

Postal Directory File. 
System location: 
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.Management Support Division, Defense Communications Agency 
Europe .(DCA-EtJR), APO New York 09131, and Field Offices. 

Categories of individuals covered by the system: 

All individuals currently assigned to DCA Europe and those who 
departed within preceeding 12 months. 
. ' Categories of records in the system: 

Records consist, of change of address recorded on DA Form 3955 
(change of address and directory record). . . , 

Authority for maintenance of the system: 

U.S.A. Postal Manual, Chapter 1, Part 158. 

Purpose(s): 

Card files are maintained by the Commander APO 09131 Post 
Office, and the APO Mail 'Distribution Center for the Stuttgart, 
Germany area located at Wallace Barracks. Files are also maintained 
at Postal Facilities servingg the Field Offices:. Worms - APO 09056, 
UK - APO 09378, Naples - FPO 09524, Athens - APO 09223. 

Information is used by SYSMANAGER to direct mail delivery to 
the proper address. > • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: - . j . 

Records are stored in card file boxes in the mail room. 

Retrieyability: 

Information is retrieved by name of individual and organizational 
assignment. 
Safeguards: 

Records are maintained in rooms approved for the storage of US 
mail and are accessible only to authorized personnel. Military jjolice 
are posted at the entrance of the building. 

Retention and disposal: 

Records are maintained in an active file during period of current 
assignment to DCA Europe and for one year after departure, at 
which time they are destroyed. • 

System manager(s) and address: 

Management Support Division, DCA Europe, APO New York 
09131 

Notification procedure: , . 

Requests from individuals should be. addressed to SYSMAN- 
AGER. 
Record access procedures: 

Contact the Chief, Management Support Division, DCA-Eurppe, 
APO New York 09131, for assistance. The mailing address is listed in 
the organizational directory of the Defense Communications Agency 
published in the Federal Register and should be referenced by the 
requester. . ' ' . 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information is provided by individuals upon initiar assignment to 
DCA Europe. 

Exemptions claimed for the system: 

None. '. . ■ / • 

ri'. ' ■ • . .KEUR.08 

System name: 

Travel Order and Voucher File. 

System location: 

- Management Support Division, Defense Communications Agency 
Europe (DCA-EUR), APO New York 09131. 
Categories of individuals covered by the system: 
All personnel who perform official travel under orders issued by 
DCA Europe. 
Categories of records in the system: 

Records in the system consist of travel orders, transportation re- 
quests, commercial carrier transportation tickets, travel advance 
vouchers, records of travel claims and payments. Data in the system 
includes the individual's name, SSAN, home phone and address, and 
other pertinent travel information. 



Authority for maintenance of the system: 

10 use 133(b) 
Purpose(s): 

Records maintained by SYSMANAGER for budget and account- 
ing purposes to verify amounts actually spent for. travel, and for 
control of an accountability for travel orders issued by DCA Europe. 

Used by prosecution authorities in case of fraud. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. • . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage:'' 

Records maintained in file folders. 
Retrievability: 

Records filed sequentially by travel order number. . ' 
Safeguards: 

Records maintained in locked file containers accessible only to 
authorized personnel. Military police are posted at building entrance 
during duty hours. ' ^ . . 

Retention and disposal: 

Records are maintained for two calender years and then destroyed. 
Slystem manager(s) and. address: 

Management Support Division, DCA-;Europe, APO New York 
09131 

Notification procedure: 

Requests from individuals should be addressed to Chief, Manage- 
ment Support Division, Defense Communications Agency Europe, 
APO New Vork, 09131. The full name of the requesting individual 
will be required to determine if the system contains a record about 
him or her. As proof of identity, the requester must present a current 
DCA identification badge or driver's license. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA-Europe, 
APO New York 09131, for assistance. The mailing address is listed in 
the organizational directory of the Defense Communications Agency 
published in the Federal Register and should be referenced by the 
requester. 

..Contesting record procedures: 

The Agency's rules for contesting contents and appealing determi- 
nations by the individual may be obtained from the SYSMAN- 
AGER. . ' 

Record source categories: 

Personal information is obtained from individual travelers and en- 
tered on the travel order form. 
Exemptions claimed for the system: 
None. 

KEUR.09 

System name: 

Noncombataiit Information Card, AEZ Form 6-106. 
System location: 

Management Support Division, Defense Communications Agency, 
European Area, (DCA-EUR), APO New York 09131. 
Categories of individuals covered by the. system: 

(1) All legal dependents of United States Forces personnel. 

(2) United States civilian employees of DoD Agencies and their 
dependents. 

(3) Department of Defense or a military service department spon- 
sored United States technical representatives. 

(4) Bonafide members of households of United States Forces per- 
sonnel and of persons in (2) and (3) above. 

(5) United States personnel who are .special invitees possessing 
current Department of Defense or a military service department 
invitational travel orders. 

(6) Dependents of United States personnel assigned to United 
States elements of any North Atlantic Treaty Organization military 
headquarters or agency when common facilities are used and that the 
Secretary of Defense has authorized to receive United States support. 

(7) Other United States nongovernmental, npnmilitary individuals 
and agencies in oversea military commands for whom military logis- 
tical support is authorized in joint military regulations (e g., USO, 
American Red Cross). 
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Categories of records in the system: 

AEZ Form 6-106, Noncombatant Information Card. It contains 
mformation on the following: 

Sponsor. Name, grade, date arrived in theater, data of return from 
overseas; SSAN; organization and duty section; occupation specialty; 
branch of service or agency; military post or base name and city 
location; building number; room number; duty phone; ZIP Code- and 
APO or FPO. ' 

Noncombatant. Local residence street number and name and city; 
area; building number; apartment number; home phone; ZIP Code- 
date assigned; Continental United States residence street number and 
name or Post Office Box number; city; state or territory; and ZIP 
Code. 

Vehicle. Vehicle number(s) and make(s); year(s); and capacity. 

Names of all noncombatants. For each: Passport number; SSAN; 
relationship; month and year of birth; whether or not has an identifi^ 
cation tag; immunization record; and if or if not a driver of vehicle. 

Briefings. Briefing by supervisor to sponsor; warden to noncombat- 
ant; route reconnaissance; and noncombatant Evacuation Operations 
rehearsal. For each of the above items, dates information given; by 
whom given; frequency of review items; date and signature of spon- 
sor and supervisor for each of the items to authenticate that all above 
items reviewed as required. 

Authority for. maintenance of the system: 

Title 10, U.S.C. 3012. 

Routine uses of records maintained by the system, including catego- 
ries of users and the purposes of such uses: 

Used by the Chief, Management Support Division, to determine 
preparedness of noncombatants for evacuation, if required. 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Information is recorded on 8 x 10 1/2 cardboard cards and filed in 
notebook binder. 

Retrievability: 

Information is retrieved manually by name. 
Safeguards: 

Records are filed in file cabinet and maintained in a restricted area 
which is accessible only to authorized personnel who are required to 
be in the area where records are kept. 

Retention and disposal: 

Records are not permanent. Records are updated as changes occur 
and destroyed on departure of the sponsor from DCA-Europe. 
System manager(s) and address: 

Chief, Management Support Division, DCA-Europe, APO New 
York 09131. • 

Notification procedure: 

Requests from individuals should be addressed to the Chief, Man- 
agement Support Division, DCA European Area, APO New York 
09131. The full name of the requesting individual will be required to 
determine if the system contains a record of the requester. As proof 
of identity, the requester, if assigned to DCA European Area, must 
present a current DCA identification badge or current motor vehicle 
operator's license. If not assigned to the DCA European Area but 
still in the military service the requester must provide a current 
motor vehicle driver's license or Social Security Account Number. If 
no longer affiliated with the Department of Defense must provide 
Social Security Account Number. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA European 
Area, APO New York 09131, for assistance. 
Contesting record procedures: 

The DCA rules for access to records for contesting contents and 
appealing initial determination by the individual concerned are con- 
tained in DCAI 210-225-2 or in 32 CFR part 287a. 

Record source categories: 

Information is furnished by the individual concerned; or from 
official records provided by personnel offices of the 1141st US Air 
Force Special Activities Squadron; Headquarters, European Com- 
mand, Army, Navy, Air Force and Marine Corps Elements; Stuttgart 
Area Civilian Personnel Office; and the US Finance and Accounting 
Office, Europe. 

Exemptions claimed for the system: 

None. 



KEUR.10 

System name: 
Personnel File. 
System location: 

Management Support Division, Defense Communications Agency, 
(DCA) European Area, APO New York 09131. 

Categories of individuals covered by the system: 
DCA Europe Military and Civilian Personnel. 
Categories of records in the system: 

' Records consist of security clearance data (Air Force Form 47: 
Certificate of Eligibility and Record of Personnel Security Clearance, 
and DCA Form 548: Status of Clearance); record of requests for 
changes to assignment; job title and position (Air Force Form 2095: 
Assignment/Personnel Action, and Standard Form 52: Request for 
personnel action); leave data; special orders published by the DCA 
European Area pertaining to additional duties; and sponsorship infor- 
mation. 

Authority for maintenance of the system: 
• Title 10, U.S.C. 136(b). 
' Purpose(s): . 

Used by the Chief, Management Support Division, to verify securi- 
ty clearance status, initiate personnel actions such as effectiveness 
reports, changes in position, title or assignment; record of additional 
duties, and related routine personnel and administrative matters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records filed in folder. 
Retrievability: 

Information is retrieved by name. 
Safeguards: 

Records are maintained in a safe accessible only to personnel 
authorized in the performance of their official duties. 
Retention and disposal: 

Records are maintained one year after departure of the individual 
from the DCA-European Area and then destroyed. 
System manager(s) and address: 

Chief, Management Support Division, DCA European Area, APO 
New York 09131. 
Notification procedure: 

Requests from individuals should be addressed to the Chief, Man- 
agement Support Division, DCA European Area, APO New York 
09131. The full name of the requesting individual will be required to 
determine if the system contains a record of the requester. As proof 
of identity, the requester,, if assigned to DCA European Area, must 
present a current DCA identification badge or current motor vehicle 
driver's license or Social Security Account Number. If no longer 
affiliated with the Department of Defense must provide Social Secu- 
rity Account Number. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA European 
Area, APO New York 09131, for assistance. 
Contesting record procedures: 

The Defense Communications Agency rules for access to records 
for contesting contents and appealing initial determination by the 
individual concerned are contained in DCAI 210-225-2 or in 32 CFR 
part 287a. 

Record source categories: 

Information is furnished by the individual concerned; or from 
official records provided by personnel offices of the 1141st US Air 
Force Special Activities Squadron; Headquarters, European Com- 
mand, Army, Navy, Air Force and Marine Corps Elements; Stuttgart 
Area Civilian Personnel Office; and the US Finance and Accounting 
Office, Europe. 

Exemptions claimed for the system: 
None. 

KMIN.Ol 

System name: 
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Minority Identification File List. 
System location: 

Office of the Director of Equal Employment Opportunity, Head- 
quarters, Defense Communications Agency (DCA), Washington, DC 
Categories of individuals covered by the system: ^. 
Each civilian employee of DCA. 
Categories of records in the system: 

Employee's name; social security number; grade add step; salary, 
job title; race or national origin; sex; DCA office code; and occupa- 
tion code. . . 

Authority for maintenance of the system: . 

Federal Personnel Manual Chapter 713, Section 3-4(c) *Use of 
Statistical Data; Agency Self-Evaluation'; 10 U.S.C. 136 
Purpose(s): 

Used exclusively by the Director of Equal Employment Opportu- 
nity in studies and analyses that contribute affirmatively to achieving 
the objectives of the Equal Employment Opportunity Program. That 
is, the list is used to identify whether or riot any bias patterns may 
exist in hiring, advancement, and training opportunities and also to 
provide information to the Office of Personnel Management in af- 
firmative action plans. 

Routine uses of records maintained in the sj^stem, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The record is stored in a locked file cabinet. 
Retrievability: 

Retrieved by the grade, job title, race or sex of employees, and 
SSAN. ..." 
Safeguards: 

Building employs security guards. List locked in file cabinet. Only 
the Director of Equal Employment Opportunity has access. 
Retention and disposal: 
The record is destroyed annually. ' 
System manager(s) and address: 

Director of Equal Employment Opportunity, Headquarters, DCA 
(ATTN: Code 107), Washingtoii, DC 20305. 
Notification procedure: 

Requests from individuals should be addressed to the Director of 
Equal Employment Opportunity, Headquarters, DCA, Code 107. 
The individual's full name and organization will be required to deter- 
mine if the system contains a record about him or her. The requester 
may visit the Office of Equal Employment Opportunity, Headquar- 
ters, DCA, Code 107, to obtain information on whether the system 
contains records pertaining to him or her. Proof of identity will be 
by presentation of current DCA identification badge or a driver's 
license. ■ 

Record access procedures: 

Contact the Director of Equal Employment Opportunity, Head- 
quarters, DCA, Code 107, for assistance in this regard. The mailing 
address is listed in the organizational directory of the Defense Com- 
munications Agency published in the Federal Register and should be 
referenced by the requester. • . 

Contesting record procedures: . 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Personnel Processing Clerks and personnel records. 
Exemptions claimed for the system: 

None. 

KNCS.Ol ^ 
System name: . « 

National Communications System Continuity of Operations Plan 
(NCS COOP) Automated Support. 

System location: 

Office of the Manager, National Communications System, 8th and 
South Court House Road, ArHngton, Virginia 22204 and the NCS 
Regional Offices. 

Categories of individuals covered by the system: 



All members of the National Communications Systems Staff. 

Selected individuals of the National Communications System/ De- 
fense Communications Agency Operations Center (NCS DCAOC). 

Selected telecommunications officials of the NCS Meniber Entities 
and* selected personnel of Federal agencies in the Washington Metrb- 
poHtan Area. , ' . 

Selected key personnel of the commercial communications carriers, 
represented in the National Coordinating Center (NCC). 
. Categories of records in the system: 

File contains a plan Which provides the guidance and procedures 
for insuring the .continuity, of operations of the Office of the Manag- 
er, NCS,' and the NCS/DCAOC in the event of enemy attack, 
periods of international crisis, tension, or national catastrophe. It 
provides a roster giving the residence addresses and office and resi- 
dence phone numbers of personnel to contact as an emergency situa- 
tion develops. 

Authority for maintenance of the system: 

Executive Order 12472 Subject: Assignment of National Security 
and Emergency Preparedness Telecommunications Functions, April 
3, 1984. . , . _ , . 

Purpose(s): 

Office of the Manager, NCS - To apprise individuals on the staff 
and the regional staffs of their responsibilities and emergency reloca- 
tion assignments in conditions of emergency. 

Selected telecommunications officials of the Federal Government - 
Certain designated personnel of the Office of Science and Technolo- 
gy Policy (OSTP), Executive Office of the President, the Executive 
Agent of the NCS (who is the Secretary of Defense), the Depart- 
ment of State, Department of Defense, Federal Aviation Administra- 
tion, General Services Administration, National Aeronautics and 
Space Administration, the Central Intelligence Agency, and all other 
Government agencies with a National Security Emergency Prepared- 
ness (NSEP) responsibility who use this plan as their guidance for 
procedures to follow under conditions of emergency. Provides them 
the focal point for contacts and coordination on short notice. 

Certain telecommunications officials of the Office of Science and 
Technology Policy (OSTP), Executive Office of the President, the 
Executive Agent of the NCS (who is the Secretary of Defense), the 
Department of State, the Department of Defense, Federal Aviation 
Administration, General Services Administration, Central Intelli- 
gence Agency, the Department of Commerce, Department of the 
Interior and all other Government agencies with an NSEP responsi- 
bility, to be informed of their responsibilities in the face of worsening 
emergency conditions and, to know where to report. 

Selected personnel of the major commercial carriers represented in 
the NCC - to be knowledgeable of current telecommunications prob- 
lems so that certain priorities for support and services can be coordi- 
nated with designated Federal officials. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

. Policies and practices for storing^ retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

This is a classified plan filed in standard secure safes. The automat- 
ed portions are housed in a classified computer system. 
Retrievability: 

Filed by category of plan. The automated portion is filed by 
communication network. 
Safeguards: 

Buildings employ security guards. Records "are maintained in areas 
accessible only to authorized personnel that are property screened, 
cleared and trained. • 

Retention and disposal: 

This is a . permanent plan. It will be an active file indefinitely and 
will be updated periodically by the Manager, NCS and the Regions. 
System manager(s) and address: 

The Manager, National Communications System, Washington, DC 
20305-2010. 
Notification procedure: 

Information may be obtained from the Office of the Manager, 
National Communications System, Washington, DC 20305-2010. 
Record access procedures: 
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Requests from individuals should be addressed to the Office of the 
Manager, National Communications System, Washington, DC 20305- 

2010. ' . ^ 

Written requests should contain the full name of the individual, 
current address and telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Informal coordination with representatives of the agencies con- 
cerned. Informal telephonic coordination with personnel of the major 
telecommunication carriers represented in the National Coordinating 
Center (NCC). 

Exemptions claimed for the system: 
None. 

KNCS.02 

System name: 

National Communications System (NCS) Plan for Emergencies and 
Major Disasters. 
System location: 

Office of the Manager, National Communications System, 8th and 
South Court House Road, Arlington, Virginia 22204. 
Categories of individuals covered by the system: 

Federal Disaster Assisstance Administration (FDAA) Regional Di- 
rectors. 

General Services Administration (OSA) Regional Emergency 
Communications Coordinators 

Selected members of the National Communications System Staff. 

Federal Emergency Managemcftit Agency (FEMA) Regional Di- 
rectors. 

Categories of records in the system: ' 

File contains a plan which prescribes procedures for providing 
communication support in Presidentially declared emergency and 
major disaster operations. It provides the names, office and residence 
phone numbers of the key Federal personnel nationwide to contact 
and coordinate communications support in emergencies and major 
disasters. 

Authority for maintenance of the system: 

Presidential Memorandum, Subject: Establishment of the National 
Communications System, August 21, 1963. 
Purpose(s): 

Office of the Manager, NCS - To ensure that Federal agencies and 
certain telecommunications officials understand what their responsi- 
bilities and functions are in pre-disaster planning. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Regional representatives of FDAA, GSA, and FEMA - To know 
under which conditions of emergency they are to function and what 
roles they perform under each phase. 

Personnel assigned to States' Emergency Operations Center To 
know where the focal points are to contact for assistance. 

Quasi-government agencies - (i.e., American National Red Cross) - 
To know where the focal points are to contact for assistance. 

Major US telephone companies - To be informed on the plan and 
which regional representative will be contacting the telephone com- 
panies for assistance in conditions of disaster. 

All Federal departments and agencies of the US Government in 
the Washington Metropolitan area - To be knowledgeable of the 
provisions made in the plan to assist their agencies located outside 
the Washington Metropolitan area. 

See also 'BLANKET ROUTINE USES* set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

The plan is filed in the office bookcases. 

Retrievability: 

Filed by category of plan. 

Safeguards: . 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained: 



Retention and disposal: 

This is a permanent plan. It will be an active file indefinitely and 
will be updated periodically by the Manager, NCS. 
System manager(s) and address: 

The Manager, National Communications System, Washington, DC 
20305 

Notification procedure: 

Information may be obtained from the Office of NCS Plans and 
Operations, 8th and South Court House Road, Arlington, Virginia 
22204. 

Record access procedures: 

Requests from individuals should be addressed to the Manager, 
National Communications Systems, Washington, DC 20305. 

Written requests should contain the full name of the individual, 
current address and telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Names of regional representatives, state officials, and Federal 
agency representatives, secured through an Interagency Task Group 
established for the purpose of publishing the plan with this informa- 
tion. Information on major US telephone companies secured from an 
American Telephone & Telegraph Company Washington office rep- 
resentative. 

Exemptions claimed for the system: 
None. 

KNCS.03 

System name: 

National Communications System Emergency Action Group 
(NEAG). 

System location: 

Office of the Manager, National Communications System (NCS), 
8th and South Court House Road, Arlington, Virginia 22204. 

Categories of individuals covered by the system: 

Selected communications officials of the major operating agencies 
of the National Communications System who are designed by name 
as members of an interagency telecommunications group (NEAG) 
which is convened under national communications emergencies. 

Selected personnel on the National Communications System Staff 

Categories of records in the system: 

This file contains the objectives, membership and activation proce- 
dures for the National Communications System Emergency Action 
Group (NEAG) which is an on-call interagency telecommunications 
group whose purpose is to assist the Manager, NCS, in dealing with 
national communications emergencies. This NCS Instruction 45-1 
lists the members of the group by name and gives the office and 
residence phone numbers. 

Presidential Memorandum, Subject: Establishment of the National 
Communications System, August 21, 1963. 

Purpose(s): 

Office of the Manager, NCS, - To inform the NCS staff of its 
responsibilities under conditions of a worsening emergency and who 
to contact in the Federal agencies to keep them apprised. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Selected telecommunications officials of the Major , Operating 
Agencies of the NCS which are: Department of State, Department of 
Defense, Federal Aviation Administration, General Services Admin- 
istration, National Aeronautics and Space Administration; and the 
Central Intelligence Agency ~ To be informed on the conditions of 
emergency under which the NEAG convenes and the total member- 
ship thereof for purposes of immediate coordination. 

See also 'BLANKET ROUTINE USES* set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

This is a classified directive which is filed in standard secure safes. 

Retrievability: 

Filed by category of plan. 
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Safeguards: 

Buildings employ .security guards. Records are maintained iii areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained. 

Retention aiid disposal: 

This is a permanent directive. It will be an active file indefinitely 
and will be up-dated periodically by the Manager, NCS. 
System manager(s) and address: 

The Manager, National Communications System, Washington, DC 
20305. 
Notification procedure: 

Information may be obtained from the Office, of NCS. Plans and 
Operations, 8th and South Court House Road, Arlington, Virginia 
22204. 

Record access procedures; 

Requests from individuals should be addressed to the Manager, 
National Communications System, Washington, DC 20305. 

Written requests should contain the. full name of the individual, 
current address and telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSM AN AGER. 

Record source categories: 

Informal coordination with representatives of the NCSl member 
agencies concerned. 
Exemptions claimed for the system: 
None. 

KPAC.Ol 

System name: 

Classified Container Information Form DA 727. 
System location: 

Headquarters, Defense Communications Agency Pacific (DCA- 
PAC), APO San Francisco 96515 

Categories of individuals covered by the system: 
« Any DCA-PAC employee who is responsible for the combination 
of a -vault or container used for the storage of classified .material. 

Categories of records in the system: 

, DA Form 727 \yhich contains name,*^ address, and phone number. 
Authority for maintenance of the system: 
Executive Order 10450, as amended; Executive Order 12356. 
Purpose(s): 

Used to obtain the names of persons who have direct knowledge 
of the combination of a safe or vault. • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: , , 

Paper records in safe. > 

Retrievability:- 

Filed numerically by divisions. 
Safeguards: ' - 

Records are maintained in a locked vault. . . 

Retention and disposal: 
Destroyed when obsolete. - ■ 

System mahager(s) and address: ; ' 

Security Officer, Defense Communications Agency Pacific, APO 
San Francisco, California 96515: 
Notification procedure: 

Requests from individuals should be addressed to Security Officer, 
Defense Communications Agency Pacific, APO San Francisco, Cali- 
fornia, 96515. The full name of the individual will be required to 
deterihine if the system contains a record about him or her. The 
requestor may visit the Security Officer. DCA-PAC. APO San Fran- 
cisco 96515, to obtain information on whether the system contains 
records pertaining to him or her. As proof of identity the requestor 



must present a current DCA identification badge or a driver's li- 
cense. 

Record access procedures: 

Contact the Security Officer, DCA-PAC, APO San Francisco, 
California 96515. The official mailing addresses are in the Depart- 
ment of Defense Directory in the appendix to the Defense Communi- 
cations Agency's systems notice and should be referenced by the 
requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents by the individual concerned may be obtained from the SYS- 
MANAGER. 

Record source categories: 

Security Officer, . DCA-PAC, APO San Francisco, California 
96515. 

Exemptions claimed for the system: v 
None. 

KPAC.02 

System name: 

Authorization To Sign For Classified Material Lists. 

System location: * 

Primary Systems Management. Defense Communications Agency 
Pacific, (DCA-PAC), ATTN: P200, APO San Francisco, California 
96515. 

Decentralized Segments - Individual divisions of DCA-PAC. 

Categories of individuals covered by the system: 

All employees of DCA-PAC authorized to receipt for, have custo- 
dy of or access to classified material by level and type of classifica- 
tion. 

Categories of records in the system: 

Records include lists of individuals authorized to receipt for or 
have access to classified material, appointing letters as primary and 
alternate custodians, control officers, etc., and other miscellaneous 
documents. 

Authority for maintenance of the system: 

Executive Order 10450, as amended; Executive Order 12356. 

Purpose(s): 

Information from these files is used to determine who has authority 
to receipt for and maintain custody of classified material. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storings retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are paper records stored in file folders. 
Retrievability: . / 

Records are filed by the type of material the. individual is author- 
ized access. 
Safeguards: 

Records are stored in locked vault or with copies maintained in 
locked file cabinets in the office of the division to which the file is 
applicable. ^ 

Retention and disposal: 

Records are maintained during the period the employee is author- 
ized access to the particular material, then destroyed. 
" System manageKs) and address: 

Security Officer, Defense Communications "Agency Pacific, APO 
San Francisco, California 96515. 

Notification procedure: 

Requests from individuals should be addressed to Security Officer, 
DCA-PAC, APO San Francisco, California 96515. The full name of 
the requesting individual will be required to determine if the system 
contains a record about him or her. The requester may visit the 
Security Officer, DCA-PAC, APO San Francisco, California, 96515, 
to obtain inforniation on whether the system contains records per- 
taining to him or her. As proof of identity the requester must present 
a current DCA identification Badge or a driver's license. 

Record access procedures: 

Contact the Security Officer, DCA-PAC, APO San Francisco, 
California, 96515. The official mailing addresses are in the Depart- 
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ment of Defense Directory in the appendix to the Defense Communi- 
cations Agency's systems notice and should be referenced by the 
requester. 

Contesting record procedures: 

The DCA rules for access to records and for contesting contents 
by the individual concerned may be obtained from the SYSMAN- 
AGER. 

Record source categories: 

Information obtained from the Army, Navy, Air Force, Civil Serv- 
ice Commission files or security files of DCA Headquarters. 
Exemptions claimed for the system: 
None. 

KPAC.03 

System name: 

420-20 Permanent Change of Station and Temporary Duty Travel 
Order File. 

System location: 

Primary System, Management Support Division, Headquarters, 
Defense Communications Agency Pacific (DCA-PAC), APO San 
Francisco 96515 

Decentralized segments: NCS PEARL Harbor, FPO San Francis- 
co, California 96610; CCPD WBO, NAS Barbers Point, FPO San 
Francisco, California 96611, and appropriate offices of the Army, 
Navy, and Air Force. 

Categories of individuals covered by the system: 

Those DCA-PAC personnel who are required to perform tempo- 
rary travel and individuals who are transferred from this headquar- 
ters on permanent change of station orders issued by competent 
authority. 

Categories of records in the system: 

Records would include copies of original travel order, travel 
claims and substantiating documents, i.e., receipts for car rental, air 
line tickets, travel requests, laundry services, lodging, records of 
advance travel payments and other miscellaneous vouchers. 

Authority for maintehance of the system: 

10 use 133 (b). 

Purpose(s): 

Copies of temporary duty and permanent change of station orders 
issued by Headquarters, DCA-PAC are used by Chief, Management 
Support Division to obligate funds for payment of claims, obtain 
transportation requests and to account for the movement of assigned 
personnel. Permanent change of station orders are filed in order to 
forward mail. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Paper records in file folders. 
Retrievability: 

Information is accessed and retrieved by name, social security 
number and/or order number. 
Safeguards: 

Records are stored in file cabinets in offices locked during non- 
duty hours. 

Retention and disposal: 

Permanent change of . station arid temporary duty orders issued by 
Headquarters, DCA-PAC are temporary. They are retained in the 
active files for one year, held for three additional years, then de- 
stroyed. Permanent change of station orders issued by other com- 
mands/agencies are maintained for. one year and subsequently de- 
stroyed. 

System managerCs) and address: 

Chief, Management Support Division, P200, Headquarters, DCA- 
PAC. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Manage- 
ment Support Division, P200, Headquarters, DCA-PAC. The full 
name of the requesting individual will be required to determine if the 
system contains a record about him or her. The requester may visit 
the Management Support Division, P200, Headquarters, DCA-PAC, 
to obtain information on whether the system contains records per- 



taining to him or her. As proof of identity the requester must present 
a current DCA identification badge or a driver's license. 
Record access procedures: 

Contact the Chief, Management Support Division, P200, Head- 
quarters, DCA-PAC. The official mailing addresses are in the De- 
partment of Defense Directoiry in the appendix to the Defense Com- 
munications Agency*s systems notice and should be referenced by the 
requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents by the individual concerned may be obtained from the SYS- 
MANAGER. 

Record source categories: 

Information supplied by Headquarters, DCA-PAC, Army, Navy 
or Air Force as appropriate plus individual travel claims filed in 
conjunction with a particular permanent change of station n tempora 
temporaty duty movement. ■ 

Exemptions claimed for the system: 

None. 

KPAC.04 

System name: 

Time and Attendance Cards and Labor Distribution Cards. 
System location: 

Primary Systems Management, Naval Communications Station 
(NCS), Pearl Harbor, FPO San Francisco 96610 

Decentralized segments - Individual Division of Defense Commu- 
nications Agency Pacific (DCA-PAC). ' . 

Categories of individuals covered by the system: 

All civilian employees, assigned to Headquarters, DCA-PAC. 

Categories of records in the system: 

Forms included in this file are: NAVCOMPT FM 911 A (REV 7- 
55) and Labor Distribution Card. 14ND NSC 5230/28 (9-69). 
Authority for maintenance of the system: 

Federal Personnel Manual Supplement 293-11, Subchapter 57-2 
Purpose(s): 

Information from these files is used to compute payrolls, compute 
the amount of annual/sick leave accumulated and used as set forth in 
Civil Service Regulations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing^ retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Record's are .stored on paper cards maintained in file folders. 
Retrievability: 

Files individually identified by name and social security number. 
Safeguards: 

Records are stored in locked file cabinets located in offices locked 
during non-duty hours. 
Retention and disposal: 

Records are maintained during the period the employee is attached 
to DCA-PAC, then destroyed. 
System manager(s) and address: 

Chief, Management Support Division, Headquarters, DCA-PAC, 
APO San Francisco, California 9615 15. 
Notification procedure: 

Requests from individuals should be addressed to Chief,^ Manage- 
ment Support Division, Headquarters, DCA-PAC. The full name of 
the requesting individual will be required to determine if the system 
contains a record about him or her. The requester may visit the 
Management Support Division, Headquarters, DCA-PAC, to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requester must present a current 
DCA identification badge or a driver's license. 

Record access procedures: 

Contact the Chief, Management Support Division, Headquarters, 
DCA-PAC. The official mailing addresses are- in the Department of 
Defense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requester. 

Contesting record procedures: 
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The Agency's rules for access to records and for contesting con- 
tents by the individual concerned may be obtained from the SYS- 
MANAGER. 

Record source categories: 

Records prepared from individual's attendance (duty) compiled by 
Headquarters, DCA-PAC in accordance with Civil Service Commis- 
sion Regulations. 

Exemptions claimed for the system: 

None. 

KPAC.05 

System name: 
403-03 Injury Records. - 
System location: 

Management Support Division, Headquarters, Defense Communi- 
cations Agency Pacific (DCA-PAC), APO San Francisco, California 
96515 

Categories of individuals covered by the system: 
Those DCA-PAC employees, both military and civilian, who sus- 
tain an injury in the performance of their duties. 
Categories of records in the system: 

Records would include copies of investigative reports compiled by 
police, either military or civilian, statements from witnesses, medical 
records, insurance claims, and other miscellaneous documents relat- 
ing to specific accident. 
.Authority for maintenance of the system: 

10 use 133(b). 

Purpo$e(s): 

To maintain records on industrial safety and make periodic reports 
to higher headquarters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, 
Retrievabiiity: 

Retrieved by name and social security number. 
Safeguards: 

Records are stored in locked file cabinets. 
Retention and disposal: 

Records are temporary. They are retained in active files for one 
year, held one additional year and destroyed. 
System manager(s) and address: 

Chief, Management Support Division, Defense Communications 
Agency Pacific, APO San Francisco, California 96515. 
Notification procedure: 

Request from individuals should be addressed to Chief, Manage- 
ment Support Division, DCA-PAC, APO San Francisco, California, 
96515. The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requester may visit the Management Support Division, DCA-PAC, 
to obtain information on whether the system contains records per- 
taining to him or her. As proof of identity the requester must present 
a current DC A identification 'badjge or a driver's license. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA-PAC, 
"APO San Francisco 96515. The official mailing addresses; are in the 
Department of. Defense Directory in the appendix to the Defense 
Communications, Agency's systems notice and should be referenced 
by the requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents by the individual concerned may be obtained from the SYSr 
MANAGER. 

Record source catiegories: 

Information supplied by the individual, witnesses, investigative and 
medical agencies. 

Exemptions claimed foi- the system: [ ' . 
None. 



KWHC.Ol 

System name: 

Agency Training File System. 
System location: 

Primary Syctem-Adjutant, Defense Communications Administra- 
tive Unit Address listed DoD Directory. 

Decentralized Segements-Defense Communications Operations 
Unit, White House Communications Defense Communications Sup- 
port Unit. Address listed in DoD Directory. 

Categories of individuals covered by the system: 

Any military employee undergoing formal, informal, on the job, or 
MOS training. 

Categories of records in the system: 

,File contains individual training cards and information on training 
progress and testing during the course of instruction and application. 

Authority for maintenance of the system: 

5 U.S. Code Chapter 41. , 

Piirpose(s): ' 

Provide agency and individual training for job efficiency and ad- 
vancement. Used to increase efficiency and individual production. 
Qualify individuals in all occupations and details within agency. Meet 
service requirements for annual occupation testing. Instill confidence 
and motivation for self-improvement and enhance promotion poten- 
tial. Establish clear path for increase in qualification throughout 
career development. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and cards in file folders. 
Retrievabiiity: 

Filed alphabetically by last name of individual. 
Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained. 

Retention and disposal: 

Records are permanent. They are retained in active file during 
active career, retired to service transfer point on release from active 
duty. . w J 

System manager(s) and address: 

Adjutant, Defense Communications Administrative Unit (DCAU), 
Building 94, Anacostia Naval Station, Washington, DC 20374. 

Notification procedure: 

Requests from individuals should be addressed to Adjutant, 
DCAU, Anacostia Naval Station. The full name of the requesting 
individual will be required to determine if the system contains a 
record about him or her. As proof of identity, the requester must 
present a current DCA identification badge or driver's license. 

Record access procedures: 

Requests from individuals should be addressed to Adjutant. 
DCAUi Bldg 94, Anacostia Naval Station, Washington, DC 20374 

Written requests for information should contain the full name of 
the individual, current address and telephone number and category 
information requested. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is driver's license, employee identifica- 
tion or military identification carid; 

Contesting record procedures: 

The agency's rules for access, to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Application and related forms from individual, performance tests, 
recommendations, service departments, written tests, previous com- 
mands and records custodians. 

Exemptions claimed for the system: 

None. 
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KWHC.02 

System name: 

Military Personnel Files System. 
System location: 

Primary System - Adjutant, Defense Communications Administra- 
tive Unit. Address listed DoD Directory. 

Decentralized Segments - Defense Communications Operations 
Unit, White House Communications, Defense Communications Sup- 
port Unit. Address listed in DoD Directory. 

Categories of individuals covered by the system: 

All assigned or attached military personnel. 

Categories of records in the system: 

Files contain individual's enlistment contract, MOS evaluation 
data, Serviceman Life Insurance Elections, Emergency Data, Record 
of Induction, Qualification Record, Oath of Office, Recommendation 
for Promotion, Medical Examination, Retirement Application, Cor- 
rection of Records, Report of Transfer or Discharge, Review for 
Correction of Discharge, Language Proficiency, Police Records 
Check, Statement of Personal History, Application for ID Cards, 
Recommendations for Awards, Awards, Certificate of Security 
Clearance, Cryptographic Training and Experience Record, Defense 
National Agency Check Request, Oath of Enlistment, Certificate of 
Achievement, Reports of Change to Qualification Record, In/Out 
Processing Check Sheet, Installation Clearance Record, Hold Let- 
ters, Personnel Data Card, Assignment, Waiver of Enlistment, Enlist- 
ed Evaluation Report, Change in Reporting Official, Career Counsel- 
ing Record, Training Upgrade, Passport Application, Letters of Rec- 
ommendation and Appreciation, Commendation, Special Orders, 
TDY Orders, Personnel Action requests, Certificates of Appreciation 
and Commendation, Extension Certificates, Officer Evaluation Re- 
ports, Application for Appointment, Application for Active Duty, 
Application for Social Security Number, Suspension of Favorable 
Personnel Action, Sign In/Out Register, Morning Reports, Leave 
Request, Suspense File, Duty Roster. 

Authority for maintenance of the system: 

10 use 3012, 6011, 8012. 

Purpose(s): 

Provide management and control of military personnel and moni- 
tor and assist in personnel actions affecting their entire career. Used 
to classify and reclassify personnel and monitor testing, assign and 
reassign personnel, process and assign overseas and Continental 
United States (CONUS), provide port call instructions, provide ros- 
ters, promotion and reduction, training schooling, special assign- 
ments, details, disciplinary action rotation, fix personnel authoriza- 
tion, determine authorizations, submit personnel requisitions, monitor 
utilization, identify personnel for elimination, proficiency testing, 
report promotion eligibles, process retirement, enlistments, branch 
transfers, extensions, curtailments. Awards, foreign service decora- 
tions, special correspondence, security clearance, photographs, ap- 
pointment, emergency leave, report casualities, dependent travel, 
marriage, adoption, readiness files, travel clearance, passports, visa, 
service benefits, life insurance, voting, control of identification cards 
and tags, maintain historical record of service, strength, prepare 
rosters and reports for personnel information systems, process incom- 
ing and out going personnel, prepare personnel data cards, obtain 
security clearance. Transfer information to Department of the Army, 
Air Force, and Navy, Washington, DC 20310. 

Disclosure to investigate Authorities on possible prosecution 
Action. Department of Service, Staff Agencies and commands, to 
coordinate and control and accomplish assigned mission of military 
personnel. Develop requirements and training of military personnel 
world-wide. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA*s listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and. cards in file folders. 
Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: 

Buildings employ securities are maintained in areas accessible only 
to authorized personnel that are properly screened, cleared and 
trained. 

Retention and disposal: 



Records are permanent. They are retained in active file during 
active career, retired to service transfer point on release from active 
duty. 

System manager(s) and address: 

Adjutant, Defense Communications Administrative Unit (DCAU), 
Building 94, Anacostia Naval Station, Washington, DC 20374. 

Notificatioii procedure: 

Requests from individuals should be addressed to Adjutaiit, 
DCAU, Anacostia Naval Station. The full name of the requesting 
individual will be required to determine if the system contains a 
record about him or her. As proof of identity, the requester must 
present a current Defense Communications Agency identification 
badge or a driver's license. 

Record access procedures: 

Requests from individuals should be addressed to 'Adjutant, 
DCAU, Bldg 94, Anacostia Naval Station, Washington, DC 20374. 

Written request for information should contain the full name of the 
individual, current address and telephone number and category infor- 
mation requested. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is drivers license, employee identifica- 
tion or military identification card. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Application and related forms from the individuals, service depart- 
ments, Defense investigative service, previous commands, Federal 
and State Agencies and records custodians. 

Exemptions claimed for the system: 

None. 

KWHC.03 

System name: 

Personnel Locator File System. 
System location: 

Primary System-Adjutant, Defense Communications Administra- 
tive Unit. Address listed DoD Directory. 

Decentralized Segements-Defense Communications Operations 
Unit, White House Communications, Defense Communications Sup- 
port Unit. Address listed in DoD Directory. 

Categories of individuals covered by the system: 
All assigned, attached or controlled personnel. 
Categories of records in the system: 

Files contain individual information categories of states, occupa- 
tion, MOS, marital status, dependents, active service dates, separa- 
tion, rank, home telephone, duty title, station, home of record, unit, 
emergency contact and location, and rotation. 

Authority for maintenance of the system: 

10 use 133(b). 
Purpose(s): 

Provides individual and supervisors a purely internal management 
tool designed to be used when individuals do not have immediate 
access to military personnel files. Used for Emergency location and 
notification of personnel under unusual circumstances. Used in 
normal notification and forwarding of information, messages and 
mail. Used in event of loss of individual military records and in 
preparation of recommendations for promotion, awards, reduction, 
discipline and personnel actions. Used on leave approval, travel, 
enlistments, training and security clearances. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA*s listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and cards in file folders. 
Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: 
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Buildings employ security" guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained. 

Retention and disposal: 

Records are retained diiring individual assignment ' and destroyed 
upon transfer. 

System manageKs) and address: 

Adjutant, 'Defense Communications Administrative Unit (DGAU), 
Building 94, Ahacostia Naval Station, Washington, DC 20374. 
Notification procedure: 

Requests from individuals should be addressed to Adjutant, 
DCAU, Anacostia Naval Station. The full name of the requesting 
individual will be required to determine if the system contains a 
record about him or her. As proof of identity, the requester must 
present a current DCA identification badge or driver's license.. 

Record access procedures: 

Requests from individuals should be addressed to Adjutant, 
DCAU, Building 94, Anacostia Naval Station, Washington, DC 
20374. 

Written requests for information should contain the full name of 
the individual, current- address and telephone number and category 
information requested. " 

For personal visits, the individual should be able to provide some 
identification or military identification card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 
. Record source cat^ories: 

Military Personnel Files and individual submission. 

Exemptions claimed for the system: 

None. 

KWHC.04 

System name: 
Military Financial File System. 
System location: 

Primary System - Adjutant, Defense Communications Administra- 
tive Unit. Address listed DoD Directory. 

Decentralized Segements - Defense Communications Operations 
Unit, White House Communications, Defense Communications Sup- 
port Unit. Address listed in DoD Directory. 

Categories of individuals covered by the system: 

All assigned or attached military personnel 

Categories of records in the system: 

File contains individual's military; pay records, substantiating docu- 
ments, such as certificates for deduction's and retained pay orders, 
records of travel and dislocation pay, record data folder, miscellane- 
ous vouchers, leave records, withholding exemption certificate, civil- 
ian clothing voucher and various collection vouchers. 

Authority for maintenance of the system: 

10 use 133(b). 

Purpose(s): 

Maintain historical record of all pay. Administer military pay and 
allowance in a accurate and legal manner. Provide maximum bene- 
ifits, provide input data, substantiate pay, process morning reports, 
provide pay allowances, provide, income tax information, referrals to 
Department of Justice and DoD, pTt)mpt processing miscellaneous 
pay, post travel cards, audit leave record, process adjustments, notice 
of exemptions and levy, provide copys to individual, verify VA 
benefits, audits, reimburse travel, maintain accuracy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage:.. : ^i. 

Paper records and cards in file folders. 

Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained. 



Retention and disposal: 

Records are permanent. They are retained in active file during 
active career, retired to service transfer point on release from active 
duty. 

System manager(s) and address: V 

Adjutant, Defense Communications Administrative Unit (DCAU),' 
Building 94, Anacostia Naval Station, Washington, DC 20370 
Notification procedure: 

Requests from individuals should be addressed to. Adjutant, 
DCAU, Anacostia Naval Station. The full name of the requesting 
individual will be required to determine if the system contains a 
record about him or her. As proof of identity, the requester must 
present a current DCA identification badge or driver's license. 

Record access procedures: 

Requests from individuals should ' be addressed to Adjutant, 
DCAU, Bldg 94, Anacostia Naval Station, Washington, DC 20374. 

Written requests for information should contain the full name of 
the individual, current address and telephone number and category 
information requested. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, driver's license, employee identifica- 
tion or military identification card. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Application and related forms from, the individual requesting pay 
action, service departments and command document, state and feder- 
al agencies and records custodians, birth certificates, marriage li- 
censes, previous employees, and financial institutions. 

Exemptions claimed for the system: 

None. 

KWHC.05 

System name: 

Personnel Information System. ' ■ 
System location: 

Primary System - Adjutant, Defense Communications Administra- 
tive Unit. Address listed DoD Directory. 

, Decentralized Segements-Defense Coiiimunications Operations 
Unit, White House Communications, Defense Communications Sup- 
port Unit. Address listed in DoD Directory.. 

Categories of individuals covered by. the system: 

AH assigned or attached personnel. 

Categories of records in the system: 

Files contain individual information categories of procurement, 
positions, duty, hold, location, address, suspense actions, passports, 
separation, birthdays, service badges, medal eligibility, survivor bene- 
fits, promotion, photographs, physicals, projected loss, orders, MOS 
testing, information change, rotation, state, age. dependents, travel 
and duty status change. . 

Authority for maintenance of the system: 

10 use 133(b). , / * 

Purpose(s): 

Provide verification and notification to individual on accuracy of 
military personnel file. Used to verify, correct and update procure- 
ment summaries, locator files, address, suspense items, passports, sep- 
aration dates, service badge eligibility, medal eligibility, clothing al- 
lowance eligibility, survivor benefits, promotion eligibility, photo- 
graph and physical completion, personnel rosters, loss reports, issu- 
ance of orders, MOS testing, notification change and new depend- 
ents. Used by individual to insure accuracy of Agency information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and cards in file folders. 

Retrievability: - 

Filed by information category. 

Safeguards: 
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Buildings employ security guards. Records ar6 maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained. 

Retention and disposal: 

Records are destroyed after verification by individual and posting 
in military personnel files. 

System manageKs) and address: 

Adjutant; Defense Communications Administrative Unit, Building 
94, Anacostia Naval Station, Washington, DC 20374. 
Notification procedure: 

Requests from individuals should be addressed to Adjutant, De- 
fense Communications Administrative unit, Anacostia Naval Station. 
The full name of the requesting individual will be requireid to deter- 
mine if the system contains a record about him or her. As proof of 
identity, the requester must present a current DCA identification 
badge or driver's license. 

Record access procedures: 

Requests from individuals should be addressed to Adjutant, De- 
fense Communications Administrative Unit , Building 94, Anacostia 
Naval Station, Washington, DC 20374. 

Written requests for information should contain the full name of 
the individual, current address and telephone number and category of 
information requested. 

For personal visits, the individuaK should be able to provide some 
acceptable identification, that is, drivers license, employee identifica- 
tion or military identification card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Military Personnel File, application from individual, service de- 
partments, previous commands, Federal and State Agencies and 
record custodians. 

Exemptions claimed for the system: 
None. 

KWHC.06 

System name: 

Personnel Security Files. 
System location: 

Primary System- Adjutant, Defense Communications Administra- 
tive Unit. Address listed DoD Directory. 

Decentralized Segments-Defense Communications Operations Unit, 
White House Communications, Defense Communications Support 
Unit. Address listed in DoD Directory. 

Categories of indiYiduals covered by the system: 

Active duty military personnel, DoD Civilian . employees, and 
DoD Contractor Personnel nominated and approved for assignment 
to the White House Communications Agency (WHCA). 

Categories of records in the system: 

Files contain individual nominations for assignment to the WHCA. 
Files include retained, copies of individuals' Statements of Personal 
History; periodic updates of statement of personal history data; indi- 
vidual building pass and identification security badge requirements; 
security briefing certificates; reports of involvements in accidents and 
incidents; retained copies of application for off-duty employment; 
notification of security clearance indoctrination/debriefing; notifica- 
tion of completion of spouse National Agency Checks; individual 
certificates of clearances; personal interview results. 

Authority for maintenance of the system: 

Executive Order 10450, as amended; Executive Order 10865. 

Purpose(s): 

Nomination files for assignment to WHCA are initiated to transmit 
completed background investigations to the following activities (in 
the order listed): 

The Office of the Special Assistant to the Secretary and Deputy 
Secretary of Defense. 

The Office of the Military Assistant to the President, 

Nomination files are used to evaluate the ' background, character, 
and qualifications of persons for assignment to the agency. 

Individual pass and security identification requirements records are 
collected to control or limit access of personnel to sensitive facilities. 

Individual reports of involvements in accidents or incidents are. 
used to monitor the security and security-related conduct of person- 
nel who are assigned to a Presidential support activity and who have 
access to classified information. 



Individual requests for approval of off-duty employment of active 
duty military personnel. The. formal request documents that a deter- 
mination has been made that the off-duty employment does not 
involve any conflict of interest. 

Retained copies of notifications of the indoctrination of personnel 
for various security clearances and special access programs. Notifica- 
tions are used to insure that only properly indoctrinated personnel 
are permitted access to these security clearances and records. 

Retained copies of correspondence advising the Commander, 
Naval Support Facility, Camp David, Maryland, of the completion 
of a National Agency Check on the spouses of WHCA personnel 
assigned to Camp David. Notifications are used as the basis for the 
preparation of access lists to Camp David. 

Individual certificates of security clearances issued by the Defense 
Communications Agency. These certify that personnel assigned to 
the agency have met all requirements for access to classified material. 

Interview notes dealing with the personal interview of individuals 
tentatively accepted for assignment to the White House Communica- 
tions Agency, pending completion of the background investigation. 
Notes are used to assess the overall qualifications of personnel tenta- 
tively selected for assignment to the agency. 

Routine uses of records maintained In the system, including catego- 
ries of users and the purposes of such uses: 

Nomination files for assignment to WHCA are initiated to transmit 
completed background investigations to the following activities (in' 
the order listed): 

The Staff Assistant for Security, Office of the Counsel to the 

President; 

Special Agent in Charge, Technical Security Division, United 
States Secret Service. 

Statements of Personal History, as well as the periodic update of 
personal history data, is used to furnish the Defense Communications 
Agency, the White House Office, and other Federal Agencies per- 
sonal data on applicants for assignment or duty with the agency. 
Statements of Personal History serve as the basis for initiation of 
background investigations and assessing the eligibility of individual 
for special access programs. 

See also 'BLANKET ROUTINE USES* set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records and cards in file folders. 
Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: . . 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel properly screened, cleared 
and trained. 

Retention and disposal: 

Records are permanent. They are retained in active status during 
period of access and retired to records storage facility. 
System manager(s) and address: 

Adjutant, Defense Communications Administrative Unit, Building 
94, Anacostia Naval Station, Washington, DC 20374. 
Notification procedure: 

Requests from individuals should be addressed to Adjutant, De- 
fense Communications Administrative Unit (DCAU) Anacostia 
Naval Station. The full name of the requesting individual will be 
required to determine if the system contains a record about him or 
her. As proof of identity, the requestor must present a current De- 
fense Communications Agency (DCA) identification badge or driv- 
er's license. 

. Record access procedures: 

Requests from individuals should be addressed to Adjutant, 
(DCAU), Bldg 94, Anacostia Naval Station, Washington, DC 20374 

Written requests for information should contain the full name of 
the individual, current address and telephone number and category 
information requested. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is driver's license, employee identifica- 
tion or military identification card. 

Contesting record procedures: , . 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 
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Statements of Personal History and related personal information 
forms and reports from each individual; Notification of personal 
(security) clearance from the Defense Communications Agency and 
other appropriate Federal Agencies; incident and accident reports 
from the investigating agency. 

Card files are originated in the Security. Office, White House 
Communications Agency, extracting pertinent information from the 
Statement of Personal History and related personal information forms 
which the individual provides. 

Exemptions claimed for the system: 

None. 

KWHC.07 
System name: > 
Agency Access/Pass File System. 
System location: ' ' 

Primary System - Adjutant, Defense Communications Administra- 
tive Unit. Address listed DoD Directory. 

Decentralized Segments-Defense Communications Operations Unit, 
White House Communications, Defense Communications Support 
Unit. Address listed in DoD Directory. 

Categories of individuals covered by the system: 

Assigned and attached personnel, contractors, visitors and civilian 
employees, whose trustworthiness has been established (in accord- 
ance with appropriate regulations), who applies for and are granted 
access to classified records, sites, equipment, containers, or areias 
within agency's scope of responsibilities. 

Categories of records in the system: 

File contains registers for recording pertinent information on per- 
sons authorized entry or access to classified records, sites, equipment, 
containers and. areas. 

' Authority for maintenance of the system: 
; Executive Order 10450, as amended; Executive Order 10865. 
Purpose(s): 

Used to record names, signatures and identity of those authorized 
access. , . 

Used to obtain and grant clearance or extension of clearance for 
access to classified information, equipment, sites or containers. Used 
to prevent unauthorized access or disclosure of classified material or 
information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' ' 

Paper records and cards in file folders. 

Retrievability: 
•' Filed alphabetically by last name of individual. 

Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared and trained. 

Retention and disposal: 

Records are permanent. They are retained in active status during 
period of access and retired to records holding facility. 
System manageKs) and address: 

Adjutant, Defense Communications Administrative Unit (DCAU), 
Bldg 94, Anacostia Naval Station, Washington, DC 20374 
Notification procedure: 

Requests from individuals should be addressed to Adjutant, 
(DCAU) Anacostia Naval Station. The full name of the requesting 
individual will be required to determine if the system contains a 
record aboiit him or her. As proof of identity, the requestor must 
present a current DCA identification badge or driver's license. 

Record access procedures: 

Requests from individuals should be addressed to Adjutant 
(DCAU), Bldg 94, Anacostia Naval Station, Washington, DC 20374. 

Written requests for information should contain the full name of 
the individual, current address and telephorie number and category of 
information requested. 

•For personal visits, the individual should be able to provide some 
acceptable identification, that is a driver's license, employee identifi- 
cation or military identification card. 



Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Application and related forms from the individual requesting 
access, personnel security clearance from Defense Investigative Serv- 
ice,, service staffs, commands and other Federal agencies. Records of 
custodians. 

Exemptions claimed for the system: 

None. 

K105.01 

System name: 

208.10 Confidential Statement of Employment and Financial Inter- 
est. 

System location: 

Office of the Counsel, Headquarters, Defense Communications 
Agency (DCA), Code 105. 
Categories of individuals covered by the system: 

Those DCA military personnel, on duty, in the rank of Lieutenant 
Colonel, Commander, or above and those DCA civilian personnel, 
on duty, in the grade of GS-13 and above whose duties require them 
to exercise judgment in actions relating to contracting or procure- 
ment. ' 

Categories of records in the system: 

The .completed DD Form 1555, 'Confidential Statement of Em- 
ployment and Financial. Interests - Department of Defense Person- 
nel'; lists of those DCA employees who must fill out the form. The 
responsibility for determining the list of which employees must fill 
out the form is vested in: (1) The Director, DCA, for the Office of 
the Director; (2) the Deputy Directors, the Comptroller,. and the 
Assistants to the Director for Administration and Personnel for their 
respective organizations; (3) the Chairman or Chief responsible indi- 
vidual for source selection boards, committees, etc., or bid or propos- 
al evaluation groups, formally designated; and (4) the Chief of Staff, 
Headquarters, DCA, for any other positions not covered in (1) 
through (4) above. 

Authority for maintenance of the system: 

18 use 208 

Purpose(s): 

Office of Counsel, DCA- To assure that the applicable DCA 
personnel refrain from any private business or professional activity or 
refrain from having any direct or indirect financial interest which 
would put them in a pbsition where there is a conflict between their 
private interest and the public interests of the United States, particu- 
larly those related to their duties and responsibilities as DCA person- 
nel. And even though a technical conflict may not exist, the Counsel, 
DCA, must assure that DCA personnel avoid the appearance of such 
a conflict from a public confidence point of view. The resolution of a 
conflict or appearance of a conflict may be accomplished by one or 
more means, such as changes in assigned duties, divestment of a 
conflicting interest, disqualification for a particular assignment, disci- 
plinary action, or criminal action. A DCA employee who falls within 
the applicable categories will have his OF8 (the covering form with 
his position description) stamped with the notation, 'Requires confi- 
dential statement of employment and financial interest as required by 
DoD Directive 5500.7'. 

DCA Management - To review where there is an unresolved 
conflict of interest and an adverse action is to be taken. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Information is accessed and retrieved by name and. organizational 
assignment. . „ . - 

Safeguards: 

Building employs security guards. Records are stored in locked 
safe and are accessible only to the Office of Counsel, DCA. 
Retention and disposal: 
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Records are temporary. They are destroyed when 6 years old 
except that documents needed in an ongoing investigation will be 
retained until no longer needed in the investigation. 

System managers) and address: . 

Counsel, Code 105, Headquarters, DC A 

Notification procedure: 

Requests from individuals should be addressed to the Counsel, 
DCA, Code 105. The full name and organizational assignment of the 
requesting individual will be required to determine if the system 
contains a record about him or her. The requester may visit the 
Office of Counsel, DCA, Code 105, to obtain information on whether 
the system contains records pertaining to him or her. As proof of 
identity the requester must present either a current DCA identifica- 
tion badge or a driver's license. 

Record access procedures: 

Contact Counsel, DCA, Code 105. The mailing address is listed in 
the organizational directory of the Defense Communications Agency 
published in the Federal Register and should be referenced by the 
requester. . . . 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Completed DD Form 1555 supplied by the individual. 
Exemptions claimed for the system: 

None. , ' 

K107.01 

System name: 

Investigation of Complaint of Discrimination. 
System location: 

Office of the Director of Equal Employment Opportunity, Head- 
quarters, Defense Communications Agency (DCA), (Code 107), 
Washington, DC 

Categories of individuals covered by the system: 

Employees of, or applicants for employment with, DCA who have 
filed formal, written complaints alleging that they had been discrimi- 
nated against. . 

Categories, of records in the system: 

Signed affidavits; copies of personnel documents; copies of official 
personnel promotion records; report of investigator; EEO Counsel- 
or's report; inter-office memoranda; employee's complaint of discrim- 
ination; employee career appraisal reports; letters from complainant's 
representative. 

Authority for maintenance of the system: 

Federal Personnel Manual, Part 713, 'Equal Opportunity.' 

Purpose(s): 

Used by the Director of Equal Employment Opportunity in 
making a recommendation to the Director, DCA regarding the for- 
mulation of a finding with regard to whether or not a complaining 
employee has been discriminated against. 

The Director, DCA also examines the system in writing his deci- 
sion. 

Civil Service Commission's Appeal Review Board uses file if 
appeal is filed with the' Board. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE . USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Stored in file folders in locked file cabinet. 
Retrievability: 

Retrieved by the name of the complaining employee or applicant. 
Safeguards: 

Building employs security guards. Files locked in file cabinet. No 
one has direct access except for the Director, Equal Employment 
Opportunity. 

Retention and disposal: 

Record is retained until three years after a final decision in the 
complaint involved and retired to the Washington National Records 
Center. 



System manager(s) and address: 

Director, Equal Employment Opportunity^ DCA (Code 107), 
Washington, DC 20305. 

Notification procedure: 

Requests from individuals should be addressed to the Director of 
Equal Employment Opportunity, Headquarters, DCA, Code 107. 
The individual's full name and organization will be required to deter- 
mine if the system contains a record about him or her. The requester 
may visit the Office Equal Employment Opportunity, Headquarters, 
DCA, Code 107, to obtain information on whether the system con- 
tains records pertaining to him or her. Proof of identity will be by 
presentation of current DCA identification badge or a driver's li- 
cense. . . 

Record access procedures: 

Contact the Director of Equal Employment Opportunity, Head- 
quarters, DCA, Code 107, for assistance in this regard. The mailing 
address is listed in the organizational directory of the Defense Com- 
munications Agency published in the Federal Register and should be 
referenced by the requester. 

Contesting record procedures: 

. The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Previous employers and supervisory officials; present supervisor; 
present and previous corworkers; officials in personnel office; person- 
nel records; payroll records; promotion files; and training and educa- 
tion records. 

Exemptions claimed for the system: 
None. 

K232.01 

System name: 
Travel Orders Records System. 
System location: 

Services Branch, Code 232, and Travel Branch, Code 234, Head- 
quarters, Defense Communications Agency (DCA). Decentralized 
Segments: Defense Communications Engineering Center Administra- 
tive Offices, Code R120; Defense Communications Operations 
Center, Allocations and Engineering Division, Code N230. 

. Categories of individuals covered by the system: 

Those DCA military and civilian personnel who have performed 
official travel in connection with DCA business or employment. 

Categories of records in the system: 

Records in the system would cover authorized official travel for 
civilian, military, and contractor personnel and be comprised of 
travel orders, transportation requests, commercial carrier transporta- 
tion and excess baggage tickets, travel advance vouchers, records of 
travel claims and payments, DD Form 1056, Authorization to Apply 
for a 'No Fee' Passport. Also supporting documentation including 
messages, correspondence, and coordination papers. Data in the 
system would include names, social security numbers, office assign- 
ments, rank/grade, DCA office code number, DCA telephone 
number, home addresses, transportation and per diem allowances and 
actual amounts paid, and itineraries! 

Authority for maintenance of the system: 

10 use 133(b). 
Purpose(s): 

Used by personnel in the Services Branch, Code 232, and person- 
nel in the Travel Branch, Code 234, Headquarters, DCA, in main- 
taining appropriate and accountable records for individuals perform- 
ing official travel on DCA business and to ensure individual travel 
advances are liquidated. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Disclosures may be made from this system to 'consumer reporting 
agencies' as defined in the Fair Credit Reporting Act (15 U.S.C. 
168la(f)) or the Federal Claims Collection Act of 1966 (31 U.S.C. 
3701(a)(3)). 

Credit Bureaus and Debt Collection Agencies t Records may be 
referred to private contract organizations to comply with the provi- 
sions of the Debt Collection Act of 1982 (10 U.S.C. 136) for non- 
payment of an outstanding debt. 

Other Federal Agencies - Records of debtors obligated to DoD, 
but currently employed by another Federal agency may be referred 
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to the employing agency under the provisions of the Debt Collection 
Act of 1982 for the purpose of the debt. 

See also 'BLANKET ROUTINE USES' set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving^ accessing, retaining, and 
disposing of records in the' system: 

Storage: 

Records are stored in file folders. 

Retrieyability: \ 

Information is accessed and retrieved by the name of the individ- 
ual. . . , 
' Safeguards: 

Building employs security guards. Records are kept in security file 
(MP combination lock) and are accessible only to authorized person- 
nel that are properly screened, cleared and their duties require, them 
to be in the area >yhere records are maintained. 

Retention and disposal: 

Records maintained' in the Travel Branch, Code 234 are not per- 
manent. They are retained in active file until travel advances are 
liquidated and then transferred to completed files and held for one 
fiscal year and subsequently retired to the appropriate Washington 
National Records Center. 

Records maintained in the Services Branch, Code 232, are retained 
for two years, then destroyed. 

System manager(s) and address: 

Chief, Supply and Services Division, Code 230, Headquarters, 
DCA. Decentralized Segment - Chief, Management Services Office, 
Defense Communications Engineering Center, Code R120. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Supply 
and Services Division, Code 230, Headquarters, DCA. The full name 
of the requesting individual will be required to determine if the 
system contains a record about him or her. The requestor may visit 
the Services Branch, Code 232, Headquarters, DCA, to obtain infor- 
mation whether the system contains records pertaining to him or her 
for local travel. For other than local travel, the requester may visit 
the Travel Branch, Code 234, Headquarters, DCA, to obtain infor- 
rriation on whether the system contains records pertaining to him or 
her. In either iristance, as proof of identity, the requestor must 
present "either a current DCA identification badge or a driver's li- 
cense. * " ' 

Record access procedures: 

Contact the Chief," Supply and Services Division, Code 230, Head- 
quarters, ' pC A. The official mailing, addresses are in the Department 
of Defense Directory in the appendix to the Defense Communica- 
tions Agency's systems notice and should be referenced by the re- 
questor. 

Contesting record procedures: ': 

The Agency's rules for access to records and for- contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Names and other personnel information on those individuals in the 
system are obtained/gathered from authorized and approved travel 
orders issued to the individual concerned. 

Exemptions claimed for the system: 

None. 

K232.02 

System name: 

Injury Record File. 
System location: 

Services Branch^ Code 232, Headquarters, Defense Communica- 
tions Agency (DCA). : 

Categories of individuals covered by the system: 

Those DCA civilian employees who are treated for an occupation- 
al injury or illness by the Dispensary located on the Headquarters 
DCA Compound. . 

Categories of records in the system: 

Records in the system are Injury Records, Civilian Employee 
Health Service- (CEHS) Form CH-4 (Rev . 10 Jun 64) which shows 
the date form was completed, name of employee injured, the Depart- 
ment, Agency. Branch, building, room and telephone numbers, date 
and tinfie of injury, brief description of injury, disposition of case and 
the signature of the CEHS representative submitting the report. 

Authority for maintenance of the system: 



10 U.S. Code 133(b); 5 U.S.C., chapters 11, 31, 61, 63, and 83; 
Executive Orders 12107 and 12196. 
Purpose(s): ^ 

Used by personnel in the Services Branch? Code 232, Headquar- 
ters, DCA, to ensure that causes of occupational injuries or illnesses 
are corrected. Also serves as a tickler file to ensure that a more 
detailed report (Employees Compensation Forms CA I and 2) are 
due in from the employee. 

After screening the CA 1 and 2, they are forwarded to the Civilian 
Personnel Division, Code 720, Headquarters, DCA, for file in official 
file folder. . \ 

Routine uses of records maintained in the system, including categor 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, sind 
disposing of records in the system: 

Storage: 

Records are stored in a 5' x 8' card file box. 
Retrieyability: 

Information is accessed arid retrieved by the name of the individ- 
ual. ' 
Safeguards: 

Building employes security guards. Records are kept in security 
file (MP combination lock) and are accessible only to authorized 
personnel that are properly screened, cleared, "and their duties require 
them to be in the area where records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained for two years fol- 
lowing the date of execution, at which time they are destroyed. 
System manager(s) and address: 

Chief, Supply and Services Division, Code 230, Headquarters, 
DCA. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Supply 
and Services Division, Code 230, Headquarters, DCA. The full name 
of the requesting individual will be required to determine if the 
system contains a record about him or her. The requester may visit 
the Services Branch, Code 232. Headquarters, DCA, to obtain infor- 
mation on whether the system contains records pertaining to him or 
her. As proof of identity, the requester must present either a current 
DCA identification badge or a driver's license. 

Record access prociedures: 

Contact the Chiefj Supply and Services Division, Code 230, Head- 
quarters, DCA. The official mailing addresses are in the Department 
of Defense Directory in the appendix to the Defense Communica- 
tions Agency's systems notice and should be referenced by the re- 
quester. 

Contesting record procedures: • . ; 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. - .. 

Record source categories: ' ' 

The CEHS Representative operating the Dispensary located on the 
Headquarters, DCA Compound. 

Exemptions claimed for the system: 

None. 

K240.01 

System name: 

Personnel Security Investigative Dossier File (PSIDF). 
System location: 

Office of the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency (DCA). Decentralized Segment - 
Security Branch, Defense Communications Engineering Center, 
CodeR12r. 

Categories of individuals covered by the system: 

This file includes individual personnel security investigative dos- 
siers on; U.S. military personnel who have been selected for assign- 
ment to, are now, or have been assigned to the DCA; U.S. Govern- 
ment civilian personnel who are being processed for employment, are 
now or have been employed by the DCA; U.S. military or civilian 
personnel who are, being processed fdr, or have been granted, access 
to sensitive compartmented information (SCI) by the DCAat the 
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request of their parent organization; industrial employees who are 
performing, expect to perform, or have performed duties under DCA 
SCI cognizance as a result of a U.S. Government contract; or per- 
sonnel who are or have been, affiliated with the DCA. 
Categories of records in the system: 

File contains individual personnel security investigative dossiers. 
Individual dossiers may contain submissions by the individual such as 
Statement of Personal History/personnel security questionnaire, ap- 
propriate release statements and related personal documentation, i.e., 
educational diplomas, marriage and divorce records, etc.; information 
obtained as a result of a National Agency Check, investigative action 
and/or volunteer sources. Information may consist of acquisitions 
from listed or developed character references, co-workers, supervi- 
sors, present and past employers, financial or trade institutions, credit 
bureaus, personfiel of the legal, medical, educational or religious 
professions, educational institutions, present and former neighbors, 
courts, U.S. federal, state or local agencies and departments; foreign 
law agencies, private investigative sources, active and retired U.S. 
military or civilian personnel records, interview of the individual, his 
spouse, relatives or associates, fingerprint identification check. This 
information normally covers the period of the individual's life for a 
fifteen year period immediately preceding the investigation or from 
the date of his eighteenth birthday. However, if derogatory informa- 
tion is developed or if the individual has a long tenure of U.S. 
Government service, the file may cover a greater period of time; 
information on the individual's spouse, relatives or associates; corre- 
spondence between the individual and DCA or other U.S. Govern- 
ment activity or correspondence related to the individual between his 
employer, organization of assignment and DCA (Code 240) or other 
U.S. Government activity; correspondence related to National 
Agency Checks, investigations, evaluations,- clearance or special ac- 
cesses for the individual; certificates of clearance, security determina- 
tion or special access authorizations and terminations thereof; con- 
tent, adjudicative and clearance action sheets; certificates, of release 
or review of personnel security investigative dossiers; results of 
review of personnel and/or medical files; photographic likeness with 
identifying data such as name. 

Authority for maintenance of the system: 

Executive Order 10450, as amended; Executive Order 10865. 

Purpose(s): 

Information is collected and used for the purposes of determining- 
the suitability, eligibility or qualification of personnel previously de- 
fined for assignment, employment or qualification for access to vari- 
ous levels of U.S. Government classified and sensitive compartment- 
ed information and to certify clearances and accesses as required. 

Counterintelligence and Security Division (DIA): The personnel 
security investigative dossier for each individual previously defined 
who has, or had, a valid requirement, for access to compartmented 
intelligence information is reviewed to determine, for the responsible 
United States Intelligence Board Member, the individual's eligibility 
for such access. 

Also released to law enforcement and investigatory authorities of 
the U.S. Government for conduct of official investigations. 

Routine uses of . records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Any component or official of the U.S. Government having estab- 
lished a need-to-know: Used as a basis for gaining access to classified 
information upon reassignment employment, etc. 

See also ^BLANKET ROUTINE USES* set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records, microfiche, in file folders; ADP cards or magnetic 
tapes. 
Retrievability: 

Information is retrieved by the individual's name. 
Safeguards: 

Building employs security guards. Records are maintained in areas 
accessible only by authorized personnel that are properly cleared and 
trained. Records, during non-duty hours, are additionally protected 
by storage in locked electrical filing cabinets. 

Retention and disposal: 

Individual records are maintained from the date of initial nomina- 
tion for assignment, employment or affiliation with the DCA until at 
least one year but not more than two years, following his departure. 
Individual records which contain information upon which an adverse 
determination was based are maintained permanently. 



System manager(s) and address: 

Chief, Security Division, Code 240, Headquarters, DCA. Decen- 
tralized Segment - Chief, Security Branch, Defense Communications 
Engineering Center, Code R121, 1860 Wiehle Avenue, Reston, VA 
22090. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division, Code 240, Headquarters, DCA. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. The requester may visit the Security 
Division, Code 240, Headquarters, DCA, to obtain information on 
whether the system contains records' pertaining to him or her. As 
proof of identity the requester must present a current DCA identifi- 
cation badge or a driver's license. For the Decentralized Segment 
requests should be addressed to - Chief, Security Branch, Defense 
Communications Engineering Center, Code R12,l, 1860 Wiehle 
Avenue, Reston, VA 22090. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
DCA. The official mailing addresses are in the Department of De- 
fense Directory in the appendix to the Defense Communications 
Agency's system notice and should be referenced by the requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSM AN AGER. 

Record source categories: 

Information's placed into the system by the SYSM AN AGER 
after an individual has been nominated for assignment, employment 
or affiliation with the DCA as previously defined. Information may 
be obtained from the individual's submissions, listed or developed 
character references, co-workers, supervisors, present and past em- 
ployers, financial or trade institutions, credit bureaus, personnel of 
the legal, medical, educational or religious professions, educational 
institutions, present and former neighbors, courts, U.S. federal, state 
or local law agencies/departments, active and retired U.S. military or 
civilian personnel records, interview of the individual, his spouse, 
relatives or associates, any component of the U.S. Government 
having an identifiable record on the individual or volunteer sources. 

Exemptions claimed for the system: 

Investigative records compiled solely for the purpose of determin- 
ing suitability, eligibility, or qualifications for federal civilian employ- 
ment, military service, or access to classified information are exempt 
to the extent outlined in Subsection (k)(5) of the Privacy Act. 

K240.02 

System name: 

Sensitive Compartmented Info (SCI) Posn/Pers Accountability 
System. 
System location: 

Primary System-Office of the Chief, Security Division, Headquar- 
ters, Defense Communications Agency (DCA), Code 240. 

Decentralized Segments-Office of the Chief, Computer Operations 
Division, Defense Communications Agency Operations Center 
(DCAOC). 

Categories of individuals covered by the system: 

Any individual who requires access to Special Intelligence (SI), 
Special Activities Office (SAO) information and/or Single Integrated 
Operational Plan-Extremely Sensitive Information (SIOP-ESI) in 
order to perform their duties are identified which includes: U.S. 
military personnel assigned to the DCA or certified to the DCA by 
their parent organization; U.S. Government civilian personnel em- 
ployed by the DCA or certified to the DCA by their parent organi- 
zation; U.S. military or civilian personnel who are being processed 
for access to SCI by the DCA at the request of their parent organiza- 
tion; industrial employees who are visiting DCA or performing 
duties under DCA cognizance as a result of a U.S. Government 
contract, or who arie certified to the DCA as authorized representa- 
tives of industrial firms concerned with niatters related to contrac- 
tual, advisory or consultant support, or whose functions are such that 
visits to the DCA, or to facilities under DCA cognizance, are re- 
quired. 

Categories of records in the system: 

. File contains the SI/SAO Billet Roster which is a compilation by 
name, military grade or civilian counterpart, military service or social 
security account number , position number and title and parent orga- 
nization . The roster identifies those positions (billets) which have 
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been approved for specific SI/SAO access and lists the incumbents of 
those billets with the categories of access for which they have been 
briefed; the SIOP-ESI Billet Roster which contains the same identi- 
fying elements described above but pertains exclusively to SIOP-ESI 
accesses; the Contractdr Facility Control Record which lists all con- 
tractor facilities for which the Special Security Branch has security 
cognizance. Facilities are listed by name and location, with a separate 
section for each facility. Within each section the contractor employ- 
ees assigned to that facility are listed by name, clearance and catego- 
ries of SCI to which they are authorized access; the Special Security 
Control Card which is an alphabetical card file of all personnel 
previously defined listing the individual's name, date and place of 
birth, military service or social security account number, billet 
number, organization of assignment or employment, job title, the 
status of clearance and. access actions, dates National Agency Checks 
were completed , dates Background Investigations' were completed 
and identification .of the agency which conducted them, record of 
clearances and special accesses granted and dates of briefings. The 
record also contains, if applicable, the name, date and place of birth 
and social security account number of the individual's spouse and 
indicates the date of completion of the required partial National 
Agency Check for compilation of all incoming and outgoing notifica- 
tions of clearance and access status made in connection with visits of 
non-DCA personnel to DCA and visits of personnel previously iden- 
tified to facilities which require request clearance/ access notifica- 
tion. Individuals are identified by name, grade, military service 
number or* social security account number, position title, and the 
organization of assignment or employment. The clearance and cate- 
gories of special access authorized are also listed; Billet Request 
Records which are a compilation of all requests for establishment of 
SCI billets received by the Special Security Branch. Proposed incum- 
bents are normally identified by name, grade, position military serv- 
ice number or social security account number and organizational 
affiliation; Special Access Suspense Record which contains the names 
of individuals on whom actions are in progress; ADP Record consist- 
ing of ADP punch cards and magnetic tape as the input and storage 
media for publication of the SI/SAO Billet Roster All information 
described above for the SI/SAO Billet Roster is included. 

Authority for maintenance of the system: 

Executive Order 10450, as amended; Executive Order 10865. 

Purpose(s): 

Special Security Branch-Information is collected and used for man- 
agement and control of access to SCI by personnel previously identi- 
fied. Individuals are accounted for by name grade, military service 
number or social secui-ity account number, position and organization. 
Also used for the certification of SCI accesses for which an individ- 
ual has been granted access. 

Counterintelligence and Security Division and Systems Operations 
Division, Defense Intelligence Agency (DIA)-the SI/SAO Billet 
Roster, previously defined, is used for integration into the DIA 
Security Management Information System (SMIS) 

Strategic Operations Division and Office of the Directorate of 
Administrative Services, the Joint Staff, Organization of the Joint 
Chiefs of Staff-the SIOP-ESI Billet Roster, previously defined, is 
used for integration into the master SIOP-ESI Billet Roster. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Any component of the U.S. Government having an official need- 
to-know used to verify that an individual has been granted access to 
a specific category of SCI and verification of information contained 
in the record as previously defined. 

See also ^BLANKET ROUTINE USES' set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic tapes; visible file cards; computer paper print- 
outs; paper record in three-ring binders; IBM cards; paper records in 
file folders. . 

Retrievability: 

Information on computer magnetic tapes retrieved by a unique ten 
digit billet number 

Information on all other media retrieved by the unique ten digit 
billet number or by the individual's name. 

Safeguards: 

Records are maintained in safes and vaults and are routinely acces- 
sible only by personnel of the Office of the Chief, Security Division, 
Code 240, and by personnel of the Special Security Branch, Code 
241, Headquarters, DCA. 



Retention and disposal: 

Individual records are maintained from date of initial nomination 
for access to SCI until 3 years following the individual's debriefing, 
which is when the individual no longer has a need-to-know for SCI, 
then records are destroyed. 

System manager(s) and address: 

Chief, Special Security Branch, Code 241, Headquarters, DCA. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division, Code 240, Headquarters, DCA. The full name of the re- 
questing, individual will be required to determine if the system con- 
tains a record about him or her. The requester may visit the Security 
Division, Code 240, Headquarters, DCA, to obtain information on 
whether the system contains records pertaining to .him or her. As 
proof of identity the requester miist present a current DCA identifi- 
cation badge or a driver's license. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
DCA. The official mailing addresses are in the Department of De- 
fense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requester. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information is placed into the system by the SYSMANAGER 
after an individual is nominated for access to SCI by his organization 
or employer or after an individual has been certified to the DCA by 
his cognizant security officer as having such access. SYSMAN- 
AGER obtains required information from the nomination or certifica- 
tion document, individual's personnel^ employment records, forms 
submitted by the individual, formal briefing actions accomplished by 
personnel of the Special Security Branch, Code 241, Headquarters, 
DCA, and from information developed during the personnel security 
investigation conducted on the individual. 

Exemptions claimed for the system: 

None. 

K240.03 

System name: 

Clearance Card File for Defense Communications Agency (DCA) 
Personnel. , 
System location: 

Office of the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency. Decentralized Segments: Security 
Branch, Defense Communications Engineering Center, Code R121; 
Defense Communications Operations Center, Allocations and Engi- 
neering Division, Code N230. 

Categories of individuals covered by the system: ' 

This file includes all DCA personnel requiring a security clearance. 
Since all positions in DCA are sensitive requiring at least a Secret 
clearance, all DCA military and civilian personnel world-wide are 
covered. The file also includes those persons previously assigned to 
or employed by DCA since 1962.- 

Categories of records in the system: 

The Clearance Card File is an alphabetical card file (5' x 8', DCA 
Form 136) of all personnel requiring a security clearance, listing the 
individual's name, service or social security account number, grade 
or rank, job title, date and place of birth, date entered on duty with 
DCA, and date departed DCA if applicable. The file also includes 
the date requested, date received, and indicated results of each check 
within the National Agency Check (NAC), and for Background 
Investigation (BI). requests. Dates interim and final security clear- 
ances were granted and some special accesses are indicated. 

Authority for maintenance of the system: 

Executive Order 10450, as amended, Security Requirements for 
Government Employmeiit, April 27, 1953. 
Purpose(s): 

Information is used by personnel of the Security Branch, Code 
240, Headquarters, DCA, as a convenience or ready reference file to 
determine the security clearances and dates of issue for personnel 
assigned to or employed by DCA world-Wide. 

Used to certify security clearances of individuals in writing or 
telephonically for attendance at classified conferences at other U.S. 
Government agencies and at private industry organizations having an 
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industrial clearance and generally engaged in classified contract work 
forDCA. 

Information is available to the individual and to DCA supervisors 
of the individual to verify that the individual has the necessary 
security clearances for attendance at meetings and conferences where 
classified information is discussed. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

iSee ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA*s listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

This is a manual system consisting of 5' x 8* card records main- 
tained in two rotary file cabinets. 

Retrievability: 

Information is retrieved by the individual's name. 
Safeguards: 

Records are maintained in two rotary file cabinets equipped with 
key locks. The file cabinets are locked during non-duty hours. 

Building employs security guards. Records, are maintained in area 
which is accessible only to authorized personnel who are properly 
screened, their duties require them to be in the area where the 
records are kept. 

Retention and disposal: 

Records have been maintained since 1962 for all DCA personnel 
presently or previously assigned or employed. Records are destroyed 
when no longer needed. 

System manager(s) and address: ' 

Chief, Security Division, Code 240, Headquarters, Defense Com- 
munications Agency. Decentralized Segment - Chief, Security 
Branch, Defense Communications Engineering Center, Code R121, 
1860 Wiehle Avenue, Reston, VA 22090. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division Code 240, Headquarters, DCA. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. As proof of identity, the requester 
must present a current DCA identification badge or driver*s license. 
For the Decentralized Segment requests should be addressed to - 
Chief, Security Branch, Defense Communications Engineering 
Center, Code R121, 1860 Wiehle Avenue, Reston, VA 22090. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency, for' assistance. The mailing ad- 
dress is listed in the organizational directory of the Defense Commu- 
nications Agency published in the Federal Register and should be 
referenced by the requester. 
. Contesting record procedures: 

The Agency's rules for contesting contents and appealing determi- 
nations by the individual may be obtained from the SYSMAN- 
AGER. 

Record source categories: 

Information is placed into the record systeni by the system manag- 
er after an individual is nominated for assignment to or employment 
by DCA. Information is obtained from National ' Agency Checks 
which may include: Federal Bureau of Investigation (FBI), Civil 
Service Commission (CSC), Department of State, Central Intelli- 
gence Agency (CIA), Immigration and Naturalization Service (I&N), 
Defense Intelligence Agency (DI A), Defense Investigative Service 
(DIS), investigative offices of the military Department (Army, Navy, 
Air Force), and the Credit Bureau Incorporated. 

Exemptions claimed for the system: 
None. ' 

K240.04 

System name: 

Identification Badge System. 
System location: 

Office of the Chief, Physical Security Branch, Security Division, 
Code 243, Headquarters, Defense Communications Agency (DCA). 

Categories of individuals covered by the system: 

Civilian and military personnel assigned to Headquarters, DCA 
and collocated field activities. 



Civilian contractors; civilian and military members of the U.S. 
Government whose official duties require frequent and continuing 
access to Headquarters, DCA and collocated field activities. 

Categories of records in the system: 

The DCA Permanent Badge, (DCA Form 21), issued to civilian 
and military personnel assigned to Headquarters, DCA and collocat- 
ed field activities, contains a photograph of the individual with his or 
her surname, first name and middle initial, and a badge number. The 
badge is signed on the reverse side by the individual and counter- 
signed by a representative of the Office of the Chief, Physical Securi- 
ty Branch (Code 243). A duplicate photograph is mounted on a 3' x 
5' control card, containing the individual's name, grade or rank, 
badge number, office code and date of issue, and filed alphabetically. 

The DCA Visitor Badge, (DCA Form 80 or 184), is issued to 
civilian contractors and U.S. Government civilian and military per- 
sonnel, whose security clearance is on file with the Office of the 
Chief, Physical Security Branch, Code 243, Headquarters, DCA and 
who is sponsored by a Headquarters, DCA official. The badge con- 
tains a photograph of the individual with his surname, first name, 
middle initial, badge number, expiration date (not to exceed one year 
from date of issue) and is signed by the individual and countersigned 
by the issuing official of the Physical Security Branch (Code 243). 
Duplicate photographs are retained in an envelope and filed alpha- 
betically, and are used for renewal of badges. 

Authority for maintenance of the system: 

10 use 133(b). 

Purpose(s): 

Physical Security Branch, DCA - This system is established for the 
purpose of issuing identification badges to authorized DCA employ- 
ees and for maintaining proper processing controls in the authoriza- 
tions for issuance, the production of, and recall and controlled de- 
struction of, security badges. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Control card or envelope containing duplicate photograph is filed 
in a locked container. 
Retrievability: 

Control card or envelope containing duplicate photograph is filed 
alphabetically by name. 
Safeguards: 

Building employs security guards. Records are maintained in an 
area which is accessible only to authorized personnel who are prop- 
erly screened, and their duties require them to be in the area where 
the records are kept. 

Retention and disposal: 

Badge and control card with extra photographs are destroyed 
upon termination of the individual's assignment to or heed for access 
to the DCA. 

System manager(s) and address: 

Chief, Physical Security Branch, Code 243, Headquarters, DCA. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division, Code 240, Headquarters, DCA. The full name of requesting 
individual will be required to determine if the system contains a 
record about him or her. As proof of identity, the requester must 
present a current DCA identification badge or driver's license. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency, for assistance. The mailing ad- 
dress is listed in the organizational directory of the Defense Commu- 
nications Agency published in the Federal Register and should be 
referenced by the requester. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing determi- 
nations by the individual may be obtained from the SYSMAN- 
AGER. 

Record source categories: 

For DCA assigned personnel notification is received from the 
Office of the Chief, Personnel Security Division, Code 242, Security 
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Division, Headquarters, DCA. Information is obtained from applica- 
tion forms submitted by the individuals. 

For civilian contractors and civilian or military personnel from 
other U.S. government agencies the notification is received from the 
Headquarters, DCA or collocated field activity sponsor. 

Exemptions claimed for the system: 

None. 

K240.05 

System nanie: 

Visitor Clearance File. .. ' ' 

System location: , . 

Office of the Chief Physical Security Branch, Security Division, 
Headquarters, Defense Communications Agency (DCA), Code 243. 

Categories of individuals covered by the system: 

All civilian personnel cleared under the Defense Industrial Securi- 
ty Program and all civilian or military members of the U.S. Govern- 
ment cleared by their respective components for access to classified 
material, whose official duties require them to have access to classi- 
fied information in the performance of contractural obligations, or 
participation in defense projects with the DCA, or whose functions, 
services, logistics support are required by the DCA or to facilities 
under the cognizance of the DCA. 

Categories of records in the system: 

This card records, as applicable, name, social security number, date 
of birth, place of birth, citizenship, alien registration number, clear- 
ance and date, authority, organization, persons or offices to be vis- 
ited, date visit authorized of the individual requesting access to. the 
DCA and classified information. All data is supplied in letter form by 
the Security Officer of the individuaFs company or organization. The 
file also includes a remarks section which is used to record the 
DCA's sponsor's request for a badge; badge number, if assigned; a 
file number cross-indexed to the letter; and disposition instructions. 
The file is updated as requested by the individual's organization or 
company, usually once annually. 

Authority for maintenance of the system: 

Executive Order 10450, as amended. 

Purpose(s): 

Physical Security Branch, DCA - Information is collected and 
used for management use and control of access to classified informa- 
tion; daily certification of clearances to DCA project officers; certifi- 
cation of clearance on travel orders; request for DCA badges. 

Department of Army, Military District of Washington - Identifying 
data (name, date and place of birth, sex, height, weight and organiza- 
tion) used on DoD and Pentagon Building passes (DD Form 1466 
and 1467). 

Joint Chiefs of Staff (JCS) - Identifying data (name, grade, height, 
weight, color of hair and eyes, date and place of birth, security 
clearance) used on JCS passes or badges and is submitted on JCS 
Form 8. 

Provost Marshal, Fort Ritchie, Md, - Identifying data (name, 
grade, rank, title, branch of service, social security number, date and 
place of birth, wieight, height, color, of hair and eyes, sex, organiza- 
tion or employer, security clearance) used on Fort Ritchie badges 
and is submitted on Fort Ritdhie ACCN Form 19. ' * 

Routine uses of records maintained in the system, incliiding catego- 
ries of users and the purposes of such uses: 

Certification of clearances to any US government agency or DoD 
component participating in DCA projects, or where the DCA is a 
participant in another agency or component project. 

See also 'BLANKET ROUTINE USES* set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Visible file cards (5'x8') in rotary power file; correspondence in file 
folders, in safe. 
Retrievability: 

Information on file cards filed alphabetically by name. 
Correspondence filed with sequential number cross-indexed to file 
card. 

Safeguards: ' . .V 

Building employs security guards. Records are maintained in area 
which is accessible only to authorized personnel who are properly 
screened, and their duties require them to be in the area where the 
records are kept. 
Retention and disposal: 



File cards are maintained indefinitely as long as recertification is 
received annually from the individual's organizational or company 
security officer. Inactive cards are removed and destroyed periodical- 
ly, usually within six months from the expiration of the visit-, request^ 

Correspondence files are removed and destroyed annually, and as 
replaced by new certification. 
^. System manager(s) and address: 

Chief, Physical Security Branch, Code 243, Headquarters, DCA. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division, Code ?40, Headquarters, DCA. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. As proof of identity, the requester 
must present a current DCA identification badge or driver's license. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency, for assistance. The mailing ad- 
dress is listed in the organizational directory of the Defense Commu- 
nications Agency published in the Federal Register and should be 
referenced by the requester. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing determi- 
nations by the individual may be obtained from the SYSMAN- 
AGER. 

Record source categories: 

All information maintained on the individtial is furnished by the 
Security Officer of the individual's organization, company* or institu- 
tion.. * 

Exemptions claimed for the system: 

None. 

K240.06 

System name: . . . / . 

Classified Container information on Form (DA Form 727). 
System location: 

Office of the Chief, physical Security Branch, Code 243, Security 
Division, Headquarters, Defense Communications Agency (DCA). 
Decentralized, .Segment - Defense Communications Operations 
Center, Allocations and Engineering Division, Code N23p. 

Categories of individuals covered by the system: . 

Civilian and military personnel assigned to Headquarters,' DCA 
arid collocated field activities who have been designated responsible 
officials of a classified container, or who are to be notified if the 
container is found open and unattended. 
. Categories of records in the system: 

This form records the name, grade, address and telephone number 
of the above individuals. - ' 

Authority for maintenance of the system: ' 

Executive Order 10450, as amended. 

Purpose(s): ^ 

Physical Security Branch, DCA - Used to record, in duplicate, 
each container used for storage of ' classified material and identify 
individuals who have knowledge of the combination. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

See 'BLANKET k:oUTINE USES* set forth at the beginning of 
DCA's listing of records. . . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The original copy is posted on the outside of the container in the 
DCA office concerned; the carbon copy is attached to the outside of 
a sealed envelope which contains a smaller envelope containing the 
classified combination and is stored in an approved classified contain- 
er in the Office of the Chief, Physical Security Branch, Code 243, 
Headquarters, DCA. 

Retrievability: 

Filed numerically by container number. 
Safeguards: 

' Building employs security guards. Carbon copy records are main- 
tained in area which is accessible only to authorized personnel who 
are properly screened, and their duties require them to be in the area 
where the records are kept. 
Retention and disposal: 
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This form is retained only as long as the information remains 
accurate, but not to exceed one year, at which time it is destroyed by 
burning. The original copy on the safe is removed, discarded and 
replaced by an updated copy. 

System manager(s) and address: 

Chief, Physical Security Branch, Code 243, Headquarters, DCA. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division, name of staff element. Code 240, Headquarters, DCA. The 
full name of the requesting individual will be required to determine if 
the system contains a record about him or her. As proof of identity, 
the requester must present a current DCA identification badge or 
driver's license. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency, for assistance. The mailing ad- 
dress is listed in the organizational directory of the Defense Commu- 
nications Agency published in the Federal Register and should be 
referenced by the requester. 

Contesting record procedures: 

The Agency's rules for contesting contents and for appealing initial 
determinations by the individual may be obtained from the SYS- 
MANAGER. 

Record source categories: 

Names of the individuals in the system are submitted on the form 
which is completed by the DCA office concerned. 
Exemptions claimed for the system: 
None. 

K240.07 

System name: 
Vehicle and Parking Registration Card. 
System location: 

Chief, Physical Security Branch, Security Division, Code 243, 
Headquarters, Defense Communications Agency (DCA). 

Categories of individuals covered by the system: 

All civilian and military personnel assigned to Headquarters, DCA 
and collocated field activities, and who register their vehicles for 
parking on base. 

Civilian contractor personnel assigned desk space at Headquarters, 
DCA and who apply for parking privileges on base. 
Categories of records in the system: 

This file records name, address, office code, office telephone 
number, social security account number (SSAN), make, year, body 
style, and color of vehicle, license plate number and state, insuring 
company and policy number, amount of liability insurance, expiration 
date of insurance policy carpool members and their address, place of 
employment and SSAN. The card also includes a certification state- 
ment signed and dated by the individual that he has read and under- 
stands the DCA Parking Regulations and attests to the accuracy of 
the information the individual provided. The amount of liability 
insurance is restricted to the term 'minimum required by the State of 
Virginia'. No dollar amounts are requested or required by the DCA. 

Authority for maintenance of the system: 

Executive Order 10450, as amended. 

Purpose(s): 

. Physical Security Branch, DCA - Information is used to report to 
the GSA statistical data on DCA parking: The total number of 
parking spaces; the number used for Government-owned or leased 
vehicle parking; other official parking; visitor vehicle parking; em- 
ployee parking; number of a assigned to physically handicapped 
employees; number and percentage of employee parking spaces as- 
signed to executive personnel and persons, assigned unusual hours; 
number of employee parking spaces used by carpools; and total 
number of persons using carpool spaces. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Visible file cards (5' x 8') in metal file cabinet. 
Retrievability: 

Filed alphabetically by name and parking status, that is, Handicap 
Area, Carpool Area, Executive Area, and Open Area. 



Safeguards: 

Building employs security guards. Records are maintained in area 
which is accessible only to authorized personnel who are properly 
screened, and their duties require them to be in the area where the 
records are kept. 

Retention and disposal: 

File cards are maintained during the period of the incumbent's 
assignment, then removed and destroyed when asignment is terminat- 
ed. 

System manager(s) and address: 

Chief, Physical Security Branch, Code 243, Headquarters, DCA. 
Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division, Code 240, Headquarters, DCA. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. As proof of identity, the requester 
must present a current DCA identification badge or driver's license. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency, for assistance. The mailing ad- 
dress is listed in the organizational directory of the Defense Commu- 
nications Agency published in the Federal Register and should be 
referenced by the requester. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing determi- 
nations by the individual may be obtained from the SYSMAN- 
AGER. 

Record source categories: 

Completed form filled out by individual. 

Exemptions claimed for the system: 

None. 

K240.08 

System name: 

Security Violation Case File. 
System location: 

Office of the Chief, Physical Security Branch, Security Division, 
Code 243, Headquarters, Defense Communications Agency (DCA). 
Decentralized Segments - Security Branch, Defense Communications 
Engineering Center, Code R121, and Physical Security Branch, 
Command and Control Technical Center (CCTC) Code CI 22. 

Categories of individuals covered by the system: 

Civilian and military personnel assigned to Headquarters, DCA 
and collocated field activities, who committed or contributed to a 
security violation involving classified defense information. 

Civilian and military personnel assigned to Headquarters, DCA 
and collocated field activities, who discovered the violation, were 
witnesses in connection with the violation, or were interviewed to 
determine whether they were involved. 

Civilian contractors under contractural obligation to the DCA and 
who were witnesses in connection with the violation, or were inter- 
viewed to determine whether they were involved. 

Any individual in the civilian community, government employ, 
military or civilian, who reported a security violation, or who could 
furnish information relative to the violation, or who may have been 
involvied in the violation. 

Categories of records in the system: 

This file contains the results of an investigation involving classified 
defense information which has been compromised or subjected to 
compromise through loss, unauthorized disclosure, improper handling 
or transmission, or failure to safeguard. It contains the facts and 
circumstances surrounding the violation, the personnel involved, the 
findings, affixes responsibility, and recommendations for remedial, 
administrative or disciplinary actions. 

Authority for maintenance of the system: 

Executive Order 10450, as amended. 

Purpose(s): 

Security Division, Headquarters, DCA - This file which consists of 
a Report of Security Violation, and an Investigation Officer's Report 
of Investigation, is used to determine the adequacy of the investiga- 
tion, a review of the circumstances which led to the violation, and a 
review of the security policies and procedures established by the 
DCA and the office concerned with the aim of improving the proce- 
dures to preclude further violations. It is also used, when compro- 
mise cannot be precluded, to notify the original classification author- 
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ity for the specific classification involved, and to request an impact 
statement on national security, and whether the information can be 
downgraded or declassified. A copy may also be furnished to an 
appropriate military service or government agency involved in pros- 
ecution proceedings. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA*s listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

The correspondence is stored in case folders and secured in a safe. 
Retrievability: 

Each case folder is filed in numerical sequence by calendar year 
and cross-referenced to an index sheet containing case number, code, 
date of violation and name(s) of individuals involved. 

Safeguards: 

Building employs security guards. Records are maintained in area 
which is accessible only to authorized personnel who are properly 
screened, and their duties require them to be in the area where the 
records are kept. 

Retention and disposal: 

Case files that preclude compromise are considered administrative 
and destroyed upon departure of the individual. 

Case files that reflect compromise are retained for two years then 
retired to the Federal Records Center for an additional eight years, 
then destroyed. 

System manager(s) and address: 

Chief, Physical Security Branch, Code 243, Headquarters, DCA. 
Decentralized Segments - Chief, Security Branch, Defense Communi- 
cations Engineering Center, 1860 Wiehle Avenue, Reston, VA 22090, 
and Chief, Security Branch, CCTC, Code CI 22, Washington, DC 
20301. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Security 
Division, Code 240, Headquarters, DCA. The full name of the re- 
questing individual will be required to determine if the system con- 
tains a record about him or her. As proof of identity, the requester 
must present a current DCA identification badge or driver's license. 
For the Decentralized Segments requests should be addressed, to - 
Chief, Security Branch, Defense Communications Engineering 
Center, 1860 Wiehle Avenue, Reston, VA 22090 or Chief, Physical 
Security Branch, Command and* Control Technical Center , Code 
C122. Washington. DC 20301. 

Record access procedures: 

Contact the Chief, Security Division, Code 240, Headquarters, 
Defense Communications Agency, for assistance. The mailing ad- 
dress is listed in the organizational directory of the Defense Commu- 
nications Agency published in the Federal Register and should be 
referenced by the requester. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing determi- 
nations by the individual may be obtained from the SYSMAN- 
AGER. 

Record source categories: 

Information developed by the Investigating Officer investigating 
the violation includes, interviews with the individual(s) involved in 
the violation; witnesses to or having knowledge of the violation; co- 
workers and supervisor; it may include sworn statements, depositions, 
photographs or sketches of the area or equipment involved in the 
violation; office security procedures or instructions; and, in some 
cases, a copy of the classified document involved. 

Exemptions claimed for the system: 

None. 

K317.01 

System name: 

Mishap Report. . ^ 
System location: 

Facilities Engineering and Building Services Branch, Code H317, 
Headquarters, Defense Communications Agency (DCA), 8th and 
. South Courthouse Road, Arlington, V A 22204. 

Categories of individuals covered by the system: 

Those DCA civilian and military employees who receive a job- 
related injury or illness. 



Categories of records in the system: 

Name, social security number, age and sex of employee injured, 
the Department, Agency, Branch, date and time of injury, nature of 
injury/illness, brief description of injury and corrective action taken. 

Authority for maintenance of the system: . . 

29 CFR 1960.2; Pub. L. 91-596; Executive Orders 12196 and 9397, 
DoD Instruction 6055.1 

Purpose(s): 

The Mishap Report establishes the requirements and responsibilities 
for reporting all mishaps which result in injury, occupational illness, 
and/or property damage, or which interrupt or interfere with the 
orderly progress of normal DCA activities. The information con- 
tained in the report will be used for mishap prevention purposes 
only. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the "Blanket Routine Uses" set ' forth at the beginning of 
DCA*s listing of records system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Stoi-age: 

Currently paper records are stored in file folders, however in the 
future computer storage will also be used. . 

Retrievability: 

Information is retrieved by the name, social security number, and 
date of injury. 

Safeguards: 

Records are filed in a secure file system, accessible only to author- 
ized personnel who clearly have a need to know the information. 
Doors are locked at night and the building has security guards. 

Retention and disposal: 

Records are not permanent. They are retained for at least five 
years following the end of the calendar year to which they relate and 
then destroyed. 

System manager(s) and address: 

DCA Safety and Occupational Health Manager, Facilities Engi- 
neering and Building Services Branch, Code H317, Headquarters, 
DCA, 8th and South Courthouse Road, Arlington, VA 22204. 

Notification procedure: 

Requests from individuals should be addressed to Facilities Engi- 
neering and Building Services Branch, Code H3 1 7, Headquarters, 
DCA, 8th and South Courthouse Road, Arlington, VA 22204. The 
full name of the injured person and the date of injury will be 
required to determine if the system contains a record. The requestor 
may visit the Facilities Engineering and Building Services Branch, 
Code H3 17 during normal working hours to obtain information on 
whether the system contains records pertaining to him or her. 

Record access procedures: ' 

Access may be obtained through , the. Facilities Engineering and 
Building Services Branch, Code H317, Headquarters, DCA. The 
address is listed above. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the system manager. 

. , Record source categories: 

Names and other personal information on those individuals in the 
system are obtained/gathered by supervisors of injured employees, 
recorded on DCA Form 73 and 74, and forwarded to the Safety and 
Health Manager, Facilities Engineering and Building Services 
Branch, Code H317. 

Exemptions claimed for the system: 

None. 

K660.01 

System name: 

303-41-42 Claims Files, Requests for Waiver of Pay and Allow- 
ances. 

System location: 

Office of Financial Services Division, Code 660, Headquarters, 
Defense Communications Agency (DCA), Washington, DC 20305. 

Categories of individuals covered by the system: 
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Civilian employees or former civilian employees of DCA who 
submit requests for waiver of claims of the US arising from errone- 
ous overpayment of pay and allowances. 

Categories of records in the system: 

The initial request for waiver of claim. The report of investigation, 
including copies of all documentation, affidavits, statements, vouch- 
ers, and other papers containing information bearing on the case. A 
summary of the report of investigation and a register of requests for 
waiver. Correspondence with the General Accounting Office con- 
cerning claims waivers. Correspondence with the individual who 
submitted the waiver request. Decisions concerning waivers of the 
Comptroller, DCA or the Comptroller General of the United States. 

Authority for maintenance of the system: 

5 U.S.C. 5584 'Claims for Overpayment of Pay and Allowances^ 
Other Than Travel and Transportation Expenses and Allowances 
and Relocation Expenses.* 

Purpose(s): 

Records residing in these files represent the history of a request for 
waiver of claim and the action taken thereon, including disposition. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by Comptroller, DCA or Comptroller General of the United 
States to reach a decision concerning requests for waiver. Records 
are used to administer and process requests for waivers of claims. 

See also /BLANKET ROUTINE USES' set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The record is, stored in a locked safe. 
Retrievability: 

Retrieved by the name of the individual who submits a request for 
a waiver of claim. 

Safeguards: 

Records are stored in a locked safe. Access is limited to Code 660, 
DCA, the investigating officer if other than from Code 660, and the 
individual concerned, if he so desires, as well as the DCA Counsel, 
the Director and personnel of the Claims Division of the GAO. 

Retention and disposal: 

Records are retained by Code 660, Hq DCA for 2 years, then 
retired to Federal Records Center for permanent storage. 

System manager(s) and address: 

Chief, Financial Services Division, Code 660, Headquarters, De- 
fense Communications Agency, Washington, DC 20305 

Notification procedure: 

Requests from individuals should be addressed to the Chief, Finan- 
cial Services Division, Code 660, Headquarters, DCA, Washington, 
DC 20305. Individual must provide his full name and social security 
number to determine whether or not the system contains a record on 
him. For personal visits the individual must present proof of identity 
to include his full name and social security number as well as positive 
identification, such as identification card or driver's license. 

Record access procedures: 

Contact the Chief, Financial Services Division, Code 660, Head- 
quarters, Defense Communications Agency, Washington, DC 20305 
for assistance. 

Contesting record procedures: 

The Defense Communications Agency's rules for access to records 
and for contesting content, and appealing initial determination by the 
individual concerned are promulgated in the Rules and Regulations 
section of the Federal Register. 

Record source categories: 

Official Personnel Records of Individuals; Finance and Accounting 
Offices for financial records; individuals having knowledge concern- 
ing the subject of the claim, for statements and affidavits; and any 
other source from which pertinent information may be drawn. 

Exemptions claimed for- the system: 

None. 

.K700.01 

System name: 

Employee-Management Relations and Services Files. 
System location: 



Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA) 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 

DCA civilian employees in the Washington Metropolitan Area 
who have a requirement for the employee-management service 
except the grievance file which is applicable to all DCA civilian 
employees. 

Categories of records in the system: 

Blodd donor program records, grievance file containing all docu- 
ments related to a grievance, reconsideration file containing all docu- 
ments relating to a negative determination of within-grade salary 
increase and the request for reconsideration of the determination, 
DCA Form 169, Exit Interview 

Authority for maintenance of the system: 

Federal Personnel Manual, Supplement 990-1, Book III, Part 531, 
Section 531.407 Work of an Acceptable. Level of Competence, Part 
771, Employee Grievances, Part 715, Subpart B. Voluntary Separa- 
tions; 10 U.S.C 136 

Purpose(s): 

Used by the Civilian Personnel Office staffs and supervisors of 
employees to process and record actions pertinent to employee-man- 
agement relations and services. 

Used by the DirectorA^ice Director and heads of major staff 
elements DCA Headquarters and Commanders of DCA field activi- 
ties in the Washington Metropolitan Area to render decisions con- 
cerning individual employees and as a basis for future management 
action. 

Used by Department of Defense and Office of Personnel Manage- 
ment inspectors to review records for compliance with applicable 
Federal Personnel Manual policies. 

Used by the Office of Personnel Management to review agency 
records concerning grievances and negative determinations of within- 
grade salary increase. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the "beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records stored in file folders and card files. 
Retrievability: 

Information is retrieved by name. 
Safeguards: . ' 

Building employs security guards. Records are maintained by oper- 
ating officials in area accessible only to authorized personnel who are 
properly screened and cleared and whose duties require them to be 
in the area where records are niaintained. Files are locked in secure 
file cabinets during non-duty hours. 

Retention and disposal: 

Records are not permanent. They are retained for two years and 
subsequently destroyed except for blood donor records which are 
retained until the employee terniinates his/her employment with 
DCA and subsequently destroyed. 

System manager(s) and address: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 

Information may be obtained from: 

Primary System - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her, As proof of identity the requestor must present either a 
current DCA identification badge or a driver's license. 

Record access procedures: 
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Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720 Headquar- 
ters, DCA ' 

Decentralized Segments - Contact the Civilian Personniel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced, by the requestor. , 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER 

Record source categories: 

Official personnel folder, individual employees, employee repre- 
sentatives, supervisors of employees, civilian ' personnel staff, hearing 
examiners reports and other reports of inverstigation, statements of 
witnesses and management representatives. ' 

Exemptions claimed for the system: 

None. " .' 

K700.02 

System name: * ^ . 

Civilian Awards Program File. 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
.Communications Agency (DCA) 

Decentralized Segments - DCA field activities. 

Categories of individuals covered by the system: 

DCA civilian employees who merit special recognition for per- 
formance either within or outside the employee's job responsibilities 
and length of service to the Government. Suggestions from civilian 
and military personnel assigned to Defense Communications Agency, 
Department of Defense and other government agencies. 

Categories of records in the system: 

File contains copies of minutes of DCA Awards Board meetings, 
action by approving officials, record of individuals receiving awards, 
DCA Form 89, Service Award Work Sheet and Record, suggestions 
and report of evaluation of suggestions, and related correspondence. 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapters 430 Performance Evaluation, 
450 Incentive Awards, 531 Pay Under the General Schedule 

Department of Defense Directive 5120.15, Department of Defense 
Incentive Awards Program; Assigntnent of responsibility. 

Department of Defense Instruction 5120.16, Department of De- 
fense Incentive Awards Program: Policies and Standards • 

Purpose(s): • > 

Used by the civilian personnel office staff to process and- record 
actions for individuals who merit special recognitions. 

Used by suggestion evaluators in the Defense Comrhunications 
Agency, Department of Defense and other government ageiicies to 
recommend adoption or non-adoption of suggestions. 

Used by the Department of Defense and Civil Service Commission 
to process and approve nominations for awards. 

Used by DCA Awards Boards to review nominations for awards 
and recommend approval/disapproval to the Director, DCA. 

Used by the Director DCA to approve/disapprove recommenda- 
tion for awards. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of suich uses: 

See 'BLANKET ROUTINE USES*, set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system:, 

Storage: 

Paper records in file folders. 
Retrievability: » . 

Information is accessed and retrieved by name and type of award. 
Safeguards: ' : 

Building employs security guards. Records are maintained in file 
cabinets with a combination locks and are accessible only to author- 
ized personnel who are prpperly screened and cleared and whose 
duties require them to be in the area where records are maintained. 

Retention and disposal: 



Records are not permanent. They are retained in active file for 
two calendar years and subsequently destroyed except for minutes of 
Awards Boards which are retained for five years and subsequently 
destroyed. 

System manager(s) and address: . . 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA 

Decentralized Segments - Directors, Commanders and Chiefs of 
DCA field activities. 

Notification procedure: 

Information may be obtained from: 

Primary System -Office of the Assistant to the Director for Per- 
sonnel, Civilian Personnel Division, Code 720, Headquarters, DCA 

Decentralized Segments - Directors, Commanders and Chiefs of 
DCA field activities. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver's license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA.. 

Decentralized Segments - Contact the Director, Commander or 
Chief of the appropriate DCA field activity. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting record procedures:, «>' . 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SVSMANAGER. 

Record source categories: 

Official Personnel Folder, supervisors of employees, individuals 
submitting suggestions, evaluators of suggestions, DCA Awards 
Boards, civilian personnel office staff, Department of Defense, Civil 
Service Commission. ' ^ 

Exemptions claimed for the system: 

None. . , - 

K700.03 

System name: 

Manpower and Personnel System (MAPS). 

System location: ' 

Primary System - Personnel and Administration Directorate, Code 
300, Headquarters (HQ), Defense Communications Agency (DCA)' 

Decentralized Segments -.DCA Field Activities. ! 

Categories of individuals covered by the system: 

All civilian and military personnel currently or formerly employed 
by or assigned to the b.C A.. 

Categories of records in the system: 

System contains personal information in several categories: Bio- 
graphical data (Name, SSAN,.Sex, Minority Group Indicator, birth 
date, citizenship, DCA employment (DCA start date recruitment 
source, DCA service computation date, geographic location. Submit- 
ting Office Number, DCA Area, Office Code, Salary, appointment 
type, work schedule, pay plan, grade, step, date of grade, pay deter- 
minant, pay basis, date of last within-grade, competitive level, 
tenure-excepted, reemployed employee code, position code, position 
description number, job title, career field, civilian job code, function 
code for scientists and engineers, rotation date, not-to^exceed code, 
not-to-exceed date, nature of action code, performance rating date, 
performance rating code, supervisor code, reason for departure code, 
type of promotion, Vietnam era indicator; military service informa- 
tion; service component, branch of service, date of commission,' pri- 
mary job code, secondary job code, tertiary job code, added job 
code, permanent grade, date of permanent grade, military education 
level, rating official, military performance rating, military job code, 
office assignment of military rater, indorsings Official, Office Assign- 
ment of Military Indorser, MOS Prefix, MOS Suffix); civilian federal 
employment (Service Computation Date, Date Entered Federal Serv- 
ice, Veterans Preference, Reduction In Force code, Tenure group, 
Probation start date. Career ^start date, Leave Category, Handicap 
Code, Position Occupied Code); education (education level, academic 
specialty, year of degree), (Type of training, purpose Of training. 
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training facility, course number, course name, on-duty training hours, 
off-duty training hours, direct training costs, indirect training costs, 
Date of Training, Training Status, Training Sponsor, Special Interest 
Training, Degree Program School, Type of Degree Program, aca- 
demic specialty of degree *Total training, -Total training hours, - 
Type of competitive training; Awards and recognition (Type of 
award, date of award, amount of award. Intangible awards); Benefits 
(Federal Employees Group Life Insurance Coverage, Federal Em- 
ployees Health Benefits Plan, Federal Employees Health Benefits 
Carrier; Locator Information); (Home Phone Number, Office Phoiie 
Number, DCA Building Number, Room Number). 

Note: This information is being retained as a result of court order. 

Authority for maintenance, of the system: 

10 use 133(b). 

Purpose(s): 

DCA and DCA Field Activities - collect and maintain personal 
data for internal management purposes and to meet external report 
requirements. Data is used by the Director, DCA and those DCA 
officials to whom the Director has delegated authority to command, 
organize, direct, and manage the DCA and DCA Field Activities. 

Civil Service Commission and Department of Defense - data is 
used for statistical and by name reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic tapes/disks/drums and/or punched cards. 
Retrievability: 

Retrieved by SSAN or random access. 
Safeguards: 

System is in areas accessible only to authorized personnel who are 
properly screened, cleared and trained. Building employs security 
guards to control access. Computer software restricts access by use 
of a series of passwords and levels of security codes for each data 
element. 

Retention and disposal: 

Records are permanent. They are retained in the active system 
during the individuals employment/assignment to DCA. Upon depar- 
ture from DCA, individual records are transferred to a history file 
within DCA. 

System manageKs) and address: 

Asst Dep Dir for CIV PERS, Code 306, Personnel and Adminis- 
tration Directorate, HQ DCA. 
Notification procedure: 

Personnel currently assigned to/employed by Headquarters DCA 
or personnel formerly assigned to DCA and DCA Field Activities 
may obtain information from: 

Personnel and Administration Directorate 

Defense Communications Agency 

8th & S. Courthouse Road 

Arlington, Va. 22204 
Personnel currently assigned to/employed by DCA Field Activi- 
ties may obtain . information by contacting the Commander of their 
organization. 

For personal visits, requests for information concerning an individ- 
ual must contain name and SSAN. Proof .of identity is either an 
employee ID card or driver*s license. 

Record access procedures: 

Contact the Personnel and Administration Directorate for Informa- 
tion concerning access to individual records. The official mailing 
address is in the Department of Defense directory in the appendix to 
the DCA systems notice. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determin*ations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information in the system is obtained from the individual either 
verbally or in writing and from source documents found in individual 
Official Personnel Folders/Files or submitted by employee supervi- 
sors, personnel office employees, EEO officials, and security office 
employees. 

Exemptions claimed for the system: 



None.' 

K700.04 

System name: 

Priority Reassignment Eligibles File. 
System location: 

Civilian Personnel Division, Code 720, Office of the Assistant to 
the Director for Personnel, Headquarters, Defense Communications- 
Agency (DCA). 

Categories of individuals covered by the system: 

DCA civilian employees who are assigned to DCA activities locat- 
ed at the Headquarters DCA compound and the Military Communi- 
cations-Electronics Board whose positions have been declared excess 
to current or planned Joint Table of Distribution (JTD) authoriza- 
tions. 

Categories of records in the system: 

File contains a Reassignment List comprised of employees who are 
in positions which are not authorized by current or planned JTD's, 
positions for which the employee qualifies for reassignment and a 
record of the action taken for each employee. 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 351, Reduction in Force 

Purpose(s): 

Used by personnel in the Civilian Personnel Division, Headquar- 
ters, DCA to screen the Reassignment List to identify employees 
who are qualified for vacant positions and to maintain a record of 
action taken for each referred employee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records filed in loose leaf folder. 
Retrievability: 

Information is accessed and retrieved by name 
Safeguards: 

Building employs security guards. Records are maintained in area 
accessible only to authorized personnel who are properly screened, 
cleared and trained and whose duties require them to be in the area 
where records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained until the individual 
is reassigned to an authorized DCA JTD position or terminates his/ 
her employment with DCA and subsequently destroyed. 

System manager(s) and address: 

Office of the Assistant to the Director for Personnel, Code 700, 
Headquarters, DCA 

Requests should be addressed to the Chief, Civilian Personnel 
Division, Code 720, Headquarters, DCA. The individual's full name 
and office code to which assigned will be required to determine if 
the system contains a record about him or her. The requestor may 
visit the Civilian Personnel Division, Code 720, Headquarters, DCA 
to obtain information on whether the system contains records per- 
taining to him or her. As proof of identity, the requestor must 
present either a current. DCA identification badge or a driver's li- 
cense. 

Record access procedures: 

Contact the Chief, Civilian Personnel Division, Code 720, Head- 
quarters, DCA; The official mailing address is in the Department of 
Defense directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

DCA Comptroller - Joint Table of Distribution; Qualifications 
Statement in the Official Personnel Folder as analyzed by a personnel 
specialist; and selecting officials. 

Exemptions claimed for the systeni: 

None. 
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K700.05 

System name: 
Executive Level Position Files. 
System location: 

Civilian Personnel Division, Code 720, Headquarters, Defense 
Communications Agency (DCA). 

Categories of individuals covered by . the system: 

Current and former DCA civilian employees assigned to an execu- 
tive level position (GS-16,17,18 and 10 USC 1581 positions) and GS- 
15 employees proposed for the executive level position category. 

Categories of records in the system: 

Executive Level Position Files contain the names of the individ- 
uals, Official Position Description, Civil Service Commission Form 
915 Notification of Executive Personnel Vacancy, Civil Service 
Commission Form 916 Request for Executive Personnel Action, 
Civil Service Commission Form 917 Request for Approval of Execu- 
tive Selection, Standard Form 171 Personal Qualifications Statement 
and a record of correspondence pertinent to the established/proposed 
supergrade position. Executive Level Position Report contains the 
name of the individual assigned to an established or proposed execu- 
tive level position, type of executive level authorization, and a sum- 
mary of projected actions required to obtain Department of Defense 
and Civil Service Commission approval of executive level positions. 

Authority for maintenance of the system: 

Federal Personnel Manual Chapter 30!5, Employment Under the 
Executive Assignment System. 
Purpose(s): 

Used by the staff of the Office of the Assistant to the Director for 
Personnel to compile supporting data for authorized and projected 
supergrades and to provide DCA management with a monthly report 
of the status of executive level positions. 

Used by the Director, Vice-Director, Chief of Staff, Deputy Di- 
rectors, Deputy Manager, National Communications System, Comp- 
troller; Office of the Counsel, Assistant to the Director for Adminis- 
tration and Commanders, DCA Field Activities located in the Wash- 
ington Metropolitan Area to determine executive level position needs 
of the Agency and to keep abreast of the status of current and 
projected executive level positions!. 

Used by the Department of Defense to review DCA requests for 
establishment of supergrade positions and approval of selections for 
executive level positions. — . .. 

Used by the Civil Service Commission to approve/disapprove the 
agency request for classification of executive level positions and 
selection for executive level positions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records .stored ill file folders., 
Retrievability: ' 

Information is accessed and retrieved by name, position title/ 
series/grade and organizational lociatidn. 
Safeguards: 

Building employs security guards.^Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared, trained and their duties require them to be in the area where 
records are maintained. 

Retention and disposal: 

Records are permanent. 

System manager(s) and address: 

Office of the Assistant to the Director for Personnel, Code 700, 
Headquarters, DCA 

Notification procedure: 
' Requests from individuals should be addressed to the Chief, Civil- 
ian Personnel Division, Code 720, Headquarters, DCA. Thie full 
name of the requesting individual will be required to determine if the 
system' contains a record about him or her. The requestor may visit 
the Civilian Personnel Division, Code 720, Headquarters, DCA to 
obtain information on whether the system contains records pertaining 
to him or her. As proof of identity the requestor must present either 
a current DCA identification badge or a driver's license. 

Record access procedures: 



Contact the Chief, Civilian Personnel Division;' Code 720, Head- 
quarters, DCA. The official mailing address in the Department of 
Defense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requestor. 

Contesting record procedures: , 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Official Personnel Folder Files; DCA Joint Table of Distribution; 
correspondence originating in DCA staff organizations, Department 
of Defense and the Civil Service Commission. . 

Exemptions claimed for the system: 

None. 

' K700.06 
System name: , 
Report of Defense Related Employment. 
System location: 

Civilian Personnel Division, Code 720, Office of the Assistant to 
the Director for Personnel, Heiadquarters, Defense' Communications 
Agency (DCA) 

Categories of individuals covered by the system: 

Civilian employees of DCA who were previously employed by or 
performed services for defense prime contractor. 

Categories of records in the system: 

Department of Defense Form 1787, Report of Defense Related 
Employment as Required by Pub, L. 91-121 and lists of civilian 
employees who were previously employed by or performed services 
for a defense prime contractor. ' 

Authority for maintenance of the system: 

Pub. L. 91-121, section 410. 

Purpose(s): 

Used by the Civilian Personnel Division staff to assure that appli- 
cable DCA civilian employees submit a completed DD Form 1787 to 
review information as submitted for the possibility of a violation of 
the law or Department of Defense Directive, and to transmit a 
composite listing by employee name and defense contractor together 
with completed DD Forms 1787 to the Assistant Secretary , of De- 
fense (Manpower and Reserve Affairs). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by the Assistant Secretary of Defense (Manpower and Re- 
serve Affairs) to prepare and transmit reports to the President of the 
Senate and the Speaker of the House of Representatives. 

See also 'BLANKET ROUTINE USES* set forth at the beginning 
of DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. - 
Retrievability: 

Retrieved by employee name. 
Safeguards: » 

Building employs security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared, trained and their duties require them to be in the area \yhere 
records are maintained. 

Retention and disposal: 
■ Records are retained for two calendar years and subsequently 
destroyed. . 

System manager(s) and address: 

Office of the Assistant to the Director for Personnel, Code 700, 
Headquarters, DCA. 
Notification procedure: 

Requests should be addressed to the Chief, i Civilian . Personnel 
Division, Code 720, Headquarters, DCA. The individual's full name 
and office code to which assigned will Be required to determine if 
the system contains a record about him or her. The requestor may 
visit the Civilian Personnel Division, Code 720, Headquarters, DCA 
/to obtain information on whether the system • contains records per- 
taining to him or her. As proof of identity, the requestor must 
present either a current DCA identification badge or a driver's li- 
cense. 
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Record access procedures: 

Contact the Chief, CiviHan Personnel Division, Code 720, Head- 
quarters, DCA. The official mailing address is in the Department of 
Defense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
niay be obtained from the SYSMANAGER 

Record source categories: 

Individual employees submitting the DD Form 1787. 

Exemptions claimed for the system: 

None. 

K700.07 

System nanie: 
Employee Record File. 
System location: 

These cards are maintained by all supervisors of civilian employ- 
ees. 

Categories of individuals covered by the system: 
Civilian employees of DCA organizations in the Washington Met- 
ropolitan Area. 
Categories of records in the system: 
Standard Form 7B, Employee Record Card. 
Authority for maintenance of the system: 

Federal Personnel Manual, Supplement 293-31, Subchapter S7-2, 
Employee Record 
Purpose(s): 

Used by operating officials as a source of data to initiate requests 
for personnel actions, to plan and schedule employee training to 
counsel employees on their performance, to establish a basis for 
proposing commendations or disciplinary actions and to carry out 
their personnel management responsibilities in general. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Vertical File Cards. 
Retrievability: 

Information is accessed and retrieved by employee name. 
Safeguards: 

Building emjjloys security guards. Records are maintained in area 
accessible only to authorized personnel who are properly screened 
and cleared and whose duties require them to be in the area where 
records are maintained. 

Retention and disposal: 

Records are not permanent. Cards for employees who are moving 
within the Agency are sent to the new operating office. Cards of 
employees who terminate employment with DCA are destroyed. 

System manager(s) and address: 

Office of the Assistant to the Director for Personnel, Code 700, 
Headquarters, DCA. 
Notification procedure: 

Requests should be addressed to the employee's supervisor. The 
individual's full name will be required to determine if the system 
contains a record about him or her. 

Record access procedures: 

The individual can contact his/her supervisor to gain' access to the 
record. The official mailing addresses are in the Department of De- 
fense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: Official Personnel Folder, individual em- 
ployees, supervisors of employees, official personnel actions, civilian 
personnel staff. 

Exemptions claimed for the system: 



None. 

K700.09 

System name: 

603-02 Service Record Card Files. 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA) 

DecentralizeD Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 

Civilian employees or former civilian employees of DCA organiza- 
tions. 

Categories of records in the system: 

File contains Standard Form 7, Service Record; Standard Form 
7 A, Service Record Continuation; and Standard Form 7D, Position 
Identification Strip 

Authority for maintenance of the system: 

Federal Personnel Manual, Supplement 293-31, Subchapter S2, The 
Service Control File. 
Purpose(s): 

Used as prescribed by Civil Service Commission regulations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Vertical file cards in metal and cardboard containers. 
Retrievability: 

Information is accessed and retrieved by name and organizational 
location. 
Safeguards: 

Records are maintained in area accessible only to authorized per- 
sonnel who are properly screened, cleared and trained and whose 
duties require them to be in the area where records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained in an active file 
until the individuals terminate their employment with DCA; held for 
five additional years in an inactive file in DCA and then transferred 
to Washington National Records Center where they are held for an 
additional ten years and subsequently destroyed. 

System manager(s) and address: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA. 

Decentralized Segments Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 

Information may be obtained from: 

Primary System; - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA. 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver's liense. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requester. 

Contesting record procedures: 
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The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Official Personnel Folder Files. 

Exemptions claimed for the system: 

None. * • ' ' ' 

K700.10 

System name: 

603-08 Annual Classification Maintenance Review File. 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA). 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. . . 

Categories of individuals covered by the system: 

DCA civilian employees. 

Categories of records in the system: 

File contains a report of the annual classification maintenance 
review by individual employee, position description number, position 
title/series/grade. 

Authority for maintenance of the system: 

Section 1310 of the Supplemental Appropriation Act, 1952 as 
amended (5 use 3101, Note) Whitten Amendment. 
Purpose(s): " 

Civilian Personnel organizations used to iidentify positions sub- 
ject to the annual' maintenance classification review and to take 
appropriate position classification 'action for positions which require 
adjustments. 

Civilian employees and supervisors-used to identify the need for 
each position and to certify the accuracy and completeness of each 
officially classified position. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA*s listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Retrieved by employee name and position description number. 
Records are maintained in. area accessible only to Authorized person- 
nel who are properly screened, cleared and trained and whose duties 
require them to be in the area where records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained in active file for 
two calendar years and then destroyed. 
System manager(s) and address: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA. 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 

Information may be obtained from: , 

Primary Systerp - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA, : 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on 'whether the system contains records- pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver's license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 



The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information in the system is obtained from the Personnel Manage- 
ment Information System, Official Position Descriptions, civilian em- 
ployees and their supervisors, and civilian personnel employees. 

Exemptions claimed for the system: ^ 
None. 

K700.il 

System name: 
602-18 Promotion Register and Record Files. " ' 
System location: 

Primary System - Civilian Personnel Division, Code 720, Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA) 
- Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 
Candidates who apply for job vacancies, under the DCA Civilian 
Merit Promotion Program. 

Categories of records in the system: The file contains the Job 
Opportunity Announcement; list of candidates; rating sheets; evalua- 
tion instrument; supervisory appraisals; DCA Form 237, Eligibility 
List; SF 171, Personal Qualifications Statements; DCA Form 326, 
Applicants Card Record; and other supporting documentation gener- 
ated in the evaluation of candidates. 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 335, Promotion and Internal 
Placement. 
Purpose(s): 

Used by the Civilian Personnel Office staffs to prepare and issue 
Job Opportunity Announcements; evaluate candidates' qualifications 
and develop promotion certificates in coordination with promotion 
panels and supervisors, notify candidates of selection , or nonselection, 
monitor the DCA Civilian Merit Promotion Program, and to other- 
wise complete and document merit promotion actions. 

Used by supervisors and members of promotion panels to evaluate 
candidates, interview candidates and to notify the Civilian Personnel 
Office staffs when selections are made. 

Used by Department of Defense and Civil Service Commission 
inspectors to review . promotion actions for compliance with merit 
promotion policy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Paper records in file folders. 
Retrievability: 

Information is accessed and retrieved by employee name and Job 
Opportunity Announcement Number. * 

Safeguards: 

Records are maintained in area accessible only to authorized per- 
sonnel who are properly screened, cleared and trained and whose 
dutiies require them to be in the area where records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained in active file for 
two calendar years and subsequently destroyed. 
System manager(s) and address: . 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, Defense Communications 
Agency Directors of DCA field activities in the Washington, DC, 
metropolitan area. . ^ 

Notification procedure: 
Information may be obtained from:^ 
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Primary System - Office of the Assistant to the Director for 
Personnel, CiviHan Personnel Division, Code 720, Headquarters, De- 
fense Communications Agency 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver's license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, Defense Communications Agency. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Job application from individuals, current and former supervisory 
appraisals. Official Personnel Folder, .promotion panels and civilian 
personnel office staff, selecting officials. 

Exemptions claimed for the system: 

None. 

K700.12 

System name: 
602-10 Civil Service Certificate Files. 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA). 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 

Applicants who are eligible for competitive appointments from 
Civil Service Commission registers to positions in DCA organiza- 
tions. 

Categories of records in the system: 

File contains copies of Standard Form 39, Request for Certifica- 
tion, Civil Service Commission Form 1844, Certificates of Eligibles, 
Civil Service Commission Form 2934, Statement of Reasons for 
Passing Over and Preference Eligible and Selecting a Nonpreference 
Eligible, Civil Service Commission Form 775, Authority to Examine 
and Appoint Under Open Examination, and related correspondence 
supporting the action. 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 332, Recruitment and Selec- 
tion Through Comptetitive Examination. 
Purpose(s): 

Used as prescribed by Civil Service Commission regulations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Information is accessed and retrieved by position title and position 
description number. 
. Safeguards: 

Records are maintained in area accessible only to authorized per- 
sonnel who are properly screened, cleared and trained and whose 
duties require them to be in the area where records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained for two calendar 
years and subsequently destroyed. 



System manager(s) and address: 

Primary System - Officie of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA. 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 

Information may be obtained from: 

Primary System - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA. . 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver*s license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington,. DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Civil Service Commission certificates of eligibles and reports of 
action taken on certificates of eligibles. 

Exemptions claimed for the system: 

None. 

, K700.13 

System name: 

602-26 Retention Register Files (Reduction-in-Force). 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA). 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 

Civilian employees of organizations who compete during a Reduc- 
tion-In-Force (RIF); civilian employees who receive a RIF notice 
and are eligible for registration in the Department of Defense Pro- 
gram for Stability of Civilian Employment and the Civil Service 
Commission Displaced Employee Program and the Reemployment 
Priority List. 

Categories of records in the system: . 

File contains copies of Retention Registers and Reduction-in-Force 
Notices, Civil Service Commission Displaced Employee Program 
Registration; Department of Defense Form 1817, Program for Stabil- 
ity of Civilian Employment Registration; Reemployment Priority 
List, Qualifications Appraisal. 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 351, Reduction-in-Force 

Department of Defense Directive 1400.20, Program for Stability of 
Civilian Employment in the Department of Defense 

Department of Defense Program for Stability of Civilian Employ- 
ment Policies, Procedures and Programs Manual, DoD 1400.20-l-m. , 

Purpose(s): 

Used as prescribed by Civil Service Commission and Department 
of Defense regulations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Storage: 

Paper records in file folders and computer printout of Retention 
Registers. . ' . 

Retrievability: t. 

Information is accessed and retrieved by iiarne. 
Safeguards: 

Records are maintained in area accessible only to authorized per- 
sonnel who are properly screened and cleared and whose duties 
require them to be in the area where records are maintained. 

Retention and disposal: . 

Records are not permanent. They are retained for, five years and 
subsequently destroyed. 

System nianager(s) and address: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA. 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 
Information may be obtained from: 

Primary System - Office of the Assistiant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA. 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver*s license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
appendix to the Defense Communications Agency's systems notice 
and should be referenced by the requestor. * 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: ' \ 

Official Personnel Folder, computer printout of retention register, 
DCA management, individual employees and supervisors, civilian 
personnel office staff, official position description, Civil Service Com- 
mission, Department of Defense. 

Exemptions claimed for the system: 

None. * ■.^ . 

K7b0.15 

System name: 

603-05 Chronological Journal Files. 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA) 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. ' 

Categories of individuals covered by the system: 

Civilian employees or former civilian ernployees of DCA organiza- 
tions for whom a personnel, action affecting their employment with 
DCA was processed vyithiii the last two calendar years. 

Categories of records in the system: 

File contains copies of Standard Form 50, Notification of Person- 
iiel Action, Standard Form 50 A, Notice of Short Term Employment 
and list forms used in lieu of Standard Form 50. 

Authority for maintenance of the. system: 

Federal Personnel Manual, Supplement 239-31, Subchapter S3',' The 
Chronological Journal File. 
Purpose(s): 

Used as prescribed by Civil Service Commission regulations. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

, Paper, records filed in three-ring binders. 
Retrievability: 

Information is accessed and retrieved by name or type of personnel 
action. 
Safeguards: 

Records are maintained in area accessible only to authorized per- 
sonnel who are properly screened, cleared and trained and whose 
duties require them to be in the area where records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained for two calendar 
years and subsequently destroyed. 
System manager(s) and address: 

Primary System .- Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA: 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 

Information may be obtained from: 

Primary System - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA. 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver's license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting record procedures: . 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by. the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Official Personnel Folder Files, official position description, indi- 
vidual employees,^ supervisors of employees, civilian personnel staff 
members, and Civil Service Commission. 

Exemptions claimed for the system: 

None. : • , 

K700.16 

System name: 

Classification Appeals File. 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA). 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: ' 

Civilian employees of DCA who appeal a position classification 
action to the Agency; civilian employees who appeal a classification 
action to the Civil Service Commission and Agency appeals to the 
Civil Service Commission. ^ . 

Categories of records in the system: 

Official position description of the employee and the supervisor 
evaluation statements, organizational charts, employee/supervisor 
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Statements concerning completeness and accuracy of the position 
description and related correspondence. 
Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 511, Classification Under the 
General Schedule; Chapter 532, Coordinated Federal Wage System. 
Purpose(s): 

Used by the civilian personnel office staff to process classification 
appeals and render classification decisions; to advise employees of 
classification decisions; to submit information concerning employee 
and agency appeals to the Civil Service Commission; and as a refer- 
ence document for future classification actions. 

Used by the Civil Service Commission to process classification 
appeals and to notify the agency and employees of classification, 
decisions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Information is accessed and retrieved by employee name. 
Safeguards: 

Building employs security guards. Records are maintained in area 
accessible only to authorized personnel who are properly screened 
and cleared and whose duties require them to be in the area where 
records are maintained. 

Retention and disposal: 

Records are not permanent. They are destroyed when obsolete. 
System manager(s) and address: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA. 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 

Information may be obtained from: 

Primary System - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA. 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain : 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver*s license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Civilian personnel office employees, DCA management officials 
appellant and their supervisors, and Civil Service Commission. 
Exemptions claimed for the system: 
None. 

K700.17 

System name: 

603-01 Official Personnel Folder Files (Standard Form 66). . 
System location: 

Primary System - Civilian Personnel Division Office, of the Assist- 
ant to the Director for Personnel, Headquarters, Defense Communi- 
cations Agency (DCA)! 



Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 
Civilian employees of DCA organizations. 
Categories of records in the system: 

Standard Form 171 Personal Qualifications Statement Standard 
Form 172 Supplemental Experience and Qualifications Statement 
Standard Form 50 Notification of Personnel Action Standard Form 
50A Notice of Short Term Employment Standard Form 52 Request 
for Personnel Action Standard Form 15 Claim for Veteran's Prefer- 
ence Standard Form 51 Request for Insurance Standard Form 176 
Election, Declination, or Waiver of Life Insurance Coverage, 
FEGLI Standard Form 176A The Federal Employees Group Life 
Insurance Program Standard Form 54 Designation of Beneficiary,: 
Group Life Insurance Standard Form 61 Appointment Affidavits 
Standard Form 6 IB Declaration of Appointee Standard Form 70 
Proof of Residence Standard Form 78 Health Qualification Place- 
ment Record Standard Form 144 Prior Federal & Military Service 
Standard Form 2809 Health Benefits Registration Form Standard 
Form 2810 Notice of Change in Health Benefits Enrollment Standard 
Form 39 Request for Certification Standard Form 39A Request for 
FSEE Certification Standard Form 59 Request for Approval of Non- 
competitive Action Standard Form 75 Request for Preliminary Em- 
ployment Data Standard Form 144 Statement of Prior Federal and 
Military Service Standard Form 161 Executive Inventory Record 
Standard Form 161 A SF 161 Continuation Sheet DA Form 2515 
Payroll Change Slip Standard Form 1126 Payroll Change Slip Stand- 
ard Form 1 1 52 Designation of Beneficiary, Unpaid Compensation of 
Deceased Employee CAi/CA-l&2 Notice of Injury of Occupational 
Disease DA2515 Notice of Within Grade/Pay Adjustment WA18, 
WAS Direct Hire Authority Optional Form 8 Position Description 
DD Form 214 Armed Forces of the United States Report of Trans- 
fer or Discharge DD Form 1559/1917 Employee Career Appraisal 
(Test) DD Form 1617 Transportation Agreement - Overseas Em- 
ployee DD Form 1618 Transportation Agreement - Transfer of DoD 
Civilian Employees to and within Continental United States CSC 
Form 280CA Proof of Selection for Career/Career Conditional Ap- 
pointment CSC Form 813 Request for Verification of Military Serv- 
ice DCA Form 89 Service Award Work Sheet & Record DCA 
Form 103 Notice of Performance Rating DCA Form 104 Recom- 
mendation for Outstanding Performance Rating DCA Form 222 
Quality Salary Increase Recommendation and Approval DCA Form 
105 Recommendation for Performance Award Records of Training 
Civil Service Commission Letters authorizing waivers and exceptions 
Official Letters of Commendation Debt Correspondence Official Dis- 
ciplinary Actions Reduction-in-Force Letters. 

Authority for maintenance of the system: 

Federal Personnel Manual, Supplement 293-31, Subchapter S5, The 
Official Personnel Folder File. 

Purpose(s): 

Used as prescribed by Civil Service Commission Regulations and 
to provide data for the automated Defense Communications Agency 
Manpower and Personnel System (MAPS). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

. Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records stored in file folders. 
Retrievability: 

Information is accessed and retrieved by name. 
Safeguards: - 

Records are maintained in Lektriever with combination lock and 
are accessible only to authorized personnel who are properly 
screened, cleared and trained and whose duties require them to be in 
the area where records are maintained. 

Retention and disposal: 

Temporary Records - Must be retained in the Official Personnel 
Folder (left side) for a minimum period of one year or until the 
employee transfers or separates, whichever occurs first, except that 
official letters of admonishment, warning, caution, reprimand, and 
similar disciplinary action papers may be removed at any time if it is 
decided later that the action was unwarranted. Otherwise, most tem- 
porary, records may remain in an employee's personnel folder as long 
as he remains with the same agency, except that letters of caution, 
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warning, admonishment, reprimand, and similar disciplinary action 
papers must not be kept in the folder longer than three years, unless 
the agency has received an exception from the Civil Service Com- 
mission. 

Permanent Records - Personnel action reports and other dodu- 
ments filed on te right side of the folder are permanent records and 
'travel' with the employee throughout his or her entire Federal 
career. Records are maintained in DCA until the individuals termi- 
nate their employment with DCA and subsequently are transferred to 
another government agency or if the . employee is separated from the 
Federal service the records are transferred to the National Personnel 
Records Center (Civilian), St. Louis, Missouri. 

System manager(s) and address: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA. 

Decentralized Segments - Directors of DCA field, activities in the 
Washington, DC, metropolitan^ area. 

Notification procedure: 

Inforrnation may be obtained from:* 

Primary System - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA. 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full nanie of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining him 
or her. As proof of identity the requestor must present either a 
current DCA identification badge or a driyer*s license. 

Record access procedures: . : 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER, 

Record source categories: 

Former government agencies with which the individual was em- 
ployed, individual employees, supervisors of employees, official per- 
sonnel actions, military service records, Civil Service Commission 
records, and information listed in the records category and civilian 
personnel staff. 

Exemptions claimed for the system: . 

None. ' ' ■ ' 

k700.035 

System name: 

602-11 Active Application Files (Applicant Supply Files). 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA) 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 

Applicants for employment with DCA organizations in the Wiash- 
ington Washington Metropolitan Area for positions which the orga- 
nizations have been authorized by the Civil Service Commission to 
make temporary or term appointments outside Civil Service Comniis- 
sion registers. 

Categories of records in the system: 

File contains copies of Standard Form 170. Application for Federal 
Employment, Standard Form 171, .Personal Qualifications Statement, 
Standard Form 172 Supplemental Experience and Qualifications 
Statement, Qualifications evaluations of the applicants, positions for 
which application is made, opening date for acceptance of applica- 
tions and date that recruitment for the position is closed, priority 
groupings, alphabetic index of applications on file, index to the eligi- 
ble applicants by occupational area, priority group and grade, name 
of individual selected and date of selection for appointment, qualifica- 



tions standard used, written record of the positive efforts made to 
recruit preference eligibles for any appointment of a non-preference 
eligible to a restricted position and correspondence relating to the 
file. 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 333, Appendix A, Mechanics 
of the Applicant Supply System. 
Purpose(s): 

Used as prescribed by Civil Service Commission regulations 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Information is accessed and retrieved by name. 
Safeguards: 

Building employs security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared, trained and their duties require them to be in the area where 
records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained for two years or 
after receipt of a Civil Service Commission report of inspection of 
the agency's civilian personnel program, whichever occurs first, and 
then destroyed. 

System managerCs) and address: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, DCA. 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. 

Notification procedure: 

Information may be obtained from: 

Primary System - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters, 
DCA. 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requestor may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or. her. As proof of identity the requestor must present either a 
current DCA identification badge or a driver's license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
systems notice and should be referenced by the requestor. 

Contesting irecord procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Individuals submitting applications for employment, civilian per- 
sonnel office staff, selecting officials. Office of Personnel Manage- 
ment. 

Exemptions claimed for the system: 

None. 

K890.01 

System name: 

Freedom of Information Act File (FOIA). 
System location: , 

Central - Office of Civilian Assistant to Chief of Staff, .DCA, Code 
104. Decentralized - DCA Field Activities World-wide. 
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Categories of individuals covered by the system: 
Persons who request information under FOIA. 
Categories of records in the system: 

Consists of (1) Policy File which contains DoD Directive 5400.7, 
Availability to the Public of DoD Information, February 14, 1975; 
DCA Instruction 210-225-1, Availability to the Public of DC A Infor- 
mation March 31, 1975; USAF Regulation 12-30, Disclosure of Air 
Force Records to the Public, February 19, 1975; Department of 
Health, Education and Welfare, Public Information, contained in 
Federal Register Vol 39, Number 248, Part II, December 24, 1974; 
Commanders Digest, Vol 17, Number 8, Freedom of Information 
Actions, February 18, 1975; DoD Directive 5400.9, Publication of 
Proposed and Adopted Regulations Affecting the Public, December 
23, 1974; and DCA Messages to Field Activities implementing the 
FOIA. (2) Log File which consists of a record of all written requests 
for information under the FOIA which have been processed within 
DCA since January 1, 1975. (3) Correspondence received in DCA 
relating to FOIA, including replies thereto. 

Authority for maintenance of the system: 

5 U.S.C. 552, as amended by Pub. L. 93-502, Freedom of Informa- 
tion Act. 

DoD Directive 5400.7, February 14,. 1975, Availability to the 
Public of DoD Information. 

Purpose(s): 

For making available to the public the maximum amount of infor- 
mation concerning the operations and activities of DCA. DCA Man- 
agement - to receive, process, and respond to requests for informa- 
tion under FOIA. Director, DCA - to review and deny requests for 
information under provisions of FOIA and to forward applicable 
correspondence to DoD when the denial may be contested or ap- 
pealed. 

DoD and Department of Justice - for review and in event of 
judicial action. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The paper records in file folders. 
Retrievability: 

Retrieved by the control number and the name of the individual 
who requested the information. 

Safeguards: 

Records are stored in a locked safe. Records pertaining to policy 
are permanent. Correspondence maintained for two years, then de- 
stroyed. Records are maintained in areas accessible only to author- 
ized personnel. 

Retention and disposal: 

All records (except the Authorities which are permanent) are re- 
tained by Code 104, Headquarters, DCA, for two years. Logs are 
kept until reference need expires. 

System manager(s) and address: 

Civilian Assistant to the Chief of Staff, Headquarters, DCA, Code 
104, Defense Communications Agency, Washington, D.C. 20305. 
Notification procedure: 

Requests from individuals relating to information from DCA 
Headquarters or DCA Field Activities in the Washington Metropoli- 
tan area should be addressed to the Civilian Assistant to the Chief of 
Staff, Code 104, Headquarters, DCA, Washington, D.C. 20305. Re- 
quests from individuals relating to information from DCA Field 
Activities outside the Washington Metropolitan area should be ad- 
dressed to the Commanders of those activities. Individual must pro- 
vide his full name, a detailed description of the record desired. For 
personal visits, the individual must present proof of identity to in- 
clude full name and e full name and social security number as well as 
positive identification, i.e., such as driver's license, etc., and fully 
identify record desired. 

Record access procedures: 

Contact Civilian Assistant to the Chief of Staff, Headquarters, 
DCA, Code 104. The mailing address is listed in the organization 
directory of the Defense Communications Agency published in the 
Federal Register and should be referenced by the requester. 

Contesting record procedures: 



The Agencies' rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

From individuals concerned. 

Exemptions claimed for the system: 

As specified by the requested record system.* 
K890.03 

System name: 

Awards Case History File. 
System location: 

Military Personnel Division, Code 710, Hq, Defense Communica- 
tions Agency (DCA). Decentralized Segment - Defense Communica- 
tions Operations Center, Allocations and Engineering Division, Code 
N230. 

Categories of individuals covered by the system: 

Records are maintained on military personnel of the Army, Air 
Force, Navy and Marine Corps, assigned to the Defense Communi- 
cations Agency, that have been recommended for an award while 
assigned/received an award that was presented by the Director/Vice 
Director/or received a promotion and the ceremony was conducted 
by the Director A^ice Director. 

Categories of records in the system: 

Records contain recommendation for an award, citation, memoran- 
dum and copy of ceremony announcement and the Director's brief 
sheet, biographical summary sheet and minutes of the awards board 
meetings. Categories of information are: Personnel identification and 
narrative justification for an award. 

Authority for maintenance of the system: 

10 use 1121. 

PurposeCs): 

Used by the DCA awards personnel to manage the awards pro- 
gram of this Agency. 

Department of the Army uses to grant or deny service awards. 

Department of the Navy uses to grant or deny service awards. 

Department of the Air Force uses to grant or deny service awards. 

Routine uses of records maintained in the system, including catego^ 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored in file folders and locked in filing cabinets. 
Retrievability: 

Information is accessed and retrieved by name. 
Safeguards: 

Building employs security guards. Records are maintained in area 
which is accessible only to authorized personnel that are properly 
screened, cleared, and their duties require them to be in the area 
where the records are maintained. 

Retention and disposal: 

Records are not permanent. They are destroyed 2 years after 
individual has departed from this Agency/or upon approval of the 
award whichever is later. 

System managerCs) and address: 

Assistant to the Director for Personnel, Code 700, Headquarters, 
DCA. 

Notification procedure: 

Requests from individuals should be addressed to the Assistant to 
the Director for Personnel, Code 700, Hq, DCA. The full name, 
rank, and social security number of the requesting individual will be 
required to determine if the system has a record about the individual. 
The requester may visit the Military Personnel Division, Code 710, 
Hq, DCA to obtain information on whether the system contains 
records pertaining to the individual. As proof of identity the request- 
er will present his U.S. Armed Forces ID Card. 

Record access procedures: 

Contact the Assistant to the Director for Personnel, Code 700, Hq, 
DCA. The official mailing addresses are in the DoD Directory in the 
appendix to the Defense Communications Agency's Systems Notice 
and should be referenced by the requester. 

Contesting record procedures:. 
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The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Activity/Area Commanders, Deputy Directors, Vice Director, Di- 
rector, Comptroller, Assistant to the Director for Administration and 
Assistant to the Director for Personnel, who submit recommenda- 
tions for awards on individuals assigned to their activity. Source data 
documents are: DA Form 638, Recommendation for Award (Army), 
AF Form 642, Recommendation for Decoration (Air Force), 
NAVPERS Form 1650/6, Recommendation for Award (Navy). 
Letter recommendations following the format prescribed in DCAI 
220-15-39. , . ' 

Exemptions claimed for the system: 

None. . * 

K890.04 

System name: 

Military Personnel Management/Assignment Files. 
System location: 

Military Personnel Division, Code 710, Headquarters, Defense 
Communications Agency (DCA). 

Categories of individuals covered by thev system: 

Records are maintained on military personnel of the Army, Air 
Force, Navy and Marine Corps currently assigned to the Defense 
Communications Agency. 
, Categories of records in the system: 

Records contain qualification records, duty status, special orders, 
assignment actions, personnel action requests, and suspense items for 
individuals to update Military Personnel Records maintained by the 
Military Department's Personnel Office. The category of data main- 
tained is: Personnel identification, assignment history and eligibility, 
medical profile status and military and civilian educiation history. 

Authority for maintenance of the system: 
^ 10 U.S. Code 3012, 6011, 8012. 

Purpose(s): 

DCA uses this information to manage the military personnel as- 
signed. The majority of the information is furnished by the Military 
Departments. This information is used: To determine acceptance/ 
non-acceptance for assignment to this Agency, to determine requisi- 
tion base, to determine qualifications for requirements peculiar to the 
Agency, performance evaluations, position manning reports, strength 
accountability, data upon which to base individual requests for per- 
sonnel actions, and biographical and statistical reports to top DCA 
management. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See ^BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, anjd 
disposing of records in the system: 

Storage: • 

Records are stored in file folders in filing cabinets. 

Retrievability: 

Information is accessed and retrieved by name. 
Safeguards: 

Building employs security guards. Records are maintained in area 
which is accessible only to authorized personnel who are properly 
screened, cleared, and their duties require them to be in the area 
where the records are maintained. 

Retention and disposal: 

Records are not permanent. They aire destroyed upon reassignment 
from DCA. ' ' " 

System manager(s) and address: 

Assistant to the Director for Personnel, Code 700, Headquarters, 
DCA. 
Notification procedure: 

Requests from individuals should be addressed to the Assistant to 
the Director for Personnel, Code 700, Headquarters, DCA. The full 
name, rank, and social security number of. the requesting individual 
will be required to determine if the system has a record about the 
individual. The requester niay visit the Military Personnel Division, 
Code 710, Hq, DCA to obtain information on whether the system 
contains records pertaining to the individual. As proof of identity the 
requester will present his U.S. Armed Forces Identification Card. 



Record access procedures: 

Contact the Assistant to the Director for Personnel, Code 700, Hq, 
DCA. The official mailing addresses are in the Department of De- 
fense Directory in the appendix to the Defense Communications 
Agency*s Systems Notice and should be referenced by the requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Basic sources of data are the Military Departments: Army, Air 
Force and Navy, Qualification records furnished when the individual 
is nominated for assignment to the Agency. The types of forms that 
are used as source data are: Army DA Form 247.5-2 (Personnel Data- 
SIDPERS), DA Form -31 (Request and Authority for Leave), DA 
Form 2/2-1 (Qualification Record), PERSINCOM Form 260 Officers 
Record BrieO, Special Orders; Air Force AF Form 47 (Personnel 
Security Certificate), AF Form 298-1 (Career Brief Officer), AF 
Form 1074 (Career Brief Enlisted), AF Form 899 (Reassignment 
Orders), AF Form 152/988 (Leave Forms), AF Forms 2095/2096/ 
2097/2098 (Personnel Actions Forms); Navy Career Brief Officers, 
NAVPERS 1070/602 (Dependency Application/R -cord of Emer- 
gency Data), Orders, OPNAV Form 5521-420 (Certificate of Clear- 
ance), NAVPERS 601-3 (Enlisted Classification Record). 
NAVPERS 601-4 (Navy Occupation and Training History), 
NAVPERS 601-9 (Enlisted Performance Record), NAVPERS Form 
1616/18 (Performance Evaluation Report); Marine Corps, Career 
Brief All services file letters, messages and general correspondence, 
DA Form 2490 (Disposition Form), relative to the individuals as- 
signed to the Agency. 

Exemptions claimed for the system: 

None. 

K890.05 

System name: 
Overseas Rotation Program Files. 
System location: 

Primary System - Civilian Personnel Division, Code 720; Office of 
the Assistant to the Director for Personnel, Headquarters, Defense 
Communications Agency (DCA). 

Decentralized Segments - DCA field activities in the Washington, 
DC, metropolitan area. 

Categories of individuals covered by the system: 

Civilian employees of DCA organizations in the Continental 
United States (CONUS) assigned to a position with a government 
organization outside the CONUS. 

Categories of records in the system: 

File contains copies of Standard Form 30, Notification of Person- 
nel Action; Standard Form 55, Notice of Conversion Privilege, 
Group Life Insurance; Standard Form 56, Agency Certification of 
Insurance Status; Standard Form 171, Personnel Qualifications State- 
ment; Standard Form 172, Supplemental Experience and Qualifica- 
tions Statement; Standard Form 2810, Notice of Change in Health 
Benefits Enrollment; DD Form 1617, Transportation Agreement- 
Overseas Employees; DA Form 2515, . Payroll Change Slip; State- 
ment of Agreement; Position Description; Request for Extension of 
Reemployment Rights; General correspondence pertaining to the 
overseas assignment. 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 301, Overseas Employment. 

Department of Defense Instruction 1404.3, Standardized Overseas 
Tours of Duty for United States Citizens Employees of the: Depart- 
ment of Defense. 

Department of Defense Instruction 1404.8, Rotation of Employees 
from Foreign Areas and the Canal Zone. 

Department of Defense Directive 1400.6, Statement of Personnel 
Policy for Civilian Personnel of the Department of Defense in Over- 
seas Areas. ' 

Department of Defense Program for Stability of Civilian Employ- 
ment Policies, Procedures and Programs Manual, DoD 1400.20- 1-M. 

Purpose(s): 

Used by the personnel office staff as a source document to resolve 
questions concerning overseas employees who have reemployment 
rights to DCA/CONUS activities, to determine placement rights and 
to process actions for the exercise of reemployment rights. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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See 'BLANKET ROUTINE USES' set forth at the beginning of 
DCA's Hsting of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Information is accessed and retrieved by name and occupational 
location. 

Safeguards: 

Records are maintained in area accessible only to authorized per- 
sonnel who are properly screened, cleared and trained and whose 
duties require them to be in the area \yhere records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained until the employee 
exercises reemployment rights within the CONUS and are subse- 
quently destroyed. 

System manager(s) and address: 

Primary System r Office of the Assistant to the Director for 
Personnel, Code 70i0, Headquarters, DCA. 

Decentralized Segments - Directors of DCA field activities in the 
Washington, DC, metropolitan area. ' 

Notification procedure: 

Information may be obtained from: 

Primary System - Office of the Assistant to the Director for 
Personnel, Civilian Personnel Division, Code 720, Headquarters. 
DCA, 

Decentralized Segments - Civilian Personnel Offices of the appro- 
priate DCA field activity in the Washington, DC, metropolitan area. 

The full name of the requesting individual will be required to 
determine if the system contains a record about him or her. The 
requester may visit the applicable civilian personnel office to obtain 
information on whether the system contains records pertaining to 
him or her. As proof of identity the requester must present either a 
current DCA identification badge or a driver's license. 

Record access procedures: 

Primary System - Contact the Office of the Assistant to the Direc- 
tor for Personnel, Civilian Personnel Division, Code 720, Headquar- 
ters, DCA. 

Decentralized Segments - Contact the Civilian Personnel Office at 
the appropriate DCA field activity in the Washington, DC, metro- 
politan area. 

The official mailing addresses are in the Department of Defense 
Directory in the appendix to the Defense Communications Agency's 
system notice and should be referenced by the requester. 

Decentralized Segments - Commander, DCA- Western Hemisphere, 
Building 6286, Fort Carson, Colorado 80913; Commander, Defense 
Commercial Communications Office, Scott Air Force Base, Illinois 
62225. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained for the SYSMANAGER. 

Record source categories: 

Official personnel folder; individual employees; personnel office 
staff. 

Exemptions claimed for the system: 
None. 

K890.06 

System name: 

Card File for Forwarding Mail of Departed Personnel. 
System location: 

Correspondence and Mail Processing Branch, Code 212, Head- 
quarters, Defense Communications Agency (DCA). Decentralized 
Segment - Defense Communications Engineering Center, Administra- 
tive Offices, Code R120. 

Categories of individuals covered by the system: 

Records system contains the names of personnel who have been 
reassigned who had been receiving their mail through the corre- 
spondence and Mail Processing Branch, Code 212, Headquarters, 
DCA. 

Categories of records in the system: 

Card file consisting of individual's name and forwarding address 
for mail. 

Authority for maintenance .of the system: 



Post Office Department, USA, Postal Manual, Chapter 1, Part 158. 
Purpose(s): 

Used by personnel of the Correspondence and Mail Processing 
Branch, Code 212, Headquarters, DCA for forwarding mail to per- 
sonnel of Headquarters, DCA; Headquarters, National Communica- 
tions System; and the Defense Communications Agency Operations 
Center, who have departed. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in a card file box. 
Retrievability: 

Information is accessed and retrieved by name. 
Safeguards: 

Building employs security guards. Records are maintained in area 
which is alarmed and is accessible only to authorized personnel that 
are properly screened, cleared, and their duties require them to be in 
the area where the records are maintained. 

Retention and disposal: 

Records are not permanent. They are retained for one year after 
an individual's departure and are then destroyed. 
System manager(s) and address: 

Chief, Administrative Division, Code 210, Headquarters, DCA. 
Decentralized Segment - Chief, Management Services Office, De- 
fense Communications Engineering Center, R120. 

Notification procedure: 

Requests from individuals should be addressed to Chief, Adminis- 
trative Division, Code 210, Headquarters, DCA. The full name of the 
requesting individual will be required to determine if the system 
contains a record about him or her. The requester may visit the 
Correspondence and Mail Processing Branch, Code 212, Headquar- 
ters, DCA, to obtain information on whether the system contains 
records pertaining to him or her. As proof of identity the requester 
must present a current DCA identification badge or a driver's li- 
cense. Decentralized Segment - Chief, Management Services Office, 
Defense Communications Engineering Center, R120. 

Record access procedures: 

Contact the Chief, Administrative Division, Code 210, Headquar- 
ters, DCA. The official mailing addresses are in the Department of 
Defense Directory in the appendix to the Defense Communications 
Agency's systems notice and should be referenced by the requester. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Names and addresses of individuals in the system are furnished by 
the individuals who have been reassigned who had been receiving 
their mail through the Correspondence and Mail Processing Branch, 
Code 212, Headquarters, DCA. 

Exemptions claimed for the system: 

None. 

K890.07 

System name: 

Education, Training, and Career Development Data System. 
System location: 

Primary System - Office of the Assistant to the Director for 
Personnel, Code 700, Headquarters, Defense Communications 
Agency (DCA). 

Decentralized Segments - DCA Field Activities. 

Categories of individuals covered by the system: 

All military and civilian personnel currently or formerly assigned 
to or employed by the DCA. 

Categories of records in the system: 

System contains individual career development plans (for civilians 
only); education and training historical data; applications for training 
funded, sponsored, or arranged by DCA; evaluations (by the trainee) 
of education or training received; applications for programs for 
which candidates are competitively selected; for example senior mili- 
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tary ^ervice schools and other long-term training; agreements to 
continue government service in return for training received; and 
supervisor evaluations of the results of training. »given to their em- 
ployees. . ' ... 

Authority for maintenance of the system: 

Federal Personnel Manual, Chapter 410 Training'. 

Purpose(s): 

Used by supervisors and by training specialists for career develop- 
ment planning and for determining appropriate training for individ- 
uals. Also used to determine an individual's eligibility for training and 
to justify education and training courses and their, associated expendi- 
tures. 

Used by managers in the DCA and by training specialists to 
determine agency training needs and the ability of specific courses to 
satisfy those needs. Also used to determine results and . accomplish- 
ments of the DCA training programs (often presented in statistical 
form for this purpose). 

Used by Career Development Specialists to prepare reports of 
training for the Civil Service Commission and for DoD, 

Used by DCA procurement personnel and DCA legal staff as the 
basis for supporting or enforcing legal obligations, such as payment 
of tuition and fees, reimbursement of trainee's expenses, contractual: 
obligations, or continued -service agreement. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See 'BLANKET ROUTINE USES* set forth at the beginning of 
DCA's listing of records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing, of records in the system: 

Storage: 

Paper records in file folders and punched cards. 
Retrievabilily: 
*j. Retrieved by name or SSAN. 
Safeguards: 

System is in building which uses security guards to control access 
to the building. Only authorized personnel are allowed access to the 
building. Files are kept in standard drawer-type fiHng cabinets. 

Retention and disposal: ■' 
Individual records are maintained as long as the individual is em- 
ployed by or assigned to the DCA. After a person leaves the DCA, 
his/her individual files are destroyed within one year of the depar- 
ture. * . , 

Consolidated reports rnay be maintained for as long as five (5) 
years before they are destroyed. 

System manager(s) and address: 

Assistant to the Director for. Personnel, Code 700, Hq, DCA. 
Notification procedure: 

Personnel currently assigned to or employed by the DCA Head- 
quarters or DCA Field Activities in the Washington Metropolitan 
Area, and .all personnel formerly assigned to or employed by. DCA 
Headquarters or any DCA Field Activity may obtain information 
from: 

Assistant to the Director for Personnel 
Defense Communications Agency 
8th St. & South Court House Road 
Arlington, Virginia 22204 
Personnel currently assigned to or employed by DCA Field Ac- 
tivities outside the Washington Metropolitan Area may obtain infor- 
mation from the commander of their activity. 

Requests for information must contain name, SSAN, DCA activity 
to which assigned, and dates employed by or assigned to DCA. 

Proof of identity, for those appearing in person is an employee's ID 
card, driver's license, passport, or similar identification which con- 
tains both the name and a photograph of the individual. Proof of 
identity for individuals not appearing in person will be a notarized 
statement certifying that the person requesting the information has 
been identified by the notary public by means of an employee ID 
card, driver's license, passport, or other identification containing both 
the name and a photograph of the individual. 
Record access procedures: 

Contact the Assistant to the Director for Personnel for information 
concerning access to individual records. The official mailing address 
is in the Department of Defense Directory, in the appendix to the 
DCA systems notice. 

Contesting record procedures: 



The Agency's rules for access to records and for, contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Data in this system is obtained from individual Official Personnel 
Folders/Files or is supplied by the individual or by his/her supervi- 
sor. 

Exemptions claimed for the system: • ' > 

None. 



DEFENSE COMMUNICATIONS AGENCY 
STATION LIST DIRECTORY* (ALPHABETICALLY 
BY STATE) 
Alaska . ■ 

DCA Alaska Field Office, ATTN: DOL, Elmendorf AFB, AK 

99.506-5000. 

Defense Commercial/Communications Office-Alaska, ATTN: RT, 
Elmendorf AFB, AK 99506-5000. ; • • 

Arizona 

joint Interoperability Test Center (JTC3A), Ft Huachuca, AZ 
85613-7020. 

California . 

DCA Guam Field Office, Box 141, NAVCAMS WEST PAC, 
FPO San Francisco 96630^1837. 

. DCA Northwest Pacific Region, APO San Francisco 96328-5000. 
DCA Korea Field Office, APO San Francisco 96301-0069. 
DCA Southwest Pacific Region, APO- San Francisco 96274-5000. 

District of Columbia 

Joint Data Systems Support Center, Washington, DC 20305-2000. 
Headquarters Defense Communications Agency, Washington, DC 
20305-2000. 

National Communications System/Defense Communications 
Agency Operations Center, Washington, DC 20305-2000. " . 

Commander, White House Communications Agency, Washington, 
DC 20374-0940. 

, Defense Communications System .Organization, Washington, DC 
20305-2000. 

Director, Defense Mobilization Systems Planning Activity, Wash- 
ington, DC 20301-4000. 

Florida' 

DCA Field Office, Building 540, MacDill AFB, FL 33608-7001. 

Georgia 

DCA Field Office, ATTN: FCDJ-DCA, Ft McPherson. GA 
30330-6000. , 

Hawaii 

DCA-Pacific Area, Wheeler AFB, HI 96854-5000. 

Defense Commercial Communications Office-Pacific, Ft Shafter, 
HI 96858-5490. ^ 

WSE-PAC, ATTN: C4S/STW, Box 29, Camp H. M. Smith, HI 
96861-5025. 

Illinois 

Defense Commercial Communications Office, Building 3189, Scott 
AFB, IL 62225-8300. 

Telecommunications Management Services Office, ATTN: QA, 
Scott AFB, IL 62225-8400. 

New. Jersey 

Joint Interface Test Force (JTC3A), Ft Monmouth, NJ 85613- 
7020. 

New York • 

DCA-European Area, APO New York 09131-4103. 
DCA Field Office Turkey, JUSTMMAT, APO New York 09254- 
5365. 

Defense Commercial Communications Office-Europe, ATTN: RS, 
APO New York 09130-5000. 

C4S-EUR, Patch Barracks, ATTN: STE, APO New York 09128- 
4145. 

USDCFO US Mission NATO, ATTN: C4S/STN, APO New 
York 09667-7034. 
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Virginia 

Defense Communications Engineering Center, 1860 Wiehle 
Avenue, Reston, VA 22090-5500. 

Director, Center for Command, Control and Communications Sys- 
tems, 3701 North Fairfax Drive, Arlington, VA 22203-0000. 

Director, Joint Tactical Command, Control and Communications, 
1 1440 Isaac Newton Square North, Reston, VA 22090-5006. 

Washington 

DCA-Okinawa Field Office, Box 959, FPO Seattle 98773-5001. 

Addendum to DCA Station List Directory 

The Director, DCA is also the Manager, National Communications 
Systems (NCS), and the Director, Worldwide Military Command 
and Communications System (WWMCCS) Systems Engineering. To 
the extent that the Director, DCA performs these other functions, 
the records systems described herein pertain to and are available to 



employees of these organizations arid may be corrected by means of 
the same process described for DCA files systems, unless specified 
otherwise herein. 

* The official military personnel records of military personnel as- 
signed to DCA are maintained by the parent department and that 
department has the only complete official copies of the military 
members personnel records file. Responsibility for the completeness 
and accuracy of these files is invested in the military department. 
While the DCA commander or office chief may assist the military 
members in obtaining access or making corrections, DCA does, not 
have the authority either to grant access or make corrections. The 
documents maintained by DCA on military personnel are nomination 
process, copies of personnel correspondence generated during the 
members tenure in DCA, prornotion rosters furnished by the military 
departments, and copies of orders published by the departments. A 
few documents are maintained as a result of requirements imposed by 
the departments (leave forms for Army, Navy and Air Force person- 
nel and SIDPERS for Army personnel). 
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REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. - 

BLANKET ROUTINE USES 

Certain blanket 'routine uses' of the records have been established 
that are applicable to every record . system maintained within the' 
Department of Defense unless specifically stated otherwise within a 
particular record system. These, additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance^ the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual, 
ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form.W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which 'the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 
ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 
ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C, 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
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Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

LDIA0005 

System name: 

Personnel Management Information System (PMIS). 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Current and former military and civilian employees of DIA, to 
include military and civilian personnel as well as their dependents 
nominated for assignment to the Defense Attache System (DAS). 

Categories of records in the system: 

This system consists of a variety of personnel and directory data, 
security, education, training, financial and health information, loca- 
tion, telephone and employment related records. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency (DIA) as a separate Department of Defense and charged the 
Agency's Director with the responsibility for the maintenancie of 
necessary and appropriate records. 

Purpose(s): 

The PMIS collects employment information on current and former 
military and civilian employees of DIA, to include military and 
civilian personnel as well as their dependents nominated for assign- 
ment to the Defense Attache System. The system contains a variety 
of personnel and directory data, security, education, training, finan- 
cial and health information, location, telephone and employment re- 
lated records which are required by the Agency to facilitate its day- 
to-day operations. Records are used by staff, administrative and oper- 
ating officials to: Prepare individual administrative transactions; make 
decisions on the rights, benefits, entitlements and the utilization of 
individuals; provide a data source for the production of reports, 
statistical surveys, rosters, documentation and studies required for the 
orderly personnel administration within DIA. Information^ will be 
disclosed to such other Federal agencies, state and local govern- 
ments, as may have a legitimate use for such information and which 
agree to apply appropriate safeguards to protect data so provided 
collected or obtained. Information collected concerning home phone, 
address and emergency notification data is used to provide postal and 
locator service, to identify next-of-kin for emergency notification and 
as a source document to prepare recall and special rosters required 
for the Agency's day-to-day operation and emergency functions. At 
overseas locations information may be provided to host country 
officials, Department of State, Department of Justice, Department of 
Treasury and the Central Intelligence Agency. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices; 

Policies and practices .for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated, maintained on magnetic tape and manual in paper files 
and cards, and on microfilms. 
Retrievability: 

By name or social security account number. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Paper files are destroyed when employment with the Agency 
ceases. Temporary microfilm records are destroyed when replaced 
with an updated film and magnetic tape files are retained indefinitely 
as a permanent record. Directory Service files are destroyed 1 year 
after the individual departs the Agency. Defense Attache System 
records are maintained for 1 year beyond the individual's tour com- 
pletion date and then destroyed. 

System manager(s) and address: 

Assistant Deputy Director for Human Resources, Defense Intelli- 
gence Agency, Washington, DC 20340-3191. 



Notification procedure: 

To determine if this systemi of records contains' information per- 
taining to you, submit a written request to: the Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must igclude your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.G. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Agency officials,. Ambassadors, employees, educational institutions, 
parent Service of individual and immediate supervisor on station, and 
other Government officials. 

Exemptions claimed for the system: 

None. * 

LDIA 0008 

System name: 
Vehicle Registration Information Files. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-3299. 

Categories of individuals covered by the system: 

DIA employees and civilian contractors who register vehicles in 
order to gain entrance to DoD installations and those who may 
apply for a parking permit. 

Categories of records in the system: 

Individual's name, Social Security Number, home adjdress, office 
symbol, work telephone number, vehicle identification, and related 
information. 

Authority for maintenance of the system: 

The Federal Property and Administrative Services Act of 1949; 10 
U.S.C. 8012; 44 U.S.C. 3101; and Executive Grder 9397. 
PurposeCs): 

To provide a record for control of privately-owned vehicles which 
are authorized to operate on DoD installations; to assign parking 
permits to eligible military and civilian personnel and to maintain a 
record of parkinjg permits and vehicle registration data; to identify 
vehicles and their owners in .the event of an emergency or traffic 
problem. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Defense Intelligence Agency "Blanket Routine Uses" set forth 
at the beginning of DIA's compilation of record system notices apply 
to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Application cards, forms, and accountability logs. Data is also 
stored and maintained on a microcomputer. 
Retrievability: 

By Name, Social Security Number, decal number, state vehicle 
number, or carpool number. 
Safeguards: 

Access to records in this system are limited to personnel author- 
ized to handle vehicle registrations and issue parking permits. Build- 
ing access is controlled and office door is locked during non-duty 
hours. 

Retention and disposal: 

Paper records are maintained for one year after departure or loss 
of eligibility and then destroyed. In the case of automated files, they 
are erased, over-printed, or destroyed, as appropriate. 

System manager(s) and address: 

Building Manager, Defense Intelligence Agency, Washington, DC 
20340-3216. 
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Notification procedure: 

Individuals seeking to determine if this system of records contains 
information about, themselves should address written inquiries to the 
Freedom of Information Office (RTS-1), Defense ' Intelligence 
Agency, Washington, DG -20340-32^9. . v . 

Requests should contain individual's full name, current address, 
telephone nuniber. Social Security Number and date of birth. ; 

Requests submitted on behalf of other persons must include their 
written, . notarized authorization. Providing the . Social Security 
Number is . voluntary and will be used solely for identification pur- 
poses. Failure to provide the Social Security Number will not affect 
the individuaPs rights. 

Record access procedures: . 

Individuals seeking access to records about themselves contained in 
this system should address written inquiries to' the Freedom of Infor- 
mation Office (RTS-1), Defense Intelligence Agency, Washington, 
DC 20340-3299. ' 

Requests should contain individual's full name, current address, 
telephone number, Social Security Number and date of birth. 

Requests submitted on behalf of other persons must include their 
written, notarized authorization. Providing the Social Security 
Number is voluntary and will be used solely for identifipation pur- 
poses. Failure to provide the Social Security Number will, not affect 
the individual's rights. . . 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial agency determinations are contained in DIA Regulation 12-12; 
32 CFR part 292a; or may be idbtained from the system manager. 

Record source categories: 

Individual concerned, agency officials, Ambassadors, educational 
institutions, parent service of individual and immediate supervisor on 
station, and^pther Government officials. 

Exemptions claimed for the system: 

None.- . . 

LDIAOOlO 

System name: 

Requests for Information. 
System location: . , ' 

Defense Intelligence Agency, Washington, DC 20340-0001. 
Categories of individuals covered by the system: 
Individuals who make requests to DIA for information. 
Categories of records in the system: 

Correspondence from requester, and documents related to the re- 
ceipt, processing and final disposition of the request. 

Authority for maintenance of the. systeni: 
. Pursuant to the authority contained in the. National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive ,5105,21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. " 

Purpose(s): 

To provide records and documentatioh in response to requests 
from the public sector for information which is originated by or 
contained in the files of the Defense Intelligence Agency in accord- 
ance with* public disclosure statutes. To provide information for com- 
piling reports required by public disclosure statutes and to assist the 
Department of Justice in preparation of the Agency's defense in any 
law suit arising under these statutes. > 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine , Uses at the beginning of DIA's listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ^ ' . 

Storage: 
• Paper records in file folders. 

Retrievability: 

Alphabetically by surname of individual. 

Safeguards: ' . • 
' ' Records are maintained in a btiildirig protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 



Granted access: Destroy 2 years after date of Agency reply. 
Denied access, but no appeals by requester: Destroy 6 years after 
date of Agency reply. Contested records: Destroy 4 years after final 
denial by Agency, or 3 years after final adjudications by courts, 
whichever is later. 

System manager(s) and address: 

Deputy Assistant Director for Technical Services and Support, 
Defense Intelligence Agency, Washington, DC 20340-3190. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: the Freedom of Informa- 
tion Office (RTS-1). Defense Intelligence Agency, Washington, . DC 
20340-3299. You must include in yOur request: Your full name, cur- 
rent address, telephone number and social security account number 
or date of birth. Requests submitted on behalf of other persons must 
include their written, notarized authorization.. Providing of the social 
security number under E.O. 9397 is voluntary and it will be used 
solely for identification purposes. Failure to provide the social securi- 
ty number will not affect the individual's rights. 

Record access procedures: .. . 

Individuals may access i:ecords pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records iand lor contesting and appealirig 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: ' ' 

Individual requesters and Agency officials. 

Exemptions claimed for the system: : . 

None. ' ^ 

LDIAOOll . 

System name: 

Student Information Files. 
System location: . 

Defense Intelligence Agency, Washington, DC 20340-0001. 
Categories 6f individuals covered by the system: 
Current and former students of the Defense Intelligence College. 
Categories of records in the system: 

Student's biographic data and administrative/academic documents 
related to the student's enrollment. 
Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate . agency of the Departinent of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

Information pertaining to personnel, . past, present and projected 
assignments, educational background, academic/fitness reports, letters 
of course completion, rosters, grades and academic transcripts. This 
information is collected to provide data for managing the student 
population at the Defense College and for historical documentation. 
Information is used to document, monitor, manage, and administer 
the student's performance at the College. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine ..Uses at the beginning of DIA's listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in ;the system: 

Storage: 

Automated on magnetic disc and tape and manual in. paper files. 
Retrievability: 

Alphabetically by surname of individual. 
Safeguards: . ... . ..: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 
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Registration cards are held 2 years and then retired to the Wash- 
ington National Records Center. They are destroyed when 25 years 
old. 

System managerCs) and address: 

Commandant, Defense Intelligence College, Washington, DC 
Notification procedure: 

To determine if this system of records contains information per- 
taming to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.G. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures*, providing information speci- 
fied therein. 

Contesting record procedures: 

PIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Individual, parent Service, educational institutions, previous em- 
ployees and other Federal agencies. 
Exemptions claimed for the system: 
None. 

LDIA0014 

System name: 
Employee Grievance Files. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 
Categories of individuals covered by the system: 
Current and former civilian employees of DIA who have submit- 
ted grievances in accordance with DIAR 22-12. 
Categories of records in the system: 

Files contain all records and documents relating to grievances filed 
by Agency employees to include statements of witnesses, reports of 
interviews arid hearings and examiner's findings, recommendations, 
decisions and related correspondence or exhibits. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

To record all information collected in the course of a formal 
grievance including statements, findings, exhibits, recommendations 
and decisions. Files may be used as part of subsequent administrative 
or judicial proceedings concerning central or peripheral issues. These 
records and information in these records may be used: To disclose 
information to any source from which additional information is re- 
quested in the course of processing a grievance to the extent neces- 
sary to identify the individual, inform the source of the purpose(s) of 
the request and identify the type of information requested; to another 
Federal agency or to a court when the Government is party to a 
judicial proceeding before the court; by the Agency in the produc- 
tion of summary descriptive statistics, analytical studies and training 
in support of the function for which the records are collected and 
maintained or for related work force studies; to officials of the Merit 
Systems Protection Board including the Office of the Special Coun- 
sel, or the Equal Employment Opportunity Commission when re- 
quested in performance of their authorized duties; to disclose in 
response to a request for discovery or for appearance of a witness, 
information that is relevant to the subject matter involved in a 
pending judicial or administrative proceeding. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Alphabetically by surname of individual. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Record is destroyed 3 years after closing of the case. 
System manager(s) and address: 

Assistant Deputy Director for Human Resources, Defense Intelli- 
gence Agency, Washington, DC 20340-3191. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA • 
Regulation 12-12. 

Record source categories: 

By the individual, testimony of witnesses, Agency officials and 
from related correspondence from organizations or person's. 
Exemptions claimed for the system: 
None. 

LDIA0015 

System name: 

Biographic Sketch. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001 
Categories of individuals covered by the system: 
Individuals who interface with the DIA on a fee or. non-fee basis. 
Categories of records in the system: 

Contains biographic data to include name, date and place of birth, 
educational background, lists of published works or notable achieve- 
ments in the intelligence, scientific or academic community, intelli- 
gence experience, etc. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate . agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 
Purpose(s): \ , 

Information is collected on Agency higher ranking civilian and 
military personnel assigned to offices in the Washington, D.C. area 
and the DAOs world-wide to provide managers of branches^ divi- 
sions and higher levels of management with a capsule summary of 
biographic type information on assigned personnel so as to acquaint 
the managers, . quickly, with an individual's background prior ' to 
visits, informal discussions, counseling sessions and other ' types of 
personnel actions. Biographic sketches are also collected on spealcers 
at the Defense Intelligence College. To establish an individiial's bona 
fide as a noted authority in a specialized area for the purpose of 
utilizing that expertise to fill a gap in the Defense Intelligence 'i^gfeh- 
cy's resources. Information will be disclosed to such other Federal 
agencies, state and local governments, as may have, a •legitimate>'.use 
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for ^such information and which agree to apply appropriate safe- 
guards to protect data so provided and which is consistent with the 
conditions or reasonable expectations of use and disclosure under 
which the information was provided, collected or obtained. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievabiiity: 

Alphabetically by surname of individual. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Records are destroyed whetl no longer required. 
Systeni%anager(s) and address: , 

Assistant' Deputy Director for Technical' Services and Support, 
Defense Intelligence Agency, Washington, DC 20340-3190. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights: 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in -Notification Procedures', providing inforniation speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Individual, academic institutions or the individual's employer. 
Exemptions claimed for the system: 
None. * 

LDIA0140 - 

System name: 

Passports and Visas. 

System location: - 

" Defense Intelligence Agency', Washington, Dfc 20340-0001. 
Categories of individuals covered by the system: 
All DIA personnel requiring passports. 
Categories of records in the system: 
Files contain passports and related correspondence. 
Authority for maintenance of the system: 

Pursuant to the authority contained in the Nationaf Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

Information is' collected to obtain and safekeep official passports 
until heeded for travel and to obtain necessary visas from appropriate 
Embassies; to notify individuals to reapply when passports expire and 
to return, passports to the Departfnent of State upon departure of the 
individual from DIA. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Automated in computer and manual in paper files. 
Retrievabiiity: 

Alphabetically by surname of individual in file folders and by name 
of individual, date of birth, and/or social security number in comput- 
er. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. Records maintained 
in computer system require special . access code to retrive informa- 
tion. 

Retention and disposal: 

Passports are returned to Department of State upon departure of 
the individual from DIA and computer records are transferred into 
an archive file for 1 year. 

System manageKs) and address: 

Assistant Deputy Director for Technical Services and Support, 
Defense Intelligence Agency, Washington, DC 20340-3190. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to the Freedom of Informa- 
tion Office (RTS-1). Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing* as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. . . 

Record source categories: 

Individual applicant and Department of State, Passport Office. 
Exemptions claimed for the system: ^ 
None. 

LDIA 0150 

System name: 

Official Traveler Profile. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 
Categories of individuals covered by the system: 
All DIA employees traveling on official business. 
Categories of records in the system: 

Individual's name, Social Security Number, office designation, tele- 
phone numbers, and airline reservation preferences. 
Authority for maintenance of the system: 
10 U.S.C. 133s and Executive Order 9397. 
Purpose(s): 

To secure commercial and military flight, reservations for official 
DIA travelers. Access is .limited to personnel who are authorized to 
make such arrangements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Defense Intelligence Agency "Blanket Routine Uses" set forth 
at the beginning of DIA's compilation of record system notices apply 
to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

American Airline Reservation Computer (SABRE). 
Retrievabiiity: 
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Information is retrieved by individual's name. 
Safeguards: 

Records are maintained in SABRE computer and accessible only 
to authorized personnel who have proper access codes and are prop- 
erly screened, cleared and trained in the protection of privacy infor- 
mation. Computer is located in a secure building with controlled 
access and the office door is locked during non-duty hours. 

Retention and disposal: 

Upon departure from DIA, files are deleted from the system. 
System manager($) and address: 

Assistant Deputy Director for Logistics and Engineering Services, 
Defense Intelligence Agency, Washington, DC 20340-3210. 
Notification procedure: 

Individuals seeking to determine if this system of records contains 
mformation about themselves should address written inquiries to the 
Freedom of Information Office (RTS-1), Defense Intelligence 
Agency, Washington, DC 20340-3299. 

Requests should contain individual's full-name, current address, 
telephone number, Social Security Number and date of birth. 

Requests submitted on behalf of other persons must include their 
written, notarized authorization. Providing the Social Security 
Number is voluntary and will be used solely for identification pur- 
poses. Failure to provide the Social Security Number will not affect 
the individual's rights. 

Record access procedures: 

Individuals seeking access to records about themselves contained in . 
this system should address written inquiries to the Freedom of Infor- 
mation Office (RTS-1), Defense Intelligence Agency, Washington, 
DC 20340-3299. o e. j e . 

Requests should contain individual's full name, current address, 
telephone number. Social Security Number and date of birth. 

Requests submitted on behialf of other persons must include their 
written, notarized authorization. Providing the Social Security 
Number is voluntary and will be used solely for identification pur- 
poses. Failure to provide the Social Security Number will not affect 
the individual's rights. 

Contesting record procedures: 

pi A rules for access to records and for contesting and appealing 
initial agency determinations are contained in DIA Regulation J 2- 12; 
32 CFR part 292a; or may be obtained from the system manager! 

Record source categories: 

Individual applicant. 

Exemptions claimed for the system: 

None. 

LDIA0209 

System name: 

Litigation and Disposition Documentation. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Files involving legal and administrative matters involving individ- 
uals. 

Categories of records in the system: 

Correspondence or legal documentation relating to individuals, . 
Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

Information is collected pertaining to litigation, disciplinary mat- 
ters and administrative actions concerning civilian and military per- 
sonnel. Information is compiled to support various legal-related ac- 
tivities of the Department of Justice, the Office of Personnel Man- 
agement and the Military Services or adjudicative agencies of the 
U.S, Government as may be necessary or required in the disposition 
of an individual case. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA*s listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in. the system: 



Storage: 

Paper records in file folders. 
Retrievability: 

Alphabetically by surname of individual. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Some records are retired to the Washington National Records 
Center where they are held for 10 years and then destroyed and 
others are destroyed when no longer needed for current operations. 

System manager(s) and address: 

The General Counsel, Defense Intelligence Agency, Washington, 
DC 20340-1029. 

Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Other offices within the DIA and the DoD, the individual in- 
volved and other departments and agencies of the Executive Branch. 
Exemptions claimed for the system: 
None. 

LDIA0271 

System name: 
Investigations and Complaints. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Current and former civilian and military personnel who filed a 
complaint acted upon by the Inspector General, DIA, or who were 
the subject of an Inspector General, DIA, investigation or inquiry. 

Categories of records in the system: 

Documents relating to the organization, planning and execution of 
internal/external investigations and records created as a result of o 
investigations conducted by the Office of the Inspector General, 
including reports of investigations, records of action taken and sup- 
porting papers. These files include investigations of both organiza- 
tional elements and individuals. 

Authority for maintenance of the system: ' 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

Information is collected to determine the facts and circumstances 
surrounding a complaint filed with the office of the Inspector Gener- 
al by a Defense Intelligence Agency employee or to determine the 
facts and circumstances of matters under Inspector General inquiry 
of investigation. Information collected by the Inspector General is 
for the purpose of providing the Director, DIA, with a sound basis 
for just and intelligence action. Records are used as a basis for 
recommending actions to the Command Element and other DIA 
elements. Depending upon the nature of the information it may be 



500 



PRIVACY ACT SYSTEMS 



passed to appropriate elements within the DoD, the Department of 
State, Department of Justice, Central InteUigence Agency and to 
other appropriate Government agencies. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. ^ • ♦ / ' 

' Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: / . • 

Storage: 

Paper records in file folders, (manual). 
-.'Retrievability: 

Filed by subject matter and case number. - . 

Safeguards: r 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. \ 

Retention and disposal: . ' 

Records, are held in current files for 5 years after completion and 
adjudication of all actions and retired to the Washington National 
Records Center. Investigations will* be offered to. the National Ar- 
chives and complaints destroyed when 20 years old.* - r ' ' 
. System manager(s) and address: .> i .; ' \ 

Inspector General's Office, Defense Intelligence Agency, Washing- 
ton, DC 20340-1028. ' : 

Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-l), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number is voluntary and "it will be used solely for identification 
purposes. Failure to provide the social security number will not 
affect the individual's rights. 
. Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: ' 

DIA rules for access to records and for contesting and appealing 
initial determinations are . contained in . 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source, categories: 

Personal interviews, 'personal history statements, abstracts or 
copies of pertinent medical records, abstracts from personnel records, 
results of . tests, physician's notes, observations from employee's be- 
havior, related notes, papers from counselors and/or clinical direc- 
tors. > . • . i • • 

Exemptions claimed for the system: 

Parts- of this system may be exempt under Title 5, U.S.C.. 552a, 
o subsections k(2), k(5), or k(7). For additional information see Agency 
rules contained in 32 CFR part 292a. 

LDIAOlis ' ' 

System name: 

DoD Hotline Referrals. , ' 

System location: . 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the systein: 

Current and former civilian and military personnel who, were the 
subject of Inspector General, DIA, actions' as a result of DoD/IG 
Hotline referrals. ^ . ' 

Categories of records in the system: 
' Materials relating to the referral by DoD/IG Hotline, and the 
follow-on 'of documentation created as a result of actions conducted 
by the IG, including reports, records of action taken and supporting 
papers. . ' 

Authority for maintenance of the system: 

National Security Act of 1947,, as amended, DoD Directive 
5105.21, 'Defense Intelligence Agency,* and DoD Directive 7050.1, 
*PoD Hbtlinei* as ; implemented by DIAM 40-1, 'Investigations and 



Inspections, Inspector General Activities and Procedures," Chapter 2, 
paragraph 8. 

Purpose(s): , : 

Information is collected to determine the. facts and circumstances 
surrounding allegations made to the DoD/IG Hotline and referred 
by them to DIA/IG concerning DIA employees. Records are used 
as a basis for recommending actions to the Command Element and 
other DIA elements. Results are reported back to the DoD/IG. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. . . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: : : 

.Paper records in file folders. : ; . .t ' 

Retrievability: 

Filed by subject matter and. case nuiiiber. 
Safeguards: „ / 

Records are maintained in a building protected by security guards 
and are stored in an alarmed secure area. Records are accessible only 
by authorized DIA/IG personnel who are properly cleared and 
trained, and who require access in connection with their official 
duties. ' I 

Retention and disposal: 

Records are held in current files for 3 years after completion and 
adjudication of all actions and then destroyed. ' 
System manager(s) and address: 

Inspector General's Office, 'Defense Intelligence Agency, Washing- 
ton, DC 20340,-1028. 
Notification procedure: 

Information may be obtained by submitting a written request to: 
The Freedom of Information Office (RTS-l), Defense Intelligence 
Agency, Washington, DC 2034(5-3299. Your request must mclude 
your full name, current address, telephone number and social security 
account number or date of birth. Requests submitted on behalf of 
other persons must include their written, notarized authorization. 
Providing of the social security number under E.O. 9397 is voluntary 
and it will be used solely for identification purposes. Failure to 
provide the social security number will not affect the individual's 
rights. . ■ 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a .and. DIA 
Regulation 12-12. . :, 

Record source categories: 

Personal interviews, personal history statements, abstracts from 
personnel records and security records, observations from employee's 
behavior, related notes, papers from counselors and/or supervisors. 

Exemptions claimed for the system: 

Parts of this system may be exempt under Title 5, U.S.C. 552a, 
subsections k(2), k(5), or k(7). For additional information see Agency 
rules contained in 32 CFR part 292a. 

LDIA0335 

System name: ' ■ 

Alcohol and Drug Abuse Reporting Program: 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Any civilian employee of the Defense Intelligence Agency who 
has been diagnosed as an alcohol/drug abuser by a physician and 
subsequently enrolled in an alcohol/drug abuse treatment program. 
Former employees who were undergoing treatment at time of termi- 
nation are retained in the file for 2 years and other former employees 
who were enrolled in a program less than 2 years, before their 
termination may also be included. 

Categories of records in the system: 

File contains employee intake and follow-up records, initial, inter- 
views forms, counselor observations and impressions of employee's 



501 



behavior and rehabilitation progress, copies of medical consultation 
and procedures performed, results of bio-chemical urinalysis for drug 
abuse, and similar or related documents. 
Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

Information is collected and maintained to provide the Agency an 
accurate accountability of individuals involved in alcohol and drug 
abuse activities, education and training, and rehabilitation programs. 
Quarterly and annual program reports are generated based on the 
systems maintained in the DIA. Blanket 'routine uses* for DIA sys- 
tems of records do not apply to this system of records. Records 
concerning the identity, medical diagnosis, prognosis, or treatment of 
any person irrespective of whether or when the individual ceased 
treatment, maintained in connection with the performance of any 
alcohol or drug abuse prevention and treatment function conducted, 
regulated, or directly or indirectly assisted by any department or 
agency of the United States, are confidential and may be disclosed 
only for the purposes and under the circumstances expressly author- 
l^T^o^" ™^ U.S.C., Section 1175 (as amended) and Title 42 
U.S.C., Section 4582 (as amended). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The records in the system may be disclosed outside DIA: To 
Government personnel for the purpose of obtaining benefits to which 
the person undergoing treatment is entitled; to qualified personnel for 
the purpose of conducting scientific research, management or finan- 
cial audits, or program evaluation; to appropriate elements within the 
Department of State, Department of Justice and Office of Personnel 
Management when required for actions relative to the employees' 
employment, access to classified material or areas; to a court of 
competent jurisdiction upon authorization by an appropriate order. 
Any safeguards against unauthorized disclosure imposed by the court 
in Its order shall be honored. ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records maintained in file folders (manual). 
Retrievability: 

By name and social security account number. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared, and 
trained in the protection of this information and have a need for 
access in connection with their official duties. 

Retention and disposal: 

Records are destroyed 2 years after the individual leaves the treat- 
ment program or the case is terminated. 
System manager(s) and address: 

Special Assistant for Equal Employment Opportunity, Defense In- 
telligence Agency, Washington, DC 20340-3375. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is. voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
.will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in '32 CFR' part 292a and DIA 
Regulation 12-12. ' 

Record source categories: 



Personal interviews, personal history statements, abstracts or 
copies of pertinent medical records, abstracts from personnel records, 
results of tests, physician's notes, observations from employee's be- 
havior, related notes, papers from counselors and/or clinical direc- 
tors. 1 

Exemptions claimed for the system: 
None. 

LDIA0435 

System name: 
DIA Awards. Files. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Military personnel recommended for an award while assigned to 
DIA. ^ 

Categories of records in the system: 

This file contains supporting documents for the awards nomination 
and the results of actions or recommendations of endorsing and 
approving officials. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as' amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

Information is collected and submitted to determine eligibility for 
awards and decorations to individuals and units while assigned or 
attached to the DIA. Information * is required for preparation of 
orders and for inclusion in individual's Service record. Records are 
used to obtain the approval for the awarding of the decoration, for 
the compilation of require^! statistical data and provided to the Mili- 
tary departments when appropriate. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders (manual). 
Retrievability: 

Alphabetically by surname of individual. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in locked cabinets and are accessible only to author- 
ized personnel who are properly screened cleared and trained in the 
protection of privacy information. 

Retention and disposal: 

Records are maintained for approximately 2 years within the 
Agency and then retired to the Washington National Records center 
where they are destroyed when 5 years old. 

System manager(s) and address: 

Assistant Deputy Director for Human Resources, Defense Intelli- 
gence Agency, Washington, DC 20340-3191. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it. will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 
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DIA rules for access to records and for contesting and appealing 
initial determinations are contained' in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Agency officials, parent Service and personnel records. 

Exemptions claimed for the system: 

None. 

LDIA0480 

System name: 

Reserve Training Records. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Military Reserve personnel who have performed active duty train- 
ing with the DIA or corresponded with the DIA regarding reserve 
matters. 

Categories of records in the system: 

Files contain correspondence with the reservist and documentation 
related to the reservist periods of active duty with DIA. 
Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): 

The Reserve Affairs Office is required to maintain current bio- 
graphical information on all personnel who are assigned to a DIA 
Reserve billet or perform Reserve duty with the Agency. The data is 
used to help provide productive tours for the Reservists. It is also 
used by DIA staff personnel and the Reserve Affairs Officer to 
evaluate the Reservists for Reserve billets or assignments. Biographi- 
cal information will be maintained in the Reserve Affairs Office if 
person is accepted for assignment; otherwise, it will be destroyed. 
Records are used by Agency officials for the administrative, control 
and utilization of reservists and may be provided to the Military 
Departments when appropriate. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders (manual). 
Retrievability: 

Alphabetically by surname of individual. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in safes or locked cabinets and are accessible only to 
authorized personnel who are properly, screened, cleared and trained 
in the protection of privacy information. 

Retention and disposal: 

Records are destroyed 1 year after reservists become inactive. 
System manager(s) and address: 

Assistant Deputy Director for Human Resources, Defense Intelli- 
gence Agency, Washington, DC 20340-3191. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 



DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Individual reservists requesting assignment and/or active duty 
training. Agency officials and parent Service of Reservists. 
Exemptions claimed for the system: 
None. 

LDIA0590 

System name: 

Defense Intelligence Special Career Automated System (DISCAS). 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

DoD civilian positions and employee grades GS-05 and above in 
the GS-0132 intelligence series, scientific and technical series and 
other related professional series which are assigned to an organiza- 
tional component performing an intelligence function. Cryptologic 
personnel and those enrolled in the National Security Agency (NSA) 
career system are excluded. 

Categories of records in the system: 

Data on employment history, qualification and skills and perform- 
ance appraisals. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records and Department of De- 
fense Directive 5010.10, 'Intelligence. Career Development Program. 

Purpose(s): 

Information is collected in order to register all eligible DoD civil- 
ian employees in the DISCAS. The information provides for verifica- 
tion and in some cases updates previous provided information. It is 
used for automatic referral for position vacancies throughout the 
DoD Intelligence Community and includes the individual's own 
(local) organization. The DISCAS forwards inquiries to employees 
regarding their availability for specific position . vacancies when re- 
quested by the DoD component. DISCAS will maintain files and 
records for historical or user research purposes such as annual re- 
ports for DoD components or management information furnished to 
appropriate DoD users. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: - 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. - 

Policies and practices for storing^ retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: * ... . . 

Automated, maintained on magnetic tape and manual in'paper files. 

Retrievability: 

By name or social security account number. , 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in. vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Records are temporary. They are retained until the employee con- 
cludes his DoD intelligence career at which time they are retired to 
an inactive file for 1 year and then destroyed.' 
■ System manager(s) and address: 

Office of Training, Defense Intelligence Agency, Washington, DC 
20340-5194. 

Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your 'full name, current ad- 
dress, telephone number and social security Account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social secunty 
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number under E,0. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 
Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

pIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Source data for DISCAS is provided by the employees, the em- 
ployee's supervisor and the servicing civilian personnel office. 
Exemptions claimed for the system: 
None. 

LDIA 0660 

System name: 
Security Files. 
System location: 

Defense InteHigence Agency, Washington, DC 20304-0001. 

Categories of individuals covered by the system: 

Military/civilian applicants and nominees to DIA; current and 
former DIA and Defense Attache System personnel; and other DoD- 
affiliated personnel under the security cognizance of DIA. 

Categories of records in the system: 

Records associated with personnel security functions, nomination 
notices, statement of personal history, indoctrination/debriefing 
memoranda, secrecy and nondisclosure agreements, certificates of 
clearance, adjudication memoranda and supporting documentation 
and in-house investigations, security violations, identification badge 
records, retrieval indices, clearance status records, and access control 
records and Social Security Number. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records and Executive Order 
9397. 

Purpose(s): 

Information is collected in order to accomplish those administra- 
tive and personnel security functions relating to initial and continued 
assignment/employment and eligibility for access to classified infor- 
mation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be disclosed to other Federal agencies, state and 
local governments, as may have a legitimate use for such information 
and agree to apply appropriate safeguards to protect the data in a 
manner consistent with the conditions or expectations under which 
the information was provided, collected or obtained. 

The "Blanket Routine Uses" published at the beginning of DIA's 
compilation of record system notices also apply to this system of 
records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 
Storage: 

Automated in computer, manual in paper files, or on microform. 
Retrievability: 

Alphabetically by surname of individual or by Social Security 
Number. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Records of civilian and military applicants not hired by or assigned 
to DIA and favorable files of employees departing DIA are main- 
tained up to 1 year and then destroyed. Outprocessing interviews 
will be retained for 5 years and then destroyed. Indoctrination/ 
debriefing memoranda and non-disclosure agreements pertaining to 



access to Secret Compartmentalized Information are retained for 70 
years or until notification of the death of the signer, whichever is 
sooner. Files containing information which may conceivably result in 
litigation and non-Secret Compartmentalized Information security 
agreements are destroyed when no longer required. 
System manager(s) and address: 

Chief, Office of Security, Defense Intelligence Agency, Washing- 
ton, DC 20340-1248. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Freedom of Information Office (RTS-1), Defense Intelli- 
gence Agency, Washington, DC 20340-3299. 

Your inquiry should include your full name, current address, tele- 
phone number, Social Security Number and date of birth. Requests 
submitted on behalf of other persons must include their written, 
notarized authorization. Providing of the Social Security Number is 
voluntary and it will be used solely for verification purposes. Failure 
to provide the Social Security Number will not affect the individual's 
rights. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Free- 
dom of Information Office (RTS-1), Defense Intelligence Agency, 
Washington, DC 20340-3299. 

Your inquiry should include your full name, current address, tele- 
phone number, Social Security Number and date of birth. Requests 
submitted on behalf of other persons must include their written, 
notarized authorization. Providing of the Social Security Number is 
voluntary and it will be used solely for verification purposes. Failure 
to provide the Social Security Number will not affect the individual's 
rights. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determination are contained DIA Regulation 12-12; 32 CFR 
part 292a; or may be obtained from the system manager. 

Record source categories: 

The individual, other Federal agencies, firms contracted to the 
DoD and Agency officials. 

Exemptions claimed for the system: 

Portions of this system of records may be exempt from the provi- 
sions of 5 U.S.C. 552a(k)(2) and (5), as applicable. 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b)(1), (2), and (3), 
(c) and (e) and published in 32 CFR part 292a. For more information 
contact the system manager. 

LDIA0800 

System name: 
Operation Record System. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Individuals involved in foreign intelligence and/or training activi- 
ties conducted by the Department of Defense, who are of interest 
either because of the actual, apparent, or potential use. 

Categories of records in the system: 

Files include operational, biographic, policy, management, training, 
and administrative matters related to the foreign intelligence activities 
of the Department of Defense. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Departnient of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

PurposeCs): 

Information is collected to support the administration, operation, 
and management of foreign intelligence and/or training activities 
conducted by the Department of Defense. To provide information 
within the Department of Defense and other Federal agencies for the 
conduct of foreign intelligence operations and to provide staff man- 
agement over foreign intelligence training conducted by the Depart- 
ment of Defense. 
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PRIVACY ACT SYSTEMS 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses, at the beginning of DIA*s listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated on magnetic tapes and discs, microfilm and aperture 
cards and manual in paper files. » ■ 

Retrievability: . ' ; / 

Alphabetically by surname of individual. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Master files are retained indefinitely. Temporary 'records are de- 
stroyed. 

System manager(s) and address: 

Directorate for Attaches and Operations, Defense Intelligence 
Agency, Washington, DC 20340-5339. 

Notification procedure: 
. To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures*, providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

DoD, other intelligence agencies, educational institutions, Federal 
agencies, research institutions, foreign governments and open source 
literature. 

Exemptions claimed for the system: 

Parts of this system may be exempt under Title 5, U.S.C., 552a, 
subsections k(2) and k(5). For additional information see Agency 
rules contained in 32 CFR part 292a. 

LDIA0813 

System name: , , 
. Bibliographic Data Index System. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 
Categories of individuals covered by the system: 
Individuals who have published works of general interest to the 
Agency, and individuals involved in foreign intelligence activities. 
Categories of records in the system: 

An index of names of authors, title of published works, subject 
matter of- writing and the location of source documents of open 
source literature and intelligence reports. 

Authority for maintenance of the system: 

Pursuant to the authority, contained in the National Security Act of 
1947, as amended, the Secretary of Defense issued Department of 
Defense Directive 5105.21 which created the Defense Intelligence 
Agency as a separate agency of the Department of Defense and 
charged the Agency's Director with the responsibility for the mainte- 
nance of necessary and appropriate records. 

Purpose(s): , 

File is used for basic reference purposes , for open source and 
classified documents. Information -is used by Agency analysts, other 
authorized Federal agencies and contractor personnel for research on 
intelligence subjects related to foreign intelligence activities. Serves 



as a traditional library reference service for open source literature 
and intelligence reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA*s listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retainiiig, and 
disposing of records in the system: 

Storage: 

Automated on magnetic tape and disc, and manual in paper files 
and cards. 
Retrievability: 

Alphabetically by sumanie of, individual. 
Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Open source literature is destroyed once material is out dated. 
Intelligence reports are retained for 3 years and retired to the Wash- 
ington National Records Center for permanent retention. They will 
be offered to the National Archives when they are 40 years old. 

System manager(s) and address: . 

Assistant Deputy Director for Technical Services and Support, 
Defense Intelligence Agency, Washington, DC 20340-3190. 
Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-1), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name; current ad^ 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O., 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individuars rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures', providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR* part 292a and DIA 
Regulation 12-12. 

Record source categories: 

DoD, other intelligence agencies, educational institutions, Federal 
agencies, research institutions, foreign governments and open source 
literature. . . 

Exemptions claimed for the system: 
. None. 

, LDIA0900 

System name: 

Accounts Receivable, Indebtedness and Claims. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Current and former active duty military personnel, current and 
former civilian employees. Reserve and National Guard personnel, 
dependents of employees and military personnel exchange officers 
and other individuals who may be indebted to the Defense Intelli- 
gence Agency or another Government agency or have a claim pend- 
ing against the Defense Intelligence Agency. 

Categories of records in the system: 

Records maintained in this system include but are not limited to 
documentation pertaining to telephone bills; dishonored checks; re- 
ports of survey; erroneous payments; property losses and damages; 
administratively determined indebtednesses; losses of funds; records 
of travel payments, travel orders, travel, vouchers, statements of 
nonavailability of quarters and mess, paid receipts, and: certifications 
of payment; delinquent accounts receivable from other Federal agen- 
cies including returned checks, medical service billings and collection 
records; summaries of reports from investigative activities such as the 
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military investigative services, the U.S. Secret Service of the Federal 
Bureau of Investigation, reports from probate courts and bankruptcy 
courts; credit reports, promissory notes; individual financial state- 
ments; correspondence from and to the debtor or claimant; applica- 
tions for waiver of erroneous payments or for remission of indebted- 
ness with support documentation; claims of individuals requesting 
additional payments with supporting documentation such as time and 
attendance records and leave and earning statements. 
Authority for maintenance of the system: 

5 U.S.C. 5512; 5 U.S.C. 5513; 5 U.S.C. 5514; 5 U.S.C 5584; 5 
U.S.C. 5705; 10 U.S.C. 2274; 10 U.S.C. 22761; 31 U.S.C. 3322; 31 
U.S.C. 3527; 31 U.S.C. 3702; 31 U.S.C 3711; 31 U.S.C 3716; 31 
U.S.C 3717; 31 U.S.C. 3718; 37 U.S.C 1007; 40 U.S.C 721-729. 

Purpose(s): 

Information is collected to determine eligibility for waiver of erro- 
neous payments or additional payments for service rendered. Infor- 
mation is also used to support customer billings and collection of 
claims of the United States for money or property arising out of the 
activities of the Defense Intelligence Agency or other Federal agen- 
cies. Information from this system may be disclosed to credit bureaus 
and credit reporting activities, the Comptroller General and the Gen- 
eral Accounting Office, the Defense Investigative Service, the Inter- 
nal Revenue Service, the Federal Bureau of Investigation, U.S. 
Secret Service, state and local law enforcement authorities, trustees 
in bankruptcy and probate courts and other Federal agencies (for 
possible collection by offset). Disclosures may also be made to the 
Department of Justice for criminal prosecution, civil litigation, or 
investigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. 

Policies and practices for storing, (retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrieyability: 

Alphabetically by surname of individual. 
Safeguards: 

Records are accessible only to authorized personnel who are prop- 
erly screened, cleared and trained in the protection of privacy infor- 
mation. Records are stored in locked cabinets when not in use. 

Retention and disposal: 

Records are retained in office files through the fiscal year follow- 
ing the fiscal year in which final action was taken on the accounts 
receivable, indebtedness or claim. Records are then transferred to the 
Washington National Records Center where they are retained for up 
to 9 years and then destroyed. 

System manager($) and address: 

Comptroller, Defense Intelligence Agency, Washington, DC 
20340-3121. 

Notification procedure: 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: the Freedom of Information Office (RTS-1), Defense 
Intelligence Agency, Washington, DC 20340-3299. You must include 
in your request your full name, current address, telephone number 
and social security account number or date of birth. Requests submit- 
ted on behalf of other persons must include their written, notarized 
authorization. Providing of the social security number under E.G. 
9397 is voluntary and it will be used solely for identification pur- 
poses. Failure to provide the social security number will not affect 
the individuaPs rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in ^Notification Procedures*, providing information speci- 
fied therein. 

Contesting record procedures: 

DIA rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 292a and DIA 
Regulation 12-12. 

Record source categories: 

Information is obtained from DoD and other Federal financial 
records systems; financial, educational and medical institutions; auto- 
mated system interfaces; police and investigative officers; state bu- 
reaus of motor vehicles; Internal Revenue Service; Social Security 



Administration; Veterans Administration; the Office of Personnel 
Management and commercial credit reporting agencies. 

Exemptions claimed for the system: 

None. 

LDIA1728 

System name: 

Southeast Asia Operational Casualty Records. 
System location: 

Defense Intelligence Agency, Washington, DC 20340-0001. 

Categories of individuals covered by the system: 

Individuals identified as casualties in Southeast Asia and other 
persons of Department of Defense interest because of their substan- 
tive or alleged knowledge of the status of the casualties. 

Categories of records in the system: 

Records maintained by this system include, but are not limited to, 
operational and information reports, biographic records, personal 
statements and correspondence, interviews and media reports. 

Authority for maintenance of the system: 

5 U.S.C. 552a; 5 U.S.C. 5512; 5 U.S.C 5513; 5 U.S.C 5514; 5 
U.S.C. 5584; 5 U.S.C 5705; 10 U.S.C 2274; 10 U.S.C 2776; 31 
U.S.C. 3322; 31 U.S.C 3527; 31 U.S.C 3702; 31 U.S.C. 3711; 31 
U.S.C 3718; 37 U.S.C 1007; 40 US.C 721-729. 

Purpose(s): 

Information is collected to develop a detailed factual and viable 
data base concerning Southeast Asian casualties. Information in this 
system will be used to produce evaluated information to be provided 
to agencies and offices within the DoD concerned with casualty 
matters and to Federal agencies at the national level as background 
for the promulgation of national policy. Disclosures are made under 
the Freedom of Information Act. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine Uses at the beginning of DIA's listing of the 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files and automated on magnetic tape. 
Retrievability: 

Alphabetically by surname of individual. 
Safeguards: 

Records are maintained in a restricted access building protected by 
security guards and are stored in a secured vaulted work area. 
Records are accessible only to authorized personnel who are proper- 
ly screened, cleared and trained in the protection of privacy informa- 
tion. 

Retention and disposal: 

Records in this system will be retained in office files until they are 
no longer needed for current/frequent use and are then retired to the 
Washington National Records Center. Records will be maintained 
there until such time as the Secretary of Defense and/or the. Execu- 
tive Office terminate the effort and then they will be offered to the 
National Archives as historical documentation. 

System managers) and address: 

Deputy Director for Operations, Plans and Training, Defense In- 
telligence Agency, Washington, DC 20340-5007. 

Notification procedure: 

To determine if this system of records contains information per- 
taining to you, submit a written request to: The Freedom of Informa- 
tion Office (RTS-i), Defense Intelligence Agency, Washington, DC 
20340-3299. Your request must include your full name, current ad- 
dress, telephone number and social security account number or date 
of birth. Requests submitted on behalf of other persons must include 
their written, notarized authorization. Providing of the social security 
number under E.O. 9397 is voluntary and it will be used solely for 
identification purposes. Failure to provide the social security number 
will not affect the individual's rights. 

Record access procedures: 

Individuals may access records pertaining to them by writing as 
indicated in 'Notification Procedures*, providing information speci- 
fied therein. 

Contesting record procedures: 
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UNITED STATES MARINE CORPS 
How Systems Of Records Are Arranged. 

In the Marine Corps, records are categorized by subject series. 
Each series has assigned a subject title, a three-letter prefix and 
followed by a five-digit number. For example, the systems of records 
containing pay data may be found in the Fiscal/Disbursing series 
(MFDOOOOX). The letter M stands for Marine Corps; the next two 
letters indicate that the. records are pay related; and the following 
five digit number is a further breakdown of the series for identifica- 
tion purposes. 

How To Use The Index Guide. 

The system of records maintained by the Marine Corps are con- 
tained within the subject series that are listed below. This list identi- 
fied each series in the order they appear in this compilation. Use the 
list to identify subject areas of interest. Having done so, use the 
appropriate ; system identification series to locate the systems of 
records grouping in which you are interested. 

SUBJECT SERIES 



System Identification Series 

Aviation • 
MAAOOOOX 

Fiscal/Disbursing (Matters relating to pay) 
MFDOOOOX 

Historical 
MHDOOOOX 

Installations and Logistics 
MILOOOOX 

Intelligence (Includes POW/MIS Files) 
MINOOOOX 

Judge Advocate/Legal Matters 
MJAOOOOX 

Miscellaneous (Admin Matters) 
MMCOOOOX 

Manpower/Personnel 
MMNOOOOX 

Training 
MMTOOOOX 

Reserve 
MRSOOOOX 

Telecommunications/Telephone Billing 
MTEOOOOX 



REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket Routine uses' of the records have been established 
that are applicable to every record system maintained within the 
•Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 



ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the, issuance, of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency^s decision 
on the matter. 

ROUTINE USE CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by^ this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made iat 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management .and Budget in 'connection 
with the review of private relief legislation as set foi-th in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security; investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claini rights conferred in, international agreements 
and arrange those regulating the stationing and status in foreign 
countries of Department of Defense military and civilian personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military miember is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 
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PRIVACY ACT SYSTEMS 



ROUTINE USE DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial "or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by tiie 
individual or the individual has defaulted on a loan and that if 
restitution is liot made by the individual, the U.S^ Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A. record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906, 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. , 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COliNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

MAAOOOOl 

System name: 

Flight Readiness Evaluation Data System (FREDS). 
System location: 

Headquarters, U.S. Marine Corps (Code A), Washington, DC 
20380-0001 and Marine Corps aviation units. U.S. Marine Corps 
official mailing addresses are incorporated into Department of the 
Navy's mailing addresses, published as an appendix to the Navy's 
compilation of record system notices. 

Categories of individuals covered by the system: 

All active Marine Corps Air Crewmembers (Naval Aviators/Naval 
Flight Officers and Enlisted Crewmembers). 
, Categories of records in the system: 

Files contain; personal identifying information such as name, , rank. 
Social Security Number, organization, etc., and specific information 
with regard to ayiation qualifications. . 

Authority for maintenance of the system: 



5 U.S.C. 301; 10 U.S.C. 5013; and Executive Order 9397. 
Purpose(s): 

To maintain records on all Marine Corps air crewmembers to 
enable officials and employees of the Marine Corps to administer and 
manage air crewmember assets. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:', , 

The Marine Corps "Blanket Routine Uses" that appear at the 
beginning of the agency's compilation of record system notices apply 
to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Stored on magnetic tape. 
Retrievability: 

Retrieved by name and Social Security Number. 
Safeguards: , 

Tapes are stored in limited access areas and handled by personnel 
that are properly trained in working with personal information. 
Retention and disposal: 

File is maintained on individual as long as he/she is in an active 
flight status. Once individual is removed from active fiight status, 
data is erased from tape. 

System manager(s) and address: 

Commandant of the Marine Corps (Code A), Headquarters, U.S. 
Marine Corps, Washington, DC 20380-0001. 
Notification procedure: 

Individuals seeking to determine whether this record system con- 
tains information about themselves should address written inquiries to 
the commanding officer of the aviation unit to which they are as- 
signed. U.S. Marine Corps official mailing addresses are incorporated 
into Department of the Navy*s mailing addresses, published as an 
appendix to the Navy's compilation of record system notices. 

Written requests should contain full name, grade, and Social Secu- 
rity Number of the individual. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the com- 
manding officer of the aviation unit to which they are assigned. U.S. 
Marine Corps official mailing addresses are incorporated into Depart- 
ment of the Navy's mailing addresses, published as an appendix to 
the Navy's compilation of record system notices. 

Personnel not permanently assigned to an aviation command may 
request information from the system manager. 

Written requests should include full name, grade, and Social Secu- 
rity Number of the individual. 

For personal visits the individual should be able to provide person- 
al identification, such as valid military identification card, driver's 
license, etc. 

Contesting record procedures: 

The Department of the Navy rules for contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in Secretary of the Navy Instruction 5211.5; Marine 
Corps Order P5211.2; 32 CFR part 701; or may be obtained from the 
system manager. 

Record source categories: 

The primary source is the individual. The individual's commanding 
officer or the commanding officer's designated individual may pro- 
vide certain information. 

Exemptions claimed for the system: 

None. ; 

MAA00002 

System name: 

Marine Corps Aircrew Performance/Qualification Information. , 
System location: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 

Categories of individuals covered by the system: 

Marine Corps aeronautically designateid personnel (Naval Aviators, 
Naval Aviators, Naval Flight Officers, and aircrew members) who 
have been the subject of medical qualification, flight pay entitlement, 
and/or Flight Status Selection Board (FSSB) correspondence. 

Categories of records in the system: 
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The file contains information on medical qualification, flight pay 
entitlements, and/or FSSB correspondence and the background data 
addressing such correspondence. , 

Authority for maintenance of the system: 
. Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To maintain records on Marine Corps aeronautically designated 
personnel for use by Officials and employees of the Marine Corps in 
the administration and management of such personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

The Attorney General of the U.S. - By Officials and employees of 
the Office of the Attorney General in connection with litigation, law 
enforcement or other matters under the direct jurisdiction of the 
Department of Justice or as carried out as the legal representative of 
the Executive Branch agencies. 

Courts - By Officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. - By The Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee on matters within their jurisdiction requiring disclo- 
sure of the files. 

The Comptroller General of the U.S. - By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office relating to 
the Marine Corps. 

Policies and practices for stbring, retrieving^ accessing, retaining, and 
disposing of records in the system: 

Storage: 

Information is contained on paper records in file folders. 
Retrievability: 

Information is retrieved alphabetically by the last name of the 
individual concerned- 
Safeguards: 

Building containing files employs 24 hour security guards. Offices 
containing files are locked after working hours and personnel han- 
dling records- do so only on a *need-to-know* basis. Such personnel 
are trained and screened for dependability. Material that could be 
considered *career-sensitive* is retained in a safe. >. ■ 

Retention and disposal: 

Files are permanent. They are retained in active file until.it is 
determined they are no longer required, . then transferred to Marine 
Corps Central Files for historical deposit. 

System manager(s) and address: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 
Notification procedure: 
Information may be obtained from: 

The Commandant of the Marine Corps (Code AA) 

Headquarters, U.S. Marine Corps 

Washington, DC 20380 

Telephone: Area Code 202/694 1391 
Record access procedures: 

Written requests from the individual should be addressed to the 
Commandant of the Marine Corps (Code AAZ), Headquarters, U.S. 
Marine Corps, Washington, DC 20380 and should contain the full 
' name, social security number and signature. . 

For personal visits the individual should provide valid identifica- 
tion such as military identification card, Department of - Defense 
building pass, drivers license, or other type identification that in- 
cludes picture and signature. In the absence of such identification, the 
individual must provide sufficient data to insure that the individual is 
the subject.of the -inquiry. 

Contesting record procedures: 

The Marine Corps rules for contesting contents and appealing 
initial determinations may be obtained from the SYSMANAGER. 
Record source categories: 

Information is obtained from Official reports, boards, inquiries and 
requests. Information is also Obtained from the review of Naval 
Aviator/Naval Flight Officer Reporting Management System (NAN- 
FORMS) data. . 

Exemptions claimed for the system: 

None. 



MFDOOOOl 

Systiem name: 
Automated Leave and Pay System (ALPS). 
System location: 

Primary System - The Commandant of the Marine Corps, Head- 
quarters, U.S. Marine Corps, Washington, DC 20380 
Decentralized System - Major Marine Corps commands. 

Categories of individuals covered by the system: 
All Marine Corps civilian employees at major Marine Corps com- 
mands. 

Categories of records in the system: 

Pay and Leave Records of Marine Corps Civilian Employees. 
Authority for maintenance of the system: 

Title 5, U.S.Code 301; Title 10, U.S. Code 5031 
Purpose(s): 

To maintain records required by officials and employees of the 
Marine Corps who administer and manage all pay and leave matters 
for civilian employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

The Attorney General of the U.S. - By Officials and employees of 
the Office of the Attorney General in connection with litigation, law 
enforcement or other matters under the direct jurisdiction of the 
Department of Justice or as carried out as the legal representative of 
the Executive Branch agencies. 

Courts - By Officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U.S. - By the Comptroller or any 
of his authorized representatives in the course of the performance of 
duties of the General Accounting Office relating to the Marine 
Corps. 

The Internal Revenue. Service - By Officials and employees of the 
Internal Revenue Service in connection with such matters relating to 
their Official duties. 

State and local governmental agencies - By Officials and employ- 
ees of state and locar governmental agencies in connection with such 
matters relating to their Official duties. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

.Magnetic tape or disk. 
Retrievability: 

Employee Badge Number or SSN.' 
Safeguards: 

Restricted access to areas where maintained. 

Retention and disposal: 

Permanent files. 

System manager(s) and address: 

The Commandant of the Marine Corps (Code FD), Headquarters, 
U.S. Marine Corps, Washington, DC 20380 

Notification procedure: 

Information may be obtained from the Marine Corps installation or 
activity to which the individual is employed. 

Record access procedures: 

Requests from individuals should be addressed to the commanding 
officer to which the individual is employed. Addresses of Marine 
Corps installations, activities, and organizations are listed in the Di- 
rectory of the Navy Mailing Addresses. Written requests should 
contain full name, social security number or employee , badge number, 
and signature of the individual concerned. 

Personal visits may be made to the appropriate installation, activity 
or organization during the normal work week between the hours of 8 
AM-4:30 PM. For personaP visit, the individual should be able to 
provide valid personal identification such as employee badge, drivers 
license, medicare card, etc. 

Contesting record procedures: 
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The agency's rules for access" to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Application and. related forms provided by the employee, in. matters 
relating to his/her employment!" Employment data to include time 
cards, standard pay increases, leaye etc. provided by the employer or' 
Official representative. Data such as tax rates, employed benefit infor- 
mation etc. provided by appropriate federal, state or local govern- 
ment agencies or their designated, representatives. Information ob- 
tained from courts and attorney having to do with employee wages 
entitlements and benefits. 
Exemptions claimed for the system: , . ^ 

None.* . ' • '* 

' . MFD00002 . V ; / 

System name: 

Primary Management Efforts (PRIME)/Operations Subsystem. 

System location: : , - . * 

Primary System - The Commandant of the Marine Corps, Head- ' 
quarters, U.S. Marine Corps, Washington, DC 20380 . . . ; r 

Decentralized System - Major Marine Corps commands . 
^ Categories of individuals covered by the, system: ' 

All Marine Corps civilian employees and selected military -person- - 
nel at major Marine Corps commands. 

Categories, of records in the system: ' '.J ■ 

; Labor Distribution. Records. V , - ^ j . . 

Authority for maintenance of the system: t. y. • ' 

Title 5, U.S. Code 301; Title 10. U.S. Code 5031 , ' - ' - 

Purpose(s):^ ^ ^\ ... . ^ 

To maintain a . record of the work distribution on civilian employ- 
ees and certain military personnel, for use by Officials and employees 
oi the Marine Pprps in the management of work distribution. , 

Routine uses of records maintained in the system,' including catego- > 
ries of users and the puitioses of such uses: . ' ^f. . j \ 

The Blantet Routine ' Uses that' appear ai'' the beginning of the 
Marine Corps computation apply to this system^ 

The Attorney General of the U.S.- By officials and employees of 
the Office of the Attorney General inxonnection with Htigation, law 
eniforcernent or other ' matters under "the direct jurisdiction of the 
Department of Justice or as carried out as the legal representative of 
the Executive Branch agencies. • 

Courts - By Officials of duly established local,''State and federaP 
courts as a result of court order pertaining to matters properly within 
the purview of said court. .. • , . • . 

Congress of the U.S. - By the Senate or the House of Representar 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U.S.-By the Comptroller General 
or any of his authorized representatives in the course of , the perform- 
ance of duties of the General Accounting Office relating to the 
Marine Corps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: ' 
Magnetic tape or disc. " * 

Retrievabiiity:*. 

Employee badge number or social security number. 
Safeguards: 

Restricted access to areas where maintained. '\ 
Retention and disposal: 

Permanent record. Completely deleted upon termination of em- 
ployee. . . ' . . 
System manager(s) and address: . 

The Commandant of the Marine Corps, Code FDi Headquarters, 
U.S. Marine Corps, DC 20380 
Notification procedure: 

Information may be obtained from: ; • . ' » 

The Commandant of the Marine Gbrps (Code FD) . ' / 
Headquarters; U.S. Marine Corps . ; \ 
' Washington, DC 20380 

Telephone: Area code 202/694 1080 - • 
Record access procedures: . 



Request i from individuals^ Should be addressed to the individual's 
employing' activity. Activity addresses are- as shown in the Directory 
of Department of the Navy Mailing Addresses:' ' - 

Written requests should contain the individual's full iiame, social 
security number, employee number (if applicable)! and signature. 

For personal visits, the individual should provide sufficient' identifi- 
cation to insure the individual is the subject of the inquiry. 

Contesting record procedures: , 

The agency's rules for access to records and for contesting . con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record- source categories: . . . 

Employing activity of the individual. // 

Exemptions claimed for the system: / 

None. ^\ • /' , .... , , ^['-'^ -i^, 

MFD00003 
System name: _ . ^ y. . . ' 

Joint Uniform Military Pay. System/Manpowei" Management 
System (JUMPS/MMS). * ' .ro ' 
- System location: ' ' *i' - • . ' • . 

vRrimary System - Marine Corps Cehtral Design and Programming 
Activity, 1500 East 95th Street, Kansas City, Missouri 64131; Marine • 
Corps Finance Center, 1500 East 95th Street, Kansas City, Missouri 
64197 • ' ' ■ =■ • . ; ' •■• ' ' - 

'Decentralized Segments' - There are nine Satellite/Command Data 
Processing ' Installations (SDPI/CDPI) which ' maintain files with 
similar records at the following locations: SDPI 02, Marine Corps' 
Blase, Caimp Lejeune, NC .28542; SDPI 03, Marine Corps Base, Camp 
Pendleton, CA 92055; SDPI 06, FMF Pacific, FPO^San Francisco, 
CA 96610; SDPI 09, Headquarters U.S. Marine Corps, Washington, 
D.C. 20380; SDPI 11, Marine Corps Recruit Depot, Parris Island, 
SC 29905; SDPI 15,^ Marine Corps Recruit Depot, San Diego, CA 
92140; CDPI 17, Marine Corps Base, Quantico, VA 22134; SDPI 27, 
Marine Corps Base, Camp S.D. Butler, FPO Seattle, WA 98773; 
First Marine Brigade, FPO San Francisco, CA 96615; SDPI 16, 
Marine Corps Finance Center, 1500 East 95th Street, Kansas City, 
M0.64197, . . . r . 

Categories of individuals covered by the system: 
■ All Marine Corps military personnel on active duty for -3 T days or 
longer, certain civilians and other service persdnriel who have' attend- 
ed formal Marine Corps schools. 

Categories of records in the system: 

File contains personnel and p^y data which includes: Nanie, grade, 
SSN, date of birth, citizenship, marital status, home of record, de-- 
pendents information, record of emergency data, 'enlistement contract 
or officer acceptance form identification, duty< status, population 
groupj sex, ethnic group, duty information, duty station/personnel 
assignment and unit information, security investigation, military pay 
record data such as information contained on the Leave and Earnings 
Statement which may include base pay, allowances; allotments, bond 
authorization, health care coverage, special pay, and boniis- data. 
Federal and State Withholding/Income Tax Data, Federal Insurance 
Contributions Act, Withholding Data, Serviceman's Group Life In- 
surance Deductions, leave account,, \yage and tax summaries, separa- 
tion document code, test scores/iiiformatioh; language proficiency, 
military/civilian/off-duty education, training information, awards, 
combat tour information,, aviation/pilot/flying time data, lineal prece- 
dence number, limited duty officer/warrant officer footnote, TAD 
data, power, of attorney, moral code, conduct and proficiency marks, 
years in service, promotional data, weight control/military appear-, 
ance data. , . 

Authority for maintenance* of the system:" ' 

Title' 10 and 37,' U.S. Code Section 5031 arid 5201 . ' 

Purpose(s): 

To maintain record of pay and personnel data on: Marine Corps 
personnel who are on active duty for 31 days or longer^ or certain 
civilian or other service personnel. . - . .. 

Routine uses of records maintained in the system, including catego-; 
ries of users and the purposes of such uses: . . 

See the Blanket Routine Uses at .the beginning of the published 
Marine Corps systems notices in the Federal Register, In addition, 
the following routine uses apply. . . - i, 

The Attorney General of the U.S.""- By officials and employees of 
the Attorney General in connection with litigation, law enforcenient 
or other matters under the legal representative of the Executive 
Branch agencies. 
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. Courts - By officials of duly established local, state, and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller Genei-al of the U.S. - By The Comptroller Gen- 
eral or any of the General Accounting Office relating to the Marine 
Corps. • 

By officials and employees of the American Red Cross and the 
Navy Relief Society in the performance of their duties. Access will 
be limited to those portions of the member's record required to 
effectively assist the member. 

Federal, state and local government agencies - By officials and 
employees of federal, state and local government through Official 
request for information with respect to law enforcement, investiga- 
tory procedures, criminal prosecution, civil court action and regula- 
tory order. 

To provide information to another agency or to an instrumentality 
of any governmental jurisdiction within or under the control of the 
United States which has been authorized by law to conduct law 
enforcement activities pursuant to a request that the agency initiate 
criminal or civil action against an individual on behalf of the U.S. 
Marine Corps, the Department of the Navy, or the Department of 
Defense. 

To provide inforination to individuals pursuant to a request for 
assistance in a criminal or civil action against a member of the U.S. 
Marine Corps, by the U.S. Marine Corps, The Department of the 
Navy, or the Department of Defense. 

Information as to current military addresses and assignments, may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to military banking* 
facility upon certification by a banking facility officer that the facility 
has a returned or dishonored check negotiated by the individual or 
the individual has defaulted on a loan and that if restitution is not 
made by the individual, the United States Government will be liable 
for the losses the facility may incur. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Data is record on magnetic records and discs, punch cards, com- 
puter printouts, microform, file folders, and other documents. 
Retrievability: 

The data contained in magnetic records can be displayed on cath- 
ode-ray tubes, it can be computer printed on paper, and it can be 
converted to microform for information retrieval; the data in the 
supporting file folders and other manual records is retrieved manual- 
ly. Computerized and conventional indices are required to retrieve 
individual records from the system. Normally, all types of records 
are retrieved by social security number and name. 

Safeguards: 

Building management employs security guards; building is locked 
nights and holidays. Authorized personnel may enter and leave the 
building during nonworking hours but must sign in and out. Records 
maintained in areas accessible only to authorized personnel that are 
properly screened, cleared and trained. Access to personal informa- 
tion is limited to authorized personnel with a need-to-know. 

Access is restricted to specific applications programs, records, and 
files to which personnel have a specific and recorded need-to-know. 
Online data sets (both tape and disc) pertaining to personal informa- 
tion are password protected, areas are controlled and access lists are 
used. The files, are also protected at a level appropriate to the type of 
information being processed. 

Retention and disposal: 

Magnetic records are maintained on all military personnel and 
certain civilians while they are in service or employed by the service 
and for a period of 11 months after separation. Paper and film 
records are maintained for a period of 10" years after the final transac- 
tion, then they are destroyed. End calendar and fiscal . year *snap- 
shots* of the MMS data base are maintained indefinitely in magnetic 
form at Headquarters, U.S. Marine Corps. 

System manager(s) and address: / 

The Commandant of the Marine Corps, Codes FD/MP, Headquar- 
ters, U.S. Marine Corps, Washington, DC 20380 

Notification, procedure: 



Requests from individuals for information concerning pay related 
matters should be addressed to the Commandant of the Marine Corps 
(Code FD). Requests from individuals for information concerning 
personnel matters should be addressed to the Commandant of the 
Marine Corps (Code MP). 

Requesting individual must supply full name and social security 
number. 

The requester may visit the Marine Corps Finance Center, 1500 
East Bannister Road, Kansas City, Missouri 64197 to obtain informa- 
tion on whether the system contains records pertaining to the indi- 
vidual. 

In order to personally visit the above address and obtain informa- 
tion, individuals must present a military identification card, a driver's 
license; or other suitable proof of identity. 

Record access procedures: 

Information on JUMPS may be obtained from the member's local 
disbursing officer. Information of MMS may be obtained from the 
member's immediate commanding officer. Requests for information 
from persons no longer in service should be signed by the person 
requesting the information. Dates of service, social security number, 
and full name of requester should be printed or typed on the request. 
It should be sent to the Marine Corps Finance Center, 1500 East 95th 
Street, Kansas City, Missouri 64197. 

Contesting record procedures: 

The agency's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Recruiting offices, disbursing offices, administrative offices, and the 
individual are the principle sources of the information contained in 
the JUMPS/MMS record for that person. : . 

Exemptions claimed for the system:; 
None. 

MFD00004 

System name: 

Bond and Allotment (B&A) System. ' 
System location: 

Marine Corps Central Design and Programming Activity 
(MCCDPA), 1500 East 95th Street, Kansas City, Missouri 64131; 
Marine Corps Finance Center, Kansas City, Missouri 64197 

Categories of individuals covered by the system: 

The allotment contains all active allotments- and limited stop histo- 
ry (12 months) for all active duty, retired, and Fleet Marine Corps 
Reserve (FMCR) members who authorized an allotment from their 
pay and allowances. 

Categories of records in the system: 

The allotment file contains; allotments authorized by the Marines 
concerned, as provided under' instructions issued by the Secretary of 
Defense. 

The B&A automated system is made up of records which contain 
the following fields (data elements and data sets): Identification 
Number (Social Security Number (SSN)); Initials of Name (last, first, 
middle); Rank/Category; Last Name and Suffix; Last Pay Date; First 
Pay Date; Work Date; Amount; Term (in months); Account/Policy, 
Number; Authority/Date/Remark; Bond Owner. Name; Bond Owner 
SSN: Co-owner Beneficiary Flag; Co-owner or Beneficiary Name; 
Co-owner or Beneficiary SSN; Authority/Date/Remark; Name of 
Recipient; Street Address/Post Office Box; City and State/Country; 
Geographic Code (City, State/Country): Zip Code. 

Authority for maintenance of the system: 

Title 37, U.S. Code The authority for continuing deduction for 
garnishment of pay is outlined in section 459 of Pub. L. 93-647. 
Purpose(s): 

To provide record of payments of allotments, issuance and cancel- 
lation checks and bonds as authorized and managed by Officials and 
employees of the Marine Corps. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning - of the 
Marine Corps compilation apply to this system. 

To State Officials for the purpose of detecting and curtailing fraud 
and abuse in Federal Assistance Programs, specifically Aid to Fami- 
lies with Dependent Children and Food Stamps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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; Storage: 

Data is recorded on magnetic records, punch cards, computer 
printouts, microform, file folders, and other documents. 
Retrievability: 

The data contained on < magnetic records can be displayed on 
cathode-ray tubes, it can be computer printed on paper, and it can be 
converted to microform for information retrieval; the data in the 
supporting file folders and other manual records is retrieved manual- 
ly. Normally all types of records are retrieved by SSN and name. 

Safeguards: 

The Centralized Pay Division is locked during nonduty hours, as 
well as the building being under security guard protection. Files 
within the division are accessible only to authorized personnel. 

Retention and disposal: 

Magnetic records are maintained by MCCDPA on all active allot- 
ments during the life of the allotment and for a period of 12 months 
after the allotment has been stopped. Paper and microform files 
relating to the Centralized Pay Division files are disposed of as 
directed by the current eddition of SECNAVINST P5212.53, 

System manager(s) and address: 

The Commandant of the Marine Corps (Code FD), Headquarters, 
U.S. Marine Corps, Washington, DC 20380 
Notification procedure: 

Individual requests for information should be addressed to the 
Marine Corps Finance Center, Centralized Pay Division (Code 
CPA), Kansas City, Missouri 64197. 

Requests for information must contain member's SSN, name, mili- 
tary service number (if applicable), and any other pertinent data 
concerning the information desired; 

A person may visit any Marine Corps disbursing office to find out 
if the system contains records pertaining to the individual. 

For personal visits the requester xAusi present a military identifica- 
tion card or copy of an Armed Forces of the United States Report of 
Separation from Active Duty (DD Form 214 (MC)) for separated 
personnel. 

Record access procedures: 

Information may be obtained from the Marine Corps Finance 
Center, Centralized Pay Division (Code CPA), 1500 East 95th Street, 
Kansas City, Missouri 64197. Written requests must contain name and 
SSN. For personal visits, valid- personal identification is required. 

Contesting record procedures: 

The agency*s rules for access ^ to" records and for contesting con- 
tents and appealing initial determinations by individual concerned, 
may be obtained from the SYSMANAGER. 

Information pertaining to an individual who has active allotments 
is affected by unit diary input concerning name, or SSN changes,' and 
to ensure allotments are stopped when a Marine is reported to be 
discharged or in a desertion status. Also, member's status codes are 
changed by unit diary or retired pay input when the Marine is 
transferred to the FMCR or Retired List. 

Record source categories: 

The input of data via scannable Allotment/Bond Authorizations 
(ABA's), terminal key station to a magnetic storage area for subse- 
quent transmission via AUTODIN, or submission by magnetic tapes, 
and the computer interfaces with the Joint Uniform Military Pay 
System/Personnel System are the principle sources of information in 
the B&A automated system. 

Exemptions cldmed for the system: ^ 

None. 

MFD00005 . : 

System name: 

Retired Pay/Personnel System (RPPS). ' 
System location: 

Marine. Corps Central Design and Programming Activity, 1500 
East; 95th Street, Kansas City, Missouri 64131; Marine Corps Finance 
Center, 1500 East 95th Street, Kansas City, Missouri 64197. 

Categories of individuals covered by the system: 

Pay account folders for retired Marine Corps members. Fleet 
Marine Corps Reservists (FMCR), and survivors of deceased retired 
and FMCR members, who are entitled to retired pay retainer pay, 
and survivor annuities. 

Categories of records in the system: 

The RPPS automated system of records contains the following 
fields (data elements and dats sets): Retired/Retainer Date; Retainer 
Date; Pay Change; Information Status; Social Security Number 



(SSN) and Last, First, and Middle Initial (Key); Deletion Date; SSN; 
Retired Category Code; Members's Name; Pay Entry Base Date; 
Service for Pay; Active Service; Other Military Service Number 
(MSN); Prior MSN/SSN/KEY; Rank Code; Race Code; Sex Code; 
Disability Percent; Heroism Pay; Pay Table Code; Recomputation' 
Age; Retirement Laws; Functional Account Number; Ranks; Birth- 
dates; Pay Delete/Suspense Code; Retired Serviceman's Family Pro- 
tection Pay; Reserve Retirement Credit Points; Allotments Data; 
Withholding Tax Data; Wage and Tax Summaries; Gross Pay; Tax- 
able Pay; Withholding Tax; Dependency Indemnity Compensation; 
Pension Act of 1944 (Veterans Administration (VA) Waiver); Pen- 
sion Act of 1964 (Dual Compensation Gl); Retired Serviceman's 
Family Protection Plan; Special Handling Code (Check Delivery); 
Accumulated Summaries; Home Mailing Address; Check Mailing 
Address; Pay Distribution; Last Change Posted; Date Member Eligi- 
ble to Retire; Date Arrived Continental United States Without De- 
pendents; Primary Military Occupational Specialty; Districts; Highest 
Rank Held Satisfactorily; Service Prior to July 1, 1949; Service After 
July 1, 1949; Active Duty After Transfer to Fleet/Retired Rolls; 
Date Next Physical Exam(Year and Month); VA Disease Codes; 
Department of Defense Disease Codes; Nearest Hospital (See Table 
9); Personnel Accounting Separation-Designator; Earnings Statement 
Flag; Disability Pay; Change of Address Flag; Last Time Processed 
by Update-Extractor; SSN Validation; Remarks Area; One-time 
Credit/Checkage; Scheduled Collection; Veterans Administration 
Claim Number; Tower Amendment Code; Premobilization Flag; Pre- 
assigned Monitored Command Cbde;> Civil Reform Act of 1978 
(PAYCAP). 

Authority for maintenance of the system: '. f . 

, Title 5, U.S. Code 301; Title 10, U.S. Code 5031 
Purpose(s): 

To maintain pay and personnel data on retired Marine Corps 
personnel for use by officials and employees in the computation of 
retired pay, retainer pay, survivor annuity accounts, audit of ac- 
counts and response to correspondence on pay related matters. 

Routine uses of records maintained in the systiem, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

The American Red Cross and Navy Relief Society records are 
used by officials and employees of the American Red Cross and the 
Navy Relief Society in the performance of their duties. Access will 
be limited to those portions of, the member's record required to 
effectively assist the member.' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: , 

Storage: 

Data is stored on magnetic records, punch cards, computer print- 
outs, microform, file folders and other documents. 

Retrievability: . 

The data contained in magnetic records can be displayed on cath- 
ode-ray tubes, it can be computer printed on piaper, converted to 
microform for information retrieved; the data in the supporting file 
folders and other manual records is retrieved manually. Normally all 
types of records are retrieved by SSN and name. 

Safeguards:. 

Building, management employees security guards; building - is 
locked nights and holidays. Authorized personnel may enter and 
leave the building during nonworking hours, but must sign in and 
out. 

Retention and disposal: 

Magnetic records are maintained on all persons who are eligible 
for retired pay, retainer pay, and survivor annuities while they are 
alive and for a period of 6 months after that person dies or ceases to 
be eligible. Paper and film records are maintained for a period of 10 
years after the final transaction. Magnetic tapes delivered to the 
Federal Reserve Bank are returned to . the Marine Corps Finance 
Center for disposition after direct deposits have beeii made to the 
account of the individual concerned. 

System manager(s) and address: 

The Commandant of the Marine Corps (Code FD), Headquarters, 
U.S. Marine Corps, Washington, DC 20380 

Notification procedure: ' 

Requests from individuals for infbrmtion should be referred to the 
SYSMANAGER. 
Requesting individual must supply full name and SSN. 
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The requester may visit the Marine Corps Finance Center, 1500 
95th Street, Kansas City, Missouri 64197, to obtain information on 
whether the system contains records pertaining to the individual. 

In order to personally visit the above address and obtain informa- 
tion, individuals must present a military identification card, a driver's 
license, or other suitable proof of identify. 

Record access procedures: 

Requests for information relative to the RPPS automated system 
should be signed by the person requesting the information. Dates of 
service, SSN, and full name of requester should be printed or typed 
on the request. The request should be sent to the SYSMANAGER. 

Contesting record procedures: 

The agency's rules for access to records for contesting contents 
and appealing initial determinations by the individual concerned may 
be obtained from the SYSMANAGER. 

Record source categories: 

Documents and correspondence received from Headquarters, U.S. 
Marine Corps, the VA, the members, and changes in laws, etc. are 
the principle sources of information contained in the RPPS automat- 
ed system. 

Exemptions claimed for the system: 
None. 

MFD00007 

System name: 

Marine Corps Financial Records System. 
System location: 

Defense Finance and Accounting Service-Kansas City (DFAS- 
KC), Support Accounting, Settlement, and Centralized Pay Division, 
1500 E. 95th Street, Kansas City, Missouri. 64197-001. 

Federal Records Center, National Archives and Records Service, 
2301 East Bannister Road, Kansas City, Missouri 64131-5200. 

Washington National Records Center, Washington, DC 20409- 
0001. 

National Personnel Records Center, 9700 Page Boulevard, St. 
Louis, Missouri 63,132-5292. 

Marine Corps Central Design and Programming Activity, 1500 E. 
95th Street, Kansas City, Missouri 64197-0501. 

Categories of individuals covered by the system: 

Marines serving on active duty, personnel on the Marine Corps 
Retired List, Fleet Marine Corps Reservists, personnel discharged or 
separated from active duty, active and inactive Reserve personnel, 
deceased personnel, and Marine Corps disbursing officers concerning 
pay or fmancial matters. 

Categories of records in the system: 

Unit Diaries-A chronological record of daily personnel events and 
history of active Marine Corps activities and organized Marine Corps 
Reserve Units. 

Substantiating Vouchers-Supporting documents to substantiate pay 
adjustment items entered on military pay accounts. 

Military Payrolls-An accounting and record of appropriated funds 
disbursed for military pay by name, social security number, amount 
of payment, and check number or signature of member for cash 
payments. 

Financial Returns-Travel vouchers, collection vouchers, public 
vouchers for services other than personal, and civilian payrolls. 

Military Pay Cases of Separated Personnel-A history of individual 
pay accounts from date of entry on active duty through date of 
separation, including, as appropriate, replies to congressional inquir- 
ies; correspondence in connection with requests for remission and/or 
waiver of indebtedness; individual claims for pay and allowances 
including claims for tiravel allowances and responses thereto; records 
of participation in the Uniformed Services Savings Deposit Program, 
including personnel declared to be in a missing-in action status; 
information surrounding the circumstances of a former member sepa- 
rated in an overpaid status, thus being indebted to the government; 
cases contain substantiating documents such as military pay records, 
leave and earnings statements, documents relating to Board for Cor- 
rection of Naval. Records, and other records and vouchers to sub- 
stantiate responses to all inquiries and payment or disapproval of 
claims. 

Annual Separations Listing-An annual record of separation show- 
ing social security number, initials, type of separation, and the effec- 
tive date of separation of Marines discharged, retired, transferred to 
the Fleet Marine Corps Reserve, and deceased. 

Microfilm of Annual Wage and Tax Information of Active Duty 
Personnel-Contains cumulative totals of taxable pay earned and taxes 
withheld, social security wages, and taxes withheld. .■ 



Microfilm of Quarterly Social Security Wage Data-Contains social 
security number, name, and amount of wages reported to the Social 
Security Administration on a quarterly basis. 

Microfilm of Master Allotment File-Contains information concern- 
ing the allotment status of active, retired, and Fleet Marine Corps 
Reserve (FMCR) members, such as start and stop dates, allotment 
purpose codes, money amounts, name and address of allottee. 

Microfiche and Microfilm of Field and Alpha Locators-A record 
of personnel data of Marines on active duty, listed numerically by 
social security number and alphabetically name. 

Microfiche of Marine Corps Officers Lineal List-A record of 
Marine Corps officers on active duty showing social security 
number, name, rank, date of rank, permanent rank, date of birth, date 
first commissioned, and pay entry base date. 

Active Military Pay Cases-A file of each Marine on active duty 
containing military pay records opened semiannually prior to July 1, 
1973 and related miscellaneous pay documents. 

Uniformed Services Savings Deposit Accounts of Personnel Miss- 
ing-in Action-A record of deposits and withdrawals of Marine Corps 
personnel in a missing-in-action status containing member's name, 
social security number, balance of deposits, and name and address of 
the designated beneficiary to whom monies are disbursed. 

Federal Housing Administration (FHA)-Files contain social securi- 
ty number, name, FHA account number, due date of insurance pre-, 
miums, and record of bills and payments. 

U.S. Treasury Department, Internal Revenue Service Form 941c- 
A record effecting adjustment of social Security wages, previously 
reported or nonreported, containing the member's name, social secu- . 
rity number, military pay group, period covered, and the monetary 
amount of adjustment. 

Marine Corps Disbursing Officers Shortage Accounts-File contains 
accountability of losses, letters, and vouchers pertaining thereto. 

Indebtedness Cases-Files contain the debtor's name, social security 
number, current mailing address, the reason for indebtedness and 
correspondence relating thereto, personal financial information pro- 
vided by the debtor, receipts of payments, control book, cash record 
debt ledger, collection agent's ledger, collection vouchers, provided 
by credit bureau reports, indebtedness record card, debt control card 
accountability statements, complete military pay accounts, General 
Accounting Office inquiries, correspondence relating to cases certi- 
fied to the U.S. Department of Justice, legal notices pertaining to 
bankruptcy, tax certificates, and other miscellaneous substantiating 
records and vouchers relating to the indebtedness. 

Reserve Personnel Military Pay Cases-A history of individual pay 
accounts of Selected Marine Corps Reserve (SMCR), Individual Mo- 
bilization Augmentee (IMA), Individual Ready Reserve (IRR), 
Standby Reserve, Retired Reserve, and Fleet Marine Corps Reserve 
(FMCR) personnel order to temporary active duty under individual 
duty orders, including pay accounts of personnel attending the Pla- 
toon Leaders Class. File contains pay data in support of payments 
made to SMCR and IMA Reservist Assigned to Organized Marine 
Corps Reserve units containing drill reports, unit diaries, promotion 
warrants, certificate for performance of hazardous duty, pay adjust- . 
ment authorizations, active duty for training orders, pension certifi- 
cates, token payments payrolls, adjustment, and consolidated final 
settlement payrolls, and other miscellaneous documents to substanti- 
ate payments to Reserve personnel. 

Reserve Manpovyer Management and Pay System (REMMPS)— 
Microform of Master Reserve Manpower Management and Pay 
System File — Contains information concerning pay and personnel 
status of Reserve personnel. Files of pay data compiled by Reserve 
Pay Branch, Central Pay Division, in support of payments made to 
Organized Marine Corps Reserve units containing unit diaries, leave 
and earnings statements, pay adjustment authorizations, transcripts of 
data extraction, travel orders and vouchers, and miscellaneous docu- 
ments to substantiate payments of Reserve Personnel. 

Authority for maintenance of the system: 

Federal Claims Collection Act of 1966, 80 Stat. 309; Pub. L. 97- 
365, The Debt Collection Act of 1982; Title 10 U.S.C. 5013; and 
Executive Order 9397. 

Purpose(s): 

To maintain records of all financial transactions on current or 
former Marine Corps personnel. 

To permit collection of debts owed to any Department of Defense 
creditor agency. Records in this system are subject to use in ap- 
proved computeir matching programs authorized under the Privacy 
Act of 1974, as amended, for debt collection purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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To. the General Accounting Office and the Department of Justice 
for collection action for any delinquent account when circumstances 
warrant. ' ^ 

To a commercial credit reporting agency for the purpose of either 
adding to a credit history file or obtaining a credit history file for use 
in the administration of debt collection: ' 

To a debt collection agency for the purpose of collection services 
to recover indebtedness'owned to the Department of Defense.- 

To 'any other Federal agency for the purpose of effecting salary 
offset procedures against a person employed by that agency when 
any Department of Defense creditor, agency has a claim against that 
person. . .^^ ^ , . - 

To any' other Federal agency^ , including, but . not . limited to, the 
Internal Revenue Service and Office of Personnel Management for 
the purpose of effecting an administrative offset of a debt. 

To the; Internal Revenue Service (IRS) , to obtain the mailing ad- 
dress of a taxpayer for the purpose of, locating such . taxpayer to 
collect or to compromise a Federal claim. against the taxpayer. 

Note:. Redisclosure of a maiHng • address from the IRS may be 
made only for the purpose of debt collection, including to a' debt 
collection agency in order to facilitate the collection or compromise 
of a Federal claim" under the Debt Collection Act of .1982, except 
that a mailing address to a consumer reporting agency is for the 
limited purpose: of obtaining a commercial credit report* on the par- 
ticular taxpayer. Any such address information obtained from the 
IRS will not be used or, shared for any other tDoD purpose or 
disclosed to -another Federal, state . or local agency ^yhich^ seeks to 
locate the same individual for its own debt collection purpose.? 

To any other Federal, state or local agency for the purpose of 
conducting an authorized computer matching program - to identify 
and locate delinquent debtors for recoupment of debts owed the 
Department of Defense. 

, The "Blanket Routine Uses" set forth at the beginning ofi the 
Marine Corps' compilation of record system notices also apply to .this 
system. - . . , . . :: 

Disclosure to consumer reporting agencies: 
' Disclosures pursuant to 5 U:S.C. 552a(b)(12) may be made from 
this system to consumer reporting agencies- as defined in the Fair 
Credit Reporting Act of 1966 (15 U.S.C. 1681a(0) or the Federal 
Claims Collection Act ori966 (31 U.S.C. 37bl(a)(3)). The disclosure 
is limited to information necessary to establish the identity of the- 
individual, including name, address, and taxpayer identification 
number (SSN); the amount, status, and history of the claim; and the 
agency or program under which the claim arose for the- sole purpose 
of allowing the consumer reporting agency to prepare a commercial 
credit report. : ; . . ' 

Policies and practices for storing, retrieving; accessing, retaining, and 
disposing of records in' the system: ' 

Storage: . . ^ 

Data is recorded on .magnetic records, computer , printouts, mici*o- 
foirm^aiid file folders. ... ," 

Retrievability: , - . 

Data is retrieved by social security number or taxpayer identifica-* 
tion number. ' . > . 

Safeguards: ' ' . : 

Federal Protective Security Guards. Records, are maintained in 
areas not normally accessible tO other authorized personnel. 

Retention anid disposal: " ' . " V. . 

Various types of records in the, system are maintained at different 
lengths of time or indefinitelyr . -^t ^ 

System manager(s) and address: • 

Commandant of the Marine Corps (Code-FD), Headquarters, U.S. 
Marine Corps, Washington, DC 20380-0001; Commanding Officer, 
Marine Corps Finance Center, Kansas City, MO 64197-0001; Direc^ 
tor, Marine Corps Central Design and Programming Activity, 
Kansas, MO 64131-0501. • , . , . 

Notification procedure: i ' . 

Information may be obtained from the system manager. 

Record access procedure: 
Tc? Same as notification. ■ . ; ; > 

Contesting record procedures: ^ f ^ : . 

The Departinent of the Navy rules for accessing' records and 
contesting contents and appeaiing initial determinations by the indi- 
vidual concerned are published in the Secretary of the Navy Instruc- 
tion 5211.5; 32 CFR part 701; Marine' Corps Order P52 11.2; or may 
be obtained from the. system manager. 

Record source categories: ^ ■ ■ 



Marine Corps activities having the responsibility'of collecting data 
and preparing reports and documents; Headquarters, U.S. Marine 
Corps; credit unions; credit bureaus;, insurance companies, courts, and 
financial institutions'. " , . . ' / . ' 

Exemptions claimed for the system: 

None. , ;• ' , 

; ; \ ; MFD00009 : i 

System name: ' ' • • ' ' S 

' Pay Vouchers for Marine dorps Jiinior Reserve Offifcfer Training 
Course Instructors. * 

System location: * . 

All Marine Corps District Headquarters:' - 

Categories of individuals covered by the system: ... . 

Retired Marines in the Marine Corps Junior .Reserve Officer Train- 
ing Course Instructor Program. . . . . '■ 
, Categories of records in the system: ' T 
. Files contain individual name, rank, social security number,; unit, to 
which assigned, requests for payment of salaries. j 

Authority for maintenance of the system: . 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To maintain records on Marine Corps Junior Reserve Officer 
Training Course Officer, administrative and fiscal personnel for eval- 
uation and processing of payments. * . 

Routine uses of records maintained in the system, including catego- 
ries of users and; the purposes of such uses: 

' The Blanket Routine Uses^ that appear at the beginning of the 
Marine Corps compilation apply to this system. 

General Accounting Office in the execution of their Official duties 
in relation to inspections, investigations, and legal action. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the systeni: 

Storage: 

• Paper records in file folders stored in filing cabinets. 
Retrievability: V . - i^* 

Alphabetically by last name, and school- to which assigned. , 
Safeguards: ^ - 

Access' limited to Kiarine Corps Junior Reserve Officer Training 
Course, administrative and fiscal personnel required to process pay- 
ment requests and payments. After working hours the office and 
building are locked. A guard is located in the general vicinity. 

Retention and disposal: 

Files are retained for three years and then' destroj^ed. . 
System manager(s) and address: 

Marine .Corps Junior .Reserve .Officer. .Training Course Officer 
Marine Corps Districts.. , , 

' Notification procedure: ' 

Write or visit SYSMANAGER of Marine Corps District in which 
school is located. Provide fiill name,* social security number, and 
military status. Proof of, identity may be established by. military 
identification card or DD'2l4 arid drivers license. 

; Record access procedures: ' 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. . . 

Contesting record procedures: ' 

The rules for access to records and for contesting contents and 
appealing initial .determinations by the iridi victual concerned may be 
obtained from the SYSMANAGER. V ^ ^'^ 

Record source categories: 

Senior Marine Instructor of Marine Corps Junior Reserve Training 
Course unit to which instructor is a member. . - 
Exemptions claimed for the system:' 

'■None.- ■ : ■ ' ' J^'^^. \ 

MFDOOOlO 

System name:' ' ' r'^. ' 

Per Diem and Trayei Payment Sys^^ * 
System location: ' ■. 

Primary System-Disbursing Offices, Marine Corps Posts and Sta- 
tions. . ' • . , ' 
Categories of individuals covered -by the system:- * 
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All Marine Corps civilian and military personnel receiving travel 
advances or making settlement of travel claims to the local Disburs- 
ing Office. • , 

Categories of records iii the system: 

Completed travel claims with documentation cross-referenced to 
individuals. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To maintain records for use by Marine Corps disbursing employees 
in the disbursement of funds for reimbursements of official travel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts-By Officials of duty established local, state and federal 
courts as a resu order pertaining to matters properly within tHe 
purview of said court. 

Congress of the U.S.- By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint comnriittee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U.S.- By the Comptroller General 
or any of his authorized representatives in the course of the perform- 
ance of duties of the General Accounting Office relating to the 
Marine Corps. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 
Card file. 
Retrievabiiity: 

, Employee name, social security number or badge number. 
Safeguards: . : 

Card file is maintained and used by specific clerks within travel 
section of the Disbursing Office. After working hours, office locked 
in a building with controlled access by armed guards. 
Retention and disposal: 

Data is maintained until individual departs the area and all travel 
advances have been settled. 
System manager(s) and address: "' 
Disbursing Officer. 
Notification procedure: 
Information may be obtained form: 

Disbursing Offices, Marine Corps Posts and Station. 
Record access procedures: 

Signed written requests should contain the full name of the individ- 
ual and social security number or badge number and addressed to the 
address listed under NOTIFICATION above. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Travel orders and disbursing documents. , ' 

Exemptions claimed for the system: >. 

None. 

MHDOOOOl 

System name: * 
Biographical Files. 
System location: 

Reference Section (Code HDR), History & Museums Division, 
Headquarters, U.S. Marine Corps, Washington, DC 20380 and all 
major Marine Corps commands and districts. 

Categories of individuals covered by the system: 

Marine Corps General Officers and those Marines considered as 
being or having been newsworthy. 

Categories of records in the system: 

File contains biographical sketches, press releases and media clip- 
pings. . . 

Authority for maintenance of the system: ' 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

PurposeCs): 



To maintain a professional summary or sketch of Marine Corps 
General Officers and newsworthy Marines. . ' 

The Blanket Routine Uses that appear at the beginning at the 
Marine Corps compilation apply to this system. 

Courts-By Officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. . 

Congress of the U.S.- By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U.S.- By the Comptroller General 
or any of his authorized representatives in the course of the perform- 
ance of duties of the General Accounting Officer relating to the 
Marine Corps. . . 

Historical researchers - To determine accuracy of facts and pro- 
vide background for correspondence and studies. 

Policies and practices for storing, retrieving, accessing,, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, microfiche, and photographs. 

Retrievabiiity: ' 

Filed alphabetically by last name of subject. 

Safeguards: 

Building employs security guards. Files within a vault accessible 
only authorized personnel who are screened and registered prior to 
being granted access. 

Retention and disposal: 

Files are permanent. • ' 

System manager(s) and address: 

The Commandant of the Marine Corps, Code HD, Headquarters, 
U.S. Marine Corps, Washington, DC 20380 , . 

Notification procedure: 

Information may be obtained from the system manager. 
Record access procedures: 

Requests from individuals should be addressed to: The Comman- 
dant of the Marine Corps (Code HDR), Headquarters,. U.S. Marine 
Corps, Washington, DC 20380 

Written requests for information should contain the full name of 
the individual. 

For personal visits, the individual should be able to provide some 
acceptable identification. 

Contesting record procedures: . 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Newspaper, magazines. Marine Corps press releases and biographi- 
cal sketches. 

Exemptions claimed for the system: 

None. r . i 

MHD00006 

System name: 
Register/Lineal Lists. . > 
System location: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 

Categories of individuals covered by the system: 

Lists of all active duty and retired officers from 1800 to present. 
Categories of records in the system: 

Bound volume of listings which include individual's name, rank. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U:S. Code 5031 

PurposeCs): • . , . 

To provide a list of all members who served in the Marine Corps 
from 1800 to present for use in the administration of official duties of 
Officials and employees of the Marine Corps. , , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of thie 
Marine Corps compilation apply to this system. 
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> Historical Researchers - To determine authority of dates names 
and ranks of personnel. 

Courts-By Officials of duty established local, state and federal 
courts as result of court order pertaining to matters properly within 
the purview of said court. 

• Congress of the U.S. -By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of files. 

The Comptroller General of the U.S.-By the; Comptroller General 
or any of his authorized representatives in the course of the perform- 
ance of duties of the General Accounting Office relating to the 
Marine Corps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Bound volumes retained in library. 

Retrievability: ' . 

Yearly volume listed alphabetically within ranks. 

Safeguards: 

Building employs security guards. Files within a vault 'accessible 
only to authorized personnel who are screened and registered prior 
to being granted access. 

Retention and disposal: 

Files are permanent. 

System manager(s) and address: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 i . 

Notification procedure: 
Information may be obtained from: . 

The Commandant of the Marine Corps (iCode HD) 

Headquarters, U.S. Marine Corps 

Washington, DC 20380 
Record access procedures: 

Requests form ■ individuals should be addressed to: The Comman- 
dant of the Marine Corps (Code HDR), Headquarters, U.S. Marine 
Corps, Washington, DC 20380 

Written requests for information should contain the full name of 
the individual; - . 

For personal visits the individual should be able to provide some 
acceptable identification. 

; Contesting record- procedures: . , . , 

The agency's rules for access to records and. for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 
Record source categories: 

Internal publication. . . •. 

Exemptions claimed for the system: 
None. , . ' • 

MILOOOOl 

System name: 

Assignment and Occupancy of Family House Records. 
System location: 

System is organizationally decentralized. Records are maintained at 
Marine Corps Installations with family housing. 

Categories of individuals covered by the system: 

File contains individual's application, assignment to and occupancy 
history of family housing. Records include, but are not limited to 
information from the Manpower Management System and the Joint 
Uniform Military Pay System. 

Categories of records in the system: *• 

File contains individual's application and assignment to and occu- 
pancy history of family hpusing. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301 

Purpose(s): 

To provide a record of the type of quarters and the individuals 
assigned to quarters for use in the management and 'administration of 
such quarters. • 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the Blanket Routine Uses at the head of the published Marine 
Corps systems notices in the Federal Register. Additionally, the 
routine uses apply. 



School Districts - By Officials of school district boards of educa- 
tion in performance of their duties under local and/or state compul- 
sory education laws. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and on file cards. 
Retrievability: 

Filed alphabetically by last name of housing occupant and in order 
of position on waiting list. ' 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel; waiting lists are maintained for public inspection. 
Retention and disposal: 

Records are permanent. They are retained in active file during 
time that personnel are residing the quarters, retained in a quarters 
record jacket after termination of occupancy. 

System manager(s) and address: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, (Code LF), Washington, DC 20380 - , 

Notification procedure: 

Information may be obtained from: The Commanding Officer of 
the Marine Corps installation from which family housing has been 
requested, assigned or vacated. Mailing addresses are as shown, in the 
Navy Standard Distribution List (OPNAV P09B3-107). 

Record access procedures: 

Requests for information from individuals should be addressed to 
the Commanding Officer of the Marine Corps installation(s) at which 
the individual applied for or occupied family housing. Such requests 
should include name, social security number, quarters number if 
known, and dates of period addressied An the inquiry. Installation 
addresses are as reported by the Navy Standard Distribution List. 

Personal visits may be made to the installation in question any 
normal work day between 8 AM^:30 PM. For personal visits the 
individual should be able to provide valid personal identification. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER- 

Record source categories: 

Application from individual seeking family housing. Marine Corps 
Manpower Management System; Joint Uniform Military Pay System. 
Exemptions claimed for the system: 
None. 

MIL00002 

System name: 

Unaccompanied Personnel Housing Registration System. 
System location: 

Each Unaccompanied Officer Personnel/Staff Unaccompanied. En- 
listed Personnel Housing (UOPH/Staff 'UEPH) assigned registration 
responsibilities. 

Categories of individuals covered by the system: 

Military and civilian personnel who are current and former resi- 
dents of UOPH and Staff UEPH 

Categories of records in the system: 

Contains personal identifying information, arrival/departure dates; 
type of orders; monetary allowance information; UOPH/Staff UEPH 
room identification. 

Authority for maintenance of the system: 

.Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide adequate records for use by Officials and employees of 
the Marine Corps in the management of bachelor housing. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper cards, file folders, status boards, etc. 
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Retrievability: 

Alphabetically by name and social security number. 
Safeguards: 

Stored in locked office during nonwoi-king hours or when office is 
not manned. Access on a need-to-know basis only for official pur- 
poses. 

Retention and disposal: 

Retained for four years; then destroyed. 

System iiiaiiager(s) and address: 

Decentralized. The local commander is responsible for manage- 
ment of UOPH and staff UEPH. 
Notiftcation procedure: 

Requests shall be addressed to the SYSMANAGER. Requester 
must be able to provide appropriate identifying information. 
Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. 
Contesting record procedures: 

Rules for contesting contents may be obtained from the SYSMAN- 
AGER. 

Record source categories: 

UOPH/Staff UEPH office personnel and information form individ- 
ual who fills out registration card. 
Exemptions claimed for the system: 
None. 

MIL00003 

System name: 

Laundry Charge Accounts Records. 
System location: 

Marine Corps activities with laundry facilities. 
Categories of individuals covered by the system: 
Individuals who have applied for laundry charge accounts. 
Categories of records In the system: 

Name, rank, unit, social security number, quarters address and 
telephone number, date and ticket number of laundry service and 
amount charged. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of laundry charge accounts for use in the 
management of laundry facilities at Marine Corps activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

In paper records in file folders. 
Retrievability: 

By name. 
Safeguards: 

Records are maintained in locked filing cabinets within locked 
offices of building. Records are accessible only to persons whose 
performance require it. 

Retention and disposal: 

Five years and then destroyed. 

System manager(s) and address: 

Decentralized. Laundry charge accounts managed under the Com- 
manding General of each activity which has a laundry. 
Notification procedure: 

Correspondence pertaining to records maintained by laundry. Con- 
tact the Commanding General of the Marine Corps activity in ques- 
tion. 

Record access procedures: 

Information may be obtained from the SYSMANAGER. 
Contesting record procedures: 

The agency*s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 



Indi viduals. 

Exemptions claiiiied for the system: 
None. 

MIL00004 

System name: 
Personal Property Program. 
System location: 

All Marine Corps Bases and Federal Records Centers 
Categories of individuals covered by the system: 
All military personnel having shipped or stored personal property 
or privately owned automobiles. 

Categories of records in the system: 

File contains individuaPs applications for shipment and/or storage, 
related shipping documents and records of delivery, and payment. 
DD 619 (Statement of Accessorial Services Performed) 
DD 828 (Motor Vehicle Shipment Application) 
DD 1 100 (Household Goods Storage) 
DD 1101 (Household Goods Storage Information) 
DD 12S2 (Owner's U.S. Customs Declaration aiid Entry and 

Inspecting Officer's Certificate) 
DD 1299 (Application for shipment and/or storage of Personal 

Property) 

DD 1671 (Re weight of Household Goods) 
DD 1780 (Report of Carrier Services Personal Property 
Shipment) 

DD 1781 (Property Owners Report on Carriers Report) 
DD 1797 (Personal Property Counseling Checklist) 
DD 1799 (Member's Report on Carrier Performance-Mobile 
Homes) 

DD 1800 (Mobile Home Shipment Inspection at Destination) 
DD 1841 (Schedule of Property Damages) 
DD 1842 (Claim for Personal Property against the United States) 
DD 1845 (Demand on Carrier/Contractor) 

Authority for maintenance of the system: 
Title 10, U.S. Code 5031 
Purpose(s): 

To provide a record of shipment and storage of personal property 
for management and payment of personal property claims by officials 
and employees of the Marine Corps. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last name of member. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly cleared and trained. 

Retention and disposal: 

Records on international shipments of household goods moved via 
freight forwarders are retained for 6 years after the period covered 
by the account and then destroyed. All other household goods 
records are destroyed when 3 years old. 

System manageKs) and address: 

Assistant Secretary of Defense (Installations and Logistics) 
(ASD(I&L)), Washington, DC 

Notification procedure: 
Information may be obtained from: 

Commandant of the Marine Corps (Code LFS-2) 

Headquarters, U.S. Marine Corps • 

Washington, DC 20380 

Telephone: 224-1067 

Record access procedures: 

Request from individuals should be addressed to the Commandant 
of the Marine Corps (LFS-2), Headquarters, U.S. Marine Corps, 
Washington, DC 20380. 

Written requests for information should contain the full name of 
individual, SSN, current address and telephone number. 
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For personal visits, the individual should be able to provide ^ac- 
ceptable identification and give some verbal information that could 
be verified with his 'case* folder, * ' ' " 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER.^ . , . , 

Record source categories: 

Application and related forms from the individual requesting 
access; notification of personal clearance from the SYSMANAGER 
research note/documents from records custodians. 'i 

Exemptions claimed for the system:; ... 

None. . i/ '. . \ 

MIL00005 

System name: • • . ' ^ 

' Passenger Transportation Program. . . / ^ 

System location: !, . 

All Marine Corps Bases. ?.\ . \ 

Categories of individuals covered by the system: 

Military personnel and' their dependents, DOD civilian employees 
and their dependents, and other individuals furnished transportation 
via commercial transportation resources and Department of Defense 
single manager transportation resources^ 

Categories of. records in the system: 

File contains copies of passenger transportation procurement docu- 
ments issued, copies of official travel orders; supporting the, issuances; 
applications for transportation of 'dependents, port call requests and 
confirmations; copies of endorsements to orders indicating transporta- 
tion issuances; requests and authorizations for space available MAC 
transportation.. • 

SF 1169 United States of America Transportation Request 
DD 652 Uniformed Services Meal Tickeit - ' , . . 

DD 884 Application for Transportation for Dependents 
DD 1287 Request for Commercial Transportation 
DD 1341 Report of Commercial Carrier Passenger Service 
DD 1482 Military Airlift Command (MAC) Transportation 
Authorization 
Authority for maintenance of the system: _ ^ 

Title 10, U.S. Code 5031 . " r ; , ^ . . 
Purpose(s): ' ' ' ■■• 

To provide a record of transportation for use in the coordination 
and payment of passenger transportation charges by commercial and 
Military Airlift Command resources. 

Routine uses of records maintained in the system, including catego- 
ries.of users and the purposes of such uses: , 

The Blanket Routine Uses that appear, at . the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Passenger Transportation Procurement docuniients filed by serial 
number preprinted on the documents. - ' 

Other documents filed in alphabetical order by last name .of 
member. - . . 

Safeguards: v ' . > . . 

Records are maintained in areas accessible only to authorized per- 
sonnel that are properly cleared and trained. • 

Retention and disposal: ' 

Copies of transportation documents held by issuing offide for 
period of 4 years, after which they are destroyed. Other records 
retained in active files until the end of the calender year in* which 
transportation was effected and held additionally in inactive file for 
two years, then they are destroyed. *^ ' 

System manageris) and address:. 

Commander, Military Traffic Management Command, Washington, 
D.C. (Travel via commercial transportation within CONUS) 

Commander, Military Airlift Command, Scott AFB, IL (Intema- 
tipnal travel via DOD owned and controlled airlift) 
Notification procedure: 
Information may be obtained from: 
Commandant of the Marine Corps (Code LFS-2) ' 
Headquarters, U.S., Marine Corps [ ■ , 



Washington, DC 20380 , - ' 

Telephone: 224 1781, 

Record access procedures: 
y Request from individuals should be addressed to the Commandant 
of the Marine Corps (Code LFS-2), Headquarters, U.S. Marine 
Corps, Washington, DC 20380. 

Written requests for information should contain the full name of 
the individual, SSN, current address and telephone number. 

For personal visits, the individual should be able to provide ac- 
ceptable identification and give some, verbal information relating to 
commercial , transportation furnished or Military Airlift Command 
(MAC) transportation arrangements on a space required or space 
available basis. • 
^ Contesting record procedures: . 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations, by the individuals con- 
cerned may be obtained from the SYSMANAGER., 

Record source categories: 

Application and. relate^] .forms from the individual requesting 
access; hotificatibii of personal clearance from the SYSMANAGER 
research notes/documents from records custodians. 

Exemptions claimed for the system: 

None. * . 

MIL00006 

System name: > 
Dealer*s Record of Sale of Rifle or Pistol, State of California. 
System location: 

Each Marine Corps Activity in^Califomia. ^ . -\ . 

Categories of individuals covered by the system: - 

Authorized Marine Corps Exchange patrons who purchase a rifle 
or pistol from the Exchange, 

Categories of records in the system: . 

Individual identifying information including height, weight, color 
of hair and eyes, if purchaser is a citizen, if the purchaser has been 
convicted of a 'felony, or if the purchaser is addicted to use of 
narcotics, ' the individuars occupation, and descent. . ' * \ 

Authority for maintenance of the system: 

Title5, U.S. CodeJl01;Titl^ 10, U.S. Code 5031 ''\ 

Purpose(s): 

To provide a record of rifle and pistol sales made by Marine Corps 
Exchanges in California as required by the State of California. ; 

Routine iises of records maintained in the system, including catego- 
riies of users and the purposes of such uses: 

The Blanket Routine Uses that appear^ at the beginning of the 
Marine Corps compilation apply to this system. . - 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

In paper records in file folders. , » , 

Retrievability: 

Byname. 

Safeguards: 

Records are maintained in locked, filing cabinets within locked 
offices of buildings. Records are accessible only to aiithorized person- 
nel only. ' ■ ' " ' , 

Retention and disposal: 

Records are maintained for five years and then destroyed. 
System manager($) and address: 

Decentralized. System managed by local commanders. 
Notification procedure: 

Correspondence pertaining to records maintained by local com- 
mands may be addressed to the Commanding Officer of the activity 
concerned. ' • . , » . 

Record access procedures: 

Information may be obtained from the SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for, contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER;.. . , 

Record source categories: . 

Individuals. • 
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Exemptions claimed for the system: 

None. 

MILOOOll 

System name: 
Marine Corps Exchange Vendor Directory. 
System location: 

All Marine Corps commands which operate a Marine Corps Ex- 
change. 

Categories of individuals covered by the system: 
All vendor's names and addresses actively engaged in business 
with the local exchange. 
Categories of records in the system: 

File contains vendor names and addresses; freight information, 
delivery and discount terms for remittance and payment! 
Authority for maintenance of the system: 
Title 10, U.S. Code 7601 
Purpose(s): 

To provide a record of vendors for use by Marine Corps Ex- 
change officials for ordering, freight and delivery information, dis- 
count terms, billing and remittance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Mechanized print-outs and computer discettes. 
Retrievability: 

Filed in computer and/or discettes by permanently assigned 6 digit 
file numbers. 
Safeguards: 

Records are maintained in areas accessible only authorized person- 
nel on a need-to-know basis. 
Retention and disposal: 

Records are permanent; updated as necessary. Held until vendor is 
no longer actively engaged in business with Exchange, then record is 
eliminated and/or cleaned off discette. 

System manager(s) and address: 

Decentralized system managed by local commanders. See Directo- 
ry of Department of the Navy mailing addresses. 
Notification procedure: 

Correspondence pertaining to records maintained by local com- 
mands may be addressed to the Commanding Officer of the activity 
concerned. 

Record access procedures: 

Information may be obtained by contacting SYSMANAGER. Re- 
quests should contain the full name of the requester and the basis of 
the request. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained by contacting the SYSMANAGER. 

Record source categories: 

Notification from applicable vendors, correspondence and agree- 
ments originating between vendor and Exchange Procurement Activ- 
ity. 

Exemptions claimed for the isystem: 
None. 

MIL00012 

System name: 

Licensing Procedures For Military Motor Vehicles. 
System location: 

All Marine Corps motor vehicle licensing facilities. 

Categories of individuals covered by the system: 

Military and DOD civilian employees required to operate a gov- 
ernment-owned or controlled motor vehicle including nonappropriat- 
ed fund vehicles. 

Categories of records in the system: 

Files contain information on each individual's driving experience, 
who applies for a Government Operators Permit to include traffic 



accidents involved in, any refusal, suspension or revocation of State 
Operator's License, all violations of traffic regulations (other than 
overtime parking) for which he has been found guilty, misrepresenta- 
tion or failure to report these, and results of physical examinations. 
DD Form 1360 - Operators Qualifications and Record of 

Licensing, Examination and Performance 
NAVFAC 9-11240/11 - Checklist and Scoresheet for Road Test 
in Traffic 

SF 46 - U.S. Government Motor Vehicle Operator's 

Identification Card 
DOT Form HS 1047 - Request For Search of National Drivers 

Register ' 
DOT Form 1054 - Report of Inquiry Searched 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of Marine Corps personnel driver qualifica- 
tions for use by Marine Corps officials and employees in issuing 
military motor vehicle identification cards. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing^ ret^ning, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed in alphabetical order by last name of applicant. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel. 

Copies are normally held for 3 years and are then destroyed. 
System manager(s) and address: 

Deputy Chief of Staff for Installations and Logistics, Headquarters, 
U.S. Marine Corps, Washington, DC. Decentralized system managed 
by local commands. 
Notification procedure: 
Information may be obtained from: 
Headquarters, U.S. Marine Corps (Code LME) 
Room 400, Commonwealth Building 
Arlington, V A 22209 
Area Code 202/695-3460 
Correspondence pertaining to records maintained by local com- 
mands may be addressed to the commanding officer of the activity in 
question. See Directory of Department of the Navy Mailing Address- 
es. . . 
Record access procedures: 

Requests from individual should be addressed to the Commandant 
of the Marine Corps (Code LME), Headquarters, U.S. Marine Corps, 
Washington, DC 20380; SYSMANAGER of activity concerned. . 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Individual information is taken from NAVMC 10964, Licensing 
Application, civil authorities. Provost MarshaPs office, service 
record, organization commanders. 

Exemptions claimed for the system: 

None. 

MIL00013 

System name: 

Individual Uniform Clothing Records. 
System location: 

All Marine Corps activities, but records limited to individuals 
having received clothing through that activity. 

Categories of individuals covered by the system: 

Personnel of the Marine Corps, Marine Corps Reserve, Navy 
Corpsmen authorized to wear Marine uniforms, candidates of officer 
procurement programs of the Marine Corps (including Marine option 
NROTC), former Marines authorized to purchase Marine Corps uni- 
forms Marine Corps clothing stocks. 
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Categories of records in the system: 

Files contain listings of individual uniform clothing issued in-kind 
and clothing sold to individuals on a cash basis, - mail-order basis or 
pay checkage basis.' . •, 

NAVMC 604 - Individual Clothing Requisition and Issue Slip 
(Men's) 

NAVMC 604b - Individual Clothing Requisition and Issue Slip 
(Women's) 

NAVMC 604a r Transmittal of Clothing Issue Slips . 
NAVMC 10710 - Men's Individual Clothing Request 
; NAVMC 10711 - Women's Individual Clothing Request 
NAVMC 631 - Individual Clothing Record (Men's) 
NAVMC 631a - Individual Clothing Record (Women's) 
DD Form 358 - Special Measurement Blank - Clothing - (Men's) 
DD Form 1 1 11 - Armed Forces Measurement Blank - Special 

Sized/Clothing-(Women's) 
DD Form 1 50 - Special Measurement Blank for Measurement/ 
■t Orthopedic Boots and Shoes 

DD Form 1348 - DoD Single Line Item Requisition System 

Document (Manual) 
SF 344 - GSA Multi-use Standard Requisitioning/Issue System 

Document . 
Naval messages/speedletters when used in lieu of routine 
MILSTRIP procedures. 
Authority for maintenance of the system: 
Executive Order 10113 of February 24, 1950. 
Purpose(s): 

To provide a record of clothing issued or sold from Marine Corps 
stocks to personnel for use in the management of stock by Officials 
and employees of the Marine Corps. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

May be filed for retrieval by either name or SSN, or when used as 
a substantiating document for issues/sales at a retail clothing outlet, 
files are primarily in transaction document number sequence. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel. 
Retention and disposal: 

Three years when used to substantiate issues under the Cfothing 
Monetary Allowance System. 

As required when used to substantiate financial/pay checkage 
transactions. 

Until individual uniform clothing items issued in kind to members 
of the Marine Corps Reserve are recovered upon separation. 

Three years following detachment from duty for' which an issue of 
supplementary uniforms was authorized. 
System manager(s) and address: , 
Decentralized system - managed by local command. 
Notification procedure: 
Information may be obtained from: 
Commandant of the Marine Corps (Code LMP) 
Room 378, Commonwealth Building 
Arlington, Virginia 22209 
Telephone Area Code: 202/694/1775 
Correspondence pertaining to records maintained by local com- 
mands may be addressed to the commanding officer of the activity in 
question. See Directory of Department of the Navy Mailing Address- 
es. 

Information required from requester: 
Full name 
SSN 

Military status 
Current address 
Specifics of information desired 
. Record access procedures: 

Requests from individuals should be addressed to: Commandant of 
the Marine Corps (Code LMP), Headquarters, U.S. Marine Corps, 
Washington, DC 20380 

Contesting record procedures: 



The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Individual information, Joint Uniform Military Pay System/Man- 
power Management System (JUMPS/MMS). - 
Exemptions claimed for the system: 
None. ' • 

MIL00014 

System name: 

Exchange Privilege Authorization Log. 
System location: 

Organized Marine Corps Reserve Units. 

Categories of individuals covered by the system: 

Any member of the Organized Marine Corps Reserve unit who 
becomes eligible for exchange privileges as a result of attending drills 
with that unit in accordance with current regulations. 

Categories of records in the system: 

Log contains a list by name of individuials who are issued exchange 
privilege authorization letters. The list is maintained on a quarterly 

basis. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 
Purpose(s): 

To provide a record of personnel authorized to use exchanges for 
use in the management and administration of the exchanges by Com- 
manding Officers and Inspector-Instructor of Reserve units. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper bound log book on paper - letters issued to individual Re- 
serves. 
Retrievability: 

Alphabetically by last name for each fiscal quarter. Personnel who 
join during the quarter are added to the list as they become eligible 
for exchange privileges. .: 

Safeguards: 

The log is maintained in an area accessible only to authorized 
personnel. This area is locked during non-working hours. A guard is 
located in the general vicinity. 

Retention and disposal: 

The log will be destroyed one year from the end of the calendar 
year for which entries are made. 
System manageKs) and address: 

Inspector-Instructor of Organized Marine Corps Reserve unit.' 
Notification procedure: 

Write or visit SYSMANAGER. Provide full name, social security 
number, and military status. Proof of identity may be established by 
military identification card or DD 214 and drivers license. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Monthly drill attendance records of Organized Marine Corps Re- 
serve unit. 
Exemptions claimed for the system: 
None. 

MIL00015 

System name: 

Housing Referral Services Records System. 
System location: 

All Marine Corps installations with housing referral offices. 
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Categories of individuals covered by the system: 
All military personnel reporting to an installation who will be 
residing off base desirous of seeking off base housing. 
Categories of records in the system: 

Information is collected on DD Form 1668 from all military per- 
sonnel reporting to a housing referral office as pertains to name, 
grade, branch of service, organization and location, local address, 
housing needs, e.g. rental/sale, number of bedrooms, furnished/unfur- 
nished, price range etc., number of dependents, male or female, and 
age. A list of housing referral services provided and identification of 
member of racial or ethnic minority groups. Individuals provided 
referral assistance must in turn provide notification of housing selec- 
tion by use of DD Form 1670 which includes such information as 
type of housing selected, e.g., location, temporary/permanent, rental/ 
sale, cost, number of bedrooms, media through which housing was 
found, e.g., housing referral, realtor, newspaper, etc., and satisfaction 
with selection, e.g,. too small, too far, discrimination encountered, 
and satisfaction with housing referral services provided 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide data used by Marine Corps Officials and employees in 
assisting and counseling individuals in locating suitable housing off 
base, for follow-up action when written notification is not provided 
by individuals as to ultimate housing locations, and to maintain 
record of availability of rental units and follow-up action regarding 
tenant/landlord compliants. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Referral offices use data to assist and counsel individuals in locat- 
ing suitable housing ofT base, used for follow-up purposes when 
written notification from individual is not provided as to ultimate 
location of housing, used for purposes of reporting statistics on field 
activity housing referral services, used to follow-up on availability of 
rental unit subsequent to occupant*s receipt of PCS orders, and 
follow-up regarding tenant/landlord complaints. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders. 

Retrievability: 

By individual's name. 

Safeguards: 

Housing files within the housing referral or housing office, used 
solely within the housing organization and protected by military 
installation's security measures. Individual may upon request have 
access to all such data. 

Retention and disposal: 

Data is retained until individual's tour is completed and subse- 
quently disposed of according to local records disposition instruc- 
tions. 

System manager(s) and address: 

Commandant of the Marine Corps (Code LFF-3), Headquarters, 
U.S. Marine Corps, Washington, DC 20380 
Notification procedure: 

Records are maintained by housing referral offices at the Marine 
Corps activity responsible for providing referral services for military 
personnel in the area. Individual may request access to records upon 
proof of identity (ID card). 

Record access procedures: 

The agency's rules for access to records may be obtained from 
installation family housing office. 
Contesting record procedures: 

The agency's rules for contesting and appealing initial determina- 
.tions by the individual may be obtained from the installation family 
housing office. 

Record source categories: 

Data collected from each applicable individual. 

Exemptions claimed for the system: 

None. 

MIL00016 

System name: 

Depot Maintenance Management Subsystem (DMMS). 
System location: 



Marine Corps Logistics Support Base, Albany, Georgia 31704 
Marine Corps Logistics Support Base, Barstow, California 9231 1 

Categories of individuals covered by the system: 
Any military or civilian employee of USMC Depot Maintenance 
Activities. 

Categories of records in the system: 

System contains individual's Personal History File, Labor Distribu- 
tion Reports, Time and Attendance Reports and Payroll Reports. 
Authority for maintenance of the system: 
Title 5, U.S. Code 301; Title 10, U.S. Code 5031 
PurposeCs): 

To provide a record for payroll support and cost accounting for 
use by Marine Corps officials and employees in monitoring labor 
distribution. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Congress of the U.S. -The Senate or House of Representatives of 
the U.S. or any committee or subcommittee thereof; any joint com- 
mittee of Congress or subcommittee of joint committee on matters 
within their jurisdiction requiring disclosure of the files. 

Treasury Department-To Officials and employees of the Treasury 
Department on matters relating to pay as required in the perform- 
ance of their official duties. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Computer magnetic tapes and discs, computer paper printouts and 
microfiche. 

Retrievability: 

Filed by employee badge number. 
Safeguards: 

Buildings have security personnel. Records are maintained in areas 
accessible to authorized personnel that are properly screened. 
Retention and disposal: 

Records are maintained until end of calendar year in which em- 
ployee has worked. At the end of one year, the computer magnetic 
tapes and discs are erased and paper printouts are destroyed by 
shredding. Microfiche is destroyed by burning. 

System manager(s) and address: 

Commandant of the Marine Corps (Code LMM), Headquarters, 

U.S. Marine Corps, Washington, DC 20380 
CG, Marine Corps Logistics Support Base, Albany, Georgia 

31704 

CG, Marine Corps Logistics Support Base, Barstow, California 
93211 

Notification procedure: 

Information may be obtaiion may be obtained from: 
Commandant of the Marine Corps (Code LMM), Headquarters, 

U.S. Marine Corps, Washington, DC 20380 
CG, Marine Corps Logistics Support Base, Albany, Georgia 

31704 

CG, Marine Corps Logistics Support Base, Barstow, California 
92311 

Record access procedures: 

Requests from individuals should be addressed to the Commanding 
General, Marine Corps Logistics Support Base, Albany, Georgia 
31704 or Commanding General, Marine Corps Logistics Support 
Base, Barstow, California 92311 

Written requests for information should contain the full name of 
the individual, current address, telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification, i.e., driver's license, social security card, 
etc. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Automated system interfaces. 

Application and related forms from the individual requesting em- 
ployment. 

Exemptions claimed for the system: 
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None.: ' . . • . . . . 

MIL00017 

System, name: ! 
Transportation Data Financial Management System (TDFMS). 
System location: 

* Commanding General (Code A470), Marine Corps Logistics Sup- 
port Base, Albany, Georgia 31704 ^ . • • 

Categories of individuals covered by tlie system: 
All Marine Corps active duty, reserve, retired personnel, federal 
Civil Service employees of the Marine Corps and their dependents. 
Categories of records in the system: . ' 

The TDFMS Master Files consist of a complete automated . record 
for all Marine Corps active duty, reserve and retired personnel, 
federal Civil Service employees of the Marine Corps and their de- 
pendents concerning the movement of household goods, personal 
effects and passenger or personnel transportation by rail, bus, air or 
other means involving expenditures of Marine Corps funds. 

Authority for maintenance of the system: 

Title 37; U:S. Code Title 10, U.S. Code 503 r / .\ 

Purpose(s): , 

To provide a record for analysis and research for budget forecast- 
ing, certification and expenditure of Marine Corps funds and identifi- 
cation of movement of material by weight for payment of transporta- 
tion charges on personal property and personnel. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the , beginning of the 
Marine Corps compilation apply to this system. 

Courts - By Officials of duly established local, state, and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. - The Senate or the House of Representatives 
of the U.S. or any subcommittee thereof, any joint committee ^jof 
Congress or subcommittee of joint committee on matters .within their 
jurisdiction requiring disclosure of the files. , , , , , 

The Comptroller General of the U.S. - By the Comptroller, or any 
of his authorized representatives iti the course of the performance of 
duties of the 'General Accounting Office' 'relating tb the Marine 
Corps. - • • ' ' ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic . tapes and discs, computer printouts, micro- 
fiche and microfilni. 

Retrievability: / ^ 

Information is accessed and retrieved by name, social security 
number, etc. Conventional and computerized indices are required to 
retrieve individual records from the system. , 

Safeguards: * ' 

Records are maintained in areas accessible only to authorized per- 
sonnel that are properly screened, cleared, and trained. 
Retention and disposal: 

Records are maintained until statute of limitation has expired and/ 
or litigation is concluded. 

^System manager(s) and address: 
\.- The Commandant of the Marine Corps (Code LFS), Headquarters, 
U.S. Marine Corps, Washington, DC 203.80. . \ 
Notification procedure: . . ' ' 

- Information may be obtained froni: 

Commanding Gisneral (Code A470) * 
, Marine Corps Logistics Support Base ' ' " . 

Albany, Georgia 31704 ' ' 

Telephone: Area Code 912/439-5674/5675/5676/5677 

Record access procedures: 

Written requests from individuals should be addressed to the ad- 
dress listed under the heading LOCATION. 

Written requests for information should contain social security 
number, full name and current address, Government Bill of Lading 
number (if known), date of shipment or move of household goods. 

For personal visits, the individual should be able to provide posi- 
tive personal identification, such as valid military identification card, 
drivers license, etc. . • , 

Contesting record procedures: 



The rules for, access to records and for contesting contents and 
appealing initial determinations by the individual concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Government and commercial carriers. . 

Installation Transporation Officers. . ■ . ; 'i , 

Authorized order writing activities. * ' . ' ^. 

. Paying or disbursing officers. ^ . ' 

Marine Corps Manpower Management System. . ♦ 
Exemptions claimed for the system: 
None. . * 

MILOPOIS 

System name: • 
Organization Clothing Control File. ' 
System location: 

Depot Property Control Branch, Marine Corps Recruit Depots. 
Categories of individuals covered by the system: 
Drill Instructors, Marksmanship Instructors, Women Marine Spe- 
cial Subject Instructors and Band members. 
Categories of records in the system: , 

Combined Individual Clothing Requisition : and Issue Slip, 
NAVMC 604 Form. ! 
Authority for maintenance of the system: 
Title 5, U.S. Code 301; Title 10, U.S. Code 5031 * 
PurposeCs): 

To maintain records of organizational clothing issued to authorized 
personnel until items have been returned.' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. i 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . v 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last , name of Marine concerned. 
Safeguards: 

Records are maintained in filing cabinet in a locked building. 
Retention and disposal: 

Records are maintained until items of organizational clothing are 
returned. ' ' ' j 

System manager(s) and address: 

Commanding General, Marine Corps Recruit Depots. 
Notification procedure: » 
Information may be obtained from: 

Depot Supply Officer 

Depot .Service and Supply Department 

' Marine Corps Recruit Depot 

Parris Island, South Carolina 29905 or San Diego, California 
92140 

Record kccess procedures:' ^ 

Requests from individuals should be addressed to: Depot Supply 
OflTicer, Depot Services arid Supply Department, Marine Corps Re- 
cruit Depot, Parris Island, SC 29905 or San Diego, CA 92140. 

Written requests for information should contain the full name, 
social security number and current address of the individual con- 
cerned. . • 

For personal visits, the individual should be able to provide a 
military identification card. 

Contesting record procedures: 

The Depot*s rules for access to records and for contesting contents 
and appealing initial determinations by the individual concerned may 
be obtained from the SYSMANAGER. : 

Record source categories: 

Provided by the authorized individuaPs request NAVMC 604 to be 
issued items of Organizational Clothing. 
Exemptions claimed for the system: 
None. 

MIL00019 

System name: 
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Equipment and Weapons Receipt or Custody Files. 
System location: 

System is decentralized. Records are maintained at Marine Corps 
commands, organizations, or activities that issue said equipment or 
weapons. 

Categories of individuals covered by the system: 
System contains name, rank, social security number, unit, address, 
and date. 

Categories of records in the system: 

This file contains name, rank, social security number, itemized list 
of equipment issued, date issued, and possibly unit and section/ 
Department to which assigned. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U S. Code 5031 

Purpose(s): 

To provide a record of individuals who have government property 
in their possession for use in the management of that property. 

Routine uses of records maintained in the' system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, acce&sing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in binder, file folder, box, vertical card file, or index 
cards. 

Retrievability: 

Records are filed alphabetically by name. 
Safeguards: 

After working hours, the office and building are locked. A guard is 
located in the general vicinity. 
Retention and disposal: 

These records are destroyed upon the return of the property listed. 

System manager(s) and address: 

Commanding officer of the activity. - 

Notification procedure: 

Write or visit SYSMANAGER. Provide full name, social security 
number, and military status. Proof of identity may be established by 
military identification card or DD 214 and drivers license. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information is entered by visual certification of property, issued 
and identification presented by individual. 
Exemptions claimed for the system: 
None. 

MIL00021 

System name: 

Working FileSi Division Supply Sections and Wing Supply Sec- 
tions. 
System location: 

Division Supply Section, Regiments, Battalions, Separate Compa- 
nies 

Wing Supply Sections, Groups, Separate Squaidrons 
Categories of individuals covered by the system: 
Personnel responsible for government property, reimbursing gov- 
ernment for damages/loss of property. 
Categories of records in the system: 

Equipment Custody Records (ECR) - This file contains the date, 
voucher number, remarks, quantity, signature, control number, de- 
scription and unit. 

Memorandum Receipt for Individual/Garrison Equipment (I MR) - 
This file includes the name, grade, SSN, date, organization, signature 
and unit. 

Memorandum Receipt for. Individual Weapons and Accessories - 
This file includes the name, grade, SSN, organization, signature and 
unit. 



Personal Effects Log - This file includes the date, name, SSN, 
grade and signature. 

Letter of Appointment/Authorization - These files include the 
date, name, grade, SSN, description of duties/authorizations and 
sample signature. 

Voucher Files - Cash Collection - This file includes the name, 
grade, SSN, unit, description of sales and signature. 

Voucher Files - Investigations - This file includes the name, grade, 
SSN of investigating officer, subject, serial number, date investigation 
received, date sent to unit for. correction (if applicable), due date to 
be returned and remarks. File also contains a copy of the investiga- 
tion. 

Special Order Clothing - This file includes the name, rank, SSN, 
msg number, individual unit, and remarks regarding receipt of cloth- 
ing. 

Base Property Log - Contains a list of names of personnel who 
have lost and paid for government property. 

Serialized Blank Forms Register - Contains a listing of personnel 
by name who issue/receive serialized blank forms. 

Quarterly Inventory of Sets, Chests and Kits - Contains a file of 
inventories made on contents of sets, chests and kits including the 
name, rank and SSN of the individual inventorying property. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record, by units, of supplies, property and responsible 
property management personnel for maintenance and accountability 
of government property. ... . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ■ . r 

Storage: 

ECR - Vertical file cards. 

IMR; Individual Weapons and Accessories, Special Clothing - card 
file. 

Personal Effects; Investigation; Base Property Log; Serialized 
Blank Forms Register-Log Book. 

Letters of Appointment/Authorization; Voucher Files, investiga- 
tions; Quarterly inventories of Sets, Chests and Kits - paper records 
in file folders. 

Retrievability: 

ECR - filed by unit or responsible officer. 

IMR; Individual Weapons and Accessories; Special Clothing - filed 
alphabetically by name. 

Personal Effects, Investigation Log; Letter of Appointment/Au- 
thorization; Voucher Files; Base Property Log; Serialized Blank 
Form Register; Quarterly Inventory of Sets, Chests and Kits - as it 
occurs by name. 

Safeguards: 

IMR; Individual Weapons and Accessories Records - maintained in 
secured area within armories accessible only to personnel authorized 
to be in the area. 

ECR; Personal Effects Log; Letters of Authority; Voucher Files; 
Investigations; Special Clothing; Base Property Log; Serialized Blank 
Forms Register; Quarterly Inventory of Sets, Chests and Kits - Per- 
sonnel within supply/S-4 sections authorized access, no special safe- 
guard implemented. 

Retention and disposal: 

ECR; IMR; Weapons Custody Records; Special Clothing retain 
until accountable balance is zero. 

Personal Effects Log; Quarterly Inventory of Sets, Chests and Kits 
- one year. 

Letters of Appointment/Authorization - five (5) years. 

Voucher Files; Investigation Log; Base Property Log; Serialized 
Blank Forms - two years. 

AH files may be destroyed after being maintained the required 
timeframe. 

Investigations - Two years after the end of the fiscal year in which 
the investigation was completed. 
System manager(s) and address: 

Division Supply Officers, Marine Corps Division; Wing Supply 
Officers, Marine Corps Aircraft Wings. See Directory of Department 
of the Navy Activities for mailing address. 

Notification procedure: 
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Apply to SYSMANAGER. 
Record access procedures: 

Rules for access may be obtained from SYSMANAGER. 

Written requests for information should contain the full name, 
grade and SSN of the. individual as well as the unit to which he is/ 
was attached which would reflect information pertaining to him.. 

Contesting record procedures: 

The agency*s rules for access to records and fdr contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Individual and/or individual's SRB or OQR or other listing unit 
may have which contains required information. 
Incoming messages for Special Order Clothing. 
Base Locator. . 
Completed investigations submitted. 
Exemptions claimed for the system: 
None. 

MIL00022 

System name: 

Delinquent Clothing Alteration List. . ; > 

System location: 

System is decentralized. Records are maintained at Marine Corps 
commands, organizations, or activities that alter clothing. 
Categories of individuals covered by the system: 
List of personnel who have failed to pick up altered clothing. 
Categories of records in the system: 

Contains an alphabetical listing of personnel who have failed to 
pick up clothing which has been altered for them. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of personnel who have altered uniforms ready 
for pick up for use by the Clothing Branch Officer in notifying 
personnel of such delinquent pick up. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
. Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Cards/file folders. 
Retrievability: 

Alphabetical by unit assigned. 
Safeguards: 

After working hours, the office and building are locked. Guards 
are located in the general vicinity. 
Retention and disposal: 
Maintained for two years, then destroyed. 
System managerCs) and address: 
Clothing officer of the activity concerned. 
Notification procedure: 

Information may be obtained from the individual command to 
which an individual is assigned for duty. Addresses of individual 
commands are listed in the Navy: Standard Distribution List 
(OPNAV P09B3-107). 

Record access procedures: 

Written requests from individuals should be addressed to the Com- 
manding Officer of the activity concerned. Activity addresses are as 
reported in the Navy Standard Distribution List. 

Written requests should include name and social security number. 

Personal visits may be made to the installation in question. , 

Contesting record procedures: 

The Marine Corps rules appealing may be obtained from the SYS- 
MANAGER. 

Record source categories: 
' Cards filled out by personnel when leaving clothing for alteration. 

Exemptions claimed for the system: 

None. 



MINOOOOl 

System name: 

Personnel Security Eligibility and Access Information System. 
System location: 

Primary system— Headquarters, U.S. Marine Corps, Washington, 
DC 20380-0001 and the Marine Corps Security Guard Battalion, 
Building 2007, Marine Corps Base, Quantico, VA 22134-5020. 

Secondary system — local activity or detachment to which individ- 
ual is assigned. Official mailing addresses are published as an appen- 
dix to the Department of the Navy's compilation of record system 
notices. 

Categories of individuals covered by the system: 

Members of the Marine Corps, Marine Corps Reserve, former 
members, applicants for enlistment or commissioning, members serv- 
ing in the Marine Corps Security Guard program, Marine Corps 
civilian employees, and those whose status or position effects the 
security, order or discipline of the Marine Corps. 

Categories of records in the system: 

Files contain reports of personnel security investigations, criminal 
investigations, counterintelligence investigations, checklists, corre- 
spondence, records and information pertinent to an individual's ac- 
ceptance and retention, personnel security clearance and access, and 
continuing assignment to personnel reliability programs, Marine Se- 
curity Guard program, and other high risk or compartmented infor- 
mation programs requiring personnel quality control. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations, 10 U.S.C. 5013; and Ex- 
ecutive Order 9397. 
Purpose(s): 

To provide a record of individuals eligible for assignment to per- 
sonnel reliability programs and other high risk or compartmental 
information programs requiring personnel quality control. 

To provide a record of information collected on individuals re- 
garding their continuing performance and reliability while serving in 
the Marine Security Guard program. 

To provide records to facilitate decisions regarding the reassign- 
ment and/or removal of Marine Security Guards from, the Marine 
Security Guard program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of other agencies of the Executive 
Branch of the government, upon request, in the performance of their 
official duties. 

The Marine Corps "Blanket Routine Uses" that appear at the 
beginning of the Marine Corps* compilation of record system notices 
also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and index cards. Some information is 
contained in automated files or on computer tapes. 
Retrievability: 

Retrieved alphabetically by last name of individual or by Social 
Security Number. 
Safeguards: ' 

Stored in locked safes or cabinets. File areas are accessible only to 
authorized persons who are properly screened, cleared, and trained. 
Retention and disposal: 

Maintained at activity where assigned until separation or removal 
from sensitive position. Three years thereafter, records are trans- 
ferred to Federal Records Center for permanent retention. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380-0001. 

Commanding Officer, Marine Security Guard Battalion, (State De- 
partment), Quantico, VA 22134-5020. 

Decentralized system managed by local activities and detachments. 
Official mailing addresses are published as an appendix to the Depart- 
ment of the Navy's compilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record systems should address written 
inquiries to the Commandant of the Marine Corps, Headquarters, 
U.S. Marine Corps, Washington, DC 20380-0001; Commanding Offi- 
cer, Marine Security Guard Battalion, (State Department), Quantico, 
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VA 22134-5020; or the security office where individual is assigned. 
Official mailing addresses are published as an appendix to the Depart- 
ment of the Navy's compilation of record system notices. 

The letter should contain full name, Social Security Number, 
status, address and notarized signature of the requester. 

The individual may visit Headquarters, U.S. Marine Corps, Arling- 
ton Annex (Federal Office Building No. 2), Arlington, VA, or the 
Marine Security Guard Battalion, Building 2007, Marine Corps Base, 
Quantico, VA for assistance or visit any detachment or activity for 
access to locally maintained records. Prior written notification of 
personal visits are required to ensure that all parts of the records will 
be available at the time of the visit. Proof of identity will be required 
and will consist of a military identification card, driver's license or 
similar picture-bearing identification. 

Record access procedures: 

Individuals seeking access to records about themselves should ad- 
dress written inquiries to the Commandant of the Marine Corps, 
Headquarters, U.S. Marine Corps, Washington, DC 20380-0001; 
Commanding Officer, Marine Security Guard Battalion, (State De- 
partment), Quantico, VA 22134-5020; or the security office where 
individual is assigned. Official mailing addresses are published as an 
appendix to the Department of the Navy's compilation of record 
system notices. 

Written requests should contain full name, Social Security 
Number, status, address and notarized signature of the requester. 
Contesting record procedures: 

The Department of the Navy rules for contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in Secretary of the Navy Instruction 5221.5; Marine 
Corps Order P5211.2; 32 CFR part 701; or may be obtained from the 
system manager. 

Record source categories: 

Officials and employees of the Marine Corps, Departments of the 
Navy and Defense and other departments and agencies of the Execu- 
tive Branch of government; medical reports; correspondence from 
financial and other commercial enterprises; correspondence from pri- 
vate citizens; investigations to determine suitability for security clear- 
ances and sensitive assignments; correspondence, investigations and 
reports relating to disciplinary proceedings; official correspondence 
and other reports concerning the individual. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k) (2), (3), 
and (5) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 701, subpart G. For additional infor- 
mation, contact the system manager. 

MIN00002 

System name: 

POW/MIA Intelligence Analysis and Debrief Files. 
System location: 

Primary system - Headquarters, U.S. Marine Corps, Washington, 
DC 20380. Major Marine Corps commands maintain derivative files. 

Categories of individuals covered by the system: 

Members of the U.S. Marine Corps or Marine Corps Reserve 
either currently or previous prisoner of war (POW), detained by 
hostile forces or declared missing in action (MIA). 

Categories of records in the system: 

Narrative of loss incident; investigations regarding loss incident; 
casualty reports intelligence reports possible identifying subject; arti- 
cles, statements, lists and photographs published in world news media 
or broadcast over hostile public radio; portions of official debriefings 
or debriefing summaries; and analytical evaluations of information 
contained in file. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301 Departmental Regulations; Title 10, U.S. 
Code 5031 

Purpose(s): 

To provide a record of information collected on individuals classi- 
fied as prisoners of war or missing in action until their return to 
military control or otherwise change of status. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 



Senate or the House of Representatives of the United States or any 
committees or subcommittees thereof, requiring disclosure of the files 
or records of individuals connected with this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; photographs, film and tape record- 
ings. 

Retrievability: 

Filed alphabetically by last name of the individual. 
Safeguards: 

Secured in GSA approved security containers within locked office 
spaces. Access is granted only to those authorized persons who are 
properly cleared and having a need-to-know. 

Retention and disposal: 

Records maintained within Marine Corps Intelligence Division as 
long as individual's status remains POW/MIA. Record is retired to 
Marine Corps Historical Division two years after return to U. S. 
control or when status is changed to KIA/KIA-BNR. 

System manager(s) and address: 

Commandant of the Marine Corps, Code INTC, Headquarters, 
U.S. Marine Corps, Washington, DC 20380 
Notification procedure: 
Apply to SYSMANAGER. 
Record access procedures: 

Rules for access may be obtained from SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained frorii the 
SYSMANAGER. 

Record source categories: 

Other records of the activity; investigators; witnesses; correspond- 
ents; intelligence reports from the services. Defense Intelligence 
Agency, Central Intelligence Agency, State Department and other 
government agencies; Foreign Broadcast Information Service; news- 
papers; magazines; television; radio; and movies. 

Exemptions claimed for the system: 

None. 

MJAOOOOl 

System name: 

Business Complaint File. 
System location: 

Legal office or Office of the Staff Judge Advocate at all Marine 
Corps activities. 

Categories of individuals covered by the system: 
Businesses which have generated complaints by clients at Legal 
Assistance Office. 
Categories of records in the system: 

Affidavits of individuals involved in incidents which give rise to 
such complaints. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of business complaints for use in resolution of 
problems by legal assistance officers or for forwarding to the appro- 
priate attorney general's office and/or Armed Forces Disciplinary 
Control Board. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by Legal Assistance Officers to resolve problem locally or 
forwarded to the appropriate attorney general's office and/or Armed 
Forces Disciplinary Control Board as appropriate for settlement of 
complaint. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Arranged by type of business and alphabetically by name of the 
business within types. Requires conventional indices for retrievability. 
Safeguards: 



526 



PRIVACY ACT SYSTEMS 



Maintained in locked building. \ . ' 

' Retention and disposal: 

Maintained so long ^as"- file is active, or two years if inactive.. Not 
transferred. Destroyed by discard in -military trash system. 

System managers) and address: 

Staff Judge Advocate/legal officer of the local Marine Corps ac- 
tivity concerned. ' . • . 
Notification procedure: 

Requests for information should be addressed to the Systems Man- 
ager. Requester may- also .visit office. Military ID card or other 
suitable identification will be required. 

Repord access procedures:. , , . o ^ 

^ Rules for acpess may be obtained from the SYSMANAGER. 
Contesting record procedures: - - - ' ' 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER., ;i i 
Record source categories: . . r 'r 

Individual complainants. ' ** ' » ' ' ■ 

Exemptions claimed for the system: - 
"None. • • 

MJAOOOOa 

System name: 

General Correspondence Files for Legal Administration. 

System location: 

All Marine Corps activities. 

Categories of individuals covered by the system: 

File (Contains information on individuals who have appealed Article 
15 punishment and traffic court rulings; have been referred to a 
court-martial (awaiting special or general court-martial); have been 
confined at a Correctional Facility in excess of 30 days; lawyers 
assigned to be on call for a given period; officers punished uiider 
Article 15^ Uniform Code of Military Justice; individuals selected' to 
sit as members of a court-martial. File covers individuals who have 
been recommended for administrative discharge whose cases have 
been reviewed by Staff Judge Advocate, individuals served with civil 
process, and other individuals (military and civilian) requesting assist- 
ance in legal related problems. \. . - 

Categories of records in the system: 

File contains information relating to nonjudicial punishment ap- 
peals, the reason for the appeal and the response of the officer 
appealed; traffic court appeals; counsel assignments to individual' re- 
ferred to a court-martial; weekly case listings including type of of- 
fense, counsel assigned and dates pertaining to each case; excess 30 
day pretrial confineihent- letters- including the approval/disapproval 
by the CG for extending the period of confinement; duty lawyer 
roster; officer's punishment including offense, punishment and state- 
ment of desire to appeal or not; weekly docket list; and court-martial 
members questionnaire including age, duty assignment, summary of 
past duties, martial status, children, and . matters pertaining to past 
schooling, assignments, name, rank and social security number. 
' Authority for maintenance of the system: ^ 

Title 10, U.S. Code 801, et.seq.. Title 5, U.S. Code 301. 

Purpose(s): - 

To provide a record on legal matters for use by Marine Corps 
Staff Judge Advocates and legal personnel in addressing legal niat- 
ters. ' '•• . ■ ' • ■ • • •• . ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. * . - 

Courts - by Officials duly established "local, state, and' federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. C. - ' 

•Congress of the U:S. - by the Senate or- the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within the jurisdiction requiring^disclosure of the files of the 
system. 

The Comptroller General of the U.S. - by the Comptroller General 
or any of his authorized representatives in the course of the perform- 
ance of duties of the General Accounting Office. 
. Policies 'and> practices for storing, retrieving, accessing, 'retaining, and 
disposing of records in the system: . . r 

Storage: . * 



File folders and 'card files. \ 
' RetrieVability: ' . . *, , 

Alphabetically.-' 
Safeguards: 

Kept behihd locked doors with security guard in; building at night. 

Retention and disposiEd: ./^ 

Most, records are retained for two years; Duty: lawyer rosters and 
weekly docket lists are retained for one year. All records are de- 
stroyed at the. end of the retention period. 

System manager(s) and address:' v " 

Commanding officer of the^a'ctivity concerned. See Directory of 
Department of the Navy Mailing Addresses. 
Notification procedure: 

Requests should be addressed to the SYSMANAGER. kequester 
should supply full nanie aiid social security number." 
Record' access procedures: , 

Requests for access should be addressed to the commanding officer 
of the activity concerned.. Written requests for information should 
contained full name and grade of the individual. . 

Contesting record procedures: . . - 

^ The _agency*s, rules for contesting coiitents and appealing initial 
determinations by the individuM concerned niay bd obtsiined from the 
SYSMANAGER. 

Record source ^tegories: ' " ' . 

Individuals. .; ' ■ , 

r Exemptions claimed for the syistem: 

None. 

MJA00003 

System name: * • 

Magistrate Court Case Files. ;V 
, System location: _ • . 

All Marine. Corps activities. . 

* Categories of individuals covered by the system: ' 

* Civilians pending and tried by the assigned Federal magistrate for 
crimes committed on military reservation.' 

Categories of records in the system: 
Investigative reports, complaints, summons and warrants. 
Authority for maintenance of the, system:: 
; .Title 18, U.S.'Code 3041; Title 5, U.S. Code 301. * 
Purpose(s): ' ' * . . ! ' 

To provide a record of summons, warrants, investigative reports 
and complaints for use by military prosecutors in the preparation of 
cases of trial. ; 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of record^ in the system: ! , 

Storage: . . , 

Paper records in file folders. - . . , » • 

Retrievability: : 

Filed alphabetically by name. Conventional indices are required for 
retrieval. \ 

Safeguards: ' . ^ ■ 

Maintained in file cabinet in locked building. ' 

Retention arid disp<Mifi(i: 

Retained and destroyed in accordance with, SECNAVINST 
5212.5B. . ' '\ ' ' " ' - 

System mahager(s) and address:' , . 

Commanding officer of activity concerned. See Directory of De- 
partment of the Navy Mailing Addresses. , " ' 
, NotificatioW procedure: : ' . * , ; • 

Individual is personally served* with a subpoena and is shown the 
file. Requires name for entry. . ^ . . 

Record access procedures: , , * V' 

Contact SYSMANAGER. . 

Contesting record procedures: - 
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The agency's rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Law enforcement reports, bad . check transmittal letters from Gov- 
ernment agencies. t 

Exemptions claimed for the system: 

None. 

MJA00004 

System name: 

In Hands of Givil Authorities Case Files. 

System location: 

All Marine Corps activities. 

Categories of individuals covered by the system: 

All military personnel who are in hands of civil authorities or have 
charges pending against them by civil authorities. 

Categories of records in the system: 

Civil court documents, advise to respondent, health statements/ 
certificates, written agreement releasing the Marine to civilian au- 
thorities and supporting documents* pertaining to individual. 

Authority for maintenance of the system: 

Title 10, U.S. Code 814; Title 5, U S. Code 301. 

Purpose(s): 

To provide a record of Marines in the hands of civil authorities for 
use in the administrative processing of such individuals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . ,^ 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. , 
Retrievability: 

Filed alphabetically by last name of individual by calendar year in 
which processing is completed. 
Safeguards: 

Files are stored in filing cabinets accessible only to authorized 
personnel. Doors are locked and full-time security guards are em- 
jjloyed after normal working hours. 

Retention and disposal: 

On discharge personnel, record incorporated into administrative 
discharge file. Others retained for two years after completion of 
calendar year in which processed, then destroyed in adcordancie with 
the Navy and Marine Corps Records Disposal Manual. 

System manager(s) and Address: 

Staff Judge Advocate or legal officer of the activity concerned; 
Notification procedure: 

Requests should be addressed to the SYSMANAGER: Requester 
must be able to provide satisfactory identifying information. 
Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. ^ . 
Contesting record procedures: : . 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: ^ 

Warrant for arrest, service records, health records, civil court 
documents, law enforcement personnel and various DOD agencies. 

Exemptions claimed for the system: . 

None. 

M JA00005 

System name: 

Financial Assistance/Indebtedness/Credit Inquiry Files. 
System location: 
All Marine Corps activities. 
Categories of individuals covered by the system: 
Marines identified as owing debts and/or having dependents re- 
quiring financial aid. 
Categories of records in the system: 



File contains name, rank, social security number, military occupa- 
tional specialty component, marital and dependency status and sup- 
porting documents pertaining to indebtedness, financial assistance and 
credit inquiries. ' . ' " . 

Authority for maintenance of the system: 

Title 10, U.S.Code 5031. 

Purpose(s): 

To. provide a record of Marines identified as owing debts or. 
haying need for .financial aid for use in processing correspondence 
relating to financial assistance, credit inquiry or indebtedness. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. . ' ^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Records are retrieved by name arid social security number of the 
individual concerned. 
Safeguards: 

- File accessible only to authorized personnel in the execution of 
their official duties. Maintained in locked building with full, time diity 
personnel present during non-working hours. 

Retention and- disposal: 

Retained for two years and disposed of in accordance with Navy 
and Marine Corps Records Disposal Instructions. 
System manager(s) and address: 

Commanding officer of activity concerned . See Directory of De- 
partment of Navy Mailing Addresses. 

Notification procedure: 

Requests should be addressed to the SYSMANAGER. Requester 
must be able to provide satisfactory identifying information. 
Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. . 
Contesting record procedures: 

The agency's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Previous and current commanders, private individuals and com- 
mercial creditors. 

Exemptions claimed for the system: 
None. ' ■ , ,. 

MJA00009 

System name: 

Marine Corps Command Legal Files. 
System location: 

All Marine Corps commands whose commander or officer in 
charge has the authority to convene a' special court-martial (See Title 
10, U.S. Code 826 and list of activities in the Directory of Depart- 
ment of the Navy Activities). 

Categories of individuals covered by the system: 

Civilian employees of the Department of Defense or guests who 
have visited Marine Corps installations who have allegedly commit- 
ted criminal offenses aboard a military installation or whose conduct 
has been subject to investigation. 

Any Marine or Navy service member who is the subject of the 
disciplinary action under the provisions of the Uniform Code of 
Military Justice (Title 10, U.S. Code 801) who has been the subject 
of administrative discharge action pursuant to the provisions of 
Marine Corps Order PI 900. 16); or who has been the subject of an 
investigation (JAG Manual investigations) convened pursuant to the 
provisions of -the Uniform Code of Military Justice or the Manual of 
the Judge Advocate General (JAG Instruction 5800.7) or any other 
type of investigation or inquiry. 

Categories of records in the system: 

Records of disciplinary proceedings, including courts-martial 
records and records of non-judicial punishments with supporting 
documents, niilitary justice management information pre-post trial 
(e.g., courts-martial docketing logs, reports of cases tried, etc.), pre- 
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disciplinary inquiries and investigations and documentation pertaining 
to , post-hearing/trial , review, clemency action, appellate leave or 
otlier personnel action related to or, resulting from courts-martial; 
JAG Manual investigations pertaining to claims, line of duty miscon- 
duct determinations, command irregularities, and unusual incidents or 
accidents with supporting documentation and post-investigation 
review and actions. Inquiries made into incidents or situations which 
result in disbarment of an individual or from entry upon a military 
installation, referral to base traffic court or civilian, federal, state or 
local judicial or law enforcement authorities. Recommendiatipns for 
administrative discharge with supporting documentation, including 
records of any hearing held and any review or other action taken 
with respect to the discharge recommendations. 
Authority for maintenance of the system: 

Title 5, U:S. Code 301; Title 10, U.S. Code 801, et. seq.; Title 18, 
•^U.S. Code 382 
PurposeCs): 

To provide a record of actions for use by commanding officers or 
officers in charge who have authority to convene a special court- 
martial. The records are used as required to initiate, refer or com- 
plete appropriate disciplinary proceedings. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of record^ in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed by name of service member involved or chronologically with 
cross-reference to individual involved. . 

Safeguards: ^ ; 

Records are kept in either locked cabinets or guarded or locked 
buildings. 

Retention and disposal: 

Two years or as provided in the Manual of the Judge Advocate 
General (JAG Instruction 5800.7). 

System manager(s) and address: ' 

Commanding officer of the unit concerned. See Directory of De- 
partment of the Navy Activities for addresses. If unit not known, 
information may be obtained from Director, Judge Advocate Divi- 
sion, Headquarters, U.S. Marine Corps, Washington, DC 20380. .* 

Notification procedure: > 

Write or visit SYSMANAGER. If unit concerned cannot be deter- 
mined, information may be sought from Director, Judge Advocate 
Division, Headquarters, U.S. Marine Corps, Washington, DC 20380. 
Provide full name, social security number and military status. Proof 
of identity may be established by military identification card or DD- 
214 and driver's license. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contest may be obtained from the SYS- 
MANAGER. . ■* . . ' . 
Record source categories: 

Individual concerned, witnesses to the incident in question or par- 
ties concerned therewith, officer , investigating the incident, docu- 
ments or items of real evidence, documents pertaining to the revie^y, 
action or authorities charged with making a review or taking action. 

Exemptions claimed for the system: . 
' None. 

\ MJAOOOlO 

System name: . * • 

Unit Punishment Book." 
, System location: ^ 

/All U.S. Marine Corps and U.S. Marine Corps Reserve units, 
whose commander has non-judicial punishment authority (See 10, 
U.S. Code 815). ' 
Categories of individuals covered by the system: 
Any enlisted Marine who is charged with a violation of the Uni- 
form Code of Military Justice- 
Categories of records in the system: 



File contains name, . rank, social security number, military occupa- 
tional specialty and unit of the individual, brief summary of the 
alleged offense including date, time and place. Acknowledgement of 
rights under Article 31, Uniform Code of Military Justice, and right 
to demand trial by courts-martial by the individual, record of specific 
punishment awarded or remarks as to disposition of charge. If pun- 
ishment was awarded the individual will also acknowledge, in writ- 
ing, his right to appeal. 

Authority for maintenance of the system: 

Title 10, U.S. Code 815; Title 5, U.S. Code 301. 

PurposeCs): 

To provide a record of nonjudicial punishments at Marine Corps 
commands used in the evaluation of conduct. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' \ 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' * ^' ^ . , 

Paper records in loose leaf binder. ^ ^ 

Retrievability: ' 

Alphabetically by last name and by year. 

Safeguards: 

Access limited to those with a need to know. Records kept in a 
locked cabinet or in a room which is locked. 
Retention and disposal: 

3 years, destroyed by burning at end of period. 
System manager(s) and address: 

Unit Commanders of U.S; Marinfe Corps or U.S. Marine Corps 
Reserve units authorized to administer non-judicial punishment. 
Notification procedure: 

Write or visit SYSMANAGER. If unit imposing punishment 
cannot be determined, information may be sought from Director, 
Judge Advocate Division, Headquarters, U.S. Marine Corps, Wash- 
ington, DC 20380. Provide full name, social security number, and 
military status. Proof of identity may be established by military 
identification card or DD 214 and driver's license. 

Record access procedures: 

The agency's rules. for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. . , 

Record source categories: 

Verbal or written charge from individuarsubject to Uniform Code 
of Military Justice, Service record book of individual, nonjudicial 
punishment hearing. 

Exemptions claimed for the system: 

None. I. :■' 

MJA00012 

System name: * ; ' 

Individual Accounts of Mail Order Clothing (Bill File). 
System location: * ""^ 

Clothing Section (MAU), Direct Support Stock Control Branch, 
Materiel Division, Marine Corps Logistics Support Base, Albany, 
Georgia 31704 

Categories of individuals covered by the system: ^ 

File pertains to all Marine Corps personnel, active, reserve and 
retired who have a requirement and are authorized clothing, textiles 
and other related supplies. 

Categories of records in the system: 

Record includes individual's name, rank, SSN, military address, bill 
number, dollar amount of the shipment, shipping date and ZIP code. 
Authority for maintenance of the system: 

NAVCOMPT Manual, Part C. Collection and Reporting of Debts 
Due the United States; Title 10, U.S. Code 5031. 
Purpose(s): 

To provide a record of debts owed through clothing mail order 
accounts for use in follow-up to such accounts. . ^ 



DEFENSE DEPARTMENT 



529 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Data is stored on magnetic tapes and computer paper printouts. 
Retrievability: 

Data can be retrieved by account number* name and social security 
number. 

Safeguards: 

Computer printouts and source documents are retained in a single 
office accessible only to authorized personnel. Employees are proper- 
ly trained in safeguarding information of a personal nature. 

Retention and disposal: 

Computer records are retained until the bills are satisfied. Comput- 
er printouts and source documents are retained for a period of five 
years.^ Destruction of records is by mutilation. 

System manager($) and address: 

Commanding General, Marine Corps Logistics Support Base, 
Albany, Georgia 31704 
Notification procedure: 
Information may be obtained from: 

Clothing Section (MAU), Direct Support Stock Control Branch, 
Material Division, 

Marine Corps Logistics Support Base, 

Albany, Georgia 31704 

Telephone: Area Code 912/439 5837. 
Record access procedures: 

Written requests from individuals should be addressed to Clothing 
Section (MAU), Direct Stock Control Branch, Material Division, 
Marine Corps Logistics Support Base, Albany, Georgia 31704. 

Contesting record procedures: 

The agency's rules for access to records, contesting contents and 
appealing initial determination by the individiial concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Accounting records of the Clothing Section, Direct Support Stock 
Control Branch, Marine Corps Lojgistics Support Base, Albany, 
Georgia, supplemented with information from the employing activity 
of the individual. 

Exemptions claimed for the system: 

None. 

MJA00013 

System name: 

Bad Checks/Withdrawal of Check Cashing Privileges Lists. 
System location: 

Each Appropriated and Non-Appropriated Fund Activity having 
authority to accept personal checks from authorized patrons. Located 
at Headquarters, U.S. Marine Corps and each major Marine Corps 
installation listed in MCO P5400.6G. 

Categories of individuals covered by the system: 

All military personnel, active and retired; their authorized depend- 
ents an deceased military retirees; Marine Corps Exchange employ- 
ees. 

Categories of records in the system: 

File bulletins containing name, rank, social security number and 
expiration date of restriction of privileges and related correspond- 
ence. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 18. U.S. Code 13; Title 10, U.S. Code 
801, et. seq. 
Purpose(s): 

To provide a record of individuals who have issued bad checks at 
Appropriated and Nonappropriated Fund Activities having Authority 
to accept personal cheeks from authorized patrons. The records are 
used to protect activities from unnecessary losses and to initiate 
administrative or criminal actions due to bad check offenses. 

Routine uses of records maintained in the system, including catego- 
ries of users and tiie purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Stored in Rolodex or other appropriate file in check cashing area. 
Published bulletin is stored in directive system- of organizations. 
Retrievability: 

Alphabetical by name and social security number. j 
Safeguards: 

Access limited. Secured in locked building during nonworking 
hours. 
Retention and disposal: 

Destroyed when privileges are restored at the expiration of speci- 
fied periods made known to the individual at the time privileges are 
revoked. 

System manager(s) and address: 

Commanding Officer of activity concerned. See Directory of De- 
partment of the Navy Mailing Addresses. 
Notification procedure: 

Inquire in person at the individual check cashing activity or to the 
SYSMANAGER. 

Record access procedures: 

Rules for access can be provided by the SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Bad checks returned from the bank; notification from other com- 
mands, Federal Bureau of Investigation, Naval Investigative Service 
or other state, local or Federal investigative agencies or Treasury 
Department. 

Exemptions claimed for the system: 
None. 

MJA00014 

System name: 

Confidential Statements of Employment/Financial Interests. " 
System location: 

The Director, Judge Advocate Division, Headquarters, U.S. 
Marine Corps, Washington, DC 20380 

Categories of individuals covered by the system: 

Marine Corps officers whose fitness reports are written by the 
Commandant of the Marine Corps and who are required to file 
confidential statements of ^Employment and Financial Interests' (DD 
Form 1555) in accordance with DOD Directive 5500.7 of August 8, 
1967. 

Categories of records in the system: 

The file contains copies of the 'Confidential Statements of Employ- 
ment and Financial Interests' (DD Form 1555), reviews thereof, and 
related correspondence. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of employment and financial interests of 
certain Marine Corps Officers for use by the Commandant of the 
Marine Corps or his designee to ensure there is no conflict of inter- 
est. 

Routine uses of records maintained in the system, including catego- 
ries of users and :the^,purposes of such uses: 

The Blanket Rioutine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposingxof records in the system: 

Storage: 

File folder. 

Retrievability: 

--Alphabetical. 

Safeguards: 

The access to the files is limited. 

The files are kept in a locked safe during non-business hours. 
Retention and disposal: 
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• PerSecNav Disposal Manual. . . j r 

System inanager(s) and address: 

The Director, Judge Advocate Division, Headquarters^ U.S. 
Marine Corps, .Washington, DC 20380. . ^ , 

Notification procedure: . ' • : . • , . ' : " ' 

Information may be obtained from: 
Director, Judge Advocate Division . , .. . . . ^ 

Headquarters, U.S. Marine Corps (Code J A) ' - - 

Washington, DC 20380 

-TelephonefArea Code 202/694^2737 - . ' •:> 

Record access procedures: 

Request from individuals should be addressed to: Cbmmaridant of 
the - Marine Corps,. Headquarters, . U'tS. Marine. Corps (Code J A), 
Washington, DC 20380. . • : 1 ' - ; 

Written requests for information should contain the full name and ." 
grade of the individual concerned, c . - ; t 

Contesting record procedures: . -. ■ v 

The rules for contesting contents and; appealing initial determina-, 
tions by the individual concerned may be obtained from, the. SYS- 
MANAGER, , . , ^ , ' 

Record source categories: ' '.'-i:''^ '■ ' i:^, ■ '\ ' . : 

DD Form 1555 submitted by individual concerned and corre- 
spondence from and to.SYSMANAGER. ' 

Exemptions claimed for the system: 

None. 

. : \ ■ ; "MjAdopi6; ... 

System name: * ' 

Judge Advocate Division 'D* Files. ■ . .. . . . . . . 

- f System location: : . , - . i » - • : 

The Director, Judge Advocate Division," Headquarters, - U.ST 
Marine Corps, Washington, DC '20380 ' ' ■ 

Categories of individuals covered by the system: 

All Marine Corps Judge Advocates currently on active duty, in a 
reserve capacity and those individuals who have been selected for 
accession into the Marine Corps as Judge Advocates or who are in 
the training cycle to become Judge Advocates. 

Categories of records in. the system: 

The file contains correspondence^ from the Judge Advocates and 
prospective Judge Advocates regarding requests for personnel ac- 
tions such as transfer, school .assignment,^ etc' Additionally, the file 
contains information pertaining to judge advocate: qualifications such 
as schooling results, commendatory :^matters , and derogatory, matter 
vyhich bears on the assignment and biher personnel matters relating 
t6;judge advocates. . . , ' , ' /r 

-Authority for maintenance of the system: ... . • 

' Title 5, U S. Code ioiiTitle 10, U.S. Code 5031 •/ . > ' 

Purpose(s): 

To provide a record of qualified judge advocates for use in trans- 
fer, school assignment/ and other personnel majtters relating to judge 
advocates.. / , " - ; ' 

Routine uses of records maintained in the system,^ including catego- 
ries of users and the purposes of such uses: _ 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. , ^ 

Policies and practices for storing, retrieving, accessing, retaining,, and 
disposing of recordsJn the system:^ ; . ^ . 

.Storage; . v . ^ . , ' 

File folders. 

Retrievability: > * 

Alphabetical. 

- Safeguards:'. = * '-'^'f. • ' ' \ . _ 
Access is limited. " * 

The records are kept in file cabinets \vithin a locked room. 
Retention and disposal: ^ * 

PerSecNav Records Disposal Manual. 
System manager(s) and address: 

The Director, Judge Advocate Division, Headquarters, U.S. 
Marine Corps, Washington, DC 20380. - 
Notification procedure: 

Information may be obtained from; : ■ J - . ^ .- 

: Director, Judge Advocate? Division .. / ; 

Headquarters, U.S. Marine Corps (Code J A) „ , 



Washington, DC 20380 i . • - , r :.: . 

telephone: Area Code 202/694-2737.; ^ . - ^ . . v 

Record access procedures: ^] . . , ■. 

Requests form individuals should be addressed' to: Director, Judge 
Advocate Djvision, Headquarters, -U-.S. Marine :Gorps (<Code J A), 
Washington,' DC 20380. !" -^^ . - 

Written requests should contain the full name and grade . of, the 
inclividual. r* - ~ f ^ 

Contesting record procedures: ' ^ 

The agencies rules for contesting , contents and appealing initial 
determinations by the iiidividuals concerned hiay be obtained from 
the SYSMANAGER. / 

Record source categories: 

.Individuals. ' . ^ , , , ( 

Service records of the individuals" involved. ' ; . 
Judge Advocates and Commanders of "the individuals involved.' 
Schools from which the individuals have obtained ' their ^graduate 
of undergraduate degrees or currently in residence.. '* 
Exemptions' claimed for the system: : ; r ' ' » 

None. 

,v ' MJAoqpn o 

System name: • 
J A Division, HQMC Correspondence Control Files. ^■ 
System location: , 

the Conimaridant of the Marine Corps (Code JAC), Headquarters, 
U.S. Marine Corps, Washington, D^ 20380. ' ^ , 

Categories of individuals covered by the system: ; 

Marines or former Marines who' have" been the subject of corre- 
spondence from a member of Congress, a high level Official in the 
Federal, executive, branch, parents of such an individual, individual 
Marines or members 'of the general public \yhich correspondence 
concerns legal niattefs., ^ / ' , 

Categories of records in the system: t 

File pontains the incoming^ correspondence, backup material used 
to respond to the , correspondence, notes of the action officer and 
reply correspondence. , . - 

Authority for maintenance of the system: . . 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 . \ ■ 

-.Purpose(s): ^ . - . 

To provide a record of action taken bh all* correspondence re- 
ceived by the Judge Advocate Division, Headquarters, Marine Corps 
on individual inquiries. „ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. . / ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

.Storage: [_ .' -'\. ' . * ' , , 

. File folders. - .">■ >■': - 

Retrievability: - 
Alphabetical by name of correspondent or name of rMarine J^br 
former Marine .who is the subject of the correspondence. 

• Safeguards:" • ■'■ '■ ^ * 

Limited access on a need to know basis. ' * ' 

Maintained in a locked room. c . 

Retention and disposal: ' ' • 
' PerSecNavRecords Disposal Manual 

System manager(s) and address:.. i 

The Director, Judge Advocate Division, Headquarters, U.S. 
Marine' Corps, Washington, DC 20380. p 

Notification procedure: 
. Information may be obtained from: . 
Director, Judge Advocate Division 

Headquarters, U.S. Marine Corps (Code JAC), 

.. . Washington,, DC. 20380 .... 
Telephone: Area (Code 202/69i^-2737. . . ' ; . * 

Record access procedures: 

Requests from individuals should, be addressed to Director, Judge 
Advocate Division,. Headquarters, U.S. Marine Corps (Code JAC), 
Washington, DC 20380. / , ! ; . - ^ - , \ ^ 
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Written requests for information should contain the full name and 
grade of the individual. 

Contesting record procedures: 

The agencies rules for contesting and appealing initial determina- 
tions by the individual concerned may be obtained from the SYS- 
MANAGER. 

Record source categories: 

Drafter of incoming correspondence. 

Service records of the Marine concerning whom correspondence is 
written. 

Information furnished from the command of the Marine concerned. 
Information furnished from other involved Marine Commands or 
individuals. , 

Exemptions claimed for the system: 

None. 

MJA00018 

System mmie: 
Performance File. 
System location: 

Judge Advocate Division, Headquarters, U.S. Marine Corps (Code 
JA), Washington, DC 20380-0001. , 

Categories of individuals covered by the system: 

The file pertains to all members and former members of the Marine 
Corps, who, while on active duty or in a reserve status, become the 
subject of investigation, indictment, or criminal proceedings by mili- 
tary or civilian authorities, whether or not such investigation, indict- 
ment or proceedings result in a final adjudication of guilt or inno- 
cence. 

Categories of records in the system: 

The file contains information pertaining to civilian and military 
criminal matters including investigative reports, documents indicating 
court proceedings have begun and/or in progress, and post trial or 
investigative matters, as well as records of any resultant administra- 
tive action or proceedings. 

Authority for maintenance of the system:- 
5 U.S.C. 301 and 10 U.S.C. 5013. 
Purpose(s): 

To provide a record on individuals from the initiation of investiga- 
tion or indictment until the procedure is final, whether by conviction, 
acquittal, dismissal or by the matter being dropped, and any resultant 
administrative action or proceedings, or use in determining assign- 
ments, whether an individual selected for promotion should be pro- 
moted while the matter is pending. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Marine Corps "Blanket Routine Uses" that appear at the 
beginning of the agency's compilation of record system notices apply 
to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Stored in file folders. . 
Retrievability: 

Retrieved alphabetically by name. ' 
Safeguards: 

Access is limited to those individuals with a need to know. The file 
folders are stored in file cabinets which are located in a locked room 
during nonbusiness hours. 

Retention and disposal: 

Files are maintained for 50 years and then destroyed. Files main- 
taihed in Judge Advocate Division at Headquarters are transferred to 
Federal Records Center, Suitland, MD after three years. 

System manager<s) and address: 

The Director, Judge Advocate Division, Headquarters, U.S. 
Marine Corps, Washington, DC 20380^-0001. 
Notification procedure: 

Individuals seeking to determine whether this record system con- 
tains information about themselves should address written inquiries to 
the Director, Judge Advocate Division, Headquarters, U.S. Marine 
Corps (Code JA), Washington, DC 20380-0001. 

Written requests for information should contain the full name and 
grade of the individual. 

Record access procedures: 



Individuals seeking access to records about themselves contained in 
this record systemi should address written inquiries to the Director, 
Judge Advocate Division, Headquarters, U.S. Marine Corps (Code 
JA), Washington, DC 20380-0001. 

Written requests for information should contain the full name and 
grade of the individual. . . 

Contesting record procedures: 

The Department of the Navy rules for contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in Secretary of the Navy Instruction 5211.5; Marine 
Corps Order P5211.2; 32 CFR part 701; or may be obtained from the 
system manager. 

Record source categories: 

Investigative records of arrest from civilian law enforcement 
sources; records of indictment of conviction from civilian law en- 
forcement or judicial agencies; records of appellate and other post 
trial procedures received from civilian law enforcment and judicial 
agencies. 

Records indicating apprehension or investigation by military au- 
thorities received from individual's command or other military agen- 
cies, law enforcement or command. 

Records of nonjudicial punishment, courts-martial, pre courts-mar- 
tial and post courts-martial activities . relating to the individual re- 
ceived from the;individuars command. 

. Records of administrative eliminative processes conducted by mili- 
tary authorities received from the individuaFs command. 

Exemptions claimed for the system: 

None. * 

MMC00002 

System name: * ^ 

\yorking Files, Inspection Division. . * 

System location: 

Headquarters, U.S. Marine Corps, Washington, DC 20380 
Categories of individuals covered by the system: 

Members of the U.S. Marine Corps and Marine Corps Reserve; 
former members of the Marine Corps and Marine, Corps Reserve; 
retired and temporarily retired members of the Marine Corps and 
Marine Corps Reserve; and members of the Fleet Marine Corps 
Reserve; military personnel. 

Dependents of Marines and other family members with respect to 
matters pertaining to the individual Marine or former Marine. 

Categories of records in the system: 

File contains information pertaining to identification, recruitment, 
enlistnient, prior service, assignment, location addresses,, promotions, 
reductions in rank, performance of duty, discipHne; offenses and 
punishments under the Uniform Code of Military Justice, courts- 
martial, personal history, investigations, police and court records, 
civil arrests and convictions, Official correspondence (includes inter- 
nal Marine Corps and Department of the Navy correspondence, as 
well as correspondence with the Executive and Legislative branches 
of the federal government) and other correspondence (includes correV 
spondence from Marines, their dependents and families, attorneys, 
doctors, educators, clergymen and members of the general public 
whether addressed directly to the Marine Corps or via third parties 
(president, congressmen, etc.). 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of investigations, allegations pertaining to * 
request mast, maltreatment and harassment for use by Officials of the 
Headquarters Inspection Division concerning inquiries on such mat- 
ters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: , 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. * » 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee ' thereof on 
matters within their jurisdiction requiring disclosure of the files of 
the system. . - ■ - 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 
Storage: 

Paper files as represented by card files and file folders. Files are 
stored in five drawer filing cabinets. 
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Retrievability: 

Files are accessed and retrieved by the name and card file number. 
Safeguards: 

Building where files are stored and maintained employs 24 hour 
security guards. Records are further stored in areas of controlled 
access and handled by personnel with a need to know in the execu- 
tion of their official duties. 

Retention and disposal: 

Congressional, military and civilian inquiry files are retained three 
years, then destroyed. 
System managerCs) and address: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380. . , . 

Notification procedure: 
Information may be obtained from: 
The Commandant of the Marine Corps (Code IGA). 
Headquarters, U.S. Marine Corps 
Washington, DC 20380 
. Telephone: Area Code 202/694-1324:. 
Record access procedures: 
. Requests from individuals desiring information may be addressed . 
to: The Commandant of the Marine Corps (Code IGA), Headquar- 
ters, U.S. Marine Corps, Washington, DC 20380. However, final 
determination as to whether any information will be released or made 
available will be controlled by the SYSMANAGER. 

Written requests for information should contain the full name of 
the individual and his social security number or former military 
service number. The following information will also be helpful in 
locating some records; military rank and occupational specialty, dates 
and places of service, and any special correspondence previously 
received or sent. 

For personal visits, an individual may visit the Inspection Division, 
Headquarters, U.S. Marine Corps, Federal Building #2, Washington, 
DC 20380. However, final determination as to whether any informa- 
tion will be released or made available will be, controlled by the 
SYSMANAGER. 

For personal visits, the individual should be able to provide per- 
sonal identification to include valid military or dependent identifica- 
tion card or two yalid civilian items of identification, such as driver's 
license, social security card, medicare, etc. . 

Contesting record procedures: 

The Marine Corps rules for contesting contents and; appealing 
initial determinations may be obtained from the Commandant of the 
Marine Corps (Code IG), Headquarters, U.S. Marine Corps, Wash- 
ington, DC 20380. . 

Record source categories: 

Information in the system is obtained from the Marine Corps 
Manpower Management System; the Joint Uniform Military Pay 
System; Marine Corps Military Personnel Records to include the 
Service Record Book and Officer Qualification Record; Military 
Medical Records; Staff elements and subdivisions of Headquarters, 
U.S. Marine Corps; Marine Corps field commands, organizatons and 
activities; other components of the Department of Defense; Agencies 
of Federal, State and local government; private citizens provided as 
character references by the individual; investigations related to disci^ 
plinary proceedings; and correspondence of private citizens ad- 
dressed directly to the Marine Corps or via third parties such as 
members of Congress, and other government agencies. . 

Exemptions claimed for the system: 

None. 

MMC00003 

System name: 

Activity Check In/Check Out File. 
System location: : 

May be located at any U.S. Marine Corps or U.S. Marine Corps 
Reserve activity. . 
Categories of individuals covered by the system: 
All members of the activity. . 
jCategories of records in the system: , 

bate reported and verification of check-in - check-out procedure. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of members reporting to or leaving a unit for 
use in tracking property belonging to the unit. 



Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

On paper in files or on clipboard. ; 
Retrievability: 

Alphabetically by last name, 
Safeguards: 

Access limited to activity personnel in the performance of their 
official duties. ^ ^ ' 

After working hours, the office and building are locked. A guard is 
located in the general vicinity. 

Retention and disposal: 

Retained for 6 months after action has been completed. 
System manager(s) and address: 
Activity commander. . . , 

Notification procedure: 

Write or visit SYSMANAGER.. Provide full name, social security 
number, and military status. Proof of identity may be established by 
military identifcation card or DD-214 and. driver's license. ' 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Service records. 

Exemptions claimed for the system: 

None. ' . ' ' , 

MMC00004 

System name: 
Adjutant Services Section Discharge Working Files. 
System location: 

Adjutant Services Section, Marine Corps activities. 

Categories of individuals covered by the system: " ^- 

Members and former members of the Marine Corps and Marine 
Corps Reserve. Some information about' dependents and other mem- 
bers of families or former families of Marine Corps personnel may be 
included in files pertaining to the Marine. Inquiries from the general 
public, whether addressed directly to Base or received via a third 
party, may be retained together with information obtained in the 
course of completing required action or in preparing a response. 

Categories of records in the system: 

Files contain information pertaining to identification; prior service; 
location and addresses; prior and present marital status, dissolution of 
prior marriages, birth and death status, adoption of children, financial 
responsibility, child support, medical information, personal financial 
records, residence, basic allowance for quarters, leave and liberty, 
fiiianciar assistance, extensions of emergency leave, medical bills and 
determinations of dependency status as pertain to discharges; investi- 
gative reports, prior and present disciplinary status, financial respon- 
sibility, conduct and personal history, police reports, correction of 
naval records, veterans rights, benefits and privileges, preseparation 
counseling and civil readjustment as they jjertain to linsuitability, 
unfitness and misconduct discharges; financial status, college accept- 
ance and residence as they pertain to early separation to attend 
college or trade school; religious beliefs and practices pertaining to 
applications for conscientious objector status; official correspondence 
(including correspondence from Marines, their- families, attorneys, 
doctors, clergymen, administrators/executors/guardians of estates, 
American Red Cross and other welfare agencies and the general 
public, whether addressed directly to' the Marine Corps or via third 
parties): Internal routing and processing of matters; and records of 
interviews and telephone convei*sations. * , 

. Authority for maintenance of the system: 

Title 5. U.S. Code 301; Title 10, U.S. Code 5031. . .. 

Furpose(s): 
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To provide records for use in the discharge or separation of 
Marines, correction of records, determination of veterans rights, ben- 
efits and privileges, welfare and family assistance and preseparation 
and counseling. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and card files stored in filing cabinets, 
shelves, tables and desks. 
Retrievability: 

Files are accessed and retrieved by individual. Identification of 
individual is by name and social security number. 
Safeguards: 

Building is located in base area with area guard. Outside and inside 
doors locked after working hours and patrolled by Duty NCO. 
Access to information contained in the files is limited to officials and 
employees of Base Headquarters acting in their official capacity upon 
demonstration of a need-to-know. 

Retention and disposal: 

Files are retaind two years and destroyed. 

System manager(s) and address: 

Commanding officer of activity concerned. See Directory of De- 
partment of the Navy mailing addresses. 
Notification procedure: 

Correspondence pertaining to files maintained should be addressed 
to the SYSMANAGER. 

Correspondence should contain the full name, social security num- 
bers and signature of the reque^er. The individual may visit the 
above location for review of files. Proof of identification may consist 
of the active, reserve, retired or dependent identification card, the 
Anned Forces Report of Transfer or Discharge (DD-214), discharge 
certificate, driver's license, social security card or by providing such 
other data sufficient to ensure the individual is the subject of the 
inquiry. 

Record access procedures: 

Information may be obtained from the SYSMANAGER. 
Contesting record procedures: 

The section's rules for access to files and for contesting and appeal-, 
ing initial determination by the individual concerned may be obtained 
from the SYSMANAGER. 

Record source categories: 

Marine Corps Manpower Management System 

Joint Uniform Military Pay System 

Marine Corps Military Personnel Records System 

Marine Corps Deserter Inquiry File 

Staff agencies and subdivisions of Headquarters, U.S. Marine 
Corps 

Marine Corps commands and organizations 

Other agencies of federal, state and local governments 

Educational institutions 

Medical reports and psychiatric evaluations 

Financial institutions and other commercial 

Civil courts and law enforcement agencies 

Correspondence and telephone calls from private citizens initiated 
to the Marine Corps or via the U.S. Congress and other agencies. 
Investigative Reports 

American Red Cross and similar welfare agencies 

Exemptions claimed for the system: 

None. 

. MMC00005 

System name: 

Insurance Files, 

System location: 

Marine Corps Activities. 

Categories of individuals covered by the system: 

Insurance salesman requesting authority to do business at Marine 
Corps Activities. 

Categories of records in the system: > 

A record of the certification of authority to solicit insurance 
mutual funds, investment plans, and securities. 



Authority for maintenance of the system: 

title 5, U.S. Code 301; Title 10, U.S. Code 5031 
Purpose(s): 

To provide a record of insurance agents who have requested 
authority to do business at Marine Corps activities and the disposi- 
tion of such requests. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Files in alphabetical order by company name. Conventional indices 
are required for retrieval. 

Safeguards: 

Maintained in locked building. 
Retention and disposal: 

Maintained as long as active. If inactive, disposed of after two 
years by discard into military trash system. Not transferred. 
System manager(s) and address: 
Local commanding officers. 
Notification procedure: 

Address requests to SYSMANAGER or visit the office; military 
ID or other suitable identification is required. 
Record access procedures: 

An individual can call for an appointment with thie activity insur- 
ance representative for personal assistance or forward a written re- 
quest for the required information. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information is supplied by the insurance companies and salesman 
involved. 

Exemptions claimed for the system: 
None. 

MMC00007 

System name: 

Inspection of Government Property Assigned to Individual. 
System location: 

Organizational elements of the U.S. Marine Corps as listed in the 
Directory of Department of the Navy activities mailing addresses. 
Categories of individuals covered by the system: 
Active duty Marine Corps personnel 
Categories of records in the system: 

Name, badge number, and government property assigned to indi- 
vidual. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 ' 

Purpose(s): 

To provide a record of loss or deterioration of clothing and equip- 
ment assignment to each individual. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders. 
Retrievability: 
Name, . 
Safeguards: 

Building locked at night - locked cabinet. 
Retention and disposal: 
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Until separation. ' ■ . ^ . . . 

System manager(s) and address: 

Commanding officer of the activity in question. See Directory of 
Department of the Navy activities mailing addresses. 
Notification procedure: ^ 

Information may be obtained from the SYSMANAGER. 
Record access procedures: ' , 

Written requests from the individual should be addressed to the 
SYSMANAGER. • 

Written requests for information should contain the full name of 
the individual and his social security number or former military 
service number. The following information will also be helpful in 
locating some records: Military rank and occupational specialty, 
dates and places of service, and any special correspondence and 
previously received or sent. 

For personal visits, the individual should be able 'to provide per- 
sonal identification to include valid military or dependent identifica-. 
tion card or two valid civilian items of identification such as driver's 
license, social security card, medicare, etc. 

Contesting record procedures: 

The Marine Corps rules for contesting contents and appealing 
initial determination may be obtained from the SYSMANAGER. 
Record source caitegbries: '.^^ 
Inspection of property and clothing. 
Exemptions claimed for the system: 

None. , . - 

MMO00008 

System name: * ' 

Message Release/Pickup Authorization File. 

System location: . , . .... ^ 

Marine Corps activities. J 

Categories of individuals covered by the system: 

All personnel authorized to release/pickiip" message traffic. ' ' 

Categories of records in the system: . . * ^ 

OPNAV Form 2160-5 (Message Release/Pickup Authorization) 

Authority for maintenance of the system: ^ 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 . 

" Purpose(s): 

To provide a record of personnel authorized to release/pickup 
messages at Command Communication Centers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear to the beginning of the 
Marine Corps compilation apply to this system. , : • 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ^ 

Storage: t 

Cards are filed in a card file within the Communication Center. 

Retrievability: 

Alphabetically by name. 

Safeguards:. > >c - . * 

Located in a secure space within the Comm Center, which is 
manned on a 24-hour basis. ,. - - 
Retention and disposal: 

Retained until individual is replaced or authorization is revoked by 
proper authority; then destroyed by burning or shredding. 
' System managerCs) and address: 

. Local commanding officers. See Directory of Department of the 
Navy mailing addresses. , 
Notification procedure: 

Request information from the SYSMANAGER. . 
Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Organizations, departments, sections authorized to release/pickup 
messages for the command. 
Exemptions claimed for the system: 
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System name: 

* Narrative Biographical Data with Photos. ' ^ 

System location: - 
Primary iSystem - Headquarters, U.S. Marine Corps, Washington, 
DC 20380. All Marine Corps commands and districts maintain deriv- 
ative files. - » . - 
Categories of individuals covered by the system: 
Marine Corps active duty, resjerve, and retired general officers and 
active duty colonels who submit biographical data With photographs 
in accordance with existing directives. . 
Categories of records in the system: 

Files contain standard biographical information as listed on 
NAVMC Form 10573 to include: Personal identification, personal 
data, education background, military history, medals and decorations, 
combat, and chronology, of Marine Corps service. A current photo- 
graph accompanies the file. 

Authority for maintenance x>f the system: 

Title 5, U.S. Code 301; Title 10, U.S;. Code 5031 ^ 

Purpose(s): 

To provide a record of news releases, responses to news media 
queries, and information on officers scheduled for speaking engage- 
ments or public appearances. 

' Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The , Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this systerri. 

Congress of the U.S. - By the Senate or the House of Representa- 
tiyes of the U.S. or any committee or subcommittee thereof, any 
joint 'committee of Congress, or subcommittee of joint committee on 
mattiers Within their jurisdiction requiring disclosure of the files. 

New Media - To provide . biographical infoi-nfiatioii response to 
query. . , / ^ 

•Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' < 

Paper records in file folders.- . • 

Retrievability: IlOFiled alphabetically by last name of officer. : 

Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened, 
cleared, and trained. 

Retention and disposal: ' . ^ = 

Biographical information is maintained on all general officers while 
on active duty. When a general officer retires, the biographical data 
is retained for five years after the date of the individual officer's 
retirement and retained by the Historical Division (Codie HD), Head- 
quarters, U.S. Marine Corps, Washington, DC 20380. 

Biographical files are maintained on colonels while on active duty. 
Upon retirement of thie ofilcer, colonel biographical files are retained 
by Historical Division (Code HD), Headquarters, U.S. Marine Corps, 
Washington, DC 20380. ' 

System managerCs) and address: 

: .The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 or commander of unit holding file. 

Notification procedure: 

Requests from individuals should be addressed to the Commandant 
of the Marine Corps (Code PAC), Headquarters, U.S'. Marine Corps, 
Washington, DC 20380. 

Written requests to determine whether or not the system contains a 
record about an individual should contain the full name of the gener- 
al officer or colonel concerned. 

Visits are limited to Division of Information (Code PAC), Head- 
quarters, U.S. Marine Corps, Washington, DC 20380. 

For personal visits, the individual should be able to provide some 
acceptable identification, such as a military identification card, and 
give some verbal information that could be verified with his *case* 
folder. 

Record access procedures: 

Information may be obtained from the Commandant of the Marine 
Corps and the commander of the unit holding the file. 
Contesting record procedures: 
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. The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 
Record source categories: 

Biographical data provided by the individual general/colonel and 
from personnel files. 

Exemptions claimed for the system: 
None. 

MMCOOOlO 

System name: 

Marine Corps Marathon Automated Support System. 
System location: 

Marine Corps Marathon Office, Quantico, VA 
Categories of individuals covered by the system: 
All participants in the Marine Corps Marathon. 
Categories of records in the system: 

System contains information as provided on the Marine Corps 
Marathon Liability and Publicity Release Form. 
Authority for maintenance of the system: 

National Security Act of 1947 as amended by DoD Reorganization 
Act of 1958; 10 U.S. Code 136; 10 U.S. Code 133; 32 CFR part 237 
(1982) 

Purpose(s): 

To provide a record of all participates in the annual Marine Corps 
Marathon for use in organizing the event. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the Blanket Routine Uses at the head of the published Marine 
Corps system notices in the Federal Register. Additionally, the fol- 
lowing routine uses apply: 

Electronic and print media - To provide publicity on the marathon 
event. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored on magnetic tape and disks as well as in paper 
files. " 

Retrievability: 

Records are retrieved by name, runner number, or telephone 
number. 

Safeguards: 

Records are maintained in an area accessible only to authorized 
personnel. The terminals are in a room with windows protected by 
bars and the room is locked when not being used by authorized 
personnel. User identification codes and passwords known only by 
the data input operators and their supervisors are required for access 
to the terminals. 
Retention and disposal: 
Records are maintained indefinitely. 
System manageKs) and address: 
Marathon Coordinator 
Marine Corps Marathon 
PO Box 188 
Quantico, V A 22134 
Notification procedure: 

Requests from individuals should be addressed to the system man- 
ager. Written requests for information should contain the full name, 
runner number, and telephone number. For personal visits, the indi- 
vidual should be able to provide identification , bearing picture and 
signature or sufficient verbal data to ensure that the individual is the 
subject of inquiry. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. V 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Information in the system is obtained from the individual. 

Exemptions claimed for the system: 

None. 



MMNOOOOl 

System name: 
Absentee Processing and Deserter Inquiry File. 
System location: 

Primary System - Absentee and Deserter Section, Manpower Plans 
and Policy Division, Manpower Department (Code MP), Headquai*- 
ters, U.S. Marine Corps, Washington, DC 20380. 

Decentralized Segments - U.S. Marine Corps commands to which 
the absentee or deserter is assigned for duty or administration of 
official records. See the organizational elements of the U.S. Marine 
Corps as listed in the Directory of the Department of the NaVy 
Mailing Addresses. 

Categories of individuals covered by the system: 

Marine Corps absentees and deserters; Marines in hands of civil 
authorities foreign and domestic; Marines who fail to comply with 
orders to new duty stations; suspected and convicted absentees and 
deserters who haye returned to military control. 

Categories of records in the system: ; ^ 

File contains personal identification data, parent command, nota- 
tions of arrests, nature and dispositions of criminal charges, and other 
pertinent and information which is necessary to monitor, control and 
identify absentees and deserters. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of absentees or deserters for identification, 
apprehension, return to military control or monitoring member locat- 
ed in a foreign country. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Comptroller General of the U.S. - To respond to the Comptroller 
General or any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office relating to 
Marine Corps Manpower Management Programs. 

Civilian Law Enforcement Agencies - To coordinate with appro- 
priate federal, state, and local law enforcement agencies as may be 
required to report, identify, apprehend and return Marine absentees 
and deserters to Marine Corps control. 

Courts - To respond to court orders in connection matters before a 
court. 

Congress of the U.S. - To respond to inquiry of the Senate or the 
House of Representatives of the United States or any committee' or 
subcommittee thereof any joint committee or joint subcommittee of 
the Congress on matters within their jurisdiction as may be requested 
of the Marine Corps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored on magnetic tapes and disks, microform and file 
folders.. 

Retrievability: 

Records may be accessed by name and social security number. 
Safeguards: 

Building employs security guards. Computer terminals and records 
are located in areas accessible only to authorized personnel that are 
properly screened, cleared and trained. Use of terminals requires 
knowledge of passwords. 

Retention and disposal: 

Records vary in the period of time retained. Records on magnetic 
tapes and disks are destroyed by erasing after disposition of the 
individual's case. Paper records are maintained only as long as neces- 
sary to transfer information to the official personnel record, then 
they are destroyed. 

System manager(s) and address: 

The Commandant of the Marine Corps (Code MP), Headquarters, 
"U.S. Marine Corps, Washington, DC 20380 
Notification procedure: 
Information may be obtained from: 

The Commandant of the Marine Corps (Code MP) 

Headquarters, U.S. Marine Corps 

Washington, DC 20380 

Telephone: Area Code 202/694-2927 
Record access procedures: 
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Requests from individuals should be addressed to: The Comman- 
dant of the Marine Corps (Code MP), Headquarters, U.S. Marine 
Corps, Federal Office Building #2, Washington, pC 20380,. 

Written requests for information should contain the full name of 
the individual, date and place of birth, social security number and 
signature. 

For personal visits, the individual should be able to provide mili- 
tary identification card, driver's license or other type of identification 
bearing picture or signature or by providing verbal data sufficient to 
insure that the individual is the subject of the inquiry. 

Contesting record procedures: 

The rules for contesting contents and appealing initial determina- 
tions may be obtained from the Commandant of the Marine Corps 
(Code J A), Headquarters, U.S. Marine Corps, Washington, DC. 

Record source categories: 

Information in the system is obtained from the Marine Corps 
Military Personnel Records;^ from the individual's commanding offi- 
cer, officer in charge, federal, state and local law enforcement agen- 
cies, lawyers, judges. Members of Congress, relatives of the individ- 
ual and private citizens, the Veteran's Administration and the individ- 
ual themselves. 

Exemptions claimed for the system: 

None. 

MMN00002 

System name: 

Listing of Retired Marine Corps Personnel. 
System location: 

The Commandant of the Marine Corps 
Headquarters, U.S. Marine Corps 
Washington, DC 20380 

Categories of individuals covered by the system: 

All retired members of the Marine Corps, including those former 
Marines in the receipt of disability benefits from the Veteran's Ad- 
ministration! . 

Categories of records in the system: 

The system is a microfiche listing derived from automated -sources 
depicting the retiree's name, social security number, grade, mailing 
address and retirement component code. 

Authority for maintenance of the system: Title 10, U.S. Code 5201 

Purpose(s): 

To provide a record of all retired members for use in determina- 
tion of benefits and entitlements as a retiree. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts - By officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly with 
the purview of said court. 

Congress of the U.S. - By the Senate or House of Representatives 
of the U.S. or any committee or subcommittee thereof, any joint 
committee of Congress or subcommittee of joint comniittee on mat- 
ters within their jurisdiction requiring disclosure of the files.' 

The Comptroller General of the U.S. - By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of duties of the General 'Accounting Office relating to 
the Marine Corps. 

Leatherneck Magazine and Marine Corps Gazette - For maintain- 
ing their mailing lists of subscribers to these semi-official, professional 
publications. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Controlled distribution microfiche listing. Stock copies maintained 
in locked room. 
Retrievability: 

Listing in alphabetical order, with officer personnel listed separate 
from enlisted personnel. 
Safeguards: 

Building employs security guards. Distribution is strictly con- 
trolled. 

Retention and disposal: 

Destroyed upon being superseded by updated monthly listing. 
System manager(s) and address: 



Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 
Notification procedure: 

Request by correspondence should be addressed to the Comman- 
dant of the Marine Corps (Code MS), Headquarters, U.S. Marine 
Corps, Washington, DC 20380. The letter should contain the full 
name, social security number and signature of the requester. 

The individual may visit Headquarters, U.S. Marine Corps, Colum- 
bia Pike & Arlington Ridge Road, Arlington, Virginia, Room 1206. 
Proof of identification may consist of his active, reserve or retired 
identification card, his Armed Forces Report of Transfer or Dis- 
charge (DD 214), his discharge certificate, his driver's license or by 
providing such other data sufficient to insure that the individual is 
the subject of the inquiry. 
Record access procedures: 
Information may be obtained from: 
Commandant of the Marine Corps 
Headquarters, U.S. Marine Corps 
Columbia Pike & Arlington Ridge Road 
Arlington. Virginia. 20380 
Telephone Area Code 202/694-1043 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Staff agencies and subdivisions of Headquarters, U.S. Marine 
Corps. 
Veterans Administration 

Exemptions claimed for the system: 
None. 

MMN00004 

System name: 

Marine Corps Club Records. 
System location: 

Decentralized Segments - Records maintained by Marine Corps 
Clubs at organizational elements of the Marine Corps as listed in the 
Directory of the Department of the Navy Mailing Addresses. 

Categories of individuals covered by the system: 

Officer personnel, who elect officer club, membership, staff non- 
commissioned officer personnel who elect staff noncommissioned of- 
ficer club membership and patrons of consolidated package stores 
who purchase alcoholic beverages. 

Categories of records in the system: 

File contains nonstandardized, locally produced record listing 
name, grade, social security number, military address, duty telephone 
number and dependent information. 

Alcoholic purchase records contain name, grade, social security 
number, and the alcoholic beverage purchased by type, name brand, 
and quantity. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of club members and patrons for use of 
management personnel in billing of customers and forwarding of club 
related information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routinie Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' ' 

Storage: 

All information of a personal nature is recorded and stored in 
cabinet drawers or other record keeping devices. 
Retrievability: 

Is by name and/or social security number. 
Safeguards: 

Include normal security afforded unclassified file materials. 
Retention and disposal: 

Data on club membership is retained as long as the member is 
active and disposed of when membership is terminated. Data on 
alcoholic purchases is retained for a period as specified by the local 
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command, but in no case for a period in excess of two years from 
date of purchase. 

System inanager(s) and address: 

Decentralized - The local commanding officer is responsible for 
the operation of clubs aboard his base/activity. 
Notification procedure: 

Request by correspondence should be addressed to the command- 
ing officer of the activity having custody of the records. 
Record access procedures: 

Rules of access may be obtained from the SYSMANAGER 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Data collected from each applicable individual. 

Exemptions claimed for the system: 

None. 

MMN00005 

System name: 

Marine Corps Education Program. 
System location: 

Primary system - Headquarters, U.S. Marine Corps (Code TR), 
Washington. DC 20380, 

Secondary system - Local activity or command to which individ- 
ual is assigned (See list of activities in Navy Standard Distribution 
List OPNAV P09B3-107). 

Categories of individuals covered by the system: 

Marine Corps personnel who have submitted written applications 
for participation in full-time, tuition assistance, off-duty, PREP, or 
other voluntary education programs. 

Categories of records in the system: 

File contains copies of individual's applications for participation in 
an education program; copies of correspondence between the Marine 
Corps, the individual and academic records and correspondence; test 
results; previous enrollments and disenrollments; and educational 
qualification data addressing the individual concerned. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): . 

To provide a record on individuals for use in educational and 
vocational counseling, selection, assignment and management of vari- 
ous educational and vocational programs attended by Marine Corps 
personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts - By officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee or 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the- U.S. - By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office relating to 
the Marine Corps. 

Educational Institutions - By officials and employees of those edu- 
cational institutions to which the individual applies or which the 
Marine Corps contracts with, to provide full-time, off-duty or other 
educational programs. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper files as represented by card files, listings, log books, comput- 
er printouts, rosters and file folders stored in filing cabinets. 
Retrievability: 

Filed alphabetically by last name; by educational institution, educa- 
tional program or unit of assignment. Cross reference by SSN. 
Safeguards: 

Records are maintained in limited access working areas and are 
made available to persons other than the individual addressed only 



on a strict *need-to-know* basis. After duty, hours storage areas are 
locked. 

Retention and disposal: 

Records are maintained a maximum of three years and then de- 
stroyed. In instances where individual completed less than three 
years, with no incurred service obligation, records are destroyed on 
program completion or transfer of individual from command main- 
taining record. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 

Notification procedure: 
Information may be obtained from: 
Commandant of 

Commandant of the Marine Corps 
Headquarters, U.S. Marine Corps (Code TR) 
Washington, DC 20380 
Telephone: Area Code 202/694-2109 
Record access procedures: 

Requests from individuals should be addressed to the commander 
of the activity to which they are assigned for duty. Activity address- 
es are contained in the Navy Standard Distribution List (OPNAV 
P09B3-107). 

Requests from individuals who have made written application for 
the Special Education Program (SEP), Advanced Degree Program 
(ADP), Funded Legal Education Program (FLEP), College Degree 
Program (CDP), Marine Enlisted Commissioning Education Progrm 
(MECEP), Navy Enlisted Scientific Education Program (NESEP), 
Staff NCO Degree Completion Program (SNCODCP), or Marine 
Associate Degree Completion Program (MADCOP) should be ad- 
dressed to the Commandant of the Marine Corps, Headquarters, U.S. 
Marine Corps (Code TR), Washington, DC 20380. 

Written requests for information should contain name of the indi- 
vidual, current address and telephone number, and the academic 
program originally requested or in which participated. 

For personal visits, the individual should provide personal identifi- 
cation. 

Contesting record procedures: 

Rules for access to records and for contesting contents by the 
individual concerned may be obtained from the SYSMANAGER. 
Record source categories: 

Application and related documents including correspondence from 
the individual requesting an education program; correspondence orig- 
inating in the Educational Services Branch or other Headquarters 
Marine Corps staff agencies; academic transcripts from educational 
institutions; and educational selection board results. 

Exemptions claimed, for the system: 

None. 

MMN00006 

System name: 

Marine Corps Military Personnel Records (OQR/SRB). 
System location: 

Primary system — Headquarters, U.S. Marine Corps (Code 
MMRB), Quantico, VA 22134-0001. 

Decentralized segments— Commanding officer of the organization 
to which the Marine officer or enlisted individual is assigned for duty 
and has responsibility for the Officer Qualification Records/Service 
Record Books (OQR/SRB). 

Categories of individuals covered by the system: 
All Marine Corps military personnel (enlisted/officer): Reserve, 
retired and discharged or otherwise separated. 
Categories of records in the system: 

The system contains the Official Military Personnel File, SRB and 
OQR. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 5013; and Executive Order 9397. 

Purpose(s): 

To provide a record on all Marine Corps military personnel for 
use in management of resources, screening and selection for promo- 
tion, training and educational programs, administration of appeals, 
grievances, discipline, litigations and adjudication of claims and de- 
termination of benefits and entitlements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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To officials and employees of the Coast Guard and National Guard 
in the performance of their official duties relating to screening mem- 
bers who have expressed a positive interest in an interservice trans- 
fer, enlistment, appointnient or acceptance. 

To agents of the Secret Service in connection with matters under 
the jurisdiction of that agency upon presentation of credentials. 

To private organizations under government contract to perform 
random analytical research into specific aspects of military personnel 
management and administrative procedures. 

To officials and employees of the American Red Cross and Navy 
Relief Society • in the performance of their duties. Access will be 
limited to those portions of the member's record required to effec^ 
tively assist the member. ' 

To officials and employees of the Sergeant at Arms of the U.S. 
House of Representatives in the performance of official duties related 
to the verification of Marine Corps service of Members of Congress. 
Access will be limited to those portions of the member's record 
required to verify service time, active and reserve. . 

To state, local, and foreign (within Status of Forces agreements) 
law enforcement agencies or their authorized representatives in con- 
nection with litigation, law enforcement, or other matters under the 
jurisdiction of such agencies. * . ' . * 

To officials and employees of the Veterans Administration, De- 
partment of Health and Human Services, and Selective Service Ad- 
ministration in the performance of their official duties related to 
eligibility, notification, and assistance in obtaining benefits by -mem- 
bers and former members of the Marine Corps. 

To officials and employees of the Veterans Administration in the 
performance of their official duties relating to approved research 
projects. 

To officials and employees of other Departments and Agencies of 
the Executive Branch of government, upon request, in performance 
of their official duties related to the management, supervision, and 
administration of members and former members of the Marine Corps. 

Policies and practices for storing,^ retrieving, accessing, retaining, and 
disposing of records in the' system: 

Storage: 

Records are stored on paper in file folders and on microfiche. 
Retrievability: 

The records at Headquarters, U.S. Marine Corps (all active and 
reserve officer records, all temporary disability retired records, all 
active and organized reserve and Fleet Marine Corps Reserve enlist- 
ed records of personnel joined/transferred to these components sub- 
sequent to June 30, 1974, all former Commandants, all living retired 
officers (who served in General Officer grade, records of all person- 
nel separated/retired four months or less) are retrieved by full name 
and Social Security Number. Except for OQR's and SRB's of partici- 
pating members, all other categ9ries of Marine Corps military per- 
sonnel records are maintained at the National Personnel Records 
Center, St. Louis, MO. Those retired to St. Louis prior to January 1, 
1964 and/or those with military service numbers (MSN) below 
1800000 are retrieved by MSN and fiill name. All other Marine 
Corps records retired to St. Louis, Missouri are accessed by MSN 
and/or Social Security Number and are retrieved by an assigned 
registry number. 

Safeguards: ^ . , . • , 

Restricted access to building and all areas where data is main^ 
tained. Records are maintained in areas accessible only by authorized 
personnel who have been properly screened^ cleared, and trained. 

Retention and disposal: 

Records are permanent. Records m^ntained at Headquarters, U.S. 
Marine Corps are transferred to the National Personnel Records 
Center, 9700 Page Avenue, St. Louis, MO 63132-5100, four months 
after separation, placement on the Permanent Disability Retired List, 
retirement, retirement from Fleet Marine Corps Reserve, death of an 
officer who served in General Officer grade and former Marines no 
longer considered of newsworthy status. 

System manager(s) and address: 

Commandant of the Marine Corps (Code MMRB), Headquarters, 
U.S. Marine Corps, Quantico, VA 22134-0001. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commandant of the Marine Corps (Code MMRB), Head- 
quarters, U.S. Marine Corps, Quantico, VA 22134-0001 (for active 
duty members); or to the Director, National Personnel ' Records 
Center, 9700 Page Avenue, St. Louis, MO 63132-5100 (for separated 
members). 



Individuals seeking to determine information about their OQR/ 
SRB records maintained by their respective commanding officer 
should address written inquiries to the command concerned. U.S. 
Marine Corps official mailing addresses are incorporated into Depart- 
ment of the Navy's mailing addresses, published as an appendix to 
the Navy's compilation of record sysem notices. 

Written requests should contain the. full name. Social Security 
Number, and signature of the requester. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written requests to the Com- 
mandant of the Marine Corps (Code MMRB), Headquarters, U.S. 
Marine Corps, Quantico, VA 22134-0001 (for active duty personnel); 
to the respective commanding officer of the command concerned for 
OQR/SRB; or to the Director, National Personnel Records Center, 
9J00 Page Avenue, St. Louis, MO 63132-5100 (for separated mem- 
bers). • . - *. . . ■ ■ . 

Written requests should include the full name. Social Security 
Number, and signature of the requester. 

The individual may visit any of the above activities for review of 
records. Proof of identification may consist of an individual's active, 
reserve or retired identification card. Armed Forces Report of Trans- 
fer or Discharge (DD Form 214), discharge certificate, driver's li- 
cense, or other data sufficient to insure that the individual is the 
subject of the record. 

Contesting record procedures: 

The Department of the Navy rules for contesting contents and 
appealing initial determinations by the individual concerned are pub- 
lished in Secretary of the Navy Instruction 5211.5; Marine Corps 
Order P5211.2; 32 CFR part 701; or may be. obtained from the 
system manager. . 

Record source categories: 

Staff agencies and subdivisions of Headquarters, U.S. Marine 
Corps; Marine Corps commands and organizations; other agencies of 
federal, state, and local government; medical reports; correspondence 
from financial and other commercial enterprises; correspondence and 
records of educational institutions; correspondence of private citizens 
addressed directly to the Marine Corps or via the U!S. Congress and 
other agencies; investigations to determine suitability for enlistment, 
security clearances, and special assignments; investigations related to 
disciplinary proceedings; and the individual of the record. 

Exemptions claimed for the system: ' 

None. 

MMN00()09 

System name: 

Military Police Information System (MILPINS). 
System location: 

Decentralized segments — commands within area of jurisdiction. 

Categories of individuals covered by the system: 

Files contain information concerning both military and civilian 
personnel who have come in contact with the military police as 
victims, suspects, or witnesses to incidents, complaints reported to 
the Provost Marshal. Files also contain data on mihtary personnel 
living in base sponsored housing, or who have registered weapons or 
pets aboard the base. Military personnel and civilians who have 
registered motor vehicles are also included. 
, Categories of records in the system: 
, Incidents/coniplaints reported to the installation Provost Marshal 
and all subjects listed on Field Interviews/Reports by the military 
police. The individual's name, description, social security number, 
address, offense charges, location of offenses/incident, date, time, 
blotter entry number, military police report number, and disposition 
of case are maintained. Housing information includes phone number, 
building number, address, and dependent information. Pet registration 
information includes species, sex, breed, color, name and inoculation 
dates. Weapon registration information includes brand name, caliber, 
type, and model. Motor vehicle information includes year, make, 
model, color, license number, insurance company, and decal informa- 
tion. Work section information includes phone number, division code, 
building number, building key access, and recall information. Person- 
nel information includes date pf birth, sex, race, age, and date trans- 
ferred. 

Authority for maintenance of the system: 

Title 10, U.S. Code 5031, E.O. 9327 
Purpose(s): 
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To provide a rapid means for military police to access reports for 
proper disposition of cases. The system also provides historical 
record of all reports on individuals who have come in contact with 
the military police as victims, suspects or witnesses to incidents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts— By officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S.— By the State or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U.S. — By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of the duties of the General Accounting Office relating 
to the Marine Corps. 

To provide information to another agency or to an instrumentality 
of any governmental jurisdiction within or under the control of the 
United States which has been authorized by law to conduct law 
enforcement activities pursuant to a request that the agency or instru- 
mentality initiate criminal or civil against an individual on behalf of 
the U.S. Marine Corps, the Department of the Navy, or the Depart- 
ment of Defense. 

To provide information to individuals pursuant to a request for 
assistance in a criminal or civil action against a member of the U.S. 
Marine Corps, by the U.S. Marine Corps, the Department of the 
Navy, or the Department of Defense. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic disks and tapes; index cards and printouts in 
security file cabinets. 
Retrievability: 

Filed by full name or social security number (SSN). 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel that are properly screened, cleared and trained. Passwords are 
required to access those programs which produce printed output. 
Access to the computer is controlled via a centralized security office 
and printouts many only be receipted for by designated personnel. 
All index cards and printouts are filed in locked security cabinets. 

Retention and disposal: 

Records are maintained three months to six years depending on the 
type of information. 
System manager(s) and address: 
Installation Provost Marshal of activity concerned. 
Notification procedure: 

Information may be obtained from Installation Provost Marshal' of 
activity concerned. 
Record access procedures: 

Requests from individuals should be addressed to. Provost Mashal 
of activity concerned. 

Written requests for information should contain the full name of 
the individual, social security number, date and place of birth. , 

For visits, the individual should report to Provost Marshal of the 
respective installations. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Military Police Blotters and Field Interview Card. 
Exemption claimed for the system: 

None. 

IVtMNOOOlO 

System name: 

Personnel Services Working Files. 
System location: 

All Marine Corps activities. ' 
Categories of individuals covered by the system: 
Members and former members of the Marine Corps and Marine 
Corps Reserve; permanently and temporarily retired members of the 



Marine Corps and Marine Corps Reserve; members of the Fleet 
Marine Corps Reserve; Federal civil service employees of the Ma- 
rines Corps; and dependents, survivors or appointed agents , of the 
foregoing. Some information about dependents and other members of 
families or former families of Marine Corps personnel may be includ- 
ed in files pertaining to the Marine.. Inquiries from the general public, 
whether addressed directly to HQMC or received via a third party, 
may be retained together with information obtained in the course of 
completing required action or in preparing a response. 

Categories of records in the system: 

Files contain information pertaining to identification; prior service; 
location and addresses; decedent affairs; military honors at funerals; 
recovery of remains; casualty notification; condolence letters to next 
of kin; transportation, passports and visas for next of kin of casualties 
medically warranted overseas; missing persons; prisoners of war; 
reserve disability benefits; casualty statistics; certification of eligibility 
for award of Purple Heart Medal; death benefits and annuity pay- 
rhents; Official reports of casualty; certification of life insurance cov- 
erage; investigative reports; travel of dependents; reports and death 
certificates substantiating casualty status; intelligence reports concern- 
ing missing and captured members; prior and present marital status; 
dissolution of prior marriages; birth, marriage and death certificates; 
adopting of children; financial responsibility; child support; claims of 
non-support; personal health and welfare reports; alien marriages; 
conduct and personal history as it pertains to marriage and its re- 
sponsibilities; medical information; garnishment of pay; powers of 
attorney; personal financial records; police and fire reports; records 
of emergency data; medical care; use of exchanges, commissaries and 
theaters; recovery of invalid dependent identification and privilege 
cards; correction of naval records; defense related employment; vet- 
erans rights, benefits and privileges; awards, recommendations and/or 
issuances; Survivor Benefit Plan; preseparation counseling; civil read- 
justment; Retired Serviceman's Family Protection Plan; residence; 
basic allowance for quarters; leave and liberty; financial assistance; 
extensions of emergency leave; in service FHA mortgage insurance 
loans; reimbursement for damage to or loss of personal prpperty; 
transportation of household goods; claims against the government; 
lost,, damaged or abandoned property; medical bills; determinations of 
dependency status; claims against commercial carriers, insurers, and 
contractors; dependent identification and privilege cards; official cor- 
respondence (including correspondence from Marines, their families, 
attorneys, doctors, lawyers, clergymen, administrators/executors/ 
guardians of estates, American Red Cross and other welfare agencies 
and the general public, whether addressed directly to the Marine 
Corps or via third parties); internal routing and processing or person- 
al affairs matters; and records of interviews and telephonic conversa- 
tions. 

Authority for maintenance of the system: 

Title 10, U.S. Code 1071-1087, 1441-1455, 1475-1488, 2771 6148a, 
b, and d; Title 31, U.S. Code 240-243; Title 37, U.S. Code 401 and 
551, et.seq,; Title 38, U.S. Code 765-770, 2021-2026; 50, U.S. Code 
1436, and E.O. 11016; Title 5, U.S. Code 301: 

Purpose(s): 

To provide a record for use in the administration of programs 
concerning the personal welfare of Marines and their dependents 
and/or survivors to include decedent affairs. 

Routine uses of records maintained in the system^ including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Records are used by intelligence and other government agencies 
assisting in the investigation of circumstances of casualty and in 
accounting for personnel who are deceased (body not recovered), 
missing, captured, or detained. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, vertical strip files, microfiche and 
card files stored in filing cabinets, shelves, tables and desks. 
Retrievability: 

Files are accessed and retrieved by subject matter and by individ- 
ual. Identification of individual is by name or social security number. 
Safeguards: 

Building is located in controlled access area with security guards 
on 24 hour duty. Access to information contained in the files is 
limited to Officials and employees of Headquarters, U.S. Marine 
Corps acting in their official capacity upon demonstration of a need- 
to-know basis. Records held by field activities are maintained in areas 
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accessible only to' authorized personnel that are properly screened, 
cleared and trained. Locked and/or guarded offices. 
Retention and disposal: 

Files are retained for differing lengths Of time, depending upon the 
purpose of the information contained therein. Death benefit data are 
retained for five years and then destroyed; records of emergency 
data are retained until the Mariners death or separation from active 
duty or active reserves; Department of Defense Reports of Casualty 
are retained for such period as deemed necessary, and then trans- 
ferred to the Historical Division, Headquarters, U.S. Marine Corps; 
casualty statistics and rosters, and statistical reports are retained for 
such period as deemed necessary and then transferred to Historical 
Division, Headquarters, U. S. Marine Corps or. destroyed as deemed 
appropriate; missing and captured personnel data and unusual miscel- 
laneous casualty topic data are retained for such period as deemed 
necessary and then destroyed; files concerning dependency determi- 
nation are retained for one year and then destroyed; files concerning 
veterans rights, benefits and privileges are retained indefinitely or 
until the member and all eligible survivors are deceased; files con- 
cerning correction of naval records are destroyed upon completion 
of action; files regarding adjudication of claims against the govern- 
ment are retained for six months and then destroyed; files containing 
information which could be considered to be derogatory nature are 
disposed of as directed by competent authority; ^1 other files are 
retained for three years and then destroyed. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 
Notification procedure: 

Correspondence pertaining to files maintained should be addressed 
to: 

Commandant of the Marine Corps (Code MS) 
Headquarters, U.S. Marine Corps 
Washington, DC 20380 
telephone: Area Code 202-694-3143. 
Correspondence should contain the full name, social security 
number and signature of the requester. The individual may visit the 
above location for review of files. Proof of identification may consist 
of the active, reserve, retired or dependent identification card, the 
Armed Forces Report of Transfer or Discharge (DD 214), discharge 
certificate, driver's license, social security card, or by providing such 
other data sufficient to ensure the individual is the subject ot the 
inquiry. 

Record access procedures: 
Information may be obtained from: 
Commandant of the Marine Corps (Code MS) 
Henderson Hall, Building No.4, Room 109A 
Arlington, Virginia 22214 
Telephone: Area Code 202-694-3134 
Contesting record procedures: 

The agency's rules for access to files and for contesting and ap^ 
pealing initial determination by the individual concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Marine Corps Manpower Management System; 

Joint Uniform Military Pay System; 

Marine Corps Mihtary Personnel Records System; 

Marine Corps Deserter Inquiry File; 

Staff agencies and subdivisions of Headquarters, U.S. Marine 
Corps; 

Marine Corps commands and organizations; 

Other agencies of federal, state, and local governments; 

Educational institutions; 

Medical reports and psychiatric evaluations; 

Financial institutions and other commercial enterprises; 

Civil courts and law enforcement agencies; 

Correspondence and telephone calls from private citizens initiated 
directly to the Marine Corps or via the U.S. Congress and other 
agencies; 

Investigative reports; 

American Red Cross and similar welfare agencies; 
Veterans' Administration. 
Exemptions claimed for the system: 

None. 

MMNOOOll 

System name: 

Source Data Automated Fitness Report System (SDAFRS). 
System location: 



\Personnel Management Division, Manpower Department, Head- 
quarters, U.S. Marine Corps,. Washington, DC 20380 

Categories of individuals covered by the system: 

Former, present and future U.S. Marine Corps active duty and 
organized Reserve Commissioned and Non-Commissioned Officers in 
the rank of sergeant and above. 

Categories of records in the system: 

System contains automated records created through optical scan of 
Marine Corps Fitness Reports, which are evaluations of duties per- 
formed and the manner of such performance. Fitness reports repre- 
sent a comprehensive portrayal of the professional qualifications, 
personal traits and characteristcs and individual potential. Fitness 
reports include narrative omments, numerical grading and compari- 
son with those peers rated by the commanding officer or other 
reporting senior of the individual addressed. Fitness reports contain 
personal identification such as name, rank, social security number, 
location and number of dependents, etc. in addition to individual 
evaluation data. 

Authority for maintenance of the system: 

Title 5. U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record for use by appropriate Marine Corps person- 
nel in the screening and selection of individuals for promotion, duty 
assignment, career counseling and the administration . of personnel 
resources. * 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear af the beginning of the 
Marine Corps compilation apply to this system. 

Courts - By Officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. Senate or the House of Representatives of the 
U.S. or any committee or subcommittee thereof, any joint committee 
of Congress or subcommittee of joint committee on matters \yithin 
their jurisdiction requiring disclosure of the files of the fitness report 
system. 

The Comptroller General of the U.S. - By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office relating to 
the Marine Corps Manpower Management System. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper original of fitness report is exposed to SDAFRS scanning 
and then transferred to the personnel file jacket of .the individual 
concerned and stored within the Marine Corps Military Personnel 
Records System. 

Automated records are stored on magnetic tape. 

Retrievability: 

Paper original of fitness report is accessed by a combination of last 
name and social security number. 

Automated records (magnetic tapes) are accessed by social security 
number. 

Safeguards: 

Building housing computer employs 24 hour security guards. 
Access to terminal is limited to authorized personnel to'need to know 
basis. Distribution of printouts of information from the system is 
restricted to authorized persons in the performance of their assigned 
duties and destroyed after use. 

Retention and disposal: 

Records, both paper and tape, are permanent. Paper records are 
stored in the Marine Corps Military Personnel Records System. Tape 
records are removed from the active file to a historical file for 
retention according to appropriate magnetic record retention policies. 

System manager(s) and address: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 
Notification procedure: 
Information may be obtained from: 

The Commandant of the Marine Corps (Code MM) 

Headquarters, U.S. Marine Corps 

Washington, DC. 20380 

Telephone: Area Code 202/694-3122. 

Record, access procedures: 
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Requests from individuals should be addressed to: Commandant of 
the Marine Corps (Code MM), Headquarters, U.S. Marine Corps, 
Washington, DC 20380. 

Written requests for information should contain the individual's 
name, social security number, signature and the dates covered by the 
report(s) in question. 

Personal visits may be made to Manpower Department, Headquar- 
ters, U.S. Marine Corps, Federal Office Building #2, Washington, 
DC 20380. For personal visits the individual should be able to pro- 
vide personal identification to include valid military identification or 
two valid civilian items of identification such as driver's license, 
social security card, medicare card, etc. 

Contesting record procedures: 

The Marine Corps rules for contesting contents and appealing 
initial determinations may be obtained from the Commandant of the 
Marine Corps (Code M), Headquarters, U.S. Marine Corps, Washing- 
ton, DC 20380. 

Record source categories: 

Each officer and noncommissioned officer in the rank of sergeant 
and above provides the personal information on the fitness report 
form. The form is then submitted to the commanding officer or 
immediate superior (reporting senior) for completion of the evalua- 
tion portion of the form and forwarding to Headquarters, U.S. 
Marine Corps, Washington, DC 20380. 

Exemptions claimed for the system: 

None. 

MMN00013 

System name: 

Personnel Management Working Files. 

System location: 

Ail Marine Corps activities. 

Categories of individuals covered by the system: 

Members of the U.S. Marine Corps and Marine Corps Reserve; 
former members of the Marine Corps and Marine Corps Reserve; 
retired and temporarily retired members of the Marine Corps and 
Marine Corps Reserve; members of the Fleet Marine Corps Reserve; 
and applicants for entry into the Marine Corps or Marine Corps 
Reserve. 

Military personnel, federal employees, and dependents who apply 
through the Marine Corps for no-fee passports for Official travel to 
countries requiring a passport. 

Dependents of Marines and other family members with respect to 
matters pertaining to the individual Marine, former Marine or appli- 
cant. 

Members of other, services assigned to or serving with the Marine 
Corps. 

Categories of records in the system: 

File contains information pertaining to identification, recruitment, 
enlistment, commissioning, prior service, reenlistment or extension of 
enlistment, lateral occupational movement, civilian employment, let- 
ters of reference, education, training, career counselling, religious 
preference as provided by the individual, qualifications, intelligence 
and aptitude testing, classification, assignment, location addresses, 
promotions, reductions in rank, proficiency, conduct, performance of 
duty, discipline," offenses and punishments under the Uniform Code of 
Military Conduct, courts-martial, personal history, investigations, se- 
curity clearances, police and court records, civil arrests and convic- 
tions, birth and marriage certificates, divorce and other decrees, 
financial responsibility and letters of indebtedness, marital status, de- 
pendents, families' citizenships, passports, visas, travel and travel 
orders, leave records, transportation of dependents and household 
goods, pay records, claims against the government, decorations and 
awards, commendations, medical records to include psychiatric eval- 
uations, disability proceedings, separation and retirement, Official 
correspondence (incudes internal Marine Corps and Department of 
the Navy correspondence, as well as correspondence with the Execu- 
tive, Legislative, and Judicial Branches of federal, state and local 
government) and other correspondence (includes correspondence 
from Marines, their dependents and families, attorneys, doctors, edu- 
cators, clergymen and members of the general public whether ad- 
dressed directly to the Marine Corps or via third parties (president, 
congressmen, etc.), personnel who apply to express a grievance 
through personal interviews with the Commanding General via the 
chains of command Article 1107.1, U.S. Navy Regulations (Request 
Mast), personal counselling.). 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 



To provide a record to facilitate personnel management actions 
and decisions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts - By Officials of duly established local state and federal 
courts as a result of court orders pertaining to matters properly 
within the purview of said court. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files of 
the system. 

The Comptroller General of the U.S. - By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office relating to 
the Marine Corps Manpower Management System. 

To provide information to another agency or to an instrumentality 
of any governmental jurisdiction within or under the control of the 
United States which has been authorized by law to conduct law 
enforcement activities pursuant to a request that the agency or instru- 
mentality initiate criminal or civil action against an individual on 
behalf of the U.S. Marine Corps, the Department of the Navy, or the 
Department of Defense. 

To provide information to individuals pursuant to a request for 
assistance in a criminal or civil action against a member of the U.S. 
Marine Corps, by the U.S. Marine Corps, the Department of the 
Navy, or the Department of Defense. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper files as represented by card files, strip files, microfiche com- 
puter printouts from the Manpower Management System or the Joint 
Uniform Military Pay System and file folders. Files are stored in 
filing cabinets, on shelves and on tables in controlled access areas. 

Retrievability: 

Files are access and retrieved by subject and by the name and 
social security number. 

Safeguards: 

In compliance with the specified requirements for security of 
FOUO material. 
Retention and disposal: 

Files are retained for differing lengths of time, depending upon the 
purpose of the information contained therein. Promotion data is re- 
tained three years, then transferred to Historical Division, Headquar- 
ters, U.S. Marine Corps. Passport data is retained six years, then 
destroyed. Enlisted assignment data is retained two years, then de- 
stroyed. Certain officer assignment data is destroyed when the officer 
is released from active duty. Disability retirement data is retained 
two years from the date of removal of the individual from the 
Temporarily Disability Retirement list, then destroyed. Retirement 
correspondence is retained for one year following individual's retire- 
ment. Retirement files are retained until the individual's death. Per- 
sonal counselling records are maintained one year, career counselling 
records are maintained within the individual's Official records. All 
other files are retained three years, then destroyed. 

System nianager(s) and address: 
Local commanding officer. 
Notification procedure: 

Information may be obtained from the Commandant of tile Marine 
Corps (Code MM), Headquarters, U.S. Marine Corps, Washington, 
DC 20380, the current command, the last duty station, or applicable 
activity. 

Additional information concerning personnel assigned to Occupa- 
tional Field 55 (Band) may be obtained from the Commandant of the 
Marine Corps (Code MPC), Headquarters, U.S. Marine Corps, Wash- 
ington, DC 20380 Telephone: Area Code 202/694-4154. 

Record access procedures: 

Requests from individual's may be addressed to the Commandant 
of the Marine Corps (Code MM), Headquarters, U.S. Marine Corps, 
Washington, DC, the current command or last duty station. 

Written requests for information should contain the full name of 
the individual and his social security number or former military 
service number. The following information will also be helpful in 
locating some records: Military rank and occupational specialty. 
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dates and places of service, and any special correspondence previous- 
ly received or sent. 

For personal visits, the individual may visit the Personnel Manage- 
ment Division, Headquarters, U.S. Marine Corps, Federal Office 
Building #2, Washington, DC 20380 or Marine Corps commands and 
districts. 

For personal visits, the individual should be able to provide per- 
sonal identification to include valid military or dependent identifica- 
tion card or two valid civilian items of identification such as driver's 
license, social security card, medicare card, etc. ' 

Contesting record procedures: , . 

The Marine Corps rules for contesting contents and appealing 
initial determinations may be obtained from Commandant of the 
Marine Corps (Code M), Headquarters, U.S. Marine Corps, Washing- 
ton, DC 20380- . . , . 

Record source categories: 

Information in the system is obtained from the Marine Corps, 
Manpower Management System; the Joint Uniform Military Pay 
System; Marine Corps Military Personnel Records to include the 
Service' Record Book and Officer Qualification Record; Military 
Medical Records; Marine Corps Deserter Inquiry File; staff elements 
and subdivisions of Headquarters, U.S. Marine Corps; Marine Corps 
field commands, organizations, activities; other components of the 
Department of Defense; agencies of federal, state, and local govern- 
ment, to include: Civil courts and law enforcement, previous employ- 
ers; financial institutions and commercial enterprises; educational in- 
stitutions; private citizens provided as character references by the 
individual; investigations related to disciplinary proceedings; and cor- 
respondence of private citizens, addressed directly to the Marine 
Corps or via third parties such as member of Congress and other 
governmental agencies. 

Exemptions claimed for the system: 

None. 

MMN00bl4 

System name: 

Work Measurement Labor Distribution Cards. 
System location: 
All Marine Corps activities. 
Categories of individuals covered by the system: 
Marine Corps employees, civilian, military and occasional summer 
hires funded by state and local programs. 
Categories of records in the system: 

Labor distribution cards which have been prepared by either the 
concerned individual or the supervisor to record the number of hours 
worked, the number of units produced by the employee, the function 
of the employee during that time, and the job number of the job. 
Also, the system contains summarizations of said card and computer 
input and output relative to said card. 

Authority for maintenance of the system: 

Title 10, U.S. Code 124; 133 

Purpose(s): 

To provide a record of labor distribution on individuals assigned to 
work organizations for use in the management of work assignments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ^ 

Labor distribution cards* are processed to capture the source data. 
The input cards are then filed in nonsequential order pending com- 
pletion of the report cycle. Punch cards or their successor equivalent 
will be input into a computer program to prepare the work center list 
by individual. 

Punch cards may be summarized on noncomputerized lists by 
individual. Such lists may be kept by the employees' supervisor. 
Retrievability: 

The information identified by individual is available only from the 
lists maintained by the work center supervisor within one year of the 
work week in question. 

Safeguards: 

the alphabetical listings are maintained by each work center su- 
pervisor. 

Retention and disposal: 



Lists are destroyed one year after the subject work week. 
System manager(s) and address: 
Commanding officer of activity. • 
Notification procedure: 

Information may be obtained from the SYSMANAGER. 
Record access procedures: 

Written requests from individuals should be addressed to the SYS- 
MANAGER. Requests should include name of employee, work 
center number, and work week for which data is requested. Personal 
visits and telephone calls should be made directly to the employee's 
work center supervisor. 

Contesting record procedures: 

The information on the list is only that which was submitted "by 
the employee and should be corrected during the work month. After 
that time, the manhours are entered on local and Headquarters re- 
ports and no corrective action is possible. 

Record source categories: 

No particular format required for request. 

Exemptions claimed for the system: 

None, . . . . 

MMN00016 ' * 

System name: 
Accident and Injury Reporting System. 
System location: 

Organizational elements of the U.S. Marine Corps as listed in the 
Directory of the Department of the Navy Activities. 

Categories of individuals covered by the system: 

Military or civilian employees who are involved in accidents 
which result in lost time, government or private property damage or 
destruction and personnel injury or death. 

Categories of records in the system: 

Name, rank, social security number, type of accidents and injuries. 
Reports include consolidated accident injury report, and report of 
motor vehicle "accident. * 
Authority for maintenance of the system: 
Title 5. U.S. Code 301; Title 10„ U.S. Code 5031 
Purpose(s): 

To provide a record of all individuals involved in accidents for use 
in resolving the disposition of such accidents and establishing appro- 
priate safety programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folder, card files, punched cards, magnetic tape, and display 
boards. 

Retrievability: 
Name, SSN. 
Safeguards: 

Access provided on. a need to know basis only. Locked and/or 
guarded office. 
Retention and disposal: 

Five years - disposal per SECNAV Records Disposal Manual. 
System manager(s) and address: 

Commanding officer of the activity in question. See Directory of 
Department of the Navy Mailing Addresses. 

Notification procediire: 
Apply to SYSMANAGER. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 
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Individual concerned, military police traffic accident investigation 
reports, accident injury reports, other records of the activity, witness, 
and other correspondents. . . 

Exemptions claimed for the system: 

None. . 

MMN00017 

System name: 

Armory Access and Individual Weapons Assignments. 
System location: 

Organizational elements of the U.S. Marine Corps as listed in the 
Directory of Department of the Navy Activities. 
Categories of individuals covered by the system: 
All personnel assigned government weapons. 
All personnel authorized access to individual armories. 
Categories of records in the system: 

Records depict name of individual, type of weapon assigned, serial 
number of that weapon, accessories in the individual's possession, 
condition of the weapon and accessories, and individual's signature 
acknowledging receipt. 

Name, rank, social security number of personnel authorized access 
to individual armories. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of weapons accountability, management and 
control of all U.S. Government weapons/accessories issued to per- 
sonnel and to provide record of personnel authorized access to 
armory spaces. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, cards, punched cards, magnetic tapes. 
Retrievability: 

Records retained by name or weapons serial numbers. 
Safeguards: 

Access rosters and personnel weapons assignments are provided on 
a need-to-know basis only. Locked and/or guarded office. 
Retention and disposal: 

As established by SVSMANAGER per SECNAV Records Dis- 
posal Manual. 
System manager(s) and address: ' 

Commanding officer of the activity in question. See Directory of 
Department of the Navy Mailing Addresses. 
Notification procedure: 
Apply to SYSMANAGER. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Individual concerned, other records of the activity. 
Exemptions claimed for the system: 
• None. 

MMN00018 

System name: 

Base Security Incident Report System. 
System location: 

Organizational elements of the U.S. Marine Corps as listed in the 
Directory of the Department of the Navy Activities. 

Categories of individuals covered by the system: 

Individual involved in or witnessing or reporting incidents requir- 
ing the attention of base security or law enforcement personnel. 

Categories of records in the system:. 



Incident/complaint reports; witness statements; stolen property re- 
ports; military police investigator's report; military police motor ve- 
hicle accident and injury report; military police alert cards; military 
police property, custody forms; tags, and disposition of evidence 
letters; military police field interview cards; military police desk 
blotter; use of force reports; traffic violation records; driving record 
reports; traffic court files; citations to appear before U.S. Magistrate; 
criminal investigation reports; civil court cases records; minor offense 
report; uniform violation report; narcotics reports; polygraphy exami- 
nations; letters of warning/eviction from base housing; letters of 
warning/barring from federal reservation; Armed Forces police re- 
ports; suspect photographic files; child abuse files; juvenile case files; 
valuable property receipt; vehicle impound files and vehicle towing 
reports; suspension of driving privileges and revocation letters assign- 
ment to absentee/ deserter escort duty; informant list; Master Crime 
index card; evidence record file; military police log/journal; breatha- 
lyzer report; criminal investigation file; and any other such report 
received by military police personnel in the official execution of their 
duties. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of individuals involved in incidents on base 
concerning base security or law enforcement for use in the disposi- 
tion of cases. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Local, state, and federal agencies - To provide to local, state and 
federal investigative agencies or court officials such information that 
properly falls within their purview requiring further investigation or 
court action. 

To individuals in support of insurance claims and civil litigation 
involving base incidents. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, metal filing cabinets, mag- 
netic tapes. 
Retrievability: 

Name, social security number, case umber, organization. 
Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. 
. Retention and disposal: 

As established by SYSMANAGER per SECNAV Records Dis- 
posal Manual. 

System manager(s) and address: 

Commanding officer of the activity in question. See Directory of 
Department of the Navy Mailing Addresses; 
Notification procedure: 
Apply to SYSMANAGER. 
Record access procedures: 

The agency's rules for access to records^may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Individual concerned, other records of the activity, investigators, 
witnesses? correspondents. 
Exemptions claimed for the system: 

Parts of this system may be exempt under Title 5, U.S. Code 552a 
(j) (2) as applicable, for additional information, contact the SYS- 
MANAGER. 

MMN00019 

System name: 

Drug/Alcohol Abuse Reporting Program. 
System location: 

Primary System - Headquarters, U.S. Marine Corps, Washington, 
DC 20380. 
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Decentralized Segments - Navy Drug Rehabilitation Centers, 
Navy and Marine Corps Counseling and Assistance Centers, Navy 
Regional Medical Centers, Navy Alcohol Rehabilitation Drydocks, 
Naval Health Research Center, Navy Correction Centers and local 
activities to which an individual is assigned. (See Directory of De- 
partment of the Navy Mailing Addresses). . 
. Categories of individuals covered by the system: 

All military personnel who have been tested . for, identified, evalu- 
ated, apprehended, or rehabilitated for drug or alcohol abuse or who 
have been granted drug abuse exemption; or who are seeking assist- 
ance in drug or alcohol abuse programs. 

All military personnel who have been granted drug abuse exemp- 
tion. 

All military personnel who are seeking assistance in drug or alco- 
hol abuse programs. 

Categories of records in the system: 

Drug abuse identification/rehabilitation statistical reports, alcohol 
abuse identification/ rehabilitation statistical reports, grant of drug 
exemption report, request for disposition on drug dependent person- 
nel, grant of exemption/rehabilitation case file to include medical 
evaluations, counselor evaluations, monthly progress reports, alcohol- 
ism education roster, and such correspondence or messages sent or 
sent by SYSMANAGER pertaining to the individual concerned. 
Urinanalysis specimen control register and military police drug/alco- 
hol related offense reports. 

Authority for maintenance of the system: 

Title V, Pub.L. 92-129; Section 413, Pub.L. 92-255 

Purpose(s): 

To provide a record of all individuals participating in drug/alcohol 
abuse programs for use by Marine Corps Officials in the management 
of such programs. * j . ; . » 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Blanket ^routine uses' identified in the annual republication of 
Marine Corps systems of records in the Federal Register do not 
apply to this system of records. 

Records of identity, diagnosis, prognosis, or treatment of any 
client/patient, maintained in connection with the performance of any 
alcohol or drug abuse prevention and treatment function conducted, 
regulated, or directly or indirectly assisted by any department " or 
agency of the United States, shall, except as provided therein, be 
confidential and disclosed only for the purposes and under the cir- 
cumstances expressly authorized in Title 21, U.S.C., Section 1175, as 
amended by 88 Stat. 137, and Title 42 U.S.C., Section 4582, as 
amended by 88 Stat. 131. These statutes take precedence over the 
Privacy Act of 1974, in regard in accessibility of such records except 
to the individual to whom the record pertains. 

Within the Armed Forces or within those components of the 
Veterans Administration furnishing health care to veterans or be- 
tween such components and the Armed Forces. 

To medical personnel outside the Armed Forces to the extent 
necessary to meet a bona fide medical emergency. 

To Government personnel for the purpose of obtaining benefits to 
which the patient is entitled. 

To qualified personnel for the purpose of conducting scientific 
research, management or financial audits, or program evaluation, but 
such personnel may not identify, directly or indirectly, any individual 
patient in any report of such research, audit or evaluation, or other- 
wise disclose identities in any manner. 

To a court of competent jurisdiction upon authorization by an 
appropriate order after showing good cause therefore. In assessing 
good cause, the court shall weigh the public interest and the need for 
disclosure against the injury to the patient, to the physician-patient 
relationship, and to the treatment services. Upon the granting of such 
order, the court, in determining the extent to which any disclosure of 
all or any part of any record is necessary, shall impose appropriate 
safeguards against unauthorized disclosure. ^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, magnetic tapes. 
Retrievability: 

Name, social security number, case number. When names and 
social security numbers are removed, data is aggregated for use in 
research, management information, and planning. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared, and trained. 



Retention and disposal: 

Paper files are maintained for two years, then destroyed. Records 
stored on magnetic tapes are maintained indefinitely. 
System manager(s) and address: 

Commandant of the Marine Corps, (Code MPH), Headquarters, 
U.S. Marine Corps, Washington, DC 20380. 
Notification procedure: 

Written requests should be addressed to the Commandant of the 
Marine Corps (Code MPH), Headquarters, U.S. Marine Corps, 
Washington, DC 20380. Requests must contain full name, social secu- 
rity number, military status, address and signature of requester. 
(Those inquiring about records at Confinement Centers must have 
their signature notarized, if not confined at time of request.) Individ- 
uals may visit the Commandant of the Marine Corps, (Code MPH), 
located in the Arlington Annex (FOB-2) Columbia Pike and Arling- 
ton Ridge Road, Arlington, VA, for assistance with records at that 
location; individuals may also visit local activities concerned (See 
Directory of Department of the Navy Mailing Addresses). Individ- 
uals must provide proof of identification such as military identifica- 
tion card, driver's license, or other picture-bearing identification. 

Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

< Record source categories: 

Individual concerned, other records of the activity, medical per- 
sonnel, military police or other correspondences. 

Exemptions claimed for the system: 

None. 

MMN00020 

System name: 
Pet Registration. 
System location: 

Organizational elements of the U.S. Marine Corps as listed in the 
Directory of Department of the Navy Activities. 
Categories of individuals covered by the system: 
Owners of pets residing on Naval reservations. ' 
Owners of pets in quarantine as the result of biting complaints. 
Owners of pets whose pet is subject of nuisance complaints. , 
Categories of records in the system: 

Owners name, social security number, address and description of 
pet, tag number, vaccination and registration information. 
Records of complaints for vicious animals or bites. 
Record of complaints for nuisance pets. 
Authority for maintenance of the system: 

Title 5, U.S.Code 301; Departmental Regulations, Federal, State, 
and Local Regulations, as applicable. 
Purpose(s): . 

To provide a record of pet owners on base for use in the control 
of pets and to ensure appropriate innoculations in compliance with 
federal, state and local laws on animals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, magnetic tapes. 
Retrievability: 

Name, social security number, case number. 
Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. 

Retention and disposal: 

As established by SYSMANAGER per SECNAV Records Dis- 
posal Manual. 

System manager(s) and address: 

Commanding officer of the activity in question. See Directory of 
Department of the Navy Mailing Addresees. 
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Notification procedure: 
Apply to SYSMANAGER. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Veterinary records and statements provided by pet owners, bit 
victims, military police, animal shelter, hospital personnel. 
Exemptions claimed for the system: 
None. 

MMN00021 

System name: 
Weapons Registration. 
System location: 

Organizational elements of the U.S. Marine Corps as listed in the 
Directory of Department of the Navy Activities. 

Categories of individuals covered by the system: 

All individuals, military or civilian, registered firearms or other 
weapons with Provost Marshal. 

All individuals who purchase a firearm or weapon at authorized 
exchange activities. 

Any individual who resides in government quarters who possesses 
privately owned firearms. 

Categories of records in the system: 

Weapon registration cards, weapon permit cards, notification to 
commanding officers of failure to register a firearm purchased at 
authorized exchanges, exchange notification or firearm purchase. 
Such records showing name, rank, social security number, organiza- 
tion, physical location of subject weapon, weapon description and 
such other identifiable items required to comply with all federal, 
state, and local weapons registration ordinances. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Departmental regulations; federal, state and 
local regulations as applicable. 
Purpose(s): 

To provide a record of weapons registered to individuals on base 
to ensure proper control of firearms/weapons and to monitor pur- 
chase and disposition of firearms/weapons. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, magnetic tapes. 
Retrievability: 

Name, social security number, organization, caliber and gage of 
weapon. 

Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded offices. 
Retention and disposal: 

As established by SYSMANAGER per SECNAV Records Dis- 
posal Manual. 
System manager(s) and address: 

Commanding officer of the activity in question. See Directory of 
Department of the Navy Mailing Addresses. 
Notification procedure: 
Apply to SYSMANAGER. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 



Individual concerned, other records of activity, investigators, wit- 
nesses and correspondents. 
Exemptions claimed for the system: 
None. 

MMN00022 

System name: 
Vehicle Control System. 
System location: 

Organizational elements of the U.S. Marine Corps as listed in the 
Directory of Department of the Navy Activities. 

Categories of individuals covered by the system: 

All individuals that have motor vehicles, boats, or trailers regis- 
tered at a particular Naval installation or either a permanent or 
temporary basis. 

All individuals who apply for a Government Motor Vehicle Oper- 
ator's license. 

All individuals who possess a Government Motor Vehicle Opera- 
tor's license with authority to operate government motor vehicles. 
Categories of records in the system: 

File contains records of each individual who has registered a 
vehicle on the installation concerned to include decal data, insurance 
information, state of registration and identification. File also contains 
notations of traffic violations, citations, suspensions, applications for 
government vehicle operator's I.D. card, operator qualifications and 
record licensing examination and performance, record of failures to 
qualify Government Motor Vehicle Operator's permit, record of 
government motor vehicle and other vehicle accidents, information 
on student driver training, and identification for parking control. 

Records of traffic violations, citations and suspensions. For govern- 
ment motor vehicle operators: Application for vehicle operator's I.D. 
card: Operator qualifications and record of licensing examination and 
performance, record of failures Government Motor Vehicle Opera- 
tor's permit, record of issue of SF-46, Record of Government Motor 
Vehicle accidents, standard Form 91 accident report, record of SF-46 
suspensions/revocations, record of MOJT student driver's training. 

Identification of parking control. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of each individual who has registered a 
vehicle on an installation to include a record on individuals author- 
ized to operate official government vehicles. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

To assist federal, state, and local law enforcement agencies in the 
official execution of their duties when disclosure of such records is 
warranted. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders, card files, punched cards, magnetic tapes. 
Retrievability: 

Name, social security number, case number, organization, decal 
number, state license plate number, vehicle description. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel. Areas are locked during nonduty hours and buildings are 
protected by security guards. 

Retention and disposal: 

Records are maintained for one year after transfer or separation 
from the installation concerned. Paper records are then destroyed 
and records on magnetic tapes are erased. 

System manager(s) and address: 

Commanding officer of the activity in question. See Directory of 
the Navy Mailing Addresses. 
Notification procedure: 

Information may be obtained from the system manager. Written 
requests should contain full name and social security number. Indi- 
viduals visiting the installation concerned should provide proper 
identification such as military identification, driver's license or other 
suitable identification. 

Record access procedures: 
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Requests for access should be addressed to the system manager. 
Written requests should contain full name and >social security number. 
Individuals visiting the installation should provide proper identifica- 
tion. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Individual concerned, other records of the activity, investigators, 
witnesses, correspondents. 
Exemptions claimed for the system: 
None. 

MMN00027 

System name: 

Marine Corps Military Personnel Records Access Files. 
System location: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 

Categories of individuals covered by the system: 

All officials and employees of the Department of the Defense 
authorized to draw Marine Corps military personnel records and, 
except for agents of Secret Service, Federal Bureau of Investigation 
and Naval Investigative Service which agents are granted access by 
presentation of credentials, all designated, justified and approved law 
enforcement/investigative personnel of other federal agencies permit- 
ted access to Marine Corps military personnel records at Headquar- 
ters, U.S. Marine Corps only. 

Categories of records in the system: 

Authorization cards submitted by Officials of HQMC and DOD 
granting individual authority to order Headquarters, U.S. Marine 
Corps official military personnel records. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of Officials and employees of the Marine 
Corps authorized to draw and/or review Marine Corps military 
personnel records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Looseleaf Binder and Card Index Files, 
Retrievability: 

Alphabetical and by agency. 
Safeguards: 

Building employs security guards. 
Retention and disposal: 

Destroyed upon cancellation of access authorization. 
System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380. 
Notification procedure: 

Request by correspondence should be addressed to the Comman- 
dant of the Marine Corps (Code MSRB), Headquarters, U. S. Marine 
Corps, Washington, DC 20380. The letter should contain the full 
name, social security number and signature of the requester. 

The individual may visit Headquarters, U.S. Marine Corps, Wash- 
ington, DC, Room 1206. Proof of identification may consist of his 
active, reserve or retired identification card, his Armed Forces 
Report of Transfer or Discharge (DD214), his discharge certificate, 
his driver's license or by providing such other data sufficient to 
insure that the individual is the subject of the inquiry. 
Record access procedures: 
Information may be obtained from: 
Commandant of the Marine Corps 
Headquarters, U.S. Marine Corps (Code MSRB) 
Washington, DC 20380 
Telephone Area Code 202/694-1043 
Contesting record procedures: 



The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source. categories: 

Staff agencies and subdivisions of Headquarters, U.S. Marine 
Corps. ' 
Other staff agencies of th Department of Defense. 
Law enforcement/investigative divisions of other federal agencies. 
Exemptions claimed fpr the system: 
None. 

MMN00032 

System name: 

Personal History Card File. 
System location: 

Provost Marshal's Office, Marine Corps Base, Camp Lejeune, 
North Carolina 28542. 

Categories of individuals covered by the system: 

All individuals, both military and civilian, employed aboard 
Marine Corps Base, Camp Lejeune, North Carolina. 

Categories of records in the system: 

Personal History Card (MCBul 12290). Contains personal identify- 
ing information and where employed. 
Authority for maintenance of the system: 
Title 5, U.S. Code 301; Title 10, U.S; Code 5031 
Purpose(s): 

To provide a record of individuals at work site for rapid location 
for law enforcement purposes and issuance of civilian identification 
cards to employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine . Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Paper records filed in metal card trays. 
Retrievability: 

Filed alphabetically by name. 
Safeguards: 

Records are maintained in a secure area accessible only to author- 
ized personnel. The File Room is under constant surveillance during 
working hours and is locked after working hours. 

Retention and disposal: 

Records are retained until the card expires, then destroyed by 
burning. 
System manager(s) and address: 

Commanding General (Attn: Provost Marshal), Marine Corps 
Base, Camp Lejeune, North Carolina 28542. Telephone: Area Code 
919/451-2455. 

Notification procedure: 

Inquiries by individuals will be answered upon satisfactory identifi- 
cation of the requester to the SYSMANAGER. 
Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individuals con- 
cerned may be obtained from the SYSMANAGER. 

Record source categories: 

Military and civilian personnel employed aboard Marine Corps 
Base, Camp Lejeune, North Carolina; Provost Marshal administrative 
personnel. 

Exemptions claimed for the system: 

None. 

MMN00034 

System name: 

Personnel Procurement Working Files. 
System location: 

Headquarters, U.S. Marine Corps 

Personnel Procurement Branch, Marine Corps Districts 
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Recruiting Stations 

Officer Selection Offices 

Organized Marine Corps Reserve units 

U.S. Marine Corps recruiting substations 

Inspector-Instructor staff 

Categories of indmduals covered by the system: 

Civilians and prior service individuals who are prospective appli- 
cants for enlistment in the Marine Corps, Marine Corps Reserve or a 
Marine Officer program, individuals on which a written waiver for 
enlistment has been requested; Platoon Leader Class Candidates re- 
ceiving financial assistance while attending college; all individuals 
applying for various officer programs; Marine Corps Reserve enlist- 
ees who are serving on their 6 months active duty prior to return to 
Organized Marine Corps Reserve unit maintaining their record; Per- 
sonnel enlisted in the Marine Corps Reserve assigned to a formal 
school upon enlistment; Secondary school students who participated 
in the Marine Corps Youth Physical Fitness meet held annually in 
Washington, D.C., and the coach fielding each team; any individual 
recommended for enlistment in the Marine Corps by a recruiting 
officer even though tfie applicant does not meet the enlistment re- 
quirements set forth in current guidance as set forth by the Comman- 
dant of the Marine Corps. 

Categories of records in the system: 

All files contain name (last, first, middle,(maiden, if any), Jr., Sr.), 
social security number, home of record. Files relating specifically to 
enlistment or officer procurement contain citizenship, sex, race, 
ethnic group, present address, marital status, number, of dependents, 
date of birth, religious reference, highest grade completed, selective 
service system data, foreign language and skill, driver's license infor- 
mation, mental and aptitude test results, medical examination result, 
delayed enlistment program information, accession data, educational 
experience, citizenship verification, history of prior military service, 
names of relatives to include date and place of birth, present address 
and citizenship, listing of commercial life insurance policies and 
number, relatives and alien friends living in foreign countries to 
include name and relationship, age, occupation, address and citizen- 
ship, all previous residences since 10th birthday, previous employ- 
ment record to include company name and address, job title and 
supervisor's name, data concerning previous employment by foreign 
governments, prior membership in youth programs, history of foreign 
travel. Declarations from the individual concerning; previous" rejec- 
tion by the Armed Forces of the United States, conscientious objec- 
tor status, previous deserter status, retired pay, disability allowance, 
or severence pay or a pension from the Government of the United 
States, status as only child; understandings by the applicant; date of 
interview and name, organization, title of interviewer; history of 
prior use of drugs except as prescribed by a licensed physician; 
martial status and dependency; membership in groups for purpose of 
unlawful overthrow of the Government; history and record of in- 
volvement with police or judicial authorities; parental/guardian con- 
sent for enlistment; enlistment options; current income; whether own, 
buying or renting present residence; outstanding debts to include 
total amounts and monthly payments; status of savings account and 
checking account; spouses' employment and monthly income; police 
checks, character references; record of prior service; court docu- 
ments; marriage certificates; birth certificates; record of medical 
record of medical examination; record of examination; record of 
medical history; consultations statement of personal history; divorce 
decrees; death certificates; photographs; high school diploma; college 
diploma; grade transcript; General Educational Development certifi- 
cates of high school equivalency; sole surviving son statements; state- 
ment of understanding; wife's consent form; applications for General 
Educational Development certificates of high school equivalency. 
Files relating to Marine Corps personnel on active duty contain 
information pertaining to name, social security number, sex, unit of 
assignment, home of record, education. Armed Services Vocational 
Aptitude Battery Test scores, vision, military occupational specialty 
training information, Quota Serial Number, training authorized. 

Authority for maintenance of the system: 

Title 5, U.S.Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record on individuals for use in the execution of 
Official duties with regard to personnel procurement. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the isystem: 

Storage: 



Paper records in file folder. Records are maintained in areas acces- 
sible only to authorized personnel. 

Retrievability: 

Individuals listed in alphabetical order according to program. 
. Safeguards: 

Access is limited to Reserve unit command, recruiting, and admin- 
istrative personnel and law enforcement or Federal agents upon pres- 
entation of proper credentials. 

After working hours the office and building is locked. 

Retention and disposal: 

Maintained for two years or until prospect, applicant, candiidate or 
Reservist changes status. 
System manager(s) and address: 
Commander of unit holding file. 
Notification procedure: 

Write or visit SYSMANAGER. Provide full name, social security 
number, and military status. Proof of identity may be established by 
military identification card or DD 214 or driver's license. 

Record access procedures: 

The agency's rules for access to records may. be obtained form the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and contesting contents 
and appealing initial determinations by the individual concerned may 
be obtained from the SYSMANAGER. 

Record source categories: 

High school lists, DD 214's prospect interviews/referrals, local 
newspapers, youth fitness programs, individual contacts. Marine 
Corps officials. 

Exemptions claimed for the system: 

None. . 

MMN00035 

System name: 
Truth Teller/Static Listings. 
System location: 

The Commandant of the Marine Corps 

Headquarters, U.S. Marine Corps 

Washington, DC 20380 

Categories of individuals covered by the system: 

All present and former members of the U.S. Marine Corps. 

Categories of records in the system: 
. The system comprises non-automated records of basic information 
(Name, Military Service Number/Social Security Number, Pay 
Entry Base Date, Home of Record (State and County) and Date of 
Birth) pertaining to all individuals who ever served in the U.S. 
Marine Corps. 

Authority for maintenance of the system: 

Title 10, U.S. Code Section 5201 

Purpose(s): 

To provide a record for identification of all members and former 
members of the Marine Corps. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the . beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, binders, and microfilm cartridges. 
Retrievability: 

Name, Military Service Number and Social Security Number. 
Safeguards: 

Records maintained in locked room. Building employs security 
guards. 

Retention and disposal: 

Permanent. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 
Notification procedure: 
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Request by correspondence should be addressed to the Comman- 
dant of the Marine Corps (Code MSRB), Headquarters, U.S. Marine 
Corps, Washington, DC 20380. The letter should contain the full 
name, social security number and signature of the requester. 

The individual may visit Headquarters, U.S. Marine Corps, Colum- 
bia Pike and Arlington Ridge Road, Arlington, Virginia, Room 1206. 
Proof of identification may consist of his active, reserve or retired 
identification card, his Armed Forces Report of Transfer or Dis- 
charge (DD214), his discharge certificate, his drivers license or by 
providing such other data sufficient to insure that the individual is 
the subject of the inquiry. 
Record access procedures: 
Information may be obtained from: 
Commandant of the Marine Corps (Code MSRB) 
Headquarters, U.S. Marine Corps 
Washington, DC 20380 
Telephone Area Code 202/694-1043 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Enlistment and Officer Acceptance Contracts. 

Exemptions claimed for the system: 

None. 

MMN00036 

System name: 

Identification Card Control. 

System location: 

All U.S. Marine Corps units. 

Categories of individuals covered by the system: 

Regular and Reserve Marines including retired and disability re- 
tired and their dependents who have been issued an Identification 
Card. 

Categories of records in the system: 

Log book contains name, rank, social security number, and card 
number, issue date, expiration date, signature of person card issued to 
and signature of issuing person. 

Authority for maintenance of the system: 

Title 5, U.S.Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of identification cards issued to military mem- 
bers for accountability purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

These records are kept in a log book. 
Retrievability: 

By type card, chronologically by date also retrievable by name. 
Safeguards: 

The log books are stored in a locked container in a location which 
is locked after working hours. A guard is located in the general area. 
Retention and disposal: 
Two years from date of closing entry. 
System manager(s) and address: 
Unit Commanders. 
Notification procedure: 

Write or visit SYSMANAGER. Provide full name, social security 
number, and military status. Proof of identity may be established by 
military identification card or DD 214 and driver's license. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 



Officers Qualification Record/Service Record Book of individual 
application for dependents privilege card, correspondence from 
Headquarters, U.S. Marine Corps. 

Exemptions claimed for the system: 

None. 

MMN00037 

System name: 

Library Patron File. 
System location: 

System is decentralized - maintained at Marine Corps commands, 
organizations and activities having libraries. 

Categories of individuals covered by the system: 

All active, reserve and retired military personnel, their dependents, 
and others who are entitled to use and borrow material from Marine 
Corps libraries. 

Categories of records in the system: * 

The library patron file may contain the following information 
pertinent to each individual: Name, rank, social security number; 
organization and organization address and phone number; home ad- 
dress and home phone number; names and ages of dependents; title of 
materials borrowed; date borrowed; date returned; and notation of 
monetary settlement if borrowed material was lost or damaged. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 
Purpose(s): 

To provide a record of library patrons who are entitle to use and 
borrow material form Marine Corps libraries. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts - By Officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee, thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of files. 

The Comptroller General of the U.S. - By Comptroller General or 
any of his authorized repesentatives in the course of the performance 
of duties of the General Accounting Office relating to the Marine 
Corps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
Card files. 
Retrievability: 

File alphabetically by last name of patron. 
Safeguards: 

Library is locked when not in use. Only authorized personnel have 
access to records during working hours. 

Retention and disposal: 

Records are maintained for up to seven years, based on Ijbrary 
usage. After retention period records are destroyed. 

System manager(s) and address: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380 

Notification procedure: 

Information may be obtained from the library in question; address- 
es are as contained in the Navy Standard Distribution List (OPNAV 
P09B3-i07). 

Record access procedures: 

Requests from individuals should be addressed to the commander 
of the Marine Corps command, organization or activity that main- 
tains the library in question. 

Written requests for information should contain the full name of 
the individual, social security number, organization to which assigned 
when library utilized, and current address. 

For personal visits the individual should be able to provide accept- 
able personal identification during normal hours of library operation. 

Contesting record procedures: 
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The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Information is obtained from individual concerned, library director 
and library staff. 

Exemptions claimed for the system: 
None. 

MMN00038 

System name: 

Amateur Radio Operator's File. 

System location: 

Marine Corps. activities. 

Categories of individuals covered by the system: 

All amateur radio operators who operate at Marine Corps activi- 
ties. 

Categories of records in the system: 

File contains name, Federal Communications Center license 
number, operating frequency, type of equipment and home address. 
Authority for maintenance of the system: 
Title 5. U.S. Code 301; Title 10, U. S. Code 5031 
Purpose(s): 

To provide a record of all amateur radio operators at Marine 
Corps activities to ensure proper radio management by communica- 
tions center personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

3x5 card in metal file box. 

Retrievability: 

Alphabetical. 

Safeguards: 

Security area. 

Retention and disposal: 

Destroyed upon departure from Marine Corps activity. 
System manager(s) and address: 

Commanding officer of activity concerned. See Directory of De- 
partment of the Navy mailing addresses. 
Notification procedure: 
Information may be obtained from: 

Commanding Officer of activity concerned. 
Record access procedures: 

Requests from individuals should be addressed to the SYSMAN- 
AGER. 

Written requests for information should contain the full name and 
grade of the individual. 

For personal visit, the individual should be able to provide valid 
personal identification such as an employee badge, driver's license, 
medicare card, etc. 

Contesting record procedures: 

The Marine Corps rules for contesting and appealing initial deter- 
minations may be obtained from the SYSMANAGER, 
Record source categories: 

Individual. 

Exemptions claimed for the system: 
None. 

MMN00039 

System name: 
Citizen Band Radio Request and Authorization File. 
System location: 

Communication Electronics Office Marine Corps activities. 
Categories of individuals covered by the system: 
All personnel who desire to operate amateur/citizen band radios at 
Marine Corps installations. 
Categories of records in the system: 



Amateur/Citizen Band Radio Operation Request and Authoriza- 
tion Form. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of individuals who have requested and are 
authorized to operate amateur/citizen band radios. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Papers filed in three-ring binder. 
Retrievability: 

Numerically by card number. 
Safeguards: 

Located in a secure area that is manned on a 24-hour basis. 
Retention and disposal: 

Retained for one (1) year and if not renewed, the form is destroyed 
by burning or shredding. 

System manager(s) and address: 

Commanding officer of activity in question. See Directory of De- 
partment of the Navy mailing addresses. 
Notification procedure: 

Request information from SYSMANAGER. 
Record access procedures: 

Rules for access may be obtained from SYSMANAGER. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Individual requester and Communication Electronics Officer. 
Exemptions claimed for the system: 

None. 

MMN00040 

System name: 

Individual Training Records/Training Related Matters. 
System location: 

System is decentralized - maintained at all Marine Corps com- 
mands, organizations and activities, Regular and Reserve. 

Categories of individuals covered by the system: 

All military personnel assigned, attached to or .serving with a 
Marine Corps command, activity or organization to include recruit* 
training, formal military schools, operational units and training facili- 
ties. 

Categories; of records in the system: 

The individual training record may contain the following informa- 
tion pertinent to each individual: Name, rank, social security number, 
age, sex, military occupational specialty or specialties, date joined 
. unit, date of end of active service, date of birth, proficiency and 
conduct scores, physical fitness test scores, rifle and pistol qualifica- 
tion scores, gas mask size, blood type, leadership proficiency, military 
school and correspondence course records and results, special train- 
ing qualifications, weight and physical characteristics, medical record 
extracts addressing weight control and physical fitness, human rela- 
tions training experience, troop information exposure, general mili- 
tary subject test results, water survival qualification, instructor quali- 
fications, specialized equipment qualification, personal counseling 
records, foreign language qualifications, inspection results, etc. 

In the case of recruit training, special data as reflects remedial 
training, counseling, weakness or excellence, recruit questionnaires 
and reading evaluations may be included. 

For personnel attending formal schools, evaluation information and 
data reflecting successful completion or termination for cause may be 
included. 

Authority ifor maintenance of the system: 

Title 5, U.S.Code 301; Title 10, U. S. Code 5031 

Purpose(s): 
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To provide a record of all training received by members on active 
duty in the Marine Corps. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts - By Officials of duly, established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint comrnittee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U.S. - By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office relating to 
the Marine Corps. « 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, loose-leaf notebooks and card index 
files. 

Retrievabiiity: 

Files are retrievable by name and cross filed by social security 
number. 

Safeguards: 

Records are retained in controlled access areas and handled by 
trained and cleared personnel on a strict 'need-to-know* basis. 
Retention and disposal: 

Files are retained during the period the individual is assigned to 
the activity maintaining the record. Upon transfer' of the individual 
concerned, records are transferred with the individual or destroyed. 

In the case of drill instructor or recruit records, records are main- 
tained for four years after departure of individual, then destroyed. 

System manager(s) and address: 

The Commandant of the Marine Corps, . Headquarters, U.S. Marine 
Corps, Washington, DC 20380 
Notification procedure: 

Information may be obtained from the commander of the Marine 
Corps command, organization or activity to which the individual is 
assigned for duty or training. 

Record access procedures: 

Requests from individuals should be addressed to the commander 
of the cpmrnand, organization or activity to which assigned for duty 
or training. Addresses are as contained in the Navy Standard Distri- 
bution List (OPNAV P09B3-107). 

Written requests should contain name, rank, social security number 
aiid dates assigned to the activity addressed. In cases where individ- 
ual attended a formal school, name of course and course number 
should be included if available. 
^ Personal visits may be made to the activity in question any normal 
work day between 8 a.m. - 4:30 p.m. For personal visits individual 
should be able to provide valid personal identification. 

Contesting record procedures: 

The agency's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Training performance, evaluations, on-the-job performance evalua- 
tions, individual and instructor evaluations, individual service 
records, Manpower Management System, test and inspection results 
and training correspondence addressing individual concerned. 

Exemptions claimed for the system: ^ 

None. 

MMN00041 

System name: 

NonAppropriated Fund (NAF) Employee File. . 
System location: 

Primary system-Marine Corps Exchange Service Branch, Facilities 
and services Division, Installations and Logistics Department (Code 
LFE), Headquarters, U.S.Manne Corps, Washington, DC 20380. 

Decentralized segments-Marine Corps commands employing NAF 
personnel (see the organizational elements of the Marine Corps as 
listed in the Department of the Navy address directory appearing in 
the Federal Register). 



• Categories of individuals covered by the system: 

Personnel, to include off-duty military personnel, applying to or 
hired by Marine Corps commands which salaries are paid with NAF. 
File covers NAF employees whose employment was terminated for 
cause and those who resigned while the subject of a formal investiga- 
tive proceedings. 

Categories of records in the system: 

Records may contain any of the following documents and informa- 
tion on NAF employees - name, home address, home and office 
telephone number, social security number, employee application, per- 
sonal history statement, reference data, education, work experience, 
photograph, work permit, union participation, date of , birth, emergen- 
cy contact information, employee number, military grade (if applica- 
ble), job description, job assignment, application for group insurance 
and retirement plans (or signed waiver), leave and pay data, perform- 
ance reviews, reports of physical examinations, reports of accident/ 
traffic violations, warning notices of excessive absence and tardinees, 
reports of grievances hearings/disciplinary acion, record of court 
attendence, certified copy of completed military order for any annual 
duty tours with recognized military Reserve organizations, security 
clearance data, bad debt notices, employment compensation docu- 
ments, commendations and awards, separation information (to include 
the mailing address of the command from which the individual was 
separated.) 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To maintain NAF personnel records on employment acceptability , 
assignments, pay, promotion, performance ' evaluations, security, 
growth potential, leave, awards, benefits and entitlements, discipli- 
nary and grievances proceedings, appeals, discrimination complaints, 
retirement/separation, terminations, physical evaluations and audits. 

Routine uses of records maintained in the system, including catego- 
ries of users, and the purposes of siich uses: 

See the Blanket Routine Uses at the beginning of the published 
Marine Corps systems notices in the Federal Register. In addition, 
the following routine uses apply. 

By court order in connection with matters before a federal; state 
or municipal court; 

To investigative, security and law enforcement agents Federal 
agencies who have submitted written requests for access to the file, 
with jurisdiction thereof, pertaining to the conduct of Government 
business under their respective jurisdictions and the names of speci- 
fied agents having a need for such access. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' . 

Paper records in file folders and binders, magnetic tapes and disc. 

Retrievabiiity: 

Alphabeti'caly, by social security number or NAF identification 
number. 
Safeguards: 

Respective commands employ one or more safeguards such as 
lockecl containers, locked rooms, locked buildings, access by author- 
ized personnel only, and employment of security guards. 

Retention and disposal: 

Records are maintained for period of employment plus five years. 
Records of employees transferring to another NAF activity are trans- 
ferred to the new activity. Records of separated employees are trans- 
ferred to the National Personnel Record Center, 111 Winnebago 
Street, St. Louis, Missouri 63118. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps (Code LFE), Washington, DC 20380 
Notification procedure: 

Information may be obtained from the system manager. 
Record access procedures: 

Request should be address to the system manager. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Employee applications, personal interviews,* former employers and 
supervisors, investigative and law enforcement agencies, originators 
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of correspondence, employee references, schools, physicians and em- 
ploying command. 

Exemptions claimed for the system: 

None. 

MMN00042 

System name: 

Marine Corps Locator Files. 
System location: 

System is decentralized - maintained at Marine Corps commands, 
organizations and activities. 
Categories of individuals covered by the system: 
A locator file of assigned military and civilian personnel. 
Categories of records in the system: 

Locator files may contain any of the following information on 
officer, enlisted and civilian personnel assigned to respective com- 
mands, organizations and activities of the Marine Corps: Name, rank/ 
grade, date of rank, selection for promotion, social security number, 
billet title, lineal number, Table of Organization line number, home 
address and telephone number, office code, room number and tele- 
phone number, new mailing address of transferred personnel, prior 
mailing address of newly assigned personnel, marital status, name of 
spouse, names of children, name and address of next of kin, military 
occupational specialty, date of birth, pay entry base date, expiration 
of active service date, home state, educational background, state 
where admitted to bar, identification badge number, payroll number, 
government vehicle drivers license date, rotation "tour date, overseas 
control date, date report to respective command, organization or 
activity, occupation address and telephone number of inactive Re- 
serves and security clearance data. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301 

Purpose(s): 

To provide a record of location of both military and civilian 
personnel for use in the execution of official duties by Marine Corps 
personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee thereof, any 
joint committee of joint committee on matters within their jurisdic- 
tion requiring disclosure of the files. 

The Comptroller General of the U.S. - By the Comptroller Gener- 
al of any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office, relating to 
th Marine Corps. 

U.S. Postal Service - By duly designated Postal Officials pertaining 
to matters properly within the purview of the U.S. Postal Service. 

Courts - By Officials of duly established local, state, and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Books, cards, rosters, strip files, file folders, loose leaf binders, log 
books, embossed plates, microfilm/fiche or magnetic records and 
discs. 

Retrievability: 

The data contained on magnetic records can be displayed on 
cathode-ray tubes, computer printed on paper, and converted to 
microform for information retrieval; the data in file folders and other 
documents is retrieved manually. Normally, all types of records are 
retrieved by social security number and name. 

Safeguards: 

Marine Corps commands, organizations and activities employ one 
or more safeguards such as limited controlled distribution, employ- 
ment of security guards, accessibility by authorized personnel only, 
locked containers, locked rooms or locked building. 

Retention and disposal: 

Permanent. Updated as required. 

System manager(s) and address: 

The Commandant of the Marine Corps, Headquarters, U.S. Marine 
Corps, Washington, DC 20380. 
Notification procedure: 



Information may be obtained from the individual command, orga- 
nization or activity to which individuals are assigned for duty. Ad- 
dresses are as listed in the Navy Standard Distribution List (OPNAV 
P09B3-107). 

Record access procedures: 

Individuals may visit or request information by correspondence to 
the individual command, organization or activity as listed in the 
Navy Standard Distribution List (OPNAV P09B3-107). 

Written requests for information should contain full name of the 
requester, his social security number and his signature. 

For personal visits, the individual will be required to provide such 
proof of identification as his drivers license, his active, Reserve or 
retired identification card, his Armed Forces Report of Transfer or 
Discharge (DD Form 214) or such other data sufficient to insure that 
the individual is the subject of the inquiry. 

Contesting record procedures: 
. The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. . 

Record source categories: 

Service Record Book, Officer Qualification Record, Manpower 
Management System, Reserve Personnel Management Information 
System, Unit Diaries, Combined -Lineal Lists of active duty and 
reserve commissioned and Warrant Officer, Tables of Organization, 
Official Orders, Civilian Personnel Records, other Marine Corps 
activities, and individuals concerned. 

Exemptions claimed for the system: 
. None; 

MMN00043 

System name: 

Marine Corps Recreation Property Records and Facilities. 
System location: 

Marine Corps activities maintaining recreation files. 
Categories of individuals covered by the system: 

Authorized personnel to utilize special services facilities. 
Categories of records in the system: 

Usage data records on each activity. . 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. .Code 5031 ' 

Purpose(s): 

To provide a record of all personnel authorized to use recreation 
property and facilities at Marine Corps activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Congress of the U.S. - By the Senate or the House of Representa- 
tives of the U.S. or any committee or subcommittee of joint commit- 
tee on matters within their jurisdiction requiring disclosure of the 
files. 

The Comptroller General of the U.S. - By the Comptroller Gener- 
al or any of his authorized representatives in the course of the 
performance of duties of the^General Accounting Office relating to 
the Marine Corps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

In paper records in file folders. 
Cards files and :usage logs. 
Retrievability: 

Alphabetical by name for property cards. 

By activity usage logs. 

Safeguards: 

Records are maintained in a metal file in, the recreation property 
compound and athletic/ recreation office. During non-operating 
hours, the activity is locked. 

Retention and disposal: 

Usage logs are maintained for one to four years. 

Until equipment is returned or recreation fund is reimbursed. 

System' manager(s) and address: 

Local Commanding Officers. See Directory of Department of the 
Navy mailing addresses. 
Notification procedure: 
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Local Commander. 
Record access procedures: 

Information may be obtained from local Commander. 
Contesting record procedures: 

The Marine Corps rules for contesting and appealing initial deter- 
minations may be obtained from the SYSMANAGER. 
Record source categories: 
Individual activities, individuals, ID cards. 
Exemptions claimed for the system: 
None. 

MMN00044 

System name: 

Equal Opportunity Information and Support System. 
System location: 

Commandant of the Marine Corps (Code MPH), Headquarters, 
U.S. Marine Corps, Washington, DC 20380 and all Marine Coqjs 
activities. See organizational elements of the U.S. Marine Corps as 
listed in the Directory of the Department of the Navy Activities. 

Categories of individuals covered by the system: 

Marine Corps military personnel who submit complaints of dis- 
crimination and Marine Corps military personnel who are under 
formal or informal investigation as a result of complaints of discrimi- 
nation. 

Categories of records in the system: 

Correspondence and records compiled pursuant to the processing 
of a complaint concerning discrimination, incident data, endorsements 
and recommendations, formal and information investigations concern- 
ing aspects of equal opportunity. 

Authority for maintenance of the system: 

Title VII of the Civil Rights Act of 1964, as amended, 42 U.S.C. 
2000e-16(b) and (c). 
Purpose(s): 

To provide a record of military personnel who have submitted 
complaints of discrimination and a record of any formal or informal 
investigation as a result of the discrimination complaint. 

Routine uses , of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Officials and employees of other Departments and agencies of the 
Executive Branch of government, upon request, in the performance 
of their official duties related in equal opportunity matters. 

The Senate or the House of Representatives of the United States 
or any committee or subcommittee thereof, any joint committee of 
Congress or any subcommittee of joint committees on matters within 
their jurisdiction requiring disclosure of the files of Marine Corps 
military personnel. When required by Federal Statute, by Executive 
Order, or by treaty, personnel record information will be disclosed to 
the individual, organization, or governmental agency as necessary. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper files and file folders. 
Retrievability: 

Files are retrieved alphabetically by name of the complainant or by 
the name of the individual who is the subject of the complaint. 
Safeguards: ' 

Files are stored in filing cabinets. After normal working hours, 
rooms are locked. Building is located in controlled access area with 
security guards on 24 hour duty. Access to files is limited to official 
capacity on a need-tb-know basis. Files held by field activities are 
maintained in areas accessible only to authorized personnel that are 
properly training. 

Retention and disposal: 

Records disposed of two years after administrative closing of the 
case. 

System manager(s) and address: 

Commandant of the Marine Corps (Code MPH), Attn: Equal Op- 
portunity Officer, Headquarters, U.S. Marine Corps, Washington, 
DC 20380, telephone 202-694^2895. 

Notification procedure: 

Correspondence pertaining to files maintained should be addressed 
to: Commandant of the Marine Corps (Code MPH), Headquarters, 
U. S. Marine Corps, Washington, DC 20380. 



Written request for information should contain the individual's 
name, social security number, and signature. 

Personnel visits may be made to Headquarters, U.S. Marine Corps 
(Code MPH), Columbia Pike and Arlington, Ridge Road, Arlington, 
Virginia 22214. Individuals should be able to provide personal identi- 
fication to include valid military identification or two valid civilian 
items of identification such as driver's license, passport, credit cards, 
etc. 

Record access procedures: 

Requests should be addressed to the System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual are contained in SECNAVINST 
S211.5C and 32 CFR 701.1 etseq. Additional information may be 
obtained from the System Manager. 

Record source categories: 

Individual concerned, other systems, investigations, witnesses and 
correspondents. 

Exemptions claimed for the system: 
None. , 
MMN00045 

System name: 

- Automated Recruit Management System (ARMS). 
System location: 

Primary System— Headquarters Marine Corps (Code M&RA), 
Washington, DC 20380-0001. 

Decentralized System — Each Recruiting Station, District Head- 
quarters, Marine Corps Recruit Depot and School of infantry within 
the Marine Corps. U.S. Marine Corps official mailing - addresses are 
incorporated into Department of the Navy's mailing addresses, pub- 
lished as an appendix to the Navy's compilation of record system 
notices. 

Categories of individuals covered by the system: 
All Marine Corps Regular and Reserve recruits. 
Categories of records in the system: 

File contains information voluntarily provided by recruits as con- 
tained on the Application for Enlistment — 'Armed Forces of the 
United States. 

Authority for maintenance of the system: 

5 U.S.C. 301; 10 U.S.C. 5013; and Executive Order 9397. 

Purpose(s): 

To provide a record on all Marine Corps recruits for use in 
tracking from entry through Marine combat training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Marine Corps "Blanket Routine Uses" that appear at the 
beginning of the agency's compilation of systems notices apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The file will be stored via on-line disk with backup on magnetic 
disk with backup on magnetic tape. Backup audit trail record will be 
available at the point-of-entry. 

Retrievability: 

Standard reports and ad hoc retrievals are generated from remote 
terminals using a data base management system. Additionally, up- 
dates and record browsing may be accomplished in the interactive 
mode through keying Social Security Number. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel that are properly screened, cleared, and trained. "Hard copy" 
or paper output from the system is stored in locked containers. 
System software contains user passwords to lock out unathorized 
access. System software contains partitions to limit access to, appro- 
priate organizational level. 

Retention and disposal: 

On-line magnetic records will be maintained for one year after 
completion of recruit training. Records are then retired to a "history 
file" where they will be retained for a period of four years and then 
destroyed. 

System manager(s) and address: 
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Commandant of the Marine Corps (M&RA), Headquarters, U.S. 
Marine Corps, Washington, DC 20380-0001. 
Notification procedure: 

Individual seeking to determine whether this system of records 
contains information about their ARMS records should be addressed 
to the Commandant of the Marine Corps (M&RA), Headquarters, 
U.S. Marine Corps, Washington, DC 20380-0001. 

Written requests for information should contain the full name and 
Social Security Number of the individual. 

The requester may also visit any Marine Corps Recruiting Station 
to determine whether ARMS contains records pertaining to him/her. 
In order to personally visit a Recruiting Station and obtain informa- 
tion, individuals must present proper identification such as driver's 
license, or some other suitable proof of identity. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
manding Officer of the activity to which they were assigned. 

The requester may also visit any Marine Corps Recruiting Station, 
District Headquarters, Marine Corps Recruit Depot or Marine Corps 
School of Infantry, to determine whether ARMS contains records 
pertaining to him/her. In order to personally visit a Recruiting Sta- 
tion, District Headquarters, Marine Corps Recruit Depot or Marine 
Corps School of Infantry, and obtain information, individuals must 
present proper identification such as military identification, if a serv- 
ice member, driver's license, or some other suitable proof of identity. 

Contesting record procedures: 

The Department of the Navy rules for contesting contents and 
appealing initial determinations by the individual concerned are pub- 
lished in Secretary of the Navy Instruction 5211.5; Marine Corps 
Order P5211.2; 32 CFR part 701; or may be obtained from the 
system manager. 

Record source categories: 

The Recruiting Station, Marine Corps Recruit Depot, School of 
Infantry and directly from the individual recruit. 
Exemptions claimed for the system: 
None. 

MMN00046 

System name: 

Recruit Incident System. 
System location: 

Marine Corps Recruit Depot, Parris Island, South Carolina 29905 
and Marine Corps Recruit Depot, San Diego, California 92140. 

Categories of individuals covered by the system: 

All Marine Corps military personnel who have violated recruit 
training standard operating procedures. 

Categories of records in the system: 

Identifying information consisting of name, grade, last four digits 
of social security number, unit, date of offense, source of allegation, 
type of action, date of action, type of abuse, charges and description 
of charges, and whether or not individual is relieved of duties. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301, Departmental Regulations; Title 10, U.S. 
Code 5031 

Purpose(s): 

To provide a record of all drill instructors who have abused 
recruits for use in reporting to officials at Headquarters Marine 
Corps. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the Blanket Routine Uses at the Head of the published Marine 
Corps system notices in the Federal Register. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The file is stored in hard back binders. 
Retrievabiiity: 

Records retrieved by name or last four digits of social security 
number. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel only during normal working hours. After normal working 
hours, rooms are locked and the buildings are controlled by security 
guards who are properly cleared and trained. 



Retention and disposal: 

Information in hard back binders maintained three years from the 
recruit incident and then destroyed. 
System manager(s) and address: 

Depot Instructor, Marine Corps Recruit Depot, Parris Island, 
South Carolina 29905 and Depot Inspector, Marine Corps Recruit 
Depot, San Diego, California 92140. 

Notification procedure: 

Information may be obtained from the SYSMANAGER. 
Record access procedures: 

Requests should be addressed to the SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual are contained in SECNAVINST 
5211.5A and 32 CFR 701.1 et. seq. Additional information may be 
obtained from the SYSMANAGER. 

Record source categories: 

Information obtained from courts-martial or office hours proceed- 
ings. 

Exemptions claimed for the system: 

None. 

MMN00047 

System name: 

Officer Slate File System. 
System location: 

Officer Assignment Branch, Personnel Management Division, 
Headquarters, IJ.S. Marine Corps (Code MMOA), Washington, DC 
20380. 

Categories of individuals covered by the system: 

Active duty officers and enlisted personnel selected for warrant 
officer whose active duty component code is 1 1 thru 13, CI thru C6; 
andCH. 

Categories of records in the system: 

The Officer Slate File contains assignment data pertinent to each 
individual officer's future assignment and sufficient data relative to 
his present assignment to determine the billet to which the officer is 
assigned. 

Authority for maintenance of the system: 

10 U.S.C. 5031, Secretary of the Navy; responsibilities. 

PurposeCs): 

To provide a record of assignment data on officers for use in 
affecting an officer's assignment to the next duty station. 

Routine uses of records maintained in the system, including Catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on magnetic discs and back-up generations are 
stored on magnetic tape. Back-up tapes are maintained for approxi- 
mately one week and then erased. 

Retrievabiiity: 

Records are accessed by social security number. 
Safeguards: 

a. Hard-wired , terminals which operate on an on-line interactive 
mode support this system. System information is protected by the 
following software features: User account number; user identification 
number; password, and the file is in a *restricted* status for use by the 
Officer Assignment Branch only. 

b. Access to the building in which the terminals and computer 
system is protected by a security agency and requires positive identi- 
fication for admission. Access to the terminals is under the control of 
authorized personnel during working hours. Office spaces in which 
the terminals are located are locked " after working hours, and 
checked in the evening by the designated staff duty officer at Head- 
quarters Marine Corps. 

Retention and disposal: 

Records are retained for the period an officer is on active duty. 
Officers reporting to active duty are added to the file automatically 
and those officers being transferred to other than active duty status 
are deleted from the file automatically. This process occurs once 
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each week to coincide with the updating of the Manpower Manage- 
ment System. Back-up generations are retained for approximately one 
week in the event a systems failure/error requires the file to restored. 
After this time the back-up tape is erased. 
System manager(s) and address: 

The Commandant of the Marine Corps (Code MMOA) 

Headquarters Marine Corps 

Washington, DC 20380 

Telephone: (202) 694-3078 
Notification procedure: . 

Inquiries should be directed to the System Manager at the address 
indicated. , 

Record access procedures: 

Requests from individuals should be address to: The Commandant 
of the Marine Corps (Code MMOA), Headquarters U.S. Marine 
Corps, Federal Office Building 2, Washington, DC 20380. 

Written requests for information -should contain the full name of 
the individual, date and place of birth, social security number and 
signature. 

For personal visits, the individual should be able to provide mili- 
tary identification to ensure that the individual is the subject of the 
inquiry. 

An active duty officer may obtain future assignment data on him- 
self by telephone by contacting his assignment monitor and providing 
sufficient information to properly identify himself to his assignment 
monitor. 

Contesting record procedures: 

The agency*s rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
system manager.' 

Record source categories: 

Information in the system is obtained from the officer*s comniand, 
the individual officer concerned, officer assignment monitor and the 
Manpower Msmagement System. ' ' 

Exemptions claimed for the system: 

None. 

MMN00048 

System name: 

Performance Evaluation Review Board. 
System location: 

The Career Planning Branch (Code MMCP), Personnel Manage- 
ment Division, Headquarters, U.S. Marine Corps, Washington, DC 

20380 

i Categories of individuals, covered by the system: 

Any member or former member of the Marine Corps who has 
submitted a petition , to the Performance Evaluation Review Board. 

Categories of records in the system: 

The file contains identifying data on the petitioner, date of request, 
action requested, activity member attached to at time of alleged 
error, any subsequent board decisions and record of petitioner notifi- 
cation. 

Authority for maintenance of the system: 
lOU.S.C. 5031; U.S.C. 301. 
Purpose(s): 

To provide a record of petitions submitted to the Performance 
Evaluation Review Board. 

Routine uses of records maintained in the. system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on magnetic disks and back-up generations are 
stored on magnetic tape; paper records are stored in file folders. 
Retrievability: 

Records are accessed by social security number and docket 
number. , . - 

Safeguards: 

System information is protected by the folio wing, soft ware features: 
User account number; user identification number; password and the 
file is restricted to authorized personnel only. The office where the 
terminal is located is locked after official \yorking hours. Access to 
the building where the terminal and the computer system is located is 



protected by security guards who require positive identification for 
admission. 

Retention and disposal: 
. Records are retained 1 year after completion of case and then 
destroyed by erasing magnetic tapes. Back-up- tapes are maintained 
approximately 3 years and then erased. 

System manager(s) and address: 

Commandant of the Marine Corps (Code MMCP) 
Headquarters, U.S. Marine Corps 
Washington, DC 20380 

Notification procedure: 

Inquiries should be directed to the system* manager at the address 
indicated. 
Record access procedures: 

Requests for access should be addressed to the Commandant of the . 
Marine Corps (Code MMCP), Headquarters, U.S. Marine Corps, 
Washington^ D.C. 20380. Written requests for information should 
contain the full name of the individual, social security number and 
signature. Individuals may inquire in person at the Career Planning 
Branch (Code MMCP), Federal Office Building #2, Columbia Pike 
and Arlington Ridge Road, Arlington, Virginia. For personal visits, 
the individual should provide military identification or driver's li- 
cense for proof of identification. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained for the 
system manager. 

..Record source categories: 

Information in the system is obtained form the individual, Man- 
power Management System and the Performance Evaluation Review 
Board. 

Exemptions claimed for the system: 
None. 

MMN00049 

System name: 

Manpower Management Information System. 
System location: 

Marine Corps Base, Camp Lejeune, North Carolina 

Categories of individuals covered by the system: 

All Marines who are joined to Base organizations and filling a 
Table of Organization (T/O) line number; all non-chargeable military 
personnel who are administratively attached to Base organizations 
(except students); and wage, grade employees assigned to Base and 
tenant units. 

Categories of records in the system: 

Files contain personal identification data such as name, social secu- 
rity number, pay grade, miUtary occupational specialities, dates cur- 
rent tour began and other information extracted from the existing 
Manpower Management System and Naval Automated Civilian Man- 
power Information System master records. 

Authority for maintenance of the system: 

Title 10, U.S.C. 5031 . 

Purpose(s): 

To provide a record of all personnel joined to base organizations 
for identification by Table of Organization (T/O), administrative 
attachment or assignment to tenant unit. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See the Blanket Routine Uses at the head of the published Marine 
Corps systems notices in the Federal REcrsTER. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on magnetic tape and disk. 
Retrievability: 

' Records are accessed by social security number and T/O line 
number. 
Safeguards: 

Building has a 24-hour secui-ity watch. Computer terminals and 
records and located in areas accessible only to authorized personnel 
that are properly screened, cleared and tr^iined. Use of terminals 
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requires knowledge of passwords. Terminals are physically locked 
when not being used by authorized personnel. 
Retention and disposal: 

Records on magnetic disk are retained from one file recreation to 
the next, generally one month. Magnetic tapes are forwarded to 
Headquarters, U.S. Marine Corps. 
System maiiager(s) and address: 

Assistant Chief of Staff for Manpower 
Marine Corps Base 
Camp Lejeune, North Carolina 28542 
Telephone: (919) 451-2220 
Notification procedure: 

Requests from individuals should be addressed to the system man- 
ager. Written requests for information should contain the full name 
and social security number, date and place of birth and signature of 
the individual concerned. For personal visits, the individual should 
be able to provide identification bearing picture and signature or 
sufficient verbal data to ensure that the individual is the subject of 
inquiry. 

Record access procediires: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agericy*s rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Information in the system is obtained from the Manpower Manage- 
ment System, the Naval Automated Civilian Manpower Information 
System, the Table of Manpower Requirements, from the individual's 
commanding officer or supervisor, and from the individual. 

Exemptions claimed for the system: 

None. 

MMN00050 

System name: 
Drill Instructor Evaluation Files System. 
.System location: 

Marine Corps Recruit Depot, Parris Island, South Carolina 29905- 
5001 and Marine Corps Recruit Depot, San Diego, CA 92140-5001 

Categories of individuals covered by the system: 

All Marine Corps personnel assigned to the drill instructor military 
occupational specialty. 

Categories of records in the system: 

All data required in the processing and training of drill instructors 
and execution of drill instructor duties. 
Authority for maintenance of the system: 

Title 10, U.S. Code 5031; E.O. 9397 
Purpose(s): 

To provide a record of training and quality of performance of 
Marine Corps personnel assigned as drill instructors. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The files are stored in file folders. 
Retrievability: 

Records are maintained in areas accessible only to authorized per- 
sonnel during normal working hours. After normal working hours, 
rooms are locked and the area is patrolled by military police. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel only during normal working hours, rooms are locked and the 
area is patrolled by military police. 

Retention and disposal: 

The flies are stored for two years after, completion of drill instruc- 
tor duties and then destroyed. 
System manager(s) and address: 

Commanding Officer, Recruit Training Regiment, Marine Corps 
Recruit Depot, Parris Island, SC 29905-5001 and Commanding Offi- 



cer, Recruit Training Regiment, Marine Corps Recruit Depot, San 
Diego, CA 92140-5001 
Notification procedure: 

Information may be obtained from the system manager. Requesting 
individuals should specify their full names. Visitors should be able to 
identify themselves by any commonly recognized evidence of identi- 
ty. Written requests must be signed by the requesting individual. 

Record access procedures: 

The agency's rules for access to record may be obtained from the 
system manager. . . .. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Information is obtained from instructors, units and civilians that 
were involved with training, evaluating and processing drill instruc- 
tors. . 

Exemptions claimed for the system: 
None. 

MMN00051 

System name: 
Individual Recruiter Training Record. 
System location: 

Files are located at individual Recruiting Stations and Substations. 
Categories of individuals covered by the system: ^ 
File contains training and performance information on recruiters. 
Categories of records in the system: 

All information pertaining to the training and performance of re- 
cruiters. 

Authority for maintenance of thie system: 
Title 10, U.S. Code 5031; E.O. 9397 
Purpose(s): 

To provide a record of the performance of Marine Corps recruit- 
ers from initial training phase through completion of recruiting 

duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. ■ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The files are stored in file folders. 
Retrievability: 

Records retrieved by name or laist four digits of the service mem- 
ber's social security number. 
Safeguards: ^ 

Records are accessible only to authorized personnel during normal 
working hours. After normal working hours, files stored in locked 
offices. 

Retention and disposal: 

The files are maintained two years after completion of recruiting 
duties, at which time they are destroyed. 
System manager(s) and address: 

Commanding General, Marine Corps Recruit Depot/Eastern Re- 
cruiting Region, Parris Island, SC 29905-5001 and Commanding Gen- 
eral, Marine Corps Recruit Depot/Western Recruiting Region, San 
Diego, CA 92140-5001 

Notification procedure: 

Information may be obtained from the system manager. Requesting 
individuals should specify their full name. Visitors should be able to 
identify themselves by any commonly recognized evidence of identi- 
ty. Written request must be signed by the requesting individual. 

Record access procedures: 

The agency's rules for access to record, may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
system manager. ' • > - 
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Record source categories: 

Information is obtained from formal military schools, units and 
command officers. 

Exemptions claimed for the system: ^ 
None. 

MMTOOOOl -i 

System name: 

Dependent (Title 6) Schools Records System. 
System location: 

Dependent (Title 6) Schools located at Marine Corps installations. 
Categories of individuals covered by the system: 
All students enrolled in Dependent " (Title 6) Schools location at 
Marine Corps installations. . 
Categories of records in the system: 

System consists of individual student records, master schedule, 
student schedule, student class lists, student scheduling cards, etc. 
Information consists of student academic performance, attendance, 
discipline, activities, aptitude, health and emergency record data to 
properly administer and assist the student while enrolled in the par- 
ticular school or school system. 

Authority for maintenance of the system: 

Title 5, U.S. Code and Title 6 U.S. Code 

Purpose(s): 

To provide a record of all students enrolled in Dependent (Title 6) 
Schools at Marine Corps activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Other Federal Agencies - By Officials and employees of the other 
Federal Agencies in the execution of their assignment as such duties 
pertain to Dependent (Title 6) Schools. 

State and Local Education Agencies - By Officials and employees 
of state and local education agencies in the execution of their Official 
duties as such duties pertain to Dependent (Title 6) Schools. 

. Courts - By Officials and employees of local, state, and federal 
courts as dictated by court order. * 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in file folders, machine workable cards, and 
other Data Processing mediums. 
Retrievability: 

Information is retrieved by student name or student number^ 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel and handled by personnel who have been cleared and trained 
in handling of personnel information. 

Retention and disposal: 

Records are maintained during the period of student enrollment 
and for a period of up to three years after student departure from the 
rolls of the school. Records are then destroyed or retired to the 
Army Records Center, St. Louis, Missouri. 

System manager(s) and address: 

Superintendent of the school system in which the particular stu- 
dent is enrolled. 
Notification procedure: 

Information may be obtained from the particular school, or school 
system in which the student is enrolled: Commanding General (Attn: 
Supt Depn Scol) Marine Corps Base,. Quantico, Virginia 22134; Com- 
manding General, (Attn: Supt Depn Scol), Marine Corps Base, Camp 
Lejeune, North Carolina 28542; Commanding Officer, (Attn: Supt 
Depn Scol), Marine Corps Air Station, Beaufort, South Carolina. 

Record access procedures: 

The rules for access to records may be obtained from the appropri- 
ate SYSMANAGER. 

Contesting record procedures: 

Rules for contesting the contents of records and appealing initial 
determinations by the individual concerned may be obtained from the 
appropriate SYSMANAGER. 

Record source categories: 

Information is obtained from individual concerned, his teacher, 
administrators,' and other professional health and education personnel. 



Exemptions claimed for the system: 

None. • : 

/■ MMT00002 

System name: 

Marine Corps Institute Correspondence Training Records System. 
System location: 

Marine Corps Institute, Box 1775, Washington, DC 20013 
Categories of individuals covered by the system: 
All enrollees in Marine Corps Institute correspondence courses. 
Categories of records in the system: 

Records contain information for identifying enrollees, their ad- 
dresses, their progress in the course of study, and the results of their 
final examinations.' 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031 

Purpose(s): 

To provide a record of all students enrolled in the Marine Corps 
Institute correspondence courses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the. 
Marine Corps compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, microfiche, magnetic tape, and magnetic disks. 

Retrievability: 

Name and SSN. 

Safeguards: 

Access provided on a need to know basis only. During non- 
working hours, the doors to the Institute are locked. 

Retention and disposal: 

Retained indefinitely. 

System manager(s) and address: 
. Student Services Officer, Marine Corps Institute, Marine Barracks, 
Box 1 775, Washington, DC 2001 3 

Notification procedure: . 

Apply in writing to SYSMANAGER. Provide full name, social 
security number or service number, date of completion or enroll- 
ment, course number, and course title. 

Record access procedures: 

The agency's i-ules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency*s rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained froiii the 
SYSMANAGER. 

Record source categories: 

Information in the system is obtained from enrollment applications 
and subsequent forms submitted by the enrollee, from the individual's 
commanding officer, from the Marine Corps Manpower Management 
System, and from Marine Corps Automated Services Center, Kansas 
City. 

Exemptions claimed for the system: 
None. 

MRSOOOOl 

System name: 

Reserve Manpower Management and Pay System (REMMPS). 
System location: 

Primary System - Marine Corps Central Design and Programming 
Activity, 1500 East Bannister Road, Kansas City, Missouri 64131 

Decentralized Segments - Input to the system is limited to the unit 
diary submission of the Marine Corps Reserve unit to which the 
individual is assigned for administration. Output from the system is 
available at the following locations: Department of Defense, Head- 
quarters, U. S. Marine Corps, 4th Marine Division, 4th Marine Air- 
craft Wing, Marine Corps Finance Center, Marine Corps Reserve 
Support Center, and the Marine Corps Reserve unit to which the 
individual is assigned. Addresses of each Distribution List (OPNAV- 
PO9B3-107). 
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Categories of individuals covered by the system: 
Marine Corps Reservists in the Selected, Individual Ready, Stand- 
by, and Fleet Marine Corps Reserve categories. 
Categories of records in the system: 

File contains the master personnel records to include personal 
identification, education, training, military occupational specialties, 
contractual agreements, pay and other data required for effective 
personnel management and administration. 

Authority for maintenance of the system: 

Title 5. U.S.C. 301, Title 10, U.S. C. 5031 

Purpose(s): 

To provide a record of pay and personnel data on Reserve person- 
nel for use in the management and administration of Reserve person- 
nel resources. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. 

Courts - By officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U. S. - By the Senate or the House of Represent**- 
tiyes of the U. S. or any committee or subcommittee thereof, any 
joint committee of Congress or subcomittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U. S. - By the Comptroller Gen- 
eral or any of his authorized representatives in the course of the 
performance of duties of the General Accounting Office relating to 
the Marine Corps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Information is contained on magnetic tapes and disks. 
Retrievability: 

Information is retrieved by social security number. 
Safeguards: 

Records are maintained in facilities accessible only to authorized 
personnel that are properly screened, and trained. 
iRetention and disposal: 

Records are retained for six months after separation of the individ- 
ual Marine reservists. After' six months, records are destroyed except 
for an historical listing of separations which is recorded on micro- 
fiche for permanent retention at the Marine Corps Reserve Support 
Center, Kansas City, Missouri. 

System manager(s) and address: 

The Commandant of the Marine Corps, Headquarters, U.S; Marine 
Corps. Washington, DC 20380 
Notification procedure: 
Information may be obtained from: 

The Commandant of the Marine Corps (Code RES) 

Headquarters, U.S. Marine Corps 

Federal Office Building #2 

Washington, DC 20380 

Telephone: Area Code 202/694-1842. 
Record access procedures: 

Requests from individuals should be addressed to: The Comman- 
dant of the Marine Corps (Code RES), Headquarters, U.S. Marine 
Corps, Washington, DC 20380. 

Written requests for information should contain the individual's full 
name, social security number and signature. 

For personal visits, the individual should be able to provide some 
acceptable identification such as military identification card, driver's 
license or other type of identification bearing picture and signature to 
insure the individual is the subject of the inquiry. 

Contesting record procedures: 

The Marine Corps rules for contesting contents and appealing 
initial determinations may be obtained from the SYSMANAGERi 
Record source categories: 

The individual having administrative responsibility for the Marine, 
the Marine Corps Reserve Support Center, and authorized personnel 
of Headquarters, U.S. Marine Corps. 

Systems interface with active force Joint Uniform MiHtary Pay 
System/Manpower Management System. 

Exemptions claimed for the system: 

None. 



MRS00002 

System name: 

Marine Corps Reserve Support Center (MCRSC) Management 
System. 

System location: 

Primary System - The Director, Marine Corps Reserve Support 
Center, 10950 El Monte, Overland Park, Kansas 66211-1408. 

Decentralized System - At Marine Corps mobilization and prior 
service recruiting stations. 

Categories of individuals covered by the system: 

Marine Corps Reservists in the Individual Ready Reserve, Standby 
Reserve, Fleet Marine Corp^ Reserves, Individual Mobilization Aug- 
mentees, Selected Marine Corps Reserves. Full-Time Support (FTS) 
Marine Reserves, active duty Marines attached to the MCRSC, and 
civilian employees of MCRSC. 

Categories of records in the system: 

Personnel, financial, and manpower data records. Training history 
records for financial obligations and expenditures for reservists and 
reservist's qualifications, and program management records. 

Authority for maintenance of the system: 

Title 5, U.S. Code 301; Title 10, U.S. Code 5031; Title 10, U.S. 
Code 275; Title U.S. Code 652 

Purpose(s): 

To provide record of all personnel, financial and manpower data 
on all Marine Corps military and civilian employees attached to 
MCRSC. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Blanket Routine Uses that appear at the beginning of the Marine 
Corps compilation apply to to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Direct access storage device, magnetic tape, paper files, microfiche 
and other documents. 

Retrievability: 

Social Security Number, name, grade, and unit. 
Safeguards: 

Restricted access to building and all areas where data maintained. 
Records are maintained in areas accessible only to those personnel 
that are authorized and have been properly screened, cleared, and 
trained. The system contains security features designed to restrict 
unauthorized access. 

Retention and disposal: 

There are two types of files, permanent and working. After the 
Marine Reservist retires or is deceased, microfiche/paper records are 
sent to Headquarters Marine Corps for a period of six months. 
Thereafter, records are sent to the National Personnel Records 
Center, St. Louis, Missouri, indefinitely. Computer records are main- 
tained for a . minimum of three years in the National Archives. After 
three years, the tapes are erased. Working files are disposed of when 
obsolete. 

System manager(s) and address: 

Director, Marine Corps Reserve Support Center, 10950 El Moiite, 
Overland, Park, Kansas 66211-1408. 
Notification procedure: 

Information may be obtained from system manager. Requesters 
should provide proper verification of identity. On written requests, 
signature of the requesting individual is required. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the system manager. 

Record source categories: 

The individual, Marine Corps recruiting districts, depots, bases, 
and other duty stations. Headquarters Marine Corps. Veterans Ad- 
ministration, Civilian Personnel Records, and changes caused by. law 
are the principle sources of the information contained the MCRSC 
Management System. 

Exemptions claimed for the system: 
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None. 

MRS00003 
System name: • ' 

Marine Corps Reserve HIV Program. 
System location: 

Headquarters,* U.S. Marine Corps, (RESM-3), Washington, DC 
20380-0001. 

Categories of individuals covered by the system: 
Members of the Marine Corps Ready Reserve infected with the 
Human Immunodeficiency Virus. (HIV). 

Categories of records in the system: ^ 

Medical records, notifications of HIV-positivity. 
' Authority for maintenance of the system: ' 

10 U.S.C. 5041 (as amended). 10 U.S.C. 5042, 5252, 44 U.S.C. 
3101, 5 U.S.C. 301. and E.O. 9397. • 

Purpose(s):' ' 

To maintain a data base of all HIV-positive Marine Corps Reserv- 
ists. The system will be used to track all HIV-positive Reservists 
from the time they are identified as exposed to the HIV. to the time 
they arie transferred" to the Standby Reserve or discharged. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

None outside the Department of Defense. The Blanket Routine 
Uses identified in the annual recompilation of Marine Corps system 
notices in the Federal Register do not apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: * . 

Paper files are maintained in a locked filing cabinet. Additional 
information maintained in a Personal Computer (P/C). . 

Retrievability: 

Name and social security number. 
* Safeguards: 

Paper files are maintained in locked filing cabinets.. Access to the 
room where the P/C is maintained is monitored or controlled for 
access by authorized personnel only. Access to the automated 
records is through passwords and the room is locked when not 
monitored by authorized personnel. Building access is controlled by 
uniformed guards and doors are locked during non-duty hours. 

Retention and disposal: 

Paper files are maintained for five years, then destroyed. Informa- 
tion contained in the P/C is maintained for 10 years after the individ- 
ual's tenure with the Marine Corps and then destroyed. 
, System manager(s) and address: / 

Commandant of the Marine Corps, (Code RESM-3). Headquar- 
ters. U.S. Marine Corps, Washington, DC 20380-0001 . 

Notification procedure: 

Direct inquiries to the Commandant of the Marine Corps, (RESM- 
3), Washington, DC 20380-0001. Written inquiries should contain the 
name, social security number, date(s) of testing, military status and 
return address. Visitors should be able to identify themselves by any 
commonly recognized evidence of identity. 
' Record access procedures: 

The agency's rules for access to records may be obtained from the 
Systems Manager. 

Contesting, record procedures: 

The agency's rules for contesting contents, and appealing initial 
determinations by the individual concerned are contained in SEC- 
NAVINST 5211.5C (32 CFR part 701, subparts F and G) and may 
also be obtained from the systems manager. 

Record source categories: 

Information is derived from the individual's service medical and 
dental records. 

Exemptions claimed for the system: 
None. 



MTEOOOOl , 

System name:. 
Telephone Billing/ Accounting File. 
System location: 

All Marine Corps activities maintaining telephone accounts. 

Categories of individuals covered by the system: 

All military personnel, civilian contractors, concessions, and 
Marine Corps sponsored activities that are provided unofficial gov- 
ernment telephone service. 

Categories of records in the system: 

Files contain name, social security number, grade, military address, 
telephone number assigned to. individuals in the system, civilian con- 
tractor's business -address and business telephone numbers, ledger of 
itemized telephone service charges and payments, receipted bills, 
requests for service, account number, addressograph plate, cash col- 
lections vouchers for telephone deposits, and routine correspondence. 

Authority for maintenance of the system: 

Title 10, U. S. Code 5031 . > * 

Purpose(s): 

To provide a record amounts owned arid paid for t'elephone serv- 
ices at Marine Corps activities. The file is also used as a telephone 
directory service except for numbers unlisted. 

Routine uses of records maintained in the system, includinjg catego- 
ries of users and the purposes of such uses: 

The Blanket Routine . Uses that appear at the beginning of the 
Marine Corps compilation apply to this system. . . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper cards are maintained in filing cabinets and KARDEX files 
or in file folders. 
Retrievability: 

Information accessed and retrieved by name, address or telephone 
number. .* > . . 

Safeguards: 

Records are maintained in an area accessible only to authorized 
personnel and are under constant supervision. The building is locked 
during non-working hours and someone is on duty 24 hours a day. 

Retention and disposal: 

Records remain active until individual leaves the Marine Corps 
activity concerned. Records are- then transferred, to an inactive file 
for , four years and then destroyed. .' . 

System manager(s) and address: 

Commanding Officer of activity concerned. See Directory of De- 
partment of the Navy mailing addresses. 
Notification procedure: 

Information may be obtained from the individual command to 
which an individual is assigned for duty. Addresses of individual 
commands are listed in the, Navy Standard Distribution List 
(OPNAV PO9B-107). 

Record access procedures: 

Written requests from individuals should be addressed to the Com- 
manding Officer of the activity concerned. Activity addresses are as 
reported in the Navy Standard Distribution List. 

Written requests should include name and social security number 

and address^. 

For personal visits, the individual should be able to provide the 
proper military or civilian identification. 
Contesting record procedures: 

The rules for access to records and for contesting contents and 
appealing initial determination by the individual may be obtained 
from the SYSMANAGER. 

Record source categories: 

Application of the individual desiring telephone service in govern- 
ment housing aboard the activity. 
Exemptions claimed for the system: 
None. 
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How Systems are Arranged 

Department of the Navy systems of records are numbered to 
coincide with the subject matters identified in the Standard Subject 
Identification Code (SSIC). 

\ Each series of records has been assigned a major subject title, 
followed by a combined alpha-numeric identification number. For 
example, the systems of records containing fmancial information 
would be found under the major subject title. Financial Management. 
The range of identification of records will be from 7000 to 7999. The 
systems of records concerning military pay is 7220. If there are 
multiple systems of records maintained under this series, the identifi- 
cation number will be identified as N07220-1, N07220-2, N07220~3, 
etc. The last digit, i.e., -1,-2, ~3, indicates the first, second, and third 
systems of records within the category of military pay. 

When assigning numbers to systems of records, we identify the 
appropriate SSIC for the system and formulate the system number by 
adding **N" for Navy to the beginning of the number, followed by 
the SSIC number. "0" is placed after the "N" for SSIC codes 1000 
through 9999, since each system must begin with **N" followed by 
five digits. 

How To Use the Index Guide 

The systems of records maintained by the Department of the Navy 
are contained within the major subject title and numerical series of 
the SSIC. The list identifies each series in numerical order. Use the 
list to identify major areas of interest. 

System Identification Series 
Subject Series 

Military Personnel 

1000-1999 
Telecommunications 

2000-2999 
Operations and Readiness 

3000-3999 
. Logistics 

4000-4999 
General Administration 

5000-5999 ' . 

Medicine and Surgery 

6000-6999 
Financial Management 

7000-7999 
Ordnance Material Readiness 

8000-8999 
Ships Design and Material 

9000-9999 
General Material 

10000-10999 
Facilities and Activities 

11000-11999 
Civilian Personnel 

, 12000-12999 .': 
Aeronautical and Astronautical Material 

13000-13999 

For Further Assistance 

The Chief of Naval Operations^ is designated the Privacy Act 
Coordinator for the Department of the Navy. Any questions or 
assistance you may require should be addressed to the Chief of Naval 
Operations (OP-09B30), Room 5E521, Pentagon, Washington, DC 
20350-2000. POINT OF CONTACT is Mrs. Gwendolyn Aitken, 
Commercial (703) 614-2004/2817, Autovon 224-2004/2817. 

REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication ahd/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated other^yise within a 



particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the. relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A. record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that' the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. y ' . 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the, Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular' A-.l 9 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this, component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administra^tive authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered- into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
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Personnel ' Management concerning information on pay and . leave, 
benefits, retirement deductions, and any other information necessary, 
for the Office of Personnel Management to carry out its legally 
authorized Government- wide personnel, management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments maiy 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from thie Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection- 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of.OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

NOlOOl-1 

System name: 

Roster, Naval Reserye Law Units. 
/ System location: . 

Office of the Judge Advocate General (Code 62), Department of 
the Navy, 200 Stovall St., Alexandria, VA 22332-2400. 

Categories of individuals covered by the system: 

Listing of law program officers in Naval Readiness Commands 
having cognizance over Reserve affairs; listing of Naval Legal Serv- 
ice Offices; listing of the staff of the Director, Naval Reserve Law 
Programs; listing of Naval Reserve Law Company commanding offi- 
cers; and listing of members of law units. . $ 



Categories of records in the system: 

Roster contains names and locations of personnel associated with 
Naval Reserve Law Programs; names of law units, social security 
number, rank, home and office addresses, and telephone numbers. 

Authority for maintenance of the system: - 

10 U.S.C 806. 
Purpose(s): 

To facilitate and promote liaison between Naval Reserve Law 
Units, law program officers, the Director, Naval Reserve Law Pro- 
grams, and the Navy*s legal assistance program. It is an essential 
publication used by legal assistance officers Navy-wide. It apprises 
Naval Reserve Officers of the locations of Reserve units in order that 
they participate in the reserve law program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's, compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders. 
Retrievability: 

By names of members and location of Reserve units. 
Safeguards: : 

Records are maintained under the control of authorized personnel 
during working hours; the office space in which the rosters are 
maintained is locked outside official working hours. 

Retention and disposal: 

Rosters are retained for approximately two years and destroyed 
when a new edition is published. 
System manager(s) and address:. 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria. VA 22332-2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Judge Advocate General (Code 62), Department of the 
Navy, 200 Stovall St., Alexandria, VA 22332-2400. The request 
should contain full name, address, and social security number of the 
individual concerned and should be signed. 

Personal visits may be made to the Reserve Personnel Division, 
Office of the Judge Advocate General, Room 8N39, Hoffman Bldg 
II, 200 Stovall St., Alexandria, VA 22332-2400. Individuals should be 
able to supply proper identification, such as a picture ID or driver*s 
license. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Judge 
Advocate General (Code 62), Navy Department, 200 Stovall St., 
Alexandria, VA 22332-2400. " 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
SiZll.S; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Information is received from Reserve officers who participate in 
the Naval Reserve Law Programs. 
Exemptions claimed for the system: 
None. , 
NOlOOl-2 

System name: 

Naval Reserve Law Program Officer Personnel Information. 
System location: 

Office of the Judge Advocate General (Code 62), Department of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. 

Categories of individuals covered by the system: 

Applicants applying for appointment or transfer to Judge Advo- 
cate GeneraPs Corps of the Naval Reserve. 
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Categories of records in the system: 

Furnishes information as to applicant's qualifications and intentions 
to affiliate in Naval Reserve Law Program. 
Authority for maintenance of the system: 
10 use 806 
PurposeCs): 

Information is obtained to publish a Directory of Naval Reserve 
Judge Advocates* location, Reserve assignment, eitc. Information in 
the Directory is made available to Navy Judge Advocates, active 
and reserve, to enable them to locate and identify the legal expertise 
of Naval Reserve Judge Advocates in the various states with varying 
legal qualifications and State licenses and to permit contact between 
Navy Judge Advocates. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, stored in a file cabinet. 

Retrievability: 

By officer's name. 

Safeguards: 

Files are maintained in file cabinets under the control of authorized 
personnel during working hours; the office space in which the file 
cabinets are located is locked outside official working hours. 

Retention and disposal: 

Records are maintained for two years and then destroyed. 
System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, Va. 22332. 

Notification procedure: 

Information may be obtained from the: Office of the Judge Advo- 
cate General (Code 62), Department of the Navy, Room 9S05, Hoff- 
man Bldg II, 200 Stovall St., Alexandria, Va. 22332. Written requests 
must be signed by the requesting individual, and for personal visits, 
the individual should be able to provide some acceptable identifica- 
tion, e.g. Armed Forces identification card, driver's license, etc. 

Record access procedures: 

Requests should be addressed to: Judge Advocate General (Code 
62), Department of the Navy, 200 Stovall St., Alexandria, Va. 22332. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the system manager. 

Record source categories: 

Information is received from applicants who are applying for ap- 
pointment in the Judge Advocate Generals' Corps or from reserve 
officers requesting transfer to the system manager. 

Exemptions claimed for the system: 

None. 

NOlOOl-3 

System name: 
Naval Reserve Intelligence/Personnel File. 
System location: 

Commander, Naval Intelligence Command, 4600 Silver Hill Road. 
Washington, DC 20389 

Categories of individuals covered by the system: 
All officers and enlisted personnel of the Naval Reserve Intelli- 
gence Program and applicants for affiliation with the program. 
Categories of records in the system: 

File contains information relating to the individual's residence his- 
tory, education, professional qualifications, occupational history, for- 
eign country travel and knowledge, foreign language capabilities, 
history of active military duty assignments and military reserve 
active duty training and background investigation, qualifications for 
active military, duty assignments and military promotions. 

Authority for maintenance of the system: 

National Security Act of 1947, as amended; 5 U.S.C. 301, Depart- 
mental Regulations; 10 U.S.C. 503; Department of the Navy; 10 



U.S.C. 6011; Departmental Regulations; 44 USC 3101, Records Man- 
agement by Federal Agencies. 
PurposeCs): 

To determine qualifications for members of the Naval Reserve 
Intelligence Program and to provide a personnel management device 
for career development programs, manpower and personnel require- 
ments for program activities, assignment of support projects of the 
reserve program and mobilization planning requirements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for'storing, retrieving, accessing, retaining, and 
disposing of records in the system: - 

Storage: 

Computerized magnetic tapes; microform; some records may be 
maintained in file folders. 

Retrievability: 

The file can be accessed for each file element or any combination 
thereof. 

Safeguards: 

GSA approved security containers located in controlled access 
spaces. 

Retention and disposal: 

Records are maintained as long as the individual is a member of 
the Naval Reserve Intelligence Program. Records are destroyed 
when member becomes inactive. 

System manager(s) and address: 

Commander, Naval Intelligence Command, 4600 Silver Hill Road, 
Washington, DC 20389 

Notification procedure: 

Information may be obtained by written request to the System 
Manager, giving full name, residence address and date and place of 
birth. A notarized statement may be required for identity verification. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Reserve Personnel History File data submitted by the individual; 
background investigation reports from the Naval Investigative Serv- 
ice. 

Exemptions claimed for the system: 

None. 

NOlOOl-5 

System name: 

MSC Civilian and Naval Reserve Personnel Data File. 
System location: 

Commander, Military Sealift Command, Department of the Navy, 
Washington, DC 20390-5320 

Categories of individuals covered by the system: 

MSC Masters and Chief engineers aboard civil service manned 
ships and Naval Reserve personnel in the MSC/NCSORG Reserve 
Program. 

Categories of records in the system: 

Biographical and professional information which may include 
name, rank, SSN, designation, date and place of birth, home address 
and phone number, active duty training, education, correspondence 
courses taken, active military service, civilian employment experi- 
ence, training for sea, maritime licenses held, commercial shipboard 
and shoreside experience, marital status, number of children and their 
names and ages, highlights of merchant marine career, special skills 
and accomplishments, hobbies, community activity and association 
membership. 

Authority for maintenance of the system: 

10 U.S.C. 5031 

Purpose(s): 

To facilitate COMSC in keeping current record of MSC and 
NCSORG reserve personnel and biographical information for MSC 
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civil service, mairiners. Such information is used to identify location, 
qualifications and training assignments of the Naval Reservist; pro- 
vide biographical information oh civil service mariners in response to 
media and internal requests for information prior to public appear- 
ances, press releases or courtesy calls to MSG ships by MSG person- 
nel and members of other orjganizations or commands. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ^ 

Storage: 

Data cards or paper file folders stored in file cabinets. 
Retrievability: 

Data is indexed alphabetically by name. 
Safeguards: 

Files are maintained in areas accessible to authorized personnel 
only, who are properly screened, cleared and trained for proper use 
of the data stored. Building employs security guards. MSG/ 
NGSORG reserve personnel files are stored in the Employment, and 
Labor Relations Division. 

Retention and disposal: 

Reserve personnel records are retained indefinitely. Givil service 
mariner records are maintained for the duration of employment with 
MSG. Outdated files are. destroyed when .updated information is 
received and the entire file is destroyed immediately upon the em- 
ployee's separation or retirement from the Gommand. 

System manager(s) and address: 

Commander, Military Sealift Gommand, Department of the Navy, 
Washington, DG 20390 
Notification procedure: 

Information may be obtained from System Klanager. Written re- 
quests for information should contain full name of the individual, 
rriilitary grade or rate, and date of Wth. For personal visits, the 
individual should be able to provide some acceptable means of identi- 
fication, i 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager: 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
systems manager. . • 

Record source categories: ' 

Information is submitted by the individual concerned. 

Exemptions claimed for the system: 

None. 

N01070-i 

System name: 
JAG Corps Officer Personnel Information.' ^ ^ 
System location: . . 

Office of the Judge Advocate General (Code 61), Department of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. 

Categories of indiyiduals covered by the system: 

Name, grade, designator, date .pf birth, social security account 
number, date of rank, pay entry base data, active duty service date, 
active commission base date, year and month of graduation from 
Naval Justice School, service date, lineal number, year group, cur- 
rent billet, future billets that are finalized, subspecialty code, number 
of primary and secondary dependants, spouse's name, projected loss 
date and reason for loss, projected rotation date, law school and year 
of graduation from law school, state bar membership and year admit- 
ted, officer's preference' for duty assignment and postgraduate educa- 
tion. ' 

Categories of records in the system: 

Name, date of birth, social security account number, USN/tJSNR, 
designator, rank, state bar membership and year admitted, wife's 
name, no. of dependents, lineal listing by year gi;bup, duty assign- 
mentt arrival and rotation dates, release date if applicable ? 

Authority for maintenance of the system: 

10 use 806 . . .. 

Purpose(s): * : ' • 



To manage the officers of the Navy JAG Corps, as the Judge 
Advocate General is statutorily required to make- recommendation on 
the assignment of all active duty JAG Corps officers; to determine 
qualifications of an officer to receive a JAG Corps designation and to 
be certified as a trial or defense counsel; to determine the rotation 
dates and release from active duty dates of JAG Corps officers as 
well as the date new officers will be available for duty; to prepare 
JAG Corps strength plans for. submission to OPNAV; and to obtain 
an officer's preference for duty assignment as well as eligibility for 
consideration for postgraduate education and overseas assignments. 
Certain of this information is promulgated to all active-duty JAG 
Corps officers in a semi-annual publication, known as the Directory 
of Navy Judge Advocates. The information is promulgated in the 
directory for general informational purposes within the JAG Corps, 
including provision of position (billet) availability information to offi- 
cers contemplating rotation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Certain of this information (not including social security account 
number and date of birth) is promulgated to active-duty JAG Corps 
officers in a semi-annual publication known as the Directory of 
Navy Judge Advocates. The information is promulgated for general 
information purposes within the JAG Corps, including provision of 
position (billet) information available to officers contemplating rota- 
tion and as a social roster for official and nonofficial functions. The 
Blanket Routine Uses that appear at the beginning of the Department 
of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Data contained in limited-access word processing equipment and 
paper records kept in a folder identified by the officer's name kept in 
file cabinets. 

Retrievability: 

By officer's name, folders are filed alphabetically. 

Safeguards: . , 

Records are maintairied in the Office of the Judge Advocate Gen- 
eral personnel office under the control of authorized personnel 
during working, hours; the office space in which the storage devices 
containing the records is locked outside official working hours. 

Retention and disposal; . . 

Upon release from active duty, records are kept three years and 
then destroyed. Upon retirement from active duty, records are main- 
tained indefinitely. . , 

System mahager(s) and address: * > 

Assistant judge Advocate General (Civil Law), Office of the Judge 
Advocate General, Department of the Navy, 200 Stovall St.,, Alexan- 
dria, VA 22332. 

Notification procedure: 

Information may be obtained from: Judge. Advocate General 
(Code 61), Department of the Navy, Hoffman Bldg. II, 200 Stovall 
St., Alexandria, VA 22332, Telephone: (202) 325-9830. 

Written requests must be signed by the requesting individual. For 
personal visits, the requesting individual should be able to provide 
some acceptable identification, e.g. Armed Forces iodentification 
card, driver's license, etc. 

Record access procedure: 

Requests from individuals should be addressed to: Judge Advocate 
General (Code 61), Department of the Navy, 200 Stovall St., Alexan- 
dria, VA 22332. 

Personnel visits may be made to the JAG Personnel Office, Hoff- 
man Bldg. II, 200 Stovall St., Alexandria, Va. 22332. 
Contesting record procedures: , 

The agency rule's for access to records and for contesting contents 
and appealing initial determination by the individual concerned may 
be obtained from the System Manager. 

Record source categories: 

Information submitted by the officer upon his successful comple- 
tion of law school and admission to the bar, orders to active duty 
and subsequent transfer orders, computer strips provided by the 
Bureau of Naval Personnel on all active duty 'officers. 

Exemptions claimed for the system; : 

None. 

NO1070-2 

System name: • 
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Naval Attache Files. 
System location: 

" Chief of Naval Operations (OP-092L), The Pentagon, Washington, 
DC 20350-2000. 

Categories of individuals covered by the system: 
U.S. Navy and Marine Corps Officers nominated and/or assigned 
to duty in the Defense Attache System (DAS). 
Categories of records in the system: 

File contains records concerning the service and personal history 
of officers nominated and/or assigned to duty in the DAS and their 
dependents. 

Authority for maintenance of the system: 

National Security Act of 1974, as amended: 5 U.S.C. 301, Depart- 
mental Regulations; 10 U:S.C. 503 and 6011; 44 U.S.C. 3101; and 
Executive Order 12356. 

Purpose(s): 

To determine suitability of personnel for security clearances and 
assignment to the Defense Attache System. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of State to determine suitability of personnel 
for security clearances and assignment to the Defense Attache 
System. 

The **Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of record systems notices also 
apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: . 

Paper files in folders stored in standard General Services Adminis- 
tration safes. 

Retrievability: 

Retrieved by name of officer. 
Safeguards: 

Records are stored in a controlled access area and are accessible 
only to a very limited number of authorized personnel with proper 
security clearance and demonstrated need for access.. 

Retention and disposal: 

Records are opened on individuals when first nominated for atta- 
che duty, and retained until six months after completion of attache 
duty and then destroyed. 

System manager(s) and address: 

Chief of Naval Operations (OP-092L), The Pentagon, Washington, 
DC 20350-2000. . ^ ' 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Chief of Naval Operations (OP-092L), Pentagon, Washing- 
ton, DC 20350-2000. ^ 

Record access procedures: 
. Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Chief of 
Naval Operations (OP-092L), The Pentagon, Washington, DC 
20350-2000. 

The request should contain the full name and address of the sub- . 
ject individual. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and for 
contesting contents and appealing initial agency determinations by 
the individual concerned are published in Secretary of the Navy 
Instruction 5211.5; 32 CFR part 701; or may be obtained from the 
system manager. 

Record source categories: 

Data is gained from the subjects of the file, Naval Military Person- 
nel Command and Headquarters Marine Corps files of subject's fit- 
ness reports, Defense Investigative Service/Naval Investigative Serv- 
ice (DIS/NIS) background investigations and other sources who are 
familiar with the subject. 

Exemptions claimed for the system: 

None. 

N01070-3 

System name: 
Navy Personnel Records System. 



System location: 

Primary System-Naval Military Personnel Command, Navy De- 
partment, Washington, DC 20370; Naval Reserve Personnel Center, 
Naval Support Activity (East Bank), Bldg. 603, New Orleans, LA 
70159; and local activity to which individual is assigned (see Directo- 
ry of the Department of the Navy Mailing Addresses). 

Secondary System-Department of the Navy Activities in the Chain 
of Command between the local activity and the Headquarters level 
(see Directory of the Department of the Navy Mailing Addresses); 
Federal Records Storage Centers; National Archives. 

Categories of individuals covered by the system: 

All Navy military personnel: Officers, enlisted, active, inactive, 
reserve, fleet reserve, retired, midshipmen* officer candidates, and 
Naval Reserve Officer Training Corps personnel. 

Categories of records in the system: 

Personnel Service Jackets and Service Records, correspondence 
and records in both automated and non-automated form concerning 
classification, assignment, distribution, promotion, advancement, per-, 
formance, recruiting, retention, reenlistment, separation, training, 
education, morale, personal affairs, benefits, entitlements, discipline 
and administration of Navy military personnel. 

Authority for maintenance of the system: 
5 use 301; Departmental Regulations. 
Purpose(s): 

To assist officials and employees of the Navy in the management, 
supervision and administration of Navy personnel (Officer and enlist- 
ed) and the operations of related personnel affairs and functions. 

Routine uses of records maintained in the system, Including catego- 
ries of users and the purposes of such uses: 

To officials and employees of other Departments and Agencies of 
the Executive Branch of government, upon request, in the perform- 
ance of their official duties related to the management, supervision 
and administration of military personnel and the operation of person- 
nel affairs and functions. 

To officials and employees of the National. Research Council in 
Cooperative Studies of the National History of Disease; of Prognosis 
and of Epidemology. Each study in whicjfi the records of members 
and former members of the naval service are used must be approved 
by the Commander, Naval Military Personnel Command. 

To officials and employees of the Department of Health and 
Human Services, Veterans Administration, and Selective Service Ad- 
ministration in the performance of their official duties related to 
eligibility, notification and assistance in obtaining benefits by mem- 
bers and former members of the Navy. 

To officials and employees of the Veterans Administration in the 
performance of their duties relating to approved research projects. 

To officials and employees of Navy Relief and the American Red 
Cross in the performance of their duties related to the assistance of 
the members and their dependents and relatives, or related to assist- 
ance previously furnished such individuals, without regard to wheth- 
er the individual assisted or his/her sponsor continues to be a 
member of the Navy. 

To duly appointed Family Ombudsmen in the performance of their 
duties related to the assistance of the members and their families. 

To state and local agencies in the performance of their official 
duties related to verification of status for determination of eligibility 
for Veterans Bonuses and other benefits and entitlements. 

To officials and employees of the Office of the Sergeant at Arms 
of the United States House of Representatives in the performance of 
their official duties related to the verification of the active duty naval 
service of members of Congress. 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged or 
retired from the Armed Forces information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual the United States Govern- 
ment will be liable for the losses the facility may incur. 

To state, local, and foreign (within Status of Forces agreements) 
law enforcement agencies or their authorized representatives in con- 
nection with litigation, law enforcement, or other matters under the 
jurisdiction of such agencies. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 
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The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also, apply to this system. 
, Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may be stored on magnetic tapes, disc, drums 
and on punched cards. , 

Manual records may be stored in paper file folders, microfiche or 
microfilm, 

Retrievability: 

Automated, records may be retrieved by social security account 
number and/or namie. . , ^ 

Manual records may be i'etrieved by name, social security account 
number, enlisted service number, or officer file number. 

Safeguards: 

Computer and punched card processing facilities and terminals are 
located in restricted areas accessible only to authorized persons that 
are properly screened, cleared and trained. 

Manual records and, computer printouts are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Records are retained or disposed of in accordance with SECNA- 
VINST P5212.5 , subj: Disposal of Navy and Marine Corps Records. 

System manager(s) and address: 

Commander, Naval Military Personnel Command, Washington, 
DC 20370; Commanding Officers, Officers in Charge, and Heads, of 
Department of the Navy activities as listed in the Directory of the 
Department of the Navy Mailing Addresses. 

Notification procedure: 

Requests by correspondence should be addressed to: Commander, 
Naval Military Personnel Command (ATTN: Privacy Act Coordina- 
tor), Navy Department, Washington, DC 20370, or, in accordance 
with the Directory of the Department of the Navy Mailing Address- 
es (i.e., local activities). The letter should contain full name, social 
security account number (and/or enlisted service number/officer file 
number), rank/rate, designator, military status, address, and signature 
of the requestor. 

The individual may visit the Commander, Naval Military Person- 
nel Command, Arlington Annex (FOB 2), Washington, DC, for 
assistance with records located in that building; or the individual may 
visit the local activity to which attached for access to locally main- 
tained records. Proof of identification will consist of Military Identifi- 
cation Card for persons having such cards, or other picture-bearing 
identification. . 

Record access procedures: 

The Agency's rules for access to records may be obtained, from 
SYSMANAGER. • . 

Contesting record procedures: . * 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy, Depai-t- 
meiit of Defense, and components thereof, in performance of their* 
official duties and as specified by current Instructions and Regula- 
tions promulgated by competent authority; educational institutions; 
federal, state, and local court documents; civilian and military investi- 
gatory reports; general correspondence concerning the individual; 
official records of professional qualifications; Navy Relief and Ameri- 
can Red Cross requests for verification of status. 

Exemptions claimed for the system: 
. Parts of this system may be exempt under ,5 U.S.C. 552a (k) (1) and 
(5), as applicable. For additional information contact the System 
Manager. , . , 

N01070-4 

Systepn name: 

Naval Reserve Security Group Personnel Records. 
System location: 

Commander, Naval Security Group Command, Naval Security 
Group, Headquarters. 3801 Nebraska Avenue, NW, Washington, DC 
20390 

Categories of individuals covered by the system: 
Naval Reserve Security Group Personnel. 
Categories of records in the system: 



System comprises records reflecting information pertaining to re- 
servist's ACDUTRA (Active Duty for Training); miscellaneous per- 
sonnel actions, i.e., in-training status for change of rank/ designator/ . 
rate; clearance certificate; congratulatory letters to officers upon pro- 
motion; history of past ACDUTRA performed; correspondence 
courses completed; old data^ cards and clearance eligibility letters. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

To verify past active duty and ACDUTRA performed, currency 
of clearance status, mobilization assignments, and to identify civilian 
skills acquired. 

Routine uses of records maintained in the system, including catego- 
ries of iisers and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper-records in file folders. 
Retrievability: , 

Filed alphabetically by last name of reservist. • 
Safeguards: 

Buildings employ security guards. Records are maintained in areas 
accessible only to authorized personnel who are properly screened, 
cleared and trained. 

Retention and disposal: 

Records are retained in active file until reservist has fulfilled drill- 
ing obligation or upon discharge or transfer to stand-by reserve. 
System managerCs) and address: 

Commander, Naval Security Group Command, Naval Security 
Group Headquarters, 3801 Nebraska Avenue, NW, Washington, DC 
20390 

Notification procedure: 

a. iSerid request to SYSMANAGER 

b. Full name, DPOB, military status, SSN (if you will voluntarily 
include it) or service number. 

c. Visits for the purpose of obtaining information must be submit- 
ted in writing to Commander, Naval Security Group Command, 
3801 Nebraska Avenue, NW, Washington, DC 20390, who will 
advise of time/date/place for viewing records or will advise whether 
system contains records pertaining to the. requestor 

d. Scheduled visitors must be prepared to present adequate proof 
of identification - i.e., combination of full name, DPOB, parent(s) 
name, driver's license, medicare card, military I.D. card; if applica- 
ble. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations. by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

District Officers for Naval Reserve Security Group, Commanding 
Officers of Naval Reserve Security Group Divisions, and, Command- 
ing Officer, Naval Technical Training Center, Pensacola, FL. 

Exemptions claimed for the, system: , 

None. 

■ ' N01070-6 

System name: 

Employee Explosives Certification Program. 
System location: 

. Organization elements of the Department of the ' Navy as listed in 
the directory of Department of the Navy mailing addresses. 
Categories of individuals coviered by the system: / 
All personnel involved in the proceiss or evolutions of explosives 
operations. 
Categories of records in the system: 

Individual certifying document and combined register of all em- 
ployees certified. 
Authority for maintenance of the system: 
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5 use 301; Departmental Regulations. 
Purpose(s): 

To record the names of all employees and their qualifications to 
work in certain categories of explosive operations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies aiid practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

File folder, punched cards. 
Retrievability: 
SSN, name. 
Safeguards: 

Personnel escort required. 
Retention and disposal: 

Permanent, unless employee terminates or is no longer involved in 
explosives processes. Document returned to employee*s department 
for routine disposal after deletion from program. 

System manager(s) and address: 

Commanding officer or head of the organization in question. See 
directory of Department of Navy mailing addresses. 
Notification procedure: 

Individuals may inspect personnel certifying documents at local 
activity to which individual assigned. Requesters must be escorted 
and provide identification for inspection of their personnel records. 

Record access procedures: 

The agency rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Personnel files, previous supervisors. 

Exemptions claimed for the system: 

None. 

N01070-7 

System name: 

Resale System Military Management Information System. 

System location: Commander, Navy Resale and Services Support 
Office, Fort Wadsworth, Staten Island, New York 10305 

Categories of individuals covered by the system: 

Present and past military officer and key enlisted personnel as- 
signed to the Navy Resale System. 

Categories of records in the system: 

Management Information System (including: Name; rank or rate; 
social security number; designation date of rank; date reported; rota- 
tion date; educational level; lineal number; dependency status) Card 
file on officers assigned (including: Dates in navy resale system; 
location of assignments) Correspondence folder with Officer and 
senior enlisted personnel (containing: Preference of assignment; bio- 
graphical information; and orders). 

Authority for maintenance of the system: 

5 use 301 and 10 USC 5031. 

Purpose(s): 

Officials and employees of the Navy Resale and Services Support 
Office in the performance of their official duties related to the man- 
agement, supervision and administration of its personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of/Such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The media in which these records are maintained vary, but in- 
clude: Magnetic tape; printed reports; card files and file folders. 
Retrievability: 

Name: Rank or rating, social security number. 



Safeguards: ^ 

File cabinets; locked archives; super archives; supervised office 
spaces and supervised computer tape library which is accessible only 
through the computer center (entry to computer center is controlled 
by a combination lock known by authorized personnel only). 

Retention and disposal: 

Records are permanent. Records are maintained for five years and 
then retired to the Federal Records Center, St, Louis, Missouri. 

System manager(s) and address: 

Policy Official: Commander, Navy Resale and Services Support 
Office, Fort Wadsworth, Staten Island, New York 10305 

Record Holder: Director, Office of Military Personnel (OMP), 
Navy Resale and Services Support Office, Fort Wadsworth, Staten 
Island, New York 10305 

Notification procedure: 

Written contact may be made by addressing inquiries to: Com- 
mander, Navy Resale and Services Support Office, Fort Wadsworth, 
Staten Island, New York 10305. 

In the initial inquiry, the requester must provide full name, social 
security number and military duty status. At the time of a personal 
visit, the requester must provide proof of identity containing the 
requester's signature. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

U.S. Navy Manpower Information System; the Naval Military 
Personnel Command, the individual; the individual's superior officer. 

Exemptions claimed for the system: 

None. 

N01070-8 

System name: 
Correction Board Case Files System. 
System location: 

Board for Correction of Naval Records, Department of the Navy, 
Washington, DC 20370; decentralized segments located in the Naval 
Military Personnel Command, Headquarters, U.S. Marine Corps, and 
the individual military personnel record of the service member con- 
cerned. 

Categories of individuals covered by the system: 
Any member or former member of the U.S. Navy or Marine Corps 
who has applied for the correction of his/her naval record. ' 
Categories of records in the system: 

Records consist of file cards with basic information and computer 
records derived therefrom, case files containing records of board 
proceedings, material submitted for correction and supporting docu- 
mentation, correspondence and transcripts of board formal hearings. 
The basic case information and computer records derived therefrom 
include the following: Rank; social security number/service number; 
docket number; date application received; subject category; subject 
category description; examiner's initials; date examiner assigned; 
branch of service; board decision; date of board decision; date deci- 
sion promised if interested members of Congress; date case forward- 
ed to the Secretary of the Navy; lineal number of officer applicant; 
officer designated; date officer case forwarded to Naval Military 
Personnel Command/Commandant of the Marine Corps; date officer 
case returned from Naval Military Personnel Command/Comman- 
dant of the Marine Corps; date advisory opinion requested; identity 
of advisor's organization; date advisory opinion received; date service 
record ordered; date medical record ordered; date court-martial 
record ordered; date confinement record order; date Navy Discharge 
Review Board record ordered; date other record ordered; date serv- 
ice record received; date medical record received; date court-martial 
record received; date confinement record received; date Navy Dis- 
charge Review Board record received; date other record received; 
number of Navy applications received; number of Marine Corps 
applications received; total number of Navy and Marine Corps appli- 
cations received; percent of total to grand total; total number of 
Navy discharge cases; total number Marine Corps discharge cases; 
Navy grant count; Navy deny count; Navy modify count; Marine 
grant; Marine deny count; Marine modify count. 
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Authority for maintenance of the system: 

Section 1552, title 10 United States Code; part 723 title 32 Code of 
Federal Regulations. 
Purpose(s): ' 

To review applicant's Naval record to determine the existence of 
alleged error or injustice and to recommend appropriate corrective 
action when warranted - to report its findings, conclusions and rec- 
ommendations to the Secretary of the Navy in appropriate cases - to 
respond to inquiries from applicants, their counsel, and members of 
Congress. 

To provide officials of the Naval Military Personnel Command 
with advisory opinions in cases involving present and former Navy 
personnel - to correct records of present and former Navy personnel 
in accordance with approved Board decisions. 

To provide officials and employees of the Naval Medical Com- 
mand with advisory opinions on medical matters. 

To provide the Naval Council of Personnel Boards/Office of 
Naval Disability Evaluation with advisory opinions on medical mat- 
ters. 

To provide; officials and employees of HQ, U.S. Marine Corps 
with advisory opinions in cases involving present and former Marine 
Corps personnel - to correct records of present and former Marine 
Corps personnel in accordance with approved correction Board deci- 
sions. 

To officials and employees of the Litigation Division, NJAG, to 
prepare legal briefs and answers to complaints against the Depart- 
ment of the Navy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

Records are maintained as paper and microfiche records in file 
folders, and manually retrieved file cards. 
Retrievability: 

Records are filed alphabetically, by the last name of the applicant 
and are cross filed by docket number, and service or social security 
account numbers. 

Safeguards: 

Access to- building is protected by uniformed security officers 
requiring positive identification; for admission after hours, records 
are maintained in areas accessible only to authorized personnel. 

Retention and disposal: 

All file cards are permanently retained by the agency. Case files 
are permanent. They are retained , in the active files for three years 
and then retired to the Washington National Records Center, Suit- 
land, Maryland. 

System manager(s) and address: 

Executive Director, Board for Correction of Naval Records, De- 
partment of the Navy, Washington, DC 20370. 
Notification procedure: 

Information should be obtained from the systems manager. Re- 
questing individuals should specify a full name, and social security 
account numbers or service numbers. Visitors should be able to 
provide proper identity, such as a drivers license. Written requests 
must be signed by a requester or his/her legal representative. 

Record access procedures: ^ 

Information may be obtained from the Board for Correction of 
Naval Records, Department of the Navy, Washington, DC 20370 by 
providing name, military status, branch of service and social security 
number. Current address and telephone numbers should be included. 
Personal visits may be made only to the Board for Correction of 
Naval Records, Arlington Annex, Columbia Pike and Southgate 
Road, Arlington, Virginia. For personal visits, identification will be' 
required. , 
. Contesting record procedures: 

The agency*s rules for contesting contents of records and appeal- 
ing initial determinations by the individual concerned may be ob- 
tained from the systems manager. 

Record source categories: 

All official Naval records, Veterans Administration and police and 
law enforcement records. 
Exemptions claimed for the system: 
None. 
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System name: 
White House Support Program. 
System location: 

White House Liaison Office, Office of the Secretary of the Navy, 
Department of the Navy, Washington, DC 20350. 

Categories of individuals covered by the system: 

All Navy and Marine Corps military and civilian personnel and 
contractor employees who have been nominated by their employing 
activities for assignment to Presidential support duties. 

Categories of records in the system: 

Personnel records, correspondence, and other documents and 
records in both automated and nonautomated form concerning classi- 
fication, security clearances, assignment, training, and other qualifica- 
tions relating to suitability for Presidential support duties. 

Authority for maintenance of the system: 

5 U.S.C. 301, 

Purpose(s): 

To evaluate and nominate individuals for assignment to Presiden- 
tial support duties; to ensure that only those individuals most suitably 
qualified are assigned to duty in Presidential support activities. 

Routine uses of records maintained in* the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees in the Executive Office of the President 
in the performance of their duties related to personnel administration, 
and evaluation and nomination of individuals for assignriient to Presi- 
dential support duties. 

To officials and employees of other federal agencies and offices, 
upon request, in the performance of their official duties related to the 
provision of Presidential support and protection. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may be stored on magnetic tapes, disc drums, 
and on punched cards. Manual records may be stored in file folders, 
or microform. 

Retrievability: 

Manual Records: By name if individual has been nominated and 
not yet approved. By OSD approval date if individual has been 
approved, and by employing activity removal date if an individual, is 
removed from assignment for cause. Automated records may be 
retrieved by name, social security number, and control number. 

Safeguards: 

Records are afforded appropriate protection at all times, stored in 
locked rooms and locked file cabinets, and are accessible only to 
authorized personnel who have a definite need to know and who are 
properly screened, cleared, and trained. 

Retention and disposal: 

Records are retained or disposed of in accordance with SECNA- 
VINST.P5212.5B, subj: Disposal of Navy and Marine Corps records. 

System manager(s) and address: 

Administrative Aide to the Secretary of the Navy, Navy Depart-' 
ment, Washington, DC 20350 
Notification procedure: 

Requests from individuals by correspondence should be addressed 
to the Office of the Administrative Aide to the Secretary of the 
Navy, Navy Department, Washington, DC 20350. Visits are limited 
to the Office of the Administrative Aide to the Secretary of the 
Navy. Written requests should contain the full name of the individual 
and his social security number. For personal visits, the individual 
should be able to provide some acceptable identification, that is, 
driver's license, etc. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 

system manager. 

Record source categories: 
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Officials and employees of the Department of the Navy and other 
Department of Defense components; federal, state, and local court 
documents; civilian and military investigative reports; general corre- 
spondence concerning the individual; and federal and state agency 
records. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a (k)(l), (2), 
(3) and (5), as applicable. For additional information, contact the 
System Manager. 

N01070-10 

System name: 

Aviation Training Jacket. 
System location: 

The Aviation Training Jacket accompanies the individual student 
to each Naval Air Command as he progresses in the training pro- 
gram. Upon completion- or termination of training, the Aviation 
Training Jacket is forwarded to the following command: 
Chief of Naval Air Training 
Naval Air Station 
Corpus Christi, TX, 78419 
Categories of individuals covered by the system: 
All naval aviators, naval flight officers, naval flight surgeons, avia- 
tion warrant officers, and precommissioning training for aviation 
maintenance duty and aviation intelligence officers. This includes 
records in the above categories for individuals who do not complete 
prescribed training. . . * 

Categories of records in the system: 

Aviation flight training, practical and academic grade scores, in- 
cluding pre-training aviation test battery scores. 

Authority for maintenance of the system: 
5 use 301, Departmental Regulations. 
Purpose(s): 

To maintain an up-to-date student flight record and to evaluate the 
student's individual training progress and qualifications, including 
aircraft, medical and physiological qualifications. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To educational institutions upon individual requests for academic 
transcripts. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders in metal filing cabinets. 
Retrievability: 

Name and date of designation, completion or termination of train- 
ing. 

Safeguards: 

Access is restricted to the individual or those who maintain train- 
ing records, and those who are directly involved with the individual's 
training or evaluation. The file cabinets containing the jackets are in 
command areas under normal military 24 hour security measures. 

Retention and disposal: 

Retained at the Chief of Naval Air Training headquarters for six 
months, then transferred to the Federal Records Center, East Point, 
GA. Retained for 75 years (SECNAVINST 5212.5B). 

System. manageKs) and address: 

Chief of Naval Air Training, Naval Air Station, Corpus Christi, 
TX 78419 

.Notification procedure: 

The individual is informed that the Aviation Training Jacket is 
being maintained and has ready access to it during training. After 
training, he can submit written request to the system manager listed 
above and must provide name, social security number or officer file 
number, and date of completion or termination of training. Personal 
visitors can provide proof of identity by military identification card, 
active or retired, or driver's license and some record of naval service. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: ' 



The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Prior educational experience, flight grades, academic grades sup- 
porting flight training, physical fitness/survival/swimming^ proficien- 
cy, aviation physiology training and qualifications, and birth certifi- 
cate. 

Exemptions claimed for the system: . 
None. 

N01070-11 

System name: 

Flight Instruction Standardization and Training (FIST) Jacket. 
System location: 

The FIST jacket is . located at the various Naval Air Training 
Commands where the individual may be assigned. The following 
command can be contacted to determine the location of any specific 
command. Chief of Naval Air Training, Naval Air Station, Corpus 
Christi, TX 78419. * 

Categories of individuals covered by the system: 

All naval aviators and naval flight officers assigned to duty as 
instructors within the Naval Air Training Command. 

Categories of records in the system: 

A record of flight instruction standardization and training required 
of naval aviators and naval flight officers assigned duty as instruc- 
tors. . 

Authority for maintenance of the system: 

5 use 301, Departmental regulations. 

Purpose(s): 

To ensure that the flight instructor's qualifications are current to 
instruct in the designated naval aircraft, both academically and phys- 
iologically. The system is used to schedule training flights, qualify 
and designate flight instructors, etc. This system is used by Com- 
manding Officers and training personnel .of the command to which 
the individual is assigned. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply, to this system. 

Policies and practices for storing, retrieving, accessing, retainingy-and 
disposing of records in the system: 

Storage: 

File folders in metal file cabinets. • » 
Retrievability: 

Name, rank, and social security number. 
Safeguards: 

Access is restricted to the individual, his commanding officer, or 
those involved in maintaining training records. The file cabinets 
containing the jackets are in command areas under normal militiary 
24 hour security measures. 

Retention and disposal: 

Jackets are retained in the individual's command until detachment, 
at which time it is given to the individual. 
System manager(s) and address: 

Chief of Naval Air Training, Naval Air Station, Corpus Christi, 
. TX 78419 

Notification procedure: 

The individual is informed that the FIST jacket is ' being main- 
tained, participates in its development and, additionally, is required to 
review the jacket with his instructor periodically. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting content and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Academic tests, flight performance evaluation, check flight evalua- 
tion, -instructor's evaluation, command determinations, and, personal . 
input. 

Exemptions claimed for the system: 
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None. 

N01070-12 

System name: 

Administrative Files System. 
System location: 

Naval Investigative Service (NIS) Headquarters, PO Box 16230, 
Siiitland, Md. 20746 

Decentralized Segments - Naval Investigative Service Regional 
Offices (NISROs) retain duplicate copies of certain segments of the 
administrative files. Addresses of these offices are included in the 
directory of Department of the Navy mailing list. 

Categories of individuals covered by the system: 

Past and present civilian, military and foreign national personnel 
assigned world-wide NIS. 

Categories of records in the system: 

Personnel Management System - an automated management infor- 
mation and statistical system containing all needed items of personnel 
information. 

Special Agent Career Development Files - a compendium of Civil 
Service Performance Evaluation and Ratings and all correspondence 
unique to the NIS Special Agent, including annual physical examina- 
tions, which has a bearing on world-wide assignability, promotion 
and general career assessment. 

Weapons Inventory File - an automated file containing the creden- 
tial number, badge, weapons and handcuffs assigned to each NIS 
criminal investigator. 

Personnel Security Clearance File - an automated file containing 
the classified material access level and date of last security clearance 
for assigned civilian and military personnel of NIS. 

Personnel Utilization Data File - an automated file designed to 
provide statistical information regarding the manner by which avail- 
able NIS manhours are expended in the execution of its assigned 
investigative and counterintelligence mission. The file is formed by 
the submission (monthly) of individual manhour diaries. All assigned 
personnel input to this system; their manhours are categorized by 
function. . 

Freedom of Information and Privacy Requests File. Records relat- 
ing to requests for information pursuant to the Freedom of Informa- 
tion Act and the Privacy Act of 1974, and responses thereto. 

Authority for maintenance of the system: 

5 U.S.C. 301; Departmental Regulations. 

Purpose(s): 

The Personnel Management System: To prepare virtually all per- 
sonnel documents and personnel statistical studies. It provides such 
information as the average grade, the total number and composition 
of personnel at each NIS component and the past assignments of 
personnel. It is used on a daily basis by personnel in the formation 
and execution of staffing actions for the various NIS components, 
informal verification of employee's tenure and the compilation of 
necessary statistical studies. 

Special Agent Career Development Files: Used for in-house 
agency decisions regarding reassignment, promotion, career training 
and long-range development. They form in-house agency repository 
for both adverse and favorable documents regarding Special Agents, 
The files have a long-range function - that of forming the basis for 
law enforcement retirement service certification. Though part of the 
file is duplicated in the official file maintained by the Civilian Person- 
nel Office, the Special Agent Career Development file is considered 
privileged information and its contents are not released outside NIS. 
Within NIS, . the files are maintained and controlled exclusively 
within the Career Services Division, NIS HQS, and by assigned 
personnel to that Division. The files are released for review only to 
senior management personnel of NIS. 

Weapons Inventory File: To identify and inventory credentials, 
weapons, badges and handcuffs issued to authorized NIS personnel. 

Personnel Security Clearance File: To informally verify and au- 
thenticate security clearances issued to NIS personnel. The file has a 
daily working purpose of acting as a check sheet for the updating of 
security clearances. It further is the file referred to when the Direc- 
tor, NIS, is required to certify the access level of certain assigned 
NIS, personnel to other Navy commands as well as civilian contrac- 
tors. 

Personnel Utilization Data File: A statistical file from which an 
indepth analyses of manhour expenditures are surveyed (used exclu- 
sively within NIS). The various analyses drawn from the file are 
used to modify the staffing levels at various NIS components based 
on actual work level. It further provides a tool to NIS management 
to gauge the efficiency of all components by comparing their work- 
load with the amount of manhours available. 



The records in this system may be used by other DOD compo- 
nents requiring confirmation of security clearance levels and statisti- 
cal purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To law enforcement activities conducting criminal or suitability 
investigations. 

To the Office of Personnel Management when making personnel 
determinations, e.g., awards or disciplinary actions. 

To credit companies in response to credit queries and to personal 
physicians regarding medical records. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The Personnel Management System, Weapons Inventory File, Per- 
sonnel Security Clearance File and the Personnel Utilization Data 
File are stored on magnetic tape in an automated system. The Per- 
sonnel Management System is composed of visible file cards and 
computer paper printouts; the Personnel Security Clearance File is 
composed of computer paper printouts and associated Department of 
Defense security certification documents, the latter being filed in 
individual file folders; the Weapons Inventory File and the Personnel 
Utilization Data File are composed of computer paper printouts only. 

The Special Agent Career Development Files are composed exclu- 
sively of paper records in file folders. 

Retrievability: Information is accessed and retrieved by name only 
in the Special Agent Career Development File. The Weapons Inven- 
tory File is queried by either name only or by item number (i.e., 
badge, credential, weapon, handcuff serial number). 

The Personnel Management System is accessed by name and SSN; 
retrieval is by individual data characteristic such as GS-grade level, 
duty-station, special qualifications, language qualifications or it may 
be retrieved by name only or in conjuction with the SSN. 

The Personnel UtiHzation Data File is normally accessed and re- 
trieved by location and functional category of employment (i.e., 
Special Agent, clerical, etc.). The capability exists, however, to re- 
trieve by SSN. The Personnel Security Classification File is a subor- 
dinate file to the Personnel Management System, Accession is by 
name and SSN. Retrieval is accomplished by computer paper print- 
out in both alphabetical and duty-station format. 

Safeguards: 

All files in this system are protected by limited, controlled access, 
safes, and locked cabinets and doors. Further, visitor control and 
secure computer software measures (where applicable) are utilized. 

Retention and disposal: 

Personnel indexed in the Personnel Management System and the 
Personnel Security Clearance File are deleted from the magnetic tape 
data storage upon termination of employment. Residual paper 
records are retained from two to five years. 

Personnel indexed in the Weapons Inventory File are deleted at 
such time as assigned equipment is returned and accounted for. Re- 
sidual paper printouts are destroyed at least semi-annually. 

The Special Agent Career Development Files are semi-permanent 
and are retained, at least in essential skeletal format, indefinitely. 

System manager(s) and address: 

Director, Naval Investigative Service, PO Box 16230, Suitland, 
Md. 20746 
Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager, above. Individuals submitting requests should provide their full 
name, date of birth, SSN and dates of employment or assignment 
with NIS. ' ' 

In the case of personal visits, individuals requesting access to files 
in this system will be required to present reasonable proof of identity 
to minimally include a drivers* license or similar document at least 
one of which must bear a current photograph and be able to provide 
(orally) some element of unique identifying data such as name of 
spouse or a past duty-station with NIS. 

Record access procedures: 

Access to files in this system may be gained by written notification 
or personal visit to the Naval Investigative Service Headquarters at 
the location specified above. Requests should be directed to the 
Information and Privacy Coordinator. 

Contesting record procedures: The agency*s rule for access to 
records and for contesting contents and appealing initial determina- 
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tions by the individual concerned may be obtained from the system 
manager. 

Record source categories: 

In the case of Personnel Management System and the Personnel 
Utilization Data System, the individual employee is the prime source 
of information both for initial access to the files as well as periodic 
update. The Personnel Security Clearance File information is ob- 
tained as a sub'file to the Personnel Management System. The infor- 
mation for the Weapons Inventory File is obtained from personnel 
charged with the issuance of various items inventoried therein (with 
verification by the personnel to whom the items are issued.) 

Information for the Special Agent Career Development File is 
recieved from the individuals supervisors, from various Naval Com- 
mands and other Federal and State agencies with whom the Special 
Agent has had professional contact and from the individual himself. 
Also, this file contains copies of each physical examination required 
annually of assigned civilian Special Agents. 

Exemptions claimed for the system: 

None. 

N01070.13 

System name: 

Nuclear Program Interview and Screening. 
System location: 

Naval Sea Systems Command (Code 08), Washington, DC 20362 
Categories of individuals covered by the system: 
Personnel interviewed or considered for assignment or retention in 
the Naval Nuclear Power Program 
Categories of records in the system: 

Interview appropriation folder, interview chronology, interview 
index card, Navy Enlisted Nuclear Program Technical Screening 
Sheets, Nuclear Propulsion Officer Candidate Records. 

Authority for maintenance of the system: 

5 U.S.C. 301 Departmental Regulations. 

Purpose(s): 

To determine eligibility of individuals for the Naval Nuclear 
Power Program; to maintain statistical and accounting records on 
individuals for assignment and retention in the program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, loose leaf binders, and index card box. 
Retrievability: 

Name, chronological, Navy rate (if applicable), Social Security 
Number, approximate date of screen. 
Safeguards: 

Located in restricted area. . 
Retention and disposal: 

Indefinitely. 

System manager(s) and address: 

Naval Sea Systems Command (Code 08), Washington, DC 20362 
Notification procedure: 

Contact System Manager; provide full name. Navy rate (if applica- 
ble), Social Security Number, Nuclear Power School Class or dates 
at attendance (if applicable) and proof thereof, dates of service or 
screening and proof thereof. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individual; Naval Military Personnel Command; U.S. Naval Acad- 
emy; current and/or previous commands; Director, Division of 
Naval Reactors. 

Exemptions claimed for the system: 

None. 



N01070-14 

System name: 
Next of Kin Information foi* Sea Trial Riders. 
System location: 

Naval Sea Systems Command (Code 08), Washington, DC 20362- 
5101. 

Categories of individuals covered by the system: 
Individuals attending nuclear propulsion plant sea trials of Navy 
ships. 

Categories of records in the system: 

Names and addresses of next of kin, name, Social Security 
Number, and security clearance of individual. 
Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpose(s): 

To maintain information necessary to notify the next of kin in case 
of accident or other emergency of those individuals assigned to 
nuclear propulsion plant sea trials. 

/Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 
File folders. 
Retrievability: 

Retrieved alphabetically by name. 
Safeguards: 

Locked in 3-way combination safe in a restricted area. 

Retention and disposal: 

Indefinite. 

System managerCs) and address: 

Commander, Naval Sea Systems Command (Code 08), Washing- 
ton, DC 20362-5101. 

Notification procedure: 

Individuals seeiking to determine whether this system of records 
contains, information about themselves shoiild address written inquir- 
ies to the Commander, Naval Sea Systems Command (Code 08), 
Washington, DC 20362-5 101. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
mander, Naval Sea Systems Command (Code 08), Washington, DC 
, 20362-5101. The request should contain full name, address and Social 
Security Number. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and for 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 
From the individual. 
Exemptions claimed for the system: 
None. 

N01080-1 

System name: 
Enlisted Master File Automated System. 
System location: 

Naval Military Personnel Command, Navy Department, Washing- 
ton, DC 20370; Personnel Management Information Center, New 
Orleans, LA 70159; Naval Reserve Personnel Center, New Orleans, 
LA 70159 

Categories of individuals covered by the system: 
All Navy Enlisted Personnel: Active and Inactive. 
Categories of records in the system: 

Computer file contains data concerning enlisted assignment, plan- 
ning, programming, accounting, promotions, career development, 



321-135 0—92 19 



570 



PRIVACY ACT SYSTEMS 



procurement, education, training, retirement, performance, security, 
personal data, qualifications, programming, and enlisted reserve drill 
data. The system also contains- Activity Personnel Diaries, personnel 
accounting documents, Reserve Unit Drill reports and other person- 
nel transaction documents necessary to maintain file accuracy and 
currency; and all computer extracts, microform,, and printed reports 
therefrom. 

Authority for maintenance of the system: ' ' :^ 
5 use 301; Departmental Regulations. . 
PurposeCs): 

To assist in the administration, management, ' and supervision of 
Navy enlisted personnel and the operation of personiiel affairs and 
functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:** 

To officials and employees of other Departments and Agencies of 
the Executive Branch of government, upon request, in the perform- 
ance, of their official duties related to, the management, supervision 
and administration of Navy enlisted personnel affairs and functions. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or government agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tapes, disks, drums and 
on punched cards. 

Printed reports and other related documents supporting the system 
are stored in authorized areas only. 

Retrievability: 

Automated records are retrieved by Social Security Account 
Number. 

Safeguards: 

Within the computer center, controls have been established to 
disseminate computer output over the counter only to authorized 
users. Specific procedures are also in force for the disposal of com- 
puter output. Output material in the sensitive category, i.e., inadvert- 
ent or unauthorized disclosure will result in harm, embarrassment, 
inconvenience or unfairness to the individual, will be shredded. Com- 
puter files are kept in a secure, continuously manned area and are 
accessible only to authorized computer operators, programmers, en- 
listed management, placement, and distributing personnel who are 
directed to respond to valid, official requests for data. These accesses 
are controlled and monitored by the Security System, 

Retention and disposal: 

Automated records are retained in accordance with MAPMIS 
manual (periods range from 1 month to permanent). 
System manager (s) and address: 

Commander, Naval Military Personnel Command, Navy Depart-, 
ment, Washington, DC 20370 
Notification procedure: , 

Requests by correspondence from active duty enlisted personnel 
shall be addressed to: Commander, Naval Military , Personnel Com- 
mand (Attn: Privacy Act Coordinator), Navy Department, Washing- 
ton, DC 20370; requests by correspondence from inactive duty and 
reserve personnel shall be addressed to: Commanding Officer, Naval 
Reserve Personnel Center (Attn: Privacy Act Coordinator), New 
Orleans, La 70149; request shall contain full name, social security 
account number, rank, status, and signature of requestor. 

Record access procedures: 

The Agency's rules for access to records may be obtained from 
SYSMANAGER. 
Contesting record procedures: 

The Agency's rules for, contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record soured categories: 

Officials and employees of the Department of the Navy and De- 
partment of Defense and Components thereof in performance of their 
office duties and as specified by current instructions and regulations 
promulgated by competent authority; educational institutions. 

Exemptions claimed for the system: 
. • None. 



N01080-2 

System name: 
Officer Master File Automated System. 
System location: ' ■ ^ 

Naval Military Personnel Command, Navy Department, Washing- 
ton, DC 20370; Personnel Management Information Center, New 
Orleans, LA 70149; Naval Reserve Personnel Center, New Orleans, 
LA 70149 , ' 

Categories of individuals covered by the system: 

All Naval Officers; commissioned, warrant, active, inactive; officer 
candidates, -and Naval Reserve Officer Training Corps personnel. 

Categories of records in the system: • 

Computer file contains data concerning officer assignment, plan- 
ning, accounting, promotions, career development, procurement, edu- 
cation, training, retirement, performance, security, personal data, 
qualifications, programming, and[ Reserve Officer drill data. System 
also contains activity Personnel Diaries, personnel accounting docu- 
ments, Reserve Unit Drill Reports and other personnel transiaction 
documents necessary to maintain file accuracy and currency; and all 
computer file extracts, microform and printed reports therefrom. 

Authority for maintenance of the system: 

Title 5 use 301; Departmental Regulations. 

Purpose(s): 

To assist officials and employees of the Navy in. their official duties 
related to the management, supervision, and administration of both 
active duty and retired Naval officers, arid in the operation of per- 
sonnel affairs and functions. 

Routine uses of records maintained iii the system,' including catego- 
ries of users and the purposes of such uses: 

To officials 'and employees of other Departments and Agencies of 
the Executive Branch of government, upon request, in the perform- 
ance of their official duties ^related to the management, supervision 
and administration of Navy officer personnel and the operation of 
personnel affairs and functions. When required by Federal statute, by 
Executive Order, or by treaty, personnel record information will be 
disclosed to the individual, organization, or goveinmental agency as 
necessary. . 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing^ retrieving, accessing, retailing, and 
disposing of records in the System: ' 

Storage: 

Automated records are stored on magnetic tapes, disks, drums and 
on punched cards. Printed reports and other paper documents sup- 
porting the system are stored in authorized personnel areas only. 

Retrievability: 

Automated records are retrieved by Social Security Account 
number. 
Safeguards: 

Within the computer center, controls have been established to 
disseminate computer output over the counter only to authorized 
users. Specific procedures are also in force for the disposal of com- 
puter output. Output material in the sensitive category, i.e., inadvert- 
ent or unauthorized disclosure that would result in harm; embarrass- 
ment, inconvenience or unfairness to the individual, will be shredded. 
Computer files are kept in a secure, continuously manned area and 
are distributing personnel who are directed to respond to valid, 
official request for data. These accesses are controlled and monitored 
by the Security System, 

Retention and disposal: . , 

Records are retained in accordance with MAPMIS Manual (peri- 
ods range from 1 month to permanent). 
System inanager(s) and address: 

Commander, Naval Military Personnel Command, Department of 
the Navy, Washington, DC 20370. 
Notification procedure: 

Active duty Navy Officers/Officer Candidates shall request by 
correspondence addressed to: Commander, Naval Military Personnel 
Command (Attn: Privacy Act Coordinator), Navy Department, 
Washington, DC 20370. Naval Reserve and retired officers shall 
request by correspondence from Commanding Officer, Naval Re- 
serve Personnel Center, New Orleans, LA 70149. Requests shall 
contain full name. Social Security Account Number, rank, status, 
address and signature of the requestor. 

Record access procedures: 
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The Agency's rules for access to records may be obtained from 
SYSMANAGER. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense and components thereof, in performance of their 
official duties and as specified by current Instructions and Regulation 
promulgated by competent authority; official records of professional 
qualifications; Educational institutions. 

Exemptions claimed for the system: 

None. 

N01080-3 

System name: 
Reserve Command Management Information. 
System location: 

Naval Reserve Force, 13000 Chef Menteur Highway, New Orle- 
ans, LA 70129-1800. 
Categories of individuals covered by the system: 

All individuals who are members of the Selected Reserves. Indi- 
viduals who have responded to Naval Reserve advertising, individ- 
uals who are members leaving the active Navy, prior service pros- 
pects, non-prior service prospects such as high school and college 
students throughout the country who may be qualified for enlistment, 
and those that are recruited into the Naval Reserve Programs, 

Categories of records in the system: 

System comprises records reflecting information pertaining, to the 
individual's participation in the Reserves and personal information 
such as name, rank/grade. Social Security Number, current address, 
medical information pertaining to physical examination, immuniza- 
tions and physical fitness, and pertinent family information concern- 
ing recruitment, classification, assignment, distribution, retention, re- 
enlistment, promotion, advancement, training, education, professional 
history, experience, performance, qualification retirement and admin- 
istration within the Selected Reserves. 

Authority for maintenance of the system: 

5 U.S.C. 301, Department Regulations and Executive Order 9397. 
Purpose(s): 

To provide the Naval Reserve Force and its claimancy with an 
information system which enhances management and support for all 
Naval Reserve echelons in the functional areas of manpower, person- 
nel, training, mobilization, readiness, and administration or drilling 
reservists; and to provide management and support related to the 
accession of officer and enlisted personnel necessary to sustain, man- 
power levels. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on disks and magnetic tapes. Ar- 
chived records are stored on magnetic tape and placed in a vault. 
Printed records and other related documents supporting the system 
are filed in cabinets and stored in authorized areas only. 

Retrievability: 

Primarily by name, rank/grade or Social Security Number, howev- 
er, records can be accessed by any file element or any combination 
thereof 

Safeguards: 

• A combination of passwords and user names is used to restrict user 
access to those individuals specifically authorized to use terminals. 
Within the computer center, controls have been established to distrib- 
ute computer output over the counter only to authorized users. 
Output material in the sensitive category will be shredded. Computer 
files are kept in a secure, continuously manned area and accessible 
only to authorized computer operators, programmers and distributing 
personnel who are directed to respond to valid officials requests for 
data. These accesses are controlled and monitored by the Security 
System. 
Retention and disposal: 



Automated recruiting files are retained as long as the individual is 
a recruit for the Naval Reserve Force. Upon enlistment into the 
Naval Reserve, files are transferred to the appropriate component 
and retained as long as the individual is a drilling reservist in the 
Naval Reserve. Upon retirement or separation from the Naval Re- 
serve, the member's files are transferred to the Naval Reserve Per- 
sonnel Center, New Orleans, where records are retained in accord- 
ance with MAPMIS Manual (period ranges from one month to 
permanent). Paper documents generated by the system will be re- 
tained at local activities for two to four years after which they will 
be destroyed. 

System manager(s) and address: 

Commander, Naval Reserve Force, 13000 Chef Menteur Highway, 
New Orleans, LA 70129-1800. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commander, Naval Reserve Force, 13000 Chef MeJteur 
Highway, New Orleans, LA 70129-1800. 

Requests should contain full name and Social Security Number and 
must be signed. Visitors should be able to identify themselves by a 
commonly recognized evidence of identity. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
mander, Naval Reserve Force, 13000 Chef Menteur Highway, New 
Orleans, LA 70129-1800. 

Requests should contain full name and Social Security Number and 
must be signed. Visitors should be able to identify themselves by a 
commonly recognized evidence of identity. 

Contesting record procedures: 

TTie Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Individuals concerned, Commander, Naval Reserve Force, Naval 
Reserve Personnel Center, and military commands to which the 
individual is attached. 

Exemptions claimed for the system: 

None. 

N01130-1 

System name: 

Low Quality Recruiting Report. 
System location: 

Commander, Naval Recruiting Command, 4015 Wilson Blvd, Ar- 
lington, Va 22203 

Categories of individuals covered by the system: 

Reports of enlisted performance. 

Categories of records in the system: 

Reports of performance. 

Authority for maintenance of the. system: 

5 use 301. 

Purpose(s): 

Used by the Navy Recruiting Command, the Chief of Naval Edu- 
cation and Training, the Chief of Naval Technical Training and the 
Recruit Training Center to evaluate the quality of recruits with a 
view towards improvement of recruitment and training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 
File folder. 
Retrievabilits^: 

Random filing by submitting activity. 
Safeguards: 

Maintained in locked safe in controlled building. 
Retention and disposal: 
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Two years. 

System managers) and address: 
Commander, Navy Recruiting Command. 
Notification procjbdure: 

By individual request upon presentation of letter or identification. 
Must provide program and name. 
Record access procedures: 

The agency's rules for access to records may be pbtaihed from the 
System Manager. 
Contesting record procedures: 

The agency^s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Service Record entries, Commanding Officers performance evalua- 
tions. . . . • . 

-Exemptions claimed for the system: 
None. 

N01131-1 ' 
System name: • . . 

Officer Selection and Appointment System. ' ' 
System Icicatioii: 

Primary System - Navy Recruiting Command, 4015 Wilson Boule- 
vard, Arlington, Virginia 22203. Decentralized segments - Headquar- 
ters, Navy Recruiting Activities and subsidiary offices; Armed 
Forces Entrance and examining Centers; Bureau of Naval Personnel; 
Bureau of Medicine and Surgery; National Personnel Records-'Cen-' 
ters; Naval Reserve Units; Naval Education and Training Activities; 
NROTC Units; Naval Sea Systems Command Headquarters; Naval 
Intelligence Command and subsidiary activities; Department of De- 
fense Medical Examination Review Board. 

. Categories of individuals covered by the system: . > . 

Individuals who have made application for direct appointment to 
commissioned grade in the Regular Navy or Naval Reserve, applied 
for officer candidate program leading to commissioned status in the 
U.S. Naval Reserve, applied for a Navy/Marine Corps sfjonsored 
NROTC scholarship, program. 'or preparatory school, program, ap- 
plied for interservice transfer to Regular Navy or Naval Reserve. 

Categories of records in the system: 

Records and correspondence in both automated and non-automat- 
ed form concerning any applicant's personal history, education, pro- 
fessional qualifications, physical qualifications, mental aptitude, char- 
acter and interview appraisals. National Agency checks and certifica- 
tions of background investigations. 

Authority for maintenance of the system: 

Title 10, United States Code, Sections governing authority to ap- 
point officers. 10 use 591, 600, 716. 2107, 2122, 5579, 5600. Mer- 
chant Marine Act of 1939 (as amended); Executive Orders 9397, 
10450, 1 1652; 5 USC 301 Departmental Regulations. 

Purpose(s): 

To manage and contribute to the recruitment of qualified men and 
women for officer programs and the regular and reserve components 
of the Navy. To ensure quality miHtary recruitment and to maintain 
records pertaining to the applicants personal profile for purposes of 
evaluation for fitness for commissioned service. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

To officials arid employees of the Department of Transportation in 
the perforrnance of their official duties relating to the recruitment of 
Merchant Marine personnel. ' ' 

To officials and employees of other Departments and agencies of 
the Executive Branch of government, upon request^ in the perform- 
ance of their official duties related to the management of quality 
military recruitment. 

To officials and employees of the Veterans Administration and 
Selective Service Administration in the performance of their official 
duties related to enlistment and reenlistment eligibility and related 
benefits. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tape; paper records are 
stored in file folders. 



Retrievability: M r 

Name and social security number applicant. 
Safeguards: 

Records kept in' file cabinets and offices locked after working 
hours. Based on requirements of user activity, some buildings have 
24-hour security guards. * 

Retention and disposal: 

Application records maintained six nrionths; after six months,, sum- 
niary sheets maintained for 5 years at National Record Storage 
Center. NROTC application records kept for current year dnly. 
Correspondence files maintained for two years. 

System manager(s) and address: 

Commander, Navy Recruiting Command, 4015 Wilson Boulevard, 
Arlington, Virginia 22203 
Notification procedure: 

Requests by correspondence should be addressed to: Commander 
Naval Recruiting Command (Attn: Privacy Act Coordinator), 4015 
Wilson Boulevard, Arlington, Va. 22203; or. Chief of Naval Reserve 
(Code lllC), New Orleans, Louisiana 70146, or, to applicable Naval 
Recruiting District as listed under U.S. Government in white pages 
of telephone book. Letter should contain full name, address, social 
security account number and signature. 

TTie individual may visit Commander, Navy Recruiting Command, 
4015 Wilson Boulevard, Arlington, Va. 22203. Proof of identification 
will consist of picture-bearing or other official identification. 

Record access procedures: ' / 

The agency*s rules for access to records may bfe obtained from 
System Manager. 
Contesting record procedures: . ' 

The agency's rules for cdntesting contents 'and appealing initial . 
determinations by the individual concerned may be obtained from the 
System Manager. ' 

Record source categories: 

Navy Recruiting personnel and employees processing application; 
medical personnel conducting physical examination and private phy- 
sicians providing consultations or patient history; character and emr 
ployer references named by applicants; educational institutions, stafT 
and faculty members; Selective Service Commission local state, and 
Federal law enforcement agencies; prior to current military service 
record; members of Congress; Commanding Officer of Naval Unit, if 
active duty; Department of Navy offices charged with personnel 
security clearance functions. Other officials and employees of the 
Department of the Navy, Department of Defense, and . components 
thereof, in the performance of their official duties arid as specified by 
current instructions and regulations promulgated by competent au- 
thority. 

Exemptions claimed for the syisteih: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(l), (5), 
(6) and (7), as applicable. For additional information, contact the 
System Manager. 

/ N01133-1 
System name: 

NAME/LEAD Processing System . 
System location: 

Primary System, Navy Recruiting Command, 4015 Wilson Boule- 
vard, Arlington, Virginia 22203 

Categories of individuals covered by the system: 

Individuals who have responded to Navy advertising, requested 
their names not be used in future Navy advertising, students through- 
out the country who may be qualified for enlistment, first-term enlist- 
ees on active duty in the U. S. Navy, veterans, enlisted discharged 
personnel. 

Categories of records in the system: 

Automated and non-automated form containing personal records 
and correspondence on both education, service, and Navy program 
information on potential Navy applicants. . ' 

Authority for maintenance of the system: 

10 USC 5531; Section 133, 503, 504, 508, 510; 5 USC Sections 301, 
302; 44 USC 3101, 3702. 
Purpose(s): 

To provide field recruiters with names of individuals who have 
responded to Navy advertising, students who may be qualified for 
enlistment, first-term enlistees in the U.S. Navy, veterans, and enlist- 
ed personnel who have been discharged. To provide an interface 
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between Navy Recruiters and members of the civilian community. 
To generate prospective applicants for enlistment in the U.S. Navy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Department of Transportation in 
the performance of their official duties relating to the recruitment of 
Merchant Marine. personnel. 

Officials and employees of other Departments and agencies of the 
Executive Branch of government, upon request, in the performance 
of their official duties related to the management of quality mihtary 
recruitment. 

To officials and employees of the Veterans Administration and 
Selective Service Administration in the performance of their official 
duties related to enlistment and, reenlistment eligibility and related 

benefits. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are maintained on disks, magnetic tape or on 
punched cards ins area. 

Computer print outs are stored in locked filing cabinets or file 
folders 

Retrievability: 

Information can be accessed by name, program and social security 
account number. 

Safeguards: 

Lists and files are handled with maximum security during process- 
ing and storage, and are accessible to routine users only and then 
only through a selected group of individuals charged with security of 
the lists. Files are stored in a limited access area and coded so that 
only several persons have both knowledge of the code and access to 
the files. 

Retention and disposal: 

A record is maintained of all outgoing automated responses, and 
disposed of in accordance with Departmental Regulations. 

Compiled lists and commercial purchased lists are maintained for 
certain period of time depending on the usefulness and currentness of 
the information, and disposed of in accordance with Departmental 
Regulations. 

System managerCs) and address: 

Director, Recruiting Advertising Department, Navy Recruiting 
Command, 4015 Wilson Boulevard, Arlington, Virginia 22203 
Notification procedure: 

Requests should be addressed to: Director^ Recruiting Advertising 
Department, Navy Recruiting Command, 4015 Wildon Boulevard, 
Arlington, Virginia 22203. 

Requester is required to provide a full name, address, and signa- 
ture. 

. Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
^SYSMANAGER 

Record source categories: 

Parents, influentials, friends and associates of the subject of the 
records and officials and employees of the Department of the Navy, 
Department of Defense, and the Veterans Administration in the per- 
formance of their official duties and as specified by current Instruc- 
tions and regulations promulgated by competent authority. 

Exemptions claimed for the system: 

None. 

N01133-2 

System name: 

Recruiting Enlisted Selection System. 
System location: 

Primary System - Commander Navy Recruiting Command Decen- 
tralized Segments - Navy Recruiting Area Commanders, Navy Re- 
cruiting District Headquarters, Navy Recruiting *A* Stations, Navy 
Recruiting Branch Stations, AFEES. 

Categories of individuals covered by the system: 



Records and correspondence pertaining to prospective applicants, 
applicants for regular and reserve enlisted programs, and any other 
individuals who have initiated correspondence pertaining to enlist- 
ment in the United States Navy. 

Categories of records in the system: 

Records and correspondence in both automated and non-automat- 
ed form concerning personal history, education, professional qualifi- 
cations, mental aptitude, physical qualifications, character and inter- 
view appraisals. National Agency checks and certifications, service 
performance and congressional or special interests. 

Authority for maintenance of the system: 

10 use 133, 275, 503, 504, 508, 510, 672, 1071 - 1087, 1168,. 1169, 
1475. . 1480, 1553, 5031; 5 USC 301; Departmental Regulations. 
Purpose(s): 

To provide recruiters with information concerning personal histo- 
ry, education, professional qualifications, mental aptitude, and other 
individualized items which may influence the decision to select/non- 
select an individual for enlistment in the U.S. Navy. To provide 
historical data for comparison of current applicants with those select- 
ed in the past. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Department of Transportation in 
the performance of their official duties relating to the recruitment of 
Merchant Marine personnel. 

To officials and employees of the Veterans Administration and 
Selective Service System in the performance of their official duties 
related to enlistment and reenlistment eligibility and related benefits. 

To officials and employees of other Departments and agencies of 
the Executive Branch of government, upon request, in the perform- 
ance of their official duties related to the management of quality 
military recruitment. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tape; paper records are 
stored in file folders. 
' Retrievability: 

Filed alphabetically by last name of subject. 

Safeguards: 

Records are accessible only to authorized Navy recruiting person- 
nel within and are handled with security procedures appropriate for 
docuiments marked *For Official Use Only*. 

Retention and disposal: 

Records are normally maintained for two years and . then de- 
stroyed. 
System manager(s) and address: 

Commander, Navy Recruiting Command, 4015 Wilson Boulevard, 
Ariington, Virginia 22203 
Notification procedure: 

Requests by correspondence should be addressed to: Commander 
Naval Recruiting Command (Attn: Privacy Act Coordinator), 4015 
Wilson Boulevard, Arlington, VA 22203; or. Chief of Naval Reserve 
(Code UlC), New Orleans, Louisiana, 70146, or, to applicable Naval 
Recruiting. District as listed under U.S. Government in white pages 
of telephone book. Letter should contain full name, address, social 
security account number and signature. 

The individual may visit Commander, Navy Recruiting Command, 
4015 Wilson Boulevard, Arlington, VA 22203. Proof of identification 
will consist of picture-bearing or other official identification. 

Record access procedures: 

The agency's rules for access to records may be obtained from 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained, from the 
System Manager. 

Record source categories: 

Navy Recruiting Personnel and Administrative Staff; Medical Per- 
sonnel conducting physical examinations and/or Private Physicians 
providing consultations or patient history; Character and Employer 
references; Educational institutions. Staff and Faculty members; Se- 
lective Service Commission; Local, State, and Federal Law (enforce- 
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ment agencies; prior or current military service records; Members of 
Congress. 

Other officials and employees of the Department of the Navy, 
Department of Defense and components thereof, in the performance 
of their official duties and as specified by current instructions and 
regulations promulgated by competent authority, 

Exemptions claimed for the system: 

Parts of this system may .be exempt under 5 U.S.C 552a(k)(l), (5), 
(6), and (7) as applicable. For additional information contact the 
System Manager. 

N01136-1 

System name: 

Navy Recruiting Support System. 
System location: 

Headquarters, Navy ' Recruiting Command, 4015 Wilson Boule- 
vard, Arlington, Virginia 22203 

Decentralized Segments-Navy Recruiting Areas; Navy Recruiting 
Districts; ' Navy Recruiting *A' Stations; Navy Recruiting Branch 
Stations. 

Categories of individuals covered by the system: 

Students who have taken the Armed Forces Vocational Aptitude 
Battery; Naval Reserve officers nominated by District Commanding 
Officers for a collateral duty assignment as Recruiting District Assist- 
ance Council Chairmen (RDAC); Enlisted Personnel selected by 
local Navy Recruiter for participation in local Navy Recruiting 
effort; Community leaders and individuals who provide assistance to 
Navy Recruiters. ' ' » . . 

Categories of records in the system: : .< . 

Name; Social Security Number; address; pertinent family informa- 
tion; pertinent military information; professional and education affili- 
ations and experience. 

Authority for maintenance of the system: 

10 use 133, 503, 504, 508, 510, Departmental Regulations; 44 USC 
3101,3702. . , 

Purpose(s): 

To provide field recruiters with various vehicles of recruiting 
support; to familiarize Navy Recruiters with community leaders; to 
provide a thorough interface between the Navy and the community; 
to promote the Navy among the members of the civilian community; 
to provide educators with a measure of the vocational aptitude of 
their students through administration of the Armed Services Voca- 
tional Aptitude Battery; to cultivate community awareness; to assign 
inactive Reserve officers to recruiting, support functions as Recruiting 
District Assistance Council Chairmen; to facilitate liason with various 
business, social and education cultures in the community; to obtain 
media support for the Navy Recruiting Command; to assist the local 
recruiter in any way the recruiter feels necessary; and to generate 
prospective applicants for the U.S. Navy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Department of Transportation in 
the performance of their official duties relating 'to the recruitment of 
Merchant Marine personnel. 

To officials and employees of the Veterans Administration and 
Selective Service Administration in the performance df their official 
duties related to enlistment and reenlistment eligibility and related 
benefits. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File cabinets aiid magnetic- tape.' 
Retrievability: 

Information can be accessed by name and social security number. 
Safeguards: 

Lists and files are handled with discretion and accessible only to 
those personnel having a need to know.- 
Retention and disposid: 

Records are retained for the tenure of the individual involved or in 
the case of high school Armed Services Vocational Aptitude Battery 
lists for a maximum two-year, period or until information is no longer 
useful for recruiting support. 

Magnetic tapes are demagnetized; other manual files are shredded 
or burned when discarded. 

System manager(s) and address: 



Director, Recruiting Support Department, Navy Recruiting Com- 
mand, 4015 Wilson Boulevard, Arlington, Virginia 22203 

Notification procedure: 

Information may be obtained from: Director, Recruiting Support 
Department, Navy Recruiting Conimand; 4015 Wilson Boulevard, 
Ariington, Virginia 22203 Telephone: 202/692-4795. 

Requester is required to supply full name, rank/rate (if applicable), 
address and social security number. ^ 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. . , . 

Contesting record procedures: 

The agency's rules for contesting -contents and appealing initial; 
determinations by the individual concerned may be obtained from the- 
System Manager. 

Record source categories: 

Subject of the information; Field Recruiters; Area Commanders/ 
District Commanding Officers; Chief of Naval Personnel; Chief of 
Naval Reserve; District Commandants; Chief of Naval Education 
and Training; Vocational Testing Group; Recruit Training Com- 
mands; Service Schools Commands and other officials and employees 
in the Department of the. Navy and other components of the Depart- 
ment of Defense in the performance of their officials duties and as 
specified by current instructions and regulations promulgated by 
competent authority. 

Exemptions claimed for the system: 

None. 

N0121M ' 

System name: ^ 

Naval Research Reserve Program Personnel Accounting System. 
System location: . . ; 

Office of Naval Research, 800 North Quincy St., Ariington, VA 
22217 

• Categories' of individuals covered by the system: 

Research reserve personnel, officer and enlisted. 

Categories of records in the system: 
. Military identification information, including Naval Officer Billet 
Codes, plus professional qualifications information, including educa- 
tion and occupation. 

Authority for maintenance of the system: 
' 5 USC 301. 

Purpose(s): 

To effectively manage the Office of. Naval Research headquarters 
reserve unit. These records are used to maintain the; unit's mobiliza- 
tion readiness. The system is used to prepare fitness reports, recall 
rosters, training reports and any other management function required 
to sustain the reserve unit. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: , 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 
. Policies and practices for storing, retrieving, accessing, retaining, and 
disposing.of records in the systeiii: 

Storage: 

Punched cards, printouts, printed forms (NAVSO 1080/2 and 
1080/2A). 
Retrievability: . . i 

Name, rank, designator, NOBC's, education, major subject, ^ First 
Navy qualification, first job functipu, reserve unit affiliation. 

Safeguards: 

Records kept in controlled access building, controlled computer 
spaces, file cabinets in limited access offices. 
Retention and disposal: . > 

Physically destroyed annual y when new questionnaire forms are 
received. 

System manager(s) and address: Research Reserve Coordinator, 
Code -723, Office of Naval Research, Ariington, VA 22217. . 

Notification procedure: Write to SYSMANAGER, giving full 
name, rank, SSN. Visit office at above address, showing Naval Re- 
search ID Card. 

Record access procedures: 1 
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The Agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Qualifications Questionnaire Naval Resei-ve Research Program, 
NAVSO form 1080/2. 
Exemptions claimed for the system: 
None. 

N01301-1 

System name: 
Judge Advocate General Reporting Questionnaire. 
System location: 

Office of the Judge Advocate General (Code 61), Department of 
the Navy, 200 Stovall Street, Alexandria, VA 22332-2400. 

Categories of individuals covered by the system: 

Officers reporting for duty in the Office of the Judge Advocate 
General. 

Categories of records in the system: 

Name, rank, branch of service, date of rank, date reported, previ- 
ous duty station, date detached. Social Security Number, designator, 
division assignment, room number, office phone, spouse'is name, 
number of dependents' spouse's employment, dependents names and 
ages, home telephone number, home address, name of officer reliev- 
ing, billet sequence code, unit identification code, place of birth, date 
of birth, security clearance, basis, completed by and date, of comple- 
tion. 

Authority for maintenance of the system: 
10 U.S.C 806 and E.O. 9397. 
Purpose(s): 

To aissist the Judge Advocate General in assignment of officers 
within the Office of the Judge Advocate General. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Depairtment of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records are kept in a folder alphabetically and are stored in 
a file cabinet. 
Retrievability: 

Retrieved by officer's name. 
Safeguards: 

Records are maintained in a file cabinet under the control of 
authorized personnel during working hours; and the office space in 
which the cabinet is located is locked outside official working hours. 

Retention and disposal: 

Records are destroyed when the officer is transferred from the 
Office of the Judge Advocate General. 
System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria, VA 22332-2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should .address, written inquir- 
ies to the Assistant Judge Advocate General (Civil Law), Office of 
the Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria, VA 22332-2400. 

The request should contain the full name of the individual con- 
cerned and must be signed. For personal visits, the requesting indi- 
vidual should be able to provide some acceptable identification, e.g. 
Armed Forces identification card, driver's license, etc. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Assist- 
ant Judge Advocate General (Civil Law), Office of the Judge Advo- 
cate General, Department of the Navy, 200 Stovall Street, Alexan- 
dria, V A 22332-2400. 



The request should contain the full name of the individual con- 
cerned and must be signed. For personal visits, the requesting indi- 
vidual should be able to provide some acceptable identification, e.g. 
Armed Forces identification card, driver's license, etc. 

Contesting record procedures: 

The Department of the Navy rules for accessing records ^ and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Information submitted by the officer upon his/her reporting for 
duty in the Office of the Judge Advocate General. 
Exemptions claimed for the system: 
None. 

N01301-2 

System name: 

Naval Officer Development and Distribution Support System. 
System location: 

Bureau of Naval Personnel, Navy Department, Washington, DC 
20370-5000.. 

Categories of individuals covered by the system: 

All naval officers on active duty; all Naval Reserve officers re- 
questing recall to active duty. 

Categories of records in the system: 

Correspondence and personnel records in both automated and non- 
automated form concerning classification, qualifications, assignment, 
placement, career development, education, training, rpcall, release 
from active duty, and management of naval officers. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations; 10 U.S.C. 5504, Lineal 
List; 10 U.S.C. 5708, Promotion Selection List; and. Executive Order 
9397. 

PurposeCs): 

To assist Navy officials and employees in the classification, qualifi- 
cation determinations, assignment, placement, career development, 
education, training, recall and release of officer personnel pursuant to 
meet manpower allocations and requirements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Automated records may be stored on magnetic tapes, disc, or 
drums. Manual records may be stored in paper file folders, micro- 
fiche, or microfilm. 

Retrievability: 

Records may be retrieved by Social Security Number and/or 
name. 
Safeguards: 

Computer terminals are located in restricted areas accessible only 
to authorized persons that are properly screened, cleared and trained. 
Manual records and computer printouts are available only to author- 
ized personnel having an official need to know. 

Retention and disposal: 

Records are generally maintained until superseded, or for a period 
of two years or until release from active duty and disposed of by 
burning or shredding. 

System manager(s) and address: 

Chief of Naval Personnel-(Pers 06), Navy Department, Washing- 
ton, DC 20370-5000. ^ 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Chief of Naval Personnel (Pers 06), Navy Department, 
Washington, DC 20370-5000. 

The letter should contain full name, rank, Social Security Number, 
designator, address and signature. The individual may visit the Chief 
of Naval Personnel at the Bureau of Naval Personnel, Navy Annex 
(Federal Building No. 2), Washington, DC 20370-5000. Advance 
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notification is required for personal visits. Proof of identification will 
consist of military identification card. 
Record access procedures: 

Individuals seeking access to records should address written inquir- 
ies to the Chief of Naval Personnel ■ (Pars 06), Navy Department, 
Washington, DC 20370-5000. ... i 

The letter should contain full name, rank, Social Security Number, 
designator, address and signature. The individual may visit the' Chief 
of naval Personnel at the Bureau of Naval Personnel, Navy Annex 
(Federal Building No. 2), Washington, DC 20370-5000. Advance 
notification is required for personal visits. Proof of identification will 
consist of military identification card. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Personnel Service Jackets; records of the officer promotion system; 
officials and employees of the Department of the Navy, Department 
of Defense, and components thereof, in performance of their official 
duties and as specified by current instructions and regulations pro- 
mulgated by competent authority; education institutions; official 
records of professional qualifications; general correspondence con- 
cerning the individual. 

Exemptions claimed for the system: 

None. 

N01306-1 

System name: > j 
Enlisted Development and Distribution Support System. 
System location: . r 

Primary System-Naval Military Personnel Command, Navy De- 
partment, Washington, DC 20370 Secondary System-Enlisted Person- 
nel Management Center, New Orleans, Louisiana 70159 and Naval 
Reserve Personnel Center, Naval Support Activity (East Bank), 
Bldg. 603, New Orleans, Louisiana 70149 . 
. Categories of individuals covered by the system: 

AH Navy enlisted personnel: Active, inactive, reserve, fleet re- 
serve, and retired. 
' Categories of records in the system: 

Correspondence and records in both automated and non-automated 
form concerning classification, assignment, distribution, advancement, 
performance, retention, reenlistment, separation, training, education, 
morale, personal affairs, benefits, entitlements, and administration of 
Navy military personnel. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

To assist Navy officials and employees in the initiation, develop- 
ment, implementation of policies pertaining to enlisted personnel as- 
signment, placement, retention, career enhancement, and motivation, 
and other career related matters, in order to meet manpower alloca- 
tions and requirements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of other Departments and Agencies of 
the Executive Branch of government, upon request, in the perform- 
ance of their official duties related to the management and adminis- 
tration of Navy enlisted personnel in order to meet manpower alloca- 
tions and requirements. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may be stored on magnetic tapes, disc, drums, 
and on punched cards. 

Manual records may be stored in paper file folders, microfiche or 
microfilm. 

Retrievability: 

Automated records may be retrieved by social security account 
number and/or name. 



Manual records may be retrieved by name, social security account 
number, or enlisted service number. 

Safeguards: 

Computer and punched card processing facilities and terminals are 
located in restricted areas accessible only to authorized persons that 
are properly screened, cleared and trained. 

Manual records and computer printouts are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Records are retained or disposed of in accordance with SECNA- 
VINST P5212.5B. subj: Disposal of Navy and Marine Corps 
Records. 

System manager(s) and address: 

The Commander, Naval Military Personnel Command, Navy De- 
partment, Washington, DC 20370 
Notification procedure: 

Requests by correspondence should be addressed to: Commander, 
Naval Military Personnel Command (Attn: Privacy Act Coordina- 
tor), Navy Department, Washington, DC 20370; or, for Training and 
Administration of Reserve personnel only, to Commanding Officer, 
(Attn: Privacy Act Coordinator) Naval Reserve Personnel Center, 
Naval Support Activity (East Bank), Bldg. 603, New Orleans, Louisi- 
ana 70149. The letter should contain full name, social security ac- 
count number (and/or enlisted service number), rate, military status, 
and signature of the requestor. The individual may visit the Com- 
mander, Naval Military Personnel Command, Arlington Annex (FOB 
No. 2), Rm. 1066, Washington, DC for assistance records located in 
that building; or Training and Administration of Reserve personnel 
may visit the Commanding Officer (Privacy Act Coordinator), Naval 
Support Activity (East Bank), Bldg. 603, New * Orleans, Louisiana 
70149. Proof of identification will consist of Military Identification 
Card for persons having such cards, or other picture-bearing identifi- 
cation. ^ • 

Record access procedures: ^ - 

The Agency's rules for access to records may be , obtained from 
SYSMANAGER. 
Contesting record procedures: 

The Agency's rules for contesting 'contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the ;Department of the Navy, Depart- 
ment of Defense, and components thereof, in performance of their 
official duties and as specified by current Instructions and Regula- 
tions promulgated by competent authority; general correspondence 
concerning the individual; official records of professional qualifica- 
tions; Navy Relief and American Red Cross requests for verification 
of status; Educational institutions. 

Exemptions claimed for the system: - 

None. 

. * ■ N01420-1 

System name: . 
Officer Promotion System. 

System location: ^ 

Naval Military Personnel Command, Navy Department, Washing- 
ton, DC 20370; and Reporting Seniors (see Directory of the Depart- 
ment of the Navy Mailing Addresses); Federal Records Storage 
Centers; National Archives. 

Categories of individuals covered by the system: 

All officers on active duty; all reserve officers on inactive duty. 

Categories of records in the system: 

Fitness Report Jacket, Selection Board Jacket, Officer Summary 
Record. Promotion History Cards, and other records concerning 
fitness and qualifications of officers and related to promotion require- 
ments. 

Authoi^ity for maintenance of the system: 

5 use 301 Departmental Regulations; / 

10 use 543 Selection Boards; 

10 use 33, 545, 549 Promotions. 

Purpose(s): 

To assist officials and employees oif the Department of the Navy 
relating to the promotion of naval officers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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To officials and employees of other Departments and Agencies of 
the Executive Branch of government, upon request, in the perform- 
ance of their official duties related to the Navy's Officer Promotion 
System and the records contained therein. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may be stored on magnetic tape, discs or on 
punched cards. 

Manual records may be stored in paper file folders, microfiche or 
microfilm. 

Retrievability: 

Automated records may be retrieved by social security account 
number. Manual records may be retrieved by social security account 
number and/or officer file number, and name. 

Safeguards: 

Computer and punched card processing facilities and terminals are 
located in restricted areas accessible only to authorized persons that 
are properly screened, cleared and trained. 

Manual records and computer printouts are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Records are retained or disposed of in accordance with SECNA- 
VINST P5212.5B, subj: Disposal of Navy and Marine Corps 
Records. 

System manager(s) and address: 

Commander, Naval Military Personnel Command, Navy Depart- 
ment, Washington, DC 20370 

Notification procedure: 

Requests by correspondence should be addressed to: Commander, 
Naval Military Personnel Command (Attn: Privacy Act Coordina- 
tor), Navy Department, Washington, DC 20370; or to Reporting 
Seniors (see Directory of the Department of the Navy Mailing Ad- 
dresses). The letter should contain full name, social security account 
number, (or officer file number), rank, military status, address and 
signature of the requestor. 

The individual may visit the Commander, Naval Military Person- 
nel Command, Arlington Annex, (FOB No. 2), Rm. 1066, Washing- 
ton, DC for assistance with records located in that building; or the 
individual may visit the Reporting Senior for records maintained by 
that individual. Proof of identification will consist of Military Identi- 
fication Card. 

Record access procedures: 

The Agency's rules for access to records may be obtained from 
SYSMANAGER. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, other Departments and Agencies of the Executive 
Branch of the Government, and components thereof, in the perform- 
ance of their official duties as specified by current Instructions and 
Regulations promulgated by competent authority; educational institu- 
tions; federal, state and local court documents; general correspond- 
ence concerning the individual; official records of professional quali- 
fications. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(l), (5), 
(6), and (7) as applicable. For additional information contact the 
System Manager. 

N01500-1 

System name: 

Naval Educational Development Records. 
System location: 

Chief of Naval Education and Training Naval Air Station Pensaco- 
la, FL 32508-5100. 
Categories of individuals covered by the system: 



Applicants, participants, graduates and staff of officer acquisition 
professional development, Navy Youth, dependents' education (At- 
lantic), and Non-Traditional Education Support programs. 

Categories of records in the system: 

Applications, biographical information, student records and reports 
of performance, graduation, and disenrollment. 
Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations and E.O. 9397. 
Purpose(s): 

Used by Naval Educational Development staff members, selection 
boards. Naval Military Personnel Command, and Navy media for 
selection, student monitoring, and utilization of graduates. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders and punched cards. 
Retrievability: 

Name and social security number. 
Safeguards: 

Records are stored in locked cabinets and safes. Access to all 
records is under control of authorized personnel during working 
hours. After-hours access to the building in which the records are 
maintained is protected by uniformed guards requiring identification 
for admission. Office spaces are locked after hours. 

Retention and disposal: 

Destroy after completion of training, transfer, or discharge, provid- 
ed the data has been recorded in the individual's service record or on 
the student's record card. 

System manageKs) and address: 

Chief of Naval Education and Training, Education and General 
Training Division, Naval Air Station, Pensacola, FL 32508-5100. 

Notification procedure: 

Individuals seeking to determine \yhether this system of records 
contains information about themselves should address written inquir- 
ies to the Chief of Naval Education and Training, Education and 
General Training Division, Naval Air Station, Pensacola, FL 32508- 
5100. The request should contain name, social security number, and 
address of the. individual concerned and should be signed. 

Record access procedures: 

Individuals seeking access to records about themselves should ad- 
dress written inquiries to the Chief of Naval Education and Training, 
Education and General Training Division, Naval Air Station, Pensa- 
cola, FL 32508-5100. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Individual applications, selection board proceedings, transcripts, 
and correspondence. 
Exemptions claimed for the system: 
None. 

N01500-2 

System name: 

NAVSCOLS/TIS, USMC Training Supsys. 
System location: 

Schools and other training activities or similar organizational ele- 
ments of the Department of the Navy and Marine Corps as listed in 
the directory of Department of Navy activities. 

Categories of individuals covered by the system: 

Records of present, former, and prospective students at Navy and 
Marine Corps schools and other training activities or associated edu- 
cational institution of Navy sponsored programs; instructors, staff 
and support personnel; participants associated with activities of the 
Naval Education and Training Command,, including the Navy 
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Campus for Achievement and other training programs; tutorial and 
tutorial volunteer programs; dependents' ischooling: t * . 

Categories'of records in the system: 

Schools and personnel training programs administration^ and eval- 
uation records. Such records as basic identification records i.e., social 
security number, name, sex, date of, birth, personnel records i^e., 
rank/rate/grade, branch of service, billet, expiration of active obligat- 
ed service, professional records i.e.. Navy enlisted classification, mili- 
tary occupational specialty for Marines, subspecialty codes, test 
scores, basic test battery scores, and Navy advancement test scores. 
Educational records i.e., education levels, service and civilian schools 
attended, degrees, majors, personnel assignment data, course achieve- 
ment data, class grades, class standing, and attrition categories. Aca- 
demic/training records, manual and mechanized, and other records 
of educational and professional accomplishment. 

Authority for maintenance of the system: 

10 use 5031. . ' 

Purpose(s): Course and training demands, requirements, and 
achievements; analyze student groups or courses; provide academic 
and performance evialuation in response, to official inquiries; guidance 
and counseling of students; preparation of required reports, and' for 
other training administration and planning purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of Education as required. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in microform or in file folders, card files, file 
drawers, cabinets, or other filing equipment. Automated records may 
be stored on magnetic tape, discs, punched cards, etc. 

Retrievabiiiity: 

Social security number and name. 
Safeguards: 

Access is provided on a *need-to^know' basis and to authorized 
personnel only. Records are maintained in controlled access rooms.or 
areas. Data is limited to personnel training associated information. 
Computer terminal access is controlled by terminal identification and 
the password or similar system. Terminal identification is positive 
and maintained by control points. Physical access to terminals is 
restricted to specifically authorized individuals. Password authoriza- 
tion, assignment and monitoring are the responsibility of the function- 
al managers. Information provided via batch processing' is of a prede- 
termined and rigidly formatted nature. Output is controlled by the 
functional managers who also control this distribution of output. 

Retention and disposal: 

Records disposal manual. . ! : •. 

System manager(s) and address: 

The commanding officer of the activity in question. See the direc- 
tory of Navy and Marine Corps activities mailing addresses. 
Notification procedure: 

Apply to system manager. Requestor should provide his full name, 
social security number, military or civilian, duty status, if applicable, 
and other data when appropriate, such as graduation date. Visitors 
should present drivers license, military or Navy civilian employment 
identification card, or other similar identification. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Individuals, schools, and educational institutions, Commander, 
Naval Military Personnel Command, staff of Naval Education and 
Training Command and other activities and the Commandant of the 
Marine Corps; instructor personnel; and' Commander, Naval Recruit- 
ing Command. 

Exemptions claimed for the system: 

None. ' . 
: ' N01500-3 
System name: • ^ 



Students Awaiting Legal, Medical Action Account. 
System location: 

Naval Air Technical Training Center, Lakehurst, New Jersey 

08733 

Categories of individuals covered by the system: 

A. The student locator card file i contains specific data on all 
student personnel assigned to NATTCL, whether or not they suc- 
cessfully completed training. A dead file is maintained after the 
student is transferred. 

B. The 'others' file is a list of all students on board that are not 
enrolled in class. Categories include: Disciplinary, medical, and ad- 
ministrative (awaiting orders, port calls, passports, humanitarian re- 
quests, administrative discharge). .. , 

Categories of records in the system: . 

A. The student locator card file is composed of 4* x 6* cards on 
which the following is recorded: Name, previous command, rate, 
branch of service, date of transfer, new duty station and command, 
estimated date of arrival, standard transfer order number, and rate 
upon departure. 

B. The following information is included on students listed in the 
'others' file: Date of hold, type of hold, estimated period of hold, 
work assignment, parent command notification, date re-enrolled, 
availability submission (used to notify Chief of Naval Personnel of 
member's availability for transfer), date orders or discharge a re- 
ceived, date transferred, and remarks. 

Authority for maintenance of the system: , 

5 use 301. 

Purpose(s): 

To verify date of departure; to determine, in conjunction with the 
next duty station, if member is in an unauthorized absentee; to verify 
attendance and/or completion of training; to answer requests by 
parents who do not know the school or class individual is attending; 
to forward official correspondence; to maintain accountability of all 
students not enrolled in class to ensure the appropriate administrative 
actions are completed in a timely manner ensuring minimum delay in 
the training pipeline. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department' of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

A. Index card drawer. 

B. File folders. 
Retrievability: 

A. Name. 

B. Name, rate, social security number. 
Safeguards: 

A. Locked room. 

B. Maintained in locked room-accessibility is limited to the student 
control office personnel, personnel officer, administrative officer, 
legal officer, executive officer, and commanding officer. 

Retention and disposal: 

A. Two years. 

B. Two years. 

System manager(s) and address: 

A. Personnel office supervisor. • . 

B. . Personnel office supervisor. 
Notification procedure: 

A. The file is available to members upon proper identification. 

B. The file does not contain information beneficial to the individ- 
ual; however, with proper identification any student can review the 
form pertaining to himself. This may be accomplished by presenta- 
tion of Military I.D. card to a responsible petty officer in the student 
control office. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and -appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 
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A. Official documents such as orders, assignment directives, and 
service records. 

B. Sources of information are: NATTCL schools, medical authori- 
ties, legal officer, transfer section of personnel office, drug exemption 
officer, NATTCL duty office. 

Exemptions claimed for the system: 
None. 

N01500.8 

System name: 

Personnel and Training Evaluation Program Automated System. 
System location: 

Strategic Systems Programs Office, Navy Department, Washing- 
ton, DC 20376 

Categories of individuals covered by the system: 

Enlisted technicians who have been trained to operate and main- 
tain the Strategic Weapon System on Fleet Ballistic Missile Subma- 
rines. These individuals are identified by a Navy Enlisted Classifica- 
tion Code in the series 3301-3349. 

Categories of records in the system: 

Individual's name, social security number, NEC codes, current 
duty station and projected rotation date, duty station assignment 
history, Armed Services Vocational Aptitude Battery or Basic Test 
Battery scores, completion data for Navy schools, civilian education, 
promotion history (present and past rate), enlistment data (dates of 
service entry and expiration of enlistment/extension), patrol experi- 
ence and scores on the Personnel and Training Evaluation Program 
examinations. 

Authority for maintenance of the system: 

10 U.S.C. 5031. 

Purpose(s): 

To maintain a data base which will permit the Strategic Systems 
Programs Office to record achievement test scores of enlisted mem- 
bers who operate and maintain the Strategic Weapon System on 
Fleet Ballistic Missile Submarines. This information will be used to 
assess the adequacy of training received and the need for additional 
training. 

Internal Navy users: Director, Strategic Systems Programs, Chief 
of Naval Technical Training and assigned schools, Type Command- 
ers and assigned units in the performance of their duties relating to 
training on the Strategic Weapon System. Commander, Naval Mili- 
tary Personnel Command and Type Commanders and assigned units 
in the performance of their duties related to personnel assignment. 
Navy Personnel Research and Development Center who may, from 
time to time, validate service selection criteria for the DOD. It may 
be provided to such civilian contractors and their employees are or 
may be operating in accordance with an approved official contract 
with the U.S. Navy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's Compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on computer media, disks or mag- 
netic tape. Hard copy reports are distributed to authorized user 
activities. These reports are stored in notebooks or file folders in 
drawers, cabinets or other filing equipment. 

Retrievability: 

SSN, name and duty station. 
Safeguards: 

Access is provided to authorized personnel only on a 'need-to- 
know' basis. Records are maintained in controlled access rooms or 
areas. Computer terminal access is controlled by terminal identifica- 
tion and password. Terminal identification is positive and maintained 
by control points. Physical access to terminals is restricted to specifi- 
cally authorized individuals. Password authorization, assignment and 
monitoring is the responsibility of the systems manager. 

Retention and disposal: 

Records are retained for five years after an individual leaves the 
.Fleet Ballistic Missile program and then destroyed. 

Head, Training Systems Branch, Strategic Systems Programs, 
Navy Department, Washington, DC 20376 
Notification procedure: 

Information should be obtained from the systems manager. Re- 
quester should provide his/her full name, social security number and 



military duty status. Visitors should present military identification 
card, civilian drivers license or other similar identification. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
systems manager. 

Record source categories: 

Individuals, their supervisors. Naval Military Personnel Command, 
schools assigned to the Chief of Naval Technical Training. 
Exemptions claimed for the system: 
None.' 

N01513-1 

System namie: 

Navy Recruiting Command Attrition Tracking System. 
System location: 

Primary System - Recruiting Data Systems, Commander, Navy 
Recruiting Command, 4015 Wilson Boulevard, Arlington, Virginia 

22203 

Categories of individuals covered by the system: 
Navy Enlisted Personnel who attrite during Basic Recruit Train- 
ing. . . 
Categories of records in the system: 

File consists of . records and correspondence pertaining to individ- 
uals discharged at Navy Recruit Training Centers. Records include 
personal and service information, education, physical and mental 
qualifications and circumstances surrounding discharge. 

Authority for maintenance of the system: 

10 use 133, 275, 503, 504, 508, 510, 5031; 5 USC 301 Departmen- 
tal Regulations. 
Purpose(s): 

To accurriulate records and correspondence pertaining to individ- 
uals discharged at Navy Recruiting Training Centers, To provide 
attrition information to Navy Recruiting Command Headquarters for 
application against recruiter point averages under the Freeman Plan. 
To provide a historical record of reasons for attrition for use in 
determining new enlistment eligibility parameters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Veterans Administration and 
Selective Service Administration in the performance of their official 
duties related to enlistment or reenlistment eligibility and related 
benefits. 

To officials and employees of other Departments and agencies of 
the Executive Branch of government, upon request, in the perform- 
ance of their duties related to management of quality military recruit- 
ment. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the systeni: 

Storage: 

Manual Records stored in file cabinets in a secure government 
building. Automated records are maintained on magnetic tape. 

Retrievability: 

Information can be retrieved by Social Security Account Number, 
Navy Recruiting Area or District Recruit Training Center, Age, 
Education, Discharge Reason. 

Safeguards: 

Only authorized routine users are permitted access to the records. 
The Headquarters building in which the records are located has a 24- 
hour guard which prevents unauthorized access to the building. 

Retention and disposal: . 

Records are maintained at Headquarters, Navy Recruiting Com- 
mand for five years, and then destroyed. Records at Area and Dis- 
trict Headquarters are retained for one year before being destroyed. 

System nianager(s) and address: 

Director, Recruiting Data Systenis, Navy Recruiting Command, 
4015 Wilson Boulevard, Arlington, Virginia 22203, Telephone: 202- 
692-4089 
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Written requests for • information should contain the full name, 
social security account number ^and location where individual ' was 
recruited, and signature. 

Notification procedure: r 

Apply to System Manager. : v 

Record access procedures: 

The Agency*s for access to records may be obtained from System 
Manager. 

Contesting record procedures: 

The Agency*s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. , 

Record source categories: 

Discharge Sections at Navy Recruit Training Commands Other 
officials and employees of the Department of the Navy, Department 
of Defense and components thereof, in the performance of their 
official duties and as specified by current instructions and regulations 
promulgated by competent authority. 

Exemptions claimed for the system: 

None. ... 

N01531-1 . 

System name: 

USNA Applicants; Candidates, and Midshipmen Records. 
System location: " : . - 

U.S. Naval Academy, Annapolis, MD 21402-5000. 
Categories of individuals covered by the system: 

Applicants and candidates for admissioti arid Naval. Academy Mid- 
shipmen. : ■ "f ' 

Categories of records, in the system: 

Admissions records contain pre-candidate questionnairies concern- 
ing educational background, personal data, physicial data, extracur- 
ricular activities, and employment; personal data; personal statements; 
transcripts from previously attended academic institutions; admission 
tests results; physical aptitude exam results; recommendation letters 
from school officials and. others; professional development tests; in- 
terest inventory; extracurricular activities reports; reports of officer 
interviews; records of prior military service;, and, Privacy Act disclo- 
sure forms. Nomination and appointment records include all card 
files of congressional offices and the names of persons whom each 
congressman appointed; files of candidates nominated for the follow- 
ing academic year; status cards, indexed by nominating source of all 
candidates appointed, admitted, and graduated, or resigned prior to 
graduation. Similar files are separately kept on foreign candidates. 

Performance jackets and academic records include performance 
aptitude evaluations, performance grades, personal history, autobiog- 
raphy, record of emergency data, aptitude history, review boards 
records, medical excuse from duty forms, conduct records and 
grades, professional development vtests, counseling and guidance, de- 
velopment tests, counseling and guidance interview sheets and data 
forms, academic grades, class rankings, letters of commendation, 
training records, Oath of Office, Agreement to Serve, Privacy Act 
disclosure forms and other such records and information relative to 
the midshipmen. . * . 

Authority for maintenance of the system: - 

5 U.S.C. 301, Departmental Regulations; 10 U.S.C. 6956, 6957, 
6958, 6962, and 6963; 44 U.S.C. 3101; and E.O. 9397. 
Purpose(s): 

To establish an audit trail of files wWch contains information on 
individuals as they progress from the application stage, through the 
adniissions process, to disenrollment or graduation from the Naval 
Academy. Applicant's files contain information which is used to 
evaluate and to determine competitive standing and eligibility for 
appointments to the Naval Academy. Successful applicants become 
candidates whose files contain information to evaluate further each 
candidate's eligibility. Candidates' files are also used to identify can- 
didates profiles for initiation of formal officer accession programs in 
conjunction with the Naval Academy admission process. Successful 
candidates who accept appointments become midshipmen. Midship- 
ment records contain personal, academic, and professional back- 
ground information and are used for the management,, supervision, 
administration, counseling, and discipline of midshipmen. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

. Parents and legal guardians of midshipmen for the limited purpose 
of counseling midshipmen who encounter academic, performance, or 
disciplinary difficulties. 



The United States Naval Institute for the limited purpose of notify- 
ing midshipmen and their parents about benefits and opportunities 
provided by the United States Naval Institute. 

The Naval Academy Athletic Association for the limited purpose 
of promoting and funding the Naval Academy Intercollegiate Athlet- 
ic Program. 

The United States Naval Academy Foundation for the limited 
purpose of sponsoring midshipmen candidates who were not admit- 
ted in previous years. 

The United States Naval Academy Alumni Association for the 
limited purpose of supporting its activities related to the mission of 
the Naval Academy. 

The Contract Tailor Shop for the limited purpose, of scheduling 
appointments as required for uniform fittings. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices also apply 
to this system. . . \ 

\ Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

All hard copy records are kept in file folders in secure rooms or in 
locked cabinets. 

On-line storage is maintained on the Honeywell DPS8 mainframe 
in Computer Services, with line networking to VACs and interfacing 
with microcomputers and dial-up lines. - 

Off-line storage is kept on disks. 
• Records on magnetic tapes and hard copy data are kept in secured 
rooms or in locked cabinets for operator access and .user pickup. 

Backup inagnetic tapes are kept in a vault. 

Retrievability: 

Records are kept alphabetically by Company and Class. Records 
can be retrieved from data base by selection of any data element, i.e., 
name, address, alpha code, six digit candidate number, or Social 
Security Number, etc. 

Safeguards: 

Visitor control. Records are kept in locked cabinets or in secured 
rooms. Computer records are safeguarded through selective file 
access, signing of Privacy Act forms, passwords, RAM systems, 
program passwords, user controls, encoding and port controls. Disk 
and tape storage is in a secure room. Backup systems on magnetic 
tapes are secured in fire proof vault in Ward Hall. 

'Retention and disposal: 

On-line computer records are destroyed one year after the mid- 
shipman's class graduates or the midshipman- is separated. 

Performance records are retained by the Performance Officer for 
two years after the midshipman's class graduates, and then destroyed. 
Backup systems on magnetic tapes and disks are. kept in secure 
storage and destroyed two years after the midshipnian's class gradu- 
ates. Files relative to midshipmen separated involuntarily, including 
by qualified resignation, are retained for two years after the midship- 
man's class graduates, or three years from the date of separation, 
whichever date is later, and then destroyed. 

Official transcripts and records files are kept indefinitely by the 
Registrar on microfilm, computer files, magnetic tapes, and hard 
copy; Admission records of unsuccessful candidates are properly 
destroyed after one year. Counseling and Guidance Research data 
are kept by the Professional Development Research Coordinator 
indefinitely. Nomination and appointment files are retained for vary- 
ing lengths of time. : . . • • 

System manager(s) and address: . L , 

Superintendent, United States Naval Academy, Annapolis, MD 
21402-5000. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies .to the Superintendent, United States Naval Academy, Annapolis* 
MD 21408-5000. Written requests should contain full name, compa- 
ny, class, and any personal identifier, such as a-. Social Security 
Number. 

Record access procedures: 

Individuals seeking access to records aboiit ;themsel ves contained in 
this system of records should address written inquiries to the Super- 
intendent, United States Naval Academy, Annapolis, MD 21408- 
5000. Written requests should contain full name,, company, class, and 
any personal identifier, such as a Social Security Number. 

Contesting record procedures: ' v 
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The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Individuals, midshipman, supervisors, Registrar, instructors, profes- 
sors, officers, midshipman personal history /performance record, mid- 
shipman autobiography, Record of Emergency Data (NAVPERS 
601-2), Statement of Personal History (DD Form 398), Aptitude 
History Record (Form 1610-105), Midshipman Summary Sheet, Cer- 
tificate of Release or Discharge From Active Duty (DD Form 214), 
Military Performance Board Results, Letters of Probation, Midship- 
men Performance Evaluation Reports (Form 54A), Medical Reports, 
Clinical Psychologist Reports, Excused Squad Chits (Form 6320/20), 
Conduct Card (Form 1 690/9 IC), Letters of Commendation, Counsel- 
ing and Guidance Interview and Data Records, Letters of Congress- 
men, parents, etc., and copies of replies thereto, transcripts from high 
school or prior college. Review Board Records, and Record of 
Disclosure (Privacy Act). 

Exemptions claimed for the system: 

None. 

N01571-1 

System name:. 

Reserve Financial Management/Training System (RESFMS). 
System location: 

Primary— Naval Reserve Force, 13000 Chef Menteur Highway, 
New Orleans, LA 70129-1800. 

Decentralized segments — Naval Reserve Surface Force, Naval Re- 
serve Air Force and their claimancies. 

Categories of individuals covered by the system: 

All individuals who are members of the Naval Reserve and those 
who are recruited into the Naval Reserve Programs. 

Categories of records in the system: 

System comprises records reflecting information pertaining to re- 
servist's Active Duty for Training (ACDUTRA) and associated per- 
sonal information such as name/rank/grade, Social Security Number, 
current address, academic, medical qualifications, schools and train- 
ing information. The system also contains a Standard Document 
Number (SDN) which is used to track cost of training, clothing and 
subsistence that is provided to the reservist. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and Executive Order 
9397. 

Purpose(s): 

To write, modify and cancel orders for Naval Reservists perform- 
ing ACDUTRA; to issue seabags, death benefits paid, per diem, 
travel, subsistence, drill pay, ACDUTRA and Temporary Active 
Duty (TEMAC) pay, disability payments, bonuses, school costs and 
special pay such as flight and sea pay, and to monitor training needs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Automated records are stored on magnetic tapes, disks and drums. 
Paper record, microfiche, printed reports and other related docu- 
ments supporting the system are filed in cabinets and stored in au- 
thorized areas only. 

Retrievability: 

Automated records are retrieved by Social Security Number, name 
and standard document numbers. 
Safeguards: 

Within the computer center, controls have been established to 
distribute computer output over the counter only to authorized users. 
Specific procedures are also in force for the disposal of computer 
output. Output material in the sensitive category will be shredded. 
Computer files are kept in a secure, continuously manned area and 
are accessible only to authorized computer operators, programmers, 
enlisted management, placement, and distributing personnel who are 
directed to respond to valid official requests for data. These accesses 
are controlled and monitored by the Security System. 

Retention and disposal: 



History of ACDUTRA orders are maintained in the system for 
three years, then put to magnetic tape and stored in a secured area 
indefinitely. Accounting documents are maintained in the system for 
six years (current year and five prior years). Paper documents for 
each year are destroyed one year after the lapse for the earliest 
appropriation year. 

System manager(s) and address: 

Commander, Naval Reserve Force, 13000 Chef Menteur Highway, 
New Orieans, LA 70129-1800. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commander, Naval Reserve Force, 13000 Chef Menteur 
Highway, New Orleans, LA 70129-1800. 

Requests should contain full name and Social Security Number and 
must be signed. Visitors should be able to identify themselves by a 
commonly recognized evidence of identity. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
mander, Naval Reserve Force, 13000 Chef Menteur Highway, New 
Orleans, LA 70129-1800. 

Requests should contain full name and Social Security Number and 
must be signed. Visitors should be able to identify themselves by a 
commonly recognized evidence of identity. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Individuals concerned, disbursing officers. Navy schools, and mili- 
tary command to which the individual is attached. 
Exemptions claimed for the system: 
None. 

N01572-1 

System name: 

Reservists Reporting for Active Duty for Training, Background 
Questionnaires. 
System location: 

Office of the Judge Advocate General (Code 62), Department of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. 

Categories of individuals covered by the system: 

Officers reporting for duty in the Office of the Judge Advocate 
General. 

Categories of records in the system: 
. Name, designator, rank, unit to which attached, law school attend- 
ed, year admitted to practice and State or Territory where admitted, 
and employment. 

Authority for maintenance of the system: 

10 use 806 

Purpose(s): 

Information provided by this questionnaire will routinely be used 
in the preparation of a memorandum to the Judge Advocate General 
and/or Deputy Judge Advocate General on each officer who reports 
for active duty for training. The memorandum permits the JAG and/ 
or Deputy JAG to familiarize himself with the officer's background. 
It also assists the Reserve Personnel Division to make an informed 
assignment of the officer during his/her training period which will 
enable the officer and the JAG and/or Deputy JAG to obtain maxi- 
mum benefit from the officer's training period. 

Routine uses of records maintained in the. system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 
, Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, stored in a file cabinet. 

Retrievability: 

By officer's name. 

Safeguards: 
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Files are maintained in file cabinets under the control of authorized 
personnel during working hours; the office space in which the cabi- 
nets are located is locked outside of official working hours. 

i^etention and disposal: 

Records are retained and then destroyed. * ► - 

System managers) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, Va. 22332. 

Notification procedure: 

Information may be obtained from the system manager. Written 
requests inust be signed by the requesting individual. For personal 
visits, the individual should be able to provide some acceptable 
identification,, e.g., Armed Forces identification card, driver*s license, 
etc. 

Record access procedures: 

Requests should be addressed to the system manager. 
Contesting record procedures: • . . 

The agency*s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the system manager. . 

Record source categories: 

Information is received fi;bm Reserve officers who participate! in 
the Naval Reserve Law Programis. 
Exemptions claimed for the system: 

None. ■ ; • • . . 

N01640-1 

System name: 
Individual Correctional Records. 
System location: > 

United States Navy Brigs and United States Marine Corps Correc- 
tional Facilities. Official mailing addresses are in the Department of 
Defense Directory; and/or may be obtained from Naval Military 
Personnel Command, Washington, DC 20370. 

Categories of individuals covered by the system: 

Any military member confined in a naval facility as a result of or 
pending trial by courts-martial; any member sentenced to three days 
bread and water or diminished rations; and any military member 
awarded correctional custody to be served in a correctional custody 
unit. 

Categories of records in the system: 

File contains documents related to the administration of individual 
prisoners in the Department of the Navy confinement and correction- 
al custody facilities - courts martial orders; release orders; confine- 
ment orders; medical examiners' reports; requests and receipts for 
health and comfort supplies; reports and recommendations relative to 
disciplinary actions; clothing and equipment records; mail and visit- 
ing lists and records; personal history records; individual prisoner 
utilization records; requests for interview; initial interview; spot re- 
ports; prisoner identification records; parolee agreements; inspection 
record of prisoner in segregation; personal funds records; valuables 
and property record; daily report of prisoners received and released; 
admission classification summary; social history; clemency recom- 
mendations and actions; parole recommendations and actions; restora- 
tion recommendations and actions; psychiatric, psychological, and 
sociological reports; certificate of parole; certificate of release from 
parole; requests. to transfer prisoners; " disciplinary action data cards 
showing name, grade, SSN, sex, education, sentence, bffense(s), sen- 
tence computation, organization, ethnic group, discharge awarded, 
length of unauthorized absence, number and type of prior punish- 
ments, length of service, and type release; weekly status report (each 
member's legal status, offense charged, length of time confined). On 
tape, the same data as the disciplinary action data card, except name, 
computation of sentence. 

Authority for maintenance of the system: 

10U.S.C951 

Purpose(s): 

Commanding officers, officers-in-charge, and chief petty officers- 
in-charge of Navy brigs and Marine Corps correctional facilities and 
staff members use these records to determine initial custody classifi- 
cation; to determine when custody grade change is appropriate; to 
gauge member's adjustment to confinement or correctional custody; 
to identify areas of particular concern to prisoners and personnel in 
correctional custody; to determine work assignment; to determine 
educational needs; serves as the basis for correctional- treatment; 



serves as a. basis for recommendations for cleihency^ restoration, and 
parole. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of Justice and state and local criminal justice 
agencies established by law. 

To law enforcement and investigative agencies for investigation 
and possible criminal prosecution, civil court actions or regulatory 
order. ' / 

To confinement/correctional system agencies for use in the admin- 
istration of correctional programs to include custody classification; 
employment, training and educational assignments; treatment pro- 
grams; clemency, restoration to duty, and parole actions; verifications 
concerning military offenders or military criminal records, employ- 
ment records and social histories. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; on punch cards and computer tapes. 
Retrievability: 

Paper records filed alphabetically by last name of prisoner. Infor- 
mation from computer tapes is retrieved using SSN of the individual. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel who are properly screened, cleared, and trained. Computer 
tape information at NMPC accessed only by authorized personnel. 

Retention and disposal: 

Logs and disciplinary action data cards are transferred to National 
Personnel Records Center, St. Louis, MO 63132 two years after 
release of prisoner. Other records are held at confinement facilities/ 
correctional custody units for two years and destroyed. Transfer of a 
prisoner from one naval facility, to another is not construed as a 
release. In such cases, the file accompanies the prisoner. 

System maiiager(s) and address: 

Commander, Naval Military Personnel Command (NMPC-84) 
Washington, DC 20370; Commandant of the Marine Corps (Code 
MPH) Washington, DC 20380. 

Notification procedure: 

Information should be obtained frorn the system manager. Request- 
ing individuals should specify their full names. Visitors should be 
able to identify themselves by any commonly recognized evidence of 
identity. Written requests must be signed by the requesting individ- 
ual. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. . > 

Record source categories: 

Military personnel records; military financial and medical records; 
military and civilian investigative and law enforcement agencies; 
courts-martial proceedings; records of non-judicial administrative 
proceedings; United States military commanders; staff members and 
'cadre supply information relative to service member's conduct or 
duty performance; and other individuals or organizations which may 
supply information relevant to the purpose for which this system was 
designed. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 USC 552a (j) (2) as 
applicable. For additional information, contact the System Manager. 

N01710-1 

System name: 

Special Membership Listing of the Organizational Recreation As- 
sociation. 

System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 

Categories of individuals covered by the system: 
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This file records the name of all members who join the particular 
ship or activity recreation association. Also crossfiled by number of 
membership card. 

Categories of records in the system: 

This record lists the names, internal codes, room and telephone 
numbers of each membership card and dates purchased. * 

Authority for maintenance of the system: 
5 use 301 Departmental Regulations. 
Purpose(s): 

To indicate income from sale of membership cards; to provide an 
audit trial for the auditors; and to confirm memberships, upon re- 
quest. 

Routine uses of records maintained in the system, including catego- ■ 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders, card files, punched cards, magnetic tape. 
Retrievability: 

Name, SSN, Case number, organization. 
Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. 

Retention and disposal: 

Per SECNAV Records Disposal Manual. 

System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 

Notification procedure: 
Apply to System Manager. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individual concern, other records of the activity, investigators, 
witnesses, correspondents. 
Exemptions claimed for the system: 
Noiie.. 

N01740-1 

System name: 

Personal Services and Pepend|ents Services Support System. 
System location: 

Primary System-Naval Military Personnel Command, Navy De- 
partment, Washington, DC 20370; Navy Family Allowance Activity, 
Anthony J. Celebrezze Federal Building, Room 967, Cleveland, Ohio 
44199; local activity to which individual is assigned (see Directory of 
the Department of the Navy Mailing Addresses). 

Secondary System-Department of the Navy Activities in the Chain 
of Command between the local activity and the Headquarters level 
(see Directory of the Department of the Navy Mailing Addresses). 

Categories of individuals covered by the system: 

All Navy military personnel: Officers, enlisted, active, inactive, 
reserve, fleet reserve, retired, midshipmen, officer candidates, Naval 
Reserve Officer Training Corps personnel, and their dependents. 

Categories of records in the system: 

Applications, forms, correspondence and supporting documents 
and other personnel records concerning entitlements, benefits, basic 
allowance for quarters, waiver of indebtedness, travel allowance per- 
sonal affairs. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

10 use 6161. 

10 use 2774 as amended by Pub. L. 92-453. 
PurposeCs): 



To assist in the management, supervision, and administration of 
personal services, benefits and entitlements for Navy service mem- 
bers and their dependents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Veterans Administration in the 
performance of their official duties related to eligibility, notification 
and assistance in obtaining benefits by members and former members 
of the Navy. 

To officials and employees of Navy Relief and American Red 
Cross in the performance of their duties related to assistance of the 
members, their dependents and relatives. 

To state and local government agencies in the performance of their 
official duties related to assistance of members and their dependents. 

To non-government agencies only to assist members and their 
dependents. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may be stored on magnetic tapes, disc, drums 
and on punched cards. 
Manual records may be stored in paper file folders. 

Retrievability: 

Records may be retrieved by name, social security account number 
or enlisted service number/officer file number of member; or name of 
dependent. 

Safeguards: 

Computer and punched cards processing facilities are located in 
restricted areas accessible only to authorized persons that are proper- 
ly screened, cleared and trained. 

Manual records and computer printouts are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Records are retained or disposed of in accordance with SECNA- 
VINST P5212.5B, subj: Disposal of Navy and Marine Corps 
Records. 

System manager(s) and address: 

Commander, Naval Military Personnel Command, Navy Depart- 
ment, Washington, DC 20370. 
Notification procedure: 

Requests by correspondence shd to: Commander, Naval Military 
Persal Military Personnel Command (Attn: Privacy Act Coordina- 
tor), Navy Department, Washington, DC 20370; or in accordance 
with the Directory of the Department of the Navy Mailing Address- 
es (i.e., local activities). The letter should contain full liame, social 
security account number (and/or enlisted service number/officer file 
number), rank/rate, military status, or name of the dependent, name 
of sponsor, sponsor's social security account number, and signature of 
the requestor. 

The individual may visit the Commander, Naval Military Person- 
nel Command, Arlington Annex (FOB#2), Room 1066, Washington, 
DC for assistance with records located in that building; or the indi- 
vidual may visit the local activity for access to locally maintained 
records. Proof of identification will consist of Military Identification 
Card for persons having such cards, or other picture-bearing identifi- 
cation. 

Record access procedures: 

The Agency's rules for access to records may be obtained from 
SYSMANAGER. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy and the 
Department of Defense in performance of their official duties and as 
specified by current Instructions and Regulations promulgated by 
competent authority; educational institutions; federal, state, and local 
court documents; general correspondence relative to individual; offi- 
cials and employees of Navy Relief, the American Red Cross, Veter- 
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ans Administration and other agencies in the performance of their 
official duties. . . , 

Exemptions claimed for the system: 

None. ■ . • 

N01740-2 

System name: ... 
Federal Housing Administration Mortgage Insurance System. 
System location: 

Commanding* Officer, Navy Finance Center, Anthony J. Ceie- 
brezze Federal Building, Cleveland, Ohio 44199 
Categories of individuals covered by the system: 
Navy members who have home mortgages through'FMA. 
Categories of records in the system: 

Payments made to FHA for insurance payments credited to mem- 
bers. " . • : ' ! , , 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

PurposeCs): 

, To calculate payments for FHA and to reconcile any discrepancies 
in accounts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of the Treasury when address is needed for 
issuance of a check. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to. this system. 

Policies and. practices for storing, retrieving, accessing, retaining, and 
disposing of records. in the system: . 

Storage: 

File folders. ■ ' 

Retrievability: 

Social security number arid member's name. 
Safeguards: 

Guards, personnel screening and requestor codes. 
Retention and disposal: 

Destroyed one year after death or discharge of member. 
System manager(s) and address: 

Commanding Officer, Navy Finance Center, Anthony J. Celev 
brezze Federal Building, Cleveland, Ohio 44199 
Notification procedure: 

Individuals may write to members at above address. Information 
request must contain Navy member's full name/and social security 
number. Requester may visit above address and must have military 
identification card or valid state driver's license and social security 
card as proof of identity. ; \ 

Record access procedures: 

The agency's Vules foi" access 'to records may be, obtained from the 
system rnanager. ... , i . 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial' 
determinations by the individual concerned may be obtained from the 
system manager, . 

Record source categories: 
. FHA, memijer, field disbursing officers.* 

Exemptions claimed for the system: 

None. ... 

N01746-1 

System name: 

Nonappropriated Fund Activity Information Support System. 
System location: 

Naval Military Personnel Command, Navy Department, Washing- 
ton, DC 20370; and local Nonappropriated Fund Activities under the 
cognizance of the Commander, Naval Military Personnel Command. 

Categories of individuals covered by the system: 

Individuals authorized under current regulations to use Commis- 
sioned Officers Messes (open). Chief Petty Officer Messes, Petty 
Officer First and Second Class Messes, Enlisted Men's Clubs, Con- 
solidated Package Stores, Special Services facilities, and other Non- 
Appropriated Fund Activities under the cognizance of the Com- 
riiander, Naval Military Personnel Command. 

Categories of records in the system: 



Correspondence, records, membership applications, membership 
and user listings of Nonappropriated Fund Activity facilities, ac- 
counts receivable records, bad check listings, investigatory reports 
involving abuse of facilities, required for management of Nonappro- 
priated Fund, Activities under the cognizance Commander, Naval 
Military Personnel Command. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 
Purpose(s): 

To . assist in the management, supervision and administration of 
Nonappropriated Fund Activities such as messes, clubs, package 
stores and special-services facilities. * * .' . * 

Routine uses of records maintained in the system, including catego^ 
ries of users and the purposes of such uses: 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 

The Blanket Routine. Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system.' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may l>e stored on. magnetic tapes, disc, drums 
and on punched cards. 

Manual records may be stored in paper file folders, microfiche or 
microfilm. / 

Retrievability: 

Primarily by Name, and/or Social Security Number/Metnbership 
Number. 
Safeguards: 

Computer and. punched card processing facilities are > located in 
restricted areas accessible only to authorized persons that are proper- 
ly screened, cleared and trained. 

Manual records and computer printouts are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Records are retained or disposed' of in accordance with SECNA- 
VINST P5212.5B, subj: Disposal of Navy and Marine Corps 
Records, or Departmental Instructions. 

System managerCs) and' address: ... 

Commander, Naval Military Personnel Command, Navy Depart- 
ment, Washington, DC 20370 
Notification procedure: 

Requests by correspondence should be addressed to: Cdmmander, 
Naval Military Personnel Command (Attn: Privacy Act Coordina- 
tor), Navy Department, 20370; or to the Head of the local Nonap- 
propriated Fund Activity concerned. The letter should contain full 
name, social security account number, status, address, and signature 
of the requestor. 

The individual may visit the Commander, Naval Military Person- 
nel Command, Washington, DC 20370 (Arlington Annex, FOB No. 
2), Rm. 1066 for assistance with records located in that building; or 
the individual may visit the local activity concerned for access to 
locally maintained records. Proof of identification will consist of 
Military Identification ! Card for persons having such cards, or other 
picture-bearing identification. _ 

Record access procedures: 

The Agency's rules; for access to records may be obtained "from 

sysmanAger. 

Contesting record .procedures: . 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. • - ^ 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, and components thereof, in performance of their 
official duties and as specified by current Instructions and Regula- 
tions promulgated by competent authority; general correspondence 
concerning the individual. • - 

Exemptions claimed for the system: 

None. 

N01754-1 ; ' 

System name: ' . / 

Navy Family Support Program. 
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System location: 

Navy Family Service Centers (FSC's) located at' various Navy and 
Marine Corps activities. ' • 

Categories of individuals covered by the system: 

Military service members and their dependents, retirees and their 
dependents, and spouses of POW's and MIA's and their eligible 
dependents. In certain oversea locations and certain remote CONUS 
locations, civilian DOD employees may be eligible for services. 

Categories of records in the system: 

File could contain personal information such as name, SSN, case 
nurnber, home address, telephone number, marriage counseling infor- 
mation, parent-child relationship information, family relations, fman- 
cial data, and developmental disability information. 

Authority for maintenance of the system: 

10 U.S.C. 5031 and Executive Order 9397. 

Purpose(s): 

The Family Service Centers (FSC's) offer information, conduct 
referral services, and directly deliver services for a wide array of 
personal and family matters, counseling, assistance and crisis' inter- 
vention to those eligible. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records are stored in file folders and automated records are 
stored on magnetic tapes and discs,' 
Retrievability: 

Records may be retrieved by the SSN or name of eligible person 
being served by the FSC. 
Safeguards: 

Access is limited to professional FSC staff and as delegated by the 
FSC Director at each location on a need-to-know basis. Paper 
records are stored in locked file cabinets. Automated records may be 
controlled by limiting physical access to data entry terminals or use 
of passwords. Access to computer information, and 'tape and disc 
storage, is strictly controlled. Work areas are sought-controUed 
during normal working hours. Building access is controlled and 
doors are locked during non-duty hours. 

Retention and disposal: 

Paper records are retained for two years and then' destroyed. 
Automated records are maintained for five years, then tapes/discs are 
erased. . 

System manager(s) and address: 

For Navy activities, the Head, Family Services, Navy Family 
Support Program (NMPC-66), Naval Military Personnel Command, 
Washington, DC 20370. For Marine Corps activities, the Head, 
Family Programs Branch (MHF), Headquarters, U.S. Marine Corps, 
Washington, DC 20380. 

Notification procedure: 

Written requests may be addressed to the appropriate Navy/ 
Marine Corps activity concerned (mailing addresses are listed in the 
Navy directory in the component systems notice). Individuals should 
provide proof of identity, full name, rank, dates of counseling, etc. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
systems manager. 

Record source categories: 

Information, is normally obtained directly from the individual ap- 
plying for counseling/assistance, however, there may be instances 
when the FSC counselor obtains information from mental health 
officials. 

Exemptions claimed for the system: 
None. 

N01754.2 

System name: 

Navy/USMC Family Service Centers Volunteers. 
System location: 

( 



Navy Family Service Centers (FSCs) located at various Naval and 
Marine Corps activities. 

Categories of individuals covered by the system: 
Any person who volunteers to assist at one of the NavyAJSMC 
Family Service Centers. 

Categories of records in the system: 

File contains information such as name, home address, home tele- 
phone number, date of birth, age and number of children, experience, 
education, professional qualifications, interests, hobbies, assignments 
at the FSC, and any other information essential for placing the 
volunteer in the most appropriate position at the FSC. 

Authority for maintenance of the system: 

10 U.S.C. 5031, 

Purpose(s): 

To supervise the performance of individuals who have volunteered 
to assist in the -Navy and Marine Corps Family Service Center (FSC) 
Program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: r ] 

Storage: 

Paper records in file folders. 
Retrievability: 

By name or skill of volunteer. 
Safeguards: 

Records are maintained in monitored or controlled areas accessible 
only to authorized personnel that are properly cleared and trained. 
Building/rooms locked outside regular working hours. 

Retention and disposal: 

Records are retained for 15 years from the date the individual 
departs from the Center, and then destroyed. 
System manager(s) and address: 

Head, Family Support Program Division (NMPC-66), Human Re- 
source Management Department, Naval Military Personnel Com- 
mand, Washington, DC 20370. 

Notification procedure: 

Written requests may be addressed to the Naval or Marine Corps 
activity concerned. Individuals should provide proof of identity, full 
name, dates of volunteier service, etc. - • 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from, the 
System Manager. 

Record source categories: 

Information is obtained and periodically updated directly from the 
volunteer FSC employee. 
Exemptions claimed for the system:. 
None. 

N01754-3 

System name: 
Navy Child Development Services Program. 
System location: 

Navy Child Development or Family Service Centers located at 
various Navy and Marine Corps activities both in CONUS and 
overseas. 

Categories of individuals covered by the system: 

Navy and Marine Corps service members and their families or 
dependents. In certain locations, DOD civilian employees may be 
eligible for services. 

Categories of records in the system: 

File contains personal information such as name; SSN; case no.; 
home address and telephone number; insurance coverage; names of 
parents and children; performance rating; complaints; background 
information, including medical, educational references, and prior 
work experience, information from NIS, the family advocacy pro- 
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gram, base security, and state and local agencies; information related 
to screening, training, and implementation of the Family Home Care 
program; and reports of fire, safety, housing, and environmental 
health inspections. Childrens' records will also include developmental 
profiles. ' 

Authority for maintenance of the system: 

10 U.S.C. 5031; 42 U.S.C. 5106, and Executive Order'9397. 

Purpose(s): 

To develop child care programs that meet the needs of children 
and families, provide child and family program eligibility and back- 
ground information; verify health status of children and verify immu- 
nizations, note special program requirements; consent for access to 
emergency medical care; data required by USDA programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

- To officials and employees of the Naval Military Personnel Com- 
mand and Navy and Marine Corps Family Service Centers, including 
Child Development Centers. 

To Federal officials involved in Child Care Services, including 
child abuse. 

To State and local officials involved with Child Care Services if 
required in the performance of their official duties. 
^ The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' * 

Paper records in file folders or computer disks. 
Retrievability: 

By last name of member and SSN. 
Safeguards: 

Records are maintained in monitored or controlled areas accessible 
only to authorized personnel. Building or rooms are locked outside 
regular working hours. 

Retention and disposal: 

Records are kept for two years after individual is no longer in the 
Child Development Program and then destroyed. 
System mahager(s) and address: 

Head, Child Development Services (NMPC-651),. Naval Military 
Personnel Command, Washington, DC 20370-5000. 
Notification procedures: 

Written requests may be addressed to the appropriate Navy or 
Marine Corps activity concerned (see Directory of the Department 
of the Navy Mailing Addresses). Individuals should provide proof of 
identity and full name. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
Systems Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Information in this system comes from individuals either, applying 
as child care providers or participant of the Family Home Care 
program; background checks from State and local authorities; hous- 
ing officers; information from the Family Advocacy program; base 
security officers and base fire, safety and health officers; and local 
family home care monitors and parents of children enrolled. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(2). The 
exemption rule for this system is contained in SECNAVINST 5211.5 
series (32 CFR part 701). 

N01770-2 
System name: , / 

Casualty Information Support System. 
System location: 

Primary System-Commander, Naval Military Personnel. Command, 
Navy Department, Washington, DC 20370 and local activity to 
which individual is assigned (see Directory of the Depiartment of the 
Navy Mailing Addresses); Washington National Records Center, 
Suitland, Maryland. i 

Categories of individuals covered by the system: • 



All Navy military personnel who are reported missing, missing in 
Action,, Prisoner of War or otherwise detained by armed . force; 
deceased in either an active or inactive duty status; reported ill/ 
injured in either active duty, fleet reserve, or retired status. 

Categories of records in the system: 

Correspondence, reports, and records in both automated and non- 
automated form concerning circumstances of casualty, next-of-kin 
data, survivor benefit information, personal and service data, and 
casualty program data. 

Authority for maintenance of the system: . 

Title 5 use 301; Departmental Regulations. 

Purpose(s): 

To assist in the management of the casualty assistance program and 
to provide swift accurate responses to beneficiaries and survivors of 
Navy military personnel; to aid in the efficient settlement of the 
service member's estate and other affairs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Department of Health and 
Human Services in connection with eligibility, notification and assist- 
ance in obtaining benefits due. 

To officials and employees of the Veterans Administration and the 
Selective Service Administration in connection with eligibility, notifi- 
cation and assistance in obtaining benefits due. 

To officials and employees of state and local government agencies 
in connection with eligibility, notification and assistance in obtaining 
benefits due. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records , may be stored on magnetic tapes, disc, drums 
and on punched cards. , . 

Manual records may be stored in paper files, microfiche or micro- 
film. . . 

Retrievability: ' ■ - 

Records may be retrieved by name and/or social security account 
number. 

Safeguards: 

Computer and punched card processing facilities are located in 
restricted areas accessible only to authorized persons that are proper- 
ly screened, trained, and cleared. 

Manual records and computer printouts are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Files are retained and disposed of in accordance with SECNA- 
VINST P5212.5B, subj: Disposal of Navy and Marine Corps 
Records, or in accordance with Department Regulations. 
, System managerCs) and address: 

Commander, Naval Military Personnel Command, Navy Depart- 
ment, Washington, DC 20370.. 
Notification procedure: 

Requests by correspondence should be addressed to: Commander, 
Naval Military Personnel Command, (Attn: Privacy Act Coordina- 
tor), Navy Department, Washington, DC 20370; or, in accordance 
with the Directory of the Department of the Navy Mailing. Address- 
es (i.e., local activities). The letter should contain full name, social 
security account number (and/or enlisted service number/officer file 
number), rank/rate, military status, date of casualty and status at time 
of casualty, and signature, of the requestor. The individual may visit 
the Commander, Naval Military Personnel Command, Arlington 
Annex (FOB No. 2), RM 1066, >yashington, DC for assistance with 
records located in that building; or the individual may visit the local 
activity for access to locally maintained records. Proof of identifica- 
tion will consist of Military Identification Card for persons having 
such cards, or other picture-bearing identification. 

Record access procedures: 

The Agency's rules for access to records may be obtained from tlie 
system manager. 
Contesting record procedures: 
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The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, Public Health Service, Veterans Administration, 
and components thereof, in performance of their official duties as 
specified by current Instructions and Regulations promulgated by 
competent authority; casualty reports may also be received from state 
and local agencies. Hospitals and other agencies having knowledge of 
casualties to Navy personnel; general correspondence concerning 
member. 

Exemptions claimed for the system: 
None. 

N01770-3 

System name: 

Naval Academy Cemetery and Columbarium Records. 
System location: 

Security Department and Public Works Department, U^S. Naval. 
Academy, Annapolis, MD 21402-5000. 

Categories of individuals covered by the system: 

Those eligible to reserve a lot for future burial in the Navai 
Academy Cemetery. Deceased individuals interred/inurned in the 
Naval Academy Cemetery/Columbarium. 

Categories of records in the system: 

State Burial Transit Permit, Application for Reimbursement of 
Headstone or Marker Expenses (VA Form 21-8834), Application of 
Standard Government Headstone or Marker for Installation in a 
Private or Local Cemetery (VA Form 40-1330), Lot Marker 
(NDW-USNA-DMC- 11 70/08), Columbarium Niche Cover Inscrip- 
tion (NDW-USNA-DMC-5370/42), U.S. Naval Academy Intern- 
ment/Inurnment Record (NDW-USNA-DMC-5360/43), U.S. Naval 
Academy Cemetery Record (NDW-USNA-DMC- 11 70/46), Naval 
Academy Foundation Order (NDW-USNA-DMC-5360/09), and 
correspondence to and from individuals. Specifically, information 
contained on the forms or correspondence may be: Full name, home 
address, rank, service, social security number, date and place of birth, 
date and place of death, marital status, name of father and mother, 
name of next of kin and their address, telephone number, date of 
birth and date of death (if applicable), date and place of burial, lot 
number and other information relating to burial arrangements. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations; Title 10 sections 1481- 
1488; 44 U.S.C. 3101; and Executive Order 9397. 
Purpose(s): 

To maintain official records of individuals holding gravesite reser- 
vations and/or individuals interred/inurned in the Naval Academy 
Cemetery or Columbarium. Records are. used to respond to general 
inquiries from individuals holding gravesite reservations, to verify 
eligibility of spouses of an officer or enlisted person of the Navy or 
Marine Corps who is interred/inurned in the Naval Academy Ceme- 
tery or Columbarium. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The **Blanket Routine Uses'* that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving,, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders and microfiche. 
Retrievability: 

Alphabetically by last name and numerically by lot number. 
Safeguards: 

Records are kept in a building not open to general visiting and are 
maintained in an area accessible only to authorized personnel. Build- 
ing is under surveillance of security personnel during non-working 
hours. Microfiche records are kept in the Naval Academy Archives 
which is not open to general visiting and is locked during non- 
working hours. 

Retention and disposal: 

Records are permanent. They are retained after the individual is 
deceased. 
System manager(s) and address: 

Superintendent, U.S. Naval Academy, Annapolis, MD 21402-5000. 



Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquirr 
ies to the Superintendent, U.S. Naval Academy, Annapolis, MD 
21402-SOOO. Requests should contain name and social security 
number of the individual concerned. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Super- 
intendent, U.S. Naval Academy, Annapolis, MD 21402-5000. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. . " 

Record source categories: 

Information in this system comes from the individual to whom it 
applies, the next of kin, and from the Register of the Alumni. 
Exemptions claimed for the system: 
None. 

N01800.i 

System name: 
Naval Home Resident Information System. 
System location: 

Primary System-Governor, U.S. Naval Home, 24th and Grays 
Ferry Avenue, Philadelphia, Pennsylvania 19146; Secondary System- 
National Personnel Records Center, St. Louis, Missouri 63132 

Categories of individuals covered by the system: 

Residents of the Naval Home (current, discharged and deceased). 

Categories of records in the system: 

Correspondence and records concerning application for admission 
and supporting documents, personnel data, service data, personal 
affairs, administrative records covering period of residence. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

24 use 17. 

Purpose(s): ' i 

To manage and supervise the Naval -Home with specific emphasis 
on personnel administration. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the y eterans Administration in the 
performance of their official duties related to eligibility, notification 
and assistance in obtaining benefits by residents of the Naval Home. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary.' 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual re^'ords may be stored in paper file folders, and/or vertical 
card files. 

Retrievability: 

Records may be retrieved by name. 
Safeguards: 

All file folders and cards of residents are locked in file cabinets and 
are available only to authorized persons having a need to know. 
Retention and disposal: 

Records are msdntained at Naval Home for Life< of Resident and 
for 10 years after deiath or discharge or Resident; thereafter, records 
are retained at the National Personnel Records Center, St. Louis, 
Missouri. 

System managerCs) and address: 

Governor, U.S. Naval Home, 24th and Grays Ferry Avenue, 
Philadelphia, Pa 19146. 

Notification procedure: 
• Requests' by correspoiidence should be addressed to : Governor, 
U.S. Naval Home, 24th and Grays Ferry Avenue, Philadelphia, Pa 
19146. The letter should contain full name, social security account 
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number (and/or enlisted service number/officer file number), rank/ 
rate, and signature of requestor, The .individual may visit the Gover- 
nor, U.S. Naval Home for assistance with record located in that 
building. Proof of identification will consist of Military Identification 
Card. ' , . , . . • ^ 

Record access procedures: 

The Agency*s rules for access to records may be obtained from 
SYSMANAGER. 
Contesting record procedures: 

The Agency*s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: , ; 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, and Veteran's Administration in the performance of 
their official duties and as specified by current Instructions and Regu-, 
lations promulgated by competent authority; general correspondence 
concerning the individual. 

Exemptions claimed for the system: 

None. 

N01810-1 

System name: 

Directory of Retired Regular and Reserve Judge Advocates. 
System location: 

Office of the Judge Advocate General (Code 61) Departinent of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. 
• Categories of individuals covered by the system: 

Retired Officers of the Judge Advocate General's Corps. 

Categories of records in the system: 
. Name, SSN, Designator, address, rank,, retirement date. 

Authority for maintenance of the system: 
^ lOU.S.C. 806. 

Purpose(s): 

To utilize/assign retired Judge Advocate Generals' Corps Officers 
to Official Navy Selection Boards involving Judge Advocate Gener- 
als' Corps Personnel and to facilitate location of lawyers throughout 
the world with naval experience, which may be utilized by the Naval 
Service. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing, of records in the system: • . - : 

Storage: . . 

Computer paper printouts. 

Retrievability: 

Computer paper printouts requested . from the Bureau of Naval 
Personnel. Retirees are shown alphabetically by rank. 

Safeguards: . . 

Records are maintained in file cabinets and other storage devices 
under the control of authorized personnel during working hours; the 
office space in which the file cabinets and storage devices are located 
is locked outside official working hours. 

Retention and disposal: 

Records not kept after person is deceased. ^ 
System manager(s) and address: . ^. 

Assistant Judge Advocate Geneirar (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, Va. 22332. * 

Notification procedure: ; 

Information may be obtained from the system mianager. Written 
requests must be signed by the requesting individual. For personal 
visits, the requesting ' individual should be able to provide some ac- 
ceptable identification, e.g. Armed Forces identification card* driver's 
license, etc. - 

Record access procedures: 

Requests from individuals should be addressed to the system man- 
ager. 

Contesting record procedures: 

. .The Agency's rules for access. to records and for contesting* and 
appealing initial determinations by the individual concerned may be 
obtained from the system- manager. 



. Record source categories: :r ' :. _ 

Information received from records held by the Bureau of Naval 

Personnel. . . . 

Exemptions claimed for the system: 

■None. „, ^ ; ■ J. ; ' . ■ \/ 

■ . '.NOisso-i .,. ^ 

System name: 

Determinations on Origins of Disabilities For Which Military 
Members Have Retired.. 
System location: 

Office of the Judge Advocate;,General (Code 12), Department of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. 

Categories of individuals covered by the system: 

Retired or former members of the Navy or Marine Corps who 
have been placed on the Temporary Disability Retired List or Per- 
manent Disability Retired List and who have subsequently obtained 
or applied for Federal civilian employment. 

Categories of records in the system: " ' 

Requests originated by individuals concerned or any federal agen- 
cies employing such individuals; Bureau of Medicine and Surgery 
historical narratives and opinions concerning the origins of disabilities 
of individuals dh whom determinations ,have been requested; copies 
of Judge Advocate General determinations; and related correspond- 
ence. » . 
.Authority for maintenance of the system: 
5 U.S.G. 3502(a), 6303(a), 8332(c);* r 
- 5 U.S.C. 301; 
. 44U.S.C. 3101. 

Purpose(s): 

information is used as the basis for determinations concerning the 
eligibility of individuals to certain benefits conneqted with Federal 
civilian employment available to those disabled in combat with en- 
emies of the United States or having disabilities caused by instrumen- 
talities of war during periods of war. , ^ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

Determinations are rendered, upon request, to any Federal agen- 
cies employing members who retired from the naval service for 
disability. ^ 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retainingj«and 
disposing of records in the system: 

Storage: . • / 

Records are maintained in file folders. " 

Retrievability: . 

By name of individual. , , , ^ 

Safeguards: 

Files are maintained in file cabinets under the control of authorized 
personnel during working hours; the office space in which the file 
cabinets are located is locked outside official working- hours. 

Retention and disposal: 

Records are permanent and are retained indefinitely in the Office 
of the Judge Advocate General. 
System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office, of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, Va. 22332. - " ' ■ 

Notification procedure: 

Information may be bbtained by written request to the System 
Manager stating the full name of the individual concerned and the 
approximate date on . which relief was requested. Written request 
must be signed by the requesting individual. Visits may. be made to: 
Civil Affairs Division (Code 12), Office of the Judge . Advocate 
General, Room 9N11, Hoffman Bldg 11, 200 Stovall St., Alexandria, 
Va; 22332. — . • ' ■ - 

Armed forces identification card or state driver's license is re- 
quired for identification. 
• Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 
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The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the System Manager. 

Record source categories: 

Employment information in the system is submitted by the individ- 
uals concerned or the Federal agencies employing them. Medical 
information in the system is obtained from the individuals* medical 
records, physical evaluation board records, and service records. 

Exemptions claimed for the system: 

None. 

N01850-2 

System name: 

Physical Disability Evaluation System Proceedings. 
System location: 

Director, Disability Evaluation System, Ballston Tower 2, 801 N. 
Randolph St.. Arlington, Va. 22203. 
Categories of individuals covered by the system: 

All Navy and Marine Corps personnel who have been considered 
by a Physical Evaluation Board for separation or retirement by 
reason of physical disability (including those found fit for duty, by 
such boards). 

Categories of records in the system: 

File contains medical board reports; statements of findings of phys- 
ical evaluation boards; medical reports from Veterans Administration 
and civilian medical facilities; copies of military health records; 
copies of JAG Manual investigations; copies of prior actions/appel- 
ate actions/review taken in the case; transcripts of physical evalua- 
m board hearings; rebuttals submitted by the member; intra and 
^ragency correspondence concerning the case; correspondence 
n and to the member, members of Congress, attorneys, and other 
ested members; and documents concerning the appointment of 
^es for mentally incompetent service members, 
ority for maintenance of the sj'stem: 
S.C 1216. 
e(s): 

rmine fitness for duty or eligibility for separation or retire- 
* physical disability of Navy and Marine Corps personnel, 
-*g the existence of disability, the degree of disability, and 
nces under which the disability was incurred, and to 
official inquiries concerning the disability evaluation pro- 
^s of particular service personnel. 
Used by the Office of the Judge Advocate General relating to 
legal review of disability evaluation proceedings; response to official 
inquiries concerning the disability evaluation proceedings of particu- 
lar service personnel; to obtain information in order to initiate claims 
against third parties for recovery of medical expenses under the 
Medical Care Recovery Act (42 U.S.C. 2651-53); and to obtain 
information on personnel determined to be mentally incompetent to 
handle their own financial affairs, in order to appoint trustees to 
receive their retired pay. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Veterans Administration to 
verify information of service connected disabilities in order to evalu- 
ate applications for veteran's benefits. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and microfiche, and in some files, 
plastic recording discs and cassettes. 
Retrievability: 

Filed by year of initial disability proceeding, and alphabetically by 
name within that year. Veterans Administration — To verify informa- 
tion of service connected disabilities in order to evaluate applications 
for veterans* benefits. 

Safeguards: 

Files are maintained in file cabinets or other storage devices under 
the control of authorized personnel during working hours. Access 
during working hours is controlled by Board personnel and the office 
space in which the file cabinets and storage devices are located is 
locked after official working hours: The building in which the office 
is located employs security guards. 

Retention and disposal: 



Records are permanent. They are retained by the Naval Council of 
Personnel Boards for six years. After that, time, they are sent to the 
Washington National Center, 4205 Suitland Road, Suitland, Mary- 
land. 

System manager(s) and address: 

, Director, Naval Council of Personnel Boards, Ballston Tower 2, 
801 N. Randolph St., Arlington, Va. 22203. 

Notification procedure: 

Information may be obtained from the Naval Council of Personnel 
Boards, Ballston Tower 2, 801 N. Randolph St., Arlington, Va. 
22203. 

Written requests for information should contain the full name of 
the individual, military grade or rate, and date of Disability Evalua- 
tion System action. Written requests must be signed by the requesting 
individual. 

For personal visits, the individual should be able to provide some 
acceptable identification, such as a military identification card (active 
duty or retired) or a driver's license. 

Record access procedures: 

Requests from individuals should be addressed to the Director, 
Naval Council of Personnel Boards, Ballston Tower 2, 801 N. Ran- 
dolph St., Arlington, Va. 22203. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. ' ' 

Record source categories: 

Military medical boards and medical facilities; Veterans Adminis- 
tration and civilian medical facilities; physical evaluation boards and 
other activities of the disability evaluation system, Naval Council of 
Personnel Boards, the Naval Medical Command; the Judge Advocate 
General; Navy and Marine Corps local command activities; other 
activities of the Department of Defense; and correspondence from 
private counsel and other interested persons. 

Exemptions claimed for the system: 
None. 

N01900-1 

System name: 
Naval Discharge Review Board Proceedings. 
System location: 

Naval Discharge Review Board, Room 914, Ballston Tower 2, 801 
North Randolph Street, Arlington, Va. 22203 

Categories of individuals covered by the system: 

Former Navy and Marine Corps personnel who have submitted, 
applications for review of discharge or dismissal pursuant to 10 USC 
1553, or whose discharge or dismissal has been or is being reviewed 
by the Naval Discharge Review Board, on its own motion, or pursu- 
ant to an application by a deceased former member*s next of kin. 

Categories of records in the system: 

The file contains the former member's application for review of 
discharge or dismissal, any supporting documents submitted there- 
with, copies of correspondence between the. former member or his 
counsel and the Naval Discharge Review Board and other corre- 
spondence concerning the case, and a summarized record of proceed- 
ings before the Board. 

Authority for maintenance of the system: 

10 USC 1553. 
Purpose(s): 

Selected information is used to defend the Department of the Navy 
in civil suits filed against it in the State and/or Federal courts system. 
This information will permit officials and employees of the Board to 
consider former member's applications for review of discharge or 
dismissal and any subsequent, application by the member; to answer 
inquiries on behalf of or from the former member or counsel regard- 
ing the action taken in the former member's case. The file is used by 
members of the Board for Correction of Naval Records when re- 
viewing any subsequent application by the former member for a 
correction of records relative to the former member's discharge or 
dismissal. 

Routine uses of records maintained in the system, including catego- 
ries of users and the. purposes of such uses: 

The file is used by counsel for the former member, and by accred- 
ited representatives of veterans' organizations recognized by the Ad- 
ministrator of Veterans' Affairs under 38 U.S.C. 3402 and duly desig- 
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nated by the former member as his or her .representative before the 
Naval Discharge Review Board. 

Officials of the Department of Justice and the United States Attor- 
neys offices assigned to the particular case. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

, Storage: 

.Paper records in file folders; plastic recording disks and recording 
cassettes.' * ' , 

. Retrievability: - « ' • 

= The records are filed by name, by social security number, and by 
servide number. " ^ 

Safeguards: 

' , Files are kept within the Naval Discharge Review Board's admin- 
istrative office. Access during business hours is controlled by Board 
personnel. The office is locked at the close of business; the building 
in which the office is located employs security guards. 
Retention and disposal: , 
Files are permanent. They are retained in the Naval Discharge 
Review Board's administrative office for two years. After that time, 
they are sent to the Federal Records Center, 4205' Suitland Road, 
Suitland, Maryland 20409. ' 
System manager(s) and address: 

Director, Naval Council of Personnel Boards, Department of the 
Nayy, 801 North Randolph Street, Arlington, Va. 22203 
Notification procedure: 

Information may be obtained from the Naval Discharge Review 
Board, Room 905, 801 North Randolph Street, Arlington, Va. 22203. 
Telephone 202/692-4991 

Record access procedures: . j • ■ . 

The agency's rules for access to records may be obtained from the 
system manager. • . . / ■ 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained froni the 
system manager. 

Record source categories: 

Information contained in the files is obtained from the former 
member or those acting on the former member's behalf, from military 
personnel and medical records, and from records of law enforcement 
investigations. . • 

; Exemptions claimed for the system: 

None. * 

- N01900-2 
System name: ' < i ' 

Navy Individual Service Review Board Proceedings (ISRB). ^ 
: System location: > . ' 

Commander, Naval Military Personnel Command, Department of 
the' Navy, Washington, DC 20370. r. . 

. Categories of individuals covered by the system: 

Individuals who have applied for discharge from the United States 
Navy who claim membership in a group which has been determined 
to have performed active military service with the United States 
Navy. 

Categories of records in the system: 

The file contains the individual's application for discharge, sup- 
porting documentation, copies of correspondence between the indi- 
vidual and the" Navy ISRB and other correspondence concerning the 
case. " ■ . • ' ' • • . • ♦ 

Authority for maintenance of the system: 
. Pub. L. 95-202. ' 
. Purpose(s): 

The file is used in conjunction with the consideration of the indi- 
vidual's applicatiion for discharge and any- subsequent application by 
the individual. The file is used by the individual, the counsel for the 
individual, his/her designated representative and by the Navy ISRB. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department- of the Navy's compilation apply to this- system. 



Policies and :practices foi^ storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders and cross-referenced ' index cards. 

Retrievability: ' 

The records are filed by name. 

Safeguards: 

The files are kept within the Naval Military Personnel Command 
offices. Access during business hours is controlled by Command 
personnel. Records not in use are maintained in a room which is 
locked during non-duty hours. The Command is secured at the close 
of business and the building is which the command is located has 
limited access controlled by s<ecurity guards. 

Retention and disposal: 

Applications which are approved will necessitate creation of a 
service record which is part of the Navy Personnel Records System. 
Remaining records are retained in the Naval Military Personnel 
Command for two years' and then destroyed. Cross-referenced index 
cards are retained permanently in the Naval Military Personnel Com- 
mand. . I 

System maniEiger(s) and address: 

Commander, Naval Military Personnel Command, Department of 
the Navy, Washington, DC 20370. 
Notification procedure: 

Information may be obtained from the Conimander, Naval Military , 
Personnel Command (NMPC-3), Department of the Navy, Washing-/' 
ton, DC 20370. ' ;. , V 

Record access procedures: / 
The agency's rules for access to records may be obtained from / 
System Manager. * / 

Contesting record procedures: / 
The agency's rules for contesting contents and appealing/ 
determinations by the individual concerned may be obtained ft 
System Manager. / 

Record source categories: 
. Information contained in the files is obtained from the 
or those acting on the individual's behalf, from other mil?^ 
and from the Department of Defense Civilian/MiF 
Review Board. . i 



' Exemptions claimed for the system: 

None* 

N02060-1 

System name: 

' PWC Subic Residential Telephone Billing. 
System location: 



.^unts. 



ne number; office phone 



U.S. Navy Public Works Center, Subic Nr V' 
Republic of the Philippines, Box 6, FPO a'%^X> 

Categories of individuals covered by the S^^ '' 

All current civilian and military reside.^ '' 
Subic Bay Telephone System located v> 
pines; and past subscribers who have 

Categories of records in the system: 

Individual's name; SSN; residen' 
number; rank or grade level; offi' /residential addresses; type 
and number of instruments/serv yfovided; financial charges ac- 
crued and paid; and long distanr ^ifs made. 

Authority for maintenance of ^ /system: 

Pub. L. 97-365; Pub. L. 89.-i5d8; Title 5 U.S.C. 5584; Title 5 U.S.C. 
5514; DOD Directives 4640.3; 4640.4 and 7045.13; and E.O. 9397. 
Purpose(s): 

To manage, process and collect funds from residential users of the 
PWC Subic Bay Telephone System, Republic 'of the Philippines. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Navy's listing of the system notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disi»osing of records in the system: 

Storage: 

Records are maintained in computer software files as well as hard 
copy forms. . • 

Retrievability: 
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Information is accessed via hard copy files, and retrieved by SSN, 
telephone number and/or individual's name. 
Safeguards: 

Access to building is restricted to guards during other than normal 
business hours. Files and building are locked except during normal 
business hours. 

Retention and disposal: 

Individual files are maintained for two years after close of account, 
then destroyed. 
System manager(s) and address: 

Commanding Officer, U.S. Navy Public Works Center, Box 6, 
FPO San Francisco 96651-2900. 
Notification procedure: 

Information should be obtained from the system manager. Request- 
ing individuals should specify their full name and telephone number. 
Visitors should be able to identify themselves by any commonly 
recognized evidence of identity. Written requests must be signed by 
the requesting invididual. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
ieterminations by the individual concerned are contained in SEC- 
TAVINST 521 1.5C (32 CFR part 701, subparts F and G), 
Record source categories: 

nformation in this system is provided by the individual concerned, 
ihone billing office and the long distance telephone billing office, 
"^mptions claimed for the system: 

■-e. 

N03461-2 

^me: 

iIIA Captivity Studies. 
::ation: 

ospace Medical Institute, Special Studies Department 
ir Station, Pensacola, Florida 32508 
individuals covered by the system: 
^ maintained by Code on all military and civilian returned 
.^.oners of war, and on the families of military POW/MIAs, civilian 
POWs and military KIAs. 
Categories of records in the system: 

Files consist of intelligence debriefing material, microfilm and 
microfiche copies of medical records, X-rays, dental and somatotype 
photographs, newspaper clippings, individual and family research 
questionnaires. 

Authority for maintenance of the system: 

5 use 301. 

Purpose(s): 

Files are converted to group statistics and are used for researching 
the effects of the captivity experience on the man and his family and 
for recommending changes in training and improved health care 
delivery services, as well as for professional publications. Information 
is used by the Professional Staff, Center for Prisoner of War Studies, 
Research Staff, Naval Aerospace Medical Institute, Pensacola, Flori- 
da; Research Staff, Brooke Army Medical Center, San Antonio, 
Texas. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Files consist of file folders, magnetic and video tapes, key-punched 
IBM cards, computer tapes, microfiche and microfilm. 
Retrievability: 

Files are retrieved by code number. 
Safeguards: 

AH files in this system are protected by limited, controlled access, 
locked doors and class 6 security cabinets. Only professional and/or 
research staff with appropriate security clearances are given access to 
files. 

Retention and disposal: 



The files will be maintained as long as there is an ongoing program 
of captivity research; with destruction of codes when files are closed. 
System manager(s) and address: 

Head, RPOW Data Analysis Division, Naval Aerospace. Medical 
Institute, Naval Air Station, Pensacola, Florida 32508 
Notification procedure: 

Write: Commanding Officer, Naval Aerospace Medical Institute, 
ATTN: Code 122, Naval Air Station, Pensacola, Florida 32508, pro- 
viding full name, military or civilian status, POW status, security 
clearance, and service affiliation. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
System's manager. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained, from the 
System Manager. 

Record source categories: 

All information contained in files was obtained through personal 
interviews with returned POWs, families of POW/MIA/KIA/hbs- 

tages/civilian POWs, through intelligence debriefings at time of repa- 
triation, newspapers and periodicals, and from materials supplied by 
the Department of the Army (Office of the Surgeon General and 
Army Intelligence); Department of the Navy (Bureau of Medicine 
and Surgery and Naval Intelligence); and Marine Corps Headquar- 
ters. 

Exemptions claimed for the system: 
None. 

N03501-1 

System name: 

Fleet Ballistic Missile Submarine Demo and Shakedown Operation 
Crew Evaluation. 
System location: 

Director, Strategic Systems Projects (PM-1), Department of the 
Navy, Washington, DC 20376 ' 

Categories of individuals covered by the system: 

Officer and enlisted personnel in responsible positions within the 
Weapons and Navigation Department of both crews of a fleet ballis- 
tic missile submarine undergoing Demonstration and Shakedown Op- 
erations. 

Categories of records in the system: 

Memorandum rep)ort to file. 

Authority for maintenance of the system: 

5 use 301. 

Purpose(s): 

Preparation of Certification for Deployment Messages by Director, 
Strategic Systems Projects and Commander, Submarine Group Six, 
and development of follow-on training programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File holders. • 

Retrievability: 

Ship and crew designators. 

Safeguards: 

Access restricted to Assistant for Weapons System Operation and 
Evaluation staff. Strategic Systems Project Office and Commander 
Submarine Group Six staff. Vault stor-age. 

Retention and disposal: 

Maintained for at least two years then destroyed by shredding. 
System manager(s) and address: 

Director, Strategic Systems Projects, Department of the Navy, 
Washington, DC 20376 
Notification procedure: 

All inquiries should be directed to the Privacy Act Coordinator: 
Deputy Director, Strategic Systems Projects 
Department of the Navy 
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Washington, be 20376 
and should indicate full name, military status, time period and ship 
undergoing Demonstration- and Shakedown . Operations, and billet 
held. 

Record access procedures: 

The agency's rules for access to records may be obtained froni the 
system manager. v. J . ; 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Observation of Demonstration and Shakedown Operation team and 
qufestionnaire filled out by ship's personnel. 
Exemptions claimed for the system: 

None. ' ' 

N03501-2 

System name: 

Navy Recovery Data Base System. 
< System location: 

-Primary location— Commander, Naval Facilities Engineering Com- 
mand (Code 0622), Department of the Navy, 200 Stovall Street, 
Alexandria, VA 22332. 

Secondary System— Prinicipal Planning Agents are the Command- 
er in Chief, q.S. .Pacific Fleet, Pearl Harbor, HI 96860-7000 and 
Commander in Chief, U.S. Atlantic Fleet, Norfolk, V A 23511-6001. 
The Regional Planning Agents are the Commander, Naval Base, 
Seattle, WA 98115-5012, the Commandant Naval District Washing- 
ton, Washington Navy Yard, Washington, DC 20374-2002; the Com- 
mander, Naval Base San Francisco, Naval Station, Treasure Island, 
San Francisco, CA 94130-5018; the Commander, Naval Base, 937 
North Harbor Drive. San Diego, CA 93132-5100; the Commander, 
Naval Base, Box 1 10, Pearl Harbor, HI 96860; the Commander, 
Naval Base, Philadelphia, PA 19112-5098; the Commander, Naval 
Base, Norfolk, VA 23511-6002; the Commander, Naval - Training 
Center, Bldg. 1, Great Lakes, IL 60088-5026; the Chief of Naval Air 
Training, Naval Air Station, Corpus Christi, TX 78419-^5100 and the 
Commander, Naval Base, Charleston, SC 29408-5100. 

Categories of individuals covered by the system: 

Selected Naval Reserve Officers assigned to appropriate civil/ 
military headquarters to represent Department of the Navy (DON) 
planning" agents in planning and coordinating DON assistance to civil 
authorities in civil emergencies/disasters. 

Categories of records in the system: 

Names, home adddresses and telephone numbers of Navy Reserve 
Officers currently assigned to the program. 
Authority for maintenance of the system: 
5 U.S.C. 301. 
Purpose(s): 

To assist , in the operation and administration of the Department of 
the Navy Civil Disaster Assistance Program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of Navy's listing of record systems apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The media in which these records are stored vary; but include 
magnetic disks and file copies. 
Retrievability: 

Automated records may be retrieved by narhe or area of responsi- 
bility. 
Safeguards: 

Records are available only to authorized personnel having a need 
to know through the use of afccfess'codes and encrypted data. 
Retention and disposal: 

Records on Navy Reserve Officers are 'retained only for their tour 
of duty while assigned to the program and superceded data is re- 
moved from the system or destroyed. 

System manager(s) and address: 

Commander, Naval Facilities Engineering Command (FAC 0622), 
Department of the Navy. 200 Stovall Street, Alexandria, VA 22332- 
2300. ' .. .. 



Notification procedure: 

Requests from individuals should be addressed to the systems man- 
ager. Requests received by mail must be accompanied by the individ- 
ual's full name and a statement verifying the requester^ identity. 
Requesters may also inquire in person at the naval base or station. In 
such case, proof of identity will consist of full name and a positive 
piece of identification such as a driver's license or DOD ID card. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager.* 

Contesting record procedures: ^ 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned are contained in SECr 
NA VINST 52 1 1 .5C (32 CFR part 701 , subparts F and G). 

Record source categories: 

The information is supplied by the Naval . Reserve Officer upon 
his/her assignment to the program. , 
Exemptions claimed for the system: , 
None. ... 

N03760-1 

Systcfm namie: ' 
Naval Flight Record Subsystem (NAVFLIRS). 
System location: 

•The primary data base is maintained at the Naval Sea Logistics.. 
Center, Navy Maintenance Support Office, 5430 Carlisle Pike, PO' 
Box 2060, Mechanicsburg, PA 17055-0795. 

Secondary data bases are maintained at the Naval Safety Centc 
Naval Air Station, Norfolk, VA 23511-5796 and at Commandant' 
the Marine Corps, Headquarters, U.S. Marine Corps, Washing! 
DC 20380-0001. 

Local data bases are maintained on all aircraft carriers. Addi/ 
Marine Corps sites are FMFPAC ASC 06, Camp Smith, HA; F 
Camp Pendleton, CA; RJE Marine Corps Air Station, Cherry 
NC; 6th FASC, Marine Corps Air Station, Iwakuni, Japan; a/ 
Marine Corps Base, Quantico, VA. 

Categories of individuals covered by the system: 

All aeronautically designated commissioned Navy 
Corps Officers and enlisted members assigned. as aircre/ 
the operation of an aircraft, in accordance with thf[ 
competent authority. 

Categories of records in the system: 



Reports of each flight submitted to the custodian. 
Records contain personal identification (name, rank \ r'X> 
number), and specific technical data related to* thtV^^ "^^A^/i 
aircraft. . 



Authority for maintenance of the, system: 




estigate certam 



5 U.S.C. 301, Departmental Regulations and E.O.j' 

Purpose(s): . .. \ 

Naval Flight Record Subsystem consolidates j*'^ 
naval flight data into a single, locally controlled 
rection system, and implements a standard dat^. 
document (the Naval Flight Record OPNAV 37 J^^^^ 
Navy and Marine Corps. It further establishes f 
base containing all naval flight data. r 

Routine uses of records maintained in the sy6 
ries of users and the purposes of such uses: ^ 

To committees authorized by Congress 
phases of the Naval Aviation Program. \ 

The "Blanket Routine Uses" that appear at th\^ ^>g of the 

Department of the Navy's compilation of systems*1K)tices* apply to 
this system., ^ , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ^. 

iStorage: 

Magnetic tape. 
. Retrievability: 

Individual records are primarily retrieved by a unique document 
number assigned to each naval flight record. Additionally, each of 
the data elements such as pilots' social security number, model air- 
craft and squadron may be used to reti-ieve individual records. 

Safeguards: 

Magnetic tapes are stored in limited access areas and handled by 
personnel that are properly trained in working with automated sys- 
tems of records. 
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Retention and disposal: 

The primary data base and the secondary data base at the Naval 
Safety Center are permanent. Records in the secondary data base at 
Headquarters, U.S. Marine Corps are erased from tape when the 
individual is removed from active flight status. Local data bases 
purge all magnetic tape records after six months. 

System manager(s) and address: 

Commander, Naval Air Systems Command, Washington, DC 
20361-0001. ^ 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commanding Officer, Naval Sea Logistics Center, 5450 
Carlisle Pike, PO Box 2060, Mechanicsburg, PA 17055-0795. The 
request should contain full name, social security number, squadron 
assigned, and address of the individual concerned and should be 
signed. Personal visitors will be required to produce military or 
comparable civilian identification cards. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
manding Officer, Naval Sea Logistics Center, 5450 Carlisle Pike, PO 
Box 2060, Mechanicsburg, PA 17055-0795. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
adual concerned are published in Secretary of the Navy Instruction 
111.5; 32 CFR part 701; or may be obtained from the system 
'.nager. 

'ecord source categories: 
rcraft reporting custodian. Navy and Marine Corps pilots, 
imptions claimed for the system: 

N03834-1 

me: 

ntelligence Personnel Access File, 
ition: 

Naval Intelligence Command, 4600 Silver Hill Road, 
C 20389 

r individuals covered by the system: 
. .nan and military personnel of the Department of the Navy 
.J contractors and consultants of the Department of the Navy. 
Categories of records in the system: 

Records pertaining to the eligibility of Department of the Navy 
personnel (civilian, military, contractor and consultant) to be granted 
access to Special Intelligence which include" documents of nomina- 
tion, personal history statements, background investigation date and 
character, narrative memoranda of background investigation, eligibil- 
ity documents for access to special intelligence, proof of indoctrina- 
tion and debriefmgs as applicable and record of hazardous activity 
restrictions assigned. 

Authority for maintenance of the system: 

National Security Act of 1947, as amended; 5 U.S.C. 301, Depart- 
mental Regulations; 10 U.S.C. 503, Department of the Navy; 10 
U.S.C. 6011, Navy Regulations; 44 U.S.C 3101, Records. 3101, 
Records Management by Federal Agencies; Executive Order 11652, 
Classification and Declassification of National Security Information 
and Material. 

Purpose(s): 

To permit a determination of an individual's eligibility for access to 
Special Intelligence information. This information may be provided 
to the Department of Defense and all its components to certify 
Special Compartmented Intelligence access status of Naval personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Central Intelligence Agency, the 
Federal Bureau of Investigation, the National Security Agency, the 
Department of Energy, the Department of Treasury, and to any 
other Federal agency in the performance of their official duties, to 
certify SCI access status of Naval personnel. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 



Active files consist of paper records in file folders and computer- 
ized tapes. Inactive files are retained oh microfiche. 
Retrievability: 

Records are filed alphabetically by last name of the individual. 
Safeguards: . , 

GSA approved containers located' in controlled access spaces. 
Retention and disposal: . 

Records are retained indefinitely. Inactive files are retained on 
microfiche. 
System manager(s) and. address: 

Commander, Naval Intelligence Command, 4600 Silver Hil Road, 
Washington, DC 20389. 
Notification procedure: 

Information may be obtained by written request to the system 
manager, giving full name, residence address and date and place of 
birth. A notarized statement may be required for identity verification. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Personal History Statement and related forms from the individual. 
Access forms and documents prepared by the system manager. Cor- 
respondence between system manager and activities requesting access 
status. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a (k)(l) and 
(5) as applicable. For additional information contact the System Man- 
ager. . . 

N03900-1 

System name: 
Naval Air Test Center Technology Data File. 
System location: ' - 

Office of Staff Assistant for Research and Technology, Naval Air 
Test Center, Patuxent River, Maryland 20670. Included in this notice 
are those records duplicated for maintenance at a site closer to where 
the technical specialists and technology representatives work. 

Categories of individuals covered by the system: 

All civilian and military technical managers, directors, technical 
directors, chief test pilots, chief engineers, program managers, depart- 
ment heads, department chief engineers, technical specialists and 
technicians who work at the Naval Air Test Center (NAVAIR- 
TESTCEN). It also includes personnel who are considered a techni- 
cal resource by directorate management. 

Categories of records in the system: 

Individual's name, SSN, date of birth; status (military or civilian); 
classification (i.e., GS-0855 for civilians or 06/1510 for military); 
formal education; technical courses/operational training; test and 
evaluation, research and development, and military experience; cur- 
rent RDT&E activity contacts; membership in professional organiza- 
tions and societies; level of. responsibility in NAVAIRTESTCEN 
organization; organizational code; office telephone number; naval 
aviation technology preference and a listing of any unique technical 
skills, experience or knowledge individual may possess. 

Authority for maintenance of the system: 

10 U.S.C. 5031. 

Purpose(s): 

To develop an on-line information network which provides project 
personnel a means to fully exploit NAVAIRTESTCEN technical 
resources and provide technical managers a real-time assessment of 
NAVAIRTESTCEN technical depth in the areas of education, train- 
ing, experience and professional interface associated .w,ith emerging 
naval aviation technologies. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
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• Records are maintained on. magnetic disk and hardcopy forms. 
RetrieYabtlity: * 

Social Security Number. 
' Safeguards: 

During working hours the NAVAIRTESTCEN staff building is 
open to official visitors aiid civilian, military and contractor person- 
nel employed by NAVAIRTESTCEN. After working hours, the 
building is secured. Access to the staff building after working hours 
can only be obtained by securing assistance from the base Command 
Duty Officer. The system is protected by the following software 
features: User identification number, password sign-on and procedure 
name. i 

Retention and disposal: 

Records are retained in the current data base until he/she is no 
longer an employee of NAVAIRTESTCEN. When an employee 
leaves NAVAIRTESTCEN, the record is removed from the current 
data base. After ten years, the record ■ will be erased from tape. 

System manager(s) and address: 
- Staff Assistant for Research and Technology, Naval Air Test 
Center, Patuxent River, MD 20670. 

Notification procedure: 

• Information should be obtained from the systems manager. Re- 
questing individuals should specify their full names. Visitors should 
be able to identify themselves by any commonly recognized evidence 
of identity. Written requests must be signed by the requesting indi- 
vidual. ... . . 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

•The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may.be obtained from the 
systems manager. 
Record source categories: 

All data contained in the NAVAIRTESTCEN Technology Data 
File is obtained from the individuals in the data file. Data is collected 
by means of an annual questionnaire. 
; Exemptions claimed for the system: 
None. . . \ ■ 

N04050-1 

System name: 

Personal Property Program. . . * 
System location: 

All Navy Personal Property Counseling and Shipping Offices and 
Federal Records Centers (mailing addresses are listed in the Navy 
directory in the* appendix to the Component System Notice). . , 

Categories of individuals covered by the system: 

DOD and other federal departmental military personnel and their 
dependents and civilian employees and their dependents having ap- 
plied for and shipped and/or stored personal property,- . privately 
owned, automobiles and mobile homes,- , > ■ ' < ' 

Categories of records in the system: 

File contains Jndividuars applications for shipment and/or storage 
related shipping documents and records of delivery, payment; and 
inspection of ^personar property. Forrns maintained include: DD 619 
Statement of Accessorial Services ^rformed; DD 1 100 Household 
Good Storage Record; SF 1103 U.S. Government Bill of Lading; 
DD 1252 U.S. Customs Declaration for Personal Property Shipments 
(Part I); DD 1252-1 U.S. Customs Declaration for Personal Property 
Shipments (Part II); DD 1299 Application for Shipment and/or Stor- 
age of Personal Property; DD 1671 Re weight of Personal Property; 
DD , 1780 Report of Carrier Services Personal Property Shipment; 
DD 1781 Customer Satisfaction Report; DD 1797 Personal Property 
Counseling Cliecklist; DD 1799 Member's Report on Carrier Per- 
formance- Mobile Homes; DD 1800 Mobile Home Shipment Inspec- 
tion at Destfnatioh; DD 1841 Government Inspection Report; DD 
1842 Claim for Personal Property Against the United States; DD 
1845 -Schedule of Property.' 

Authority for maintenance of the system: 
' * 5 U.S.C. 5724; 'DOD Regulation .4500.43; DOD Regulation 
4500. 34-R;' Personal Property Traffic Management Regulation;* JAG 
Manual; NAVSUP Publication 490; Transportation of Personal 
Property.* 

Purpose(s): 



Navy Personal Property Shipping Offices applicable finance cen- 
ters and the Navy Material Transportation Office for effecting, co- 
ordinating and payment of personal property shipment and storage. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 
> Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. - • 
. Retrievability: , . 
Filed alphabetically by last name of member. 
Safeguards: * 

Records are maintained in monitored or controlled areas accessible 
only to authorized personnel that are properly . Cleared and trained. 
Buildings-rooms locked outside' regular working hours. 

Retention and disposal: 

Records are retained in Personal Property Office files 'for a period 
of four years, then forwarded to Federal Record Centers and/or 
General* Accounting Office for indefinite retention. , 

System manager(s) and address: 

Commander, Naval Supply Systems Command (Code 05), Wash- 
ington, DC 20376.. ' . ' . . y 
Notification procedure: / 
Written requests may be addressed to the appropriate Navy pj 
sonal property shipping office concerned (mailing addresses are lis 
in the Navy directory in the component system notice). Individ 
should provide proof of identity, full name, rank, dates of shipj: 
storage, etc. * / 
Record access procedures: / 
The agency's rules for access to records may be obtained 
Commander, Naval Supply Systems Commands (Code 05), / 
ton, DC 20376, ^ / 
Contesting record procedures: - '/ 
The agency's rules for contesting contents of record' 
ing initial determinations by, the individual conceme'^ 
tained from the system manager. ' I 
Record source categories: % 
Application and related forms submitted by the 
erned. . • /p" >^ 



cerned 

Exemptions claimed for the system: 

None. 

: N04060-1 
System name: 
Navy and Marine Corps Exchange and Comr 



and Security Files. 
System location: 



Organizational elements of the Department (t^ 
e directory of Department of the Navy mail^ 



^iTps Ex- 
^o-^^rge dollar 
/iThaving request- 
£ previously passed 



the directory of Department 
Categories of individuals covered by the sysC 
Customers, employees, and guests at Nay^^ 
changes and Commissaries, including indivi^Y 
volume purchases and contract purchases; ii 
ed adjustments or made claims; individuals; 
bad checks or been apprehended for shoplift , 
Categories of records in the system: \ 

Sales and contract' records; lists, logs,. or -ecords 'of individ- 
uals; claims and adjustment records; large voib.^^-urchase records; 
mail orders, and customer special order records, customer list; corre- 
spondence; and abuser notification letters. Records of complaints and 
investigations of regulatory and criminal violations.' 

Authority for maintenance of the system: 

5 JJ.S.C 301; Departmental Regulations. .* ; , ; 

Purpose(s): . • . i " 

To control sales; to prevent and detect abuse of privileges; to 
determine responsibility when there are violations of reigulations or 
criminal statutes. Information may be furnished to the Naval Investi- 
gative Service or command legal personnel for prosecution of mili- 
tary offenses and other administrative actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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To the Federal Bureau of Investigation or foreign organizations for 
further investigation or prosecution. 

To officials of other federal agencies in connection with the per 
formance of their official duties related to personnel administration. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation also apply to this system: 

Policies and practices for storing, retrieving, accessing, retaining, and 
disfNMsing of records in the system: 

Storage: 

Automated records may be stored on magnetic tape, discs, drums, 
and punched cards. Manual records may be stored m file folders or 
microform, in file cabinets or other containers. 

Retrievability: 

Automated and manual records may be retrieved by social security 
account number and/or name. 
Safeguards: 

Access is provided on a need-to-know basis, only. Automated 
records are located in restricted areas accessible only to authorized 
persons. Manual records and computer printouts are maintained in 
locked or controlled access areas. 

Retention and disposal: 

Recoi-ds are retained or disposed of in accordance with SECNA- 
VINST 5212.5B, Disposal of Navy and Marine Corps Records. 
System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
epartment of the Navy mailing addresses, 
otification procedure: 
pply to System Manager, 
cord access procedures: 

e agency's rules for access to records may be obtained from the 
Manager. 

^ting record procedures: 

>ency's rules for contesting contents and appealing initial 
tion by the individual concerned may be obtained from the 
nager. 

iirce categories: 

concerned, other records of the activity concerned, 
f activity investigators, witnesses, correspondents, 
^laimed for the system: 

Vsystem may be exempt under 5 U.S.C. 552a(k)(2), as 
or additional information, contact the system manager. 

N04064-1 
ystem name: 

Naval Academy Laundry/Drycleaning Charge Account. 
System location: 

Laundry and Drycleaning Plant, U.S. Naval Academy, Annapolis, 
MD 21402-5052. 

Categories of individuals covered by the system: 
All individuals who have applied for a charge account with the 
Naval Academy Laundry and Drycleaning Plant. 
Categories of records in the system: ■ , 

Information is collected on Form NDW.USNA-DMH-4064/14 and 
includes applicant's name; SSN; rank (if applicable); branch of serv- 
ice; home and work addresses and telephone numbers. Information 
required to maintain the charge account records is obtained from 
and/or recorded on accounts receivable ledgers, journals, charge 
tickets and check listings. 

Authority for maintenance of the system: 

10 U.S.C, 5031; 44 U.S.C. 3101; Executive Order 9387 

Purpose(s): 

To establish a charge account at the Naval Academy Laundry and 
Drycleaning Plant. Information will be used for billing purposes by 
the officials and employees of the Plant. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained in hard copy and magnetic minicassette 
tape form. 
Retrievability: 



Both hard copy and magnetic tape records are accessed alphabeti- 
cally by name. 

Safeguards: 

Access to building is restricted to authorized persons only. Record 
files are not available to personnel not requiring access in the per- 
formance of their official duties. This is routinely limited to the 
billing clerk processing the application and recording activity on the 
account. Records are secured within a locked office in a locked 
building on a military installation when not actually in use. 

Retention and disposal: 

Hard copy records are retained in the current file area as long as 
the charge account is active. These records are then retired and kept 
in secured storage for two years and then destroyed. Cassette tape 
records, are of two types, daily and journal (monthly recapitulation). 
These tapes are erased on a daily or monthly basis, respectively, 
during the preparation of the, following day's or month's activity 
record. 

System manager(s) and address: 

Head, Laundry and Drycleaning Plant, U.S. Naval Academy, An- 
napolis, MD 21402-5052. 

Notification procedure: 

Information should be obtaiined from the systems manager. Re- 
questing individuals should specify their full names. Visitors should 
be. able to identify themselves by any commonly recognized evidence 
of identity. Written requests must be signed by the requesting indi- 
vidual. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
systems manager. 

Record source categories: 

Information in this system comes from the individual applying for 
the charge account, from daily laundry and drycleaning will-call 
tickets (charges for goods and services provided) and from records of . 
payment by charge account holders (check listings). 

Exemptions claimed for the system: 
None. 

N04064-2 

System name: 
Retail Customer Claim Record. 
System location: 

Laundry and Drycleaning Plant, U.S. Naval Academy, Annapolis, 
MD 21402-5052. 

Categories of individuals covered by the system: 

All individuals who have filed claims against the Naval Academy 
Laundry and Drycleaning Plant and appropriation 17X4002 for cash 
or credit settlement for damaged or lost articles. 

Categories of records in the system: 

Information is collected on Form NDW-USNA-DMH-4064/15 and 
includes claimant's name; SSN; rank (if applicable); home and work 
addresses and telephone numbers; description, original cost and date 
of purchase of item(s) for which claim is filed, and circumstances of 
loss or extent of damage; claim number, disposition, and remarks by 
approving authority. 

Authority for maintenance of the systein: 

10 U.S.C. 5031; 44 U.S.C. 3101; Executive Order 9397 

Purpose(s): 

Records are used by officials and employees of the Plant related to 
investigation of circumstances concerning a claim for cash or credit 
settlement for damaged or lost articles. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

. Storage: 

Records are maintained in hard copy form. 
Retrievability: 
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- Records are maintained in standard office files and may be ac- 
cessed alphabetically or chronologically. 
Safeguards: 

Access to building is restricted to authorized persons only. Record 
files are not available to personnel not requiring access in the per- ; 
formance of their official duties: This, is limited to the official proc- 
essing of- the claim and the clerk who maintains the file and prepares 
the administrative -paperwork. Retords are . secured within a locked 
office in a locked building on a military installation when not actual- 
ly in use. / . 

Retention and disposal: . 

An individual's record is" retained in the, current file area for one 
calendar year after the close of the individual's claim. The record is 
then retired and kept in secured storage for one more year. 

System manager(s) and address: 

Head, Laundry and Drycleaning Plant, U.S. Naval Academy,. An- 
napolis, MD 21402-5052. 

Notification procedure: 
■'Information should be obtained from the systems manager. Re- 
questing individuals should specify their full names. Visitors should 
be able to identify themselves by any commonly recognized evidence 
of identity. Written; requests must be signed by the requesting indi- 
vidual. ' . . * ' . , 

Record access- procedures: 

The agency's* rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations may be obtained from the systems manager. 
Record source categories: 

Information in this system comes from the individual to whoni it 
applies and from offices processing* claims. ' . 
Exemptions claimed for the system: 

None. ■. • . - ' 

^104066-1 / ■ 

System name: 

Bad Checks and Indebtedness Lists. . 

System location: ; 

Commander, Navy Resale and Services Support Office, .Fort 
Wadsworth, Staten Island, New York 10305 (for all Navy ex- 
changes). Addresses for Commissary Stores are listed in the directory 
of Department of the Navy mailing addresses. 

Categories of individuals covered by the system:. ^ 

Patrons of Navy exchanges and commissary stores who have 
passed checks which have proven bad; recruits who have open 
accounts wth Navy exchanges; patrons who have made C.O.D. mail 
order transactions and those patrons who make authorized charge or 
credit purchases where their accounts are maintained on the basis of 
an identifying particular such as name, social security number or 
service number. - 

Categories of records in the system: 

Bad Check System (including: Returned Check Ledger; Returned 
Check Report; copieis of returned checks; bank advice relative to the 
returned check or checks; correspondence relative to attempt by the 
Navy exchange or commissary store to locate the patron and/or 
obtain payment; a printed report of names of those persons who have 
not made full restitution promptly, or 'who have had two or more 
checks returned through their own fault or negligence) Accounts 
Receivable Ledger, detailed by patron; COD Sales Ledger. 

Authority for maintenance of the system: 

5 use 301 and 10 USC 6011. 

Purpqse(s): 

To record- receipt of bad checks, from patrons; to monitor and 
avoid undue losses because of continued passing of bad checks. To 
keep track of the correspondence issued in an effort to recover 
losses. The information in this system is issued to all cashiers, ex- 
^change and commissary officers. The Accounts Receivable Ledgers 
'are used to properly record credit sales and the payment of these 
accounts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Disclosure to consumer reporting agencies: 



Disclosure may be made from this system to *consumer reporting 
agencies' as defined in the Fair Credit Reporting Act (15 U.S.C. 
1681a(0) or the. Federal Claims Collection Act of 1966 (31 U.S.C. 
3701 (a)(3)). . ^ . ^ . _ • 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

The media in which these records are maintained vary, but in- 
clude: Magnetic tape; printed reports; file folders; file cards. 
Retrieyability: , 
Name and social security number.. » . 

Safeguards: 

Locked file cabinets; supervised office spaces; supervised computer 
tape library which is accessible only through the computer center 
(entry to the computer center is controlled by a combination lock 
known by authorized personnel only). 

Retention and disposal: r . ■ 

Records are kept for six years and then; destroyed. . .: 
. System manager(s) and address: 

Policy Official: Commander, Navy Resale and Services Support 
Office, Fort Wadsworth, StatenTsland, New York 10305 

Record Holder: Director, Treasury Division (TD), Navy. Resale 
and Services Support Office, Fort Wadsworth, Staten Island, New 
York 10305 (for Navy, exchanges). . 

For Commissary stores, the Commanding Officer or Officer in/ 
charge of the activity in question. (See Directory of the Department 
of the Navy mailing addresses). 

- y 

Notification procedure: y 

Written contact may be made by addressing inquiries' to: C 
mander, Navy Resale and Services Support Office, Fort Wadsvvr 
Staten Island, New York 10305 / 

In the initial inquiry, the requester must provide full name/ 
security number, and the activity where they had their dea* 
list of other offices the requester may visit will .be provir' 
initial contact is made at the office listed above. At the / 
personal visit, requesters must provide proof of identity/ 
the requester's signature. ' / 

Record access procedures: . . . . ' . /' 

The agency's rules for access to records may be pbt; 
systems manager. 1 
Contesting record procedures: ' " . j^s^ 



The agency's rules for contesting contents an^ 
determinations by the individual concerned may b ^ % 



systems manager. / 

Record source categories: (^^^^"^^^ 
The individual; the bank involved and the^^ % 
Exemptions claimed for the system: i^^^^^ ^ 

System name: - - 



N04066-2 



Commercial Fidelity Bond Insurance 



System location: - ^ ^ 

Commander, Services Support Offic/ ^/Wads- 
worth, Staten Island, New York 103 ^-XChanges). 

Categories of individuals covered bsj/*^ ^«.>-^' 

Civilian and military personnel a* to Navy exchanges, who 

the duly constituted authority (usu /Board of Investigation ap- 
pointed by the base Commanding^ .i) has established to be guilty 
of a dishonest act which has fesif ^n a loss of money, securities or 
other property, real or persona' / which the exchange is legally 
liable. ' • /> • : - 

Categories of records in- the system: 

Equipment Loss Reports, Cash and/or Merchandise Loss Reports 
from Navy exchanges, including correspondence relating to losses. 
Authority for maintenance of the system: 

5 use 301 and 10 USC 5031. .. . . 
Purpose(s): . • 

To render proper assistance in processing insurance claims. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the insurance carrier (Fidelity Bond Underwriter) to ensure 
appropriate coverage. 



DEFENSE DEPARTMENT 



597 



The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this .system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The media in which these records are maintained varies but in- 
cludes file folders and ledgers. 
Retrieyability: 

Name, payroll number, service number, activity. 
Safeguards: 

Locked file cabinets; locked offices which when open are super- 
vised by appropriate personnel; security guards. 
Retention and disposal: 

Records are kept for four years and then retired to the Federal 
Records Center, St. Louis, Missouri. 
System manager(s) and address: 

Commpnder, Navy Resale and Services Support Office, Fort 
Wadsworth. Staten Island, New York 10305 
Notification procedure: 

Written contact may be made by addressing inquiries to: Com- 
mander, Navy Resale and Services Support Office, Fort Wadsworth, 
Staten Island, New York 10305. 

In the initial inquiry the requestor must provide full name, payroll 
or military service number and activity where they had their deal- 

fs. A list of other offices the requester may visit will be provided 
;r initial contact is made at the office listed above. At the time of 
ersonal visit, requesters must provide proof of identity containing 
^ requester's signature. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

The indivKlual; the insurance underwriter; audit reports; investiga- 
tory reports and/or activity loss records. 
Exemptions claimed for the system: 
None. 

N04066-3 

System name: 

Layaway Sales Records. 
System location: 

Commands, Navy Resale and Services Support Office, Fort Wads- 
worth, Staten Island, New York 10305 (for all Navy exchanges). 
Categories of individuals covered by the system: 
Patrons of Navy exchanges who buy goods on a layaway. 
Categories of records in the system: 
Layaway tickets and layaway patron lists. 
Authority for maintenance of the system: 
5 use 301 and 10 USC 5031. 
Purpose(s): 

To record the selection of layaway merchandise, record payments, 
verify merchandise pick-up and perform sales audits. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders include layaway tickets and layaway 
patron lists. 
Retrievability: 

Name, address, service number or exchange permit number. 
Safeguards: 

Locked file cabinets, supervised records space. 
Retention and disposal: 

Destroyed after two years per Navy Exchange Manual. 
System manageKs) and address: 



Policy Official: Commander, Navy Resale and Services Support 
Office, Fort Wadsworth, Staten Island, New York 10305 

Record Holder: Director, Controller Non-appropriated Fund Divi- 
sion (CNAFD), Navy Resale and Services Support Office, Fort 
Wadsworth, Staten Island, New York 10305 

Individual record holders, within the central system may. be con- 
tacted through the central, system record holder. 

Notification procedure: ^ . 

Written contact may be made by addressing inquiries to: Com- 
mander, Navy Resale and Services Support Office, Fort Wadsworth, 
Staten Island, New York 10305. 

In the initial, inquiry, the requester must provide full name, social 
security number, activity where layaway sales were transacted. A list 
of other offices the requester may visit will be provided after initial 
contact at the office listed above. At the time of personal visit, 
requesters must provide proof of identity containing the requester's 
signature. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting and appealing initial determina- 
tions by the individual concernied may be obtained from the system 
manager. 

Record source categories: 
The individual. 

Exemptions claimed for the system: 
None. 

N04066-4 

System name: 
Navy Lodge Records. 
System location: 

Commander, Navy Resale and Services Support Office, Fort 
Wads\yorth, Staten Island, New Yoi-k 10305 (for all Navy Ex- 
changes). 

Categories of individuals covered by the system: 
Patrons and guests authorized lodging at a Navy Exchange. Navy 
Lodge. 

Categories of records in the system: 

Reservation request; guest registration card; navy lodge giiest folio. 
Authority for maintenance of the system: 
5 USC 301 and 10 USC 5031. 
Purpose(s): 

.. To keep a record of reservations to insure orderly room assign- 
ment and avoid improper booking; to record registration and pay- 
ment of accounts; to verify same by eligible patrons; cash control; to 
gather occupancy data; to determine occupancy breakdown; and to 
account for rentals and furnishings. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at< the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The media in which these records are maintained vary, but in- 
clude: Folio card; ledger; Guest Registration Cards; and local copies 
and reports of central system reports. 

Retrievability: 

Name; service number; social security number. 
Safeguards: 

Supervised offices; locked files. 
Retention and disposal: 

Records are kept for two years and then destroyed. 
System managerCs) and address: 

Policy Official Commander, Navy Resale and Services Support 
Office, Fort Wadsworth Staten Island, New York 10305 

Record Holder Manager, Personalized Services (SODI), Navy 
Resale and Services Support Office, Fort Wadsworth Staten Island, 
New York 10305 

Individual record holders within the central system may be con- 
tacted through the central system record holder. ' 
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Notification procedure: 

Written contact may be made by addressing ' inquiries to: Com- 
mander, Navy Resale arid Services Support Office, Fort Wads worth 
Staten Island, New York 10305 

In the initial inquiry the requester must provide full name, social 
security number, service number and location of the last Navy Lodge 
where they had dealings. A list of other offices the requester may 
visit will be provided after initial contact is made with the office 
listed above. At the time of a personal visit, requesters must provide 
proof of identity containing the requester's signature. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. • ' 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

The individual patron and the charges he or she incurred during a 
visit at the Navy Lodge. 
Exemptions claimed for the system: 
None. , I 

N04066-5 

System name: 

NAVRESSO Direct Mail List. 
System location: 

Commander, Navy Resale and Services Support Office, Naval 
Station New York-Staten Island, Staten Island, New York 10305. 

Categories of individuals covered by the system: 

All authorized customers of military resale systems who have 
requested receipt of sales promotional, informational and niai'keting 
research materials. 

Categories of records in the system: V' ' 

For each authorized customer: Name, address, rank, branch of 
service, status (active or retired), social security number, pay grade, 
age, sex, race, number, names, and birth dates of dependents, date of 
sign up, telephone number (if available), account number, rotation 
date (if available), mailings sent to customers and responses available. 

Authority for maintenance of the. system: 

5 U.S.C. 301; 10,U.S.C. 6011; and Executive Order 9397. 

Purpose(s): 

To maintain a data base which will permit the Navy Exchange 
Program to mail sales promotional, informational and market re- 
search materials to those authorized customers who have requested 
receipt of materials. The data base will also be used to define target 
markets among the authorized customers who sign up for the list, in 
order to develop better merchandise assortments and services to meet 
the needs of the customers. The social security number is required in 
this system to verify that the individual requesting receipt of materi- 
als is an authorized customer of the military resale systems. . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Departinent of the Nayy's listing of record systems apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

.. Storage:. K - 

The records are stored on computer tape in a single location. 
Retrievability: 

Name, social security number, address and account number. 
Safeguards: 

Secured and supervised facility, access restricted. 
Retention and disposal: 

The records are retained as long as the customer wishes to receive 
the materials, then the records are destroyed by the Navy Resale and 
Services Support Office;. 

System managerCs) and address: 

.Policy Official: Commander, Navy Resale and Services Support 
Office, Naval Station New York— Staten Island, Staten Island, New 
York 10305-5097. 

Record Holder Manager: Deputy Commander,. Marketing Commu- 
nications Division (MCD), Navy Resale and Services Support Office, 



Naval Station' New York-Staten Island, Staten Island, New York 
10305-5097: = - 
Notification procedure: ^ 

Written contact may be made by addressing inquiries to: Com- 
mander, Navy Resale and Services Support Office, Naval Station 
New York— Staten Island, Staten Island, .New York 10305-5097. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 

Contesting record procedures: 
* The' agency's rules for contesting contents and' appealing initial 
determinations by the individual' concerned are contained in SEC- 
NAVINST 5211.5C (32 CFR part 701, subparts F and G). 

Record source categories: ' 

The individual authorized customer and the Department of De- 
fense (DOD)/Defense Enrollment Eligibility Reporting System 
(DEERS). 

Exemptions claimed for the system: ■ 

None. ' * 

' \ * / 'N04385-1 ; ' ' ^ ,'■ 

System name: '[ 
IG Investigatory System. 

System location: ^. / 

Inspector General offices within the Department of the Navy as/ 
listed in the directory of the Department of. the Navy mailing ad''- 
dresses. / 
Categories of individuals covered by the system: / 
Individuals alleged, suspected, convicted, or otherwise involved in 
areas of possible criminal or administrative misconduct, including, 
but not limited to, fi-aud, larceny, embezzlement, theft or otjier im- 
proper conduct relating to the acquisition or disposal of goyf^irnment 
property, conflict of interest, violation of the. standards of .-conduct, 
or other violations of law or regulation pertaining to profiurement, 
disposal and related matters. ' 
Categories of records in the system: ■ . / 

1. Administrative memoranda. 

2. Investigative reports and other investigative/intelligence infor- 
mation. 

3. Reports of disciplinary action taken. 

4. Public court records. 

5. Synopsis of the allegations of wrongdoings. 

Authority for maintenance of the system: 

Inspector General Act of 1978 (10 USC 987 "app.( 1982)), 10 USC 
5088, Naval Inspector General: Details, duties; Department of De- 
fense Directive 5106.1 of March 14, 1983, entitled, 'Inspector General 
of the' Department of Defense*; Seci-etary of the Navy Instruction 
5430. 57D of December 9, 1980, entitled. The Naval Inspector Gen- 
eral; Mission and Functions of; Secretary of the Navy Instruction 
5430.92, April 17, 1981, entitled, 'Assignment of Responsibilities to 
Counteract Fraud, Waste and Related Improprieties Within the De- 
partment of the Navy.' 

Purpose(s): 

To conduct and to coordinate official investigations and inquiries 
of audit to monitor final actions taken thereon. To disseminate infor- 
mation on misconduct, procurement fraud and related matters to 
other components within DOD. - 

To monitor the progress of criminal or administrative actions taken 
regarding Naval active duty officers in pay grade 0-5 or higher and 
civil service employees (GS-13 or GM-13 and above), and any other 
DOD individuals (military and, civilian) who have been named in 
allegations of wrongdoing which' apparently warra.nt criminal pros- 
ecution oi" adverse personnel actions. . Internal users are Department 
of the Navy and Department of Defense component officials engaged 
in audit, investigative, inspection and management functions. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To federal, state or local law enforcement agencies, when such 
information relates to matters under their judicial or. administrative 
cognizance. 

To the Department of Justice or other appropriate agencies for use 
in judicial or administrative actions such as debarrment/suspension 
actions and required notification of federal, state and local agencies. 

The Blanket Routine Uses that appea;r at the beginning of the 
Department of the Navy's compilation apply to this system. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in tlie system: 
Storage: ' 

File folders, index cards, magnetic tape/discs. 
Retrievability: 

By subject name and SSN; by case name, case number, type of 
crime and other case fields. 
Safeguards: 

Access is limited to officials/employees of the command who have 
a need to know. Files are stored in a locked cabinet. The area is sight 
controlled during normal work hours and locked during non duty 
hours. Building access is controlled during non-duty hours by a 
Security Force, which also conducts roving patrols of the building. 
There is no possibility that the computer can be accessed from 
outside the controlled area. 

Retention and disposal: 

Files are maintained at the command for two years after final 
action is taken. Thereafter, files are stored with the nearest Federal 
Records Center. Electronic data are erased, over-printed or de- 
stroyed, as appropriate. 

System manager(s) and address: 

The Inspector General of the Command in question. See the direc- 
tory of Navy activities mailing addresses. 

For tracking system, the Head, Investigations Division, Naval In- 
spector General (Code 81), Office of the Naval Inspector General, 
Bldg 200, Washington Navy Yard, Washington, DC 20374-2001. 

Notification procedure: 

Written requests should be addressed to the system manager, 
giving full name, address, and either a social security number or date 
and place of birth. Written requests must be notarized. Individuals 
may . visit the system manager between the hours of 0900-1500, 
Monday-Friday and must show proof of identity consisting of ID 
containing photograph. 
- Record access procedures: 

The Agency's rules for access to records may be obtained from the 
System Manager. 

. Contesting record procedures: . 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individuals, investigative, judicial, and administrative reports, and 
complainants. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a G)(2). The 
exemption rule for this system is contained in SECNAVINST 5211.5 
series. 

N04385-2 

System name: 

Hotline Program Case Files. 
System location: 

Department of the Navy shore activities. The official mailing ad- 
dresses are in the Navy's Address Dii-ectory in the appendix to the 
Navy Department's systems notices appearing in the Federal Regis- 
ter. 

Categories of individuals covered by the system: 
: Individuals filing hotline complaints. Also individuals alleged or 
suspected of administrative misconduct, including, but not limited to, 
fraud, waste, or inefficiency. 

Categories of records in the system: 

All records resulting from an inquiry into a hotline complaint such 
as the name of the examining officials assigned to the case, the 
hotline control number, date of complaint, date investigation com- 
pleted, the allegations, whether or not the case was referred to Naval 
Security and Investigative Command, the investigators' findings, dis- 
position of the case, and background information regarding the inves- 
tigation itself such as the scope of the investigation, relevant facts 
discovered, information obtained from witnesses, and specific source 
documents reviewed. 

Authority for maintenance of the system: 

10 U.S.C. 6011, 10 U.S.C. 987, and implementing instructions. 
Purpose(s): 

For the Commanding Officer and/or his designated auditors, in- 
spectors, or investigators to conduct and coordinate official hotline 



investigations. To compile statistical information to disseminate to 
other components within the Department of Defense engaged in the 
Hotline Program. To provide prompt responsive and impartial ac- 
tions and improve efficiency in investigating hotline complaints. To 
provide management with a source to identify potential problems and 
weaknesses. To provide a record of complaint disposition. Hotline 
complaints appearing to involve major criminal wrongdoing will be 
referred immediately to the Naval Security arid Investigative Com- 
mand. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. , 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, log books, magnetic tapes/disks. 
Retrievability: 

By hotline case number, complainant, subject of the complaint and 
individual accused. 

Safeguards: 

Access is limited to local hotline staff, and, as delegated by the 
Commanding Officer or Officer-in-Charge, and the Executive Offi- 
cer, on a need to know basis. Paper records are stored in locked 
cabinets. Automated records may be controlled by limiting physical 
access to CRT data entry terminals or use of passwords. Access to 
central computer mainframe, other peripheral equipment and tape 
and disc storage is strictly controlled. Work areas are sight-con- 
trolled during normal working hours. Building access is controlled 
and doors are locked during non-duty hours. 

Retention and disposal: 

Files are maintained at the local command for a minimum of two 
years after final action is taken. Thereafter, files are stored with the 
nearest Federal Records Center. Electronic data are erased, over- 
printed, or destroyed, as appropriate. 

System manager(s) and address: 

Commanding Officer or head of the organization in question. See 
Directory of Department of the Navy mailing addresses. 

Notification procedure: 

Written requests may be addressed to the appropriate Naval activi- 
ty concerned (official mailing addresses are listed in the Navy's 
Address Directory in the appendix to the Navy Department's system 
notices). 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

i Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
deterniinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Individuals, investigations, judicial and administrative reports, and 
complainants. 

Exemptions claimed for the system: 

Portions of this system may be exempt under 5 U.S.C. 552a(k)(l), 
(2), (5), (6) and (7), as applicable. For additional information, contact 
the system manager. An exemption rule for this system has been 
promulgated in accordance with the requirements of 5 U.S.C. 552a 
and has been published in SECNAV INSTRUCTION 5211,5 and the 
Code of Federal Regulations at 32 CFR part 701. 

N04410-1 

System name: 

File of. Records of Acquisition, Transfer and Disposal of Privately 
Owned Vehicles. 

System location: 

U.S. Naval Communication Station, United Kingdom^ FPO New 
York 09516-3000. . 

Categories of individuals covered by the system: 

United States Naval personnel stationed at U.S. Naval Communi- 
cation Station, United Kingdom, FPO New York 09516-3000 who 
own a concession vehicle in the Uniteii Kingdom. 

Categories of records in the system: 
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Request for delivery of a motor vehicle without payment of duty, 
value added tax and car tax. , • • - 

Authority for maintenance of the system:. 

5 U.S.C. 301, Departmental Regulations and E.O. 9397. ' ' - 

Purpose(s): , . 

To maintain information . on type of car, engine number, license 
number, year, make of car, base assigned, organization, social seciiri- 
ty number, and paygrade.' 

Routine uses of records maintained in the system, including catego- 
ries of users and iht purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 
File folders. 
Retrievability: 
Name, 
Safeguards: 

Locked in CMAA Office with a 24 hour security watch: 
Retention and disposal: 

Records are maintained as long as a person owns a concession 
vehicle in the United Kingdom. Records are burned as soon as 
vehicle is either shipped out of the U.K. or destroyed. . 
. System manager(s) and address: . 

Commanding Officer, U.S. Naval Communication Station, United 
Kingdom, FPO New York 09516-3000 is overall policy official with 
the Chief Master At Arms Office, U.S. Naval Communication Sta- 
tion, United Kingdom, FPO New York 09516-3000 as the subordi- 
nate holder. 

Notification procedure: 

Individuals seeking ;to determine whether- this system of records 
contains information about themselves should address written inquir- 
ies to the Commanding Officer, U.S. Naval Communication Station, 
United Kingdom, FPO New York 09516-3000. The request should 
contain name,* social security number, and address of the individual 
concerned and should be .signed. Personal visits may be made to that 
office, but individuals must have valid military ID or, if no longer in 
the military, have other valid identification such a a driver's license. 

Record access pi-ocedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Comr 
manding Officer, U.S. Naval Communication Station, United King- 
dom, FPO New York 09516-3000. — 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. • . . 

Record source categories: ; ' 

Applicable U.S. Serviceman. ^ 

Exemptions claimed for the system: 

None. ' ' •. . 

^ . N04410-2 
System name: ' ^ * 

' Military and Civilian Employee Dependents Hurricane Shelter As- 
signment List. 
System location: 

Commanding Officer, Naval Communication Station Key West, 
Key West, Florida 33040 

Categories of individuals covered by the system: 

Military personnel and civilian employees and ' their dependents 
who apply for assignment to naval communication station shelter. 

Categories of records in the system: 

Record lists ♦ names, addresses, and phone numbers of military/ 
civilian station personnel applying for shelter assignments for their 
families, together with names of . dependent spouses^ names and ages 
of dependent children, and whether or not • requirement exists for 
station transportation to shelter. • 

Authority for maintenance of the system: 

5 use 301. 



PurposeCs): 

Used by Disaster Preparedness Officer in determining shelter logis- 
tics requirements and by Shelter Officer in mustering assigned de- 
pendents in shelter in case of hurricane. 

Routine uses of records maintained in the system, including catego- 
ries of users and the pur^^ses-^ such uses: 

The Blanket Routine. ^ses that appear at the beginning. of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records'^in the system: . ' 

Storage: 

File folder. . i ' 

RetrievabUity: 

Name. * 

Safeguards: 

File, maintained in locked cabinet by Disaster Preparedness Officer. 
Retention and disposal: 

Maintained from May through April, each year, disposed of by 
burning. 
System manager(s) and address: 

Disaster Preparedness Officer, Naval Communication Station Key 
West, Key West, Florida 33040 
Notification procedure: 

Individual record entries ai'e filled out by hand by station military/ 
civilian sponsors desiring to register their families in command hurri- 
cane shelter. System contains no information other than entries pro- 
vided by sponsors. Certified station sponsors may review/remove 
entry by phoning/visiting the Disaster Preparedness Officer, Naval 
Communications Station Key West. ' 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

All entries to file are hand written forms filled, in by military/ 
civilian command sponsors requesting hurricane shelter for their fam- 
ilies. 

Exemptions claimed for the system: 

None. 

Na4410-3 

System name: 
Duty Free Vehicle Log. 
System location: 

Officer in Charge, U.S. Naval Weapons Facility Detachment, FPO 
New York 09515-0052 ani Customs Officer, HMS Customs and 
Excise, Campbeltown, Argyll, Scotland. 

Categories of individuals covered by the system: 

AH U.S. Navy personnel and their dependents stationed aboard 
Naval Weapons Facility -Detachment, Machrihanish. 

Categories of records in the system: 

Name and rank/rate of individual; make, year and registration of 
vehicle status; U.K. purchase, or imported; and date of purchase or 
importing. 

Authority for maintenance of the system: ; _ 
5 U.S.C. 301, Departmental Regulations. * 
Purpose(s): 

To assist " local customs officials in protecting against the illegal 
transfer of duty-free vehicles to UK citizens. 

Routine Vises of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of ^the Navy^s compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folder in lockable file cabinet. 
Retrievability: . ^ 
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Name. 

Safeguards: . 

The records are maintained in an office that is locked when not 
manned. 

Retention and disposal: 

Maintained for one year after transfer, sale, death or other change 
in status. Old pages are shredded. 
System manager(s) and address: 

Officer in Charge, U.S. Naval Weapons Facility, Detachment, 
FPO New York 09515-0052. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Officer in Charge, U.S. Naval Weapons Facility, Detach- 
ment, FPO New York 09515-0052. The request should contain name 
and address. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Officer 
in Charge, U.S. Naval Weapons Facility, Detachment, FPO New 
York 09515-0052. 

Contesting record procedures:. 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 

Information is obtained from documents provided by the individ- 
ual. 

Exemptions claimed for the system: 
None. 

N04410-4 ■ 

System name: 

Record of Import and Export of Foreign Made Auto Vehicles Into 
and Out of Australia. 
System location: 

U.S. Naval Communication Station, FPO San Francisco 96680 
Categories of individuals covered by the system: 
Importers/exporters and purchasers of foreign made automobiles 
imported into Australia by U.S. personnel. 
Categories of records in the system: 

Copies of shipping and customs documents for automobiles import- 
ed into and exported from Australia. 
Authority for maintenance of the system: 

5. use 301, and Agreement between Australia and the United 
States of America concerning the status of United States forces in 
Australia and protocol to that agreement. 

Purpose(s): 

The Supply Officer uses this system to determine shipping and 
wharf handling requirements. The legal officer uses this system to 
monitor sale and/or export of foreign made vehicles imported into 
Australia by U.S. personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such vses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folder. 

Retrievability: 

Name. 

Safeguards: 

File cabinet, entry by legal/personal property office personnel 
only. 

Retention and disposal: 

Duration of customs to duty bond. Destruction through burning. 

System managerCs) and address: 

Legal officer and personal property supervisor. 

Notification procedure: 



Individual initates record and may request information. Legal Offi- 
cer, Personal Property Supervisor, U.S. Naval Communication Sta- 
tion. Information requested must provide: . Full name, official title, 
purpose of inquiry. Offices to be visited: Legal Office and Personal 
Property Office, U.S. Naval Communication Station. Proof of identi- 
ty: Visual recognition, or identification card. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Information supplied by individual, copy of purchase documents. 

Exemptions claimed for the system: < 

None. 

. ' ril04600-l 

System name: 

Portable Asset Control Environment (PACE); 
System location: 

Commander, Naval Supply Systems Command (Code 05, Washing- 
ton, DC 20376-5000. 

Categories of individuals covered by the system: 

Active and reserve naval personnel. Department of the Navy civil- 
ian employees, contractor personnel, or foreign nationals transiting an 
airhead during a military exercise or deployment. 

Categories of records in the system: 
. Files contain name, rank, Social Security Number, pieces of bag- 
gage, baggage weight, passenger weight, and comments (if any). 

Authority for maintenance of the system: 

5 U.S.C. 301 and E.O. 9397. 

Purpose(s): 

To maintain a data base to track the passengers moving in and out 
of the mobile airhead. As part of this system, an automated passenger 
manifest is produced for each flight. The manifest provides the names 
of passengers and weight and cubic dimensions of their baggage. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The **Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 
Storage: 

Maintained on computer disk or on hard copy. 
Retrievability: 

PACE users retrieve information by name, rank, and Social Securi- 
ty Number. 
Safeguards: 

The user ID/password for access control to the PACE system 
limits access to authorized users with a need to know. Marking and 
labeling of media/output products is accomplished. Security Standard 
Operating Procedures are established and followed as part of PACE. 

Retention and disposal: 

The records are maintained during the accomplishment of a par- 
ticular mission or exercise. Once completed, the records are de- 
stroyed. 

System manager(s) and address: 

Commander, Naval Supply Systems Command, Deputy Command- 
er for Transportation (Code 05A1), Washington, DC 20376-5000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commander, Naval Supply Systems Command, Deputy 
Commander for Transportation (Code 05 A 1), Washington, DC 
20376-5000. 

Requests should contain the name, rank, Social Security Number, 
date of mission, and address of the individual concerned. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- ^ 
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mander, Naval Supply Systems Command, Deputy Commander for 
Transportation (Code 05A1), Washington, DC 20376-5000. 
Contesting record procedures: . 

The Department of the Navy rules for accessing records and 
contesting contents arid appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 
IndividuaFs travel orders. 
Exemptions claimed for the system: 

None. 

N04650-1 

System name: 
Personnel Transportation System. 
System location: 

Military Traffic Office & East Coast Passenger Control Point, 
Bureau of Naval Personnel, Navy Department, Washington, DC 
20370. . 

District Passenger Transportation Office & West Coast Passenger 
Control Point, Headquarters, TWELFTH Naval District, Treasure 
Island, San Francisco, California 92132. 

District Passenger Transportation Office & Alaskan • Passenger 
Control Point, Naval Support Activity, Seattle, Washington "98115. 

District Passenger Transportation Offices, all other Naval District 
Headquarters. 

Overseas Area Travel Coordinators at ' U.S. Naval Activities, 
United Kingdom; U.S. Naval Activities, Spain; Headquarters, U.S. 
Fleet Air Mediterranean; U.S. Naval Support Activity, Naples, Italy; 
Headquarters, Middle East Force; U.S. Naval Station, Keflavik, Ice- 
land; U.S. Naval Air Facility, Lajes, Azores; Naval Station, Argenti- 
na, Newfoundland; Naval Base, Guantanamo Bay, Cuba; Headquar- 
ters, TENTH Naval District; Headquarters, FIFTEENTH Naval 
District; Headquarters, U.S. Naval Forces, Mariannas; Headquarters, 
U.S. Naval Forces, Philippines; Headquarters, U.S. Naval Forces, 
Japan; and Naval Communication Station Harold E. Holt, Exmouth, 
Western Australia (See Directory of the Department of the Navy 
Mailing Addresses). • 

And local activities' (See Directory of the Department of the Navy 
Mailing Addresses). 

Categories of individuals covered by the system: 

Navy mihtary personnel, midshipmen, retired Navy members, ci- 
vilian employees of the Navy, dependents of the foregoing, and other 
civilians authorized through Navy commands to travel at Govern- 
ment expense. 

Categories of records in the system: 

Applications for travel and, where applicable, for. passports and 
visas; requests for extension of 12-month limit on travel by retired 
member to home of record; supporting documents; correspondence, 
and approvals/disapprovals relating to the above records; travel ar- 
rangements in response to above applications. 

Authority for maintenance of the system: 

37 use 404 Travel & Transportation Allowances-General. 

5 use 5701 et seq Travel, Transportation & Subsistence. 

PurposeCs): 

To determine, eligibility 'for transportation; to authorize or deny 
transportation; and otherwise manage the personnel transportation 
system. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . ^ 

To officials and employees of other departments and agencies of 
the Executive Branch of government, upon request, in the perform- 
ance of their official duties related to the provision of transportation; 
diplomatic, official, and other no-cost passports; and visas to subject 
individuals. 

Foreign embassies, legations, and consular offices-to determine 
eligibility for visas to respective countries, if visa is required. 

To Commercial Carriers providing transportation to individuals 
whose applications are processed through this system of records. 
, When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or. governmental agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in . the system: 

Storage: 



Automated records may be stored on magnetic tapes, disc, drums, 
and on punched cards. Manual records in file folders or file-card 
boxes, microfiche or microfilm. * 

Retrievability: 

Automated records may be retrieved by social security account 
number and/or name. Manual records are filed alphabetically by 
name of applicant; applications for dependents filed by name of 
sponsor. 

Safeguards: . 

Records are available only to authorized personnel having a need 
to know. 

Retention and disposal: 

Records are retained or disposed of in accordance with SECNA- 
yiNST P5212.5B, subj: Disposal of Navy and Marine Corps 
Records, or in accordance with Departmental regulations. 

System nianager(s) and address: 

Chief of Naval Personnel, Navy Department, Washington, DC 
20370 
Notification procedure: 

Requests by correspondence should be addressed to the local activ- 
ity where the request for transportation was initiated (see Directory 
of the Department of the Navy Mailing Addresses), and/or to inter- 
mediate activities (if applicable) (see Directory of the Department of 
the Navy Mailing Addresses, or to the Chief of Naval Personnel 
(Attn: Privacy Act Coordinator), * Navy Department, Washington, 
DC 20370), The letter should contain full .name, social security ac- 
count number, address and signature of the requester. The individual 
may visit the activities and commands listed under LOCATION for 
assistance with the records maintained at the respective locations. 
Proof of identification will consist of Military Identification Card for 
persons having such cards. Others must present other positive per- 
sonal identification, preferably picture-bearing. 

Record access procedures: 

The agency's rules for access to records may be obtained from 
SYSMANAGER. 
Contesting record procedures: 

The agency's' rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, State Department and other agencies of the Execu- 
tive Branch and components thereof, in the performance of their 
official duties and as specified by current Instructions and Regula- 
tions promulgated by competent authority; foreign embassies, lega- 
tions, and consular offices reporting approval/disapproval of visas; 
and carriers reporting on provision of transportation. 

Exemptions claimed for the system: 

None. 

' N05100-1 

System name: 
Diving Log. 
System location:. 

Commander^ Naval Safety Center, Naval Air Station, Norfolk, VA 
23511 

Categories of hidividuals covered by the system: 
All Navy military and civilian employees of the Navy involved in 
diving or exposed to a hyperbaric environment. 
Categories of records in the system: 
Diving Log Report. 
Authority for maintenance of the system: 
5 use 301; Departmental Regulations. 
Purpose(s): 

Reports summarizing diving activity are furnished to the com- 
manding officer for individuals attached to the unit and are used to 
monitor experience levels associated with types of dives, equipment 
usage and requalification requirements. Individual records are also 
used to evaluate the diving program at specific activities and to 
determine if manning level, experience and operational requirements 
are consistent with an effective safety program. Pertinent individual 
records or statistical summaries prepared by Naval Safety Center 
analysts are also provided to all echelons within the Navy having a 
responsibility for the diving program and to the Commander, Naval 
Military Personnel Command, Naval Audit Service or other activi- 
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ties having responsibility for the administration or control of person- 
nel assignments and hazardous duty payments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape. 

Retrievability: 

Records may be selected based on any of the data elements con- 
tained in the file such as diver's social security number, organization 
unit, type of dive and equipment used. 

Safeguards: 

A limited number of data processing personnel have access to the 
computer facility and to the magnetic tape files and computer pro- 
grams. All requests for information received from activities or for 
purposes not directly related to the diving jjrogram must be ap- 
proved by the Commander, Naval Safety Center or his designated 
representative. 

Retention and disposal: 

Magnetic tape files contain all available records and are never 
purged. Reports are not transferred to a record center. 
System manager(s) and address: 

Director of Submarine Safety Programs, Naval Safety Center, 
NAS, Norfolk, VA 23511 
Notification procedure: 

Individuals may write the System Manager giving full name, ad- 
dress, military status and social security number in order to deter- 
mine if the system contains any records pertaining to them. Personal 
visitors will be required to produce military or comparable civilian, 
identification cards. 

Record access procedures: 

The agency*s rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Commanding Officer of naval units conducting diving or hyper- 
baric exposure incident to diving. 
Exemptions claimed for the system: 
None. 

NO5100-2 

System name: 

Scheduled Parachute Jump Program. 
System location: 

Naval Safety Center, Naval Air Station, Norfolk, VA' 235 11-5796. 
Categories of individuals covered by the system: 
All Navy and Marine Corps personnel and trainees who participate 
in the Scheduled Parachute Jump Program. 
Categories of records in the system: 

Unit reports of each scheduled jump, which includes name of 
parachutist. Social Security Number, Unit Identification Code (UIC), 
and model of parachute; total scheduled jump activity survey reports; 
and annual scheduled jump activity reports. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and Executive Order 
9397. 

Purpose(s): 

To track scheduled jump activity data for specific individuals or 
types of parachutes and correlate the information with parachute 
jump mishap data; analyze information to determine the relationship 
between various categories and combinations of jump experience and 
accident involvement. 

To provide results of these studies to all echelons within the Navy 
and Marine Corps having responsibility for jump operations, para- 
chute training, and allocation of resources to and within the para- 
chute jump program. 

To provide an annual summary of jump activity by parachute type 
to each reporting individual for his/her verification and personnel 



records. Upon request, a detailed by jump report for a specified time 
frame is also provided. 

To provide records to the Chief of Naval Personnel for promo- 
tional screening, detailing, and compliance with minimum standards. 

To provide summaries of jump activity for Marine Corps person- 
nel to the Commandant of the Marine Corps. 

To provide records of specific jump designated personnel to con- 
tractors, if required, for projects either funded by or deemed poten- 
tially valuable to the Department of the Navy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Magnetic tape and computer printouts. 
' Retrievability: 

Name, Social Security Number, Unit Identification Code (UIC), 
and model of parachute. 
Safeguards: 

Computer area is locked after hours and access is strictly con- 
trolled. Hard drive locked to preclude unauthorized access. Only two 
individuals have a key to access hard drive. Building is under 24 
hour watch. 

Retention and disposal: 

Permanent. Magnetic tape files contain all available records and 
. are never purged. 

System manager(s) and address: 

Director of Aviation Safety Programs, Naval Safety Center, Naval 
Air Station, Norfolk, VA 23511-5796. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director of Aviation Safety Programs, Naval Safety 
Center, Naval Air Station, Norfolk, VA 23511-5796. 

The request should include full name, Social Security Number, and 
address of the individual concerned and should be signed. 

Record access procedure: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Direc- 
tor of Aviation Safety Programs, Naval Safety Center, Naval Air 
Station, Norfolk, VA 235 1 1-5796. 

The request should include full name. Social Security Number, and 
address of the individual concerned and should be signed. 

Contesting record procedure: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing determinations by the individual 
concerned are published in Secretary of the Navy Instruction 5211.5; 
32 CFR part 701; or may be obtained from the systeni manager. 

Record source categories: 

Navy and Marine Corps jumpers. 

Exemptions claimed for the system: 

None. 

N05101-1 

System name: 
Safety Equipment Needs, Issues, Authorizations. 
System location: 

Organizational elements of the Department of the Navy as listed in 
the directory of Department of the Navy mailing addresses. 

Categories of individuals covered by the system: 
Personnel whose work requires them to wear, or are issued, pro- 
tective clothing or equipment, including prescription safety lenses. 

Categories, of records in the system: 

Listings, cards, and other records of individuals requiring, author- 
ized, or issued prescription or other safety equipment. 

Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpose(s): 
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Used by Safety Department personnel to determine who needs; is 
eligible; or has been authorized or issued prescription or other safety 
equipment for protection. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieying, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card index files, file folders in file drawers, or microform. 
Retrievability: 

By name or date of authorization or issue. 
Safeguards: 

Controlled access space or locked rooms; personnel screening. 
Retention and disposal: 

Secretary of the Navy Instruction 52 1 2. 5B, Disposal of Navy and 
Marine Corps Records. 
.System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 
Notification procedure: 
Apply to System Manager. 
Record access procedures: 

The agency's rules for access may be obtained from the System 
Manager. 

Contesting record procedures: 

The agency's rules for contesting access may be obtained from the 
System Manager. 

Record source categories: 

Individuals to whom the records. pertain. 

Exemptions claimed for the system: 

None. 

N05120-1 

System name: 

Bond Accounting. ' ' 

System location: . 

Decentralized, maintained by Issuing Agents for Savings Bonds; a 
list is available from: 
Commander 

Navy Accounting and Finance Center (NCF- 123) 
Washington, DC 20376 ' ' 

Categories of individuals covered by the system: 

Civilian and Military Personnel of the Department of the Navy 
including contract employees who meet the requirement for owner- 
ship of savings bonds as outlined in Treasury Department Circular 
No. 530 as amended. 

Categories of records in the system: 

Files contain individual application knd related records - The Bond 
Record File - Master Bond Record Card Control Account - The 
Master Control Account - Activity Subcontrol Accounts - Refund 
Subcontrol - Transfer Journal. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

To issue U.S. Savings Bonds; to provide an audit trail on requisi- 
tion, control and issuance of bonds and to maintain the accounts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . . 

Storage: , 

Metal file cabinets equipped with a locking device - Paper records 
in metal filing cabinets - Microfilm. 

Retrievability: 

Retrieved by name, social security number or payroll number. 
From the Federal Reserve Bank by numerical sequence by serial 
number shown on bond issued stub. 

Safeguards: 



Locked cabinets, with building or military base security. Access 
authorized to personnel engaged in payroll processing, disbursing, 
supervisory or management personnel, and auditors. Bond subscribers 
are authorized to receive information; on their own records. 

Retention and disposal: 

Records are maintained for one year. Records are then forwarded 
to a Federal Records Center. 
System managers) and address: 

Commander, Navy Accounting and Finance Center (NCF- 123), 
Washington, DC 20376. Procedures are prescribed in Comptroller of 
the Navy Manual (NAVSO P-1000). For decentralized locations 
where individuals may deal directly, addresses are available from the 
SYSMANAGER. 

Notification procedure: - 

Information may be obtained by contacting the Bond Issuing 
Office responsible for issuing bond if known. If unknown the inquiry 
should be submitted to Commander, Navy Accounting and Finance 
Center, NCF-123, Washington, DC 20376. Requester should provide 
full name, social security number or payroll number, current address, 
when requesting information. An individual is permitted to visit any 
Bond Issuing Agent Office for information and will be required to 
provide identification such as identification card (i.e., DOD Building 
Pass). 

Record access procedures: - 

The Agency's rule for access to 'records may be obtained from the 
system manager. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. * 

Record source categories: 

Request for Bonds are .filed by individuals who provide informa- 
tion on themselves. Other rated from the original request. 
Exemptions claimed for the system: 
None. 

N05210.1 

System name: 
Correspondence Files. 
Systiem location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 

Categories of individuals covered by the system: 

These are files kept by subject, name of correspondent (Congress- 
man, contractor, other member of public, etc.) or name of recipient. 

Categories of records in the system: 

Incoming and outgoing correspondence and related material. 
Authority for maintenance of the system: 
5 use 301; Departmental Regulations. 
Purpose(s): 

To follbw-up on previous correspondence, for reference purposes, 
to assure consistency of policies, and for other official Navy business, 
as required. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practiceis for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards; magnetic tape. 
Retrievability: 

Name, SSN, Case Name, SSN, Case Number, organization. 
/ Safeguards: 

> Access provided on a need to know basis only. Locked and/or 
guarded oftice. 
Retention and disposal: 
Per SECNAV Records Disposal Manual. 
System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy, mailing addresses. 
Notification procedure: 
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Apply to System Manager. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 

The agency's rules for contesting contents .and appealing initial 
determinations by the individual concerned may^be obtained from the 
System Manager. 

Record source categories: 
. Individual concerned, other records of the activity, investigators, 
witnesses, correspondents. 

Exemptions claimed for the system: 

None. 

N05210-2 

System name: ' . 

PA/FOIA and Mandatory Declassification Review Case Files. 
System location: . 

Organizational elements of the Department of the Navy. Official 
mailing addresses are published as an appendix to the Navy's compi- 
lation of record system notices. 

Categories of individuals covered by the system: 

Individuals who have filed requests under the Privacy Act (PA) 
for access or amendment of records and/or appealed denials; individ- 
uals who have filed requests or appeals under the Freedom of Infor- 
mation Act (FOIA) for access to agency records and/or fee waivers; 
individuals who have cited both Acts for access to agency/personnel 
records and or fee waivers; individuals who have filed requests for 
mandatory declassification review (MDR). 

Categories of records in the system: 

File contains all correspondence used to respond to a request, such 
as letter of request which may include requester's full name, Social 
Security Number, date of birth, home address, etc.; copies of respon- 
sive documents (excised/unexcised); classified documents; letters of 
extension and response; memoranda, legal opinions, messages, and 
miscellaneous documents relating to an individual's PA/FOIA re- 
quest/appeal/amendment or fee waiver request, including letters of 
release/denial, letters of appeal, statements of disagreement, authori- 
zation letters from requester granting release to another individual, 
and related documents accumulated in processing the request. Com- 
puterized or manual tracking system that reflects name of requester, 
type of request, date received, date responded to, comments, fees, 
etc. 

The file also contains fee information: costs involved in processing 
a request, fees charged to the requester, fees collected from the 
requester, notices of overdue fees, check receipt information, and 
vouchers regarding fees collected: 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations; 5 U.S.C. 552a, the Priva- 
cy Act of 1974, as amended, and as implemented in Secretary of the 
Navy Instruction 5211.5; 5 U.S.C. 552, the Freedom of Information 
Act as implemented in Secretary of the Navy Instruction 5720.42; 
Executive Order 12356 and Executive Order 9397. 

Purpose($): 

To record, process, and coordinate requests for access to records 
made under the FOIA, PA, and MDR; to collect information for 
PA/FOIA Annual reports; to track fees; and other administrative 
requirements of the Acts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of record system notices 
apply to this system. 

Policies and practices for. storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, microfiche/microform, or computer disks. . 
Retrievability: 

: - By name of requester, company, and year request was answered. 
Safeguards: 

Records are maintained in monitored or controlled areas accessible 
only to authorized personnel. Records are accessed by custodian of 
the record system and by person(s) responsible for servicing the 
record system in performance of their official duties who are proper- 
ly screened and cleared for need^to-know. Access to computerized 



data base is by password. Building or rooms are locked outside 
regular working hours. 

Retention and disposal: 

Records which are granted in full or for which .no record has been 
located and has not been appealed are retained for two years and 
then destroyed. All other records are retained for six years after final 
adjudication and then destroyed. 

System manager(s) and address: 

Head, PA/FOIA Branch, Office of the Chief of Naval Operations, 
Room 5E521, The Pentagon, Washington, DC 20350-2000. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commanding Officer or head of the activity where they 
submitted a request. 

The request should contain the name of the requester and date the 
initial request/appeal was submitted and/or responded. 

Record access procedures: 

Individuals seeking access to records about themselves should ad- 
dress written inquiries to the Commanding Officer or head of the 
activity where request was submitted.- 

The request should contain name of requester and the date (year) 
the initial request/appeal was submitted and/or responded. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and . 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

From individuals who submit requests, naval activities, Department 
of Defense components, and other Federal, state, and local govern- 
ments. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) and 
(k)(l) thirough (k)(7) as applicable. 

An exemption rule for this system has been promulgated in accord- 
ance with requirements of 5 U.S.C, 553(b) (1), (2), and (3), (c) and (e) 
and published in 32 CFR part 701, subpart G. For additional infor- 
mation contact the system manager. 

N05300-1 

System name: 
Organization Locator and Social Roster. 
. System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 

Categories of individuals covered by the system: 

Military and civilian personnel attached to the activity; also may 
include military and civilian personnel of the Department of Defense 
and other government agencies; may also include family members 
and guests of military and civilian personnel; other invitees. 

Categories of records in the system: 

Manual or mechanized records. Includes information such as 
names, addresses, telephone numbers; official titles or positions and 
organizations; invitations, acceptances, regrets, protocol, and other 
information associated with attendants at functions. Locator records 
of personnel attached to the organization. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

To. locate individuals on routine and emergency matters. System is 
used for mail distribution, for forwarding addresses, and as a recall 
list. Also, • may be used as a social roster for social reference for 
various official and non-official functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, .magnetic tape, and similar 
record formats. 
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Retrievability: 

Name, SSN, number, organization, function. 
Safeguards: 

Access provided oil a need to know basis. ; 
Retention and disposal: 
Per SECN A V Records Disposal Manual. . 
System manager(s) and address: ^ , 

Commanding officer of the activity in question. See directory -of 
Department of the^Navy maiiing addresses. 
Notification procedure: 
. Apply to System Manager; * ' 
Record access procedures: 

The agency*s rules for access to record may be obtained from the 
System Manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individual concerned, other records of the activity, correspond- 
ents, directories and official publications. 
Exemptions claimed for the system: 
None. 

N05300-2 ' 

System name: . 
Administrative Personnel Management System. 
System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy' activities. Official 
mailing addresses are in the Navy's address directory in the appendix 
to the Navy Department's compilation of systems notices. ' Included 
in this notice are those records duplicated for maintenance at a site 
closer to where the employee works (e.g., in an administrative office 
or a supervisor's work area). 

' Categories of individuals covered by the system: 

All civilian (including former members and applicants for civilian 
employment), military, and contract employees. 

Categories of records in the system: 

Correspondence/records concerning identification, location (as- 
signed organization code and/or work center code); MOS; labor 
code; payments for training, travel advances and claims, hours as- 
signed and worked, routine and emergency assignments, functional 
responsibilities, clearance, educational and experience characteristics 
and training histories, travel, retention group, hire/termination dates; 
type of appointment; leave; trade; vehicle parking; disaster control; 
community relations; (blood donor, etc.), employee recreation pro- 
grams; grade and series or rank/rate; retirement category; awards; 
biographical data; property custody; personnel actions/dates; viola- 
tions of rules; physical handicaps and health/safety data; veterans 
preference; mutual aid association memberships; union memberships; 
qualifications; and, other data needed for personnel, fmancial, line, 
and security management, as appropriate. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and E.O. 9397. 

Purpose(s): 

To manage, supervise, and administer programs for all Navy civil- 
ian and military personnel such as preparing rosters/locators; con- 
tacting appropriate personnel in emergencies; training; identifying 
routine and special work assignments; determining clearance for 
access control; controlling the budget; travel claims; manpower and 
grades; maintaining statistics for minorities; employment; labors cost- 
ing; watch bill preparation; projection of retirement losses; verifying 
employment to requesting banking; rental and credit organizations; 
name change location; checklist prior to leaving activity; payment of 
mutal aid benefits; safety reporting/monitoring; and, similar admin- 
strative uses requiring personnel data, Arbitrators and hearing exam- 
iners in civilian personnel matters relating to civilian grievances and 
appeals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

. Storage: . ♦ . 

File folders, card files, punched cards, magnetic tape, and magnetic 
disc. 
Retrievability: 

Name, social security number, case number, organization, work 
center and/or job order. 
Safeguards: 

. Password controlled system,- file, and element- access based on 
predefined need to know. Physical access to^ terminals, terminal 
rooms, buildings and activities' grounds are controlled by locked 
terminals and rooms, guards, personnel screening and visitor regis- 
ters. 

Retention and disposal: 

Normally retained for two years and then destroyed. 
System ihanageKs) and address: ' 

Commanding officer of the activity in question! Official mailing 
addresses are in the Navy's address directory in the appendix to the 
Navy Department's compilation of systems notices. * . - / 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the naval activity where currently or previously employed. 
The request should include full name, social security number, and 
address of the individual concerned and should be signed. 

Record acce^ procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the activity 
where currently or previously employed. 

Contesting record prbceduires: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing determinations by the individual 
concerned are published in Secretary of the Navy Instruction 5211.5; 
32 CFR part 701; or may be obtained from the system manager. 

Record source categories: . 

Individual, employment papers, other records of the organization, 
official personnel jackets, supervisors, official travel orders, educa- 
tional institutions, applications, duty officer, investigations, OPM offi-• 
cials; and/or members of the American Red Cross. 

Exemptions claimed for the system: 

None. 

N05300-3 

System name: 
Faculty Professional Files. 
System location: 

Superintendent, Naval Postgraduate School, Monterey, CA 93943- 
5100. . 

Categories of individuals covered by the system: 
Faculty personnel employed by the Naval Postgraduate School 
and individuals applying for positions. 
Categories of records in the system: 

Faculty academic promotion/tenure case evaluation files and facul- 
ty professional status and accomplishment file. 
Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpose(s): ' * 

Promotion/tenure case evaluation files are used by Department 
Chairmen, Deans, and the Superintendent to determine the ranking, 
promotion tenure reappointment evaluation of faculty personnel. Fac- 
ulty professional status and accomplishment files constitute official 
record of employment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of record^ in the system; 
Storage: 
File folders. 
RetrievabUity: 
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Name. 
Safeguards: 

During work hours, records are secured within locked file drawers 
within departmental offices to which only authorized personnel have 
access. After working hours, records are kept within locked file 
drawers within secured offices located within a locked building 
>yhich is part of a Naval facility to which entry is restricted. 

Retention and disposal: 

Faculty academic promotion/tenure case evaluation files are de- 
stroyed upon personnel action completion. Faculty professional status 
and accomplishment files are retained in a permanent file. 

System manager(s) and address: 

Provost, Code 01, Naval Postgraduate School, Monterey, CA 

93943-5100. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Provost, Naval Postgraduate School (Code 01), Monterey, 
CA 93943-5100. Requests should contain full name and address of 
the individual concerned and should be signed. 

Record access procedures: 

Individuals seeking access to records about themselves in this 
system of records should address written inquiries to the Provost, 
Naval Postgraduate School (Code 01), Monterey, CA 93943-5100. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Sepretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Information in this system comes from previous employers,; educa- 
tional background, correspondence, peer evaluations, supervisory 
evaluations and student evaluations of teaphing. 

Exemptions claimed for the system: 

None. 

N05300-4 

System name: 

Personnel Management and Training Research Statistical Data 
Sy stein. 

System location: 

Commanding Officer 

U.S. Navy Personnel Research and Development Center 

San Diego, California 92152 

Categories of individuals covered by the system: 

U.S. Navy and Marine Corps Personnel and applicants thereto: 
Active duty, reserve, prior service, dependents, retired, and Depart- 
ment of the Navy civilians from 1951 to present. (Only samples of 
data from each category are on file, depending on research study.) 

Categories of records in the system: 

Performance, attitudinal, biographical, aptitude, vocational interest, 
demographic, physiological. Data in any file are limited, depending 
on purpose of the research study. 

Authority for maintenance of the system: 

5 use 301 Departmental Regulations. 

Purpose(s): 

The data are used solely by Navy Personnel Research and Devel- 
opment Center researchers who analyze them statistically to arrive at 
recommendations to management on such topics as: Comparison of 
different training methods, selection tests, equipment designs, or poli- 
cies relating to improving race relations and decreasing drug abuse. 
In no case are the data used for other than statistical purposes; that 
is, the data are not used in making decisions affecting spepifip indi- 
viduals as individuals. 

: Routine uses df records maintained in the . system, including catego- 
ries of users and the purposes of such uses: 

. The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes, magnetic disk, punched cards, and coding. 
Retrievability: 



Records are retrievable by name, social security number, or serv- 
ice/file numbers, but such identifying information is used only to 
permit collation of data for statistical analysis, and is not used for 
retrieval of individual records. 

Safeguards: 

Unauthorized access to records is controlled by: Security clear- 
ances for all Research Center and contraptor personnel; , physipal 
security including a badge system for entry to the Center and a 24- 
hour guard maintained on a fenced compound; control of visitors; 
data bank users having special access codes; and, access limited to 
only designated personnel. . • 

Retention and disposal: 

Records are destroyed five years after termination of a research 
project. They are maintained within the confines of the Research 
Center. Destruption is apcomplished by degaussing magnetic tapes 
and disks, and punched cards are recycled. 

System manager(s) and address: 

Director of Programs (Code 03PA) 

U. S. Navy Personnel Research and Development Center 

San Diego, California 92152 

NotiHcation procedure: 

Research Center files are organized by research study. To deter- 
mine if Center files contain information concerning himself, an indi- 
vidual would have , to specify time and place of participation in the 
research, unit to which attached at the time, and descriptive informa- 
tion about the study so that appropriate data may be located. For 
further information, contact the System Manager. 

Office to visit: Contact System Manager. 

Visitor Identification: System Manager will specify. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

. Record source categories: 

The source depends on purpose and nature of study: From the 
subjects themselves, educational institutions, supervisors, peers, in- 
structors, spouses, and job sample tests. 

Exemptions claimed for the system: 

None. 

N05300-5 

System name: 
Sys Cmd Accting/Monitoring of Projects (SCAMP). 
System location: 

Navy Regional Data Automation Center (NARDAC), Washington 
Navy Yard, Building 196, Washington, DC 20374. 

Categories of individuals covered by the system: 

Current employee assigned military personnel, contractor person- 
nel and those separated within the current five fiscal years. 

Categories of records in the system: 

Individual's social security number, date of birth, home address, 
home telephone number, education level, sex, race or ethnic group. 
Other types of records integrated with personnel records include: (a) 
Status of travel orders during the previous fiscal year; (b) vehicle 
identification for parking control purposes; (c) privacy log containing 
a history of accesses made to any of the privacy protected data; (d) 
record of personnel actions issued; (e) training data extracted from 
the Individual Development Plan (IDP); (f) history of all promotions 
associated with employment at NARDAC; (g) listing of security 
accesses; (h) manpower costs for all personnel distributed by project 
and task; and (i) data relating to projects or endeavors that individ- 
uals have work on. This data deals with costs and milestone monitor- 
ing. 

Authority for maintenance of the system: 

5 U.S.C. 301, 42 U.S.C. 2000e et seq., 44 U.S.C. 3101, Federal 
Personnel Manuals 293, 294, 295, 713. 
Purpose(s): 

To manage personnel, monitor projects and manage financial data. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on magnetic disk and on magnetic tape. 
Retrievability: 

SCAMP users obtain information by means of either a query or a 
request for a standard report. Personnel data may be indexed by any 
data item although the primary search key is the badge number. 

Safeguards: 

Access to building is protected by uniformed guards requiring 
positive identification for admission. The computer room where data 
is physically stored is protected by a cypher lock. The system is 
protected by user account number and password sign-on, data base 
authority, set and item authority for list, add, delete, and update. 

Retention and disposal: 

An individual's Personnel Master Data Set record is retained in the 
data base as long as they are actively employed with the Command. 
The online personnel ,data set is purged of all records of separated 
personnel at the end of each fiscal year. Historical data may be kept 
for five years on separate tape flies. 

System managers) and address: 

Department Head, Management Information Analysis Department 
(Code 20B) NARDAC, Building 157, Washington Navy Yard, Wash- 
ington, DC 20374. . 

Notification procedure: 

Inquiries regarding the existence of records should be addressed to 
the system manager. Written requests should contain the full name 
and signature of the individual concerned and his/her social security 
number indicated on the letter. For personal visits, the individual 
should be able to provide some acceptable form of identification, i.e., 
driver's license, etc. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager, 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned inay be obtained from the 
system manager, 

Record source categories: 

Information in this system comes from the individual to whom it 
applies, from security agencies to which application for clearances 
have been made, and from agencies* various administrative depart- 
ments. 

Exemptions claimed for the system: 
None. 

N05300.6 

System name: • v 

Armed Forces Staff College Administrative Data System. 
. System location: ; ; ' 

Armed Forces Staff College (AFSC), 7800 Hampton Blvd., Nor- 
folk, VA 23511-6097. 

Categories of individuals covered by the system: ' 
. Individuals who have attended or will attend AFSC and those 
who are assigned to staff or faculty at AFSC. 

Categories of records in the system: ' 

Individual's name; SSN; age; sex; service specialty; engineering, 
logistics, or intelligence experience; rank; work room assignment; 
marital status; spouse's name; number, names and ages of dependents; 
seminar assignments; date of rank; years commissioned service; , aero 
rating; Vietnam experience; smoker indicator; source of commission; 
examination results; education level; auditorium seat; address and 
telephone number of student while attending course; next duty as- 
signment; major writing exercise grade; and recommendation for 
faculty assignment. The data items maintained on the historical file 
are name, SSN, military service, class number, major writing exercise 
grade, and recommendation for future faculty assignment. 

Authority for maintenance of the system: - 

lOU.S.C. 5031. 
* Purpose: « * 

' To maintain a data base that will permit the Armed Forces Staff 
College to keep track of student's examinations, evaluations and 
grades; to assign base housing; to achieve a uniform distribution of 
students at seminars based upon student's experience • and military 



service affiliation; and to maintain a historical file of recommenda- 
tions for future faculty assignments of students. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ^ 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on magnetic disk, magnetic tape, and hard 
copy forms. 
Retrievability: 

AFSC users obtain information by means of standard reports or 
update programs. 
Safeguards: . ; 

Access to building is protected by uniformed guards who require 
positive identification for admission after hours. System information 
is protected by port access restrictions and. user password sign-on 
software. ' ' - . , 

Retention and disposal: 

The record of an individual in the current class is retained on disk 
and will be available for online access. Student information is kept in 
a historical file for all past classes. The historical file is also retained 
on disk and will be available' for on-line access. An individual's class 
record will be retained for one year after graduation and then de- 
stroyed. There are currently no plans to discard the historical file 
information. , * . 

System manager(s) and address: 

Commanding Officer, Naval Administrative Command, and Dean, 
Department of Academic Support, Armed Forces Staff College, 7800 
Hampton Blvd, Norfolk, VA 23511-6097. 
Notification procedure: " t 
Information should be obtained from the systems manager. Re- 
questing individuals should specify their full names. Visitors should 
be able to identify themselves by a commonly recognized evidence of 
identity. Written requests must be signed by the requesting individ- 
ual. 

Record access procedures: 

. , The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
systems manager. ^ 

Record source categories: 

Information in this system comes from the individual to whom it 
applies and from the individual's seminar chairman. .i^ 
Exemptions claimed for the system: • 
None. '. 
Nd5300-7. 

. System name: , . 

Bases and Stations Information System (BASIS). 
System location: 

Dencentralized, maintained by individual Naval bases and stations. 
Official mailing addresses are in the Navy's address directory in the 
appendix to the Navy Department's systems notices appearing in the 
Federal Register. Included in this notice are those records duplicated 
for. maintenance at a site closer to where the employee works (e.g., in 
an administrative office or a supervisor's work area). * * 

Categories of individuals covered by the system: 

Records of present, and fornfier and prospective, military, , civilian 
and contractor personnel located at Naval bases and stations. 

Categories of records in the system: 

Correspondence/records concerning identification; location (as- 
signed organization code and/or work center code); labor code; 
payments for training; travel advances and claims; hours assigned and 
worked; routine and emergency assignments; functional responsibil- 
ities; clearances; educational and experience characteristics and train- 
ing histories; travel; retention group; hire/termination dates; types of 
appointment; leave; trade; vehicle parking; disaster control; communi- 
ty relations (blood donor, etc.); employee recreational programs; 
grades ancl series or rank/rate; retirement category; iawards; property 
custody; personnel actions/dates; violations of rules; physical handi- 
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caps and health data; veterans preference; postal address; location of 
dependents, next of kin and their addresses and other data needed for 
personnel, financial, safety security management, as appropriate. 

Authority for maintenance of the system: 

5 U.S.C. 301 and Executive Order 9397. 

Purpose(s): 

The Naval bases and stations use this data to manage their landlord 
functions such as to locate individuals; determine security clearances 
for access levels; track safety incidents; provide career counseling; 
track traffic accidents and incidents, complaints, and arrest informa- 
tion; record handlers of hazardous materials; record rental of welfare 
and recreational equipment; track individuals* training; record family 
or individual counseling; determine personnel data such as pay status, 
date reported aboard, separation data, and dependents; emergency 
information, i.e., next of kin; to track beneficial suggestions and other 
awards; monitor employee/labor relation actions; maintain non-ap- 
propriated fund employee information; and any other pertinent em- 
ployee information necesseary to operate the landlord functions of a 
base or station. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's listing or record system notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Data is stored on electronic medium which includes disks, tapes 
and diskettes. 
Retrievability: 

SSN, name. Organization, work center or job order. 
Safeguards: 

Access is limited to officials/employees of the command who have 
a need to know. There are three levels of electronic controls: (1) 
Access to BASIS is controlled by password, (2) levels of access 
within the system are controlled by the operating system security 
procedures for individual permissions based upon passwords, (3) 
access to specific data element information is password controlled by 
the data dictionary of the data base management system. 

Retention and disposal: 

Records are retained for the period the individual is assigned to the 
base or station and deleted after six months of departure. 
System manager(s) and address: 

Decentralized, maintained by individual Naval bases and stations. 
Mailing addresses are provided in the Navy Department Directory 
published in the appendix of the record system notices published in 
the Federal Register. 

Notification procedure: 

Requests from individuals should be addressed to the systems man- 
ager. Requests received by mail must be accompanied by the individ- 
ual's full name and social security number and a statement verifying 
the requester's identity. Requesters may also inquire in person at the 
naval base or station. In such case, proof of identity will consist of 
full name, social security number, and a positive piece of identifica- 
tion such as a driver's license or -Department of Defense ID card. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned are contained in SEC- 
NAVINST 521 1.5C (32 CFR part 701, subparts F and G). ' 

Record source categories: 

Information obtained from individuals, official documents generat- 
ed on the base or station, and from electronic interfaces with other 
standard Navy systems (e.g., NCPDS, PASS/SDS, etc.). The elec- 
tronic interfaces to BASIS are dependent upon which standard Navy 
systems are installed at an individual activity. A list of these inter- 
faces can be obtained from the systems manager. 

Exemptions claimed for the system: 

None. 

N05330-1 

System name: 

Manhour Accounting System. 
System location: 



Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 
Categories of individuals covered by the system: 
Active military and civilian personnel. 
Categories of records in the system: 

Record could contain any of the following: Assigned organization 
code, work center code, name, grade code, pay rate, social security 
number, NEC/MOS, labor code, type transaction, hours assigned. 

Authority for maintenance of the system: 

10 use 5031. 

Purpose(s): 

To maintain a data base which will permit officials and employees 
of the respective naval commands to effectively manage and adminis- 
ter the workforce such as scheduling and assigning work; identifying 
individuals' skill level; tools issued, planned absents and temporary 
assignments to other areas. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Punched cards, magnetic tape and flat paper. 
Retrievability: 

Name, organization code, SSNA, and work center. 
Safeguards: 

Files are stored in a limited access area. Information provided via 
batch processing is of a predetermined and strictly formatted nature. 
Retention and disposal: 

Individual personal data are retained only for that period of time 
that an individual is assigned. Upon departure of an individual, per- 
sonal data are deleted from the records and history records are not 
maintained. 

System manager(s) and address: 

The commanding officer of the activity in question. See directory 
of Navy activities mailing addresses. 
Notification procedure: 

Individuals desiring information whether the system contains 
records pertaining to them should request that determination from 
the Records Holder listed under SYSMANAGER. The requester 
should provide his social security number and full name. The office 
of the Records Holder listed under SYSMANAGER may be visited 
for this determination but the reqiiestei* must present his social securi- 
ty card arid military identification card. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
systems manager. 

Record source categories: 

Input provided by command employing individual. 

Exemptions claimed for the system: 

None. 

N05340-1 

System name: 
Combined Federal Campaign/Navy Relief Society. 
System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy activities. 
Categories of individuals covered by the system: 
All assigned personnel. 
Categories of records in the system: 

Extracts frorii payroll systems and administrative personnel man- 
agement systems. Contributor cards. 
Authority for maintenance of the system: 
Executive Order 10927. 
Purpose(s): 
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To manage the Combined Federal Campaign fiind drive of CFC 
records. To manage the Navy Relief Society Fund drive of NRS 
records. Data released to respective campaign coordinators. 

Routine uses of records maintained in the system^ including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, magnetic tape. 
RetrievabUity: 

Name, SSN, Case number, organization. 
Safeguards: 

Access provided on a need to know basis only. Ix>cked and/or 
guarded office. 

Retention and disposal: 

Records are maintained for one year or Completion of next equiva- " 
lent campaign and then destroyed. 
System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 
Notification procedure: 
Apply to System Manager. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial'^ 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Payroll files, administrative personnel files, contributors. 

Exemptions claimed for the system: 

None. 

N05340-2 

System name: 

Personal Commercial Affairs Solicitation Privilege File System. 
System location: 

Primary System-Commander, Naval Military Personnel Command, 
Navy Department, Washington, DC 20370. 

Secondary System-Local Navy Activities involved in 'the Personal 
Commercial Affairs Solicitation Privilege System (see Directory of 
the Department of the Navy Mailing Addresses). 

Categories of individuals covered by the system: 

Individuals who are authorized Personal Commercial Affairs Solic- 
itation Authorization concerning solicitation privileges on board mili- 
tary installations. 

Categories of records in the system: 

Correspondence and records concerning letter of application for 
solicitation privileges, letters of accreditation, violation incident data, 
denial data, appeal data, and other supporting documents. 

Authority for maintenance of the system: 

Title 5 use 301; Departmental Regulations. 

Purpose(s): 

To assist in responding to letters of application for solicitation 
privileges, granting letters of accreditation, responding to appeals and 
compiling of statistics pertaining thereto. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To state and local agencies in the performance of their official 
duties related to agent qualifications. 

To private firms whose agents hiave been banned may request 
verification of the status of agents. 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be .disclosed to .the individ- 
ual, organization, or governmental agency as necessary. 

• The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in t^e^system: 

Storage: 



Manual records may be stored in paper file folders. 
Retrievability: * 
Records are retrieved by name of agent or agency. 
Safeguards: 

Records are accessible only to authorized personnel having a need 
to know. 

Retention and disposal: 

Files are retained and disposed of in accordance with SECNA- 
VINST P5212.5B, subj: Disposal of Navy and. Marine Corps 
Records, or Departmental Regulations. 
. System managerCs) and address: 

Commander, Naval Military Personnel Command, Navy Depart- 
ment,' Washington, DC 20370 ' 
^Notification pirocedure: 

Requests by correspondence should be addressed to: Commander, . 
Naval Military Personnel Command (Attn: Privacy Act Coordina- 
tor), Navy Department, Washington, DC 20370; or in accordance 
with the Directory of the Department of the Navy Mailing Address 
(i.e.,local activities). The letter should contain full name, social secu- 
rity number of the applicant, firm represented, and dates or time 
period in question, and signature of the requestor. The individual 
may visit the Commander, Naval Military Personnel Command, Ar- 
lington Annex (FOB#2), Rm 1066, Washington, DC for assistance 
with records located in that building; or' the individual may visit the 
local activity for access to records maintained locally. Proof of 
identification will consist of picture-bearing identification. 

Record access procedures: 

The Agency's rules for access to records may be obtained from' 
SYSMANAGER. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerning may be obtained from 
the SYSMANAGER. . 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, and components thereof, in performance of their 
official duties as specified by current Instructions' and Regulations 
promulgated by competent authority; State and local agencies in the 
performance of their official duties related to agent qualifications; 
investigatory records; general correspondence concerning individual 
agents. 

Exemptions claimed for the system: 
None. 

N05350^1 

System name: 

Navy Personnel Rehabilitation Support System. 
System location: 

Primary System-Naval Military Personnel Command, Navy De- 
partment, Washington, DC 20370; 

Decentralized segments-Navy Drug Rehabilitation Centers, Navy 
Alcohol and Drug Information System Processing Office, Navy Al- ^ 
cohol Rehiabilitation Centers, Naval Regional Medical Centers, Navy ' 
Counseling and Assistance Centers, Navy Alcohol Rehabilitation 
Drydocks, Naval Health Research Center, and. ^ local activities to 
which an individual is assigned (see Directory of Department of the 
Navy Mailing Addresses). 

Categories of individuals covered by the system: 

Navy personnel (officers and enlisted) who have been identified as 
drug or alcohol abusers, or who have undergone counseling and 
rehabilitation for drug or alcohol abuse in Navy' Drug or Alcohol 
rehabilitation facilities; counselors and counselor candidates; person- 
nel who work part-time helping alcoholics; active duty navy recov- 
ered alcoholics who voluntarily help their commands develop alco- 
holism prevention programs; navy personnel convicted by cOurt mar- • 
tial and sentenced to confinement; or who Were in pre-trial confine- 
ment; spouses and significant others (this includes parents, live-to- 
gethers, and other non-spouses who play an important part in the 
alcoholic's/drug abuser's life) who have undergone counseling and 
rehabilitation in navy drug or alcohol rehabilitation centers, who 
themselves participate in counseling or treatment programs at such 
facilities and civilians authorized by the Secretary of the Navy for 
treatment at a military facility for rehablitation purposes: 

Categories of records in the system: 

Copies of interview appraisals, progress reports, psychosocial his- 
tories, counselor observations and impressions of client's behavior 
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and rehabilitation progress, copies of medical consultation and labo- 
ratory procedures performed, results of biochemical urinanalysis for 
alcohol/drug abuse, and personnel, service, biographical and educa- 
tional data. 

Authority for maintenance of the system: 

Title V, Pub. L. 92-129; Section 413; Pub. L. 92r255 

Purpose(s): 

To identify alcohol and drug abusers and either restore such per- 
sons to effective duty or identify rehabilitation failures for separation 
from Government service. Information is used to treat, diagnose, 
counsel and rehabilitate individuals in the drug or alcohol abuse 
programs. For counselors and counselor candidates to use in screen- 
ing and evaluation of candidates for counselor school and the con- 
tinuing evaluation of counselors during the course of their duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Blanket Routine Uses identified in the yearly recompilation do not 
apply to this system of records. 

Records of identity, diagnosis, prognosis, or, treatment of any 
client/patient, irrespective of whether or when he/she ceases to be 
client/patient, maintained in connection with the performance of any 
alcohol or drug abuse prevention and treatment function conducted, 
regulated, or directly or indirectly assisted by any department or 
agency of the United States, shall, except as provided therein, be 
confidential and be disclosed only for the purposes and under the 
circumstances expressly authorized in Title 21 U.S.C. Section 1175, 
as amended by 88 Stat. 137, and Title 42 U.S.C, Section 4582, as 
amended by 88 Stat. 131. These statutes take precedence over the 
Privacy Act of 1974, in regard to accessibility of such records except 
to the individual to whom the record pertains. 

Within the Armed Forces or within those components of the 
Veteran furnishing health care to veterans or bet\*een such compo- 
nents and the Armed Forces. 

To medical personnel outside the Armed Forces to the extent 
necessary to meet a bona fide medical emergency. 

To Government personnel for the purpose of obtaining benefits to 
which the patient is entitled. 

To qualified personnel for the purpose of conducting scientific 
research, management or financial audits, or program evaluation, but 
such personnel may not identify, directly or indirectly, any individual 
patient in any report of such research, audit or evaluation, or other- 
wise disclose identities in any manner. 

To a court of competent jurisdiction upon authorization by an 
appropriate order after showing good cause therefore. In assessing 
good cause, the court shall weigh the public interest and the need for 
disclosure against the injury to the patient, to the physician-patient 
relationship, and to the treatmient services. Upon the granting of such 
order, the court, in determining the extent to which any disclosure of 
all or any part of any record is necessary, shall impose appropriate 
safeguards against unauthorized disclosure. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may be stored on magnetic tapes, disc, drums 
or on punched cards. 

Manual records may be stored in paper file folders, microfiche or 
microfilm. 

Retrievability: 

Manual records may be retrieved by name and social, security 
number. Automated records may be retrieved by social security 
number. Computer programs associated with automated records 
maintained . in this system allow for names , and social security num- 
bers to be removed while leaving other data elements intact. When 
the name and social security number is removed, data is aggregated 
for use in research, management information and planning. 

Safeguards: 

Computer and punched card processing facilities are located in 
restricted areas accessible only to authorized persons that are proper- 
ly screened, cleared and trained. 

Manual records and computer printputs are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Manual records are maintained for two years and automated 
records are maintained indefinitely. 
System manager(s) and address: ' 

Commander, Naval Military Personnel Command, Navy Depart- 
ment, Washington, DC 20370 
Notification procedure: 



Written requests should be addressed to activity to which the 
individual received treatment or to the Commander, Naval Military 
Personnel Command, Navy Annex, Washington, DC 20370. Requests 
must contain full name, social security account number, military 
status, address and signature of requester. The individual may visit 
the Commander, Naval Military Personnel Comniand, Arlington 
Annex (FOB-2) for assistance w.ith records located in the Naval 
Military Personnal Command; the individual may also visit local 
activities concerned (see Directory of Department of the Navy mailr 
ing addresses). Proof of identification will consist of military ID card 
for persons having them or other picture-bearing ID. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
SYSMANAGER. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, and components thereof, in performance of their 
official duties and as specified by current Instructions and Regula- 
tions promulgated by competent authority; notes and documents 
from Service Jackets and Records; federal, state and local court 
documents; general correspondence concerning the individual. 
• Exemptions claimed for the system: 

None. 

N05354-1 

System name: 
Equal Opportunity Information and Support System. 
System location: 

Primary System-Naval Military Personnel Command, Navy De- 
partment, Washington, DC 20370; and local activity to which indi- 
vidual is attached (see Directory of the Department of the Navy 
Mailing Addresses). 

Secondary System-Department of the Navy Activities in the Chain 
of Command between the local activity and the Headquarters level 
(see Directory of the Department of the Navy Mailing Addresses). 

Categories of individuals covered by the system: 

Navy personnel who are involved in formal or informal investiga- 
tions involving aspects of equal opportunity; and/or who have initiat- 
ed, or were the subject' 6f correspondence concerning aspects of 
equal opportunity. ' 

Categories of records in the system: 

Correspondence and records concerning incident data, endorse- 
ments and recommendations, formal and informal investigations con- 
cerning aspects of equal opportunity. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

To assist in equal opportunity measures, including but not limited 
to, investigations and correspondence. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

When required by Federal statute, by Executive order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing,, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

. Filed alphabetically by last name of individual concerned. 
Safeguards: 

Records maintained in areas accessible only to authorized person- 
nel on a need to know basis. 
Retention and dispoisal: 

Records disposed of after two years in accordance with SECNA- 
VINST P5212.5B, *Disposal of Navy and Marine Corps Records*; or 
in accordance with Departmental Regulations. 

System managerCs) and address: 
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Commander, Naval Military Personnel Command, Navy Depart- 
ment, Washington, DC 20370. - ' ■ 
Notification procedure: 

Requests by correspondence should be addressed to: Commander, 
Naval Military Personnel Command (Attn: Privacy Act Coordina- 
tor), Washington, DC 20370; or, in accordance with the Directory of 
the Department of the Nayy Mailing Addresses (i.e., local activities). 
The letter should contain full name, social security account number, 
rank/i*ate, military status, and signature of the requestor. 
■ The individual may visit the Commander, Naval Military Person- 
nel Command, Arlington Annex (FB#2), Rm. 1066, Washington, DC 
for assistance with records located in that .building; or the individual 
may visit the local activity to which attached for access to locally 
maintained records. Proof of identification will consist of Military 
Identification Card for persons having such cards, or other picture- 
bearing identification. 

Record access procedures: 

The Agency's rules for access to records may be obtained from 
SYSMANAGER. 1. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: ' 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, and components thereof, in performance of their 
official duties and as specified by current Instructions and Regula- 
tions promulgated by competent authority; federal, state, and local 
court documents; military investigatory reports; general correspond- 
ence concerning individual. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a (k)(l) and 
(5) as applicable. For additional information contact the System Man- 
ager. 

N05370-1 

System name: 

Statements of Employment (Regular Retired Officers). 
System location: r 

Commanding Officer, Navy Finance Center Anthony J Cele- 
brezze. Federal Building, Cleveland, Ohio 44199 and Marine Corps 
Finance Center, Kansas City, Missouri 64197 

Categories of individuals covered by the system: 

All Navy and Marine Corps Regular retired officers who have 
filed a Statement of Employment (DD Form 1357).. 

Categories of records in the system: 

The information is typically contained in the individual's pay ac- 
count file and occasionally accompanied by correspondence from, to, 
or concerning individuals in the above^stated category. 

Authority for maintenance of the system: 

5 U.S.C. 301, 3326; 18 U.S.C. 207, 281, 283; 37 U.S.C. 801; 44 
U.S.C 3101; U.S. Const., Art. I, 9, CL. 8. 
Purpose(s): 

To determine whether the retiree has of may have a conflict of 
interest or is engaging in prescribed post-retirement employment ac- 
tivities. In some cases, the information- is provided to the Judge 
Advocate General to serve as basis for advisory opinions: on the 
legality and possible penial and civil consequences of post-retirement 
employment activities and related conflicts of interests and standards 
of conduct questions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Department of Justice and other 
law enforcement and investigation agencies in instances of suspected 
violations of conflict of interests and related standards of conduct. 

To the Comptoller General or any of his authorized representa- 
tives, upon request, in the course of the performance of duties of the 
General Accounting Office relating to instances of suspected viola- 
tions of conflict of interests and related standards of conduct. 

The Blanket Routine Uses that appear at the beginning of , the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: * . , 

Records are maintained in file folders. 

Retrievability: 



By name or social - security number of the individual concerned. 
Safeguards: 

Files are maintained in file cabinets under the control of authorized 
personnel during working hours; the office space in which the file 
cabinets are located is locked outside of official working hours. 

Retention and disposal: - 

Records are maintained at the above-stated locations for lip to two 
years after the death of the individual concerned, at which time they 
are transferred to the Federal Records Center, Mechanicsburg, Penn- 
sylvania, in. the case of Navy personnel, and to the Federal Records 
Center, Kansas City, Missouri in the case of Marine Corps personnel. 
System manager(s) and address: 
For, Navy Regular retired officers: 
Comptroller of the Navy 
Navy Department 
Washington, DC 20350 
For Marine Corps Regular retired officers: 
Commanding Officer 
Marine Corps Finance Center 
1 500 East Bannister Road 
Kansas City, Missouri 64197 
Notification procedure: 

Information may be obtained by written request which adequately 
identifies the system of records and the individual about whom' the 
record is kept (i.e., full name and social security number); the written 
request must be signed by the requesting individual. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager for Marine Corps and the Navy Finance Center for 
Navy, ' .. 

Contesting record procedures: " ' . 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained, from the 
System Manager for Marine Corps and the Navy Finance Center for 
Navy. 

Record source categories: 

The information is obtained from the individual to whom the 
record pertains. ^ ' * 

Exemptions claimed for the system: 
, None. 

: N05370-2 

System name: 
Statements of Employment and Financial Interest. 
System location: 

Organizational elements of the Department of the Navy as listed in 
the directory of Department of the Navy activities. 
^ Categories of individuals covered by the system: 

Persons filing DD 1555 or DD 1555-1. 

Categories of records in the system: 

DD 1555 or'DD 1555-1 and supplemental lists or reports. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations and E.O. 1 1222. 

Purpose(s): 

-For supervisors and counselors to determine whether the employee 
has or may have a conflict of interest.\.»The Naval Investigative 
Service may use the system to handle violations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

For law enforcement and investigatory agencies, such as the Fed- 
eral Bureau of Investigation and the Department of Justice, to handle 
violations. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accesising, retaining, and 
disposing of records in the system: 

Storage: 

File folders and card files. 
Retrievability: 

Name. .V , , . . . 

Safeguards: . \ 

Safe or locked file cabinet accessible to authorized personnel only. 
Retention and disposal: 
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Per SECNAV Records Disposal Manual. 
System manager(s) and address: 

Commanding Officer or head of the organization in question. See 
directory of Department of the Navy mailing addresses. 
Notification procedure: 
Apply to System Manager. 
Record access procedures: 

The agency*s rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individual concerned, his supervisor, and the counselor. . 

Exemptions claimed for the system: 

None. 

N05371-1 

System name: 

Conflicts of Interest and Employment Activities. 
System location: • . , 

Office of the Judge Advocate General (Code 12), Department of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. 

Categories of individuals covered by the system: 

Active duty, reserve, or retired military personnel and present and 
former civilian employees of the Navy or Marine Corps who, by 
reason of their own inquiries or inquiries or complaints of Depart- 
ment of the Navy or other Federal officials or other appropriate 
persons, have been the subject of correspondence with the Judge 
Advocate General concerning the legality of outside Federal, State, 
or private employment or financial interests, dual Federal employ- 
ment, post-retirement employment, defense related employment, or 
foreign employment; acceptance of gifts, gratuities, or benefits from 
Government contractors, foreign governments, or other sources, or 
other possible violations of Federal conflicts-of-interest or standards- 
of-conduct laws or regulations. 

Categories of records in the system: 

Correspondence from, to, or concerning, individuals of the above 
stated category regarding their current, past, or prospective outside 
Federal, State, or private employment; defense-related employment; 
post-retirement employment; foreign employment; dual Federal em- 
ployment; acceptance of gifts, gratuities, or benefits from Govern- 
ment contractors, foreign governments, or other questionable 
sources; or other possible violations of conflicts-of-interest or stand- 
ards-of-conduct laws or regulations. Additionally, such records some- 
times include copies of statements of employment submitted by re- 
tired military personnel to the Navy Finance Center and referred to 
the Judge Advocate General for review and further action, and 
copies of investigative reports concerning suspected violations of 
pertinent laws or regulations. 

Authority for maintenance of the system: . ^ 

5 U.S.C..3326, 5532; 10 U.S.C. 973, 974, 1032, 6223; 

18 U.S.C. 202, 203, 205, 207, 209, 219, 281, 283; 

37 U.S.C. 801; 

U.S. Const., Art. I, 9, cl 8; 

5 U.S.C. 301; 

44 U.S.C. 3101. 

Purpose(s): 

Information is used as the basis for advisory opinions on the 
legality of employment activities, financial interests, and the related 
conflicts-of-interest and standards-of-conduct questions described 
above. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Genieral Accounting Office; the 
Department of Justice; and the Office of Personnel Management in 
instances of suspected violations of pertinent laws or* regulations. 

The Blanket Routine Uses, that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing,- retaining, and 
disposing of records in the system: 

Storage: 

Records are mjaintained in file folders. 

Retrievability: 

By name of individual. 



Safeguards: 

Files are maintained in file cabinets under the immediate control of 
authorized personnel during working hours; the office space in which 
the file cabinets are located is locked outside official working hours. 

Retention and disposal: 

Records are permanent and are retained indefinitely in the Office 
of the Judge Advocate General. However, after fiye years, name 
indexes are destroyed, eliminating the capability for retrieval by the 
names of individuals. Thereafter, they are retrievable only by topical 
indexes arranged according to the legal issues. 

System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, Va. 22332 

Notification procedure: 

Information may be obtained by written request to the system 
manager stating the full name of the individual concerned. Written 
reiquests must be signed by the requesting individual. Visits may be 
made to: Civil Affairs Division (Code 12), Office of the Judge Advo- 
cate General, Room 9nll, Hoffman Bldg II, 200 Stovall St., Alexan- 
dria, Va. 22332. Armed forces identification card or state driver's 
license is required for identification. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the system manager. 

Record source categories: 

Information in the system is furnished by the individual and is 
supplemented by correspondence from Federal officials; current, 
past, and prospective employers; other interested persons regarding 
possible conflicts of interest and employment activities; and by inves- 
tigations pertaining to particular suspected violations. Additional in- 
formation in the form of statements of employment is forwarded ,by 
* officers of the Navy Finance Center to the Judge Advocate General 
for review and further action. 

Exemptions claimed for the system: 

None. 

N05512-1 

System name: 
Vehicle Control System. 
System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 

Categories of individuals covered by the system: 

All individuals that have vehicles registered at a particular Navy 
installation; and all individuals who apply for Government Motor 
Vehicle Operator's License. 

Categories of records in the system: 

Alphabetical file of each individual who have vehicles registered 
or who have applied for a Government Motor Vehicle Operator's 
License. Files kept by month, individual's name, date of birth, SSN, 
height, weight, hair and eye color, place of employment, driving 
record, license number, etc. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

Used as a car pool locator, vehicle registration, parking control 
system, insurance verification system to verify issue of license when 
individual has lost his or her operator's card, and may be referred to 
by security or safety officials to determine individual's previous driv- 
ing record. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, magnetic- tape. 
Retrievability: 
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Name, SSN, Case number, organization. 
Safeguards: 

Access provided on a need* to know basis only. Locked ahd/or 
guarded office. ' . * • . 

Retention and disposal: 

Per SECNAV Records Disposal Manual. ' 
System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 

Notification procedure: 
, Apply to System Manager. - j . 

Record access procedures: . 

The agency's rules for access to records may be obtained from the 
System Manager. ^ 

Contesting record procedui;es: i 
The agency's rules for contesting contents and appealing r initial 
determinations by the individual concerned may be obtained from the 
System Manager. , • . 

Record source categories: 

individual concerned, other records of the activity/ investigators 
witnesses, correspondents. ^ v * 

Exemptions claimed for the system: 

None. • ' . ' 

N05520-1 

System name: ' ^ . ^' ^ . 

Personnel Security Eligibility^ Information System. 

System location: .\. . ■■ • , 

Primary System-Naval Military Personnel Command, Navy De- 
partment, Washington, DC 20370 

Secondary System-local activity to which individual, is assigned 
(see Directory of the Department of the Navy Mailing Addresses) 

Categories of individuals coveried by the system: 

Members of the U.S. Navy and Naval Reserve, former members, 
and applicants for enlistment or commissioning. ^ 

Categories of records in the system: 

Files contain reports of personnel security investigations, criminal 
investigations, and counterintelligence investigations, usually brief ex- 
cerpts only; correspondence, records and information pertinent to an 
individual's eligibility for acceptance and retention, personnel securi- 
ty clearance, assignment to the Nuclear Weapon Personnel Reliabil- 
ity Program or other *high risk* program requiring personnel quality 
control. 

Authority for maintenance of the system: 

5 use 301; Departmental' Regulations. 
• Purpose(s): 

To determine service member's eligibility for acceptance and reten- 
tion, personnel security clearances, assignment to the Nuclear 
Weapon Personnel Reliability Program and other *high risk* pro- 
grams requiring quality control. 

Routine uses of records maintained in the system, Jncluding catego- 
ries of users and the purposes of such uses: 

To state and local government agencies in the performance of their 
official duties relating to personnel security eligibility. 

To officials and employees of other Executive Branches of the 
Government, upon request, in the performance of their duties related 
to personnel security eligibility. , 

When required by Federal statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records iii the system: . > • > 

Storage: 

Paper records in file folders and index cards. Some information 
from the paper records is contained in an automated file. 

Retrievability: , 

Filed alphabetically by last name of individual. Automated files are 
by social security account number. 

Safeguards: 

Stored in locked safes and cabinets. File areas are accessible only 
to authorized persons who are properly screened, cleared, and 
trained. 



Retention and disposal: 

Records and portions thereof vary iii period of time retained; 
records are retained and disposed of in accordance with Department 
Regulations. j 

System manager(s) and address: 

Commander, Naval Military Personnel Command, Navy Depart- 
ment, Washington, DC 20370 

Notification procedure: 

Requests by correspondence should be addressed to Commander, 
Naval Military Personnel Command, (Attn: Privacy Act Coordina- 
tor), Navy Department, Washington,^ DC 20370; or in accordance 
with the Directory of the Department of the Navy Mailing Address- 
es (i.e., local activities). The letter should contain full name, social 
security number, rank/rate/civilian status, address and notarized sig- 
nature of the requestor. The individual may visit the Commander, 
Naval Military Personnel Command, Arlington Annex, (FOB#2) 
Washington, DC, Rm. 1066, for assistance with records located in 
that building; or the individual may visit the local activity to which 
attached for access to locally maintained records. Prior written noti- 
fication of personal visits is required to ensure that all parts of the 
record will be available at the time of the visit. Proof of identify will 
be required and will consist of a military identification card for 
persons having such cards and picture-bearing identification. 

. Record access procedures: 

The agency's rules for access to records may be obtained from the 
SYSMANAGER. 

, Contesting record procedures: . . 

The agency's rules for contesting contents and appealing inital 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense, and other Departments and Agencies of the Execu- 
tives Branch of government, and components thereof, in performance 
of their official duties and as specified by current instruction and 
regulations promulgated by competent authority; civilian ancl military 
investigative reports; federal state and local court documents; finger- 
print cards; official correspondence concerning individual. 

Exemptions claimed for the system: 

. Parts of this system may be exempt under 5 U.S.C. 552a (k)(l), (2), 
(5), and (7) as applicable. For additional information contact, the 
System Manager. • . 

N05520.2 - • 

System name: . > 

Listing of Personnel - Sensitive Compartmented Information. 
System location: 

Director, Naval Research Laboratory, Washington, DC 20375 . . 
Categories of individuals covered by the system: 
Individuals indoctrinated for access to compartmented information. 
Categories of records in the system: 

Name, affiliation, billet description, clearances authorized, clear- 
ances held, rank, Social Security Number, Background Investigation 
date, date of birth, place of birth, date of marriage, place of marriage. 

Authority for maintenance of the system: 

5 use 301. 

Purpose(s): 

To record and monitor the NRL sensitive compartmented informa- 
tion (SCI) billet structure (personnel authorized to be indoctrinated 
for SCI). 

To control and monitor access to sensitive compartmented infor- 
mation facilities. 

To maintain records "of NRL .personnel visiting other commands as 
well as personnel from other activities who visit NRL on SCI visits. 

To maintain a listing of SCI materials signed out on sub-custody to 
division personnel for inventory control. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of: such uses: ^ 

The Blanket Routine Uses that appear at the beginning: of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape. 
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Retrievability: 

Name* Social Security Number, affiliation, assigned billet number. 
Safeguards: 

Three combination security container and/or vault. 
Retention and disposal: 

Records maintained as long as individual authorized access; 
changed as changes occur. 
Magnetic tape erased as required. 
.System manager($) and address: 

Special Security Officer, Naval Research Laboratory, Washington, 
DC 20375 

Notification procedure: 

Letter to System Manager at above address giving full name, 
Social Security Number, and affiliation, or visit to NRL Special 
Security Office with NRL pass as identification 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

All information obtained from individuals and indoctrination docu- 
ments. 

Exemptions claimed for the system: 
None. 

N05520-4 

System name: 
NIS Investigative Files System. 
System location: 

Primary System-NIS Records Management Division Administra- 
tion Department, NIS Headquarters, PO Box 16230, Suitland, Md. 
20746 

Decentralized Segments - Naval Investigative Service Regional 
Offices (NISROs) retain copies of certain segments of the investiga- 
tive files, and related documentation for up to one year. Addresses of 
these offices are included in the directory of Department of the Navy 
mailing addresses. Naval Investigative Service Resident Agencies 
retain copies of investigative reports during pendency and for 90 
days thereafter. They also retain evidence custody cards on persons 
from whom evidence was seized. The number and location of these 
Resident Agencies are subject to change in order to meet the require- 
ments of the Department of the Navy. Current location may be 
obtained from Naval Investigative Service Headquarters. 

Categories of individuals covered by the system: 

Persons in the following categories who require access to classified 
defense information prior to August 1972: Actiye and inactive mem- 
bers of the naval service, civilian personnel employed by the Depart- 
ment of the Navy (DON), industrial and contractor personnel, civil- 
ian personnel being considered for sensitive positions, boards, confer- 
ences, etc., civilian personnel who worked or resided overseas. Red 
Cross personnel. Civilian and military personnel accused, suspected 
or victims Of felonious type offenses, or lesser offenses, impacting on 
the good order,, discipline, morale or security of the DON. Civilian 
personnel seeking access to or seeking ^to conduct or operate any 
business or other function aboard a DON installation, facility or ship. 
Civilian or military personnel involved in the loss, compromise or 
unauthorized disclosure of classified material/information. Civilian 
and military personnel who were of counterintelligence interest to 
the DON. 

Categories of records in the system: 

Official Reports of Investigation (ROI) prepared by NIS or other 
federal, state, local or foreign law enforcement or investigative body 
on either hard copy , or microfilm. NIS operations reports (NORs) 
and their predecessor NIS information reports (NIRs). NORs and 
NIRs document information received by NIS which is of interest to 
the naval services or other law enforcement or investigative bodies. 
The information may be of criminal, counterintelligence or general 
investigative interest. 

General Reports (GEN). Although no longer usugh no longer used 
as such, the Investigative Purpose of the GEN was to report the 
results of pre-employment inquiries on applicants for positions as 
special agents with NIS. The official ROI (above) is now used for 
this purpose. 



Action, Lead Sheets (ALS*s), investigative summaries, memoranda 
for the files and correspondence relating to specific cases and con- 
tained in the individual dossier. 

Polygraph Data. A listing of persons who submitted to polygraph 
examination by NIS examiners. The data includes the examinee's 
name, location and results of the examination and the identity of the 
examiner. 

Case Control and Management documents which serve as the basis 
for controlling and guiding the investigative activity. 
Records identifying confidential sources and contacts with them. 
Index to persons reported by *Name Only*. 

Wiretap Data Records. Automated listing of persons who were 
subjects of wiretapping or eavesdropping operations. 

Case Control and Narcotics Data Records. Automated records 
used only for statistical purposes in accounting for productivity, 
manhours expenditures; various statistical data concerning narcotics 
usage and used solely for statistical purposes. 

Modus Operandi Files. 

Screening Board Reports. These reports set forth the results of 
oral examination of applicants for a position as a Special Agent with 
the NIS. 

Authority for maintenance of the system: 

5 U.S.C 301 
44U.S.C3101 
47 U.S.C 605 

Executive Memorandum of June 26, 1939; Investigations of Espio- 
nage, Counterespionage and Sabotage Matters. 

Executive Order 12036; United States Intelligence Activities; SEC- 
NAVINST 5520.3, Criminal and Security Investigations and Related 
Activities Within the Dept. of the Navy; DOD Dir 5210.8, Policy on 
Investigation and Clearance of DOD Personnel for Access to De- 
fense Information; DOD Dir 5200.26, Defense Investigative Pro- 
gram: DOD Dir 5200.27, Acquisition of Information Concerning 
Persons and Organizations Not Affiliated with the Dept of Defense; 
and DOD Dir 5200.24, Telephone Interception and Eavesdropping, 
and SECNAVINST 3820.2D. Investigative and Counterintelligence 
Collection and Retention Guidelines Pertaining to the DON. 

Purpose(s): 

The information in this system is (was) collected to meet the 
investigative, counterintelligence and security responsibilites of the 
DON. This includes* personnel security, internal security, criminal 
and other law enforcement matters all of which are essential to the 
effective operation of the department. 

The records in this system are used to make determinations of; 
suitability for access or continued access to classified information, 
suitability for employment or assignment, suitability for access to 
military installations or industrial firms engaged in government 
projects/contracts, suitability for awards or similar benefits; use in 
current law enforcement investigation of any type including appli- 
cants; use in judicial or adjudicative proceedings including litigation 
or in accordance with a court order; insurance claims including 
workmens compensation; provide protective services under the DOD 
Distinguished Visitor Protection Program and to assist the U.S. 
Secret Service in meeting its responsibilities; used for public affairs or 
publicity purposes such as wanted persons, etc.; referral of matters 
iinder their cognizance to federal, state or local law enforcement 
authorities including criminal prosecution, civil court action or regu- 
latory order; advising higher authorities and naval commands of the 
important developments impacting on security, good order, or disci- 
pline; reporting of statistical data to naval commands and higher 
authority; input into the Defense Central Index of .Investigations. 

Users of the records in this system include employees of the NIS 
who require access for operational, administrative or . supervisory 
purposes; DOD criminal investigative, investigative and intelligence 
units; DOD components making suitability determinations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of siich uses: 

To law enforcement or investigatory authorities for law enforce- 
ment purposes. 

To federal intelligence/counterintelligence agencies of matters 
under their purview. 

To foreign government organizations of criminal and counterintel- 
ligence information necessary for the prosecution of justice, or for 
mutual security and protection. 

To other investigative units (federal, state or local) for whom the 
investigation ,was conducted, or who are engaged in criminal investi- 
gative and intelligence activities; federal regulatory agencies with 
investigative units.„ 

To defense counsel in the course of acquiring information. 
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To officials and employees of the National 'Archives for historical 
purposes. 

To commercial insurance companies in those instances in which 
they have a legitimate interest in the results of the investigation, but 
only to. that extent and provided an unwarranted invasion of privacy 
is not involved. 

To victims of crimes to the extent necessary to pursue civil and 
criminal remedies. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, on cards and on microfilm. Automat- 
ed records on magnetic tape. 
Retrievability: 

NIS permanent files are filed by terminal digit number. In order to 
Ipcate the file it, is necessary to .query the Defense Central Index of 
Investigations (DCII) computer using the name of the subject and at 
least one other personnel identifier such as date of birth, place of 
birth, social security number or military service number. Files may 
also be retrieved by a case control number assigned at the time the 
investigation is initiated. Copies of the files in the NISROs and 
Resident Agencies are retrieved by name. 

Safeguards: 

NIS investigative files (permanent and temporary) are maintained 
and stored in open shelves and filing cabinets located in secured areas 
accessible only to authorized personnel. Dated files are retired to the 
Washington National Records Center where retrieval is restricted to 
NIS authorized personnel. 

Retention and disposial: . 

Retention of completed NIS Investigative files on Personnel Secu-' 
rity Investigations (PSI's) is authorized for 15 years unless adverse 
information is developed, in which case they may be retained for 25 
years. PSI files on persons considered for affiliation with DOD will 
be destroyed within one year if the affiliation is not consummated. 
Special Agent applicant records are retained for one year if the 
applicant declines offer of employment and five years if the applicant 
is rejected for employment. Criminal files are retained for, 25 years.- 
Major investigations of a counterintelligence/security nature, of espi- . 
onage or sabotage, may? be retained permanently., Certain of the 
above records, when found to have possible historical value, may be . 
offered to the National Archives for continued retention. Counterin- 
telligence records on persons not affiliated with DOD must be de- 
stroyed within 90 days or one year under criteria set forth in DOD 
Directive 5200.27, unless retention is required by law or specifically 
approved by the Secretary of the Navy. Files retained in the NISO's 
and resident agencies are temporary and are destroyed after 90 days 
or one year, as appropriate. 

System manager(s) and address: 

The Director, Naval Investigative Service has ultimate responsibil- 
ity for all NIS file holdings. Management of NIS permanent files is 
the direct responsibility of the Head Administration Department. 
NISRO Commanding Officers are responsible for files retained in 
their NISRO subordinate Resident Agencies. 

Notification procedure: 

All requests relative to the retention and/or releasaibility of NIS 
investigative files should be addressed to the Director, Nayal Investi- 
gative Service, PO B9X 16230, Suitland, Md. 20764. Requests must 
contain the full . name of the individual and at least one additional 
personal identifier such as date and place of birth, social security ^ 
number or military service number. Personal visits by requesters 
should be confined to the Naval Investigative. Service headquarters at 
the above address. It should be borne in mind that the vagaries of the 
automated indexing system might preclude a same day response. 
Persons submitting written requests must properly establish their 
identity to the satisfaction of the NIS. Where a question exists a 
signed, notarized statement or other^ certified form of identification 
will be required. Individuals appearing in person may present proof 
of identification in the form of military ID card, valid driver's li- 
cense, or other suitable form of identification bearing a photograph 
and signature. Attorneys or other persons acting on behalf of a 
subject of a record must prpvide a notarized authorization from the 
subject of the record. 

Record access procedures: 

Individuals may make inquiries relative to NIS records maintained 
on them thru the NIS Information and Privacy Coordinator Naval 
Investigative Service Headquarters, at the address specified in the 
previous paragraph. 



Contesting record procedures: 

The Agency's rules -for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

See Exemption. • 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552 a (j)(2) and 
(k)(l). (k)(3), (k)(4), (k)(5), and (k)(6) as applicable. For additional 
information, contact the System Manager. 

N05520-5 

System name: 

Navy Joint Adjudication and Clearance System (NJACS). 
System location: 

Primary- a. System Control-Department of the Navy Central Ad- 
judication Facility, 8621 Georgia Avenue, Silver Spring, MD 20910. 
b. System Computer Facility-Defense Investigative Service, Person- 
nel Investigations Center, P.O. Box 1211, Baltimore, MD 21203. 

Decentralized Segments- a. Department of the Navy, Headquar- 
ters, Naval Security Group Command, 3801 Nebraska Avenue, NW., 
Washington, DC 20390. b. Department of the Navy, Headquarters, 
Naval Intelligence Command (NIC-04), Room 282, NIC Building, 
4600 Silver Hill Road, Suitland, MD 20389. c. Department of the 
Navy, Headquarters, Naval Security and Investigative Command 
(NSIC-284), 4600 Silver Hill Road, Suitland, MD 20389." 

Categories of individuals covered by the system: 

All Department of the Navy (DON) military personnel and civil- 
ian employees and certain 'affiliated employees' whose duties require 
a DON security clearance or security eligibility determination. 'Af- 
filiated employees' include, but are not limited to, the following 
categories of persons in positions of trust: Contractors, consultants, 
non-appropriated fund employees, Red-Cross volunteers and staff, 
USO personnel. , 

Categories of records in the system: ' 

The system contains records that include an individual's name, 
social security number, other personal information and identification 
code (UIC) of the subject's unit. Other data elements track the 
individual's status in the security investigation and clearance adjudi- 
cation process and record the final determination. Data files will also 
include duty-assignment designations such as cryptographic informa- 
tion access or participation in the Personnel Reliability Program. The 
system will also include correspondence regarding the subject and/or 
reflecting the adjudication decision. 

Authority for maintenance of the system: 

5 U.S.C. 7311; 10 U.S.C 5031; Executive Order 10450 (as amend- 
ed); and Executive Order 9397. ^ 

Purpose(s): 

To provide a comprehensive system to rhanage information re- 
quired to adjudicate the eligibility of Department of the Navy 
(DON) military, civilian and certain affiliated employees for security 
clearances and. to provide a record of those adjudications. , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:' 

The Blanket Routine Uses that appear at the beginning of the 
Department of the NiaVy's compiliation apply to this system. 

Policies and practices' for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: , 

Automated records are stored on magnetic tapes, disks and drums. 
Paper records, microfiche, printed reports and other related docu- 
ments supporting the system are filed in cabinets and stored in 'con- 
trolled access areas' only. 

Retrievability: 

By SSN, employee name, date of birth, and place of birth. 
Safeguards: 

-Controls have been established to restrict computer output only to 
authorized users at all system locations. Specific procedures are also 
in force for the disposal of computer output. Computer files are kept 
in secure* .continuously-, manned areas and are accessible only to 
authorized computer operators, programmers, and adjudicators \yho 
are directed to respond ,to valid, official requests for information. 
This , access is controlled and monitored by the security system. 

Retention and disposal: 



DEFENSE DEPARTMENT 



617 



The system will maintain NJACS records on persons so long as 
they continue to be employed by or affiliated with the DON. 
Records will be purged one year after an individual terminates DON 
employment or affiliation. Other forms of information (e.g., nonauto- 
mated records) will be maintained in accordance with DON record 
retention requirements. All system information is disposed of via 
authorized methods for sensitive or personal information, as appropri- 
ate. 

System manager(s) and address: 

Director, Department of the Navy Central Adjudication Facility, 
Naval Security and Investigative Command (NSIC) (Code 29), 8621 
Georgia Avenue, Silver Springs, MD 20910. 

Notification procedure: 

Information on NJACS may be obtained from the System Manager 
indentified above. Individuals requesting personal records must pro- 
vide a notarized statement and full indentifying data and mark the 
letter and envelope containing the request Trivacy Act Request.' 
Proposed amendments to the information must be directed to the 
agency which conducted the investigation. 

Record access procedures: 

Make all requests for access in writing arid clearly mark the letter 
and envelope 'Privacy Act Request.' Clearly indicate name of the 
requester, nature of the record sought, approximate date of the 
record, and provide the required verification of identity or notarized 
consent for release to a third party. 

Contesting record procedures: 

The agency^s rules for contesting contents and appealing initial 
determinations by the individual concerned may by obtained from 
the system manager. Direct all request to contest information to the 
system manager identified above. State clearly and concisely what 
information is being contested and the reasons for contesting it. 
Clearly mark the letter and the Envelope containing the contest 
'Privacy Act Request.* Proposed amendments to information sought 
must be directed to the agency which conducted the investigation. 

Record source categories: 

Information in this system comes from the cognizant security man- 
ager or other official sponsoring the security clearance/determination 
for the subject and from information provided by other sources, e,g., 
personnel security investigations, personal financial records, military 
service records and the subject. 

Exemptions claimed for the system: 
None. 

N05521-1 

System name: 
Access Control System. 
System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 

Categories of individuals covered by the system: 

Individuals considered or seeking consideration for access to space 
under the control of the Department of the Navy and any visitor 
(military, civilian, contractor) requiring access to a naval base/activi- 
ty or contractor facility. 

Categories of records in the system: 

Visit requests for permission to transact commercial business, visi- 
tor clearance data for individuals to visit a naval base/activity/ 
contractor facility; barring .lists and letters of exclusion, and badge/ 
pass issuance records. 
. Authority for maintenance of the system: 

5 use 301; Departmental Regulations and E.O. 9397. 

Purpose(s): 

To maintain all aspects of proper access control, to replace lost 
badges, to retrieve passes upon separation, to maintain visitor statis- 
tics and background information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

To designated contractors when Navy member is visiting that 
contractor's facility. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

storage: 

File folders, card files, punched cards, magnetic tape. 
Retrievability: 



Name, SSN, Case number, organization. 
Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. 

Retention and disposal: 

Per SECNAV Records Disposal Manual. 

System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 
Notification procedure: 
Apply to System Manager. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individual concerned, other records of the activity, investigators, 
witnesses, correspondents. 

Exemptions claimed for the system: 
None. 

N05521-2 

System name: 

Commonwealth Pass Application Form. - 
System location: 

U.S. Naval Communication ' Station, FPO San Francisco 96680 
Categories of individuals covered by the system: 
All personnel requiring access to the Commonwealth property on 
which the Naval Communication Station is located. 
Categories of records in the system: 

Completed application forms for Commonwealth passes. Contains 
name, rank, organization, height, color of hair, color of eyes, date of 
birth and place of birth. 

Authority for maintenance of the system: 

5 use 301 Arrangements for the use and occupation by the United 
States Navy of Commonwealth and for associated matters. 
PurposeCs): 

To issue passes for entry to Naval Communication Station. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders. 

Retrievability: 

Name. 

Safeguards: 

Locked cabinet - limited access. 
Retention and disposal: 

Duration of individuaFs stay in area. Destruction by burning. 
System manager(s) and address: 

Security Officer, U.S. Naval Communication Station. 
Notification procedure: 

Individual initiates record and may request information. Security 
Officer, U.S. Naval Communicaton Station, information requester 
must provide: Full name, official title, purpose of inquiry. Office to 
be visited: Security Office, U.S. Naval Communication Station. Proof 
of identity: Visual recognition or identification card. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for access to records arid for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the system manager. 
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Record source categories: ' 
Information supplied by individual. 
Exemptions claimed for the system: ' 
None. 

N05527-1 

System name: 

Security Incident System. 
System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the Directory of Department of the Navy mailing Addresses. 

Categories of individuals covered by the system: 

Individuals involved in or witnessing incidents requiring the atten- 
tion of base, station, or activity security personnel. ' - 

Categories of records in the system: 

Incident/complaint report, investigator's report, data sheets which 
contain information on victims and perpetrators, military magistrate's 
records, confinement records, traffic accident and violation records, 
traffic court file, citations to appear before U.S. Magistrate) 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and Executive Order 

9397. 

Purpose(s): 

Used by command legal personnel for tracking and prosecuting 
offenses, counseling victims, and other administrative actions; support 
of insurance claims and civil litigation, revocation of base, station, or 
activity driving privileges. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Navy's "Blanket Routine Uses" that appear at the beginning 
of the Department of the Navy's compilation of record systems 
notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files, computer, punched cards, magnetic tape. 
Retrievability: 

Name, Social Security Number, case number, and organization 
Safeguards: 

Access provided .on a need to know basis only. Manual records are 
maintained in file cabinets under the control of authorized personnel 
during working hours. The office space, in which the file cabinets are 
located is locked outside of official working hours: Computer termi- 
nals are located in supervised areas. Access is controlled by password 
or other user code system. 

Retention and disposal: 

Maintained for five years and then destroyed. ' ' 
System manager(s) and address: 

Commanding officer of the activity in question. Official mailing 
addresses are published as an appendix to the Navy's compilation of 
record system notices. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commanding Officer or head of the activity where as- 
signed. Official mailing addresses are publishied as an appendix to the 
Navy's compilation of record systems notices. 

Written requests should contain full name, Social Security 
Nuinber, and must be signed by the individual. 

Record access procedures: 

Individuals seeking access to records about themselves should ad- 
dress written inquiries to the Commanding Officer or head of the 
activity where assigned. Official mailing addresses are published as an , 
appendix to the Navy's compilation of record systems notices. 

Written requests should contain full name, Social Security 
Nuniber, and must be signed by the individual. . ? 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial agency determinations are 
published in Secretary of the Navy Instruction 5211.5; 32 CFR part 
701; or may be obtained from the system manager. 
Record source procedures: - 
Individual concerned, other records of the activity, investigators, 
witnesses, correspondents. 



Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S^C. 552a(jX2) as 
applicable. " , \. ■ . 

An exemption rule for this system has been published in accord- 
ance with the requirements of 5 U.S.C. 553(b)(1), (2) and (3), (c) and 
(e) and published in 32 CFR part 701, subpart G. For additional 
information contact the system manager. ' 

N05527-2 : , 
System name: » j ^ 

Security Inspection and Violation System. 
System location: 

Organizational elements^of the Department of. the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 
Categories of individuals covered by the system: 
Individuals involved in security violations. 
Categories of records in the system: ' ^ 
Security violation reports, security inspection reports. 
Authority for maintenance of the system: 
5 use 301; Departmental Regulations. . ^ 

Purpose(s): 

To identify problem areas in security indoctrination, to alert com- 
mand management officials to areas which present larger than normal 
security problems and identify personnel who are cited as responsible 
for non-compliance with procedures. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' ,^ 

Storage: 

File folders, card files, punched cards, magnetic tape^ , 
Retrievability: 

Name, SSN, Case number, organization. 
Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. 
Retention and disptosal: 
Per SECNAV Records Disposal Manual. 
System manager(s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 
Notification procedure: . ; 1 ; ' ^ 

Apply to System Manager. 
Record access procedures: 

The agency's i rules for access to records may be obtained from the 
System Manager. ' ' 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. ^ ' 

Record source categories: 

Individual concerned, other records of the activity, investigators, 
witnesses, correspondents. ^ ' ^ ' 

Exemptions claimed for the system: 
None. 

N05527-4 , 
System name: - . 

Naval Security Group Personnel Security/Access Files. 
System location: 

The central record system is located at: 

Commander, Naval Security Group Command . 
3801 Nebraska Ave., NW, . 
Washington, DC 20390 
Duplicates of portions of records may be held by other Naval and 
Marine Corps activities served by a Naval Security Group Special 
Security Officer. Records pertaining to Naval and Marine Corps 
military personnel who were considered but not selected for assign- 
ment to the Naval Security Group while undergoing recruit training 
are located at one of the following locations: 
Resident in Charge 
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Naval Security Group Field Office 

Marine Corp Recruit Depot 

Parris Island, South Carolina 29905 
Resident in Charge " 

Naval Security Group Field Office 

Naval Administrative Command 

Naval Training Center, 

Great Lakes, Illinois 60088 
Resident in Charge 

Naval Security Group Field Office 

Naval Training Center 

San Diego, California 92133 
Resident in Charge 

Naval Security Group Field Office 

Naval Training Center 

Orlando, Florida 32813 
Resident in Charge 

Naval Security Group Field Office 

Naval Technical Training Center, Corry Station 

Pensacola, Florida 32511 
Categories of indiyiduals covered by the system: 
Naval and Marine Corps military and civilian personnel assigned to 
or employed by the Naval Security Group, including the Reserve 
components thereof, or who have been considered for such assign- 
ment or employment. 
Categories of records in the system: 

The file may contain personal history information, investigative 
reports, security suitability reports, incident reports, and other data 
pertinent to determination of eligibility for access to Sensitive Com- 
partmented Information (SCI), including the decisions made in each 
case. The file also contains records of authorized access to classified 
information. 

Authority for maintenance of the system: 

E.O. 10450 Eisenhower Security Program; 
E.O. 12356 National Security Information. 
Purpose(s): 

Information is collected and used by SCI security personnel for the 
purposes of determining the indiyiduafs eligibility for access to SCI 
information, of maintaining a record of the degree(s) to which access 
to SCI has been authorized, and of determining the extent, if any, to 
which controls must be exercised to prevent the compromise of SCI 
through hostile foreign intelligence activity. 

Information may be released to officials and employees of the 
Defense Intelligence Agency, Army Security Agency, Air Force 
Security Service, and the Defense Industrial Security Clearance 
Office to determine the individuafs eligibility for access to classified 
information under the user Agency's cognizance. 

Information may be disseminated to the Defense Investigative 
Service and the Naval Investigative Service to conduct investigations 
on which to base SCI eligibility decisions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the National Security Agency, Cen- 
tral Intelligence Agency, and White House Communications Agency 
for the purpose of determining the individual's eligibility for access 
to classified information under the user agency's cognizance. 

To the Central Intelligence Agency to maintain an index of per- 
sonnel who have been granted access to: certain sensitive intelligence 
programs. * < 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, microfilm, and magnetic tape. 

Retrievability: 

By name and SSN. 

Safeguards: 

Approved security areas with alarms and guards. Access is limited 
to assigned personnel who have been found eligible for access to SCI 
and received specific instruction in the handling, security, and dis- 
semination policy of information in the files. 

Retention and disposal: 

Central record system retained for thirty years after last action. 
Records held at Naval Security Group Field Offices forwarded to 
central system after two years. Records retained in central record 
system and destroyed by burning, shredding, degaussing or chemical 
destruction at end of retention period. 



System manager(s) and address: 

Commander, Naval Security Group Command, 3801 Nebraska 
Ave., NW, Washington, DC 20390 
Notification procedure: 

a. Send request to SYSMANAGER. 

b. Full name, date and place of birth, military status, social security 
number (if voluntarily included) or service number. 

c. Visits for the purpose of obtaining information must be submit- 
ted in writing to Commander, Naval Security Group Command, 
3801 Nebraska Ave., NW, Washington, DC 20390 who will advise of 
time/date/place for viewing records or will advise whether system 
contains records pertaining to the requester. 

d. Scheduled visitors must be prepared to present adequate proof 
of identification-i.e.-combination of full name, date and place of birth, 
parent(s) name, drivers license, medicare card, military identification 
card if applicable. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
SYSMANAGER. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

In addition to information furnished by the individual himself, files . 
contain information furnished by federal investigative agencies, other 
SCI security organizations, and reports submitted by Naval Security 
'Group Special Security Officer. Files also include administrative 
correspondence among associated personnel and security offices of 
the executive branch. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a (k)(l) 
through (5), as applicable. For additional information contact the 
System Manager. t 

N05760-1 

System name: 

Biographical and Service Record Sketches of Chaplains. 
System location: 

Chaplain Corps Historian, Chaplain Resource Board, 6500 Hamp- 
ton Boulevard, Norfolk, VA 23508-1296. 

Categories of individuals covered by the system: 

Navy chaplains who have served on extended active duty at some 
time during the period 1778-1981 inclusive, and any future editions. 
It lists the names, years in which they were commissioned, and the 
ecclesiastical affiliations of all who. held chaplaincy commissions 
during the period. 

Categories of records in the system: 

Biographical and professional summary which includes individual's 
full name, denomination of faith group, date and place of birth, 
education, ordination, date of marriage and name of spouse, first 
names of children, prior professional experience, authorship, prior 
military service (including date of commission, date of rank of com- 
missioning, ships/stations, places and dates; and period spent, if any, 
in Inactive Reserve), date of augmentation (if applicable), promotion 
history, awards and decorations, conclusion of active duty (date of 
resignation, release from active duty, or retirement as applicable), 
post active duty career (retirees only), and distinctions which have 
made the chaplains career interesting or unusually significant (cor- 
roborative material suggested). 

Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpo$e(s): 

To provide background data in response to news media requests; 
to provide information on individual chaplains prior to public appear- 
ances in which they are scheduled to appear; to provide internal 
release of information as required. 

Routine uses of records maintained in the system; including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 
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Records are maintained in , bound and published volumes. Source 
materials are in paper files. . 
Retrievability: 

Data is retrieved alphabetically by individual names. 
Safeguards: 

Files are locked after official working hours. 

Retention and disposal: 
. Forms and documents are destroyed after five years from the date 
of publication. The volumes are kept indefinitely. 
'■ System manager(s) and address: 

Chaplain Corps Historian, Chaplain Resource Board, 6500 Hamp- 
ton Boulevard, Norfolk, VA 23508-1296. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Chaplain Corps Historian, Chaplain Resource Board, 6500 
Hampton Boulevard, Norfolk, VA 23508- 1'296. 

The request should contain full name and address of the individual. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Chap- 
lain Corps Historian, Chaplain Resource Board, 6500 Hampton Bou- 
levard, Norfolk, VA 23508-1296. 

The request should contain full name and address of the individual. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and. 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Information in this system comes from returned questionnaires 
addressed to individual chaplains, supplemented by Officer Data 
Cards and historical research. 

Exemptions claimed for the system: 

None. 

N05800-1 

System name: 

Legal Office Litigation/Correspondence Files. ' 
System location: 

Organizational elements of the Department of the Navy. Official 
mailing addresses are published , as an appendix to the Department of 
the Navy compilation of record system notices. 

Categories of individuals covered by the system: 

Individuals involved in litigation which requires Navy action. 

: Categories of records in the system: 

Statements; affidavits/declarations; investigatory and administrative 
reports, including background investigations to determine suitability 
for service; personnel,, financial, medical and business records; pro- 
motion/evaluation information; test or evaluation materials; hotline 
complaints and responses thereto; discovery and discovery responses; 
motions; orders; rulings; letters; messages; forms; reports; surveys; 
audits; sumnions; English translations of foreign documents; photo- 
graphs; legal opinions; subpoenas; pleadings; memos; related corre- 
spondence; briefs; petitions; court records involving litigation; and, 
related matters. . r 

Authority for maintenance of the system: 

5 U.S.C. 301, Department Regulations. 

Purpose(s): V ' . . ; 

To prepare correspondence and materials for litigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of record systems notices 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

File cabinets and computerized docket system. 
^Retrievability: 

Name of individual and the year litigation commenced. 

Safeguards: 



Manual records are maintained in file cabinets under the control of 
authorized personnel during working hours. The office space in 
which the file cabinets are located is locked outside of official work- 
ing hours. Computer terminals are located in supervised areas. 
Access is controlled by password or other user code system. 

Retention and disposal: 

After closure, records are sent to Federal Records Center where 
they are retained permanently. 
System manager(s) and address: 

Associate General Counsel (Litigation), Department of the Navy, 
Washington, DC 20360-5110. , '. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the naval activity involved in the litigation or to the Associate 
General Counsel (Litigation), Department of the Navy, Washington, 
DC 20360-5110. — 

Written requests should include name and date litigation was filed. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the naval 
activity involved in the litigation or to the Associate General Coun- 
sel (Litigation), Department of the Navy, Washington, DC 20360- 
5110. 

.Written requests should include full name and year litigation com- 
menced. . ' ' ' 
Contesting record procedures: 

The Department of the Navy rules for accessing records arid 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Court records, records from the individual, personal interviews 
and statements, departmental records such as personnel files, medical 
records, State and Federal recoi*ds, police reports and compfaints, 
general correspondence. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(l), 
(k)(2), (k)(5), (k)(6), and (k)(7) as applicable. 

An exemption rule for- this system has been promulgated in accord- 
ance with requirements of 5 U.S.C. 553 (b) (1). (2), and 3, (c) and (e) 
and published in 32 . CFR part 701, subpart G. For additional mfor- 
mation contact the system manager. 

N6580P-2 

System name: . < 

. .. Legal Records Systiem. 
System location: 

Bureau of Medicine and Surgery, Navy Department, Washington, 
DC 20372-5120 and naval medical facilities. Official mailing address- 
es are published as an appendix to the Navy's compilation of recdrd 
system notices. 

Categories of individuals covered by the system: , , 

Naval (military and civilian) health care personnel or staff em- 
ployed at medical facilities; patients and visitors of medical facihties. 

Categories of records in the system: 

Requests for legal representation; requests for information by sub- 
poena; requests for assistance; all background material necessary to 
answer the requests; and copies of letters replying to the requests. 

Article 138, UCMJ complaints and all proceedings, including state- 
ments, affidavits, correspondence, briefs, conditions, court records, 
etc. 

Incident reports and in-house investigations compiled as back- 
ground for possible claims or other administrative or disciplinary 
actions. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations; Article 138, UCMJ; 10 
U S.C. 938- Article 15, UCMJ; Naval Military Personnel Manual; 28 
U.S.C. 1346(b), "Federal Torts Claim Act"; 42 U.S.C. 2651-2653, 
"Medical Care Recovery Act"; and Executive Order 9397. 

Purpose(s): 

To provide a record of individual requests and responses for refer- 
ence and appellate purposes and to prepare responses to individual 
requests. 
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To provide background for the proceedings on complaints and 
review of those complaints. 

To prepare correspondence and materials for actual or possible 
disciphnary proceedings. 

To investigate, provide background on, and determine future 
action concerning possible claims. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Department of the Navy "Blanket Routine Uses" that appear 
at the beginning of the Navy's compilation of record system notices 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposmg of records in the system: 
Storage: 

File folders, forms, letters. 
Retrievability: 

Name and Social Security Number. . . 

Safeguards: 

Files are maintained in file cabinets and other manual storage 
devices under the control of authorized personnel . during working 
hours; the office spaces in which the file cabinets and storage devices 
are located are locked outside office working hours. 

Retention and disposal: 

' Records are retained for two years after final action and then 
destroyed. 

System manager(s) and address: 

Chief, Bureau of Medicine and Surgery, Navy Department, Wash- 
mgton, DC 20372-5120. j v . 

Notification procedure: 

Individuals seeking to determine whether this record system con- 
tains information about themselves should address written inquiries to 
the naval medical facility where the incident took place or to the 
Chief, Bureau of Medicine and Surgery, Navy Department, Washing- 
ton, DC 20372-5120. Official mailing addresses are published as an 
appendix to the Navy's compilation of record system notices. 

Written requests should contain full name, Social Security 
Number, military status, approximate date of contact with system , (if 
known). 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system . should address written inquiries to the naval 
medical facility where the incident took place or to the Chief, 
Sj^^^f Medicine and Surgery, Navy Department, Washington, 
DC 20372-5120. Official mailing addresses are published as an appen- 
dix to the Navy's compilation of record system notices. 

Written requests should contain full name. Social Security 
Number, military status, approximate date of contact with system (if 
known). 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 70i; or may be obtained from the system 
manager. 

Record source categories: 

Military personnel system, medical records, investigative records, 
personal interviews, personal observations reported by persons wit- 
nessing or knowing of incidents. 

Exemptions claimed for the system: 

None. 

N05801-1 

System name: 

Legal Services Management Information System. 
System location: 

Typically maintained at Naval Legal Service Offices, the Naval 
Legal Service Branch Offices, and any command with a legal assist- 
ance office. 

Categories of individuals covered by the system: 

Servicemembers who are pending courts-martial. Authorized mili- 
tary and civilian personnel and dependents who have sought legal 
assistance, advice or counseling or other representational services 
from Naval Legal Service Offices or Detachments and any command 
with a legal assistance office. 

Categories of records in the system: 



(1) Legal Assistance Card Files. Legal assistance card files typical- 
ly contain client identification information, e.g., name, address, duty 
station, telephone numbers, etc., client description of legal problem, 
attorney classification of problem, and attorney time expended. 

(2) Case Analysis and Tracking System (CATS): CATS records 
contain identification information about the individual being courts- 
martialed such as name; rank/rate; service number; organizational 
information, such as Convening Authority and Supervisory Author- 
ity; information relevant to internal management of the Legal Service 
Office, such as dates of receipt, docketing, trial, and transcript com- 
pletion; identities of counsel and military judge; information on the 
ccharges of which convicted, if any, sentence adjudged; and other 
information describing overall case management and processing. 

(3) Legal Assistance and Personal Representation Client Records: 
File contains ID information about the individual seeking legal 
advice such as name, address, duty station, telephone number, type of 
assistance requested, results of any hearing involved, and attorney 
time expended. 

Authority for maintenance of the system: 

5 u s e. 301; Manual of the Judge Advocate • General; 44 U.S.C. 
3101. 

Purpose(s): 

Attorneys and clerical personnel directly involved in processing 
courts-martials, and rendering legal assistance and advice within the 
Naval Legal Service Offices and > Detachments and legal assistance 
offices established within the Department of the Navy, Data will be 
used for the internal management of the Naval Legal Service Offices 
and legal assistance offices such as court scheduling and counsel 
assignment information, and generating monthly workload productiv- 
ity and statistical reports. 

Routine uses of records maintained in the system, including catego^ 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Pre-printed cards stored in file cabinets; case files are stored on 
magnetic disk. Reports extracted from this data may be stored tem- 
porarily in paper files. 

Retrievability: 

Card files maintained by the legal assistance offices are retrieved 
by name of client. Case files maintained by the Naval Legal Service 
Offices are retrieved by an internal case number and secondarily, by 
name of individual. 

Safeguards: 

Manual records/cards are maintained in file cabinets or other stor- 
age devices under the control of authorized personnel during work- 
ing hours; the office space in which the file cabinets and storage 
devices are located is locked outside of official working hours. 

Data disks are secured in areas accessible only by authorized 
personnel. Additionally, data disks are unreadable without the pro- 
gram disks, as an added security precaution. 

Retention and disposal: 

Records are retained for iwo years after completion of the case, 
then destroyed. 

System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria, Virginia 22332, for legal assistance card files. 

Deputy Assistant Commander, Naval Legal Service Command 
(Management and Plans), 200 Stovall Street, Alexandria, Virginia 
22332, for case files. 

Notification procedure: 

Information may be obtained by written request which adequately 
identifies the system of records and the individual about whom the 
record is kept (i.e. full name, etc,); the written request must be signed 
by the requesting individual. 

Record access procedures: 

Requests from individuals should be addressed to the system man- 
ager. Written requests for access should contain the full name of the 
individual, current address and telephone number,, and the serial code 
of any prior, correspondence received from this office pertaining to 
the request. For personal visits, the individual should be able to 
provide some acceptable identification, e.g., driver's license, etc., and 
give some verbal information that could be verified in the file. 
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Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations may be obtained froni'the system manager. 
Record source categories: 

Basic information contained in the card files is provided by the 
client. Basic information contained in the courts-martial files is pro- 
vided by the Convening Authority for the courts-martial, the attor- 
neys and military judge assigned to the case, and administrative 
personnel assigned to the Naval Legal Service Office. Information 
regarding the ultimate disposition of the matter, is provided by the 
attorney rendering the service. i 

Exemptions claimed for the system: : 

None.'. , ' . 

. N65802-1 

System name: • 
Fiduciary Affairs Records. . 
System location: ' ^ 

Office of the Judge Advocate General (Code 12), Department of 
the Navy, 200 Stovall Street, Alexandria. VA 22332-2400. 

Categories of indiyiduals covered by the system: 
, All active duty, fleet reserve, and retired members of the Navy 
and Marine Corps who have been medically determined to be men- 
tally incapable of managing their financial affairs, their appointed or 
prospective trustees, and members' next-of-kin. 

Categories of records in the system: 

The system contains proceedings of medical boards, documentation 
indicating the origin of the mental incapability, the name(s) and 
address(es) of the individual's next-of-kin, the disability retirement 
index, a , copy of the interview(s) of prospective trustee(s), the ap- 
pointment of the approved trustee, authority to pay the individuars 
retirement pay to the approved trustee, the instruction of duties and 
responsibilities to the trustee, annual trustee accounting reports, copy 
of the trustee's surety bond, a copy of the affidavit executed by the 
trustee to obtain the surety bond, miscellaneous correspondence relat- 
ing to the trustee's duties and responsibilities, annual approvals of the 
trustee account, discharge(s) of trustee, release(s) of surety, periodic 
physical examinations, medicaL records and related correspondence. 

Authority for maintenance of the system: • 

5 U.S.C. 301, Departmental Regulation; 37 U.S.C. 601-604; and 44 
U.S.C. 3101. 

Purpose(s): ' ' ' . ' 

To provide non-judicial financial management of military pay and 
allowances payable to active duty, fleet reserve, and retired Navy 
and Marine Corps members for the period during which they are 
medically determined to be mentally incapable of managing their 
financial affairs. . , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials of the Department of Justice when there is reason to 
suspect financial mismanagement and no satisfactory settlement with 
the surety can be reached. 

To officials and employees of the Veterans Administration in con- 
nection with programs administered by that agency. 

The "Blanket Routine Uses" that, appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: ., ,j , 

Paper records in file folders stored, in file cabinets or other, storage 
devices; . ■ , 

Retrievability: ' * 

By name of the member. 

Safeguards: ^ ... 

Files are maintained in file cabinets and other storage devices 
under the control of authorized personnel duririg working hours; the 
office space in which the file cabinets and storage devices are' located 
is locked outside official working hours. 
• Retention and disposal: ' 

Indefinitely; however, after the death of a member, his/her files 
are transferred to the Federal Record's Center, Suitland, MD 20409. 
In addition, Fiduciary Affairs files that have been closed for a period 
of five years are transferred to the Federal Records" Center, Suitland, 
Maryland. - • - /. , . / 

Systeni manager(s) and address:' ' 



Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, 200 Stovall Street, Alexandria, VA 22332- 
2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains tinformation about themselves should address written inquir- 
ies to the Assistant Judge Advocate General (Civil Law), Office of 
the Judge Advocate General, 200 Stovall Street, Alexandria, VA 
22332-2400., The request should contain the full name of the individ- 
ual concerned and should be signed. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Assist- 
ant Judge Advocate General (Civil Law), Office of the Judge Advo- 
cate General, 200 Stovall Street, Alexandria, VA 22332-2400. The 
request should contain the full name of the individual concerned and 
should be signed. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: . • 

Components within the Department of the Navy, medical doctors, 
approved trustees, prospective trustees, surety companies, and the 
Veterans Administration. , . 

Exemptions claimed for the system: 

None. 

NOSSlb-l . 

System name: 

Article 138 Complaint of Wrongs. 

System location: ; ^ j 

X Office of the Judge Advocate General (Code 13), Department of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. Complaints, three 
years old or older, are stored at the Federal Records Center, Suit- 
land, Maryland 20409. 

Categories of individuals covered by the system: 

Activie duty Navy and Marine Corps personnel who haye submit- 
ted complaints of wrong pursuant to Article 138, UCMJ, \yhich have 
been forwarded to the Secretary of the Navy for final reviiew of the 
complaint and the proceedings had thereon. 
, , Categories, of recorids in the system: , ^ 

The complaint and all proceedings had thereon. 

Authority for maintenance of the system: 

Article 138, Uniform Code of Military Justice, (10 U.S.C. 938). 
Purpose(s): 

Used by JAG as a working file to review and make recommenda- 
tions to the Secretary of the Navy on Article 138 complaints. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: t 

Storage: 

File folders. 

Retrievability: 

Files are kept in alphabetical order according to last name of .the 
individual concerned. 
Safeguards: 

Files are maintained in file cabinets ' and other storage devices 
under control of authorized personnel during working hours; the 
office spaces in which the file cabinets and storage devices are 
located is locked outside office working hours. 

Retention and disposal: 

Complaints are maintained in office for three years and then for- 
warded to the Federal Records Center, Suitland, Maryland 20409 for 
storage. 

System manager(s) and address: 
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Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate . General, Department of the Navy, 200 Stovall St.. 
Alexandria, Va. 22332. 

Notification procedure: 

Information may be obtained from the Deputy Assistant Judge 
Advocate General (Administrative Law), Office of the Judge Advo- 
cate General, Department of the Navy, 200 Stovall St., Alexandria, 
Va. 22332. Information may be obtained by written request to the 
Judge Advocate General stating full name and the approximate date 
the complaint was submitted for review if known. Written requests 
must be signed by the requesting individual. Personal visits may be 
made to the Administrative Law Division, Office of the Judge Advo- 
cate General, Room 9N03, Hoffman Bldg II, 200 Stovall St, Alexan- 
dria, Va. 22332. Individuals making such visits should be able to 
provide some acceptable identification, e.g. armed forces identifica- 
tion card, driver's license, etc. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systeiri manager. 
Contesting record procedures: 

The agency*s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
* systeni manager. 

Record source categories: 

The records are comprised of the following source materials: (1) 
Complaint of wrongs; (2) results of examination into complaint of 
wrongs by the general court-martial authority; and (3) final review 
action by the Secretary of the Navy. 

Exemptions claimed for the system: 

None. 

N05810-2 

System name: 

Military Justice Correspondence File. 
System location: 

Office of the Judge Advocate General (Code 20), Department of 
the Navy, 200 Stovall St., Alexandria, VA 22332-2400. 

Categories of individuals covered by the system: 

Active duty, retired, arid discharged Navy and Marine Corps per- 
sonnel who were the subject of military justice proceedings. 

Categories of records in the system: 

File contains copies of correspondence and background material to 
answer inquiries regarding Navy and Marine Corps personnel who 
were the subject of military justice proceedings. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations. 

Purpose(s): 

To provide a record of individual inquiries and JAG responses 
concerning military justice related matters for reference purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of system notices apply to this 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: * 
File folders. 
Retrievability: 

Correspondence is kept in alphabetical order according to the last 
name of the individual who is the subject of the correspondence. 
Safeguards: 

Files are maintained in file cabinets and other storage devices 
under the control of authorized personnel during working hours; the 
office space in which the file cabinets and storage devices are located 
is locked outside official working hours. 

Retention and disposal: 

Records are maintained in office for two years and then forwarded 
to the Federal Records Center, Suitland, MD 20409 for storage. 
System manager(s) and address: 

Assistant Judge Advocate General (Military Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, VA 22332-2400. 

Notification procedure: 



Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Deputy Assistant Judge Advocate General (Military Jus- 
tice), Office of the Judge Advocate General, Department of the 
Navy, 200 Stovall St., Alexandria, VA 22332-2400. The request 
should contain full name and address of the individual concerned and 
should be signed. ^ 

Personal visits may be made to the Military Justice Division, 
Office of the Judge Advocate General, Room 9S09, Hoffman Bldg 
II, Stovall St., Alexandria, VA 22332-2400. Individuals making such 
visits should be able to provide some acceptable identification, e.g. 
Armed Forces' identification card, driver's license, etc. 

Record access procedures: 

Individuals seeking. access to records about themselves contained in 
this system of records should address written inquiries to the Deputy 
Assistant Judge Advocate General (Military Justice), Office of the. 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, VA 22332-2400. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing determinations by the individual 
concerned are published in Secretary of the Navy Instruction 5211.5; 
32 CFR part 701; or may be obtained from the system manager. 

Record source categories: 

Records of trial and correspondence from commands and agencies 
involved in the matter which is the subject of the correspondence. 
Exemptions claimed for the system: 
None. 

N05810-3 

Systiem name: x 
Appellate Case Tracking System (ACTS). 
System location: 

Administrative Support Division, Navy and Marine Corps Appel- 
late Review Activity, Office of the Judge Advocate General, Depart- 
ment of the Navy, Washington Navy Yard, Building 111, Washing- 
ton, DC 20374-2001. ^ 

Categories of individuals covered by the system: 

All individuals who have their appellate case reviewed by the 
Navy-Marine Corps Court of Military Review and/or the Court of 
Military Appeals. 

Categories of records in the system: 

Navy appellate case records; additional Navy appellate case infor- 
mation records; and historical Navy appellate case records. Files 
contain personal information such as name, rank, social security 
number, etc., and specific information with regard to the Navy appel- 
late cases. 

Authority for maintenance of the system: 

10 U.S.C. 866, 867; 5 U.S.C. 301, and E.O. 9397. 

Purpose(s): 

To track the status of courts-martial cases appealed to the Navy- 
Marine Corps Court of Military Review and Court of Military Ap- 
peals. The system will also be used by the officials and employees of 
the Department of the Navy to provide management and statistical 
information to governmental, public, and private organizations, and 
individuals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes, of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are maintained on magnetic disk, magnetic tape, and on 
hard copy forms. 

Retrievability: 

ACTS users obtain information by means of a query or a request 
for a standard report. Data may be indexed by any data item al- 
though the , primary search keys are the name. Social Security 
Number, or the Navy-Marine Corps Court of Military Review ' 
docket number. 

Safeguards: 

Access to building . is protected by uniformed guards requiring 
positive identification for admission after hours. The system is prp- 
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tected by the following software features: User account number and 
password sign-on, data base access' iauthority, data set authority for 
add and delete, and data item authority for list and update. 

. Retention and disposal: 

An individuars record is retained on disk and will be. available for 
on-line access for twenty-five years after the close of the individual's 
case. The record will be purged to magnetic tape after twenty-five 
years and will be utilized in' a batch processing mode. 

System manageKs) and address: 

Assistant Judge Advocate General' (Military Law), Office of the 
Judge Advocate General, Department of the Navy, '200' Stbvall St., 
Alexandria, VA 22332-2400. 

Notification procedure: • 

Individuals seeking to determine whether this system ^of records 
contains information about. themselves should address written inquir-, 
ies to the Deputy Assistant Judge Advocate General, Administrative 
Support Division, Navy and Marine Corps Appellate Review Activi- 
ty, Office of the Judge Advocate General, Department of the Navy, 
Washington Navy Yard, Building 111, Washington, DG 20374-2001. 
The request should contain full name, social security number, and 
address of the individual concerned and should be signed. 

Personal visits may be made to the Administrative Support Divi- 
sion, Office of the Judge Advocate General, Washington Navy Yard, 
Building 111, Washington, DC 20374-2001. Individuals making such 
visits should be. able to provide sonie acceptable identification, e.g., 
Armed Forces* ID card, driver's license, etc. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Deputy 
Assistant Judge Advocate General, Administrative Support Divisioni"' 
Navy and Marine Corps Appellate Review Authority, . Office of the 
Judge Advocate General, Department of the Navy, .Washington 
Navy Yard, Building 1 1 1, Washington, DC 20374-2001. '\ . 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. ^ • ■ : 

Record source categories: 

Information in this system comes froni the individual's record of 
trial and supporting documents. 

Exemptions claimed for the system: 
None. 

N05813-1 

System name: 

Ethics File. i 
System location: 

Office of the Judge Advocate General (Code 01),. pepartment of 
the Navy, 200 Stovall. Street, Alexandria, VA 22332-2400. 

Categories of indiTiduals covered by the system: 

Civilian and military lawyers certified by the Judge Advocate 
Geherafof the Navy: (1) Under the article 27(b) of the Uniform 
Code of Military Justice (UCMJ); or (2) as legal assistance attorneys; 
and (3) whose professional or personal conduct has been- brought into 
question under JAGINST 5803.1. Attorneys not certified under arti- 
cle 27(b), UCMJ or as legal asssitance attorneys but who practice 
under the supervision of the Judge Advocate General of the Navy 
are also included in the system. 

Categories of records in the system: 

Reports of investigation, correspondence, and court papers relating 
to the complaint brought against attorneys. 
Authority for maintenance of the system: > 

Manual of the Judge Advocate General, Section 0165, 5 U.S.C. * 
301, Departmental Regulations; and JAGINST 5803.1. 

Purpose(s): . * ' 

'To record the disposition of ethics complaints, to provide a record 
,of individual lawyers who are not authorized to practice as legal 
assistance attorneys, before courts-martial, in other proceedings under 
the UCMJ, or in administrative proceedings, and to document ethics 
violations and corrective action taken. 

. Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' 



The ^"Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems - notices apply to 
this system. 

Policies and practices for storing, retrieving, acceissing, retaining, and 
disposing of records in the system: 
Storage: 

File folders. * 
. Retrievability: 

Files are kept in alphabetical order according to the last name of 
the attorney concerned. . . ; * 

Safeguards: » 

Files are maintained in file cabinets and other storage devices 
under the, control of authorized- personnel during working hours; the 
office space in which the file cabinets and storage devices are located 
is locked outside official working hours. . 

Retention and disposal: . 

Records are maintained in office for two years and then forwarded 
to the Federal Records Center, Suitland, MD 20409 for storage. 
System managerCs) and address: , 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200. Stovall 
Street, Alexandria, VA 22332-2400. / • 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Deputy Assistant Judge Advocate General (Civil Law), 
Office of the Judge Advocate General, Department of the Navy, 200 
Stovall Street, Alexandria, VA 22332-2400. 

The written request should include the full name of the individual 
concerned and must be signed. Personal visits may be made to the 
assistant Judge Advocate General (Civil Law), Office of the Judge , 
Advocate General, room 9N21, Hoffman Building II, 200 Stovall 
Street, Alexandria, VA 22332-2400, during normal working hours; 
Monday through Friday, 8 a.m. to 4:30 p.m. Individuals making such 
visits should be able to provide some acceptable identification, e.g., 
Armed Forces identification card, driver's license^ etc. 

Record access procedures: 

Individuals seeking • access to records about themselves should ad- 
dress written inquiries to the Deputy Assistant Judge Advocate Gen- 
eral (Civil Law), Office of the Judge Advocate General, Department 
of the. Navy, 200. Stovall Street, Alexandria, VA 22332-2400. The 
written request should include the full name of the individual con- 
cerned and must be signed. 

Personal visits may be made to the Assistant Judge Advocate 
General (Civil Law), Office of the Judge Advocate General, Room 
9N21, Hoffman Building II,- 200 Stovall Street, Alexandria. VA 
22332-2400, during normal working hours; Monday through Friday 8 
a.m, to 4:30, p.m. Individuals making such visits should, be able to 
proyicie some acceptable identification, e.g.. Armed Forces identifica- 
tion card, driver's license, etc. . 

Contesting record procedures: 

The, Department of the Navy rules for contesting contents and 
appealing initial determinations by the individual concerned are pub- 
lished in Secretary of the Navy Instruction 5211.5; 32 CFR part 701; 
or may be obtained from the system manager. 

Record source categories: 

Correspondence from individuals, military judges, staff judge advo- 
cates, and other military personnel; correspondence from the Judge 
Advocate General of other branches of the Armed Forces; investiga- 
tive reports from Naval Investigative Service Command and other 
offices, correspondence from other military and civilian authorities 
and copies of court papers. . *i 

Exemptions claimed for the system: 

None. ' , ' ■ • ' 

. Nd5813-2 

System name: 
Courts-Martial Case Report. 
System location: , 

Chief, Navy-Marine Corps Trial Judiciary, Washington Navy 
Yard, Washington, DC 20374 . 

Categories of individuals covered by the system: ' 

All individuals having appeared before a special or general court- 
martial within the preceding two fiscal years. 

Categories of records in the system: 
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The recording of the Article violation of the UCMJ, the plea, the 
finding, the sentence and other related information concerning the 
trial. 

Authority for maintenance of the system: 
5 use 301, Departmental Regulations. 
Purpose(s): 

To formulate status reports for the JAG. . * 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

_ The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposmg of records in the system: 

Storage: 

Stored in file folders by circuit and fiscal year. 

Retrievability: 

By name or case number. 

Safeguards: 

Personnel screening, visitor control. 
Retention and disposal: 

Two fiscal years, They are not moved to Record Centers but are 
disposed of after two fiscal years in the same manner as all other 
unclassified material, i.e., general destruction. 

System manager(s) and address: 
. Circuit Military Judge 

ATLANTIC Judicial Circuit 

Navy-Marine Corps Trial Judiciary 

Washington Navy Yard 

Washington, DC 20374 . 

Notification procedures: 

Write to address listed under SYSMANAGER. Provide full name, 
branch of service, military status, where stationed when tried, and 
when tried: 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager, ' 

Record source categories: 

Military Judge of respective individual's court-martial. 
Exemptions claimed for the system: 

None. " ' . ' . . 

N05813-3 . 

System name: 
Records of Trial of General Courts-Martial. 
System location: 

Navy and Marine Corps Appellate Review Activity, Office of the 
Judge Advocate General, Department of the Navy, Washington 
Navy Yard, Building 111, Washington DC 20374-2001. 

Categories of individuals covered by the system: . 

Active duty Navy and Marine Corps personnel tried by general 
courts-martial. 

Categories of records in the system: ' ' 

General courts-martial records of trial. 

Authority for maintenance of the system: 

10 U.S.C. 865 and 5 U.S.C, 301. 

PurposeCs): 

To complete appellate review as required under 10 U.S.C 866, 
867, 869 and provide central repository accessible to the public who 
may request information concerning the appellate review or want 
copies of individual public records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear, at the beginning. of. the 
Department of the Navy's compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 



File folders. 
Retrievability: 

Files are kept by Navy courts-martial number and each case is 
cross-referenced by an index card which is filed in alphabetical order 
according to the last name of the individual concerned. 

Safeguards: 

Files are maintained iri file cabinets under the control of authorized 
personnel during working hours; the office space in which the file 
cabinets are located is locked outside official working hours. 

Retention and disposal: 

Records are maintained in office for three years and then forward- 
ed to the Federal Records Center in Suitland, MD for storage. 
System manager(s) and address: 

Assistant Judge Advocate General (Military Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, VA 22332-2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves* should address written inquir- 
ies to the Deputy Assistant Judge Advocate General, Navy and 
Marine Corps Appellate Review Activity, Office of the Judge Advo- 
cate General, Department of the Navy, Washington Navy Yard, 
Building 111, Washington, DC 20374-2001. The request should con- 
tain full name and address of the individual concerned and should be 
signed. 

Personal visits may be made to the Administrative Support Divi- 
sion, Office of the Judge Advocate General, Washington Navy Yard, 
Building 111, Washington, DC 20374-2001, Individuals making such 
visits should be able to provide acceptable identification, e.g. Armed 
Forces' identification card, driver's license, etc. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Deputy 
Assistant Judge Advocate General, Navy and Marine Corps Appel- 
late Review Activity, Office of the Judge Advocate General, Depart- 
ment of the Navy, Washington Navy Yard, Building 111, Washing- 
ton, DC 20374-2001. 

Contesting record procedures: ' 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
mariager. 

Record source categories: 
Proceedings by a general courts-martial. 
Exemptions claimed for the system: 
None. 

N05814.1 

System name: 

Summary Courts-Martial and Non-Bad Conduct Discharge Courts- 
Martial-Navy and Marine Corps. 
System location: 

Records are retained for two years after final action by appropriate 
officers having supervisory authority over shore activities. Records 
are retained for three months after final action by appropriate officers 
haying supervisory authority over fleet activities, including Fleet Air 
Wings and Fleet Marine Forces. After the two years or three month 
retention period, as appropriate, the records are transferred to the 
National Personnel Records Center, GSA (Military Personnel 
Records), 9700 Page Boulevard, St. Louis, Missouri 63132. 

Categories of individuals covered by the system: 

Navy and Marine Corps enlisted personnel tried . by summary 
court-martial or by special court-martial which did not result in a bad 
conduct discharge. 

Categories of records in the system: 

Summary court-martial and non-bad conduct discharge special 
court-martial records of trial. . 

Authority for maintenance of the system: 
• 10 U.S;C.. 865, 5 U.S.C. 301, and Executive Order No. 11476 of 
June 19, 1969, as amended by Executive Order No. 11835 of January 
27, 1975, paragraph 94b ( manual for courts-martial, 1969 (rev.) ) 

PurposeCs): 

To complete appellate review as required under 10 U.S.C. 864(a) 
and provide central repository accessible to the public who may 
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request information concerning the appellate review or want copies 
of individual public records. ; .■ , 

Routine uses of records maintained in the system, including- catego- 
ries of users and the purposes of such uses: . . 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' ' . . - * 

File folders. 

Retrievability: 

Type of court-martial, date, command which convened the court- 
martial, name of individual defendant, and command which complet- 
ed the supervisory authority's action. 

Safeguards: . 

Files are maintained in file cabinets and other storage devices 
under the control of authorized personnel during working hours; the 
office space in which the file cabinets and storage devices are located 
IS locked outside official working hours. 

Retention and disposal: 

Records are retained for two years after final action by officers 
having superviisory authority over • shor^ activities, and for three 
months by officers having supervisory authority over fleet activities. 
At the termination of the appropriate retention period, records are 
forwarded for storage to the National Personnel Records Center, 
GSA (Military Personnel Records), 9700 Page Boulevard, St. Louis, 
Missouri 63132. Records are destroyed 15 years after final action has 
been taken. ' > 

System managerCs) and address: 

Assistant Judge Advocate General (Military Law), Office, of the 
Judge Advocate General, Department of the NaVy, 200 Stovall St., 
Alexandria, Va. 22332 and appropriate officers having supervisory 
authority over Naval activities. . ' 

Notification procedure: 

Information may be obtained from the Deputy Assistant Judge 
Advocate General (Military Justice), Office of the Judge Advocate 
General, Department of the Navy, 200 Stovall St., Alexandria, Va. 
22332, by written request including the full name of the individual 
concerned, the type of court-martial [(summary or special), the name 
of the command which held the coui-t-martial, and the date of the 
court-martial proceedings. Written requests must be signed by the 
requesting individual. Personal visits may be made to the Military 
Justice Division, Office of the Judge Advocate General, Room 9S09, 
Hoffman Bldg II, 200 Stovall St., Alexandria, Va., 22332. Individuals 
making such visits should be able to provide some accepta|)le identifi- 
cation, e.g. armed forces identification cards, driver's' license, etc. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting C9ntents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Proceedings of summary courts-martial and special, courts-martial 
which did not result in a bad conduct discharge. 
Exemptions claimed for the system: / 
None. , v , 

N05815-1' 

System name: 

Record of Trial of Special Courts-Martial Resulting in Bad Con- 
duct Discharges or Concerning Officers. * ' 

System location: v 

Administrative Support Division, Navy and Marine Coips Appel- 
late Review Activity, Office of the Judge Advocate General, Depart- 
ment of the Navy, Washington Navy Yard, Building 111, Washing- 
ton, DC 20374-2001. 

Categories of individuals covered by the system: 

Navy and Marine Corps personnel tried by special courts-martial 
and awarded a bad conduct discharge, and all Navy and Marine 
Corps commissioned officers tried by special courts-martial. 

Categories of records in the system: 
. Special courts-martial which resulted in a bad.' conduct discharge, 
or involving commissioned officers. 



Authority for maintenance of the system: 

10 U.S.C. 865; 10 U.S.C. 866(b), 5 U.S.C: 301, Departmental Regu- 
lations; and E.O. 11476 of June 19, 1969, as amended by E.O. 11835 
of January 27, 1975, paragraph 94b (maniial for courts-martial, 1969 
(rev.)) . ' • 

Purpose(s): 

To complete appellate review, as required under 10 U.S.C. 866(b) 
and: provide central repository accessible to the public who may 
request information concerning the appellate review or want copies 
of individual public records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records apply to 
this system. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
File folders. 
Retrievability: 

Files are kept by Navy courts-martial number and each case is 
Cross-referenced by an index card which is filed in alphabetical order 
according to the last name of the individual concerned. , . 

Safeguards: 

Files are maintained in file cabinets and other storage, devices 
under the control of authorized personnel during working hours; the 
office space in which the file cabinets and storage devices are located 
is locked outside official working hours. ^ 

Retention and disposal: 

Records are maintained in office for three years and then forward- 
ed to the Federal Records. Center, Suitland, MD 20409 for storage. 
System managerCs) and address:. i 

Assistant Judge Advocate General (Military Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stoyall 
Street, Alexandria, V A 223312-2400. 

Notification procedure: . ' 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Deputy Assistant Judge Advocate General, Administrative 
Support Division, Navy and Marine Corps Appellate Review Activi- 
ty, Office of the Judge Advocate General, Department of the Navy, 
Washington Navy Yard, Building 111, Washington, DC 20374-2001. 
The request should contain the full name and address. 

Personal visits may be made to the Administrative Support Divi- 
sion, Office of the Judge Advocate General, Washington Navy Yard, 
Building 111, Washington, DC 20374-2001. Individuals making such 
visits should be able to provide some acceptable identification, e.g. 
Armed Forces* identification card, driver's license, etc. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Deputy 
Assistant Judge Advocate General, Administrative Support Division, 
Navy and Marine Corps Appellate Review Activity; Office of the 
Judge Advocate General, Department of the Navy, Washington 
Navy Yard, Building 111, Washington, DC 20374-2001. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. .' . . . . 

Record source categories: 

Special courts-martial proceedings. 

Exemptions claimed for the system: 

• None. ' 

N05817-1 

System name: 

Courts-Martial Statistics. . , - . ... ' , , 
> System location: : - , ^ 

Administrative Support Division (Code 40), Navy-Marine Corps 
Appellate Review Activity, Office of the Judge Advocate General, 
Building 111, Washington Navy Yard, Washington, DC 20374-1 111. 

Categories of individuals covered by the system: 
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Navy and Marine Corps personnel tried by general courts-martial 
and by special courts-martial when the special courts-martial sen- 
tence, as finally approved, includes a punitive discharge. 

Categories of records in the system: 

Courts-martial information on special courts-martial if sentence, as 
finally approved, includes a punitive discharge and all general courts- 
martial including name, Social Security Number, pleas, convening 
authority action, supervisory authority action, and Court of Military 
Review action. Information available from 1970 through 198(S only. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and E.O. 9397. 

Purpose(s): 

To collect statistical data on general, and bad conduct discharge 
special courts-martials. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To governmental, public and private organizations and individuals, 
as required. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records also 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

On computer hard disc. 
Retrievability: 

Name, Social Security Number or Navy courts-martial number. 
Safeguards: 

Computer hard disc is located in office which is under observation 
during working hours and is locked at night. The office is located in 
a secure building which is guarded 24 hours a day. Admission is 
allowed only to personnel on official business and authorized visitors. 
The computer is not accessible by telephone modem. 

Retention and disposal: 

Indefinite. 

System manageKs) and address: 

Assistant Judge Advocate General (Military Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria. VA 22332-2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Deputy Assistant Judge Advocate General (Navy-Marine 
Corps Appellate Review Activity), Office of the Judge Advocate 
General, Building 111, Washington Navy Yard, Washington, DC 
20374-1111. Written requests must be signed by the requesting indi- 
vidual. 

Personal visits may be made to the Navy-Marine Corps Appellate 
Review Activity, Office of the Judge Advocate General, Building 
111, Room 48, Washington Navy Yard, Washington, DC 20374- 
1111. Individuals must be able, to provide some acceptable identifica- 
tion, e.g. Armed Forces identification card, driver's license, etc. 

Record access procedures: 

Individuals seeking access to records about themselves in this 
system of records should address written inquiries to the Deputy 
Assistant Judge Advocate General (Navy-Marine Corps Appellate 
Review Activity), Office of the Judge Advocate General, Building 
111, Washington Navy Yard, Washington, DC 20374-1111. Written 
requests must be signed by the requesting individual. 

Personal visits may be made to the Navy-Marine Corps Appellate 
Review Activity, Office of the Judge Advocate General, Building 
111, Room 48, Washington Navy Yard, Washington, DC 20374- 
1111. Individuals must be able to provide some acceptable identifica- 
tion, e.g.. Armed Forces identification card, driver's license, etc. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 

Navy Judge Advocate General Form 5813/1. 

Exemptions claimed for the system: 

None. 



N05819-1 

System name: 
Article 69 Petitions. 
System location: 

Administrative Support Division, Navy and Marine Corps Appel- 
late Review Activity, Office of the Judge Advocate General, Depart- 
ment of the Navy, Washington Navy Yard, Building 111, Washing- 
ton, DC 20374-2001. 

Categories of individuals covered by the system: 

Navy and Marine Corps personnel who were tried by courts- 
martial which were not reviewed by the Navy Court of Military 
Review and when such service member has petitioned the Judge 
Advocate General pursuant to Article 69, Uniform Code of Military 
Justice, for review. 

Categories of records in the system: 

Files contain individual service member's petition together with all 
forwarding endorsements and copy of action taken by the Judge 
Advocate General with supporting memorandum. . 

Authority for maintenance of the system: 

Article 69, Uniform Code of Military Justice (10 U.S,C. 869). 
Purpose(s): 

To complete appellate review as required under 10 U.S.C. 869(b) 
and to provide a central repository accessible to the public who may 
request information concerning the appellate review or want copies 
of individual public records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders. 
Retrievability: 

Records are maintained in chronological calendar order with al- 
phabetical cross-referencing system. 
Safeguards: 

Files are maintained in file cabinets and other storage devices 
under the control of authorized personnel during working hours; the 
office spaces in which the file cabinets and storage devices are 
located are locked outside official working hours. 

Retention and disposal: 

Records are maintained in office for three years and then forward- 
ed to the Federal Records Center, Suitland, MD 20409 for storage. 
System manager(s) and address: 

Assistant Judge Advocate General (Military Law), Offic^ of the 
Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria, VA 22332-2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Deputy Assistant Judge Advocate General, Administrative 
Support Division, Navy and Marine Corps Appellate Review Activi- 
ty, Office of the Judge Advocate General, Department of the Navy, 
Washington Navy Yard, Building 111, Washington, DC 20374-2001. 
The request should contain full name and address of the individual 
concerned and should be signed. 

Personal visits may be made to the Administrative Support Divi- 
sion, Office of the Judge Advocate General, Washington Navy Yard, 
Building 111, Washington, DC 20374-2001. Individuals making such 
visits should be able to provide some acceptable identification, e.g. 
Armed Forces' identification card, driver's license etc. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Deputy 
Assistant Judge Advocate General, Administrative Support Division, 
Navy and Marine Corps Appellate Review Authority, Office of the 
Judge Advocate General, Department of the Navy. Washington 
Navy Yard, Building 222, Washington. DC 20374-2001. < 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
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5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 
Record source categories: 

The records comprise of the following source materials: (1) Peti- 
tions for relief, (2) forwarding endorsements thereon by petitioner's 
commanding officer and convening/supervisory authorities of courts- 
martial (above information is omitted if petitioner is former service 
member), and (3) action of the Judge Advocate General on petition. 

Exemptions claimed for the system: 

None. 

. N05819-2 ^ 

System name: ' ' 
Article 73 Petitions for New Trial. 
System location: 

Administrative Support Division, Navy and Marine Corps Appel- 
late Review Activity, Office of the Judge Advocate General, Depart- 
ment of the Navy, Washington Navy Yard, Building 111, Washing- 
ton, DC 20374-2001. ; 

Categories of individuals covered by the system: . * 

Navy and Marine Corps personnel who siibmitted petitions for 
new trial to the Judge Advocate General within two years after 
approval of their courts-martial sentence by the convening authority 
but after their case had been reviewed by the Navy Court of Military. 
Review" or Court of Military Appeals, if appropriate. : r. 

Categories of records in the system: 

The petition for nevy trial, the forwarding endorsements if the 
petition was submitted via the chain of command, and the action, of 
the Judge Advocate General on the petition. - 

Authority for maintenance of the system: 

Article 73, Uniform Code of Military Justice, (10 U.S.C. 873). 

Purpose(s): ' . ' 

To provide a record of individual petitions in order to answer 
inquiries from the individual concerned and to provide additional 
advice to commands involved when and if such petitions are granted. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses*' that appear at the beginning of the 
Department of the Navy's compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders. r. . . 

Retrievability: , 
Files are kept in alphabetical order according to the last name of 
the individual concerned. 
Safeguards:. , ■ 

Files* are maintained in file cabinets and other storage devices 
under the control of authorized personnel during working hours; the 
office space in which the file cabinets and storage devices are located 
is locked outside official working hours. 

Retention and disposal: 

Records are maintained in office for two years aiid then forwarded 
to the Federal Records Center, Suitland, MD 20409 for storage. 
, System manager(s) and address: 

Assistant Judge Advocate General (Military Law), Office of the 
Judge Advocate General, Department of the Navy, • 200 Stovall 
Street, Alexandria, VA 22332-2400. ; = . * 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Deputy Assistant Judge Advocate General (Military Jus- 
tice), Office of the Judge ' Advocate General, Department of the 
Navy, 200 Stovall Street, Alexandria, VA 22332-2400. The request 
should contain full name and address. 

Personal visits may be made to the Military • Justice Division, 
Office of the Judge Advocate General, Room 9S09, Hoffman Bldg 
II, 200 Stovall Street, Alexandria, V A 22332-2400. Individuals 
should have the following items of ideritificatiori: Driver's license or 
military, identification card. 

Record access procedures: 

Individuals seeking access to records. about themselves contained in 
this system of records should address written inquiries to the Deputy 
Assistant Judge Advocate General (Military Justice), Office of the 



Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria, VA 22332-2400. 

Contesting record procedures: 

The Department of the Navy rules for accessing, records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 

The records are comprised of the following source materials: (1) 
Petitions for new trial; (2) forwarding endorsements thereon by peti- 
tioner's commanding officer and convening/supervisory authorities 
of courts-martial (above information is omitted if petitioner is former 
service member); and (3) action of the Judge Advocate General on 
petitions. . . 

Exemptions claimed for the system: - 

None. , . . . . • , 

N05819-3 

System name: 

Naval Clemency and Parole Board Files. 
System location: 

Naval Clemency and Parole Board, Ballston Tower 2, 801 North 
Randolph Street, Arlington, Va. 22203 

Categories of individuals covered by the system: 

Members or former members of the Navy or Marine Corps whose 
cases have been or are being considered by the Naval Clemency and 
Parole Board. 

Categories of records in the system: 

The file contains individual applications for cliemency or parole, 
reports and recommendations thereon indicating progress in confine- 
ment or while awaiting completion of appellate review if not con- 
fined, or on parole; correspondence between the indiyiduar or his 
counsel and the Naval Clemency arid Parole Board or other Navy 
offices; other correspondence concerning the case; the court-martial 
order and staff Judge Advocate's review; and a summarized record 
of the proceedings of the Board. 

Authority for maintenance of the system: : 

10 U.S.C. 874(a); .952-954. 

Purpose(s): ' • 

The file is used in conjunction with periodic review of the mem- 
ber's or former member's case to determine whether or not clemency 
or parole is warranted. The file is referred to in answering inquiries 
from the member or former member or their counsel. The file is 
referred to by the Naval Discharge Review Board and the Board for 
Correction of Naval Records in conjunction with their subsequent 
review of applications from members or fornier members. The file is 
also used by counsel in connection with representation of members 
or former members before the Naval Clemency and • Parole Board. 

Routine uses of records maintained in the system, includinjg catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Diepartment of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing* of records' in the system: 

Storage: . 

Paper recoirds in file folders. 
Retrievability: 

Folders are filed by name, and social security number or service 
number. 
Safeguards: 

Files are kept within the Naval Clemency and Parole Board adm 
office. Access, office. Access during business hours is controlled by 
Board personnel. The office is locked at the close of business; the 
building in which the office is located employs security guards. 

Retention and disposal: 

.Files are permanent. They are retained in the Naval Clemency and 
Parole Board's administrative office until all portions of the sentence 
have been completed and the discharge has been executed. After that 
the folders are sent to Washington National Records Center, 4205 
Suitland Road, Suitland, MD. 20409 

System manager(s) and address: 

Director, Naval Council of Personnel Boards, Department of the 
Navy, 801 North Randolph Street, Arlington, Va. 22203 
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Notification procedure: 

Information may be obtained from the Naval Clemency and Parole 
Board, Room 905, Ballston Tower 2. 801 North Randolph Street, 
Arlington Va. 22203. ^ 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Information contained in the file is obtained from the member or 
former member or from those acting in their behalf, from confine- 
ment facilities, from military commands and offices, from personnel 
service records and medical records, and from civilian law enforce- 
ment agencies or individuals. 

Exemptions claimed for the system: 

Portions of this system may be exempt under 5 U.S.C. 552a (j)(2) 
as applicable. For additional information contact the system manager. 

N05820-1 

System name: 

International Legal Hold Files. 
System location: 

U.S. Naval Legal Offices in a foreign country. 

Categories of individuals covered by the system: 

Military personnel, members of civilian component and their de- 
pendents who have had criminal charges lodged against them in a 
foreign country. 

Categories of records in the system: 

Computerized summaries and card files containing copies of legal 
documents received and filed relative to the case, statements, affida- 
vits, handwritten notes, and other miscellaneous data about the par- 
ticular case. 

Authority for maintenance of the system: 

5 use 301. 

Purpose(s): 

Used by foreign civilian attorneys in representing the accused, by 
the accused's military advisor in seeking an expeditious settlement of 
the case; by supervisory personnel in the performance of their official 
duties when monitoring the legal hold status of the individuals in- 
volved. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on magnetic tape, file folders and file 
cards. ' 

Retrievability: 

Files are retrieved by name and ssn. 
Safeguards: 

Only personnel in International Law Department are authorized 
access. Building is kept locked when not occupied. 
Retention and disposal: 

For computerized and manual records-retain on tape until the final 
outcome of each case, whether it be by final adjudication or out of 
court settlement and then destroyed. 

System manager(s) and address: 

Commanding Officer or head of the organization in question. See 
directory of Department of the Navy mailing addresses. 
Notification procedure: 

Requester can write to the system manager giving name, rate and* 
service number. Military ID or any standard ID showing applicant's 
photo shall be sufficient for personal visits. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 



The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Foreign judicial system, accused, attorneys representing accused, 
military legal advisor, Provost Marshal's office, subject's command- 
. ing officer, witnesses, and the complainant. 
Exemptions claimed for the system: 
None. 

N05822-1 

System name: 

Yokiisuka Prison Health and Comfort Items. 
System location: 

Commander Fleet Activities, FPO Seattle 98762 
Categories of individuals covered by the system: 
Individuals who have been imprisoned under Japanese Law and 
jurisdiction for various offenses. 
Categories of records in the system: 

Record of request for, receipt of, and issues to of individuals 
imprisoned in Yokosuka Prison located in Yokosuka, Japan. 
Authority for maintenance of the system: 
5 use 301, Departmental Regulations. 
Purpose(s): 

Used for _ billing armed services, other than Navy and Marine 
Corps, for items of health and comfort issued to their personnel 
imprisoned. Billing is prepared in accordance with existing interserv- 
ice support agreements (ISSAS). Additionally, file used to answer 
complaints in instances where prisoners contend they are not sup- 
ported properly. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folder. 

Retrievability: 

Alphabetically by surname. New individual files instituted with 
arrival of individual in prison. Previous files retrieved to semi-active 
for one year and thereafter destroyed without report. 

Safeguards: 

Files maintained in locked file cabinet in locked office. 
Retention and disposal: 
. Destroyed without report after two years. 
System manager(s) and address: 
Commander Fleet Activities, FPO Seattle 98762. 
Notification procedure: 

Requests from individuals should be addressed to the systems man- 
ager listed above and provide, as a minimum, the following informa- 
tion: Rank/rate, full name, branch of service, and social security 
number. Files maintained in logistics with command and requesters 
may visit this office for review of their files during normal working 
hours. Proof of identification limited Armed Forces Identification 
Cards or Passports. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
systems manager. 

Record source categories: 

Prison officials. 

Exemptions claimed for the system: 

None. 

N05830-1 

System name: 
JAG Manual Investigative Records. 
System location: 
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Office of the Judge Advocate General (Code 21), Department of 
the Navy, 200 Stovall St, Alexandria, Va 22332 

Categories of individuals covered by the system: 

Any individual who participated in; who was involved in, who 
incurred an injury, disease, or death in, v/ho was intoxicated (drugs 
or alcohol) during, before, or after, or who , had an interest in any 
accident, incident, transaction, or situation involving or affecting th^ 
Department of the Navy, naval personnel, or any procedure, oper- 
ation, material, or design involving the Department of the Navy. 

Categories of records in the system: 

The records contain all documented evidence relevant to, the item^ 
under investigation, together >yith an investigating officer's report, 
which makes flndings of fact and expresses opinions and recommen- 
dations, the reviewing authority's actions which either approved or 
modified the investigating officer's report or returned the entire 
record for further investigation or remedial action to perfect the 
record, and, the results of hearings afforded persons who incurred 
injuries and diseases, to allow them to explain or rebut adverse 
information in the record. The Judge Advocate General's corre- 
spondence to locate and obtain required investigations is also includ- 
ed in the record. Some records contain only a field command's . 
explanation as to why investigation is not required, together with 
documents pertinent to this lack of requirement. Some records con- 
tain only an accident, injury, or death report, prepared for the De- 
partment of the Navy by the Army, Air Force, Coast Guard, or 
other agency under reciprocal agreements, in situations where the 
Navy or Marine Corps could not conduct the investigation. 

Authority for maintenance oif the system: 

Requirement that enlisted men make up time lost due to miscon- 
duct or abuse of alcohol or drugs, ( 10 U^S.C. 972(5) ); retirement or 
separation for physical disabiHty (10 U.S.C. 1201-1221); Executive 
Order 11476, Manual for Court-Martial, par. 133b; Uniform Code of 
Military Justice, 10 U.S.C. 815, 832, 869, 873, 935, 936, and 938-940; 
Military Claims Act (10 U.S.C. 2733); Foreign Claims Act (10 U.S.C. 
3724, 2734a, 2734b); Emergency payment of claims (10 U.S.C. 2736); 
Non-scope claims (10 U.S.C. 2737); Duties of Secretary of the Navy 
(10 U.S.C. 5031); Duties of the Office of the Chief of Naval Oper- 
ations (10 U.S.C. 5081-5082, 5085-5088); Duties of the Bureaus and 
Offices of the Department of the Navy and duties of the Judge 
Advocate General (10 U.S.C. 5131-5153); Duties of the Commandant 
of the Marine Corps (U.S.C. 5201); Reservist's disability and death 
benefits (10 U.S.C. 6148); Requirement of exemplary conduct (10 
U.S.C. 5947); Promotion of accident and occupational safety by Sec- 
retary of the Navy (10 U.S.C. 7205); Admiralty claims (10 U.S.C. 
7622-23); Public Vessels Act (46 U.S.C. 781-790); Suits in Admiralty 
Act (46 U.S.C. 741-752); Admiralty Extension Act (46 U.S.C. 740); 
Transportation Safety Act (49 U.S.C. 1901); Federal Tort Claims Act 
(28 U.S.C. 1346, 2671-2680); Financial liability of accountable officers 
(31 U.S.C. 82, 89-92); Military Personnel and Civilian Employee's 
Claims Act of 1964, as amended (3r U.S.C. 240243); Federal Claim 
Collection Acts (31 U.S.C. 71-75, 951-953); Forfeiture of pay for time 
lost due to incapacitation caused by alcohol or drug use (37 U.S.C. 
802); Eligibility for certain veterans benefits (38 U.S.C. 105); Postal 
claims (39 U.S.C. 712); Medical Care Recovery Act (42 U.S.C. 2651- 
2653); General authority to maintain records (5 U.S.C. 301); Rcicords 
management by agency heads (44 U.S.C. 3101). 

Purpose(s): . - - - V 

JAG Manual Investigative Records are useid internally within the 
Department of the Nayy as basis for evaluating procedures oper- 
ations, material, and designs with a view to improving the efficiency 
and safety of the Department of the Navy; determinations concerning 
status of personnel regarding disability benefits, entitlements to pay 
during periods of disability, severance pay, retirement pay, increases 
of pay for longevity, survivors' benefits, and involuntary extensions 
of enlistments, dates of expiration of active obligated service and 
accrual of annual leave; determinations concerning relief of accounta- 
ble personnel from liability for losses of public funds or property; 
determinations pertaining to disciplinary or punitive action and eval- 
uation of petitions, grievances, and complaints; adjudication, pursuit, 
or defense of claims for or against the Government; and public 
information releases. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ^ 

To officials and employees of the Veterans Administration for use 
in determinations concerning entitlements to veterans and survivors' 
benefits. 

To Servicemen's Group Life Insurance administrators for determi- 
nations concerning payment of life insurance proceeds. 



To the U.S. Government Accounting Office for purposes of deter- 
minations concerning relief of accountable personnel from liability 
for losses of public funds and related fiscal matters. 

To agents and authorized representatives of persons involved in 
the incident, for use in legal or administrative, matters. 

To contractors for use in connection with settlement, adjudication, 
or defense of claims by or against the Government, arid for use in 
design and evaluation of products, services, and systems. 

To agencies of the Federal, State or local law enforcement authori- 
ties, court authorities, administrative authorities, and regulatory au- 
thorities, for use in connection, with civilian and military criminal, 
civil, administrative, and regulSfory proceedings and actions. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: . " 

Paper documents stapled together (with real evidence, if any, at- 
tached) in paper file folders and stored in metal file cabinets, on 
shelves, and in cardboard boxes. " . . v. 

Retrievability: 

Records are filed in calendar year groupings by surname of indi- 
vidual, bureau number of aircraft,' name of ship, hull number of 
unnamed watercraft, or vehicle number of Government vehicles. 
Incidents are topically cross-referenced. ) 

Safeguards: 

Files are maintained in file cabinets and other storage devices 
under the control of authorized personnel during working hQurs; the 
office spaces in which the file cabinets and storage devices are 
located are locked outside official working hours. 

Retention and disposal: 

The records are retained permanently. All naval activities which 
prepare JAG Manual Investigative Records, or which are intermedi- 
ate addresses, typically retain duplicate copies'tin local files for a two- 
year period. , . 

System managerCs) and address: 

Assistant Judge Advocate General (Civil Law) Office of the Judge 
Advocate General, Department of the Navy, 200 Stovall St., Alexan- 
dria, Va. 22332 

Notification procedure: 

Information may be obtained by written request to the system 
manager. The request must contain the following: (a) An adequate 
description of the individual about whom the record is retained (e.g., 
full name, date of birth, etc.); (b) the calendar year to be searched, 
and the approximate date of the incident which was the subject of 
the investigation; (c) a signed and notarized statement of the identity 
of the requester; (d) the present mailing address of the requester, 
including ZIP code; (e) the present day-time telephone number of the 
requester, including area code; (0 the request must be signed by the 
individual. No telephone inquiries will be processed. ^ 

Record access procedures: 

Requests from individuals for access should be addressed to the 
system manager. The request must include a . signed and notarized 
statement of identity. Personal visits may be made to: Office of the 
Judge Advocate General (Code 21), Investigations Division, Room 
8S23, Hoffman Bldg II, 200 Stovall Street, Alexandria, Va 22332 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the system manager. 

Record source categories: 

Records of JAG Manual Investigations are compilations of evi- 
dence, information, and data concerning the circumstances of inci- 
dents, accidents, events, transactions, and situations, prepared by ad- 
ministrative fact-finding bodies for utilization by proper authorities in 
making determinations, decisions, or evaluations relating to the mat- 
ters under investigation. Records may. contain: (1) Testimony or 
statements of individuals who are parties to the investigations, wit- 
nesses, and others having pertinent knowledge concerning matters 
under investigation; (2) documentary evidence, typically including 
records and reports of military or Federal, State, or foreign, civilian 
law-enforcement investigative, judicial^ or corrections • authorities; 
medical records and reports, investigations and accident and injury 
reports prepared by Federal, State, or foreign governmental agencies 
or other organizations or persons; court records and other public 
records; official logs and other official naval records; letters and 
correspondence; personnel, pay, and medical records; financial 
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records, receipts; and cost estimates; publications, and other pertinent 
documents and writings; (3) pertinent real evidence; and (4) pertinent 
demonstrative . 

Exemptions claimed for the system: 
None. 

N0586M 

System name: 

Private Relief Legislation. 

System location: 

Office of Legislative Affairs 

Department of the Navy 

Pentagon, Room 5C831 

Washington, DC 20350 . 

Categories of individuals covered by the system: 

Individuals concerning whom private legislation is introduced in 
the U.S. Congress. 
Categories of records in the system: 

Letters to Congressional Committees, expressing the views of the 
department concerning the legislation and records necessary to pre- 
pare the letters. 

Authority for maintenance of the system: 
5 U.S.C. 301; Departmental Regulations. 
Purpose(s): 

To prepare for Congress the position of the Department concern- 
ing proposed legislation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To members of Congress to provide the Navy position on pro- 
posed legislation. ^ 

To officials and employees of the Office of Management, and 
Budget to clear the Navy position on proposed legislation. 

To other executive agencies who would have an interest in the 
Navy's position on the proposed legislation and/or the Navy's posi- 
tion would impact on that agency. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders. 

Retrievability: 

Name. 

Safeguards: 

Access generally limited to personnel of the Office of Legislative 
Affairs. Stored in a locked office. 
Retention and disposal: 

Retained for at least 6 years or as long as the legislation is active if 
more than 6 years and then moved to Federal Records Center, GSA 
Accession Section, Washington, DC 20409 

System manager(s) aiid address: 

Chief of Legislative Affairs 

Department of the Navy 

Pentagon, Room 5C83 1 

Washington. DC 20350 

Notification procedure: 

System manager; full name, term and session of Congress when bill 
introduced, bill number, sponsor of bill (if available); Office of Legis- 
lative Affairs, Department of the Navy, Pentagon, Washington, DC 
driver's license or similar substitute. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Member of Congress; individual about whom file is maintained and 
individuals from whom he solicits information; other Navy, Marine 
Corps, and DOD components; OMB; and other interested executive 
agencies. . , . 

Exemptions claimed for the system: 
None. 



N05870.1 

System name: 

Patent, Invention, Trademark, Copyright and Royalty Files. 
System location:* 

Office of Naval Research, 800 North Quincy Street, Arlington, 
VA, 22217 

Categories of individuals covered by the system': . 

Inventors and patent owners of inventions in which Government 
has an interest or which Department of the Navy has evaluated; 
copyright owners of works in which Government has an interest; 
and claimants or parties in administrative proceedings or litigation 
with the Government involving patents, copyrights or trademarks. 

Categories of records in the system: ' 

Invention disclosures; disposition of rights in inventions of Govern- 
ment employees; patent applications and patented files; patent li- 
censes and assignments; patent secrecy orders; copyright licenses and 
assignments; patent and copyright royalty matters; administrative 
claims and litigation with the Government involving patents, copy- 
rights and trademarks including private 'relief legislation involving 
these matters; and documents and correspondence relating to the 
foregoing. 

Authority for maintenance of the system: 

10 use 5151. 

Purpose(s): 

Used by Navy patent personnel to determine rights of the Govern- 
ment and employees in employee inventions; to file and prosecute 
patent applications; to publish invention disclosures for public infor- 
mation and defensive purposes; to provide evidence and record of 
Government interest in or under patents or applications for patents; 
to provide evidence and record of patent and copyright licensing and 
assignment; to determine action or recommended action regarding 
disposition of claims or litigation; and to recommend Government 
employee incentive awards. Used by other Navy/Marine Corps com- 
mands to determine Governnient interest in inventions; to permit 
utilization of . inventions; and to support employee incentive awards. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the U.S. Patent and Trademark 
Office to determine respective rights of the Government and employ- 
ee-inventors and to evidence legal interests in patent and copyright 
licenses and assignments; and for the prosecution of patent, applica- 
tions. 

To the Commissioner of Patents and Trademarks to adniinister 
Patent Secrecy responsibilities. 

To the Federal Council for Science and Technology as a source of 
statistical data for an annual report on Government patent policy. 

To appropriate foreign government offices for prosecution of 
patent applications. 

To officials and employees of the U.S. Copyright Office to evi- 
dence legal interests in patent and copyright licenses and assignments. 

To the National Technical Information Service for publication of 
inventions available for licensing; non-governmental personnel (in- 
cluding contractors and prospective contractors) having an identified 
interest in particular inventions and Government rights therein, in 
infringement of particular patents or copyright, or in allowance of 
royalties on contracts. 

To the Congress in the form of reports on particular bills for 
private relief and reports of action on Congressional and constituent 
requests. 

To government agencies involved in claims or litigation, including 
the Department of Justice, who have access to prosecute and defend 
cases. 

To all government agencies who have access to license records. 

To parties involved in particular licensing arrangements who have 
access to specific files involved. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and card files. 
Retrievability: 

Subject matter; Navy patent case number; name of inventor, pat- 
entee, copyright owner, claimant or correspondent. 
Safeguards: 
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Maintained in safes and file cabinets in controlled spaces accessible 
only by authorized personnel who are properly instructed in the 
permissible use of the information. 

Retention and disposal: 

Maintained indefinitely but records are transferred to Federal 
Records Center two years after completed action on case to which 
record relates. 

System manager(s) and address: 

Assistant. Chief for Patents, Code 300, Office of Naval Research, 
Arlington, VA, 22217 ^ 
Notification procedure: ' 

Direct information requests to system manager. 
Record access procedures: 

The Agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's, rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Information obtained from individual inventor, patent or copyright 
owner, claimant, licensor or licensee, or from. U.S. Patent and Trade- 
mark Office, or from U.S. Copyright Office, information on Govern- 
ment employee-inventors or copyright owners may be obtained from 
Government personnel records and from Government supervisors. 

Exemptions claimed for the system: 

None. 

N05880.2,, 

System name: ' 
Admiralty Claims Files. 
System location: 

Office of the Judge Advocate General; Office of the Commander- 
in-Chief, United States Naval Forces, Europe; Office of the Com- 
mander, Sixth Fleet; and the Federal Records Center, Suitland, 
Maryland. , Local commands with which claims under the Public 
Vessels Act and the Suits in Admiralty Act are initially filed, typical- 
ly retain copies of such claims and accompanying files. Official mail- 
ing addresses of these locations* are included in. the Department of the 
Navy directory of mailing addresses. 

Categories of individuals covered by the system: 

All individuals who have asserted claims or instituted suits under 
the Public Vessels Act and Suits in Admiralty Act against the De- 
partment of the Navy in the name of the United States and all 
individuals who have instituted suits against third parties who have 
impleaded the Department of the Navy in the name of the United 
States. 

Categories of records in the system: 

The files may contain claims filed, correspondence, investigative 
reports, accident reports, medical and dental records, x-rays, allied 
reports (such as local police investigations, etc.), photographs, draw- 
ings, legal memoranda, opinions of experts, and court documents. 

Authority for maintenance of the system: 

Admiralty Claims Act (10 U.S.C 7622); 5 U.S.C. 301; 44 U.S.C. 
3101 
Purpose(s): 

Used in the administrative evaluation and settlement of admiralty 
claims asserted against the Navy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Department of Justice to defend 
civil maritime suits brought against the U.S. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders stored in file cabinets or other storage 
devices. 

Retrievability: 

Filed alphabetically by name of claimant. 
Safeguards: 

Files are maintained in file cabinets or other storage devices under 
the control of authorized personnel during working hours; the office 



space in which the file cabinets and storage devices- are located is 
locked outside of official working hours. 
Retention and disposal: 

Records are retained in active files until each claim is settled or 
litigation resulting therefrom has been concluded. Thereafter, the 
files are maintained within the office for two years and then retired 
to the Federal Records Center, Suitland, Maryland. 

System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, Va. 22332. 

Notification procedure: . 

Information may be obtained from the system manager. Requesting 
individuals should specify their full narnes. Visitors should be able to 
identify themselves by any commonly recognized evidence of identi- 
ty. Written requests must be signed by the requesting individual. 

Record access procedures: 

Requests from individuals should be addressed to the system man- 
ager. Written requests for access should contain the full name of the 
individual, current address and telephone number, and the serial code 
of any prior correspondence received from this office pertaining to 
the request. For personal visits, the individual should be able to 
provide some acceptable identification, e.g.,, driver's license, etc., and 
give some verbal information that could be verified in the file. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations may be obtained from the system manager. 
Record source categories: 

The sources of information contained in the files include the fol- 
lowing: X-rays, medical and dental records from civilian and military 
doctprs and medical facilities; investigative reports; witnesses; and 
correspondence from claimants and their representatives. 

Exemptions claimed for the system: 

None. * 

N05890-i 

System name: 
Claims Information System. ' 
System location: 

Primary location: Office of the Judge Advocate General, Depart- 
ment of the Navy, 200 Stovall St., Alexandria, VA 22332-2400." 

Secondary locations: Federal Tort Claims Files and Military 
Claims Files: Offices of the Commandants of the Naval Districts, 
Naval Legal Service Offices and Branch Offices, overseas commands 
with a Navy or Marine Corps judge advocate attached, and the 
Federal Records Center, Suitland, MD. Local commands, with 
which claims under the Federal Tort Claims Act or Military Claims 
Act are initially filed, typically retain copies of such claims and 
accompanying files. 

Affirmative Claims Files: Offices of the Commandants of the 
Naval Districts; Naval Legal Service Offices and Branch Offices of 
the Officers in Charge of U.S. Sending State Offices; overseas com- 
mands a Navy or Marine Corps judge advocate attached; the Federal 
Records Center, Suitland, MD; and such otHer offices or officers as 
may be designated by the Judge Advocate General. 

Foreign Claims Files: United States Sending State Office for Italy; 
United States Sending Office for Australia; Naval Missions (including 
the office of the naval section of military missions); Military Assist- 
ance Advisory Groups (including the Office of Chiefs, Naval Sec- 
tion, Military Assistance Advisory Groups); Office of the Naval 
Advisory to Argentina; naval attaches; any. command which has 
appointed a Foreign Claims Conimission; and, the Federal Records 
Center, Suitland, MD. Local commands, with which claims under 
the Foreign Claims Act are initially filed and which do not have or 
choose to appoint a Foreign - Claims Commission, typically retain 
copies of such claims and accompanying files. 

Nonscope Claims Files: Naval Legal Service Offices and Branch 
Offices, overseas commands with a Navy or Marine Corps judge 
advocate attached, and the Federal Records Center; , Suitland, MD. 
Local commands, with which claims under the "Nonscope'* Claims 
Act are initially filed, typically retain copies of such claims and 
accompanying files. 

Military and Civilian Employees'. Claims Files: Naval Legal Serv- 
ice Offices; Offices of the Commandants of the Naval Districts; 
Naval Legal Service Branch Offices; the Federal Records Center, 
Suitland, MD; naval activities where there are officers specifically 
designated by the Judge Advocate General to adjudicate personnel 
claims. ; 
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U.S. Postal Service Indemnity Claims Files: Federal Records 
Center, Suitland, MD 20409, 

Categories of individuals covered by the system: 

All individuals who have filed claims against the Department of 
the Navy under the Federal Tort Claims Act, the Foreign Claims 
Act, Military Claims Act, the "Nonscope'* Claims Act, or Military 
and Civilian Employees' Claims Act. All individuals who have filed 
claims with the U.S. Postal Service for loss or damage to mailed 
matter, and which claims have been paid by the U.S. Postal Service 
and thereafter forwarded for reimbursement by the Department of 
the Navy pursuant to 39 U.S.C. 406, 2601. All individuals against 
whom the Navy has claims sounding in tort, and all individuals who 
are in the military or are dependants of military members and have 
been provided medical care by a Naval medical facility for injuries 
resulting from such tortious conduct. All command carriers against 
whom recovery has been sought by the Department of the Navy. 
Any medical personnel involved in medical malpractice claims 
against the Department of the Navy. 

Categories of records in the system: 

The files may contain claims filed, correspondence, investigative 
reports, medical and dental records, x-rays, allied reports (such as 
police and U.S. Postal Service investigations), photographs, draw- 
ings, legal research and memoranda, opinions of experts and others, 
court documents, reports of injuries to individuals entitled to care at 
Navy expense, reports of damage to Navy property, statements of 
charges for medical and dental treatment, copies of orders, copies of 
insurance policies, government bills of lading, copies of powers of 
attorney, estimates of loss or damage, inventories, demands on carri^ 
ers for reimbursement, substantiating documents. 

Authority for maintenance of the system: 

Federal Tort Claims Act (28 U.S.C. 1346(b), 2671-2680); 32 CFR 
750.30-750.49; Medical Care Recovery Act (42 U.S.C. 2651-2653); 
Federal Claims Collection Act (31 U.S.C. 3701, 3711, 3716-3719); 32 
CFR 757.1-757:21; Foreign Claims Act (10 U.S.C. 2734); Military 
Claims Act (10 U.S.C. 2733); 32 CFR 750.50-750.59; "Nonscope" 
Claims Act (10 U.S.C. 2737); 32 CFR 750.60-750.69; Military and 
Civilian Employees Claims Act (31 U.S.C. 3701, 3721); 32 CFR 
751.0-751.3; 10 U.S.C. 1552; 39 U.S.C. 406, 2601; 5 U.S.C. 301; 44 
U.S.C. 3101; and 31 U.S.C. 3729. 

Purpose(s): 

To manage, evaluate, and process claims both for and against the 
Department of the Navy for purposes of adjudication, collection and 
litigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

For Federal Tort Claims Files and Military Claims Files: To the 
claimant or his authorized representative for those claims for which 
payment is determined proper. To third parties in those cases in 
which they indemnify the U.S. Government or to verify claims. To 
officials and employees of the Department of Treasury for those 
claims for which payment is determined proper. 

For Affirmative Claims Files: To insurance companies to support 
claims by documenting injuries or diseases for which treatment was 
provided at government expense. To civilian attorneys representing 
injured parties and the government's interests. 

For Foreign Claims Files: The files or portions thereof may be 
furnished to the claimant or his authorized representatives. 

For those claims for which payment is determined proper, the files 
or portions thereof may be provided to the Department of the Treas- 
ury. 

For Nonscope Claims Files: To officials and employees of the 
Department of Justice to defend unauthorized suits brought against 
the U.S. under the Military Personnel and Civilian Employees* 
Claims Act. 

To the claimant or his/her authorized representative. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices to this 
systeni. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders stored in file cabinets or other storage 
devices. Some records are also maintained on magnetic disc, magnet- 
ic tape, or otherwise within a computer system. 

Retrievability: 

Filed alphabetically by name of claimant or by a locally assigned 
claim number. Additionally, Military Personnel and Civilian Employ- 
ees' Claims Act files may be filed alphabetically by name of common 
carrier, warehousemen, contractors, and insurers. 



Safeguards: 

Documents and computer disks are maintained in file cabinets or 
other storage devices under the control of authorized personnel 
during working hours. Password access is restricted to. those person- 
nel with a need-to-know. The office space in which the file cabinets 
and storage devices are located is locked and guarded outside official 
working hours. 

Retention and disposal: 

Records are maintained permanently. Typically files located in the 
Office of the Judge Advocate General are transferred to the Federal 
Records Center, Suitland, MD, three years after disposition of the 
case. 

System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, VA 22332-2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Assistant Judge Advocate General (Civil Law), Office of 
the Judge Advocate General, Department of the Navy, 200 Stovall 
St., Alexandria, VA 22332-2400. The request should contain full 
name and address of the individual concerned and must be signed. 
Visitors should be able to identify themselves by any commonly 
recognized evidence of identity. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Assist- 
ant Judge Advocate General (Civil Law), Office of the Judge Advo- 
cate General, Department of the Navy, 200 Stovall St., Alexandria; 
VA 22332-2400. 

Contesting record procedures: 

The Department of the Navy rules for accessing rules for access- 
ing records and contesting contents and appealing initial determina- 
tions by the individual concerned are published in Secretary of the 
Navy Instruction 5211.5; 32 CFR part 701; or may be obtained from 
the system manager. 

Record source categories: 

The sources of information contained in the files include the fol- 
lowing: X-rays and medical and dental records from civilian and 
military doctors and medical facilities; investigative reports of acci- 
dents from military and civilian police agencies; reports of circum- 
stances of incidents from operators of Government vehicles and 
equipment; witnesses; correspondence from claimants, their insurance 
companies, state commissions, United States Attorneys, and various, 
other Government agencies with information concerning the claim; 
line of duty investigations; commercial credit and asset reports; ques- 
tionnaires completed by accident victims; statements of charges from 
civilian and military doctors and medical facilities; information pro- 
vided by the claimant; investigative reports from personal property 
offices; investigative reports from a ihilitary member's command or 
an investigative agency; information contributed from commercial 
carriers; substantiating documents; allied reports (such as U.S. Postal 
Service investigative reports); legal memoranda. 

Exemptions claimed for the system: 
None. 

N05890-8 

System name: 
NAVSEA Radiation Injury Claim Records. 
System location: 

Naval Sea Systems Command Code 08, Washington, DC 20362 

Categories of individuals covered by the system: 

Individuals employed by the Navy and Navy contractors who 
have alleged radiation injury from radiation exposure associated with 
Naval Nuclear Propulsion plants. 

Categories of records in the system: 

Excerpts from personnel medical records. Navy field organization 
and Navy contractor work histories and Navy and Labor Depart- 
ment correspondence. 

Authority for maintenance of the system: 
5 use 301, Departmental Regulations. 
Purpose(s): 

Technical evaluation of radiation injury compensation claims by 
NAVSEA Radiological Control Managers. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving^ accessing, retaining, and 
disposing of records in the system: 

Storage: 
File folders. 
Retrievability: 
Alphabetical by name. 
Safeguards: 

Locked in safe and specific permission of custodian. 

Retention and disposal: 

Indefinitely. 

System manager(s) and address: 

Naval Sea Systems Command Code 08, Washington, DC 20362 
Notification procedure: 

Contact System Manager; provide name, organization where em- 
ployed at time of alleged injury and supporting evidence. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. • 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Personnel medical records and Navy and contractor work histo- 
ries. 

Exemptions claimed for the system: 
None. 

N05891-1 

System name: 

Litigation Case File. 
System location: 

Office of the Judge Advocate General, Department of the Navy, 
200 Stovall St., Alexandria, Va. 22332. 

Categories of individuals covered by the system: 

All individuals who may institute or have instituted litigation con- 
cerning matters under the cognizance of the Department of the Navy 
excepting those cases arising: (1) In admiralty, (2) under the Federal 
Tort Claims Act, and from matters under the cognizance of the 
General Counsel's Office. 

Categories of records in the system: 

All records, correspondence, pleadings, documents, memoranda, 
and notes relating to the litigation or anticipated litigation. 
Authority for maintenance of the system: 
5 U.S.C. 301, 10 U.S.C 5148, and 44 U.S.C. 3101. ' 
Purpose(s): 

To represent the Department of the Navy and cognizant officials 
in litigation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To U.S. Attorney's, litigants and other parties in litigation. 

To Federal and state courts to whom and which information may 
be provided. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy^s compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 
Retrievability: 

Retrievable by last name of the litigant or anticipated litigant. 
Safeguards: 

Records are maintained in file cabinets accessible only to persons 
responsible for servicing the record system in performing their offi- 
cial duties. . ' 

Retention and disposal: 



Generally retained in office files for four years after final action, 
then destroyed. Specially designated files are retained for longer 
periods. 

System manager(s) and address: 

Judge Advocate General, Department of the Navy, 200 Stovall 
St., Alexandria, Va. 22332. 
Notification procedure: 

Information may be obtained from the system manager. 
Record access procedures: 

Access is not permitted to this system. See 5 U.S.C. 552a (d)(5). 
Contesting record procedures: 

The Navy's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned niay be 
obtained from the system manager. 

Record source categories: 

From all sources with information which may impact upon actual 
or anticipated litigation, e.g., other record systems within DON, 
DOD, and other agencies and departments of the Federal Govern- 
ment, particularly the Department of Justice; state and local govern- 
ments and law enforcement agencies; counsel and parties in litigation; 
third parties who provide information voluntarily or in response to 
discovery, etc. 

Exemptions claimed for the system: 

None. 

N06150-1 

System name: 

Medical Department Professional/Technical Personnel Develop- 
ment. 

System location: 

Naval Medical Command, Navy Department, Washington, DC 
20372-5120; individual's duty station or reserve unit (see Directory of 
the Department of the Navy Mailing Addresses); Military Sealift 
Command, Navy Department, Washington, DC 20390; National Per- 
sonnel Records Center, (Military Personnel Records), 9700 Page 
Avenue, St. Louis, Missouri 63132; National Personnel Records 
Center, (Civilian Personnel Records), 111 Winnebago St., St. Louis, 
MO 63118; Naval Medical Command managed education and train- 
ing activities (see Directory of Department of the Navy Mailing 
Addresses); various colleges and universities affiliated with COM- 
NAVMEDCOM managed education and training activities. 

Categories of individuals covered by the system: 

Navy (military and civilian) health care personnel; applciants to 
student status in Navy Aerospace Medicine, Navy Aerospace Physi- 
ology and Navy Aerospace Experimental Psychology; Navy (mili- 
tary and civilian) personnel qualified as divers or involved in other 
professional/specialty /technical training; Navy (military and civilian) 
personnel exposed to occupational/environmental hazards; distin- 
guished/noted civilian physicians employed by the Navy in capacity 
of lecturer/consultant. 

Categories of records in the system: - 

Personnel records, including demographic, medical, and personal 
data, records of disciplinary, administrative, and credentialing, and 
punitive actions, curricula vitae of both active-duty and civilian lec- 
turers/consultants. 

Authority for maintenance of the system: 

Title 10, 5 U.S.C. 301; Title 10, CFR part 20, Standards for 
Protection Against Radiation. 
Purpose(s): 

To manage the Naval Medical Command's management of health 
care personnel, including education and training activities; procure- 
ment; assignments planning; professional/specialty/technical training; 
credentialing; promotional decisions; career development planning; 
evaluation of candidates for position of lecturer/consultant; mobiliza- 
tion, planning, and verification of reserve service; surgical team con- 
tingency planning. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

information of ad versed actions, including administrative or disci- 
plinary actions or revocations of health care providers' clinical cre- 
dentials may be disseminated to the various federal and state licen- 
sure boards, professional regulating bodies, and appropriate military 
and civilian organizations and facilities. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 
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Policies and practices for storing, retrieWng, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Automated records stored on disc, tape, punched cards, and ma- 
chine listings. Manual records stored in card files and folders in filing 
cabinets. 

Retrieirability: 

Manual records retrieved by full name, SSN, file numbers, pro- 
gram title or locator card. Automated records retrieved by key to 
any data field. 

Safeguards: 

Records maintained in monitored or controlled access rooms or 
areas; public access to the records is not permitted; computer hard- 
ware is located in supervised areas; access is controlled by password 
or other user code system; utilization reviews ensure that the system 
is not violated. Access is restricted to personnel having a need for 
the record in the performance of their duties. Buildings/rooms 
locked outside regular working hours. 

Retention and disposal: 

Medical Department personnel professional development and train- 
ing records; Headquarters, COMNAVMEDCOM records-retained 
at COMNAVMEDCOM for duration of member's service, then re- 
tired to NPRC, St. Louis for 10 year retention; COMNAVMED- 
CON field activities-retained 5 years, then destroyed. 

Radiation exposure records; personnel exceeding exposure limits- 
retained at COMNAVMEDCOM 50 years, then destroyed; all 
others-retained 5 years, then destroyed. 

Surgical support team records; Headquarters, COMNAVMED. 
COM-destroyed upon termination of active duty service; COM- 
NAVMEDCOM field activities-destroyed upon termination of duty 
at the Medical Department facility. 

Curricular vitae of lecturers/consultants-destroyed upon termina- 
tion of status at the Medical Department facility. 

System manager(s) and address: 

Commander, Naval Medical Command, Navy Department, Wash^ 
ington, DC 20372-5120; Director, National Personnel Records 
Center, (Military Personnel Records), 9700 Page Avenue, St. Louis, 
Missouri 63132; Director, National Personnel Records Center, (Civil- 
ian Personnel Records), 1 1 1 Winnebago Street, St. Louis, Missouri 
63118; Commanding Officers of naval activities, ships and stations. 

Notification procedure: 

Offices where requester may visit to obtain information of records 
pertaining to the individual Potomac Annex, 23rd and E Streets, 
NW, Washington, DC 20372-5120; Navy medical centers and hospi- 
tals; other Navy health care facilities; and COMNAVMEDCOM 
managed education and training facilities. 

The individual should present proof of identification such as an 
LD. Card, driver's license, or other type of identification bearing 
signature and photograph. 

Written requests may be addressed as follows: 

Active duty Navy members or civilian employees presently work- 
ing for the Navy should address requests to the Commanding Officer 
of the Facility or ship where they are stationed or employed. 

Former members of the Navy should address requests to the Di- 
rector, National Personnel Records Center, (Military Personnel 
. Records), 9700 Page Avenue, St. Louis, Missouri 63132. 

Former civilian employees of the Navy should address requests to 
the Director, National Personnel Records Center, (Civilian Personnel 
Records), 111 Winnebago Street, St. Louis, MO 63118. 

All written requests should contain full name, rank, SSN, file 
number (if any) and designator. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 
Contesting record procedures: 

The agency's rules for contesting and appealing initial determina- 
tions by the individual concerned may be obtained from the systems 
manager. 

Record source categories: 

Military headquarters, offices and commands; education institutions 
at training hospitals; boards, colleges and associations of professional 
licensure and medical specialties; personnel records; information sub- 
mitted by the individual; automated system interface. 

Exemptions claimed for the system: 

None. 

N06150-3 

System name: 



Naval Health/Dental Research Center Data File. 
System location: 

Naval Medical Research and Development Command, Naval Med- 
ical Research Institute and/or Naval Dental Research Institute to 
which individual is assigned (see Directory of the Departnient of the 
Navy Mailing Addresses). 

Categories of individuals covered by the system: 

For medical: Navy and Marine Corps personnel on active duty 
since 1960 to date. Civilians taking part in Operation Deep Freeze, 
1964 to date. For dental: Navy and Marine Corps personnel on 
active duty since 1967 to date. 

Categories of records in the system: 

Extracts of information from official medical/dental and personnel 
records, results of dental examinations conducted by staff research 
scientists, as well as information dealing with biographical, attitudes, 
and questions relating to medical and dental health patterns during 
active service or prior to active duty. 

Authority for maintenance of the system: 

10 use 5031 
Purpose(s): 

To research, monitor and analyze the types and frequency of 
medical and dental diseases and illnesses in Navy and Marine Corps 
personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the begini^ing of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Files are maintained on magnetic tape, flexible and hard disks, 
paper files, punch cards and optically marked cards. 
Retrievability: 

Retrievability is by Social Security number or service number as 
appropriate for military and former military personnel. Civilians are 
by name only. 

Safeguards: 

Access is restricted to personnel having a need to work with the 
research data stored. Access is controlled by password for health 
records stored on magnetic tape. Computerized dental research 
records contain ID numbers that can be matched to SSN's on Code 
sheets maintained by research personnel. 

Retention and disposal: 

Research records are permanent. They are maintained for five 
years at the activity performing the research and then retired to the 
Federal Records Center, St. Louis, Missouri. 

System manager(s) and address: 

Commanding Officer of the activity in question (see Directory of 
Department of the Navy Mailing Addresses). 
Notification procedure: 

Navy and Marine Corps personnel . and former serving members 
must provide a social security number or service number as appropri- 
ate, give the branch of service, and years of active duty. Civilians in 
Operation Deep Freeze must identify themselves by full name and 
the year in which they wintered over. 

Record access procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Information is derived from (a) Medical Treatment Record Sys- 
tems, including medical, dental, health records, inpatient treatment 
records and outpatient treatment records, (b) Personnel Records 
System and Personnel Rehabilitation Support System, (c) Enlisted 
Master File, (d) information provided by the members themselves on 
a volunteer basis in response to specific research questionnaires and 
forms, and (e) information provided by the members* peers and 
superiors. 

Exemptions claimed for the system: 
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None. 

NOWlO-l 

System name: 

Personal Injury and Illness Reports on Civilian and Govt-Service 
Seaman Employed on MSG Ships. , 
System location: 

Office of the Judge Advocate General (Code 11), Department of 
the Navy, 200 Stovall St., Alexandria, Va. 22332. 

Categories of individuals covered by the system: 

Injured civilian seamen and government service seamen employed 
by the Military Sealift Command or its contract operators for service 
on board MSG ships. 

Categories of records , in the system: 

System consists of preliminary personal injury and illness reports 
on civilian seamen and government service seamen employed by the. 
Military Sealift Command or its contract operators. , • 

Authority for maintenance of the system: .. 

Admiralty Claims Act (10 U.S.C. 7622); 5 U.S.C. 301; 44 U.S.C. 
3101 
Purpo$e(s): 

To evaluate and settle subsequently submitted admiralty claims 
asserted against the Navy. j , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Department of Justice for de- 
fense of civil nuuitime suits tJrought against the U.S. The. Blanket 
Routine Uses, that appear at the beginning of the Department of the 
Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of recorcLs in the system: 

Storage: 

Paper records in file folders stored in file cabinets. 
Retrievability: 

Filed by name of injured seaman listed under each particular MSC 
ship by date of injury. 
Safeguards: 

Files are maintained in file cabinets under the control of authorized 
personnel during working hours; the office space in which the file 
cabinets are located is locked outside official working hours. 

Retention and disposal: 

Reports are maintained in personal injury, report file folders for a ; 
period of two years from the date of particular injury, or illness and 
are, thereafter, destroyed at the local office level. 

System managerCs) and address: . 

Assistant Judge Advocate General (Civil Law), Office, of the 
Judge Advocate General, Department of the Navy, 200 Stovall St., 
Alexandria, Va. 22332. 

Notification procedure: 

Information may be obtained from the system manager. Requesting 
individuals should specify their full names. Visitors should be able to 
identify themselves by any commonly recognized evidence of identi- 
ty. Written requests must be signed by the requesting individual. 
\ Record access procediires: 

Requests from individuals should be addressed to the system man- 
ager. Written requests for access should contain the full name of the 
individual, current address and telephone number, and the serial code 
of any prior correspondence received from this office pertaining to 
the request. For personal visits, the individual should be able to 
provide some acceptable identification, e.g., driver's license, etc., and 
give some verbal information that could be verified in the file. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing determi- 
nations may be obtained may be obtained from the system manager. 
Record source categories: 

Masters of Military Sealift Command ships; witnesses; medical and 
dental forms; and investigative reports. 
Exemptions claimed for the system': 
None. 

N06320-1 T . 

System name: 

Health Care Accounts and Insurance Information. 
System location: 



Primary System — Commander, Naval Medical Command, Navy 
Department, Washington, DC 20372-5120. Decentralized Segments- 
Naval Hospitals and Medical Clinics which provide services or per- 
form work giving rise to such accounts receivable. (See directory of 
Department of the Navy Mailing Addresses). 

Categories of individuals covered by the system: 

Any individual receiving health care treatment or examination 
services funded by the Navy MedicaF Department. Coverage also 
includes sponsors and other persons responsible for the debts of such 
persons. 

Categories of records in the system: 

Individual's name and SSN, sponsor's SSN, if applicable, paygrade, 
branch of service of service, duty station address, account nunaber, 
activity performing service, patient's insurance information, civilian 
employer, jjatient category, time and dates of service, units of serv- 
ice, physicians' and hospitals' statements of service a total charges for 
treatment including interest, administrative and penalty charges; pay- 
ment receipts, admission documents, correspondence relating to col- 
lection attempts to ascertain eligibility status, patient category, and 
third party insurer liability, records of payment received and out- 
standing balances, letter reports of uncollectible accounts receivable, 
records suspending or terminating collection action or effecting com- 
promise, settlement agreements, and requests for recovery of CHAM- 
PUS funds and substantiating documents. ; 

Authority for maintenance of the system: . . 

31 use 191-195, 227, and 952 (also known as the Federal Claims 
Collection Act ofJ966); 10 USC 1078-79 and 1095; 37 USC 702, 705. 
and 1007; and E.O. 9397. 

Purp6se(s): . - 

To identify and facilitate payment of amounts owed the U.S. Users 
of the information include Naval Medical Command personnel who 
are directly involved in processing payments or billings of patient 
accounts. The information is used to determine amounts owed, meth- 
ods to be employed to effect recovery, whether or not the claim can 
be compromised or collection action thereon terminated or suspend- 
ed,' to determine amounts owed by third party liealth insurers, and to 
collect charges for utility bills and other miscellaneous items. File 
may be forwarded to the Naval Investigative Service for investiga- . 
tion or to any component of DGD, as needed, in the performance of 
their duties related to same.' 

Routine uses of records maintained in the isystem, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Disclosure to consumer reporting agencies: 

Disclosure may be made from this system to "consumer reporting 
agencies" as defined iii the Fair Credit Reporting Act (15 U.S.C. 
1681a(0) or the Federal Claims Collection Act of 1966 (31 U.S.C. 
3701(a)(3)). . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: t . ^ 

Storage: 

Automated records stored on disc, tape, punched cards, and ma- 
chine listings. Manual records stored on index cards (3 in. x 5 in.) in 
card files and in file folders and reading files. . 

Retrievability: .... 

Automated records are retrieved by either a query or a request for 
a standard report. Data may be indexed by any data element al- 
though the primary search keys are name and SSN. Paper records 
are filed alphabetically by last name of debtor. 

Safeguards: 

Access to the automated system requires user account number and 
password sign on. Access to the paper records and/or terminals are 
limited to authorized personnel that are properly screened and 
trained. Office space where records and/or terminals are located is 
locked after official working hours. 

Retention and disposal: 

Records are retained in active file until collection action has be^n 
completed, compromised, suspended, or terminated; They are held in 
inactive file until statute of limitations has run and then destroyed. 

System manager(s) and address: . 

Commander, Naval Medical Command, Navy Department, Wash- 
ington, DC 20372-5120 and Commanding Officers of Medical Treat- 
ment Facilities under the Command of the Commander, Naval Medi- 
cal Command. 

Notification procedure: 



DEFENSE DEPARTMENT 



637 



Information may be obtained from the Commander, Naval Medical 
Command and Commanding Officers of Medical Treatment Facilities 
under the Command of the Commander, Naval Medical Command. 
Requests should provide the full name of the patient and sponsor, the 
military or dependency status of the patient and sponsor, and the 
location and approximate dates of treatment or examination. Driver's 
license and/or military ID card will be considered adequate proof of 
identity. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
systems manager. 

Contesting record procedures: 

The agency's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the systems manager. ' 

Record source categories: 

Automated patient administration system records produced at 
Medical Treatment Facilities include but are not limited to Inpatient 
Admission/Disposition Records, NAVMEDCOM 6300/5; Report of 
Treatment Furnished Pay Patients-Hospitalization/Outpatient Treat- 
ment Furnished, DOD 7/7A, Part A/B. Other record source catego- 
ries are: OCHAMPUS, Denver; U.S. Postal Service; Military Loca- 
tor Service; State Departments of Motor Vehicles; any component of 
the pOD; the Department of Justice, the General Accounting Office, 
retail credit associations, financial institutions, current or previous 
employers, educational institutions, trade associations, automated 
system interfaces, local law enforcement agencies, the Department of 
Health and Human Services, the Internal Revenue Service, and the 
Office of Personnel Management. 

Exemptions claimed for the system: 

None. 

N06320-2 

System name: 

Family Advocacy Program System. 
System location: 

Central Registry: Chief, Bureau of Medicine and Surgery, Navy 
Department, Washington, DC 20372-5120. 

Individual Case Files: Naval medical treatment facilities and duty 
stations of the military sponsors. Official mailing addresses are pub- 
lished as an appendix to the Department of the Navy's compilation of 
systems of records. 

Categories of individuals covered by the system: 

All beneficiaries entitled to care at Navy medical and dental facili- 
ties whose abuse or neglect is brought to the attention of appropriate 
authorities, and all persons reported for abusing or neglecting such 
beneficiaries. 

Categories of records in the system: 

Medical records, investigative reports, correspondence, family ad- 
vocacy, committee reports, follow-up and evaluative reports, and any 
other supportive data assembled relevant to suspected, at risk, and 
confirmed cases of family members abuse or neglect., 

Authority for maintenance of the isystem: 

5 U.S.C. 301, Departmental Regulations; 10 U.S.C 5132; 44 U.S.C. 
3101; and E.O. 9397. 
Purpose(s): 

This system is used by officials and employees of the Department 
of the Navy and the Department of Defense in the performance of 
their official duties relative to the health and medical treatment of 
Department of Defense beneficiaries in naval medical and dental 
facilities. 

This system is used by officials and employees of the Department 
of the Navy to collect information pertaining to the identification, 
evaluation, intervention, treatment, prevention and follow-up of vic- 
tims and perpetrators of abuse or neglect. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Executive Branch of government in the performance of 
their official duties relating to the coordination of family advocacy 
programs, medical care, and research concerning family member 
abuse or neglect. 

To federal, state or local government agencies when it is deemed 
appropriate to utilize civilian resources in the counseling and treat- 
ment of individuals or families involved in abuse or neglect or when 
it is deemed appropriate or necessary to refer a case to civilian 
authorities for civil or criminal law enforcement. 

To authorized officials and employees of the National Academy of 
Sciences, and private and public organizations and individuals for 



authorized health research in the interest of the federal government 
and the public. When not considered mandatory, patient identifica- 
tion data shall be eliminated from records used for research studies. 

To officials and employees of federal, state, and local governments 
and agencies when required by law and/or regulation in furtherance 
of local communicable disease control, family abuse prevention pro- 
grams^ preventive medicine and safety programs, and other public 
health and welfare programs. 

To officials and employees of local and state governments and 
agencies in the performance of their official duties relating to profes- 
sional certification, licensing, and accreditation of health care provid- 
ers. .1 

To law enforcement officials to protect the. life and welfare of 
third parties. This release will be limited to necessary information. 
Consultation with the hospital or regional judge advocate is advised. 

When required by federal statute, by executive order, or by treaty; 
information will be disclosed to the individual, organization, or gov- 
ernment agency, as necessary. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records also 
apply to this system. 

Note: Records of identity, diagnosis, prognosis or treatment of any 
client/patient, maintained in connection with the performance, of any 
alcohol or drug abuse prevention and treatment function conducted, 
requested, or directly or indirectly assisted by any department or 
agency of the United States, shall, except as provided herein, be 
confidential and be disclosed only for the purposes and under the 
circumstances expressly authorized in 42 U.S.C. 290dd-3 and 290ee- 
3. These statutes take precedence over the Privacy Act of 1974 in 
regard to accessibility of such records except to the individual to 
whom the record pertains. "Blanket Routine Uses" do not apply to 
these records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records may be stored in file folders, microfilm, magnetic tape, 
punched cards, machine lists, discs, and other computerized or ma- 
chine readable media. 

Retrievability: 

Records are retrieved through indices and cross indices of all 
individuals and relevant incident data. Types of indices used include, 
but are not limited to: names, Social Security Numbers, and types of 
incidents. 

Safeguards: 

Records are maintained in various kinds of filing equipment in 
specified monitored or controlled access rooms or areas. Public 
access is not permitted. Records are accessible only to authorized 
personnel who are properly screened and trained, and on a need-to- 
know basis, only. 

Computer terminals are located in supervised areas, with access 
controlled by password or other user code system. 

Retention and disposal: 

Family advocacy case records are maintained at the originating 
activity for a period of five years after the last entry in the file and 
are then destroyed. Central registry records are permanently retained 
under the control of the Bureau of Medicine and Surgery. 

System manager(s) and address: 

Chief, Bureau of Medicine and Surgery, Navy Department, Wash- 
ington, DC 20372-5120 and commanding officers of medical treat- 
ment facilities. Official mailing addresses are published as an appen- 
dix to the Department of the Navy's compilation of systems of 
records. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the commanding officer of the medical treatment facility for 
which they received treatment or to the Chief, Bureau of Medicine 
and Surgery, Navy Department, Washington, DC 20372-5120. Offi- 
cial mailing addresses are published as an appendix to the Depart- 
ment of the Navy's compilation of systems of records. The request 
should contain the full name of the individual and Social Security 
Number of the military or civilian sponsor or guardian, date, and 
place of treatment, and alleged reporting of incident. 

The requester may visit the office of the Chief, Bureau of Medi- 
cine and Surgery, 23rd and **E" Streets, NW, Washington, DC 
29372-5120 and the commanding officers of the individual medical 
treatment facilities to obtain information on whether, or not the 
system contains records pertaining to him or her. Official mailing 
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addresses are published as an appendix to the Department of the 
Navy's compilation of systems of records. Armed Forces I.D. card 
or other type of identification bearing the picture and signature of 
the requester will be considered adequate proof of identity. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this* system of records should address written inquiries to the com- 
manding officer of the medical treatment facility for which they 
received treatment of to the Chief, Bureau of Medicine and Surgery, 
Navy Department, Washington, DC 20372-5120. Official mailing ad- 
dresses are published as an appendix to the Department of the Navy's 
compilation of systems of records. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy 5211.5, 32 
CFR part 701, or may be obtained from the system manager. 

Record source categories: 

Medical and dental records and reports and information from other 
sources including educational institutions, medical institutions, law 
enforcement agencies, public and private health and welfare agencies, 
and witnesses. 

Exemptions claimed for the system: 

Part of this system may be exempt under 5 U.S.C. 552a(k)(2) and 
(5), as . applicable. For additional information, contact the system 
manager. 

N065d0-1 

System name: 

Blood Donor Program Files. 
System location: 

Organizational elements of the Department of the Navy as indicate 
ed in the directory of Department of the Navy mailing addresses. 
Categories of indiyiduals covered by the system: 
Personnel donating blood or seeking replacement of blood. 
Categories of records in the system: 

Blood donation records. Blood replacement requirement records. 
Authority for maintenance of the system: 
5 use 301; Departmental Regulations. 
Purpose(s): 

To record emergency blood requests by blood type; to recognize 
and identify donors; and to replace blood provided, to cover individ- 
uals. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the American Red Cross in the 
performance of their duties related to the assistance of the members. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and . 
disposing of records in the system: 

Storage: 

File folders, card files, punched cards, magnetic tape. 
Retrievability: 

Name, SSN, Case number, organization. 
Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. 
Retention and disposal: 
Per SECNAV Records Disposal Manual. 
System manager<s) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 
Notification procedure: 
Apply to System Manager. 
Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures:* 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 



American Red Cross, blood donors, hospitals, persons seeking re- 
placement of blood. 
Exemptions claimed for the system: ' 

None. . . ' 

N07210-1 

System name: 
Losses of Public Funds File. 
System location: 

Navy Accounting and Finance Center, Code NAFC-73, Washing- 
ton, DC 20376 

Categories of individuals covered by the system: 

Disbursing personnel who are entrusted with public funds and who 
incur losses of the public funds entrusted to them. 

Categories of records in the system: 

Alphabetized folders containing reports of losses of public funds, 
reports of investigations into losses of public funds, requests for relief 
of liability for losses of public funds and related correspondence. 

Authority for maintenance of the system: 

31 use 95a, 82a-l, and 82a-2. 

Purpose(s): 

To maintain and process documentation related to losses of public 
funds; to inform individuals of their rights to repay losses or to 
submit requests for relief of liability; to maintain records of investiga- 
tions conducted; to approve requests for relief of liability for losses of 
less than 500; to make recommendations to the Secretary of the Navy 
on all denials and losses of 500 or more, and to control liquidation of 
losses by relief or by collective action. 

Routine uses of records maintained in the system, including catego- 
ries of - users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders and control log. 
Retrievability: 

Name of accountable disbursing individual in whose custody the 
public funds were entrusted when the losses occurred. 
Safeguards: 

Maintained in General Services approved Class 3, Security Cabinet 
equipped with a Type II, three tumbler combination lock accessible 
only to authorized individuals. 

Retention and disposal: 

Transferred to Federal Records one year following liquidation of 
the loss. 
System manager(s) and address: 

Commanding Officer, Navy Accounting and Finance Center, Code 
NAFC-73, Washington, DC 20376 
Notification procedure: 
Correspondence only. 
Record access procedures: 

The agency's rule for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rule for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Messages, letters, and reports of investigations into losses of public 
funds received from: Accountable disbursing personnel, commanding 
officers of Navy and Marine Corps activities at which disbursing 
offices are located, officers appointed to conduct Judge Advocate 
General Manual investigations, Commanding Officer, Naval Investi- 
gative Service, Commandant of the Marine Corps, and Secretary of 
the Navy. 

Exemptions claimed for the system: 

None. 

N07220-1 

System name: 

Armed Forces Health Professional Scholarship System. 
System location: 



DEFENSE DEPARTMENT 



639 



Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, Ohio 44199 
Categories of indiYiduals covered by the system: 
AFHSP students until graduation. 
Categories of records in the system: 

Personnel and entitlement data necessary for pay computation. 
Authority for maintenance of the system: 
Pub. L. 92-426 
Purpose(s): 

To maintain a data base which will permit officials and employees 
of the Department of the Navy to prepare checks, leave and earning 
statements and financial reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of the Treasury, Social Security Administra- 
tion, and Veterans Administration when needed to provide payment 
or service to member. 

To federal, state, or local government agencies when payments 
received through the Armed Forces Health and Professional Scholar- 
ship System impact on payments or benefits issued by those agencies 
and/or when a specific matching program has been requested by the 
agency and approved by the Office of Management and Budget. 

To the American Red Cross, Navy Relief Society and U.S.O. for 
personal assistance to the member. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape and file folders. 
Retrievability: 

Social security account number and member name. 
Safeguards: 

Guards, personnel screening, and requestor codes. 
Retention and disposal: 

Destroyed ten years after member's graduation. 
System manager(s) and address: 

Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal Office Building, Cleveland, Ohio 44199 
Notification procedure: 

Individuals may write to system manager at above address. Infor- 
mation request must contain Navy member's full name, military 
status, and social security number. Requestor may visit above address 
and must have military identification card or valid state driver's 
license and social security card as positive proof of identity. 

Record access procedures: . 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Disbursing Officer, Reserve members, COMNAVMILPERSCOM, 
and COMNAVMEDCOM 
Exemptions claimed for the system: 
None. 

N0722a-2 

System name: 
Retired Pay System. 
System location: 

Commanding Officer, Navy . Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, OH 44199 

Categories of individuals covered by the system: 

Former members of the Navy and Reservists receiving Retired or 
Retainer Pay; Survivors of members or reservists requesting Survivor 
Benefit Plan, Retired Serviceman's Family Protection Plan or Mini- 
mum Income Widow payments; Individuals eligible for National 
Oceanic and Atmospheric Administration retirement payments. 

Categories of records in the system: 

Individual retire pay and annuity pay records, statements of serv- 
ice, retirement orders, survivor benefit plan elections, W-4 and W-2 



data, allotment data, death certificates, applications for annuities, 
correspondence from or to the member or annuitant or third parties 
relating to an individual account, documentation of mass change, 
e.g., cost of living increase, due to legislative change. 

Authority for maintenance of the system: 

10 use Subtitle C. 

Purpose(s): 

To compute retirement and annuity payments and to investigate 
and reconcile any underpayments, overpayments or claims. Data is 
used for fiscal reports and the extraction and compilation of statistical 
analyses and reports for management studies for internal use as re- 
quired by the Department of Defense. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Data in this system is used for fiscal reports and the extraction and 
compilation of statistical analyses and reports for management studies 
for use externally required by Department of Labor, Department of 
Commerce or by other government agencies. 

Records may be released to the Comptroller General or any of his 
authorized representatives in the course of the performance of duties 
of the Comptroller General. To the General Accounting Office for 
audits and determinations relating to military pay entitlements, ex- 
penditures and accounting procedures. 

To the Department of Treasury in connection with check or Elec- 
tronic Fund Transfer (EFT) payment issuance. 

To the Veterans Administration in regard to Disability and Sever- 
ance Pay and educational benefits. 

To the Social Security Administration for FICA Wage reporting. 

To the Internal Revenue Service and state and local taxing au- 
thorities for computing or resolving tax liability. 

To the Federal Reserve Bianks for the distribution of payments 
made through the Direct Deposit System, to financial organizations 
or their processing agents authorized by individuals to receive and 
deposit payments in their accounts, and federal, state, or local gov- 
ernment agencies when payments received through the Retired Pay 
system impact payments or benefits issued by those agencies and/or 
when a specific matching program has been requested by the agency 
and approved by the Office of Management and Budget. 

To designated beneficiaries of deceased member. 

To officials and employees of Navy Relief and the American Red 
Cross in the performance of their duties related to the assistance of 
the members and their dependents and relatives, or related to assist- 
ance previously furnished such individuals, without regard to wheth- 
er the individual assisted or his/her sponsor continues to be a 
member of the Navy. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape, and disc files, microfilm and file folders. 
Retrievability: 

Social security number and member's name. 
Safeguards: 

The on-line system contains the following safeguards: a. Physical 
access to CRT data entry terminals is under supervisory control, b. 
Access to central computer mainframe, other peripheral equipment 
and tape and disc storage is strictly controlled. Individuals must sign 
in and be authorized admittance before access, c. Individual user 
identification codes and passwords are used to control access to 
automated records, d. Reports are issued that are used to help moni- 
tor individuals accessing the system. Access to microfiche and micro- 
fiche readers and the respective data are maintained by supervisory 
control. During non-working hours, offices where records are stored 
are locked. 

Retention and disposal: 

Records are retained for ten years after death of retiree or annui- 
tant then shipped to a Federal Records storage facility. NOAA 
accounts are dropped upon retiree's death. 

System manager(s) and address: 

Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, OH 44199: 
Notification procedure: 

Individuals may write to system manager at above address. Infor- 
mation request must contain Navy member's full name and social 
security number. 

Record access procedures: 
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The agency*s rules for access to records .may be obtained from the 
system manager.* 

. Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Field disbursing offices, Navy Military Personnel Command, Navy 
Reserve Personnel Center, individual, members, annuitants, financial 
organizations, designated guardians and conservators of retirees* or 
annuitants. Veterans Administration, Social Security Administration, 
Office of Personnel Management, Internal Revenue Service, and fed- 
eral, state and local courts. 

Exemptions claimed for the system: 

None. , • 

N07220-3 

System name: ' r 

Reserve Pay System.. ... 

System location: ' . 

Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, OH 44199. 
Categories of individuals covered by the system: • . . 
Active reservists drilling in pay units. 
Categories of records in the system: 

Performance entitlements, monthly and yearly pay, and personnel 
data needed for pay computation and issuance. 

Authority for maintenance of the system: 
10 U.S. Code Chapter 11. 
' Purpose(s): 

This information is used by officials and employees of the Navy 
Finance Center to issue checks and leave and earnings statements, 
investigate claims and overpayments, and to prepare financial reports. 
This information may be used by officials and employees in the 
Department of Defense, and the Naval Military Personnel Command 
to assist in updating, verifying or correcting their records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Internal Revenue Service and state or local tax authorities 
for use in computing or resolving member's tax liability. 

To the Social Security Administration to determine member's cov- 
erage under that program. 

To the. Department of the Treasury for issuance of checks. 

To the Veteran's Administration or to the Navy Family Allowance 
Activity when needed to process cases in the courts upon court 
order. • 

To the designated beneficiaries of deceased members. 

To federal, state, or local government agencies when payments 
received through the Reserve Pay System impact on payments or 
benefits issued by those agencies and/or when a specific matching 
program has been requested by the agency and approved by the 
Office of Management and Budget. 

To officials iand employees of Navy Relief and the American Red 
Cross in the performance of their duties related to the assistance of 
the members and their dependents and relatives, or related to assist- 
ance previously furnished such individuals, without regard to wheth- 
er the individual assisted or his/her sponsor continues to be a 
member of the Navy. 

The Blanket Routine Uses that , appear at the beginning of the 
Departiiient of the Navy's compilation also apply to this system^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape and file folders. 
Retrievability: 

Social Security number and namie. 
Safeguards: 

Guards, personnel screening, requestor codes. 
Retention and disposal: 

Microfilm record kept indefinitely in safekeeping. 
System. nianager(s) and address:, 

Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal iBuilding, Cleveland, OH 44199. 
Notification procedure: 



. Individuals may write to system manager at above address. Infor- 
mation request must contain Navy member's full name and social 
security number. 
Record access procedures: t 
The agency's rules for access to records may be obtained from the 
system manager. ... 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individu^ concerned may be obtained from the 
system manager. 

Record source categories: 

Disbursing Officers, individual members, SUPERS, and IRS. 

Exemptions claimed for the system: 

None. 

N07220-4 

System name: 

. Naval Reserve Officer Training Corps Pay System. 
System location: 

Commanding Officer, Navy Finance Center, Anthony J. Qele- 
brezze Federal Building, Cleveland, Ohio 44199 
Categiories of individuals covered by the system: 
NROTC students until time of commissioning. 
Categories of records in the system: 

Personnel and entitlement data necessary for computation ojf! pay 
entitlements. 
Authority for maintenance of the system: 
10 U. S. Code, Chapter 103 and Pub. L, 88-64-^. 
Purpose(s): 

This information is used by officials and employees of the Navy 
Finance Center to issue checks and leave and earnings statements, 
investigate claims and overpayments, and to prepare financial reports. 
This information niay be used by officials and employees in the 
Department of Defense, and the Navy Military Personnel Command 
to assist in updating, verifying or correcting their records or to 
process cases. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Internal Revenue Service and state or local tax authorities 
for use in computing or resolving member's tax liability. 

To the Social Security Administration to determine member's cov- 
erage under that program. 

To the Department of the Treasury for issuance of checks. 

To the Veterans* Administration or to the Navy Family Allowance 
Activity when needed to process cases. 

To the courts upon court order. 

To the designated beneficiaries of deceased members. 

To federal, state, or local government agencies when payments 
received through the Naval Reserve Officer Training Corps Pay 
System impact on payments or benefits issued by those agencies and/ 
or when a specific matching program has been requested by the 
agency and approved by the Office of Management and Budget. 

To the American Red Cross, Navy Relief Society, and U S.O. for 
personal assistance to the member. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

Magnetic tape and file folders. 
Retrievability: 

Social Security account number and member liieunei - 
Safeguards: 

Guards, personnel screening, requestor codes. 
Retention and disposal: 

Original shipped to safekeeping for permiEment retention. 
System manager(s) and address: 

Commanding Officer, Navy Finance Center, r Anthony J. Cele- 
brezze federal Building, Cleveland, Ohio 44199 
Notification procedure: • 

Individuals may write to system manager at above address. Infor- 
mation request must contain Navy member's full name, military 
status, and social security account number. Requestor may visit 
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above address and must have military identification card or valid 
state driver's license and social security card as positive proof, of 
identity. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Disbursing Officer, Member, NMPC, CNETO, and IRS. 

Exemptions, claimed for the system: 

None. 

N07220-5 

System name: 
Joint Uniform Military Pay System (JUMPS). 
System location: 

(Decentralized) Navy and Marine Corps disbursing offices, i.e., 
Personnel Support Activities, Personnel Support Detachments, Dis- 
bursing Officers Afloat, and the Navy Finance Center. Specific ac- 
tivities are identified in Appendix B of Volume IV, Navy Comptrol- 
ler Manual and addresses are contained in the directory of Depart- 
ment of the Navy mailing addresses. 

Categories of individuals covered by the system: 

All navy personnel on active duty and individual recipients of 
allotments of Navy personnel (active duty and retired). 

Categories of records in the system: 

individual Leave and Earnings Statements, Personnel Financial 
Records, substantiating documentation submitted via OCR docu- 
ments, tape input or direct on-line CRT entry which authorized 
credits and deductions of pay entitlements and withholding of Feder- 
al income tax, Federal Insurance Contribution Act (FICA) payments, 
and Servicemen's Group Life Insurance, state and local taxes, or 
other deductions. Other records include Internal Revenue Form W- 
2*s,' money lists, pay receipts, check and distribution lists, allotment 
authorizations and associated files, absentee and deserter lists, miscel- 
laneous corresponsdence requesting or providing pay information, 
Commanding Officer Leave Lists and microfilm and microfiche 
records. 

Authority for maintenance of the s^tem: 

Titles 10 and 37 U.S.C. 
Purpose(s): 

To maintain and distribute Leave and Earnings Statements; deter- 
mine and audit pay entitlements or deductions; compute, pay and 
report payments; determine budgets and appropriation requirements; 
commence and terminate allotments; determine amounts subject to 
fines, forfeitures or detentions of pay in connection with non-judicial 
punishment and courts-martial and distribution of payments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Comptroller General or any of his authorized representa- 
tives in the course of the performance of duties of the Comptroller 
General Or the General Accounting Office in the audit and determi- 
nations relating to military pay entitlements, expenditures and ac- 
counting procedures. 

To the Department of Treasury in connection with check of Elec- 
tronic Fund Transfer (EFT) payment issuance. 

To the Veterans Administration in regard to Disability and Sever- 
ence Pay and educational benefits; Social Security Administration for 
FICA Wage Reporting. 

To the Internal Revenue Service and state and local taxing au- 
thorities for computing or resolving tax liability. 

To the Federal Reserve Banks for the distribution of payments 
made through the Direct Deposit System. 

To financial organizations, or their processing agents authorized' by 
individuals to receive and deposit payments in their accounts. 

To federal, state, or local government agencies when payments 
received through the JUMPS system impact payments or benefits 
issued by those agencies or when a specific matching program has 
been requested by the agency and approved by the Office of Man- 
agement and Budget. 

To officials and employees of Navy Relief and the American Red 
Cross in the performance of their duties related to the assistance of 
the members and their dependents and relatives, or related to assist- 
ance previously furnished such individuals, without regard to wheth- 



er the individual assisted or his/her sponsor continues to be a 
member of the Navy. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Personal Financial Records containing Leave and Earnings State- 
ments, which are paper records, are stored in wooden or metal boxes 
or cabinets. Copies of Leave and Earnings Statements and supporting 
documents are stored in file folders and cabinets or on microfilm or 
microfiche. Automated records are stored on magnetic tapes, discs 
and punched cards. 

Retrievability: 

Automated records are retrieved by Social Security Number and 
name. Documents are retrieved by SSN or by an assigned internal 
document control number. 

Safeguards: 

Outside of normal working hours Personal Financial Records with 
Leave and Earnings Statements are secured in safes, vaults or locked 
cabinets. Substantiating documents and * microfilmed records are re- 
tained in unlocked cabinets. During non-working hours, offices 
where the above-mentioned records are stored are locked. 

The safeguards in the ourline automated systems include the fol- 
lowing controls: a.. Physical access to CRT data entry terminals is 
under supervisory control, b. Access to central computer main fame, 
other peripheral equipment and tape and disc storage is strictly con- 
trolled. Individuals must sign in and be authorized admittance before 
access, c. Individual user identification codes and passwords are used 
to control access to automated records, d. Reports are issued that are 
used to help monitor the system to determine individuals who are 
accessing data. 

Access to microfiche and microfiche readers and the respective 
data are maintained by supervisory control. 
Retention and disposal: 

Personal financial records containing the twelve most recent leave 
and earnings statements are retained by the Personnel Support De- 
tachment or disbursing office, servicing the Command to which the 
member is assigned. Copies of originating documents are retained by 
the local command for one year after submission and then destroyed. 
A central . automated file is maintained for all active duty Navy 
personnel at the Navy Finance Center, Cleveland. Following a mem- 
ber's separation or retirement from the Navy, the member's Personal 
Financial Record is forwarded to the central site-Navy Finance 
Center, Cleveland, where it is retained for approximately two months 
pending individual claims and is then forwarded to the Federal 
Records Center. The member's Master Pay Account is retained at 
the central site for six months following a member's separation or 
retirement at which time it is purged from the computer file, micro- 
filmed, and forwarded to the Federal Records Center. Substantiating 
documents are microfilmed and retained at the central site for one 
year and then forwarded to the Federal Records Center. 

System manager(s) and address: 

Comptroller of the Navy; Commander, Navjil Military Personnel 
Command; Commander, Navy Accounting and Finance Center; and 
Commanding Officer, Navy Finance Center. 

Notification procedure: . 

Individuals can be informed of any records maintained within the 
system by identifying themselves to the Personnel Support Detach- 
ment servicing that Command. The member may identify himself/ 
herself by presenting his military identification card. Former mem- 
bers may request information from the Navy Finance Center, Cleve- 
land: 

Record access procedures: 

Individuals, properly identified, may request any information per- 
taining to their pay from their Personnel Support Detachment. If the 
requested information is not available locally, the disbursing officer 
will obtain the information from other sources, i.e. members previous 
duty stations or the Navy Finance Center, Cleveland. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Local Personnel Support Detachments and other disbursing and 
personnel . offices, the Veterans Administration, the Navy Military 
Personnel Command, various taxing agencies, individual members 
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and recipients of allotments and various Navy procedures and entitle- 
ments manuals. 

Exemptions claimed for the system: 
None. 

N07220.6 

System name: 
Midshipman Pay System. 
System location: 

Primary - Superintendent, Naval Academy, Annapolis, MD 21402; 
decentralized segments - Commanding Officer, Navy Regional Fi- 
nance Center, Washington, DC 20371, Commanding Officer, Navy 
Finance Center, Cleveland, OH 44199, and Commander, Naval Mili- 
tary Personnel Command (Code H-13), Navy Department, Washing- 
ton, DC 20370. 

Categories of individuals covered by the system: 

Midshipmen of the U.S. Naval Academy, Annapolis, Maryland. 

Categories of records in the system: 

The system contains automatic data processing pay accounts of all 
Naval Academy Midshipmen. Document flow is controlled by use of 
a Midshipmen Payroll Change form. Controls over the system are 
maintained by use of a Midshipmen Payroll Control Register. Input 
source documents include (1) letter authority from the Superintend- 
ent to the Midshipmen Pay Offices to open the pay (2) documents to 
substantiate credits of advances for initial clothing and equipment 
issues, commuted rations, refunds for clothing turn-in, and discharge 
payments (3) letters from the Commandant of Midshipmen to the 
Midshipmen Pay Officer containing listings of names and amounts to 
the checked for personnel services (4) documents to substantiate 
checkages for liquidation of clothing and equipment advances, store 
bills of midshipmen subscriptions to magazines, musical concerts, etc., 
and (5) required deductions for Federal Tax and FICA Tax. Output 
documents include printouts of (1) Midshipmen Monthly Pay Ac- 
counts (2) Midshipmen Debit and Credit Explanation Register and 
(3) Midshipmen Yearly Pay Account. Payroll money lists which 
substantiate payments made and travel payment vouchers are also in 
files. Monthly financial returns are submitted to the Navy Regional 
Finance Center, Washington, D.C. for consolidation with the ac- 
counts of that office and are then forwarded to the Navy Finance 
Center Cleveland, Ohio in accordance with procedures prescribed in 
NAVCOMPT Manual, par. 048090. Copies, of the financial returns 
are therefore, on file in these offices. In addition, copies of docu- 
ments supporting Federal Income and FICA Taxes withheld are 
forwarded to the Commander, Naval Military Personnel Command 
(Code H-13). 

Authority for maintenance of the system: 

National Security Act Amendments of 1949 (10 U.S.C. 5060). 
Purpose(s): 

To accurately and efficiently maintain the pay accounts of Naval 
Academy Midshipmen; to pay and account for payments and collec- 
tion of Naval Academy Midshipmen. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Internal Revenue Service and 
the Social Security Administration for reporting wages, FICA tax 
and federal tax paid. 

To the American Red Cross, Navy Relief Society, and U.S.O. for 
personal assistance to the member. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Midshipmen Pay Office • Computer print-outs. ADP Office - Com- 
puter magnetic tapes. . 
Retrievability: 

Retrieved by Alfa Codes assigned to each midshipmen. 
Safeguards: 

Only Midshipmen Disbursing Office personnel are authorized 
access to records of that office. Only the computer operations are 
authorized access to the computer tapes. The computer area is re- 
stricted and computer tapes are locked in fireproof safes when not in 
use. 

Retention and disposal: 

Pay information on the computer tapes is retained for 30 days and 
the tapes are then reused. Tapes containing Federal Income Tax and 
FICA Tax information are retained for 1 year until the required 



reports are rendered. The tapes are then reused. Retained copies of 
Midshipmen Pay Office forms are disposed of as follows: 1. Midship- 
men Payroll Control Register - retain for 2 years and destroy. 2. 
Midshipmen Payroll Change - retain for 6 months and destroy. 3. 
Midshipmen Monthly Pay Account - retain for 4 years, from admis- 
sion of each class through month following its graduation and de- 
stroy. 4. Midshipmen Debit and Credit Explanation Register - same, 
as 3, above. 5. Midshipmen Yearly Pay Account - same as 3, above. 
Other disbursing records and financial returns are retained 4 years 
follow period covered by the account and transferred to the Federal 
Records Center in accordance with SECNAV Instruction P5212.5b. 

System manager(s) and address: 

Overall policy and procedures - Comptroller of the Navy; primary 
- Superintendent, Naval Academy; decentralized segments - Com- 
manding Officer, Navy Regional Finance Center, Washington, D.C, 
Commanding Officer, Navy Finance Center, Cleveland, Ohio and 
Chief of Naval Personnel (Code H-13) Washington, D.C. 

Notification procedure: 

Individuals can be informed of any records maintained in the 
system by identifying themselves to Midshipmen Pay Office. Mem- 
bers must present his identification card to obtain requested informa- 
tion. 

Record access procedures: 

Midshipmen are issued a monthly earnings statement. All informa- 
tion concerning credits and checkages of pay and allowances are 
contained in the statement. Additional required information relative 
to miscellaneous changes reflected on the statement may be obtained 
from the individual Academy activity which reported the changes to 
the Midshipmen Pay Office upon presentation of his identification 
card. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individuals con- 
cerned may be obtained from the SYSMANAGER. 

Record source categories: 

Members service record on file in the Midshipmen Personnel 
Office and those documents contained in RECORD-CATEGORY, 
above. 

Exemptions claimed for the system: 
None. 

N07220-7 

System name: 
Travel Pay System. 
System location: 

Decentralized, maintained . by Navy disbursing offices; a list is 
available from: 
Commander 

Navy Accounting and Finance Center (NAFC-44) 
Washington, DC 20376 
Categories of individuals covered by the system: 

Any person, government or private, who submits a request for 
payment of a travel advance or travel claim to a Navy disbursing 
office. 

Categories of records in the system: 

Public vouchers; substantiating documents such as travel orders 
and expense receipts; card file or log book; automated records stored 
on magnetic program cards, tapes, disks, drums or punched cards 
utilized to control receipt and disposition of travel claims; suspense 
files, pay adjustments authorization, and payroll checkages utilized 
for control and follow-up on travel advances; debtor information 
records; and correspondence relating thereto. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

To reimburse any person, government or private, for travel ex- 
penses and to record, account and report for government funds. To 
provide a historical file and audit trail for travel payments made by 
the Navy; to provide a means to respond to inquiries from travelers 
on status of claims; to control travel advances to insure liquidation; 
and to provide a means for collection in cases of over advances. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 



DEFENSE DEPARTMENT 



643 



Disclosure to consumer reporting agencies: 

Pursuant to the Privacy Act of 1974 (5 U.S.C. 552a(b)(12)), debtor 
information may be released to consumer reporting agencies as de- 
fined in the Fair Credit Reporting Act (15 U.S.C. 1681a(f) or the 
Federal Claims Collection Act of 1966 (U.S.C. 3701(a)(3)). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on magnetic program cards, disk, tape, 
hard copy forms, paper records in file folders, index cards or log 
books. 

Retrievability: 

Travel claims which are computed with automatic data processing 
equipment are retrieved by using the SSN. Manually computed travel 
claims are retrieved by disbursing office voucher number and SSN. 
Card index files are retrieved by name and SSN. 

Safeguards: 

The safeguards in the automated system include the following 
controls: (1) Physical access to video display terminals is under strict 
supervisory control, (2) Access to the computer peripheral equip- 
ment, program cardsj tapes and disk storage is strictly controlled, (3) 
Individual user identification codes and passwords are used to con- 
trol access to automated records, (4) Reports are issued that are used 
to help monitor the system to determine individuals who are access- 
ing data, (5) Output products and storage media are stored in locked 
cabinets or rooms with building or military base security, (6) Positive 
identification is established prior to releasing personal information to 
an individual, and (7) Output products and storage media are labeled 
to warn individuals that they contain personal information subject to 
the Privacy Act (e.g., Personal Data-Privacy Act of 1974). Access is 
authorized to personnel engaged in travel claim processing, supervi- 
sory or management personnel, and inspectors, auditors, investiga- 
tors. Travelers are authorized access to their own travel records; 
fund administrators are authorized access to records pertaining to 
their own funds. 

Retention and disposal: 

The automated record is retained no longer than one year follow- 
ing the final settlement of a travel claim. Records recorded oh 
magnetic program cards, tapes, disks, and drums will be disposed of 
by degaussing or erasing. A history /inactive hard copy file is main- 
tained no longer than four years. Records may be moved to a 
regional Federal Records Center depending on local storage capabil- 
ity. 

System manager(s) and address: 

Commander, Navy Accounting and Finance Center, (Code 
NAFC-44), Washington, DC 20376. A list of the Navy disbursing 
offices is available from the Systems Manager. 

Notification procedure: 

If the individual is a traveler and knows the location of the Navy 
disbursing office processing his/her travel claim, direct contact with 
that office is sufficient. If unknown, or the inquirer is not a traveler, 
the inquiry should be submitted to the Commander, Navy Account- 
ing and Finance Center, address above. Requestor should provide 
full name, social security number, whether military or civilian, and, if 
possible, disbursing office voucher number, dates of travel, and date 
and location of travel claim or travel advance submission. An indi- 
vidual is permitted to visit any Navy disbursing office to which he/ 
she has submitted an advance or claim. Military identification card or 
civilian identification such as driver*s license is sufficient. 

Record access procedures: 

The agency*s rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Travel advances and travel claims are filed by individuals who 
provide information (name, SSN, etc) on themselves. Supporting 
documentation is obtained from the associated travel order, employ- 
ing commands, service providers (e.g., receipt of taxis), and Navy 
disbursing offices. 

Exemptions claimed for the system: 

None. 

N07230.1 

System name: 



Navy Standard Civilian Payroll System (NAVSCIPS). 
System location: 

Decentralized, maintained by 72 Navy and 1 Marine Corps civilian 
payroll offices; a list is available from: 
Commander 

Navy Accounting and Finance Center (NAFC-42) 
Washington, DC 20376 

Categories of individuals covered by the system: 
Civilian employees who are employed by Navy and Marine Corps 
activities and are paid from appropriated funds 
Categories of records in the system: 

Individual civilian pay records, retirement records and leaive 
records, applications for leave; overtime authorizations; substantiating 
documents such as personnel action forms effecting new appoint- 
ments, separations, promotions, demotions, and deduction changes; 
Internal Revenue Service Form W-4; State and City tax information; 
authorizations for deductions, i.e., savings bonds, group life insur- 
ance, health benefits, overpayments, indebtedness to the Government; 
court orders for garnishment of wages for child support and alimony 
payments; allotments, i.e.,' union dues, charity contributions, savings 
allotments, special allotments for overseas employees; tax levies; 
claims; award payments; special pay; allowances and differentials, 
and case files which contain requests for waiver of erroneous pay- 
ment of pay for civilian employees. 

Authority for maintenance of the system: 

5 U.S.C. 5301, Pay Rates and Systems, Pay Comparability System 
Policy. 
Purpose(s): 

To pay Navy and Marine Corps civilian employees, maintain leave 
and retirement records and to record, report and account for govern- 
ment expenditures for personal services. To provide time and attend- 
ance information to individual employees and management; and to 
provide audit trails for GAO, Navy Area Audit, and internal audit 
procedures; to provide federal, state, and city tax information to 
appropriate authorities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Office of Personnel Management 
related to retirement information and monies for computation of 
annuities. Provides other data, as required for special studies. 

To officials and employees of the Department of the Treasury in 
connection with check issuances. 

To officials and employees of the Veterans Administration regard- 
ing Disability or Severance Pay Entitlement. 

To officials and employees of the Social Security Administration 
for FICA and FITW wage reporting. 

To state an^ local tax authorities for computing or resolving tax 
liability. 

To state employment agencies which require wage information to 
determine eligibility for unemployment compensation benefits of 
former employees. 

To financial organizations to provide lists of those employees who 
make deposits and the amount of the deposit to each financial organi- 
zation. 

To officials of labor organizations who are recognized under E.O. 
11491, as amended, with information as to the identity of employees 
contributing dues each pay period and the amount of dues withheld 
from each contributor. 

To the General Accounting Office, for waiver of overpayments of 
pay which are forwarded to them for adjudication. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tapes, disc, microfilm/ 
microfiche and punched cards. Manual records on manual card files 
and in file folders. 

Retrievability: 

By name, social security number, or locally assigned identification 
number. 

Safeguards: 

Locked fireproof cabinets for retirement records. Metal cabinets 
for manual payroll and leave records within locked rooms. The 
computer facility and terminal are located in restricted areas accessi- 
ble only to authorized persons that are properly screened, cleared 
and trained. Manual records and computer printouts are available 
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only to personnel engaged in payroll processing, auditors, investiga- 
tive officials and management personnel. 
Retention and disposal: 

Payroll records are maintained on-site for 6 years, then shipped to 
Federal Record Center where they are retained for 56 years. 

Leave Records - same as above, except held by Federal Record 
Center for 10 years. 

Retirement Registers - same as above, except are destroyed rather 
than sent to Federal Record Center. Retirement records are main- 
tained until employee separates; if he/she goes to another Navy or 
Marine Corps activity, retirement records are sent to that activity; if 
he/she goes to another agency or separates, sent to OPM. 

System manager(s) and address: 

Overall policy and procedure for the Civilian Payroll System are 
established by the Commander, Navy Accounting and Finance 
Center, Washington, DC 20376. A list of the system managers by 
payroll activity is available from Navy Accounting and Finance 
Center (NAFC-42). 

Notification procedure: ^ 

Civilian employees can directly contact the system manager of his 
payroll activity. If unknown, the inquiry should be submitted to the. 
Commander, Navy Accounting and Finance Center, address above. 
Requestor should, pro vide full name,' social, security number, identifi- 
cation number, if applicable, activity where employed and informa- 
tion desired. An individual can visit his/her payroll office on any 
matter concerning his/her pay. 

Record access procedures: 

Employees have access to their individual pay, leave and retire- 
ment records. The agency*s rules for access to records may be 
obtained from the system manager. 
• Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Standard Form 50*s (Personnel- actions), time * and , attendance 
records, applications for leave and overtime authorizations, iretire- 
ment records, federal state and tax forms, deduction authorizations, 
allotment authorizations, court orders for garnishment of wages for 
child support and alimony' payments. 
^ Exemptions claimed for the system: 

None. 

Nq7230-2 \ ' , 

System name:' 

NEXCOM Payroll Processing. • 
System location: ' v 

Navy Exchange Service Command (NEXCOM), Naval Station 
New York Staten Island, Staten Island, NY 10305-5097 and at all 
Navy Exchanges located in CONUS, Subic Bay, Guam, and Japan. 
Official mailing addresses are published as an appendix to the Navy's 
compilation of system of record notices. 

Categories of individuals covered by the system: 

All Navy Exchange System employees located in CONUS, Subic 
Bay, Guam, and Japan., 

Categories of records in the system: 

The Master Payroll Files and Leave Year Record File will contain 
at a minimum employee name. Social Security Number, department, 
exchange number, payroll number, birth date, marital status,' citizen- 
ship, hire date, adjusted date of hire, job grade and step, employee 
category, pay basis, pay status (exempt/nonexempt), employee bene- 
fit, deduction infbrmation. 

Authority for maintenance of the system: ^ 

5 U.S.C. 301, Departmental Regulations and Executive Order 
9397. ' ' 

Purpose(s): ' ' • ' . ' 

To maintain a data base which will permit the contractor to supply 
bi-weekly payroll processing which includes, but is not limited to 
preparation and issuance of time cards, be^weekly pay checks and 
pay check stubs, check registers and payroll registers; preparation 
and issuance of various bi-weekly, monthly, quarterly, semi-annual 
and annual , reports; establishment and maintenaiice of current payroll 
master file; annual preparation and distribution of wage and tax 
statements. Form W-2; and, payroll tax filing services. 

Routing uses of records maintained in the system, including catego- 
ries of users and, the purposes of such uses: 



The "Blanket Routine Uses" that appear at the beginning of the 
Navy's compilation of systems notices apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The records are stored on computer tape. 
Retrievability: 

Name, Social Security Number, exchange number, and payroll 
number. 

Safeguards: 

Contractor facility is protected with an ADT Alarm System^ which 
is in operation 24 hours per day, seven days a week. All rooms 
within the facility, as well -as the entire perimeter of the facility, are 
on-line with this system. All aliarms are wired to the Security Com- 
pany as well as the local police station. The NEXCOM data cannot 
be obtained through any dial-up method by other than an authorized 
Navy Exchange location. 

Retention and disposal: 

Records are maintained by the contractor for the life of the con- 
tract (three years or more). Once contract is complete, records are 
returned to NEXCOM where they are maintained for seven years 
and then destroyed. 

System manager(s) and address: 

Policy Official: Commander, Navy Exchange Service Command, 
Naval Station New York Staten Island, Staten Island, NY 10305- 
5097. . 

Record Holder Manager: Comptroller, Navy Exchange Service 
Command, Naval Station New York Staten^ Island, Staten Island, NY 
10305-5097. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Comptroller, Navy Exchange Service Command, Naval 
Station New York Staten Island, Staten Island, NY 10305-5097. The 
request must contain individual's full name and Social Security 
Number and must be signed. I 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system , of records should address written inquiries to the Comp- 
troller, Navy Exchange Service Command, Naval Station New York 
Staten Island, Staten Island, NY 10305-5097. The request must con- 
tain individual's full name and Social Security Number and must be 
signed. 

Contesting record procedures: ^ 

The Department of the Navy rules, for. accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in the Secretary of the Navy Instruc- 
tion 5211.5; 32 CFR part 701; or may be obtained from the system 
manager. ' 

Record source categories: ► ' ' 

Timekeeping nianagen^ent documents. ^ 
Exemptions claimed for the system: 

None: / .■. . 

Effective date: Jan.3, .1992. 

N07240-1 

System name: 
Commercial Invoice Payments History System. 
System location: 

Decentralized, maintained by Navy disbursing offices; a list' is 
available from: . * 

' Commander ' 
Navy Accounting and Finance Center (NCF-5) 
Washington, DC 20376 

Categories of individuals covered by the system: 

Any individual, government or private, who submits a request for 
payment to Navy disbursing offices for goods and/or seirvices ren- 
dered. . ' 

Categories of records in the system: 

Public vouchers; substantiating documents such asjn voices, receipt 
documents, inspection reports, procurement instruments, contract 
index files, assignment documents, machine listings, government bills 
of lading, transportation requests, meal tickets; magnetic tape, disk 
files, roll microfilm, microfiche; and related correspondence files. 
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Authority for maintenance of the system: 
5 use 301; Departmental Regulations. 
Purpose(s): 

To provide a record of all disbursements made on commercial 
invoices by Navy disbursing offices; provides an audit trail of com- 
mercial invoice payments made by the Navy; provides a means to 
respond to inquiries from individuals on status of invoices and con- 
tracts; provides a means of detecting and precluding duplicate pay- 
ments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Blanket Routine Uses that appear at the beginning of the Depart- 
ment of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; computer magnetic tapes; roll micro- 
film, microfiche. 

Retrievabiiity: 

Retrieved by disbursing office voucher number for paid invoices; 
retrieved by procurement instrument identification number for con- 
tractors by contract index cards; retrieved by name of individual 
from machine listings. Information in disbursing office voucher file 
and microfilm/microfiche can be retrieved by name through search 
process if billing/submission date is known. 

Safeguards: ' 

Locked cabinets or rooms, with building or military base security. 
Access authorized to designated personnel engaged in commercial 
invoice processing, supervisory or management personnel, and in- 
spectors, auditors, investigators. Individuals are authorized access to 
their own payment history file; fund administrators are authorized 
access to records pertaining to their own funds^ 

Retention and disposal: 

Records are maintained for four years. Records may be moved to 
a regional Federal Records Center depending on local storage capa- 
bility. No standard means for destruction exists. 

System manager(s) and address: 

Commercial invoice payment history requirements are prescribed 
by the Comptroller of the Navy in its Manual (NAVSO P-1000); a 
list of Navy disbursing offices authorized to pay invoices can be 
obtained from the Commander, Navy Accounting and Finance 
Center (NCF-5), Washington, DC 20376. 

Notification procedure: 

If the individual knows the location of the Navy disbursing office 
holding his/her invoice payment history, direct contact with that 
office is sufficient. If location is unknown, the inquiry should be 
directed to the Commander, Navy Accounting and Finance Center, 
address above. Inquirer should provide full name, social security 
number, whether military or civilain, contract or purchase order 
number and, if possible, disbursing office voucher number, invoice 
date, number and amount. An. individual is permitted to visit any 
Navy disbursing office to which he/she has submitted an invoice for 
payment. Identification should include military identification card, 
civilian identification such as driver's license and company or agency 
affiliation. Access to classified contracts requires- confirmation* of 
security clearance and need to know. 

Record access procedures: . 

The agency's rules for access to records may be. obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the' individual concerned may be obtained from the 
system manager. 

Record source categories: 

Commercial invoices are filed by individuals who provide informa- 
tion on themselves. Supporting documentation is obtained from em- 
ploying company, material/service providers and receivers and Navy 
disbursing offices. 

Exemptions claimed for the system: 

None. 

N07300-1 

System name: 

Relief for Losses of Public Funds/SBP Annuitants for Overpay- 
ment of Benefits. 
System location: - 



Office of the Judge Advocate General (Code 32), Department of . 
the Navy, 200 Stovall Street, Alexandria, VA 22332-2400. 

Categories of individuals covered by the system: 

Accountable Navy and Marine Corps military and civilian person- 
nel who request relief from liability for losses of public funds in their 
custody and survivor benefit plan annuitants who request waiver of 
overpayment of benefits. 

Categories of records in the system: 

Copies of requests submitted by individuals of the above-stated 
categories for grant of relief from liability, together with infprmation 
voluntarily furnished by the affected individuals concerning the cir- 
cumstances of losses of funds in their custody, or overpayments of 
Survivor Benefit Plan benefits, and additional information derived, 
from investigatory and audit reports and comments of forwarding 
endorsers concerning circumstances of losses or overpayments. 

Authority for maintenance of the system: 

10 U.S.C. 1453; 31 U.S.C. 3527; 5 U.S.C. 301, Departmental Regu- 
lations; and 44 U.S.C. 3101. 

Purpose(s): 

To determine within the Department of the Navy and General 
Accounting Office (GAO) whether the circumstances of particular 
losses of public funds or oveipayments of Survivor Benefit Plan 
benefits warrant granting requests for relief from liability. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the GAO in cases requiring the 
concurrence of the Comptroller General for a grant of relief from 
liability. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records also 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained in file folders. 
Retrievabiiity: 

By name of individual requesting relief. 
Safeguards: 

Files are maintained in file cabinets under the control of personnel 
during working hours; the office space in which the file cabinets are 
located is locked outside official working hours. 

Retention and disposal: 

Records are retained indefinitely; however records are transferred 
to the Federal Records Center, Suitland, MD. 

System manager(s) and address: 

Assistant Judge Advocate General (Civil Law), Office of the 
Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria, VA 22332-2400. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Assistant Judge Advocate General (Civil Law), Office of 
the Judge Advocate General, Department of the Navy, 200 Stovall 
Street, Alexandria, VA 22332-2400. The request should contain full 
name, address, and the approximate date on which relief was request- 
ed. . * 

Personal visits may be made to the Civil Affairs Division (Code 
32), Office of the Judge Advocate General, Room 9N11, Hoffman 
Bldg II, 200 Stovall Street, Alexandria, VA 22332-2400. Armed 
forces identification card or driver's license is required for identifica- 
tion. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Assist- 
ant Judge Advocate General (Civil Law), Office of the Judge Advo- 
cate General, Department of the Navy, 200 Stovall Street, Alexan- 
dria, V A 22332-2400. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 
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Information in the system is furnished partly by the individual 
requesting relief, and is supplemented by reports of Department of 
the Navy audits and investigations pertaining to the particular losses 
of funds or overpayments of Survivor Benefits Plan benefits in- 
volved. Additional amplifying information is typically furnished by 
officers forwarding requests to the Secretary of the Navy. 

Exemptions claimed for the system: 

None. 

N07320-1 

System name: 

Property Accountability Records. 
System location: 
At all activities. 

Categories of indiyiduals covered by the system: 
Any Department of the Navy employee (military or civilian) re- 
ceiving government property for which he must sign a receipt. 
Categories of records in the system: 

The receipts maintained are any of the following: Logbooks, prop- 
erty passes, custody chits, charge tickets, sign out cards, tool tickets, 
sign out forms, photographs, charge cards, or any other statement of 
individual accountability for receipt of government property. 

Authority for maintenance of the system: 

5 use 301 

Purpose(s): 

To identify individuals to whom government property has been 
issued. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation apply to this system. 

Policies and practices for storing, retrieying, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The receipts may be maintained in any of the following formats: 
Logbooks, property passes, custody chits, charge tickets, sign out 
cards, tool tickets, sign out forms, photographs, charge out cards or 
any other statement of individual accountability for receipt of gov- 
ernment property. 

Retrieyability: 

Retrievability may be by any of the following: Name, badge 
number, tool number, property serial number, or any other locally 
determined method of property receipt accountability. 

Safeguards: 

The receipts are unclassified. 
Retention and disposal: 

Retention of receipts for property is at the discretion of the local 
activity responsible for the property being issued. 
System manager(s) and address: 

Overall policy official: No designated official. The system manager 
is the commanding officer or officer in charge of the activity where 
the property accountability records are maintained. 

Notification procedure: 

Individuals seeking to determine whether system records contain 
information pertaining to them may do so by making application to 
the commanding officer or officer in charge of the activity where the 
receipts are located. Individuals making application must have a 
Department of the Navy approved identification card. . 

Record access procedures: 

The agency*s rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Information is collected directly from the subject individual. 

Exemptions claimed for the system: 

None. 

N0740M 

System name: 
Bingo Winners. 
System location: 



Decentralized, maintained at Navy and Marine Corps stateside and 
overseas bases, where bingo is authorized and played. Inquiries 
should be addressed to the local activity or to the: 

Chief of Naval Personnel (Pers-7) 

Bureau of Naval Personnel 

Washington, DC 20370 (for naval activities); and the 
Commandant of the Marine Corps (MSMS) 
Washington, DC 20380 (for Marine Corps activities). 
Categories of individuals covered by the system: 
Individual U.S. citizens 18 years of age and older who are paid 
monies/prizes of 1,200 or more for one-time winnings associated with 
bingo. 

Categories of records in the system: 

Bingo piayout control sheet indicating individual name, grade, 
SSN, duty station, dates and amounts of bingo monies paid. 
Authority for maintenance of the system: 

10 U.S.C. 5031; Section 6041, Internal Revenue Code; BUPER- 
SINST 1710 series; Manual for Messes Ashore, NAVPERS 15951; 
MCO P-1745.15 series; and NAVSO P-3520. 

Purpose(s): 

Navy and Marine Corps shore activities use this file (where bingos 
have been authorized) to account for and control monies and items of 
merchandise paid to individual winners of bingo games and as a basis 
for IRS Forms W-2G and 5754, reporting on individuals whose one- 
time winnings are 1,200 or more. To provide a means of paying, 
recording, accounting for, reporting, and controlling expenditures 
and merchandise inventories associated with bingo games. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records maintained in file cabinets located in a secure area. 
RetrievabUity: 

Individual control sheets. Individual IRS Form W-2G by name 
and SSN. 
Safeguards: 

Records are kept in occupied rooms which are locked during non- 
working hours. 
Retention and disposal: 

Records are maintained on site for 3 years and then shipped to the 
Federal Records Center in accordance with SECNAVINST 5212.5 
series. 

System nianager(s) and address: 

Overall policy and procedures for the bingo operations are con- 
tained in NAVSO P-3520, BUPERINST 1710 series and MCO P- 
1746.15 series. A list of system managers by activity is available from 
the Chief of Naval Personnel (Pers-7) for Navy managers and the. 
Commandant of the Marine Corps (MSMS) for Marine Corps manag- 
ers. . 

Notification procedure: 

Individuals are notified via IRS Form W-2G if their one-time 
bingo winnings are 1,200 or more. An individuals can contact the 
applicable systems manager on matters concerning their bingo win- 
nings. , 

Record access procedures: 

Individuals have access to information applicable to their individ- 
ual bingo winnings. Officials such as the IRS have access to informa- 
tion applicable to all bingo winners. Access is through the system 
manager. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
system manager. 

Record source categories: 
Bingo payout control sheets. 
Exemptions claimed for the system: 
None. 

N07430-1 

System name: 

Navy Debt Management and Collection System (MNCS). 
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* System location: 

Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, OH 44199-2055. 

Categories of individuals covered by the system: 

Individuals who have been paid more funds by the Department of 
the Navy than to which they were legally entitled. 

Categories of records in the system: 

Individual's name, Social Security Number, and debt amount. Doc- 
umentation which established overpayment status, fmancial status 
affidavit, payment record, credit reference, and miscellaneous corre- 
spondence to and from the individual. 

Authority for maintenance of the system: 

80 Stat. 308 and 88 Stat. 393, Federal Claims Collection Act of 
1966 (Pub. L. 89-508) and Debt Collection Act of 1982 (Pub. L. 97- 
365), and Executive Order 9397. 

Purpo$e(s): 

To maintain an automated tracking and accounting system for 
individuals indebted to the Department of the Navy. Records in this 
system are subject to use in approved computer matching programs 
authorized under the Privacy Act of 1974, as amended, for debt 
collection purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the General Accounting Office and the Department of Justice 
for collection action for any delinquent account when circumstances 
warrant. 

To a commercial credit reporting agency for the purpose of either 
adding to a credit history file or obtaining a credit history file for use 
in the administration of debt collection. 

To a debt collection agency for the purpose of collection services 
to recover indebtedness owed to the Department of the Navy. 

To any other Federal agency for the purpose of effecting adminis- 
trative or salary offset procedures against a person employed by that 
agency when the Department of the Navy, as a creditor agency, has 
a claim against that person. 

To any other Federal agency including, but not limited to, the 
Internal Revenue Service and Office of Personnel Management for 
the purpose of effecting an administrative offset of a debt. 

To the Internal Revenue Service (IRS) to obtain the mailing ad- 
dress of a taxpayer for the purpose of locating such taxpayer to 
collect or to compromise a Federal claim against the taxpayer. 

Note: Redisclosure of a mailing address from the IRS may be 
made only for the purpose of debt collection, including to a debt 
collection agency in order to facilitate the collection or compromise 
of a Federal claim under the Debt Collection Act of 1982, except 
that a mailing address to a consumer reporting agency is for the 
limited purpose of obtaining a commercial credit report on the par- 
ticular taxpayer. Any such address information obtained from the 
IRS will not be used or shared for any other DOD purpose or 
disclosed to another Federal, state, or local agency which seeks to 
locate the same individual for its own debt collection purpose. 

To any other Federal, state, or local agency for the purpose of 
conducting an authorized computer matching program to identify 
and locate delinquent debtors for recoupment of debts owed the 
Department of the Navy. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices also apply 
to this system. 

Disclosure to consumer reporting agencies: 

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this 
system to consumer reporting agencies as defined in the Fair Credit 
Reporting Act of 1966 (15 U.S.C. 1681a(f)) or the Federal Claims 
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). The disclosure is 
limited to information necessary to. establish the identity of the indi- 
vidual, including name, address, and taxpayer identification number 
(SSN); the amount, status, and history of the claim; and the agency 
or program under which the claim arose for the sole purpose of 
allowing the consumer reporting agency to prepare a commercial 
credit report. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

File folders, floppy disks, microfiche, magnetic tape, and hard 
disks. 
RetrievabUity: 

Social Security Number and. individual's name. 
Safeguards: 



Facilities are locked and accessed by coded entry door lock 
system. Access to the data is controlled by a user identification and 
password system. Personnel having access are limited to those having 
an official need-to-know and who have been trained in handling 
personnel information subject to the Privacy Act. 

Retention and disposal: 

Files of accounts which are paid in full will be maintained for 
three years after final payment. Other files will be maintained for six 
years after termination of collection action. 

System manager(s) and address: 

Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, OH 44199-2055. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commanding Officer, Navy Finance Center, Anthony J. 
Celebrezze Federal Building, Cleveland, OH 44199-2055. 

The request must contain individual's full name and should include 
the Social Security Number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
manding Officer, Navy Finance Center, Anthony J. Celebrezze Fed- 
eral Building, Cleveland, OH 44199-2055. 

The request must contain individual's full name and should include 
the Social Security Number. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Disbursing officers, credit bureaus, the individual, Internal Reve- 
nue Service, Postmasters, Veterans Administration, Bureau of Motor 
Vehicles, and the Defense Manpower Data Center. 

Exemptions claimed for the system: 

None. 

N07431t1 

System name: 
Savings Deposit. 
System location: 

Commanding Officer, Navy Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, Ohio 44199 

Categories of individuals covered by the system: 

Navy members still declared missing in action in the Vietnam 
conflict. 

Categories of records in the system: 
Members records reflecting account balances. 
Authority for maintenance of the system: 

Pub. L. 89-538. 
Purpo$e(s): 

To credit interest and to clear accounts upon termination. Records 
will be furnished to Navy Family Allowance Activity and other 
Department of Defense agencies servicing families of persons still 
having active accounts. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Internal Revenue Service upon termination of account. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape and file folders. 
Retrievability: 

Social security number and member name. 
Safeguards: 

Guards, personnel screening, and specific requestor codes. 
Retention and disposal: 

Upon closing of account, records are shipped to FRC and de- 
. stroyed after two years. 
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System managerCs) and address: . 

Commanding Officer* Navy Finance Center, Anthony J. Cele- 
brezze Federal Building, Cleveland, Ohio 44199 
Notification procedure: 

Individuals may write to system manager at above address. Only 
the member or executor or beneficiary of estate will be • provided 
information. Individual's name and social security number ' are re- 
quired. Persons wishing to view records in person must report to the 
Navy Family Allowance Activity, Room 967, Anthony J. Celebrezze 
Federal Building, Cleveland, Ohio 44199. . : ; 

.Record access procedures: 

The agency's rules for access to records may be obtained from the 
system manager. -n. . . ; . i 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from 'the 
system manager.. ' . 'v . 

Record source categories: 

Member's initial request, adjudicators in Central Accounts Depart- 
ment. 

Exemptions claimed for the system: 

None. • . .. . ] 

N07600-1 

System name:' ' ' ' 

NIF Standard Automated Financial System (STAFS). ' 
System location: 

Naval Industrial Fund (NIF): (1) Naval Air Develoi5ment Center 
(NADC), Warminster, Pennsylvania; (2) Naval Coastal Systems 
Center (NCSC), Panama City, Florida; (3) Naval Surface Weapons 
Center (NSWC), Dahlgren, Virginia; (4) David W. Taylor NaVal 
Ship Research and Development Center (DTNRDC), Bethesda, 
Maryland; (5) Naval Ocean Systems Center, (NOSC), San Diego, 
Ca]ifomia;T(6) Naval .Underwater Systems Center (NUSC), Newport, 
Rhode Island; (7) Naval Weapons Center (NWC), China Lake, Cali- 
fornia; (8) Naval Air Engineering Center (NAEC), Lakehurst, New 
Jersy; (9) Naval Air Propulsion Center (NAPC), Trenton, New 
Jersey; (10) Naval Air Test Center (NATC), Patuxerit River, Mary- 
land; (U) Pacific Missile Test Center (PMTC), Pt. Mugu, California; 
(12) Naval Civil Engineering Laboratory (NCEL), Pt. Hueneme, 
California; (13) Naval Research Laboratory (NRL), Washington, 
DC; (14) Naval Ship Weapon Systems Engineering Station, 
(NSWSBS), Pt. Hueneme, California. Official mailing addresses are 
in the Navy*s Address Directory in the appendix to the Navy De- 
partment's system notic.es appearing in the Federal Register. 

Categories of indiTiduals covered by the system: '>!. 

Records of present, former, and prospective civilian and military 
personnel assigned/employed by, the , activities listed above. Selected 
non-employees for which the host activity records travel and STAFS 
computer access. 

Categories of records in the system: 

Personnel, travel, time and attendance input sent to payroll office, 
and work history for billing for services provided to other naval 
activities. 

Authority for maintenance of the system: 
10 U.S.C. 5031. •■ 

Purpose(s): '.^ '. 

To collect data for labor costing; customer billing; reimbursement 
of travelers for travel expenses; maintaining a historic file and audit 
trail for payments made by the Navy; responding to inquiries from 
travelers on status of claims; controlling travel allowances and pay; 
recording and accounting for Government expenditures for personnel 
services of Navy employees; and maintaining time aiid attendance 
information. >. ■ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:' 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' ^ . 

Storage: 

Magnetic tape, and magnetic disc. 
Retrieyability: 

By name, SSN, and employee identification number. 
Safeguards: 



Password controlled system, file, and element access based on 
predefined need to know. Physical access ,tp terminals, terminal 
rooms, buildings and activities' grounds are controlled by locked 
terminals and rooms, guards, personnel screening .and visitor regis- 
ters. . . 

Retention and disposal: 

Active employee records are retained while personnel are. .active. 
Inactive employee records are retained until all links are satisfied. 
When this condition occurs, the inactive employee recorcl can be 
purged from the data base to magnetic tape which' is stored in a 
secure controlled area. 

System managers) and address: . ; 

Commanding Officer of the activity in question. See "directory of 
Department of the Navy mailing addresses. 

Notification procedure: 

Information may be obtained from the systemis manager by written 
request, stating full name of the individual concerned and signed by 
the requesting individual. , - * . - . 

Apply to system manager. * , . , 

Record access procedures: . 

The agency's rules for access to records may be obtained from the 
Systeni Manager. . 

Contesting record procedures: 

* The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individuals concerned, other records of the activity concerned, 
other records of activity supervisors, investigators, witnesses, corre- 
spondents. : ' 

Exemptions claimed for the system: . 

None. . ■ 

N08370-1 

System name:. 
Weapons Registration. ' 
System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 

Categories of indiyiduals covered by the system; 

• Individuals registering firearms or other weapons with station se- 
curity officers. V 

Categories of records in the system: 

Weapon registration records, weapon permit records. 

Authority for maintenance of the system: 

5 use 301; Deiiartmental Regulations. 

Purpbse(s): - 

To assure proper control of weapons on Naval installations and to 
monitor and control purchase and disposition of weapons. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's" compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the, system: 

Storage: 

File folders, card files, punched cards, magnetic tape. 
Retrievability: 

Name, SSN, Case number, organization. 
.Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. . . . . • 

Retention and disposal: 

Per SECNAV Records Disposal Manual. ! 
System manageKs) and address: 

Commanding officer of the activity in question. See directory of 
the Department of the Navy mailing addresses. 
Notification procedure: 

Apply to System Manager. • . 

Record access procedures: 
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The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individual concerned, other records of activity, investigators, wit- 
nesses, correspondents. 

Exemptions claimed for the system: 

None. 

N10140^1 

System name: 
Ration Card Records. 
System location: 

U.S. Navy Personnel Support Activity Detachments London, 
Holy Loch, Brawdy, Edzell, and Thurso, United Kingdom. 
Categories of individuals covered by the system: 
Officers, enlisted, and civilian component personnel. , ' 
Categories of records in the system: 

Ration Card holders are entered on 5" x 8" Color coded . cards, 
which are contained in boxes and maintained alphabetically. Ration 
Cards are registered in log, showing name of individual and number 
of Ration Cards issued. 

Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpose(s): 

To establish strict control over persons entitled to acquire tax-free 
ration items; to ensure entitled personnel do not obtain more than 
one ration card, and for ^inspection by officers of Her Majesty's 
Commissioners of Customs and Excise, United Kingdom; with whom 
the Ration Card program was originally negotiated by the U.S. 
military authorities. Accredited members of the Naval Investigative 
Service Office may have access, upon request. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

All Ration Cards are maintained on 5" x 8" cards filed and listed in 
numerical order in logs. 
Retrievability: 
Retrieved by name. 
Safeguards: 

Records held in file cabinets in space maintained by Enlisted Per- 
sonnel Office during working hours and locked after working hours. 
Retention and disposal: 

All records maintained for duration of tour of personnel concerned 
and then destroyed. 
System manager(s) and address: 

Commander, U.S. Naval Activities, United Kingdom, Box 60, FPO 
New York 09510-5000. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should visit the U.S. Navy 
Personnel Support Activity Detachment where attached. Official ad- 
dresses are published as an appendix to the Department of the Navy's 
compilation of systems of records. 

Personnel should be prepared to present a valid military identifica- 
tion card or Department of Defense, identification card to view 
records pertaining to themselves. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should visit the U.S. Navy Personnel Support 
Activity where attached. Official addresses are pubUshed as an ap- 
pendix to the Department of the Navy's compilation of systems of 
records. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 



vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 
Not applicable. 

Exemptions claimed for tiie system: : 
None. 

N10140-2 

System name: 

Privately-Owned Tax-free Vehicle Record Cards, Tax-free Gaso- 
line Record Cards. 
System location: 

Commander, U.S. Naval Activities, United Kingdom, Box 60, FPO 
New York 09510-5000. 

Categories of individuals covered by the system: 

Officers, enlisted and civilian component personnel. 
Categories of records in the system: 

Privately-owned tax-free vehicles and owners are entered on type- 
written 5x8 cards, which are contained in boxes and maintained 
alphabetically. Gasoline coupon records are maintained on individ- 
ually completed 5x8 cards (3AF Form 43) and filed alphabetically. 
I.D. windscreen stickers are rejgistered in a log and show the liame of 
the individual and the sticker number allocated. 

Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpose(s): 

To establish strict control over persons entitled to acquire tax-free 
vehicles; to ensure entitled personnel do not obtain gasoline coupons 
in excess of their entitlement, and for inspection by officers of Her 
Majesty's Commissioners of Customs and Excise, United Kingdom, 
with whom the tax-free vehicle and gasoline program was originally 
negotiated by the U.S. military authorities. Accredited members of 
the Naval Investigative Service's Office may have access, upon re- 
quest. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses'* that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

All vehicle and gasoline records are maintained on 5 x 8 dards. 
I.D, stickers are listed numerically in a register. 
Retrievability: 
Retrieved by name. 
Safeguards: 

Records are stored in file cabinets in space maintained by adminis- 
trative (gasoline records) and security (vehicle records) personnel. 
These cabinets are locked at the end of the day. 

Retention and disposal: 
• Records are maintained for duration of -tour , of personnel con- 
cerned. Once the vehicle is shipped out of the country or is 
scrapped, the records are destroyed. Gas coupon records are de- 
stroyed upon turn-in of unused coupons by departing personnel. 

System manager(s) and address: 

Commander, U:S. Naval Activities, United Kingdom, Box 60, FPO 
New York 09510-5000. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should present a valid military 
identification card or Departnient of Defense indentification card at 
the Administrative (gasoline records) or Security (vehicle records) 
Offices, U.S. Naval Activities, United Kingdom. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should present a valid military identification 
card or Department of Defense identification card at the Administra- 
tive (gasoline records) or Security (vehicle records) Offices, U.S. 
Naval Activities, United Kingdom. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
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vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 
Application by member. 
Exemptions claimed for the system: 
None. 

N10140-3 

System name: 
Individual Merchandise Control Record. 
System location: 
Merchandise Control Offices: 
U.S. Naval Station, Subic Bay, RP 
U.S. Naval Air Station, Cubi Point, RP 

U.S. Naval Communications Station Philippines, San Miguel, RP, 
and 

3D Combat Support Group, Clark Air Base, RP. 
Categories of individuals covered by the system: 
Individual records are maintained on each person issued a ration 
card for purchasing purposes at the various bases in the Philippines. 
Categories of records in the system: 

Purchases of individuals while attached for duty and authorized to 
buy items during their tenure in the Philippines. 
Authority for maintenance of the system: 

Military Bases Agreement and subsequent exchange of notes be- 
tween the Governments of the United States of America arid the 
Republic of the Philippines. 

Purpose(s): 

To monitor the purchases of individuals to insure they are not over 
expending their purchase limitations or abusing their tax-free privi- 
leges afforded them, plus to identify any possible blackmarketeering. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*$ compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders. 

Retrievability: 

Name. 

Safeguards: 

Only authorized employees allowed access to files, locked cabinets. 
Retention and disposal: 

If no violations during tour - destroyed immediately upon detach- 
ment; if minor violations - destroyed after three months of detach- 
ment; if permanent revocation of privileges invoked - record kept 
indefinitely. 

System manager(s) and address: 

Merchandise Control Officers, U.S.Naval Station, Subic ' Bay; 
U.S. Naval Air Station, Cubi Point; U.S. Naval Communcations Sta- 
tion Phil, San Miguel, RP, and 3D Combat Support Group, Clark 
Air Base, RP. 

Notification procedure: 

Individual must fill out merchandise control information form upon 
requesting a ration card be issued. Info provided merchandise control 
officers. Requester must provide merchandise control officer with his 
name, rank/rate/GS rating, marital status, number of dependents, age 
of dependents, name of parent command attached to in the Philip- 
pines, social security number, name of dependents; individual can 
visit merchandise control office applicable to their command for 
record maintenance. Military ID card required. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the indiyidual concerned may be obtained from the 
System Manager. 

Record source categories: 

Personal data of individual and dependents. 

Exemptions claimed for the system: 

None. 



N10140-4 

System name: 
USAREURAJSAFE Ration Card. 
System location: 

U.S. Navy Personnel Support Activity Detachment, Thurso, 
United Kingdom, FPO New York 09516-1 100. 

Categories of individuals covered by the system: 

USN personnel and their dependent wives and children over 18 
years of age who are stationed at U.S. Naval Communication Station, 
FPO New York 09516-3000. 

Categories of records in the system: 

File sheet with member's name, rate. Social Security Number, 
organization assigned, and marital status. 
Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpose(s): 

To record the individuals holding a ration card. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 
File folders. 
Retrievability: 
Retrieved by name. 
Safeguards: 

Locked safe in PSD with a 24 hour security alarm. 
Retention and disposal: 

Records are maintained as long as member retains ration card. 
After transfer, records are burned. 
System manager(s) and address: 

Commanding Officer, U.S. Navy Personnel Support Activity, UK/ 
NOREUR FPO New York 09553-2900 is the overall policy official 
with the Officer in Charge, U.S. Navy Personnel Activity Detach- 
ment, Thurso United Kingdom, FPO New York 09516-1100 as the 
subordinate holder. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Officer in Charge, U.S. Navy Personnel Support Activity 
Detachment, Thurso, United Kingdom, FPO New York 09516-2200. 
The request should include full name, address, and Social Security 
Number of the individual concerned and should be signed. Personal 
visitors must have valid military I.D. or, if no longer in the military, 
have other valid identification such as a driver's license. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Officer 
in Charge, U.S. Navy Personnel Support Activity Detachment, 
Thurso, United Kingdom, FPO New York 09516-1100. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 

Applicable U.S. Servicemen. 

Exemptions claimed for the system: 

None. 

N10140-6 

System name: 
Gasoline Ration System. 
System location: 

Officer in Charge, U.S. Naval Weapons Facility Detachment, FPO 
New York 09515-0052. 
Categories of individuals covered by the system: 
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All personnel stationed aboard Naval Weapons Facility Detach- 
ment Machrihanish who own private vehicles and wish to purchase 
Navy Exchange Gasoline. 

Categories of records in the system: 

Record on each individual contains information on vehicle descrip- 
tion; dates of vehicle insurance, inspection and tax; United Kingdom 
address of individual and amount of gasoline allowed. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations. 

Purpose(s): 

Information is used by custodian(s) to allocate ration coupons to 
authorized personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Index cards in a safe. 
Retrieyability: 
Name. 
Safeguards: 

Locked in combination safe in an office which is locked when 
unmanned. Only custodian(s) know(s) combination to safe. 
Retention and disposal: 

Records are destroyed by shredding one year after transfer, sale, 
death, or other changes in status. 
System manageKs) and address: 

Officer in Charge, U.S. Naval Weapons Facility, Detachment, 
FPO New York 09515-0052. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Officer in Charge, U.S. Naval Weapons Facility, Detach- 
ment, FPO New York 09515-0052. The request should contain full 
name and address of the individual concerned and should be signed. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Officer 
in Charge, U.S. Naval Weapons Facility, Detachment, FPO New 
York 09515-0052. 

Contesting record procedures: 

The Department of the Navy rules for' accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 

Information concerning vehicles, insurance, inspection and tax is 
copied from the appropriate document as provided by the individual. 
Other information is received from the individual directly. 

Exemptions claimed for the system: 

None. 

N10140-7 

System name: 

Application for U.S. Navy Ration Permit. 
System location: 

Officer in Charge, U.S. Naval Weapons Facility, Detachment, 
FPO New York 09515 

Categories of indiriduals covered by the system: 

All personnel stationed at NAVWPNSFACDET Machrihanish de- 
siring to utilize U.S. Navy Exchanges in the United Kingdom. 

Categories of records in the system: 

Record includes: Name, rank/rate, SSN, date of birth (if under 18), 
and marital status of serviceman; location, name, relationship, date of 
birth (if under 18) and ID card number of dependents. 

Authority for maintenance of the system: 

5 use 301. 

PurposeCs): 



To prepare ration cards used in U.S. Military Exchanges in the 
U.K. and to maintain a record in case of loss. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Index cards in file box. 

Retrievability: 

Name. 

Safeguards: 

Maintained in office that is locked when unmanned. 
Retention and disposal: 

Cards are destroyed by shredding or burning upon transfer of 
serviceman. 

System manager(s) and address: 

Officer in Charge, U.S. Naval Weapons Facility, Detachment, 
FPO New York 09515 
Notification procedure: 

Records are held only on personnel currently stationed at NA- 
VAVNWPNSFAC Machrihanish who can enquire at the Adminis- 
trative Office concerning the records. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

The information is provided by the serviceman. 

Exemptions claimed for the system: 

None. 

N10570-1 

System name: 
Pet Registration. 
System location: 

Organizational elements of the Department of the Navy as indicat- 
ed in the directory of Department of the Navy mailing addresses. 
Categories of individuals covered by the system: 
Owners of pets residing on Naval property. 
Categories of records in the system: 
Owner's name and pet tag. 
Authority for maintenance of the system: 
5 use 301; Departmental Regulations. 
Piirpose(s): 

To provide for registration of pets to ensure appropriate innocula- 
tions and assist in the identification of rightful owners. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy*s compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

storage: 

File folders, card files, punched cards, magnetic tape. 
Retrievability: 

Name, SSN, Case number, organization. 
Safeguards: 

Access provided on a need to know basis only. Locked and/or 
guarded office. 

Retention and disposal: 

Per SECNAV Records Disposal Manual. 

System manageris) and address: 

Commanding officer of the activity in question. See directory of 
Department of the Navy mailing addresses. 
Notification procedure: 
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Apply to System Manager. , ^ > 

Record access procedures: : 

The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures:. 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned: may be obtained from the 
System Manager. ^ , , 

Record source categories: 

Veterinary records and statements provided by pet owners. 
Exemptions claimed for the system: ^ , 

None. 

N11012-1 

System name: 

Navy Personnel Billeting System (NPBS). 

System location: - ' . 

Navy Regional Data Automation Center, San Diego (NARDAC), 
Naval Air, Station, North Island, San Diego, California 92135. 

Categories of indiyiduals covered by the S3fstem: 

All bachelor military (officers and enlisted) and bachelor civilian 
personnel requesting berthing currently or in the future, at, a com- 
mand where this system is installed may be covered by this system. 

Categories of . records in the system: ^ 

Individual's social security number, name, duty station, forwarding 
address and home address. 

Authority for maintenance of the system: 

lOU.S.C. 5031. * , 

Purpose(s): 

To manage the BEQ/BOQ complex; to report status of berthing 
availability, furniture and maintenance associated with a BEQ/BOQ 

complex. 

Routine uses of records maintained in the system, .including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at . the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Records are maintained on magnetic disk, magnetic tape, and' hard 
copy reports. 
Retrievability: 

Name and/or SSN. v 
Safeguards: 

Access to computer room, software and storage media requires 
special positive identification clear through security department. 
System access from remote terminals is controlled by codes used site 
ID'S. 

Retention and disposal: 

An individual's reservation- record is maintained on disk for six 
months and is then system deleted. 
.System managerCs) and address: 

Naval Regional Data. Automation Center, Requirements Analysis 
and Design Division, Code 41, Building 334, Naval Air Station, 
North Island, San Diego, California 92135. 

Notification procedure: 

Information should be obtained from the system manager. Request- 
ing individuals should specify their full names. Visitors should be 
able to identify themselves by any commonly recognized evidence of 
identity. Written requests must be signed by the requesting individ- 
ual. 

Record access procedures: ^ ' . 

The agency's rules for access to records may be obtained from the 
System Manager. 

Contesting record procedures: 
. The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Information in this system comes from the individual to whom it 
applies in the form of navy messages and/or travel orders. 
Exemptions claimed for the system: 
None. 



NlUOl-1 

System name: 
Family Housing Assignment Application System. 
System location: 

All Navy activities with' family' housing assets. 
Categories of individuals covered by the system: 
All military and civilian personnel eligible for or. interested in 
occupying Navy family housing. 
Categories of records in the system: ' 

All applicants for family housing provide information to housing 
office at next duty assignment pertaining to personal data, e.g., name, 
address, rank/rate, social security number/service number, length of 
service, time remaining on active duty, data of rank, etc.; dependency 
data, e.g., total number in family, spouse, age and sex of dependents, 
etc.; and other pertinent housing information, e.g., last assignment, 
months involuntarily separated, special health problems, etc. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. . 

Purpose(s): 

All Navy family housing offices use this data to determine individ- 
ual's eligibility for family housing and notification for subsequent 
assignment to family housing or granting a waiver to allow occupan- 
cy of private housing. To determine and list individual's name on 
appropriate housing waiting list. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders. ' : .. ; • 

Retrievability: 

By individual's name. 

Safeguards: 

Housing files within the housing office, used solely within the 
housing organization and protected by military installation's security 
measures. Individual may, upon request, have access to housing ap- 
plication form. 

Retention and disposah 

Data is retained until termination of housing occupancy and subse- 
quently disposed of according to local records disposition instruc- 
tions. 

System manager(s) and address: 

Naval Military Personnel Command, PERS-71, 1000 North Glebe 
Road, Arlington, Virginia 20370 : 

Notiflcation procedure: ^ 

Records 5 are maintained by housing office at the Navy activity 
responsible for management of assets from data specifically provided 
by individual on DD Form 1646, Application for and Assignment to 
Military Family Housing. Individual may request access to such data 
upon proof of identity (ID card). 

Record access procedures: 

The agency's rules for access to records may be obtained from 
installation family housing office. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
installation family housing office. 

Record source categories: 

Data collected' from each applicable individual. ; : 
Exemptions claimed for the system: 
None. . ; ' * 

NlllOl-2 

System name: 

, Family Housing Requirements' Survey Record System. 
System location: . . ^ ' , 

Military installations with family housing offices. , 
Categories of individuals covered by the system: 
Officer and enlisted personnel and only key and essential civilian 
personnel. 
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Categories of records in the system: . 

Non-individual oriented input documents that reflect local housing 
assets; family housing survey questionnaires indicating family size, 
individual preference for housing, housing cost, and indication as to 
suitability of housing for need of individual. 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. 

Purpose(s): 

To determine the housing requirement for the location to support 
proposed family housing construction, leasing, mobile home spaces 
and other military construction programs submitted for OSD support 
and Congressional approval. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape and file folders: 

Retrievability: 

Social Security Number. 

Safeguards: ^ 

Housing files used solely within housing office; tape files, used 
solely within data processing system; and protected by the military 
installation's security measures. 

Retention and disposal: 

Held three years and destroyed. 

System manager(s) and address: 

Overall policy, official: Naval Facilities Engineering Command, 200 
Stovall Street, Alexandria, Virginia 22332. Subordinate record hold- 
ers of questionnaires: Family housinjg office at military installation. 

Notification procedure: 

Contact housing office of installation at which individual was as- 
signed when the individual completed the family housing question- 
naire. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
installation family housing office. 

Contesting record procedures: 

The agency's rules for contesting contents arid appealing initial 
determinations by the individual concerned may be obtained from the 
installation family housing office. 

Record source categories: 

Data collected from each applicable individual. 

Exemptions claimed for the system: . 

None. 

NlllOl-4 

System name: , 
Station Housing Records. 
System location: 

All Navy installations with housing inventories and/or housing 
management responsibilities. 

Categories of indiyiduals covered by the system: 
All military personnel desiring housing or temporary jodging, and 
eligible DOD civilian employees. 

Categories of records in the system: 

All records and data collected and maintained regarding individual 
housing or lodging needs; occupancy; furnishings inventory; housing 
condition reports; assignment and termination of housing; damage 
assessment; occupant and landlord relations and complaints; mainte- 
nance and repairs; waiting lists; inspections; quarters cost data; Con- 
gressional and Inspector General inquiries and responses; Service- 
men's Mortgage Insurance Premiums payments; individual cost data 
for establishing and maintaining housing allowances; eligibility for 
homeowners' assistance; and entitlement for basic allowances for 
quarters (BAQ). , 

Authority for maintenance of the system: 

5 use 301; Departmental Regulations. . ^ 

Purpose(s): 



To operate and maintain the Navy Housing Program and to serv- 
ice personnel eligible for Navy family housing, temporary lodging, or 
services. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, card files; microform; or, if automated, oh punched 
cards, magnetic tape, etc. 

Retrievability: 

By individual's name or building and unit number. 
Safeguards: 

Housing files within the housing office, used solely with the hous- 
ing organization and offices providing support to housing office, and 
protected by military installation's security measures. Individual may, 
upon request, have access to such data. 

Retention and disposal: 

Retained in office files until termination of occupancy, obsolete, no 
longer needed for reference, or disposal of associated housing unit(s). 
System nianager(s) and address: 

Appropriate Navy installation responsible for Navy housing inven- 
tory or housing support. 

Notification procedure: 

Records are maintained by housing office at Navy installation 
responsible for management of assets or providing housing support. 
Individual may request access to such data upon proof of identity 
(ID card). 

Record access procedures: 

Installation rules for access to records may be obtained from instal- 
lation housing office. 

Contesting record procedures: 

The installation rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
installation system manager. 

Record source categories: 

Data reported by or collected from occupants of housing or per- 
sonnel provided housing support. 
Exemptions claimed for the system: 
None. 

N11103-1 

System name: 
Housing Referral Services Record System. 
System location: 

All Navy installations with housing referral offices. 
Categories of individuals covered by the system: 
All military personnel reporting to an installation who will be 
residing off-base desirous of seeking off-base housing. 
Categories of records in the systenn: 

Information is collected on DD Form 1668 from all military per- 
sonnel reporting to a housing referral office as pertains to name, 
grade, branch of service, organization and location, local address; 
housing need; e.g., rental/sale, number of bedrooms, furnished/unfur- 
nished, price range, etc.; number of dependents, male or female, and 
age;, a list of housing referral services provided; and identification of 
member of racial or ethnic minority groups. Individuals provided 
referral assistance must in turn provide notification of housing selec- 
tion by use of DD Form 1670 which includes such information as 
type of housing selected, e.g., location, temporary/permanent, rental/ 
sale, cost, number of bedrooms; media through which housing was 
found, e.g., housing referral, realtor, newspaper, etc.; and satisfaction 
with selection, e.g., too small, too far; discrimination encountered; 
and satisfaction with housing referral services provided. 

. Authority for maintenance of the system: 

5 use 301; Department Regulations. . r 

Purpose(s): ' 

Referral offices use data to assist and counsel individuals in locat- 
ing suitable housing off-base, used for follow-up purposes when writ- 
ten notification from individual is not provided as to ultimate loca- 
tion of housing; used for purposes of reporting statistics oii; field 
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activity housing referral services; used to follow-up on availability of 
rental unit subsequent to occupant's receipt of PCS orders; and 
follow-up regarding tenant/landlord complaints. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation- apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders. 

Retrievability: 

By individual's name. 

Safeguards: 

Housing files within the housing referral or housing office, used 
solely within the housing organization and protected by military 
installation's security measures. Individual may upon request, have 
access to all such data. 

Retention and disposal: 

Data is retained until individual's tour is completed and subse- 
quently disposed of according to local records disposition instruc- 
tions. 

System manager(s) and address: 

Naval Facilities Engineering Command (Code 08), 200 Stovall 
Street, Alexandria, Virginia 22332 
Notification procedure: 

Records are maintained by housing referral offices at the Navy 
activity responsible for providing referral services for military per- 
sonnel in the area. Individual may request access to records upon 
proof of identify (ID card). 

Record access procedures: 

The agency's rules for access to records may be obtained from 
installation family housing office. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
installation family housing office. 

Record source categories: 

Data collected from each applicable individual. 

Exemptions claimed for the system: 

None. 

N12290-1 

System name: 

Record System for Civilian Employees of Nonappropriated Fund 
(NAF) Activities. 
System location: 

Primary System-Naval Military Personnel Command, Washington, 
DC 20370; and local activity to which individual is assigned (see 
Directory of the Department of the Navy Mailing Addresses); Na- 
tional Personnel Records Center, St. Louis, Missouri 63132. 

Categories of individuals covered by the system: 

Civilian employees of Nonappropriated Fund Activities under the 
cognizance of the Commander, Naval Military Personnel Command. 

Categories of records in the system: 

Correspondence and records pertaining to performance, employ- 
ment, pay, classification, security clearance, personnel actions, medi- 
cal, insurance, retirement, tax withholding information, exemptions, 
unemployment compensation, employee profile, education, benefits," 
discipline and administration of nonappropriated fund civilian person- 
nel. 

Authority for maintenance of the system: 
5 use 301; Department Regulations; 
Pub. L. 92-392; 

Fair Labor Standards Act, as amended 
Purpose(s): 

To manage, supervise, and administer the nonappropriated fund 
civilian personnel program. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

When required by Federal Statute, by Executive Order, or by 
treaty, personnel record information will be disclosed to the individ- 
ual, organization, or governmental agency as necessary. 



The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records may be stored on magnetic tapes, disc, drums 
and on punched cards. 

Manual records may be stored in paper file folders, mirofiche, or 
microfilm. 

Retrievability: 

Records may be retrieved by name, social security account number 
and/or activity number. 
Safeguards: 

Computer and punched card progessing facilities are located in 
restricted areas accessible only to authorized persons that are proper- 
ly screened, cleared and trained. 

Manual records and computer printouts are available only to au- 
thorized personnel having a need to know. 

Retention and disposal: 

Records are retained or disposed of in accordance with SECNA- 
VINST P52 12.5b, subj: Disposal of Navy and Marine Corps 
Records, or Departmental Regulations. 

System manager(s) and address: 

Commajider, Naval Military Personnel Command, Department of 
the. Navy, Washington, DC 20370 
Notification procedure: 

Requests by correspondence should be addressed to: Commander, 
Naval Military Personnel Command, (Attn: Privacy Act Coordina- 
tor), Navy Department, Washington, DC 20370; or in accordance 
with the Directory of the Department of the Navy Mailing Address- 
es (i.e., local activities). 

The letter should contain full name, social security number, activi- 
ty at which employed, and signature of the requester. 

The individual may visit the Commander, Naval Military Person- 
nel Command, Arlington Annex (FOB#2), Rm 1066, Washington, 
DC for assistance with records located in that building; or the indi- 
vidual may visit the local activity to which attached for access to 
locally maintained records. 

Record access procedures: 

The Agency's rules for access to records may be obtained from the 
system manager. 
Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 

Officials and employees of the Department of the Navy and De- 
partment of Defense in the performance of their official duties and as 
specified by current Instructions and Regulations promulgated by 
competent authority; previous employers; educational institutions; 
employment agencies; civilian and military investigative reports; gen- 
eral correspondence concerning individual. 

Exemptions claimed for the system: 

None. ' 

N12290-2 

System name: 

Models for Organizational Design and Staffing (MODS). 
System location: 

. Office of Civilian Personnel Management and Navy Department 
Staff, Headquarters, field activities employing civilians; also at con- 
tractor facilities. Official mailing addresses are published as an appen- 
dix to the Navy's compilation of records systems. 
Categories of individuals covered by the system: 
Navy civilian employees paid from appropriated funds. 
Categories of records in the system: 

Automated and manual files contain information on individual's 
proficiencies and knowledges as reported in self-evaluation question- 
naires vouchered by the supervisor, as well as data on the require- 
ments of specific jobs submitted by the supervisor. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulation; and E.O. 9397. 

Purpose(s): 

To test the operational usefulness of a staffing. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Office of Personnel Management 
in the- performance of their duties related to staffing and/or evalua- 
tion of civilian manpower programs. 

To the University of Texas faculty and. students working under a 
contract relating to MODS to monitor progress of research study. 

To Carnegie-Mellon University faculty and students working 
under contract relating to MODS to assist m research project. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of systems notices apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining^ and 
disposing of records in the system: 
Storage: 

Computer magnetic tape and drum, and optical scanner forms and 
computer printouts. 
Retrievability: 

Accessed by Social Security Number. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel. 

Retention and disposal: 

Records are retained so long as personnel continue to work at 
same activity. 

System manager(s) and address: 

Director, Office of Civilian Personnel Management, 800 North 
Quincy Street, Arlington, VA 22203-1998. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, Office of Civilian Personnel Management, De- 
partment of the Navy, Washington, DC 22203-1998 or to the head of 
the Navy activity at which the individual is or was employed. Offi- 
cial mailing addresses are published as an appendix to the Navy's 
compilation of systems notices. Written requests for information must 
contain full name of individual, current verbal information that could 
be verified. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records contains information about themselves should 
address written inquires to the Director, Office of Civilian Personnel 
Management, Department of the Navy, Washington, DC 22203-1998 
or to the head of the Navy activity at which the individual is or was 
employed. Official mailing addresses are published as an appendix to 
the Navy's compilation of systems notices. Written requests for infor- 
mation must contain full name of individual, current verbal informa- 
tion that could be verified. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and for 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

First line supervisors and Personnel Automated Data System 
(PADS). 

Exemptions claimed for the system: 

None.' 

N12300-1 

System name: 

' Employee Assistance Program Case Record System. 
System location: 

Office of Civilian Personnel Management, Department of the Navy 
and Designated Contractors; Navy Civilian Personnel Command 
(NCPC); NCPC Field Division; and. Navy staff, headquarters, and 
field activities employing civilians. Official mailing addresses are. pub- 
lished as an appendix to the Navy's compilation of systems notices. 

Categories of individuals covered by the system: 

All civilian employees in appropriated and non-appropriated fund 
activities who are referred by management for, or voluntarily re- 
quest, counseling .assistance. 

Categories of records in the system: 

System is comprised of case records on employees who are pa- 
tients (counselee) which are maintained by individual counselors and 



consist of information on condition, current status, and progress of 
employees or dependents who have alcohol, drug, emotional, or 
other personal problems, including admitted or urinalysis-detected 
illegal drug abuse. 

Authority for maintenance of the system:- 

5 U.S.C. 7301; 42 U.S.C. 290dd-3 and 290ee-3, Pub. L. 100-71; 
E.O: 12564; and E.O. 9397. 

Purpose(s): 

To record counselor's observations concerning patient's condition, 
current status, progress, prognosis and other relevant treatment infor- 
mation regarding patients in an employee assistance treatment facili- 
ty- 
Used by the Navy counselor in the execution of his/her counseling 

function as it applies to the individual patient. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301 and 42 U.S.C. 
290dd-3 and 290ee-3, the Office of the Secretary of Defense "Blan- 
ket Routine Uses" do not apply to this system of records. 

Records in this system may not be disclosed without prior written 
consent of such patient, unless the disclosure would be: 

(a) To medical personnel to the extent necessary to meet a bona 
fide medical emergency; 

(b) To qualified personnel . for the purpose of conducting scientific 
research, management audits, financial audits, or program evaluation, 
but such personnel may not identify, directly or indirectly, and indi- 
vidual patient in any report of such research, audit, or evaluating, or 
otherwise disclose patient identities in any manner; and 

(c) If authorized by an appropriate order of a court of competent 
jurisdiction granted after application showing good cause therefor. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Case records are stored in paper file folders. 
Retrievability: 

By employee name or by locally assigned identifying number. 
Safeguards: 

All records are stored under strict control. They are maintained in 
spaces accessible only to authorized persons, and are kept in locked 
cabinets. 

Retention and disposal: 

Paper records are destroyed five years after termination of coun- 
seling. Destruction is by shredding, pulping, macerating, or burning. 

Electronic records are purged of identifying data five years after 
termination of counseling. Aggregate data without personal identifi- 
ers is maintained for management/statistical purposes until no longer 
required. 0 

System manager(s) and address: 

Director, Office of Civilian Personnel Management, 800 North 
Quincy Street, Arlington, VA 22203-1998 and employee assistance 
program administrators at Department of the Navy staff, headquar- 
ters, and field activity levels. Official mailing addresses are published 
as an appendix to the Department of the Navy's compilation of 
systems of records. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, Office of Civilian Personnel Management, 800 
North Quincy Street, Arlington, VA 22203-1998 or to the appropri- 
ate employee assistance program administrator. Official mailing ad- 
dresses are published as an appendix to the Department of the Navy's 
compilation of systems of records. The request should contain the 
name, approximate period of time, by date, during which the case 
record was developed, and address of the individual concerned and 
should be signed. 

Record access procedures: 

Individuals seeking access to records about themselves continued 
in this system of records should address written inquiries to the 
Director, Office of Civilian Personnel Management, 800 North 
Quincy Street, Arlington, VA 22203-1998 or to the appropriate em- 
ployee assistance program administration. Official mailing addresses 
are published as an appendix to the Department of the Navy's compi- 
lation of systems of records. 

Contesting record procedures: 

The Department of the Navy rules for accessing ■ records and 
contesting contents and appealing initial determinations by the indi- 



656 



PRIVACY ACT SYSTEMS 



vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701;' or may be obtained from the system 
manager,''-' 

Record source categories: 

. Patient, counselors, supervisors, co- workers or other agency or 
contractor-employee personnel, 'private individuals to include family 
members of patient and outside practitioners. 
Exemptions claimed for the system: 

None, ' • • • • 

. _ ' N12593-1' " .. ' ' "' •> — . 

System name: 

. Living Quarters and Lodging Allowance'. / ' - ^' 

System location: ' 

dverseas organizational elements of the Departnient of tfie- Navy 
as indicated in the directory of Department of tHe .Navy mailing 
addresses. • , ' . • 

Categories of indiyiduals covered by the system: 

Appropriated and nbh-appropriated fund U.S. civilian employees 
eligible for allowance. '. • 

jCategories of records in , the system: 

Employee's name, grade, address, rent and utilit>^ expenses, living 
quarters and lodging allowance, and name of family and/or. members. 

Authority for maintenance of the. system: ' ^ 

Executive Order Number 10903 of January 9, 1961, .Exiecutive 
Order Number 10970 of October 27, 1961*, Executive Order Number 
10853 of November 27, 1959, and Executive Order Number 10982 of 
December 25, 1961, as implemented by State Departmient regulation. 

.Purpose(s): , . 

Used by civilian personnel office to record employee's living quar- 
ters or temporary lodging allowance entitlement. Other users include 
Naval Supply Depot Payroll Office, the employing office, disbursing 
office; Commander, Fleet Activities, FPO Seattle 98762. 

Routine uses of records maintained in the system, including catego- 
ries of users . and the purposes of such uses: 

To officials of the Department of State for the purpose of monitor- 
ing the leyel of allowances that Navy is authorized. 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation also apply to this system. 

Policies and practices for storing, retrieving,' accessing, retaining, and 
disposing of records in the system: 

Storage: . " . . 

File folders, i ; , ; : . , . , • . . 

Retrievability: 

File folders maintained by surname. • ' ' 

CSafeguards: 
Personnel screening and visitor control. 

Retention and disposal: ^ , '■ " ^ 

Files retained for a period of two years and then destroyed. . . 
System manager(s) and address: 

Overseas commanding officer of the activity in question. See direc- 
tory of Department of the Navy mailing addresses. ' ' ' ' 

Notification procedure: . - 

' A copy' of living quarters allowance is provided to. each employee. 

Record access procedures: 

The agency's rules for .access to records may be obtained from the 
system manager. - ; 
Contesting record' procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by th'e- individual concerned may be obtained from the 
system manager. • * • < 

Record source categories: 

Official personnel files. 

'Exemptions claimed for the system: 
* • None. . \" . ; ' ." ' • • 

N12711-1 

System name: 

Labor Management Relations Records System, 
System location: 

Office of Civilian Personnel Management (OCPM) (Code 31), De- 
partment of the Navy and Designated Contractors; OCPM Regional 
Offices; and Navy staff headquarters and field activities employing 



civilians. Official mailing addresses are published as an appendix to 
the Department of the Navy's compilation of systems of records. 

Categories of individuals covered by the system: 

Navy civilian employees paid from appropriated and non-appropri- 
ated funds, who are involved in a grievance which has been referred 
to aii arbitrator for resolution, or who are involved in the filing of an 
Unfair Labor practice complaint which has been referred, to the 
Federal Labor Relations Authority (FLRA) for resolution, or who 
are involved in a labor negotiations impasse which has been referred 
to the Federal Service Impasses Panel or an interest arbitrator for 
resolution, or who are involved in a negotiability dispute which has 
been referred to the I'LRA for resolution; union officials and repre- 
sentatives (both Navy employees and non-employees) involved in the 
aforementioned processes and in national consultation; indiependent 
arbitrators involved in grievance and interest arbitrations concerning 
Navy activities. . . ^ 

Categories of records in the system: 

Records are comprised of (1) Manual files maintained in paper 
folders, manually filed by type' of case and case number (not' individ- 
ual). Folder contains all information pertaining to a specific case. 
Field activities niaintain manual rosters of local union officials and 
representatives. OCPM Headquarters maintains manual roster of ad- 
dresses and files concerning national consultation with national/inter- 
national unions regarding changes in Departmental level civilian per- 
sonnel policies. (2) ADP system maintains records by type of case 
and case number (not individual). Centrally maintained data base 
(access restricted to authorized users) contains iall information per- 
taining to a specific case. Bargaining ■ unit files,: contain information 
about each bargaining unit, including contact information on union 
local presidents. . , . 

Authority for maintenance, of the system: 

5 U.S.C.. 7101-7135. ^ 

Purpose($): ' / 

To manage the ,Xabor-Management Relations Program^ e.g., ad- 
ministration/implementation of arbitration awards; processing, of 
unfair labor practice charges; adjudication of negotiability disputes, 
resolution of negotiations impasses;, interpretation of 5 U.S.C. "7101- 
7135. through 3rd party case decisions; national consultation and 
other dealings with recognized unions. ' ' 

^Routine uses of records maintained in the systeni, including catego- 
ries of users, and the purposes of such uses: 

To representatives of the Office of Personnel Management on 
niatters relating to the inspection, survey, audit, or evaluation of 
Navy: Civilian Personnel Management Programs. 

, To the Comptroller General or any of his authorized representa- 
tives, in the course of the performance of , duties of the. General 
Accounting Office relating to the Navy's Labor Management Rela- 
tions Program. To a duly appointed hearing examiner, Administrative 
Law Judge, arbitrator, or other proper 3rd party for the purpose of 
conducting a hearing or inquiry in connection with an employee's 
grievance, unfair labor practice charge, impasse, negotiability appeal, 
or other labor relations dispute. 

" The '^Blanket Routine Uses" that appear at the beginning of thp 
Department of the Navy's compilation of systems of records al^o 
apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

Manual records are stored in piaper folders. ADP records are 
stored in a central, contractor maintained data base. 

Retrievability: 

Manual records are retrieved by case subject, case number, and/or 
individual employee names. ADP.records are retrieved by case sub- 
ject, activity, bargaining unit, servicing personnel office, command, 
or 3rd party docket number. ( 

Safeguards: . . -i 

All files are accessible, only to authorized" personnel having a need 
to know. Access to the ADP system is controlled through the use of 
multiple security passwords. 

Retention and disposal: ^ 

Case files- are permanently maintained. Union official ; rosters are 
normally destroyed after a new roster has been established. 
System manager(s) and address: 

Office of Civilian Personner Management (Code 31), 8iX) North 
Quiricy Street, Arlington, VA 22203-1998. 
Notification procedure: 
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Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Office of Civilian Personnel Management (Code 31), 800 
North Quincy Street, Arlington, VA 22203-1998, their servicing per- 
sonnel office, arbitrator's office, or Federal unions or local unions. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Office 
of Civilian Personnel Management (Code 31), 800 North Quincy 
Street, Arlington, VA 22203-1998, their servicing personnel office, 
arbitrator's office, or Federal unions or local unions. 

Contesting record procedures: 

The. Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 

Navy civilian personnel offices; arbitrator's offices; Federal unions 
and union locals. 

Exemptions claimed for the system: 

None. 

N12771-t 

System name: 

Employee Grievances, Discrimination Complaints, and Adverse 
Action Appeals. 
System location: 

Employee Appeals Review Board, Ballston Tower 2. 801 N. Ran- 
dolph Street, Arlington, VA 22203-1998. 

Categories of individuals covered by the system: 

Former and present civilian employees of the Department of the 
Navy, and applicants for employment with the Department of the 
Navy. 

Categories of records in the system: 

The case files contain background material on the act or situation 
complained of; the results of any investigation including affidavits 
and depositions; records of personnel actions involved; transcripts of 
hearings held; administrative judges* reports of findings and recom- 
mended actions; advisory memoranda from the Chief of Naval Oper- 
ations, Navy Military Personnel Command, Department of Defense, 
Systems Commands; Secretary of the Navy decisions; reports of 
actions taken by local activities; comments by the Employee Appeals 
Review Board (EARB) or local activities on appeals made to the 
Equal Employment Opportunity Commission (EEOC); EEOC deci- 
sions. Court decisions. Comptroller General decisions. Brief summa- 
ries of case files are maintained on index cards. 

Authority for maintenance of the system: 

5 U.S.C. 1301, 3301, 3302, 7151-7154, 7301, and 7701. 

PurposeCs): 

This information is Used by the EARB to adjudicate cases. Systems 
Commands, the Chief of Naval Operations, Office of Civilian Person- 
nel Management (OCPM), and Naval Civilian Personnel Command 
(NCPC) are internal users for informational/implementational pur- 
poses. Individual members acting on behalf of the individual involved 
are supplied with copies of decisions and other appi*opriate back- 
ground material. Grievants and appellants are furnished Secretary of 
the. Navy decisions, with copies to their representatives, EEO com- 
plainants are furnished Secretary of the Navy (SECNAV) decisions, 
with copies of the hearing transcripts and administrative judges' 
reports; complainants' representatives are provided copies of 
SECNAV decisions on grievances and appeals. Activities involved in 
EEO complaints are provided copies of SECNAV decisions, hearing 
transcripts, and administrative judges' reports. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To officials and employees of the Equal Employment Opportunity 
Commission to adjudicate cases. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of record systems also apply 
to this system. 

Note: Records of identity, diagnosis, prognosis or treatment of any 
client/patient, irrespective of whether or when he/she ceases to be a 
client/patient, maintained in connection with the performance of any 
alcohol or drug abuse prevention and treatment function conducted, 
requested, or directly or indirectly assisted by any department or 
agency of the United States, shall, except as provided herejn, be 



confidential and be disclosed only for the purposes and under the 
circumstances expressly authorized. in 42 U.S.C. 290dd-3 and 290ee- 
3. These statutes take precedence over the Privacy Act of 1974 in 
regard to accessibility of such records except to the individual to 
whom the report pertains. The Departent of the Navy's "Blanket 
Routine Uses" do not apply to these records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders and index cards. 

Retrievability: 

Name. 

Safeguards: 

Classified material is kept in a locked safe. Other materials are kept 
. in file cabinets within the EARB Administrative Offices. Access 
during business hours is controlled by Board personnel. The office is 
locked at the close of business; the building in which the office is 
located employs security guards. 

Retention and disposal: 

Case files maintained for one year and sent to the Washington 
National Records Center, 4205 Suitland Road, Suitland, MD 20409; 
and maintained for four years. EEOC decisions and index cards are 
retained indefinitely. 

System manager(s) and address: 

Director, Naval Council of Personnel Boards, Ballston Tower 2, 
801 N. Randolph Street, Arlington, VA 22203-1998. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, Naval Council of Personnel Boards, Ballston 
Tower 2, 801 N. Randolph Street, Arlington, VA 22203-1998. The 
requester must provide full name, employing office, and appropriate 
identification card. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should addreiss written inquiries to the Direc- 
tor, Naval Council of Personnel Boards, Ballston Tower 2, 801. N. 
Randolph Street, Arlington, VA 22203-1998. The requester must, 
provide full name, employing office, and appropriate identification 
card. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. = 

Record source categories: 
. Information in the file is obtained from former and present civilian 
employees of the DON, applicants for employment with the DON, 
employing activities, EEOC, NCPC. 

Exemptions claimed for the system: 
None. 

. N12771-2 

System name: 

Employee Relatiqns Including Discipline, Employee Grievances, 
Complaints, Etc. 

System location: 

Office of Civilian Personnel Management (OCPM), OCPM Re- 
gional Offices and Naval Civilian Personnel Center (NCPC), Navy 
and Navy Staff Headquarters and Field Activities employing civil- 
ians. Commandant of the Marine Corps (Code MPC-30/HQSG), and 
Marine Corps Field Activities employing civilians. Official mailing 
addresses are published as an appendix to the Department of the 
Navy's compilation of systems of records notices. 

Categories of individuals covered by the system: 

Navy and Marine Corps civilian employees, paid from appropri- 
ated funds servicing under career, career-conditional, temporary and 
excepted service appointments on whom discipline, grievances, and 
complaints records exist. Discrimination complaints of Navy and 
Marine Corps civilian employees, paid from appropriated and non- 
appropriated funds, applicants for employment and former employees 
in appropriated and non-appropriated positions. Appeals of Navy and 
Marine Corps civilian employees piaid from appropriated funds. Fili- 
pino employees appeal case files (Filipinos who are lawfully admitted 
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legal residents). Cases reviewed by Commander in Chief Pacific 
under Filipino Employment Policy Instructions. 
Categories of records in the system: 

Information pertaining to discipline, grievances, compliants, and 
appeals. Management operation record system consisting of manual 
files maintained by immediate supervisors and high level managers 
concerning employee performance, capability, informal discipline, at- 
tendance leave and tardiness, work assignments, and similar work 
related employee records. 

Authority for maintenance of the system: 

E.O. 9830, Amending the Civil Service Rules and Providing for 
Federal Personnel Administration, amended by E.O. 10577; E.O. 
12106; E.O. 12107; E.O. 12564 and 9397; 5 U.S.C 1205, 1206, 1302, 
3301, 3302, 7105, 7512, relevant portions of the Civil Service Reform 
Act, Pub. L. 95-454; 21 U.S.C. 812; Pub. L. 100-71; 42 U.S.C. 
2000e-116 et. seq.; Equal Employment Opportunity Act of 1972; 
Pub. L. 93-259, amendment to the Fair Labor Standards Act, 29 
U.S.C. 201, et. seq.; Age Discrimination and Employment Act, 29 
U.S.C. 633a; the Rehabilitation Act of 1978 as amended, 29 U.S.C. 
791 and 794a. 

Purpose(s): 

To manage civilian employee in the processing, administration, and 
adjudication of discipline, grievances, complaints, appeals, litigation, 
and program evaluation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To representatives of the Office of Personnel Management on 
matters relating to the inspection, survey, audit, or evaluation of 
Navy and Marine Corps civilian personnel management programs or 
personnel actions, or such other matters under the jurisdiction of the 
Office of Personnel Management. 

To appeals officers and complaints examiners of the Merit Systems 
Protection Board and Equal Employment Opportunity Commission 
for the purpose of conducting hearings in connection with employees 
appeals from adverse actions and formal discrimination complaints. 

To disclose information on any source from which additional infor- 
mation is requested in the course of processing a grievance or appeal 
to the 'extent necessary to identify the individual, to inform the 
source of the purpose(s) of the request, and identify the type of 
information requested. 

To disclose information on any source from which additional infor- 
mation is requested in the course of processing a grievance or appeal 
to the extent necessary to identify the individual, to inform the 
source of the purpose(s) of the request, and identify the type of 
information requested. 

To disclose information to a federal agency in response to its 
request in connection with the hiring or retention of an employee, 
the issuance of an investigation of an individual, the classifying of 
jobs, the letting of a! contract of the issuance of a license, grant, or 
other benefit by the requesting agency, to the extent the information 
is relevant and necessary. 

To the National Archives and Records Administration in records 
management inspection conducted under authority of 5 U.S.C. 2904 
and 2906. 

To disclose, in response to a request for discovery or for appear- 
ance of a witness, information that is relevant to the subject matter 
involved in the pending judicial or administrative proceeding. 

To officials of labor organizations recognized under the Civil Serv- 
ice Reform Act when relevant and necessary to their duties of 
exclusive representation concerning personnel policies, practices, and 
matters affecting working conditions. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of record systems apply to 
this system. 

Note: Records of identity, diagnosis, prognosis or treatment of any 
client/patient, irrespective of whether or when he/she ceases to be a 
client/patient, maintained in connection with the performance of any 
alcohol or drug abuse prevention and treatment function conducted, 
requested, or directly or indirectly assisted by any department or 
agency of the United States, shall, except as provided herein, be 
confidential and be disclosed only for the purposes and under the 
circumstances expressly authorized in 42 U.S.C. 290dd-3 and 290ee- 
3. These statutes take precedence over the Privacy Act of 1974 in 
regard to accessibility of such records except to the individual to 
whom the record pertains. The Department of the Navy's "Blanket 
Routine Uses" do not apply to these records. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders. 



Retrievability: 
Filed by last name. 
Safeguards: 

All records are stored under strict control and are available only 
to authorized personnel having a need to know. 

Retention and disposal: 

Records are retained for two years or destroyed upon separation of 
the employee, whichever is later. 
System manager(s) and address: 

Director, Office of Civilian Personnel Management, Department of 
the Navy, 800 North Quincy Street, Arlington, VA 22203-1998. For 
Marine Corps civilian personnel, the Commandant of the Marine 
Corps (Code M), HQS, U.S. Marine Corps (Arlington Annex), Wash- 
ington, DC 20380-0001. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commander/Commanding Officer of the activity assigned 
or to the Director, Office of Civilian Personnel Management, De- 
partment of the Navy, 800 North Quincy Street, Arlington, VA 
22203-1998. For Marine Corps civilian personnel, the Commandant 
of the Marine Corps (Code M), HQS, U.S. Marine Corps (Arlington 
Annex), Washington, DC 20380-0001. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
mander/Commanding Officer of the activity assigned or to the Di- 
rector, Office of Civilian Personnel Management, Department of the 
Navy, 800 North Quincy Street, Arlington, VA 22203-1998. For 
Marine Corps civilian personnel, the Commandant of the Marine 
Corps (Code M), HQS, U.S. Marine Corps (Arlington Annex), Wash- 
ington, DC 20380-0001. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. - , 

Record source categories: 

Supervisors or other appointed officials designated for this pur- 
pose. 

Exemptions claimed for the system: 
None. 

N12930-1 

System name: 

Industrial Relations Personnel Records. 
System location: 

Commander, Navy Resale and Services Support Office, Naval 
Station New York Staten Island, Staten Island, NY 10305-5097 (for 
all Navy Exchanges). Personnel records of employees of the central 
office and in the Navy Resale System activities employing Civilians 
paid from non-appropriated funds. 

Categories of individuals covered by the system: 

Civilian employees, former civilian employees, and applicants for 
employment with the Navy Resale and Services Support Office and 
Navy Exchanges located worldwide. Employee categories paid from 
non-appropriated funds are regular full time, regular part-time, tem- 
porary full time, temporary part-time and intermittent.. 

Categories of records in the system: 

Personnel jackets, including but not limited to Personnel Informa- 
tion Questionnaire, Personnel Action; Certification of Medical Exam- 
ination Indoctrination Checklist; Designation of beneficiary; death 
benefit; leave records; report of accident; notice of excessive absence 
and tardiness and warnings; disciplinary actions; certified record of 
court attendance; certified copy of completed military orders for any 
annual duty tours with recognized reserve organizations; employee 
job description; tuition assistance records; examination papers and 
tests, if any; evidence of date of birth, where required; official letters 
of commendation; cash register overage/shortage records; report of 
hearings and recommendations relative to employees grievances; offi- 
cial work performance rating; designation of beneficiary for unpaid 
compensation; reference check records; applicant files; employee pro- 
files; personnel security information (including copies of NSA and 
NIS reports); travel requests, travel allowance and claims records; 
transportation agreements; employee affidavits; privilege card appli- 
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cation, work assignments, work performance capability, counseling 
records, work-related records, training records including courses, 
type and completion dates; and related data. 

Labor and Employee Relations Records include Notices of exces- 
sive absence, tardiness and warnings; disciplinary actions; unsatisfac- 
tory work performance evaluations; grievances, appeals, complaint 
and appeal records; reports of potential grievances and appeals; con- 
gressional correspondence; investigative reports and summaries of 
personnel administrative actions; data relating to Quality Salary In- 
crease, Superior Accomplishment Recognition Awards, beneficial 
suggestions and similar awards; and personnel listings of the afore- 
mentioned services. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and E.O. 9397. 

Purpose(s): 

To provide a basis by which an employee or an applicant may be 
determined to be suitable for employment, transfer, promotion or 
retention in employment; for verification of employment; to provide 
a record of travel performed and verification that the employees 
receive proper remuneration for the travel performed; to insure em- 
ployees received timely consideration in the processing of work/ 
appraisals and salary increases; for recognition of accomplishments 
and contributions by employees, and in the processing, administra- 
tion, and adjudication of discipline, grievances, complaints, appeals, 
litigation, and program evaluation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To appeals officers and complaints examiners of the Equal Em- 
ployment Opportunity Commission for the purpose of conducting 
hearings in connection with employees appeals from adverse actions 
and formal discrimination complaints. 

To a federal agency in response to it*s request in connection with 
the hiring or retention of an employee, the issuance of a security 
clearance, the conducting of a security of suitability investigation of 
an individual, the classifying of jobs, the letting of a contract or the 
issuance of a license, grant or other benefit by the requesting agency, 
to the extent that the information is relevant and necessary. 

To the National Archives and Records Administration in records 
management inspection conducted under authority of 5 U.S.C. 2904 
and 2906. 

In response to a request for discovery or for appearance of a 
witness, information that is relevant to the subject matter involved in 
the pending judicial or administrative proceeding. 

To officials of labor organizations recognized under the Civil Serv- 
ice Reform Act when relevant and necessary to their duties of 
exclusive representation concerning personnel policies, practices and 
matters affecting working conditions. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy*s compilation of records systems apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

The media in which these records are maintained vary, but include 
file folders; magnetic tape; disks; punch cards; rolodex files; cardex 
files; ledgers; and printed reports. 

Retrievability: 

Name and/or Social Security Number; employee payroll number. 
Safeguards: . 

Locked desks in supervisor's office and also, locked cabinets in 
locked offices supervised by appropriate personnel; supervised com- 
puter tape library which is accessible only through the Computer 
Center (entry to the computer center is controlled by a combination 
lock known by authorized personnel only; security guards. 

Retention and disposal: 

Current employee records remain on file at the appropriate person- 
nel offices; records on former employees are retained for one year 
and then forwarded to the Director, National Personnel Records 
Center, (Civilian Personnel Records), lU Winnebago Street, St. 
Louis, MO 63118 for retention of permanent papers and destruction 
of temporary papers. Applicant files are retained for one year. Navy 
Exchange records retention standards are contained in the Disposal 
of Navy and Marine Corps Records Part II, Chapters 3 and 5 in the 
Navy Exchange Manual. 

System manager(s) and address: 

Policy Official is the Commander, Navy Resale and Services Sup- 
port Office, Naval Station New York Staten Island, Staten Island, 
NY 10305-5097. 



Record Holder is the Manager, Workforce/Planning and Adminis- 
trative Support Branch (IRD4), Navy Resale and Services Support 
Office, Naval Station New York Staten Island, Staten Island, NY 
10305-5097. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commander, Navy Resale and Services Support Office, 
Naval station New York Staten Island, Staten Island, NY 10305- 
5097. The request should , contain full name. Social Security Number, 
activity where last employed or where last application for employ- 
ment was filed. A list of other offices the requester may visit will be 
provided after initial contact is made at the office listed above. At 
the time of a personal visit, requester must* provide proof of identity 
containing the requester's signature. 

Record access procedures: 

Individuals seeking access to records themselves contained in this 
system of records should address written inquiries to the Command- 
er, Navy Resale and Services Support Office, Naval Station New 
York Staten Island, Staten Island, NY 10305-5097. The request 
should contain full name. Social Security Number, activity where last 
employed or where last application for employment was filed. A list 
of other offices the requester may visit will be provided after initial 
contact is made at the office listed above. At the time of a personal 
visit, requester must provide proof of identity containing the request- 
er's signature. ' 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determination by the individ- 
ual concerned are published in Secretary of the Navy Instruction 
5211.4; 32 CFR part 701; or may be obtained from the systern 
manager. 

Record source categories: 

The individual to whom the record pertains; current and previous 
supervisors/employers; other records of the activity concerned; 
counseling records and comparable papers; educational institutions; 
applicants; applicant's previous employees; current and previous asso- 
ciates of the employee named by the employee as references; other 
records of activity investigators; witnesses; correspondents; investi- 
gate results and information provided by appropriate investigative 
agencies of the Federal Government. 

Exemptions claimed for the system: 

Parts of this system may be exempt under 5 U.S.C. 552a(k)(5) and 
(6), as applicable. For additional information contact the system man- 
ager. An exemption rule for this system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b)(1), (2), and (3), 
(c) and (e) and published in 32 CFR part 701, subpart G. 

N12930-2 

System name: 

Area Coordinator Information and Operation Files. 
System location: 

Office of Civilian Personnel Management (OCPM) and OCPM 
field offices, designated contractors, and Navy staff, headquarters, 
and field activities employing civilians. Official mailing addresses are 
published as an appendix to the Department of the Navy's compila- 
tion of systems of records. 

Categories of individuals covered by the system: 

Civilian employees, paid from appropriated and non-appropriated 
funds, military personnel or private citizens affected by or involved 
in action of area coordination significance, and speakers, specialists 
and other interested participants. 

Categories of records in the system: 

System is composed of, but not limited to, records compiled in 
accordance with regulations, correspondence regarding status of 
EEO investigations, index file of program administration and interest- 
ed participants including ad hoes, summaries compiled for budget 
administration, biographies of speakers or of key officials obtained 
from individual. 

Authority for maintenance of the system: 
5 U.S.C. 301, Departmental Regulations. 
Purpose(s): 

To manage civilian personnel and special projects related to civil- 
ian employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



660 



PRIVACY ACT SYSTEMS 



To representatives of the Office of Personnel Management on 
matters relating to the inspection, survey, audit or evaluation of 
Navy civilian personnel management programs or personnel actions, 
or such other matters under the jurisdiction of the Office of Person- 
nel Management. 

To a duly appointed Hearing Examiner or Arbitrator (an. employee 
of another Federal agency) for the purpose of conducting a hearing 
in connection with an employee's grievance. 

To an arbitrator who is given a contract pursuant , to a negotiated 
labor agreement to hear an employee's grievance.. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records also 
apply |to this system. 

. Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored in paper file folders, list finders, index cards, or 
logs or other indexing systems.. 
Retrievability: , 

Records are. retrieved by subject matter or by name. 
Safeguards: j *. • . 

Records are available only to authorized personnel having a need, 
to know. 

Retention and disposal: . 

Records are retained for varying lengths of time as required by 
local regulations; some records may be, maintained indefinitely,. , . 

System manager(s) and address: , 

Director, Office of Civilian Personnel Management, 800 North 
Quincy Street, . Arlington, VA 22203-1998 and the heads of Navy 
Staff, Headquarters, and field activities employing civilians. Official 
mailing addresses are published as an appendix to the Department of 
the Navy's compilation of systems of records. 

Notification procedure: : 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the servicing civilian personnel office where assigned or to the 
Director, Office of Civilian Personnel Management, 800 North 
Quiricy Street, ArHngton^ V A 22203-1998. The request should con- 
tain full name. Social Security Number, and address. For personal 
visits, proof of identification will consist of a Department of Defense^ 
or Navy building pass or identification badge or driver's license or 
other types of identification bearing his/her signature or picture or 
by providing information which may be verified . against the record. 

Record access procedures: 

'Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the servic- 
ing civilian personnel office or to the Director, Office of Civilian 
Personnel Management, 800 North Quincy Street, Arlington, VA 
22203-1998. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting, contents and. appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. . , _ 

Record source categories: 

Navy Civilian Personnel Offices and their representatives. 

Exemptions claimed for the system: 

None, 

' N12950-3 ' 

System name: 

Payroll and Employee Benefits Records. 

System location: ^, . , , 

Commander, Navy Resale and -Services Support Office, Naval 
Station New York Staten Island, Staten Island, New York 10305- 
5097. ; • • 

Categories of individuals covered by the system: 

Civilian employees and former civilian employees with the Navy 
Resale and Services Support Office and . Navy Exchanges located 
world-wide. (Payroll and benefits information) Civilian employees 
and former civilian employees of Coast Guard exchanges, clubs and 
messes and US Navy civilian employees. . ' 

Categories of records in the system: 

Distribution reports; tax reports; leave accrual reports; earnings 
records cards, payroll registers; insurance records and reports' regard- 



ing property damage, personal injury or death, group life, disability, 
medical and retirement plan; payroll savings authorization; record of 
payroll savings; overtime authorization; Treasury Department tax 
withholding exemption certificate. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and E.O. 9397. 

Purpose(s): 

To calculate pay; prepare checks for distribution; prepare educa- 
tion registers; leave records; to siibmit federal and state tax reports; 
to record contributions to benefit plans; to process all insurance 
claims; to calculate retirement benefits upon request of employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the insurance carriers and the U.S. Department of Labor, 
Bureau of Employees Compensation. . , 

The "Blanket Routine Uses" that appear at the. beginning of the 
Department of the Navy's compilation of systems of records also 
apply to this system. ..... 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 

Storage: 

The media in which these records are maintained vary, but include 
magnetic tape files; card files; file folders; ledgers; and printed re- 
ports. 

Retrievability: 

Name and/or Social Security Number; employee job number; em- 
ployee payroll number. ; 
Safeguards: 

Locked file cabinets; safes; locked offices which are supervised by 
appropriate personnel, when open; security guards; supervised com- 
puter tape -library which is accessible only through the computer 
center (entry to computer center is controlled by a combination lock 
known by authorized personnel only). 

Retention and disposal: 

Permanent records — maintained for five years and then retired to 
the Director, National Personnel Records Center, Civilian Personnel 
Records, 111 Winnebago Street, St. Louis, MO 63 11 8. 

System manager(s) and address: 

Policy Official: Commander, Navy Resale and Services Support 
Office, Naval Station New York Staten Island^ Staten Island, NY 

10305-5097. : 

Record Holder Manager, Risk Management and Workers Compen- 
sation Branch (TD2), Manager, Labor/Employee Relations and Em- 
ployee Benefits Branch (IRDl), Comptroller Non-appropriated Fund 
Division (CNAFD), Navy Resale and Services Support Office, 
Naval Station New York Staten Island, Staten Island, NY 10305- 
5097. 

Individual record holders within the central system may be con- 
tacted through the central system record holder. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commander, Navy Resale and Services Support Office, 
Naval Station New York Staten Island, Staten Island, NY 10305- 
5097. 

• In the initial inquiry the requester must provide full name, Social 
Security Number, activity where last employed. A list of other of- 
fices the requester may visit will be provided after initial contact is 
rhade at the office listed above. At the time of a personal visit, 
requesters must provide proof of identity containing the requester's 
signature. 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
mander, Navy Resale and Services Support Office, Naval Station 
New York Staten Island, Staten Island, NY 10305-5097. 

Contesting record procedures: 

' The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5C, 32 CFR part 701, or may be obtained from the system 
manager. • ' * , ' . . 

Record source categories: 
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The employee or former employee; payroll department; the em- 
ployee's supervisor and the employee's physician or insurance carri- 
er's physician. 

Exemptions claimed for the system: 
None. 

N12950-4 

System name: 
Naval Audit Personnel Development System. 
System location: 

Naval Audit Service Headquarters, PO Box 1206, Falls Church, 
Virginia, 22041 

Categories of individuals covered by the system: 

All personnel employed by the Naval Audit Service. 

Categories of records in the system: 

Employee audit experience and historical career development data. 
Authority for maintenance of the system: 
. 5 use 301; Departmental Regulations. 
Purpose(s): 

To identify audit task assignments; monitor future career develop- 
ment; and forecast talent requirements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Blanket Routine Uses that appear at the beginning of the 
Department of the Navy's compilation apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape. 

Retrievability: 

Name, SSN. 

Safeguards: 

Computer System Software; code word access. 
Retention and disposal: 

Records retained until employee retires, is deceased, or leaves 
Audit Service for other employment; record is then destroyed. 
System manager(s) and address: 

Director, Naval Audit Service is overall policy official; Director, 
Education and Training Division has direct control; Naval Audit 
Service HQ, Falls Church, Va 22041 

Notification procedure: 

Apply to System Manager. 

Record access procedures: 

The agency's rules for access to records may be obtained from the 
System Manager. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Individual concerned. Standard civilian personnel files. 

Exemptions claimed for the system: 

None. 

N12950-5 

System name: 
Navy Civilian Personnel Data System (NCPDS). 
System location: 

Office of Civilian Personnel Management (OCPM) and its field 
offices; operating civilian personnel offices and Navy commands and 
management offices; and the Navy Regional Data Automation 
Center (NARDAC) and its designated contractors. Official mailing 
addresses are published as an appendix to the Department of the 
Navy's compilation of systems notices. Included in this notice are 
those records duplicated for retrievability at a site closer to where 
the employee works (e.g., in ah adniinistrative office of a supervisor's 
work area). . 

Categories of individuals covered by the systems: 

Department of the Navy civilian employees paid from appropri- 
ated and non-appropriated funds and foreign national direct and 
indirect hire employees. 

Categories of records in the system: 



The system is comprised of automated and non-automated records 
describing and identifying the employee (e.g., name, Social Security 
Number, sex, birth date, minority designator, citizenship, physical 
handicap code); the position occupied and the employee's qualifica- 
tions; salary and salary basis or other compensation and allowances; 
employee's status in relation to the position occupied and the organi- 
zation to which assigned; tickler dates for impending changes in 
status; education and training records; previous military status; func- 
tional code; previous employment record; performance appraisal and 
other data needed for screening and selection of an employee; refer- 
ral records; professional licenses and publications; and reason for 
position change or other action affecting the employee and case files 
pertaining to EEO, MSPB, labor and employee relations, and incen- 
tive awards. The records are those found in the NCPDS subsystems: 
The Navy Automated Civilian Manpower Information System 
(NACMIS), the Training Information Management System (TIMS), 
the Personnel Automated Data System (PADS), the Computerized 
Employee Management Program Administration and Research 
(CEMPAR), Office of Civilian Personnel Management Customer 
Support Centers, the Executive Personnel Management Information 
System (EPMIS), the Complaints Action Tracking System (CATS), 
and the NCPDS base level and Headquarters systems. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations; 5 U.S.C. 4118; Executive 
Order 9397; 5 U.S.C. 2951; Executive Order 10450; 42 U.S.C. 2000e, 
5 U.S.C. 3135, 5 U.S.C. 4301, et. seq., 5 U.S.C. 4501 et. seq., 5 U.S.C. 
4705 and subparts D, E, F, and G of title 5 U.S.C. and 29 CFR part 
1613 et. seq. 

Purpose(s): 

To manage and administer the Department's civilian personnel and 
civilian manpower planning programs and in the design, develop- 
ment, maintenance and operation of the automated system of records. 
Designated contractors of the Department of the Navy and Defense 
in the performance of their duties with respect to equipment and 
system design, development test, operation and maintenance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Comptroller General or any of his authorized representa- 
tives, in the course of the performance of duties of the General 
Accounting Office. 

To the Attorney General of the United States or his authorized 
representatives in connection with litigation, law enforcement, or 
other matters under the direct jurisdiction of the Department of 
Justice or carried out as the legal representative of Executive Branch 
agencies. 

To officials and employees of other departments and agencies of 
the Executive Branch of government upon request in the perform- 
ance of their official duties related to the screening and selection of 
candidates for vacant positions. 

To representatives of the United States Department of Labor on 
matters relating to the inspection, survey, audit or evaluation of the 
Navy's apprentice training programs or on other such matters under 
the jurisdiction of the Labor Department. 

To representatives of the Department of Veterans Affairs on mat- 
ters relating to the inspection, survey, audit or evaluation of the 
Navy's apprentice and on-the-job training program. 

To contractors or their employees for the purpose of automated 
processing of data from employee personnel actions and training 
documents, or data collection forms and other documents. 

To a duly appointed hearing examiner or arbitrator in connection 
with an employee's grievance. 

To an appointed Administrative Judge for the purpose of conduct- 
ing a hearing in connection with an employee's formal Equal Em- 
ployment Opportunity (EEO) complaint. 

To officials and employees of schools and other institutions en- 
gaged to provide training. 

To labor organizations recognized under 5 U.S.C. Chapter 71 
when relevant and necessary to their duties of exclusive representa- 
tion concerning personnel policies, practices, and matters affecting 
working conditions. 

To representatives of the Federal Labor Relations Authority. 

To representatives of the Merit Systems Protection Board. 

To representatives of the Equal Employment Opportunity Com- 
mission for statistical analysis, processing and adjudication. 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems notices also apply 
to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
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Automated records are stored on magnetic tape, disc, drum and 
punched cards and computer printouts. Manual records are stored in 
paper file folders. 

Retrievabiiity: 

Information is retrieved by Social Security Number or other simi- 
lar substitute if there is no Social Security Number, position number, 
name» or by specific employee characteristics such as date of birth, 
grade, occupation, employing organization, tickler dates, academic 
specialty level. 

Safeguards: 

The computer facility and terminal are accessible only to author- 
ized persons that have been properly screened, cleared and trained. 
Manual and automated records and computer printouts are available 
only to authorized personnel having a need-to-know. . 

Retention and disposal: 

Input documents are destroyed after data are converted to magnet^ 
ic medium. Information is stored in magnetic medium within the 
ADP system. Information recorded via magnetic medium will be 
retained permanently. For TIMS and the apprentice programs the 
computer magnetic tapes are permanent. Manual records are main- 
tained on a fiscal year basis and are retained for varying periods from 
one to five years. 

System manager(s) and address: 

Director, Office of Civilian Personnel Management, 800 North 
Quincy Street, Arlington, VA 22203-1998 and the commanding offi- 
cers at the employee's activity. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, Office of Civilian Personnel Management, 800 
North Quincy Street, Arlington, VA 22203-1998 or to the civilian 
personnel officer under his/her cognizance. Official mailing addresses 
are published as an appendix to the Department of the Navy's compi- 
lation of systems of records. 

The request should contain the individual's full name, Social Secu- 
rity Number and name of employing activity. 

Requesters may visit the civilian personnel office at the naval 
activity covered by the system to obtain information. In such case, 
proof of identity will consist of full name, Social Security Number 
and a third positive identification such as a driver's license. Navy 
building pass or identification badge, birth certificate, Medicare card, 
etc. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Direc- 
tor, Office of Civilian Personnel Management, 800 North Quincy 
Street, Arlington, VA 22203-1998 or to the civilian personnel officer 
under his/her cognizance. Official mailing addresses are published as 
an appendix to the Department of the Navy's compilation of systems 
of records. 

The request should contain the individual's full name. Social Secu- 
rity Number and name of employing activity. 

Requesters may visit the civilian personnel office at the naval 
activity covered by the system to obtain information. In such case, 
proof of identity will consist of full name, Social Security Number 
and a third positive identification such as a driver's license, Navy 
building pass or identification badgj, birth certificate, Medicare card, 
etc. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Categories of sources of records in this system are: The civilian 
personnel office of the employing activity; the payroll office; OCPM 
headquarters; the security office of the employing activity; line man- 
agers, other designated officials and supervisors; the employee and 
persons named by the employee as references. 

Exemptions claimed for the system: 

None. 

N12950-6 

System name: 

Computer Assisted Manpower Analyses System (CAMAS). 
System location: 



Office of Civilian Personnel Management, and Navy Department 
Staff, headquarters, and fielc'. activities employing civilians. Official 
mailing addresses are published as an appendix to the Department of 
the Navy's compilation of systems of records. 

Categories of individuals covered by the system: 

Navy civilian employees paid from appropriated funds. 

Categories of records in the system: 

Files contain records from the Personnel Automated Data System 
(PADS) which contain job related data including individual identifi- 
cation, location information, and salary. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations and E.O. 9397. 

PurposeCs): 

To aggregate manpower planning, including calculating transition 
rates, forecasting number of retirements, and running models to de- 
termine the extent to which projected manpower requirements can 
be met. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
Department of the Navy's compilation of systems of records apply to 
this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Computer magnetic tape and disc. 
Retrievabiiity: 

Retrieved by Social Security Number. 
Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel. 

Retention and disposal: 
Records are permanent. 
System managerCs) and address: 

Office of Civilian Personnel Management, Department of the 
Navy, 800 North Quincy Street, Arlington, VA 22203-1998. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Director, Office of Civilian Personnel Management, 800 
North Quincy Street, Arlington, VA 22203-1998. The request for 
information must contain full name of the individual, current address 
and telephone number, and birth date and Social Security Number. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Direc- 
tor, Office of Civilian Personnel Management, 800 North Quincy 
Street, Arlington, V A 22203-1998. 

Contesting record procedures: 

The Department of the Navy rules for accessing records and 
contesting contents and appealing initial determinations by the indi- 
vidual concerned are published in Secretary of the Navy Instruction 
5211.5, 32 CFR part 701, or may be obtained from the system 
manager. 

Record source categories: 

Personnel Automated Data System (PADS). 

Exemptions claimed for the system: 

None. 

^ N12950-7 

System name: 
Drug-Free Workplace Records. 
System location: 

Records are located at the local naval activity or the local servic- 
ing civilian personnel offices. Official mailing addresses are pubHshed 
as an appendix to the Navy's compilation of systems of records. 

Categories of individuals covered by the system: 
Civilian employees and applicants for employment with the De- 
partment of the Navy. 
Categories of records in the system: ' 
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Records related to selection, notification, testing of employees and 
applicants, urine specimens, drug test results, collection authentica- 
tion and chain of custody documents. 

Authority for maintenance of the system: 

Pub. L. 100-71 5 U.S.C. 7301; 21 U.S.C. 812;'and E.O. 12564, 
"Drug-Free Federal Workplace" and E.O. 9397. 
Purpose(s): 

The system is established to maintain records relating to the selec- 
tion and testing of Department of the Navy employees, and appli- 
cants for employment, for use of illegal drugs and drugs identified in 
Schedules I and II of 21 U.S.C. 812. 

The records are also used by the employee's Medical Review 
Official; the administrator of any Employee Assistance Program in 
which the employee is receiving counseling or treatment or is other- 
wise participating; and supervisory or management officials within 
the employee's agency having authority to take adverse personnel 
action against such employee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with the provisions of 5 U.S.C. 7301, the 
"Blanket Routine Uses" that appears at the beginning of the. Navy's 
compilation do not apply to this system of records. 

To a court of competent jurisdiction where required by the United 
States Government to defend against any challenge against any ad- 
verse personnel action. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records consist of written materials and/dr imagnetic media. 
Retrievability: 

Records are retrieved by name of employee, applicant for employ- 
ment. Social Security Number, I.D. number assigned, date of birth, 
or any combination of these. 

Safeguards: 

Records will be stored in secure containers, e.g., safes, locked 
filing cabinets, etc. Urine specimens will be stored in appropriate 
locked storage facilities. Access to such records and specimens is 
restricted. Chain-of-custody and other procedural and documentary 
requirements of Pub. L. 100-71 and the Department of Health and 
Human Services Guidelines will be followed in collection of urine 
samples, conducting drug tests, and processing test results. 

Retention and disposal: 

Records are retained for two years and then destroyed by shred- 
ding, burning, or erasure in the case of magnetic media. 

Urine specimens will be disposed of after six months in an ecologi- 
cally safe manner. 

Written records and test results, together with urine specimens, 
may be retained up to five years or longer when necessary due to 
challenges or appeals of adverse actions by the employee. 

System manager($) and address: 

DON Drug Program Coordinator, Office of Civilian Personnel 
Management, 800 N. Quincy Street, Arlington, VA 22203-1998. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Commanding Officer/Commander of the DON activity or 
the servicing civilian personnel office at which they are or were 
employed, or at which they made application for employee, and for 
which they provided a urine specimen for drug testing. 

Individuals must furnish their full name. Social Security Number, 
the title, series, and grade of the position they occupied or applied 
for when the drug test was conducted, and the month and year of 
the test. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Com- 
nianding Officer/Commander of the DON activity or the servicing 
civilian personnel office at which they are or were employed, or at 
which they made application for employment, and for which they 
provided a urine specimen for drug testing. 

Individuals must furnish their full name. Social Security Number, 
the title, series, and grade of the position they occupied or applied 
for when the drug test was conducted, and the month and year of 
the test. 

Contesting record procedures: 

The Department of the Navy rules for accessing records, for 
contesting contents, and appealing initial determinations by the indi- 



vidual concerned are published in Secretary of the Navy Instruction 
5211.5; 32 CFR part 701; or may be obtained from the system 
manager. 

Record source categories: 

Records are obtained from the individual to whom the record 
pertains; DON or contractor employees involved in the selection and 
notification of individuals to be tested; DON or contractor laborato- 
ries that test urine samples for the presence of illegal drugs, DON or 
contractor Medical Review Officers; supervisors and managers and 
other DON officials engaged in administering the Drug-Free Work- 
place Program; the Civilian Employee Assistance Program, and 
processing adverse actions based on drug test results. 

Exemptions claimed for the system: 
None. 

DIRECTORY OF 
DEPARTMENT OF THE NAVY MAILING 
ADDRESSES 

Assistance in obtaining any Navy mailing address not included in 
the following directory may be obtained from: 
Chief of Naval Operations 

(Op-09B30) 

Navy Department 

Washington DC 20350-2000 
Such assistance concerning any Marine Corps address may be 
obtained from: 
Commandant of The Marine Corps 

(Code MPI) 

Washington DC 20380-0001 



ARIZONA 

Commanding Officer 
Marine Corps Air Station 
Yuma Arizona 85364 



CALIFORNIA 

Director 

Navy Office of Information, West 

11000 WilshireBlvd 

Los Angeles CA 90024 
Commanding Officer 

Naval Hospital 

7500 E. Carson Street 

Long Beach CA 90822 
Commanding Officer 

Naval Dental Clinic 

Long Beach CA 90822-5096 
Commanding Officer 

Naval Legal Service Office 

Naval Station 

Long Beach CA 90822-5075 
Commanding Officer 

Personnel Support Activity 

Long Beach CA 90822-5001 
Director, Consolidated 

Civilian Personnel Office 

Naval Station 

Long Beach CA 90822 
Commanding General 

I Marine Amphibious Force FMF 

Camp Pendleton CA 92055 
Commanding Gen 
Commanding General 

Marine Corps Base 

Camp Pendleton CA 92055 
Commanding Officer 

Naval Dental Clinic 

Camp Pendleton CA 92055 
Commanding Officer 

Naval Hospital 

Camp Pendleton CA 92055-5008 
Commanding General 
1st Marine Division FMF 
Camp Pendleton CA 92055 
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Cprnmanding General . • t 

4th Marine Division FMF * . . t 

US Marine Corps Reserve 

Camp Pendleton CA 92055 
Commanding Officer 

Naval Submarine Base 

140 Sylvester Road 
; SanDiegp,CA 92106-3521 ' 
Director *^ • 

Naval Audit Service ^ . . , 

Western Region ' ' , 

1220 Pacific Highway 

San Diego CA 92132 
Commander 

Naval Base , 

San Diego CA 92132-5100 
Commanding Officer 

Fleet Accounting And Disbursing Center 

U.S. Pacific Fleet, 937 N. Harbor Drive 

San Diego CA 92132 . . 
Commanding Officer 

Naval Education and Training Support Center Pacific 

San Diego CA 92132 
Commanding Officer . . 

Naval Supply Center 

937 No. Harbor Drive 

San Diego, CA 92132-5044 
Comrriander . . 

, Naval Reserve Readiness Command 

Region Nineteen 

960 North Harbor Drive 

San Diego, CA 92132-5108 
Commander 

Naval Training Center 

San Diego. CA 92133-5000 
Commander 

Naval Medical Command 

Southwest Region 

San Diego, C A 92134-7000 \ 
Commanding Officer ' 
Navy Drug Screening Laboratory 
Naval Hospital 
Bldg 10 

San Diego, CA 92134-6900 
Commanding Officer 

Naval Hospital 

San Diego, CA 92134-5000 
Commanding Officer 

Naval School of Health Sciences 

San Diego, C A 92 1 34-6000 ^ • - 

Commander 

Naval Medical Command Southwest Region • 
San Diego, C A 92134-7000 ' ' 

Commanding Officer . 
Naval Air Station 
North Island 

San Diego, C A 92135 •' 
Commanding Officer " ' . 

Navy Regional Data Automation Center " • ' 

Naval Air Station • ' 

North Island 

San Diego, CA 92135-5110 ' . 

Commander Naval Air Force 

US Pacific Fleet 

Naval Air Station North Island 

San Diego, C A 92 1 35-5 100 
Commander 

Amphibious Group 3 

Box 201 

San Diego, CA 92136 ^ • 

Commanding Officer 

Naval Legal Service Office • - « 

• Naval Station > 

San Diego, C A 92136-5138 
Commanding Officer > . 

Naval Dental Clinic 

San Diego, CA 92136-5147 . ' 

Commanding Officer 

Navy Resale and Services Support Office 

Field Support Office - . ' 

PO Box 150, Naval Station 

San Diego, CA 92136-5150 
Commanding Officer 



Naval Medical Clinic ' 'r ;> 

Naval Station * 

San Diego, CA 92136-5153 • 
Commanding Officer < 

Naval Station . , , 

Sari Diego, CA 92136-5000 b ' i 

Commanding Officer 

Personnel Support Activity 
' • San Diego, CA 92136-5203 ' ' 

. Commanding Officer * • ■ 
' Naval Health Research Cieriter . ' 

PO Box 85122 
^ San Diego, CA 92138 
Commanding General 

Marine Corps Recruit Depot • "* 

San Diego, C A 92140 . ' * ■ 

• Commanding Officer ' - 

Naval Air Station 
- Miramar 

San Diego, CA 92145 ^ ^ 

Commander Training Command 

US Pacific Fleet 

San Diego, CA 92147-5030^ 
Commander 

Naval Ocean Systems Center 

San Diego, CA 92152-5000 
Commanding Officer 

Navy Personnel Research and Developnient Center 

San Diego, CA 92152-6800 
Commander 

Naval Surface Force 

US Pacific Fleet 

Naval Amphibious Base,, Coronado 
San Diego,,CA 92155-5035 . , . ' , 
Director 

Office of Civilian Personnel Management 
Southwest Region 

880 Front St Room 5-S-29 • 
■'■ San Diego, CA 92188-0410 • 
Commanding General • ' 

Force Troops 
' Fleet Marine Force Pacific ' 

Marine Corps Base 

Twentynine Palms, CA 92278 - 
Commanding General 

Marine Corps Base . , • 

Twentynine Palms, CA 92278 ' 
Commanding General \ 

Marine Corps Logistics Base 

Barstow, CA 92311 . 
Commander , . ' * 

Marine Corps Air Bases Western Area 

Marine Corps Air Station 

El Toro, Santa Ana CA 92709 
Commanding General 

Marine Corps Air Station El Toro 

Santa Ana, CA 92709 
.Commanding. General , 

Marine Aircraft Wing. 46 . , ^• 

Marine Corps Air Station El Toro , 

Santa Ana, G A 92709 ^ ,. , 
Cpmmanding Officer c . 

Marine Corps Air Station • ^ 

• (Helicopter) > " / 

■ Santa Ana, CA 92710.. . ^ v . i. 

Commanding Officer 

Naval Air Station 

Point Mugu, CA 93042 
Commander 

Pacific Missile Test Center - 

Pt.'Mugu,CA 93042-5000 ' 
Commaridirig Officer ' - 

Naval Ship Weapon Systems Engineering Station 

Ft. Huerieme; CA 93043^5007 ' . 
Commanding Officer '\ 

Naval Hospital = 

Le M90re, CA 93246 • 
Commander 

Naval Weapons Center 

China Lake, CA 93555-6001 
•Director 

:,r- Defense Resources Management . ; 
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Education Center 

Naval Postgraduate School 

Monterey, CA 93943 
Superintendent 

Naval Postgraduate School 

Monterey, CA 93940 
Director 

Defense Personnel Security Research and Education Center 

Naval Postgraduate School 

Monterey, CA 93943 
Commanding Officer 

Naval Air Station 

Moffett Field, CA 94035-5000 
Commander 

Western Division 

Naval Facilities Engineering Command 
PO Box 727 

San Bruno, CA 94066-0720 
Commanding Officer 

Personnel Support Activity 

San Francisco 

Bldg 450 Treasure Island 

San Francisco, CA 94130-5016 
Commander 

Naval Base San Francisco 

Naval Station, Treasure Island 

San Francisco, CA 94130-5018 
Director 

1 2th Marine Corps District 

Naval Support Activity, Treasure Island 

San Francisco, C A 94130 
Commanding Officer 

Naval Legal Service Office 

Naval Station 

Treasure Island 

San Francisco, CA 94130 
Commanding Officer 

Naval Dental Clinic 

San Francisco, CA 94130-5030 ' 
Commander 

Naval Reserve Readiness Command 

Region Twenty Bldg 1 Naval Station 

Treasure Island 

San Francisco, CA 94130-5032 
Officer in Charge 

Navy Disease Vector Ecology and Control Center 

Naval Air Station 

Alameda, CA 94501 
Commanding Officer 

Naval Air Station 

Alameda, Calif 94501 
Commanding Officer 

Navy Regional Data Automation Center 

San Francisco 

Naval Air Station 

Alameda, CA 94501-5007 
Commanding Officer 

Naval Supply Center 

Oakland, CA 94625-5000 
Commanding Officer 

Naval Biosciences Laboratory 

Naval Supply Center 

Oakland, CA 94625-5015 
Commander 

Military Sealift Command, Pacific 

Oakland, CA . 94625-5010 
Commanding Officer 

Navy Resale and Services Support Office 

Field Support Office 

Bldg. 310, Naval Supply Center 

Oakland, CA 94625-5025 
Commander 

Naval Medical Command 

Oakland, CA 94627-5025 
Commanding Officer 

Naval Hospital 

Oakland, CA 94627-5000 
Commanding Officer 

Navy Drug Screening Laboratory 

8750 Mountain Blvd 

Oakland, CA 94627 



eONNECTICUT 

Commanding Officer 

Naval Security Group Activity 
Box 99 

Naval Submarine Base New London . 
Groton, CT 06349-5099 
Director 
Consolidated Civilian Personnel 
Office Box 20 

Naval Submarine Base New London . 

Groton, CT 06349 
Commanding Officer 

Naval Submarine Medical Research Laboratory 

Naval Submarine Base New London 

Groton, CT 06349 
Commanding Officer 

Navy Legal Service Office 

Box 10 

Naval Submarine Base New London 

Groton, CT 06349 
Commanding Officer 

Naval Hospital 

Groton, CT 06349 
Commanding Officer 

Personnel Support Activity 

New London Box 63 

Naval Submarine Base New London 

Groton, CT 06349-5063 



DISTRICT OF COLUMBIA 

Director 

Marine Corps Institute 

Marine Barracks 

Washington, DC 20003 
Comptroller of the Navy 

Navy Department 

Washington, DC 20350-1100 
Chief of Information 

Navy Department 

Washington, DC 20350-1200 
Secretary of the Navy 

Navy Department 

Washington, DC 20350-1000 
Chief of Legislative Affairs 

Navy Department 

Washington, DC 20350-1300 
Under Secretary of the Navy 

Navy Department 

Washington, DC 20350-1000 ■ 
Chief of Naval Operations 

Department of the Navy 

Washington, DC 20350-2000 
Asst Secretary of the Navy 

(Financial Management) 

Navy Department 

Washington, DC 20350-1000 
Asst Secretary of the Navy 

(Manpower & Reserve Affairs) 

Navy Department 

Washington, DC 20350-1000 
Asst Secretary of the Navy 

(Research, Engineering and Systems) 

Navy Department 

Washington, DC 20350-1000 
Director 

OpNav Field Support Activity 

Washington, DC 20350 
Assistant Secretary of the Navy 

(Shipbuilding and Logistics) 

Navy Department 

Washington, DC 20360-5000 
General Counsel 

Navy Department 

Washington, DC 20360 
Commander 

Naval Air Systems Command 

Headquarters 

Washington, DC 20361-0001 
Commander 
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Naval Sea Systems Command ': 
Headquarters 

Washington. DC 20362-5101 

Commander . - ' 

Space and Naval Warfare Systems Command 
Space and Naval Warfare Systems Command Headquarters i 
Washington, DC 20363-5100 . ■ : . - >: 

Commander 

Naval Supply Systems Command • / » . 

Headquarters 

Washington, DC 20376-5000 . . . 

Executive Director <■ / ' 

Board for Corrections of Naval 

Records i . :. • . , . 

Navy Department , i-.-. 

Washington, DC 20370-5100 
Commander " i 

Naval Military Personnel Command ; . ' 

Navy Department 

Washington, DC 20370 . 
Officer in Charge \ . - . 

Personnel Support Activity - - 

Detachment Crystal Mall 3 Room 100 

Crystal City 

Washington, DC 20371 ' . 

Commander . . ' 

Naval Medical Command 

Navy Department . ' 

Washington, DC 20372 
President 
Board of Inspection 
and Survey 

Navy Department •: 
Washington, DC 20372 
Director 

, Naval Historical Center 

Washington Navy Yard 

Washington, DC 20374 
Director Consolidated 

Civilian Personnel Office , , v 

Bldg 200 Washington Navy Yard ' " 

Washington, DC 20374 
Director . 

Department of Defense Computer " 

Institute 

Washington Navy Yard 

Washington, DC 20374 * . - 

Commandant 

Naval District Washington j 

Washington Navy Yard 

Washington, DC 20374-7002 ' 
Commanding Officer 

Personnel Support Activity ' 

Bldg 92 ' ■ 

Naval District Washington ' 

Washington, DC 20374 *' . 

Commanding Officer • 

Navy Medical Clinic . 

Washington Navy Yard 

Washington, DC 20374-1832 
Director 

Naval Historical Center ■ ' ^ 

Washington Navy Yard 

Washington, DC 20374 • - : 

Commanding Officer 

Naval Legal Service Office . 
. Washington Navy Yard 

Washington, DC 20374 
Commander 

Naval Reserve Readiness Command . 
Region Six 

Washington Navy Yard . .. 

Washington, DC 20374-2003 
Officer in Charge : ' 

Navy-Marine Corps Appellate Review Activity * 
Office of Judge Advocate General 
Washington Navy Yard 

Washington, DC 20374 ; ' . 

Officer in Charge . ■ . ■ *i. 

Navy Band ; : • • . - i . : 

Washington Navy Yard r' . 

Washington, DC 20374 * . 

Commander 



Naval Data Automation Command 

Washington Navy Yard 

Washington. DC 20374 
Commanding Officer 

Navy Regional Data Automation 

Center Washington 

Washington Navy Yard 

Washington, DC 20374 
Chief 

Navy-Marine Corps Trail Judiciary 

Washington Navy Yard 

Washington, DC 20374 
Commanding Officer » . • 

Naval Research Laboratory 

Washington, DC 20375 
Director 

Naval Audit Service Capital Region 

1941 Jefferson Davis Hwy 

CM-4, Room 325 

Washington, DC 20376 
Director 

CCPO Crystal City 

1931 Jefferson Davis Highwa>^v 

Crystal Mall 2 

Washington, DC 20376-5006 
Commander 

Navy Accounting and Finance Center 

Navy Department 

Washington, DC 20376 
Commandant of the Marine Corps 

Navy Department 

Washington, DC 20380-0001 
Commander 

Naval Security and Investigative Command 

Washington, DC 20388-5000 
Commander 

Naval Intelligence Command 

4600 Silver Hill Road 

Washington, DC 20389-5000 . * 
Commanding Officer 

Naval Air Facility 

Washington, DC 20390-5 1 30 . ; 
Superintendent * ' 

Naval Observatory 

34th and Massachusetts Ave NW 

Washington, DC 20390-5100 
Commanding Officer : • / 

Naval Polar Oceanography Center 

Navy Department 

4301 Suitland Road 

Washington, DC 20390-5180 
Commanding Officer 

Naval Security Station 

3801 Nebraska Ave NW • • ^ 

Washington, DC 20390 
Commander 

Naval Telecommunications Command ' 

4401 Massachusetts Ave NW 

Washington, DC 20390 
Commander . . 

Military Sealift Command 

Department of the Navy 

Washington, DC 20390-5320 



FLdRIDA S 

Commanding Officer 

Regional Accounting and Disbursing- Center « 
Box 15 ' 
Naval Air Station - ' * 

Jacksonville, FL 32212 

Commanding Officer 
Navy Regional Data Automation Center Jacksonville 
Naval Air Station ' • > 

Jacksonville. FL 32212-0111 . i 

Commanding Officer 
Naval Alcohol Rehabilitation Center - 
Naval Air Station . 
Jacksonville, FL 32212-0046 . .. 

Commanding Officer ' 
Naval Supply Center 'i 
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Jacksonville, FL 32212-0097 
Commander 
Naval Base 

Jacksonville, FL 32212 
Commanding Officer 

Naval Legal Service Office 

Naval Air Station 

Jacksonville. FL 32212 
Commanding Officer 

Personnel Support Activity 

Box 50 

Naval Air Station 
. Jacksonville, FL 32212 
Officer in Charge 

Navy Disease Vector Ecology and Control Center 

Naval Air Station 

Jacksonville, FL 32212 
Commanding Officer 

Naval Dental Clinic 

Jacksonville, FL 32212-0074 , 
Commanding Officer 

Navy Resale and Services Support Office 

Field Support Office 

Jacksonville, FL 32212 
Commander 

Naval Reserve Readiness Command 

Region Eight 

Box 90 Naval Air Station 

Jacksonville, FL 32212-0090 
Commander 

Naval Medical Command 

Southeast Region 

Jacksonville, FL 32214-5222 
Commanding Officer 

Navy Drug Screening Laboratory 

Naval Hospital 

Jacksonville, FL 32214 
Commanding Officer 

Naval Hospital 

Jacksonville, FL 32214 
Commanding Officer 

Naval Legal Service Office 

Box 217 Naval Station 

Mayport, FL 32228 
Commanding Officer 

Naval Coastal Systems Center 

Panama City, FL 32407-5000 
Officer in Charge 

Navy Resale Activity 

Naval Air Station 

Pensacola, FL 32508 
Chief of Naval Education and Training 

Naval Air Station *. " 

Pensacola, FL 32508 
Commanding Officer 

Naval Aerospace Medical Research Laboratory 

Naval Air Station 

Pensacola, FL 32508 
Commanding Officer 

Personnel Support Activity 

Naval Air Station 

Pensacola, FL 32508-6600 
Commanding Officer 

Naval Supply Center 

Pensacola, FL 32508-6200 
Commanding Officer 

Navy Regional Data Automation Center 

Naval Air Station ^ 

Pensacola, FL 32508-6100 
Commanding Officer 

Naval Legal Service Office 

Naval Air Station 

Pensacola, FL 32508-6000 
Commanding Officer 

Naval Dental Clinic 

Pensacola, FL 32508-5800 
Commanding Officer 

Naval Aerospace Medical Institute 

Naval Air Station 

Pensacola, FL 32508-5600 
Commanding Officer 

Naval Hospital 

Pensacola, FL 32512 



Commanding Officer 
Naval Dental Clinic 
Orlando, FL 32813-6400 

Commanding Officer 
Naval Hospital 
Orlando, FL 32813-5200 

Commander 
Naval Training Center 
Orlando, FL 32813-5005 

Commanding Officer 
Personnel Support Activity 
Orlando, FL 32813-5016 

Commanding Officer 
Naval Training Systems Center 
Orlando, FL 32813-7100 

Commanding Officer 
Naval Security Group Activity 
Homestead, , FL 33039-6428 

Commanding Officer 
Naval Medical Clinic 
Key West, FL 33040 



GEORGIA 

Commanding Officer 

Naval Air Station Atlanta 

Marietta, GA 30060-5099 
Director 

6th Marine Corps District 

75 Piedmont Ave NE 

Atlanta, GA 30303 
Commanding Officer 

Navy Supply Corps School 

Athens, GA 30606-5000 
Director 

Navy Office of Information, Southeast 

1365 Peachtree St, NE, Suite 450 

Atlanta, GA 30309 
Commanding Officer 

Naval Submarine Base 

Kings Bay, GA 31547-5000 
Commanding General 

Marine Corps Logistics 

Base Atlantic 

Albany, GA 31704 



HAWAII 

Director Consolidated 

Civilian Personnel Office 

Pearl Harbor 

4300 Radford Drive 

Honolulu, HI 96818 
Commanding Officer 

Naval Station 

Peari Harbor, HI 96860 
Commander Submarine Force 

U. S. Pacific Fleet 

Peari Harbor, HI 96860-6550 
Commander in Chief 

US Pacific Fleet 

Pearl Harbor, HI 96860-7000 
Commander 

Naval Logistics Command 

U. S. Pacific Fleet 

Pearl Harbor, HI 96860-7050 
Commander 

Third Fleet 

Peari Harbor, HI 96860-7500 
Commander 
Naval Base 

Peari Harbor, HI 96860 
Commander 

U. S. Naval Forces Central Command 

Peari Harbor, HI 96860 
Commanding Officer 

Personnel Support Activity Hawaii 

Box 302 

Peari Harbor. HI 96860 
Commander 
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Fleet Intelligence Support Center Pacific : . 
Pearl Harbor, HI 96860 
Officer in Charge ' * . ; . 

Navy Resale Activity ': . . 

Naval Base 

Pearl Harbor, HI 96860 ■ . 

Commander 

Submarine Force ; 

US Pacific Fleet . 

Pearl Harbor, HI 96860 
Commander 

Pacific Division 

Naval Facilities Engineering Command , - 

Pearl Harbor, HI 96860 
Commanding Officer 

Naval Submarine Base 

Pearl Harbor, HI 96860 
Commander 

Naval Logistics Command 

US Pacific Fleet 

Pearl Harbor, HI 96860-7050 .. 
Commanding Officer 

Naval Dental Clinic 

Box 111 . 

Pearl Harbor, HI 96860-5030 
Commanding Officer 

Navy Medical Clinic 

Box 121 

Pearl Harbor, HI 96860 
Officer in Charge 

Navy Environmental and Preventative Medicine Unit No 6-. 
Box 112 

Pearl Harbor, HI 96860 
Commanding Officer ^ 
Naval Western Oceanography Center 
Box 113 

Pearl Harbor. HI 96860-5050 . . 

Commanding Officer 

Navy Data Automation Facility ' 
Box 140 

Pearl Harbor, HI 96860 
Director 

Office of Civilian Personnel Management . '^^ 
Pacific Region 
Box 119 

Pearl Harbor, HI 96860-5060 
Commanding Officer 

Naval Legal Service Office 

Pearl Harbor, HI 96860 
Commanding Officer 

Naval Supply Center 

Box 300 

Pearl Harbor, HI 96860t5300 
Commanding General 

Fleet Marine Force, Pacific , 

Camp H.M.Smith, HI 96861 
Commander 

Marine Corps Bases Pacific 

Camp H.M. Smith, HI 96861 
Commander 

Naval Medical Command ^ * , 

Pacific Region 
Naval Air Station 
Barbers Point, HI 96862 
Commanding Officer 
Naval Air Station 

Barbers Point, HI 96862 ' 
Commanding Officer 

Marine Corps Air Station 
Kaneohe Bay, HI 96863 



ILLINOIS 



Commanding Officer 

Naval Air Station 

Glenview, IL 60026-5000 
Commander 

Naval Training Center 

Great Lakes, IL 60088-5000 
Commanding Officer 

Naval Legal Service Office 

Rm 230, BIdg 1 



Great Lakes, IL 60088-5029 
Commanding Officer 

Naval Dental Clinic 

Great Lakes, IL 60088-5258 
Commander 

Naval Medical Command 

Northeast Region 

Great Lakes, IL 60088-5200 
Commanding Officer 

Navy Drug Screening Laboratory ' 

Bldg 38-H 

Great Lakes, IL 60088-5223 
Commanding Officer 

Naval Hospital 

Great Lakes, IL 60088-5230 
Commanding Officer 

Naval Dental Research Institute 

Great Lakes, IL 60088-5259 
Commander 

Naval Reserve Readiness Command 

Region Thirteen 

Bldg 1 Naval Training Center 

Great Lakes, IL 60088-5026 
Commanding Officer 

Personnel Support Activity 

Great Lakes, IL 60088-5500 
Commanding Officer 

Navy Regional Finance Center 

Bldg. 3400 
, Great Lakes, IL 60088-5797 
Director 

Navy Office of Information, Midwest 
55 E. Monroe St, Suite 1536 
Chicago, IL 60603-5705 



Commander 
Naval Reserve Readiness Command 
Region 18 
301 Navy Drive 

Industrial Airport, KS 66031-0031 
Director 

9th Marine Corps District 
10000 West 25th Street 
Shawnee Mission, KS 66204 



LOUISIANA 

Commanding Officer 

Naval Support Activity - 

New Orleans, LA 70142-5000 
Director Consolidated 

Civilian Personnel Office 

Naval Support Activity . 

New Orleans, LA 70142-5200 
Commanding Officer 

Personnel Suppoi*t Activity 

Naval Support Activity 

Bldg 123 

New Orleans, LA 70142-5400 
Commander 

Naval Reserve Readiness Command 
Region Ten 

Bldg 1 1 Naval Support Activity 

New Orleans, LA 70142-5600 
Commanding Officer 

Naval Air Station 

New Orleans, LA 70143-5000 
Commanding Officer 

Navy Regional Data Automation Center 

New Orleans, LA 70145-7700 
Commanding Officer 

Naval Medical Clinic 

New Orleans, LA 70146 
Director 

8th Marine Corps District 

New Orleans, LA 70146 
Director 

Navy Air Logistics Office 

4400 Dauphine Street 

New Orleans, LA 70146-7500 
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Commander 

Naval Reserve Force 

4400 Dauphine Street 

New Orleans, LA 70146-5000 
Commander 

Naval Air Reserve Force 

New Orleans, LA 70146-5200 
Commanding Officer 

Naval Reserve Personnel Center 

New Orleans, LA 70149-7800 
Commanding Officer 

Enlisted Personnel 

Management Center 

New Orleans, LA 70159-7900 
Commanding Officer 

Naval Biodynamics Laboratory 

PO Box 29407 

New Orleans, LA 70189 



Boston, MA 02210^2209. 



MICHIGAN 

Commanding Officer 
Naval Air Facility Detroit 
Mt Clemens, MI 48045-5008 



MINNESOTA 

Commander Naval Reserve 
Readiness Command Region Sixteen 
Bldg 715 

Minn-St Paul International Airport 
Minneapolis, MN 55450-2996 



MARYLAND 

Commander 

David W. Taylor Naval Ship Research and Development Center 
Bethesda, MD 20084-5000 
Commanding Officer 
Naval Hospital 

Patuxent River, MD 20670-5370 
Commanding Officer 

Naval Security Group Activity 

Fort George G Meade, MD 20755-5290 
Commanding Officer 

Naval Medical Research and Development Command 

Naval Medical Command NATCAP Region 

Bethesda, MD 20814 
Commanding Officer 

Naval Medical Research Institute 

Naval Medical Command 

National Capital Region 

Bethesda, MD 20814 
Commanding Officer 

Naval Hospital 

Bethesda, MD 20814 
Commanding Officer 

Naval Dental Clinic 

Bethesda, MD 20814 
Commander 

Naval Medical Command 

National Capital Region 

Bethesda, MD 20814 
Commanding Officer 

Naval Medical Data Service Center 

Naval Medical Command 

National Capital Region 

Bethesda, MD 20814 
Commanding Officer 

Naval School of Health Sciences 

Naval Medical Command , , " 

National Capital Region 

Bethesda, MD 20814-5033 
Commanding Officer 

Naval Health Sciences Education -and Training Command 

Naval Medical Command NATCAP Region 

Bethesda, MD 20814-5022 

Superintendent 

U. S. Naval Academy 

Annapolis, MD 21402-5000 
Commanding Officer 

Naval Station 

Annapolis, MD 21402 
Commanding Officer ' . 

Naval Medical Clinic 

Annapolis, MD 21402 



MASSACHUSETTS 

Commanding Officer 

Naval Air Station 

South Weymouth, MA 02190-5000 
Director 

Navy Office of Information, New England 
408 Atlantic Avenue 



MISSISSIPPI 

Commanding Officer 

Naval Air Station 

Meridian, MS 39309-5000 
Governor 

Naval Home 

01800 East Beach Blvd 

Gulfport, MS 39501-1793 
Commanding Officer 

Naval Oceanographic Office 

Bay St. Louis 

NSTL, MS 39522-5001 
Commander 

Naval Oceonography Command 

NSTL, MS 39529-5000 
Commanding Officer 

Naval Ocean Research and Development Activity 

NSTL, MS 39529-5004 



MISSOURI 

Director 

Marine Corps Automated Services Center 

1500 E Bannister Rd 

Kansas City, MO 64131 
Director 

Marine Corps Reserve Forces 

Administrative Center 

1500 East Bannister Road 

Kansas City, MO 64131 
Commanding Officer 

Marine Corps Finance Center 

Kansas City,' MO 64197 



NEVADA 



Commanding Officer 
Naval Air Station 
Fallon, NV 89406 



NEW HAMPSHIRE 

Commanding Officer 
Naval Medical Clinic 
Portsmouth, NH 03801 

NEW JERSEY 

Commander 

Military Sealift Command, Atlantic 
Military Ocean Terminal, Bldg 32 
Bayonne, NJ 07002 

Director 

Naval Audit Service Northeast Region • 
Central Camden Parkade Bldg 215 
30 North 5th Street 
Camden, N J 08102 
Commanding Officer 

Naval Air Propulsion Center 
PO Box 7176 
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Trenton, NJ 08628-0176 
Commanding Officer 

Naval Air Engineering Center 
Lakehurst. NJ 08733-5000 



NEW YORK / 

Director 

Navy Office of Information, East 

133 E. 58th St, 15th Floor 

New York, NY 10022-1236 
Commander 

Navy Resale and Services Support Office 

Fort Wadsworth 

Staten Island, NY 10305-5097 „ 
Officer in Charge 

Navy Motion Picture Service 

Flushing and Washington Aves 

Brooklyn, NY 11251-8400 
Director 

1st Marine Corps District 

605 Stewart Ave 

Garden City 

Long Island, NY 11533 
Commander 

Naval Reserve Readiness Command 

Region Two Bldg 1 

Scotia, NY 12302-9465 



NORTH CAROLINA 

Commander 

Marine Corps Air Bases Eastern Area 

Marine Corps Air Station 

Cherry Point, NC 28533 
Commanding General 

Marine Corps Air Station 

Cherry Point. NC 28533 
Commanding General 

2nd Marine Aircraft Wing/^^ 

Marine Corps Air Station 

Cherry Point, NC 28533 
Commanding Officer . - _ 

Naval Hospital 

Cherry Point, NC 28533 
Commanding Officer 

Marine Corps Air Station 

(Helicopter) 

New River 

Jacksonville, N C 28540 
Commanding General 

Force Troops Atlantic 

2D Force Service Support Group FMF 

Camp Lejeune, NC 28542 
Commanding General 

Marine Corps Base 

Camp Lejeune, NC 28542 
Commanding Officer 

Naval Dental Clinic 

Camp Lejeune, NC 28542 
Commanding Officer 

Naval Hospital 

Camp Lejeune, NC 28542 
Commanding General 

2nd Marine Division FMF 

Camp Lejeune, NC 28542 



OHIO 

Director 

Navy Family Allowance Activity 

Anthony J. Celebrezze Federal Bldg. 

1240 East 9th Street 

Cleveland, OH 44199-2087 
Commanding Officer 

Navy Finance Center 

Anthony J Celebrezze Federal Bldg 

Cleveland, OH 44199-2055 
Commanding Officer 

Personnel Support Activity 



Anthony J. Celebrezze Federal Bldg. 
Cleveland, OH 44199-2072 
Commander 
Naval Reserve Readiness Command 
Region Five Bldg 1033 USAAP 
Ravenna, OH 44266 



PENNSYLVANIA^■ 

Commanding Officer 
Navy Resale and Services Support Office 
Field Support Office .? 
Box 2050 

Mechanicsburg, PA 17055 
Commander 

Naval Air Development Center , 

Warminster, PA 1 8974-5000 
Commanding Officer 

Naval Air Station 

Willow Grove, PA 19090-5010 
Commanding Officer 

Naval Air Reserve Anti'-Submarihe , . / . 

Warfare Training Center 

Naval Air Station 

Willow Grove, PA 19090-5010 
Commander 

Naval Base 

Philadelphia, PA 191 12-5098 y 
Commanding Officer 

Personnel Support, Actinel Support Activity 

Philadelphia, PA 19112-5097 
Commander 

Naval Base Boston 

Philadelphia, PA 19112-5098 
Commander 

Naval Base New York 

Philadelphia, PA 19112 
Commanding Officer 

Naval Legal Service Office ^ . 

Naval Base 

Philadelphia, PA 19112 
Commanding Officer 
Northern Division 

Naval Facilities Engineering Command 

Philadelphia, PA 19112 
Commanding Officer 

Naval Dental Clinic 

Philadelphia, PA 19112-5091. 
Commander 

Naval Reserve Readiness Command 

Region Four Bldg 662 Naval Base 

Philadelphia, PA 19112-5070 
Director 

Office of Civilian Personnel Management 

Northeast Region 

Bldg 75-3 Naval Base 

Philadelphia, PA 19112-5006 - 
Director ; 

Consolidated Civilian Personnel Office . 

Bldg 75 Naval Base 

Philadelphi, PA 19112-5073 
Director 

4th Marine Corps District ' j. 

Bldg 75 Naval Base 
Philadelphia, PA 19112 
Commanding Officer 
Naval Hospital 
17th St and Pattison Ave 
Philadelphia. PA 19145 



PUERTO RICO 

Commanding Officer 
Camp Garcia 

Fleet Marine Force Atlantic 
Vieques, PR 00765 
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RHODE ISLAND 

Commander 

Naval Education and Training Center 

Newport, RI 02841-5000 
Commanding Officer 

Navy Data Automation Facility, Newport 

Bldg lA 

Newport. RI 02841-5053 
Commanding Officer 

Naval Dental Clinic 

Newport, RI 02841 
Commanding Officer 

Naval Hospital 

Newport, RI 02841 
Commanding Officer 

Naval Underwater Systems Center 

Newport, RI 02841-5047 
President 

Naval War College 

Newport, RI 02841 
Commanding Officer 

Naval Legal Service Office 

Naval Education and Training Center 

Newport, RI 02841 
Commander 

Naval Reserve Readiness Command 

Region One Bldg 344 

Naval Education and Training Center 

Newport, RI 02841-5016 
Commanding Officer 

Naval Justice School 

Newport, RI 02841-5030 
Commanding Officer 

Personnel Support Activity 

Naval Education and Training Center 

Newport, RI 02841-5062 
Commanding Officer 

Navy Resale and Services Support Office 

Field Support Office Davisville 

North Kingstown, RI 02852-0799 



SOUTH CAROLINA 

Commander 
Naval Base 

Charleston, SC 29408-5100 
Commanding Officer 

Naval Legal Service Office 

Charleston, SC 29408 
Commanding Officer 

Naval Supply Center 

Charleston, SC 29408-6300 
Commanding Officer 

Naval Dental Clinic 

Charleston, SC 29408 
Commanding Officer 

Naval Hospital 

Charleston, SC 29408-6900 
Commander 

Naval Reserve Readiness Command 

Region Seven 

Naval Base 

Charleston, SC 29408-6050 
Commanding Officer 
Naval Security Group Activity 
Naval Base 

Charleston, SC 29408-6200 
Commanding Officer 

Personnel Support Activity 

Charleston, SC 29408 
Director 

Consolidated Civilian Personnel Office 
Naval Base 

Charleston, SC 29408-8000 
Commanding Officer 
Polaris Missile Facility 
Atlantic 

Charleston, SC 29408-5700 
Commanding Officer 
Southern Division 

Naval Facilities Engineering Command 



PO Box 10068 

Charleston, SC 29411-0068 
Commanding Officer 

Marine Corps Air Station 

Beaufort, SC 29902 
Commanding Officer 

Naval Hospital * 

Beaufort, SC 29902 
Commanding General 

Marine Corps Recruit Depot 

Parris Island, SC 29905 
Commanding Officer 

Naval Dental Clinic 

Parris Island, SC 29905 



TENNESSEE 

Commander 

Naval Reserve Readiness Command 
Region Nine 

Bldg E35 Naval Air Station Memphis 

Millington, TN 38054-5048 
Commanding Officer 

Naval Legal Service Office 

Naval Air Station Memphis 

Millington, TN 38054 
Commanding Officer 

Naval Hospital 

Millington, TN 38054 
Chief of Naval 

Technical Training 

Naval Air Station 

Memphis 

Millington, TN 38054-5056 
Commanding Officer 
Personnel Support Activity 
Naval Air Station Memphis (10) 
Millington, TN 38054-5099 



TEXAS 

Commanding Officer 

Naval Air Station 

Dallas, TX 75211-9501 
Commander 

Naval Reserve Readiness Command 

Region Eleven 

Bldg 11 Naval Air Station 

Dallas, TX 75211-9502 
Director 

Navy Office of Information, Southwest 
1114 Commerce Street, Suite 811 
Dallas, TX 75242 , 
Commanding Officer 
Naval Air Station 
Chase Field 

Beeville, TX 78103-5000 
Director 

Naval Civilian Personnel Data 

System Center 
' Randolph AFB, TX 78150-5000 
Commanding Officer 

Naval Air Station 

Corpus Christi, TX 78419-5000 
Chief of Naval Air Training 

Naval Air Station 

Corpus Christi, TX 78419-5100 
Commanding Officer 

Naval Legal Service Office 

Naval Air Station 

Corpus Christi, TX 78419 
Commanding Officer 

Naval Hospital 

Corpus Christi, TX 78419 
Commanding Officer 

Personnel Support Activity . 

Naval Air Station 

Corpus Christi, TX 78419-5208 
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VIRGINIA 

Auditor General of the Navy ,^ ... 

PO Box 1206 

Falls Church, VA 22041 
Director 

Naval Audit Service Headquarters 

PO Box 1206 . 

Falls Church, V A 22041 
Commanding General 

Marine Corp Development and Education Command 

Quantico, VA 22134 
Commanding Officer * 

Marine Security Guard Battalion 

State Department • : 

Quantico, VA 22134 
Commanding Officer 

Naval Medical Clinic • 

Quantico. VA 22134 
Director 

Office of Personnel ManagemenV 

800 N. Quincy St ' ' 
Arlington, V A 22203-1998 - 

Director 

Office of Civilian Personnel Management 
Capital Region 

801 N. Randolph St. 
Arlington, VA 22203-1927 

Director 

Naval Council of Personnel Boards 

Ballston Centre Tower #2 

801 N. Randolph St 

Arlington, VA 22203-1989 
Commander 

Navy Recruiting Command 

4015 Wilson Boulevard 

Arlington, VA 22203-1991 
Commanding Officer 

Headquarters Battalion 

Headquarters US Marine Corps • . . 

Henderson Hall 

Arlington, VA 22214 
Commanding Officer 

Marine Security Guard Battalion * 

Headquarters (State Department) 

US Marine Corps Henderson Hall ^ 

Arlington, VA 22214 
Chief of Naval Research 

800 North Quincy St 

Arlington, VA 22217 
Commanding Officer 

Navy Petroleum Office 

Cameron Station 

Alexandria, VA 22314 
Commander 

Naval Legal Service ' • 

Department of the Navy 

200 Stovall Street 

Alexandria, VA 22332 
Judge Advocate General 

Navy Department 

200 Stovall Street 

Alexandria, VA 22332 . j 

Senior Member 

Board of Decorations and Medals 

Hoffman II, Room 8N23 

Alexandria, V A 22332-2 100 
Chief 

Navy-Marine Corps Trial Judiciary 

200 Stovall Street 

Alexandria, VA 22332 
Commander ' ' . 

Naval Facilities Engineering 

Command NAVFACENGCOM Hdqtrs 

200 Stovall Street 

Alexandria, VA 22332-2300 
Commander 

Naval Surface Weapons Center 

Dahlgren, V A 22448-5000 * 
Commanding Officer 

Naval Security Group Activity ' 

Northwest ' . 

Chesapeake, VA 23322-5000 



Director 

Naval Audit Service Southeast Region 

5701 Thurston Ave 

Virginia Beach, VA 23455 
Commanding Officer 

Naval Medical Clinic 

Norfolk, VA 23508-1298 
Commander 

Naval Medical Command 

Mid-Atlantic Region 

Norfolk, VA 23508-1297 . . ' • 

Officer in Charge 

Personnel Support Activity Det ' 

Atlantic Fleet Headquarters . ' 

Support Activity 

Norfolk, VA 23511 
Commanding Officer 

Navy Resale and Services Support Office 

Field Support Office 

Bldg. CD-I, Naval Base 

Norfolk, VA 23511-0001 
Commanding Officer 

Camp Elmore . *. 

U.S. Marine Corps 23511 
Commanding Officer 

Naval Eastern Oceanography Center ' . . 

McadieBldg(U-117) ' - 

Naval Air Station • 

Norfolk, VA 23511-5399 
Commanding Officer 

Fleet Accounting and Disbursing Center U S Atlantic Fleet 

Building X-132 Naval Station 

Norfolk, VA 23511-6096 ■ 
Commanding Officer 

Navy Environmental Health Center , ' 

Naval Station ' • 

Norfolk, V A 23511 
Officer in Charge • • , 

Navy Environmental and Preventive Medicine Unit No 2 - 

Norfolk, VA 23511 
Commanding officer 

Personnel Support Activity 

Norfolk, V A 23511 
Director 

Fleet Home Town News Center 

Norfolk, VA 23511 
Commanding Officer • 

Fleet Intelligence Center 

Europe and Atlantic 

Norfolk, VA 23511 
Commanding General 

Fleet Marine Force Atlantic/Commanding General Fleet Marine 

Force Europe (Designate) 

Norfolk, V A 23511 , 
Commanding Officer 

Naval Administrative Command ' • 

Armed Forces Staff College - c ^ 

Norfolk, VA 23511-6097 
Commanding Officer 

Naval Air Station 

Norfolk, VA 23511 - • 

Commander 

Atlantic Division 

Naval Facilities Engineering Command 
Norfolk, VA 23511-6287 
Commanding Officer * 
Naval Alcohol Rehabilitation Center 
Building J-50 

Naval Station ' 
Norfolk, VA 23511-6298 ' - ; 

Commander " . 

Naval Base 

Norfolk, VA 23511-6002 ' ' ; 

Commanding Officer 

Naval Education and Training 

Support Center, Atlantic 

Norfolk, VA 23511-6197 
Commanding Officer 

Naval Legal Service Office ^ 

Naval Base 

Norfolk, V A 235 11 
Commanding Officer 
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Naval Dental Clinic 

Norfolk, VA 23511 
Commander 

Naval Safety Center . 

Naval Air Station 

Norfolk, VA 23511 
Commanding Officer 

Navy Drug Screening Laboratory 

Naval Air Station 

Bldg S-33 

Norfolk, VA 23511 
Commander 

Naval Surface Force 

US Atlantic Fleet 

Norfolk, VA 23511-6292 
Commander 

Oceanographic System Atlantic 

Norfolk, VA 23511-6687 
Director 

Office of Civilian Personnel Management 

Southeast Region 

Bldg A-67 Naval Station 

Norfolk, VA 23511-6098 
Director 

Consolidated Civilian 

Personnel Office 

Bldg N-26 Naval Base 

Norfolk, VA 23511-6799 
Commanding Officer 

Navy Regional Data Automation Center 

Norfolk, VA 23511-6497 
Commander 

Submarine Force 

US Atlantic Fleet 

Norfolk, VA 23511 
Commander in Chief 

US Atlantic Fleet 

Norfolk, V A 23511 
Commander Naval Air Force 

US Atlantic Fleet 

Norfolk, VA 23511-5188 , 
Commander Training Command 

US Atlantic Fleet 

Norfolk, VA 23511-6597 
Commanding Officer 

Naval Supply Center 

Norfolk, VA 23512-5000 
Commanding Officer 

Naval Amphibious Base, Little Creek 

Norfolk, VA 23521 
Commanding Officer 

Naval Ophthalmic Support and Training Activity 

Yorktown, VA 23690 
Commanding Officer 

Naval Weapons Station 

Yorktown, VA 23691-5000 
Commanding Officer 

Naval Hospital 

Portsmouth, VA 23708-5000 



WASHINGTON 

Commanding Officer 

Navy Resale and Services Support Office 

Field Support Office 

2801 a Street, SW 

Auburn, WA 98001-7499 
Officer in Charge 

Marine Corps Reserve Training Center 

Hangar #1 

Naval Air Station . 

Seattle, WA 98115 
Commander 

Naval Reserve Readiness Command 

Region Twenty-Two Bldg 9 

Naval Station 

Seattle, WA 98115-5009 
Commanding Officer 

Naval Medical Clinic 

Naval Station 

Seattle, WA 98115-5004 
Commanding Officer 



Naval Hospital 

Oak Harbor, WA 98278-8800 
Commanding Officer 

Naval Dental Clinic 

Bremerton, WA 98314 
Commanding Officer 

Naval Supply Center, Puget Sound 

Bremerton, WA 98314-5100 
Commanding Officer 

Naval Hospital 

Bremerton, WA 98314-5315 
Commanding Officer 

Personnel Support Activity 

Puget Sound (Bangor) 

Bremerton, WA 98315-5700 
Commanding Officer 

Naval Submarine Base, Bangor 

Bremerton, WA 98315-5000 
Commanding Officer 

Strategic Weapons Facility, Pacific 

Bremerton, WA 98315-5500 
Officer in Charge 

Marine Corps Reserve Training Center 

1702 Tahoma Avenue 

Yakima, WA 98902 



APO/FPO ADDRESSES 

Commanding Officer 

U.S. Naval Security Group Activity 

(Athens, Greece) 

APO NY 09223-6429 
Commanding Officer 

US Naval Security Group Activity (San Vito DeiNormanni) 

APO New York 09240-5000 
Commander 

US Naval Forces Azores 

APO New York 09406 
. Commanding Officer 

US Naval Security Group Activity (Terceira Island) 

APO New York 09406 
Commanding Officer 

US Naval Security Group Activity (Augsburg) 

APO New York 09458 
Commander 

Amphibious Group 2 

FPO New York 09501-6007 
Commander 

Middle East Force 

FPO New York 09501-6008 
Commander 

Second Fleet 

FPO New York 09501-6000 
Commander 
Sixth Fleet 

FPO New York 09501-6002 
Commander in Chief 

US Naval Forces Europe 

FPO New York 09510 
US Commander 

Eastern Atlantic 

FPO New York 09510 
Counsel 

European Branch 

Office of the General Counsel 

Department of the Navy 

FPO New York 09510 
Commander 

Military Sealift Command, Europe 

Box 3 , • 

FPO NY 09510-3700 
. Officer in Charge 

U.S. Navy Resale Activity 

United Kingdom 

P.O. Box 46 

FPO New York 09510 
Commanding Officer 

US Navy Personnel Support 

Activity United Kingdom/ 

Northern Europe 

FPO New York 09510 
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Commanding Officer 

Marine Barracks (London) . . " 

US Naval Activities . ' 

FPO New York 09510-0500 
Commanding Officer 

Office of Naval Research .1 

Branch Office Box 39 (London) 

FPO New York 09510-0700 1 
Commander 

US Naval Medical Command 

European Region (London) • 

FPO New York 09510 
Commander 

US Naval Activities United Kingdom • . 

FPO New York 09510 
Commanding Officer . 

U.S. Naval Support Activity (Holy. Loch) . 

FPO NY 09514 
Commanding Officer ♦ 

US Naval Security Group 

Activity (Edzell, Scotland) / 

FPO New York 09518-1000 . * 

Commander 

Fleet Air Mediterranean v . • 

FPO New York 09521 . - . - " ; 

Commanding Officer 

US Naval Legal Service Office (Naples) 

US Naval Support Activity . . 

FPO New York 09521 
Commanding Officer , 

US Naval Hospital (Naples, Italy) 

poBox 19 ' „; . 

FPO New York 09521 
Commanding Officer 

.U.S. Naval Security Group Activity (Naples) ' 

Box 37 ' , . 

FPO NY 09521-4000 , , 

Commanding Officer : 

US Naval Support Activity (Naples) 

FPO New York 09521 
Commanding Officer . ' 

U.S. Naval Dental Clinic (Naples) ' . . 

FPO New York 09521 , ' ' " , 

Officer in Charge . " ' 

U.S. Navy Resale Activity (Naples) ' - . . . • 

U.S. Naval Support Activity ' ' 

FPO New York 09521 . . ^ , 

Commanding Officer ^;. ' \ ' . 

US Navy Personnel Support Activity 

Mediterranean Box 20 . ' 

FPO New York 09521 
Commanding Officer ' 

U.S. Naval Air Station (Sigonella) 

FPO NY 09523 
Commanding Officer 

U.S. Naval Medical Research Unit #3 (Cairo) 

FPO NY 09527-1600 ; ' : 

Commanding Officer 

U.S. Naval Support Activity (Souda Bay) 

FPO NY 09528-0051 
Commander 

US Naval Activities Spain FPO New York 09540 
Officer in Charge 

U.S. Navy Resale Activity (Rota) 

U.S. Naval Station 

FPO New York 09540 
Commanding Officer 

US Naval Hospital (Rota) 

FPO New York 09540 
Commanding Officer ' 

US Naval Station (Rota)' 

FPO New York 09540-1000 
Commander ' . ^ 

Fleet Air Caribbean 

FPO New York 09551 ' • ; - 

Commanding Officer 

US Naval Air Station (Bermuda) 

FPO New York 09560 
Officer in Charge 

U.S. Navy Resale Activity (Bermuda) 

U.S. Naval Air Station ' ' 

FPO New York 09560 ' 
Commander . 



Fleet Air Keflavik " » ' ' 

FPO New York 09571 
Commanding Officer 

Naval Security Group Activity (Keflavik) ' ' - 

FPO New York 09571-0514 
Commander 

US Naval Forces Iceland 

FPO New York 09571 - ■ 
Commanding Officer 

US Naval Station (Keflavik) , 

FPO New York 09571 
Officer in Charge 

U.S. Navy Resale Activity (Keflavik) - 

U.S. Naval Station ' ' . 

FPO New York 09571 ' ' ' ' 

Commanding Officer / 

U S Naval Station (Guantanamo Bay.) 

FPO New York 09593 
Commanding Officer . . 

US Naval Air Station (Guantanamo Bay) 

FPO New York 09593 
Commander 

US Naval Base (Guantanamo Bay) 

Box 34 

FPO New York 09593 ■ \ 

Commanding Officer , * 

US Naval Hospital (Guantanamo Bay). 

FPO New York 09593 
Commanding Officer 

US Naval Security Group Activity (Guantanamo), 

US Naval Base Box 41 

FPO New York 09593-0141 
Commander 

South Atlantic Force, 

US Atlantic Fleet 

FPO Miami 34099-6004 
Commander 

U.S. Naval Forces, Caribbean % 

FPO Miami 34051-8000 
Commanding Officer ■ 

US Naval Station (Roosevelt Roads) 

FPO Miami 34051 
Commanding Officer 

US Naval Hospital (Roosevelt Roads) 

FPO Miami 34051 
Commanding Officer ^ . • 

US Naval Dental Clinic (Roosevelt Roads) 

FPO Miami 34051 
Commanding Officer 

U.S. Naval Support Activity (Antiqua) • 

FPO Miami 34054 • r j 

Commander 

U.S. Naval Forces Southern Command . ' 

FPO Miami 324059 
Commanding Officer 

U.S. Naval Security Group Activity ,'. • i ». 

(Galeta Island, Republic of Panama) 

FPO Miami 34060-9998 
Commanding Officer 

U.S. Naval Security Group Activity 

(Pyongtack, Republic of Korea) • ■ \ ■ 

APO San Francisco 96271-0134 ' 
Commanding Officer ■ 

U S Naval Security Group Activity (Philippines) 

APO San Francisco 96274-5000 
Commander 

U S Forces Korea 

APO San Francisco 96301-0023 
Commander • - ^ • 

US Naval Forces Korea 

APO San Francisco 96301 
Commander 

US Forces Japan 

APO San Francisco 96328 
Commanding Officer 

US Naval Security Group 

Activity 

Torii Station 

APO San Francisco 96331-1608 
Commanding Officer 

U.S. Naval Security Group Activity (Misawa, Japan) 
APO San Francisco 96519-0006 . - 
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Commanding Officer 

US Naval Medical Research Unit Nb 2 (Philippines) 

APO San Francisco 96528 
Commander 

Amphibious Group 1 

FPO San Francisco 96601-6006 
Commander 

Carrier Strike Force 

Seventh Fleet 

FPO San Francisco 96601-6005 
Commander ' 

Cruiser Destroyer Force 

Seventh Fleet 

FPO San Francisco 96601 
Commander 

Seventh Fleet 

FPO San Francisco 96601-6003 
Commander Amphibious Force 

Seventh Fleet 

FPO San Francisco 96601 
Commander 

US Naval Support Force Antarctica - 

FPO San Francisco 96601 
Commanding General 

III Marine Amphibious Force FMF 

FPO San Francisco 96602 
Commanding General 

1st Marine Aircraft Wing 

FPO San Francisco 96602 
Commanding General 

3D Marine Division FMF 

FPO San Francisco 96602 
Commanding Officer 

U.S. Naval Station (Guam) 

FPO San Francisco 96630-1000 
Commander 

US Naval Base (Guam) 

FPO San Francisco 96630-1000 
Commander 

US Naval Forces Marianas 

FPO San Francisco 96630-0051 
Commanding Officer 

US Naval Legal Service Office (Guam) 

Box 177, U.S. Naval Station 

FPO San Francisco 96630-2400 
Commanding Officer 

US Naval Hospital (Guam) 
, FPO San Francisco 96630-1600 
Commanding Officer 

US Naval Station (Guam) 

FPO San Francisco 96630-1000 
Commanding Officer 

U.S. Naval Dental Clinic(Guam) 

FPO San Francisco 96630-1670 
Commanding Officer 

US Navy Personnel Support 

Activity Guam 

FPO San Francisco 96630 
Officer in Charge 

U.S. Navy Resale Activity (Guam) 

U.S. Naval Station 

FPO San Francisco 96630 
Officer in Charge 

U.S. Navy Resale Activity (Philippines) 

U.S. Naval Station 

FPO San Francisco 96651 
Commander 

US Naval Forces Philippines 

Box 30 

FPO San Francisco 96651-0051 . 
Commanding Officer 
US Navy Personnel Support 
Activity Philippines 
Box 45 

FPO San Francisco 96651 
Commanding Officer 
US Naval Legal Service Office (Philippines) 
U.S. Facility 



FPO San Francisco 96,651-2400 
Commanding Officer 

US Naval Station (Philippines) 

FPO San Francisco 96651-1000 
Commanding Officer 

U.S. Naval Dental Clinic (Philippines) 
; FPO San Francisco 96651-1600 
Commanding Officer 

US, Naval Hospital (Philippines) 
. . FPO San Francisco 96652-1600 
Commanding Officer 

US Naval Air Station (Cubi Point, Philippines) 

FPO San Francisco 96654 
Officer in Charge 

U.S. Navy Resale Activity (Australia) 

U.S. Naval Communication Station 

FPO San Francisco 96680 
Commanding Officer . 
. U.S. Naval Support Activity (Diego Garcia) 

FPO San Francisco 96685-2000 
Commander 

Military Sealift Command, Far East 

FPO Seattle 98760 
Commander 

Fleet Activities 

FPO Seattle 98762 
Officer in Charge 

U.S. Navy Resale Activity (Yokosuka) 
. Fleet Activities 

FPO Seattle 98762 
Commander 

US Naval Forces Japan 
' FPO Seattle 98762-0051 
, Commanding Officer 

US Naval Legal Service Office (Yokosuka) 

Box 14 

FPO Seattle 98762-2400 . 
Commanding Officer 

US Navy Personnel Support Activity 

Far East 
. FPO Seattle 98762 
Commanding Officer 

Marine Corps Air Station (Iwakuni) 

FPO Seattle 98764 
Commanding Officer 

US Naval Dental Clinic (Yokosuka) 

FPO Seattle 98765-1600 
Commanding Officer 

US Naval Hospital (Yokosuka) 

FPO Seattle 98765-1600 
' Commander Fleet Air 

Western Pacific 

FPO Seattle 98767-2700 
Commanding Officer 

U.S. Naval Security Group Activity . 

(Kamiseya) 

FPO Seattle 98768-1810 
Commander 

Fleet ActivitiesAJS Naval Air 
Facility 

FPO Seattle 98770 
Commanding Officer 

US Marine Corps Air Station 

(Helicopter) (Futemma, Okinawa) 

FPO Seattle 98772 
Commanding General 

Marine Corps Base 

Camp Smedley D Butler (Kawasaki, Okinawa) 

FPO Seattle 98773 
Commanding Officer 

Naval Security Group Activity (Adak) 

FPO Seattle 98777-1800 . 
Commanding Officer 

U S Naval Hospital (Okinawa) . . 

FPO Seattle 98778-1610 
Commanding Officer 

US Naval Dental Clinic (Okinawa) 

FPO Seattle 98778-1600 
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REQUESTING RECORDS 

Records are retrieved by name or by 'some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provicied to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required persoiial identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket *routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this, compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation ,or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if. necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or cither benefit. . u 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its riequest, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that* the infor- 
mation is relevant and necessary to the reqiiesting' agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975," may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular.' 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records 'maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which ah employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

'■ A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Depai-tment in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility oifficer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Governinent will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to , the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose. of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 

2906. ' • . . 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. ' 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
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Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 

RDCAA 152.1 

System name: 

Security Information System (SIS). 
System location: 

Primary system is located at the Security Office, Headquarters, 
Defense Contract Audit Agency (DCAA), Cameron Station, Alexan- 
dria, VA 22304-6178. 

Decentralized segments are located at DCAA Regional Security 
Offices. Official mailing addresses are published as an appendix to 
DCAA's compilation of records systems notices. 

Categories of individuals covered by the system: 

All DCAA employees. 

Categories of records in the system: 

Records contain name, Social Security Number, date and place of 
birth, citizenship, position sensitivity, accession date, type and 
number of DCAA identification, position number, organizational as- 
signment, security adjudication, clearance, eligibility, and investiga- 
tion data. 

Authority for maintenance of the system: 

5 U.S.C. 301, Executive Order 10450, "Security Requirements for 
Government Employees," as amended; Executive Order 12356, "Na- 
tional Security Information"; and Executive Order 9397. 

Purpose(s): 

To submit data on a regular basis to the DoD Defense Central 
Index of Investigations (DCII), and to provide the DCAA Security 
Office with a ready reference of security information on DCAA 
personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of 
DCAA's compilation of systems of records apply to this system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained in automated data systems. 
Retrievability: ^ 

Records are retrieved by Sbcial Security Number or name of 
employee. 
Safeguards: 

Automated records are protected by restricted access procedures. 
Records are accessible only to authorized personnel who are proper- 
ly cleared and trained and who require access in connection with 
their official duties. 

Retention and disposal: 

Records are retained in the active file until an employee separates 
from the agency. At that time, records are moved to the inactive file, 
retained for two years, and then deleted from the system. Hardcopy 
listings and tapes produced by this system are destroyed by burning. 

System manager(s) and address: 

Security Officer, Headquarters, DCAA, Cameron Station, Alexan- 
dria, VA 22304-6178. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Security Office, Headquarters, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178 or the Re- 
gional Security Offices whose official mailing addresses are published 
as an appendix to DCAA's compilation of system notices. 

Individuals must furnish name; Social Security Number; approxi- 
mate date of their association with DCAA; and geographic area in 
which consideration was requested for record to be located and 
identified. 

Record access procedures: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Security Office, -Headquarters, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178 or the Re- 
gional Security Offices whose official mailing addresses are published 
as an appendix to DCAA's compilation of system notices. 

Individuals must furnish name; Social Security Number; approxi- 
mate date of their association with DCAA; and geographic area in 



which consideration was requested for record to be located and 
identified. 
Contesting record procedures: 

DCAA rules for accessing records and for contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in DCAA Instruction Number 5410.10, "DCAA Priva- 
cy Act Program"; 32 CFR part 290a; or may be obtained from the 
system manager. 

Record source categories: 

Information, other than data obtained directly from individual, em- 
ployees, is obtained by DCAA Headquarters and Regional Office 
Personnel and Security Divisions, and Federal Agencies. 

Exemptions claimed for the system: 

None. 

RDCAA 152.2 

System name: 

Personnel Security Data Files. 
System location: 

Primary System — Security Officer, Headquarters, Defense Con- 
tract Audit Agency (DCAA), Cameron Station, Alexandria, VA 
22304-6178. 

Decentralized Segment— Director of Personnel, DCAA; Chiefs of 
Personnel Divisions and Regional Security Officers at DCAA Re- 
gional Offices. Official mailing addresses are published as an appen- 
dix to DCAA's compilation of record system notices. 

Categories of individuals covered by the system: 

All applicants for employment with DCAA; all DCAA employees; 
all military personnel assigned, detailed, or attached to DCAA; all 
persons hired on a contractual basis by; or serving in an advisory 
capacity to DCAA, who require access to classified information. 

Categories of records in the system: 

Section One contains copies of individual's employment applica- 
tions, security investigative questionnaires, requests for, and approval 
or disapproval of, emergency appointment authority; requests for 
investigation or security clearance; interim and final security clear- 
ance certificates. 

Section Two contains verification of investigations conducted to 
determine suitability, eligibility or qualifications for Federal civilian 
employment, military service, or access to classified information. 

Section Three contains summaries of reports of investigation, inter- 
nal Agency memorandums and correspondence furnishing analysis of 
results of investigations in so far as their relationship to the criteria 
set forth in the Executive Order 10450, in the Federal Personnel 
Manual and in Department of Defense and DCAA Directives and 
Regulations; comments and recommendations of the DCAA Central 
Clearance Group to the Director, DCAA, and determination by the 
Director, DCAA. 

Authority for maintenance of the system: 

10 U.S.C. 133; 50 U.S.C. 781; Executive Orders 10450, 10865. and 
Executive Order 12356, "National Security Information"; and DoD 
Directive 5105.36 which is published in 32 CFR part 357. 

Purpose(s): 

To provide a basis for requesting appropriate investigations; to 
permit determinations on employment or retention; to authorize and 
record access to classified information. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Sections One and Three are on paper records stored in file folders. 
Section Two is on paper records and microfiche which are stored in 
file folders. 

Retrievability: 

Folders are filed by file series then by organizational element 
(DCAA Headquarters or DCAA field activities) and then alphabeti- 
cally by last name of individual concerned. 

Safeguards: 

Records are stored in locked filing cabinets after normal business 
hours. Records are accessible only to authorized personnel who are 
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properly cleared and trained, and who require access in connection 
with their official duties. 

Retention and disposal: 
- Records pertaining to Federal employees, military personnel, and 
persons furnishing services to DC A A on a contract basis are de- 
stroyed upon separation of employees, transfer of military personnel, 
from DCAA, and upon termination of the contracts for contractor 
personnel. Records pertaining to applicants are destroyed if an ap- 
pointment to DCAA is not made. 

System nianager(s) and address: 

Security Officer, Headqiiarters, Defense Contract Audit Agency, 
Cameron Station, Alexahdfia; VA 22304-6178. ' ' - v 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178. Telephone 
(202) 274-4400. 

Record access procedures: 

Individuals seeking access to records about themselves, contained in 
this system should address written inquiries to the Records. Adminis- 
trator, Defense Contract Audit Agency, .Cameron Station, Alexan- 
dria, VA 22304-6178. 

Written requests for information should, contain the full name of 
the individual, current address.and telephone number and current 
business address. ' . , " • • ' 

For personal visits, the individual should be able to provide some 
acceptable results of investigations received from Federal agencies 
and recommendations for action from appropriate DCAA Headquar- 
ters staff, elements. V . '< . 

Acceptable identification, that is, driver's license or employing 
offices' identification card. Visits are limited to those offices (Head- 
quarters and 6 regional offices) listed in the official mailing addresses 
published as an appendix to DCAA!s compilation, of record system 
notices. 

Contesting record procedures: 

The Defense Contract Audit Agency rules for accessing records 
and for contesting contents and appealing initial DCAA determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10; 32 CFR part 290a; or may be obtained from the Records 
Administrator, Defense Contract Audit Agency, Cameron Station,, 
Alexandria, V A 22304-6178 of the system manager. 

Record source categories: 

Security Officer and the Director of Personnel at Headquarters, 
DCAA; Chiefs of Personnel Divisions, Regional Security Officers, 
Chiefs, of Field Audit Offices at the DCAA Regional Offices and the 
individual. concerned. - . ; „ 

Exemptions claimed for the system: ^ 
RDCAA 152.5 

System name: 

Notification of Security Determinations. . , , , 
System location: > 

Primary System-Regional Security Offices, . Defense- Contract 
Audit Agency (DCAA) Regional Office and Security Control Of- 
fices, Defense Contract Audit Institute (DCAI), 4075 Park Avenue, 
Memphis, TN 38111-7492. Official mailing addresses are published as 
an appendix to DCAA's compilation of record system ndtices. 

Categories of individuals covered by the system: 

DCAA personnel and applicants for' DCAA employment on whom 
specific security or suitability action must be taken. 

Categories of records, in the system: " 

Records may contain a summary of pertinent security or suitability 
information; the results of security determinations approved by the 
Director, DCAA; and directed or recommended actions to be taken 
at DCAA Regional Office, Field Audit Office or DCAI level. 

Authority for maintenance of the system: 

10 U.S.C. 133; 50 U.S.C. 781; and Executive Orders 10450,' 10865, 
and 12356.' » ' • • 

Purpose(s): 

To permit required actions of a suitability or security nature to be 
taken by appropriate DCAA officials. -. . . * 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the- agency's compilation, of record system notices apply^ to this 
record system. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of, records in the system: 
Storage: - ^ 
Paper records in file folders. 
Retrievability: 

Folders are filed by organizational element, then alphabetically by 
name of person concerned. • ■ . . ' . 

Safeguards: 

Records are accessible only to authorized personnel who are prop-, 
erly cleared and trained and who require access in connection with 
their official duties. Records are stored in locked filing cabinets after 
norinal business hours. * 

Retention and disposal: - . v - » • 

Destruction is directed individually in each case upon completion 
of final security or suitability actions or automatically upon nonap- 
pointment of applicants or separation of employees, whichever is 
earlier. . . 

System manager(s) and address: 

Security Officer, Headquarters, Defense Contract Audit Agency, 
Cameron Station, Alexandria, VA. 22304-6178. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria,! VA 22304-6178. Telephone 
(202) 274-4400. 

Record access procedures: 

. Individuals seeking access to records about themselves contiained in 
this record system should address written, inquiries to . Records Ad- 
ministrator, Defense Contract Audit Agency, Cameron Station, Alex- 
andria, VA 22304-6178. 

Written requests for information should contain the full name of 
the individual, current address and telephone number^ and current 
business address. " - 

Personal . visits are limited to those offices (Headquarters and 6 
regional offices) listed -in the appendix to the agency's compilation of 
record system notices. For personal visits, the individual should be 
able to provide some acceptable identification, that is driver's license 
or employing office's identification card. 

Contesting record procedures: ^ 

The Defense Contract ^ Audit Agency rules for accessing record 
and for contesting contents and appealing initial determinations by 
the individual concerned are published in DCAA Instruction 5410.10; 
32 CFR part 290a; or may be obtained from the Records Administra- 
tor, Defense Contract Audit Agency, Cameron Station, Alexandria, 
V A 22304-6178 or the system manager. ^. 

Record source categories: 

Results of investigations received from Federal agencies and rec- 
ommendations for. action from appropriate DCAA Headquarters staff 
elements. 

Exemptions claimed for the system: 

None. , ' ■ '* ■'- • - ' • ^' . 

RDCAA 152.6 ' 

System name: 

Regional and DCAI Security Clearance Request Files. 
System location: , . . 

Primary System-Security Officers of Defense Contract Audit 
Agency (DCAA) Regional Offices and Security Control Officers, 
Defense Contract Audit Institute (DCAI). Official mailing, addresses 
are published as an appendix to DCAA's compilation of record 
system notices. . ' / . ' • ; . 

Decentralized Segment-Security Officer, Headquarters, Defense 
Contract Audit Agency, Caineron Station, Alexandria, VA 22304- 
6178. 

Categories of individuals covered by the system: 

All applicants for employment with DCAA;" all DCAA employees; 
all military personnel assigned, detailed, or attached to DCAA; all 
persons hired on a cbntractural basis by, or serving in an advisory 
capacity to DCAA, who require access to classified information. 

Categories of records in the system: , 

Files contain personnel security data forms submitted by employ- 
ees and applicants required in the processing of security investiga- 
tions; requests ^for yarious types of security, clearance actions; and 
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requests for and approvals/disapprovals of appointments to sensitive 
positions. 

Authority for maintenance of the system: 

10 U.S.C. 133; 50 U.S.C. 781; Executive Orders 10450, 10865, and 
12356; and DoD Directive 5105.36 which is published in 32 CFR 
part 357. 

Purpose(s): 

To prepare necessary paperwork and documentation upon . which 
to base requests to Headquarters, DCAA for appointments to sensi- 
tive positions, and for security clearance and to retain support docu- 
ments pending approval of appointment and/or granting clearance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: : • 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last name of individual concerned. 
Safeguards: 

Records are accessible only to those authorized personnel required 
to prepare, review, process, and type necessary documents. Records 
are stored in locked filing cabinets after normal business hours and 
are stored in locked rooms and buildings after normal business hours. 

Retention and disposal: 

These are transitory files at DCAA Regional Offices and DCAI 
level and are maintained only during processing and pending final 
action on requests. Upon receipt of final action taken on request, files 
are destroyed. 

Segments of the system held by the Security Officer, DCAA are 
destroyed upon separation of the employee or after nonappointment 
of an applicant. 

System manager(s) and address: 

Security Officer, Headquarters, Defense Contract Audit Agency, 
Cameron Station, Alexandria, VA 22304-6178. 

Regional Security Officers, DCAA and Security Control Officers, 
Defense Contract Audit Institute. Official mailing addresses are pub- 
lished as an appendix- to the agency's compilation of record system 
notices. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178. Telephone 
(202) 274-4400. " . • 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Records 
Administrator, Defense Contract Audit Agency, Cameron Station, 
Alexandria, VA 22304-6178. 

The request should contain the full name of the individual, current 
address and telephone number, and current business address. 

Personal visits may be made but are limited to those offices (Head- 
quarters and 6 Regional Offices) listed in DCAA's official mailing 
addresses published as an appendix to DCAA's compilation of record 
system notices. In personal visits, the individual should be able to 
provide acceptable identification, that is, driver's license or employ- 
ing offices' identification card. - 

Contesting record procedures: 

The Defense Contract Audit Agency rules for accessing records 
and for contesting contents and appealing initial DCAA determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10; 32 CFR part 290a; or may be obtained from the system 
manager. 

Record source categories: 

Chiefs of Personnel Divisions and Regional Security Officers at the 
DCAA Regional Offices, Chiefs of DCAA field audit offices, and the 
Manager, Defense Contract Audit Institute and the individual con- 
cerned. 

Exemptions claimed for the system: 
None. 



RDCAA 152.7 

System name: 
Clearance Certification. . 
System location: 

Primary System-Regional Security Officers at Defense Contract 
Audit Agency (DCAA) Regional Offices; Security Control Officers 
at DCAA Field Audit Offices; Field Detachment and Defense Con- 
tract Audit Institute (DCAI). 

Decentralized Segments-Security Officer and Director of Person- 
nel at Headquarters, DCAA and Chiefs of Personnel Divisions at 
DCAA Regional Offices. Official mailing addresses are published as 
an appendix to DCAA's compilation of record system notices. 

Categories of individuals covered by the system: 

All DCAA personnel who require access to classified information. 

Categories of records in the system: 

Files contain interim and final security clearance certificates attest- 
ing to type of investigation conducted and degree of access to classi- 
fied information which is authorized copies, of security acknowledge- 
ment certificates and special access briefing statements executed by 
individuals upon being granted security clearances or access to spe- 
cial access information. 

Authority for maintenance of the system: 

10 U.S.C. 133; 50 U.S.C. 781; Executive Orders 10450, 10865, and 
Executive Order 12365, National Security Information; and DoD 
Directive 5105.36 which is published in 32 CFR part 357. 

Purpose(s): 

To maintain a record of the security clearance status of all DCAA 
personnel as well as certification of briefings for access to classified 
information and special access information. 

To DoD contractors to furnish notice of security clearance and 
access authorization of DCAA employees. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this 
record system. 

, Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper, records in file folders. ' . . 
Retrievability: 

Retrieved by last name of individual concerned. 
Safeguards: 

Records are stored in locked filing cabinets after normal business 
hours and stored in locked rooms or buildings. Records are accessi- 
ble only to those authorized personnel required to act upon a request 
for access to classified defense information. - 

Retention and disposal: 

Files pertaining to Federal employees, military personnel, and per- 
sons furnishing services to DCAA on a contract basis are destroyed 
upon separation or transfer of employees or military personnel and 
upon termination of contractor personnel. 

Files of individuals transferring within DCAA are transferred to 
security control office of gaining element for .maintenance. 

System manager(s) and address: 

Security Officer, Headquarters, Defense Contract Audit Agency, 
Cameron Station, Alexandria, VA 22304-6178 and Regional Security 
Officers in DCAA Regional Offices.' Official mailing addresses are 
published as an appendix to DCAA's compilation of record system 
notices. 

Notiflcatiph procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system ' should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22305-6178. Telephone 
(202) 274-4400. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Records 
Administrator, Defense Contract Audit Agency, Cameron Station, 
Alexandria, VA 22304-6178. 

The request should contain the full name of the individual, current 
address and telephone number, and current busines address, 
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Personal visits may be made but are limited to those offices (Head- 
quarters and 6 Regional Offices) listed in DCAA's official mailing 
addresses published as an appendix to DCAA*s compilation of recoi*d 
system notices. In personal visits, the individual should be able to 
provide acceptable identification, that is, driver*s license or employ- 
ing offices' identification card, ' 

Contesting record procedures: 

The Defense Contract Audit Agency rules for acbessing records 
and for contesting contents and appealing initial DCAA determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10; 32 CFR part 290a; or may be obtained from the system 
manager. 

Record source categories: 

Chiefs of Personnel Divisions and Regional Security Officers at the 
DCAA Regional Offices; Chiefs of DCAA field audit offices; the 
Manager, Defense Contract Audit Institute and the individual. 

Exemptions claimed for the system:^ . 

None. • . ~ t . t 

RDCAA 152.17 

System name: . 

Security Status Master List. - ■ > , 

System location: 

Security Office, Headquarters, Defense Contact Audit Agency 
(DCAA), Cameron Station, Alexandria, VA 22304-6178/ 

Categories of individuals covered by the system: 

All applicants for employment with DCAA; all military personnel 
assigned, detailed .or attached to DCAA; all persons hired on a 
contractual basis by, or serving in an advisory capacity to, DCAA 
who require access to classified information. 

Categories of records in the system: 

Record contains type of investigation, date completed, file number, 
agency which conducted investigation, investigation, security clear- 
ance data information, name, Social Security Number, date and place 
of birth, organizational assignment, dates interim and final clearance 
issued, position sensitivity and related data. 

Authority for maintenance of the system: 

10 U.S.C. 133; 50 US..C. 781; Executive Orders 10450, 10865, and 
Executive Order 12356, National Security Information; and DoD 
Directive 5105.36 which is published in 32 CFR part 357. ' 

Purpose(s): 

To maintain a ready reference of security clearances on ' DCAA 
personnel, to include investigative data and position sensitivity. 

To provide security clearance data to DoD contractors and other 
Federal agencies on DCAA employees assigned to or visiting a 
contractor facility or visiting or applying for employment with an- 
other Federal agency. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this 
record system. . ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Stored in a card file. . 
Retrievability: 

Cards are filed alphabetically by last name, of individual concerned 
for all DCAA regional personnel. Separate file maintained alphabeti- 
cally by last name of individual concerned for DCAA Headquarters 
elements. 

Safeguards: 

Cards are accessible only to those authorized personnel required to 
prepare, process, and type necessary documents; and answer author- 
ized inquiries for information contained tHerein. Cards are stored in 
locked filing cabinets after normal business hours and are stored in a 
locked room and building which is protected by a guard force 
system after normal business hours. 

Retention and disposal: 

These cards are destroyed two years after an individual is separat- 
ed from the Agency. 

System manager(s) and address: 

Security Officer, Headquarters, DCAA, Cameron Station, Alexan- 
.dria, yA.22304-6178. 
Notification procedure: 



Individuals seeking to- determine whether information about- them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178, Telephone 
(202) 274-4400. ' 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to Records Ad- 
ministrator, Defense Contract Audit Agency, Cameron Station, Alex- 
andria, V A 22304-6178. / 

Written requests for information should contain the full name of 
the individual, current address and telephone number, and current 
business address. ' • 

Personal visits are limited to those offices (Headquarters and 6 
regional offices) listed in the appendix to the agency's compilation of 
record system notices. For personal visits, the individual should be 
able to provide some acceptable identification, that is driver*s license 
or employing office's identification card. 

Contesting record procedures: 

The Defense Contract Audit Agency rules for accessing records 
and for contesting contents and appealing intiial agency, determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10; 32 CFR part 290a; or may be obtained from the Records 
Administrator, Defense Contract Audit Agency, Cameron Station, 
Alexandria, VA 22304-6178 or the system manager. 

Record source categories: . 

Security Officer, Headquarters, DCAA; Director of Personnel, 
Headquarters, DCAA; Chiefs of Personnel Divisions, DCAA regiorir 
al offices; Regional Security Officers, DCAA Regional Offices; 
Chiefs of DCAA Field Audit Offices; Manager, DCAI; the individ- 
ual concerned; and reports of investigation conducted by Federal 
investigative agencies. 

Exemptions claimed for the system: 

None. 

RDCAA 152.22 

System name: 

Classified Information Nondisclosure Agreement (NdA). 
System location: 

Agency Security Officer, Headquarters, Defense Contract Audit 
Agency (DCAA), Cameron Station, Alexandria, VA^ 22304-6178. 

Categories of individuals covered by the system: 

All employees of DCAA assigned to sensitive positions who are 
authorized access to classified information. 

Categories of records in the system: 

File contains originals of SF 189 and SF 3 1 2,.. Classified Informa- 
tion Nondisclosure Agreements signed by DCAA employees. 
Authority for maintenance of the system: 

10 U.S.C. 133; 50 U.S.C. 781; Executive Orders 10450, i0865, 
12036, 12065 and Executive Order 12356, National Security Informa- 
tion; and DoD Directive 5105.36 which is published in 32 CFR -part 
357. . • • 

Purpose(s): ' . . 

To maintain a record of signed Standard Forms 312 and 189 which 
are used as a condition precedent to authorizing individuals access to 
classified information. The use of; the form will enhance the protec- 
tion of national security information and/or will reduce the costs 
associated with its protection. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this 
record system. , . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. ' • 

Retrievability: 

Alphabetically by surname of individual. 
Safeguards: ' 

Records are stored in locked filing cabinets after normal business 
hours. Records are accessible only by authorized personnel who are 
properly cleared and trained and who require access in connection 
with their official duties. • 

Retention and disposal: 
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Records are retained for 50 years from date of signature and then 
destroyed. 

System manager(s) and address: 

Agency Security Officer, Headquarters, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
mquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178, Telephone 
(202) 274-4400. . ' f 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Records 
Administrator, Defense Contract Audit Agency, Cameron Station, 
Alexandria, VA 22304-6178. 

The request should contain the full name of the individual, current 
address and telephone number, and current business address. 

Personal visits may be made but are limited to those offices (Head- 
quarters and 6 Regional Offices) listed in DCAA's official mailing 
addresses published as an appendix to DCAA's compilation of record 
system notices. In personal visits, the individual should be able to 
provide acceptable identification, that is, driver's license or employ- 
ing offices' identification card. 

Contesting record procedures: 

The Defense Contract Audit Agency rules for accessing records 
and for contesting contents and appealing initial DCAA determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10; 32 CFR part 290a; or may be obtained from the system 
manager. 

Record source categories: 

Agency Security Officer, Headquarters, DCAA and the individual. 
Exemptions claimed for the system: 

None. 

RDCAA 160.5 

System name: 
Travel Orders. 
System location: 

Headquarters, Defense Contract Audit Agency (DCAA), Cameron 
Station, Alexandria, VA 22304-6178; DCAA Regionaf Offices; and 
field audit offices, whose addresses may be obtained from their cog- 
nizant regional office. Official mailing addresses are published as an 
appendix to the agency's compilation of record system notices. 

Categories of individuals covered by the system: 

Any DCAA employee who performs official travel. 

Categories of records in the system: 

File contains individual's orders directing or authorizing official 
travel to include approval for transportation of automobiles, docu- 
ments relating to dependents travel, bills of lading, vouchers, con- 
tracts, and any other documents pertinent to the individual's official 
travel. 

Authority for maintenance of the system: 

10 U.S.C. 133 and DoD Directive 5105.36 which is published in 32 
CFR part 357. 
Purpose(s): 

To document all entitlements, authorizations, and paperwork' asso- 
ciated with an employee's official travel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

By fiscal year and alphabetically by surname. May be filed in 
numerical sequence by travel order number. 
Safeguards: 

Under control of office staff during duty hours. Building and/or 
office locked and/or guarded during nonduty hours. y 
Retention and disposal: 
Records are destroyed after 4 years. 



System manager(s) and address: 

Assistant Director, Resources, Headquarters, Defense Contract 
Audit Agency, Cameron Station, Alexandria, VA 22304-6178; Re- 
gional Directors, DCAA; and Chiefs of Field Audit Offices, whose 
addresses may be obtained from their cognizant regional office' Offi- 
cial mailing addresses are published as an appendix to the agency's 
compilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether information, about them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria, V A 22304-6178, Telephone 
(202) 274-4400. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Records 
Administrator, Defense Contract Audit Agency, Cameron Station, 
Alexandria, VA 22304-6178. 

The request should contain the full name of the individual, current 
address and telephone number, and current business address. 

Personal visits may be made to those offices listed in DCAA's 
official' mailing addresses published as an appendix to DCAA's com- 
pilation of record system notices. In personal visits, the individual 
should be able to provide acceptable identification, that is,. driver's 
license or employing offices' identification card. 

Conteisting record procedures: 

The Defense Contract Audit Agency (DCAA) rules for accessing 
records and for contesting contents and appealing initial DCAA 
determinations by the individual concerned are published in DCAA 
Instruction 5410.10; 32 CFR part 290a; or may be obtained from the 
system manager. 

Record source categories: 

Administrative offices; personnel offices; servicing payroll offices; 
employee. 

Exemptions claimed for the system: 
None. 

RDCAA 201.01 

System name: 

Individual Access Files. 
System location: 

Headquarters, Defense Contract Audit Agency, Personnel and Se- 
curity Division, Cameron Station, Alexandria, V A 22304-6178. 

Categories of individuals covered by the system: 

DCAA personnel, contractor employees, and individuals granted 
. or denied access to DCAA activities. 

Categories of records in the system: 

Documents relating to the request for authorization, issue, receipt, 
surrender, withdrawal and accountability pertaining to identification 
cards, to include application iforms, photographs, and related papers. 

Authority for maintenance of the system: . , ^ 

Section 21 of the Internal Security Act 1950 (50 U.S.C. 781, et 
seq.); Department of Defense Directives 5200.8 and 5105.36 which 
assign to the Director, DCAA the responsibility for protection of 
property and facilities under his control; and Executive Order 9397. 

PurposeCs): 

Information is maintained and used to adequately control access to 
and movement on DCAA activities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of the 
DCAA's compilation of record system notices apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders, application cards, and index cards. 
Retrievability: 

Retrieved alphabetically by name. 
Safeguards: 

Records are maintained in areas accessible only to authorized 
DCAA personnel. 

Retention and disposal: 
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Records are destroyed one year after termination or transfer, of 
person granted access, except that individual identification cards and 
photographs will be destroyed upon revocation, expiration or cancel- 
lation. , . * 

System inanager(s) and address: 

Headquarters; Defense Contract Audit Agency (DCAA), Person- 
nel and Security Division, Cameron Station, Alexandria, VA 22304- 
6178. • . 

- Notification procedure: 

■ Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to'^Headquarters, Defense Contract Audit Agency (DCAA), Per- 
sonnel and Security Division, Cameron Station, Alexandriaj VA 
22304-6178. - 
Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to Headquar- 
ters, Defense Contract Audit Agency (DCAA), Personnel and Secu- 
rity Division, Cameron Station, Alexandria, VA 22304-6178. 

Written requests for information should contain the full name, 
current 'address- and telephone numbers of the individual. For person- 
al visits, the individual should be able to provide some acceptable 
identification, that is, driver*s license, employing office identification 
card; and give some verbal information that could be verified with 
the file. ' 

Contesting record procedures: 

The Defense Contract Audit Agency rules for contesting contents 
and appealing initial agency determinations are contained in DCAA 
5410.10, DCAA Privacy Act Programs; 32 CFR part 317; or maybe 
obtained from the system manager.- 

Record source categories: 

Individuals applying for identification cards and security personnel. 

Exemptiblis claimed for the system: 

None. 

Effective date: Jan. 2, 1992. 

RDCAA 211.11 

System name: 
Drug-Free Federal Workplace Records. 
System location: 

Primary location: Headquarters, Defense Contract Audit Agency, 
Personnel and Security Division, Building 4, Room .4B319, Cameron 
Station, Alexandria, VA 22304-6178. 

Decentralized locations: DCAA regional offices; and offices of 
contractors who perforni functions such as collection of urine speci- 
mens, laboratory- analysis, and medical' review of confirmed positive 
laboratory findings. The addresses for these locations may be ob- 
tained from the system manager. . 

Categories of individuals covered by the system: 
' dCAA Fiederal employees and individuals who have applied to 
DCAA for employment. - . 

Categories of records in the= system: 
'■ Records relating to program implerrtentation; administration; (selec- 
tion, notification, testing of individuals in testing designated positions, 
and employee assistance); inter-service/agency support agreements 
(Specimen collection, laboratory testing, and medical review serv- 
ices); training requirements; and policy guidance. 
. ^ Authority for maintenance of the system: , 

5 U.S.C. 7301; Pub. L. 100-71; and Executive Orders 12564, 
"Drug-Free Federal Workplace" and; 9397. ■ 

Purpose(s): 

The system^isvused to: maintain Drug Program Coordinator records 
irelating to the selection, notification and testing of DCAA Federal 
employees, and applicants for Federal employment, for use of illegal 
drugs. ' -i , ■■ > ■ 

The records are also used by the employee*s Medical Review 
Official; the administrator of any Employee Assistance Program in 
which the employee is receiving counseling or treatment or is other- 
wise participating; and supervisory or management officials within 
the employee's agency having authority to take adverse personnel 
action against such employee. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In' order to comply with the provisionis of 5 U.S.C 7301, the 
DCAA "Blanket Routine Uses" do not apply to this system of 
records. 



To a court of competent jurisdiction where required by the United 
States Government to defend against any challenge against any ad- 
verse personnel action, i 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records' are maintained in file folders. Records "are also 
maintained in automated data systems and electronically secured files. 

Retrievability: ; 

Records are retrieved by organizational levels, name of employee 
and/or applicant. Social Security Number, office symbol, occupation- 
al series and grade levels, or any other combination of these identifi- 
ers. , . , ■ ' • ' ' 
, Safeguards: » 

Paper records are stored in locked file cabinets, and secured \vork- 
ing environments.' Automated records are protected by restricted 
access procedures. Access to records is strictly limited to authorized' 
officials with a bona fide need for .the records. 

Retention and disposal: . 

Records are. retained for two years and then destroyed by shred- 
ding, burning, or erasure in the case of magnetic media. 
System manager(s) and address: 

Drug Program Coordinator, Personnel and Security Division, 
Headquarters, Defense Contract'. Audit Agency, Camieron Station, 
Alexandria, VA 22304-6178. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Drug Program Coordinator, Personnel and Security Divi- 
sion, Headquarters, Defence Contract Audit Agency, Cameron Sta- 
tion, Alexandria, VA 22304-6178. Individuals must furnish the fol- 
lowing information for records to be located and identified: Name; 
Date of birth; Social Security Number; Identification number (if 
known); Approximate date of record; and Geographic area in which 
consideration was requested. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Drug 
Program Coordinator, Personnel and Security Division, Headquar- 
ters, Defense Contract Audit Agency, Cameron Station, Alexandria, 
VA 22304-6178. Individuals must furnish the following information 
for records to be located and identified: Name; Date of birth; Social 
Security Number; Identification number (if known); Approximate 
date of record; and geographic area in which consideration was 
requested. .. - . , 

Contesting record procedures: , 

The Defense Contract Audit Agency rules for accessing records, 
for contesting contents, and appealing initial determinations by the 
individual . concerned are published in DCAA Instruction Number 
5410.10, "DCAA Privacy Act Program"; 32 CFR part 290a; or- may 
be obtained from the system manager. 

Record source categories: . - • 

Records are obtained from the individual to whom the record 
pertains. Agency employees involved in the selection and notification 
of individuals to be tested, laboratories that test urine specimens for 
the presence of illegal drugs, and supervisors, managers and other 
agency officials. - ^ ^ - 

Exemptions claimed for the system: 
« None. ' • •'. 1 . - 

• RDCAA 240.3 ^ 
System name: . 

Legal Opinions. 

System location: 

Office of Counsel, Headquarters, Defense Contact Audits Agency 
(DCAA), Cameron Station, Alexandria, VA 22304-6178. 

Categories of individuals covered by the system: 

Any DCAA employee who files a complaint, with regard to per- 
sonnel problems, that requires a legal opinion for resolution. 

Categories of records in the system: 

Fraud files contain interoffice memorandums, citations used in de- 
termining legal opinion, in some cases copies of investigations (FBI), 
copies of Agency determinations. 
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EEO files contain initial appeal, copies of interoffice, memoran- 
dums, testimony at EEO hearings, copy of Agency determinations. 
Citations used in determining legal opinions. 

Grievance files contain correspondeiice relating to DCAA employ- 
ees filing grievances regarding leave, removals, resignations, suspen- 
sions, disciplinary actions, travel, citations used in determining legal 
opinion, Agency determinations. . 

MSPB Appeal files contain interoffice memorandums, citations 
used in determining the legal position,, statements of witnesses, plead- 
ings and MSPB decisions. 

Award files contain correspondence relating to DGAA employee 
awards, suggestion evaluations; citations used for legal determina- 
tions, Agency determination; 

Security Violation files contain interoffice correspondence relating 
to DCAA employee security violations, citations used in determina- 
tions. Agency determination. 

Authority for maintenance of the system: 

10 U.S.C, 133; ' 5 U.S.C. chapters 43, 51, and 75 and the Civil 
Service Reform Act of 1978. 
Purpose(s): 

To maintain a historical reference for matters of legal precedence 
within DCAA to ensure consistency of action and the legal sufficien- 
cy of personnel actions. 

^ Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA **Blanket Routine Uses'* that appear at the beginning 
of the Agency's compilation of record system notices apply to this 
record system. . 

Policies and practices for storing, retrieying, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. ' , 

Retrievability: 

Primary filing system is by subject; within subjects, files are. alpha- 
betical by subject, corporation, nanie of individual. 
Safeguards: 

Under staff supervision during duty hours; security guards are 
provided during nonduty hours. 
Retention and disposal: 

These files are for permanent retention. They are retained in active 
files for five years and retired to Washington National Records, 
Center. 

System manager(s) and address: 

Counsel, Headquarters, Defense Contract Audit Agency, Cameron 
Station, Alexandria, VA 22304-6178. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178, Telephone 
(202) 274-4400. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to Records Ad- 
ministrator, Defense Contract Audit Agency, Cameron Station, Alex- 
andria, VA 22304-6178. 

Written requests for information Should contain the full name of 
the individual, current address and telephone number. 

Personal visits are limited to those offices (Headquarters and 6 
regional offices) listed in the appendix to the agency's compilation of 
record system notices. For personal visits, the individual should be 
able to provide some acceptable identification, that is driver's license 
or employing office's identification card and give some verbal infor- 
mation that could be verified with "case" folder. ' 

Contesting record procedures: 

The Defense Contract Audit Agency rules for accessing records 
and for contesting contents and appealing initial determinations by 
the individual concerned are published in DCAA Instruction 5410.10; 
32 CFR part 290a; or may be obtained from the Records Administra- 
tor, Defense Contract Audit Agency, Cameron Station, Alexandria, 
VA 22304-6178 or the system manager. 

Record source categories: 

Correspondence from individual's supervisor, DCAA employees, 
former employers, between DCAA staff members, and between 
DCAA and other Federal agencies. 

Exemptions claimed for the system: 



None. 

RDCAA 240.5 

System name: 
Standards of Conduct, Conflict of Interest. 
System location: 

Office of Counsel, Headquarters, Defense Contract Audit Agency 
(DCAA), Cameron Station, Alexandria, VA 22304-6178. 

Categories of individuals covered by the system: 

Any DCAA employee who has accepted gratuities from contrac- 
tors or who has business, professional or financial interests that 
would indicate a conflict between their private interests and those 
related to their duties and responsibilities as DCAA personnel. Any 
DCAA employee who is a member or officer of an organization that 
is incompatible with their official government position, using public 
office for private gain, or affecting adversely the confidence of the 
public in the integrity of the Government. • 

Categories of records in the system: 

Office of Counsel-Files contain documents and background materi- 
al on any apparent conflict of interest or acceptance of gratuities by 
DCAA personnel. Correspondence may involve interoffice memoran- 
dums, correspondence between former DCAA employees and Head- 
quarters staff members, citations used in legal determinations arid 
Agency determinations. 

Authority for maintenance of the system: 

10 U.S.C. 133. 

Purpose(s): 

To provide a historical reference file of cases that are of preceden- 
tial value to ensure equality of treatment of individuals in like cir- 
cumstances. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The DCAA. "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this . 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Primary filing system is by subject, within subject, files are alpha- 
betical by subject, corporation, name of individual. 

Safeguards: ; ^ 

Under staff supervision during duty hours; buildings have security 
guards during nonduty hours. 

Retention and disposal: 

These files are for permanent retention. They are retained in active 
files for five years and then retired to Washington National Records 
Center. 

System manager(s) and address: 

Counsel, Headquarters, Defense Contract Audit Agency, Cameron 
Station, Alexandria, VA 22304-6178. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, Defense Contract Audit 
Agency, Cameron Station, Alexandria; VA 22304-6178, Telephone 
(202) 274-4400. 

Record access procedures: . 

Individuals seeking access to records about themselves contained in 
this record system should address written inquires to the Records 
Adniinistrator, Defense Contract Audit Agency, Cameron Station, 
Alexandria, V A 22304^6178, 

The request should contain the full name of the individual, current 
address and telephone number. 

Personal visits may be inade to the above address. In personal 
visits, the individual should be able to provide acceptable identifica- 
tion, that is, driver's license or employing offices' identification card, 
and give some verbal information that can be verified, with *case' 
folder. ' 

Contesting record procedures: 

The Defense Contract Audit Agency (DCAA) rules for accessing 
records and for contesting contents and appealing initial DCAA 
determinations by the individual concerned are published in DCAA 
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Instruction 5410.10; 32 CFR part 290a; or may be obtained from the 
system manager. 

Record source categories: 

Correspondence from individuaFs supervisor, DCAA employees, 
former employees, between DCAA staff members, and between 
DCAA and other Federal agencies. 

Exemptions claimed for the system: ' : 

None. ^ 

RDCAA 358.3 

System name: 
Grievance and Appeal Files. 
System location: 

Grievant's servicing personnel office in Headquarters or Defense 
Contract Audit Agency (DCAA) Regional Offices. Official mailing 
addresses are published as an appendix to the agency*s compilation of 
record system notices. 

Categories of individuals covered by the system: 

Employees or former employees who have filed formal grievances 
that may be adjudicated under either Chapter 58, DCAA Personnel 
Manual or a negotiated grievance procedure. ' ' 

Categories of records in the system: 

The written grievance; assignment of examiner; or selection of an 
arbitrator or referee; statements of . witnesses; written summary of 
interviews; written summary of group meetings; transcript of hearing 
if one held; correspondence relating to the grievance and conduct of 
the inquiry; exhibits; evidence; transmittal; memorandums and letters; 
decision. 

Authority for maintenance of the system: 

10 U.S.C. 133 and DoD Directive 5105.36 which is published in 32 
CFR part '357. 
Purpose(s): 

• To record the grievance, the nature and scope of inquiry into the 
matter being grieved, arid the treatment accorded the matter by 
management. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To arbitrators, referees, or other third party hearing officers select- 
ed by management and/or the parties to the grievance to serve as 
fact finders or deciders of the matter grieved. 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of i-ecord system notices apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
' Retrievability: i 

Grievance files are filed by subject matter, contract clause, or by, 
name alphabetically. 

Safeguards: ' 

During nonduty hours the personnel office and/or filing cabinet is 
locked. Grievance files are under the control of the personnel office 
staff during duty hours. " ^ 

Retention and disposal: 

Files are destroyed 1 year after the grievance has been decided or 
after the transfer or separation of the employee, whichever is shorter. 
System manager(s) and address: ' ' 

Each servicing personnel officer in Headquarters or DCAA Re- 
gional Offices. Official mailing addresses are published as an appen- 
dix to the agency's compilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves . isr -contained in this record system should address written 
inqiiii-ies to the personnel office in the region in which the grievance 
originated. Official mailing addresses are published as an appendix to 
the agency's compilation, of record system notices. 

Written requests should contain individual's full name, current ad- 
dress, telephone number and office of assignment. 

Individuals may visit the personnel office of the region in which 
the grievance was filed/originated. For personal visits, individiial 
must furnish positive identification. 

Record access procedures: 

Individuals may obtain Information on access to records by com- 
municating ' in writinjg or personally with the servicing personnel 



officer in DCAA Headiiuarters or DCAA Regional Offices. Official 
mailing addresses are published as 'an appendix to the agency's com- 
pilation of record system notices. 

The request should contain the full name of the individual; current 
address and telephone number. 

Personal visits may be made to the servicing personnel officer in 
Headquarters or DCAA Regional Offices or the system manager. 
Official mailing addresses are published as an appendix to the agen- 
cy's compilation of record system notices.' 

Contesting record procedures: 

The Defense. Contract Audit Agency rules for accessing records 
and for contesting contents and appealing initial DCAA determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10; 32 CFR part 290a; or may be obtained from the system 
manager. 

Record source categories: 

' The grievant; witnesses; exhibits furnished in evidence by.'grievant 
and witnesses; grievance examiner; and persons interviewed by the 
grievance examiner; deciding official arbitrator, referee, or- other 
third party fact finder or decider. 

Exemptions claimed for the system: . 

None. 

RDCAA 367.5 

System name: 

Employee Assistance Program (EAP) Counseling Records. 
System location: 

Personnel and Security Division (CPP), Headquarters, Defense 
Contract Audit Agency (DCAA), Building 4, Room 4B319, Cameron 
Station, Alexandria, VA 22304-6178. 

DCAA regional servicing personnel offices; and offices of EAP 
contractors who perform employee assistance and counseling serv- 
ices. Addresses can be found in the appendix to DCAA's compilation 
of system of records. • 

Categories of individuals covered by the system: 

DCAA Federal employees assigned to DCAA activities who are 
referred by management for, or voluntarily request, employee assist- 
ance counseling, referral, and rehabilitation. 

Categories of records in the system: 

Records relating to patients which are generated in the course of 
professional counselling, e.g., records on the patient's condition, 
status, progress and prognosis of personal, emotional, alcohol or drug 
dependency problems, including admittied or urinalysis-detected ille- 
gal drug, abuse. 

Authority for maintenance of the system: 

5 U.S.C. 43; 5 U.S.C. 310; 5 U.S.C. 7301; 10 U.S.C. 3012; 42 
U.S.C. 290dd-3 and 290ee-3, 42 U.S.C. 4582; Pub. L. 100-71; Execu- 
tive Order 12564; and Executive Order 9397. 

PurposeCs): 

" The system is established to maintain records relating to the coun- 
selor's observations concerning patient's condition, current status, 
progress, prognosis and other relevant treatment information regard- 
ing patients in an employee assistance treatment program facility. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301 and 42 U.S.C. 
290dd-3 and 290ee-3, the Office of the Secretary of Defense "Blan- 
ket Routine Uses" do not apply to this system of records. 

Records in this system may not be disclosed without prior written 
consent of such patient, unless the disclosure would be: 

(a) To medical personnel to the extent necessary to meet a bona 
fide medical emergency; 

" (b) To qualified personnel for the purpose of conducting scientific 
research, management audits, financial audits, or program evaluation, 
but such personnel may not identify, directly or indirectly, any indi- 
vidual patient in any report of such research, audit, or evaluating, or 
otherwise disclose patient identities in any manner; and 
" (c) If authorized by an appropriate order of a court of competent 
jurisdiction granted after application showing good cause therefor. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained and stored in automated data systems, 
secured filing cabinets, and electronic secured files^ Extracts of treat- 
ment records are also entered into elebtronic database on microcom- 
puters. 



DEFENSE DEPARTMENT 



685 



Retrievability: 

Records are retrieved manually and automatically by patient's last 
name, client*s case number, Social Security Number, organization, 
office symbol and counseling area offices or any other combination 
of these identifiers. 

Safeguards: 

Records are stored in locked filing cabinets, and secured working 
environments. Automated records are protected by restricted access 
procedures, e.g., password-protected coding system. Access to 
records is strictly limited to Agency or contractor officials with a 
bona fide need for the records. Only individuals on a need-to-know 
basis and trained in the handling of information protected by the 
Privacy Act have access to the system. All patient records are 
maintained and used with the highest regard for patient privacy. 
Safeguarding procedures are in accordance with the Privacy Act and 
required in Employee Assistance Program contractual service agree- 
ments. 

Retention and disposal: 

Patient records are destroyed three years after termination of coun- 
seling and then destroyed by shredding, burning, or pulping. Elec- 
tronic records are purged of identifying data five years after termina- 
tion of counseling. Aggregate data without personal identifiers is 
maintained for management/statistical reporting purposes until no 
longer required. 

System manageKs) and address: 

Employee Assistance Program Administrator, Personnel and Secu- 
rity Division, Headquarters, Defense Contract Audit Agency, Cam- . 
eron Station. Alexandria, VA 22304-6178. 

Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Employee Assistance Program Administrator, Personnel 
and Security Division (CPP), Headquarters, Defense Contract Audit 
Agency (DC A A), Cameron Station, Alexandria, VA 22304-6178. 

Individuals must furnish the following for their records to be 
located and identified: Name, Date of Birth, Social Security Number, 
Identification Number (if known), approximate date of record, geo- 
graphic area in which consideration was requested. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should contact Employee Assistance Program 
Administrator, Personnel and Security Division (CPP), Headquarters, 
Defense Contract Audit Agency (DCAA), Cameron Station, Alexan- 
dria, V A 22304-6178. 

Individuals must furnish the following for their records to be 
located and identified: Name, Date of Birth, Social Security Number, 
approximate date of record, geographic area in which consideration 
was requested. 

Contesting record procedures: 

The Defense Contract Audit Agency (DCAA) rules for accessing 
records and for contesting contents and appealing initial DCAA 
determinations by the individual concerned are published in DCAA 
Manual 5410.6; 32 CFR part 290a; or may be obtained from the 
system manager. 

Record source categories: 

The patient to whom the records pertain. Employee Assistance 
Program counselors, supervisory personnel, co-workers; other 
agency personnel, outside practitioners; or private individuals to in- 
clude family members of the . patient. 

Exemptions claimed for the system: 

None. . 

RDCAA 371.5 

System name: 
Locator Records. 
System location: 

Personnel Officer, Civilian Personnel Office, Headquarters, De- 
fense Contract Audit Agency (DCAA), Cameron Station, Alexan- 
dria, VA 22304-6178 and DCAA Regional Offices. Official mailing 
addresses are published as an appendix to the agency*s compilation of 
record system notices. 

System is also maintained at DCAA Field Audit Offices. Address- 
es for the Field Audit Offices may be obtained from the cognizant 
Regional Office. 

Categories of individuals covered by the system: 
All civilian employees of DCAA. 
Categories of records in the system: 



Employee's name, office room number, office telephone number, 
office symbol, home address, home telephone number, date prepared, 
spouse's name. 

Authority for maintenance of the system: 

10 U.S.C. 133 and DoD Directive 5105.36 which is published in 32 
CFR part 357. 

Purpose(s): 

To provide a ready reference of employee home address and 
telephone number for business and protocol purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of .such uses: 

The DCAA "Blanket Routine Uses" that appear at the beginning 
of the agency's compilation of record system notices apply to this 
record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

3x5 cards stored in an index card box. 

Retrievability: 

Filed by, name. 

Safeguards: 

Under control of office staff during duty hours. Building and/or 
office locked and/or guarded during nonduty hours. 
Retention and disposal: 

Retained until separation of employee, then destroyed. 
System manager(s) and address: 

Personnel Officer, Civilian Personnel Office, Headquarters, De- 
fense Contract Audit Agency, Cameron Station, Alexandria, VA 
22304-6178 and Personnel Officers at DCAA Regional Offices; Offi- 
cial mailing addresses are published as an appendix to the agency's 
compilation of record system notices. 

Manager of DCAA Field Audit Offices. Addresses for the Field 
Audit Offices may be obtained from the cognizant Regional Office. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in record system should address written inquiries 
to the Personnel Officer, Civilian Personnel Office, Headquarters, 
Defense Contract Audit Agency, Cameron Station, Alexandria, VA 
22304-6178 and Personnel Officers at DCAA Regional Offices. Offi- 
cial mailing addresses are published as an appendix to the agency's 
compilation of record system notices. 

Managers of DCAA Field Audit Offices. Addresses for the Field 
Audit Offices may be obtained from the cognizant Regional Office. 

Written requests for information must include individual's full 
name, current address, telephone number and office of assignment. 

Personal visits may be made to the offices identified above. Indi- 
vidual must furnish positive identification. 

Record access procedures: 

Indi^f[iduals seeking access to information about themselves is con- 
tained in this record system should address written inquiries to the 
Personnel Officer, Civilian Personnel Office, Headquarters, Defense 
Contract Audit Agency, Cameron Station, Alexandria, VA 22304- 
6178 and Personnel Officers at DCAA Regional Offices. Official 
mailing addresses are published as an appendix to the- agency's com- 
pilation of record system notices. 

Managers of DCAA Field Audit Offices. Addresses for the Field 
Audit Offices may be obtained from the cognizant Regional Office. 

>yritten requests for information must include individual's full 
name, current address, telephone number and office of assignment. 

Personal visits may be made to the offices identified above. Indi- 
vidual must furnish positive identification. 

Contesting record procedures: 

The Defense Contract Audit Agency rules for accessing records 
and for contesting contents and appealing initial DCAA determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10; 32 CFR part 290a; or may be obtained from the system 
manager. 

Record source categories: 
Employee. 

Exemptions claimed for the system: 

None. ... 

RDCAA 440.2 

System name: 
Time and Attendance Reports. 
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System location: : . 

. Primary ^System-Management., Division, . HeadquarterSi' .Defense; 
Contract Audit Agency (DCAA), Cameron Station, Alexandria, VA 
22304-6178. 

Decentralized Segments-DCAA Regional (Dfftces and Field Audit 
Offices. Official mailing addresses are published as an appendix to the. 
DCAA*s compilation of record system notices. • ' 

Categories of individuals covered by the system: 

All civilian employees of the Defense Contract Audit Agency. 

Categories of records in the system: 

File contains a copy of individual's time and attendance report and 
other papers necessary for the submission of time and attendance 
reports and collecting of pay from the non-DC A A payroll office. 

Authority for maintenance of the system: ' .' , , :l 

5 U.S.C 301; lO y.S.C. 133; and 31U.S.C. 3512. . . . . * 

Purpose(s): 

To record the number of hours an employee works each day and 
the amount of sick and/or annual leave used. Supervisors review and 
certify accuracy of reports wliich are furnished to the appropriate 
Finance and Accounting office within the DoD for payrplLpurposes. ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the puritoses of such uses: ^■ 

The PCAA -**Branket Routine Uses" that appear at the beginning 
-of 'the agency's compilation of record system notices apply to this 
system. r 

Policies and'practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: _ 

Paper records in file folders, . .. 

- Retrievability: ' ■ ' 

Filled alphabietically by last name of employee. ' V" 

Safeguards:. 

Files- are under staff . supervision during duty hours; buildings are 
locked and/or guarded by security guards during non-duty hours. 
Retention and disposal: 

These records are destroyed six. months after end of pay period to 
which applicable. • • 
System manager(s) and address: 

Assistant Director, Resources, Headquarters, DCAA and the Re- 
gional Directors, DCAA and Chiefs of Field Audit Offices. . Official 
mailing addresses are published as an appendix to the agency's com- 
pilation of record system notices. • '! ► 

Notification procedure: 

Individuals seeking to determine whether information abput them- 
selves is contained in this record system should address written 
inquiries to the Records Administrator, ^ Defense Contract .Audit - 
Agency, Cameron Station, Alexandria, VA 22304-6178, Telephone 
(202) 274-4400. 

Record access procedures: 
. Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to Records Ad- 
ministrator, Defense Contract Audit Agency, Cameron Station, Alex- 
andria, V A 22304-^6178. 

Written' reqiiests for information should contain the .full :name, 
address, telephone, number of the individual and the employee pay- 
roll number. '* . ,f 

Personal visits are limited to those offices (Headquarters and 6 
regional offices) listed in the appendix to the agency's compilation of 
record system notices. For personal visits,, the individual should be 
able to provide some acceptable identification, that is driver's license 
or employee identification card. 

Contesting record procedures: 

The Defense Contract Audit Agency rules for . accessing record 
arid for contesting contents and, appealing initial determinations by 
the individual concerned are published in DCAA Instruction 5410.10;. 
32 CFR part 290a; or may be obtained from the Records Administra- 
tor, Defense Contract Audit Agency, Cameron Station, Alexandria, 
VA 22304-6178 or the system manager. 

Record source categories: 

Time and attendance reports are completed by the time and attend- 
ance clerk based on information provided by the individual employ- 
ee- 
Exemptions claimed for the system: 
None. 



RDCAA 590.8 
System name: « ■ > 

Field Audit Office Management Inforniation System (FMIS). 
System location:' 

Network Operations Branch, Workload and Trends Analysis Divi- 
sion. Headquarters, Defense Contract Audit Agency; DCAA region- 
al offices; and DCAA field audit offices. Official mailing addresses 
are- published as an appendix to DCAA's compilation of systems of 
record notices.' . . • ' * , •, 

Categories of individuals covered by. the system: . , 

DCAA employees and contractors,; ' 

Categories of records in the system: 

Records relating to audit work performed in terms , of hours ex- 
pended by individual employees, dollar amounts audited, exceptions 
reported, and net savings to the government as a result of those 
exceptions; records containing contractor and contract information; 
records containing requirements and program plan information; and 
records containing Social Security Numbers, pay grade and (option- 
-ally) address information. ■ ' 

Authority for maintenance of the system: 

5 U.S.C. 301 and E.Q. 939X " • .'.J . ..^ , . 

PurposeCs): • ' . 

To provide managers and supervisors in field audit offices with 
timely, on-line, , information regarding audit requirements, programs, 
and performance;: and serve as the source of information to be en--, 
tered and consolidated in the Agency Managenfient Information 
System (AMIS). 

Routine uses of records maintained in the system, including catego- 
ries of users aiid the purposes of such uses: 

The> "Blanket Routine Uses" that appear at the beginning of 
DCAA's compilation of systems .of records apply to this system: 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: - 
' Storage: . . \ ' , ' . . 

Records are maintained in automated data, systems. 

Retrievability: - 

Records are retrieved by organizational levels, name of employee. 
Social Security Number, office symbol, audit, activity codes, or any 
other combination of these identifiers. . • r 

Safeguards: 

Automated records are protected by restricted access procedures. 
Access to records is strictly limited to authorized officials with a 
bona fide need for the records. . ^ 

Retention and disposal: ^ 
Records are retained for two to five years and then destroyed by 
erasure. • : * . 

System manager(s) and address: r 
Chief, Network Operations Branch, Workload and Trends Analy- 
sis Division, Headquarters, Defense Contract Audit Agency, Camer- 
on Station, Alexandria, Virginia 22304-6178. ' 

Notification procedure: 

Individuals seeking to determine whether this systeni of records 
contains information about themselves should address written inquir- 
ies to the Chief, Netwbrk Operations Branch, Workload and Trends 
Analysis Division, Headquarters, Defense Contract ' Audit Agency, 
Cameron Station, Alexandria, Virginia 22304-6178. ' , 

Individuals must furnish name; Social Security Number; approxi- 
mate date of record; and geographic, area in which consideration was 
requested for record to be located and identified. Official mailing 
addresses are published as an appendix to the DCAA's compilation 
of systems notices. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to. the ;Chief, 
Network Operations Branch, Workload and Trends Analysis Divi- 
sion. Headquarters, Defense Contract Audit Agency, Cameron Sta- 
tion, Alexandria, Virginia 22304-6178. Official mailing addresses, are 
published .as. an appendix to^ the DCAA's compilation of systems 
notices. , * . . 

Individuals must furnish name; Social Security Number; approxi- 
mate date of record; and . geographic area in which consideration was 
requested for record to be located and identified. 

Contesting record procedures: 
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DCAA rules for accessing records and for contesting contents and 
appealing initial agency determinations by the individual concerned 
are published in, DCAA Instruction Number 5410.10, "DCAA Priva- 
cy Act Program;" 32 CFR part 290a; or may be obtained from the 
system manager. 

Record source categories: 

Information, other than data directly related to individual employ- 
ees, is obtained by field audit office supervisors from audit reports 
and working papers. 

Exemptions claimed for the system: 
None. 

RDCAA 590.9 

System name: 

DCAA Automated Personnel Inventory System (APIS). 
System location: 

Primary location: Office of the Director of Personnel and the 
Personnel Officer, Civilian Personnel Office, Headquarters Defense 
Contract Audit Agency, Cameron Station, Alexandria, VA 22304- 
6178, and the DCAA Regional Offices. Official mailing addresses are 
published as an appendix to the DCAA compilation of record system 
notices. 

Secondary location: Defense Construction Supply Center, Defense 
Electronics Supply Center, and the Defense Logistics Agency Ad- 
ministrative Support Center which maintain systems data under an 
inter-service support agreement with DCAA to provide payroll and 
report generating services. Official mailing addresses are published as 
an appendix to the Defense Logistics Agency*s compilation of record 
system notices. Compuserve, Inc., 500 Arlington Center Boulevard, 
Columbus, OH 43220, which maintains systems data under contract 
with the General Services Administration. 

Categories of individuals covered by the system: 

All current civilian employees of DCAA and former employees 
who were on DCAA rolls any time after January 1, 1977. 

Categories of records in the system: 

Current and historical data related to positions occupied by an 
employee of DCAA such as grade, occupational series, title, organi- 
zational location, salary and step, competitive area and level, geo- 
graphical location, supervisory designation, financial reporting re- 
quirement, and bargaining unit status. 

Current and historical data related to a DCAA employee's status 
and tenure in the Federal civil service including veterans preference, 
competitive status, service computation data, tenure group. 

Current and historical data personal to an employee of DCAA 
such as birth date, physical and mental handicap code, minority 
group identifier code, and enrollment data for life, health, and retire- 
ment programs. 

Current and historical education and training data on a DCAA 
employee such as educational level, professional certifications, train- 
ing accomplishment and requirements. 

Current and historical career management data on a DCAA em- 
ployee such as performance level indicator codes, performance eval- 
uation scores, and promotion assessment scores. 

Current and historical data on awards and recognition received by 
an employee of DCAA. 

Authority for maintenance of the system: 

10 U.S.C. 133; Executive Order 9397; and DoD Directive 5105.36 
which is published in 32 CFR part 357. 
• Purpose(s): 

To collect, store, and retrieve information to meet personnel and 
manpower management information requirements in support of pro- 
gram operations, evaluation, and analysis. 

To satisfy external and internal reporting requirements. 

To provide information to officials of DCAA for effective person- 
nel management and administration. 

To designated employees of the Defense Logistics Agency author- 
ized under agreement with DCAA to maintain records necessary to 
provide payroll and report generation services. 

To designated automated data processing vendors with whom 
DCAA may contract are authorized, to maintain and enhance data 
and computer operating systems necessary for DCAA personnel to 
process data and produce required outputs. Vendors neither obtain 
output from the system nor access the stored ''data for other than 
validated, approved test procedures. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of 
DCAA's compilation of record systems notices apply to this record 
system; 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage:- 

Input paper documents are stored in file folders and/or file cabi- 
niets. Information converted to automated form for storage in the 
system is stored on magnetic tape and/or disks. 

Output reports on computed printout paper are stored in file cabi- 
nets, specialized file containers, or library shelving. 

Individual employee output reports are filed in folders retained 
within official personnel, performance, or medical records. 

Retrievability: 

Information is retrieved by Social Security Number. 
Safeguards: 

Access to computerized data requires knowledge and use of a 
series of system identification codes and passwords which must be 
entered in proper sequence. Access to computerized data is limited to 
system analysts and programmers authorized to support the system, 
individuals authorized to provide payroll and report generating serv- 
ices, and DCAA personnel and EEO office employees. 

Access to output reports is limited to individuals with a need-to- 
know. 

Retention and disposal: 

Records in the automated data base, with the exception of non- 
SES performance appraisal data, are permanent. 

Paper input documents and output printouts and reports, except for 
those required to be maintained in an employee*s official personnel, 
performance, or medical file, are retained for reference purposes only 
until superseded or no longer required. When superseded or no 
longer required, . these records will be destroyed by shredding or 
burning. 

Copies of records authorized to be maintained by supervisors or 
other operating officials will be destroyed one year after transfer of 
separation of employee. 

System manageKs) and address: 

Director of Personnel, Headquarters, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA, 22304-6178, 

Personnel Officer, Civilian Personnel Office, Headquarters Defense 
Contract Audit Agency and the DCAA Regional Personnel Officers 
for data in their data banks. Official mailing addresses are published 
as an appendix to the DCAA compilation of record system notices. 

Notification procedures: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Director of Personnel, Headquarters, Defense Con- 
tract Audit Agency, Cameron Station, Alexandria, VA 22304-6178. 

For verification purposes, written request for information must 
include individual's full name, current address, telephone number and 
office of assignment. 

Personal visits may be made to the Office identified above. Indi- 
vidual must furnish positive identification. 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this record system should address written inquiries to the 
Director of Personnel, Headquarters, Defense Contract Audit 
Agency, Cameron Station, Alexandria, VA 22304-6178. 

For verification purposes, written requests for information must 
include individual's full name, current address, telephone number and 
office of assignment. 

Personal visits may be made to the office identified above. Individ- 
ual must furnish positive identification. 

Contesting record procedures: 

The Defense Contract Audit Agency rules for accessing records 
and for contesting contents and appealing initial DCAA determina- 
tions by the individual concerned are published in DCAA Instruction 
5410.10, 32 CFR part 290a, or may be obtained from the system 
manager. 

Record source categories: 

Agency supervisors and administrative personnel, medical officials, 
previous federal employees, U.S. Office of Personnel Management. 
Applications and forms completed by the individual. 

Exemptions claimed for the system: 

None. 



Defense Contract^Audit 'Agency Offices 
(Alphabetically by^Slate and City) 
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California 

DCAA Western Regional Office, Attention: RCI-4, 16700 
Valley View Avenue, Suite 300, La Mirada, CA 90638-5830. 

Georgia - 
DCAA Eastern Regional Office, Attention: RCI-1, 2400 Lake 
Park Drive, Suite 300, Smyrna, GA 30080-7644. 

Massachusetts 

DCAA Northeastern Regional Office, Attention: 'RCI-2, 83 
Hartwell Avenue, Lexington, MA 02173-3163. 



Pennsylvania - 
DCAA Mid-Atlantic Regional Office, Attention: RCI-6, 600 
Arch Street , Room 4400, Philadelphia, PA 19106-1604. 

Texas 

DCAA Central Regicmal Office, Attention: RCI-3, 106 Decker 
Court, Suite 300, Irving, TX 75062-2795. 

* Virgmia • '.' '[ 

DCAA Headquarters, Attention. CMR, Cameron Stktion, 
Alexandria, VA 22304-6178: ' 
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DEFENSE LOGISTICS AGENCY 
How Systems of Records Are Arranged 

This numbering system is also used to categorize and identify 
Privacy Act systems of records. A typical system identifier looks like 
this: S322.01 DLA-K. The letter "S" denotes the Defense Logistics 
Agency; the first digit "3*' represents the primary functional category 
(Personnel); the digits *72" represent a secondary function with the 
broad "Personnel*' category; the decimal fraction ".01-' is a sequential 
number used to differentiate one 322-series system from another; the 
suffix letters **DLA-K" designate the DLA organization with gener- 
al responsibility for the functional area. 

How To Use the Index Guide 

The systems of records maintained by DLA are contained within 
the functional series listed below. Refer to the list to identify areas of 
interest. Use the functional category number to locate the system of 
records in which you are interested. The notices are arranged in 
numeric order. 

Defense Logistics Agency records are arranged by major function- 
al categories with each category having a 3-digit identification 
number. The functional categories are as follows: 

System Identification Series 
Subject Series 

Administration 
100 

Planning and Management 

200 
Personnel 

300 
Finance 

400 

Transportation 

600 
Contracting 

800 

REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket *routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local "agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 



ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular At 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 

ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. .This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FAQLITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual , has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 
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ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

, . (gsa) 

A record from a system of records maintained by this component 
may be disclosed, as a routine use to the General Services, Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.G. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records nianage- 
ment inspections conducted under authority of 44 U.S.C/ 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the Merit. Systems Protection 
Board, including the Office of the Special Counsel for the piiipbse of 
litigation, including administrative proceedihgs» appeals^ special stud- 
ies of the civil service systems, review of OPM or component rules 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a. system of records maintained by this component 
may be disclosed as a routine use outside the DoD or .the U.S. 
Government for the purpose of counterintelligence activities author- 
ized by li.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the Unit^ States. 

S111.11DLA-K 

System name: 

Rotation of. Employees From Foreign Areas and the Canal Zone. 
System location: - . . 

Staffing and Employee Relations Division, Staff Director, Person- 
nel Headquarters Defense Logistics Agency (HQ DLA), Cameron 
Station, Alexandria, V A 22314. . 

Categories of individuals covered by the system: 

Employees or former employees of DLA who have requested 
extension of duty in Canal Zone and foreign areas beyond five years, 
or for whom management has made such a request. 

Categories of records in the system: 

Files include requests for extension of duty, in Canal Zone and 
foreign areas, request letters, statements as to need or justification 
and, when management initiates request, statement of employee's 
consent. Statement of approval or disapproval by the Staff Director, 
Personnel, HQ DLA, or his Deputy and comments by the staiFT 
elements as appropriate. 

Authority for maintenance of the isystem: 

10 U.S.C 1586 and Department of Defense (DoD) Instruction 
1404,8. . . * ' > :. 

PuFpose(s): 

Information is used in determining whether' extension of employ- 
ee's overseas tour of duty beyond five years should be approved or 
disapproved. Infoi:mation is used by HQ DLA Office of Personnel 
and management officials concerned with the' extension. 

Routine uses of irecords maintained in the system, including catego- 
ries of users and the puiiKMses of such uses: - 

See blanket routine uses above. 

Policies and practices for storing, retrieving, accessing, retaininjg, and 
disposing of records in the system:. • . . 

Storage:' . 
Paper records in file folders. • 
Retrievability: / . ^ 

Filed ' alphabetically b>y" employ ee!s last name., ' :\ 
Safeguards: 



Records are maintained in locked filing cabinets in areas accessible 

only to Agency personnel. 
Retention and disposal: . - 

Records are retained in active file until end of calendar year and 

held one. to three years in inactive file and subsequently destroyed. 

' System manager(s) and addr^: . ^ 

V Staff Director, Personnel, Headquarters Defense Logistics Agency, 
Cameron Station, Alexandria, VA 22314 
Notification pr6cedure: 

Written or personal, requests for information itiay be directed to 
the Systems Manager, individual must provide full name. 
Record access procedures: 

Official mailing address is set forth above. Written requests for 
information should be addressed to the Systems Manager and contain 
the full name, current address and telephone numbers of the individ- 
ual. For personal visits, /the individual should be able to provide some 
Acceptable identification, that is, driver's license or employing office 
identification card, and give soihe verbal information which can be 
verified with his records. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing ■ initial 
determinations may be obtained from the System Manager. 
Record source categories: 

Employee's supervisors, civilian personnel office and government 
officials or other parties having an interest in the employee's assign- 
ment. 

Exemptions claimed for the system: 

None. ^ 
Slll.llDLA-KP 

System name: 

Bye-Bye Retirement System. .j. 
System location: 

System may exist at Decentralized DLA Primary Level Field 

Activities! 

Categories of individuals covered by the system: 

System may contain information about civilian personnel of DLA 
Primary Level Field Activities (PLFAs) who are eligible for retire- 
ment. \ [ 

Categories of records; in the system: 

Printout statement indicating estimated retirement annuity for em- 
ployees. Information annuity for employee. Information includes 
name of employee, service computation date, birth date, current 
salary and date began and accumulated sick level hours. 

Authority for maintenance of the system: 

5 U.S.C. 8331-8348, *Ciyil Service Retirement*. 

PurposeCs): . 

Information is maintained for the purpose of supplying employees 
who are eligible for retirement with decision information. Informa- 
tion is used by the Civilian Personnel Office to counsel employees 
who are eligible to retire. Information is used by computer program- 
mers for programming and reprogramming purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Blanket Routine uses above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: .... ^ ^ , 

Individual paper printouts are stored in corresponding employee's 

Official Personnel Folder. Information may also be maintained in a 

Mark III remote time-sharing computer system.; 

Retrievability: 

Filed by alphabetical order within individual PLFA files. PLFA 
Listings filed in , single computer file and retrieved, by file name. 

Safeguards:, 

Records are maintained in locked file , area and in locked computer 
terminal room. System access codes are restricted to Agency officials 
>yith a need for the information. 

Retention arid disposal: 
' Records are* destroyed after retirement of employee. 
System manager(s) and address: 
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PLFA Civilian Personnel Officers. Official mailing addresses are in 
the DLA Directory of Mailing Addresses. 
Notification procedure: 

Written or personal requests for information may be directed to 
the Systems Manager. Employee need only supply full name and 
organization location. 

Record access procedures: 

Employee may visit the Personnel Office and review his Official 
Personnel Folder. Employee should be able to certify to his identity. 
Contesting record procedures: 

The DLA rules for contesting, contents and appealing initial deter- 
minations may be obtained fronj the Systems Manager. 
Record source categories: 

Information furnished by the Office of Civilian personnel and ex- 
tracted from the employee's Official Personnel Folder. Accumulated 
sick leave hours are obtained from the payroll office. 

Exemptions claimed for the system: 

None. 

Slll.llDLA-KS 

System name: 
Official Records for Host Enrollee Programs. 
System location: 

Geographically and organizationally decentralized to the Defense 
Logistics Agency (DLA) Primary Level Field Activities (PLFAs) 
which act as hosts for individuals sponsored by local, state and 
federal agencies who seek work experience and training with DLA 
activities with or without DLA participation relative to compensa- 
tion and reimbursement. 

Categories of individuals covered by the system: 

All applicants and selectees of Host Enrollee programs. 

Categories of records in the system: 

Various forms and records pertaining to the selection and other 
administrative information originating during the tenure and after the 
separation of the selected individuals in the Host Enrollee Program 
of the DLA PLFA. Normally such records as time attendance, 
training records, periodic evaluations, data on enrollee designee for 
emergency contact, work site location of enrollee, official address, 
telephone number and similar records are maintained. 

Authority for maintenance of the system: 

Rehabilitation Act of 1973, (29 U.S.C. 701, et seq.) Emergency 
Jobs and Unemployment Assistance Act of 1974 (Pub. L. 93-567); 
Comprehensive Employment and Training Act (CETA) (29 U.S.C. 
801, et seq.) 

PurposeCs): 

This information is collected and maintained to assist personnel and 
management officials to administer a uniform program of work and 
training experience to enrollees and to make a proper evaluation of 
the enrollees and the respective Host Enrollee Program. The use of 
the records is restricted to official personnel for administrative pur- 
poses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
See blanket routine uses above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file storage. 
Retrievability: 

Filed alphabetically by employee name under particular type of 
Host Enrollee Program. 

Safeguards: 

Maintained in locked filing cabinets. Direct access to the files is 
limited to civilian personnel office employees and to supervisors and 
others who are identified as having a specific and legitimate need. 

Retention and disposal: 

Records are maintained for the duration of the enroUee's program 
assignment. They are held for two years after separation from the 
program and then destroyed. 

System manager(s) and address: 

Civilian Personnel Officers (CPOs) of DLA Primary Level Field 
Activities. 
Notification procedure: 



Requests for information from former enrollee about himself or 
herself should be forwarded to the Systems Manager at the PLFA 
where the enrollment occurred. Individuals currently enrolled in the 
Host Enrollee Program may obtain information direct from the Sys- 
tems Manager. 

Record access procedures: 

Enrollees should contact the designated Systems Manager. Written 
requests should include requester*s full name, job title and name of 
program enrolled or formerly enrolled and job title held. For person- 
al visits employees should be able to provide some acceptable identi- 
fication. 

Contesting record procedures: 

The Systems Manager will provide the DLA rules for contesting 
contents of records. 

Record source categories: 

Information contained in records of enrollees is obtained from 
employee, program sponsor, educational institutions, supervisors and 
others who contribute to the work and training experience of the 
enrollee while registered in the respective Host Enrollee Program of 
the activity. 

Exemptions claimed for the system: * 
None. 

S111.11DLA-XA 

System name: 

Personnel Roster/Locator Files. 
System location: 

Headquarters, Defense Logistics Agency (DLA) and all field ac- 
tivities where maintained. 

Categories of individuals covered by the system: 
Civilian employees and military personnel for the DLA activity 
where records are maintained. 
Categories of records in the system: 

The System may contain paper and computerized locator records 
including such items as: Name, organizational assignment, office and 
home telephone number, home address, grade/rank, military branch 
of service and date of rank, position title, job series, and spouse's 
name. 

Authority for maintenance of the system: 

5 U.S.C. 301 • ' 

Purpose(s): . - 

To notify DLA personnel of the arrival of visitors, to plan social 
functions, recall personnel to duty station when required, for use in 
emergency notification, and to perform relevant functions/require- 
ments/actions consistent with managerial functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders, card files and some on magneiic tape 
or disk. 

Retrievability: 

Alphabetically by name, by organization, or gracle/rank. 
Safeguards: 

-Records are accessible only to authorized DLA personnel. 
Retention and disposal: 

Records are destroyed upon termination/departure bf DLA per- 
sonnel or upon preparation of new locator cards/rosters. 
System mamiger(s> and address: 

Heads of HQ DLA principal staff elements and Heads of DLA 
field activities which maintain locator/roster files. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name, name of 
DLA activity and specific office at which employed. 

Record access procedures: 

Official mailing addresses of System Manager are in the DLA 
Directory. Request should contain full name, current address and 
telephone number of the individual. For personal visits, the individ- 
ual should be able to provide some acceptable identification; that is 
driver's license, or DLA identification card. 
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Contesting record procedures: ' , 

The Agency's rules for contesting contents may be obtained from 
the System Manager. ' 

Record source categories: 

Individual, upon assignment to DLA, and when changes occur. 
Exemptions claimed for the system: 

None. y. . - ■ ; 

Sm05DLA-K 

System name: 

Schedule and Record of Overtime Assignment and Request. 

System location: j 

First line supervisor or other supervisory levels in each organiza-. 
tional unit where formalized overtime records are maintained. The 
records are not maintained by all supervisors but only by those who 
need such a record or where such records are required by negotiated 
labor agrieements. . " ^ 

Categories of individuals covered by the system: 

Any civilian employee in those organizational segments where 
formalized overtime records are kept may be covered. - 

Categories of records in the system: 

A roster of civilian personnel in, the .organizational segment, sched- 
ules of proposed overtime, dates overtime was offered, record of 
whether employee accepted the overtime, hours and dates worked, 
amount of work produced during the overtime hours, and . other 
information related directly to overtime usage. 

Authority for maintenance of the system: 

5 U.S.C. 5542, Overtime Rates; Computation, 

Purpose(s): . • 

Information is used by the supervisor to assign overtime on an 
equitable or rotational basis and to plan and schedule overtime as 
needed. It may also be used to determine the most productive over- 
time workers. 

Routine uses of records maintained in the system^ including catego- 
ries of useris and the purposes of such uses: ' . 

Information may be, shown .to employee representatives, such as 
union representatives to demonstrate nature and equity of the system. 

See also blanket routine uses as set forth above. 

Policies and practices for storing, retrieving, accessing, retaining^ and 
disposing of records in the system: 

Storage: 

Paper records in file folders or index cards. 
Retrievability: * . 

Filed or listed by employee name. - 
Safeguards: ' ■ • - 

Records are maintained in file cabinets under the sujpervisor's con- 
trol. 

Retention and disposal: 

Records are destroyed after one year from the last date of over- 
time usage. 
System manager(s) and address: 

Office of Civilian Personnel of the appropriate Defense Lpgikics 
Agency (DLA) Primary Level Field Activity. 
Notification procedure: 

Individuals may determine whether or not there is an overtime 
record pertaining to them . from • their immediate supervisor or the 
System Manager. 

Record access procedures: 

Written request for access to . information should be directed to. the 
System Manager. Official mailing addresses are in the DLA Directo- 
ry. For personal, visits to the System Manager, individual should be 
able to provide some acceptable identification such as official identifir 
cation card or driver's license. However, inquiries will normally be 
made to the immediate supervisor by personal visit. 

Contesting record procediires: . , 

The agency's rules for contesting contents and appealing initial 
determinations niay be obtained from the System Manager. 

Record source categories: 

Supervisors and others involved in the management of overtime in 
the activity. . 
Exemptions claimed for the system: 
None. 



. S120.05DLA-KP 

System name: 

Supervisors* Records and Reports of Employee Attendance and 
Leave. * •^. ■ ' ' ■ - ' ■- - • " ■ ■ . . 

System lociatidih: ' * 

This system is decentralized by organization and geography to the 
supervisory level at all Defense Logistics Agency (DLA) field activi- 
ties and Headquarters DLA. All records described are not necessari- 
ly maintained by all supervisors. .' . * 

Categories of individuals covered by the system: 
DLA employees and certain former DLA employees. 
Categories of records in the system: 

Schedules of planned leave, records of sick and annual leave and 
other -types of leave taken, records of tardiness, absences without 
leave, leaves without pay, administrative leave, and other absences of 
types of leave. In some cases the record may also contain notation of 
time actually present, time on temporary duty (TDY) and time on 
special assignments or temporary assignments. Records may be kept 
by the hour, day, week, pay period, quarter, or year. While records 
maintained in accordance with this notice are all 'hard copy* or 
manual in nature, some of the records may be produced by automat- 
ed data processing as printouts from automated ^payroll and leave 
accounting systems described under other notices. 

Authority for maintenance of the system: 

$ U.S.C. 61 and 63; Leave. . . * 

Purpose(s): 

Data is used by supervisors and by civilian personnel office staff to 
monitor sick leave use and detect patterns of attendance and sick 
leave usage which may be indications of problems in the use of leave 
or which should be discussed with the employee. To schedule annual 
leave in an organized, fair and planned .way. To identify employees 
who may be congratulated for accumulation of sick leave or limited 
use of sick leave. To prepare statistical reports on leave use and 
attendance matters and for statistical evaluation and analysis of leave 
usage patterns. To post daily leave usage onto time and attendance 
reports or records and to ' answer employee question on leave 
charges. . . - . ; 

Routine uses of records maintained in the system, including catego- 
ries of 'users aiid the purposes of such uses: 
See blanket routine uses as set forth above. 

Policies. and. practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders or binders or file index cards. ^ • 
Retrievability: 
f • By employee name. 
Safeguards: ' 

Any part of the records containing any personal or potentially 
sensitive data are/maintained in locked filing cabinets or supervisors' 
locked desks. 

Retention and disposal: 

Records are kept for one year and then destroyed. 
System manager(s) and address: 

Civilian Personnel Officer, at each DLA Primary Level Field Ac- 
tivity. ' , 
Notification procedure: 

Employees who wish to determine what leave records are being 
maintained at supervisory or personnel office level should, address 
their inquiries to their immediate supervisors or to the primary level 
field activity office of civilian personnel. 

Record access procedures: 

Personal requests for record , content should be made to the imme- 
diate supervisor or to System Manager. Written request for assistance 
in' obtaining access should be directed to the System Manager, and 
should contain the full name and organizational location of the em- 
ployee. Official mailing addresses of the System Manager are in the 
DLA Directory. For personal visits to System Manager, the individ- 
ual should provide some acceptable identification, such as activity 
identification card or driver's license. ^ . . 

Contesting record procedures: 

The agency rules for contesting contents and appealing initial de- 
terminations may be obtained from the System Manager. 
Record source categories: 
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Payroll offiee and • payroll records, including automated payroll 
systems, employee's supervisors, timekeepers, time and attendance 
clerks, leave slips (Standard Form 71 or equivalent). 

Exemptions claimed for the system: 

None. 

S153.10DLA.T 

System name: 

Personnel Security Files. 
System location:. 

Primary System - Investigator records containing unfavorable in- 
formation requiring clearance action by the Defense Logistics 
Agency (DLA) Central Clearance Group (CCG) and records per- 
taining to persons involved in highly sensitive projects: Command 
Security Officer, HQ DLA. 

Categories of individuals covered by the system: 

All civilian employees and military personnel who have been the 
subject of a National Agency Check (NAC); a Background Investi- 
gation (BI) or Special Background Investigation (SB!) pertaining to 
their qualifications for access to classified information. 

CategoHes of records in the system: 

Reports of investigations conducted by the Office of Personnel 
Management (OPM), the Federal Bureau of Investigation (FBI), the 
Defense Investigative Service (DIS), the investigative units of the 
Army, Navy and Air Force, and other Federal investigative organi- 
zations. Also, evidence of security clearance and access to classified 
information granted to individuals and certifications of security brief- 
ings and debriefings signed by individuals. 

Authority for maintenance of the system: 

Executive Order 10450, as amended. 

PurposeCs): 

The investigator reports are used by appropriate Security Officers 
and Commanders or other designated officials as a basis for determin- 
ing a person's eligibility for access to information classified in the 
interests, of national defense. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
- Storage: 
Paper records in file folders. 
Retrievability: 

Reports are filed alphabetically by name, date and place of birth. 
No indices are used to retrieve individual records from the system. 
Safeguards: 

As a minimum, records are stored in locked containers wherever 
authorized DLA personnel are not present to control access to them. 
Any of these files containing classified documents are maintained in 
security containers approved by HQ DLA for storage of classified 
information. 

Retention and disposal: 

Reports are retained as long as the person is employed or assigned 
to DLA. After the person leaves DLA, the reports are placed in an 
inactive file, retained for two years, and then destroyed or returned 
to the agency which conducted the investigation. 

System manager(s) and address: 

Command Security Officer, HQ DLA; Security Officers of Pri- 
mary Level Field Activities. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Managers. 
Record access procedures: 

Official mailing addresses of the System Manager are in the DLA 
Directory. Written requests for information should contain the full 
name, date and place of birth, current address and telephone number 
of the requester. For personal visits, the requester must be able to 
provide some acceptable identification (e.e., driver's license, parent's 
name, identification card, date and place of birth, dates and place(s) 
of employment with DLA, if applicable). Written requests must be 
accompanied by a notarized statement attesting to the requester's 
identity and containing the following: *I understand that knowingly 
or willfully, seeking or obtaining access to records about another 
individual under false pretenses is punishable by a fine of up to 5,000 
dollars under the provisions of the Privacy Act of 1974.' 



Contesting record procedures: - 

The DLA rules' for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Reports of investigations conducted by the OPM, FBI, DIS, inves- 
tigative units of the Army, Navy, and Air Force, as well as other 
Federal investigative organizations. 

Exemptions claimed for the system: 
• Parts of this system may be exempt under Title 5 U.S.C. 552a(k)(2) 
as applicable. Agency rules pertaining to this exemption are set forth 
in appendix C of 32 CFR part 1286 and DLA Regulation 5400.21. 
For additional information, contact the System Manager, 

S153.20DLA-I 

System name: 

Personnel Security Information Subsystem of COSACS. 
System location: 

Primary System-Central computer, programs and files maintained at 
the Defense Logistics Agency Administrative Support Center 
(DASC) which is locatcjd at Cameron Station, Alexandria, VA pro- 
vides a central index for information regarding personnel security 
clearance and security eligibility of civilian employees and military 
personnel within the Defense Logistics Agency (DLA). Ready refer- 
ence on-line access is furnished to Defense Logistics Agency Primary 
Level Field Activities (PLFAs), to Principal Staff Elements (PSEs) 
at Headquarters, DLA and to Department of Defense Management 
Support Activities (DoDMSAs) supported by DASC, concerning 
personnel under their jurisdiction. 

Categories of individuals covered by the system: 

All DLA civilian and military personnel who have been , found 
eligible for employment in a sensitive position or eligible for or 
granted a security clearance or access to information classified iii the 
interests of national isecurity. 

Categories of records in ithe system: 

Computer record on each individual in the Personnel Security 
Information Subsystem of COSACS (Command Security Automated 
Control System) Master File. Computer listings are generated from 
this master, in the form of a Master File Archival Record and 
Record Activity Clearance Eligibility Listing (RACEL), and identify 
those DLA personnel who are assigned to or who are eligible to 
occupy sensitive positions and those DLA personnel who have been 
either authorized access to classified information or found eligible for 
such access. 

. Authority for maintenance of the system: 
Executive Orders (E.O.) 9397, 10450, 10865, 12333, 12356 
Purpose(s): 

Provide a computerized, centralized source of security eligibility 
and clearance information for all DLA security officers and appro- 
priate supervisors. The purpose for soliciting and using the SSAN is 
for positive identification and retrieval of records. 

These records are used by DLA Security Officers at all levels as 
well as by other appropriate DLA supervisors to determine whether 
or not DLA civilian employees are eligible for or occupy sensitive 
positions; whether they or assigned military personnel have been 
cleared for or granted access to classified information; and the level 
of such clearance of access, if granted. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Clearance status and other clearance related information of individ- 
ual DLA employees may be provided to the appropriate officials of 
other Federal Government agencies and Federal Government con- 
tractors when necessary in the course of official business. See also 
the Blanket Routine Uses set forth at the beginning of the DLA 
record system notices' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are maintained in a combination of paper and automated 
files. 

Retrievability: 

Records are contained in the data base and are retrievable by 
name, social security account number (SSAN), job series, security 
eligibility, security clearance, organization, and type of investigation. 

Safeguards: 

Records, as well as on-line input and computer terminals, are 
maintained in areas that conform to applicable DLA- security policy. 
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Access to and retrieval from computerized files are limited to author- 
ized users and iare password protected/restricted; i * 

Retention and disposal: ..' . • 

New listings are published quarterly and prior microfiche and 
listings are destroyed as soon as the new lists are verified but in no 
case beyond, 9.0 days, j Magnetic records are . purged one year after the 
individual departs DLA. : ^ • t. 

System manager(s) and address: 

Staff Director, Office of Command Security, ATTN: DLA-I, 
Headquarters DLA,. Cameron Station,: Alexandria, .VA 22304-6130, 
and Command Security Officers -of all DLA PLFAs. Refer to the 
appendix at .the end of the DLA notices for the applicable addresses. 

Notification procedure: 

Written or personal requests for information may be directed to 
the appropriate System Manager. 
Record access procedures: 

Official mailing addresses of the DLA System Managers are in the 
^DLA address directory of the "appendix to the DLA system of 
■records, notices. Written requests for information should contain the 
full name, SSAN, current address and telephone number of the 
individual. For personal visits, the individual should be able to pro- 
vide some acceptable identification, such as driyer*s license or em- 
ploying office identification card, and give some verbal information 
that can be verified from his or her file. * " ' 

DLA users may utilize an Audio Response Unit (ARU) accessed 
;by SSAN to retrieve the individual's security clearance only. 

Contesting record procedures: ^ 

The agency's rules for access to records, contesting contents, and 
appealing initial determinations about an individual concerned may 
be obtained from the System Manager and are set forth in DLA 
Regulation 5400.21 (32 CFR part 1286). ' 

Record source categories: , ^. ■^ ^ 

Certificates of clearance or personnel security investigation previ- 
ously completed by the Office of Personnel Management, the Federal 
Bureau of Investigation, the Defense Investigative Service, investiga- 
tive units of the Army, Navy and Air Force, and other . Federal 
agencies.' Personnel security files maintained, on individual.^ ^ 

Exemptions claimed for the system: 

None. ■■•/r ; 

S160.50DLA^I 

System name: 

Criminal Incidents/Investigations File,. 

System location: . * : 

Primary System— Command Security Office and Office of General 
Counsel, Headquarters, Defense Logistics Agency (HQ DLA), Cam- 
eron Station, Alexandria, VA 22304-6100 for case files on all inci- 
dents of known or suspected criminal activity or other serious inci- 
' dents. ' . .. 

Decentralized Segments — DLA Primary Level Field Activities 
(PLFA) for above described files and files of a minor nature. Official 
mailing addresses are published as an appendix to the agency's com- 
pilation of record system notices. ' ..' 
. ^ Categories of individuals covered by the system: 

Civilian and military personnel of DLA, contractor employees,^ and 
. other persons who committed or are suspected of having committed 
a felony or misdemeanor on DLA controlled activities or facilities; 
or outside of those areas in cases where DLA i^i or may be a party of 
interest. . ". ' ''''^^ * " . - . 

Categories of records in the system: , 

•Reports of investigation, messages, statements of witnesses, subjects 
and victims, photographs,; laboratory reports, . data collection reports, 
and other related papers. 
' Authority for maintenance of the system: 

Section 21. Internal Security Act of 1950 (Piib. L. 831, 81st Con- 
gress); DoD Directive 5105.22, "Defense Logistics Agency"; DoD 
Instruction 5240.4, "Reporting of Counterintelligence and Criminal 
Violations", DoD Directive 5105.42, "Defense investigative Serv- 
ice"; and DoD Instruction 5505.2, "Criminal Investigations of Fraud 
Offenses". 

Purpose(s): . ' 

Information is maintained for the purpose of * monitoring the 
progress of investigations, identifying crime conducive conditions, 
preventing crime and loss, and preparing statistical data and reports 
required by higher authority. Information in this system is used by 
DLA Security and General Counsel personnel to monitor progress of 



cases and to develop non-personal statistical data on crime and' crime 
investigative support for the future. 

DLA General Counsel also uses the data to review cases, deter- 
mine proper legal action, and coordinate on all available remedies. 
DLA managers use the information in this system to determine 
actions required to correct the causes of losses and to take appropri- 
ate action against DLA personnel in cases of their involvement. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Defense Logistics Agency "Blanket Routine Uses" published 
at the beginning of DLA's compilation of record system notices 
apply to this record system. . 7. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Combination of paper and automated files. 
Retrievability: i. 

Hard copy records are filed chronologically -by DLA case' number 
and cross-indexed to individual or firm name. Automated records are 
retrieved by name of the individual or firm. DLA case number, 
PLFA number or activity code. 

Safeguards: 

Records; as well as computer terminals, are maintained in areas 
accessible only to DLA Security and Office of General Counsel 
personnel. In addition, access to computerized files ^is limited to 
•authorized users and is password protected. 

Retention and disposah 

Paper records from external law enforcement' and investigative 
organizations are destroyed 1 year after the receipt of a final report 
in each case, or when no longer needed, whichever is later. 

Criminal investigative reports generated by DLA investigators/ 
detectives are retained for 25 years, either in hard copy or micro- 
fiche^ as recommended by the Defense Investigative Service, Defense 
Central Investigation Index (DCII). 

Automated records are retained for 10 years in the on-line mode 
and then transferred to magnetic tape with retention of 25 years. 

System manager($) and address: . . . , 

Staff Director, Office of Command Security, HQ DLA, Cameron 
Station, Alexandria, VA 22304-6100 and>ll DLA Primary Level 
Field Activities. Official mailing addresses are published as an appen- 
dix to the agency's compilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this- system of records should address written 
inquiries to the Staff Director, Command Security Office, HQ DLA, 
Cameron Station, Alexandria, VA 22304-6100, or to the DLA PLFA 
where employed. Official mailing addresses are published as an ap- 
pendix to the agency's compilation of record system notices. 

Individual must provide full name, current address, and telephone 
numbers. . ■ 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address .written inquiries to the Staff 
Director, Command Security Office, HQ DLA, Cameron Station, 
Alexandria, VA 22304-6100, or to the DLA Primary Level Field 
Activity where employed. .Official mailing' addresses are published as 
an appendix to the agency's compilation of record system notices. 

Individual must provide full name, current address, and telephone 
numbers. . " . 

Contesting record procedures: 

DLA rules for contesting contents and appealing initial agency 
determinations are contained in DLA Regulation 5400!21, "Personal 
Privacy and Rights of Individuals Regarding Their Personal 
Records"; 32 CFR part 1286; or may be obtained from the system 
manager. . ■ . 

Record source categories:. * 

Reports of investigations by DLA investigators and Security Offi- 
cers and Federal, state, and local enforcement or .irivestigiative agen- 
cies. ' ; * . * _ .. .. 

Exemptions claimed for the system: . ' 

Portions of this system may be exempt under 5 U.S.C. 552a(k)(2). 

An exemption rule for this record system has been promulgated in 
accordance with the requirements of 5 U.S.C. 553(b) (I), (2), and (3), 
(c) and (e) and is published in DLA Regulation 5400.21 and the Code 
of Federal Regulations at 32 CFR part 1286. 
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S161.20DLA-T 

System name: 

Visitors and Vehicle Temporary Passes and Permits File. 
System location: 

Head of Defense Logistics Agency (DLA) Primary. Level Field 
Activities (PLFAs). 
Categories of individuals covered by the system: 

All persons requiring temporary access to DLA activities and 
facilities. 

Categories of records in the system: 

Applications, surrendered passes, permits, and related papers relat- 
ing to temporary visitor and vehicle passes or permits. 
Authority for maintenance of the system: 

Section 21 of the Internal Security Act of 1950 (50 U.S.C. 781, et 
seq.) and Department of Defense Directives 5200.8 and 5105.22 
which assign to the Director, DLA the responsibility for protection 
of property and facilities under his control. 

Purpose(s): 

Information is maintained to provide adequate controls on move- 
ment of vehicles and person on DLA activities and facilities. Infor- 
mation is used by DLA Security personnel: To ensure that only 
authorized persons and vehicles enter DLA activities and facilities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records, applications, surrendered passes and permits. Paper 
records in file folders, 
Retrievabiiity: 

Filed alphabetically by name. 
Safeguards: 

Records are maintained in areas accessible only to DLA personnel. 
Retention and disposal: 

Destroy 6 months after expiration date. ; 
System manager(s) and address: 
Security Officers at PLFAs. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide his full name and 
identity of DLA activity to which access was granted; and if individ- 
ual is or was a DLA employee, identity of employing DLA activity. 

Record access procedures: 

Official mailing addresses of the System Manager are in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone number of the individual. For 
personal visits, the individual should be able to provide some accept- 
able identification card, and give some verbal information that could 
be verified from his file. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Individuals applying for passes or permits and Security Office 
personnel. 

Exemptions claimed for the system: 
None. 

S161.25DLA-T 

System name: 

Individual Access Files. 
System location: 

Heads of Primary Level Field Activities (PLFAs) of the Defense 
Logistics Agency (DLA). 

Categories of individuals covered by the system: 

DLA civilian and military personnel, contractor employees, and of 
the individuals granted or denied access to DLA activities and instal- 
lations. 

Categories of records in the system: 

Documents relating to the request for authorization, issue, receipt, 
surrender, withdrawal and accountability pertaining to identification, 



badges, cards and passes, to include application forms, photographs^ 
letters of debarment, and related papers. 
Authority for maintenance of the system: 

Section 21 of the Internal Security Act 1950 (50 U.S.C. 781, et 
seq.) and Department of , Defense (DoD). Directives 5200.8 and 
5105.22 which assign to the Director, DLA the responsibility for 
protection of property and facilities under his control. 
. Purpose(s): 

Information is maintained and used by DLA and DoD security 
personnel to adequately control access to, and movement on DLA 
activities and facilities. 

Routine uses of records maintained in the system, including catego- 
ries of users aiid the purposes of such uses: 

Information is maintained and used by General Services Adminis- 
tration Protective Service personnel to adequately control access to, 
and movement on DLA activities and facilities. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and index cards. 
Retrievabiiity: 

Filed alphabetically by name. 
Safeguards: 

Records are maintained in areas accessible only to authorized 
DLA personnel. 

Retention and disposal: 

Records are destroyed 1 year after termination or transfer of 
person granted access, except that individual badges, photographs or 
passes will be destroyed upon revocation, cancellation, or expiration. 
Records, relating to persons barred from a facility will be destroyed 5 
yeare after the person is notified he is barred from an activity or 
installation. 

System' manager(s) and address: 
Security Officers of PLFAs. 
Notification procedure: 

Written or personal requests for information may be directed , to 
the appropriate System Manager. 
Record access procedures: 

Official mailing addresses of System Managers are in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual. For 
personal visits, the individual should be able to provide some accept- 
able identification, that is, driver's license, employing office identifi- 
cation card, and give some verbal information that could be. verified 
from his file. 

Contesting record procedures: 

The DLA rules for contesting contents of records and appealing 
initial determinations regarding access may be . obtained from the 
System Manager. 

Record source categories: 

Individuals applying for identification badge, card, or pass, security 
personnel, and Commanders who bar persons from access to their 
activities or installations. 

Exemptions claimed for the system: 
None. . 

S161.30DLA-T 

System name: 
Motor Vehicle Registration Files. 
System location: 

Defense Logistics Agency (DLA) Primary. Level Field Activities 
(PLFAs). 

Categories of individuals covered by the system: 

DLA civilian and military personnel, contractor employees, ven- 
dors, and other persons requiring use of private vehicles on DLA 
activities or facilities. 

Categories of records in the system: 

Application forms and papers relating to registration of private 
vehicles and commercial vehicles. . . 

Authority for maintenance of the system: . 

National Highway Safety Act of 1966 (23 U.S.C. 401, et seq.) and 
National Highway Safety Program Standards, which direct such 
programs as vehicle traffic supervision, periodic motor vehicle in- 
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spections/ pedestrian safety, policy traffic services and records, acci- 
dent investigation and reporting. 

Purpose(s): 

Information is maintained to provide .adequate controls on move- 
ment of privately owned motor vehicles on DLA activities and 
facilities, consistent with safety and applicable traffic regulations. 

Information is used by DLA Security personnel to ensure that 
only authorized vehicles enter DLA facilities and activities and that 
those vehicles carry required liability insurance. Also, to , plan for 
future parking requirements and to be able to identify vehicles and 
their owners by decal number in the event of emergency or, traffic 
problems. .s . . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such iises: 

See blanket routine uses set forth above.. . : 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, application cards, and on some "activi- 
ties logs containing accountability for decals. Computer magnetic 
tapes or discs, computer paper printouts. 
Retrievability: / 
Filed alphabetically by last name and cross-referenced by decal 
number. 

Safeguards: 

Records are maintained in areas accessible only to DLA security 
personnel. 

Manual records are either secured in locked storage and file cabi- 
nets or under the constant observation of security personnel during 
both duty and non-duty hours. The computer , terminal used for 
access to, input and changes to the automated system is maintained in 
ah area under constant observation of security personnel. Access to 
the automated system through the computer terminal is protected by 
password identification. Magnetic tapes and discs are kept in the 
computer room, which is itself a security containier with locked 
doors and access-limited persons appropriately cleared and identified. 
Tapes and disc packs are stored in a tape library when not used in 
processing and are logged in and out only to cleared personnel, with 
an official need. Reports with individual data are closely conitrollecl. 
Computer personnel who process these reports are appropriately 
cleared and maintain continuous observation of reports during all 
processing phases. Individuals requesting information must identify 
themselves and their, relationship to the individual on whom the 
record information is being requested. Individuals other than the 
individual of record must specify what information is requested and 
the purpose for which it would be used if disclosed, c 

Retention and disposal: 

Destroy upon normal expiration or 3 years after revocation of 
registration. 

^ Heads of PLFAs - which are responsible for the installation on 
which they are located. 
System manager(s) and address: . 

Heads of' PLFAs which are responsible for the installation on 
which they are located. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name and name of 
DLA activity at which registration occurred; or if individual is or 
was a DLA employee, name of employing activity is also required. 

Record access procedures: 

Official mailing addresses of the System Manager are in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual. For 
personal visits, the individual should be able to provide some accept- 
able identification, that is, driver license, employing office identifica- 
tion card, and give, some verbal information that could be verified 
with his 'case* folder. 

Contesting record procedures: 

DLA rules for contesting contents and appealing initial determina- 
tions may be obtained from System Manager. 

Record source categories: 

Information provided by the applicant and DLA security person- 
nel. : . ■ 
Exemptions claimed for the system: 
None. 



S161.40DLA-T 

System name: ^' 
Vehicle Accident Investigation Files. 
System location: 

Heads of Defense Logistics Agency (DLA) Primary Level Field 
Activities (PLFAs). ' 

Categories of individuals covered by the system: 

Any person involved in a vehicle traffic accident on property 
controlled by DLA or operating a DLA vehicle. 

Categories of records in the system: ^ 

Reports, sketches, photographs, medical reports and related papers 
concerning traffic accident investigation. 

Authority for maintenance of the S}rstem: 

National Highway Safety Act of 1966 (23 U.S.C. 401, et seq!) aiid 
National Highway Safety Program Standards, which direct such 
programs as vehicle traffic supervision, periodic motor vehicle in- 
spections, pedestrian safety, policy traffic service and records, acci- 
dent investigation and reporting. 

Purpose(s): 

Information is maintained for purposes of accident cause identifica- 
tion and to formulate accident prevention programs for improvernent 
in traffic patterns and for preparation of statistical reports required 
by higher authority. . , , . 

Information is used by: 

Security Officers and DLA Police: To determine actions required 
to correct the cause of the accident. In cases involving personal 
injury, to provide verification in processing workmen's compensation 
cases. ^, . 

Claims. Officers: To determine validity of clams against U.S. Gov- 
ernment, when such are filed by a person involved in' an accident. 

DoD Medical personnel: To make medical determinations about 
individuals involved in accidents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used by: . . 

Federal Law Enforcement Agencies: In cases involving facilities 
or serious hit and run accidents, to investigate, identify suspects, and 
to determine if criminality or criminal negligence was involved. 

Non-DoD Medical personnel: To make medical determinations 
about individuals involved in accidents. 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: ' 

Paper records in file folders, 

Retrievability: 

Filed alphabetically by last name of person involved, ,when known, 
or by victim's name or by police report number in unsolved hit and 
run cases. - 

Safeguards: 

Records are maintained in areas accessible only to DLA personnel. 
Retention and disposal: 

Destroy after 2 years, except* that documentation pertinent to 
claims will be maintained for 10 years after final settlement. 
System manageKs) and address: 

Heads of PLFAs who arje- responsible for the DLA installation or 
vehicle involved. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name and name of 
DLA activity at which accident occurred or if individual is or was a 
DLA employee, the name of the employing DLA activity is also 
required. 

Record access procedures: 

Official mailing addresses of the System Manager are in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual. For 
personal visits, the individual should be able to provide some accept- 
able identification, such as, driver's license or employing agency 
identification card. Some verbal information may be required to 
verify the file. 

Contesting record procedures: 

The DLA rules (ot contesting contefnts and appealing initial deter- 
minations may be obtained from the System Manager. 
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Record source categories: 

DLA, Department of Defense, General Services Administration 
Police, Federal law enforcement agencies, medical facilities. 
Exemptions claimed for the system: 
None. 

S161.50DLA-T 

System name: 
Traffic Violations File. 
System location: 

Defense Logistics Agency (DLA) Primary Level Field Activities 
(PLFAs). 

Categories of individuals covered by the system: 

All persons who commit a traffic violation on DLA controlled 
property. 

Categories of records in the system: 

Traffic tickets, documents relating to withdrawal of driving privi- 
leges, and reports of corrective or disciplinary action taken. 
Authority for maintenance of the system: 

National Highway Safety Act of 1966 (23 U.S.C. 401, et seq.) and 
National Highway Safety Program Standards, which direct such 
programs as vehicle traffic supervision, periodic motor vehicle in- 
spections, pedestrian safety, police traffic services and records, acci- 
dent investigation and reporting. 

Purpose(s): 

Information is maintained to identify traffic offenders, to enforce 
applicable traffic regulations and to promote safety. 
Information is used by: 

DLA Security Officers and DoD to identify traffic violations, to 
enforce applicable traffic regulations, to promote safety and to initi- 
ate corrective or disciplinary action against the offenders. 

DLA supervisors and managers - to take corrective or disciplinary 
action against offenders under their supervision. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records, ticket books, card index files. Computer magnetic 
tapes or discs, computer paper printouts. 
Retrievability: 

Filed alphabetically by last name of the offender and cross-indexed 
by ticket number. 

Safeguards: 

Records are maintained in areas accessible only to DLA Security 
personnel. Manual records are either secured locked storage and/or 
file cabinets or under the constant observation of security personnel 
during both duty and non-duty hours. The computer terminal utilized 
for access to, input and changes to the automated system is main- 
tained in an area under constant observation of security personnel. 
Access to the automated system through the computer terminal is 
protected by password identification. Magnetic tapes and discs are 
kept in the computer room, which itself is a security container with 
locked doors and access limited persons appropriately used in proc- 
essinjg, and are logged in and out oijjy to cleared personnel with an 
official need. Reports with personal data are closely controlled. Com- 
puter personnel who process these reports are appropriately cleared 
and maintain continuous observation of reports during all processing 
phases. Individuals requesting information must identify themselves 
and their relationship to the individual on whom the record informa- 
tion is being requested. Individuals other than the individual of 
record must specify what information is requested and the purposes 
for which it would be used, if disclosed. 

Retention and disposal: 

Destroy after 2 years. 

System managerCs) and address: 

Heads of PLFAs which have responsibility for managing traffic on 
the installation. 
Notification procedure: 

Written or personal request for information may be directed to the 
System Manager. Individual must provide full name and name of 
DLA activity at which violation occurred; or if individual is or was 
a DLA employee, name of employing activity is also required. 

Record access procedures: 



Official mailing address of the System Manager is in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual. For 
personal visits, the individual should be able to provide some accept- 
able identification, that is, driver's license, employing office identifi- 
cation card, and give some verbal information that could be verified 
from his file. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categoriies: 

DLA, DoD Security Police and traffic offenders. 

Exemptions claimed for the system: 

None. 

S161.60DLA-T 

System name: 
Seizure and Disposition of Property Records. 
System location: 

Defense Logistics Agency (DLA), Primary Level Field Activities 
(PLFAs). 

Categories of individuals covered by the system: 

Any person identified on DLA controlled property, as being in 
possession of contraband or physical evidence connected with crimi- 
nal offense. 

Categories of records in the system: 

Documents pertaining to acquisition, storage and disposition of 
contraband and physical evidence to include receipts, chain of custo- 
dy documents, release, and disposition or destruction certificates. 

Authority for maintenance of the system: 

Section 21 of the Internal Security Act 1950 (50 U.S,C. 781, et 
seq.) and Department of Defense (DoD) Directives 5200.8 and 
5105.22 which assign to the Director, DLA the responsibility for 
protection of property and facilities under his control. 

Purpose(s): 

Information is maintained and used by DLA security personnel to 
provide accountability for confiscated contraband and acquired phys- 
ical evidence. To maintain chain of custody on evidence for presenta- 
tion in court in cases requiring criminal prosecution. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information will be provided to local, state, and federal law en- 
forcement agencies and courts of competent jurisdiction when crimi- 
nal action is taken. 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper files and property logs. 
Retrievability: 

Filed by property log number, and last name, if a person has been 
identified in the particular case; by incident number if property was 
found on the premises or recovered from a crime scene. 

Safeguards: 

Records are maintained in areas accessible only to DLA personnel. 
Retention and disposal: 

Destroy 3 years after final action on or disposition of the property 
and responsibility therefore has been appropriately terminated. 
System manager(s) and address: 

Head of PLFAs who are responsible for investigating suspected 
criminal acts. 
Notification procedure: 

Written or personal requests for information may be directed to 
System Manager. 
Record access procedures: 

Official mailing addresses of the System Manager are in the DLA 
Directory, Written requests for information should contain the full 
name, current address and telephone numbers of the individual. For 
personal visits, the individual should be able to provide some accept- 
able identification, that is, driver's license, employing office identifi- 
cation card, and give some verbal information that could be verified 
from his file. 

Contesting record procedures: 
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The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

.Individuals involved, security personnel, local, state and Federal 
Law Enforcement Agencies and DoD investigative agencies provid- 
ing support to DLA. ; ^ 
Exemptions claimed for the system: 

None. ' 

S161.70bLArT 

System name: r 
Firearms Registration Records. 
System location: 

Defense Logistics Agency (DLA), Primary Level Field Activities 
(PLFAs). 

Categories of individuals covered by the system: 
Civilian and military personnel having privately owned firearms 
and occupying quarters on DLA controlled activities or facilities. 
Categories of records in the system: 

Firearms registration forms, and other documents relating to regis- 
tration of privately owned firearms. 

Authority for maintenance of the system: vu 
. Section 21 of the Internal Security Act 1950 (50 U.S.G. 781. et 
seq.) and Department . of Defense (DoD) Directive 5200.8 and 
5105.22 which assign to the Director, DLA the responsibility for 
protection of property and facilities under his control. 

Purpose(s): . . » 

, Information is. used by personnel to ensure proper maintenance and 
safekeeping of privately owned weapons by personnel residing on 
DLA controlled premises. Records are used to identify the owner of 
a particular weapon by DoD security personnel, 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are used to identify the owner of a particular weapon by 
local, state and Federal law enforcement agencies. 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records -in file folder. ; . . 
Retrievability: 

Filed alphabetically by last name of the owner of the firearm. 
Safeguards: ' 

Records are maintained in areas accessible only to DLA personnel. 
Retention and disposal: 

Destroy 6 months after cancellation of registration or departure of 
the registrant from the jurisdiction of the registering activity.'. 
System manager(s) and address: . 

Heads of PLFAs who are responsible for base housing on a DLA 
installation. 
Notification procedure: . 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name and identity 
of DLA installation upon which he resided. 

Record access procedures: 

Official mailing addresses of System Manager are in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual.' For 
personal visits, the individual should be able to provide some accept- 
able identification, that is, driver*s license, employing office identifi- 
cation card, and give some verbal information that can.be verified 
from his file. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
. Record source categories: ' , 

•Persons registering firearms, and DLA security personnel, 
i Exemptions claimed for the system: 
' None. 1, • ' • " . 

, S162.60DI-A-T 

System name: 
Police Force Records. 



System location: 

Defense Logistics Agency (DLA) . Primary Field Activities 
(PLFAs). . _ , , 

Categories of individuals covered by the system: 
DLA Security Police personnel. 
Categories of records in the system: 

Documents relating to operation and use of security police, their 
security clearances, weapons qualification, training, uniforms, weap- 
ons, shift assignments and related papers. 

Authority for maintenance of the system: 

Section 21 of the Internal Security Act of 1950 (50 U.S.C. 781, et 
seq.) and Department of Defense (DoD) Directive 5200.8 and 
5105.22 which assign to the Director, DLA the responsibility for 
protection of property and facilities under his control. 

Purpose(s): 

Information is maintained and used by DLA Security Officers and 
Police Supervisors to maintain control of' property, weapdns and 
ammunition; to ensure proper training; to develop schedules and 
procedures to improve efficiency. Records are used to determine if 
an individual is qualified in the use .of firearms and if he has a 
security clearance which would authorize him to handle classified 
information. > 

Routine uses oif records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . ' * 

Storage: , " ' ' 

' Paper records in file folders, weapon cards, and property receipts. 

Retrievability: 
- Filed in alphabeticarorder by nanie. * • 

Safeguards: 

Records are maintained' in areas accessible only to DLA security 
supervisory personnel. 
Retention and disposal: 

Destroy after 5 years or When superseded or obsolete, as applica- 
ble. 

System manager(s) and address: 

Heads of PLFAs who are responsible for the operation of base or 
facility security forces. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. 

Record access procedures: 

Official mailing addresses of the System Manager are in the .DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual. For 
personal visits, the individual, should be able to provide some accept- 
able identification, such as, driver's license, employing office identifi- 
cation card, and give some verbal information that could be verified 
from his file. ^. 

Contesting record procedures: '\ 

The DLA rules for contestinjg contents and appealing initial deter- 
minations may be obtained from the System Manager. 

Record source categories: 

DLA Security Officers and Security Police personnel. 

Exemptions claimed for the system: 

None. 

S233.10DLA-K 

System name: 

Work Assignment, Performance and Productivity Records and Re- 
porting Systems. -. ' ' 
System location: t 

Immediate supervisor and other appropriate supervisory and man- 
agement levels within the individual Primary Level Field Activities 
of the Defense Logistics Agency (DLA) or of the DLA Headquar- 
ters, Some or all of the records listed may or may not be kept by any 
particular supervisor or at any particular organizational level. 

Categories of individuals covered by the system: . ^ . 

Employees- of organizational segments for which ">such records are 
kept or former such employees. . -i:: .. 
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Categories of records in the system: 

Descriptions of individual assignments, target dates, progress 
against targets, hours expended against particular assignments or cat- 
egories of assignments, cost accounting codes and similar workload 
data, including such matters as number of contracts or projects as- 
signed and description of assignments. 

Authority for maintenance of the system: 

Title 5, United States Code, Ch. 33; 5 U.S.C. 301 and 302. 

Purpose(s): 

The information is used by the employee's immediate supervisor 
and other appropriate management officials to record and make re- 
ports on individual work assignments and the amount of effort devot- 
ed to each assignment. The information is used to schedule work, 
make progress reports and supervise and control workload. It is used 
to assure that workload is equitably assigned and to determine which 
employees have performed which categories of assignment in order 
to determine the experience of assignment of new work or for resolv- 
ing problems, such as those related to a particular item or a particu- 
lar contract. The data may also be used to evaluate individual and 
group performance. 

Routine uses of records maintained in the system, including, catego- 
ries of users and the purposes of such uses: 
See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders or binders and file index cards. 
Retrievability: 

Retrievable by employee's name, although records may be filed 
chronologically or by type of assignment. 
Safeguards: 

Records are maintained in file cabinets and are accessible to au- 
thorized agency personnel only. 
Retention and disposal: 

Records are retained so long as the employee is engaged in the 
same work in the same organizational segment, but in no case longer 
than 5 years. Records are destroyed when employees leaye the job or 
the organizational unit or when 5 years have elapsed. 

System manager(s) and address: 

The Commander, DLA Primary Level Field Activities. 
Notification procedure: 

Individual inquiries as to which work assignment records are main- 
tained regarding a given person should be directed to the immediate 
or second line supervisor. 

Record access procedures: 

Personal or written requests for the content of the record should 
be addressed to the first or second line supervisor. Written requests 
for information may, however, be addressed to the System Manager 
and should identify the employee by name and organizational seg- 
ment. Official mailing addresses of the System Managers are in the 
DLA Directory. For personal visits to the System Manager, the 
individual should provide some acceptable identification, such as 
activity identification card or driver's license. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 
Employee's supervisors or team leaders. 
Exemptions claiined for the system: 
None. 

S243.30DLA-K 

System name: 
Complaints. 
System location: 

Staff Director, Personnel, Headquarters Defense Logistics Agency 
(HQ DLA),. and Primary Level Field Activities (PLFAs). 

Categories of individuals covered by the system: 

DLA civilian and military personnel, and former personnel, con- 
tractor employees, union spokesmen, and other individuals and orga- 
nizations who have presented complaints to the President, Members 
of Congress, Secretary of Defense, Director of Defense Logistics 
Agency (DLA), or other officials which have been referred to Staff 
Director, Personnel, headquarters DLA, for response, actions or in- 
formation. 



Categories of records in the system: 

Case files concern complaints to the President; Members of Con- 
gress; Secretary of Defense; Director, DLA; and Staff Director, 
Personnel, HQ DLA. These include letters, telegrams, reports, state- 
ments of witnesses, input from staff elements and field activities, and 
related and supporting papers regarding specific complaint. 

Authority for maintenance of the system: 

5 U.S.C. 552; E.G. 11491; Department of Defense (DoD) Directive 
5400.4, and DoD Directive 5102,22. 
Purpose(s): 

Information is collected in order to base reply to complainant and 
to determine need for, and course of action to be taken regarding 
complaint. ' 

Information is used by: Director, DLA and DLA staff, field com- 
manders, managers and supervisors in replying to additional inquiries 
and for bring to attention of higher level management, when appro- 
priate, t 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is furnished to individuals or organizations who wrote 
to DLA on behalf of the complainant and who use .it to respond to 
the complainant, or for other related purposes. 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and a log book. 
Retrievability: 

Complaints to the President and Members of Congress are filed 
alphabetically by last name of mdividual or employee or by DLA 
activity name. Employee group complaints are filed under the activi- 
ty where originated. Union or civil rights organization complaints, 
complaints to the Secretary of Defense and to the Director of, DLA 
are filed under complaints in one folder, or by activity name. 

Individuals names can be located within activity files. 

Safeguards: 

Records are maintained in locked filing cabinets in areas accessible 
only to Agency personnel. 
Retention and disposal: 

Records are retained in active file until end of calendar year and 
held one to three additional years in inactive file and subsequently 
retired to Federal Records Center. After a total of ten years, records 
are destroyed. 

System manager(s) and address: 

Staff Director, personnel, HQ DLA, and Civilian Personnel Offi- 
cers, PLFAs. 

Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name, the name of 
any DLA activity involved, and general nature of complaint individ- 
ual believes to be filed in the system. 

Record access procedures: 

Written requests for information should be addressed to the System 
Manager. See the DLA Directory for mailing addresses. The request 
should contain the full name, current address and telephone number 
of the individual, and the general nature of complaint individual 
believes to be filed in this system. For personal visits, individual 
should also be able to provide some acceptable identification, that is, 
driver's license, work identification card, and give some verbal infor- 
mation that could be verified with his case folder. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
mination may be obtained from the System Manager. 
Record source categories: 

Employee's supervisors, civilian personnel office of employee's ac- 
tivity, U.S. Office of Personnel Management, staff elements, other 
Federal agencies, DLA activities or other parties that may have 
information pertinent to specific complaint, or an interest in the 
complaint. 

Exemptions claimed for the system: 

None. 

S252.50DLA-G 

System name: 
Claims & Litigation, other than Contractual. 



700 



PRIVACY ACT SYSTEMS 



System location: 

Primary System -Case on claims or potential claims against the 
Government, law suits and potential law suits arising from the non- 
contractual operation of the Defense Logistics Agency (DLA); 
Office of General Counsel, Headquarters, DLA. Decentralized seg- 
ments-corresponding files at Offices of Counsel, DLA Field Activi- 
ties. ^ 

Categories of individuals covered by the system: 
Employees, groups of employees, members of the, general public 
and public interest organizations. 

Categories of records in the system: 
■ Letters from individuals or attorneys, Agency or other investiga- 
tive reports, witness statements, complaints, pleadings and other 
court documents, litigation reports, working papers and drafts; docu- 
mentary and physical evidence. / 
- Authority for maintenance of the system: 

These files are created and maintained pursuant to the direction of 
the Attorney General of the United States tinder the authority con- 
tained in 28 U.S.C., Ch 31. 

Purpose(s): 

Infoirmation is used in settlement of claims or lawsuits. Information 
is used in the defense and prosecution of law suits involving DLA. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used by individual claimants or litigants or their 
representatives, the Department of Justice, and the investigative, 
audit, inspection and legal staffs of other Executive agencies as ap- 
propriate and the investigative, audit, inspection and legal staffs of 
the General Accounting Office in the conduct of litigation and ad- 
ministrative settlement of claims. 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in combination of paper and automated files. 
Retrievability: 

Filed alphabetically by the name of the litigant and/or by year. 
Safeguards: 

Records, . as well as computer terminals, are maintained in areas 
accessible only to DLA personnel. In addition, access to the comput- 
erized information in the system is limited to authorized users and is 
password protected. 

Retention and disposal: 

Files are destroyed ten years after final disposition of claim. 
System manageKs) and address: 

General Counsel, Defense Logistics Agency, HQ DLA, Cameron 
Station, Alexandria, V A 22314 ^ 

Notification procedure: 

Written requests for information shall be directed to the System 
Manager. Request must contain name of litigant, year of incident, 
and should contain court case number in order to ensure proper 
retrieval in those situations where a single litigant has more than one 
case with the Agency. 

Record access procedures: 

Official mailing addresses are in the DLA Directory. Written re- 
quest for information should contain the full, name, current address 
and telephone number of the individual. 

Contesting record procedures: 

The DLA rules for contesting contents and api^ealing initial deter- 
mination may be obtained from the System Manager. 

Record source categories: . ^ 

Agency investigation and legal discovery under the Federal Rules 
of Civil Procedure. f- 

Exemptions claimed for the system: 

None. 

; S253.10PLA-G 

System name: 

Invention Disclosure. 
System location: 

Files of the Patent Counsel, Office of the General Counsel, De- 
fense Logistics Agency (DLA). 
Categories of individuals covered by the system: . , 



Employees and military personnel assigned to DLA who have 
submitted invention disclosures to the DLA General Counsel. 
Categories of records in the system: 

Files documenting investion disclosures and investigation as to 
patentability thereof. 
Authority for maintenance of the system: 

E.G. 10096, Jan. 23, 1950 as amended by E.O. 10930, Mar. 24, 
1961, and Defense Logistics Procurement Regulation, 9000.50. 
Purpose(s): 

Used by DLA Patent Counsel for determinations regarding acqui- 
sition of patents and right of inventor. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be referred to other government agencies or to 
non-government agencies or to non-government personnel (including 
contractors or prospective contractors) having an identified interest 
in a particular invention and the Government's rights therein. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and card index files. 
Retrievability: 

Field by names of inventors. 
Safeguards: 

Accessible only to. DLA personnel. 
Retention and disposal: 
Destroy 26 years after file is closed. 
System manager(s) and address: 

General Counsel, Defense Logistics Agency, Cameron Station, Al- 
exandria, V A 22314. 
Notification procedure: 

Direct information requests to System Manager. 
Record access procedures: 

Official mailing address of the System Manager is Office of Gener- 
al Counsel, Defense Logistics Agency, Cameron Station, Alexandria, 
VA 22314. Written requests should include full name, current address 
and telephone numbers of requester. For personal visits, each individ- 
ual shall provide acceptable identification, e.g., driver's, license or 
identification card. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

DLA Patent Counsel's investigation .of published and unpublished 
records and files both within and without the Government, consulta- 
tion with Government and non-Government jjersonnel, information 
from other Government agencies and information submitted by Gov- 
ernment officials or other' persons having a direct interest in the 
subject matter of the file. 

Exemptions claimed for the system: 

None. 

S253.30DLA-G 1 

System name: 
Royalties. 
System location: 

Files of the Patent Counsel, Office of the General Counsel, De- 
fense Logistics Agency (DLA). 

Categories of individuals covered by the system: 

Individual and firms to whom patent royalties are paid by Defense 
Logistics Agency contractors. 

Categories of records in the system: 

Reports from DLA procurement centers of patent royalties submit- 
ted pursuant to Defense Acquisition Regulation (DAR) forwarded to 
Defense Logistics Agency Headquarters, Office of General Counsel 
for approval, and included in pricing of respective, contracts. 

Authority for maintenance of the system: 

10 U.S. Code 2304(g), DLA Procurement Regulation (PR) 9-110 
and Defense Acquisition Regulation (DAR) 9-100. 
Purpose(s): 

. Reviewed by DLA Patent Counsel for approval of royalties on 
continuing basis. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be referred to other government agencies or to 
non-government personnel (including contractors or prospective con- 
tractors) having an identified interest in the allowance of royalties on 
DLA contracts. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 
Storage: 

Paper records in file folders and card index files. 
Retrievability: 

Filed by patent number. Names of inventors and patent owners are 
retrievable from these numbers. 
Safeguards: 

Accessible only to DLA personnel with an official need, to know. 
Retention and disposal: 
Destroyed after 26 years. 
System manager(s) and address: 

General Counsel, Defense Logistics Agency, Cameron Station, Al- 
exandria, VA 22314. 
Notification procedure: 

Direct information requests to System Manager. 
Record access procedures: 

Official mailing address of the System Manager is Office of Gener- 
al Counsel, Defense Logistics Agency, Cameron Station, Alexandria, 
VA 22314. Written requests should include full name, current address 
and telephone numbers of requester. For personal visits, each individ- 
ual shall provide acceptable identification, e.g., driver's license or 
identification card. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

DLA Patent Counsel's investigation of published and unpublished 
records and files both within and without the government, consulta- 
tion with government and non-Government personnel, information 
from other Government agencies arid information submitted by Gov- 
ernment officials or other persons having a direct interest in the 
subject matter of the file. 

Exemptions claimed for the system: 

None. 

S253.30DLA.G 2 

System name: 

Patent Licenses and Assignments. 
System location: 

Files of the Patent Counsel, Office of the General Counsel, De- 
fense Logistics Agency (DLA). 

Categories of individuals covered by the system: 

Individuals and firms which have granted patent licenses or assign- 
ments to DLA. 

Categories of records in the system: 

Files including patent license and assignment agreements and ac- 
counting Records indicating basis for Government payment of royal- 
ties during life of agreements. 

Authority for maintenance of the system: 

10 U.S.C. 2386, Defense Acquisition Regulation (DAR) 9, Part 4; 
and Defense Logistics Procurement Regulation (DLPR) 9-401.50. 
Purpose(s): 

Used by DLA Patent Counsel for acquisition and administration of 
patent license and assignment agreements. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be referred to other Government agencies or to 
non-Government personnel (including contractors or prospective 
contractors) having an identified interest in the potential or actual 
infringement of particular patents. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and card index files. 
Retrievability: 

Filed by name of individual or firm granting rights. 



Safeguards: 

. Accessible only to DLA personnel with official need to know. 
Retention and disposal: 
Destroyed 26 years after file is closed. 
System manager(s) and address: 

General Counsel, Defense Logistics Agency, Cameron Station, Al- 
exandria, VA 22314. 
Notification procedure: 

Direct information requests to System Manager. 
Record access procedures: 

Official mailing address of the System Manager is Office of Gener- 
al Counsel, Defense Logistics Agency, Cameron Station, Alexandria, 
VA 22314. Written requests should include full name, current address 
and telephone numbers of requester. For personal visits, each individ- 
ual shall provide acceptable identification,** e.g., driver's license or 
identification card. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

DLA Patent Counsel's investigation of published and unpublished 
records and files both within and without the government, consulta- 
tion with government and non-government personnel, information 
from other government agencies and information submitted by Gov- 
ernment officials or other persons having a direct interest in the 
subject matter of the file. 

Exemptions claimed for the system: 

None! 

S253.40DLA-G 

System name: 

Patent Infringement. 
System location: 

Files of Patent Counsel, Office of the General Counsel, Defense 
Logistics Agency (DLA). 

Categories of individuals covered by the system: 

Individuals and firms involved in potential or actual claims or 
litigation against the United States for infringement of patents. 

Categories of records in the system: 

Investigative files relating to patentability and enforceability of 
asserted patents and procurement of accused items. 
Authority for maintenance of the system: 

10 U.S.C. 2386; 10 U.S.C. 2356; 28 U.S.C. 520; 28 U.S.C. 1498; 35 
U.S.C. 181-188; and 35 U.S.C. 286, Defense Acquisition Regulation 
(DAR) 9, Part 4; Defense Logistics Procurement Regulation (DLPR) 
9-401.50. 

Purpose(s): 

Used by DLA Patent Counsel for actions, determinations or rec- 
ommendations regarding disposition of claims or litigation by DLA 
or Military Departments. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be referred to the Department of Justice and 
other Government agencies or to non-Government personnel (includ- 
ing contractors or prospective contractors) having an identified inter- 
est in the potential or actual infringement of particular patents. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and card index files. 
Retrievability: 

Filed by name of claimant or litigant. 
Safeguards: 

Accessible only to DLA personnel. 
Retention and disposal: 
Destroyed 26 years after file is closed. 
System manager(s) and address: ' 

General Counsel, Defense Logistics Agency, Cameron .Station, Al- 
exandria, VA 22314. 

Notification procedure: 

Direct information requests to System Manager. 
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Record access procedures: 

Official mailing address of the System Manager is Office of Gener- 
al Counsel, Defense Logistics Agency, Cameron Station, Alexandria, 
VA 22314. Written requests should include full name, current address 
and telephone numbers of requester. For personal visits, each individ- 
ual shall provide acceptable iden jfication, e.g., driver's license or 
identification card. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories:. 

DLA Patent CounsePs investigation of published and unpublished 
records and files both within and Without the Government, consulta- 
tion with Government and non-Government personnel, information 
from other Government agencies and information submitted by Gov- 
ernment officials or other persons having a direct -interest iii the 
subject matter of the file. 

Exemptions claimed for the system: 

None. ' : 

S255.01DLA-G 

System name: 

Fraud & Irregularities. * 
System location: 

Primary System-Case files on -actual or suspected fraud, criminal 
conduct and antitrust violations which arise from procurement, the 
disposal of surplus property, the administration of contracts or any 
other operation of the Defense Logistics Agency (DLA) are filed at 
the Office of the General Counsel, DLA. Decentralized segments- 
corresponding files at Office of Counsel for field activities. 

Categories of individuals covered by the system: 

Any individual or group of individuals or other entity, involved in 
or suspected of being involved in any fraud, criminal conduct or 
antitrust violation relating to DLA procurement, property disposal to 
DLA procurement, property disposal or contract adriiinistration, or 
other DLA activities. 

Categories of records in the system: 

Investigative reports, complaints, pleadings and other court, docu- 
ments, litigation reports, working papers, documentary and 'physical 
evidence, contractor suspensions and debarments. 

Authority for maintenance of the system: 

These files are created ^nd maintained pursuant to the direction of 
the Attorney General of the United States under the authority con- 
tained in 28 U.S.C. Chs. 31 and 32. 

Purpose(s): ' 

Information is used in the investigation and prosecution of criminal 
•or civil actions involving fraud, criminal conduct and antitrust viola- 
tions and is used in determinations to suspend or debar individuals or 
other entities from DLA procurements and sales. 

Information may be referred to and used by DoD inyestigators and 
Government attorneys in DLA and other activities of the Depart- 
ment of Defense. 

Routine uses of records maintained in the system* including catego- 
ries of users and the purposes of such uses: 

Information may be referred to and used by Federal investigators, 
Department of Justice, and other contracting, audit, inspection, inves- 
tigative, and legal activities of other agencies to include State and 
'local law enforcement agencies, as appropriate. 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in combination of paper and automated files. 
Retrievabiiity: 

Filed alphabetically by the- name of the subject individual or other 
entity. 

Safeguards: 

Records, as well as computer terminals, are maintained in areas 
accessible only to DLA personnel. In addition, access to and retriev- 
al for computerized files is limited to authorized users and is pass- 
word protected. 

Retention and disposal: 

Records are destroyed ten years after all aspects of the case are 
closed. 

System manager(s) and address: ^ 



General Counsel, Defense Logistics Agency, Cameron Station^ Al- 
exandria, V A 22314. ' ' 
Notification procedure: 

Written requests for. information shall be directed to the System 
Manager. Requests must contain name of subject and sufficient , iden- 
tification of the incident in order to ensure correct retrieval. 

Record access procedures: 

Official mailing addresses are in the DLA Directory. Written re- 
quests for information should contain the full name, current address 
and telephone number of the individual. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Federal, state and local investigative agencies; other federal agen- 
cies; DLA employees; and individuals. 
Exemptions claimed for the system: 
None. 

S257.10DLA-G 

System name: 

Standards of Conduct. . 
System location: 

Decentralized system-Office of; the General Counsel, Headquar- 
ters, Defense Logistics Agency, (HQ DLA), maintains Executive 
Personnel Financial Disclosure Report, Standard Forms 278; and 
Statement of Employment and Financial Interests, DD Forms 1555 
on Headquarters, DLA DASC, DTIC, DDMP employees and Com- 
manders, Deputy Commanders, and Counsels of Primary Level Field 
Activities (PLFAs). 

Other DD Forms 1555 required by the PLFAs are maintained at 
the DLA Field Activity Office of Counsel. 

Standard of Conduct Certifications are maintained in each HQ 
DLA and PLFA Primary Staff Elements. ' ' 

• Categories of individuals covered by the system: 

Includes DLA employees whose official duties require the exercise 
of judgment in making government decisions or taking actions which 
may have a significant economic impact on any non-federal entity. 

Categories of records in the system: 

Includes Standard Forms 278 and DD Forms 1555 or allegation of 
a violation of standards of conduct, investigatory reports by the 
Government, recommendations and determinations as to whether a 
violation of the standards of conduct occurred and what sanction 
may be appropriate and/or was imposed. 

Authority for maintenance of the system: 

Executive Order 11222; *The Ethics in Government Act of 1978*, 
Pub. L, 95-521; and DLA Regulation 55000.1 
Purpose(s): 

Information is used by the DLA General Counsel's Office in its 
efforts to preclude DLA employees from making determinations in 
areas where such decisions might be or appear to be in conflict with 
personal interests. Information is used by the General Counsel's 
Office to determine if DLA personnel are observing the highest 
standards of business ethics. Records may be forwarded to Director, 
DLA or DLA Field Activity Commanders for appropriate action. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records may be referred to the Department of Justice or the 
appropriate criminal investigative agency. , 

See also the blanket routine use set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. . 
Retrievabiiity: , 

Records are retrievable by surnanie of employee or by date. ^ ' 
Safeguards: 

Records are retained in areas accessible only to authorized person- 
nel in Office of General Counsel or others as determined by General 
Counsel, DLA. DD Forms 1555 are retained in locked file cabinets. 

Retention and disposal: 

Incidents of violation of standards of conduct, indefinitely; DDs 
1555, until employee leaves employment of DLA. 
System manager(s) and address: 
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General Counsel, Defense Logistics Agency, Cameron Station, Al- 
exandria, V A 22314. 
Notification procedure: 

Requests for information should be addressed to the System Man- 
ager. Individual requesting information should state , name, subject 
matter of information requested, and date of form or (alleged) viola- 
tion. 

Record access procedures: 

The System Manager can provide assistance. 
Contesting record procedures: DLA rules for contesting contents 
may be obtained from the System Manager. 
Record source categories: 

Individuals, other employees, and non-employees having knowl- 
edge of the alleged violation of the standards of conduce. 
Exemptions claimed for the system: 
None. 

S259.05DLA-G 

System name: 

' Legal Assistance. . ' ' • 

System location: 

Decentralized System located at both Office of General Counsel, 
Headquarters, Defense Logistics Agency (HQ DLA), and at the 
Offices of the Counsels, Primary Level Field Activities (PLFAs). 

Categories of individuals covered by the system: 

Authorized military personnel and dependents who have requested 
legal assistance. 

Categories of records in the system: 

Wills, Powers of Attorney and other legal documents prepared in 
response to requests for legal advice. Also background information 
supplied by requester to prepare the documents. 

Authority for maintenance of the system: 

5 U.S.C. 301 and 302. 

Purpose(s): 

Documents are used to provide copies for individuals requesting 
the assistance, their representative or where otherwise appropriate, 
members of their immediate families. Documents may also be used as 
models or examples for preparing future documents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses listed above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders and/or card files. 
Retrievability: 

Attorney operating folders are kept in a file cabinet or other 
storage devices accessible only to authorized personnel of the Office 
of Counsel or as determined by Counsel. 

Safeguards: 

Attorney operating folders are kept in a file cabinet or other 
storage devices accessible only to authorized personnel of the Office 
of Counsel or as determined by Counsel. 

Retention and disposal: 

Destroy 2 years after completion of case, except documents with- 
drawn for use as precedents may be held by topics until no longer 
required for references purposes. 

System manager(s) and address: 

General Counsel, Defense Logistics Agency, Cameron Station, Al- 
exandria, VA 22314 and Counsels, PLFAs. 
Notification procedure: 

Written or personal requests for information may be directed to 
System Manager. Individual must provide full name and, if appropri- 
ate, date assistance was requested. 

Record access procedures: 

The DLA rules for access to records by the individual concerned 
may be obtained from the System Manager. 
Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 
Individual requesting assistance^ 
Exemptions claimed for the system: 



None. 

S270.10DLA-K 

System name: 
Request for Assistance and Information. 
System location: 

Staff Director, Personnel, Headquarters, Defense Logistics Agency 
(HQ DLA), and Primary Level Field Activities (PLFAs). 

Categories of individuals covered by the system: 

Civilian and military personnel, former employees, contractor em- 
ployees, attorneys, and other individuals or organizations who have 
requested assistance and information from the President, Members of 
Congress, Secretary of Defense, Director of Defense Logistics 
Agency (DLA) or other officials, which have been referred to the 
Staff Director, Personnel, Headquarters DLA, for response, action or 
information. 

Categories of records in the system: 

Case files include requests for assistance and information sent to 
the President, Members of Congress, Secretary of Defense, Director 
of Defense Logistics Agency or Staff Director, Personnel, Headquar- 
ters DLA, by the individual and the DLA responses, action docu- 
ments, and other related documents and material. 

Authority for maintenance of the system: 

5 U.S.C. 552, Public Information, Department of Defense Direc- 
tive 5400.4, 'Provisions of Information to Congress;* and Department 
of Defense Directive 5105.22; 'Defense Logistics Agency.' 

Purp6se(s): 

Information is maintained for replying to subsequent inquiries and 
as background material regarding the responses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is provided members of Congress, the Office of Per- 
sonnel Management, and other federal agencies, attorneys, civil rights 
organizations, and parties involved in veterans* matters and training 
as well as other matters affecting DLA employees. 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and log book. 
Retrievability: 

Alphabetically by last name of individual involved with or request- 
ing information and assistance, or by DLA field activity name, when 
requests are from groups. 

Safeguards: 

Records are maintained in locked filing cabinets in areas accessible 
only to Agency personnel. 
Retention and disposal: 

Records are retained in active file until end of calendar year, held 
one to three additional years in an inactive file, and subsequently are 
destroyed. 

System managers) and address: 

Staff Director, Personnel, HQ DLA; Civilian Personnel Officers, 
PLFAs. 

Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name, the name of 
any DLA activity that is involved, and the general nature of the 
request for assistance or information individual believes may be filed 
in this system. 

Official mailing addresses of Systems Managers are in the DLA 
Directory located at the end of the DLA record system notices. 
Written requests for information may be directed to the particular 
System Manager concerned and should contain the full name, current 
address and telephone number of the individual. For personal visits, 
the individual should be able to provide some form of acceptable 
identification, such as driver's license or employing office identifica- 
tion. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

The office or activity to which the inquiry or request was directed, 
the employee's supervisors, civilian personnel office of employee's 
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activity, U.S. Office of Personnel Management, Federal agencies 
involved and other persons or organizations that could assist in final 
solution of the matter. 

Exemptions claimed for the system: 
None. 

S270.30DLA-B 

System name: 
Biography File. 
System location: 

Office of Public Affairs, Headquarters, Defense Logistics Agency 
(DLA) and Primary Level Field Activities (PLFAs). 

Categories of indiyiduals covered by the system: 

Selected civilian and military personnel currently and formerly 
assigned to DLA and other persons affiliated with DLA and the 
Department of Defense (DoD). 

Categories of records in the system: 

Biographical information provided by the individual. 

Authority for maintenance of the system: 

5 U.S.C. 301 and 302. , 

Purpose(s): 

Information is maintained as background material for news and 
feature articles covering activities, assignments, retirements, and reas- 
signments of key DLA commanders and executives, in the prepara- 
tion of speeches by the Director/Deputy Director at change of 
Command, retirement and awards ceremonies; and for annual visits 
or other activities by persons affiliated with DLA or DoD. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used by DLA public affairs personnel to prepare 
news and feature articles with the knowledge and consent of the 
individual concerned. ' 

Policies and practices for storing, retrieving, accessing, retaining, and. 
disposing of records in the system: 

Storage: 

Paper records in file folders and/or card index file. 
Retrievability: 

Filed alphabetically by last name of individual. 
Safeguards: 

Records are maintained in an area accessible only to DLA Public 
Affairs Office personnel. 
Retention and disposal: 

Files are retained in current files area and destroyed 2 years after 
retirement, transfer or death of DLA personnel or termination of 
affiliation with DLA or DoD by other persons. 

System managerCs) and address: 

Staff Director, Public Affairs, DLA and Public Affairs Officers, 
PLFAs. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name and employ- 
ing activity. 

Record access procedures: 

Official mailing addresses of System Manager are in the DLA 
Directory. Written request for iiiformation should contain the full 
name, current address and telephone numbers of the individual. For 
personal visits, the individual should be able to provide some accept- 
able identification, such as driver's license, or employing office iden- 
tification. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Individuals concerned on a strictly volunteer basis. 

Exemptions claimed for the system: 

None. 

S322.01 DMDC 

System name: »r* . 

DoD Job Opportunity Bank Service. 
System location: 

W.R. Church Computer Center, Navy Postgraduate School, Mon- 
terey, GA 93940-5000. 



Categories of individuals covered by the system: 

Current and former Defense military and civilian personnel and 
their spouses, who have applied for participation in the job place- 
ment program. - / 

Categories of records in the system: 

Computerized records consisting of name, SSN, correspondence 
address, branch of service, date of birth, separation status, travel 
availability, U.S. citizenship, occupational interests, geographic loca- 
tion work preferences, pay grade, rank, last unit of assignment, edu- 
cational levels, dates of military or civilian service, language skills, 
flying status, security clearances, civilian and military occupation 
codes, and self reported personal comments for the purpose of pro- 
viding prospective employers with a centralized system for locating 
potential employees. 

Authority for maintenance of the system: 

10 U.S.C. 136, 1143, 1144, 2358 and Executive Order 9397. 

Purpose(s): 

The purpose of this system is to facilitate the transition of military 
and civilian Defense personnel, and their spouses, to private industry 
and Federal employment in the event of a downsizing of the Depart- 
ment of Defense: 

. To private and public employers (including local and state employ- 
ment agencies and outplacement agencies) in the employment process 
to use as notice of available individuals with interest in potential 
employment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
None. 

Policies and practices of storing, retrieving, accessing, retaining and 
disposing of records in the system: 
Storage: 

Electronic storage. 
Retrievability: 

Retrieved by Social Security Number of occupational or geograph- 
ic preference; 

Safeguards: 

Computerized records are maintained in a controlled area accessi- 
ble only to authorized personnel. Entry to these areas is restricted to 
those personnel with a valid requirement and authorization to enter. 
Physical entry is restricted by the use of locks, guards, administrative 
procedures (e.g., fire protection regulations). 

Access to personal information is restricted to those who require 
the records in the performance of their official duties, and to the 
individuals who are the subject of the record or their authorized 
representative. Access to personal information is further restricted by 
the use of passwords which are changed periodically. 

Retention and disposal: > 

Records are maintained on-line for one year and then are archived 
as an historical data base. 

System manager(s) and address: 

Director, Defense Manpower Data Center, 1600 N. Wilson Boule- 
vard, Suite 400, Ariington, VA 22209-2593. 

Notification procedure: 

Individuals seeking to determine if information about themselves is 
contained in this record system should address written inquiries to 
the Director, Defense Manpower Data Center, 1600 N:* Wilson Bou- 
levard, Suite 400, Ariington, VA 22209-2593. 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this record system should address written inquiries to the 
Director, Defense Manpower Data Center, 1600 N. Wilson Boule- 
vard, Suite 400, Ariington, VA 22209-2593. 

Written requests for information should contain the full name. 
Social Security Number, date of birth, and current address and tele- 
phone number of the individual. 

For personal visits, the individual should be able to provide some 
acceptable identification such as, driver's license, or military or other 
identification card. 

Contesting record procedures: 

The DLA rules for access to records and for contesting contents 
and appealing initial determination are contained in DLA Regulation 
5400.21; 32 CFR part 1286; or may be obtained from the system 
manager. 

Record source categories: 
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The Military Services, DoD Components, and from the subject 
individual via application into the program. 
Exemptions claimed for the system: 
None. 

S322.05 DMDC 

System name: 

Noncombatant Evacuation and Repatriation Data Base. 
System location: 

W.R. Church Computer Center, Naval Postgraduate School, Mon- 
terey, CA 93943. Information may be accessed by remote terminals 
at the repatriation centers. The location of the repatriation centers 
can be obtained from the Headquarters Department of the Army, 
Office of Deputy Chief of Staff for Personnel, DAPE-MO, Washing- 
ton, DC 20310-0300. Telephone (703) 614-4766. 

Categories of individuals covered by the system: 

All noncombatant evacuees including service members, their de- 
pendents, DoD and non-DoD employees and dependents, U.S. resi- 
dents abroad, foreign nationals and corporate employees and depend- 
ents. . . " 

Categories of records in the system: . 

Social Security Number, name,, date of birth, passport number, 
country of citizenship, marital status, sex, employer, destination ad- 
dress and type of assistance needed. 

Authority for maintenance of the system: 

Executive Order 12656, Assignment of Emergency Preparedness 
Responsibilities, November 18, 1988; DoD Directive 5100.51, Protec- 
tion and Evacuation of U.S. Citizens and Designated Aliens in 
Danger Areas Abroad and Executive Order 9397. 

Purpose(s): 

To the Headquarters Department of the Army, Office of Deputy 
Chief . of Staff for Personnel, DAPE-MO, for the purposes of tracking 
evacuees from emergency situations in foreign countries to ensure 
location and receipt of necessary relocation services and to provide 
information to all of DoD, Federal, state, and local agencies on an 
as-requested basis. 

To the Office of the Secretary of Defense (Force Manpower and 
Personnel) for the purposes , of identifying and coordinating DoD 
civilian employees who have been evacuated and for job placement 
of evacuated Federal employees. . 

To the Joint Staff, as executors of evacuation operations when 
called upon to do so, for the purposes of assessing costs of services 
provided and recovering the cost of evacuation from the appropriate 
agency. 

To each military service for the purposes of accounting for its 
respective military members and their families who have been evacu- 
ated. Each family is assigned a U.S. sponsor who is responsible for 
assisting the evacuated family in a safe haven status. 

To the Department of the Army for purposes of assigning a spon- 
sor to each family and tracking all DoD dependents and family 
members who have been evacuated from a country and arrived in 
the U.S. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To individuals who have been evacuated but who have been sepa- 
rated from their family and/or spouse. Information will be released 
to the individual indicating where the family member was evacuated 
from and final destination. 

To Department of State to plan and monitor evacuation effective- 
ness and need for services and to verify the number of people by 
category who have been evacuated. 

To the American Red Cross so that upon receipt of information 
from a repatriation center that a DoD family has arrived safely in the 
U.S., the Red Cross may notify the service member (sponsor) still in 
the foreign country that his/her family has safely arrived in the 
United States. 

To the Immigration and Naturalization Service to track and make 
contact with all foreign nationals who have been evacuated to the 
U.S. 

To the Department of Health and Human Services for purposes of 
giving financial assistance and recoupment of same. To identify indi- 
viduals who might arrive with an illness which would require quar- 
antine. 

The Defense Logistics Agency "Blanket Routine Uses" published 
at the beginning of the DLA compilation apply to this record 

system. 

Policies and practices for storing, retrieving, accessing and disposing 
of records in the system: 
Storage: . 



Electronic and hard copy storage. 
Retrievability: 

Retrieved by name. Social Security Number, or location of evacu- 
ation point or repatriation center. 
Safeguards: 

Computerized records are maintained in a controlled area accessi- 
ble only to authorized personnel. Entry to these areas is restricted to 
those personnel with a valid requirement and authorization to enter. 

Access to personal information is restricted to those who require 
the records in the performance of their official duties, and to the 
individuals who are the subject of the information or their authorized 
representative. Access to personal information is further restricted by 
the use of passwords. 

Retention and disposal: 

Records are maintained on-line for one year and are then archived 
as an historical data base. 
System manager(s) and address: 

Director, Defense Manpower Data Center, 1600 N. Wilson Boule- 
vard, Suite 400, Ariington, VA 22209-2593. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Director, Defense Manpower Data Center, 1600 N. 
Wilson Boulevard, Suite 400, Arlington, VA 22209-2593. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Director, 
Defense Manpower Data Center, 1600 N. Wilson Boulevard, Suite 
400, Arlington, VA 22209-2593. 

Written inquiry should contain the full name. Social Security 
Number, date of birth, and current address and telephone number of 
the individual. 

Contesting record procedures: 

The DLA rules for access to records and for contesting contents 
and appealing initial determination are contained in DLA Regulation 
5400.12; 32 CFR part 1286; or may be obtained from the system 
manager. 

Record source categories: 

The Military Services, DoD Components, from individuals via 
application. 
Exemptions claimed for the system: 
None. . * 

S322.09 DLAtLZ 

System name. 

Joint Duty Assignment Management Information System. 
System location: 

Primary Location: Defense Manpower Data Center, 1600 Wilson 
Blvd., Suite 400, Ariington, VA 22209-2593; Decentralized segments: 
Joint Chiefs of Staff and Military Personnel Centers of the services. 

Categories of individuals in the system: 

All active duty officers who are serving or have served in billets 
designated as joint duty assignment positions; are attending or have 
completed joint professional military education schools; are joint 
specialty officers or nominees. 

Categories of records in the system: 

The information on billets includes service, unit identification code, 
normal tour length, rank, job title, skill and critical billet. Information 
on individuals includes social security number, joint duty qualifica- 
tion, departure reason, joint professional military education status, 
promotion board results, service, occupation, sex, date of rank and 
duty station. 

Authority for maintenance of the system: 

10 U.S.C. 136; 10 U.S.C. 667. . 

Purpose: 

To allow the Department of Defense to monitor Joint Duty As- 
signment positions and personnel and to report to the Congress as 
required by Title IV, Chapter 38, Section 667 (Annual Report to 
Congress) of the DoD Reorganization Act of 1986; Pub. L. 99-433. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The blanket routine use statements set forth at the beginning of the 
DLA listings of systems of records are also applicable to this record 
system. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
. Storage: 
Records are stored on disk. 
Retrievability: 

Records may be retrieved by individual identifier such as social 
security number or by demographic characteristic. 
Safeguards: ^ - 

Data is stored in automated form in locked limited access areas and 
may be accessed only by user code and password. 
Retention -and disposal: 

Records are historical in nature and as such are retained indefinite- 
ly. 

System manager(s) and address: 

Director, Defense Manpower Data Center, 1600 N, Wilson Blvd., 
Suite 400, Arlington, VA 22209-2593. telephone (202) 696-5816. Au- 
tovan 226-5816. 

Notification pprocedure: 

Information may be obtained from the System Manager. 
Record access procedure: 

Request from individuals should be addressed to the System Man- 
ager. Written requests for information should contain, the. full name, 
social security number, current address and telephone number of the 
individual. 

Contesting record procedures: 

The record accuracy may be contested through the administrative 
processes of military service personnel centers. Individual should 
follow the contesting record procedures of the applicable system of 
record of the particular military service involved! ,. 

Record source categories: 

The military services and Office of the Joint Chiefs of Staff. 

Exemptions claimed for the system: . 

None. 

^ 8322.10 DMDC 

System name: 

Defense Manpower Data Center Data Base. 
System location: 

Primary location— W.R. Church Computer Center, Naval Post- 
graduate School, Monterey, CA 93920-5000. 

Back-up files maintained in a bank vault in Herman Hall, Naval 
Postgraduate School, Monterey, CA 93920-5000. 

Decentralized segments— Portions of this file may be maintained 
by the military and non-appropriated fund personnel and finance 
centers of the military services, selected civilian contractors with 
research contracts in manpower area, and other Federal agencies. 

Categories of individuals covered by the system: 

All uniformed services officers and enlisted personnel who served 
on active duty from July 1, 1968, and after or who have been a 
member of a' reservie component since July 1975; retired military 
personnel; participants in Project 100,000 and Project Transition, and 
the evaluation control, groups for these programs. All individuals 
examined to determine eligibility, for military service at an Armed 
Forces Entrance and Examining Station from July 1, 1970, and later. 

DoD civilian employees since January 1, 19>72. All veterans who 
have used the GI Bill education and training employment services 
office since January 1, 1971. All veterans Who have used Gt Bill 
education and training entitlements, who visited a state employment 
service office since January 1, 1971, or who participated in a Depart- 
ment of Labor special program since July 1, 1971. All individuals 
who ever participated in an educational program sponsored by the 
U.S. Armed Forces Institute and all individuals who ever participat- 
ed in the Armed Forces Vocational Aptitude Testing Programs at 
the high school level since September 1969. 

Individuals who responded to various paid advertising campaigns 
seeking enlistment information since July 1, 1973; participants in the 
Department of Health and Human Services National Longitudinal 
Survey: Individuals responding to recruiting advertisements since 
January 1987; survivors of retired military personnel who are eligible 
for or currently receiving disability payments or disability income 
compensation from the Department of Veterans Affairs; surviving 
spouses of active or retired deceased military personnel; 100 per cent 
disabled veterans and their survivors. 

Individuals receiving disability compensation from the Department 
of 'Veterans Affairs or who are covered by a Department of Veterans 
Affairs* insurance or benefit program; dependents of active duty 
military retirees, selective service registrants. 



Individuals receiving a security background investigation as identi- 
fied in the Defense Central Index of Investigation. Former military 
and civilian personnel who are employed by DoD contractors and 
are subject to the provisions of 10 U.S.C. 2397. 

All U.S. Postal Service employees. 

All Federal Civil Service employees. 

All non-appropriated funded individuals who are employed by the 
Department of Defense. - 
Categories of records in the system: 

Computerized personnel/employment/pay records- consisting of 
name, Service Number, Selective Service Number, Social Security 
Number, compensation data, demographic information such as home 
town, age, sex, race, and educational level; civilian occupational 
information; civilian and military acquisition work force warrant lo- 
cation; training and job specialty information; military personnel in- 
formation such as rank, length of service, military occupation, apti- 
tude scores, post-service education, training, and employment infor- 
mation for veterans; participation in various inservice education and 
training programs; military hospitalization records; and . home and 
work addresses. 

CHAMPUS claim records containing enrollee, patient and health 
care facility, provided data such as cause of treatment, amount of 
payment, name ind Social Security or tax ID of providers or poten- 
tial providers of care. 

Selective Service System registration data. ' ^ 

Department of Veterans Affairs disability payment records. 

Credit or financial data is required for security background investi- 
gations. * , . ; 

Criminal history information on individuals who subsequently enter 
the military. 

U.S. Postal Service employment/personnel records containing 
Social Security. Number, name, salary, home and work address. U.S. 
Postal Service records will be maintained on a temporary basis for 
approved computer matching between the U.S. Postal Service and 
DoD. 

Office of Personnel Management (OPM) Central Personnel Data 
File (DPDF), an extract from OPM/GOVt-1, General Personnel 
Records, containing employment/personnel data on all Federal em- 
ployees consisting of name. Social Security Number, date of birth, 
sex, work schedule (ifull-time, part-time, intermittent), annual salary 
rate (but not actual earnings), occupational series, position bccupied, 
agency identifier, geographic location of duty station, metropolitan 
statistical area, and personnel office identifier. Extract from OPM/ 
CENTRAL- 1, Civil Service Retirement and Insurance Records, 
containing Civil Service Claim number, date of birth, name, provi- 
sion of law retired under, gross annuity, length of service, annuity 
commencing , date, former employing agency and , home address. 
These records provided by OPM for approved computer matching. 

Non-appropriated fund employment/personnel records consist of 
Social Security Number,. name^ and work address. 

Authority for the maintenance of the system: 

Id U.S.C. 136, Assistant Secretaries of Defense; Appointment 
Powers and Duties; 10 U.S.C. 2358; Research Projects; Pub. L. 95- 
452, as amended (Inspector General Act of 1978); and Executive 
Order 9397. 

Purpose(s): , 

The purpose of the system of records is to provide a single central 
facility within the Department of Defense to assess manpower trends, 
support personnel functions to perform longitudinal statistical analy- 
ses, identify current and former DoD civilian and military personnel 
for purposes of detecting fraud and abuse of pay and benefit pro- 
grams, and to collect debts owed to the United States Government 
and state and local governments. 

All records in this record system are subject to u^e in authorized 
computer matching programs within the Department of Defense and 
with other Federal agencies or non-Federal agencies as regulated by 
the Privacy Act of 1974, as amended (5 U.S.C. 552a). 

Routine iises of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Department of- Veterans Affairs (DVA), Statistical Policy 
and Research Office, Office of Information Management and Statis- 
tics, DVA Management Sciences Division to provide military per- 
sonnel employment and pay data for the purpose of selection samples 
for surveys asking veterans about , the use of veteran benefits and 
satisfaction with DVA services, and to validate eligibility for DVA 
benefits; and to analyze the cost to the individual of military service 
under the Veteran's Group Life Insurance program. 

To the Department of Veterans Affairs (DVA) to provide identify- 
ing military personnel data to the DVA and its contractor, the 
Prudential Insurance Company, for the purpose of notifying members 
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of the Individual Ready Reserve (IRR) of their right to apply for 
Veteran's Group Life Insurance coverage. 

To the Department of Veterans Affairs (DVA) to conduct com- 
puter matching programs regulated by the Privacy Act of 1974, as 
amended (5 U.S.C. 552a), for the purpose of: 

1. Providing full identification of active duty military personnel, 
including full-time National Guard/Reserve support personnel, for 
use in the administration of DVA's Compensation and Pension bene- 
fit program (38 U.S.C, 3104(c), 3006-3008). The information is used 
to determine continued eligibility for DVA disability compensation 
to recipients who have returned to active duty so that benefits can be 
adjusted or terminated as required and steps taken by DVA to 
collect any resulting over payment. 

2. Providing military personnel and financial data to the Veterans 
Benefits Administration, DVA for the purpose of determining initial 
eligibility and any changes in eligibility status to insure proper pay- 
ment of benefits for GI Bill education and training benefits by the 
DVA under the Montgomery GI Bill (Title 10 U.S.C, Chapter 
106— Selected Reserve and Title 38 U.S.C, Chapter 30— Active 
Duty). The administrative responsibilities designated to both agencies 
by the law require that data be exchanged in administering the 
programs. 

3. Providing identification of reserve duty, including full-time sup- 
port National Guard/Reserve military personnel, to the DVA, for 
the purpose of deducting reserve time serve from any DVA disability 
compensation paid or waiver of VA benefit. The law (10 U.S.C 684) 
prohibits receipt of reserve pay and DVA compensation for the same 
time period, however, it does permit waiver of DVA compensation 
to draw reserve pay. 

4. Providing identification of former active duty military personnel 
who received separation payments to the DVA for the purpose of 
deducting such repayment from any DVA disability compensation 
paid. The law (38 U.S.C 3104(c)) requires recoupment of severance 
payments before DVA disability compensation can be paid. 

5. Providing identification of former military personnel and survi- 
vor's financial benefit data to DVA for the purpose of identifying 
military retired pay and survivor benefit payments for use in the 
administration of the DVA's Compensation and Pension program (38 
U.S.C 3104(c), 3006-3008). The information is to be used to process 
all DVA award actions more efficiently, reduce subsequent overpay- 
ment collection actions, and minimize erroneous payments. 

To the Office of Personnel Management (OPM) consisting of per- 
sonnel/employment/financial data for the purpose of carrying out 
OPM*s management functions. Records disclosed concern pay, bene- 
fits, retirement deductions and any other information necessary for 
those management functions required by law (Pub. L. 83-598, 84- 
356, 86-724, 94-455 and 5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347). 

To the Office of Personnel Mjinagement (OPM) to conduct com- 
puter matching, programs regulated by the Privacy Act of 1974, as* 
amended (5 U.S.C. 552a) for the purpose of: 

I. Exchanging personnel and financial information on certain mili- 
tary retirees, who are also civilian employees of the Federal govern- 
ment, for the purpose of identifying those individuals subject to a 
limitation on the amount of military retired pay they can receive 
under the Dual Compensation Act (5 U.S.C 5532), and to permit 
adjustments of military retired pay by the Defense Finance and 
Accounting Service and to take steps to recoup excess of that permit- 
ted under the dual compensation and pay cap restrictions. 

. 2. Exchanging personnel and financial data on civil service annu- 
itants (including disability annuitants under age 60) who are reem- 
ployed by DoD to insure that annuities of DoD reemployed annu- 
itants are terminated where applicable, and salaries are correctly 
offset where applicable as required by law (5 U.S.C. 8331, '8344, 8401 
and 8468). 

3. Exchanging personnel and financial data to identify individuals 
who are improperly receiving military retired pay and credit for 
military service in their civil service annuities, or annuities based on 
the "guaranteed minimum" disability formula. The match will identi- 
fy and/or prevent erroneous payments under the Civil Service Re- 
tirement Act (CSRA) 5 U.S.C 8331 and the Federal Employees' 
Retirement System Act (FERSA) 5 U.S.C 8411. DoD's legal author- 
ity for monitoring retired pay is 10 U.S.C. 1401. 

4. Exchanging civil service and Reserve military personnel data to 
identify those individuals of the Reserve forces who are employed by 
the Federal government in. a civilian position. The purpose of the 
match is to identify those particular individuals occupying critical 
positions as civilians and cannot be released for extended active duty 
in the event of mobilization. Employing Federal agencies are in- 
formed of the reserve status of those affected personnel so that a 
choice of terminating the position or the reserve assignment can be 
made by the individual concerned. The authority for conducting the 
computer match is contained in E.O 11190, Providing for the Screen- 
ing of the Ready Reserve of the Armed Services. 



To the Internal Revenue Service (IRS) for the purpose of obtain- 
ing home addresses to contact Reserve component members for mo- 
bilization purposes and for tax administration. For the purpose of 
conducting aggregate statistical analyses on the impact of DoD per- 
sonnel .of actual changes in the tax laws and to conduct aggregate 
statistical analyses to lifestream earnings of current and former mili- 
tary personnel to be used in studying the comparability of civilian 
and military pay benefits. To aid in administration of Federal Income 
Tax laws and regulations, to identify non-compliance and delinquent 
filers. 

To the Department of Health and Human Services (DHHS): 

1. To the Office of the Inspector General, DHHS, for the purpose 
of identification and investigation of DoD employees and military 
members who may be improperly receiving funds under the Aid to 
Families of Dependent Children Program. 

2. To the Office of Child Support Enforcement, DHHS, pursuant 
to 42 U.S.C 653 and Pub. L. 94-505, to assist state child support 
offices in locating absent parents in order to establish and/or enforce 
child support obligations. 

3. To the Health Care Financing Administration (HCFA), DHHS 
for the purpose of monitoring HCFA reimbursement to civilian hos- 
pitals for Medicare patient treatment. The data will ensure no De- 
partment of Defense physicians, interns or residents are counted for 
HCFA reimbursement to hospitals. 

4. To the Social Security Administration (SSA), Office of Re- 
search and Statistics, DHHS for the purpose of conducting statistical 
analyses of impact of military service and use of GI Bill benefits on 
long term earnings. 

5. To the Bureau of Supplemental Security Income, SSA, DHHS 
to conduct computer matching programs regulated by the Privacy 
Act of 1974, as amended (5 U.S.C. 552a), for the purpose of verifying 
information provided to the SSA by applicants and recipients who 
are retired military members or their survivors for Supplemental 
Security Income (SSI) benefits. By law (42 U.S.C. 1383) the SSA is 
required to verify eligibility factors and other relevant information 
provided by the SSI applicant from independent or collateral sources 
and obtain additional information as necessary before making SSI 
determinations of eligibility, payment amounts or adjustments there- 
to. 

To the Selective Service System (SSS) for the purpose of facilitat- 
ing compliance of members and former members of the Armed 
Forces, both active and reserve, with the provisions of the Selective 
Service registration regulations (50 U.S.C App. 451 and E.O. 11623). 

To DoD Civilian Contractors for the purpose of performing re- 
search on manpower problems for statistical analyses. 

To the Department of Labor (DOL) to reconcile the accuracy of 
unemployment compensation payments made to former DoD civilian 
employees and military members by the states. To the Department of 
Labor to survey military separations to determine the effectiveness of 
programs assisting veterans to obtain employment. 

To the U.S. Coast Guard (USCG) of the Department of Transpor- 
tation (DOT) to conduct computer matching programs regulated by 
the Privacy Act of 1974, as amended (5 U.S.C. 552a), for the purpose 
of exchanging personnel and financial information on certain retired 
USCG military members, who are also civilian employees of the 
Federal government, for the purpose of identifying those individuals 
subject to a limitation on the amount of. military pay they can receive 
under the Dual Compensation Act (5 U.S.C. 5532), and to permit 
adjustments of military retired pay by the U.S. Coast Guard and to 
take steps to recoup excess of that permitted under the dual compen- 
sation and pay cap restrictions. 

To Federal and Quasi-Federal agencies, territorial, state, and local 
governments to support personnel functions requiring data on prior 
military service credit for their employees or for job applications. To 
determine continued eligibility and help eliminate fraud and abuse in 
benefit programs and to collect debts and over payments owed to 
these programs. To assist in the return of unclaimed property or 
assets escheated to states of civilian employees and military members 
and to provide members and former members with information and 
assistance regarding various benefit entitlements, such as state bo- 
nuses for veterans, etc. Information released includes name. Social 
Security Number, and military or civilian address of individuals. To 
detect fraud, waste and abuse pursuant to the authority contained in 
the Inspector General Act of 1978, as amended (Pub. L. 95-452) for 
the purpose of determining eligibility for, and/or continued compli- 
ance with, any Federal benefit program requirements. 

To private consumer reporting agencies to comply with the re- 
quirements to update security clearance investigations of DoD per- 
sonnel. 

To consumer reporting agencies to obtain current addresses of 
separated military personnel to notify them of potential benefits eligi- 
bility. 
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To Defense contractors to monitor the employment of former 
DoD employees and members subject to the provisions of 10 U.S.O 
2397. :: 

To financial depository institutions to assist in locating individuals 
with dormant accounts in danger or reverting to state ownership by 
escheatment for accounts of DoD civilian employees and military 
members. 

To any Federal, state or local agency to conduct authorized com- 
puter matching programs regulated by the Privacy Act of 1974, as 
amended, (5 U.S.C. 552a) for the purposes of identifying and locating 
delinquent debtors for collection of a claim owed the Department of 
Defense or the United States Government under the Debt Collection 
Act of 1982 (Pub. L. 97-365). ^ 

To state and local law enforcement investigative agencies to obtain 
criminal history information for the purpose of evaluating miHtary 
service performance and security clearance procedures (10 U.S.C. 
2358). 

To the United States Postal Service to- conduct computer matching* 
programs regulated by the Privacy Act of 1974, as' amended (5 
U.S.C. 552a), for the purposes of: 

1. Exchanging civif service and Reserve military personnel data to 
identify those individuals of the Reserve forces who are employed by 
the Federal government in a civilian position. The purpose of the 
match is to identify those particular individuals occupying critical 
positions as civilians and who cannot be released for extended active 
duty in the event of mobilization. The Postal Service is informed of 
the reserve status of those affected personnel so that a choice of 
terminating the position on the reserve assignment can be made by 
the individual concerned. The authority for conducting the computer 
match is contained in E.O. 11190, Providing for the Screening of the 
Ready Reserve of the Armed Forces. 

2; Exchanging personnel and financial information on certain mili- 
tary retirees who are also civilian employees of the Federal govern- 
ment, for the purpose of identifying those individuals subject to a 
limitation on the amount of retired military pay they can receive 
under the Dual Compensation Act (5 U.S.C. 5532), and permit ad- 
justments to military retired pay to be made by the Defense Finance 
and Accounting Service and to take steps to recoup excess of that 
permitted under the dual compensation and pay cap restrictions. 

'The Defense Logistics Agency "Blanket Routine Uses" published 
at the beginning of the DLA compilation of record system notices 
also apply to this record' system. 

Policies^ and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Electrbnic storage media. . r - .ir - i 

Retrievability: ^ 

Retrieved by name, Social Security Number, occupation, or any, 
other data element contained in system'. 
Safeguards: * 

W.R. Church Computer Center-^Tapes are stored in a locked cage 
in a controlled access area; tapes can by physically accessed only by; 
computer center personnel and can be mounted for processing only if' 
the appropriate security code is provided. 

Back-up location-^iTapes are stored in a bank-type vault- buildings 
are locked after' hours and only properly cleared and authorized' 
personnel have access. • . 

Retention and disposal: r 

Files constitute a historical data base and are permanent. 
• U.S. Postal Service records are temporary and are destroyed after 
the computer matching program results are verified. . - * , 

System manager(s) and address: 

Deputy Director, Defense Manpower Data Center, 99 Pacific 
Street, Siiite 155A, Monterey, CA 93940-2453. 

Notification procedure: 

. Individuals seeking to determine whether this system of records 
contains infprrnation about themselves should address written inquir- 
ies to the Deputy Director, Defense Manpower Data Center, 99 
Pacific Street, 155A, Monterey, CA 93940-2453. 

Written requests should contain the full name, ^Social Security 
Nurnber, date of birth, ; and current address and telephone nuniber of 
the individual. . . - 

For personal visits, the individual should be able to. provide some 
acceptable identification such as driver's license or military or other 
identification card. 

' Record'access procedures: ' * 

Individuals seeking access to records about themselves contained in 
this system of records should address inquiries to the Deputy Direc- 



tor, Defense Manpower Data Center, '99 Pacific Street, Suite 155 A, 
Monterey, CA 93940-2453. 

Written requests should contain the full name. Social Security 
Number, date of birth, and current address and. telephone number of 
the individual. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver*s license or military or other 
identification card. 

Contesting record procedures: 

DLA rules for contesting contents and appealing initial agency 
determinations are contained in DLA Regulation 5400.21, "Personal 
Privacy and Rights of Individuals Regarding Their Personal 
Records", 32 CFR part 1286;' or may be obtained from the system 
manager. 

Record source categories: 

The military services, the Department of Veterans Affairs, the 
Department of Education, Department of Health and Human Serv- 
ices, from individuals via survey questionnaires, the Department of 
Labor, the Office of Personnel Management^ Federal and Quasir 
Federal agencies, Selective Service System, and the U.S. Postal Serv- 
ice. . , 

Exemptions claimed for the system: 

None. . 

S322.11DLA-LZ 

System name: 

Federal Creditor Agency Debt Collection Data Base. 

System location: • 

Primary location: W. R. Church Computer Center, Naval Post- 
graduate School, Monterey, CA 93943-5000 Decentralized segments:. 
Military and civilian payment and personnel centers of the military 
services, the Office of PersonneF Management, and Federal creditor 
agencies. Backup location; Defense Manpower Data Center, 550 
. Camino El Estero, Monterey, /CA 93940-3231. 

Categories of individuals covered by the system: 

Department of Defense officers and enlisted personnel, members of 
reserve and guard components, retired military personnel. All Feder- 
al-wide civilian employees and retirees. Individuals identified by Fed- 
eral creditor agencies as delinquent in repayment of debts owed to 
the U.S. Government. .... 

Categories of records in the system: ' 
Name, Social Security Account Number, debt principal amount, 
interest and penalty amount, if any, debt reason, debt status, demo- 
graphic information such as grade, or rank, sex, date of birth, duty 
and home address, and various dates identifying the status changes 
occurring. in the debt collection process. 

Authority for maintenance of the system: 

Debt Collection Act of 1982 (Pub.L. 97-365); 5 U.S.C. 5514 'In- 
stallment Deduction of Indebtedness'; 5 U.S.C. 552a 'Privacy Act of 
1974'; 10 U.S.C. 136; 4 CFR Chapter II 'Federal Claims Collection 
Standards*; 5 CFR 550.1101-1108 'Collection by Offset from Indebted 
Government Employees';' Office of Management and Budget, 'Re- 
vised Supplemental Guidance for Conducting Matching Programs, 
'May 11, 1982 (47 FR 21656, May 19, 1982) and 'Guidelines on the 
Relationship Between the Privacy Act of 1974 and the Debt Collec- 
tion Act of 1982,' March 30, 1983 (48 FR 15556, April, 1983); the 
Interagency Agreement for Federal Salary Offset Initiative (Office of 
Management and Budget, Department' of the Treasury, Office of 
Personnel Management and the Department of Defense, April 1987). 

Purpose(s): 

The primary . purpose for the establishment of this * system- of 
records is to maintain a. computer data base permitting computer 
matching to assist and implement debt collection efforts by Federal 
creditor agencies under < the Debt Collection Act of 1982 to identify 
and. locate individual debtors. To increase , the efficiency of U.S. 
Government-wide efforts to collect debts owed the U.S. Govern- 
ment. To provides a centralized Federal data bank for computer 
matching of Federal employment records with delinquent debt 
records furnished by Federal creditor agencies under an Interagency 
agreement sponsored and monitored by the Department of the Treas- 
ury and the Office of Management and Budget. To identify and 
locate employees or beneficiaries who are receiving Federal salaries, 
or other benefit payments and indebted to the creditor agency* in 
order to recoup the debt either through voluntary repayment or. by 
administrative or salary offset procedures established by law. . . 

Routine uses of records maintained in the system, including] catego- 
ries of users and the purposes of such uses: 
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Individual's name, SSN, Federal agency or military service, cate- 
gory of employee. Federal salary or benefit payments, records of 
debts and current work or home address and any other appropriate 
demographic data to a Federal creditor agency for the purpose of 
contacting the debtor to obtain voluntary repayment and, if neces- 
sary, to initiate any administrative or salary offset measures to. recov- 
er the debt. 

The DoD Blanket Routine Uses do not apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on magnetic computer tape. 
Retrievabiiity: 

Records are retrieved by social security number and name from a 
computerized index. 

Safeguards: 

Primary location at the W.R. Church Computer Center, Monterey, 
CA, tapes are stored in a controlled access area; tapes can be phys- 
ically accessed only by computer center personnel and can be mount- 
ed for processing only if the appropriate security code is provided. 

At the back-up location in Monterey, CA tapes are stored in rooms 
protected with cipher locks, the building is locked up after hours, 
and only properly cleared and authorized personnel have access. 

Retention and disposal: 

Records are erased within six months after each match cycle. 
System manager(s) and address: 

Deputy Director, Defense Manpower Data Center (DMDC), 550 
Camino El Estero, Monterey, CA 93940-3231. 
Notification procedure: 

Information may be obtained from the system manager. 
Record access procedures: 

Requests from individuals should be addressed to the system man- 
ager. Written requests for information should contain the full name, 
social security number, current address and telephone number of the 
individual requesting information. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations may be obtained from the 
system manager and are contained in Defense Logistics Agency 
. Regulation 5400.21 (32 CFR part 1286). 

Record source categories: 

Federal creditor agencies, the Office of Personnel Management 
and DoD personnel and finance centers. 

Exemptions claimed for the system: 
None. 

S322.15DLA-M/DMLPO 

System name: 

Information Military Personnel Records. 
System location: 

Staff Director, Military Personnel, HQ Defense Logistics Agency 
(DLA), (DLA-K), and Heads of Primary Level Field Activities 
(PLFAs). 

Categories of individuals covered by the system: 
Active duty and reserve personnel assigned to DLA. 
Categories of records in the system: 

Evaluation reports^ general and special orders, leave slips, qualifi- 
cation records, applications for ID Cards, security clearance, and 
miscellaneous correspondence. 

Authority for maintenance of the system: 
10 U.S.C. 501, et seq.. Personnel; 5 U.S.C. 302(b)(1). 
Purpose(s): * ■ 

The purpose of. the record is to accumulate documents relating to 
the military member while assigned to DLA. The records are used 
by the Staff Director and his staff and Heads of PLFAs and their 
staff for notification of assignments, career briefs, assignment orders, 
promotion data, personal data, awards and decorations, training data, 
recommendations for disciplinary action, review procedures instituted 
to control incidents, and advising the Director of incidents. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
See also blanket routine. uses set forth above. 



Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Retained in file folders. 
Retrievabiiity: 

Filed alphabetically by last name. 
Safeguards: ^ 

Locked in file cabinets within areas accessible only to authorized 
personnel. 
•Retention and disposal: 

Retained during individual's assignment to DLA and destroyed 
within 1 year of departure. 
System manager(s) and address: 

Staff Director, Military Personnel, HQ DLA and Heads of 
PLFAs. 
Notification procedure: 

The requester should send a by-name request to Staff Director, 
Military Personnel, HQ DLA and System Manager if assigned to a 
PLFA. The requester may visit the office of either or both System 
Managers with appropriate identification. 

Record access procedures: 

Contact the System Manager. Official mailing addresses are in the 
DLA Directory. 
Contesting record procedures: 

•The DLA rules for contesting contents and appealing initial deter- 
mination may be obtained from the System Manager. 
Record source categories: 

Special orders, service records, in/out processing documents, and 
computer listings. 
Exemptions claimed for the system: 

None.; 

S322.20DLA-Z 

System name: 

Reenlistment Eligible File (RECRUIT). 
System location: 

Primary location: W.R. Church Computer Center, Naval Postgrad- 
uate School, Monterey. CA 93940. 

Back-up file: Offices of the Defense Manpower Data Center, 550 
Camino El Estero, Monterey, CA 93940. 

Categories of individuals covered by the system: 

Former enlisted personnel of the military services who separated 
from active duty since 1971. 

Categories of records in the system: 

Computer records consisting of Social Security Number, name, 
service, date of birth and date of separation. 
Authority for maintenance of the system: 
10 U.S.C. 136. 
Purpose(s): 

The purpose of the system is to assist recruiters in reenlisting prior 
service personnel. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Any record may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, civil 
court action or regulatory order. Any record may be disclosed to 
Coast Guard recruiters in the performance of their assigned duties. 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: • 
Storage: 

All records are stored on disc with a full backup on magnetic tape. 
Retrievabiiity: 

Retrievable by Social Security Number. 
Safeguards: 

Disc file is protected by password access and hard-wire system. 

Monterey, California location has tape storage area in locked room 
accessible only to authorized personnel; building is locked after 
hours. 

Recruiters, making telephone inquiries must have valid recruiter 
identification and call back number. 
Retention and disposal: 
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Records are retained indefinitely. ^ 
System inanager(s) and address: j 

Deputy Chief, Defense Manpower Data Center, 550 Camino El 
Estero, Monterey, California 93940. 
Notification procedure: 

Information may obtained from: Manager, RECRUIT System,. De- 
fense Manpower Data Center, 550 Camino' El Estero, Monterey, 
California 93940. Telephone: Area Code 408/375-4131. 

Record access procedures: 

Requests from individuals should be addressed to: .Manager,* RE- 
CRUIT System, Defense Manpower Data Center, 550 Camino El 
Estero, Monterey, California 93940.. . 

Written requests for information should contain the full name, 
current address, telephone number, Social Security Number, and date 
of separation of the individual. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver's license. 

Contesting record procedures: 

The DLA rules for access tb records;and for contesting contents 
and appealing initial determinations may be obtained from the System 
Manager. 

Record source categories: 

The data contained in the system are obtainied from the Army, 
Navy, Air Force, Marine Corps, and Coast Guard.' 
Exemptions claimed for the system: 
None. 

S322.35DMDC 

System name: 

. Suryey and Census Data Base. 

System location: / 

Primary location— W.R. Church Computer Center, Naval Post- 
graduate School, Monterey, CA 93940-5000. 

Decentralized locations for back-up files — Department of Defense, 
Defense Manpower Data Center, 1600 Wilson Boulevard, 4th Floor, 
Arlington, VA 22209-2593, and Defense Manpower Data Center, 99 
Pacific Street, Suite 155 A, Monterey, CA 93940-2453. 

Categories of individuals covered by the system: 

All individuals targeted for a census and who returned census 
forms or individuals who were selected at random for survey admin- 
istration and who completed survey forms. Survey datsi. is collected 
on a periodic basis. Individuals include both civilians and military 
members and all persons eligible for DoD benefits. Among civilian 
respondents are young men and women of military age and appli- 
cants to the military services. 

Categories of records in the system: 

Survey responses and census information: 

Authority for maintenance of the system: 

10 U.S.C. 136 and 2358; Executive Order 9397; DoD Directive 
5124.2, "Assistant Secretary of Defense (Force Management and 
Personnel)". 

Purpose(s): 

The purposes of the system are to count DoD personnel and 
beneficiaries for evacuation planning, apportionment when directed 
by oversight authority and for other policy planning purposes, and to 
obtain characteristic information on DoD personnel and households 
to support manpower and benefits research; to sample attitudes and/ 
or discern perceptions of social problems observed by DoD person- 
nel and to support other manpower research activities; to sample 
attitudes toward enlistment in and determine reasons for enlistment 
decisions. This information is used to support manpower research 
sponsored by the Department of Defense and the military services. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The information may be used to support* manpower research spon- 
sored by other Federal agencies or for any of the Defense . Logistics 
Agency "Blanket Routine Uses'* that appear at the beginning of 
DLA's compilation of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic computer tape. / ' . 

Retrievability: 

Records- can be retrieved by Social Security Number; by institu- 
tional affiliation such as service membership; and by individual char- 
acteristics such as educational level. . 



Safeguards: : 

Tapes stored at the primary location are kept' in a locked storage 
cage in a controlled access area; tapes stored at the back-up locations 
are kept in locked storage areas in buildings which are locked after 
hours. - * 

Retention and disposal: - 

Computer records are permanent; survey questionnaires and census 
forms are destroyed after computer records have been created. 
System manager(s) and address: 

Chief, Defense Manpower Data Center, 1600 Wilson Blvd, 4th 
Floor, Arlington, VA 22209-2593. 
Notification procedure: 

Individuals seeking to determine whether this system of records 
contains information about themselves should address written inquir- 
ies to the Chief, Defense Manpower Data Center, 1600 Wilson Bou- 
levard, 4th Floor, Ariington, VA 22209-2593. 

Written requests should contain the full name, Social Security 
Number, and current address and telephone numbers of the individ- 
ual. In addition, the appropriate data and location where the survey 
^yas completed should be provided. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver*s license or military or other 
identification card. 
. Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should send inquiries to the Chief, Defense 
Manpower Data Center, 1600 Wilson Boulevard, 4th Floor, Arling- 
ton, VA 22209-2593. 

Written requests should contain the full name. Social Security 
Number, and current address and telephone numbers of the individ- 
ual. In addition, the appropriate data and location where the survey 
was completed should be provided. 

For personal . visits, the individual should be able to provide some 
acceptable identification such as driver's license or military or other 
identification card. 

Contesting record procedures: ■ 

The Defense Logistics Agency rules for contesting contents and' 
appealing initial agency determinations are contained in DLA Regu- 
lation 5400.21, "Personal Privacy and Rights of Individuals Regard- 
ing Their Personal Records"; 32 CFR part 1286; or may be obtained 
from the system manager. 

Record source categories: 

The survey and census information is provided by the individual; 
additional data obtained from Federal records are linked to individual 
cases in some data sets. . . ! . 

Exemptions claimed for the system: : . 

None. 

S322.45DLA-M/DMLPO 

System name: 
Active Duty Military Personnel Data Bank System. 
System location: 

Staff Director, Military Personnel, HQ Defense Logistics Agency 
(DLA) (DLA-K), and Heads of. Primary Level Field Activities 
(PLFAs). 

Categories of individuals covered by the system: 

All military personnel currently assigned to the Defense Logistics 
Agency (DLA) and history records of those individuals previously 
assigned. . 

Categories of records in the system: 

The computer records and print-outs containing information as to 
organization, position, identification grade, service specialty, position 
title, special requirements, education requirements, geographic loca- 
tion, name, service, temporary date of rank, social security number, 
duty specialty, permanent grade, permanent date of -rank, date as- 
signed, date of rotation, remarks, primary specialty, job related expe- 
rience civilian education, military school, date of birth, retirement . 
date, separation or expiration of enlistment, and aero rating. 

Authority for maintenance of the system: 10 U.S.C. 502, et seq., 
Personnel: 5 U.S.C. 302(b)(1). , , 

Purpose(s): i. 

The purpose of the file is to ' insure effective personnel/career 
management for DLA and DLA military personnel. The printouts 
are used by the Staff Director and Deputy Staff Director, personnel, 
the Chief, Personnel Division and his staff specialists. An extract 
printout of the specific PLFA is used by the Commander and his 
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personal staff. The data bank is used to prepare the alphabetical 
roster, rotation roster, colonel roster, listings of specialty codes, serv- 
ice listings, functional listing, and advanced degree listing. These 
documents are used to accurately report data on the individual and 
position to which he is assigned, requisition replacements, select 
assigned personnel for higher level positions, provide assigned 
strength figures for OSD, and assist individual militery personnel in 
their career management. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape and disc and computer paper printouts. 
Retrievability: 

Alphabetically by last name. 
Safeguards: 

Maintained in areas accessible only to authorized personnel. 
Retention and disposal: 

Printouts are held for one year and then destroyed. The computer 
tapes are held for five years and then degaussed. 
System manager(s) and address: 
Staff Director, Military Personnel, HQ DLA. 
Notification procedure: 

The name of the requester should be sent to the System Manager. 
The requester may visit the Office of the System Manager, and 
present the appropriate military identification card. 

Record access procedures: 

Contact the System Manager. Official mailing addresses are in the 
DLA Directory. 
Contesting record procedures: 

The DLA rules for contesting contents and appealing initialteter- 
mination may be obtained from the System Manager. 
Record source categories: 

Military personnel records and Position Distribution Reports. 

Exemptions claimed for the system: 

None. 

S322.50DLA-LZ 

System name: 

Defense Enrollment/Eligibility Reporting System (DEERS). 
System location: 

Primary location: W.R. Church Computer Center, Navy Postgrad- 
uate School Monterey, CA 93940. 

Decentralized segments — A support center and an eligibility center 
are maintained and operated by a contractor in Monterey, CA and 
Alexandria, VA; two data processing centers in Sacramento, CA and 
Camp Hill, PA and the Processing Center for Automation of DoD 
Forms 1171 in Monterey, CA. 

Back-up files maintained at the Defense Manpower Data Center, 
550 Camino El Estero, Monterey, CA 93940-3231. 

Categories of individuals covered by the system: 

Active duty Armed Forces and reserve personnel and their de- 
pendents, retired Armed Forces personnel and their dependents; sur- 
viving dependents of deceased aetive duty no retired personnel; 
active duty and retired Coast Guard personnel; active duty and 
retired Public Health Service (PHS) personnel (Comniissioned 
Corps) and their dependents; and active duty and = retired National 
Oceanic and Atmospheric Administration (NOAA) employees (Com- 
missioned Corps) and their dependents; and State Department em- 
ployees employed in a foreign country and their dependents and any 
other individuals entitled to care under the health care program; 
providers and potential providers of health care; and any individual 
who submits a health care claim. . 

Categories of records in the system: 

Computer files containing beneficiary's name. Service or Social 
Security Number of sponsor, enrollment number, relationship of ben- 
eficiary to sponsor, residence address of beneficiary or sponsor^ date 
of birth of beneficiary, sex of beneficiary, branch of service of spon- 
sor, dates of beginning and ending eligibility, number, of dependents 
of sponsor, primary unit duty location of sponsor, race and ethnic 
origin of beneficiary, occupation of beneficiary, rank/pay grade of 
sponsor, and claim records of CHAMPUS claims containing en- 
rolled, patient and provider data such as cause of treatment, amount 



of payment, name and Social Security or tax ID number of providers 
of care. Information on individual records may extend to blood test 
results, dental care premium codes of dental x-rays. 
Authority for maintenance of the system: 

10 U.S.C. 136; 1969 Pub. L. 91-121, Section 404(A)(2), "Establish- 
ment of the Assistant Secretary of Defense for Health Affairs; the 
Presidentially Commissioned Department of Defense, Department of 
Health, Education and Welfare, Office of Management and Budget 
Report of the Health Care Study (completed December 1975)": DoD 
Directive 1341.1, Defense Enrollment/Eligibility Reporting System, 
October 14, 1981; DoD Instruction 1341.2, DEERS Procedures; E.O. 
9397. 

Purpose(s): 

The purpose of the system is to provide a data base for determin- 
ing eligibility to receive health care benefits under the Uniformed 
Health Services Delivery System and CHAMPUS, to support DoD 
health care management programs, to provide identification of de- 
ceased members, to monitor the accuracy of payments and to identify 
and collect overpaid amounts and to detect fraud and abuse of the 
benefit program by claimants and providers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Department of Health and Human Services; Veterans Administra- 
tion; Federal Preparedness Agency; Commerce Department and 
Transportation Department for the conduct of health care studies, for 
the planning and allocation of medical resources, for support of the 
DEERS enrollment process, and to identify individuals not entitled 
to health care. The data provided includes data on ages, sex, resi- 
dence and other demographic parameters. To other federal agencies 
to identify fraud and abuse of the federal agency's programs and to 
identify debtors and collect debts and overpayments in the DoD 
health care programs. State, local and territorial governments to help 
eliminate fraud and abuse in their benefits programs. To provide 
dental care providers to assure treatment eligibility. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on magnetic tapes and disks are housed in 
a controlled computer media library. 
Retrievability: 

Records about individuals are retrieved by an algorithm deter- 
mined by contractor which uses name, enrollment number. Social 
Security Number, date of birth, rank and duty location as possible 
inputs. Retrievals are made on a summary basis by geographic char- 
acteristics and location and demographic characteristics. Information 
about individuals will not be distinguishable in such summary retriev- 
als. Retrievals for the purposes of generating address lists for direct 
mail distribution of health care information may be made using selec- 
tion criteria based on geographic and deniographic keys. 

Safeguards: 

Computerized records are maintained in a controlled area accessi- 
ble only to authorized personnel. Entry to these areas is restricted to 
those personnel with a valid requirement and authorization to enter. 
Physical entry is restricted by the use of locks, guards, administrative 
procedures (e.g., fire protection regulations). Exits used solely for 
emergency situations is secured to prevent unauthorized intrusion. 

Personal data stored at a separate location for backup purposes is 
protected at least comparably to the protection pirovided at the 
primary location. 

Requirements for protection of information are binding on contrac- 
tors of their representative and are subject to the following minimum 
standards: 

Access to personal information is restricted to those who require 
the records in the performance of their official duties, and to the 
individuals who are the subjects of the record or their authorized 
representatives. Access to personal information is further restricted 
by the use of passwords which are changed periodically. 

All those officials whose duties require access to, or processing and 
maintenance of personal information are trained in the proper safe- 
guarding and use of the information. 

Retention and disposal: 

Computerized records on an individual are maintained as long as 
the individual is legally eligible to receive health care benefits froin 
the Uniformed Health Scieiices Delivery System. The records are 
maintained for two (2) years after termination of eligibility. 

Records may be disposed of or destroyed in accordance with DoD 
Component record management regulations which conform to the 
controlling disposition of such material as set forth in 44 U.S.C. 
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3301-3314. Non-record material containing personal information and 
other material of similar temporary nature is destroyed as soon as its 
intended purpose has been served under procedures established by 
the Head of the DoD Component consistent with the following 
requirement. Such material shall be destroyed by tearing, burning, 
melting, chemical deposition, pulping, pulverizing, shredding, or mu- 
tilation sufficient to preclude recognition or reconstruction of the 
information. 

System manager(s) and ajddress: 

Project Manager, DEERS, Defense Manpower Data Center, 2100 
Garden Road, Suite J, Monterey, CA 93940. 

Notification procedure: 

Information may be obtained from: Project Manager, DEERS, 
Defense Manpower Data Center, 2100 Garden Road, Suite J, Monte- 
rey, CA 93940. 

Record access procedures: 

Requests from, individuals should be addressed to: Project Manag: 
er, DEERS, Defense Manpower Data Center, 2100 Garden Road, 
Suite J, Monterey, CA 93940. Telephone: (408) 646-2126, Autovon: 
878-2126. 

Written requests for the information should contain full niame of 
individual and sponsor, if applicable, and other attributes required by 
previously mentioned search algorithm. ' 

For personal visits the individual should be able to provide a data 
element required to satisfy the previously mentioned algorithm. 

Identification should be corroborated with a driver's license or 
other positive identification. 

Contesting record procedures: 

The DLA rules for access to records and for contesting and 
appealing initial determinations are contained in DLA Regulation 
5400.21 (32 CFR part 1286). 

Record source categories: , 
Personnel and financial pay systems of the Military Departments, 
the Coast Guard, the Public Health Service, the National Oceanic 
and Atmospheric Administration, other Federal agencies having em- 
ployees eligible for military medical care. 

Exemptions claimed for the system: 
None. 

8322.51 DLA-LZ 

System name: 

Training Cohort Data Base. 
System location: 

Naval Automation Data Facility (NAVDAF), Naval Training 
Center, Building 2040, Orlando, FL 32813-5013. 

Categories of individuals covered by the system: ' 

All military officers and. enlisted personnel who entered active 
duty after July 1, 1971, or who became a member of a reserve 
component after October 1, 1979; DoD civilian employees of the 
military services since December 31, 1976. 

Categories of records in the system: 

Computerized records, some of which are organized into year-of- 
entry cohorts. These records are copied from existing data files and 
reports (see Sources below). Longitudinal information consists of 
Social Security Account Number; demographic and accession-related 
information such as age, sex, race, ethnicity, mental aptitude scores, 
physical characteristics, date of entry; military personnel information 
such .as rank, term of service, promotion dates;, training and occupa- 
tional information such as inservice schooling, on-the-job training, 
and military occupation with corresponding dates; training outcoine. 
and job , performance measurements; and separation-related informa- 
tion such as eligibility to reenlist. , 

Authority for maintenance of the system: 

10 U.S;C. 113; 10 U.S.C. 131; 10 U.S.C. 136; EQ. 9397. 

Purpose(s): 

The purpose of the system of records is to provide a central 
facility that will support the DoD training community^ in the follow- 
ing activites: Reviewing training requirements and assessing occupa- 
tional trends; examining training attrition patterns, training manage- 
ment options, methods, and efficiency; tracking occupational skill and 
experience inventories, and changes in occupation pipelines; and de- 
veloping training, performance, readiness linkages to support re- 
search and planning activities, ' ' 

. Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



See the blanket routine uses set forth at the beginning of the DLA 
listings of systems of records which are also applicable to this record 
system. , 3 ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' , 

Storage: 

Magnetic computer tape and disk. 
Retrievability: 

Retrievable by Social Security Account Number, 
Safeguards: 

At NAVDAF, tapes are stored in a locked vault in the machine 
room. This is a controlled access area which can be accessed only by 
the AP Security Officers, OIC, or tape librarian. Tapes are niounted 
for processing by use of the Tape Management System whereby each 
tape contains a unique LD. and account number. Only authorized 
users can issue job control instructions at program run time to in- 
struct the operator in mounting appropriate tapes. Back-up tapes are 
stored in a separate locked vault located at the opposite end of the 
facility. , 

Disk storage is pirotected with passwords at both account and file 
levels. The password protection also controls type of access to the 
file. 

The original tapes are maintained in a locked room, with restricted 
access, at Defense Training and Performance Data Center, 3280 
Progress Drive, Orlando, FL. 32826-3229 

Retention and disposal: 

.These files consitute a historical data base and are permanent. 
System manageKs) and address: 

Manager, Training Cohort Data Base, Defense Triaining and Per- 
formance Data Center (TPDC), 3280 Progress Drive, Orlando, FL 
32826-3229. 

Notification procedure: 

Information may be obtained from the System Manager./ 
Re^rd access procedures: ; 

Requests from individuals should be addressed to the System Man- 
ager. 

Written requests for information should contain SSAN, date of 
birth, and date of entry into military service, as well as current 
address and telephone number at which the individual can be 
reached. 

For personal visits, the individual should provide acceptable identi- 
fication, such as driver's license or military identification card. 
Contesting record procedures: 

The DLA rules for access to records and for contesting contents 
are contained in DLA Rcjgulation 5400.21, 32 CFR part 1286. 

Record source categories: 

The military services; the Defense Manpower. Data Center, De- 
fense Logistics Agency. * . 'r 
Exemptions claimed for the system: 
None. 

S322.53DLA-LZ . 

System name: 
Defense Debt Collection Data Base. 
System Ideation: ' , 

Primary Location: W. R. Church Computer Center, Naval Post- 
graduate School, Monterey, California 93940. 

Back-up files maintained at the Defense Manpower Data Center, 
550 Camino El Estero, Monterey, California 93940. 

Decentralized segments - military and civilian financial and person- 
nel centers of the services. 

Categories of individuals covered by the system: 

All offices and enlisted personnel, members of reserve components, 
retired military personnel and survivors and deceased military per- 
sonnel. Federal civilian employees, and contractors who have been 
identified as being indebted to the United States Government. 
, Categories of records in the system: 

Computer records containing name, Social Security Number, debt 
principal amount, interest and penalty amount (if any), debt reason, 
debt status, demographic information such as grade or rank, sex, date 
of birth, location, and various dates identifying the status changes 
occurring in the debt collection process. ' 

Authority for maintenance of the system: 

10 U.S.C. 136 and Pub. L. 97-365, *Debt Collection Act, of 1982*. 
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Purpose(s): 

The purpose of the system of records is to provide the Department 
of Defense (DoD) with a central record of all debts and debtors 
either under current or past financial obligation to the United States 
Government to control and report on the debt collection process. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Other Federal Agencies - Records of debtors obligated to DoD, 
but currently employed by another Federal agency are referred to 
the employing agency under the provisions of the Debt Collection 
Act of 1982 for collection of the debt. Records of debtors employed 
by DoD, but obligated to another Federal agency will be released to 
the other agency upon collection of the debt. 

Internal Revenue Service - Record may be referred to obtain home 
address. 

Office of Personnel Management - Records may be referred to 
obtain current employment location. 

Credit Bureaus and Debt Collection Agencies - Records may be 
referred to private contract organizations to comply with the provi- 
sions of the Debt Collection Act of 1982 for non-payment of a 
outstanding debt. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored on magnetic tape. 
Retrievability: 

Records are retrieved by social security number and name from a 
computerized index. 
Safeguards: 

Primary location - W. R. Church Computer * Center - tapes are 
stored in a controlled access area; tapes can be physically accessed 
only by computer center personnel and can be mounted for process- 
ing only if the appropriate security code is provided. 

Back-up location - Monterey, California - tapes are stored in rooms 
protected with cypher locks, building is locked after hours, and^only 
properly cleared and authorized personnel have access. ^ 

Retention and disposal: 

Records are retained indefinitely as a financial record. 
System manager(s) and address: 

Deputy Director, Defense Manpower Data Center (DMDC), 550 
Camino El Estero, Monterey, California 93940. 
Notification procedure: 

Information may be obtained from the System Manager. 
Record access procedures: 

Requests from individuals should be addressed to the System Man- 
ager. Written requests for information should contain the full name, 
Social Security Number, and current address and telephone number 
of the individual. 

Contesting record procedures: 

Contact System Manager for the DLA rules on contesting initial 
determinations. The record accuracy may also be contested through 
the administrative processes contained in Pub. L. 97-365, 'Debt Col- 
lection Act of 1982*. 

Record source categories: 

The military services and any other Federal agency. 

Exemptions claimed for the system: 

None. 

S322.70DLA-KR 

System name: 
Reserve Affairs. 
System location: 

Staff Director, Military Personnel, HQ Defense Logistics Agency 
(DLA) (DLA-K). 

Categories of individuals covered by the system: 

All Ready Reserve, Army, Air Force, Navy and Marine personnel 
assigned to DLA Individual Mobilization Augmentee (IMA) posi- 
tions. 

Categories of records in the system: 

Computer records and print-outs containing such items as, name, 
grade, Social Security Number, service, career specialty, position 
title, date of birth, commission date, promotion date, release date, 
security clearance education, home address and civilian occupation of 
the individuals involved. 

Authority for maintenance of the system: 



10 U.S.C. 501, et seq. Personnel; 5 U.S.C 302 (b)(1), and DoD 
Directive 5105.22 (IX): 

Purpose(s): 

The purpose of the system is to have information readily available 
in the day-to-day operation of the Reserve Mobilization program. It 
is used by the Staff Director, his Deputy and the- Reserve personnel 
specialist. Data is used in preparation of personnel actions such as 
reassignments, classification actions, promotions, scheduling and veri- 
fying active duty and inactive duty training. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes, disc and computer paper printouts. 
Retrievability: 

Alphabetically by last name. 
Safeguards: 

Maintained in area accessible only to authorized personnel. 
Retention and disposal: . 

Printouts are held for one year and then destroyed. The computer 
tapes are held for 5 years and then degaussed. 
System manager(s) and address: 
Staff Director, Military Personnel, HQ DLA. 
Notification procedure: 

The name of the requester should be sent to the System Manager. 
The requester may visit the office of the System Manager and 
present the appropriate military identification card. 

Record access procedures: 

Contact the System Manager; official mailing addresses are in the 
DLA Directory. 
Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
mination by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Data processing output from the Military Services. 

Exemptions claimed for the system: 

None. 

S332.01DLA-KS 

System name: 
Employment Inquiries. 
System location: 

Staffing Labor and Employee Relations Division, Staff Director, 
Personnel, Headquarters, Defense Logistics Agency (HQ DLA); and 
Primary Level Field Activities (PLFAs). 

Categories of individuals covered by the system: 

DLA civilian and military personnel, contractor employees, and 
other individuals or organizations on behalf of individuals who have 
forwarded employment inquiries to Members of Congress, Secretary 
of Defense, Director of Defense Logistics Agency, Staff Director, or 
other official. 

Categories of records in the system: 

Case files include employment inquiries to Members of Congress, 
Secretary of Defense, Director of Defense Logistics Agency and 
Staff Director, Personnel, Headquarters, Defense Logistics Agency 
and others which have been referred to Staff Director, Personnel, for 
response, action or information. These include statements of qualifica- 
tions, letters, photographs, letters of appreciation and recommenda- 
tion, certificates, ratings, eligibility, forms and related papers concern- 
ing employment. 

Authority for maintenance of the system: 

5 U.S. Code, 301, and 302, and E.O. 10561; Department of Defense 
Directive 5400.4, ^Provisions of Information to Congress*, and De- 
partment of Defense Directive 5105.22, *Defense Logistics Agency*. 

Purpose(s): 

Information to maintained for purposes of replying to additional 
inquiries and follow-up action. 

information is used by: Civilian personnel officers and other appro- 
priate officials of DLA in order to determine qualifications and for 
giving proper consideration in the filling of vacancies. The civilian 
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personnel office, when hiring applicants, uses information as part of 
the employee's permanent record. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: < 

Members of Congress and other individuals or organizations who 
write to DLA on behalf of an individual and who use it to respond 
to the individual, or for other related purposes: 

See also blanket routine uses, set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

Paper record. 

Paper records in file folders and log book. . 
Retrievability: 

Filed alphabetically by last name of individual submitting employ- 
ment inquiry. 

Safeguards: 

Records are maintained in locked file cabinets in areas accessible 
only to Agency personnel. 
Retention and disposal: ' 

Records are retained in active file until end of calendar year and 
h^ld one to three additional years in inactive file and subsequently 
retired to Federal Records Center. After a total of ten years records 
are destroyed. 

System manager(s) and address: 

Staff Director, Personnel, HQ DLA; Civilian Personnel Officers, 
PLFAs. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full nanie. 
Record access procedures: 

Official mailing address of the System Manager is in the DLA 
Directory. Written request for information should be addressed to 
System Manager and contain the full name, current address and 
telephone numbers of the individual. For personal visits, the individ- 
ual should be able to provide some acceptable identification, such as, 
driver's license, work identification card, and give some verbal infor- 
mation that can be verified with his case folder. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
mination by the individual concerned may be obtained from the 
System Manager. 

Record source categories: 

Information provided by individual involved, and other corre- 
spondence relating to the employment inquiry. - 

Exemptions claimed for the system: 

None. ' , ' '. 

' S33340DLA-G 
System name: 

Attorney Personal Information and Applicant Files. 

System location: 

Primary System-Office of General Counsel, Headquarters, De- 
fense Logistics Agency, DLA-G, holds personal information records 
of all DLA attorneys and applicants for DLA legal positions. 

Decentralized segments-Office of Counsel, Primary Level Field 
Activities (PLFAs) hold personal records for resident attorneys and 
applicants for positions. 

Categories of individuals covered by the system: . 

All DLA attorneys, former DLA attorneys, and applicants for 
DLA Legal positions. 

Categories of records in the system: 

Cover letters, resumes, and Forms submitted by applicants and 
replies thereto, and records of promotions, courses completed, posi- 
tion descriptions, performance appraisals, personnel actions, ' educa- 
tional actions, educational transcripts, recommendations and personal 
data of DLA attorneys. .* 

Authority for maintenance of the system: 

5 U.S.C. 301, General Authority to Employ; Executive Order 
10577, Office of Personnel Management, Title 5, Part 213: 10 U.S.C. 
137, DLA Regulation 1442.1. 

~Purpose(s): ' . • . ' 

Applications are used for filling positions in all DLA legal offices. 
Attorney information folders are maintained for review incident to 



personnel actions including promotions, performance appraisals, reas- 
signmerits, etc. and as a general performance and experience record. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Parts of these folders may be submitted to other agencies consider- 
ing the attorney for employment. Information may be used in an- 
swering inquiries from individuals. Congressman or other Govern- 
ment agencies or for verification of employment. 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 

Retrievability: ... 

Filed by surname of attorney or applicant. 

Safeguards: 

Attorney information folders are kept in a locked file cabinet; 
applicants are kept in file cabinets accessible' only, to authorized 
personnel of the Office of Counsel or as determined by Counsel.' 

Retention and disposal: 

Applicants are kept for one year from receipt. Attorney informa- 
tion folders are kept indefinitely. 
System manager(s) and address: 

Office of General Counsel, Defense Logistics Agency, DLA-G, 
and Offices of Counsel, PLFAs. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name an'd, if ap- 
propriate, date application was submitted. . 

Record access procedures: 

System Managers official mailing address is in the DLA Directory. 
Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Applicants, employees, co-employees, outside references, supervi- 
sors, and personnel offices. 

Exemptions claimed for the system: 
None. 

S335.01DLA-K 

System namci: 

Training and Employee Development Record System. 
System location: 

Headquarters, (HQ) Defense Logistics Agency (DLA) and Pri- 
mary Level Field Activities. 

Categories of individuals covered by the system: - 

Civilian employees, U.S. Citizens and foreign national direct hires 
receiving' training supported by the Federal Government, paid from 
appropriated funds. Department of Defense military personnel may 
be included in the automated training inforniation system, and non- 
appropriated fund personnel may be included in some of the installa- 
tion manual records. 

Categories of records in the system: 

Automated and non-automated records are maintained reflecting 
information pertaining to the employee's identification, Social Securi- 
ty Number, (SSN) occupational status (series, grade level and super- 
visory status) course identification, course length, category and pur- 
pose of training received, date on which training was completed, 
associated costs, pre-post test results, and similar data. Input docu- 
ments for the system include, but are not limited to completed auto- 
mated forms, training reports, authorization and records, key 
punched cards. The manual files are maintained in paper folders 
containing employees' registration and records of training documents. 
Apprentice, on-the-job training program, and similar trainee' intake 
program manual and automated records are maintained, reflecting 
information pertaining to subject employee's identification, date of 
birth, entrance date of program, dates and nature of personnel actions 
which occurred during fiscal year, stiident progress, and statistical 
data which affects the numbers of apprentices in training as of a 
"given date. At HQ DLA, nomination forms and documents (nour 
automated) for centrally-administered education and training pro- 
grams are maintained. The manual files contain the candidate's, nomi- 
nation documents, training requests, enrollment and registration and 
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other documents related to training. Manual files are maintained at 
installations regarding courses conducted on their premises, or for 
which they sponsor, listing such things as completion dates and 
course participants. Additionally, manual files are typically found at 
the field activities containing information regarding an employee's 
supervisory status, an indication as to whether or not he/she has 
participated in supervisory training. Files are often maintained re- 
garding an employee's certification/recertification or demonstrated 
proficiency in one or more skills areas; an activity-wide annual train- 
ing plan should also be maintained, as well as individual training 
plans. Files are also maintained regarding professional licenses held 
by installation personnel. 

Authority for maintenance of the system: 

5U.S.C. 4103, 4118, and 4115. 

Purpose(s): 

Information is used by officials and employees of DLA and other 
DoD Components in the performance of their official duties related 
to the management of the civilian employee training programs, the 
design, development, maintenance and operation of the manual and 
automated system of record keeping and reporting; the screening and 
selection of candidates for centrally administered programs; and ad- 
ministration of grievance, appeals, complaints and litigation involving 
the disclosure of records of the training programs. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is also used by representatives of the Office of Person- 
nel Management (OPM) on matters relating to the inspection, survey, 
audit or evaluation of DoD civilian training programs, or such other 
matters under the jurisdiction of the OPM. The Comptroller General 
or any of his authorized representatives in the courses of the per- 
formance of duties of the General Accounting Office relating to the 
Defense components civilian training programs. The Attorney Gen- 
eral of the United States or his authorized representatives in connec- 
tion with litigation, law enforcement or other matters under the 
direct jurisdiction of the Department of Justice or carried out as the 
legal representative of the Executive Branch agencies. Officials and 
employees of the Executive Branch of government upon request in 
the performance of their official duties related to the screening and 
selection of candidates for programs sponsored by their organization. 
Representatives of the U.S. Department of Labor on matters relating 
to the inspection, survey, audit or evaluation of apprentice training 
programs and other such matters under the jurisdiction of the Labor 
Department. Representatives of the Veterans Administration on mat- 
ters relating to the inspection, survey, audit or evaluation of appren- 
tice and on-the-job training programs. The computer-systems group 
contractor (or other such contractor) and its employees for the pur- 
pose of card punch recording of data from employee training docu- 
ments. A duly appointed hearing examiner or arbitrator for the pur- 
pose of conducting a hearing in connection with an employee's 
grievance involving the disclosure of the records of the training 
programs. An arbitrator who is given a contract pursuant to a negoti- 
ated labor agreement to hear an employee's grievance involving the 
disclosure of the records in order to evaluate training and employee 
development record systems. 

The Senate or the House of Representatives of the United States 
or any committee or subcommittee thereof, any joint committee of 
Congress or subcommittee, or Joint Committees on matters within 
their jurisdiction requiring disclosure of the files or recorcis of civil- 
ian training programs. 

Representatives of educational institutions which have been award- 
ed contracts to conduct training in order to create and maintain 
individual training records of those who attend. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tapes, drums, computer 
printouts, and on punched cards. Manual records are stored in paper 
file folders. 

Retrievability: 

Automated records are retrieved by SSN and name, or by one, or 
a combination of data elements contained in the program master files. 
Manual records are retrieved by employee last name, by course 
control information, or by training program title. 

Safeguards: 

The computer facilities are located in restricted areas accessible 
only to authorized persons that are properly screened, cleared and 
training. Manual records and computer printouts are available only to 
authorized personnel having as need-to-know. 

Retention and disposal: 



Manual records are maintained on a fiscal year basis and are 
retained for varying periods from one to five fiscal years. For cen- 
trally administered programs, files on selected candidates are main- 
tained for five years (from date selection process is completed). 
Records of non-selected candidates are retained only for that period 
of time sufficient to permit appropriate review (usually less than 60 
days). Some installation records are maintained for varying periods. 

System manager(s) and address: 

Requests by correspondence should be addressed to the Civilian 
Personnel Officer or comparable official of the Civilian Personnel 
Office servicing the activity/installation. 

Notification procedure: 

Requests by correspondence should be addressed to the Civilian 
Personnel Officer servicing the headquarters or. field activities em- 
ploying civilians. The letter should contain the full name of the 
requester and his signature. Proof of identification will consist of a 
DoD building pass or identification badge, driver's license, or any 
other type of identification bearing an employee picture and signa- 
ture. 

Record access procedures: 

. Above procedures for notification apply. 
Contesting record procedures: 

The DLA rules for contesting the contents and appealing initial 
determinations may be obtained from the System Manager. 
Record source categories: 

Civilian Personnel Offices: Current and previous supervisors of 
employee (when appraisals of performance/potential are used). 
Exemptions claimed for the system: 
None. 

S336.60 DLA-KM 

System name: 

Position Classification Appeals. 
System location: 

Headquarters (HQ), Defense Logistics Agency (DLA) for those 
cases requiring Headquarters decision, and at DLA Primary Level 
Field Activities (PLFAs) for others. 

Categories of individuals covered by the system: 

All DoD employees serviced by a DLA Personnel office who 
have filed classification or job grading appeals. 

Categories of records in the system: 

Case files relating to individual or group classification appeals 
consisting of the written appeal, complete identification of the posi- 
tion, position organization chart, functional statement, comprehensive 
evaluation statement which has been reviewed by the individual or 
groups submitting the appeal (the appellant), effects to resolve local- 
ly, recommended action and any supplemental information pertinent 
to the case. 

Authority for maintenance of the system: 

5 U.S.C 51 12 and 51 13; FPM Chapter 511, Subchapter 6. 

Purpo$e(s): 

Personnel specialists at HQ DLA use this file to adjudicate the 
classification appeal when a DLA employee appeals the classification 
of his position to Headquarters; PLFA and HQ DLA may also use 
this file as a reference for classification' precedent in classifying other 
DLA PLFA positions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

This information is used by the Office of Personnel Management 
(OPM) during the review of classification appeals by DLA employ- 
ees. Personnel specialists at the PLFA will furnish file to appropriate 
OPM Regional Officie when a DLA employee appeals directly to the 
OPM. 

OPM officials use this file to adjudicate the classification appeal 
when DLA employees appeal the classification of their position di- 
rectly to OPM. 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. • * 
Retrievability: 

Accessed by classification series, appellant's name and organiza- 
tion. 
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Safeguards: 

Made available to appellant, DLA personnel specialists concerned 
and OPM. 
Retention and disposal: 

Placed in inactive file after final decision and completion of any 
resultant action. HQ DLA precedent-setting decision cases, excluding 
personal data, are filed with Classification Standards and kept until 
superseded. The PLFA inactive file is cut off at the end of the 
calendar year, held 5 years in current files areas, then destroyed. HQ 
DLA files are retained indefinitely. 

System manager(s) and address: 

Staff Director, Personnel, HQ DLA; DLA PLFA Civilian Person- 
nel Officers. 
Notification procedure: 

Requests may be directed to the appropriate PLFA Civilian Per- 
sonnel Officer or to Staff Director, Personnel, HQ DLA. The em- 
ployee or former employee must provide full name, DLA organiza- 
tional element in which employed at time of appeal, position descrip- 
tion number and, if requesting in person, must present activity identi- 
fication badge or other suitable identification. 

Record access procedures: 

Assistance may be obtained from System Manager. Official mailing 
addresses are in the DLA Directory. Written requests for informa- 
tion should contain the full name, current address and telephone 
numbers of the individual. For personal visits, the individual should 
provide full name, organizational element at time of appeal, position 
description number and activity identification badge or other suitable 
identification. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
mination may be obtained from the System Manager. 
Record source categories: 

Appellant, cognizant Personnel Office, supervisors^ HQ DLA Per- 
sonnel Office staff and OPM officials. 
Exemptions claimed for the system: 
None. 

S337.01DLA-K 

System name: 

Labor Management Relations Records System. 
System location: 

Headquarters, Defense Logistics Agency (HQ DLA) and Primary 
Level Field Activities. 

Categories of individuals covered by the system: 

Civilian employees who are involved in grievances which have 
been referred to an arbitrator for resolution; civilian employees in- , 
volved in the filing of unfair labor practice complaints which have 
been referred to the Assistant Secretary of Labor for Management 
Relations; union official; union stewards; and representatives. 

Categories of records in the system: 

Folder contains all information pertaining to a specific arbitration 
case or specific alleged unfair labor practice involving DLA or the 
Department of Defense; field activities maintain roster of local union 
officials and union stewards. 

Authority for maintenance of the system: 

E.O. 11491 as amended, *Labor-Management Relations in the Fed- 
eral Service.* 
Purpose(s): 

Officials and employees of the Department of Defense (to include 
Ai-my, Navy, Air Force, and other DoD agencies) in the perform- 
ance of their official duties related to the Labor-Management Rela- 
tions Program, e.g., administration/implementation of arbitration 
awards, interpretation of the Executive Order through third party 
case decisions; national consultation and other dealings with the 
recognized unions. 

officials and employees of the components of the Department of 
Defense in the performance of their official duties related to the 
administration of the Labor-Management Relations Relations Pro- 
gram. A duly appointed hearing examiner or arbitrator for the pur- 
pose of conducting a hearing in connection with an employee's 
grievance. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Representatives of the U.S. Office of Personnel Management 
(OPM) on matters relating to the inspection, survey, audit or evalua- 
tion of Civilian Personnel Management Programs. 



The Comptroller General or any of his authorized representatives, 
in the course of the performance of duties of the General Accounting 
Office relating to the Labor-Management Relations Program. 

The Office of the Assistant Secretary, of Labor for Management 
Relation to respond to inquiries from that office regarding complaints' 
referred to or filed with that office. f 

See also blanket routine uses set forth above. 

Policies and practices for storing, retrieving^ accessing, retaining, and 
disposuig of records in the system: 

Storage: 

Manual files, maintained in paper folders. 
Retrievability: 

Manual records are retrieved by case subject, case numbers, and/ 
or individual employee names. 
Safeguards: 

All individual files are accessible only to authorized personnel 
having a need-to-know. 
Retention and disposal: ■ ~ 

Case files retained for ten years. Union official rosters are normally ' 
destroyed after a new roster has been established. 

System manager(s) and address: 

Civilian Personnel Officer or comparable official of the Civilian 
Personnel Office servicing the activity/installation. 
Notification procedure: 

Request by correspondence should be addressed to: Civilian Per- 
sonnel Officer of activity/installation. The letter should contain the 
full name and signature of the requester. The individual may visit the 
Department of the Defense activity at which he or she is employed. 

Record access procedures: 

Procedures for notification shown above apply. In addition, re- 
quester must be able to provide some suitable type of identification. 
Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Servicing Civilian Personnel Officers, arbitrator's office, Office of 
Assistant Secretary of Labor for Labor-Management Relations, union 
officials. 

Exemptions claimed for the system: 
None. 

S;337.25DLA-K 

System name: 

Employee Relations Under Negotiated Grievance Procedures. 
System location: 

Headquarters, Defense Logistics Agency (HQ DLA) and Primary 
Level Field Activities. 

Categories of individuals covered by the system: 
' Department of Defense civilian employees on whom discipline, 
grievance, and complaints records exist. Discrimination complaints of 
civilian employees, applicants for employnient and former employees 
in appropriated and non-appropriated positions. ' 

Categories of records in the system: 

Manual files, maintained in paper folders, contain copies of docu- 
ments and information pertaining to discipline, grievance, complaints, 
and appeals. . 

Authority for maintenance of the system: 

E.O. 9830, Amending the Civil Service Rules and Providing for 
Federal Personnel Administration; 4 U.S.C. 1302, 3301, and 3302; 
E.O. 10577; Pub. L. 92-261; Equal Employment Opportunity Act of 
1972; Pub. L. 93-259, Extension of Age Discrimination in Employ- 
ment Act of 1967; 5 U.S.C. 7512; E.O. 11491, Labor-Management 
Relations in the Federal Services. 

Purpose(s): 

Officials of the Department of Defense (to include Army, Navy, 
Air Force or other DoD agencies) in the performance of their 
official duties related to the management of civilian employees in the 
processing, administration, and adjudication of discipline, grievance, 
complaints, appeals, litigation, and program evaluation. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Representatives of the Office of Personnel Management (OPM) on 
matters relating to the inspection, survey, audit or evaluation of 
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civilian personnel management programs or personnel actions, or 
such other matters under the jurisdiction of the OPM. Appeals au- 
thority for the purpose of conducting hearings in connection with 
employee's appeals from adverse actions and formal discrimination 
complaints. 

The Comptroller General or any of his authorized representatives 
in the course of the performance of duties of the General Accounting 
Office relating to the civilian manpower management program. 

The Attorney General of the United States or his authorized his 
authorized representatives in connection with litigation, law enforce- 
ment or other matters under the direct jurisdiction of the Department 
of Justice or carried out as the legal representative of the Executive 
Branch agencies. 

The Senate or the House of Representatives of the United States 
or any member, committee or subcommittee or joint committees on 
matters within their jurisdiction relating to the above programs. 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Manual records are stored in paper folders. 
Retrievability: 

Manual records are filed by last name. 
Safeguards: 

All records are stored under strict control and are available only 
to authorized personnel having a need-to-know. 
Retention and disposal: 
Manual records destroyed after five years. 
System manager(s) and address: 

Civilian Personnel Officer or comparable official of the Civilian 
Personnel Office servicing the Department of Defense activity/instal- 
lation. 

Notification procedure: 

Request by correspondence should be addressed to: Civilian Per- 
sonnel Office of activity/installation. The letter should contain the 
full name and signature of the requester and the type of record 
sought. The individual may visit the activity at which he or she is 
employed. 

Record access procedures: 

Above procedures for notification apply. In addition, when visiting 
the requester must provide some suitable type of identification. 
Contesting record procedures: 

The DLA rules for contesting contents, and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Supervisors or other appointed officials designated for this pur- 
pose. 

Exemptions claimed for the system: 
None. 

S339.10DLA-K 

System name: 

HQ DLA Automated Civilian Personnel Data Bank System. 
System location: 

Office of Civilian Personnel, Defense Logistics Agency (DLA) 
Administrative Support Center (DASC-Z), Cameron Station, Alexan-. 
dria, VA22314. 

Categories of indiyiduals covered by the system: 
U.S. citizen civilian employees of the DLA who are paid from 
appropriated funds, and former such employees. 
Categories of records in the system: 

Computer records and print-outs containing data on current posi- 
tion occupied by employee, employee's current employment status 
with DLA, training data, and selected personnel information such as: 
Social Security Number, name, sex, race and national origin identifi- 
cation, date of birth, physical handicap, government insurance, veter- 
an's preference, military reserve status, retired military status, educa- 
tion, and whether individual passed the Federal Service Entrance 
Examination or Professional and Administrative Career Examination. 

Authority for maintenance of the system: 

5 U.S. Code, 301, 301, 2951, 2952, and 2954. E.O. 10561, E.O. 
9397, and Federal Personnel Manual Chapter 250, 290 and 291. 
Purpose(s): 

The purpose of this system is to provide information to officials of 
DLA for effective personnel administration. 



Information is used: To provide management data to officials of 
DoD by transfer of current data to the Defense Manpower Data 
Center (DMDC) on a quarterly basis. To provide management data 
for use of HQ DLA and Field officials. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

This system is used to prepare reports required by the Executive 
legislative and Judicial Branches of government to transfer current 
data to the Office of Personnel Management (OPM) on a monthly 
basis for inclusion in their Central Personnel file. 

To members or committees of Congress with a stated valid need 
for the information in the performance of their official duties. 

To furnish or publish information on the DLA civilian workforce 
to Federal agencies, the Congress, or courts of law and other Free- 
dom of Information Act releases. 

To provide information in litigation and other administrative 
review processes. 

See also blanket routine uses set forth above. 

Policies and practices for storing, retriering, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape and disc, computer paper printouts, microfiche. 
Retrievability: 

Records identified to a specific civilian employee are accessed and 
retrieved by social security account niimber. 

Safeguards: 

Paper printouts or microfiche records which contain only statisti- 
cal information are released to responsible persons whose stated 
needs are not in violation of Federal Statute. 

Paper printouts or microfiche records which contain individually 
identifiable information are releasable only under conditions author- 
ized by Federal Statute, 

Records are secured in appropriate storage and/or file cabinets 
when not under the control of personnel office officials during duty 
hours. 

During non-duty hours, records are secured iii either locked stor- 
age and/or file cabinets. The area in which the records are secured is 
protected by a building security guard system. 

Individually identifiable personnel documents will either be hand- 
carried or will be transmitted in envelopes addressed to a specific 
office or individual and marked to be opened by addressee only. 

Magnetic tape and disc are kept in the computer room which is 
itself a security container with locked door and access limited to 
persons appropriately cleared and identified. Tapes and disc packs 
are stored in a tape library when not used in processing and are 
logged in and out only to cleared personnel with an official need. 
Tapes are transmitted to the Office of Personnel Management by 
mail or courier. Reports with individual data are closely controlled. 
Personnel who process these reports are appropriately cleared and 
maintain continuous observation of reports during all processing 
phases. Reports are kept under appropriate physical safeguards when 
not being processed or used. 

An individual requesting requesting information in records must 
identify self and his or her relationship to the individual upon whom 
the record information requested. 

. When an individual other than the individual of record requests a 
record, the System Manager or his delegated assistant determines if 
request is reasonable and consistent with provisions of the Freedom 
of Information Act (5 U.S.C. 552). 

Physical access, that is the ability to obtain the record, is limited . 
to: Personnel office officials. Office of Personnel Management offi- 
cials, data processing officials, supervisors for those records which 
they are authorized to maintain. 

Retention and disposal: 

Printouts or microfiche reports are considered as working papers 
to support particular projects, inquiries, studies or administrative 
need. They will be retained until the purpose for which generated 
has been met. They will then be destroyed by shredding or burning. 

Data maintained on magnetic tape or disc are to be retained for 
five years. They will then be degaussed. 

. System manager(s) and address: 

Chief, Personnel Division, DASC, Cameron Station, Alexandria, 
VA 22314. 

NotiHcation procedure: 

Information may be obtained from: Chief, Personnel Division, 
DASC-Z, Room 3A696, Cameron Station, Alexandria, VA 22314. 
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Requester must provide last name, first name, middle initial, and 
social security account number. If request is by mail, requester must 
also furnish current address. . ' 

Record access procedures: 

Requests from' individuals should be addressed to: 

Chief, Personnel Division, DASC-Z, Room 3 A696, Cameron Sta- 
tion, Alexandria, V A 22314. , 

Requests for information must be in vyriting and contain last name, 
first name, middle initial, date of birth, current address, phone 
number, phone number where individual may be reached during the 
day, and a signed statement certifying that the individual understands 
that knowingly or willfully seeking or obtaining access to records 
about another individual under false pretenses is punishable by a fine 
of up to 5,000 dollars. - Complete' records are maintained only on 
magnetic tapes or discs and are riot available for access by personal 
visits. Social Security Numbers are used to* access these records. 

Contesting record procedures: 

The DLA rule for contesting contents and appealing initial deter- 
mination may be obtained from the System Manager. 
Record source categories: 

Input from employees of civilian personnel offices and Equal Em- 
ployment Managers who obtain information from: The Official Per- 
sonnel Folder and other personnel documents, personal contact with 
individual concerned, applications and forms completed by the indi- 
vidual, and input from interface with the DLA Automated Payroll, 
Cost and Personnel System (APC APS). 

Exemptions claimed for the system: 

None. 

S339.50DLA-K \ 
System name: ' , 

Supervisors* Personnel Records. ' ' ' i 

System location: " 

Office of supervisors or managers of individuals at each Defense 
Logistics Agency (DLA) activity. 

Categories of indiyiduals covered by the system: 

DLA civilian employees, full time and part time, paid from appro- 
priated or nonappropriated funds. 

Categories of records in the system: 

Records of supervisors who are geiographically accessible to their 
employees* Official Personnel Folders may contain Standard Forms 
7 A and 7B' (Employee Record Card and continuation); supervisor's 
copy of position description, performance evaluations, other evalua- 
tions for official purposes (such as promotion or for shortcomings, 
for use in developing performance evaluations, for counseling em- 
ployees and for basing disciplinary action; records of training re- 
quested, scheduled or taken; printouts from automated personnel 
systems providing supervisors with dky-to-day operating level infor- 
mation concerning their employees; letters, documents, notations or 
other information maintained only temporarily by the supervisor re- 
garding an individual employee during the time some particular 
action relating to the employee is being "planned or taken. Informa- 
tion in these records is essential to effective supervision. An operat- 
ing or work personnel folder may be maintained by operating offi- 
cials in field offices geographically remote from the personnel office, 
or by personnel or administrative authority (and their official person- 
nel folders are maintained by higher echelon in another city or 
geographic location). Iii addition to the contents listed above, such 
records may contain information on employee experience, education, 
special qualifications and skills and conduct. - . 

Authority for maintenance of the system: 

5 U.S.C. 1302; E.O. 10561; FPM Supplement 293-31, Subchapters 
7 and 8. 
Purpose(s): 

Supervisors, managers and other officials of the DLA in carrying 
out their official duties for supervisiion' and counseling of civilian 
employees and the administration of employee evaluation, discipline 
and training.* , . - 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. ^ 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: :. .. 

Storage: 

Manual records in file folders or in card fdies. Records in this 
system will be kept at only one organizational level and not duplicat- 
ed in other organizational level, i , . 



Retrievability: 

By employee name or by organizational segment or, in some cases, 
by name within subject matter, such as training. 
Safeguards: 

All records are maintained under the strict control of the supervi- 
sor, or other management official and are accessible only to author- 
ized persons. They are retained in locked cabinets, in . supervisors*- 
locked desk drawers or in a secured room or areas. 
- Retention and disposal: 

Records are maintained during the employee's tenure with the 
particular supervisor or organization and, after purging, are trans- 
ferred to the employee's subsequent supervisor if in the same DLA 
activity. When an employee leaves the activity through transfer or 
other separation the records will be sent to the personnel, office for. 
comparison with the official personnel folder. The pei'sonnel office 
will screen the records to ensure that no documents are included 
which should be permanently filed in the official personnel folder 
and then destroy the remainder. Documents which are purged froin 
the official personnel folder during employment are also purged from 
supervisor's records. ; ' ' , 

System manager(s) and address: 

Civilian Personnel Officer servicing the DLA activity involved. 
Notification procedure: 

. Requests for information - will normally, be addressed to the em- 
ployee's immediate supervisor or to a higher level supervisor. Re- 
quest by correspondence should be addressed to the Civilian Person- 
nel Officer of the particular activity where the individual is em- 
ployed or was formerly employed. Mailing addresses are provided in 
the DLA directory. The letter should contain the full name of the 
requester and his signature.- ■. 
Record access procedures: 

The DLA rules for access to records by individuals may be ob- 
tained from the System Manager. 
Contesting record procedures: ' . 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager 

Record source categories: 

The data is gathered from the individual employee, the employee's 
present and former supervisors at various, levels, from official person- 
nel folders and other personnel documents. \ 

Exemptions claimed for the system: 

None. , 

S339.50DSAC-L 

System name: 

Staff Information File. ^ ' * 

System location: 

Defense Logistics Agency (DLA), System Automation Center 
(DASC), PO Box 1605, Columbus, Ohio 43216. 
Categories of individuals covered by the system: 
All DSAC employees. - 
Categories of records in the system: 

Computer records and print-outs containing personnel type- infor- 
mation about each staff member, including name, home address, 
grade, sex, job class, position title, home and office telephone num^ 
bers, birth date, service computation date, subsidiary cost code, office 
symbol, position code, supervisory code, employee account number, 
minority group designator, War Emergency Support Plan assign- 
ment, and AUTO VON approval. • 

Authority for maintenance of the system: 

Pursuant to the authority contained in 10 U.S.C, 133, the Secre- 
tary of Defense has issued DoD Directive 5105.i22 (32 CFR part 359) 
establishing the DLA as a separate agency of the Department of 
Defense under his direction ' and therein has charged the Director, 
DLA, with the responsibility fdr the maintenance of necessary and 
appropriate records. 

PurposeCs): : 

Information is maintained to provide readily accessible data about 
staff which are required for day-to-day operations and which would 
be impractical to organize and usie on a manual basis or from other 
records. Information is* useid by officials of the DSAC and the De- 
fense Construction Supply Center (DCSC): As a reference report to 
determine or verify data concerning each staff member in the process 
of diay-to-day operations; to provide the Operations Control Center 
the capability to contact individualis during nonduty • hours for pro- 
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viding assistance to system users; to determine staff members eligible 
for retirement in the next five years and develop plans as necessary 
for replacement of personnel who could retire; to provide a complete 
list by organization assignment and to identify location of each staff 
member, account for vacancies and encumbered positions and deter- 
mine progress toward average grade level goal(s); for. accounting 
purposes in submitting jobs to the computer center; to provide a list 
of the identifying numbers assigned to each staff position for use in 
various personnel actions; to provide a list of subsidiary cost codes 
assigned to each individual, to determine that correct code is as- 
signed, for use on various personnel actions; to assign parking spaces; 
to identify individuals assigned responsibility under the War Emer- 
gency Support Plan (WESP); to identify individuals eligible to au- 
thorize AUTO VON calls during non-duty hours; to verify and/or 
modify the Profile Data Analysis Report concerning minority and 
female employees; and to produce a, telephone list for DSAC staff 
use. 

Routine uses of records ihaintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ; . 
Storage: 

Magnetic disk storage media and hard copy printouts. 
Retrievability: 

Individual information is retrievable by Employee Account 
Number. 

Safeguards: 

Information is disclosed only to agency officials on a need-to-know 
basis. 

Retention and disposal: 

Reports are destroyed when superseded by new reports. 
System manager(s) and address: 

Commander, DLA System Automation Center, PO Box 1605. Co- 
lumbus, Ohio 43216. 

Notification procedure: 

Requests should be addressed to the System Manager. Individual 
must provide full name and employee account number. Personal 
visits may be made to the Office of Planning & Management, DSAC. 
Individual must provide identification card/badge or other Federal 
Government-issued identification. 

Record access procedures: 

Procedures same as for notification. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
mination may be obtained from the System Manager. 
Record source categories: 

Individual personnel actions, DCSC Name and Address Change 
Notice, and other similar documents. 

Exemptions claimed for the system: 
None. 

S352J0DLA-KW 

System name: 
Award, Recognition, and Suggestion File. 
System location: 

Organizational elements of Headquarters, Defense Logistics 
Agency (HQ DLA) DLA Primary Level Field Activities (PLFAs). 
Official mailing addresses are published as an appendix to the agen- 
cy's compilation of record system notices. 

Categories of individuals covered by the system:, . 

Individuals assigned to DLA who are nominated for awards or 
recognition and those who have submitted suggestions. 

Categories of records in the system: 

Justifications and background material submitted in support of . 
award and suggestion programs, including evaluation statements, 
photographs, Social Security Number; reports submitted to the 
Office of the Secretary of Defense and the Office of Personnel 
Management. 

Authority for maintenance of the system: 

5 U.S.C. 4501-4506; 10 U.S.C; 1124; Chapter 451 of the Federal 
Personnel Manual. 

.Purpose(s): 



Information is maintained in support of actions taken on contribu- 
tions and award nominations and for preparation of statistical and 
narrative reports required by the Office of the Secretary of Defense. 

Routine uses of records maintained iii the system, including catego- 
ries of users and the purposes of such uses: 

Defense Logistics Agency "Blanket Routine Uses" set forth at the 
beginning of DLA's listing of record system notices. 

Information is also used by members of other Federal activities and 
members of private organizations to evaluate nominations for awards 
sponsored by them for which DLA personnel are nominated; or to 
evaluate for possible adoption and use contributions and suggestions 
made by DLA personnel that concern their operations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records are stored in file folders, card index files, and regis- 
ters in notebooks^ 

Retrievability: 

Filed alphabetically by name. 
Safeguards: 

Maintained in locked containers in areas accessible only to DLA 
personnel. 

Retention and disposal: 

Files are closed upon completion of the action, cut-off at the end 
of the fiscal year, held for two years, and then destroyed. 
System manager(s) and address: 

Chief, Workforce Effectiveness and Development Division, Office 
of Civilian Personnel, HQ DLA, Cameron Station, Alexandria, VA 
22304-6100 and Civilian Personnel Offices of DLA PLFAs. Official 
mailing addresses are published as an appendix to the agency's com- 
pilation of record system notices. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address inquiries 
to the Chief, Workforce Effectiveness and Development Division, 
Office of Civilian Personnel, HQ DLA, Cameron Station, Alexan- 
dria, VA 22301-6100 and Civilian Personnel Offices of DLA PLFAs. 
Official mailing addresses are published as an appendix to the agen- 
cy's compilation of record system notices. 

Individual must- provide full name, type of award, suggestion de- 
scription, and activity at which nomination or suggestion was submit- 
ted. . ' . 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address inquiries to the Chief, Work- 
force Effectiveness and Development Division, Office of Civilian 
Personnel, HQ DLA, Cameron Station, Alexandria, VA 22304-6100 
and Civilian Personnel Offices of DLA . PLFAs. Official mailing 
addresses are published as an appendix to the agency's compilation of 
record system notices. 

Individual must provide full name, type of award, suggestion de- 
scription, and activity at which nomination or suggestion was submit- 
ted. 

Contesting record procedures: 

DLA rules for contesting contents and appealing initial agency 
determinations are contained in DLA Regulation 5400.21, "Personal 
Privacy and Rights of Individuals Regarding Their Personal 
Records"; 32 CFR part 1286; or may be obtained from the system 
manager. 

Record source categories: 

Information in this system is obtained from the individual to whom 
the record pertains; DLA supervisors and managers who initiate and 
evaluate nominations and suggestions; and members of DLA Recog- 
nition and Awards Board. 

Exemptions claimed for the system: 
None. 

S370.20DLA.WH 

System name: , 

Individual Accident Case Files. 
System location: 

Primary System - Case files on A, B, and C Class injuries/illness, 
property damage accidents when damage exceeds 1000, and motor 
vehicle accidents with A, B, or C Class injuries/illness or property 
damage exceeding 1000. Partial case files for all A, B, C, D and E 
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Class injuries and illnesses; A, B, C, and D Class property damages 
and A, B, C, and D Class motor vehicle accidents are maintained in 
the automated records files: Office of Installation Services and Envi- 
ronmental Protection, Headquarters, Defense Logistics Agency (HQ 
DLA), 

Decentralized segments - Above files plus all other injuries and 
accidents. HQ DLA tSrincipal staff elements, DLA Primary Level 
Field Activities (PLFAs), secondary and third level field activities, 
where incidents occurred. 

Categories of individuals covered by the system: 

Civilian and military personnel, contractor employees, and other 
personnel who are injured oh the premises of DLA or performing 
assignment incident to DLA operations. Also may include individuals 
involved in accidental damage to vehicles, equipment, and property. 

Categories of records in the system: 

Reports, statements of witnesses, photographs and related papers, 
including summarized information maintained for the purpose of 
identifying accident repeaters and safety award recipients, regarding 
accidents incident to DLA operations, pertaining to injuries to indi- 
viduals or accidents involving motor vehicles and other equipment or 
structural property damage. 

Authority for maintenance of the system: 

29 U.S.C. 651, et seq.. The Occupational Safety and Health Act of 
1970 (OSHA); Executive Order 12196, Occupational Safety and 
Health Programs for Federal Employees. 

Purpose(s): - V 

Information is maintained to identify cause of accident, to formu- 
late accident prevention programs, to identify individual involved in 
repeated accidents, to present safety awards to individuals and to 
prepare statistical reports as required. ^. 
information is lised by: , i 

Agency supervisors and managers,- to determine actions required 
to correct the causes of the accidents. , 

Safety offices - to insure actions proposed by supervisors and 
managers are adequate to prevent future accidents, to identify acci- 
dent repeaters and safety awai"d recipients, to provide verification 
that accidents have occurred when processing workmen's compensa- 
tion cases, to prepare statistical reports, accident summaries, and 
accident prevention information for inclusion in Agency internal pub- 
lications. ■' ' . > . 

Security personnel - to determine accident causes, and to formulate 
possible changes m activity rules of conduct. 

Medical personnel - to make medical determinations about individ- 
uals involved in accidents. 

Facilities engineers and maintenance personnel - to formulate 
future installation facilities and equipment plans and budgets and to 
change operating procedures. 

. Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses set forth above. 

Policies and practices for. storing, retrieving, accessing, retaining, and 
disposing of records in the system: . , 

Storage: 

Paper records in file folders and card index files and; automated 
record files. 
Retrievability: 

Filed by organizational activity and/or alphabetically by, last name 
of injured .person or principal person* involved in . accident, when 
known. , • . 

Safeguards: 

Records are maintained in areas accessible only to DLA Safety 
and Health personnel. 
Retention and disposal: 

Records are destroyed ten years after the case is closed. They are 
retained in active file until end of calendar year in which case is 
closed, held one to three additional years in inactive file and subse- 
quently retired to Federal Records Center, held for the remaining 
years and destroyed. 

System manager(s) and address: 

Staff Director, Office of Installations Services and Environmental 
Protection, DLA; Safety Officers, DLA Primary Level Field Activi- 
ties. .. 

Notification procedure: 

Written or personal requests for information may be directed to 
th6 System Manager. Individual must provide full name and name of 
DLA activity at which incident occurred; or if individual is or was a 
DLA employee, name of empiloying activity is also required.^ 



Record access procedures: 

Official mailing addresses of the System Manager are in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual and a 
signed statement asserting his or her identity and stipulating that' the 
individual understands that knowingly or willfully seeking or obtain- 
ing access to records about another individual under false pretenses is 
punishable by a fine of up to 5,000. For personal visits, the individual 
should be able to provide some acceptable identification, that is, 
driver's license, employment identification cai-d, and give some 
verbal information that could be verified from the case folder. 

Contesting record procedures: / , 

The DLA rules for contesting contents and appealing initial deter- 
minations may ie obtained from the System Manager. 
Record source categories: 

Employee's supervisors, medical units, DLA protective service, 
civilian police, fire department, investigating officer, or witness to 
accident. 

Exemptions claimed for the system:: 
None. " ■ . 

8380.01 DLA-K 

System name: 

Employee Assistaince Program Case Record Systems. 
System location: 

Headquarters Defense Logistics Agency (HQ DLA) and Primary 
Level Field Activities (PFLA). 

Categories of individuals covered by the system: 

All civilian employees in appropriated and non-appropriated fund 
activities who are referred by management for, or voluntarily re- 
quest, counseling assistance. 

Categories of records in the system: 

Systems are comprised of case records on employees which are 
maintained by counselors, supervisors, civilian personnel offices and 
social action offices ancl consist of information on condition, current 
status, and progress of employees or dependents who have alcohol, 
drug, emotional, or other job performance problems. ' 

Authority for maintenance of the system: 

Drug Abuse Office and, Treatment Act of 1972, *as amended, 21. 
U.S.C. 1175; Comprehensive Alcohol Abuse arid Alcoholism Preven- 
tion, Treatment, and Rehabilitation Act of 1970, as amended, 42 
U.S.C. 4582; Subchapter A of Chapter I, Title 42, Code of Federal 
Regulations, 5 U.S.C. Ch. 43. 

Purpose(s): 

Used by the counselors in the execution of their counseling func- 
tion as it applies to the individual employee; selected information 
may be provided to and used by other counselors. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by medical personnel, research personnel, employers, repre- 
sentatives such as legal counsel, and to other agencies or individuals 
when disclosure is to the employee's benefit, such as for processing 
retirement applications. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: , . • 

Case records are stored in paper file folders. 
_ Retrievability: 

By employee name, locally assigned identifying number of by case 
number. 
Safeguards: 

All records are stored under strict control. They are maintained in 
spaces normally accessible only to authorized, persons, normally in 
locked cabinets. - . ■ 

Retention and disposal: 

Records are purged of identifying information within five years 
after itermination of counseling or destroyed when they are no longer 
useful. 

System manager(s) and address: 

Personnel Officer or comparable official of the Civilian Personnel 
Office servicing the activity or installation, i 

. Notification procedure: 

Requests by correspondence should be addressed to servicing civil- 
ian personnel office or to the appropriate Employer Assistance Pro- 
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gram administrator at the activity. The letter should contain the full 
name and signature of the requester and the approximate period of 
time, by date, during which the case record was developed. 
Record access procedures: 

Requests from individuals should be addressed to the Systems 
Manager. 

Contesting record procedures: 

The rules for contesting contents and appealing initial determina- 
tions may be obtained from the System Manager. 
Record source categories: 

Counselors, other officials, individuals or practitioners, and other 
agencies both in and outside of Government. 
Exemptions claimed for the system: 
None. 

S380.50DLA-K 

System name: 
DLA Drug-Free Workplace Program Records. 
System location: 

Defense Logistics Agency (DLA) Civilian Personnel Service Sup- 
port Office (DCPSO), 3990 East Broad Street, Columbus, OH 43216- 
5000. 

DLA Headquarters offices; DLA Primary Level Field Activities 
(PLFA); and offices of contractors who perform functions such as 
collection of urine specimens, laboratory analysis, and medical 
review of confirmed positive laboratory findings. Official mailing 
addresses are published as an appendix to the agency's compilation of 
record systems notices. 

Categories of individuals covered by the system: 

DLA employees and individuals who have applied to DLA for 
employment. 

Categories of records in the system: 

Records relating to program implementation and administration, 
including selection, notification, and testing of individuals; collection 
and chain of custody documents; urine specimens and drug test 
results; consent forms; rebuttal correspondence; and similar records. 

Authority for maintenance of the system: 

Executive Orders 12564, "Drug-Free Federal Workplace" and 
9397; Pub. L. 100-71; and 5 U.S.C. 7301. 
Purpose(s): 

The system is established to maintain records relating to the selec- 
tion and testing of DLA employees and applicants for DLA employ- 
ment for use of illegal drugs. The records will provide the basis for 
taking appropriate action in reference to employees who test positive 
for use of illegal drugs. 

Records may be used by authorized contractors for the collection 
process; assigned Medical Review Officials; the Administrator of any 
Employee Assistance Program in which the employee is receiving 
counseling or treatment or is otherwise participating; and agency 
supervisory or management officials having authority to take adverse 
personnel action against such an employee when test results are 
positive. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of the uses: 

In order to comply with provisions of 5 U.S.C. 7301, the DLA 
"Blanket Routine Uses" that appear at the beginning of the agency's 
compilation do not apply to this system. 

Records may be disclosed to a court of competent jurisdiction 
when required by the United States Government to defend against a 
challenge to related adverse personnel action. 

Policies and practices for storing, retrieving, accessing, and disposing 
of records in the system: 

Storage: 

Records are maintained on magnetic disk and in paper form. 
Retrievability: 

Records are retrieved by name of activity, name of employee or 
applicant, position title, position description number, Social Security 
Number, ID number, or any combination of these. 

Safeguards: 

Records are maintained in a secured area or on automated media 
with access limited to authorized personnel whose duties require 
access. Records relating to individual positive test results are kept in 
locked cabinets. Employee and applicant records are maintained and 
used with the highest regard for employee and applicant privacy. 

Retention and disposal: 



Records relating to test selection, scheduling, collection, handling, 
and results will be destroyed when 3 years old; records relating to 
individual notification and acknowledgment will be destroyed when 
the individual separates from the testing designated position. 

System manager(s) and address: > 

Deputy Chief, DLA Civilian Personnel Service Support Office, 
3990 East Broad Street, Columbus, OH 43216-5000. 
Notification procedures: 

Individuals seeking to inquire whether this record system contains 
information about themselves should contact their Office of Civilian 
Personnel at DLA Primary Level Field Activities where assigned or 
the Deputy Chief, DLA Civilian Personnel Service Support Office, 
3990 East Broad Street, Columbus, OH 43216-5000. Official mailing 
addresses are published as an appendix to the agency's compilation of 
record systems notices. 

Individuals must provide name; date of birth; Sociail Security 
Number; ID number (if known); approximate date of record; and 
DLA activity and position title. 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this record system should contact the Deputy Chief, DLA 
Civilian Personnel Service Support Office, 3990 East Broad Street, 
Columbus, OH 43216-5000. 

Individuals must provide name; date of birth; Social Security 
Number; ID number (if known); approximate date of record; and 
DLA activity and position title. 

Record source categories: 

Records in this system are obtained from the individual to whom 
the records pertain; agency employees involved in the selection and 
notification of individuals to be tested; laboratories that test urine 
specimens for the presence of illegal drugs; physicians who review 
test results; and supervisors, managers, and other DLA officials. 

Exemptions claimed for the system: 

None. 

S390.01DLA-KE 

System name: 

Grievance Examiners and Equal Employment Opportunity Investi- 
gators Program. 

System location: 

Office of Equal Opportunity, Staff Director, Personnel, Headquar- 
ters Defense Logistics Agency (HQ DLA). 

Categories of individuals covered by the system: . 

Retired Federal civilian and military employees and others ap- 
proved by HQ DLA as grievance examiners and EEO investigators 
for the Agency and available to serve under a non-personal services 
contract are listed by name on regional rosters. 

Categories of records in the system: 

Files include regional rosters of the names of approved investiga- 
tors/examiners of grievances and Equal Employment Opportunity 
(EEO) complaints which are available to Commanders of Defense 
Logistics Agency Primary Level Field Activities. 

Agency regional rosters, certificates of training, personal qualifica- 
tions statement, and related correspondence and papers pertinent to 
Agency grievance examiners and EEO investigators program. 

Authority for maintenance of the system: 

5 U.S.C. 1302. 3301, 3302, and 3105. E.O. 11478, as amended. 
Purpose(s): 

The purpose of this system is to maintain information for establish- 
ing Agency grievance and. EEO investigators program and insuring 
the availability of quality personnel on short notice. 

Information is used by Civilian Personnel officials of HQ DLA arid 
other involved DLA HQ and field officials to select arid supervise 
grievance examiners and EEO investigators as required. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
iStorage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last name within each regional area. 
Safeguards:. 
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Records are maintained in locked file cabinets in areas accessible 
only to Agency personnel. ■ . ■ 

Retention and disposal: 

Records are retained in active file oh current basis. New approvals 
are added continuously and deletions- of withdrawals are held one to 
three years in inactive file and subsequently retired to Federal 
Records Center. Records are destroyed after a total of ten years. 

System manageKs) and address: 

Staff Director, Personnel, HQ DLA. 

Notification procedure: 

Written or personal requests for information may be . directed to 
the System Manager. Individual must provide full name and, if a 
current DLA employee, name of DLA activity at which employed. 

Record access procedures: 

Official mailing address is in the DLA Directory. Written requests 
for information should be addressed to the System Manager and 
contain the full name, current address and telephone numbers of the 
individual. The individual should be able to provide some acceptable 
identification, that is, driver's license, employing office identification 
card, and give some verbal information that could be verified from 
the Agency folder. . 

Contesting record procedures: ^ 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager:' 
Record source categories: ' , 

DLA PLFA Commanders, DLA civilian personnel office staffs, 
other DLA officials and others who may be able to recomniend or 
provide information on potential or present candidates for this work. 

Exemptions claimed for the system: . , . 

None. . ' . . - ■ 

' S431.15DLA-C - 

System name: 
Travel Record. 
System location: 

Records are maintained at all Defense Logistics Agency (DLA) 
Centers, Depots, and Defense Contract Management Districts 
(DCMDs). Official mailing addresses are published as an appendix to 
DLA's compilation of record system notices. 

Categories of individuals covered by the system: 

All employees, civilian and military, who perform travel, Tempo- 
rary Duty (TDY) or Permanent Change of Station (PCS)'for DLA. 

Categories of records in the system: 

Consists of copies of request and authorization for TDY travel of 
DoD personnel, request and authorization for DpD civilian perma- 
nent duty travel, travel voucher, travel voucher or subvoucher, claim 
for reimbursement for expenditures ori official business and records of 
travel payments. 

Authority for maintenance of the system:: 

Chapter 5F, Title 5 United States Code and Executive Order 9397. 

Purpose(s): ' . > .* 

The file is used by, the Accounting and. Finance Officer to adminis- 
ter his disbursing and accounting duties for government travel per- 
formed by both military and civilian employees under his administra- 
tive control. Data is also used by Counsel to determine that expenses 
of the sale or purchase of the residence for a PCS are reasonable and 
customary to the locality of the transaction.' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

• The "Blanket Routine Uses" set forth at the beginning of DLA's 
compilation of systems of records notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By name and social security number. 
Safeguards: ! . 

Records are maintained in an area that is accessible to office 
personnel only. . 
Retention and disposal: 

Records of military personnel are maintained until separation or 
transfer of the mihtary members. Records of civilian personnel are 
destroyed one year after termination of their employment. 



' System manager(s) and address: \ 

Accounting and Finance Officer, Defense Logistics Agency 
(DLA) Primary Level Field Activities (PLFAs). Official mailing 
addresses are published as an appendix to DLA's compilation of 
record system notices. ■ ; _ , . ' • • 

Notification procedures: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address inquiries 
to the Accounting and Finance Officer, Defense Logistics Agency 
(DLA) Primary Level Field Activities (PLFAs). Official mailing 
addresses are published as an appendix to DLA's compilation of 
record system notices. , 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address inquiries to the Accounting and 
Finance Officer, Defense Logistics Agency (DLA) Primary Level 
Field Activities (PLFAs). Official mailing addresses are published as 
an appendix to DLA's compilation of record system notices. 

Written requests for information must contain the full name and 
social security number of the employee. Employees making a person- 
al request must present identification; i.e., employee badge, drivers 
license, etc. i : ' ' » 

Contesting record procedures: 

The Defense Logistics Agency , rules for contesting contents and 
appealing initial agency determinations are contained in DLA Regu- 
lation 55)0'21, "Personal Privacy and Rights of Individuals Regard- 
ing Their Personal Records"; 32 CFR part 1286; or may be obtained 
from the system manager. 

Record source categories:^ 

Request for travel forms, travel vouchers, claims for reimburse- 
ment. 

Exemptions claimed for the system: r' ) 

None. 

S434.15DLA-C 

System name: 

Automated Payroll Cost and Personnel System (APCAPS). 
System location: 

Records maintained at Defense Logistics Agency (DLA) Center^s, 
Depots, and Defense Contract Management Districts (DCMDs). Of- 
ficial mailing addresses are published as an appendix to DLA's com- 
pilation of record system notices. /- . ^ 

Categories of individuals covered by the system: 
■ Current and former civilian and military personnel who have been 
paid or costed by. APCAPS, 

Categories of records in the system: 
. Records are maintained, in manual and mechanical files and contain 
all data which affect an employee's pay, deductions, employer contri- 
butions, leave, retirement, position status, or cost accumulation. 

Authority for maintenance of the system: 

10 U.S.C. 136; DoD Directive 5105.22; and Executive Order 9397. 
Purpose(s): 

Information is used in preparing payrolls, cost and manpower 
reports. Information is used by: ' ' 

Agency supervisors and managers to determine leave usage, man- 
power allocations and labor distribution. 

Supervisors and managers, of agencies and activities other than 
DLA who receive payroll/cost accounting support from APCAPS 
to determine leave usage, manpower allocations, labor distributions 
and costs. 

Payroll offices to compute and control payroll and allocate labor 
costs. 

Personnel offices to determine leave usage and changes that affect 
an employee's pay. 

Security offices to determine location of employees. , 

Disbursing offices to determine the distribution of checks and 
bonds. ' . . 

Law Enforcement/Security Personnel, officials* designated by the 
Head, Primary Level Field Activity (PLFA) or by regulation to 
perform law enforcement, safety, and vehicle registration/parking 
duties. Only the shift number (if an individual works shift work) will 
be accessed and used from APCAPS. The information will be used 
as a control to ensure the integrity of information in systems 
S161.30DLA-I and S161.50DLA-I and to facilitate the auditing of 
such file. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Financial Institutions to determine disposition of net pay or allot- 
ments pay. 

Treasury Department to determine registration of bonds and feder- 
al tax allocation. ' 

Unions, charities, and insurance organizations to determine partici- 
pation in those organizations. 

Office of Personnel Management to determine status of employee 
and for disposition of retirement records. 

State and local taxing authorities to determine tax liability. 

Nongovernment organizations to verify employment and credit 
data furnished to financial institutions by the employee. 

Bureau of Employment Compensation to process employee disabil- 
ity claims. 

State employment offices to submit data for unemployment com- 
pensation. 

Local courts to determine the withholding of pay for garnishment 
of wages. 

The "Blanket Routine Uses" set forth at the beginning of DLA*s 
compilation of record system notices also apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining and 
disposing of records in the system: 
Storage: 

Microfilm, magnetic tape, disc pack, computer paper printouts, 
vertical file cards, paper records in file folders. 
Retrievability: 

Hard copy documents are filed by payroll block or alphabetically 
by last name. Data stored on mechanized storage devices are re- 
trieved by Social Security Number. 

Safeguards: 

Access to mechanical records is limited to authorized DLA data 
systems personnel. All other records are maintained in areas accessi- 
ble only to agency personnel. Security/Law Enforcement personnel 
who access APCAPS information through computer terminals (used 
as control for the integrity of information in S161.30DLA-I and 
S161.50DLA-I) have been cleared with an official need. The infor- 
mation accessed from APCAPS is limited to the items and uses under 
Routine Uses and is password protected in the automated system. 

Retention and disposal: 

Retention of data varies from 1 to 3 days for mechanical working 
files up to an employee's total length of service with an activity for 
permanent payroll information. 

System manager(s) and address: 

Comptroller, Defense Logistics Agency. Official mailing addresses 
are published as an appendix to DLA's compilation of record system 
notices. 

. Notification procedures: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to or make a personal visit to Chief, Payroll Branch, Ac- 
counting and Finance Division, Office of Comptroller at. each DLA 
Center and Depot. Official mailing addresses are published as an 
appendix to DLA*s compilation of record system notices. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address inquiries to the Chief, Payroll 
Branch, Accounting and Finance Division, Office of Comptroller at 
each DLA Center and Depot. Official mailing addresses are pub- 
lished as an appendix to DLA's compilation of record system notices. 

Written requests must contain full name and Social Security 
Number of thie employee. Employees making a personal request must 
present identification. 

Contesting record procedures: 

The Defense Logistics Agency rules for contesting contents and 
appealing initial agency determinations are contained in DLA Regu- 
lation 5400.21, "Personal Privacy and Rights of Individuals Regard- 
ing Their Personal Records**; 32 CFR part 1286; or may be obtained 
from the system manager. . 

Record source categories: 

Employee's supervisors, civilian personnel office, military person- 
nel office, financial institutions, local courts, military services or 
other government agencies. 

Exemptions claimed for the system: 
None. 



S434.15DLA-KP 

System name: 

Automated Payroll, Cost and Personnel System (APCAPS) Per- 
sonnel Subsystem. ' 

System location: 

Offices of Civilian Personnel at Defense Construction Supply 
Center (DCSC); Defense Electronics Supply Center (DESC); De- 
fense General Supply Center (DGSC); Defense Personnel Support 
Center (DPSC); Defense Reutilization and Marketing Service 
(DRMS); Defense Depot Memphis (DDMT); Defense Depot Ogden 
(DDOU); Defense Distribution Region West (DDRW); Defense 
Depot Mechanicsburg (DDMP); Defense Logistics Agency Adminis- 
trative Support Center (DASC); Defense Contract Management Dis- 
tricts (DCMDs). Official mailing addresses are published as an appen- 
dix to DLA's compilation of record system notices. 

Categories of individuals covered by the system: 

Defense Logistics Agency (DLA) civilian employees serviced by 
the Office of Civilian Personnel at the activities listed under System 
Location and other Department of Defense civilian employees who 
are both serviced by the Offices of- Civilian Personnel and paid by 
the activities listed under System Location above. 

Categories of records in the system: 

Employee data segment of APCAPS data bank, including data 
being manually collected prior to implementation of the automated 
record sytem. For the civilian personnel segment of APCAPS, the 
employee data segment of the APCAPS data bank contains, for 
civilian employees, current personnel data on employment status and 
selected personal data, such as Social Security Number (SSN), name, 
sex, race and national origin identification, date of birth, age, physical 
handicap, Government insurance, military reserve status, retired mili- 
tary status, education, status preceding employment with DLA, U.S. 
citizenship, and veterans preference. 

Position data segment of APCAPS data bank. For the civilian 
personnel segment of APCAPS, the position data segments of the 
APCAPS data bank contains position data pertinent to established 
positions, both those positions occupied by a civilian employee as 
well as those not so occupied. 

Personnel History File. The personnel history file contains a pro- 
file of selected civilian employee personnel data as of the most recent 
transaction processed against it, as well as a chronological extract of 
all prior transactions processed on the employee. 

Authority for maintenance of the system: 

5 U.S.C. 301 and 302; Executive Orders 9397 and 10561; and 
Federal Personnel Manual, Chapters 290 and 293. 
Purpose(s): 

Purposes of the system are to affect Federal personnel actions, 
maintain the Federal personnel service control system, fulfill Federal 
personnel reporting requirements, and provide information to officials 
of DLA for effective personnel management and personnel adminis- 
tration. 

Officials designated by the Head, PLFA and by regulation to 
perform law enforcement, safety, and vehicle registration/parking 
duties. Only the following information will be accessed and used by 
these individuals. Individual's name, address, directorate and office 
which assigned, grade, and category (military or civilian). (The infor- 
mation will be used as a control to ensure the integrity of information 
in systems of record S 161. 30DLA-I and S161.50DLA-I and to facili- 
tate an audit of such file.) 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information may be released to prospective employers for employ- 
ment determination purposes. 

To credit firms for verification of data for credit determination 
purposes. 

To taxing authorities for tax administration purposes. 

To officials of other Executive Branch agencies, such as the Office 
of Personnel Management for performance of official duties. 

To officials of Legislative Branch agencies, such as Congressmen 
for performance of official duties. 

To officials of Judicial Branch activities,, such as courts for per- 
formance of official duties. 

To hospitals, medical offices and institutions for medical/hospital 
administration purposes. 

To executor or administrator of the estate of a deceased employee, 
former employee, or annuitant, or next-of-kin for estate settlement 
purposes.' 
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The "Blanket Routine Uses" set. forth at the beginning of DLA's 
compilation of record system notices also apply to this record 
system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic tapes or discs, computer paper printouts. 
Paper records in file folders. 

Retrievability: 

Information identified to a specific civilian employee is accessed 
and retrieved by Social Security Number. 

Safeguards: ■ 

Records are either secured in locked storage or file cabinets or 
kept under the constant observation of personnel office officials 
during duty hours. During nonduty hours, records are either secured 
in locked storage or file cabinets; the records file area is locked, and 
the building in which the records are stored is protected by building 
security guard. If the records area is not protected by security 
guards, all records must be kept in locked storage. Individually 
identifiable personnel documents will either be handcarried or will be 
transmitted in envelopes addressed to a specific office or individual 
and marked to be opened by addressee only. Magnetic tapes and 
discs are kept in the computer room which is itself a security con- 
tainer with locked door and access limited to persons appropriately 
cleared and identified. Tapes and disc packs are stored in a tape 
library when not used -in processing, and are logged in and out only 
to cleared personnel with an official need. Reports with individual 
appropriately cleared and maintain continuous observation of reports 
during all processing phases. Individual requesting information must 
identify themselves and their relationship to the individual upon 
whom the record information is being requested. Individual other 
than the individual of record must specify what information is re^ 
quested and the purpose for which it would be used if disclosed. 
Personnel 'office official determines if request is reasonable and con- 
sistent with provisions of the Freedom of Information Act (5 U.S.C. 
552) and the Privacy Act of 1974 (5 U.S.C. 552a). In order to 
prevent unauthorized modifications of records contents, original 
records documents may only be reviewed in the presence of a wit- 
ness designated by the Personnel Office. 

Physical access, that is the ability to obtain the record, is limited to 
Personnel office officials; Office of Personnel Management officials; 
data processing officials; supervisors for those records for which they 
are authorized to maintain; security /law enforcement personnel who 
access APCAPS information through computer terminals (used as 
control for the integrity of information in S161.30DLA-I and 
S161.50DLA-I) have been cleared and must have an official need-to- 
know. The information accessed from APCAPS is limited to the 
items and uses under Routine Uses and is password protected in the 
automated system. 

Responsible officials are jgranted teniporary custody of an original 
record in order to monitor the review of the record by the individual 
to who it pertains, when the individual is geographically remote from 
the personnel office. 
* . Retention and disposal: } 

Records which are filed in the Official Personnel Folder (OPF) are 
retained in the personnel office until the employee leaves the agency. 
At that time the permanent portion of the OPF is transferred to the 
gaining Federal agency and teniporary OPF records are destroyed 
by shredding or burning. Copies of records authorized to be main- 
tained by supervisors or other operating .offices are destroyed by 
shredding or burning when the employee leaves the agency. Operat- 
ing records maintained within the Civilian Personnel Office may be 
retained up to three years, as needed. When no longer needed, they 
may be destroyed by burning or shredding. 

System managers) and address: 

Staff Director, Office of Civilian Personnel, Headquarters, Defense 
Logistics Agency, and Directors of Civilian Personnel at DCSC, 
DRMS, DESC, DGSC. DPSC, DDMt, DDdU, DDRW, DDMP, 
DASC, DCMDs. Official mailing addresses are published as an ap- 
pendix to DLA's compilation of record system notices. 

Notification procedures: 

. Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to or make a personal visit to the activity where the record 
is maintained. Official mailing addresses are published as an appendix 
to the agency's compilation of record system notices. 

Individuals must provide name (last, first, middle initial) and SSN 
in order to determine whether or not the system contains a record 



about them. With a written request, individual must provide a return 
address. • 

For personal visits, the individual should be able to provide some 
acceptable identification, such as employing office identification card. 

Record access procedures: 

Individuals seeking access to information about themselves is con- 
tained in this system of records should address written inquiries to or 
make a personal visit to the activity where the record is maintained. 
Official mailing addresses are published as an appendix to the agen- 
cy's compilation of record system notices. 

The request is to contain the name of the individual (last, first, 
middle initial) SSN, return mailing address, telephone number where 
individual can be reached during the day, and a signed statement 
certifying that the individual understands that knowingly or willfully 
seeking or obtaining access to records about another individual under 
false pretenses is punishable by a fine of up to 5,000 dollars. Com- 
plete records are maintained only on magnetic tapes or discs and are 
not available for access by personal visits. Official mailing addresses 
are published as an appendix to DLA*s record system notices. 

Contesting record procedures: 

DLA rules for contesting contents and appealing initial agency 
determinations are contained in DLA Regulation 5400.21, "Personal 
Privacy and Rights of Individuals Regarding Their Personal 
Records"; 32 CFR part 1286; or may be obtained from the system 
manager. 

Record source categories: 

Agency supervisors and administrative personnel, medical officials, 
previous federal employers, U.S. Office of Personnel Management 
and applications and forms completed by individual: 

Exemptions claimed for the system: 

None. 

S434.87DLA-C 

System name: • . 
Debt Records for Individuals. : 
System location: 

Primary System: Accounting and Finance Division, Finance Sys- 
tems Branch, Headquarters, Defense Logistics Agency (HQ DLA). 

Secondary System: DLA Primary Leyel Field Activities (PLFAs). 

Categories of individuals covered by the system: 

Individuals, including members of the general public, current and 
former civilian employees and military personnel, who are indebted 
to the DLA. Also included are those individuals who are indebted to 
other Federal agencies and for whom DLA has assumed collection 
responsibility. 

Categories of records iiii the system: 

Administrative reports^ with supporting documentation of individ- 
ual's financial condition, such as pay, grade, salary, or financial 
documents furnished by individual, personnel actions and requests 
from the individuals for waiver of indebtness.. 

Authority for maintenance of the system: 

31 U.S.C. 951-953, 'Federal Claims Collection Act of 1966*; Pub. 
L. 90-616; Pub. L. 92-453. 
Purpose(s): 

Information is used to collect monies owed the United States 
Government. Information is maintained to support case files; financial 
statements provide ah understanding of individuals* financial condi- 
tion with respect to request for deferment of payment. 

Routine uses of records maintained m the system, including catego- 
ries of users and the, purposes of such, uses: 

If debtors do not enter into satisfactory payment arrangements or 
demonstrate a legitimate, dispute within a specific period, the debt 
may be reported to a commercial credit bureau, or consumer report- 
ing agency. 

Case files on uncollectible debts are forwarded to the U.S. General 
Accounting Office, Department of Justice, or a United States Attor- 
ney for further collection action. 

See also blanket routine uses set forth above. 

Disclosure to consumer reporting agencies: ' 

Disclosures pursuant to 5 U.S.C. 552a(b)(12): Disclosure pursuant 
to 5 U.S.C. 552a(b)(12) may be made from this system to 'consumer 
reporting agencies' as defined in the Fair Credit Reporting Act, 15 
U.S.C: 1681a(0 or the Federal Claims Collection Act of 1966, 31 
U.S.C. 3701(a)(3). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by name. 

Safeguards: . 

Files are located in the Finance Systems Branch, Accounting Fi- 
nance Division, Office of the Comptroller, HQ DLA. Access is 
limited to personnel of the Division except in those instances where 
other personnel may have an ofPcial requirement for the files, such 
as the General Counsel, DLA, . 

Retention and disposal: 

Records are destroyed ten years after all aspects of the case are 
closed. Collected in full claims are retained for six months and then 
destroyed. Claims terminated, compromised or waived are retained 
for three years and subsequently retired to Federal Records Center, 
held for remaining years and destroyed. Claims settled by U.S. Gen- 
eral Accounting Office, retained one year after settlement and retired 
to Federal Records Center, held for remaining years and retired. 

System manager(s) and address: 

Chief, Finance Systems Branch, Accounting and Finance Division, 
Office of Comptroller, HQ DLA. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager, 
Record access procedures: 

Official mailing address is in the DLA Directory. Written requests 
from individual should contain their full name, current address and 
telephone number. For personal visits, the individual should be able 
to provide acceptable identification, such as an employee badge or 
driver's license, etc. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

Records obtained from Primary Level Field Activities (disbursing 
offices and/or personnel officer) in the form of copies of official 
government documents. Records also obtained from other Federal 
agencies,, financial institutions, members of- the general public and 
from the individual concerned. Accuracy of such records will be 
verified, as necessary, by requesting sworn or notarized statements, 
matching the various records and by comparison with official gov- 
ernment records. 

Exemptions claimed for the system: 

None. 

S491.10DLA-M 

System name: 

Nonappropriated Fund (NAF) Membership Records. 
System location: 

Military at Defense Construction Supply Center (DCSC), Defense 
Electronics Supply Center (DESC), Defense General Supply Center 
(DGSC), Defense Personnel Support Center (DPSC), Defense Depot 
Ogden (DDOU), and Defense Distribution Region West (DDRW), 
Community Club at Defense Depot Memphis (DDMT). See official 
mailing addresses contained in the Address Directory published as an 
appendix to DLA*s systems notices. 

Categories of individuals covered by the system: 

Members of the NAF active/retired military and civilians. 

Categories of records in the system: 

Daily Status Report on VOQ, Pool and Swimming Class Registra- 
tions, and Liability Agreement between activity and participants. 
Record contains the member's name, rank, social security number, 
spouse's name, birth date, and home/office telephone number. 

Authority for maintenance of the. system: 

5 U.S.C. 301 and 302. 

Purpose(s): 

The records provide current listings of club memberships. They 
are used by the manager of the fund to determine eligibility for 
membership, mailing NAF activity notices, billing for dues and 
charges, indicating payment or nonpayment of dues, membership 
card number, to register applicants, maintain records for future class- 
es and in cases of emergency. The record could be used by the 
Counsel to terminate membership for nonpayment of dues. • ^ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



See the **Blanket Routine Uses" set forth at the beginning of 
DLA's compilation of record system notices apply to this record 

system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Card files and filing cabinets. The records may also be automated. 
Retrievability: 

Filed alphabetically by last name. 
Safeguards: 

Maintained in areas accessible only to authorized personnel. 
Retention and disposal: 

Destroyed one year after member departs, after auditing or after 
purpose has been served. 

System manager(s) and address: 

The manager of the NAF at DCSC, DESC, DGSC, DPSC, 
DDMT, DDOU, DDRW. Official mailing addresses are published as 
an appendix to DLA's compilation of record system notices. 

Notification procedures: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to the system manager of the particular activity involved. 
Official mailing addresses are published as an appendix to DLA's 
compilation of record system notices. The written request must be 
signed. 

For personal visits,, individuals must present proper identification. 
Record access procedures: 

Individuals seeking access to information about themselves is con- 
tained in this system of records should address inquiries to the system 
manager of the particular activity involved. Official mailing addresses 
are published as an appendix to the agency's compilation of record 
system notices. 

Contesting record procedures: 

The Defense Logistics Agency rules for contesting contents and 
appealing initial agency determinations are contained in DLA Regu- 
lation 5400.21, "Personal Privacy and Rights of Individuals Regard- 
ing Their Personal Records"; 32 CFR part 1286; or may be obtained 
from the system manager. 

Record source categories: 

Assignment orders, identification cards, and financial records. 
Exemptions claimed for the system: 

None. 

S493.10DLA-K 

System name: 

Official Personnel Folders for Non-Appropriated Fund Employees. 
System location: 

Geographically and organizationally decentralized to the Defense 
Logistics Agency (DLA) Primary Level Field Activities (PLFAs) 
which employ nonappropriated fund employees. 

Categories of individuals covered by the system: 

All employees of nonappropriated fund (NAF) instrumentalities of 
DLA and former employees of such activities. 

Categories of records in the system: 

Folders containing various forms and records pertaining to the 
.selection and appointment of NAF employees, personnel actions and 
other records originating during an employee's service and records 
pertaining to the employee's separation, classification, training, ad- 
verse or disciplinary actions, and other employment related forms 
and documents. 

Authority for maintenance of the system: 
5U.S.C. 301 and 302 10 U.S.C. 136. 
Purpose(s): 

The information is collected and maintained to provide personnel 
officials and supervisory officials with information on which to base 
employment decisions afTectinjg employees. It also provides a record 
of the employee's employment. The use of the record is restricted to 
official personnel administration uses. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The information is also used for answering inquiries from credit 
sources or other outside sources such as prospective employers when 
appropriate, and requested. 
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See also blanket fputine uses set forth above. 
Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by employee name. 

Safeguards: . „ . 

Maintained in locked filing cabinets. Direct access to the files is 
limited to civilian personnel office employees and to supervisors and 
others who are identified as having a specific and legitimate need. 

Retention and disposal: 
■ Folders are maintained for the duration of the employee's employ- 
ment. They are retired to the National Personnel Records Center 
(Civilian Personnel Records), 1 1 1 Winnebago Street, St.- Louis, MO 
63118, 180, days after separation. 

System manager(s) and address: 

Civilian ^Personnel Officers (CPOs) of DLA PLFAs where there 
are NAF employees. , : . 

Notification procedure: » 

Request for information from an employee about himself or herself 
should be forwarded to the System Manager at the PLFA where the 
employment occurred, and contain requester's full name and location 
of organization where employed. The requester may visit the Office 
of Civilian Personnel of the appropriate PLFA to obtain information 
on whether the .system contains records pertaining to him or her. 

Record access procedures: 

Individuals should contact the System Manager. Official mailing 
addresses are in the DLA Directory. Written requests should include 
requester's full name, job title and name of organization where* em- 
ployed. For personal visits employee should be able to provide some 
acceptable identification such as driver*s license or employee identifi- 
cation badge. . . . 

Contesting record procedures: , 

' The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System . . 
Record source categories: • 

Information contained in the folder is obtained from the employ- 
ee*s previous employer educational institution, trade associations, ref- 
erences and; others who would have: knowledge of the employee's 
skills or employment characteristics and papers originating with the 
activity during the employee's work history. 

Exemptions claimed for the system: 

None. 

S690.10PLA-W 

System name: " 
Individual Vehicle Operators, File. 
System' location: 

Decentralized At all Primary Level, . Field Activities (PLFAs) 
which issue vehicle operator's Identification Cards (I.D.): Heads of 
PLFAs. 

' Categories of individuals covered by the system: 

All persons for whom Defense Logistics Agency (DLA) has issued 
permits to operate motor vehicles or equipment. 
.^Categories of records in the system: 

. Applications for identification cards vyhich may include personal 
data-and the following: State and number, of currently valid license; 
list of arrests or summonses for violation of motor vehicle laws 
(excluding parking violations) and convictions, if any;, suspensions or 
revocations of his state license or identification card within the past 
five years and any motor vehicle accidents within the past five years. 
Standard form 47 and other related papers. 
Authority for maintenance of the system: 

40 U.S.C.'471, Federal Property and Administrative Services Act 
of 1949, as amended Federal Personnel Manual Chapter 930. 
Purppse(s): * . 

Records are maintained and used by DLA officials to determine an 
individual's qualifications and fitness to operate government vehicles 
and/or equipment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Furnished to local, state and federal law enforcement agencies and 
courts for use during investigations and court proceedings. 



See also blanket routine uses set forth above. 
Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders. , 

Retrievability: . ' , ,j 

Filed alphabetically by name and Social Security Number. 
• Safeguards: 

Records are accessible only to DLA officials. 
Retention and disposal: 

Records are destroyed 3 years after the individual's termination or 
transfer or after cancellation of authorization. . • 
System manager(s).and address: 
Heads of PLFAs. 

Notification procedure: . 

Written or personal requests for information may be directed to 
the System Manager. Individual must provide full name and name of 
DLA activity at which licensing occurred, or if individual is or was 
a DLA employee, name of employing activity is also required. 

Record access procedures: 

Official mailing addresses of the System Managers are in the DLA 
Directory. Written requests for information should contain the full 
name, current address and telephone numbers of the individual. For 
personal yisits, the individual should be able, to provide some accept- 
able identification, that is, driver's license, employing office identifi- 
cation card, and give some verbal information that could be verified 
from his file. . , - 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 

State driver's licenses Standard Forms 47 and 46, DD Forms 1360, 
Motor Vehicle Operator Qualifications and Record of Licensing Ex- 
amination and Performance DLA Forms 1723, Application/Record 
for U.S. Government Motor Vehicle .Operator's Identification Card 
(SF-46); Goiirt jecords, supervisors notes and comments and related 
documents. 
- Exemptions claimed for the system: 
None. 

S810.50DLA-P-1 

System name: 
Contracting Officer Files. . . 
System location: 

Director of Procurement, Headquarters, Defense Logistics Agency 
(HQ DLA) and Heads of DLA Primary Level Field Activities. 
Categories of individuals covered by the system: 

All present and former contracting officers. , . 

Categories of records in the system: 

Contracting Officer Certificate of Appointments; Contracting Offi- 
cer Appointment Documentation Sheet (contains information on edu- 
cation, training and experience)^ and related documents. 

Authority for maintenance of the system: 

10 U.S.C. 2302; Defense Acquisition Regulation l-405-2(b) and 
Defense Logistics Procurement Regulation 1-405. 2(b)V 

Purpose(s): 

DLA Headquarters - Proyide a current profile of each contracting 
officer. . . 

Field Activities - Necessary to maintain an active, centralized 
control over the issuance of contracting officer warrants. This file is 
a registry for the quantity of warrants and their distribution. The 
information is used by the members of the Contracting 'Officer 
Review Board, at activities where they exist, to perform their func- 
tion of advising and recommending to the commander the issuance 
or revocation of warrants. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

See blanket routine uses listed above. > ' 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ' 

Storage: 

Paper records in file folders and loose leaf binders. 
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Retrievability: 

Filed by organizational activity and alphabetically by last name of 
contracting officer. 

Safeguards: 

Records are maintained, in an area accessible to Office of Procure- 
ment Policy personnel. 

Retention and disposal: ^ 

Documents relating to and reflecting the designation of Contract- 
ing Officers and terminations of such designations (Designating 
Office - Destroy 6 years after termination of appointment. Others - 
Destroy upon termination of appointment). 

System manageKs) and address: 

Executive Director, Directorate of Procurement DLA and Heads 
ofPLFAs. 

Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager, Individual must provide full name and name of 
DLA activity at which employed. 

Record access procedures: 

Official mailing addresses of System Manager are in the DLA 
Directory. Requests should contain the full name, current address 
and telephone number of the individual. For personal visits, the 
individual should be' able to provide some acceptable identification, 
that is driver's license, or DLA identification card. 

Contesting record procedures: 

The DLA rules for contesting records contents may be obtained 
from the System Manager. 

Record source categories: 

Employee's supervisors Contracting Officer Review Board. 

Exemptions claimed for the system: 

None. 

S835.50 DLA-N 

System name: . 

Hazardous Materials Exposure History System. 
System location: 

Records are maintained at the DLA/DNSC stockpile depots fol- 
lowing locations: 
Zone Offices: 

Zone 1 Management Office, Room 19-116, 26 Federal Plaza, 

New York, NY 10278. 
Zone 2 Management Office, 3200 Sheffield, Hammond, IN 

46327. 

Zone 3 Management Office, 819 Taylor Street, Fort Worth, TX 

76102. 
Stockpile Depots: 

Binghamton Depot, Hoyt Avenue Binghamton, NY 13901. 
Sommerville Depot, State Highway 206, Sommerville, NJ 08876. 
Curtis Bay Depot, Ordance Road, Rt. 710, Baltimore, MD 

21226. 

. Scotia Depot, Scotia, NY 12302. 
Point Pleasant Depot, 2601 Madison Avenue, Point Pleasant, 
WV 25550. 

Hammond Depot, 3200 Sheffield Avenue, Hammond, IN 46327. 

Casad Depot, New Haven, ID 46774. 

Sharon ville Depot, PO Box 41131, Cincinnati, OH 45241. 

Warren Depot, Pine Street Extension, Warren, OH 44482. 

Fort Worth Depot, Fort Worth, TX 76102. , 

Gadsden Depot, PO Box 918, Gadsden, AL 35902. 

Baton Rouge Depot, 2695 N. Sherwood Forest Drive, Baton 

Rouge, LA 70814. 
Clearfield Depot, PO Box 1279, Freeport Station, Clearfield, UT 

84016. 

Stockton Depot, PO Box 6039, Stockton, CA 95206. 

Categories of individuals covered by the system: 

Personnel working in or visiting storage areas containing hazard- 
ous materials. 

Categories of records in the system:^ 

Records consist of the daily dosage of radiation received and 
hourly exposure to dangerous levels of asbestos. The records are 
primarily used by officers and employees of the agency who have a 
need for the records in the performance of their duties. 

Authority for maintenance of the system: 

Occupational Safety and Health Act of 1970, as amended: 5 U.S.C. 
5108, 5314, 5315, 7902; 15 U.S.C. 633, 636; 18 U.S.C. 1114; 29 U.S.C. 



553, 651-678; 42 U.S.C. 3142-1; 49 U.S.C. App., 1421; Executive 
Order 9397 (SSAN). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information on exposure readings is provided to the regulatory 
agencies charged with the responsibilities for regulating the handling 
of hazardous materials. The. blanket routine use statements set forth 
at the beginning of the DLA listings of systems of records are also 
applicable to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper forms. , ' ' ^ 

Retrievability: 

Filed alphabetically by indiyiduars name. 
Safeguards: 

Buildings employ security guards and records are maintained in 
areas accessible only to authorized personnel of DLA. 
Retention and disposal: * 

Records are retained permanently. • 
System manager(s) and address: 

Staff Director, Directorate of Stockpile Management (DLA-N), 
Defense Logistics Agency, 18th and F Streets, NW., Washington, 
DC 20405. , . 

Notification procedure: 

Individuals may obtain information about whether they are part of 
this system of records from the director of the applicable activity . 
that the individual is or was employed with. If not known, general 
inquiries should be made to the system manager. 

Record access procedures: 

Requests from individuals to access records should be addressed to 
the official cited above. In person requests may also be made during 
normal business hours at each location listed. For written requests, 
the individual should provide full name, address, telephone number, 
period of employment, and the position held to assist the office in 
locating the record. For personal visits, the individual should be . able 
to provide some acceptable identification such as driver's license or 
employee identification card. Only general inquiries may be made by 
telephone. 

Contesting record procedures: 

DLA rules for access to records and for contesting contents are 
contained in DLA Regulation 5400.21, 32 CFR part 1286. 
Record source categories: 

Information in this system of records is obtained from film badges, 
dosimeters, other instrumentation, work logs, and medical examina- 
tions. . , 

Exemptions claimed for the system: 
None. 

S850.ld DCMC-Q 

System name: 

Contractor Flight Operations. 
System location: 

All Defense Logistics Agency activities who approve contractor 
aircraft flight and ground operations procedures or utilize contractor 
personnel who operate aircraft for the government. Contact HQ 
DLA-DCMC-QF, Cameron Station, Alexandria, VA 22304-6190 for 
a list of current system locations. 

Categories of individuals covered by the system: 

All contractor personnel who operate aircraft for the Defense 
Logistics Agency for which the government assumes some risk of 
loss or damage. It covers both flight crewmember and noncrew- 
member personnel designated by a contractor to conduct flights, 
perform functions while the aircraft is in flight, or perform ground 
operations in support of such flights. 

Categories of records in the system: 

Name; Social Security Number; home address and telephone 
number; date of birth; security clearance data; education; military 
service data; flight qualification, proficiency, training, and experience 
records; standardization and evaluation data; safety and mishap 
records; medical and physiological data; and similar data. 

Authority for maintenance of the system: 
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10 U.S.C. 136, Assistant Secretaries of Defense; 10 U.S.C. 2302; 
Defense Logistics Agency Regulation 8210.1, and Executive Order 
9397. 

Purpose(s): ' ' . . 

Used to monitor and manage individual contractor 'flight' and 
ground personnel records. . 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of the uses: 

, Information from this system may be disclosed to the Federal 
Aviation Agency or the appropriate civil aviation authority or "for- 
eign military department in the course of certifying individuals, in- 
vestigative flight mishaps, and conducting rescue operations. 

The **Blanket Routine Uses" set forth at the beginning of DLA*s 
compilation of systems of records notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, and lUsposing 
of records in the system: 

Storage: 

Maintained in file folders^ notebooks, computers and computer 
output products. 
Retrievability: 

Filed by name of Social Security Number. 

Safeguards: .. . - 

Records are. accessed by custodian of the records or by persons 
responsible for servicing the record system in performance of their 
actual duties who are properly screened and cleared for need to 
know. Records are stored in locked cabinets and rooms are ^con- 
trolled by personnel screening and computer software. 

Retention and disposal: 

..Records are; maintained in the system until contract termination, at; 
which time they will be destroyed if rib longer needed. 
System manager(s) and address: 

HQ DLA-DCMC-QF, . Cameron Station, . Alexandria, VA 22304- 
6190. ' ' . . 

Notification procedure: , < . 

Individuals seeking to determine whether information about' them- 
selves is contained in, this system of records should address written 
inquiries to HQ DLA-DCMC-QF, .Cameron Station, Alexandria, 
VA 22304-6190 or to the system location- where the flight, certifica- 
tion is recorded. Individuals .will be asked to provide name^ social 
security number, or both, to facilitate access. 

Record access procedure: 

Individuals seeking access to information - about themselves con- 
tained in this system of records should address written notarized, 
inquiries to HQ DLA-DCMC-QF, Cameron Station, Alexandria, 
VA 22304-6 li90 or to the system location where the flight certifica- 
tion is recorded. For personal visits, the individual may be asked to 
show a valid identification card, - a drivers' license, or some similar- 
proof of identity. 

Contesting record procedures: 

The DLA rules for contesting contents and appealing initial 
agency determinations are contained in DLA Regulation 5400.21, 
Personal Privacy and Rights of Individuals Regarding Their Personal 
Records; 32 CFR part 1286; or may be obtained from the system 
manager. 

Record source categories: 

Information is provided by the individual or from training, evalua- 
tion, and examination, records. 
Exemptions claimed for the; system: 

None. 

S866.15PPSC 

System name: 

Manufacturing Payrbl'l System; Weekly Piece Work: 
. System location: 

Defense Personnel Support Center (DPSC), Philadelphia, PA. 
Categories of individuals covered by the system: 
Current and former civilian personnel who have been paid by the 
Manufacturing Payroll System. 
Categories of records in the system: 

Reports are maintained that contain all the data which affect an 
employee's pay, deduction, employer contributions, leave and retire- 
ment. ' 
Authority for maintenance of the system: 
5 U.S.C. Ch. 53, *Pay Rates & Systems*: 10 U.S.C. 136. 



Purpo$e(s): 

Information is maintained for purposes of affecting the weekly pay. 
Information is used by Agency supervisors and managers - to deter- 
mine leave usage, manpower allocations and labor distribution. 

Payroll office - to compute and. control payroll. 

Personnel office - to determine leave usage and changes that affect 
an employee's pay. 

Security office - to determine location of employees. 

Disbursing office - to determine the distribution of checks and 
bonds. 

Officials deisignated by the Commander, DPSC - to perform law 
enforcement, safety, and vehicle registration/parking diities. Only the 
following information will be accessed and used: Name, address, date 
of birth, office phone number, directorate and office where individual 
assigned, category (military or civilian), and shift number. This infor^: 
mation will be used as a control to ensure the integrity of information 
in systems of records S161.30 DLA-T and S161.50 DLA-T. The 
information will be used to facilitate the audit of such files. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used by: . 

Financial Institutions - to determine disposition of net pay or 
allotments' of pay. 

Treasury Department - to determine registration of bonds and. 
federal tax allocation. , 

Unions, charities, and insurance "organizations to determine partici- 
pation in these organizations. 

Office of Personnel Management to determine status of employee 
and for disposition of retirement records. ... 

State and local taxing authorities - to determine tax liability. 

Non-government organizations - to verify employment and credit 
data furnished to financial institutionis by employee. ^ 

Bureau of Employment Compensation - to process eniployee dis- 
ability claims. 

State employment offices - to submit data for unemployment com- 
pensation. 

Local courts - to determine disposition of pay withheld for gar- 
nishment of wages. ' : 

See also blanket routine uses above. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Magnetic tape, disc pack, computer paper printouts, paper records 
in file folders. 
Retrievability: 

Records . are maintained in alphabetical and employee number 
order. 

Safeguards: ' . , 

Access to mechaiiical records i'^ limited to authorized DPSC data 
systems personnel. All other records are maintained in areas accessi- 
ble only to office personnel. Security/Law Enforcement personnel 
who access this information through computer terminals (used as 
control for the integrity of information in Systems SI 61. 30 DLA-T 
and SI 61.50 DLA-T) have been cleared and must have an official 
need-to know. Furthermore, the information accessed from this 
system is limited to the items and uses under *Purpose(s)| and is 
password protected in the Automated System. 

Retention, and disposal: 

Records are retained 18 months to 3 years after the active termina- 
tion of employ nrient. ' , 
System manager(s) aiid address: 

Chief, Accounting and Finance Division, Office of Comptroller, 
DPSC. 
Notification procedure: 

Written or personal requests for information may be directed to 
the System Manager. 
Record access procedures: 

Written requests must contain the full name and Social Security 
Number of the employee. Employees making a personal request must 
present identification, i.e., employee badge, driver's license, etc. Offi- 
cial mailing addresses are in the DLA Directory. • ! ^ 

Contesting record procedures: ' 

The DLA rules for contesting contents arid appealing initial deter- 
minations may be obtained from the System Manager. 
Record source categories: 
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Employee's supervisors, civilian personnel offices, financial institu- 
tions, local courts, other government agencies. 

Exemptions claimed for the system: 

None. 



DEFENSE LOGISTICS AGENCY OFFICIAL 
MAILING ADDRESSES 

Headquarters, Defense Logistics Agency, Cameron Station, Alex- 
andria, VA 22304-6100. The following officials are located at the 
Headquarters address. 

Assistant Director, Information Systems and Technology 

Assistant Director, Policy and Plans 

General Counsel 

Comptroller 

Staff Director, Congressional Affairs 

Staff Director, Public Affairs 

Staff Director, Command Security 

Staff Director, Administration 

Staff Director, Civilian Personnel 

Staff Director, Installation Services and Environmental 

Protection 
Staff Director, Contracting Integrity 
Staff Director, Military Personnel 

Staff Director, Small and Disadvantaged Business Utilization 

Executive Director, Contracting 

Executive Director, Supply Operations 

Executive Director, Technical and Logistics Services 

Executive Director, Contract Administration 

Executive Director, Quality Assurance 

DEFENSE LOGISTICS AGENCY PRIMARY LEVEL 
FIELD ACTIVITIES (ALPHABETICALLY BY 
STATE) 

California 

Defense Contract Administration, Services Region, Los Angeles, 
222 N. Sepulveda Boulevard, El Segundo, CA 90245-4320. 
Defense Depot Tracy, Tracy, CA 95376-5000 

Georgia 

Defense Contract Administration, Services Region, Atlanta, 805 
Walker Street, Marietta, GA 30060-2789. 

Illinois 

Defense Contract Administration, Services Region, Chicago, 
O'Hare International Airport, 6400 North Mannheim Road, PO Box 
66475, Chicago, IL 60666-0475. 

Massachusetts 

Defense Contract Administration, Services Region, Boston, 495 
Summer Street, Boston, MA 02210-2184. 

Michigan 

Defense Logistics Services Center, Federal Center, Battle Creek, 
MI 49017-3084. 



Defense Reutilization and Marketing Service, Federal Center, 
Battle Creek, MI 49017-3092. 

Missouri 

Defense Contract Administration, Services Region, St. Louis, 1222 
Spruce Street, St. Louis, MO 63103-2811. 

New York 

Defense Contract Administration, Services Region, New York, 201 
Varick Street, New York, NY 10014-4811. 

Ohio 

Defense Contract Administration, Services Region, Cleveland, An- 
thony J. Celebrezze Federal Building, 1240 East Ninth Street, Cleve- 
land, OH 44199-2063. 

Defense Construction Supply Center, PO Box 3990, Columbus, 
OH 43216-5000. 

Defense Logistics Agency Systems, Automation Center, PO Box 
1605. Columbus, OH 43216-5002. 

Defense Electronics Supply Center, 1507 Wilmington Pike, 
Dayton, OH 45444-5000. 

Defense Depot Columbus, c/o DGSC. Columbus, OH 43217-5000. 

Defense Logistics Agency Finance Center, PO Box 182317, Co- 
lumbus, OH 43218-2317. 

Pennsylvania 

Defense Depot Mechanicsburg, 5450 Carlisle Pike, PO Box 2030, 
Mechanicsburg, PA 17055-0789.* 

Defense Contract Administration, Services Region, Philadelphia, 
2800 South 20th Street, Philadelphia, PA 19101-7478. 

Defense Industrial Supply Center, 700 Robbins Avenue, Philadel- 
phia, PA 19111-5096. 

Defense Personnel Support Center, 2800 South 20th Street, Phila- 
delphia.. PA 19101-8419. 

Tennessee 

Defense Depot Memphis, Memphis, TN 38114-5297. 
Defense Industrial Plant, Equipment Center, 2163 Airways Boule- 
vard, Memphis, TN 381 14-505 1 . 

Texas 

Defense Contract Administration, Services Region, Dallas, 1200 
Main Street, Dallas, TX 75202-4399. 

Utah 

Defense Depot Ogden, Ogden, UT 84407-5000. 

Virginia 

Defense Technical Information Center, Cameron Station. Alexan- 
dria, V A 22304-6145. 

Defense Fuel Supply Center, Cameron Station, Alexandria, VA . 
22304-6160. 

Defense Logistics Agency Administrative, Support Center, Camer- 
on Station, Alexandria, VA 22304-6130. 

Defense General Supply Center, Richmond, VA 23297-5000. 
Defense Depot Richmond, c/o DGSC, Richmond, VA 23297- 

5000. 

Defense National Stockpile Center, 1745 Jefferson Davis Highway, 
Arlington, VA 22202-5000. 
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REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be, provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket *routine uses* of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine , uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 

REQUESTING INFORMATION 

* 

A record from a system of records inaintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter. 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ-. 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-PRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of riecords maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as may be 
authorized by law. 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
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Govemmeirt for the puipose of counterintelligence activities anthor- 
iized by O-S. Law or Executive Order or for the purpose of enforcing 
ilaws which jpuotect Ihe national secraity of the Uarited States. 



Vim 

System name: 

Privacy and Freedom of Information Request Records. 
System location: 

Defense Investigative Service, Information and Public Affairs 
Office, 1900 Half St., SW, Washington, DC 20324-1700. 

Categories of individuals covered by the system: 

Individuals who have submitted requests or who were the subject 
of requests under 5 U.S.C. 552 and 552a. 

Categories of records in the system: 

Copies of all correspondence with requesters or pertaining to re- 
quests for information released or withheld; summaries, and logs of 
actions taken regarding requests. 

Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations. 

5 U.S.C. 552 as amended by Pub.L. 93-502, Freedom of Informa- 
tion Act. 

5 U.S.C. 552a, Pub.L. 93-579 Privacy Act of 1974. 
PurposeCs): 

To permit responses to individual requests; to document actions 
taken in subsequent requests (including correction and amendment 
actions), appeals, or litigation; and to serve as. a basis for reports and 
implementing directives. * 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses listed at the beginning of this component's 
published systems notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: . 

Paper records in file folders and microfilm. 
Retrievabitity: 

Information is retrieved by the name of the subject of the request. 
Safeguards: 

Records are maintained in security containers and only personnel 
who have a need to know the information are permitted access. 
Retention and disposal: 

A log entry is made and a file folder established upon the receipt 
of each request. Copies or summaries of key documents are retained 
for as long as released material is retained. 

System manager(s) and address: 

Information and Public Affairs Office at the address listed under 
location. 
Notification procedure: 

Requests should be addressed to the SYSMANAGER. The full 
and the approximate dates of earlier requests are necessary for re- 
trieval of information. Information and Public Affairs Office, Defense 
Investigative Service, 1900 Half St., SW, Washington, DC 20324- 
1700 may be visited by personnel making inquiries regarding this 
system. A check of personal identification will be required of jall 
visitors making inquiries for personal records. 

Record access procedures: 

Access may be obtained through the SYSMANAGER at the ad- 
dress previously listed. 
Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations may be obtained from the SYSMANAGER. 
Record source categories: 

Information in this system is obtained from requesters, from other 
federal agencies with collateral interest in a request, and from 
records which were the subject of requests. 

Exemptions claimed for the system: 

Information in this system may identify all or portions of records 
previously withheld in accordance with the exemptions of 5 U.S.C. 
552(b) or 5 U.S.C. 552(a) (j) or (k). Any such exemptions will 
continue on requests of this system submitted under the same law. 

Vl-02 

System name: 



DIS Personnel Locator System. 
System location: 

Primary System-Defense Investigative Service, Assistant Director 
(Management and Resources), 1900 Half St., SW, Washington, DC 
20324-1700. 

Decentralized segments - Field units including centers. (See direc- 
tory listed at the end of this systems notices) 
Categories of individuals covered by the system: 
Military and civilian personnel assigned or attached to DIS. 
Categoric of records in the system: 

Primary sIS Form 47, 'DIS Locator Card*, Fieldtor Card', Field 
units decentralized segments include DIS Form 47 or optional docu- 
ments reflecting the required information. 

Authority for maintenance oiF the system: 

5 U.S.C. 301. DoD Directive 5105.42, and DIS Regulation 01-10. 
Purpose(s): 

Records are used: To maintain a locator system of all personnel 
assigned to the Defense Investigative Service; to determine current 
assignment of DIS personnel; as an aid in distributing communica- 
tions addressed to individuals and to make and to verify entries in 
required personnel rosters, directories, and listings subject to certain 
restrictions placed on the information by the individuals concerned. 

Routine uses of records maintained in the system, including catego- 
ries of users and tlie purposes of such uses: 

See blanket routine uses listed at the beginning of this components 
published system notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records. 

Retrievability: 

Filed alphabetically by last name. 
Safeguards: 

Filed in security containers or locked file cabinets accessible only 
to authorized personnel who clearly have a need to know the infor- 
mation. 

Retention and disposal: 

Records remain in the active file iintil departure of the individual, 
then they are placed in the inactive file and destroyed after one year. 
System manager(s) and address: 

Defense Investigative Service, Administrative Services Division, 
1900 Half St., SW, Washington, DC 20324-1700. 
Notification procedure: 

Information may be obtained from the primary system by contact- 
ing the SYSMANAGER. Information regarding decentralized seg- 
ments may be obtained from the field unit maintaining portions of 
these records. (See directory listed at the end of this systems notice.) 

Record access procedures: 

Access to any records maintained as a part of this system may be 
obtained from the System manager or field unit maintaining them. 
Contesting record procedures: 

While not considered applicable, DIS rules are described in DISR 
28-4 (32 CFR part 298a). 
Record source categories: 

From the individual on whom records are maintained. 

Exemptions claimed for the system: 

None. 

V2-01 

System name: 

Inspector General Complaints. 
System location: 

Defense Investigative Service, Inspector General, 1900 Half Street, 
SW., Washington, DC 20324-1700. 

Categories of individuals covered by the system: 

Past and present employees of DIS and individuals who have made 
a complaint, or are the subject of a complaint; or whose request for 
action, assistance or information has been referred to the Inspector 
General. 

Categories of records in the system: 

Documents relating to the organization, planning and execution of 
internal/external investigations, records created as a result of investi- 
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gations conducted by the Office of the Inspector General including 
reports of investigations, records of action taken and supporting 
papers. Files may include documents which have been provided by 
individual complainants or by others. These records include investi- 
gations of both organizational elements and individuals. 
Authority for maintenance of the system: 

5 U.S.C. 301, Departmental Regulations, DoD Directive 5105.42, 
Defense Investigative Service; DoD Directive 5200.26, Defense In- 
vestigative Program. 

Purpose(s): 

Information in the system is collected to resolve a complaint, 
redress a problem or provide assistance, correct records, take or 
recommend disciplinary action, reevaluate or rescind previous actions 
or decisions, conduct or recommend formal investigations or inquir- 
ies, provide assistance or guidelines in following prescribed proce- 
dures for specific problems, provide advice on how to obtain excep- 
tion to policy, and to inform the Director of DIS on activities of the 
Office of the Inspector General. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

. The "Blanket Routine Uses" published at the beginning of Defense 
Investigative Service's compilation of system of record notices apply 
to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
, Storage: , . 

Paper records in file folders and computerized log, 

Retrievability: 

Paper records are filed by subject matter and case/accession 
number. Electronic records are filed by case/accession numbers. 
Safeguards: 

Files are contained in security containers accessible only to the 
Inspector General staff. Information from this record system is made 
available only to authorized personnel. 

Retention and disposal: 

Records are temporary and are destroyed two years after final 
action. Paper records are destroyed by shredding or burning. Elec- 
tronic records are erased or overwritten. 

System manageKs) and address: 
. Defense Investigative Service, Inspector General, 1900 Half Street, 
SW., Washington, DC 20324-1700. ' 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to the Defense Investigative Service, Privacy Act Office, 
PO Box 1211, Baltimore, MD 21203-1211. 

Record access procedures: , 

Individuals, seeking access to records about themselves contained in 
this system of records should address written inquiries to the Defense 
Investigative Service, Privacy Act Office, PO Box 1211, Baltimore, 
MD 21203-1211. 

A request for information must contain the full name of the subject 
individual. 

Personal visits will require a valid driver's license or other picture 
identification and are limited to the Privacy Act office. 
Contesting record procedures: 

The agency's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are con- 
tained in DIS Regulation 28-4, Access to and Maintenance of DIS 
Personal Records; 32 CFR part 298a; or may be obtained from the 
Defense Investigative Service, Office of Information and Public Af- 
fairs, 1900 Half Street, SW., Washington, DC 20324-1700. 

Record source categories: 

Personal interviews; DIS personnel office; consolidated civilian 
personnel offices; DIS comptroller; military personnel offices, finance 
offices, and medical record repositories; DIS investigative files. 

Exemptions claimed for the system: 

None. 

V3-01 

System name: 

EEO Complaints and Affirmative Employment Program Plans. 
System location: 

Primary system: Defense Investigative Service, Director, Office of 
Affirmative Action and Equal Opportunity Policy, 1900 Half Street, 
SW., Washington. DC 20324-1700. 



cDecentralized segments may be contacted through agency person- . 
nel offices located at the Defense Investigative Service, Headquarters 
Personnel Office, 1900 Half Street, SW., Washington, DC 20324- 
1700. 

Defense Investigative Service, Personnel Investigations Center 
Personnel Office, PO Box 12211, Baltimore, MD 21203-1211. 

Defense Investigative Service, Defense Industrial Security Clear- 
ance Office. Personnel Office, PO Box 2499, Columbus. OH 43216- 
2499. 

Defense Investigative Service, New England Region Personnel 
Office, 495 Summer Street, Boston, MA 02210-2192. 

Defense Investigative Service, Mid-Atlantic Region Personnel 
Office, 1040 Kings Highway North, Cherry Hill, NJ 08034-1908 

Defense Investigative Service, Capital Region Personnel Office, 
2461 Eisenhower Avenue, Room 752, Alexandria, VA 22331-1000. 

Defense Investigative Service, Mid-Western Region Personnel 
Office, 610 South Canal Street, Room 908, Chicago, IL 60607-4577. 

Defense Investigative Service, Southeastern Region Personnel 
Office, 2300 Lake Park Drive, Suite 250, Smyrna, GA 30080-7606. 

Defense Investigative Service, Southwestern Region Personnel 
Office, 106 Decker Court, Suite 200, Irving, TX 75062-2795. 

Defense Investigative Service, Northwestern Region Personnel 
Office, Building 35, Room 114, The Presidio, San Francisco, CA 
94129-7700. 

Defense Investigative Service, Pacific Region Personnel Office, 
3605 Long Beach Boulevard, Suite 405, Long Beach, CA 90807- 
4013. 

Categories of individuals covered by the system: 

DIS employees - and applicants for employment who have been 
counselled by an EEO counselor, and DIS employees and applicants 
for employment who have filed a complaint of discrimination. 

Categories of records in the system: 

Administrative records and investigative files regarding complaints 
of discrimination, affirmative action plans and statistical analyses of 
the work force. Special Emphasis Program Council (SEPC) planning 
activities, Equal Employment Opportunity Commission mandates and 
decisions, court decisions, legislative mandates. 

Authority for maintenance of the system: 

29 CFR part 1613; Federal Personnel Manual 713; DoD 1440.1-R, 
Department of Defense Civilian Equal Employment Opportunity 
Program; DIS Regulation 08-10, Defense Investigative Service Civil- 
ian Equal Employment Opportunity Program; Equal Employment 
Opportunity Commission Dir MD- 107. 

Purpose(s): 

To adjudicate discrimination complaints based on the record, 
which often include the development of settlement agreements; pre- 
pare Affirmative Employment Program plans for the agency; identify 
and analyze problem barriers relative to equal opportunity in the 
workplace; perform work force analyses in relation to equal opportu- 
nity on all employment practices such as hiring, recruitment, promo- 
tion, training, awards, separations, and disciplinary actions to include 
adverse actions; analyze, develop and evaluate the results of affirma- 
tive employment action items; establish agency equal opportunity 
policy. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" published at the beginning of the 
Defense Investigative Service's compilation of system of record no- 
tices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

By case number, alphabetically by last name- of complainant, and 
subject. 

Safeguards: 

Records are kept in locked file cabinets. Access is restricted to 
authorized personnel. 

Retention and disposal: 

Records are considered 'to be temporary. A select few, based on 
historical significance, rriay be determined to be permanent. Official 
discrimination complaint case files are destroyed four years after 
resolution of a complaint. Affirmative employment plans and reports 
of on site reviews are destroyed five years from the date of the plan. 

System manager(s) and address: 
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Defense Investigative Service, Director, Office of Affirmative 
Action and Equal Opportunity Policy, 1900 Half Street, SW, Wash- 
ington, DC 20324-1700. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this system of records should address written 
inquiries to the Defense Investigative Service, Privacy Act Office, 
PO Box 1211, Baltimore, MD 21203-1211. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Defense 
Investigative Service, Privacy Act Office, PO Box 1211, Baltimore, 
MD 21203-1211. 

A request for information must contain the full name of the subject 
individual. 

Personal visits will require a valid driver's license or other picture 
identification and are limited to the Privacy Act Office. 

Access to counseling records by individuals concerned may be 
obtained at the facility where counselling took place. 

Contesting record procedures: 

The agency's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are con- 
tained in DIS Regulation 28-4, Access to and Maintenance of DIS 
Personal Records; 32 CFR part 298a; or may be obtained from the 
Defense Investigative Service, Office of Information and Public Af- 
fairs, 1900 Half Street, SW., Washington, DC 20324-1700. 

Record source categories: 

Employees of DIS, applicants for employment, Equal Employment 
Opportunity Commission, and Office of Personnel Management. 
Exemptions claimed for the system: 

None. 

V4-01 

System name: 

Personnel Records. 
System location: 

The system is maintained at the following locations: 

Defense Investigative Service Headquarters, Personnel Office, 1900 
Half Street SW, Washington, DC 20324-1700. 

Defense Investigative Service, Personnel Investigations Center 
Personnel Office, PO Box 12211, Baltimore, MD 21203-1211. 

Defense Investigative Service, Defense Industrial Security Clear- 
ance Office Personnel Office, PO Box 2499, Columbus, OH 43216- 
2499. 

Defense Investigative Service, New England Region Personnel 
Office, 495 Summer Street, Boston, MA 02210-2192. 

Defense Investigative Service, Mid-Atlantic Region, Personnel 
Office, 1040 Kings Highway North, Cherry Hill, NJ 08034-1908. 

Defense Investigative Service, Capital Region Personnel Office, 
2461 Eisenhower Avenue, Room 752, Alexandria, VA 22331-1000. 

Defense Investigative Service, Mid-Western Region Personnel 
Office, 610 South Canal Street, Room 908, Chicago, IL 60607-4577. 

Defense Investigative Service, Southeastern Region Personnel 
Office, 2300 Lake Park Drive, Suite 250, Smyrna, GA 30080-7606. 

Defense Investigative Service, Southwestern Region Personnel 
Office, 106 Decker Court, Suite 200, Irving, TX 75062-2795. 

Defense Investigative Service, Northwestern Region Personnel 
Office, Building 35, Room 114, The Presidio, San Francisco, CA 
94129-7700. 

Defense Investigative Service, Pacific Region Personnel Office, 
3605 Long Beach Boulevard, Suite 405, Long Beach, CA 90807- 
4013. 

Categories of individuals covered by the system: 
Employees of the Defense Investigative Siervice. 
Categories of records in the system: 

Permanent and temporary records pertaining to the individual's 
employment. 

Authority for maintenance of the system: 

Federal Personnel Manual, 5 U.S.C. 301 and Executive Order 
9397. 

Purpose(s): 

To document an individual's employment history, disclosure for 
verification of personnel information, details of employee qualifica- 
tion or eligibility for proposed personnel actions or new employment. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 



The "Blanket Routine Uses" published at the beginning of DIS*s 
compilation of record system notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and automated system. 
Retrievability: 

Alphabetically by last name of employee and electronically by 
Social Security number. 

Safeguards: 

Records are maintained in locked file cabinets accessible only to 
authorized personnel who are properly screened, cleared and trained. 
Retention and disposal: 

Records are both permanent and temporary. Permanent records 
are transferred to the National Personnel Records Center, Street. 
Louis, MO, when no longer required by the agency. Temporary 
records are destroyed when the person leaves the agency or when 
utility of the record is no longer significant. 

System manager(s) and address: 

Defense Investigative Service, Deputy Director (Resources), 1900 
Half Street, SW, Washington, DC 20324-1700. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address ..written 
inquiries to the Defense Investigative Service, Privacy Act Office, 
PO Box 1211, Baltimore, MD 21203-1211. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Defense 
Investigative Service, Privacy Act Office, PO Box 1211, Baltimore, 
MD 21203-1211. 

A request must contain the . full name and Social Security Number 
of the subject individual. 

Personal visits will require a valid driver's license or other picture 
identification and are limited to the Privacy Act office. 

Contesting record procedures: 

The agency-s rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are con- 
tained in DIS Regulation 28-4, Access to and Maintenance of DIS 
Personal Records; 32 CFR part 298a; or may be obtained from the 
Defense Investigative Service, Information and Public Affairs Office, 
1900 Half Street, SW, Washington, DC 20324-1700. 

Record source categories: 

Previous employers, references, supervisors. Department of Veter- 
ans Affairs, Office of Personnel Management, DIS Resources Direc- 
torate, DIS Office of Security, other federal agencies. 

Exemptions claimed for the system: 

None. 

V4-04 

System name: 
Applicant Records. 
System location: 

Primary system is located at Defense Investigative Service, Deputy 
Director (Resources), 1900 Half Street, SW, Washington, DC 20324- 
1700. 

Decentralized segments are located at the Defense Investigative 
Service Headquarters, Personnel Office, 1900 Half Street, SW, Wash- 
ington, DC 20324-1700. 

Defense Investigative Service, Personnel Investigations Center 
Personnel Office, PO Box 12211, Baltimore, MD 21203-1211. 

Defense Investigative Service, Defense Industrial Security Clear- 
ance Office Personnel Office, PO Box 2499, Columbus, OH 43216- 
2499. 

Defense Investigative Service, New England Region Personnel 
Office, 495 Summer Street, Boston, MA 02210-2192. 

Defense Investigative Service, Mid-Atlantic Region, Personnel 
Office, 1040 Kings Highway North, Cherry Hill, NJ 08034-1908. 

Defense Investigative Service, , Capital Region Personnel Office, 
2461 Eisenhower Avenue, Room 752, Alexandria, VA 22331-1000. 

Defense Investigative Service, Mid- Western Region Personnel 
Office, 610 South Canal Street, Room 908, Chicago, IL 60607-4577. 

Defense Investigative Service, Southeastern Region Personnel 
Office, 2300 Lake Park Drive, Suite 250, Smyrna, GA 30080-7606. 

Defense Investigative Service, Southwestern Region Personnel 
Office, 106 Decker Court, Suite 200, Irving, TX 75062-2795. 
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Defense Investigative Service, Northwestern Region Personnel 
Office, Building 35, Room 114, The Presidio, San Francisco, CA 
94129-7700. 

Defense Investigative Service, Pacific Region Personnel Office, 
3605 Long Beach Boulevard. Suite 405, Long Beach. CA 90807- 
4013. 

Categories of individuals covered by the system: 

Applicants for positions with the Defense Investigative Service. 
Categories of records in the system: 

Temporary record of applicants' stated interest in and/or qualifica- 
tions for employment. 
Authority, for maintenance of the system: 
FPM Chapters 332 and 333, and 5 U.S.C 301. 
Purpose(s): 

Identification of unsolicited applicants and determination of eligi- 
bility for positions with DIS; disclosure to other agencies for verifi- 
cation of information submitted. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: ' 

The **Blanket Routine' Uses-' that appear at the beginning of DIS's 
compilation of record system notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in files, loose-leaf binders, paper files of 3x5 cards. 
Retrievability: 

Filed by type of position for which the applicant applied, or 
alphabetically by last name of applicant, or numerically by sequential 
control number. 

Safeguards: 

Records are maintained in files accessible only to. authorized per- 
sonnel who are properly screened, cleared, and trained. 
Retention and disposal: 

Records are temporary. Applications of those not interviewed are 
returned to the applicants. All other records are destroyed two years 
after the last action. 

System manager(s) and address: 

Defense Investigative Service, Deputy Director (Resources), 1900 
Half Street S W, Washington, DC 20324- 1 700. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Defense Investigative Service, Office of Information 
and Public Affairs, 1900 Half Street, SW, Washington, DC 20324- 
1700. 

Record access procedures: 

Individuals seeking access to information about themselves con- 
tained in this record system should address written inquiries to the 
Defense Investigative Service, Privacy Act Office, PO Box 1211, 
Baltimore, MD 21203-1211. A request for information must contain 
the full name and Social Security Number of the subject individual. 
Personal visits will require a valid driver's license or other picture 
identification and are limited to the Privacy Act Office. 

Contesting record procedures: 

The agency's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are con- 
tained in DIS Regulation 28-4, Access to and Maintenance of DIS 
Personal Records; 32 CFR part 298a; or may be obtained from the 
Defense Investigative Service, Office of Information and Public Af- 
fairs, 1900 Half Street, SW, Washington, DC 20324-1700. 

Record source categories: 

Personnel officers, personnel clerks, and personnel specialists of 
DIS and the Office of Personnel Management; the subject individual. 
Exemptions claimed for the system: 
None. 

V4-06 

System name: 
Federal Personnel Management System (FPMS). 
System location: 

Primary system is located at the Defense Investigative Service, 
National Computer Center, PO Box 1211, Baltimore, MD 21203- 
1211. 



Decentralized segments are located at the Defense Investigative 
Service Headquarters, Personnel Office, 1900 Half Street, SW, Wash- 
ington, DC 20324-1700. 

Defense Investigative Service, Personnel Investigations Center 
Personnel Office, PO Box 12211, Baltimore, MD 21203-1211. 

Defense Investigative Service, Defense Industrial Security Clear- 
ance Office Personnel Office, PO Box 2499, Columbus, OH 43216- 
2499. 

Defense Investigative Service, New England Region Personnel 
Office, 495 Summer Street, Boston, MA 02210-2192. 

Defense Investigative Service, Mid-Atlantic Region, Personnel 
Office, 1040 Kings Highway North, Cherry Hill, NX 08034-1908. 

Defense Investigative Service, Capital Region Personnel Office, 
2461 Eisenhower Avenue, Room 752. Alexandria, VA 22331-1000. 

Defense Investigative Service, Mid-Western Region Personnel 
Office, 610 South Canal Street, Room 908, Chicago, IL 60607-4577. 

Defense Investigative Service, Southeastern Region Personnel 
Office, 2300 Lake Park Drive, Suite 250, Smyrna, GA 30080-7606. 

Defense Investigative Service, Southwestern Region Personnel 
Office, 106 Decker Court. Suite 200, Irving, TX 75062-2795. 

Defense Investigative Service, Northwestern Region Personnel 
Office, Building 35, Room 114, The Presidio, San Francisco, CA 
94129-7700. 

Defense Investigative Service, Pacific Region Personnel Office, 
3605 Long Beach Boulevard, Suite 405, Long Beach, CA 90807- 
4013. 

Categories of individuals covered by the system: 

Employees of the Defense Investigative Service. 
Categories of records in the system: 

Records consist of identification and employment data, training, 
gender, racial identification and national origin, security clearance, 
and other information found in the Official Personnel Folder (OPF). 

Authority for maintenance of the system: 

5 U.S.C. 301; Executive Order 9397; Federal Personnel Manual; 
DoD Directive 5105.42, Defense Investigative Service, as amended. 

Purpose(s): 

To generate personnel, manpower, and security operating docu- 
ments; provide information to OPM, DoD, and DIS management on 
personnel actions, position management, training, awards, and work 
force statistics; and provide race and national origin data to the 
Office of Affirmative Action and Equal Employment Opportunity. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The "Blanket Routine Uses" that appear at the beginning of DIS' 
compilation of record system notices apply to this record system. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer records are housed in a database and on magnetic tape. 
Paper output products are stored in folders or binders. 

Retrievability: 

Paper records are retrieved by name. Individual computerized 
records are retrieved by name, Social Security Number. 

Safeguards: 

Computers are accessed through assigned security codes. Magnetic 
tape and paper products are stored in locked cabinets within secured 
areas accessible only to authorized personnel. 

Retention and disposal: 

Database records are retained in an inactive status indefinitely for 
purposes of history and statistics. Magnetic tape records used as 
backup only, are created daily, retained for five days, then erased or 
overwritten. Paper reports are retained for one year after the end of 
the reporting year, and are destroyed by shredding or burning. 

System manager(s) and address: 

Defense Investigative Service, Resources Directorate, Systems 
Branch, 1900 Half Street, SW, Washington; DC 20324-1700. 

Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is .contained in this record system should address written 
inquiries to the Defense Investigative Service, Privacy Act Office, 
PO Box 1211, Baltimore, MD 21203-1211. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this record system should address written inquiries to the Defense 
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Investigative Service, Privacy Act Office, PO Box 1211, Baltimore, 
MD 21203-1211. 

A request for information must contain the full name, and Social 
Security number of the subject individual. 

Personal visits will require a valid driver*s license or other picture 
identification and are limited to the Privacy Act office. 

Contesting record procedures: 

The agency's rules for accessing records, contesting contents, and 
appealing initial determinations by the individual concerned are con- 
tained in DIS Regulation 28-4, Access to and Maintenance of DIS 
Personal Records; 32 CFR part 298a; or may be obtained from the 
Defense Investigative Service, Office of Information and Public Af- 
fairs, 1900 Half Street, SW, Washington, DC 20324-1700. 

Record source categories: 

The individual concerned, personnel and security forms, applica- 
tions, training certificates and other forms used in the development of 
official personnel records. 

Exemptions claimed for the system: 

None. ^ 

y4-07 

System name: 

Adverse Actions, Grievance Files, and Administrative Appeals. 
System location: 

Defense Investigative Service, Personnel and Security Directorate, 
1900 Half St. SW, Washington, DC 20324-1700; Holabird Personnel 
Operations Office, Defense Investigative Service, PO Box 1211, Bal- 
timore, MD 21203-1211: and Defense Industrial Security Clearance 
Office, Personnel Operations Office, Defense Investigative Service, 
PO Box 2499, Columbus, OH 43216-2499. 

Categories of individuals covered by the system: 

Affected civilian employees of the Defense Investigative Service. 

Categories of records in the system: 

Notifications of personnel actions. 

Findings of inquiry into allegations of grievance or complaints. 

Authority for maintenance of the system: 

FPM Chapters 751, 752, 771 and 5 USC 301 Chapter 77. 

Purpose(s): 

For preparing the initial case and subsequent cases for consider- 
ation. 

For consideration by examiner and appellate levels of the specifics 
of each case within and outside of DIS. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses listed at the beginning of this component's 
published systems notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically. 

Filed by functional code in personnel office files. 
Safeguards: 

Buildings employ security guards. Records are maintained in 
locked containers accessible only to authorized personnel who are 
properly screened, cleared, and trained. 

Retention and disposal: 

Records are both permanent and temporary. Permanent records 
are filed in the Official Personnel Folder. Temporary records are 
destroyed when the individual leaves DIS or when they are no 
longer needed. Individual records may be retained indefinitely in 
subject reference files. 

System manager(s) and address: 

Defense Investigative Service, Assistant Director (Personnel and 
Security), 1900 Half St. SW, Washington, DC 20324-1700; Defense 
Investigative Service, Holabird Personnel Operations Office, PO Box 
1211, Baltimore, MD 2103-1211; Defense Industrial Security Clear- 
ance Office, Personnel Operations Office, Defense Investigative Serv- 
ice, PO Box 2499, Columbus, OH 43216-2499. 

Notification procedure: 

Information may be obtained from SYSMANAGERS. 
Record access procedures: 

Requests from individuals should be addressed to SYSMAN- 
AGERS. 



Written requests for information should contain the full name of. 
the individual, current address and telephone number, and the name 
of the individual who appears on the desired file. Visits are limited to 
SYSMANAGERS offices. 

For personal visits, a check of personal identification will be re- 
quired. 

Contesting record procedures: 

The agency's rules for access to records, contesting contents, and 
appealing initial determinations by the individual concerned may be 
obtained from the Information and Public Affair Office, Defense 
Investigative Service, 1900 Half St. SW, Washington. DC 20324- 
1700. 

Record source categories: 

Supervisors, complainants, investigators, appropriate law enforce- 
ment agencies. 

Exemptions claimed for the system: 

None. 

V4-09 

System name: 
Merit Promotion Plan Records. 
System location: 

Primary system: Defense Investigative Service, Assistant Director 
(Personnel and Security), Examining and Recruitment Division, 1900 
Half St. SW, Washington, DC 20324-1700; Defense Investigative 
Service, Holabird Personnel Operations Office, PO Box 1211, Balti- 
more, MD 21203-1211; Defense Investigative Service, Defense Indus- 
trial Security Clearance Office, Personnel Operations Office, PO Box 
2499, Columbus, OH 43216-2499. 

Decentralized segments: Regional offices, the Defense Security 
Institute, and the Office of Industrial Security, International. (See 
directory at the end of this systems notice.) 

Categories of individuals covered by the system: 
Civilians who have applied for certain vacancies within the De- 
fense Investigative Service. 

Categories of records in the system: 

Temporary records pertaining to an individuaPs consideration for 
promotion. 

Authority for maintenance of the system: 

FPM Chapter 335. 

Purpose(s): 

To identify eligible candidates for specific promotion oppoirtunities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine use at the beginning of this component's pub- 
lished systems notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 
Retrievability: 

Appraisals filed alphabetically by employee's last name. 
Promotion panel computations filed by announcement number. 
Safeguards: 

Buildings employ security guards. Records are maintained in 
locked cabinets accessible only to authorized personnel who are 
properly screened, cleared, and trained. 

Retention and disposal: 

Records are destroyed two years after the effective date of the 
establishment of the promotion register. 

System manager(s) and address: 

Defense Investigative Service, Chief, Examining and Recruitment 
Division, 1900 Half St. SW, Washington, DC 20324-1700; Defense 
Investigative Service, Holabird Personnel Operations Office, PO Box 
12.11, Baltimore, MD 21203-1211; Defense Investigative Service, De- 
fense Industrial Security Clearance Office, Personnel Operations 
Office, PO Box 2499, Columbus, OH 43216-2499. 

Notification procedure: 

Information may be obtained from SYSMANAGERS. 
Record access procedures: 

Requests from individuals should be addressed to SYSMAN- 
AGERS. 
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Written requests for information should contain the full name of 
the individual, current address and telephone number, and the name 
of the individual who appears on the desired file. Visits are limited to 
SYSMANAGERS offices. 

For personal visits, a check of personal identification will be re- 
quired. 

Contesting record procedures: 

The agency*s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the Information and Public Affairs Office, 
Defense Investigative Service, 1900 Half St., SW, Washington, DC 
20324-1700. 

Record source categories: 

Evaluation by ranking panel members; supervisory appraisals; ap- 
praisal of individual's potential as supervisor. 
Exemptions claimed for the system: , 
None. 

V4-11 

System name: 

DIS Drug-Free Workplace Files. 
System location: 

Defense Investigative Service, 1900 Half Street, SW, Washington, 
DC 20324-1700. 

Categories of individuals covered by the system: 
Employees of, and applicants for positions with, the Defense Inves- 
tigative Service. 

Categories of records in the system: 

Records relating to the selection, notification, and urinalysis testing 
of employees and applicants for illegal drug use; collection authenti- 
cation and chain of custody documents; and laboratory test results. 

Authority for maintenance of the system: 

5 U.S.C. 7301 and 7361; Pub. L. 100-71; Executive Orders 12564, 
"Drug-Free Federal Workplace" and 9397; and Department of De^ 
fense Directive 1010.9, **DoD Civilian Employee Drug Abuse Test- 
ing Program*' ' ^ ' 

Purpose(s): 

The system contains Drug Program Coordinator records on the 
selection, notification, and testing (i.e., urine specimens, drug test 
results, chain of custody records, etc.) of employees and applicants 
for employment for illegal drug use. , 

Records contained in this system are also used by the Defense 
Investigative Service's Medical Review Officer; the Administrator of 
any Employee Assistance Program in which the employee is receiv- 
ing counselling or treatment or is otherwise participating; and super- 
visory or management officials having authority to recommend or 
take adverse actions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301, the Defense 
Investigative Service "Blanket Routine Uses" do not apply to this 
system of records. 

To a court of competent jurisdiction where required by the United 
States Government to defend against any. challenge against any ad- 
verse personnel action. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

Paper records are maintained in file folders. Electronic records 
exist on diskettes or other machine-readable media. 

Retrievability: 

Records are retrieved by employee or applicant name, Social Secu- 
rity Number, collection site, and/or date of testing. 
Safeguards: 

Buildings employ security guards. Paper records and diskettes are 
maintained in locked containers accessible only to authorized person- 
nel. All employee and applicant records are maintained and used 
with the highest regard for the individual's privacy. Only persons 
with a need to know and trained in the handling of information^ 
protected by the Privacy Act have access to the system. 

Retention and disposal: 

Records are destroyed after seven years, or when the individual 
leaves the Defense Investigative Service or the records are no longer 
needed. Records regarding applicants not accepted for employment 
will be destroyed 6 months after the testing date. Destruction of 



paper records is accomplished by shredding or burning. Electronic 
records are erased or overwritten. 
System manager(s) and address: 

Deputy Director (Resources), Defense Investigative Service, 1900 
Half Street SW., Washington, DC 20324-1700. 
Notification procedure: 

Individuals seeking to determine whether information about them- 
selves is contained in this record system should address written 
inquiries to the Deputy Director (Resources), Defense Investigative 
Service, 1900 Half Street SW., Washington, DC 20324-1700. 

The individual must provide their full name, Social Security 
Number, the title, series, and grade of the position they occupied or 
applied for when the drug test was conducted, and the month and 
year of the test. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Defense 
Investigative Service, Attn: DO020, PO Box 1211, Baltimore, MD 
21203-1211. 

The request for access must contain the individual's full name and 
Social Security Number. 

Personal visits are limited to the system manager's office and will 
require a valid driver's license or other picture identification. 

Contesting record procedures: 

The agency's rules for accessing records, contesting contents and 
appealing initial agency determinations by the individual concerned 
are contained in DIS Regulation 28-4, "Access to and Maintenance 
of DIS Personal Records"; 32 CFR part 298a; or may be obtained 
from the system manager. 

Record source categories: 

Urine specimen collection facilities, drug testing laboratories. Med- 
ical Review Officers, and test subjects. 
Exemptions claimed for the system: 
None. 

V4-12 

System name: 
DIS Employee Assistance Program Records. 
System location: 

Defense Investigative Service, 1900 Half Street SW., Washington, 
DC 20324-1700. 

Categories of individuals covered by the system: 

Employees of the Defense Investigative Service who are referred 
by management or who voluntarily request counselling assistance. 

Categories of records in the system: 

Records on employees which are generated in the course of pro- 
fessional counselling and treatment. Records consist of information 
on condition, current status, progress and prognosis for employees 
who have personal, emotional, alcohol, or drug abuse problems, 
including admitted or urinal y sis-detected use of illegal drugs. 

Authority for maintenance of the system: 

Executive Orders 12564, "Drug-Free Federal Workplace" and 
9397; 42 U.S.C. 290dd-3 and 290ee-3; and 5 U.S.C. 7301 and 7361. 
Purpose(s): 

To record data pertaining to counselling and treatment of employ- 
ees, to include condition, current status, prognosis, or other relevant 
information through employee assistance facilities. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

In order to comply with provisions of 5 U.S.C. 7301 and 42 U.S.C. 
290dd-3 and 290ee-3, the Defense Investigative Service "Blanket 
Routine Uses" do not apply to this system of records. 

Records in this system may not be disclosed without prior written 
consent of the subject employee, unless the disclosure is: 

To qualified medical personnel to the extent necessary to r meet a 
bona fide medical emergency; 

To qualified personnel for the purpose of conducting scientific 
research, management audits, financial audits, or program evaluation, 
but such personnel may not identify, directly or indirectly, any indi- 
vidual employee in any report of such research, audit, or evaluation, 
or otherwise disclose employee identity in any manner; or 

As authorized by an appropriate order of a court of competent 
jurisdiction granted after application showing good cause therefor. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Storage: 

Paper records are maintained in file folders. Electronic records 
exist on diskette or other machine-readable media. 
Retrievability: 

Records are retrieved by employee name, Social Security Number, 
and duty station. 

Safeguards: 

Buildings employ security guards. Paper records and diskettes are 
maintained in locked containers accessible only to authorized person- 
nel. All employee records are maintained and used with the highest 
regard for the individuaPs privacy. Only persons with a need to 
know and trained in the handling of information protected by the 
Privacy Act have access to the system. 

Retention and disposal: 

Records are destroyed after seven years, or when the individual 
leaves the Defense Investigative Service, or the records are other- 
wise no longer needed. Paper records are destroyed by shredding or 
burning. Electronic records are erased or overwritten. 

System manager(s) and address: 

Deputy Director (Resources), Defense Investigative Service, 1900 
Half Street SW., Washington, DC 20324-1700. 
Notification procedure: 

Individuals seeking to determine whether this system contains in- 
formation about themselves should address written inquiries to the 
Deputy Director (Resources), Defense Investigative Service, 1900 
Half Street SW., Washington, DC 20324-1700. 

Record access procedures: 

Individuals seeking access to records about themselves contained in 
this system of records should address written inquiries to the Defense 
Investigative Service, Attn: DO02D, PO Box 1211, Baltimore, MD 
21203-1211. 

Request should contain the full name and Social Security Number 
of the subject individual. 

Personal visits are limited to the system manager's office and will 
require a picture proof of identity. 

Contesting record procedures: 

The agency's rules for accessing records, contesting contents and 
appealing initial agency determinations by the individual concerned 
are contained in DIS Regulation 28-4, "Access to and Maintenance 
of DIS Personal Records"; 32 CFR part 298a; or may be obtained 
from the system manager. 

Record source categories: 

Employees undergoing counselling and counsellors at employee 
assistance program facilities. Private individuals to include family 
members of employees and outside practitioners involved in treat- 
ment and rehabilitation activities. 

Exemptions claimed for the system: 

None. 

V5-01 

System name: 

Investigative Files System. 
System location: 

Defense Investigative Service, Investigative Fileis Division, PO 
Box 1211, Baltimore, MD 21203-1211, has primary control over the 
system and is responsible for the maintenance of completed investiga- 
tive records. DIS operational centers, regional offices, field offices, 
resident agencies, and various DIS headquarters staff elements origi- 
nate and have temporary control over portions of the records. (See 
directory at the end of this systems notice.) 

Categories of individuals covered by the system: 

Military personnel who are on active duty; applicants for enlist- 
ment or appointment; members of Reserve units; National guards- 
men; DoD civilian personnel who are paid from appropriated funds; 
industrial or contractor personnel who are working in private indus- 
try in firms which have contracts involving access to classified DdD 
information or installations; Red Cross personnel and personnel paid 
from nonappropriated funds who have DoD affiliation; ROTC 
cadets; former military personnel; and individuals residing on, having 
authorized official access to, or conducting or operating any business 
or other functions at any DoD installation or facility. 

Categories of records in the system: 

Official Reports of Investigation (ROI's) prepared by DIS or other 
DoD, federal, state or local official investigative activities. 

DIS Information Summary Reports (ISR's) which record unsolic- 
ited information received by DIS concerning a person or incident 



which is of direct interest to other DoD components or federal 

agencies. 

Attachments to ROI's or ISR's including exhibits, subject or inter- 
viewee statements, police records, medical records, fingerprint cards, 
credit bureau reports, employment records, education records, release 
statements, summaries of or extracts from other similar records or 
reports. 

Case control and management documents which are not reports of 
investigation, but which serve as the basis for investigation, or which 
serve to guide and facilitate investigative activity, including docu- 
ments providing the data to open and conduct the case; documents 
initiated by the subject; and documents used in case management and 
control. 

DIS file administration and management documents accounting for 
the disclosure of, control of, and access to a file. 

Authority for maintenance of the system: 

Section 301 of 5 U.S.C. Department Regulations. 

Section 310 of 44 U.S.C. Records Management. 

Sections 2,3,4,5,6,8 and 9, Executive Order 10450, Security Re- 
quirements for Government Employment. 

Section 6(A), Executive Order 11652, Classification and Declassifi- 
cation of National Security Information and Material. 

DoD Directive 5105.42, Defense Investigative Service. 

DoD Directive 5200.1, Department of Defense Information Securi- 
ty Program. 

DoD Directive 5200.2, Department of Defense Personnel Security 
Program. 

Section IV A and B, DoD Directive 5200.27, Acquisition of Infor- 
mation Concerning Persons and Organizations not Affiliated with the 
Department of Defense. 

Section V a 2, DoD Instruction 5210.25, Security Acceptability of 
American National Red Cross Employees at Department of Defense 
Installations and Activities. 

End 3, paragraphs b 2 and 2, DpD Directive 5210.41, Security 
Criteria and Standards for Protecting Nuclear Weapons. 

Section III, DoD Directive 5210.45, Personnel Security in the 
National Security Agency. 

Section VII, DoD Directive 5210.55, Selection of Department of 
Defense Military and Civilian Personnel for Assignment to Presiden- 
tial Support Activities. 

Section IV, C, DoD Directive 5220.6, Industrial Personnel Securi- 
ty Clearance Program. 

Section V B, DoD Instruction 5220.28, Application of Special 
Eligibility and Clearance Requirements in the SIOP-ESI Program for 
Contractor Employees. 

Section 1 (a) and 2, Executive Order 10865, Safeguarding Classi- 
fied Information Within Industry. 

Section III, DoD Instruction 5030.34, Agreement Between the 
Department of Defense Concerning Protection of the President and 
Other Officials. 

Paragraph 10, Director of Central Intelligence Directive No. 1/14, 
Uniform Personnel Security Standards and Practices Governing 
Access to Sensitive Compartmented Information. 

Purpose(s): 

To insure that the acceptance or retention of persons in sensitive 
DoD positions or granting individuals including those employed in 
defense industry access to classified information is clearly consistent 
with national security; 

For maintenance and use by the requesting activity when collected 
during reciprocal investigations conducted for other DoD and feder- 
al investigative elements; 

For dissemination to appropriate federal agencies or other DoD 
components when information regarding personnel security matters is 
reported by ISR; 

To furnish orally or by letter criminal information which is re- 
ceived by DIS personnel in the course of their duties which is of 
direct interest to local law enforcement agencies; 

To determine the loyalty, suitability, eligibility, and general trust- 
worthiness of individuals for access to defense information and facili- 
ties; 

To determine the eligibility and suitability of individuals for entry 
into and retention in the Armed Forces; 

To provide information pertinent to the protection of persons 
under the provisions of 18 U.S.C. 3056; and 

For use in criminal law enforcement investigations including statu- 
tory violations and counterintelligence as well as counterespionage 
and other security matters. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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See blanket routine use listed at the beginning of this component's 
published systems notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders, microfilm, magnetic tape or supple- 
mentary index cards. 

Retrievability: 

Investigations are centrally retrievable through the DIS Defense 
Integrated Management System (DIMS) or the Defense Central 
Index of Investigations (DCII) System described separately! 

Safeguards: 

Completed investigative records are contained and stored in power 
files, open shelves, and filing cabinets which are housed in secured 
areas accessible only to authorized personnel who are properly 
screened and have a need to know. Information contained on mag- 
netic tape is secured in the same manner as the DCII described 
separately. Recipients of investigative information are responsible for 
safeguarding information within the guidelines provided by DIS. 

Retention and disposal: 

Retention of closed DIS investigative files is authorized for 15 
years maximum, except as follows: (1) Files which have resulted in 
final adverse action against an individual will be retained 25 years: 
(2) Files developed on persons who are being considered for affili- 
ation with the Department of Defense will be destroyed within one 
year if the affiliation is not completed. In cases involving a pre- 
appointment investigation, if the appointment is not made due to 
information developed by investigation, the file will be retained 25 
years upon notification from the requester for which the investigation 
was conducted. If the appointment is not made for other reasons not 
related to the investigation, the file will be destroyed within one year 
upon notification from the requesting agency/service. (3) Files con- 
cerning unauthorized disclosure of classified information and other 
specialized investigation files will be retained for 25 years. (4) Infor- 
mation within the purview of the Department of Defense Directive 
5200.27, 'Acquisition of Information concerning Persons and Organi- 
zations not Affiliated with the Department of Defense,' is destroyed 
within 90 days after acquisition by DIS unless its retention , is re- 
quired by law or unless its retention has been specifically authorized 
by the Secretary of Defense or his designee. 

Reciprocal investigations are retained for only 60 days. 

Partial duplicate records of personnel security investigations are 
retained for 60 days by DIS field elements. 

System manager(s) and address: 

Defense Investigative Service, Director, Personnel Investigations 
Center, PO Box 1211, Baltimore, MD 20203-1211. 
Notification procedure: 

Requests should be addressed to the Defense Investigative Service, 
Office of Information and Public Affairs, 1900 Half St. SW, Wash- 
ington, DC 20324-1700. The full name, date and place of birth, and 
social security number are necessary for retrieval of information. A 
notarized statement verifying the identity of requesters is required. 
The Office of Information and Public Affairs, address above, may be 
visited by personnel making inquiries regarding this system. A check 
of personal identification will be required of all visitors making such 
inquiries. 

Record access procedures: 

Access may be obtained through the Office of Information and 
Public Affairs at the address listed above. 
Contesting record procedures: 

DIS rules for contesting and appealing initial determinations may 
be obtained from the Office of Information and Public Affairs at the 
address listed above. 

Record isource categories: 

Subjects of investigations. 

Records of other DoD activities and components. 
Federal, state, county, and municipal records. 
Employment records of private business and industrial firms. 
Educational and disciplinary records of schools, college, universi- 
ties, technical and trade schools. 

Hospital, clinic, and other medical records. 

Records of commercial enterprises such as . real estate agencies, 
credit bureaus, loan companies, credit unions, banks, and other finan^ 
cial institutions which maintain credit information on individuals. 

The interview of individuals who are thought to have knowledge 
of the subject'is background and activities. 

The interview of witnesses, victims, and confidential sources. 



The interview of any individuals deemed necessary to complete 
the DIS investigation. 

Miscellaneous directories, rosters, and correspondence. 

Any other type of record deemed necessary to complete the DIS 
investigation. 

Exemptions claimed for the system: 

The portions of this system of records which fall within the scope 
of 5 U.S.C. 552a (k)(2), (k)(3), and (k)(5) may be exempt from the 
provisions of subsections 5 USC 552a(c)(3), (d), (d), (e)(4)(G), 
(e)(4)(H), (e)(4)(I). and (0- See 32 CFR 298a. 14 for the DIS exemp- 
tion rules. 

V5-02 

System name: 
Defense Central Index of Investigations (DCII). 
System location: 

Central Facility 
Defense Investigative Service 
Information Services Division 
Personnel Investigations Center 
PO Box 1211, Baltimore, MD 21203 
Remote Terminal Locations 

Commander, Naval Military Personnel Command (NMPC) 

NMPC-81 

Navy Department 

Washington, DC 20370 . 

United States Army Crime Records Center (CRC) 

United States Army Criminal Investigation. Command 

CRC Bldg. 305 

2301 Chesapeake Avenue 

Baltimore, Maryland 21222 

U. S. Army Intelligence & Security Command (AIRR) 

Chief, Investigative Records Repository 

ATTN: lACSF-IR-E Bldg. 4552A 

Fort George G. Meade, MD 20755 

Deputy Director Personnel Security 

Pentagon - Rm. 3C267 

Washington, DC 20301 

DA, HQ, USA Central Personnel Security Clearance Facility 
(ACCF) 

ATTN: PCCF-MDS 

Fort George G. Meade, MD 20755 

Department of the Navy (NSG) 

Naval Security Group Command Headquarters . 

3801 Nebraska Avenue, NW 

Washington, DC 20390 

Headquarters - USAF/SCO 

Air Force Security Clearance Office (AFSCO) 

Rm. 5D460 

Washington, DC 20330 

HQ Air Force Office of Special Investigations (FOSI) 

IMIRS (FOSI) 

Building 626 

Boiling Air Force Base 

Washington, DC 20332 

U.S. Office of Personnel Management (OPM) 

Office of Personnel Investigations 

Investigations' Operations Division 

NACl Center 

Boyers, PA 16018 

Naval Investigative Service Headquarters (NIS) 

Records Management Division (NIS-284) 

NIS Bldg. 1 

4600 Silverhill Rd. 

Washington, DC 20389 

Office of the Assistant Chief of Staff for Intelligence (ACSI) 

HQDA (DAMI-CIS) 

Pentagon - Rm 2D475 

Washington, DC 20310-1052 

Defense Intelligence Agency (DIA) 

ATTN: OS-3A, The Pentagon, Rm 2B-535 

Washington, DC 20301 

Department of the Navy (NIC) 

Naval Intelligence Command 

Rm. 282, NIC Bldg. 

4600 Silverhill Rd. 

Washington, DC 20389 

Defense Industrial Security Clearance Office (DISCO) 
ATTN: SOS 12 
PO Box 2499 
Columbus, OH 43216 
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Defense Communications Agency (DCA) 

Washington, DC 20305 

DIS Headquarters (DIS HQ) 

1900 Half St. SW 

Washington, DC 20324-1700 

Defense Logistics Agency (DLA) 

Cameron Station 

Alexandria, VA 22314 

ATTN: Cmd. Security Office 

Defense Criminal Inv. Service (DCIS) 

DoD Office of Inspector General 

DCIS-8D490 

Cameron Station 

PO Box 9290 

Alexandria, VA 22304 

Defense Investigative Service 

1900Half St. SW 

Washington, DC 20324-1700 

Defense Contract Audit Agency 

Cameron Station 

Alexandria, VA 22314 

Categories of users: 

Components listed under the system location caption are the prin- 
cipal users and (with the exception of DISCO) the file custodians. 
Listed terminal holders (with the exception of DISCO) may release 
general DCII information to users of their investigative records or 
listed in their investigative records systems descriptions in this regis- 
ter. 

It should be noted that information contained in the system is 
regarded as the property of the submitting activities. DIS can neither 
monitor nor assume responsibility for the propriety or accuracy of 
the date in the system other than that portion belonging to DIS. 

Transfer of information from this records system to other DoD 
components is a routine intra-agency use under the provisions of 5 
U.S.C. 552a(3)(b)(l). The use of the DCII by terminal holders to 
advise requesters of the possible location of information where there 
is no disclosure of personal information from the DCII does not 
require an accounting. 

Categories of individuals covered by the system: 

Any person described as a subject or who is victim or who is 
cross-reference in an investigation completed by or for a DoD inves- 
tigative organization when that investigation is retained by the orga- 
nization and the name is submitted for central indexing. 

Categories of records in the system: 
DCII MASTER INDEX: 

Composed of locator references to investigations, Air, Force clear- 
ances, and Army clearances conducted by or for DoD investigative 
organizations and retained by them. Index records contain the name 
and other pirso informati information • on individuals who are in- 
dexed. 

FILE TRACING: 

Reference to an investigation maintained by one of the investiga- 
tive records repositories. It identifies the individual by name and 
personal identifiers, the. custodian of the file, the year indexed, and 
the number used by the repository to locate the file. 

OPEN CASE TRACING: 

A record input by either Army investigative activities or DIS 
reflecting the existence of an investigation in progress. It identifies 
the subject individual by name and personal identifiers, the location 
of the open investigation, the year indexed, and the number used to 
locate the investigative file. 

NAC PENDING TRACING: 

Record of a National Agency Check (NAC) investigation in 
progress. It identifies the subject individual by name, personal identi- 
fiers, the case number, the category of the requester of the NAC, and 
the type of NAC being run. 

NAC HISTORY TRACING: 

A record of completed favorable, or incomplete, . national agency 
checks. It identifies the individual by name and personal identifiers, 
the date the NAC was completed, and the agencies that were 
checked. 

DCII NAME ONLY INDEX (NOI): 

Composed of names of persons who are referenced but not fully 
identified in investigative files. A Name Only Index record identifies 
the individual by name and lists the custodial agency of the file, year 
indexed, and the number used by the repository to locate the file. 
Positive identification is impossible from the index and may well be 
impossible from the case file itself. DIS has placed no records in this 
index. 

Authority for maintenance of the system: 



5 U.S.C. 301 Departmental Regulation. 44 U.S.C. 3101 Records 
Management: Memorandum, Security of Defense, May 27, 1965. 
Memorandum, Secretary of Defense, December 3, 1965, subject: Es- 
tablishment of a Central Index of DoD Investigations. DoD Direc- 
tive No. 5105.42 subject: Defense Investigative Service (DIS) July 
19, 1978, 32 CFR. 

Purpose(s): 

To determine the existence and location of DoD investigative 
records for granting clearances, for access to defense installations, 
and for entry into military service or employment in sensitive civilian 
positions; and to reflect security clcjarance information pertaining to 
Army personnel. 

Routine uses of records maintained in the: system, including catego- 
ries of users and the purposes of such uses: 

See this agency's blanket routine uses at the head of this compo- 
nent's published system notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Master Index data is maintained in direct access storage devices, 
disks, and data cells. It is also contained on magnetic tape for conti- 
nuity of operations to permit processing at alternate locations, in the 
event of computer failure. 

Name Only Index data is maintained on magnetic tape and micro- 
fiche. Each contributor is provided his portion on a quarterly basis. 

Retrievability: 

Master Index records are accessed through name, and at least one 
personal identifier (PID). Personal identifiers are:: Date of birth, place 
of birth, social security number, and the last four (4) digits of military 
service number. Inquiries may enter the system by being keyed in at 
remote terminals. A nonstandard retrieval capability also exists which 
permits retrieval without PID or on parts of a name and produces 
references to all individuals by that name. It should be noted that in 
many cases the subject's SSN is necessary to^ make a positive identifiv 
cation. 

Name Only Index records are accessed through the name or some 
portion thereof. Records are retrieved based on an exact match with 
the name submitted. Inquiries may enter the system through remote 
terminals. 

Safeguards: 

Generalized^ validation is provided' in batch- retrieval through pro- 
gram edits- to prevent unauthorized access. 

User terminals with access to the Master Index are located in 
controlled access areas. Access to the system is limited to specified; 
time of the day. Terminals are connected via dedicated data circuits, 
which prevent access from standard dial-up^ telephones. 

Activities must be a part of DoD and accredited on the. basis of 
authorized requirements before a new terminal' is. established, or 
before batcli requests, will be honored and processed. Terminal hold- 
ers and organizations authorized' access, by other means are responsir 
ble for insuring that individuals and organizations to whom they 
disclose index information have appropriate authority and need to- 
know. 

The computer room is located within a building contr.oUed by 
security personnel at all; times. Identification badges are required for 
entrance. Access to the. computer room, is controlled by a combina- 
tion lock on the entrance. CritieaJ backup files are stored in locked 
fireproof data safes. 

Retention and disposal: 

The computer tape files are retained for as long as the hard copy 
files are retained at the Federal Records Center. The Federal- 
Records Center is responsible for disposing, of hard copy files at 
which time all index tracings pertaining to the files- are deleted in 
accordance with established procedures. Processing a deletion flags 
the computer record which precludes, the record from being given* 
out thereafter. Flagged records are eliminated from the system' 
during periodic file restructuring procedures. , 

Open case tracings. Retained for as long as the investigation is. 
open . When the investigatiom is completed,, the contributor replaces, 
the open case tracing with a file tracing as described above. 

NAC history tracings. Retained for a period of four (4) years from, 
the date of completion and then automatically deleted unless specific 
action is taken sooner to delete the record. Should a subsequent 
favorable NAC be completed, the entering; of a new history record' 
will delete the first history record. 

NAC pending tracings. Retained until completions of the NAC at 
which time they are replaced by an NAC history of file tracing, 
unless: deleted sooner by the originator. 
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System managers) and address: 

Defense Investigative Service, Director, 1900 Half Street, SW, 
Washington, DC 20324-1700. 
Notification procedure: 

Information may be obtained from: Information and Public Affairs 
Office, Defense Investigative Service, 1900 Half Street, SW, Wash- 
ington, DC 20324-1700. 

Information required: 

Full name and all maiden and alias names under which files may be 
maintained and personal identifiers listed under Retrievability. Note 
Social Security Numbers may be necessary for positive identification 
of certain records. 

Office which may be visited: 

Information and Public Affairs Office, 1900 Half St., SW, Wash- 
ington. DC 20324-1700. 
Proof of identity: 
Check of personal documents. 
Record access procedures: 

Access may be obtained through the Information and Public Af- 
fairs Office at the address listed above. 
Contesting record procedures: 

The agency rules for access to records, contesting contents, and 
appealing initial determinations by the subject individual may be 
obtained from the Information and Public Affairs Office at the ad- 
dress listed above. 

Record source categories: 

DoD investigative organizations listed under the LOCATION cap- 
tion (excluding DISCO) and additionally: 

Defense Logistics Agency, ATTN: DLAH-T, Cameron Station, 
Alexandria, VA 22314. 

Director of Security, National Security Agency, ATTN: M-552, 
FortMeade,MD 20755. 

Assistant Chief of Staff of Intelligence (ACSI), Department of the 
Army, ATTN: Counterintelligence Division, Washington, DC 20314. 

Exemptions claimed for the system: 

None. 

V5-03. 

System name: ■ '- • - 

Defense Integrated Management System (DIMS). 
System location: 

Defense Investigative Service, Director, Personnel Investigations 
Center, PO Box 121 1, Baltimore, MD 21203-121 1,. 

Categories of individuals covered by the system: 

Any person who is the subject of an ongoing or recently complet- 
ed Defense Investigative Service (DIS) investigation. 

Categories of records in the system: 

The DIMS Master file is composed of records of investigations 
which are being or have been conducted for DoD activities and 
personal identifying information on individuals who have been inves- 
tigated. The DIMS master file also consists of records of leads 
assigned to DIS field elements for those investigations in progress. 
Records contain the name, social security, case control number, the 
investigative leads assigned, and their status. 

The DIMS history file consists of records of investigations that 
have been closed. Records contain the name and other personal 
identifying information, the type of investigation, requester category, 
case number, the closing status, and/or the date closed. 

Authority for maintenance of the system: 

5 use 301, Departmental Regulations. . r . 

44 U.S.C 3101, Records Management., 

DoD Directive 5105.42,. July 19, 1978, Defense Investigative Serv- 
ice (DIS). 

DoD Regulation 5200.2R. December 1979, Personnel Security 
Program. , : 

Purpose(s): 

To determine the existence, location, and status of the cases. 

To control workload and prepare statistical reports. 

To inform federal agencies or requesters of investigations regard- 
ing the status of ongoing cases. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

. See blanket routine uses listed at the beginning of this component's 
published systems notice. [ 

Policies and practices for storing; retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 



The DIMS master file is in key sequenced Virtual Storage Access 
Method (VSAM). A copy of the master file is also contained on 
magnetic tape for continuity of operations to permit processing at 
alternate locations in the event of computer failure. 

The DIMS history file is contained on magnetic tape. 

DIMS Investigative assignment files are retained in paper form. 

Retrievability: 

DIMS master records are accessed through the case control 
number. History file records are accessed sequentially from tapes. 
Queries may enter the system in card form and from magnetic tape 
or indirectly through the DCII. 

Lead assignment (lAF) data is retrievable by name of individual or 
case control number. 

Safeguards: 

For the master and history files as described in the DCII system 
descriptions of this notice. 
lAF documents. 
Retention and disposal: 

Monthly history tapes are retained indefinitely. After two years, all 
names are deleted from the records of monthly history tapes. lAF 
records are retained for one year after completion of field leads. 

System manager(s) and address: 

Defense Investigative Service, Deputy Director, 1900 Half St. SW, 
Washington, DC 20324-1700. 
Notification procedure: 

Information may be obtained from Defense Investigative Service, 
Information and Public Affairs, 1900 Half St. SW, Washington, DC 
20324-1700. • 
. Inforifiation required: 

Full name and all maiden or alias names under which files may be 
maintained. ' 

Personal identifiers which include date and place of birth, social 
security number, and last four digits of military service number. 
'Office which may be visited: 

Defense Investigative Service, Information and Public Affairs, 
1900Half St. SW, Washington, DC 20324-1700. ' - 

Proof of identity: 

Routine check of personal documents. 
Record access procedures: 

Information and Public Affairs Office at address listed above. 
Contesting record procedures: 

The agency's rules for access to records, for contesting contents, 
and for appealing initial determinations by the individual concerned 
may be obtained from the Office of Information and Public Affairs. 

Record source categories: 

DIS Case Control Center. ' ^ ' 

Exemptions claimed for the system: 

In accordance with subsection 3(j)(2) of the act, certain references 
contained in this system of case control records may be exempted 
from the provisions of subsections (c)(3), (c)(4), (d) and (e)(8). This 
exemption will allow the DIS, a law enforcement component, to 
conduct effective investigations into alleged unlawful activity and use 
the DIMS without jeopardizing such investigations. Knowledge of 
the investigations into alleged unlawful activity could enable subjects 
to take actions to prevent detection of criminal activities, conceal 
evidence, or to escape prosecution. It could also lead to intimidation 
of or harm to sources, informants, witnesses, and their families and to 
disclosure of national security information. Information from this 
system will be withheld only to the extent that its release would 
interfere with such .investigations. 

V5-05 

System name: . ' 

Subject and Reference Locator Records. 
System location: 

A decentralized system maintained by Defense Investigative Serv- 
ice field units. See directory listed at the end of this component's 
system notice. 

Categories of individuals covered by the system: 
Military , personnel and civilian employees of the Department of 
Defense. . 
Categories of records in the system: 

Personnel, locator, assignment, rosters and housing records fur- 
nished by Army, Navy, Air Force and Marine Corps posts, bases, 
and stations in the U.S. and Puerto Rico and retained for periods 
longeir than they are retained by originating activities. An example of 
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such records is Army Locator/ Organizational Rosters (A0102.03a 
DAAG). 

Authority for maintenance of the system: 

5 U.S.C. 301, E.O. 10450, E.O. 10865, DoD Directive 5105.42. 
Purpose(s): 

Records are maintained by DIS investigative elements for use in 
locating supervisors, coworkers, and character references of subjects 
of DIS investigations and to identify or verify the locations and 
assignments of subjects when this information cannot be obtained 
through other local sources. Information from this system may be 
provided to law enforcement agencies for the same purposes. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses listed at the beginning of this component's 
system notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper listings in files or binders, computer products, microfiche, 
index cards. 

Retrievability: 

By name and other identifying data. 
Safeguards: 

Maintained in locked cabinets or locked rooms and only DIS 
personnel have access. 
Retention and disposal: 

Records are retained for a maximum of five years. 
System manager(s) and address: 

Defense Investigative Service, Assistant Director (Personnel and 
Security), 1900 Half St., SW, Washington. DC 20324-1700. 
Notification procedure: 

Requests should be addressed to Defense Investigative Service, 
Information and Public Affairs Office, 1900 Half St., SW, Washing- 
ton, DC . 20324- 1700. The full name, date and place of birth, social 
security number, and military service numbers are required and the 
name and location of the post, base, or station and periods of assign- 
ment or employment so that a thorough search can be conducted. A 
notarized statement verifying the identity of requester is required. 
Defense Investigative Service, Information and Public Affairs Office, 
Washington, DC 20324-1700 may be visited by personnel making 
inquiries regarding this system. A check of personal identification 
will be required of all visitors making such inquiries. 

Record access procedures: 

Access to records may be obtained through Defense Investigative 
Service, Office of Information and Public Affairs, 1900 Half St., SW, 
Washington, DC 20324-1700. 

Contesting record procedures: 

DIS rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR part 298a and DIS 
Regulation 28-4. 

Record source categories: 

Military personnel offices, training schools, and housing offices for 
installations. 
Exemptions claimed for the system: 
None. 

V6-01 

System name: 

Personnel Security Files, (PSF*s). 
System location: 

Primary system: Defense Investigative Service, Security Division 
(V0540), 1900 Half St., SW, Washington, DC 20324-1700. 

Decentralized system: Partial records are maintained at working 
locations as a part of the Optional Personnel Management Record 
System described separately in this notice. 

Categories of individuals covered by the system: 

Every DIS employee, civilian and military, without exception. 

Categories of records in the system: 

Individ uaPs Certificate of Security Clearance, Access Authoriza- 
tion Certificate, Security Briefing Statement, Certificates of Clear- 
ance for other Services, Defense Central Investigations Index (DCII) 
check results. Summary Adjudication Sheet, debriefing statements, 
requests for investigations, and similar related documents varying in 
certain cases. Personal identifying data to confirm identities is also 
contained in this system. 



Authority for maintenance of the system: 

Requesting agency, to the extent that the information is relevant 
and 5 U.S.C. 301 (Departmental Regulations) and DoD Directive 
5200. 2-R, DoD Personnel Security Program. 

Purpose(s): 

Files are used to provide a basis for granting security clearance 
and evidence of clearance and access to classified defense information 
during an . individuaPs employment with the agency. Files are also 
used to provide information on security clearances for individuals 
attending official activities of other offices on classified matters and 
are provided to other government offices when change of employ- 
ment is being considered. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blanket routine uses listed at the beginning of this component's 
published systems notice. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Individual Personnel Security Files are established when an indi- 
vidual has been tentatively selected for a position with DIS and a 
request for investigation is initiated. As each investigation is complet- 
ed and adjudicated, a clearance certificate is filed in the PSF. If the 
applicant declines employment or is a nOnselectee, the PSF is placed 
in the inactive file section and retained for two years. 

Storage: 

Paper records in file folders. 
Retrievability: 

Filed alphabetically by last name. 
Safeguards: 

For the primary system, building employs security guards (Federal 
Protective Service). Records are maintained in locked containers in 
areas accessible only to authorized personnel who have a need to 
know. 

Retention and disposal: 

Records are maintained for the period oif time an individual is 
assigned to the DIS and for two years afterwards. Disposal is as 
classified waste. 

System manager(s) and address: 

Defense Investigative Service, Chief, Security Division, 1900 Half 
St., SW, Washington, DC 20324-1700. 
Notification procedure: 

Information regarding the primary system may be obtained from 
Defense Investigative Service, Chief, Security Division, 1900 Half 
St., SW, Washington, DC 20324-1700. 

Record access procedures: 

Access to the decentralized records may be obtained at any time. 
Requests from individuals for access to the primary system should be 
addressed to Defense Investigative Service, Information and Public 
Affairs Office, 1900 Half St., SW, Washington, DC 20324-1700. 

Written requests for information should contain the full name of 
the individual, current address, and telephone number. Visits are 
limited to the Defense Investigative Service, Information and Public 
Affairs Office. 

For personal visits, a check of personal documents will be con- 
ducted. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determinations may be obtained from the Chief, Information and 
Public Affairs Office at the address listed above. 

Record source categories: 

Application and related forms from the individual, summaries of 
information from background investigations of the individual. 
Exemptions claimed for the system: 
None. 

V6.02 

System name: 

Sensitive Compartmented Information (SCI) Access File. 
System location: 

Defense Investigation Service (DIS), Security Division, 1900 Half 
St., SW, Washington, DC 20324-1700. 

Categories of individuals covered by the system: 

DIS personnel who have been granted Special Access to SCI 
information. 
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Categories of records ihi the systenu- 

A rosters- are maintained on DFS; personnel! ItoMing SCI access, 
requests for SCI access;, access authorizations, and similar related 
documents.. 

Authority for maintenance of the system: 

DIAM 50-l(Q andi DCI Directive No. 1/14; 

PurposeCs):: 

The SCI Access. File is; used to> dietermine who. in DIS has. SCI 
access. Data- is used also to monitor the program within; DIS.. 

Routine uses of records; maintained, ini the: systemy including, catego- 
ries of users and! the purposes of suchi uses: 

See blanket routine, uses listedi at the beginning, of this component's 
published systeins; notice.. 

Policies: and! practices for storing,, relxfeying,, accessing^, retaining,, and' 
disposing of records, in the system: 

AU; data is maintained in one secure container.. The roster is pro- 
vided by DIA.. Copies of access, authorization' are maintained for 
each individual; having special; access. When a person is taken off this 
access and has; beeni debriefed, this is; noted in. the: filisi. 

Storage:: . " 

Paper recoirds ihi file foldei?:. . 

Retrievability:: 

Roster is in billet order; access authorization is in* ehronolbgical 
order. 

Safeguards:: 

Files are maintained' in an- authorized security containei-' within a 
locked room.. The Federals Protective Service' controlis, entrance, to- 
the, buildings. 

Retention and' disposal:; 

Record's, are maintained for the period that the individual^ is. grant- 
ed the: speciali access and then, for 2 years.. 
System manag^rCis) andi address:. 

Defense lavestigative Siervicej, Chief, Security Division, 1900 Half 
St., SW„ Washington,, DC 20324>li7OOl 
Notification procedure: 

Information; may be obtainedl from SYSMANAGER,. Defense In- 
vestigative Service, Security Division, 1900' Half St., SW; Washing- 
ton, DC 20324-1700. . 

Recordi access procedures:. 

Request from individuals should; be addressed to Defense Investi- 
gative Service; Information^ and Public Affairs Office;. 1900 Half St., 
SW, Washington,, DC 20324M..7OO:. 

Written requests^ for information; should; contain the full name of 
the individual',, current add'ress;, andi telephone number: Visits are 
limited to Defense Investigative Service; Information and Public Af- 
fairs Office, 1900: Half'St.,. SW, Washington; DC 20324-1700. 

Contesting record procedures:: 

The agency's; rules> for contesting contents and for appealing initial 
determinations, may be obtained from the Informations and Public 
Affairs Office at the address, listed; above. 

Record sources categories: 

Ptersonnel Security File on the individuals. 

Exemptions claihied' for the. system:' 

None.. 

V7-01 

System name: 

Enrollment, Registration and Course Completion* Record. 
System location:: 

Defense. Seeurifey Institute (DSI), Richmond;. Virginia 23297. 
Cate^ciesr of individuals covered by the system: 
Individuals who: are scheduled for or who have- attended courses 
of 'instruction' offered! by the Institute. 
Categories' of records' in the* system: 

Information may include individual's name, andi other personal 
identifyihg, and administrative data pertaining to attendance at the 
Institute to include: employer, course completion, and other similar 
data., 

Authority for maintenance off the system:: 

5 use 301. 

DoD Directive: 501 5.2, September 17'„ 1980. 

DoD Directive 5105.42 (Defense Investigative Service).. 

Executive Order 1.0865, February 20, 1960. 



ExecutrveOrder 10909, January 17, 1961. 

Defense rnvestigatiive Service Regulations 28'-!,, March 13\ 198;1.. 
PiirposeCs): 

Used! by Institute personnel to prepare class; rosters' and- provide 
basic administrative information! on? attendees; 

Routine usesi of records maintained! iw the systemv indudihg; catego- 
ries of' users^ and^. the purposes of suchf uses:. 

See:^ DIS blanket routine uses at the head of this component's 
published? systems' notice. 

Policies^ and practices^ for storing; refcievihg;. accessing,, .retaining^; andi 
diisposihg; of recordii; in the system: 

storage:: 

Records, are maintained om indeXi cards and computer diskettes:. 
Retrieyabilityr 

Records' are- filed arphabeticaliy.' by last name. 
Safeguanb:. 

Recordsv are maihtaihed' in file cabinets, in a locked room in- areas> 
accessible; only to^ authorized personnel' who have a need to know.. 
Retentibni andi diisposal: 
Records are: retainedl for tem (JOJ; years*. 
System^ manager(s)^ and' address: 

Director, Defense Security InstitutCi c/b^ Defense. General- Supply/ 
Center, Richmond,. VA 23297-509 1 
Notification^ procedure:' 

Information may be obtained from S^SM AN AGER. 
Record^ accessj procedures: 

Access, to^ records may be obtained through; the Defense Investiga- 
tive Service, Officer of Information and Public Affairs, 1900 Half St., 
SW, Washington; DC 20324-1700, either by mail or personal visit. 

Writteni requests with full name and^ social security number are 
required,, and the request must be accompanied by a. notarized state- 
ment verifying the: identity of the requester. 

Personall visits should be made to the Office of Information and 
Public Affairs at^ the address^ listed above;. A check of personal 
identification, will be required of all visitors making such inquiries. 

Contesting, records procedures: 

The.' agenc.y-s rules^ for contesting records may be obtained from 
the Chief^. ©ftice- of Information and Public: Affairs at the address 
listed abovei 

Record source- categories: . 

The student;, his/'her employer, and the Defense Security Institute. 
Exemptions claimed- for the system: 

None; 

V7-02 

System' name: 

Guest/Instructor Identification Records. 
System, location:: 

Defense Security Institute (DSI), Richmond, Virginia 23297-5091. 
Categories^ of individuals covered by the system: 
Guest speakers? and regularly assigned instructors. 
Categories orrecords in the system: 

Individual's, name, position, biographical data,, and other* back- 
ground' information. 

Authority for maintenance of the system: 

DoD Directive 5105.42 (Defense Investigative Service (DIS)). 

Executive Order 10865.20, February 20, 1960. 

Executive Order 10909, January 17, 1961. 

Purpose(^)r 

Used by->' Institute personnel for the introduction of speakers and 
instructors. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See blankett routine uses at the beginning of this component's 
published system notice. 

Policies^and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper, records are locked in file folders on index cards. 
Retrievability: 

Records are filed alphabetically by last name. 
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Safeguards: 

Records are maintained in file cabinets within a locked roDin in 
areas accessible only to authorized personnel who have a need to 
know. 

Retention and disposal: 

Records are reviewed annually with obsolete records destroyed by 
burning or other means which preclude reconstruction. 
System manager(s) and address: 

Director, Defense Security Institute, c/o Defense General Supply 
Center, Defense Investigative Service, Richmond, VA 23297-5091. 
Notification procedure: 

Information may be obtained from SYSMANGER. 
Record access procedures: 

Access to records may be obtained through Defense Investigative 
Service, Office of information and Public Affairs, T900 Half St., SW, 
Washington, DC 20324-1700, either by mail or personal visit. 

For written requests, Wl sname and social security number lare 
necessary for retrieval of .informatipn, and the request must be ac- 
companied iby a notarized statement verifying the identity of the 
requester. 

Personar visits should be made to the Office of Jlnformation and 
Public Affairs at the .address listed above. A check of personal 
identification will be required of all visitors jnaking such inquiries. 

Contesting icecord procedures: 

The agencyis srules for contesting contents and appealing initial 
determinations may be obtained from the Chief, Office of Informa- 
tion and Public Affairs at the address listed above. 

Record source categories: 

The information is provided by the individual. 

Exemptions claimed for the system: 
. None. 

System name: 

Industrial Personnel Security Clearance File. 
System location: 

Central Facility, Defense Investigative Service, Defense Industrial 
Security Clearance Office, PO Box 2499, Colunribus, OH 43216-r2499. 

Remote terminal location - NSA DIRNSA OPS 'Bldg. .3 IRoom 
CIS 51, Fort Meade, MD 20755 

Categories of individuals covered by the system: 

Employees and major stockholders of government contractors and 
other DoD affiliated personnel who have been :issued, now possess, 
are in, or have been in process for personnel isecurity clearance 
eligibility determinations, security assurances lor NATO clearance 
documents. 

Categories of records in the system: 

The automated portion may include individual's name and personal 
identifying information; date and level of security clearance ^g^anted; 
date and type of investigation and investigator .agency or case 
number and location; sequential record of action; and ; information 
necessary to facilitate the security clearance process. 

The manual portion may include the clearance application, copy of 
the investigation, record of clearance, foreign clearance and travel 
information; clearance processing information, adverse information 
and other internal and external correspondence and administrative 
memoranda relative to the clearance. 

Authority for^maintenance of the system: 

DoD Directive 5015.2, September 17, 1980. 

DoD Directive 5105.42 (Defense Investigative Service (DIS) July 
19, 1978. 

DoD Directive 5200.2, December 20, 1979. 
Executive Order 10865, February 20, 1960. 
Executive Order 10909, January 17, 1961. 
Purpose(s): 

Records serve as a central repository on the eligibility determina- 
tion of industrial i>ersonnel for access to classified information. The 
file serves as an administrative record, current record, and , repository 
for clearance related reports and information. 

Routine uses of records maintained in the system, including ^catego- 
ries of users and the purposes of such uses: 



See blanket routine uses at the beginning of this componerit*s 
published systems notice. 

Policies and practices for storing, retrieving, accessing,, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are maintained in computer disk packs, mag- 
netic tapes, and associated data processing files. Manual records are 
on microfiche, index cards, and hard copy paper records maintained 
in file folders. 

Retrievability: 

Records are accessed by Social Security Number; manual records 
;may also be accessed by name. 
Safeguards: 

Specific codes are required to access the automated records. 
Manual irecords are housed in a secured area accessible only to 
properly screened individuals who have the need to know. 

Retention iand disposal: 

Retention is based on the circumstances of the particular record. 
Automated records are retained 62 months following employment 
termination except DICR directed cases or cases involving a cleared 
person's death. TThese records are retained until the individual would 
ihave been '80 years old.. Favorably manual records are destroyed 
lupon iissuance of the clearance. Records released in accordance with 
the iprivacy or FOIA Act .require at least a 2 year records mainte- 
nance. All ^ases whicli require adjudication are retained for 5 years 
from date of last clearance action. Destruction is accomplished by 
burning, shredding m other means Avhich preclude reconstruction: 

System managei^(s^ and address: 

Defense Investigative Service, Deputy Director (Industrial Securi- 
■tyi), fl^OO .Half :St.; SW, Washington, DC 20324-1700. 
Notification procedure: 

Information may be <obtained from SYSMAN ACER. 
Record access ..procedures: 

Access to jfecords may be obtained thi-ough the Defense Investiga- 
tive .Service, Office of information and Public Affairs, 1'900 Half St. 
SW, Washington, DC 203241 -700, either in person or by mail. For 
written requests, full name, date and place of birth, and social securi- 
ty nuniber are necessary for iretrieval of information. More informa- 
tion may be required. Personal visits should be made to the Office of 
Information and Public Affairs at the address listed above. A check 
of personal .identification will be required «of all visitors Tuaking such 
'inquiries. 

Contesting record procedures: 

The agency's rules for contestiiig contents and appealing initial 
determinations may be obtained froni the Chief, Office of Informa- 
tion and Public Affairs at the .address listed above. 

^Record source categories: 

Categories of sources of records, subjects of investigations, records 
<of other Do'D activities and components, federal, state, county, .and 
municipal records, employment records of private business and indus- 
trial .firms, educational and disciplinary records of schools, colleges, 
universities, technical, and trade sdhools, hospital, clinic, and other 
medical recorils, records of commercial enterprises such ;as real estate 
agencies, credit bureaus, loan companies, credit unions, 'banks, and 
other financial institutions which maintaitn credit information von indi- 
viduals, transportation companies, (air lines, railroads, ttc.^. 

The interview of individuals who are thought to have knowledge 
of the subject's background ;and activities. 

The interxview of witnesses, victims, and confidential .sources. 

The interview of ;an>y -individuals .deemed necessary to 'complete 
the DIS investigation. 

{Miscellaneous directories, rosters, Jand correspondence. 

Any (Other type of record deemed necessary to 'complete the DIS 
investigation. 

Exemptions claimed for the system: 

Under the provisions lof 5 tJSC 552a(k)(5) of the Privacy Act of 
.1974, information contained in the records which would ireveal the 
identity Of the rsource who furnished information to the government 
under an implied or .expressed promise of confidentiality is exempt 
from disclosure. This exemption will allow the collection of informa- 
tion from sources who woiild otherwise be unwilling ito provide 
>necessary information. 
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REQUESTING RECORDS 

Records are retrieved by name or by some other personal identifi- 
er. It is therefore especially important for expeditious service when 
requesting a record that particular attention be provided to the Noti- 
fication and/or Access Procedures of the particular record system 
involved so as to furnish the required personal identifiers, or any 
other pertinent personal information as may be required to locate and 
retrieve the record. 

BLANKET ROUTINE USES 

Certain blanket 'routine uses' of the records have been established 
that are applicable to every record system maintained within the 
Department of Defense unless specifically stated otherwise within a 
particular record system. These additional blanket routine uses of the 
records are published below only once in the interest of simplicity, 
economy and to avoid redundancy before the individual record 
system notices begin rather than repeating them in every individual 
record system. 

ROUTINE USE-LAW ENFORCEMENT 

In the event that a system of records maintained by this compo- 
nent to carry out its functions indicates a violation or potential 
violation of law, whether civil, criminal or regulatory in nature, and 
whether arising by general, statute or by regulation, rule or order 
issued pursuant thereto, the relevant records in the system of records 
may be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local, or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation or order issued pursuant 
thereto. 

ROUTINE USE-DISCLOSURE WHEN 
REQUESTING INFORMATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to a Federal, state, or local agency 
maintaining civil, criminal, or other relevant enforcement information 
or other pertinent information, such as current licenses, if necessary 
to obtain information relevant to a component decision concerning 
the hiring or retention of an employee, the issuance of a security 
clearance, the letting of a contract, or the issuance of a license, grant 
or other benefit. 

ROUTINE USE-DISCLOSURE OF REQUESTED 
INFORMATION 

A record from a system of records maintained by this component 
may be disclosed to a Federal agency, in response to its request, in 
connection with the hiring or retention of an employee, the issuance 
of a security clearance, the reporting of an investigation of an em- 
ployee, the letting of a contract, or the issuance of a license, grant or 
other benefit by the requesting agency, to the extent that the infor- 
mation is relevant and necessary to the requesting agency's decision 
on the matter, 

ROUTINE USE-CONGRESSIONAL INQUIRIES 

Disclosure from a system of records maintained by this component 
may be made to a Congressional office from the record of an individ- 
ual in response to an inquiry from the Congressional office made at 
the request of that individual. 

ROUTINE USE-FRIVATE RELIEF LEGISLATION 

Relevant information contained in all systems of records of the 
Department of Defense published on or before August 22, 1975, may 
be disclosed to the Office of Management and Budget in connection 
with the review of private relief legislation as set forth in OMB 
Circular A- 19 at any stage of the legislative coordination and clear- 
ance process as set forth in that Circular. 

ROUTINE USE-DISCLOSURES REQUIRED BY 
INTERNATIONAL AGREEMENTS 

A record from a system of records maintained by this component 
may be disclosed to foreign law enforcement, security, investigatory, 
or administrative authorities in order to comply with requirements 
imposed by, or to claim rights conferred in, international agreements 
and arrangements including those regulating the stationing and status 
in foreign countries of Department of Defense military and civilian 
personnel. 



ROUTINE USE-DISCLOSURE TO STATE AND 
LOCAL TAXING AUTHORITIES 

Any information normally contained in IRS Form W-2 which is 
maintained in a record from a system of records maintained by this 
component may be disclosed to state and local taxing authorities with 
which the Secretary of the Treasury has entered into agreements 
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities for which an employee or 
military member is or was subject to tax regardless of whether tax is 
or was withheld. This routine use is in accordance with Treasury 
Fiscal Requirements Manual Bulletin Nr. 76-07. 

ROUTINE USE - DISCLOSURE TO THE OFFICE 
OF PERSONNEL MANAGEMENT 

A record from a system of records subject to the Privacy Act and 
maintained by this component may be disclosed to the Office of 
Personnel Management concerning information on pay and leave, 
benefits, retirement deductions, and any other information necessary 
for the Office of Personnel Management to carry out its legally 
authorized Government-wide personnel management functions and 
studies. 

ROUTINE USE-DISCLOSURE TO THE 
DEPARTMENT OF JUSTICE FOR LITIGATION 

A record from a system of records maintained by this component 
may be disclosed as a routine use to any component of the Depart- 
ment of Justice for the purpose of representing the Department of 
Defense, or any officer, employee or member of the Department in 
pending or potential litigation to which the record is pertinent. 

ROUTINE USE-DISCLOSURE TO MILITARY 
BANKING FACILITIES OVERSEAS 

Information as to current military addresses and assignments may 
be provided to military banking facilities who provide banking serv- 
ices overseas and who are reimbursed by the Government for certain 
checking and loan losses. For personnel separated, discharged, or 
retired from the Armed Forces, information as to last known residen- 
tial or home of record address may be provided to the military 
banking facility upon certification > by a banking facility officer that 
the facility has a returned or dishonored check negotiated by the 
individual or the individual has defaulted on a loan and that if 
restitution is not made by the individual, the U.S. Government will 
be liable for the losses the facility may incur. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE GENERAL SERVICES ADMINISTRATION 

(GSA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the General Services Adminis- 
tration (GSA) for the purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 and 2906. 

ROUTINE USE-DISCLOSURE OF INFORMATION 
TO THE NATIONAL ARCHIVES AND RECORDS 
ADMINISTRATION (NARA) 

A record from a system of records maintained by this component 
may be disclosed as a routine use to the National Archives and 
Records Administration (NARA) for the purpose of records manage- 
ment inspections conducted under authority of 44 U.S.C. 2904 and 
2906. 

ROUTINE USE-DISCLOSURE TO THE MERIT 
SYSTEMS PROTECTION BOARD 

A record from a system of records' maintained by this component 
may be disclosed as a routine use to the Merit Systems Protection 
Board, including the Office of the Special Counsel for the purpose of 
litigation, including administrative proceedings, appeals, special stud- 
ies of the civil service and other merit systems, review of OPM or 
component rules and regulations, investigation of alleged or possible 
prohibited personnel practices; including administrative proceedings 
involving any individual subject of a DoD investigation, and such 
other functions, promulgated in 5 U.S.C 1205 and 1206, or as niay be 
authorized by law. ' 

ROUTINE USE-COUNTERINTELLIGENCE 
PURPOSES 

A record from a system of records maintained by this component 
may be disclosed as a routine use outside the DoD or the U.S. 
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Government for the purpose of counterintelligence activities author- 
ized by U.S. Law or Executive Order or for the purpose of enforcing 
laws which protect the national security of the United States. 



WUSUOl 

System name: 

Uniformed Services University of the Health Sciences (USUHS) 
Personnel Files. 

System location: 

Personnel record files will be maintained at the USUHS Civilian 
Personnel Directorate, and Directorate, Military Personnel, 4301 
Jones Bridge Road, Bethesda, Maryland 20814-4799. Copies of SF 
nrs and curriculum vitae's .of applicants and employees will be 
maintained in the Civilian Personnel Directorate by the Dean of the 
School of Medicine, and by the Department Chairperson, having a 
need for the information. Limited hardcopy information files are 
maintained at the USUHS. Military Personnel office. A supplemental 
file consisting of summary data on each civilian employee will be 
stored in the computer at Boiling Air Force Base (AFB), Washing- 
ton, DC 20332; for military personnel assigned to USUHS; at Wal- 
tiral Center (WRAMC) Military Perso) Military Personnel office. 
National Naval Medical Center (NNMC) Military Personnel office, 
Andrews Air Force Base (AFB) consolidated base personnel office 
and at the Public Health Service (PHS) personnel office. Administra- 
tive Support Section, Parklawn Building, Rockville, MD 20850. 
Home phone numbers of key personnel will be provided to other key 
personnel, and those of students to other students on a need-to-know 
basis, and only with the express permission of the individual con- 
cerned, for an emergency call system. Biographical information on 
students to be maintained in the Military Personnel office. 

Categories of individuals covered by the system: 

Records will be maintained on all personnel assigned to USUHS 
full-time and part-time. 

Categories of records in the system: 

The type of information which will be maintained on employees is 
as follows: Identity and demographic information (e.g., Social Securi- 
ty Number (SSN), name, sex, address, birth date, minority status, 
etc.). Academic and experience background data consisting of: (1) 
Schools attended; (2) Degrees earned; (3) Work experience, awards, 
etc.; (4) Letters of reference, performance evaluations, etc.; (5) Time 
and attendance cards; and (6) Biographical data file. 

Authority for maintenance of the system: 

Title 10, United States Code. Section 136. 

Purpose(s): 

The system will consolidate into one standard system, personnel 
management on all assigned personnel from all military departments. 
The information kept will be used for documenting the work experi- 
ence of applicants and USUHS personnel and for notification of key 
personnel in case of emergency during nonworking hours. It will also 
be used for management training and accountability of military per- 
sonnel assigned to USUHS. Biographical data file will be used for 
providing background information on USUHS students to lecturers. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component*s published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, aiid 
disposing of records in the system: 

Storage: 

Material stored in file folders at USUHS, supported by automated 
copies of pertinent data of each employee's folder which are main- 
tained on magnetic tape and disk at USUHS Civilian Personnel/ 
Manpower Directorate, Bethesda, MD 20014. ' 

Retrievability: 

The system will be indexed by name and Social Security (SSN). 
Also, any combination of data in the file can be used to select 
individual data. Only Civilian Personnel/Directorate and Comman- 
dant and Director, Military personnel will be provided with the 
password that allows access to the data, and those individuals are 
authorized access to all data in the file. Records will be available to: 
The individual concerned; employees of USUHS on a need-to-know 
basis; other agencies of the Government to satisfy requests for rou- 
tine reports. 

Safeguards: 

The automated system is operated by USUHS Civilian Personnel, 
Directorate Personnel, Military Personnel Directorate (for military 



files only), Commandant and Assistant Commandant,and only those 
personnel will be given the password and user identification informa- 
tion needed to access the computer system. Those persons are au- 
thorized access to need-to-know files only as determined by the 
Director of Military Personnel and Commandant. While the file is 
primarily indexed on Social Security Number (SSN), and name, any 
combination of fields and data within fields can be used to select the 
individual records. Only the Director, Military Personnel will have 
the ability to add, change, delete or reproduce a hard copy of any 
data in the military files. 

Retention and disposal: 

Indefinite files that are retained while the individual is employed 
and then retired. 

System manager(s) and address: 

The Director, Civilian Personnel, will be the custodian for Civilian 
Personnel files (business address 4301 Jones Bridge Road, Bethesda, 
Maryland 20814-4799 telephone: (202) 295-3412)). The Director, Mili- 
tary Personnel will be the custodian for Military Personnel files 
(business address: 4301 Jones Bridge Road, Bethesda, Maryland 
, 20814-4799, telephone: (202) 295-3086)). 

Notification procedure: 

Inquiries regarding the personnel files should be directed to the 
System Manager: 

Record access procedures: 

Information on the procedures for gaining, access to and contesting 
records will be furnished each employee by the. Personnel Office 
upon entry into duty with USUHS. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information contained in the file is furnished by the employees, 
supervisors arid references supplied by the employees.. 

Exemptions claimed for the system: 
None. 

WUSU02 

System name: 

Uniformed Services University of the Health Sciences (USUHS) 
Payroll System. 

System location: 

Central files are maintained at Boiling Air Force Base Accounting 
and Finance Office, Civilian Pay Branch. Satellite file maintained at 
USUHS Administrative Office at 4301 Jones Bridge Road, Bethesda, 
Maryland 20014. 

Categories of individuals covered by the system: 

All civilian personnel paid by the USUHS. 
Categories of records in the system: 

Information contained in the systems includes: Name, SSAN, Pay 
Grade, Number of Withholding Exemptions, Gross and Net Pay, 
Other Earnings and Leave Information (including Time and Attend- 
ance Records). 

Authority for maintenance of the system: 
Title 10, United States Code, Section 136. 
Purpose(s): 

To be used by USUHS officials and employees to produce data for 
budget purposes and as backup information for audits. 

Routine uses' of records maintained in the system, including catego- 
ries of users and the purposes, of such uses: 

See Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system' notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The inforniation will be stored as computer printout. 
Retrievability: 

The system will be indexed by name. 
Safeguards: 

The information will be available for personnel i in the Civilian 
Personnel/Manpower Directorate of the USUHS or other personnel 



746 



PRIVACY ACT SYSTEMS 



who have a demonstrated need to know, e.g., auditors, Congress, etc. 
The material will be stored in metal file containers. 
Retention and disposal:' 

The records will be maintained for one year and then destroyed by 
burning. 

System manager(s) and address: 

The responsible official in the USUHS for the Civilian Pay System 
is the Director of Civilian Personnel/Manpower, 4301 Jones Bridge 
Road, Bethesda, Maryland 20014. Telephone: 202-295-3379. 

Notification procedure: 

Any inquiries should be directed to the Civilian Personnel /Man- 
power Directorate at the above address. 
Record access procedures: 

Information may be accessed in person at the above address. Re- 
quests for change to the information must be made in writing at the 
above address; 

Contesting record procedures: 

The Agency*s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Computerized pay records from Boiling Air Force Base Account- 
ing and Finance Office. 
Exemptions claimed for the system: 
None. 

WUSU03 

System name: , 

Uniformed Services University of the Health Sciences (USUHS) 
Student Record System. , . 

System location: 

The file will be maintained in the Registrar's Office, USUHS, 4301 
Jones Bridge Road, Bethesda, Maryland 20014. Supplemental fdes 
consisting of student evaluation forms, grades, and course examina- 
tions pertaining to their Department will be maintained in each 
department by department chairperson, as well as in the Registrar's 
office. 

Categories of individuals covered by the system: 
Records will be maintained on all students who matriculate to the 
University. . 
Categories of records in the system: 

Grade reports and instructor evaluations of performance/achieve- 
ment; transcripts summarizing by course title, grade, and credit 
hours; records of awards, honors, or distinctions earned by students; 
and data carried forward from the Applicant File System, which 
includes records containing personal data e.g., name, rank, Social 
Security Number (SSN), undergraduate school, academlic degree(s)^ 
current addresses, course grades, and grade point average from un- 
dergraduate work and other information as furnished by non-Govern- 
ment agencies such as the American Medical College Admission 
Service which certifies all information prior to being submitted to the 
University. 

Authority for maintenance of the system: 

Pub. L. 92-426, Ch 104, Section 21 14. 

PurposeCs): 

Data is used for recording internships, residencies, types of assign- 
ment and other career performance data on USUHS graduates; pro- 
viding academic data to each student upon request, e.g:, transcripts, 
individual course grades, grade point average, etc.; providing aca- 
demic data within the Uniformed Services University of the Health 
Sciences for official use only purpose^ and providing data to the 
respective Surgeon General when a specific and authorized need 
requires it. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Academic data may be provided to other educational institutions 
upon the written request of a student. For other external uses, see 
Uniformed Services University of the Health Sciences (USUHS) 
Blanket Routine Uses at the head of this Component's published 
system notices. 

Policies and practices for storing, retrieving, accessing^ retaining, and 
disposing of records in the system: 
Storage: 

Paper records in file folders are stored at USUHS, supported by 
automated copies of subsets of each student's folder, which are main- 



tained on magnetic tape and disk at the Office lof the Registrar, 
USUHS. 
Retrievability: 

The system will be indexed by name and Social Security (SSN). 
Also, any combination of data can be used to select individual 
records. Only personnel in the Office of the 'Registrar will he with 
the password that allows access to the data, ;and those individuails iare 
authorized access to all data in the file. 

Safeguards: 

The computer facility at the USUHS is operated by the Office of 
the Registrar. The tapes and hard copies of- material are secured in 
government-approved security containers constructed of four-hour 
heat-resistant steel material. The physical location of the computer 
hardware, disks, and printer are located to the extreme rear of the 
room with access being blocked by a large counter staffed by two 
office personnel. All access to the computers in the Office of the 
Registrar is via user identification and sign-on password. Computer 
software ensures that only properly identified users can access the 
Privacy Act files on this system. Passwords are changed semiannual- 
ly, or upon departure of any perW>n knowing the password. 

Retention and disposal: 

Records will be maintained permanently. 

System managers) and address: 

The Registrar, USUHS, 4301 Jones Bridge Road, Bethesda, Mary- 
land 20014. , . 
Notification procedure: 

Information may be obtained from: USUHS Registrar's Office, 
4301 Jones Bridge Road, Bethesda, Maryland 20014 Telephone: 202- 
295-3197. 

Record access procedures: 
* Requests to review individual student's records may be made by 
telephone or visit the Registrar's Office, USUHS, 4301 Jones Bridge 
Road, Bethesda, Maryland 20014., Written requests should include 
name. Social Security Number (SSN) and dates attended. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

Information is furnished by instructor personnel, the individual 
concerned; the National Board of Medical Examiners; and the Appli- 
cant File System. 

Exemptions claimed for the system: 

None. 

WUSU04 

System name:. 

. Uniformed Services University of the Health Sciences (USUHS) 
Applicant Record System, 
System location: 

A central applicant record file will be maintained at the USUHS, 
Admission Office, 4301 Jones Bridge Road, Bethesda, Maryland 
20014. A supplemental file consisting of summary data on each appli- 
cant to be derived from data collected in the central file, will be 
stored on magnetic tape and maintained at the Pentagon Computer 
Center, Washington, DC. 

Categories of individuals covered by the system: 

Records will be maintained on all individuals applying for admis- 
sion, 

Categories of records in the system: 

Identity and demographic information (e.g., SSAN, name, sex, 
minority status, address, birth date, citzenship, etc.); Academic and 
aptitudinal background data consisting of: (1) Schools attended, (2) 
Degrees earned, (3) GPA for college and graduate work, (4) Course 
hours completed Jn college and graduate school, (5) Medical College 
Admission Test scores and percentiles; information regarding work 
experience, socio-economic background, hobbies, extracurricular in- 
volvements in college community/service activities, honors and 
awards achieved, and professional and/or societal contributions; 
Letter of references; biographies; personal statements (autobiograph- 
ical in nature) service preference statement; interview evaluations; 
test results and personaHty inventory scores on instruments used to 
aissess noncognitive potential and aptitude; official college transcripts 
and health data. Unsolicited information provided by applicants will 
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also nbrmally be retained! when such: information, pertains to^ the: 
matters deseiibed. above. 

AufhoFityformaihtenanceo^ the system:: 
Pub. L. 92.-426, Ch 104, Section^ 21 14; 
Purpose(s): 

To) be- used by officials and personnel of the USliJHS for selecting- 
students andi conducting studiies of the selection process. 

Routine; uses'i of records; maihtaihed in< the system,, including catego- 
ries of: users and the purposes: of: such' uses: 

See Office of the Secretary/ of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies' and practices for storing, retrieving, accessing, retaining^, and^ 
disposing; of recordk in the^systiemr. 

Storage: 

Paper records in file folders; and magnetic tape. 
Retrievability:. 

The central filie will be indexed by name. The computer file will be 
sequenced by SSAN, with data retrievable by any single or combina- 
tion of variables stored, e.g., sex, minority status, ranking by academ- 
ic performance,, ranking by test achievement, state of residence, col- 
lege attended, etc. 

Safeguards: 

All material will be maintained in metal rotary files in a securable 
office; the satellite file on disks, securable stored at the Pentagon 
Computer Center. 

Retention and disposal: 

Records of applicants who matriculate to the school will be con- 
verted to students records and maintained permanently. Records of 
applicants who do not matriculate will be retained for five years and 
then destroyed by burning. Portions of the record may be retained 
. on magnetic tape for longer periods. 

System manager(s) and address: 

The USUHS officer who will be responsible for the Applicant 
Record System is the Assistant Dean for Academic Support (business 
address: 4301 Jones Bridge Road, Bethesda, Maryland 22014). 
. Notification procedure: 

Inquiries regarding the system should be directed to the Assistant 
Dean for Academic Support, 4301 Jones Bridge Road, Bethesda, 
Maryland 20014. Telephone: 202-295-3101. 

Record access procedures: 

Requests for access for an individual's file should be made by 
either writing or calling the Assistant Dean for Academic Support. 
For written requests the information should contain the full name of 
the individual, current address and telephone number. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

The bulk of the information in the system will be furnished, by the 
applicants. It will be either prepared by them personally, or submit- 
ted by other individuals/agencies in their behalf at their (the appli- 
cants') specific request. The remaining elements of the system, the 
data not furnished by the applicants, will consist of evaluative 
records prepared and developed by admissions personnel based on 
interviews, school administered tests, and analyses of applicant 
records. 

Exemptions claimed for the system: 
None. 

WUSU05 

System name: 

USUHS Graduate and Continuing Medical Student Records. . 
System location: 

Office of the Assistant Dean for Graduate and Continuing Educa- 
tion, Uniformed Services University of the Health Services 
(USUHS), 4301 Jones Bridge Road, Bethesda, Maryland 20814. Sup- 
plementary files, consisting of student evaluation forms, grades, and 
course examinations pertaining to their department, are maintained in 
each USUHS department by departmental chairpersons. ■ 

Categories of individuals covered by the system: 

Records are maintained on all students who apply for or matricu- 
late in the Graduate Education and Continuing Medical Education 
programs at the University. 



Categories of records in the system: \ 
Gradie: reports and instructor evaluations of performance/achieve- 
ment> educational records listed by course, title, grade, and credit 
hours; records of awards, honors, or distinctions earned by students; 
and' data carried forward from the application, which includes 
records containing personal data, e.g., name, rank, social security 
number (SSN), undergraduate school, academic degree, current ad- 
dresses-, course grades, and grade point average from undergraduate 
work; letters of recommendation; and other information as furnished 
by non-government agencies such as the Educational Testing Serv- 
ice. 

Authority for maintenance of the system: 
Title 10, United States Code, Section 2114. 
Purpose(s): 

The system is used to: Record types of assignment, program par- 
ticipation and other student performance data and participation in 
continuing education programs; provide academic data to each stu- 
dent upon request (such as, individual course grades and grade point 
averages); provide academic data within the USUHS for official 
purposes; including use for studies of the academic process and 
provide data to the respective Department of Defense component 
Surgeon Generals when a specific and authorized need exists. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Academic data may be provided to other educational institutions 
upon the written request of a student. Also see blanket routine uses at 
the beginning of the USUHS listing of system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders are stored at Uniformed Services 
University of the Health Services (USUHS). These are supported by 
automated copies of subsets of each student's folder, which are main- 
tained on magnetic tapes and disk at the Office of Computer Oper- 
ations, USUHS, Bethesda, Maryland 20814. • 

Retrievability: 

The system is indexed by name and social security number (SSN). 
Also, any combination of data in the file can be used, to select 
individual records. Only personnel in the Office of the Assistant 
Dean for Graduate and Continuing Education, USUHS, with an 
official need for the data are provided with the password that allows 
access. 

Safeguards: 

The files are maintained in secured file cabinets located in a limited 
access area of the University. The computer hardware, disks, tapes 
and other materials are secured in locked cabinets in a controlled and 
guarded area. Computer access is via controlled dial-in and is pass- 
word controlled. Passwords are changed semiannually, or upon the 
departure of any person knowing the password. The automated 
system is operated by Office of Computer Operations, USUHS, and 
only personnel with an official need to know are given the password 
and user identification information needed to access the computer 
system. While the file is primarily indexed by social security number 
(SSN) and name, any combination of fields and data can be used to 
select individual records. 

Retention and disposal: 

Records oh disenrolled and nonselected individuals are maintained 
for three years. Records on matriculated students are maintained 
permanently. 

System manager(s) and address: 

The Assistant Dean for Graduate and Continuing Education, 
USUHS, 4301 Jones Bridge Road, Bethesda, Maryland 20814. 
Notification procedure: 

Information may be obtained from: Assistant Dean for Graduate 
and Continuing Education, USUHS, 4301 Jones Bridge Road, Be- 
thesda, Maryland 20814. Telephone: 202/295-3106. " 

Record access procedures: 

Requests to review individual students' records should be made in 
writing to the Office of the Assistant Dean for Graduate and Con- 
tinuing Education, USUHS, 4301 Jones Bridge Road, Bethesda, 
Maryland 20814. Written requests must include name, social security 
number and dates of attendance or application. 

Contesting record proceduires: 

The rules for access to records and for contesting contents and 
appealing initial determination by the individual concerned are con- 
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tained in 32 CFR part 286b (See also OSD Administrative Instruc- 
tion Number 81). 

Record source categories: . ' . : 

Information is furnished by the individual concerned; instructor 
personnel; the Graduate Records Examination; the application for 
admission and registration material for continuing medical education 
courses; the applicable department; the USUHS Gi-aduate Commit- 
tee; and the Office of the Assistant Dean for Graduate and Continu- 
ing Education, USUHS. 

Exemptions claimed for the system: 

None. 

WUSU06 ^ 

. i.n. • . . 

System name: 

USUHS Family Practice Medical Records., 
System location: , • f . i 

Student Health Clinic,: Uniformed. Services University of the 
Health Sciences (USUHS),. 4301 Jones Bridge Road, Bethesda, Mary- 
land 20814. . 

Categories of indiYiduals covered by the system: 
Records will be maintained on medical , students, military retirees, 
military, active duty personnel and their dependents. 
Categories of records in the system: \ 

Medical charts, results of laboratory tests; physical examinations, 
patients' medical histories. 
Authority for maintenance of the' system: 

Title 10, United States Code, Sections 133, 1071 through 1087, 
21 14, 5031, and 8012 and Executive Order 9397. * 
Purpose(s): 

Physicians and nurses use the medical charts in the diagnosis and 
treatment of patients and for studies of disease. Medical charts con- 
tain results of laboratory tests, medical examinations, and patients' 
medical histories. Medical clerks file, retrieve and keep the records 
up to date by adding new material when appropriate. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: . 

See. Office of the Secretary of Defense (OSD) Blanket Routine 
Uses at the head of this Component's published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Medical records are stored in folders. 

Retrievability: . . 

Medical records are filed by Social Security Number. 
Safeguards:. ^ . 

Records are maintained in metal file cabinets which are kept 
locked when not in use. The cabinets are stored in a controlled area. 
Retention and disposal: 

Files ai'e retained until departure of patient; and then are given to 
the patient. ' . 

System manageKs) and address: 

Chairman, Department of Family Practice, Uniformed Services 
University of the Health Sciences, 4301 Jones Bridge Road, Bethes- 
da, Maryland 20814. 

Notification procedure: 
' Records are maintained only on individuals who seek treatment. 
Contact system manager for notification procedures. 

Record access procedures: 

Information as to exact access procedures may be obtained from 
the System Manager, The rules, for record access are in accordance 
with Air Force Regulation 168-4, * Administration of Medical Activi- 
ties, Patient Administration,* Chapter 12, 'Outpatient Records.* 

Contesting record procedures: 

The rules for contesting may be obtained from the System Manag- 
er. These rules are in accordance with Air Force Regulation ' 168-4, 
Chapter 12. 

Record source categories: ' ' 

Patient, doctors, other medical professionals and test results. 
Exemptions claimed for the system: i, . 

None. ! . . • . 

WUSU07 

System name: 

USUHS Grievance Records. 



System location: ' r . . 

Civilian Personnel/Manpower Directorate, Uniformed Services 
University of the Health Science (USUHS), Department of Defense, 
Bethesda, Maryland 20814. 

Categories of individuals covered by the system: 

Current or former Federal employees who have submitted griev- 
ances in accordancis with Title 5, United States Code Sections 2302 
and 7121. 

Categories of records in the system: 

The system contains records relating to grievances filed by 
USUHS employees under 5 U;S.C. 2302 and 5 U.S.C. 7121. These 
case files contain all documents related to the alleged grievance, 
including statements of witnesses, reports of interviews and hearings, 
examiners findings and recommendations, a copy of the original and 
final decisions, and related correspondence and exhibits. 

Authority for maintenance of the system: 

Title 5, United States Code Sections 2302 and 7121, 

Purpose(s): 

This information is used by the USUHS in the creation and mainte- 
nance of records of summary descriptive statistics and analytical 
studies in support of the function for which the records are collected 
and maintained and for related work force studies. While published 
statistics and studies, do not contain individual identifiers, in some 
instances the selection of elements is such that individuals could be 
identified by reference. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:. 

These records and information in these records are used: 

a. To disclose pertinent information to the: appropriate Federal, 
state, or local agency responsible for investigating, prosecuting, en- 
forcing, or implementing a statute, rule, regulation, or order, when 
there are indications of a violation or potential violation of civil law, 
criminal law or regulation. 

b. To disclose information to any source from which additional 
information is requested in the course of processing a grievance, to 
the extent necessary to identify the individual, inform the source of 
the purpose(s) of the request, and identify the type of information 
requested. 

c. To disclose information to a Federal agency, in response to its 
request, in connection with the hiring or retention of an employee; a 
security clearance; the conducting of a security or suitability investi- 
gation of an individual; the classifying of jobs; the letting of a 
contract, or the issuance of a license, grant, or other benefit by the 
requesting agency, to the extent that the information is. relevant and 
necessary to requesting the Agency's decision on the matter. 

d. To provide information to a Congressional office from the 
record of an individual, in response to a Congressional inquiry made 
at the request of that individual. 

e. To disclose information to another Federal Agency or to a court 
when the Government is party to a judicial proceeding. 

f. By the National Archives and Records Administration in records 
management inspections conducted under authority of Title 44 
United States Code Section 2906. 

g. To disclose information to officials of the Merit Systems Protec- 
tion Board, including the Office of the Special Counsel; the Federal 
Labor Relations Authority; and the Equal Employment Opportunity 
Commission, when requested in conjunction with their official activi^ 
ties. ' . 

h. To disclose in response to a discovery motion or for appearance 
of a witness, information that is relevant to the subject matter in- 
volved in a pending judicial or administrative proceeding. 

i. To provide information to officials of labor organizations reorga- 
nized under the Civil Service Reform Act when relevant and neces- 
sary to their duties, exclusive representation concerning personnel 
policies, practices, and matters affecting work conditions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Paper records are maintained in file folders. . 
Retrievability: 

These records are retrieved by the names of the individuals about 
whom the records are maintained. 

Safeguards: 

Records are maintained in locked file cabinets, with access restrict- 
ed to authorized USUHS employees who have a demonstrated need- 
to^know. ' 

Retention and disposal: 
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Records are disposed of three years after closing of the case. 
Disposal is by shredding or burning. 
System manager(s) and address: 

Director, Civilian Personnel/Manpower, Uniformed Services Uni- 
versity of the Health Sciences, 4301 Jones Bridge Road, Bethesda 
Maryland 20814. Telephone: 202/295-3195. 

Notification procedure: 

Information may be obtained from the System Manager. 
Record access procedures: 

Information to access procedures may be obtained from the System 
Manager. 

Contesting record procedures: 

The Agency's rules for contesting contents and appealing initial 
determination by the individual concerned are contained in 32 CFR 
part 286b (See also OSD Administrative Instruction No. 81). 

Record source categories: 

Information in this system of records is obtained from: 

a. The individual on whom the record is maintained. 

b. Testimony of witnesses. 

c. Agency officials, and 

d. Related correspondence from organizations or persons. 
Exemptions claimed for the system: 

None. 

WUSU08 

System name: 

USUHS Radiation Safety Training Records. 
System location: 

Department of Environmental Health and Occupational Safety, 
Uniformed Services University of the Health Sciences (USUHS). 
4301 Jones Bridge Road, Bethesda, Maryland 20814-4799 

Categories of individuals covered by the system: 

Records will be maintained on University personnel who are as- 
signed duties involving work with radioactive material, or whose 
duties may require them to frequently enter work areas in which 
radioactive materials are used or stored. 

Categories of records in the system: 

Information in the system includes name, department, name of 
principal investigator, authorization number, date of initial briefing, 
date of last training, and date dosimeter issued (if applicable). 

Authority for maintenance of the system: 

10 U.S.C. 2112; 10 CFR part 20; NAVMED P-5055, U.S. Nuclear 
Regulatory Commission (NRC) Materials License 19-23344-01. 
Purpose(s): 

The Radiation Safety Officer and his/her staff maintain the com- 
puter data base system. It is used to record information concerning 
the individuars training in radiation safety. This information is also 
transcribed for inclusion in the individuals dosimetry records. The 
Radiation Safety Committee of the University may review such 
records as are relevant to their determinations of an individual's 
qualification and/or expertise in using radioactive materials. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records may be reviewed by U.S. Nuclear Regulatory Commis- 
sion (NRC) as part of their on-going administration of the Materials 
License, and by the Radiation Safety Committee or the Radiation 
Safety Officer and his/her staff to review an individual's qualifica- 
tions and/or expertise in conducting experiments using radioiodine 
compounds. 

See also the existing 'blanket routine uses* set forth at the begin- 
ning of the Uniformed Services University of Health Sciences 
(USUHS) record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored in the University's main computer. 
Retrievability: 

Records are accessed by name, department, or data fields. 
Safeguards: 

Records in the data base may be accessed only by EHS staff 
members who have been granted access to the University computer. 
Retention and disposal: 
Records are kept permanently on file. 
System manager(s) and address: 



Dosimetry Manager, Department of Environmental Health and 
Occupational Safety, Uniformed Services University of Health Sci- 
ences, 4301 Jones Bridge Road, Bethesda, Maryland 20814-4799. 

Notification procedure: 

Inquiries regarding the records should be directed to the System 
Manager. 

Record access procedures: 

Information on the obtaining access to and contesting records will 
be furnished upon request by the System Manager. 
Contesting record procedures: 

Individuals may contest any information maintained in the record 
system by submitting their request in writing to the System Manager. 
The agency's rules for access to records and for contesting contents 
and appealing initial determinations by the individual concerned are 
contained in OSD Administrative Instruction No. 81 (32 CFR part 
286b). 

Record source categories: 

Individual, previous employers, training attendance records. 
Exemptions claimed for the system: 

None. 

WUSU09 

System name: 

USUHS Grants Managements Information System (Protocols/ 
Grants). 

System location: 

The primary system will be located at Computer Operations, Uni- 
formed Services University of the Health Sciences (USUHS), 4301 
Jones Bridge Road, Bethesda, Maryland 20814-4799. Decentralized 
segments will be maintained by the department chairpersons of Anat- 
omy, Anesthesiology, Biochemistry, Dermatology, Military Medi- 
cine, Family Practice, Medical Psychology, Medicine, Microbiology 
Surgery, Neurology, Obstetrics/Gynecology, Pathology, Pediatrics, 
Pharmacology, Physiology, Preventive Medicine and Biometrics, 
Psychiatry, and Radiology, 4301 Jones Bridge Road, Bethesda, 
Maryland 20814-4799. 

Categories of individuals covered by the system: 

Research proposals of grant requestors; in addition research 
records will be maintained on military active duty, retired, their 
dependents, civilians, and volunteers who have signed an appropriate 
consent form for a particular research project(s). 

Categories of records in the system: 

Grant proposals and protocols; statistical data, results of laboratory 
experiments, research subjects' medical history including pathological . 
results and standard behavioral tests. 

Authority for maintenance of the system: 

Pub. L. 92-426, CH. 104, Section 2113; 10 U.S.C. 2113 

Purpose(s): 

Research faculty, and staff use the research records as a data base 
for the analysis of experimental data. Research records contain the 
results of laboratory experiments, research subjects' medical histories, 
and statistical data including pathological and standard behavorial 
tests, and are used as submission to research proposals. Summary 
statistics on the research records are maintained by faculty/staff and 
updated when appropriate. Study and summary statistics are pub- 
lished without individual identifiers, but in some instances the selec- 
tion of elements is such that individuals could be identified by refer- 
ence. This data is given to collaborators and is sometime used for 
clinical evaluation of the patient. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Uniformed Services University of the Health Science 
(USUHS) *Blanket Routine Uses* set forth at the beginning of agen- 
cy's listing of published record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Research records are stored in folders, on mainframe computer 
disks, and on microcomputer floppy disks. 
Retrievability: 

Research records may be retrieved by subject name, date experi- 
mental procedure occurred, date analysis of experiments was per- 
formed, experimental case number, collaborator name and a study 
name. 

Safeguards: 
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Computer hardware, disks and folders are stored, in a controlled 
area, and are accessible only by' password, which is changed at 
random intervals. • • 

Retention and disposal: 

Records are retained until studies are completed or. until no further 
information can be utilized from this material. However, all studies 
involving human volunteers will be maintained for, five years. If the 
study involves a minor(s), the record will be kept until the individual 
is age 18 plus five years. 

System manager(s) and address: 

Director, Grants Management, Uniformed Services University of 
the Health Sciences, 4301 Jones Bridge Road, Bethesda, Maryland 
20814-4799. * 

Notification procedure: 

Inquiries regarding the records should be directed to the system 
manager. 
Record access procedures: 

Information as to exact procedure for gaining access may be ob- 
tained from the System Manager. Address requests to Record Ad- 
ministrator, Uniformed Services University of the Health Sciences 
(USUHS/Adm), 4301 Jones Bridge Road, Bethesda, Maryland 20814- 
4799. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing determinations by the individual concerned are 
contained in OSD Administrative Instruction No. 81 (32 CFR part 
286b). 

Record source categories: 

Patients, normal subject volunteers, research collaborators and ex- 
perimental results. 
Exemptions claimed for the system: 

None. 

WUSUlO 

System name: 
USUHS Thyroid Bioassay Records. 
System location: 

Department of Environmental Health and Occupational Safety, 
Uniformed Services University of Health Sciences (USUHS), 4301 
Jones Bridge Road, Bethesda, Maryland 20814-4799. 

Categories of individuals covered by the system: . 

Records will be maintained on laboratory workers who use ra- 
dioiodine compounds. 

Categories of records in the system: 

Information in the system includes name, SSAN, department, date 
of bioassay, results of the individual's thyroid bioassay counts and the 
purpose for each assay. 

Authority for maintenance of the system: 

10 U:S.C. 2113; 10 CFR part 19; NAVMED P-5055, U.S. Nuclear 
Regulatory Commission (NRC) Materials License 19-23344^01. 
Purpose(s): 

The Radiation Safety Officer and his/her staff use the results in 
determining possible uptake of radioiodine compounds by the body 
resulting from overexposure to the compounds, and in detecting 
trends which mark the uptake and elimination by the body of such 
compounds. The results of each assay are also transcribed by Radi- 
ation Safety Personnel for inclusion on an addendum 41, *Record of 
Exposure to Ionizing Rad to Ionizing Radiation.* The Radiation 
Safety Committee of the University may review such records as are 
relevant to their determinations of an individual's qualifications and/ 
or exisertise in conducting experiments using radioiodine compounds. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records may be reviewed by U.S. Nuclear Regulatory Commis- 
sion (NRC) . as part of their on-going administration of the Materials 
License, and by the Radiation Safety Committee or the Radiation 
Safety Officer and his/her staff to review an individual's qualifica- 
tions and/or expertise in conducting experiments using radioiodine 
compounds. » 

See also the existing ^blanket routine uses* set forth at the begm- 
ning of the Uniformed Services University of Health Sciences 
(USUHS) record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on floppy diskettes. 



Retrievability: ' 

Records are accessed by Date of Assay, Name, SSN, or Depart- 
ment. 
Safeguards: 

Records are stored in a controlled area which is kept locked when 
not in use. Back-up copies of each diskette are stored in a locked file 
cabinet. 

Retention and disposal: 

Records diskettes are kept permanently on file. Records may be 
forwarded to new employer with written permission of the employ- 
ee. 

System managerCs) and address: 

Dosimetry Manager, Department of Environmental Health and 
Occupational Safety, Uniformed Services University of the Health 
Sciences, 4301 Jones Bridge Road, Bethesda, Maryland 20814-4799. 

Notification procedure: 

Inquiries regarding the records should be directed to the System 
Manager. 

Record access procedures: 

Information on the procedure for gaining access to and contesting 
records will be furnished by the Radiation Safety Officer or the 
System Manager. 

Contesting record procedures: 

Individuals may contest any information maintained in the record 
system by submitting their request in writing to the System Manager. 
The agency's rules for access to records and for contesting contents 
and appealing initial determinations by the individual concerned are 
contained in OSD Administrative No. 81 (32 CFR part 286b). 

Record soiirce categories: 

Individual and bioassay results. 

Exemptions claimed for the system: 

None. 

WUSUll 

System name: 

USUHS Radiation Dosimetry Records. 
System location: 

Department of Environmental Health and Occupational Safety, 
Uniformed Services University of the Health Sciences (USUHS), 
4301 Jones Bridge Road, Bethesda, Maryland 20814-4799. 

Categories of individuals covered by the system: 

Records maintained on University personnel who are assigned 
duties in areas requiring the wearing of a radiation dosimeter. 

Categories of records in the system: 

Information in the system includes name, SSAN, department, dates 
of employment, results of dosimeter measurements for each measure- 
ment period, results of the individual's thyroid bioassays (if applica- 
ble), results of the individual's tritium bioassays (if applicable), 
records obtained from individual's previous work experience involv- 
ing radioactive materials, and records of individual's training in radi- 
ation safety. 

Authority for maintenance of the system: 

10 U.S.C. 2112, 2113; 10 CFR part 19; 10 CFR part 20; 
NAVMED P-5055; U.S. Nuclear Regulatory Commission (NRC) 
Material License 19-23344-01. 

Purpose(s): 

The record system is used to record and file pertinent information, 
and used for determining possible exposure to radioactive materials in 
excess of allowable limits. The Radiation Safety Committee of the 
University may review such records as are relevant to their determi- 
nations of an individual's qualifications and/or * expertise in using 
radioactive materials. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records may be reviewed by U.S. Nuclear Regulatory Commis- 
sion (NRC) as part of their on-going administration of the Materials 
License, and by the Radiation Safety Committee or the Radiation 
Safety Officer and his/her staff to review an individual's qualifica- 
tions and/or expertise in conducting experiments using radioiodine 
compounds. Also see Uniformed Service University of the Health 
Sciences (USUHS) 'Blanket Routine Uses' set forth at the head of 
this agency's published record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 



DEFENSE DEPARTMENT 



751 



Storage: 

Records are stored in file folders. 
Retrievability: 

Records are accessed by name, SSAN, or department. 
Safeguards: 

Records are stored in filing cabinets which are kept locked when 
not in use. 

Retention and disposal: 

Records are kept permanently on file. Upon termination of an 
individuaPs employment at the University, copies of the records are 
sent, with the employees written consent, to the gaining employer's 
Radiation Safety Officer. 

System manager(s) and address: 

Dosimetry Manager, Department of Environmental Health and 
Occupational Safety Uniformed Services University of the Health 
Sciences, 4301 Jones Bridge Road, Bethesda, Maryland 20814-4799. 

Notification procedure: 

Inquiries regarding the records should be directed to the System 
Manager. 

Record access procedures: 

Information on the procedures for gaining access to and contesting 
records will be furnished upon request from the the System Manager. 
Contesting record procedures: 

Individuals may contest any information maintained in the record 
system by submitting their request in writing to the System Manager. 
The agency's rules for access to records and for contesting contents 
and appealing initial determinations by the individual concerned are 
contained in OSD Administration Instruction No. 81 (32 CFR part 
286b). 

Record source categories: 

Individual, previous employers, medical records, bioassay results. 

Exemptions claimed for the system: 

None. 

WUSU12 

System name: 
USUHS Vehicle Administration Records. 
System location: 

Primary system - USUHS Computer Operations, Decentralized 
Segments - USUHS Parking Control Office. 

Categories of individuals covered by the system: 

All personnel assigned or visiting the University who park private- 
ly owned vehicles at the University, including personnel who partici- 
pate in USUHS carpools. 

Categories of records in the system: 

Name of individual, office symbol, office phone, office room 
number, home address, working hours, map coordination of home 
address and USUHS Form 5004, *Certificate of Compliance - Private 
Motor Vehicle Registration. 

Authority for maintenance of the system: 

Federal Property and Administrative Services Act of 1949, 63 Stat, 
377, as amended; 10 U.S.C. 2112, 2113. 
Purpose(s): 

Used by USUHS Parking Control Office to monitor parking of 
eligible personnel at the University. The Computer Operations 
Center provides a printout to be used by the Parking Control Office 
of all potential carpool prospects. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

See Uniformed Services University of Health Sciences (USUHS) 
Blanket Routine Uses at the head of this Component's published 
record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Forms filed in hard copy, computer magnetic tapes, disks and 
paper printouts. 

Retrievability: 

Information is accessed and retrieved by name, home address map 
grid, permit number, tag number. The original request, USUHS 
Form 5004 is filed alphabetically by name. 

Safeguards: 



USUHS Form 5004 is filed in the Parking Control Office, and 
access is only on a need to know basis. The door is locked during 
non-duty hours. Computer data base in Computer Operations is 
stored in a controlled area. The computer terminal can only be 
accessed by use of closely held passwords by the Parking Control 
Office. 

Retention and disposal: 

Information is kept on assigned personnel and destroyed one year 
after they depart the University. 

System manager(s). and address: 

Chief, Support Services Division, Uniformed Services University 
of the Health Sciences, 4301 Jones Bridge Road, Bethesda, MD 
20814-4799. 

Notification procedure: 

Inquiries regarding the records should be directed to the System 
Manager. 

Record access procedures: 

Requests from individuals should be addressed to Chief, Support 
Services Division, Uniformed Services University, Department of 
Defense, 4301 Jones Bridge Road, Bethesda, MD 20814-4799. 

Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR part 286b and OSD Administrative Instruc- 
tion No. 81. 

Record source categories: 

USUHS Form 5004, 'Certificate of Compliance - Private Motor 
Vehicle Registration and Related Information Pertaining to Carpool- 
ing. 

Exemptions claimed for the system: 
None. 

WUSU13 

System name: 
USUHS Civilian Employee Health Records. 
System location: 

Department of Environmental Health and Occupational Safety, 
Uniformed Services University of the Health Sciences (USUHS), 
4301 Jones Bridge Road , Bethesda, MD 20814-4799 

Categories of individuals covered by the system: 

Records maintained on University civilian personnel. 

Categories of records in the system: 

Information in the system includes name, SSAN, department, date 
of employment, physical examination results, medical test results, 
reports by physicians, nurses, and other medical personnel. 

Authority for maintenance of the system: 

10 U.S.C. 2112, 2113, 21 CFR part 1910, 10 CFR part 19, 10 CFR 
part 20, NAVMED P-5055. 2112, 2113. 
Purpose(s): 

To record and file pertinent information, and use the results in 
determining possible exposure to occupational hazards in excess of 
allowable limits. The Director, EHS, and the representatives may 
review such records as are necessary to correlate exposure data and 
physical examination results. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records may be reviewed by the Occupational Health Nurse and 
staff, the Director, EHS, and representative; and Occupational Safety 
and Health Administration (OSHA), to review an individual's possi- 
ble exposure to occupational hazards in excess of allowable limits. 
See also Uniformed Services University of the Health Sciences 
(USUHS) Blanket Routine uses at the head of this Component's 
published system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored in medical records folders. 
Retrievability: 

Records are accessed by name, SSAN, or department. 
Safeguards: 

Records in the system may be accessed only by EHS staff mem- 
bers. The file cabinets are kept locked when not in use. 
Retention and disposal: 
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Records are kept permanently on file. Upon termination of an 
individuars employment at the University, copies of the records are 
sent, with the employee's written conisent, to the gaining employer, 
or given to the employees. 

System manager(s) and address: 

Occupational Health Nurse, Department of Environmental Health 
and Occupational Safety, Uniformed Services University of the 
Health Sciences, 4301 Jones Bridge Road, Bethesda, MD 20814-4799. 

Notification procedure: 

Inquiries regarding the records should be addressed to the System 
Manager. 
Record access procedures: 

Address request for access to the record to the System Manager. 
Contesting record procedures: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in OSD Administrative Instruction No. 81 (32 CFR 
part 286b). • ^ 

Record source categories: 

Information contained in the file is furnished by the individual, 
previous employers, physicians, physical examination results. 
- Exemptions claimed for the system: 
None. 

WUSU14 

System name: 

USUHS Occupational Physical Examination Program. 
System location: 

Department of Environmental Health and Occupational Safety, 
Uniformed Services University of the Health Sciences, 4301 Jones 
Bridge Road, Bethesda, MD 20814-4799 

Categories of individuals covered by the system: 

Records will be maintained on University personnel who are as- 
signed duties in areas requiring preplacement and/or occupational 
physical examinations. 

Categories of records in the system: 

Information in the system includes name, SSAN, department, date 
of • employment, date of baseline physical examination, frequency of 
examination, date examinations due, special tests required, frequency 
of special tests, date of special tests, and date special tests due. 

Authority for maintenance of the system: 

10 U.S.C 2112, 2113, 21 CFR part 1910, 10 CFR part 19, 10 CFR 
part 20, NAVMED P-5055. . . 
Purpose(s): 

The occupational health nurse and staff maintain the record system 
to record and file pertinent information and use the results in deter- 
mining possible exposure to occupational hazards in excess of allow- 
able limits. The Director, EHS, and representatives may review such 
records as are necessary to correlate exposure data and physical 
examination results. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: • 

Records may be reviewed by the Occupational Health Nurse and 
staff, the Director, EHS, and representative; and the Office of Occu- 
pational Safety and Health Administration (OSHA) for the purpose 
of determining exposure to occupational health hazards. See also 
Uniformed Services University of Health Sciences (USUHS) Blanket 
Routine use at the beginning of this agency's published record system 
notices. •. . 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: * 

Records are stored in the University's main computer system. 

Retrievability: . 

Records are accessed by name, SSAN, department, or other data 
fields. 

Safeguards: 

Records in the data base may be accessed only by EHS staff 
members who have been granted access to the University computer. 
Retention and disposal: 

Records are kept permanently on file. Upon termination of an 
individual's employment at the University, copies of the records are 
sent, with the employee's written consent, to the gaining employer. 

System manager(s) and address: 



Occupational Health Nurse, Department of Environmental Health 
and Occupational Safety, Uniformed Services University of Health 
Sciences, 4301 Jones Bridge Road, Bethesda, MD 20814-4799. 

Notification procejdure: . 

Inquiries regarding the records should be directed to the System 
Manager. 
Record access procedures: 

Information on the procedure for gaining access to and contesting 
records will be furnished upon request from the System Manager. 
Contesting record procediires: 

The agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in OSD Administrative Instruction No. 81 (32 CFR 
part 286b). 

Record source categories: 

Individual, previous employers, medical records, physical examina- 
tion results. 

, Exemptions claimed for the system: 

None. 

WUSU15 

System name: ' > ^ 

USUHS Security Status Master List. 
System location: 

Security Officer, , Uniformed Services University of the Health 
Sciences (USUHS), 4301 Jones Bridge Road; Bethesda, MD 20814- 
4799. / ' 

Categories of individiials covered by the system:. 

All applicants for employment with USUHS; all military personnel 
assigned, detailed or attached to USUHS; all persons hired or serving 
in an advisory capacity to USUHS who require access to classified 
information. 

Categories of records in the system: 

Record contains type of investigation, date completed, file number, 
agency which conducted investigation, investigation, security clear- 
ance data information, name, SSAN, finger prints, date and place of 
birth, organizational assignment, dates interim and final clearances 
issued, position sensitivity and related data. 

Authority for maintenance of the system: 

10 U.S.C. 2112. 2113, 44 U.S.C. 2904. 3102; 5 U.S.C. 7531 through 
7533; Executive Order 10450, 'Security Requirements for Govern- 
ment Employees,* as amended; Executive Order 12356, 'National 
Security Information Material.* 

Purpose(s): 

To maintain and provide security clearance data to DoD' contrac- 
tors on USUHS employees assigned to or visiting a contract facility 
or visiting or applying for employment with another Federal agency. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: The records from this 
system of records may be disclosed to other Federal agencies for the 
purpose of asserting level of security clearance and background in- 
vestigation data. Also see the blanket routine uses at the beginning of 
this components published system of records notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored in file folders maintained by the security offi- 
cer. .... 
Retrievability: 

File folders are filed alphabetically, by last name of individual 
concerned for all USUHS personnel or by subject matter. - 
Safeguards: . 

Records are accessible only to those authorized personnel required 
to prepare, process, and type necessary documents; or to answer 
authorized inquiries for information contained therein. Records are 
stored in locked filing cabinets. After normal business hours the 
building is protected by the USUHS guard force. 

Retention and disposal: 

Records are destroyed two years after separation from the agency. 
System manager(s) and address: 

Security Officer (USUHS/SSD), 4301 Jones Bridge Road, Bethes- 
da, MD 20814-4799. ' 
Notification procedure: 
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Information may be obtained from Records Administrator, Uni- 
formed Services University of the Health Sciences (USUHS/ADM), 
4301 Jones Bridge Road, Bethesda, MD 20814-4799, telephone: (202) 
295-3004. . 

Record access procedures: 

Request from individual should be addressed to Records Adminis- 
trator, Uniformed Services University of the Health Sciences 
(USUHS/ADM), 4301 Jones Bridge Road, Bethesda, MD 20814- 
4799. 

^yritten requests for information should contain full name of the 
individual, current address and telephone number and current busi- 
ness address. 

For personal inspections of records, the individual should be able 
to provide acceptable identification, that is, drivers license or em- 
ploying office's identification card. 

Contesting record procedures: 

The agency's rules for contesting contents and appealing initial 
determination by the individual concerned are contained in 32 CFR 
part 286b, and OSD Administrative Instruction No. 81. 

Record source categories: 

Information is furnished by the individual concerned; application 
for employment; or assignment, and reports of investigation by Fed- 
eral investigative agencies. 

Exemptions claimed for the system: 

None. 

WUSU16 

System name: 

USUHS Home Town News Release Background Data File. 
System location: 

USUHS, Office of University and Public Affairs, 4301 Jones 
Bridge Road , Bethesda, MD 20814-4799 

Categories of individuals covered by the system: 

All Army, Navy, Air Force and U.S. Public Health Service active 
duty personnel who have entered or graduated from the University's 
medical school or graduate study programs, who have been awarded 
a medal or decoration, or who otherwise have participated in a 
newsworthy event. 

Categories of records in the system: 

Biographical information including, but not limited to name, cur- 
rent grade, SSAN, marital status, local address, name and address of 
parents, educational background and military history, and photo- 
graphs. 

Authority for maintenance of the system: 
10U.S.C.2113. ; 
Purpose(s): 

Preparation of news releases for distribution to newspapers across 
the United States. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records from this, system of records may be disclosed for any, of 
the blanket routine uses published at the beginning of this compo- 
nent's published record system notices. Information from this system 
of records may also be disclosed to the media as part of news 
releases. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are stored in locked cabinets, and the office is locked 
during non-duty hours. 

Retrievability: 

Records are accessed by name and SSAN. 
Safeguards: 

Records are accessed only by person(s) responsible for servicing 
the records system in performance of their official duties. 
Retention and disposal: 

Information on students is kept from the beginning of freshman 
year until 90 days after graduation and then destroyed. The Universi- 
ty and Public Affairs office keep no information on medal or decora- 
tion awardees, as the original home-town newspaper release form is 
sent to the services' news centers and no copies are retained. 
. System manager($) and address: 

Director of Public Affairs, USUHS, Office of University and 
Public Affairs, 4301 Jones Bridge Road, Room A 1045, Bethesda, MD 
20814-4799, telephone (202) 295-3049. 



Notification procedure: 

Inquiries regarding the records should be directed to the System 
Manager. 

Record access procedures: 

Requests from individuals should be addressed to the System Man- 
ager, Office of University and Public Affairs, Uniformed Services 
University, 4301 Jones Bridge Road, Room: A1045, Bethesda, MD 
20814-4799. 

Contesting record procedures: 

The rules for access to records and for contesting and appealing 
initial determination by the individual concerned are contained in 32 
CFR part 286b and OSD Administrative Instruction No. 81. 

Record source categories: 

Information is obtained from the individual. 

Exemptions claimed for the system: 

None. 

WUSU17 

System name: 
Accounts Receivable Records. 
System location: 

Uniformed Services University of the Health Sciences, Financial 
Management Directorate, 4301 Jones Bridge Road, Bethesda, MD 
20814-4799; telephone number (202) 295-3351, 

Categories of individuals covered by the system: 

Active duty and retired military personnel, USUHS civilians, 
present and former employees, contracting officers and representa- 
tives, dependents of military personnel, foreign nationals residing in 
the United States and other individuals who may be indebted to the 
Uniformed Services University of the Health Sciences or the U.S. 
Government. 

Categories of records in the system: 

The records maintained by the system include, but are not limited 
to, documentation pertaining to telephone billing, check issue dis- 
crepancies, dishonored checks, reports of surveys, freight losses in 
shipments, involuntary collections, erroneous payments, property 
losses and damages, loss of funds. Government losses in shipments, 
set-off of final pay, travel advances. 

Authority for maintenance of the system: 

5. U.S.C. 5512-5514, Withholding Pay; 31 U.S.C. 71, Public Ac- 
counts to be settled in the General Accounting Office; 37 U.S.C. 
1007 (B, E, F, G) Deductions from pay; 40 U.S.C. Chapter 15, 
Government Losses in Shipment; 49 U.S.C. 1, Transportation. 

Debt Collection Act of 1982 (Pub. L. 97-365); 5 U.S.C. 
552a(b)(12); 10 U.S.C. 2774; 15 U.S.C. 1681a(0; Federal Claims Col- 
lection Act of 1966, 31 U.S.C. 952(d); 31 U.S.C. 3711; E.O. 9397. 

Purpose(s): 

To process, monitor, and post-audit accounts receivable. To admin- 
ister the Federal Claims Collection Act of 1966 and the Debt Collec- 
tion Act of 1982 and to answer inquiries pertaining thereto. 

The information is used for credit investigations and for the deter- 
mination of tax liabilities as well as Administration of Veterans bene- 
fits. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The disclosures of information from the record system includes, 
but is not limited to, credit bureaus for credit investigations and to 
private collection agencies for the purpose of credit information and 
for obtaining credit reports or skip traces. To the Internal Revenue 
Service for the determination of tax liabilities. Veterans Administra- 
tion for administration of laws pertaining to veterans benefits and 
correspondence with all of the above and the dependents and survi- 
vors. To any Federal creditor agency with a valid claim against any 
current or former employee of the USUHS for the purpose of resolv- 
ing any claims under the Debt Collection Act of 1982. To the 
Department of Treasury /Internal Revenue Service for the purpose of 
obtaining locator status for delinquent accounts receivable, and/or to 
report write-off amounts as taxable income as pertains to amounts 
compromised and accounts barred from litigation due to age, and for 
the purpose of offset, either administrative or salary. To the Depart- 
ment of Justice/U.S. Attorneys for legal action and/or final disposi- 
tion of debt claims. For offsets, both to collect and to repay. 

Disclosure to consumer reporting agencies: 

To consumer reporting agencies pursuant to 5 U.S.C. 552a(b)(12) 
as defined in the Fair Credit Reporting Act (15 U.S.C. 1681a(0) or 
the Federal Claims Collection Act of 1966 (31 U.S.C. 3701(a)(3)). See 
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also the blanket routine uses set forth at the beginning of the 
USUHS' record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained in file folders, notebooks, binders or visible 
file binders, cabinets, card files and on computer disks and magnetic 
tapes. 

Retrievability: 

, Records are accessed by name and Social Security Number, 
(SSAN). 

Safeguards: 

Records are accessed by custodian of record system and by per- 
sonnel responsible for servicing the record system in performance of 
their official duties who are properly screened and cleared for the 
need to know. Records are stored in security file containers, cabinets 
or locked cabinets or rooms, protected by guards and controlled by 
screened personnel. In addition, there are passwords and security 
systems as part of the software to prevent unauthorized access. 

Retention and disposal: 

Retention is up to six years or until discrepancies are cleared. 
Destruction is completed by tearing, shredding, pulping, macerating 
or burning. 

System manager(s) and address: 

Director, Financial Management, UStJHS/FMG, 4301 Jones 
Bridge Road, Bethesda, MD 20814-4799; telephone (202) 295-3351. 
Notification procedure: 

Information as to whether or not the record system contains infor- 
mation on an individual may be obtained from USUHS/FMG, 4301 
Jones Bridge Road, Bethesda, MD 20814-4799; telephone number 
(202) 295-3351. 

Record access procedures: . 

Requests from individuals should be addressed to USUHS/FMG, 
4301 Jones Bridge Road, Bethesda, MD 20814-4799; telephone 
number (202) 295-3351. Information pertaining to geographically dis- 
bursed elements of the record system may be obtained from the 
documentation managers at the applicable USUHS component. The 
requestor should be able to provide sufficient information of identity, 
such as name, Social Security Number, place of employment or other 
information that may be verified by the record itself. 

Contesting record procedures: 

The USUHS rules for access to records and for the contesting and 
appealing of initial determinations by the individual concerned may 
be obtained from the System Manager, as contained in 32 CFR part 
286b and OSD Administrative Instruction No. 81. • 

Record source categories: 

Sources include, but are not limited to, information obtained from 
automatic system interfaces, corporations and from source documents 
such as reports, contractors, vendors, claimants, trustees, assignees, 
USUHS and other Department of Defense components, carriers, 
General Accounting Office, Comptroller General, Veterans Adminis- 
tration, Federal creditor agencies and consumer reporting agencies. 

Exemptions claimed for the system: 

None. 

WUSU18 

System name: 

Accounts Payable Records. 
System location: 

Uniformed Services University of the Health Sciences, Financial 
Management Directorate, 4301 Jones Bridge Road, Bethesda, Mary- 
land 20814-4799; telephone number (202) 295-3351. 

Categories of individuals covered by the system: 

Individuals who have money owed to them by USUHS or who 
have performed official functions resulting in a valid debt payable by 
USUHS to a third party. Such individuals include contractors, mili- 
tary and civilian personnel and their dependents, assignees, trustees, 
guardians and survivors. 

Categories of records in the system: 

The records maintained by the system include, but are not limited 
to, contracts, purchase orders, blanket purchase agreements, tempo- 
rary duty and permanent change of station, transportation requests, 
government bills of lading, compensation claims, correspondence 
with creditors, dependents of military personnel and civilian employ- 
ees. * 

Authority for maintenance of the system: 



31 use 3326, Receipts, Retention and Disbursement of Public 
Funds; 3325, 3528, and 3529, Travel and Transportation Allowance, 
Dependents, Baggage arid Household Effects; 3322, Disbursing Offi- 
cers; 37 use 404, Travel and Transportation Allowances; General; 
406, Disbursing Officers. 

Purpose(s): r 

Records are used to support payments to creditors who may in- 
clude military personnel and civilian employees, their dependents, 
survivors, guardians and trustees, contractors, vendors and assignees. 

Data is also used for matters pertaining to taxation, welfare; crimi- 
nal and civil litigations. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

When authorized, records may be disclosed to creditors, depend- 
ents, claimants. Internal Revenue Service for tax purposes including 
assessments, levy actions, employer/employee Social Security taxes. 
To the Social Security Administration and the Veterans Administra- 
tion for the verification of claims and the eligibility for benefits 
administered by such agencies, and to state and local authorities for 
matters pertaining to taxation, welfare, criminal and civil litigations, 
within the jurisdiction of such authorities. 

See also the published blanket routine uses set forth at the begin- 
ning of the USUHS' listing of record system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, visible file binders/cabinets, card files, 
computer and computer output products, magnetic cards and disks 
and microform. 

Retrieyability: 

Access by name and Social Security Number, (SSAN). 
Safeguards: 

Records are accessed by person(s) responsible for the servicing of 
the record system in performance of their official duties who are 
properly screened and cleared for a need to know. Records are 
stored in security file containers, cabinets, safes, vaults, or locked 
cabinets and rooms. Records are controlled by personnel screening 
and by computer security software in machine-readable records. 

Retention and disposal: 

Retention periods of various types of documents vary from 1 
month to 6 years. Some records are destroyed by USUHS by tearing, 
shredding, pulping, macerating or burning. Others are retired to the 
Denver Federal Archives and Record Center and destroyed after 
various retention periods. 

System manager(s) and address: 

Director, Financial Management Directorate, USUHS/FMG, 4301 
Jones Bridge Road, Bethesda, MD 20814-4799; telephone number 
(202) 295-3351. 

Notification procedure: 

Information as to whether or not the record system contains infor- 
mation on an individual may be obtained from USUHS/FMG, 4301 
Jones Bridge Road, Bethesda, MD 20814-4799; telephone number 
(202) 295-3351. 

Record access procedures: 

Requests from individuals should be addressed to USUHS/FMG, 
4301 Jones Bridge Road, Bethesda, MD 20814-4799; telephone 
number (202) 295-3351. Information pertaining to geographically dis- 
bursed elements of the record system may be obtained from the 
documentation manager at the applicable USUHS component. The 
requestor should be able to provide sufficient proof of identity, such 
as name. Social Security Number, service number, military status, 
duty station or place of employment or other information verifiable 
from the record itself. 

Contesting record procedures: 

The USUHS rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the system manager, as contaiined in 32 CFR part 286b 
and OSD Administrative Instruction No. 81. 

Record source categories: 

Sources include, but are not limited to, information obtained from 
automatic system interfaces, corporations and from source documents 
such as reports, contractors, vendors, claimants, trustees, assignees, 
USUHS and other Department of Defense components, carriers. 
General Accounting Office, Comptroller General and Veterans Ad- 
ministration. 

Exemptions claimed for the system: 
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None. 

WUSU19 

System name: 
Travel Records. 
System location: 

Uniformed Services University of the Health Sciences, Financial 
Management Directorate, 4301 Jones Bridge Road, Bethesda, Mary- 
land 20814-4799; telephone number (202) 295-3351. 

Categories of individuals covered by the system: 

Active duty and retired military personnel, USUHS civilian 
present and former employees, dependents of military personnel, 
other individuals in receipt of competent travel orders. 

Categories of records in the system: 

The records maintained by the system include, but are not limited 
to, travel vouchers and subvouchers, travel allowance payment list, 
travel voucher and subvoucher continuation sheets, certificate of 
nonavailability of government quarters and mess, multi-travel pay- 
ment list, travel payment record, request for fiscal information con- 
cerning transportation requests, bills of lading, public voucher for 
fees and mileage and claims for reimbursement for expenditures on 
official business and related correspondence. 

Authority for maintenance of the system: 

37 use 404-412, Travel and Transportation Allowances; 5 USC 
2105, Employees 5561; Definitions; 5564, Travel and Transportation; 
5701-5708, Travel and Subsistence Expenses; 5721-5730, Travel and 
Transportation Expenses. 

PurposeCs): 

Records are established and used for accountability, auditing and 
settlement of travel claims. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To the Internal Revenue Service, for the purpose of recording 
information concerning payment of travel allowances which are sub- 
ject to Federal Income Tax. See also the published blanket routine 
uses set forth at the beginning of the USUHS' listing of record 
system notices. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 

Records are maintained in file folders, notebooks, binders, visual 
file binders and cabinets, card files and on computer magnetic tape, 
. disk and printouts. 
Retrievability: 

Access is by name and Social Security Number (SSAN). 
Safeguards: 

Records are accessed by custodian of the record system and by 
persons responsible for servicing the record system in performance of 



their official duties who are properly screened and cleared for need- 
to-know. Records are stored in security file containers, cabinets, 
safes, vaults or locked cabinets and rooms. Records are controlled by 
personnel screening and by computer security software in machine- 
readable records. 
Retention and disposal: 

The original )^oucher and related supporting documents are stored 
at the Air Force Accounting and Finance Center, Denver, Colorado, 
for eighteen months, and then moved to the Denver Federal Archives 
and Record Center for four years and nine months after which they 
are shredded. A copy of the original voucher and related supporting 
documents are maititained by the Financial Management Directorate 
for six years and then destroyed by burning, shredding, tearing, 
mulching, macerating. Permanent history tapes cohistory tapes con- 
tain individual data for six years from the transfer date. 

. System manager(s) and address: 

Director, Financial Management Directorate, USUHS/FMG, 4301 
Jones Bridge Road, Bethesda, MD 20814-4799; telephone number 
(202) 295-3351. 

Notification procedure: 

Information as to whether or not the record system contains infor- 
mation on an individual may be obtained from USUHS/FMG, 4301 
Jones Bridge Road, Bethesda, MD 20814-4799; telephone number 
(202) 295-3351. , 

Record access procedures: 

The request from an individual should be addressed to USUHS/ 
FMG, 4301 Jones bridge Road, Bethesda, MD 20814-4799; telephone 
number (202) 295-3351. Information pertaining to geographically dis- 
bursed elements of the record system may be obtained from the 
documentation manager at the applicable USUHS component. Re- 
questers should be able to provide sufficient proof of identity such as 
name, Social Security Number, office location, place of employment 
and specify the accounting disbursing number, voucher number, date 
of voucher and other information "verifiable in the record itself. 

Contesting record procedures: 

The USUHS rules for access to records and contesting and appeal- 
ing initial determinations by the individual concerneci may be ob- 
tained from the system manager. 

Record source categories: 

Sources include, but are not limited to, information obtained from 
automatic system interfaces, corporations and from source documents 
such as reports, contractors, vendors, claimants, trustees, assignees, 
USUHS and other Department of Defense components, carriers, 
General Accounting Office, Comptroller General and Veterans Ad- 
ministration. 

Exemptions claimed for the system: 
None. 
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Title 32-National Defense 

Subtitle A-Department of Defense 

Chapter l-Office of the Secretary of 
Defense 

PART 310— DOD PRIVACY PROGRAM 
Subpart A— General provisions 

Sec;, 

310.1 Reissuance and purpose. 

310.2 Applicability and scope. 

310.3 Definitions. . ; , 

310.4 Policy. 

310.5 Organization. 

3lb:6 Responsibilities , 

Subpart B— -Systems of Records. 

310.10 General. 

310.11 Standards of accuracy. 

310.12 Government contractors. 

310.13 Safeguarding personal information. 

Subpart C— Collecting Personal 
Information 



Subpart J— Inspections 



Privacy Act inspections. 
Inspection reporting. 



310.20 
310.21 



General considerations. . 
Forms. 



Subpart D— -Access by Individuals 

310.30 Individual access to personal 
information. 

310.31 Denial of individual access. 

310.32 Amendment of records. 

310.33 Reproduction fees. 

Supart E— Disclosure of Personal 
Information to Other Agencies and 
Third Parties 

310.40 Conditions of disclosure. . . : 

310.41 Nonconsensual disclosures. 

310.42 Disclosures to commercial 
enterprises. 

310.43 Disclosures to the public health care 
records. 

310.44 Disclosure accounting. 

Subpart F— -Exemptions 

310.50 Use and establishment of 
exemptions. 

310.51 General exemptions. 

310.52 Specific exemptions. 

Subpart G— Publication Requirements 

310.60 Federal Register publication. 

310.61 Exemption rules. 

310.62 System notices. 

310.63 New and altered record systems. 

310.64 Amendment and deletion of systems 
notices. 

Subpart Training Requirements 

.310.70 Statutory training requirements. 

310.71 OMB training guidelines. 

310.72 DoD training programs. 

310.73 Training methodology and 
procedures. 

310.74 Funding for training. 

Subpart I— Reports 

310.80 Requirement for reports. 

310.81 Suspense for submission of reports. 

310.82 Reports control symbol. 



310.90 
310.91 

Subpart K— Privacy Act Enforcement 
Actions 

310.100 Administrative remedies. 
. 310.101 Civil actions. 

310.102 Civil remedies. 

310.103 Criminal penalties. 

310.104 Litigation status sheet. . 

Subpart L— IMatching Program 
Procedures 

310.110 OMB Matching guidelines^ 

310.111 Requesting matching programs. 

310.112 Time limits for submitting matching 
reports. ' ' 

310.113 Matching programs among DoD. . 
Comijonents. 

310.114 Annual review of systems of 
records. 

Appendix A— Special Considerations for 

Safeguarding Personal Information in 

ADP Systems 
Appendix B — Special Considerations for 

Safeguarding PersonaMnformation 

During Word Processing 
Appendix C — DoD Blanket Routine Uses 
Appendix D — Provisions of the Privacy Act 

from which a General or Specific 

Exemption May be Claimed 
Appendix E — Sample of New or Altered 

System of Record Notice in Federal 

Register Format 
Appendix F — ^Format for New or Altered 

System Report 
Appendix G — Sample Deletions and 

Amendments to Systems Notices in 

Federal Riegister Format 
Appendix H — ^Litigation Status Sheet 
Appendix I — Office of Management and 

Budget (OMB) Matching Guidelines. 

Authority: Pub. L 93-579, 88 Stat. 1896 (5 
U.S.C. 552a). ' 

Source: 51 FR.2364, Jan. 16. 1986. 
Redesignated from part 286a at 56 FR 55631, 
Oct. 29, 2991. 

Subpart A— General Provisions 
§ 3 1 0. 1 Reissuance and purpose. 

(a) This part is reissued to consolidate 
into a single document (32 CFR part 310) 
Department of Defense (DoD) policies 
and procedures for implementing the 
Privacy Act of 1974, as amended (5 
U.S.C. 552a,] by authorizing the 
development, publication and 
maintenance of the DoD Privacy 
Program set forth by DoD Directive 
5400.11, June 9, 1982, and 5400.11-R, . " 
August 31, 1983, both entitled: 
"Department of the Defense Privacy 
Program." 

(b) Its purpose is to delegate 
authorities and assign responsibilities 
for the administration of the DoD 
Privacy Program and to prescribe 
uniform procedures for DoD 
Components consistent with DoD 



5025.1-M, "Directives Systems 
Procedures,'.' April 1981. 
[51 FR 1364, Jan. 16, 1986, Redesignated at 56 
FR 55631, Oct. 29. 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§ 310.2 Applicability and scope. 

(a) The provisions of this part apply to 
the Office of the Secretary of Defense, 
the Military Departments, the 
Organization of the Joint Chiefs of Staff, 
the Unified and Specified Commands, 
and the Defense Agencies (hereafter 
referred to collectively as "DoD 
Components"). This part is mandatory 
for use by all DoD' Components. Heads 
of DoD Components may issue 
supplementary instructions only when 
necessary to provide for unique 
requirements within their Components. 
Such instructions will not conflict with 
the provisions of this part. ' 

(b) The DoD Privacy Program is 
applicable, but not limited, to the 
following DoD Components: 

(1) Office of the Secretary of Defense 
and its field activities; 

(2) Department of the Army; 

(3) Department of the Navy; 

' (4) Department of the Air Force; 

(5) U.S. Marine Corps; 

(6) Organization of the Joint Chiefs of 
Staff; 

(7) Unified and Specified Commands; 

(8) Office of the Inspector General, 
DoD; 

(9) Defense Advanced Research 
Projects Agency; • 

(10) Defense Communications Agency; 

(11) Defense Contract Audit Agency; 

(12) Defense Intelligence Agency; 

(13) Defense Investigative Service; 

(14) Defense Logistics Agency; 

(15) Defense Mapping Agency; 

(16) Defense Nuclear Agency; 

(17) Defense Security Assistance 
Agency; 

(18) National Security Agency /Central 
Security Service; 

(19) Uniformed Services University of 
the Health Sciences. 

(c) The provisions of this part shall be 
made applicable by contract or other 
legally binding action to U.S. 
Government contractors whenever a 
DoD contract is let for the operation of a 
system of records. For purposes of 
liability under the Privacy Act of 1974 (5 
U.S.C. 552a) the employees of the 
contractor are considered employees of 
the contracting DoD Component. See 
also § 310.12. 

(d) This part does not apply to: 
(1) Requests for information from 

records maintained by the National 
Security Agency pursuant to Pub. L. 85- 
36, "National Security Information 
Exemption," May 29, 1959, and Pub. L. 
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88-290, "Personnel Security Procedures 
in the National Security Agency," March 
26, 1964. All other systems of records 
maintained by the Agency are subject to 
the provisions of this part. 

(2) Requests for information from 
systems of records controlled by the 
Office of Personnel Management (OPM], 
although maintained by a DoD 
Component. These are processed under 
the applicable parts of the OPM's 
Federal Personnel Manual (5 CFR part 
297). 

(3) Requests for personal information 
from the General Accounting Office 
(GAO). These are processed in 
accordance with DoD Directive 7650.1, 
"General Accounting Office Access to 
Records," August 26, 1982. 

(4) Requests for personal information 
from Congress. These are processed in 
accordance with DoD Directive 5400.4, 
"Provisions of Information to Congress," 
January 30, 1978, except for those 
specific provisions in Subpart E — 
Disclosure of Personal Information to 
Other Agencies and Third Parties. 

(5) Requests for information made 
under the Freedom of Information Act (5 
U.S.C. 552). These are processed in 
accordance with "DoD Freedom of 
Information Act Program" (32 CFR part 
286). 

[51 PR 1364, Jan. 16, 1986. Redesignated at 56 
PR 55631, Oct. 29. 1991 and amended at 56 PR 
57800, Nov. 14, 1991] 

§310.3 Deffnitions. 

Access, The review of a record or a 
copy of a record or parts thereof in a 
system of records by any individual (see 
also paragraph (h) of this section). 

Agency. For the purposes of disclosing 
records subject to the Privacy Act 
among DoD Components, the 
Department of Defense is considered a 
single agency. For all other purposes to 
include applications for access and 
amendment, denial of access or 
amendment, appeals from denials, and 
record keeping as regards release to 
non-DoD agencies; each DoD 
Component is considered an agency 
within the meaning of the Privacy Act. 

Confidential source. A person or 
organization who has furnished 
information to the federal government 
under an express promise that the 
person's or the organization's identity 
will be held in confidence or under an 
implied promise of such 
confidentialness if this implied promise 
was made before September 27, 1975. 

Disclosure. The transfer of any 
personal information from a system of 
records by any means of communication 
^ (such as oral, written, electronic, 
mechanical, or actual review) to any 
person, private entity, or government 



agency, other than the subject of the 
record, the subject's designated agent or 
the subject's legal guardian. 

Individual. A living citizen of the 
United States or an aHen lawfully 
admitted to the United States for 
permanent residence. The legal guardian 
of an individual has the same rights as 
the individual and may act on his or her 
behalf. All members of U.S. Armed 
Forces are considered individuals for 
Privacy Act purposes. No rights are 
vested in the representative of a dead 
person under this part and the term 
"individual" does not embrace an 
individual acting in an interpersonal 
capacity, for example, sole 
proprietorship or partnership. 

Individual access. Access to 
information pertaining to the individual 
by the individual or his designated agent 
or legal guardian. 

Law Enforcement Activity. Any 
activity engaged in the enforcement of 
criminal laws, including efforts to 
prevent, control, or reduce crime or to 
apprehend criminals, and the activities 
of prosecutors, courts, correctional, 
probation, pardon, or parole authorities. 
. Maintain. Includes maintain, collect, 
use or disseminate. 

Official use. Within the context of this 
part, this term is used when officials and 
employees of a DoD Component have a 
demonstrated need for the use of any 
record or the information contained 
therein in the performance of their 
official duties, subject to the "DoD 
Information Security Program 
Regulation": (32 CFR part 159). 

Personal information. Information 
about an individual that is intimate or 
private to the individual, as 
distinguished from information related 
solely to the individual's official 
functions or public Hfe. 

Privacy Act. The Privacy Act of 1974, 
as amended (5 U.S.C. 552a). 

Privacy Act request. A request from 
an individual for notification as to the 
existence of, access to, or amendment of 
records pertaining to that individual. 
These records must be maintained in a 
system of records. 

Member of the public. Any individual 
or party acting in a private capacity to 
include federal employees or military 
personnel. 

Record. Any item, collection, or 
grouping of information about an 
individual that is maintained by an 
agency, including, but not limited to, the 
individual's education, financial 
transactions, medical history, and 
criminal or employment history and that 
contains the individual's name, or the 
identifying number, symbol, or other 
identifying particular assigned to the. 



individual, such as a finger or voice 
print or a photograph. 

Risk assessment. An analysis 
considering information sensitivity, 
vulnerabilities, and the cost to a 
computer facility or word processing 
activity in safeguarding personal 
information processed or stored in the 
facility or activity. 

Routine use. The disclosure of a 
record outside the Department of 
Defense for a use that is compatible 
with the purpose for whicK the 
information was collected and 
maintained by the Department of 
Defense. The routine use must be 
included in the published system notice 
for the system of records involved. 

Statistical record. A record 
maintained only for statistical research 
or reporting purposes and not used in 
whole or in part in making 
determinations about specific 
individuals. 

System of records. A group of records 
under the control of a DoD Component 
from which information is retrieved by 
the individual's name or by some 
identifying number, symbol, or other 
identifying particular assigned to the 
individual. System notices for all 
Privacy Act systems of records must be 
published in the Federal Register. 

Word processing system. A 
combination of equipment employing 
automated technology, systematic 
procedures, and trained personnel for 
the primary purpose of manipulating 
human thoughts and verbal or written or 
graphic presentations intended to 
communicate verbally or visually with 
another individual. 

Word processing equipment. Any 
combination of electronic hardware and 
computer software integrated in a 
variety of forms (firmware, 
programmable software, handwiring, or 
similar equipment) that permits the 
processing of textual data. Generally, 
the equipment contains a device to 
receive information, a computer-like 
processor with various capabilities to 
manipulate the information, a storage 
medium, and an output device. 

§310.4 Policy. 

(a) General Policy. It is the policy of 
the Department of Defense to safeguard 
personal information contained in any 
system of records maintained by DoD 
Components and to make that 
information, available to the individual 
to whom it pertains to the maximum 
extent practicable. 

(b) Permit individual access and 
amendment Individuals are permitted: 
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(1) To determine what records 
pertaining to them are being collected, 
maintained, used, or disseminated. 

(2) To gain access to the information 
pertaining to them maintained in any 
system of records, and to correct or 
amend that information. 

(3] To obtain an accounting of all 
disclosures of the information pertaining 
to them except when disclosures are 
made to: 

(i) DoD personnel in the course of 
their official duties; 

(ii) Under the "DoD Freedom of 
Information Act Program" {32 CFR part 
286); 

(iii) To another agency or to an 
instrumentality of any governmental 
jurisdiction within or under control of 
the United States for civil or criminal 
law enforcement activity if the activity 
is authorized by law, and if the head of 
the agency or instrumentality has made 
a written request to the DoD activity 
which maintains the record specifying 
the particular portion desired and the 
law enforcement activity for which the 
record is sought. , 

(4) To appeal any refusal to grant 
access to or amend any record 
pertaining to them, and to file a 
statement of disagreement with the 
record in the event amendment is 
refused. 

(c) Limit collection, maintenancef use, 
and dissemination of personal 
information. D6D Components are 
required: 

(1) To collect, maintain, use, and 
disseminate personal information only' 
when it is relevant and necessary to 
achieve a purpose required by statute or 
Executive Order. 

(2) To collect personal information 
directly from the individual to whom it 
pertains to the greatest extent practical. 

(3) To inform individuals who are 
asked to supply personal information for 
inclusion in any system of records: 

(i) The authority for the solicitation; 

(ii) Whether furnishing the 
information is mandatory or voluntary; 

(iii) The intended uses of the 
information; . 

(iv) The routine disclosures of the 
information that may be made outside 
the Department of Defense; and 

(v) The effect on the individual of not 
providing all or any part of the 
requested information. 

(4) To ensure that all records used in 
making determinations about 
individuals are accurate, relevant, 
timely, and complete. 

(5) To make reasonable efforts to 
ensure that records containing personal 
information are accurate, relevant, 
timely, and complete for the purposes 
for which the record is being maintained 



before making them available to any 
recipients outside the Department of 
Defense, other than a federal agency, 
unless the <lisclosure is made mnder 32 
CFR part 286. 

(61) TiO keep no record that describes - 
how individuals <exeicise their ri^t-s 
guaranteed !by flie Fiisl Amendment of 
the U.S. Constitutioi^ unless expressly 
authorized by statute or by the 
individual to whom the records pertains, 
or the record is pertinent to and within 
the scope of an authorized law 
enforcement activity. 

(7) To make reasonable efforts, when 
appropriate, to notify individuals 
whenever records pertaining to them are 
made available under compulsory legal 
process, if such process is a matter of 
public record. 

(8) To establish safeguards to ensure 
the security of personal information and 
to protect this information from threats 
or hazards that might result in 
substantial harm, embarrassment, 
inconvenience, or unfairness to the 
individual. 

(9) To establish rules of conduct for 
DoD personnel involved in the design, 
development, operation, or maintenance 
of any system of records and to train 
them in these rules of conduct. 

(d) Required public notice and 
publication. DoD Components are 
required to publish in the Federal 
Register: 

(1) A notice of the existence and • 
character of every system of .records 
maintained. 

(2) A notice of the estabHshment of 
any new or revised system of records. 

(3) At least 30 days before adoption, 
advance notice for public comment of 
any new or intended changes to the 
routine use's of the information in 
existing system of records including the 
categories of users and the purposes of 
such use. 

(e) Permit exempting eligible systems 
of records. DoD Components may 
exempt from certain specific provisions 
of the Privacy Act (5 U.S.C. 552a] 
.eligible systems of records, but only 
when there is an important public 
purpose to be served and specific 
statutory for the exemption exists. 

(f) May require annual and other 
reports. DoD Components shall furnish 
the Privacy Office that information 
required to complete any reports 
required by the Office of Management 
and Budget or other authorities. 

§ 310.5 Organization. 

(a) Defense Privacy Board. 
Membership of the board shall consist 
of the Executive Secretary and 
representatives designated by the 
Secretaries of the MiUtary Departments; 



the Assistant Secretary lof Defense 
IfComptrolleri) {whose designee shall 
serve as chairman); the Assistant 
Secretary of Defense |FoTiCe 
Management and Personnel!)^ the 
General Counsel Department of 
Defense; and iflie Director, Defense 
Lopstics Agency; 

(b) Jj&e Defense Privacy Office. The 
office shall consist of a Director, who 
shall also function as Ike Executive ' 
Secretary of the Defense Privacy Board, 
and his staff. 

(c) The Defense Privacy Board Legal 
Committee. The committee shall be 
composed of a legal counsel from each 
of the DoD Components represented on 
the DoD Privacy Board, The legal 
counsels shall be appointed by the 
Executive Secretary in coordination 
with the Secretaries of the Military 
Department or the head of the 
appropriate DoD Components. Other 
DoD legal counsels may be appointed by 
the Executive Secretary, after 
coordination with the appropriate 
representative of the DoD Component 
concerned, to serve on the committee. 

§310.6 Responsibilities. 

(a) The Assistant Secretary of 
Defense (Comptroller) (ASD(C)), or his 
designee, the Deputy Assistant 
Secretary of Defense (Administration) 
(DASD(A)), shall: 

(1) Direct and administer the DoD 
Privacy Program. 

(2) Develop and maintain DoD 
Directive 5400.11 and DoD Regulation 
5400.11-R (32 CFR part 310) consistent 
with DoD 5025.1-M and other guidance, 
to ensure timely and uniform 
implementation of the DoD Privacy 
Program. 

(3) Serve as chairman of the Defense 
Privacy Board. 

(b) Chairman and members of the 
Defense Privacy Board shall: 

(1) Serve as the principal 
policymakers for the DoD Privacy 
Program and the focal point for 
implementation of this part. 

(2) Ensure that all DoD Components 
actively participate in establishing 
policies, procedures, and practices in 
carrying out the DoD Privacy Program. 

(c) Director, Defense Privacy Office, 
shall: 

(1) Serve as Executive Secretary and a 
Member of the Defense Privacy Board. 

(2) Monitor implementation of the 
DoD Privacy Program for the Defense 
Privacy Board. 

(3) Serve as the focal point for the 
coordination of Privacy Act matters 
with the Defense Privacy Board; the 
Defense Privacy Board Legal Committee; 
the Office of Management and Budget; 
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the General Accounting Office; the 
Office of the Federal Register, in 
conjunction with the OSD Federal 
Register Liaison Officer, and other 
federal agencies, as required; 

(4) Develop and maintain the DoD 
Privacy Program, DoD Directive 5400.11 
and DoD 5400.11-R (32 CFR part 310) 
consistent with DoD 5025.1-M. 

(5) Review DoD Component 
instructions and related issuances 
pertaining to the DoD Privacy Program 
and provide overall guidance to avoid 
conflict with DoD Privacy Program 
policy and procedures. 

(6) Supervise the implementation of 
the Right to Financial Privacy Act of 
1978 (12 U.S.C. 3401 et seq,]\ DoD 
Directive 5400.12, "Obtaining 
Information from Financial Institutions" 
(32 CFR part 294) and any other 
legislation that impacts directly on 
individual privacy. 

(7) In conjunction with the Office of 
the Assistant Secretary of Defense 
(Force Management and Personnel), the 
Office of the General Counsel, DoD; and 
other DoD Components: 

(i) Ensure that training programs 
regarding DoD Privacy Program policies 
and procedures are established for all 
DoD personnel whose duties involve 
design, development, operation, and 
maintenance of any system of records. 

(ii) Coordinate on all DoD personnel 
policies that may affect the DoD Privacy 
Program. 

(8) In conjuction with the Office of the 
Deputy Assistant Secretary of Defense 
(Management Systems), Office of the 
ASD(C), and other DoD Components, 
ensure that: 

(i) All information requirements 
developed to collect or maintain 
personal data conform with DoD 
Privacy Program standards; 

(ii) Procedures are developed to 
protect personal information while it is 
being processed or stored in automated 
data processing or word processing 
centers. 

(9) In conjuction with the Office of the 
ASD (FM&P), the Defense Manpower 
Data Center (Defense Logistics Agency), 
and other DoD Components, ensure that 
procedures developed to collect or 
maintain personal data for research 
purposes conform both to the 
requirements of the research and DoD 
Privacy Program standards. 

(d) Members of Defense Privacy 
Board Legal Committee shall: 

(1) Consider legal questions referred 
to it by the Board regarding the 
application of the Privacy Act (5 U.S.C. 
552a); DoD Directive 5400.11; and DoD 
5400.11-R, (this part) and the 
implementation of the DoD Privacy 
Program. 



(i2)i Render advisory opinions to the 
DoD Privacy Board, subject to approval 
by the General Counsel, Department of 
Defense. 

(e) The General Counsel, Department 
of Defense, shall: 

(1) Review the advisory opinions of 
the Defense Privacy Board Legal 
Committee to ensure uniformity in legal 
positions and interpretations rendered. 

(2) Be the final approving authority on 
all advisory legal opinions rendered by 
the Defense Privacy Board or the 
Defense Privacy Board Legal Committee 
regarding the Privacy Act (5 U.S.C. 552a) 
or its implementation. 

(f) The Head of Each DoD Component 
shall implement the DoD Privacy 
Program by carrying out the specific 
responsibilities set forth in § 310.4(c) and 
shall: 

(1) Establish an active program to 
implement the DoD Privacy Program. 

(2) Provide adequate funds and 
personnel to support the Privacy 
Program. 

(3) Designate a senior official to serve 
as the principal point of contact for DoD 
Privacy matters and to monitor 
compliance with the program. 

(4) Ensure that DoD Privacy Program 
compliance is reviewed during the 
internal inspections conducted by 
Inspectors General or equivalent 
inspectors. 

(5) Ensure that the DoD Component 
head, a designee, or an appellant 
reviews all appeals from denials or 
refusals by Component officials to 
amend personal records. 

(6) Establish rules of conduct to 
ensure that: 

(i) Only personal information that is 
relevant and necessary to achieve a 
purpose required by statute or Executive 
Order is collected, maintained, used or 
disseminated. 

(ii) Personal information is collected 
to the greatest extent practicable 
directly from the individual to whom it 
pertains. 

(iii) No records are maintained 
describing how individuals exercise 
their rights guaranteed by the First 
Amendment to the U.S. Constitution 
unless expressly authorized by statute 
or the individual to whom they pertain 
or unless the records pertain to and are 
within the scope of an authorized law 
enforcement activity. 

(iv) Individuals are granted access to 
records which pertain to them in 
systems of records unless the system 
has been exempted from the access 
provisions of the Privacy Act (5 U.S.C. 
552a). 

(v) No system of records subject to the 
Privacy Act (5 U.S.C. 552a) is 
maintained, used, or disseminated 



without prior publication of a system 
notice in the Federal Register. 

(vi) All personal information 
contained in any system of records is 
safeguarded against unwarranted and 
unauthorized disclosure., 

(vii) Procedures are established that 
permit an individual to seek the 
correction or amendment of any record 
in a system of records pertaining to the 
individual unless system of records has 
been exempted from the amendment 
procedures of the Privacy Act (5 U.S.C. 
552a). 

(viii) All personnel whose duties 
involve design, development, operation, 
and maintenance of any system of 
records are trained in the rules of 
conduct established. 

(ix) Assist, upon request, the Defense 
Privacy Board on matters of special 
interest, 

(g) The System Manager for any 
system of records shall: 

(1) Ensure that all personnel who 
either have access to the system of 
record or who are engaged in developing 
or supervising procedures for handling 
records in the system of records are 
aware of their responsibilities for 
protecting personal information 
established by the DoD Privacy 
Program. 

(2) Prepare promptly any required 
new, amended, or altered system notices 
for the system of records and submit 
them through channels for publication in 
the Federal Register. 

(3) Notify all Automated Data 
Processing (ADP) or word processing 
managers who process information from 
the system of records that the 
information is subject to the DoD 
Privacy Program and the applicable 
routine uses for the information in the 
system. 

(4) Coordinate with ADP and word 
processing managers providing services . 
to ensure an adequate risk analysis is 
conducted. 

(5) Coordinate with the servicing ADP 
and word processing managers to 
ensure that the system manager is 
notified when there are changes to 
processing equipment, hardware or 
software, and the data base that may 
require submission of an amended 
system notice. 

(h) Automated Data Processing (ADP) 
or Word Processing Managers, who 
process information from any system of 
records, shall: 

(1) Ensure that each system manager 
provides a current system notice or 
information as to the contents of the 
system notice for each system of records 
from which information is to be 
processed. 
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(2) Ensure that all personnel who have 
access to information from a system of 
records during processing or who are 
engaged in developing procedures for 
processing such information are aware 
of the provisions of the DoD Privacy 
Program policies and procedures. 

(3) Notify promptly the system 
manager whenever there are changes to 
processiiig equipment, hardware or 
software, and the data base that may 
require the submission of an amended 
system notice for any system of records. 

(i) DoD Employees shall: 

(1) ,Not disclosure any personal 
information contained in any system of 
records except as authorized in this 
part. 

(2) Not maintain any official files 
which are retrievable by name or other 
personal identifier without first ensuring 
that a notice for the system has been 
published in the Federal Register. 

(3) Report any disclosures of personal 
information from a system of records or 
the maintenance of any system of. 
records that are not authorized by this 
part to the appropriate Privacy Act 
officials for his or her action. 

[51 FR 1364. Ian. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR ' 
57800, Nov. 14, 1991] 

Subpart B— -Systems of Records 

§310.10 General. 

(a) System of records. To be subject to 
the provisions of this part a "systein of; 
records" must: 

(1) Consist of "records" (as defined in 
paragraph (n) of § 310.3) that are 
retrieved by the name of an individual 
or some other personal identifier, and 

(2) Be under the control of a DoD ' 
Component. 

(b) Retrieval practices. (1) Records in 
a group of records \hdX may be retrieved 
by a name or personal identifier are not 
covered by this part even if the records 
contain personal data and are under 
control of a DoD Component. The 
records must be, in'fact, retrieved by 
name or other personal identifier to 
become a system of records for the 
purpose of this part. 

(2) If files that are not retrieved by 
name or personal identifier are 
rearranged in such manner that they are 
retrieved by name or personal identifier, 
a new systems, notice must be submitted 
in accordance with paragraph (c) of 

§ 310.63 of subpart G of this part. 

(3) If records in a system of records 
are rearranged so that retrieval is no 
longer by name or other personal 
identifier, the records are no longer 
subject to this part and the system 
notice for the records shall be deleted in 



accordance with paragraph (c) of 
§ 310.64 of subpart G of this part. 

(c) Relevance and necessity. Retain in 
a system of records only that personal 
information which is relevant and 
necessary to accomphsh a purpose 
required by a federal statute or an 
Executive Order. 

(d) Authority to establisli systems of 
records. Identify the specific statute or 
the Executive Order that authorize 
maintaining personal information in 
each system of records. The existance of 
a statute or Executive order mandating 
the maintenance of a system of records 
does not abrogate the responsibility to . 
ensure that the information in the 
system of records is relevant and 
necessary. 

(e) Exercise of First Amendment 
rigJits. (1) Do not maintain any records 
describing how an individual exercises 
his or her rights guaranteed by the First 
Amendment of the U.S. Constitution 
except when: 

(i) Expressly authorized by federal 
statute; 

(ii) Expressly authorized by the 
individual; or 

(iii) Maintenance of the information is 
pertinent to and within the scope of an 
authorized law enforcement activity. 

(2) First Amendment rights include, 
but are not limited to, freedom of ^' 
religion, freedom of political beliefs, 
freedom of speech, freedom of the press, 
the right to assemble, and the right to 
petition. 

(f) System manager's evaluation. (1) 
Evaluate the information to be included 
in each new system before estabUshing 
the system and evaluate periodically the 
information contained in each existing 
system of records for relevancy and 
necessity. Such a review shall also 
occur when a system notice amendment 
or alteration is prepared (see § § 310.63 
and 310.64 of subpart G of this part). 

(2) Consider the following: 

(i) The relationship of each item of 
information retained and collected to 
the purpose for which the system is 
maintained; 

(ii) The specific impact on the purpose 
or mission of not collecting each 
category of information contained in the 
system; 

(iii) The possibility of meeting the 
information requirements through use of 
information not individually identifiable 
or through other techniques, such as 
sampling; 

(iv) The length of time each item of 
personal information must be retained; 

(v) The cost of maintaining the ' 
information; and 

(vi) The necessity and relevancy of 
the information to the purpose for which 
it was collected. 



[g] Discontinued information 
requirements. (1) Stop collecting 
immediately any category or item of 
personal information from which 
retention is no longer justified. Also 
excise this information from existing , 
records, when feasible. 

(2) Do not destroy any records that 
must be retained in accordance with 
disposal authorizations established 
under 44 U.S.C., Section 303a, 
"Examination by the Administrator of 
General Services of Lists and Schedules 
of Records Lacking Preservation Value, 
Disposal of Records." 
[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§310.11 Standards of accuracy. 

(a) Accuracy of in formation 
maintained. Maintain all personal 
information that is used or may be used 
to make any determination about an 
individual with such accuracy, 
relevance, timeliness, and completeness 
as is reasonably necessary to ensure 
fairness to the individual in making any 
such determination. 

(b) Accuracy determination before 
dissemination. Before disseminating any 
personal information from a system of 
records to any person outside the ' 
Department of Defense, other than a 
federal agency, make reasonable efforts 
to ensure that the information to be 
disclosed is accurate, relevant, timely, 
and complete for the purpose it is being 
maintained (see also paragraph (d) of 

§ 310.30, subpart D and paragraph (d) of 
§ 310.40, subpart E of this part). 
[51 FR 1364, Jan. 16, 1986. Redesignated at 56 , 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§310.12 Government Contractors. 

[a] Applicability to government 
contractors. (1) When a DoD Conipbnent 
contracts for the operation or 
maintenance of a system of recordis or a 
portion of a system of records by a 
contractor, the record system or the 
portion of the record system affected are 
considered to be maintained by the DoD 
Component and are subject to this part. 
The Component is responsible for 
applying the requirements of this part to 
the contractor. The contractor and its 
employees are to be considered 
employees of the DoD Component for 
purposes of the sanction provisions of 
the Privacy Act during the performance 
of the contract. Consistent with the 
Defense Acquisition Regulation (DAR), 
§ 1.327, "Protection of Individual 
Privacy" contracts requiring the 
maintenance of a system of records or 
the portion of a system of records shall' 



DEFENSE DEPARTMENT 



761 



identify specifically the record system 
and the work to be performed and shall 
include in the solicitation and resulting 
contract such terms as are prescribed by 
theDAR. 

(2) If the contractor must use or have 
access to individually identifiable 
information subject to this part to 
perform any part of a contract, and the 
information would have been collected 
and maintained by the DoD Component 
but for the award of the contract, these 
contractor activities are subject to this 
Regulation. 

(3) The restriction in paragraphs (a) 
(1) and (2) of § 310.12 of this part do not 
apply to records: 

(i) Established and maintained to 
assist in making internal contractor 
management decisions, such as records 
maintained by the contractor for use in 
managing the contract; 

(ii) Maintained as internal contractor 
employee records even when used in 
conjunction with providing goods and 
services to the Department of Defense; 
or 

(iii) Maintained as training records by 
an educational organization contracted 
by a DoD Component to provide training 
when the records of the contract 
students are similar to and comingled 
with training records of other students 
(for example, admission forms, 
transcripts, academic counselling and 
similar records); 

(iv) Maintained by a consumer 
reporting agency to which records have 
been disclosed under contract in 
accordance with the Federal Claims 
Collection Act of 1966, Title 31, United 
Statels Code, section 952(d). 

(4) DoD Components must publish 
instruction that: 

(i) Furnish DoD Privacy Program 
guidance to their personnel who solicit, 
award, or administer government 
contracts; 

(ii) Inform prospective contractors of 
their responsibilities regarding the DoD 
Privary Program; and 

(iii) Establish an internal system of 
contractor performance review to ensure 
compliance with the DoD Privacy 
Program. 

(b) Contracting procedures. The 
Defense Systems Acquisition Regulatory 
Council (DSARC) is responsible for 
developing the specific policies and 
procedures to be followed when 
soliciting bids, awarding contracts or 
administering contracts that are subject 
to this part. 

(c) Contractor compliance. Through 
the various contract surveillance 
programs, ensure contractors comply 
with the procedures established in . 
accordance with paragraph (b) of this 
section. 



(d) Disclosure of records to 
contractors. Disclosure of personal 
records to a contractor for the use in the 
performance of any DoD contrtact by a 
DoD Component is considered a 
disclosure within the Department of 
Defense (see paragraph (b) of § 310.40, 
subpart E of this part). The contractor is 
considered the agent of the contracting 
DoD Component and to be maintaining 
and receiving the records for that 
. Component. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631. Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§310.13 Safeguarding personal 
information. 

(a) General responsibilities. Establish 
appropriate administrative, technical 
and physical safeguards to ensure that 
the records in every system of records 
are protected from unauthorized 
alteration or disclosure and that their 
confidentiality is protected. Protect the 
records against reasonably anticipated 
threats or hazards that could result in 
substantial harm, embarrassment, 
inconvenience, or unfairness to any 
individual about whom information is 
kept. 

(b) Minimum standards. (1) Tailor 
system safeguards to conform to the 
type of records in the system, the 
sensitivity of the personal information 
stored, the storage medium used arid, to 
a degree, the number of records 
maintained. 

(2) Treat all unclassified records that 
contain personal information that 
normally would be withheld from the 
public under Exemption Numbers 6 and 
7, of § 286.31, subpart D of 32 CFR part 
286 (DoD Freedom of Information Act 
Program) as if they were designated 
"For Official Use Only" and safeguard 
them in accordance with the standards 
established by subpart E of 32 CFR part 
286 (DoD FOIA Program) even if they 
are not actually marked "For Official 
Use Only." 

(3) Afford personal information that 
does not meet the criteria discussed in 
paragraph (c)(3) of this § 310.13 that 
degree of security which provides 
protection commensurate with the 
nature and type of information involved. 

(4) Special administrative, physical, 
and technical procedures are required to 
protect data that is stored or being 
processed temporarily in an automated 
data processing (ADP) system or in a 
word processing activity to protect it 
against threats unique to those 
environments (see Appendices A and B). 

(5) Tailor safeguards specifically to 
the vulnerabilities of the system. 

(c) Records disposal. (1) Dispose of 
records containing personal data so as 



to prevent inadvertent compromise. 
Disposal methods such as tearing, 
burning, melting, chemical 
decomposition, pulping, pulverizing, 
shredding, or mutilation are considered 
adequate if the personal data is 
rendered unrecognizable or beyond . 
reconstruction. 

(2) The transfer of large quantities of 
records containing personal data (for 
example, computer cards and printouts) 
in bulk to a disposal activity, such as the 
Defense Property Disposal Office, is not 
a release of personal information under 
this part. The sheer volume of such 
transfers make it difficult or impossible 
to identify readily specific individual 
records. 

(3) When disposing of or destroying 
large quantities of records containing 
personal information, care must be 
exercised to ensure that the bulk of the 
records is maintained so as to prevent 
specific records from being readily 
identified. If bulk is maintained, no 
special procedures are required. If bulk 
cannot be maintained or if the form of 
the records make individually 
identifiable information easily available, 
dispose of the record in accordance with 
paragraph (c)(1) of this section. 

Subpart C— Collecting Personal 
Information 

§ 310.20 General considerations. 

(a) Collect directly from the 
individual. Collect to the greatest extent 
practicable personal information 
directly from the individual to whom it 
pertains if the information may be used 
in making any determination about the 
rights, privileges, or benefits of the 
individual under any federal program 
(see also paragraph (c) of this section). 

(b) Collecting Social Security 
Numbers (SSNs). (1) It is unlawful for 
any federal, state, or local governmental 
agency to deny an individual any right, 
benefit, or privilege provided by law 
because the individual refuses to 
provide his or her SSN. However, if a 
federal statute requires that the SSN be 
furnished or if the SSN is required to 
verify the identity of the individual in a 
system of records that was established 
and in use before. January 1, 1975, and 
the SSN was required as an identifier by 
a statute or regulation adopted before 
that date, this restriction does not apply. 

(2) When an individual is requested to 
provide his or her SSN, he or she must 
be advised: 

(i) The uses that will be made of the 
SSN; 

(ii) The statute, regulation, or rule 
authorizing the solicitation of the SSN; 
and 
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(iii) Whether providing the SSN is 
voluntary or mandatory. . 

(3) Include in any systems notice for 
any system of records that contains 
SSNs a statement indicating the 
authority for maintaining the SSN and 
the sources of the SSNs in the system. If 
the SSN is obtained directly from the 
individual indicate whether'this is 
voluntary or mandatory. - ' 

(4) Executive Order 9397, "Numbering 
System For Federal Accounts Relating 
to Individual Persons," November 30, - 
1943, authorizes solicitation arid use'bf 
SSNs as numerical identifier for 
individuals in most federal records 
systems. However, it does not provide < 
mandatory authority for soliciting SSNs. 

(5] Upon entrance into military service 
or civilian employment with the 
Department of Defense, individuals are 
asked to provide their SSNs. The SSN 
becomes the service or employment 
number for the individual and is used to. 
establish personnel, financial, medical, 
and other official records. Provide the 
notification in paragraph [b][2) of this 
section to the individual when originally 
soliciting his or her SSN. After an 
individual has provided his or her SSN 
for the purpose of establishing a record, 
the notification in paragraph (b)(2) of 
this section is not required if the 
individual is only requested to furnish or 
verify the SSNs for identification 
purposes in connection with the normal 
use of his or her records. However, if the 
SSN is to be written down and retained 
for any purpose by the requesting 
official, the individual must be provided 
the notification required by paragraph 
(b)(2) of this section. 

(6) Consult the Office of Personnel 
Management, Federal Personnel Manual 
(5 CFR parts 293, 294, 297 and 735) when 
soliciting SSNs for use in OPM records 
systems. . 

(c) Collecting personal information 
from third parties. It may not be 
practical to collect personal information 
directly from the individual in all cases. 
Some examples of this are: 

(1) Verification of information through 
third party sources for security or 
employment suitability determinations; , 

(2) Seeking. third party opinions such 
as supervisory comments as to job 
knowledge, duty performance, or other 
opinion-type evaluations; 

(3) When obtaining the needed 
information directly from the individual 
is exceptionally difficult or may result in 
unreasonable costs; or 

(4) Contacting a third party at the 
request of the individual to furnish 
certain information such as exact 
periods of employment, termination 
dates, copies of records, or similar 
information. 



(d) Privacy Act Statements. (1) When 
an individual is requested to furnish 
personal information about himself or 
herself for inclusion in a system of 
records, a Privacy Act Statement is 
required regardless of the medium used 
to collect the information (forms, 
pei'sonal interviews, stylized formats, 
telephonic interviews, or other 
methods). The Privacy Act Statement 
consists of the elements set forth in 
paragraph (d)(2) of this section: The 
statement enables the individual to 
make an informed decision whether to 
provide the information requested. If the 
personal information solicited is not to 
be incoporated into a system of records, 
the statement need not be given. 
However, personal information obtained 
without a Privacy Act Statement shall 
not be incorporated into any system of 
records. When soliciting SSNs for any 
pxupose, see paragraph (b)(2) of this 
section. 

(2) The Privacy Act Statement shall 
include: . 

(i) The specific federal statute or 
Executive Order that authorizes 
collection of the. requested information, 
(see paragraph (d) of § 310.10 of this 
part). 

(ii) The. principal purpose or purposes 
for which the information is to be used; . 

(iii) The routine uses that will be 
made of the information (see paragraph 
(e) of § 310.41, subpart E of this part); 

(iv) Whether providing the 
information is voluntary or mandatory 
(see paragraph (e) of this section); and 

(v) The effects on.the individual if he 
or she chooses not to provide the 
requested information. 

(3) The Privacy Act Statement shall be 
concise, current, and easily understood. 

(4) The Privacy Act statement may 
appear as a public notice (sign or 
poster), conspicuously displayed in the 
area where the information is collected,, 
such as at check-cashing facilities or 
identification photograph facilities. 

(5) The individual normally is not 
required to sign the Privacy Act 
Statement. 

(6) Provide the individual a written 
copy of the Privacy Act Statement upon ' 
request. This 'must be done regardless of 
the method chosen to furnish the initial 
advisement. 

[e] Mandatory as opposed to 
voluntary disclosures. Include in the 
Privacy Act Statement specifically 
whether furnishing the requested 
personal data is mandatory or 
voluntary. A requirement to furnish 
personal data is mandatory only when a 
federal statute, Executive Order, 
regulation, or other lawful order 
specifically imposes a duty on the 
individual to provide the information 



sought, and the individual is subject to a 
penalty if he or she fails to provide the 
requested information. If providing the 
information is only a condition of or 
prerequisite to granting a benefit or 
privilege and the individual has the 
option of requesting the benefit or 
privilege, providing the information is 
always voluntary, However, the loss or 
denial of the privilege, benefit, or 
entitlement sought may be listed as a 
consequence of not furnishing the 
requested information. 
[51 PR 1364, Jan. 16, 1986. Redesignated at 56 
PR 55631, Oct. 29, 1991 and amended at 56 PR 
57800, Nov. 14, 1991] 

§310.21 Forms. 

(a) DoD forms. (1) DoD Directive 
5000.21; "Forms Management Program" 
provides guidance for preparing Privacy 
Act Statements for use with forms: (see 
also paragraph (b)(1) of this section). 

(2) When forms are used to collect 
personal information, the Privacy Act 
Statement shall appear as follows (listed 
in the order of preference): 

(1) In the body of the form, preferably 
just below the title so that the reader , 
will be advised of the contents of the , 
statement before he or she begins to . 
complete the form; . , 

(ii) On the reverse side of the forrn . 
with an appropriate annotation under 
the title giving its location; 

(iii) On a tear-off sheet attached to the 
form; or 

(iv) As a separate supplement to the 
form. 

(b) Forms issued by non-DoD 
activities. (1) Forms subject to the p 
Privacy Act issued by other federal 
agencies have a Privacy Act Statement 
attached or included. Always ensure 
that the statement prepared by the 
originating agency is adequate for the 
purpose for which the iPorm will be used 
by the DoD activity. If the Privacy Act 
Statement provided is inadequate, the 
DoD Component concerned shall 
prepare a new statement or a 
supplement to the existing statement 
before using the form. 

(2) Forms issued by agencies not 
subject to the Privacy Act (state, 
municipal, and other local agencies) do 
not contain Privacy Act Statements. 
Before using a form prepared by such 
agencies to collect personal data subject 
to this part, an appropriate Privacy Act 
Statement must be added. 

Subpart D— Access by Individuals 

§ 310.30 Individual access to personnel 
information. ' 

(a) Individual access. (1) The access 
provisions of this part are intended for 
use by individuals about whom records 
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are maintained in systems of records. 
Release of personal information to 
individuals under this part is not 
considered public release of 
information. 

:(2) Make available to .the individual to 
whom the record pertains all of the 
personal information (that can be 
released consistent with DoD 
responsibilities. • 

(b) Individual requests for access. 
Individuals shall address requests for 
access to personal information in a 
system of records to the system manager 
or to the office designated in the DoD 
Component rules or the system notice. 

(c] Verification of identity. (1) Before 
granting access to personal data, an 
individual may be required to provide 
reasonable verification of his or her 
identity. . 

[2] identity verification procedures 
shall not: 

(i) Be so complicated as to discourage 
unnecessarily individuals from seeking 
access to information about themselves; 
or 

(ii) Be required of an individual 
seeking access to records which 
normally would be available imder the 
"DoD Freedom of Information Act 
Program" (32 CFR part 286). 

(3) Normally, when individuals seek 
personal access to records pertaining to 
themselves, identification is made from 
documents that normally are readily 
available, such as employee and 
military identification cards, driver's 
license, other licenses, permits or passes 
used for routine identification purposes. 

(4) When access is requested by mail, 
identity verification may consist of the 
individual providing certain minimum 
identifying data, such as full name, date 
and place of birth, or such other 
personal information necessary to locate 
the record sought. If the information 
sought is of a sensitive nature, 
additional identifying data may be 
required. If notarization of requests is 
required, procedures shall be • 
established for an alternate method of 
verification for individuals who do not 
have access to notary services, such as 
military members overseas. 

(5) If an individual wishes to be 
accompanied by a third party when 
seeking access to his or her records or to 
have the records released directly to a 
third party, the individual may be 
required to furnish a signed access 
authorization granting the third party 
access. 

(6) An individual shall not be refused 
access to his or her record solely 
because he or she refuses to divulge his 
or her SSN unless the SSN is the only 
method by which retrieval can be made. 
(See paragraph (b) of § 310.20]. 



(7) The individual is not required to 
explain or justify his or her need for 
access to any record under this part. 

(8) Only a denial authority may deny 
access and the denial must be in writing 
and contain the information required by 
paragraph (b) of § 310.31. 

(d) Granting individual access to 
records. (1) Grant the individual access 
to the original record or an exact copy of 
the original record without any changes 
or deletions, lexcept when changes or 
deletions have been made in accordance 
with paragraph (e) of this section. For , 
the purpose of granting access, a record 
that kas been amended under paragraph 
;(b) of § 310.31 is considered to be the 
original. See paragraph (e) .of this 
section for the policy regarding the use 
of summaries and extracts. 

(2] Provide exact copies of the record 
when furnishing the individual copies of 
records under this part. 

(3) Explain in terms understood by the 
requestor any record or portion of a 
record that is not clear. 

(e) Illegible, incompletet or partially 
exempt records. (1) Do not deny an 
individual access to a record or a copy 
of a record solely because the physical 
condition or format of the record does 
not make it readily available (for 
example, deteriorated state or on 
magnetic tape). Either prepare an 
extract or recopy the document exactly. 

(2) If a portion of the record contains 
information that is exempt from access, 
an extract or summary containing all of 
the information in the record that is 
releasable shall be prepared. 

(3) When the physical condition of the 
record or its state makes it necessary to 
prepare an extract for release, ensure 
that the extract can be understood by 
the requester. 

(4) Explain to the requester all 
deletions or changes to the records. 

(f) Access to medical records. (1) 
Disclose medical records to the 
individual to whom they pertain, even if 
a minor, unless a judgment is made that 
access to such records could have an 
adverse effect on the mental or physical 
health of the individual. Normally, this 
determination shall be made in 
consultation with a medical doctor. 

(2) If it is determined that the release 
of the medical information may be 
harmful to the mental or physical health 
of the individual: 

(i) Send the record to a physician 
named by the individual; and 

(ii) In the transmittal letter to the 
physician explain why access by the . . 
individual without proper professional 
supervision could be harmful (unless it 
is obvious from the record). 

(3) Do not require the physician to 
request the records for the individual. 



(4) If the individual refuses or fails to 
designate a physician, the record shall 
not be provided. Such refusal of access 
is not considered a denial for Privacy 
Act reporting purposes. (See paragraph 
(a) of § 310.31). 

(5) Access to a minor's medical 
records may be granted to his or her 
parents or legal guardians. However, 
observe the following procedures: 

(1) In the United States, the laws of the 
particular state in which the records are 
located may afford special protection to 
certain types of medical records (for 
example, records dealing with treatment 
for drug or alcohol abuse and certain 
psychiatric records). Even if the records 
are maintained by a military medical 
facilities these statutes may apply. 

(ii) For the purposes of parental . 
access to the medical records and 
medical determinations regarding 
minors at overseas installation the age 
of majority is 18 years except when: 

(A) A minor at the time he or she 
sought or consented to the treatment 
was between 15 and 17 years of age; 

(B) The treatment was sought in a 
program which was authorized by 
regulation or statute to offer 
confidentiality of treatment records as a 
part of the program; 

(C) The minor specifically requested 
or indicated that he or she wished the 
treatment record to be handled with 
confidence and not released to a parent 
or guardian; and 

(D) The parent or guardian seeking 
access does not have the written 
authorization of the minor or a valid 
court order granting access. 

(iii) If all four of the above conditions 
are met, the parent or guardian shall be 
denied access to the medical records of 
the minor. Do not use these procedures 
to deny the minor access to his or her 
own records under this part or any other 
statutes. 

(6) All members of the Military 
Services and all married persons are not 
considered minors regardless of age, 
and the parents of these individuals do 
not have access to their medical records 
without written consent of the 
individual. 

(g) Access to information compiled in 
anticipation of civil action. (1) An 
individual is not entitled under this part 
to gain access to information compiled 
in reasonable anticipation of a civil 
action or proceeding. 

(2) The term "civil proceeding" is 
intended to include quasi-judicial and 
pretrial judicial proceedings that are the 
necessary preliminary steps to formal 
litigation. 

(3) Attorney work products prepared 
in conjunction with quasi-judicial 
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pretrial, and trial proceedings, to include 
those prepared to advise DoD 
Component officials of the possible legal 
consequences of a given course of 
action, are protectied. 

(h) Access to investigatory records. 
(1) Requests by individuals for access to 
investigatory records pertaining to 
themselves and compiled for law 
enforcenient purposes are processed 
under this part of the DoD Freedom of 
Information Program (32 CFR part 286) 
depending on which part gives them the 
greatest degree of access. 

(2) Process requests by individuals for 
access to investigatory record pertaining 
to themselves compiled for law 
enforcement purposes and in the 
custody of law enforcement activities 
that have been incorporated into 
systems of records exempted from the 
access provisions of this part in 
accordance with section B. of Chapter 5 
under reference (f). Do not deny an 
individual access to the record solely 
because it is in the exempt system, but 
give him or her automatically the same 
access he or she would receive under 
the Freedom of Information Act [5 U.S.C. 
552). See also paragraph (h) of this 
section. 

(3) Process requests by individuals for' 
access to investigatory records 
pertaining to themselves that are in 
records systems exempted from access 
provisions under paragraph (a) of ^ 

§ 310.52, subpart F, under this part, or 
the DoD Freedom of Information Act 
Program (32 CFR part 286) depending 
upon which regulation gives the greatest 
degree of access (see also paragraph (j) 
of this section). 

(4) Refer individual requests for 
access to investigatory records 
exempted from access under* a general 
exemption temporarily in the hands of a 
noninvestigatory element for 
adjudicative or personnel actions to the 
originating investigating agency. Inform . 
the requester in writing of these 
referrals. 

(i) Nonagency records. (1) Certain 
documents under the physical control of 
DoD personnel and used to assist them 
in performing official functions, are not 
considered "agency records" within the 
meaning of this Regulation. Uncirculated 
personal notes and records that are not 
disseminated or circulated to any person 
or organization (for example, personal 
telephone lists or memory aids) that are 
retained or discarded at the author's 
discretion and over which the 
Component exercises no direct control, 
are riot considered agency records. 
However, if personnel are officially 
directed or encouraged, either in writing 
or orally, to maintain such records, they 



may become "agency records," and may 
be subject to this part. 

(2) The personal uncirculated 
handwritten notes of unit leaders, office 
supervisors, or military supervisory 
personnel concerning subordinates are 
not systems of records within the 
meaning of this part. Such notes are an 
extension of the individual's memory. 
These notes, however, rnust be 
maintained and discarded at the . 
discretion of the individual superviisor 
and not circulated to others. Any 
established requirement to maintain 
such notes (such as, written or oral 
directives, regulations, or command 
policy) make these notes "agency 
records" arid they then rnust be made a 
part of a system of records. If the notes 
are circulated, they must be made a part 
of a system of records. Any action that 
gives personal notes the appearance of 
official agency records is prohibited, 
unless the notes have been incorporated 
into a system of records. 

(j) Relationship between the Privacy 
Act and the Freedom of Information Act. 
(1) Process requests for individual 
access as follows: 

(i) Requests by individuals for access 
to records pertaining to themselves 
made under the Freedom of Information 
Act (5 U.S.C. 552) or the DoD Freedom of 
Information Act Program (32 CFR part 
286) or DoD Component instuctions 
implementing the DoD Freedom of 
Information Act Program are processed 
under the provisions of that reference. 

(ii) Requests by individuals for access 
to records pertaining to themselves 
made under the Privacy Act of 1971 (5 
U.S.C. 552a), this part, or the DoD 
Component instructions implementing 
this part are processed under this part. 

(iii) Requests by individuals for access 
to records about themselves that cite 
both Acts or the implementing 
regulations and instructions for both 
Acts are processed under this part 
except: 

(A) When the access provisions of the 
DoD Freedom of Information Act 
Program (32 CFR part 286) provide a 
greater degree of access; or 

(B) When access to the information 
sought is controlled by another federal 
statute. 

(C) If the former applies, follow the 
provisions of 32 CFR part 286; and if the 
later applies, follow the access 
procedures established under the 
controlling statute, 

(iv) Requests by individuals for access 
to information about themselves in 
systems of records that do not cite either 
Act or the implementing regulations or 
instructions for either Act are processed 
under the procedures estabUshed by this 
part. However, there is no requirement 



to cite the specific provisions of this part 
or the Privacy Act (5 U.S.C. 552a) when 
responding to such requests. Do not 
count these requests as Privacy Act 
request for reporting purposes (see 
subpart I). 

(2) Do not deny individuals access to 
personal information concerning 
themselves that would otherwise be 
releasable to them under either Act 
solely because they fail to cite either 
Act or cite the wrong Act, regulation, or 
instruction. 

(3) Explain to the requester which Act 
or procedures have been used when 
granting or denying access under either 
Act (see also paragraph (j)(l)(iv) of this 
section). 

(k) Time limits. Normally 
acknowledge requests for access within 
10 working days after receipt and 
provide access within 30 working days. 

(1) Privacy case file. Establish a 
Privacy Act case file when required (see 
paragraph (p) of § 310.32 of this 
subpart). 

[51 PR 1364, Jan, 16, 1986, Redesignated at 56 
PR 55631, Oct. 29, 1991 and amended at 56 FR 
57800. Nov. 14, 1991] 

§ 3 1 0.3 1 Denial of individual access. 

(a) Denying individual access. (1) An 
individual may be denied formally 
access to a record pertaining to him or 
her only if the record: 

(1) Was compiled in reasonable 
anticipation of civil action (see 
paragraph (g) of § 310.30) 

(ii) Is in a system of records that has 
been exempted from the access 
provisions of this regulation under one 
of the permitted exemptions (see 
subpart F of this part). 

(iii) Contains classified information 
that has been exempted from the access 
provision of this part under blanket 
exemption for such material claimed for 
all DoD records system (see paragraph 
(c) of §310.50 of subpart F of this part). 

(iv) Is contained in a system of 
records for which access may be denied 
under some other federal statute. 

(2) Only deny the individual access to 
those portions of the records from which 
the denial of access serves some 
legitimate governmental purpose. 

(b) Other reasons to refuse access. (1) 
An individual may be refused access if: 

(i) The record is not described well 
enough to enable it to be located with a 
reasonable amount of effort on the part 
of an employee familiar with the file; or 

(ii) Access is sought by an individual 
who fails or refuses to comply with the 
established procedural requirements, 
including refusing to name a physician 
to receive medical records when 
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required (see paragraph [f] of §310.30) or 
to pay fees (see §310.33 of this subpart). 

(2) Always explain to the individual 
the specific reason access has been 
refused and how he or she may obtain 
access. 

(c) Notifying the individual Formal 
denials of access must be in writing and 
include as a minimum: 

(1) The name, title or position, and 
signature of a designated Component 
denial authority; 

(2) The date of the denial; 

(3) The specific reason for the denial, 
including specific citation to the 
appropriate sections of the Privacy Act 
(5 U.S.C. 552a) or other statutes, this 
part, DoD Component instructions or 
Code of Federal Regulations (CFR) 
authorizing the denial; 

(4) Notice to the individual of his or 
her right to appeal the denial through 
the Component appeal procedure within 
60 calendar days; and 

(5) The title or position and address of 
the Privacy Act appeals official for the 
Component. 

(d) DoD Component appeal 
procedures. Establish internal appeal 
procedures that, as a minimum, provide 
for: 

(1) Review by the head of the 
Component or his or her designee of any 
appeal by an individual from a denial of 
access to Component records. 

(2) Formal written notification to the 
individual by the appeal authority that 
shall: 

(i) If the denial is sustained totally or 
in part, include as a minimum: 

(A) The exact reason for denying the 
appeal to include specific citation to the 
provisions of the Act or other statute, 
this part, Component instructions or the 
CFR upon which the determination is 
based; 

(B) The date of the appeal 
determination; 

(C) The name, title, and signature of 
the appeal authority; 

(D) A statement informing the 
applicant of his or her right to seek 
judicial relief. 

(ii) If the appeal is granted, notify the 
individual and provide access to the 
material to which access has been 
granted. 

(3) The written appeal notification 
granting or denying access is the final 
Component action as regards access. 

. (4) The individual shall file any 
appeals from denial of access within no 
less than 60 calendar days of receipt of 
the denial notification. 

(5) Process all appeals within 30 days 
of receipt unless the appeal authority 
determines that a fair and equitable 
review cannot be made within that 
period. Notify the applicant in writing if 



additional time is required for the 
appellate review. The notification must 
include the reasons for the delay and 
state when the individual may expect an 
answer to the appeal. 

(e) Denial of appeals by failure to act. 
A requester may consider his or her 
appeal formally denied if the authority 
fails: 

(1) To act on the appeal within 30 
days; 

(2) To provide the requester with a 
notice of extension within 30 days; or 

(3) To act within the time limits 
established in the Component's notice of 
extension (see paragraph (d)(5) of this 
section). 

(f) Denying access to OPM records 
held by DoD Components. (1) The 
records in all systems of records 
maintained in accordance with the OPM 
government-wide system notices are 
technically only in the temporary 
custody of the Department of Defense. 

(2) All requests for access to these 
records must be processed in 
accordance with the Federal Personnel 
Manual (5 CFR parts 293. 294. 297 and 
735) as well as the applicable 
Component procedures. 

(3) When a DoD Component refuses to 
grant access to a record in an OPM 
system, the Component shall instruct the 
individual to direct his or her appeal to 
the appropriate Component appeal 
authority, not the Office of Personnel 
Management. 

(4) The Component is responsible for 
the administrative reyiew of its denial of 
access to such records. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§ 310.32 Amendment of records. 

(a) Individual review and correction. 
Individuals are encouraged to review 
the personnel information being 
maintained about them by DoD 
Components periodically and to avail 
themselves of the procedures 
estabhshed by this part and any other 
Component regulations to update their 
records, 

(b) Amending records. (1) An 
individual may request the amendment 
of any record contained in a system of 
records pertaining to him or her unless 
the system of record has been exempted 
specifically from the amendment 
procedures of this part under paragraph 
(b) of § 310.50, subpart F. Normally, 
amendments under this part are limited 
to correcting factual matters and not 
matters of official judgment, such as 
performance ratings, promotion 
potential, and job performance 
appraisals. 



(2) While a Component may require 
that the request for amendment be in 
writing, this requirement shall not be 
used to discourage individuals from 
requesting valid amendments or to 
burden needlessly the amendment 
process. 

(3) A request for amendment must 
include: 

(1) A description of the item or items 
to be amended; 

(ii) The specific reason for the 
amendment; 

(iii) The type of amendment action 
sought (deletion, correction, or addition); 
and 

(iv) Copies of available documentary 
evidence supporting the request. 

(c) Burden of proof The applicant 
must support adequately his or her 
claim. 

(d) Identification of requesters. (1) 
Individuals may be required to provide 
identification to ensure that they are 
indeed seeking to amend a record 
pertaining to themselves and not, 
inadvertently or intentionally, the record 
of others. 

(2) The indentification procedures 
shall not be used to discourage 
legitimate requests or to burden 
needlessly or delay the amendment 
process. (See paragraph (c) of § 310.30). 

(e) Limits on attacking evidence 
previously submitted. (1) The 
amendment process is not intended to 
permit the alteration of evidence 
presented in the course of judicial or 
quasi-judicial proceedings. Any 
amendments or changes to these records 
normally are made through the specific 
procedures established for the 
amendment of such records. 

(2) Nothing in the amendment process 
is intended or designed to permit a 
collateral attack upon what has already 
been the subject of a judicial or quasi: 
judicial determination. However, while 
the individual may not attack the 
accuracy of the judicial or quasi-judicial 
determination under this part, he or she 
may challenge the accuracy of the 
recording of that action. 

(f) Sufficiency of a request to amend. 
Consider the following factors when 
evaluating the sufficiency of a request to 
amend: _ 

(1) The accuracy of the information 
itself; and 

. (2) The relevancy, timeliness, 
completeness, and necessity of the 
recorded information for accomplishing 
an assigned mission or purpose. 

(g) Time limits. (1) Provide written 
acknowledgement of a request to amend 
within 10 working days of its receipt by 
the appropriate systems manager. There 
is no need to acknowledge a request if 
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the action is completed within 10 
working days and the individual is so 
informed. 

(2) The letter of acknowledgement 
shall clearly identify, the request and 
advise the individual when he or she 
may expect to be notified of the 
completed action. 

(3) Only under the most exceptional 
circumstances shall more than 30 days 
be required to reach a decision on a 
request to amend. Document fully and 
explain in the Privacy Act case file (see 
paragraph (p) of this section] any such 
decision that takes more than 30 days to 
resolve. 

(h) Agreement to amend. If the • 
decision is made to grant all or part of 
the request for amendment, amend the 
record accordingly and notify the 
requester. 

(i) Notification of previous recipients. 
(1) Notify all previous recipients of the 
information, as reflected in the 
disclosure accounting records, that an 
amendment has been made and the 
substance of the amendment. Recipients 
who are known to be no longer retaining 
the information need not be advised of 
the amendment. All DoD Components 
and federal agencies known to be 
retaining the record or information, even 
if not reflected.iri a disclosure record, 
shall be notified of the amendment. 
Advise the requester of these 
notifications. 

(2) Honor all requests by the requester 
to notify specific federal agencies of the 
amendment action. 

(j) Denying amendment If the request 
for amendment is denied in whole or in 
pairt, promptly advise the individual in 
writing of the decision to include: , 

(1) The specific reason and authority 
for hot amending; 

(2) Notification that he or she may 
seek further independent review of the 
decision by the head of the Component 
or his or her designee; 

(3) The procedures for appealing the 
decision citing the position and address 
of the official to whom the appeal shall 
be addressed; and - 

(4) Where he or she can receive 
assistance in filing the appeal. 

\k] DoD Component appeal 
procedures. Establish procedures to 
ensure the prompt, complete, and, 
independent review of each amendment 
denial upon appeal by the individual. 
These procedures must ensure that: 

(1) The appeal with all supporting 
materials both that furnished the 
individual and that contained in 
Component records is provided to the 
reviewing official, and 

(2) If the appeal is denied completely 
or in part, the individual is notified in 
writing by the reviewing official that: 



(i) The appeal has been denied and 
the specific reason and authority for the 
denial; 

(ii) The individual may file a 
statement of disagreement with the 
appropriate authority and the 
procedures for filing this statement; 

(iii) If filed properly, the statement of 
disagreement shall be included in the 
records, furnished to all future recipients 
of the records, and provided to all prior 
recipients of the disputed records who 
are known to hold the record; and 

(iv) The individual may seek a judicial 
review of the decision not to amend. 

(3) If the record is amended, ensure 
that: 

(1) The requester is notified promptly 
of the decision; 

(ii) All prior known recipients of the 
records who are known to be retaining 
the record are notified of the decision 
and the specific nature of the 
amendment (see paragraph (i) of this 
section); and 

(iii) The requester is notified as to 
which DoD Components and federal 
agencies have been told of the 1 
amendment. 

(4) Process all appeals within 30 days 
unless the appeal authority determines 
that a fair review cannot be made 
within this time limit, If additional time 
is required for the appeal, notify the 
requester, in writing, of the delay, the 
reason for the delay, and when he or she 
may expect a, final decision on the 
appeal. Document fully all requirements 
for additional time in the Privacy Case 
File. (See paragraph (p) of this section) 

(1] Denying amendment of OPM 
records Iield by DoD Components. (1) 
The records in all systems of records 
controlled by the Office of Personnel 
Management (OPM) goyernment-wide 
system notices are technically only 
temporarily in the custody of the 
Department of Defense. 

(2) All requests for amendment of 
these records must be processed in 
accordance with the OPM Federal 
Personnel Manual (5 CFR parts 293, 294, 
297 and 735). The Component denial 
authority may deny a request. However, 
the appeal process for all such denials 
must include a review by the Assistant 
Director for Agency Compliance and 
Evaluation, Office of Personnel 
Management, 1900 E Street NW. 
Washington, DC 20415. 

(3) When an appeal is received from a 
Component's denial of amendment of 
the OPM controlled record, process the 
appeal in accordance with the OPM 
Federal Personnel Manual (5 CFR parts 
293, 294. 297 and 735) and notify the 
OPM appeal authority listed above. 



(4) The individual may appeal any 
Component decision not to amend the 
OPM records directly to OPM. 

(5) OPM is the final review authority 
for any appeals from a denial to amend 
the OPM records, 

(m) Statemen ts of disagreement 
submitted by individuals. (1) If the 
reviewing authority refuses to amend 
the record as requested, the individual 
may submit a concise statement of 
disagreement setting forth his or her 
reasons for disagreeing with the 
decision not to amend. 

. (2) If an individual chooses to file a 
statement of disagreement, annotate the 
record to indicate that the statement has 
been filed (see paragraph (n) of this 
section). 

(3) Furnish copies of the statement of 
disagreement to all DoD Components 
and federal agencies that have been 
provided copies of the disputed 
information and who may be 
maintaining the information. 

(n) Maintaining statements of 
disagreement (1) When possible, 
incorporate the statement of 
disagreement into the record. 

(2) If the statement cannot be made a 
part of the record, establish procedures 
to ensure that it is apparent from the 
records that a statement of 
disagreement has been filed and 
maintain the statement so that it can be 
obtained readily when the disputed 
information is used or disclosed. 

(3) Automated record systems that are 
not programed to. accept statements of 
disagreement shall be annotated or 
coded so that they clearly indicate that 
a statement of disagreement is on file, 
and clearly identify the statement with 
the disputed information in the system, 

(4) Provide a copy of the statement of 
disagreement whenever the disputed 
information is disclosed for any purpose, 
. (o) DoD Component summaries of 

reasons for refusing to amend, (1) A 
summary of reasons for refusing to , 
amend may be included with any record 
for which a statement of disagreement is 
filed. 

(2) Include in this summary only the 
reasons furnished to the individual for 
not amending the record. Do not include 
comments on the statement of 
disagreement. Normally, the summary 
and statement of disagreement are filed, 
together. 

(3) When disclosing information for 
which a summary has been filed, a copy 
of the summary may be included in the 
release, if the Component desires. 

(p) Privacy Case Files. (1) Establish a 
separate Privacy Case File to retain the 
documentation received and generated 
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during the amendment or access 
process. 

(2) The Privacy Case File shall contain 
as a minimum: * . 

(i) The request for amendment or 
access; 

(ii) Copies of the DoD Component's 
reply granting or denying the request; 

(iii) Any appeals from the individual; 

(iv) Copies of the action regarding the 
appeal with supporting documentation 
which is not in the basic file; and • 

(v) Any other correspondence 
generated in processing the appeal, to 
include coordination documentation. 

(3) Only the items listed in paragraphs 
(p)(4) and (5) of this section may be 
included in the system of records 
challenged for amendment or for which 
access is sought. Do not retain copies of 
unamended records in the basic record 
system if the request for amendment is 
granted. 

(4) The following items relating to an 
amendment request may be included in 
the disputed record system: . 

(i) Copies of the amended record. 

(ii) Copies of the individuaPs 
statement of disagreement (see 
paragraph (m) of this section). 

(iii) Copies of Component summaries 
(see paragraph (o) of this section). 

(iv) Supporting documentation 
submitted by the individual. 

(5) The following items relating to an 
access request may be included in the 
basic records system: 

(1) Copies of the request; 

(ii) Copies of the Component's action 
granting total access. 

Note. — A separate Privacy, case file need 
not be created in such cases. 

(iii) Copies of the Component's action 
denying access; 

(iv) Copies of any appeals filed; 

(v) Copies of the reply to the appeal. 

(6) There is no need to estabhsh a 
Privacy case file if the individual has not 
cited the Privacy Act (reference (b)), this 
part, or the Component implementing 
instruction for this part. 

(7) Privacy case files shall not be 
furnished or disclosed to anyone for use 
in making any determination about the 
individual other than determinations 
made under this part. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29. 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§310.33 Reproduction fees. 

(a) Assessing fees, (1) Charge the 
individual only the direct cost of 
reproduction. 

(2) Do not charge reproduction fees if 
copying is: 

(i) The only means to make the record 
available to the individual (for example, 



a copy of the record must be made to 
delete classified information); or 

(ii) For the convenience of the DoD 
Component (for example, the 
Component has no reading room where 
an individual may review the record, or 
reproduction is done to keep the original 
in the Component's file). 

(3) No fees shall be charged when the 
record may be obtained without charge 
under any other regulation, directive, or 
statute. 

(4) Do not use fees to discourage 
requests. 

(b) No minimum fees authorized Use 
fees only to recoup direct reproduction 
costs associated with granting access.. 
Minimum fees for duplication are not 
authorized and there is no automatic 
charge for processing a request. 

(c) Prohibited fees. Do not charge or 
collect fees for: 

(1) Search and retrieval of records; 

(2) Review of records to determine 
releasabihty; 

(3) Copying records for DoD 
Component convenience or when the 
individual has not specifically requested 
a copy; 

(4) Transportation of records and 
personnel; or 

(5) Normal postage. 

(d) Waiver of fees. (1) Normally, fees 
are waived automatically if the direct 
costs of a given request is less than $30. 
This fee waiver provision does not apply 
when a waiver has been granted to the 
individual before, and later requests 
appear to be an extension or duplication 
of that original request. A DoD 
Component may, however, set aside this 
automatic fee waiver provision when on 
the basis of good evidence it determines 
that the waiver of fees is not in the 
public interest. 

(2) Decisions to waiver or reduce fees 
that exceed the automatic waiver 
threshold shall be made on a case-by- 
case basis. 

(e) Fees for members of Congress. Do 
not charge members of Congress for 
copying records furnished even when 
the records are requested under the 
Privacy Act on behalf of a constituent 
(see paragraph (k) of § 310.41 of subpart 
E of this part). When replying to a 
constituent inquiry and thie fees 
involved are substantial, consider 
suggesting to the Congressman that the 
constituent can obtain the information 
directly by writing to the appropriate 
offices and paying the costs. When 
practical, suggest to the Congressman 
that the record can be examined at no 
cost if the constituent wishes to visit the 
custodian of the record. 

(f) Reproduction fees computation. 
Compute fees using the appropriate i 
portions of the fee schedule in subpart G 



of the DoD Freedom of Information 
Program (32 CFR part 286). 

Subpart E— Disclosure of Personal 
Information to Other Agencies and 
Third Parties 

§ 310.40 Conditions of disclosure. 

(a) Disclosures to third parties. (1) 
The Privacy Act only compels disclosure 
of records from a system of records to 
the individuals to whom they pertain. 

(2) All requests by individual for 
personal information about other 
individuals (third parties) shall be 
processed under the DoD Freedom of 
Information Program (32 CFR part 286), 
except for requests by the parents of a 
minor, or legal guardians of an 
individual, for access to the records 
pertaining to the minor or individual. 

(b) Disclosures among DoD 
Components, For the purposes of 
disclosure and disclosure accounting, 
the Department of Defense is considered 
a single agency (see paragraph (a) of 
§310.41 of this part). 

(c) Disclosures outside the 
Department of Defense. Do not disclose 
personal information from a system of 
records outside the Department of 
Defense unless: 

(1) The record has been requested by 
the individual to whom it pertains. 

(2) The written consent of the 
individual to whom the record pertains 
has been obtained for release of the 
record to the requesting agency, activity, 
or individual, or 

(3) The release is for one of the 
specific nonconsensual purposes set 
forth in § 310.41 of this part. 

(d) Validation before disclosure. 
Except for releases made in accordance 
with the Freedom of Information Act (5 
U.S.C. 552), before disclosing any 
personal information to any recipient 
outside the Department of Defense other 
than a federal agency or the individual 
to whom it pertains: 

(1) Ensure that the records are 
accurate, timely, complete, and relevant 
for agency purposes; 

(2) Contact the individual, if 
reasonably available, to verify the 
accuracy, timeliness, completeness, and 
relevancy of the information, if the 
cannot be determined from the record; 
or 

(3) If the information is not current 
and the individual is not reasonably 
available, advise the recipient that the 
information is believed accurate as of a 
specific date and any other known 
factors bearing on its accuracy and 
relevancy. 
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[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§310.41 Nonconsensual disclosures. 

(a) Disclosures within the Department 
of Defense, (1) Records pertaining to an 
individual may be disclosed without the 
consent of the individual to any DoD . 
official who has need for the record in 
the performance of his or her assigned 
duties. 

(2) Rank, position, or title alone do not 
authorize access to personal information 
about others. An officiial need for the 
information must exist before 
disclosure. 

(b) Disclosures under the Freedom of 
Information Act. (1) All records must be 
disclosed if their release is required by 
the Freedom of Information Act (5 U.S.G 
552) see also the DoD Freedom of 
Information Program (32 CFR part 286). 
The Freedom of Information Act 
requires that records be made available 
to the public unless exempted from 
disclosure by one of the nine . 
exemptions found in the Act. It follows, 
therefore, that if a record is not exempt 
from disclosure it must be disclosed. 

(2) The standard for exempting most - 
personal records, such as personnel 
records, medical records, and similar 
records, is found in Exemption Number 
6 of § 286.31 of 32 CFR part 286. Under 
that exemption, release of personal 
information can only be denied when its . 
release would be a "clearly 
unwarranted invasion of personal 
privacy." 

(3) Release of personal inforrnation in 
investigatory records including 
personnel security investigation records 
is controlled by the broader standard of 
an "unwarranted invasion of personal 
privacy" found in Exemption Number 7 
of § 286.31 of 32 CFR part 286, This 
broader standard applies only to 
investigatory records. 

(4) See 32 CFR part 286 for the 
standards to use in applying these 
exemptions. 

(c) Personal information that is 
normally releasable. — (1) DoD civilian 
employees, (i) Some examples of 
personal information regarding DoD 
civilian employees that normally may be 
released without a clearly unwarranted 
invasion of personal priyacy include: 

(A) Name. 

(B) Present and past postion titles. 

(C) Present and past grades. • 

(D) Present and past salaries. 

(E) Present and past duty stations. 

(F) Office or duty telephone numbers, 
(ii) All disclosures of personal 

information regarding federal civilian 
employees shall be made iri accordance 



with the Federal Personnel Manual 
(FPM) 5 CFR parts 293, 294, 297 and 735. 

(2) Military members. [\] While it is 
not possible to identify categorically 
information that must be released or 
withheld from military personnel 
records in every instance, the following 
items of personal information regarding 
military members normally may be 
disclosed without a clearly unwarranted 
invasion of their personal privacy: 

(A) Full name. 

(B) Rank. 

(C) Date of rank. 

(D) Gross salary. 

(E) Past duty assignments. 

(F) Present duty assignment. 

(G) Future assignments that are 
officially established. 

(H) Office of duty telephone numbers. 

(I) Source of commission. 

(J) Promotion sequence number. 

[K) Awards and decorations. 

(L) Attendance at professional 
military schools. .. 

(M) Duty status at any given time. . 

(ii) All releases of personal 
information regarding military members 
shall be made in accordance with the , 
standards established by 32 CFR part 
286. 

(3) Civilian employees not under the 
FPM. (i) While it is not possible to 
identify categorically those items of 
personal information that must be 
released regarding civilian employees 
not subject to the Federal Personnel 
Manual (5 CFR parts 293, 294, 297 and 
735), such as nonappropriated fund 
employees, normally the following items 
may be released without a clearly 
unwarranted invasion of personal 
privacy: 

(A) Full name. 

(B) Grade or position. \ 

(C) Date of grade; 

(D) Gross salary. 

(E) Present and past assignments. ' 

(F) Future assignments, if officially 
established. 

(G) Office or duty telephone numbers, 
(ii) All releases of personal 

information regarding civilian personnel 
in. this category shall be made in 
accordance with the standards 
estabUshed by 32 CFR part 286, the DoD 
Freedom of Information Program. 

(d) Release of home addresses and 
home telephone numbers. (1) The 
release of home addresses and home 
telephone numbers normally is 
considered a clearly unwarranted 
invasion of personal privacy and is 
prohibited. However, these may be 
released without prior specific consent 
of the individual if: 

(i) The individual has indicated 
previously that he or she interposes no 



objection to their release (see 
paragraphs (d)(3) and (4) of this section); 

(ii) The source of the information to be 
released is a pubhc document such as 
commercial telephone directory or other 
public Hsting; 

(iii) The release is required by federal 
statute (for example, pursuant to . 
federally-funded state programs to 
locate parents who have defaulted on 
child support payments (42 U.S.C. 
section 653); or 

(iv) The releasing official releases the 
information under the provisions of the 
DoD Freedom of Information Act 
Program (32 CFR part 286). 

(2) A request for a home address or 
telephone number may be referred to the 
last known address of the individual for 
a direct reply by him or her to the 
requester. In such cases the requester 
shall be notified of the referral. 

(3) When collecting lists of home 
addresses and telephone numbers, the 
individual may be offered the option of 
authorizing the information pertaining to 
him or her to be disseminated without 
further permission for specific purposes, 
such as locator services. In these cases, 
the information may be disseminated for 
the stated purpose without further 
consent. However, if the information is 
to be disseminated for any other 
purpose, a new consent is required. 
Normally such consent for release is in 
writing and signed by the individual. 

(4) Before listing home addresses and 
home telephone numbers in DoD- 
telephone directories, give the 
individuals the opportunity to refuse 
such a listing. Excuse the individual 
from paying any additional cost that 
may be associated with maintaining an 
unlisted number for government-owned 
telephone services if the individual 
requests his or her number not be listed 
in the directory under this part. 

(5) Do not sell or rent lists of 
individual names and addresses unless 
such action is specifically authorized. 

(e) Disclosures for established routine 
uses. (1) Records may be disclosed 
outside the Department of Defense 
without consent of the individual to 
whom they pertain for an established 
routine use. 

(2) A routine use shall: 

(i) Be compatible with and related to 
the purpose for which the record was 
compiled; 

(ii) Identify the persons or 
organizations to whom the record may 
be released; . 

(iii) Identify specifically the uses to 
which the information may be put by the 
receiving agency; and 
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(iv) Have been published previously 
in the Federal Register (see paragraph (i) 
of § 310.62, subpart G of this part). 

(3) Establish a routine use for each 
user of the information outside the 
Department of Defense who need 
official access to the records. 

(4] Routine uses may be established, 
discontinued, or amended without the 
consent of the individuals involved. 
However, new or changed routine uses 
must be published in the Federal 
Register at least 30 days before actually 
disclosing any records under their 
provisions (see subpart G of this part). 

(5) In addition to the routine uses 
established by the individual system 
notices, common blanket routine uses 
for all DoD-maintained systems of 
records have been established (see 
appendix C). These blanket routine uses 
are published only at the beginning of 
the listing of system notices for each 
Component in the Federal Register (see 
paragraph (a)(1) of § 310.62, subpart G of 
this part). Unless a system notice 
specifically excludes a system from a 
given blanket routine use, all blanket 
routine uses apply. 

(6) If the recipient has not been 
identified in the Federal Register or a 
use to which the recipient intends to put 
the record has not been published in the 
system notice as a routine use, the 
written permission of the individual is 
required before release or use of the 
record for that purpose. 

(f) Disclosures to the Bureau of the 
Census. Records in DoD systems of 
records may be disclosed without the 
consent of the individuals to whom they 
pertain to the Bureau of the Census" for 
purposes of planning or carrying out a 
census survey or related activities 
pursuant to the provisions of 13 U.S.C., 
section 8. 

(g) Disclosures for statistical research 
and reporting. (1) Records may be 
disclosed for statistical research and 
reporting without the consent of the 
individuals to whom they pertain. Before 
such disclosures the recipient must 
provide advance written assurance that: 

(1) The records will be used as 
statistical research or reporting records; 

(ii) The records will only be 
transferred in a form that is not 
individually identifiable; and 

(iii) The records will not be used, in 
whole or in part, to make any 
determination about the rights, benefits, 
or entitlements of specific individuals. 

(2) A disclosure accounting (see 
paragraph (a) of § 310.44 of this part) is 
not required when information that is 
not identifiable individually is released 
for statistical research or reporting, 

(h) Disclosures to the Notional 
Archives and Records Administration 



(NARA ) General Services 
Administration. (1) Records may be 
disclosed without the consent of the 
individual to whom they pertain to the 
NARA if they: 

(1) Have historical or other value to 
warrant continued preservation; or 

(ii) For evaluation by the NARA to 
determine if a record has such historical 
or other value. 

(2) Records transferred to a Federal 
Records Center (FRC) for safekeeping 
and storage do not fall within this 
category. These remain under the 
control of the transferring Component, 
and the FRC personnel are considered 
agents of the Component which retains 
control over the records. No disclosure 
accounting is required for the transfer of 
records to the FRCs. 

(i) Disclosures for law enforcement 
purposes. (1) Records may be disclosed 
without the consent of the individual to 
whom they pertain to another agency or 
an instrumentality of any governmental 
jurisdiction within or under the control 
of the United States for a civil or 
criminal law enforcement activity, 
provided: 

(1) The civil or criminal law 
enforcement activity is authorized by 
law; 

(ii) The head of the law enforcement 
activity or a designee has made a 
written request specifying the particular 
records desired and the law 
enforcement purpose (such as criminal 
investigations, enforcement of a civil 
law, or a similar purpose) for which the 
record is sought; and 

(iii) There is no federal statute that 
prohibits the disclosure of the records, 

(2) Normally, blanket requests for 
access to any and all records pertaining 
to an individual are not honored. 

(3) -When a record is released to a law 
enforcement activity under paragraph 
(i)(l) of this section, maintain a 
disclosure accounting. This disclosure 
accounting shall not be made available 
to the individual to whom the record 
pertains. if the law enforcement activity 
requests that the disclosure not be 
released. 

(4) The blanket routine use for Law 
Enforcement (appendix C, section A.) 
applies to all DoD Component systems 
notices (see paragraph (e)(5) of this 
section). Only by including this routine 
use can a Component, on its own 
initiative, report indications of 
violations of law found in a system of 
records to a law enforcement activity 
without the consent of the individual to 
whom the record pertains (see 
paragraph (i)(l) of this section when 
responding to requests from law 
enforcement activities). 



(j) Emergency disclosures. (1) Records 
may be disclosed without the consent of 
the individual to whom they pertain if 
disclosure is made under compelling 
circumstances affecting the health or 
safety of any individual. The affected 
individual need not be the subject of the 
record disclosed. 

(2) When such a disclosure is made, 
notify the individual who is the subject 
of the record. Notification sent to the 
last known address of the individual as 
reflected in the records is sufficient. 

(3) The specific data to be disclosed is 
at the discretion of releasing authority. 

(4) Emergency medical information 
may be released by telephone. 

(k) Disclosures to Congress and the 
General Accounting Office. (1) Records 
may be disclosed without the consent of 
the individual to whom they pertain to 
either House of the Congress or to any 
committee, joint committee or 
subcommittee of Congress if the release 
pertains to a matter within the 
jurisdiction of the committee. Records 
may also be disclosed to the General 
Accounting Office (GAO) in the course 
of the activities of GAO. 

(2) The blanket routine use for 
"Congressional Inquiries" (see 
Appendix C, section D.) applies to all 
systems; therefore, there is no need to 
verify that the individual has authorized 
the release of his or her record to a 
congressional member when responding 
to a congressional constituent inquiry. 

(3) If necessary, accept constituent 
letters requesting a member of Congress 
to investigate a matter pertaining to the 
individual as written authorization to 
provide access to the records to the 
congressional member or his or her staff. 

(4) The verbal statement by a 
congressional staff member is 
acceptable to establish that a request 
has been received from the person to . 
whom the records pertain. 

(5) If the constituent inquiry is being 
made on behalf of someone other than 
the individual to whom the record 
pertains, provide the congressional 
member only that information 
releasable under the Freedom of 
Information Act (5 U.S.C, 552). Advise 
the congressional member that the 
written consent of the individual to 
whom the record pertains is required 
before any additional information may 
be released. Do not contact individuals 
to obtain their consents for release to 
congressional members unless a 
congressional office specifically 
requests that this be done. 

(6) Nothing in paragraph (k)(2) of this 
section prohibits a Component, when 
appropriate, from providing the record 
directly to the individual and notifying 
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the congressional office that this has 
been done without providing the record 
to the congressional member. 

(7) See paragraph (e) of § 310.33 of 
this part for the policy on assessing fees 
for Members of Congress. 

(8) Make a disclosure accounting each 
time a record is disclosed to either 
House of Congress, to any committee, 
joint committee, or subcommittee of 
Congress, to any congressional member, 
or GAO. 

(1) Disclosures under court orders. (1) 
Records may be disclosed without the 
consent of the person to whom they 
pertain under a court order signed by a 
judge of a court of competent 
jurisdiction. Releases may also be made 
under the compulsory legal process of 
federal or state bodies having authority 
to issue such process. 

[2] When a record is disclosed under 
this provision, make reasonable efforts 
to notify the individual to whom the 
record pertains, if the legal process is a 
matter of public record. 

(3) If the process is not a matter of 
public record at the time it is issued, 
seek to be advised when the process is 
made public and make reasonable 
efforts to notify the individual at that 
time. 

(4) Notification sent to the last known 
address of the individual as reflected in 
the records is considered reasonable 
effort to notify. 

(5} Make a disclosure accounting each 
time a record is disclosed under a court 
order or compulsory legal process. 

(m) Disclosures to consumer reporting 
agencies. (1) Certain personal 
information may be disclosed to 
consumer reporting agencies as defined 
by the Federal Claims Collection Act of 
1966, as amended (31 U.S.C. section 
952(d)). 

(2) Under the provisions of paragraph 
(m)(l) of this section, the following 
information may be disclosed to a 
consumer reporting agency: 

(i) Name, address, taxpayer 
identification number (SSN), and other 
information necessary to estabhsh the 
identity of the individual. 

(ii) The amount, status, and history of 
the claim. 

(iii) The agency or program under 
which the claim arose. 

(3) The Federal Claims Collection Act 
of 1966, as amended (31 U.S.C. section 
952(d)) specifically requires that the 
system notice for the system of records 
from which the information will be 
disclosed indicates that the information 
may be disclosed to a "consumer 
reporting agency." 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 



§ 310.42 Disclosures to Commercial 
Enterprises. 

(a) General policy. (1) Make releases 
of personal information to commercial 
enterprises under the criteria 
established by the DoD Freedom of 
Information Program (32 CFR part 286). 

(2) The relationship of commercial 
enterprises to their clients or customers 
and to the Department of Defense are 
not changed by this part. 

(3) The DoD policy on personal 
indebtedness for military personnel is 
contained in 32 CFR part 43a and for 
civilian employees in the Office of 
Personnel Management, Federal 
Personnel Manual (5 CFR part 550). 

(b) Release of personal information. . 
(1) Any information that must be 
released under the Freedom of 
Information (5 U.S.C. 552) may be 
released to a commercial enterprise 
without the individual's consent (see 
paragraph (b) of § 310.41 of this 
subpart). 

(2) Commercial enterprises may 
present a signed consent statement 
setting forth specific conditions for 
release of personal information. 
Statements such as the following, if 
signed by the individual, are considered 
vahd: 

I hereby authorize the Department of 
Defense to verify my Social Security Number 
or other identifying information and to 
disclose my home address and telephone 
number to authorized representatives of 
(name of commercial enterprise) so that they 
may use this information in connection with 
my commercial dealings with that enterprise. 
All information furnished will be used in 
connection with my financial relationship 
with (name of commercial enterprise). 

(3) When a statement of consent as 
outlined in paragraph (b)(2) of this 
section is presented, provide the 
requested information if its release is 
not prohibited by some other regulation 
or statute. 

(4) Blanket statements of consent that 
do not identify specifically the 
Department of Defense or any of its 
Components, or that do not specify 
exactly the type of information to be 
released, may be honored if it is clear 
that the individual in signing the consent 
statement intended to obtain a personal 
benefit (for example, a loan to buy a 
house) and was aware of the type 
information that would be sought. Care 
should be exercised in these situations 
to release only the minimum amount of 
personal information essential to obtain 
the benefit sought. 

(5) Do not honor request from 
commercial enterprises for official 
evaluation of personal characteristics, 
such as evaluation of personal financial 
habits. 



§ 310.43 Disclosures to the Public from 
Health Care Records. 

(a) Section applicability. This section 
applies to the release of information to 
the news media or the public concerning 
persons treated or hospitalized in DoD 
medical facilities and patients of 
nonfederal medical faciUties for whoni 
the cost of the care is paid by the 
Department of Defense. 

(b) General disclosure. Normally, the 
following may be released without the 
patient's consent. 

(1) Personal information concerning 
the patient. See 32 CFR part 286, The 
DoD Freedom of Information Act 
Program and paragraph (c) of § 310.41. 

(2) Medical condition: 

(1) Date of admission or disposition; 
(ii) The present medical assessment of 

the individual's condition in the 
following terms if the medical doctor 
has volunteered the information: 

(A) The individual's condition is 
presently (stable) (good) (fair) (serious) 
or (critical), and 

(B) Whether the patient is conscious, 
semiconscious, or unconscious. 

(c) Individual consent. (1) Detailed 
medical and other personal information 
may be released in response to inquiries 
from the news media and public if the 
patient has given his or her informed 
consent to such a release. 

(2) If the patient is not conscious or 
competent, no personal information 
except that required by the Freedom of 
Information Act (5 U.S.C. 552) shall be 
released until there, has been, enough 
improvement in the patient to ensure he 
or she can give informed consent or a 
guardian has been appointed legally for 
the patient and the guardian has given 
consent on behalf of the patient. 

(3) The consent described in 
paragraph (c)(1) of this, section regarding 
patients who are minors must be given 
by the parent of legal guardian. 

(d) Information that may be released 
with individual consent. (1) Any item of 
personal information may be released, if 
the patient has given his or her informed 
consent to its release. 

(2) Releasing medical information 
about patients shall be done with 
discretion, so as not to embarrass the 
patient, his or her family, or the 
Department of Defense, needlessly. 

(e) Disclosures to other government 
agencies. This subpart does not limit the 
disclosures of personal medical 
information to other government 
agencies for use in determining 
eligibility for special assistance or other 
benefits, 

[51 FR 2364, Jan. 16, 1986. Redesignated at 56 
FR 55631. Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 
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§310.44 Disclosure accounting. 

(a) Disclosure accountings. [1] Keep 
an accurate record of all disclosures 
made from any system of records except 
disclosures: 

(1) To DoD personnel for use in the 
performance of their official duties; or 

(ii) Under 32 CFR part 286, The DoD 
Freedom of Information Program. 

(2) In all other cases a disclosure 
accounting is required even if the 
individual has consented to the 
disclosure of the information pertaining 
to him or her. 

(3) Disclosure accountings: 

(i) Permit individuals to determine to 
whom information has been disclosed; 

(ii) Enable the activity to notify past 
recipients of disputed or corrected 
information (paragraph (i)(l) of § 310.32, 
subpart D of this part); and 

(iii) Provide a method of determining 
compliance with paragraph (c) of 

§ 310.40 of this part. 

(b) Contents of disclosure 
accountings. As a minimum, disclosure 
accounting shall contain: 

(1) The date of the disclosure. 

(2) A description of the information 
released. 

(3) The purpose of the disclosure. 

(4) The name and address of the 
person or agency to whom the 
disclosure was made. 

(c) Methods of disclosure accounting. 
Use any system of disclosure accounting 
that will provide readily the necessary 
disclosure information (see paragraph 
(a)(3) of this section). 

(d) Accounting for moss disclosures. 
When numerous similar records are 
released (such as transmittal of payroll 
checks to a bank), identify the category 
of records disclosed and include the 
data required by paragraph (b) of this 
section in some form that can be used to 
construct an accounting disclosure 
record for individual records if required 
(see paragraph (a)(3) of this section). 

(e) Disposition of disclosure 
accounting records. Retain disclosure 
accounting records for 5 years after the 
disclosure or the life of the record, 
whichever is longer. 

(f) Furnishing disclosure accountings 
to the individual (1) Make available to 
the individual to whom the record 
pertains all disclosure accountings 
except when: 

(i) The disclosure has been made to a 
law enforcement activity under 
paragraph (i) of § 310.41 of this part and 
the law enforcement activity has 
requested that disclosure not be made; 
or 

(ii) The system of records has been 
exempted from the requirement to 
furnish the disclosure accounting under 



the provisions of paragraph (b) of 
§ 310.50, subpart F of this part. 

(2) If disclosure accountings are not 
maintained with the record and the 
individual requests access to the 
accounting, prepare a listing of all 
disclosures (see paragraph (b) of this 
section) and provide this to the 
individual upon request. 
[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

Subpart Exemptions 

§ 310.50 Use and estabiishment of 
exemptions. 

(a) Types of exemptions. (1) There are 
two types of exemptions permitted by 
the Privacy Act. 

(1) General exemptions that authorize 
the exemption of a system of records 
from all but certain specifically 
identified provisions of the Act. 

(ii) Specific exemptions that allow a 
system of records to be exempted only 
from certain designated provisions of 
the Act. 

(2) Nothing in the Act permits 
exemption of any system of records 
from all provisions of the Act (see 
appendix D), 

(b) Establishing exemptions. (1) 
Neither general nor specific exemptions 
are established automatically for any 
system of records. The head of the DoD 
Component maintaining the system of 
records must make a determination 
whether the system is one for which an 
exemption properly may be claimed and 
then propose and establish an 
exemption rule for the system. No 
system of records within the Department 
of Defense shall be considered 
exempted until the head of the 
Component has approved the exemption 
and an exemption rule has been 
published as a final rule in the Federal 
Register (see paragraph (e) of § 310.60, 
subpart G of this part). 

(2) Only the head of the DoD 
Component or an authorized designee 
may claim an exemption for a system of 
records. 

(3) A system of records is considered 
exempt only from those provisions of 
the Privacy Act (5 U.S.C. 552a) which 
are identified specifically in the 
Component exemption rule for the 
system and which are authorized by the 
Privacy Act. 

(4) To establish an exemption rule, see 
§ 310.61 of subpart G of this part. 

(c) Blanket exemption for classified 
material (1) Include in the Component 
rules a blanket exemption under 5 U.S.C. 
552a(k)(l) of the Privacy Act from the 
access provisions (5 U.S.C. 552a(d)) and 
the notification of access procedures (5 



U.S.C. 522a(e)(4)(H)) of the Act for all 
classified material in any system of 
records maintained. 

(2) Do not claim specifically an 
exemption under section 552a(k)(l) of 
the Privacy Act for any system of 
records. The blanket exemption affords 
protection to all classified material in all 
systems of records maintained. 

(d) Provisions from which exemptions 
may be claimed. (1) The head of a DoD 
Component may claim an exemption 
from any provision of the Act from 
which an exemption is allowed (see 
appendix D). 

(2) Notify the Defense Privacy Office 
ODASD(A) before claiming an 
exemption for any system of records 
from the following: 

(1) The exemption rule publication 
requirement (5 U.S.C. 552a(j)) of the 
Privacy Act. 

(ii) The requirement to report new 
systems of records (5 U.S.C. 552a(o)); or 

(iii) The annual report requirement (5 
U.S.C. 552a(p)). 

(e) Use of exemptions. (1) Use 
exemptions only for the specific 
purposes set forth in the exemption rules 
(see paragraph (b) of § 310.61, subpart G 
of this part). 

(2) Use exemptions only when they 
are in the best interest of the 
government and limit them to the 
specific portions of the records requiring 
protection. 

(3) Do not use an exemption to deny 
an individual access to any record to 
which he or she would have access 
under the Freedom of Information Act (5 
U.S.C. 552). 

(f) Exempt records in nonexempt 
systems. (1) Exempt records temporarily 
in the hands of another Component are 
considered the property of the 
originating Component and access to 
these records is controlled by the 
system notices and rules of the 
originating Component. 

(2) Records that are actually 
incorporated into a system of records 
may be exempted only to the extent the 
system of records into which they are 
incorporated has been granted an 
exemption, regardless of their original 
status or the system of records for which 
they were created. 

(3) If a record is accidentally misfiled 
into a system of records, the system 
notice and rules for the system in which 
it should actually be filed will govern. 
[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§310.51 General exemptions. 

(a) Use of the general exemptions. (1) 
No DoD Component is authorized to 
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claim the exemption for records 
maintained by the Central Intelligence 
Agency established by 5 U.S.C. 
552a of the Privacy Act. 

(2) The general exemption established, 
by 5 U.S.C. 552a(j)(2) of the Privacy Act 
may be claimed to protect investigative 
records created and maintained by law- 
enforcement activities of a DoD 
Component. 

(3) To qualify for the (j)(2) exemption, 
the system of records must be 
maintained by an element that performs 
as its principal function enforcement of 
the criminal law, such as U.S. Army 
Criminal Investigation Command 
(CIDC), Naval Investigative Service . 
(NIS). the Air Force Office of Special 
Investigations (AFOSI), and military 
police activities. Law enforcement 
includes police efforts to detect, prevent, 
control, or reduce crime, to apprehend * 
or identify criminals; and the activities 
of correction, probation, pardon, or 
parole authorities. 

(4) Information that may be protected 
under the (j)(2) exemption include: 

(i) Records compiled for the purpose 
of identifying criminal offenders and 
alleged offenders consisting only of 
identifying datia and notations of arrests, 
the nature and disposition of criminal 
charges, sentencing, confinement, 
release, parole, and probation status (so- 
called criminal history records); 

(ii) Reports and other records 
compiled during criminal investigations, 
to include supporting documentation. 

(iii) Other records compiled at any 
stage of the criminal law enforcement 
process from arrest or indictment 
through the final release from parole 
supervision, such as presentence and 
parole reports. • 

(5) The (j)(2) exemption does not 
apply to: 

(i) Investigative records prepared or : 
maintained by activities without 
primary law-enforcement missions. It 
may not be claimed by any activity that 
does not have law enforcement as its 
principal function. 

(ii) Investigative records compiled by 
any activity concerning employee 
suitability, eligibility, qualification, or 
for individual access to classified 
material regardless of the principal 
mission of the compiling DoD 
Component. 

(6) The (j)(2) exemption claimed by 
the law-enforcement activity will not 
protect investigative records that are 
incorporated into the record system of a 
nonlaw enforcement activity or into 
nonexempt systems of irecords (see 
paragraph [f)(2) of § 310.50 of this part). 
Therefore, all system managers are 
cautioned to comply with the, various 
regulations prohibiting or limiting the 



incorporation of investigatory records . 
into system of records other than those 
maintained by law-enforcement 
activities, 

(b) Access to records for which a (j)(2) 
exemption is claimed. Access to 
investigative records in the hands of a 
law-enforcement activity or temporarily 
in the hands of a military commander or 
other criminal adjudicative activity shall 
be processed under 32 CFR part 286, The 
DoD Freedom of Information Act % 
Program, provided that the system of 
records from which the file originated is 
a law enforcement record system that 
has been exempted from the access 
provisions of this part (see paragraph (h) 
of § 310.30, subpart D of this part). 
[51 PR 1364. Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR " 
57800, Nov. 14, 1991] 

§ 3 1 0.52 Specific Exemptions. 

(a) Use of the specific exemptions. 
The specific exemptions permit certain , 
categories of records to be exempted 
from certain specific provisions of the 
Privacy Act (see appendix D). To 
establish a specific exemption, the 
records must meet the following criteria 
(parenthetical references are to the 
appropriate subsection of the Privacy " 
Act (5 U.S.C. 552a(k)): 

(1) The /'Ay/'i/ Information specifically 
authorized to be classified under the 
DoD Information Security Program 
Regulation, 32 CFR part 159. (see also 
paragraph (c) of this section). 

(2) The (kU2). Investigatory 
information compiled for law- 
enforcement purposes by nonlaw 
enforcement activities and which is not 
within the scope of paragraph (a) of 

§ 310.51 of this part. If an individual is 
denied any right, privilege or benefit 
that he or she is otherwise entitled by 
federal law or for which he or she would 
otherwise be eligible as a result of the 
maintenance of the information, the 
individual will be provided access to the . 
information except to the extent that 
disclosure would reveal the identity of a 
confidential source.. This subsection 
when claimed allows limited protection 
of investigative reports maintained in a 
system of records used in personnel or ' 
administrative actions. *' 

(3) The (Iij(3). Records maintained in 
connection with providing protective . 
services to the President and other 
individuals under 18 U.S.C, section ■ 
3506. 

(4) The (Ji)(4). Records maintained 
solely for statistical research or program 
evaluation purposes and which are not 
used to make decisions on the rights, 
benefits, or entitlement of an individual 
except for census records which may be 
disclosed under 13 U.S.C, section 8. 



(5) The (k)(5). Investigatory material 
compiled solely for the purpose of 
determining suitability, eligibility, or . 
qualifications for federal civilian 
employment, military service, federal 
contracts, or access to classified 
information, but only to the extent such 
material would reveal the identity of a 
confidential source. This provision 
allows protection of confidential sources 
used in background investigations, 
employment inquiries, and similar 
inquiries that are for personnel 
screening to determine suitability, 
eligibihty, or qualifications. 

(6) The (li)(6). Testing or examination 
material used solely to determine 
individual qualifications for 
appointment or promotion in the federal 
or military service, if the disclosure . 
would compromise the objectivity or , 
fairness of the test or examination 
process. 

(7) The (k)(7). Evaluation material 
used to determine potential for 
promotion in the Military Services, but 
only to the extent that the disclosure of 
such material would reveal the identity 
of a confidential source. 

(b) Promises of confidentiality. (1) 
Only the identity of sources that have 
been given an express promise of 
confidentiality may be protected from 
disclosure under paragraphs (a)(2), (5) 
and (7) of this section. However, the 
identity of sources who were given 
implied promises of confidentiality in 
inquiries conducted before September 
27, 1975, may also be protected from 
disclosure. 

(2) Ensure that promises of 
confidentiality are used on a limited 
basis in day-to-day operations. Establish 
appropriate procedures and identify 
fully those categories of individuals who 
may make such promises. Promises of 
confidentiality shall be made only when 
they are essential to obtain the 
information sought. 

(c) Access to records for which 
specific exemptions ore claimed. Deny 
the individual access only to those 
portions of the records for which the 
claimed exemption applies. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

Subpart G— Publication Requirements 

§ 310.60 Federal Register publication. 

(a) What rnust be published in the 
Federal Register. (1) Three, types of 
documents relating to the Privacy 
Program must be published in the 
Federal Register: 

(i) DoD Component Privacy Program 
rules; 
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(ii) Component exemption rules; and 

(iii) System notices. 

• (2) See DoD 5025.1-M, "Directives 
Systems Procedures," and DbD Directive 
5400.9, (32 CFR part 296) "Publication of 
Proposed and Adopted Regulations 
Affecting the Public" for information 
pertaining to the preparation of 
documents for pubUcation in the Federal 
Register. 

(b) The effect of publication in the 
Federal Register. Publication of a 
document in the Federal Register 
constitutes official public notice of the 
existence and content of the document. 

(c) DoD Component rules. (1) 
Component Privacy Program procedureis 
and Component exemption rules are 
subject to the rulemaking procedures 
prescribed in 32 CFR part 296. 

(2) System notices are not subject to 
formal rulemaking and are published in 
the Federal Register as "Notices," not 
rules. 

(3) Privacy procedural and exemption 
rules are incorporated automatically 
into the Code of Federal Regulations 
(CFR). System notices are not published 
in the CFR. 

(d) Submission of rules for 
publication. (1) Submit to the Defense' 
Privacy Office, ODASD(A), all proposed 
rules implementing this part in proper 
format (see appendices E, F and G) for 
publication in the Federal Register. 

(2) This part has been published as a 
final rule in the Federal Register (32 CFR 
part 310). Therefore, incorporate it into 
your Component rules by reference 
rather than by republication. 

(3) DoD Component rules that simply 
implement this part need only be 
published as final rules in the Federal 
Register (see DoD 5025.1-M, "Directives 
System Procedures," and DoD Directive 
5400.9, "Publication of Proposed and 
Adopted Regulations Affecting the 
Public," (32 CFR part 296). 

(4) Amendments to Component rules 
are submitted like the basic rules. 

(5) The Defense Privacy Office 
ODASD(A) submits the rules and 
amendments thereto to the Federal 
Register for publication. 

(e) Submission of exemption rules for 
publication. (1) No system of records 
within the Department of Defense shall 
be considered exempt from any 
provision of this part until the 
exemption and the exemption rule for 
the system has been published as a final 
rule in the Federal Register (see 
paragraph (c) of this section). 

(2) Submit exemption rules in proper 
format to the Defense Privacy Office 
ODASD(A). After review, the Defense 
Privacy Office will submit the rules to 
the Federal Register for publication. 



(3) Exemption rules require 
publication both as proposed rules and 
final rules (see DoD Directive 5400.9, 32 
CFR part 296). 

(4) Section 310.61 of this subpart 
discusses the content of an exemption 
rule. 

(5) Submit amendments to exemption 
rules in the same manner used for 
establishing these rules. 

(f) Submission of system notices for 
publication. (1) While system notices 
are not subject to formal rulemaking 
procedures, advance public notice must 
be given before a Component may begin 
to collect personal information or use a 
new system of records. The notice 
procedures require that: 

(1) The system notice describes the 
contents of the record system and the 
routine uses for which the information in 
the system may be released. 

(ii) The pubHc be given 30 days to 
comment on any proposed routine uses 
before implementation; and 

(iii) The notice contain the, data on 
which the system will become effective. 

(2) Submit system notices to the 
Defense Privacy Office in the Federal 
Register format (see appendix E). The 
Defense Privacy Office transmits the 
notices to the Federal Register for 
pubUcation. 

(3) Section 310.62 of this subpart 
discusses the specific elements required 
in a system notice. 

§ 310.61 Exemption rules. 

(a) General procedures. Paragraph 
(b)(1) of § 310.50, subpart F, of this part, 
provides the general guidance for 
establishing exemptions for systems of 
records. 

(b) Contents of exemption rules. (1) 
Each exemption rule submitted for 
publication must contain the following: 

(1) The record system identification 
and title of the system for which the 
exemption is claimed (see § 310.62 of 
this subpart); 

(ii) The specific subsection of the 
Privacy Act under which exemptions for 
the system are claimed (for example, 5 
U.S.C. 552a(j)(2), 5 U.S.C. 552a(k)(3); or 5 
U.S.C. 552a(k)(7); 

(iii) The specific provisions and 
subsections of the Privacy Act from 
which the system is to be exempted (for 
example,'5 U.S.C. 552a(c)(3), or 5 U.S.C. 
552a(d)(l)-(5)) (see appendix D); and 

(iv) The specific reasons why an 
exemption is being claimed from each 
subsection of the Act identified. 

(2) Do not claim an exemption for 
classified material for individual 
systems of records, since the blanket 
exemption applies (see paragraph (c) of 
§ 310.50 of subpart F of this part). 



[51 PR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at .56 PR 
57800. Nov. 14, 1991] 

§ 310.62 System notices. 

(a) Contents of the system notice$. (1) 
The following data captions are 
included in each system notice: 

(1) System identification (see 
paragraph (b) of this section). 

(ii) System name (see paragraph (c) of 
this section). 

(iii) System location (see paragraph 
(d) of this section). 

(iv) Categories of individuals covered 
by the system (see paragraph (e) of this 
section). 

(v) Categories of records in the system 
(see paragraph (f) of this section). 

(vi) Authority for maintenance of the 
system (see paragraph (g) of this 
section). 

(vii) Purpose(s) (see paragraph (h) of 
this section). 

(viii) Routine uses of records 
maintained in the system, including 
categories of users, uses, and purposes 
of such uses (see paragraph (i) of this 
section). 

(ix) Policies and practices for storing, 
retrieving, accessing, retaining, and 
disposing of records in the system (see 
paragraph (j) of this section). 

(x) Systems manager(s) and address 
(see paragraph (k) of this section). 

(xi) Notification procedure (see 
paragraph (1) of this section). 

(xii) Record access procedures (see 
paragraph (m) of this section). 

(xiii) Contesting records procedures 
(see paragraph (n) of this section.) 

(xiv) Record source categories (see 
paragraph (o) of this section). 

(xv) Systems exempted from certain 
provision of the Act (see paragraph (p) 
of this section). 

(2) The captions listed in paragraph 
(a)(1) of this section have been 
mandated by the Office of Federal 
Register and must be used exactly as 
presented. 

(3) A sample system notice is shown 
in appendix E. 

(b) System identification. The system 
identifier must appear on all system 
notices and is limited to 21 positions, 
including Component code, file number 
and symbols, punctuation, and spacing. 

(c) System name. (1) The name of the 
system should reasonably identify the 
general purpose of the system and, if 
possible, the general categories of 
individuals involved. 

(2) Use acronyms only parenthetically 
following the title, or any portion thereof, 
such as, "Joint Uniform Military Pay 
System (JUMPS)." Do not use acronyms . 
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that are not commonly knoWn unless 
they are preceded by an explanation. . 

(3) The system name may not exceed 
55 character positions including 
punctuation and spacing. 

(d) System location. (1) For systems 
maintained in a single location provide 
the exact office name, organizational 
identity, and address or routing symbol. 

(2) For geographically or 
organizationally decentralized systems, 
specify each level of organization or 
element that maintains a segment of the 
system. 

(3) For automated data systems with a 
central computer facility and input/ 
output terminals at several . • 
geographically separated locations, list 
each location by category. 

(4) When multiple locations are ' ' r ; 
identified by type of organization, the 
system location may indicate that 
official mailing addresses are contained 
in an address directory published as an 
appendix to the Component system 
notices in the Federal Register. 
Information concerning format 
requirements for preparation of an 
address directory may be obtained from 
the project officer, Air Force 1st 
Information Systems Group (AF/lISG/ 
CNR), Washington, DC 20330-63^5. . ^ , 

(5) If no address directory is used or 
the addresses in the directory are 
incomplete, the address of each location 
where a segment of the record system is 
maintained must appear under the 
"System Location" caption. 

(6) Classified addresses are not listed, 
but the fact that they are classified is 
indicated. 

(7) Use the standard U.S. Postal 
Service two letter state abbreviation 
symbols and zip codes for all domestic 
addresses. 

(p) Categories of Individuals covered 
by the system. (1) Set forth the specific 
categories of individuals to whom 
records in the system pertain in clear, 
easily understood, nontechnical terms. 

(2] Avoid the use of broad over- . 
general descriptions, such as "all Army 
personnel" or "all military personnel" 
unless this actually reflects the category 
of individuals involved. 

(f) Categories of records in the 
system. (1) Describe in clear, 
nontechnical terms the types of records 
maintained in the system. 

(2) Only documents actually retained 
in the system of records shall be 
described, not source documents that 
are used only to collect data and then 
destroyed. 

(g) A uthorlty for main tenance of the 
system. (1) Cite the specific provision of 
the federal statute or Executive Order 
that authorizes the maintenance of the 
system. 



o 

(2) Include with citations for statutes 
the popular names, when appropriate 
(for example, title 51, United States 
Code, section 2103, "Tea-Tasters 
Licensing Act"), arid for Executive 
Orders, the official title (for example, 
Executive Order No. 9397, "Numbering 
System for Federal Accounts Relating to 
Individual Persons"). 

(3) Cite the statute or Executive Order 
establishing the Component for 
administrative housekeeping records. 

(4) If the Component is chartered by a ' 
DoD Directivei cite that Directive as 
well as the Secretary of Defense 
authority to issue the Directive. For - ' 
example, "Pursuant to the authority 
contained in the National Security Act 

of 1947, as amended (10 U.S.C. 133d), the 
Secretary of Defense has issued DoD 
Directive 5105.21, the charter of the 
Defense Intelligence Agency (DIA) as a 
separate Agency of the Department of 
Defense under his control. Therein, the , 
Director, DIA, is charged with the 
responsibility of maintaining all 
necessary and appropriate records." 

(h) Purpose or purposes. (1) List the 
specific purposes for maintaining the 
system of records by the Component. 

(2) Include the uses made of the 
information within the Component and . 
the Department of Defense (so-called 
"internal routine uses"). 

(i) Routine uses. (1) The blanket 
routine uses (appendix C) that appear at 
the beginning of each Component 
compilation apply to all systems notices 
unless the individual system notice 
specifically states that one or more of 
them do not apply to the system. List the 
blanket routine uses at the beginning of 
the Component listing of system notices 
(see paragraph (e)(5) of § 310.41 of 
subpart E of this part). 

(2) For all other routine uses, when 
practical, list the specific activity to 
which the record may be released, to 
include any routine automated system 
interface (for example, "to the 
Department of Justice, Civil Rights 
Compliance Division,''* "to the Veterans 
Administration, Office of Disability 
Benefits," or "to state and local health 
agencies"). 

(3) For each routine user identified, 
include a statement as to the purpose or 
purposes for which the record is to be 
released to that activity (see paragraph 
(e) of § 310.41 of subpart E of this part). 
The routine uses should be compatible 
with the purpose for which the record 
was collected or obtained (see 
paragraph (p) of § 310.3, subpart A of 
this part). 

(4) Do not use general statements, 
such as, "to other federal agencies as 
required" or "to any other appropriate 
federal agency." 



(j) Policies and practices for storing, 
retiring, accessing, retaining, and 
disposing of r.ecords. This caption is 
subdivided into, four parts: 

(1) Storage. Indicate the medium in 
which the recprds are maintained. (For 
example, a system may be "automated", 
maintained on magnetic tapes or disks, 
"manual", maintained in paper files, or 
"hybrid", maintained in a combination 
of paper and automated form.) Storage 
does not refer to the container or facility 
in which the records are kept. 

(2) Retrlevabllity. Specify how the 
records are retrieved (for example, name 
and SSN, name, SSN) and indicate 
whether a manual or computerized 
index is required to retrieve individual 
records. 

(3) Safeguards. List the categories^ of 
Component personnel having immediate 
access and those responsible for . 
safeguarding the records from 
unauthorized access. Generally identify 
the system safeguards (such as storage 
in safes, vaults, locked cabinets or 
rooms, use of guards, visitor registers, 
personnel screening, or computer "fail- , 
safe" systems software). Do not 
describe safeguards in such detail so as 
to compromise system security. 

(4) Retention and Disposal. Indicate 
how long the record is retained. When 
appropriate, also state the length of time 
the records are maintained by the 
Component, when they are transferred " 
to a Federal Records Center, length of 
retention at the Record Center and when 
they are transferred to the National 
Archivist or are destroyed. A reference 
to a Component regulation without . 
further detailed information is 
insufficient. > 

(k) System manager(s) and address. 
(1) List the title and address of the 
official responsible for the management 
of the system. 

(2) If the title of the specific official is 
unknown, such as for a local system, 
specify the local commander or office 
head as the sy stems manager. 

(3) For geographically separated' or 
organizationally decentralized activities 
for which individuals may deal directly 
with officials at each location in 
exercising their rights, list the position 
or duty title of each category of officials 
responsible for the system or a segment 
thereof. 

(4) Do not include business or duty 
addresses if they are listed in the 
Component address directory. 

(1) Notification procedures. (1) If the 
record system has been exempted from 
subsection (e)(4)(G) of the Privacy Act (5 
U.S.C. 552a) (see paragraph (d) of 
§ 310.50 of this part], so indicate. 
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(2) For all nonexempt systems, 
describe how an individual may 
determine if there are records pertaining 
to him or her in the system. The 
procedural rules may be cited, but 
include a brief procedural description of 
the needed data. Provide sufficient 
information in the notice to allow an 
individual to exercise his or her rights 
without referral to the formal rules. 

(3) As a minimum, the caption shall 
include: 

(1) The official title (normally the 
system manager) and official address to 
which the request is to be directed; 

(ii) The specific information required 
to determine if there is a record of the 
individual in the system. 

(iii) Identification of the offices 
through which the individual may obtain 
access; and 

(iv) A description of any proof of 
identity required (see paragraph (c)(1) of 
§ 310.30 of this part). 

(4) When appropriate, the individual 
may be referred to a Component official 
who shall provide this data to him or 
her. 

(m) Record access procedures. (1) If 
the record system has been exempted 
from subsection (e)(4)(H) of the Privacy 
Act (5 U.S.C. 552a) (see paragraph (d) of 
§ 310.50 of this part), so indicate. 

(2) For all nonexempt records systems, 
describe the procedures under which 
individuals may obtain access to the 
records pertaining to them in the system. 

(3) When appropriate, the individual 
may be referred to the system manager 
or Component official to obtain access 
procedures^ 

(4) Do not repeat the addresses Hsted 
in the Component address directory but 
refer the individual to that directory. 

(n) Contesting record procedures. (1) 
If the record system has been exempted 
from subsection (e)(4)(H) of the Privacy 
Act (5 U.S.C. 552a) (see paragraph (d) of 
§ 310.50 of this part), so indicate. 

(2) For all nonexempt systems of 
records, state briefly how an individual 
may contest the content of a record 
pertaining to him or her in the system. 

(31 The detailed procedures for 
contesting record accuracy, refusal of 
access or amendment, or initial review 
and appeal need not be included if they 
are readily available elsewhere and can 
be referred to by the public. (For 
example, 'The Defense Mapping Agency 
rules for contesting contents and for 
appealing initial determinations are 
contained in DMA Instruction 5400.11 
(32 CFR part 320).") 

(4) The individual may also be 
referred to the system manager to 
deterniine these procedures. 

[o) Record source categories. (1) If the 
record systeni has been exempted from 



subsection (e)(4)(I) of the Privacy Act (5 
U.S.C. 552a) (see paragraph (d) of 
§ 310.50, subpart F of this part), so 
indicate. 

(2) For all nonexempt systems of 
records, list the sources of the 
information in the system. 

(3) Specific individuals or institutions 
need not be identified by name, 
particularly if these sources have been 
granted confidentiality (see paragraph 
(b) of § 310.52, subpart F of this part). 

(p) System exempted from certain 
provisions of the Act. (1) If no 
exemption has been claimed for the 
system, indicate "None.*' 

(2) If there is an exemption claimed 
indicate specifically under which 
subsection of the Privacy Act (5 U.S.C. 
552a) it is claimed. 

(3) Cite the regulation and CFR 
section containing the exemption rule 
for the system. (For example, "Parts of 
this record system may be exempt under 
Title 5, United States Code, Sections 
552a(k)(2) and (5), as applicable. See 
exemption rules contained in Army 
Regulation 340-21 (32 CFR part 505).") 

(q) Maintaining the master DoD 
system notice registry. (1) The Defense 
Privacy Office, ODASD(A) maintains a 
master registry of all DoD record 
systems notices. 

(2) Coordinate with the Defense 
Privacy Office, dDASD(A) to ensure 
that all new systems are added to the 
master registry and all amendments and 
alterations are incorporated into the 
master registry. 

[51 FR 1364, Jan. 16. 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§ 310.63 New and altered record systems. 

(a) Criteria for a new record system. 
(1) A new system of records is one for 
which there has been no system notice 
published in the Federal Register. 

(2) If a notice for a system of records 
has been canceled or deleted before 
reinstating or reusing the system, a new 
system notice must be published in the 
Federal Register. 

(b) Criteria for on altered record 
system. A system is considered altered 
whenever one of the following actions 
occurs or is proposed: 

(1) A significant increase or change in 
the number or type of individuals abput 
whom records are maintained. 

(i) Only changes that alter 
significantly the character and purpose 
of the record system are considered 
alterations. 

(ii) Increases in numbers of 
individuals due to normal growth are 
not considered alterations unless they 
truly alter the character and purpose of 
the system; 



(iii) Increases that change 
significantly the scope of population 
covered (for example, expansion of a 
system of records covering a single 
command's enlisted personnel to include 
all of the Component's enlisted 
personnel would be considered an 
alteration). 

(iv) A reduction in the number of 
individuals covered is not an alteration, 
but only an amendment (see paragraph 
(a) of § 310.64 of this subpart). 

(v) All changes that add new 
categories of individuals to system 
coverage require a change to the 
"Categories of individuals covered by 
the system" caption of the notice 
(paragraph (e) of § 310.62) and may 
require changes to the "Purpose(s)" 
caption (paragraph (h) of § 310.62). 

(2) An expansion in the types or 
categories of information maintained. 

(i) The addition of any new category 
of records not described under the 
"Categories of Records in System" 
caption is considei*ed an alteration. 

(ii) Adding a new data element which 
is clearly within the scope of the 
categories of records described in the 
existing notice is an amendment (see 
paragraph (a) of § 310.64 of this 
subpart). 

(iii) All changes under this criterion 
require a change to the "Categories of 
Records in System" caption of the notice 
(see paragraph (f) of § 310.62 of this 
subpart). 

(3) An alteration in the manner in 
which the records are organized or the 
manner in which the records are 
indexed and retrieved. 

(i) The change must alter the nature of 
use or scope of the records involved (for 
example, combining records systems in 
a reorganization). 

(ii) Any change under this criteria 
requires a change in the "Retrievability" 
caption of the system notice (see 
paragraph (j)(2) of § 310.62 of this . 
subpart). 

(iii) If the records are no longer 
retrieved by name or personal identifier 
cancel the system notice (see paragraph 
(a) of § 310.10 of subpart B of this part). 

(4) A change in the purpose for which 
the information in the system is used. 

(i) The new purpose must not be 
compatible with the existing purposes 
for which the system is maintained or a 
use that would not reasonably be 
expected to be an alteration, 

(ii) If the use is compatible and 
reasonably expected, there is no change 
in purpose and no alteration occurs. 

(iii) Any change under this criterion 
requires a change in the "Purpose(s)" 
caption (see paragraph (h) of § 310.62 of 
this subpart) and may require a change 
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in the "Authority for maintenance of the 
system" caption (see paragraph (g) of 
§ 310.62 of this subpart). 

(5) Changes that alter the computer 
environment (such as changes to 
equipment configuration, software, or 
procedures) so as to create the potential 
for greater or easier access. 

(1) Increasing the number of officeis 
with direct access is an alteration. 

(ii) Software releases, such as 
operating systems and system utilities 
that provide for easier access are 
considered alterations. 

(iii) The addition of an on-line 
capability to a previously batch-oriented 
system is an alteration. 

(iv) The addition of peripheral devices 
such as tape devices, disk devices, card 
readers, printers, and similar devices to 
an existing ADP systiem constitute an 
amendment if system security is 
preserved (see paragraph (a) of § 310.64 
of this subpart). 

(v) Changes to existing equipment 
configuration with on-line capability . 
need not be considered alterations to 
the system if: 

(A) The change does not alter the 
present security posture; or ^ 

(B) The addition of terminals does not 
extend the capacity of the current 
operating system and existing security is 
preserved; 

(vi) The connecting of two or more 
formerly independent automated 
systems or networks together creating a 
potential for greater access is an 
alteration. 

(vii) Any change under this caption 
requires a change to the "Storage" 
caption element of the systems notice 
(see paragraph (j)(l) of § 310.62 of this 
subpart). 

(cj Reports of new and altered 
systems. (1) Submit a report of a new or 
altered system to the Defense Privacy 
Office before collecting information for . 
or using a new system or altering an 
existing system (see appendix F and 
paragraph (d) of this section). 

(2) The Defense Privacy Office, 
ODASD(A) coordinates all reports of 
new and altered systems with the Office 
of the Assistant Secretary of Defense 
(Legislative Affairs) and the Office of 
the General Counsel, Department of 
Defense. 

(3) The Defense Privacy Office 
prepares for the DASD(A)'s approval 
and signature the transmittal letters sent 
to OMB and Congress (see paragraph (e) 
of this section). 

(d) time restrictions on the operation 
of a new or altered system. (1) All time 
periods begin from the date the 
DASD(A) signs the transmittal letters 
(see paragraph (c)(3) of this section). 
The specific time limits are: 



(1) 60 days must elapse before data 
collection forms or formal instructions 
pertaining to the system may be issued. 

(ii) 60 days must elapse before the 
system may become operational; (that 
is, collecting, maintaining, using, or 
disseminating records from the system) 
(see also paragraph (f) of § 310.60 of this 
subpart). 

(iii) 60 days must elapse before any 
public issuance of a Request for 
Proposal or Invitation to Bid for a new 
ADP or telecommunication system. 

Note. — ^Requests for delegation of 
procurement authority may be submitted to 
the General Services Administration during 
the 60 days' waiting period, but these shall 
include language that the Privacy Act 
reporting criteria have been reviewed and 
that a system report is required for such • 
procurement. 

(4) Normally 30 days must elapse 
before publication in the Federal 
Register of the notice of a new or 
altered system (see paragraph (f) of 
§ 310.60 of this subpart) and the 
preamble to the Federal Register notice 
must reflect the date the transmittal 
letters to OMB and Congress were 
signed by DASD(A). 

(2) Do not operate a system of records 
until the waiting periods have expired 
(see § 310.103 of subpart K of this part). 

(e) Outside review of new and altered, 
systems reports. If no objections are 
received within 30 days of a submission 
to the President of the Senate, Speaker 
of the House of Representatives, and the 
Director, OMB, of a new or altered 
system report it is presumed that the 
new or altered systems have been, 
approved as submitted. 

(f) Exemptions for new systems. See 
paragraph (e) of § 310.60 of this subpart 
for the procedures to follow in 
submitting exemption rules for a new 
system of records. 

(g) Waiver of time restrictions. (1) The 
OMB may authorize a federal agency to 
begin operation of a system of records 
before the expiration of time limits set • 
forth in paragraph (d) of § 310.63 of this 
subpart. 

(2) When seeking such a waiver, 
include in the letter of transmittal to the 
Defense Privacy Office, ODASD(A) an ' 
explanation why a delay of 60 days in 
establishing the system of records would 
riot be in the public interest. The 
transmittal must include: . 

(i) How the public interest will be . . 
affected adversely if the established 
time limits are followed; and 

(ii) Why earlier notice was not 
provided. 

(3) When appropriate, the Defense 
Privacy Office, ODASD(A) shall contact 
OMB and attempt to obtain the waiver. 



(1) If a waiver is granted, the Defense 
Privacy Office, ODASD(A) shall notify 
the subcommittee and submit the new' or 
altered system notice along with any 
applicable procedural or exemption 
rules for publication in the Federal 
Register. 

(ii) If the waiver is disapproved, the 
Defense Privacy Office, ODASD(A) 
shall process the system the same as 
any other new or altered system and 
notify the subcommittee of the OMB 
decision. 

(4) Under no circumstances shall the 
routine uses for new or altered system 
be implemented before 30 days have 
elapsed after publication of the system 
notice containing the routine uses in the 
Federal Register. This period cannot be 
waived. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

§ 310.64 Amendment and deletion of 
Systems Notices. 

(a) Criteria for an amended system 
notice. (1) Certain minor changes to 
published systems notices are 
considered amendments and not 
alterations (see paragraph (b) of § 310.63 
of this subpart). 

(2) Amendments do not require a 
report of an altered system (see 
paragraph (c) of § 310.63 of this subpart), 
but must be published in the Federal 
Register. 

(b) System notices for amended 
systems. When submitting an 
amendment for a system notice for 
publication in the Federal Register 
include: 

(1) The system identification arid 
name [see paragraph (b) and (c) of 
§ 310.62 of this subpart). 

(2) A description of the nature and 
specific changes proposed. 

(3) The full text of the system notice is 
not required if the master registry 
contains a current system notice for the 
system (see paragraph (q) of § 310.62 of 
this subpart). 

(c) Deletion of system notices. (1) 
Whenever a system is discontinued, 
combined into another system, or 
determined no longer to be subject to 
this part, a deletion notice is required. • 

(2) The notice of deletion shall 
include: 

(i) The system identification and 
name, 

(ii) The i^easdh for the deletion. 

(3) When the system is eliminated 
through combination or merger,, identify 
the successor system or* systems in the 
deletion notice. 

(d) Submission of amendments and 
deletions for publication. (1) Submit 
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amendments and deletions to the 
Defense Privacy Office, ODASD(A) for 
transmittal to the Federal Register for 
pubHcation. 

(2) Include in the submission at least 
one original (not a reproduced copy) in 
proper Federal Register format (see 
appendix G). 

(3) Multiple deletions and 
amendments may be combined into a 
single submission. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

Subpart H— Training Requirements 

§ 310.70 Statutory training requirements. 

The Privacy Act of 1974, as amended 
(5 U.S.C. 552a), requires each agency to 
establish rules of conduct for all persons 
involved in the design, development, 
operation, and maintenance of any 
system of record and to train these 
persons with respect to these rules. 

§ 310.71 OMB training guidelines. 

The OMB guidelines require all 
agencies additionally to: 

(a) Instruct their personnel in their 
rules of conduct and other rules and 
procedures adopted in implementing the 
Act, and inform their personnel of the 
penalties for noncompliance. . 

(b) Incorporate training on the special 
requirements of the Act into both formal 
and informal (on-the-job) training 
programs. 

§ 310.72 DoD training programs. 

(a) To meet these training 
requirements, estiabUsh three general 
levels of training for those persons who 
are involved in any way with the design, 
development, operation, or maintenance 
of any system of records. These are: 

(1) Orientation. Training that provides 
basic understanding of this regulation as 
it applies to the individual's job 
performance. This training shall be 
provided to personnel, as appropriate, 
and should be a prerequisite to all other 
levels of training. 

(2) Specialized training. Training that 
provides information as to the 
application of specific provisions of this 
part to specialized areas of job 
performance. Personnel of particular 
concern include, but are not limited to 
personnel specialists, finance officers, 
special investigators, paperwork 
managers, and other specialists (reports, 
forms, records, and related functions), 
computer systems development 
personnel, computer systems operations 
personnel, statisticians dealing with 
personal data and program evaluations, 
and anyone responsible for 
implementing or carrying out functions 
under this part. 



(3) Management. Training designed to 
identify for responsible managers (such 
as, senior system managers, denial 
authorities, decision-makers, and the 
managers of the functions described in 
§ 310.70 of this subpart) considerations 
that they shall take into account when 
making management decisions regarding 
the Defense Privacy Program. 

(b) Include Privacy Act training in 
courses of training when appropriate. 
Stress individual responsibilities and 
advise individuals of their rights and 
responsibilities under this part. 
[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] ' 

§ 310.73 Training methodology and 
procedures. 

(a) Each DoD Component is 
responsible for the development of 
training procedures and methodology! 

(b) The Defense Privacy Office, 
ODASD(A) will assist the Components 
in developing these training programs 
and may develop Privacy training 
programs for use by all DoD 
Components. 

(c) All training programs shall be 
coordinated with the Defense Privacy 
Office, ODASD(A) to avoid duplication 
and to ensure maximum effectiveness. 

§310.74 Funding for training. 

Each DoD Component shall fund its 
own Privacy training program. 

Subpart I— Reports 

§310.80 Requirements for reports. 

The Defense Privacy Office, 
ODASD(A) shall establish requirements 
for DoD Privacy Reports and DoD 
Components may be required to provide 
data. 

§ 3 1 0.8 1 Suspense for submission of 
reports. 

The suspenses for submission of all 
reports shall be established by the 
Defense Privacy Office, ODASD(A). 

§ 310.82 Reports control symbol. 

Any report established by this subpart 
in support of the Defense Privacy 
Program shall be assigned Report 
Control Symbol DD-COMP(A)1379. 
Special one-time reporting requirements 
shall be licensed separately in 
accordance with DoD Directive 5000.19 
"Policies for the Management and 
Control of Information Requirements" 
and DoD Directive 5000.11, *'Data 
Elements and Data Codes 
Standardization Program." 



Subpart J^lnspectlons 

§ 310.90 Privacy Act inspections. 

During internal inspections,. 
Component inspectors shall be alert for 
compHance with this part and for 
managerial, administrative, and 
operational problems associated with 
the implementation of the Defense 
Privacy Program. 

§310.91 Inspection reporting. 

(a) Document the findings of the 
inspectors in official reports that are 
furnished the responsible Component 

. officials. These reports, when 
appropriate, shall reflect overall assets 
of the Component Privacy Program 
inspected, or portion thereof, identify 
deficiencies, irregularities, and 
significant problems. Also document 
remedial actions taken to correct 
problems identified. 

(b) Retain inspections reports and 
later follow-up reports in accordance 
with estabHshed records disposition 
standards. These reports shall be made 
available to the Privacy Program 
officials concerned upon request. 

Subpart K— Privacy Act Enforcement 
Actions 

§310.100 Administrative remedies. 

Any individual who feels he or she 
has a legitimate complaint or grievance 
against the Department of Defense or 
any DoD employee concerning any right 
granted by this part shall be permitted 
to seek relief through appropriate 
. administrative channels.. 

§310.101 Civil actions. 

An individual may file a civil suit 
against a DoD Component or its 
employees if the individual feels certain 
provisions of the Act have been violated 
(see 5 U.S.C. 552a(g), of the Privacy* Act. 

§ 310.102 Civil remedies. 

In addition to specific remedial , 
actions, subsection (g) of the Privacy 
Act (5 U.S.C. 552a) provides for the - 
payment of damages, court cost, and 
attorney fees in some cases. 

§ 310.103 Criminal penalties. 

(a) The Act also provides for criminal 
penalties (see 5 U.S.C. 552a(i). Any 
official or employee may be found guilty 
of a misdemeanor and fined not more 
than $5,000 if he or she willfully: 

(1) Discloses personal information to 
anyone not entitled to receive the 
information (see subpart E); or 

(2) Maintains a system of records 
without publishing the required public 
notice in the Federal Register (see 
subpart G). 
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(b) A person who requests or obtains 
access to any record concerning another 
individual under false pretenses may be 
found guilty of , misdemeanor and fined 
up to$5j;000. 

§ 310.104 Utigatioh status sheet. 

Whenever a complaint citing the 
Privacy Act is filedHn a U.S. District 
Court against the Department of 
Defense, a DoD Component, or any DoD 
employee, the responsible system 
manager shall notify promptly the 
Defense Privacy Office, ODASDfA). The 
litigiation status sheet at Appendix H 
provides a standard format for this 
notification; The initial litigation status/ 
sheet forwarded shall, as a mmifnum, ^ 
provide the information required by 
items 1 through 6. A revised litigation 
status sheet shall be provided at each 
stage of the htigation. ,When gi court 
renders a formal opinion or judgnient, ' 
copies of the judgment and opinion shall 
be provided to the Defense Privacy 
Office with the litigation status sheet 
reporting that judgment or opinion. 

Subpart L-^Matching Program ' ' - 
Procedures . 

§310.110 OMB Matching guidelines. 

The OMB has issued special . 
guidelines to be followed in programs 
that .match .the personal records in the 
computerized data bases of two or more ^ 
federal agericies by computer (see 
appendix I). These guidelines are 
intended to strike a balance between the 
interest of the governmerit in - 
maintaining the integrity of federal 
programs and the need to protect 
individual privacy expectations. They 
do not authorize, matching programs as 
such and each* matching program must 
be justified individually in' accordance 
with the OMB guidelines. 

§ 310.111 Requesting matchinig programs. 

(a) Forward all requests for rriatching 
programs to include necessary routine 
use amiendments (see paragraph (i)'of 
§ 310.62 of subpart 'G of this part) and 
analysis and proposed matching 
program reports (see subsection E.6. of 
appendix I) to the Defense Privacy 
Office, ODASD(A).; 

. (b) The Defense Privacy Office, shall 
review each request and supporting . 
material and forward the report and 
system notice amendments to the. 
Federal Register, OMB, and Congress, as 
appropriate, r 

(c) Changes to existing matching 
programs shall, be processed in the same, 
manner as a new matching program 
report. 



§310.112 Time limits for submitting 
matching reports. 

(a) No time limits are set by the OMB 
guidelines. However, in order to 
establish a new routine use for a 
matching.program, the amended system 
notice must have been published in, the ■ 
Federal Register at least 30 days before 
implenientation"(see paragraph (f) of 

§ 310.60 of subjpart G of this part). . 

(b) Submit the documentation 
required by 'paragraph (a) of § 310.111 of 
this subpart to the Defense Privacy 
Office at least 45 days before the ' - ^ 
proposed initiation date of the matching 
program. 

(c) The Defense Privacy Office may 
grant waivers to the 45 days' deadline- ■ 
for good cause shown. Requests for 
waivers shall be in writing and fully 
justified. 

[51 FR 1364. Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 19911 . 

§ 3 1 0. 1 1 3 IMatching programs among DoD 
Components. ' . : - 

(a) For the purpose of the OMB^ . • 
guidelines, the Department of Defense 
and all DoD Components are considered ' 
a single agency. 

(b) Before initiating a matching 
program using only the records of two or 
more DoD Components, notify the 
Defense Privacy Office that the match is 
to occur. The Defense Privacy Office 
may request further information from 
the Component proposing the match. 

(c) There is no need to notify the 
Defense Privacy Office of computer 
matches using only the records of a - 
single Component. 

§ 310.1 14 Annual review of systems of 
records. 

The system manager shall review 
annually each system of records to 
determine if records from the system are 
being used in matching programs and' 
whether the OMB Guidelines have been 
complied with. 

Appendix A — Special Considerations for . 
Safeguarding Personal Information in ADP 

Systems ' 
(See paragraph (b) of § 310.13. subpart B) ' 

A. General - 

1. The Automated Data Processing (ADP) 
environment subjects personal information to 
special hazards as to unauthorized 
compromise alteration, dissemination, and 
use. Therefore, special considerations must 
be given to safeguarding personal' 
information in ADP systems, 

2. Personal information must also be 
protected while it is being processed or 
accessed in computer environments outside 
the data processing installation (such as, 
remote job entry stations, terminal stations, 
minicomputers, microprocessors; and similar 
activities). 



3. ADP facilities authorized to process- 
classified material have adequate procedures 
and security for the purposes of this 
Regulation. However, all unclassified 
information subject to this Regulation miist 
be proc'essed following the procedures used 
to process and access information designated 
"For Official Use Only" (see "DoD Freedom 
of Information Act Program" (32 CFR part 
286)). 

B. Risk Management arid Safeguarding 
Standards 

1. Establish administrative, technical, and 
physicalsafeguards that are adequate to 
protect the information against unauthorized 
disclosure, access, or misuse (see Transmittal 
Memorandum No. 1 to OMB Circular A-71— 
Security of Federal Automated Information 
Systems). 

2. Technical and physical safeguards alone 
will not protect against unintentional 
compromise due to errors, omissions, or poor 
procedures. Proper administrative controls 
generally provide cheaper and surer 
safeguards. 

3. Tailor safeguards to the type of system, * 
the nature of the information involved, and 
the specific threat to be countered. 

C. Minimum Administrative Safeguard 
The minimum safeguarding standards as 

set forth in paragraph (b) of § 310.13, subpart 
B apply to all personal data within any ADP 
system. In addition: 

1. Consider the following when establishing 
ADP safeguards: 

a. The sensitivity of the data being 
processed, stbrecl and accessed; 

b. The installation environment; 

c. The risk of exposure; . - ; * 

d. The cost of the safeguard under 
consideration. 

2. Label or designate output and storage 
media products (intermediate and final) 
containing personal information that do not 
contain classified material in such a manner 
as to alert those using or handling the 
information of the need for special protection. 
Designating products "For Official Use Only" 
in accordance with subpart E of 32 CFR part 
286, "DoD Freedom of Information Act 
Program," satisfies this requirement. 

3. Mark and protect all computer products 
containing classified data in accordance with 
the DoD Information Security Program 
Regulation (32 CFR part 159) and the ADP 
Security Manual (DoD 5200.28-M). 

4. Mark and protect all computer products 
containing "For Official Use Only" material 
in accordance with subpart E of 32 CFR part 
286. ' 

5. Ensure that safeguards for protected 
information stored at secondary sites are 
appropriate. 

6. If there is a computer failure, restore all 
protected information being processed at the 
time of the failure using proper recovery 
procedures to ensure data integrity. 

7. Train all ADP personnel involved in 
processing information subject to this part in 
proper safeguarding procedures. 

D. Physical Safeguards 

1. For all unclassified facilities, areas, and 
devices that process information subject to 
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this part, establish physical safeguards that 
protect the information against reasonably 
identifiable threats that could result in 
unauthorized access or alteration. 

2. Develop access procedures for 
unclassified computer rooms, tape libraries, 
micrographic facilities, decollating shops, 
product distribution areas, or other direct 
support areas that process or contain 
personal information subject to this part that 
control adequately acciess to these areas. 

3. Safeguard on-line devices directly 
coupled to ADP systems that contain or 
process information from systems of records 
to prevent unauthorized disclosure' use or 
alteration. 

4. Dispose of paper records following 
appropriate record destruction procedures. 

E. Technical Safeguards 

1. The use of encryption devices solely for 
the purpose of protecting unclassified 
personal information transmitted over 
communication circuits or during processing 
in computer systems is normally discouraged. 
However, when a comprehensive risk 
assessment indicates that encryption is cost- 
effective it may be used. 

2. Remove personal data stored on 
magnetic storage media by methods that 
preclude reconstruction of the data. 

3. Ensure that personal information is not 
inadvertently disclosed as residue when 
transferring magnetic media between 
activities. 

4. When it is necessary to provide dial-up 
remote access for the processing of personal 
information, control access by computer- 
verified passwords. Change passwords 
periodically or whenever compromise is 
known or suspected. ' 

5. Normally the passwords shall give 
access only to those data elements (fields) 
required and not grant access to the entire 
data base. 

6. Do not rely totally on proprietary 
software products to protect personnel data 
during processing or storage. 

F. Special Procedures 

1. System Managers shall: 

a. Notify the ADP manager whenever 
personal information subject to this 
Regulation is to be processed by an ADP 
facility. 

b. R'epare and submit for publication all 
system notices and amendments and 
alterations thereto (see paragraph (f) of 

§ 310.60 of subpart G). 

c. Identify to the ADP manager those 
activities and individuals authorized access 
to the information and notify the manager of 
any changes to the access authorizations. 

2. ADP personnel shall: 

a. Permit only authorized individuals 
access to the information. 

b. Adhere to the established information 
protection procedures and rules of conduct. 

c. Notify the system manager and ADP 
manager whenever unauthorized personnel 
seek access to the information. . 

3. ADP installation managers shall: 

a. Maintain an inventory of all computer 
program applications used to process 



information subject to this part to include the 
identity of the systems of records involved. 

b. Verify that requests for new programs or 
changes to existing programs have been 
published as required (see paragraphs (a) and 
(b) of § 310.63, subpart G). 

c. Notify the system manager whenever 
changes to computer installations, 
communications networks, or any other 
changes in the ADP environment occur that 
require an altered system report be submitted 
(see paragraph (b) of § 310.63, subpart G). 

G. Record Disposal 

1. Dispose of records subject to this part so 
as to prevent compromise (see paragraph (c) 
of § 310.13 of subpart B). Magnetic tapes or 
other magnetic medium, miay be cleared by 
degaussing, overwriting, or erasing. 
Unclassified carbon ribbons are considered 
destroyed when placed in a trash receptacle. 

2. Do not use respliced waste computer 
products containing personal data. 

H. Risk Assessment for ADP Installations 
That Process Personal Data 

1. A separate risk assessment is not 
required for ADP installations that process 
classified material. A simple certification by 
the appropriate ADP official that the facility 
is cleared to process a given level of 
classified material (such as. Top Secret, 
Secret, or Confidential) and that the 
procedures followed in processing "For 
Official Use Only" material are to be 
followed in processing personal data subject 
to this Regulation is sufficient to meet the risk 
assessment requirement. 

2. Prepare a formal risk assessment for 
each ADP installation (to include those 
activities with terminals and devices having 
access to ADP facilities) that processes 
personal information subject to this part and 
that do not process classified material. 

3. Address the following in the risk 
assessment: 

a. Identify the specific systems of records 
supported and determine their impact on the 
mission of the user. 

b. Identify the threats (internal, external, 
and natural) to the data. 

c. Determine the physical and operational 
(to include software) vulnerabilities. 

d. Evaluate the relationships between 
vulnerabilities and threats. 

e. Assess the impact of unauthorized 
disclosure or modification of the personal 
information. 

f. Identify possible safeguards and their 
relationships to the threats to be countered. 

g. Analyze the economic feasibility of 
adopting the identified safeguards. 

h. Determine the safeguard to be used and 
develop implementation plans. * 

i. Discuss contingency plans including 
operational exercise plans. 

j. Determine if procedures proposed are 
consistent with those identified in the system 
notices for system of records concerned. 

k. Include a vulnerability assessment. 

3. The risk assessment shall be reviewed 
by the appropriate Component officials. 

4. Conduct a risk assessment at least every 
5 years or when there is a change to the 
installation, its hardware, software, or 
administrative procedures that increase or 



decrease the likelihood of compromise or 
present new threats to the information. 

5. Protect the risk assessment as it is a 
sensitive document. 

6. Retain a copy of the risk assessment at' 
the installation and make it available to 
appropriate inspectors and authorized 
personnel. 

7. Include a summary of the current risk 
assessment with any report of new or altered 
system submitted in accordance with 
paragraph (c) of § 310.63, subpart G, for any 
system from which information will be 
processed. 

8. Complete a formal risk assessment at the 
beginning of the design phase for each new 
unclassified ADP installation and before 
beginning the processing of personal data on 
a regular basis in existing ADP facility that 
do not process classified data. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800. Nov. 14, 1991] 

Appendix B — Special Considerations for 
Safeguarding Personal Information During 
Word Processing . 

(See paragraph (b) of § 310.13, subpart B) 

A. Introduction 

1. Normally, word processing support is 
provided under two general concepts. They 
are: 

a. Word processing centers (WPCs), and 

b. Work groups or clusters. 

2. A WPC generally provides support to • 
one or more functional areas. 
Characteristically, the customer delivers (by 
written draft or dictation) the information to 
be processed to the WPC. The WPC process 
the information and returns it to the 
customer. There are generally two types of 
WPCs. 

a. A WPC may operate independent of the 
customer's functon, providing service in much 
the same manner as a data processing 
installation provides ADP support, or a 
message center provides electronic message 
service, or 

b. A WPC may work within a customer's 
function providing support to that function. 
The support being centralized in a WPC to 
take advantage of increased productivity. 

3. A work group or cluster generally 
consists of one or more pieces of word 
processing equipment that are integrated into 
the functional office support system. The • 
overall word processing and functional 
management may be one and the same. 
Depending on the size of the support job. 
there may be a work group or cluster 
manager. Normally, however, they will be 
located within or in close proximity to the. 
functional area supported. Information flows 
in and out of the work group or cluster by 
normal office routine and the personnel are 
an integral part of the office staff. 

B. Minimum Standards of Protection 

1. Regardless of configuration (WPC or 
work group), all personal data processed 
using word processing equipment shall be 
afforded the standards of protection required 
by paragraph (b) of § 310.13, subpart B. 
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2. The remaining special considerations 
discussed, in this appendix are primarily for 
WPCs operating independent of the 
customer's function. However, managers of 
other WPCs, work groups, and work clusters 
are encouraged to consider and adopt, when 
appropriate, the special considerations 
discussed herein^ 

3. WPCs that are not independent of a 
customer's function, work groups, and work 
clusters are not requiried to prepare formal 
written risk assessments (see section H., 
below)., . 

C. WPC Information Flow 

1. In analyzing procedures required to 
safeguard adequately personal information in 
a VyPC, the basic elements of WPC . 
information flow and control must be 
considered. These are: 

a. Information receipt. 

b. Information processing. 

c. Information return.- 

d. Information storage or filing. 

2. WPCs do not control information 
acquisition or its ultimate use by the 
customers and, therefore, these are not . 
addressed. 

D. Safeguarding Information During Receipt 

1. The word processing manager shall 
estabhsh procedures. 

a. That require each customer who requests 
that information subject to this part be 
processed to identify specifically that 
information to the WPC personnel. This may 
be done by: 

, (1) Providing a check-off type entry on the 
WPC work requests; 

(2) Requiring that the WPC work requests 
be stamped with a special legend, or that a 
special notation be made on the work 
requests; 

(3) Predesignating specifically a class of 
documents as coming within the provisions of 
this part (such as, all officer effectiveness 
reports, all recall rosters, and all medical 
protocols). 

(4) Using a special cover sheet both to alert 
the WPC personnel as to the type 
information, and to protect the document 
during transmittal; 

(5) Requiring an oral warning on all 
dictation; or , 

(6) Any other procedures that ensure the 
WPC personnel are alerted to the fact that 
personal data subject to this-part is to be 
processed. . .... 

b. To ensure that the. operators or other 
WPC personnel receiving dataior processing 
that has not been identified to be under the 
provisions of this part but that appear to be 
personal promptly call the information to the 
attention of the WPC supervisor or the 
customer; u .:■ • 

c. To ensure that any request for the 
processing of personal data that the customer 
has not identified as being in a system of • 
records and that appears to meet the criteria 
set forth in paragraph (a) of § 310.10, subpart 
B is called to the attention of the appropriate 
supervisory personnel and system, manager. 

2. The WPC supervisor shall ensure that 
personal information is not inadvertently 
compromised within the WPC. 



E. Safeguarding Information During 
Processing 

• 1. Each WPC supervisor shall establish 
internal safeguards that shall protect 
personal data from compromise while it is 
being processed. 

2. Physical safeguards may include: 

a. Controls on individual access to the 
center; 

b. Machine configurations that reduce 
external access to the information being ' , 
processed, or arrangements that alert the 
operator to the presence of others; . 

c. Using certain specific machines to 
process personal data; 

d. Any other physical safejguards, to 
include special technical arrangements that 
will protect the data during processing. 

3. Other safeguards may include: 

a. Using only certain selected operators to . 
process personal data; 

b. Processing personal data only at certain . 
times during the day without the WPC 
manager's specific authorization; . 

c. Using only certain tapes or diskettes to 
process and store personal data; ^ 

d. Using continuous tapes for dictation of 
personal data; 

e. Requiring all WPC copies of documents 
to be marked specifically so as to prevent 
inadvertent compromise; < 

f. Returning extra copies and mistakes to 
the customer with the product; - • 

g. Disposing of waste containing personal 
data in a special manner; 

h. Any other local procedures that provide 
adequate protection to the data being., 
processed. 

F. Safeguarding Information During Return 

1. The WPC shall protect the data until it is 
returned to the customer or placed into a 
formal distribution channel. 

2. In conjunction with the appropriate 
administrative support personnel and the 
WPC customers, the WPC manager shall 
establish procedures that protect the 
information from the time word processing is 
completed until it is returned to the customer. 

3. Safeguarding procedures may include: 

a. Releasing products only to specifically 
identifiable individuals; 

b. Using sealed .envelopes to transmit . 
products to the customer; 

c. Using special cover sheets to protect 
products similar to the one discussed in 
subparagraph D.l.a.(4), above; 

d. Handcarrying products to the customers; 

e. Using special messengers to return the 
products; . . 

f. Any other procedures that protect 
adequately products from compromise while 
they are a waiting. return or being returned to 
the customer. 

G. Safeguards During Storage 

1. The WPC manager shall ensure that all 
personal data retained in the center for any 
purpose (including samples) are protected . 
properly. , . < 

2. Safeguarding procedures may include: 

a. Marking all hard copies retained with 
special legends or designators; 

b. Storing media containing personal data 
in separate files or areas; 



c. Marking the storage containers for media 
containing personal data with special legends 
or notations; . 

d. Restricting the reuse of, media used to 
process personal data or erasing 
automatically the media before, reuse; 

e. Establishing special criteria for the, WPC 
retention of media used to store and process 
personal data; i . 

f. Returning the media to the customer for 
retention with the file copies of the finished 
products; 

g. Discouraging, when practical, the long-, 
term storage of personal data in any form 
within the WPC; . \ 

h. Any other filing or storage procedures 
that safeguard adequately any personal 
information retained or filed within the WPC. 

H. Risk Assessment for WPCs 

1. Each WPC manager shall ensure that a 
formal, written risk assessment is prepared 
for each WPC that processes personal 
informatipn subject to this part. 

2. The assessment shall address the areas 
discussed in sections D., E., F., and G. of this 
appendix, as well as any special risks that 
the WPC location, configuration, or 
organization may present to the compromise 
or alteration of personal data being 
processed or stored. 

3. A risk assessment shall be conducted at 
least every 5 years or whenever there is a 
change of equipment, equipment 
configuration, WPC location, WPC 
configuration or modification of the WPC 
facilities that either increases or decreases' 
the likelihood of compromise of personal 
data. • 

4. Copies of the assessment shall be 
retained by the WPC manager and. made 
available to appropriate inspectors, as well 
as to personnel studying equipment for 
facility upgrading or modification. 

5. Every new WPC shall have a formal risk 
assessment completed before beginning the 
processing of personal data'. 

/. Special Considerations in WPC Design and ' 
Modification 

Procedures shall be established to ensure 
that all personnel involved in the design of 
WPCs or the acquisition of "word processing 
equipment are aware of the special 
considerations required when processing 
personal data subject to this part. 
[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] ^ 

Appendix C— DoD Blanket Routine Uses 
(See paragraph (e) of § 310.41, subpart E) 

A. Routine Use — Low Enforcement 

If a system of records maintained by a DoD 
Component to carry out its functions 
indicates a violation or potential violation of 
law, whether civil, criminal, or regulatory in 
nature, and whether arising by general 
statute or by regulation, rule, or or,der issued 
pursuant thereto, the relevant records in the 
system of records may be referred, as a 
routine use, to the agency concerned, whether 
federal, state, local, or foreign, charged with 
the responsibility of investigating or 
prosecuting such violation or charged with 
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enforcing or implementing the statute, rule, 
regulation, or order issued pursuant thereto. 

B. Routine Use— Disclosure when Requesting 

Information 

A record from a system of records 
maintained by a Component may be 
disclosed as a routine use to a federal, state, 
or local agency maintaining civil, criminal, or 
other relevant enforcement information or 
other pertinent information, such as current 
licenses, if necessary to obtain information 
relevant to a Component decision concerning 
the hiring or retention of an employee, the 
issuance of a security clearance, the letting of 
a contract, or the issuance of a license, grant, 
or other benefit. 

C. Routine Use— Disclosure of Requested 
Information 

A record from a system of records 
maintained by a Component may be 
disclosed to a federal agency, in response to 
its request, in connection with the hiring or 
retention of an employee, the issuance of a 
security clearance, the reporting of an 
investigation of an employee, the letting of a 
contract, or the issuance of a license, grant, 
or other benefit by the requesting agency, to 
the extent that the information is relevant 
and necessary tothe requesting agency's 
decision on the matter. 

D. Routine Use — Congressional Inquiries 
Disclosure from a system of records 

maintained by a Component may be made to 
a congressional office from the record of an 
individual in response to an inquiry from the 
congressional office made at the request of 
that individual. 

E. Routine Use— Private Relief Legislation 
Relevant information contained in all 

systems of records of the Department of 
Defense published on of before August 22, 
1975, will be disclosed to the OMB in 
connection with the review of private relief 
legislation as set forth in OMB Circular A-19 
(reference (uj) at any stage of the legislative 
coordination and clearance process as set 
forth in that Circular. 

F. Routine Use— Disclosures Required by 
International Agreements 

A record from a system of records 
maintained by a Component may be 
disclosed to foreign law enforcement, 
security, investigatory, or administrative 
authorities to comply with requirements 
imposed by, or to claim rights conferred in, 
international agreements and arrangements 
including those regulating the stationing and 
status in foreign countries of DoD military 
and civilian personnel. 

G. Routine Use— Disclosure to State and 
Local Taxing Authorities 

Any information normally contained in 
Internal Revenue Service (IRS) Form W-2 
which is maintained in a record from a 
system of records maintained by a 
Component may be disclosed to state and 
local taxing authorities with which the 
Secretary of the Treasury has entered into 
agreements under 5 U.S.C., sections 5516, 
5517, and 5520 (reference (vj) and only to 
those state and local taxing authorities for 



which an employee or military member is or 
was subject to tax regardless of whether tax 
is or was withheld. This routine use is in 
accordance with Treasury Fiscal 
Requirements Manual Bulletin No. 76-07. 

H. Routine Use— Disclosure to the Office of 
Personnel Management 

A record from a system of records subject 
to the Privacy Act and maintained by a 
Component may be disclosed to the Office of 
Personnel Management (OPM) concerning 
information on pay and leave, benefits, 
retirement deduction, and any other 
information necessary for the OPM to carry 
out its legally authorized' government-wide 
personnel management functions and studies. 

/. Routine Use— Disclosure to the Department 
of Justice for Litigation 

A record from a system of records ' 
maintained by this component may be 
disclosed as a routine use to any component 
of the Department of Justice for the purpose 
of representing the Department of Defense, or 
any officer, employee or member of the 
Department in pending or potential litigation 
to which the record is pertinent. 

• /. Routine Use— Disclosure to Military 
Banking Facilities Overseas 

Information as to current military 
addresses and assignments may be provided 
to military banking facilities who provide 
banking services overseas and who are 
reimbursed by the Government for certain 
checking and loan losses. For personnel 
separated, discharged, or retired from the 
Armed Forces, information as to last known 
residential or home of record address may be 
provided to the military banking facility upon 
certification by a banking facihty officer that 
the facility has a returned or dishonored 
check negotiated by the individual or the 
individual has defaulted on a loan and that if 
restitution is not made by the individual, the 
U.S. Goyernment.will be liable for the losses 
the facility may incur. 

K. Routine Use — Disclosure of Information to 
the General Services Administration (GSA) 

A record from a system of records 
maintained by this component may be 
disclosed as a routine use to the General 
Services Administration (GSA) for the 
purpose of records management inspections 
conducted under authority of 44 U.S.C. 2904 
and 2906. 

L. Routine Use— Disclosure of Information to 
the National Archives and Records 
Administration (NARA) 

A record from a system of records 
maintained by this component may be 
disclosed as a routine use to the National 
Archives and Records Administration 
(NARA) for the purpose of records 
management inspections conducted under 
authority of 44 U.S.C. 2904 and 2906. 

M. Routine Use — Disclosure to the Merit 
Systems Protection Board 

A record from a system of records 
maintained by this component may be 
disclosed as a routine use to the Merit 
Systems Protection Board, including the 
Office of the Special Counsel for the purpose 



of litigation, including administrative 
proceedings, appeals, special studies of the 
civil service and other merit systems, review 
of OPM or component rules and regulations, 
investigation of alleged or possible prohibited 
personnel practices; including administrative 
proceedings involving any individual subject 
of a DoD investigation, and such other 
functions, promulgated in 5 U.S.C. 1205 and 
1206, or as may be authorized by law. 
[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800i Nov. 14, 1991J 

Appendix D.— Provisions of the Priva- 
cy Act From Which a General or 
Specific Exemption May Be Claimed 

tSee paragraph (d) of § 310.50, subpart F] 
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Section of the Privacy Act 



(b) (1) Disclosures within the De- 
partment of Defense. 

(2) Disclosures to the public. 

(3) Disclosures for a "routine 
usie," 

(4) Disclosures to the Bureau of 
Census. 

(5) Disclosures for statistical re- 
search and reporting. 

(6) Disclosures to the National 
Archives. 

(7) Disclosures for law enforce- 
ment purposes. 

(8) Disclosures under emergen- 
cy circumstances. 

(9) Disclosures to the Congress. 

(10) Disclosures to the General 
Accounting Office. 

(11) Disclosures pursuant to 
court orders. 

(12) Disclosure to consumer re- 
porting agencies. 

(c) (1) Making disclosure ac- 
countings. 

(2) Retaining disclosure ac- 
countings. 

(c)(3) Making disclosure ac- 
counting available to the indi- 
vidual. 

(c) (4) Informing prior recipients 
of corrections. 

(d) (1) Individual access to 
records. 

(2) Amending records, 

(3) Review of the component's 
refusal to amend a record. 

(4) Disclosure of disputed Infor- 
mation. 

(5) Access to information com- 
piled In anticipation of. civil 
action, 

(e) (1) Restrictions on collecting 
information. 

(e)(2) Collecting directly from 
. the individual. 

(3) Informing individuals from 
whom information is request- 
ed. 

(e)(4)(A) Describing the name 
and location of the system. 

(B) Describing categories of in- 
dividuals. 

(C) Describing categories of 
records. 

(D) Describing routine uses, 

(E) Describing records manage- 
ment policies' and practices. 
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Appendix D.— Provisions of the Priva- Appendix D.— Provisions of the Priva- 



cy Act From Which a General or 
Specific Exemption May Be 
Claimed— Continued 

[See paragraph (d) of §310.50, subpart F] < 



Exemption 



{j)(2) (k)(1-7) 
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Yes.. 



N/A.. 



N/A.. 



N/A- 



N/A.. 



Section of the Privacy Act 



N/A.. 

•f .■ 



(F) Identifying responsible offi- 
cials. 

(e)(4)(G) Procedures for deter- 
mining if a system contains a 
record on an individual. 

(H) Procedures for gaining 
access. 

(I) Describing categories of in- 
formation sources. 

(e)(5) Standards of accuracy. 

.(e)(6) Validating records before 
disclosure. 

(e)(7) Records of first amend- 
ment activities. 

(e)(8) Notification of disclosure 
under compulsory legal proc- 
ess- 

(e)(9) Rules of conduct. 

(e) (10) Administrative, technical 
and physical safeguards. 

(11) Notice for nevy and revised 
routine uses. 

(f) (1) Rules for determining if an 
individual is subject of a 
record. 

(f)(2) Rules for handling access 

requests,, • 
(f)(3) Rules for granting access. 
(f)(4) Rules for amending 

records. 

(f) (5) Rules regarding fees, 

(g) (1 ) Basis for civil action. 
(g)(2) Basis for judicial review 

and remedies for refusal to 
amend. 

(g)(3) Basis for judicial review 
and remedies for denial of 

access. 

(g)(4) . Basis for judicial review 
and remedies for other failure 
to comply. 

(g) (5) Jurisdiction • and time 
limits. 

(h) Rights of legal guardians. 

(i) 1) Criminal penalties for unau- 
thorized disclosure. 

(2) Crirriinal. penalties for failure 
to publish. 

(3) Crirriinal penalties for obtain- 
ing records under false pre- 
tenses.' 

(j) Rulemaking requirement. • " • 

(j)(1) General exemption for the 
Central Intelligence Agency. 

(i)(2) General exemption for 
criminal law enforcement 
records. ' • • 

(k)(1) Exemption for classified 
material. 

(k)(2) Exemption for law en- 
forcement material. 

(k)(3) Exemption for records 
pertaining to Presidential pro- 
tection. 

(k)(4) Exemption for statistical 
records. 

(k)(5)' Exemption for investiga- 
tory material compiled for de- 
termining suitability for em- 
ployment or service. 

(k)(6) Exemption for testing or 
examination material. 



CY Act. From VVhich a General or 
Specific . Exemption May Be 
Claimed— Continued 

[See paragraph (d) of § 310.50, subpart F] 



Exemption 




Section of the Privacy Act 



(k)(7) Exemption for prpmqtipn 

evaluation materials used by 

the Armed Forces: 
(l)(1) Records stored in GSA 

records centers. 
(I)(2) Records archived before 

Sept. 27, 1975. 
(I)(3) Records archived on or 

after Sept. 27, 1975. 
■(m) Applicability to Government 
. contractors, 
(n) Mailing lists. 

(o) Reports on new systems, 
(p) Annual report! 



1 See paragraph (d) of § 310:|50, subpart F. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

Appendix E— Sample of New or Altered 
System of Records Notice in "Federal 
Register" Format 

(See paragraph (f) of § 310.60, subpart G) ' 

DEPARTMENT OF DEFENSE 

Defense Nuclear Agency - 

Privacy Act of 1974; New System of Records 

AGENCY: Defense Nuclear Agency (DNA). 

ACTION: Notice of a new record system. 

summary: The Defense Nuclear Agency is 
adding a new system of records to its 
inventory of systems of records subject to the 
Privacy. Act of 1974. The system notice for the 
new system is set forth below. 
DATES: This system shall be effective (30 
days after pubhcation in the Federal Register) 
unless comments are received which result in 
a contrary determination. 
ADDREiss: Send comments to the System 
Manager identified in the system notice. 
FOR FURTHER INFORMATION CONTACT: Robert . 
L. Brittigan, General Counsel, Defense 
Nuclear Agency, Washington, DC 20305, 
Telephone (202) 325-7681. . 
SUPPLEMENTARY INFORMATION: The Defense 
Nuclear Agency record system notice as 
prescribed by the Privacy Act of 1974 (5 
U.S.C. 552a}, as amended, have appeared in 
the Federal Register on September 28, 1981 
(46 FR 51073) and February i6, 1982 (47 FR 
6829). 

The Defense Nuclear Agency has 
submitted a new system report on March 27, 
1982, for this system of records under the . 



provisions of 5 U.S.C. 552a(o) of the Privacy 
Act. 

Patricia H. 'Means, • 

OSD Federal Register Liaison Officer, 

Department of Defense. 

Sample 

HDNA 609-03 

System /?c/777e; Personnel Exposed to 
Radiation from Nuclear Tests. 

System Location: Headquarters, Defense 
Nuclear Agency, Washington, D.C. 20305, 
Main computer location. 

Categories of individuals covered by the 
system: All DoD and DoD-affiliated 
personnel, military and civilian, who 
participated in the U.S. Government 
atmospheric nuclear test programs in the 
Pacific and at the Nevada Test Site. 

Categories of records in the system: 
Personal information consisting of name, 
rank, service number, last known or current 
address, dates of test participation, exposure 
and unit of assignment. 

Authority for maintenance of the system: 
10 U.S.C. Section 133, Powers of an iExecutive 
Department of a Military Department to 
Prescribe Departmental Regulations; 10 
U.S.C. Section 133, Secretary of Defense: 
Appointment, Powers, Duties and Delegation 
by; DoD Directive 5105.31, "Defense Nuclear 
Agency [DNA)." 

Purpose(s): To identify those individuals 
who may have been exposed to radiation 
from nuclear atmospheric test conducted by 
the U.S. Government in the Pacific or at the 
Nevada Test Site. 

Information is provided to the medical 
services of all the Military Departments to 
identify military and retired personnel who 
were exposed to ionizing radiator, during 
testing. 

Routine uses of records maintained in the 
system including categories of users, and the 
■ purpose of such uses: 

To the National Research Council and 
Center for Disease Control to determine the 
effects of ionizing radiation for the limited 
purpose of conducting epidemiological 
studies of the atmospheric nuclear weapons 
tests on DoD participants in those tests. 

To the Department of Energy (DoE) to 
identify DoE contractor persorinel exposed to 
ionizing radiation during nuclear testing for 
the limited purpose of conducting 
epidemiological studies of radiation effects of 
individuals so identified. . 

To the Department of Transportation (DoT) 
for the limited purpose of identifying DoT and 
DoT-affiliated personnel exposed to ionizing 
radiation during nuclear testing. 

To the Veterans Administration to make 
determinations on service-connected 
disability for the purpose of resolving claims. 

Policies and practices for storing, 
retrieving, accessing, retaining, and 
disposing of records in the system. 

Storage: Paper records in file folders; 
computer magnetic tape disks and printouts 
in secure computer facility. 

Retrievability: Paper records filed in 
folders and computer magnetic tape and disk 
retrieved by nanie. 
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Safeguards: Paper records are filed in 
folders stored in locked security safes. 
Magnetic tapes stored in a vault in a secure 
computer area. • 

Retention and disposal: Paper records are 
retained until information is transferred to 
magnetic tapes; then destroyed. Magnetic 
tapes and disks are retained indefinitely. 

System manager(s) and address: Director, 
Defense Nuclear Agency, Attn.: Privacy Act 
Officer, Washington, DC 20305, telephone 
(202)325-7681. 

Notification procedure: Information may be 
obtained from the System Manager. 

Record access procedures: Requests should 
be addressed to the System Manager. 

Contesting record procedures: The 
agency's rules for contesting contents and 
appealing initial determinations are 
contained in DNA Instruction 5400.11 (32 CFR 
part 318). Additional information may be 
obtained from the System Manager. 

Record source categories: DNA records, 
searches of DoD records by other DoD 
Components, and from individuals 
voluntarily contacting DNA by telephone or 
mail. 

Systems exempted from certain provision 
of tiie Act: None, 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800. Nov. 14, 1991] 

Appendix F. — Format for New or Altered 
System Report 

(See paragraph (c) of § 310,63, subpart G) 

, The report on a new or altered system shall 
consist of a transmittal letter, a narrative 
statement, and include supporting 
documentation. 

A. Transmittal Letter. The transmittal 
letter to the Director, Defense Privacy Office, 
ODASD(A), shall include any request for 
waivers as set forth in paragraph (g) of 

§ 310.63, subpart G. The narrative statement 
shall be attached thereto. 

B. Narrative Statement. The narrative 
statement is typed in double space on 
standard bond paper in the format shown at 
attachment 1. The statement includes: 

1. System identification and name. This 
caption sets forth the identification and name 
of the system (see paragraphs (b) and (c) of 

§ 310.62, subpart G). 

2. Responsible official. The name, title, 
address, and telephone number of the privacy 
official responsible for the report and to 
whom inquiries and comments about the 
report may be directed by Congress, the 
Office of Management and Budget, or 
Defense Privacy Office. 

3. Purpose of the system or nature of ttie 
change proposed. Describe the purpose of the 
new system. For an altered system, describe 
the nature of the change being proposed. 

. 4. Authority for the system. See paragraph 
(g) of § 310.62, subpart G. 

5. Number of individuals. The approximate 
number tff individuals about, whom records 
are to be maintained. 

6. Information on First Amendment 
activities. Describe any information to be 
kept on the exercise of individual's First 
Amendment rights and the basis for 
maintaining it as provided for in paragraph 
(e) of § 310.10, subpart B. 



7. Measures to ensure information 
accuracy. If the system is to be used to make 
determinations about the rights, benefits, or 
entitlements of individuals; describe the 
measures being established to ensure the 
accuracy, currency, relevance, and 
completeness of the information used for 
these purposes. 

8. Other measures to ensure system 
security: Describe the steps taken to 
minimize the risk of unauthorized access to 
the system. A more detailed assessment of 
security risks and specific administrative, 
technical, and physical safeguards shall be 
available for review upon request. 

9. Relationship to state and local . 
government activities. Describe the 
relationship of the system to state or local 
government activities that are the sources, 
recipients, or users of the information in the 
system. 

C. Supporting Documentation. Item'lO of 
the narrative is captioned Supporting 
Documents. A positive statement for this 
caption is essential for those enclosures that 
are not required to be enclosed. For example, 
"No changes to the existing Army procedural 
or exemption rules (32 CFR part 505) are 
required for this proposed system." List in 
numerical sequence only those enclosures 
that are actually furnished. The following are 
typical enclosures that may be required: 

1. For a new system, an advance copy of 
the system notice which is proposed for . 
publication. For an altered system (see 
paragraph (d) of § 310.64, subpart G) ah 
advance copy of the notice reflecting the 
specific changes proposed. 

2. An advance copy of any new rules or 
changes to the published Component rules to 
be issued for the new or altered system. If no 
change to existing rules is required, so state 
in the narrative. 

3. An advance copy of any proposed 
exemption rule if the new or altered system is 
to be exempted in accordance with Subpart 
F. If there is no exemption, so state in the 
narrative. 

4. Any other supporting documentation that 
may be pertinent or helpful in understanding 
the need for the system or clarifying its 
intended use. While not required, such 
documentation, when available, is helpful in 
evaluating the new or altered system. 

Attachment l.-rSample Format for Narrative 
Statement 

DEPARTMENT OF DEFENSE 

(Component Name) 

REPORT ON NEW (OR ALTERED) SYSTEM 
UNDER THE PRIVACY ACT OF 1974 

(Indicate none or not applicable, as 
appropriate.) 

1. System Identification and name: 

2. Responsible official: 

3. Purpose(s) of the System: (for a new 
system only) or Nature of the Change(s) 
Proposed: (for altered system). 

4. Authority for the System: 

5. Number of Individuals: 

6. Information on First Amendment 
Activities: 

7. Measures to Ensure Informhtion 
Accuracy: 

8. Other Measures to Ensure System 
Security: 



9. Relations to State or Local Government 
Activities: 

10. Supporting Documentation: (Indicate 
here, as a positive statement, those 
enclosures not required as set forth in section 
C. of the format instructions.) 

SIGNATURE BLOCK OF SUBMITTING 
OFFICIAL 

Attachment 2. — Sample Report 
DEPARTMENT OF DEFEr^SE 

Defense Nuclear Agency 

REPORT ON NEW SYSTEM UNDER THE 
PRIVACY ACT OF 1974 

1. System Identification and Name: HDNA 
. 609-03, entitled "Personnel Exposed To " 

Radiation From Nuclear Tests." 

2. Responsible Official: Robert L. Brittigan, 
General Counsel, Defense Nuclear Agency, 
Washington, DC 20305. Telephone: Area 
Code 202 325-7781. 

3. Purpose(s) of the System: To consolidate 
into one system the names, addresses, and 
exposures of all DoD or DoD-associated 
personnel who may have been exposed to 
ionizing radiation during the atmospheric 
nuclear testing programs in the Pacific and at 
the Nevada Test Site. 

4. Authority for the System: See "Authority 
for Maintenance of the System" caption of 
the attached proposed system notice. 

5. Number of Individuals: Approximately 
300,00 individuals will be affected by this 
new system, since the system includes all 
DoD and DoD-affiliated participants in the 
atmospheric nuclear tests program. 

6. Information on First Amendment 
Activities: None. 

7. Measures to Ensure Information 
Accuracy: Records consist of personal data 
to be provided by the individual such as 
name, rank, service number, last known or 
current address, dates of test participation, 
exposure date, if available, and unit of 
assignment. When the information has been 
obtained from sources other than the 
individual, folio w-up is attempted to ensure 
accuracy. 

8. Other Measures to Ensure System 
Security: . ' 

a. Paper records before processing for 
computer storage are retained in lockied filing 
cabinets located in limited access facilities at 
DNA Headquarters and the Armed Forces 
Radiobiology Research Institute. 

b. Privacy data in the Headquarters, DNA, 
ADP facility is afforded the same protection 
as classified data in that the DNA computer 
system employs a File Security System (FSS) 
to protect classified and privacy data files 
from being accessed by unauthorized user. 

9. Relations to State and Local Government 
Activities: None . 

10. Supporting Documentation: No changes 
to existing procedural or exemption rules are 
required for this proposed new system. 
Robert L. Brittigan 

General Counsel 
Enclosures — 2 

1. Advance copy of proposed system 
notice. 

2. Copy of tasking memorandum from the 
Assistant Secretary of Defense (Manpower, 
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Reserve Affairs, and Logistics) to the 
Director, Defense Nuclear Agency, "DoD 
Personnel Participation in Atmospheric 
Nuclear Weapons Testing," January 28, 1978. 

Note.-Enclosures are not included in the 
sample, above. ^ 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56.. 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14. 1991] 

Appendix G. — Sample Deletions and 
Amendments to Systems Notices in "Federal 
Register" Format 

(See paragraph (d) of § 310.64, subpart G) 
DEPARTMENT OF DEFENSE 
Department of Air Force 

Privacy Act of 1974; Deletions and 
Amendments to Systems of Records 
Notices 

agency: Department of the Air Fbce, DoD. . 
ACTIQN: Notice of deletions and arnendments 
to systems of records. 

SUMMARY: The Air Force proposes to delete 
three and amend two notices for systems of 
records subject to the Privacy Act of 1974. 
The specific changes to the notices being 
amended are set forth below followed by the 
system notices, as amended, published in 
their entirety. 

dates: These systems notices shall be 
amended as proposed without further notice 
on (30 days after publication in the Federal 
Register unless comments are received that 
would result in a contrary determination. 
address: Send comments to the system 
manager identified in the particular system 
notice concerned..' 

FOR FURTHER INFORMATION CONTACT: Mr. Jon 

E. Updike, HQ USAF/DAQD, The Pentagon. 
Washington, DC 20330-5024, Telephone: (202) 
694-3431 Autovon: 224-3431 
SUPPLEMENTARY INFORMATION: The Air Force > 
systems of records notices inventory subject 
to the Privacy Act of 1974 (5 U.S.C. 552a). as 
amended, have. been published to date in the 
Federal Register as follows: 
FR Doc. 80-28255 (46 FR 50785) September 28, 

1980 - ' - 
FR Doc. 80-31218 (46 FR 56774) October 28, 

1980 

FR Doc. 80-32284 (46 FR 58195) November 8, 
1980 

FR Doc. 80-33780 (46 FR 59996) November 23, 
1980 

The proposed amendments, are not within 
the purview of the provisions of 5 U.S.C. 
552a(o) which requires the submission of an 
altered system report. 
Patricia .H. Means,. 
OSD Federal Register Liaison Officer, 
Department of Defense, 

Deletions 

FOlOOl OQPTFLA 

System name: Human Reliability for 
Special Missions. 

Reason: This system is covered by F03004 
AFDPMDB Advanced Personnel Data System 
(APDS) (46 FR 50821) August 28, 1981. 



F01003 OBXQPCA 

System name: Cadet Promotion List. 

Reason: This system has been incorporated 
into F03502 AFA A Cadet Management. 
System (46 FR 50875) July 28, 1981. , 

F01102 OYUEBLA 

System name: Locator or Personnel Data 
file. 

Reason: This sytem is covered by F01102 
DAYX A Base, Unit, and Organizational 
Military and Civilian Personnel Locator Files 
(46 FR 50800) October 28, 1981.^ 

Amendments ' 

F03501 DPMDQIA . , 

System name: Military Personnel Records 
System. 

Changes: . ' 

System Location: In line 8, change. 
"Adjustment" to Adjutant". 
External users, uses and purposes: 
Add at end: 

"American National Red Cross, 
Information to local Red Cross offices for 
emergency assistance to military members,, 
dependents, relatives, or other persons if 
conditions are compelling." 

"Drug Enforcement Administration" (added 
to those agencies hsted under Department of 
Justice). 

"Department of Labor: Bureau of 
Employees' Compensation^medical 
information for claims of civilian employees 
formerly in military service; Employment and 
Training Administration — verification of 
service-related information for 
unemployment compensation claims; Labor- 
Management Services Administration— for 
investigations of possible violations of labor 
laws and preemployment investigations; 
National Research Council — for medical 
research purposes; U.S. Soldiers' and 
Airmen's Home-— service information to 
determine eligibility." 

F03504 O/MPLSC 

System name: Assessments Screening 
Records. 

Changes: 

'System location: In line 1, change "3700 
Personnel Processing Group" to "3507 Airman 
Classification Squadron." 

Retention and disposal: Delete entry and • ■ 
substitute: "Records on airmen accepted for 
sensitive or high risk assignments'are ■ 
retained in the office files for 18 months, then 
destroyed. Records of nonselectees are 
retained in office files for 1 year, then 
destroyed. Destruction is by tearing into 
pieces, shredding, pulping,* macerating, or 
burning." 

Systems manager: In line 1, change "3700 
PPGP (CCO)," to "3507 Airman Classification 
Squadron." 

Record source categories: Add at end, 
"peers, character references, and the 
individual member." 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 



Appendix H.-^Litigation Status Sheet 

(See §310.104, subpart K) = . • 

1. Case Number.' • 

2. Requester. 

3. Document Title or'Description.^ 

4. Litigation: 

a. Date Complaint Filed. 

b. Court. 

c. Case File Number* 

5. Defendants (DoD Component and 
individual). 

6. Remarks (brief explanation of what the 

case is about): : ' " , 

7. 'Court Action: 

a. Court's Finding. 

b. Disciplinary Action (as appropriate). 

8. Appeal (as appropriate): 

a. Date Complaint Filed. 

b. Court. 

c. Case File Number.* . 

d. Court's Finding. 

e. Disciplinary Action (as appropriate). 

[51 FR 1364, Jan. 16, 1986. Redesignated at . 56 • 
FR 55631. Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

Appendix t.— Office of Management and 
Budget (OMB) 

Matching .Guidelines • 
(See § 310.110, subpart L) 

A. Purpose. These guidelines supplement 
and shall be used in conjunction with OMB 
Guidelines on the Administration of the 
Priyacy Act of 1974, issued on July 1, 1975, 
and supplemented on November 21, 1975. 
They replace earlier guidance on conducting 
computerized matching programs issued on 
March 30, 1979. They are intended to help 
agencies relate the procedural requirements 
of the Privacy Act to the operational 
requirements of computerized matching. They 
are designed to address the concerns 
expressed by the Congress in the Privacy Act 
of 1974 that "the increasing use of cornputers 
and sophisticated information technology, . 
while essential to the efficient operation of . 
the Government, has greatly magnified the 
harm to individual privacy that can occur 
from any collection, maintenance, use, or 
dissemination of personal information." 
These guidelines do not authorize activities 
that are not permitted by law, nor do they 
prohibit activities expressly required to be 
performed by law. Complying with these 
guidelines, however, does not relieve a 
federal agency of the obligation to comply 
with the provisions of the Privacy Act, 
including any provisions not cited in these 
guidelines. 

B. Scope. These guidelines apply to all 
agencies subject to the Privacy Act of 1974 (5 
U.S.C. 552a) and to all matching programs: 

1. Performed by a federal agency, whether 
the personal records used in the match are 
federal or nonfederal. ; 

2. For which a federal agency discloses any 
personal records for use in a matching 



^Number used by the Component for reference 
purposes 

2 Indicate the nature of the case, such as, "Denial 
of access,'* "Refusal to amend," "Incorrect records." 
or other violations of the Act (specify). 
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program performed by any other federal 
agency or any nonfederal organization. 

C. Effective Date. These guidelines are 
effective on May 11, 1982; 

D. Definitions. For the purposes of the 
Guidelines, all the terms defined in the 
Privacy Act of 1974 apply. 

1. Personal Record. Any information 
pertaining to an individual that is stored in an 
automated system of records; for example, a 
data base which contains information about 
individuals that is retrieved by name or some 
other personal identifier. 

2. Matching Program. A procedure in which 
a computer is used to compare two or more 
automated systems of records or a system of 
records with a set of nonfederal records to 
find individuals who are common to more 
than one system or set. The procedure 
includes all of the steps associated with the 
match, including obtaining the records to be 
matched, actual use of the computer, 
administrative and investigative action on 
the hits, and disposition of the personal 
records maintained in connection with the 
match. It should be noted that a single 
matching program may involve several 
matches among a number of participants. 
Matching programs do not include the 
following: 

a. Matches that do not compare a 
substantial number of records, such as, 
comparison of the Department of Education's 
defaulted student loan data base with the 
Office of Personnel Management's federal 
employee data' base would be covered; 
comparison of six individual student loan 
defaultees with the OPM file would not be 
covered. 

b. Checks on specific individuals to verify 
data in an application for benefits done 
reasonably soon after the application is 
received. 

c. Checks on specific individuals based on 
information which raises questions about an 
individual's eligibility for benefits or 
payments done reasonably soon after the 
information is received. 

d. Matches done to produce aggregate 
statistical data without any personal 
identifiers. 

e. Matches done to support any research or 
statistical project when the specific data are 
not to be used to make decisions about the 
rights, benefits, or privileges of specific 
individuals. 

f. Matches done by an agency using its own 
records. 

3. Matching Agency. The federal agency 
which actually performs the match. 

4. Source Agency. The federal agency 
which discloses records from a system of 
records to be used in the match. Note that in 
some circumstances a source agency may be 
the instigator and ultimate beneficiary of the 
matching program, as when ah agency 
lacking computer resources uses another 
agency to perform the match. The disclosure 
of records to the matching agency and any 
later disclosure of "hits" (by either the 
matching or the source agencies) must be 
done in accordance with the provisions of 
paragraph (b) of the Privacy Act. 

5. ////. The identification, through a 
matching program, of a specific individual. 

E. Guidelines for Agencies Participating in 
Matching Programs. Agencies should acquire 



and disclose matching records and conduct 
matching programs in accordance with the 
provisions of this section and the Privacy 
Act. 

1 . Disclosing Personal Records for 
Matching Programs. 

a. To another federal agency. Source 
agencies are responsible for determining 
whether or not to disclose personal records 
from their systems and for making sure they 
meet the necessary Privacy Act disclosure 
provisions when they do. Among the factors 
source agencies should consider are: 

(1] Legal authority for the match; 

(2) Purpose and description of the niatch; 

(3) Description of the records to be 
matched; 

(4) Whether the record subjects have 
consented to the match; or whether 
disclosure of records for the match would be 
compatible with the purpose for which the 
records were originally collected; that is, 
whether disclosure under a "routine use" 
would be appropriate; whether the soliciting 
agency is seeking the records for a legitimate 
law enforcement activity^whichever is 
appropriate; or any other provision of the 
Privacy Act under which disclosure may be 
made; 

(5) Description of additional information 
which may be subsequently disclosed in 
relation to "hits"; 

(6) Subsequent actions expected of the 
source (for example, verification of the 
identity of the "hits" or follow-up with 
individuals who are "hits"]; 

(7) Safeguards to be afforded the records . 
involved, including disposition. 

b. If the agency is satisfied that disclosure 
of the records would not violate its 
responsibilities under the Privacy Act, it may 
proceed to make the disclosure to the 
matching agency. It should ensure that only 
the minimum information necessary to . 
conduct the match is provided. If disclosure 
is to be made pursuant to a "routine use" 
(Section (b)(3) of the Privacy Act), it should 
ensure that the system of records contains 
such a use, or it should piiblish a routine use 
notice in the Federal Register. The agency 
should also be sure to maintain an accounting 
of the disclosures pursuant to Section (c) of 
the Privacy Act. 

c. To a nonfederal entity. Before disclosing 
records to a nonfederal entity for a matching 
program to be carried out by that entity, a 
source agency should, in addition to all of the 
consideration in paragraph E.l.a., above, also 
make reasonable efforts, pursuant to Section 
(e)(6) of the Privacy Act, to "assure that such 
records are accurate, complete, timely, and 
relevant for agency purposes." 

2. Written Agreements. Before disclosing to 
either a federal or nonfederal entity, the 
source agency should require the matching 
entity to agree in writing to certain conditions 
governing the use of the matching file; for 
example, that the matching file will remain 
the property of the source agency and be 
returned at the end of the matching program 
(or destroyed as appropriate); that the file 
will be used and accessed only to match the 
file or files previously agreed to; that it will 
not be used to extract information concerning 
"non-hit" individuals for any purpose, and 
that it will not be duplicated or disseminated 



within or outside the matching agency unless 
authorized in writing by the source agency. 

3. Performing Matching Programs, (a) 
Matching agencies should maintain 
reasonable administrative, technical, and 
physical security safeguards on all files 
involved in the matching program. 

(b) Matching agencies should insure that 
they have appropriate systems of records 
including those containing "hits," and that 
such systems and any routine uses have been 
appropriately noticed in the Federal Register . 
and reported to OMB and the Congress, as 
appropriate. 

4. Disposition of Records, a. Matching 
agencies will return or destroy source 
matching files (by mutual agreement) 
immediately after the match. 

b. Records relating to hits will be kept only 
so long as an investigation, either criminal or 
administrative, is active, and will be disposed 
of in accordance with the requirements of the 
Privacy Act and the Federal Records 
Schedule. 

5. Publication Requirements, a. Agencies, 
before disclosing records outside the agency, 
will publish appropriate "routine use" notices 
in the Federal Register, if necessary. 

b. If the matching program will result in the 
creation of a new or the substantial alteration 
of an existing system of records, the agency 
involved should publish the appropriate 
Federal Register notice and submit the 
requisite report to OMB and the Congress 
pursuant to OMB Circular No. A-108. 

6. Reporting Requirements, a. As close to 
the initiation of the matching program as 
possible, matching agencies shall publish in 
the Federal Register a brief public notice 
describing the matching program. The notice 
should include: 

(1) The legal authority under which the 
match is being conducted; 

(2) A description of the matching program 
including whether the program is one time or 
continuing, the organizations involved, the 
purpose or purposes for which the program is 
being conducted, and the procedures to be 
used in matching and following up on the 
"hits"; 

(3) A complete description of the personal 
records to be matched, including the source 
or sources, system of records identifying 
data, date or dates and page number of the 
most recent Federal Register full text 
publication when appropriate; 

(4) The projected start and ending dates of 
the program; 

(5) The security safeguards to be used to 
protect against unauthorized access or 
disclosure of the personal records; and 

(6) Plans for disposition of the source 
records and "hits." 

7. Agencies should send a copy of this 
notice to the Congress and to OMB at the 
same time it is sent to the Federal Register. 

a. Agencies should report new or altered 
systems of records as described in paragraph 
E.5.b., above, as necessary. 

b. Agencies should also be prepared to 
report on matching programs pursuant to the. 
reporting requirements of either the Privacy 
Act or the Paperwork Reduction Act. Reports 
will be solicited by the Office of Information 
and Regulatory Affairs and will focus on iDoth 
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the protection of individual privacy and the 
government's effective use of information 
technology. Reporting instructions will be^ 
disseminated to the agencies as part of either 
the reports required by paragraph (p) of the 
Privacy Act, or Section 3514 of Pub. L. 96-511. 

8. Use of Contractors. Matching programs 
should, as far as practicable, be conducted 
"in-house" by federal agencies using agency 
personnel, rather than by contract. When 
contractors are used, however, 

a. The matching agency should, consistent 
with paragraph (m) of the Priviacy Act, cause . 
the requirements of that Act to be applied to 
the contractor's performance of the matching 
program. The contract should include the 
Privacy Act clause required by Federal 
Personnel Regulation Amendment 155 (41 
CFR 1-1.337-5); 

b. The terms of the contract should include 
appropriate privacy and security provisions 
consistent with policies, regulations, 
standards, and guidelines issued by OMB, 
GSA, and the Department of Commerce; 

c. The terms of the contract should • 
preclude the contractor from using, 
disclosing, copying, or retaining records 
associated with the matching program for the 
contractor's own use; 

d. Contractor personnel involved in the 
matching program shall be made explicitly 
aware of their obligations under the Act and 
of these guidehnes, agency rules, and any 
special safeguards in relation to each specific 
match performed. , 

e. Any disclosures of records by the agency 
to the contractor should be made pursuant to 
a "routine use'.' (5 U,S.C. 552a(b)(3)). 

F. Implementation and Oversight. OMB 
will oversee the implementation of these 
guidelines and shall interpret and advise 
upon agency proposals and actions within 
their scope, consistent with Section 6 of the , 
Privacy Act. 

[51 FR 1364, Jan. 16, 1986. Redesignated at 56 
FR 55631,.Oct. 29, 1991 and amended at 56 FR 
57800, Nov. 14, 1991] 

PART 311— OSD PRIVACY PROGRAM 

Sec. , ■ 

311.1 Reissuance and purpose! 

311.2 Applicability and scope. 

311.3 Definitions. 

311.4 Policy. 

311.5 Responsibilities. 

311.6 Procedures. 

311.7 Procedures for exemptions. 

311.8 Information requirements! 
Authority: Pub. L. 93-579, 88 Stat. 1896 (5 

U.S.C. 552a) 

Source: 51 FR 7070, Feb. 28, 1986. 
Redesignated from 286b at 56 FR 55631, Oct. 
29,1991. ' • 

§311.1 Reissuance and purpose. 

This part reissues Administrative 
Instruction No. 81 to update and 
implement basic policies and procedures 
outlined in Privacy Act of 1974, DoD 
5400.11-R, OMB Circular No. A-108 (TM 
No. 4) and to provide guidance and 
procedures for use in establishing the 
Privacy Program in the Office of the 



Secretary of Defense (OSD) and those 
organizations assigned to OSD for 
administrative support. 

§ 31 1.2 Applicability and scope. 

(a) This part applies to the OSD, Joint 
Staff, Defense Advanced Research 
Projects Agency (DARPA), Uniformed 
Services University of the Health 
Sciences (USUHS) and other activities 
assigned to OSD for administrative 
support (hereafter referred to 
collectively as "OSD Components"). 

(b) This part covers record systems 
maintained by OSD Components and 
governs the maintenance, access, ' • 
change, and release of information 
contained in OSD Component record- 
systems, from which information 
pertaining to an individual is retrieved 
by a personal identifier. 

[51 FR 7070, Feb. 28, 1986, as amended at 54 , . 
FR 2101, Jan. 19, 1990] ! . . 

§311.3 Definitions. 

Access. Any individual's review of a . 
record or a copy of a record or parts of a 
system of records. 

Disclosure. The transfer of any 
personal information from a system of 
records by any means of oral, written, 
electronic, mechanical, or other 
communication, to any person, private , 
entity, or Government agency, other 
than the subject of the record, the 
subject's designated agent, or the . 
subject's legal guardian. > 

Individual. A living citizen of the • 
United States or an alien lawfully 
admitted to the United States for 
permanent residence. The legal guardian 
of an individual has the sanie rights as 
the individual and may act on his or her 
behalf.. 

Individual Access. Access to 
information pertaining to the individual 
or his or her designated agent or legal ' 
guardian. 

Maintain. Includes maintenance, 
collection, use or dissemination. 

Personal Information. Information 
about an individual that is intimate or 
private, as distinguished from 
information related solely to the 
individual's official functions or public . 
life. " . 

§311.4 Policy. 

(a) It is DoD policy to protect the 
privacy of individuals involved in any 
phase of the personnel management 
process and't'o permit any individual to 
know what existing records pertain to 
him ot her in any OSD Component 
covered by this part. 

(b) Each office maintaining records 
and information about individuals shall - 
ensure that their privacy is protected 
from unauthorized disclosure. These 



offices shall permit individuals to have 
access to, and to have a copy made of, 
all or any portion of records pertaining 
to them (except those referred to in 
Chapters 3 and 5, DoD 5400.11-R and to 
have an opportunity to request that such 
records be amended as provided by the 
Privacy Act of 1974. Individuals 
requesting access to their records shall 
receive concurrent consideration under 
the Privacy Act of 1974 and the Freedom 
of Information Act as amended, if 
appropriate. 

(c) The heads of OSD Components 
shall maintain any record of an 
identifiable personal nature in a manner 
that is necessary and lawful. Any 
information collected must be as 
accurate, relevant, timely, and complete 
as is reasonable to ensure fairness to the 
individual. Adequate safeguards must 
be provided to prevent misuse or 
unauthorized release of such 
information. ' , 

§311.5 Responsibilities. 

(a) The Director of Administration 
and Management (DA&M) shall: 

(1) Direct and administer the DoD 
Privacy Program for OSD Components. 

(2) Establish standards and 
procedures to ensure implementation of 
and compliance with the Privacy Act of 
1974, OMB Circular No. A-108 (TM No. 
4), and DoD 5400.11-R. 

(3) Serve as the appellate authority 
within OSD when a requester appeals a * 
denial for amendment of a record or 
initiates legal action to correct a record. 

(4) Evaluate and decide, in , 
coordination with the General Counsel 
(GC), DoD, appeals resulting from 
denials of correction and/or 
amendments to records by OSD ' 
Components. 

(5) Designate the Records 
Management Division, Correspondence 
and Directives Directorate, Washington 
Headquarters Services (WHS), as the 
office responsible for all aspects of the 
Privacy Act, except that portion • 
pertaining to receiving and acting on 
public requests for personal records. As 
such, the Records Management Division, 
shall: : . 

(i) Exercise oversight and 
admihistrative control of the Privacy Act 
Program in OSD and those organizations 
assigned to OSD for administrative 
support; 

(ii) Provide guidance and training to 
organizational entities as required by 
the Privacy Act of 1974 and OMB 
Circular A-108 (TM No. 4). 

(iii) Collect and consolidate data from 
OSD Components, and submit an annual 
report to the Defense Privacy Office, as 
required by the Privacy Act of 1974, 
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0MB Circular A-108 (TM No. 4) and 
DoD 5400.11-R. 

(iv) Coordinate and consolidate 
information for reporting all record 
systems, as well as changes to approved 
systems, to the Office of Management 
and Budget (0MB), the Congress, and 
the Federal Register, as required by the 
Privacy Act of 1974, OMB Circular No. 
A-108 (TM No. 4) and DoD 5400.11-R. 

(v) Collect information from OSD 
Components, and prepare consolidated 
reports required by the Privacy Act of 
1974 and DoD 5400.11-R. 

(b) The Assistant Secretary of 
Defense (Public Affairs) (ASD(PA) shall: 

(1) Designate the Director for Freedom 
of Information and Security Review, 
OASD(PA), as the point of contact for 
individuals requesting information or 
access to records and copies concerning 
themselves. 

(2) Serve as the authority within OSD 
when requesters seek reconsideration of 
previously denied requests for access to 
records, and in coordination with the 
GC, DoD, and the DA&M, evaluate and 
decide on such requests. 

(c) The Director for Freedom of 
Information and Security Review shall: 

(1) Forward requests for information 
or access to records to the appropriate 
OSD Component having primary 
responsibility for any pertinent system 
of records under the Privacy Act of 1974 
or to OSD Components, under the 
Freedom of Infonnation Act as 
amended. 

(2) Maintain deadlines to ensure that 
responses are made within the time 
limits prescribed in DoD 5400.7-R, DoD 
Directive 5400.10 and this part. 

(3) Collect fees charged and assessed 
for reproducing requested materials. 

(4) Refer all matters concerning 
amendments of records and general and 
specific exemptions under the Privacy 
Act of 1974 to the proper OSD 
components. 

(5) Authorize a specific field activity 
of an OSD Component to act as the 
point of contact for individuals 
requesting information or access to 
records or copies, under the Privacy Act 
of 1974 for which the field activity has 
primary responsibility. All 
authorizations by the ASD(PA) shall be 
coordinated with the heads of the OSD 
Component concerned. 

(d) The General Counsel, DoD. shall: 

(1) Coordinate with the Department of 
Justice (DoJ) on all OSD final denials of 
appeals for amending records, and 
review actions to confirm denial of 
access to records. 

(2) Provide advice and assistance to 
the DA&M in the discharge of appellate 
and review responsibilities, and to the 
ASD{PA) on all access matters. 



(3) Provide advice and assistance to 
OSD Components on legal matters 
pertaining to the Privacy Act of 1974. 

(e) The Head of OSD Components 
shall: 

(1) Designate an individual as the 
point of contact for Privacy Act matters; 
designate an official to deny initial 
requests for access to an individual's 
records or changes to records; and 
advise both DA&M and ASD(PA) of 
names of officials so designated. 

(2) Report any new record system, or 
changes to an existing system, to the 
Records Administrator, WHS at least 90 
days before the intended use of the 
system. 

(3) Review all contracts that provide 
for maintaining records systems, by or . 
on behalf of his or her office, to ensure 
within his or her authority, that language 
is included that provides that such 
systems shall be maintained in a 
manner consistent with the Privacy Act 
of 1974. 

(4) Revise procurement guidance to 
ensure that any contract providing for 
the maintenance of a records system, by 
or on behalf of his or her office, includes 
language that ensures that such system 
will be maintained in accordance with 
the Privacy Act of 1974. 

(5) Revise computer and 
telecommunications procurement 
policies to ensure that agencies review 
all proposed contracts for equipment 
and services to comply with the Privacy 
Act of 1974. 

(6) Coordinate with Automatic Data 
Processing (ADP) and word processing 
managers providing services to ensure 
that an adequate risk analysis is 
conducted to comply with DoD 5400.11- 
R. 

(7) Review all Directives that require 
forms or other methods used to collect 
information about individuals to ensure 
that the Privacy Act of 1974 is complied 
with. 

(8) Establish administrative systems 
in OSD Component organizations to 
comply with the procedures listed in this 
part and DoD 5400.11-R. 

(9) Coordinate with the Office of the 
General Counsel (OGC) on all proposed 
denials of access to records. 

(10) Provide justification to the 
ASD(PA) when access to a record is 
denied in whole or in part. 

(11) Provide the record to the 
ASD(PA) when the initial denial of a 
request for access to such record has 
been appealed by the requester, or at 
the time of initial denial when appeal 
seems likely. 

(12) Maintain an accurate account of 
the actions resulting in a denial for 
access to a record or for the correction 
of a record. This account should be 



maintained so that it can be readily 
certified as the complete record of • 
proceedings if litigation occurs. 

(13) Ensure that all personnel who 
either have access to. the system of 
records, of who are engaged in 
developing or supervising procedures for 
handling records in the system, are 
aware of their responsibilities for 
protecting personal information as 
established in the Privacy Act and DoD 
5400.11-R. 

(14) Forward all requests for access to 
records received directly from an 
individual to the ASD(PA) for 
appropriate suspense control and 
recording. 

(15) Provide ASD(PA) with a copy of 
the requested record when the request is 
granted. 

(f) The Director for Space 
Management and Services (SM&S), 
WHS, shall: Upon request of the OSD 
Records Administrator, provide the 
necessary automated services through 
the OSD support system for publishing 
of data in the Federal Register as 
required by the Privacy Act of 1974. 

(g) The Requester is responsible for: 
(1) Submitting a request for access to 

a record or information, in person or in 
writing, to the Directorate for Freedom 
of Information and Security Review, 
(DFOI/SR), OASD(PA), Room 2C757, 
Pentagon, Washington, DC 20301-1155. 
The Requester must also: 

(1) Establish his or her identity as 
outlined in DoD 5400.11-R. 

(ii) Describe the record sought, and 
provide sufficient information to enable 
the material to be located (e.g., 
identification of system or records, 
approximate date it was initiated, 
originating organization, and type of 
document). 

(iii) Comply with procedures provided 
in DoD 5400.11-R for inspecting and/or 
obtaining copies of requested records. 

(2) Submitting a written request to 
amend the record to the system manager 
or to the office designated in the system 
notice. 

[51 FR 7070, Feb. 28. 1986. as amended at 54 
PR 2101, Jan. 19. 1990. Redesignated at 56 FR 
55631, Oct. 29, 1991 and amended at 56 FR 
57801, Nov. 14, 1991] 

§ 311. is Procedures. 

(a) Publication of Notice in thte 
Federal Register. (1) A notice shall be 
published in the Federal Register of any 
record system meeting the definition of 
a system of records defined in DoD 
5400.11-R. 

(2) Regarding new or revised records 
systems, each OSD Component shall 
provide the DA&M with 90 days 
advance notice of any anticipated new 
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or revised system of records. This 
material shall be submitted to the Office 
of Management and Budget (OMB) and 
to Congress at least 60 days before use 
and to the Federal Register at least 30 
days before being put into use, in order 
to provide an opportunity for interested 
persons to submit written data, views, 
or arguments to the OSD Components. 
Instructions on content and preparation 
are outlined in DoD Regulation 5400.11- 
R. 

[h] Access to Information on Records 
Systems. (1) Upon request, and as 
provided by the Privacy Act, records 
shall be disclosed only to the individual 
they pertain to and under whose 
individual name or identifier they are 
filed, unless exempted by provisions 
stated in DoD 5400.11--R. 

(2) There is no requirement under the 
Privacy Act of 1974 that a record .be 
created or that an individual be given 
access to records that are not retrieved 
by name or other individual identifier. 

(3) Granting access to a record 
containing personal 'information shall 
not be conditioned upon any 
requirement that the individual state a 
reason or otherwise justify the need to 
gain access. 

(4) No verification of identity shall be 
required of an individual seeking access 
to records that are otherwise available 
to the public. ' 

(5) Individuals shall not be denied . 
access to a record in a system of records 
pertaining to themselves because those 
records are exempted from disclosure 
under DoD 5400.7-R. This regulation 
states that "an exempted record shall be 
made available upon request of any 
individual when, in the judgment of the 
releasing Component or higher 
authority, no significant, legitimate, 
governmental purpose would be served 
by withholding it under an applicable 
exemption." 

(6) Individuals shall not be denied 
access to their records for refusing to 
disclose their Social Security Numbers 
(SSNs), unless disclosure of the.SSN is 
required by statute, by regulation 
adopted before January 1, 1975, or if the 
record's filing identifier and only means 
of retrieval is by SSN. 

[7] Any individual may request access 
to a record pertaining to him or her, in 
person or by mail, in accordance with 
the procedures outlined in paragraph 
(b)(8) of this section. 

(8) Information necessary to identify a 
record is: The individual's name, date of 
birth, place of birth, idientification of the 
records system as listed in the Federal 
Register, or sufficient information to 
identify the type of records being sought, 
and the approximate date the records 
might have been 'created. Any individual 



making a request for access to records 
in person shall come to the Directorate 
for Freedom of Information and Security 
Review, DFOI/SR, OASD(PA) Room 
2C757, Pentagon, Washington. DC 
20301-1155; and shall provide personal 
identification acceptable to the Director, 
DFOI/SR, to verify the individual's 
identity (e.g., driver's Ucense, other 
licenses, permits, or passes used for 
routine identification purposes). 

(9) If an individual wishes to be 
accompanied by a third party when 
seeking access to records or wishes to 
have the record released directly to a 
third party, the individual may be 
required to furnish a signed access 
authorization granting the third party 
access. 

(10) Any individual subinitting a 
request by mail for access to 
information shall address such request 
to the Directorate for Freedom of 
Information and Security Review, 
OASD(PA), Pentagon, Room 2C757, 
Washington, DC 20301-1155. The 
request shall include a signed notarized 
statement to verify his or her identity or 
an alternate verification for individuals, 
such as military members overseas who 
do not have access to notary services. 

(11) The following procedures shall 
apply to requests for access to 
investigatory records: 

(i) Individuals requesting access to 
investigatory records pertaining to 
themselves and for law enforcement 
purposes are processed under DoD 
5400.11-R or DoD 5400.7-R depending on 
which regulation gives them the greater 
degree of access. 

(ii) Individual requests for access to 
investigatory records pertaining to 
themselves compiled for law 
enforcement purposes (and in the 
custody of law enforcement activities) 
that have been incorporated into the 
records system, exempted from the 
access provisions of DoD 5400.11-R, will 
be processed in accordance with Section 
B, Chapter 5, DoD 5400.11-R. Individuals 
shall not be denied access to records 
solely because they are in the exempt 
system, but they will have the same 
access that they would receive under 
DoD 5400.7-R; (Also see subsection 
A.10., Chapter 3, DoD 5400.11-R). 

(iii) Requests by individuals for access 
to investigatory records pertaining to 
themselves that are in records systems 
exempted from access provisions will be 
processed under subsection C.l. of 
Chapter 5, DoD 5400.11-R or DoD 
5400.7-R, depending upon which 
regulation gives the greater degree of 
access. (See also subsection A.IO., 
Chapter 3, DoD 5400.11-R). 

(iv) Individual requests for access to 
investigatory records exempted from 



access under Section B, Chapter 5, DoD 
5400.11-R that are temporarily in the 
hands of a noninvestigatory element for 
adjudicative or personnel actions, will 
be referred to the originating 
investigating agency. The requester will 
be iiiforitied in writing of these referrals. 

(12) The following procedures shall 
apply to requests for illegible, 
incomplete, or partially exempt records: 

(i) An individual shall not be denied 
access to a record or a copy of a record 
solely because the physical condition or 
format of the record does not make it 
readily available (e.g., deteriorated state 
or on magnetic tape). The document will 
be prepared as an extract, or it will be 
exactly recopied. 

(ii) If a portion of the record contains 
information that is exempt from access, 
an extract or summary containing all of 
the information in the record that is 
releasable shall be prepared. 

(iii) When the physical condition of 
the record makes it necessary to prepare 
an extract for release, the extract shall 
be prepared so that it will be understood 
by the requester. 

(iv) The requester shall be informed of 
all deletions or changes to records. 

(13) Medical records shall be 
disclosed to the individual they pertain 
to, unless a determination is made in 
consultation with a medical doctor, that 
the disclosure could have adverse 
effects on the individual's physical or 
mental health. Such information may be 
transmitted to a medical doctor named 
by the individual concerned. 

(14) The individual may be charged . 
reproduction fees for copies or records 
as outlined in DoD 5400.11-R. 

(c) Request To Amend Personal 
Information in Records Systems and 
Disputes. (1) The Head of an OSD 
Component, or the designated official, 
shall allow individuals to request ■ 
amendrhent to their records to the extent 
that such amendment does not violate 
existing statutes, regulations, or 
administrative procedures. Requests 
should be as brief and as simple as . 
possible and should contain, as a 
minimum, identifying information to 
locate the record, a description of the 
items to be amended, and the reason for 
the change. A request shall not be 
rejected nor required to be resubmitted 
unless additional information is 
essential to process the request. 
Requesters shall be required to provide 
verification of their identity as stated in 
paragraph (b)(8) of this section to ensure 
that they are seeking to amend records 
pertaining to themselves, and not, 
inadvertently or intentionally, the - 
records of others. 
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(2) The appropriate system manager 
shall mail a written acknowledgment to 
an individual's request to amend a 
record within 10 days after receipt, 
excluding Saturdays, Sundays, and legal 
public holidays. Such acknowledgment * 
shall identify the request and may, if 
necessary, request any additional 
information needed to make a 
determination. No acknowledgment is 
necessary if the request can be 
reviewed, processed, and if the 
individual can be notified of compliance 
or denial within the 10-day period. 
Whenever practical, the decision shall 
be made within 30 working days. For 
requests presented in person, written 
acknowledgment may be provided at the 
time the request is presented. 

(3) The Head of an OSD Component, 
or designated official, shall promptly 
take one of the following actions on 
requests to amend the records: 

(i) If the OSD Component official 
agrees with any portion or all of an 
individual's request, he or she will 
proceed to amend the records in 
accordance with existing statutes, 
regulations, or administrative 
procedures, and inform the requester of 
the action taken. The OSD Component 
official shall also notify all previous 
holders of the record that the 
amendment has been made, and shall 
explain the substance of the correction. 

(ii) If he or she disagrees with all or 
any portion of a request, the individual 
shall be informed promptly of the 
refusal to amend a record, the reason for 
the refusal, and the procedure 
estabUshed by OSD for ah appeal as 
outlined in paragraph (c)(6) of this 
section. 

(iii) If the request for an amendment 
pertains to a record controlled and 
maintained by another Federal agency, 
the request shall be referred to the 
appropriate agency, and the requester 
advised of this. 

(4) The following procedures shall be 
used when reviewing records under 
dispute: ■ 

(i) In response to a request for an 
amendment to records, officials shall 
determine the accuracy, relevance, 
timeliness, or completeness of the 
requested record' The Head of an OSD 
Component, or designated official, shall 
develop tolerances for accuracy, 
relevance, and timeliness by giving 
coiisideration as to whether such 
tolerances could result in consequences 
adverse to the individual. 

(ii) The Head of an OSD Component, 
or designated official, shall limit the 
review of a record to those items of 
information that clearly bear on any 
determination to amend the records and 



shall ensure that all those elements are 
present before determination is made. 

(5) If the Head of an OSD Component, 
or designated official, after an initial 
review of a request to amend a record, ' 
disagrees with all or any portion of a 
record, he or she shall: 

(i) Advise the individual of the denial 
and. the reason for it. 

(ii) Inform the individual that he or 
she may request a further. review. 

(iii) Describe the procedures for 
requesting such review including the 
name and address of the official to 
whom the request should be directed. 
The procedures should be as brief and 
simple as possible and should indicate 
where the individual can seek advice or 
assistance in obtaining such review. 

(iv) Furnish a copy of the justification 
of any denial to amend a record to 
DA&M. 

(6) If an individual disagrees with the 
initial OSD determination, he or shie 
may file a request for further review of 
the record. The request should be sent to 
the Deputy Assistant Secretary of 
Defense (Administration), Department 
of Defense, The Pentagon, Washington, 
DC 20301-1155, if the record is created 
and maintained by an OSD Component. 

(7) If, after review, the DA&M further 
refuses to amend the record as 
requested, the DA&M shall advise the 
individual: 

(i) Of the refusal and the reason for it. 

(ii) Of his or her right to file a 
statement of the reason for disagreeing 
with the DA&M's decision. 

(iii) Of the procedures for filing a 
statement of disagreements. 

(iv) That the statement filed shall be 
made available to anyone the record is 
disclosed to, together with a brief 
statement, at the discretion of the OSD 
Component, summarizing its reasons for 
refusing to amend the records. 

(v) That prior recipients of copies of 
disputed records shall be provided a 
copy of any statement of dispute to the 
extent that an accounting of disclosure 
is maintained. 

(vi) Of his or her right to seek judicial 
review of the DASD(A)'s refusal to 
amend a record. 

(8) If, after the review, the DA&M 
determines that the record should be 
amended in accordance with the 
individual's request, the OSD 
Component shall amend the record, 
advise the individual, and inform 
previous recipients where an accounting 
of disclosure has been maintained. 

(9) The final OSD determination on an 
individual's request for a review of the 
DA&M's refusal to amend the record 
must be concluded within 30 days 
(excluding Saturdays, Sundays, and 
legal public holidays) after receipt by 



the proper office. If the DA&M 
determines that a fair and equitable 
review cannot be made within that time, 
the individual will be informed in 
writing of thie reasons for the delay and 
of the approximate date the review is 
expected to be completed. 

(d) Disclosure of Disputed 
Information. [1] After the DA&M has 
refused to amend a record and the 
individual has filed a statement under 
paragraph (c)(7) of this section, the OSD 
Component shall clearly annotate the 
record so that the proceeding is clear to 
any authorized person to whom the 
record is disclosed. The notation itself 
shall be integral to the record. Where an 
accounting of a disclosure has been 
made, the OSD Cipmponent shall advise 
previous recipients that the record has . 
been disputed, and shall provide a copy 
of the individual's statement where 
requested. 

(1) This statement shall be maintained, 
to permit ready retrieval whenever the 
disputed portion of the record is to be 
disclosed. 

(ii) When information that is the 
subject of a statement of dispute is 
subsequently disclosed, the OSD 
Component's designated official shall 
note which information is disputed and . 
provide a copy of the individual's 
statement. 

(2) The OSD Component shall include 
a brief summary of its reasons for not- " 
making a correction when disclosing 
disputed information. Such statement 
shall normally be limited to the reasons 
given to the individual for not amending 
the record. 

(3) Copies of the OSD Component's 
summary will be treated as part of the 
individual's record; however, it will not 
be subject to the amendment procedure 
outlined in paragraph (c)(3) of 'this 
section. 

(4) Paragraph B of Chapter 11, Dod, 
5400.11-R. prescribes that all requests 
for participation in a matching program 
(either as a matching agency or a source 
agency) be submitted to the Defense' 
Privacy Office for review and 
compliance. OSD Components will 
submit these requests through the 
Records Management Division. 

[e] .PenaIties — (1) Civil Action, (i) An 
individual may file a civil suit against 
the United States for: 

(A) Refusal, to amend a record. 

(B) Improper denial of the access to a 
record. 

(C) Failure to maintain a record 
accurately. 

(ii) An individual may also file a suit 
against the United States for failure to 
implement a provision of the Privacy 
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Act when such failure leads to an 
adverse determination. 

(iii) If the individual's suit is upheld, . 
the court may direct the United States to 
pay. the court costs and lawyer's fees. 

(iv) When the individual can shovy 
that personal damage was done because 
an OSD officer or employee failed to 
comply with tlie provisions of the . 
Privacy Act*bf"1974, the United States 
may be assessed damages, by the court 
at a minimum of $1,000. 

(2) Criminal action, (i) Criminal 
penalties may be imposed against an 
OSD officer or employee for willful 
unauthorized disclosure of information 
in the records, for failure to publish a 
notice of the existence of a record 
system in the Federal Register, or for 
gaining access to the individual's record 
under false pretenses (i.e., against any 
person who knowingly arid willfully 
requests'or obtains any record 
concerning another individual without 
legal authorization). 

(ii) An OSD officer or employee may 
be fined up to $5,000 for a violation as 
outlined in paragraph (e](2)(i) of this' 
section. • 

(3) Litigation Status Sheet Wheriiever 
a complaint citing the Privacy Act of ' 
1974 is filed in a U.S. District Court 
against the Department of Defense, a 
DoD Component, or any DoD employee, 
the responsible system manager shall > 
promptly notify the Defense Privacy 
Office. The litigation status sheet in DoD 
5400.11-R provides a standard format 
for this notificatiori. (The initial . 
litigation status sheet shall, as a . ' ' 
. miniumum, provide the information 
required by items 1 through 6.) A revised 
litigation status sheet shall be provided 
at each stage of the litigation. When a , 
court renders a formal opinion or . 
judgment, copies of the judgment or 
opinion shall be provided to the Defense 
Privacy Office with the litigation status 
sheet reporting that judgment or opinion. 
[51 FR 7070, Fe^b. 28,1986, as amended at 54 
FR 2101, Jan. 19, 1990. Redesignated at 56 FR 
55631, Oct. 29, 1991 and amended at 56 FR 
57801;Nov..14, 1991] • , 

§ 31 1.7 Procedures for exemptions. 

(a) General information. The 
Secretary of Defense designates those 
Office of the Secretary of Defense (OSD) 
systems of records which will be exempt 
from certain provisions of the Privacy 
Act. There are two types of exemptions, 
general and specific. The general 
exemption authorizes the exemption of a 
system of records from all but a few 
requirements of the Act. The specific 
exemption authorizes exemption of a . . 
system of records or portion thereof, 
from only a few specific requirements. If 
an OSD Component originates a new 



system of records for which it proposes 
an exemption, or if it proposes an . 
additional or new e:icemption for an 
existing system of records, it shall 
submit the recommended exemption 
with the records system notice as 
outlined in § 311.6. No exemption of a 
system of records shall be .considered 
automatic for all records in the system. . 
The systems manager shall review each 
requested record and apply the 
exemptions only when this will:serve 
significant and legitimate Government 
purpose. 

(b) General exemptions. The. general 
exemption provided by 5 U.S.C. 
552a(j)(2) may be invoked for protection 
of systems of records maintained by law . 
enforcement activities. Certain 
functional records of such activities are 
not subject to access provisions of the 
Privacy Act of 1974. Records identifying 
criminal offenders and alleged offenders 
consisting of identifying data and ' 
notations of arrests, the type and 
disposition of criminal charges, 
sentencing, confinement, release,: parole, 
and probation status, of individuals are 
protected from disclosure. Other records 
and reports compiled during criminal 
investigations, as well as any other 
records developed at any stage of the 
criminal law enforcement process from 
arrest to indictment through the final 
release from parole supervision are 
excluded from release. 

(1) System Identification and Name— 
DWHS P42.0, "DPS Incident Reporting 
and Investigations Case Files'*. 

Exemption — ^Portions of this system 
that fall within 5 U.S.C. 552a(j](2) are 
exempt from the following provisions of 
5 U.S.C. 552a, Sections (c) (3) and (4); 

(d) (1) through (d)(5); (e)(1) through (e)(3); 

(e) (5); (f)(1) through (f)(5); (g)(1) through , 
(g)(5); and (h) of the Act. 

Authority— h U.S.C. 552a(j)(2). 

Reason — ^The Defense Protective 
Service is the law enforcement body for 
the jurisdiction of the Pentagon and 
immediate environs. The nature of 
certain records created and maintained 
by the DPS requires exemption from 
access provisions of the Privacy Act of 
1974. The general exemption, 5 U.S.C. 
552a(j)(2), is invoked to protect ongoing 
investigations and to protect from 
access criminal investigation 
information contained in this record 
system, so as not to jeopardize any 
subsequent judicial or administrative 
process taken as a result of information 
contained in the 

(2) System Identification and Name — 
JS006.CND, USSOUTHCOM Counter 
Narcotics Database. 

Exemption — Portions of this system 
that fall within 5 U.S.C. 552a(i)(2) are 
exempt from the following provisions of 



5 U.S.C. 552a, section (c) (3) and (4); 

(d) (1) through (d')(5); (e)(1) through (e)(3); 

(e) (4)(G) and (e)(4)(H); (e)(5); ;(f)(l) 
through (f)(5); (g).(l) through (g)(5) of the 
Act. 

Authority: 5 U.S.C. 552a(j)(2). 

i?ea50/?— From, subsection (c)(3) 
because the release of accounting of 
disclosure wo.uld inform a subject that 
he or she is .under investigation. This 
information wotfld proyide considerable 
advantage to the subject in providing 
hini or her with knowledge concerning 
the nature of the investigation and the 
coordinated investigatiye efforts and 
techniques employed by the cooperating 
agencies. This would greatly impede 
USSOUTHCOM's criminal law 
enforcement. 

For subsections (c)(4) and (d) because 
notification would alert a subject to the 
fact that an investigation of that . . 
individual is, taking place, and might . 
weaken the on-going, investigation, 
reveal investigatory techniques, and 
place confidential informants in 
jeopardy. 

From subsections (e)(4) (G) and (H) 
because this system of records is 
exempt from the access provisions of ^ 
subsection (d) pursuant to subsection (j). 

From subsection (f) because the 
agency's rules are inapplicable to those 
portions of the system that are exempt 
and would place the burden on the . 
agency of either confirming or denying 
the existence of a record pertaining to a 
requesting individual might in itself 
provide an answer to that individual 
relating to an on-going criminal . 
investigation. The conduct of a 
successful investigation leading to the 
indictment of a criminal offender 
precludes the applicability of 
established agency rules relating to 
verification of record, disclosure of the 
record to that individual,, and record 
amendment procedures for this record, 
system. 

For compatibility with the exemption . 
claimed from subsection (f), the civil 
remedies provisions of subsection (g) 
must be suspended for this record 
system. Because of the nature of 
criminal investigations, standards of 
accuracy, relevance, timeliness and 
completeness cannot apply to this 
record system. Information gathered in 
criminal investigations is often 
fragmentary and leads relating to an 
individual in the context of one 
investigation may instead pertain to a 
second investigation. 

From subsection (e)(l) because the 
nature of the criminal investigative 
function creates unique problems in 
prescribing a specific parameter in a 
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particular case with respect to what 
information is relevant or necessary. 
Also, diie toUSSOUTHCOM's close 
liaison and working relationships with 
the other Federal, as well as state, local 
and foreign country law enforcement 
agencies, information may be received 
which may relate to a case under the 
investigative jurisdiction of another 
agency. The maintenance of this 
information may be necessary to 
provide leads for appropriate law 
enforcement purposes, and to establish . 
patterns of activity which may relate to 
the jurisdiction of other cooperating 
agencies. 

From subsection (e)(2) because 
collecting information to the greatest! 
extent possible directly from the. subject 
individual may or may not be 
practicable in a criminal investigation. 
The individual may choose not to 
provide information and the law 
enforcement process will rely upon 
significant information about the subject 
from witnesses and informants. 

From subsection (e)(3) because 
supplying an individual with a form 
containing a Privacy Act Statement 
would tend to inhibit cooperation by 
many individuals involved in a criminal 
investigation. The effect would be 
somewhat inimical to established 
investigative methods and techniques. 

From subsection (e)(5) because the 
requirement that records be maintained 
with attention to accuracy, relevance, 
timeliness, and completeness would 
unfairly hamper the criminal 
investigative process. It is the nature of 
criminal law enforcement for 
investigations to uncover the 
commission of illegal acts at diverse 
stages. It is frequently impossible to 
determine initially what information is 
accurate, relevant, timely, and least of 
all complete. With the passage" of time, 
seemingly irrelevant or untimely 
information may acquire new significant 
as further investigation brings new 
details to light. 

From subsection (e)(8) because the 
notice requirements of this provision 
could present a serious impediment to 
criminal law enforcement by revealing 
investigative techniques, procedures, 
and existence of confidential 
investigations. 

(c) Specific exemptions. All systems 
of records maintained by any OSD 
Component shall be exempt from the 
requirements of 5 U.S.C. 552a(d) 
pursuant to subsection (k)(l) of that 
section to the extent that the system 
contains any information properly 
classified under Executive Order 11265, 
"National Security Information," dated 
June 28, 1979, 552a(d) pursuant to 
subsection (k)(l) of that section to the 



extent that the system contains any 
information properly classified under 
Executive Order 11265, "National 
Security Information," dated June 28, 
1979, as amended, and required by the 
Executive Order to be kept classified in 
the interest of national defense or 
foreign policy. This exemption, which 
may be applicable to parts of all . 
systems of records, is necessary because 
certain record systems not otherwise 
specifically designated for exemptions 
may contain isolated information which 
has been properly classified. The 
Secretary of Defense has designated the 
following OSD system of records 
described below specifically exempted 
from the appropriate provisions of the 
Privacy Act pursuant to the designated 
authority contained therein: 

(1) SYSID^DWHS P26, SYSNAME. 
Protective Services File. Exemption. 
This system of records is exempt from 
subsections (c)(3), (d), (e)(lj, (e)(4), (G), 
(H). (I), and (f) of 5 U.S.C. 552a, which 
would require the disclosure of 
investigatory material compiled for law 
enforcement purposes; or a record 
maintained in connection with providing 
protective services to the President of 
the United States or other individuals 
pursuant to 18 U.S.C. 3056. If any 
individual is denied any right, privilege, 
or benefit that he would otherwise be 
entitled by Federal law, or otherwise be 
eligible, as a result of the maintenance 
of the material compiled for law 
enforcement purposes, the material shall 
be provided to that individual, except to 
the extent that its disclosure would 
reveal the identity of a source who 
furnished information to the 
Government under an express promise 
or, prior to September 27, 1975, under ari 
implied promise that the identity of the ' 
source would be held in confidence. At 
the time of the request for a record, a 
determination will be made coricerriing 
whether a right, privilege, or benefit is 
denied or. specific information would 
reveal the identity of a source. 

Autliority. 5 U.S.C. 552a(k) (2) and (3). 

Reasons. These exemptions are 
necessary to maintain the 
confidentiality of the records compiled 
for the purpose of law enforcement, or 
protecting the President of the United 
States or others pursuant to 18 U.S.C. 
3056. 

(2) SYSID-DWHS P28, SYSNAME. 
The Office of the Secretary of Defense 
Clearance File: 

Exemption. This system of records is 
exempt from subsections (c)(3) and (d) 
of 5 U.S.C. 552a, which would require 
the disclosure of investigatory material 
compiled solely for the purpose of 
determining access to classified 
information but only to the extent that 



disclosure of such material would reveal 
the identity of a source who furnished 
information to the Government under an 
expressed promise that the identity of 
the source would be held in confidence 
or,, prior to September 27, 1975, under an 
implied promise that the identity of the 
source would be held in confidence. A 
determination will be made at the time 
of the request for a record concerning 
the specific information which would • " 
reveal the identity of the source. 

Authority. 5 U.S.C. 552a(k)(5). ' / 

Reasons. TYlis exemption is required 
to protect the confidentiality of the 
sources of information compiled for the 
purpose; of determining access to 
classified information. This 
confidentiaUty helps maintain the 
Government's, continued access to 
information from persons who would 
otherwise refuse to give it. 

[ZYSYSID-DGC 04, SYSNAME. 
Industrial Personnel Security Clearance 
Case Files. 

Exemption. All portions of this system 
which fall under 5 U.S.C. 552a(k)(5) are 
exempt from the following provisions of 
Title 5 U.S.C. 552a: (c)(3); (d). 

Authority. 5 U.S.C. 552a(k){5). 

Reasons. This system of records is 
exempt from subsections (c)(3). and (d) 
of section 552a of 5 U.S.C. which would 
require the disclosure of investigatory 
material compiled solely for the purpose 
of determining access to classified 
information, but only to the extent that ' 
the disclosure of such material would 
reveal the identity of a source who 
furnished information to the 
Government under an expressed 
promise that the identity of the source 
would be held in confidence, or prior to 
September 27, 1975, under an implied 
promise that the identity of the source 
would be held in confidence. A 
determination will be made at the time 
of the request for a record concerning 
whether specific information would 
reveal the identity of a source. This 
exemption is required in order to protect 
the confidentiality of the sources of 
information compiled for the purpose of- 
determining access to classified 
information. This confidentiality helps 
maintain the Government's continued 
access to information from persons who 
would otherwise refuse to give it. 

[4] SYSID-DWHS P32, SYSNAME. 
Standards of Conduct Inquiry File. : 
Exemption. This system of records is 
exempted from subsections (c)(3) and 
(d) of 5 U.S.C. 552a, which would require 
the disclosure of: Investigatory material 
compiled for law enforcement purposes; 
or investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifications 
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for Federal civilian employment, 
military-service, or Federal contracts, 
but only- to the extent that the disclosure 
of such material would reveal the 
identity of a source who furnished 
information to the Government under an 
express promise or, prior to September 
27, 1975, under an implied promise that 
the identity of the source would be held 
in confidence. If any individual is denied 
any right, privilege, or benefit that he 
would otherwise be entitled by Federal 
law, or otherwise be eligible, as a result 
of the maintenaiice of investigatory 
material compiled for law enforcement 
purposes, the material shall be provided 
to that individual, except^to the extent 
that its disclosure would reveal the 
identity of a source who furnished 
information to the Government under an 
express promise or, prior to September • 
27, 1975, under an implied promise that 
the identity of the source would be held 
in confidence. At the time of the request 
for a record, ai determination will be 
made concerning whether a right, 
privilege,, or benefit is denied or specific 
information would reveal the identity of 
a source. '' '.' 

Authority. 5 U.S.C. 552a(k) (2) and (5). 

Reasons. These exemptions are 
necessary to protect the confidentiahty 
of the records compiled for the purpose 
of: Enforcemeiit of the conflict of • 
interest statutes by the Department of 
Defense Standards bf Conduct 
Counselor, General Counsel, or" their 
designees;'and determining suitability, 
eligibility or qualifications for Federal 
civilian employment,' military service, or 
Federal contracts of those alleged to 
have violated or caused others to violate 
the Standards of Conduct regulations of . 
the Department of Defense. 

(5) SYSID-DUSDP 02, SYSNAME. i - ^ 
Special Personnel Security Cases. - 

Exemption. All portions of this system 
which-fallunder 5 U.S.C: 552a(k)(5} are 
exempt from the following provisions of 
5 U.S.C. 552a: (c)(3); (d). 

Authorityr^ U.S.C. 552a(k)(5). 

Reasons; system of records is 
exemptfrom subsections (c)(3) and (d) 
of 5 U.S.C. 552a which would require the 
disclosure of. investigatory material 
compiled solely for the purpose of 
determining access to classified 
information, but only to the extent that 
the disclosure of such material would, 
reveal the identity of a source who , . 
furnished information to the 
Government ;under an expressed 
promise that the identity of the source 
would be held in. confidence or, prior to 
September 27, 1975, under an implied 
promise that the identity of the source 
would be held in confidence. A 
determination will be made at the time 
of the request for_a record concerning 



whether specific infoFmatiori would 
reveal the identity of a source., This 
exemption is required in order to protect 
the confidentiality of the sources of 
information compiled for the purpose of 
determining access to classified 
information. This confidentiality helps . 
maintain the Government's continued 
access to information from persons who 
would otherwise refuse to give it. 

(6) System Identification and Name- 
DODDS 02.0, Educator AppUcation Files. 

Exemption — All portions of this 
system which fall within 5 U.S.C. 
552a(k)(5) may be exempt from the 
following provisions of Title 5 U.S.C. 
552a: (c)(3); (d). 
Authority-^5 U,S.C. 552a(k)(5)., 
Reasons — It is imperative that the . 
confidential nature of evaluation and 
investigatory material on teacher 
application files furnished the 
Department of Defense Dependent 
Schools (DoDDS.) under promises of 
confidentiality be exempt from 
disclosure to the individual to insure the 
candid presentation of information 
necessary to make determinations 
involving applicants suitability for 
DoDDS teaching positions. 

(7) System Identification and Name — 
DODDS 25,0, DoDDS Internal Review 
Office Project File. 

Exemption — Portions of this system 
that fall within the provisions of 5 U.S.C. 
552a (k) (2) are exempt from the following 
subsections (c)(3), (d), (e)(4)(G), 
(e)(4)(H), and (f). 

Authority— 5 U.S.C. 552a(k)(2). 

Reasons — From subsection (c)(3) 
because the release of a disclosure 
accounting would inform a subject that 
he or she is under investigation. This 
information would provide considerable 
advantage to the subject in providing 
him or her with knowledge concerning 
the nature of the investigation and the 
coordinated investigative efforts and 
techniques employed by cooperating 
agencies. This would greatly impede the 
IRO's criminal law enforcement 
effectiveness. 

From subsection (e)(4)(G) and 
(e)(4)(H), because notification would 
alert a subject to the fact that an 
investigation of that individual is taking 
place, and might weaken the on-going 
investigation, reveal investigatory 
techniques, and place confidential 
informants in jeopardy. 

From subsection (d) and (f), because 
access to records and agency rules for 
access and amendment of records 
unfairly impede the DoDDS IRO 
criminal investigation activities. 
Requiring DoDDS IRO to confirm or 
deny the existence of a record 
pertaining to a requesting individual 
may in itself provide an answer to the 



individual relating to an on-going 
criminal investigation. The conduct of a 
successful investigation leading to the 
indictment of a criminal offender would 
be jeopardized by agency rules requiring 
verification of record disclosure of the 
record to the subject, and record • 
amendment procedures, as normally 
apply undier the requirements of 5 U.S.C. 
533(b)(1), (2), and (3), (c) and (e). 
[51 PR 7070, Feb: 28, 1986, as amended at 55 
FR 25303,' Jun. 21, 1990; 56 FR 25629, Jun. 5, 
1991; 56 FR 32966, Jul.l8, 1991, Redesignated 
at 56 FR 55631, Oct. 29, 1991 and amended at 
56 FR 57801, Nov. 14, 1991] 

§ 31 1 .8 Information requirements. 

The Defense Privacy Office shall 
establish requirements and deadlines for 
DoD privacy reports. These reports shall 
be licensed in accordance with DoD 
Directive 5000.19. 

PART 312— OFFICE OF THE 
INSPECTOR GENERAL (OIG) PRIVACY 
PROGRAM 

Sec. 

312.1 Purpose. • ; ; 

312.2 Definitions. 

312.3 Procedure for requesting information. 

312.4 Requirements for identification. 

312.5 Access. by subject individuals. 

312.6 Fees. 

312.7 Request for correction or amendment. 

312.8 OIG review of request for amendment. 

312.9 Appeal of initial amendment decision. 

312.10 Disclosure of OIG records to other 
than subject. 

312.11 Penalties. 

312.12 Exemptions. 

312.13 .Ownership of OIG investigative 
records. 

312.14 Referral of records. 

Authority: Pub. L. 93-579, 88 Stat 1896 (5 
U.S.C. 552a). - 

Source: 56 FR 51976, Oct. 17, 1991. 

§312.1 Purpose. 

Pursuant to the requirements of the 
Privacy Act of 1974 (5 U.S.C. 552a) and 
32 CFR part 310-DoD Privacy Program, 
the following rules of procedures are 
established With respect to access and 
amendment of records maintained by 
the Office of the Inspector General 
(OIG) on individual subjects of these 
records. 

§312.2 Definitions. 

(a) All terms used in this part which 
are defined in 5 U.S.C. 552a shall have 
the same meaning herein. 

(b) As used in this part, the term 
"agency" means the Office of the 
Inspector General [OIG), Department of 
Defense.. 
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§ 312.3 Procedure for requesting 
information. 

Individuals should submit inquiries 
regarding all OIG files by mail to the 
Assistant Inspector General for 
Investigations, ATTN: FOIA/PA 
Division, 400 Army Navy Drive, 
Arhngton, VA 22202-2884. All personal 
visits will require some form of common 
identification. 

§ 312.4 Requirements for identification. 

Only upon proper identification will 
any individual be granted access to 
records which pertain to him/her. 
Identification is required both for 
accurate record identification and to 
avoid disclosing records to unauthorized 
individuals. Requesters must provide 
their full name and as much information 
as possible in order that a proper search 
for records can be accomplished. 
Requests made by mail should be 
accompanied by a notarized signature. 
Inclusion of a telephone number for the 
requester is recommended to expedite 
certain matters. Requesters applying in 
person must provide an identification 
with photograph, such as a driver's 
license, military identification card, 
building pass, etc. 

§ 312.5 Access by subject individuals. 

(a) No individual will be allowed 
access to any information compiled or 
maintained in reasonable anticipation of 
civil or criminal actions or proceedings 
or otherwise exempt under § 312.12. 
Requests for pending investigations will 
be denied and the requester instructed 
to forward another request giving 
adequate time for the investigation to be 
completed. Requesters shall be provided 
the telephone number so they can call 
and check on the status in order to know 
when to resubmit the request. 

(b) Any individual may authorize OIG 
to provide a copy of his/her records to a 
third party. This authorization must be 
in writing and should be provided OIG 
with the initial request along with a 
notarized signature. 

§312.6 Fees. 

Requesters will be charged only for 
the reproduction of requested 
documents and special postal methods, 
such as express mail, if applicable. 
There will be no charge for the first copy 
of a record provided to any individual. 
Thereafter, fees will be computed as set 
forth in appropriate DoD Directives and 
Regulations. 

§ 312.7 Request for correction or 
amendment. 

(a) Requests to correct or amend a file 
shall be addressed to the system 
manager in which the file is located.. The 



request must reasonably describe the 
record to be amended, the items to be 
changed as specifically as possible, the 
type of amendment (e.g., deletion, 
correction, amendment), and the reason 
for amendment. Reasons should address 
at least one of the following categories: 
Accuracy, relevance, timeliness, 
completeness, fairness. The request 
should also include appropriate 
evidence which provide a basis for 
evaluating the request. Normally all 
documents submitted, to include court 
orders, should be certified. Amendments 
under this part are limited to correcting 
factual matters and not matters of 
official judgment or opinions, such as 
performance ratings, promotion 
potential, and job performance 
appraisals. 

(b) Requirements of identification as 
outlined in § 312.4 apply to requests to 
correct or amend a file. 

(c) Incomplete requests shall not be 
honored, but the requester shall be 
contacted for the additional information 
needed to process the request. 

(d) The amendment process is not 
intended to permit the alteration of 
evidence presented in the course of 
judicial or quasi-judicial proceedings. 
Any amendments or changes to these 
records normally are made through the 
specific procedures established for the 
amendment of such records. 

(e) Nothing in the amendment process 
is intended or designed to permit a 
collateral attack upon what has already 
been the subject of a judicial or quasi- 
judicial determination. However, while 
the individual may not attack the 
accuracy of the judicial or quasi-judicial 
determination, he or she may challenge 
the accuracy of the recording of that 
action. 

§ 312.8 OIG review of request for 
amendment. 

(a) A written acknowledgement of the 
receipt of a request for amendment of a 
record will be provided to the requestier 
within 10 working days, unless final 
action regarding approval or denial will 
constitute acknowledgement. 

(b) Where there is a determination to 
grant all or a portion of a request to 
amend a record, the record shall be 
promptly amended and the requesting 
individual notified. Individuals, agencies 
or DoD components shown by 
disclosure accounting records to have 
received copies of the record, or to 
whom disclosure has been made, will be 
notified of the amendment by the 
responsible OIG official. 

(c) Where there is a determination to 
deny all or a portion of a request to 
amend a record, OIG will promptly 
advise the requesting individual of the 



specifics of the refusal and the reasons; 
and inform the individual that he/she 
may request a review of the denial(s) 
from the OIG designated official. 

§312.9 Appeal of initial amendment 
decision. 

(a) All appeals of an initial 
amendment decision should be 
addressed to the Assistant Inspector 
General for Investigations, ATTN: 
FOIA/PA Division, 400 Army Navy 
Drive, Arlington, V A 22202-2884. The 
appeal should be concise and should 
specify the reasons the requester 
believes that the initial amendment 
action by the OIG was not satisfactory. 
Upon receipt of the appeal, the 
designated official will review the 
request and make a determination to 
approve or deny the appeal. 

(b) If the OIG designated official 
decides to amend the record, the 
requester and all previous recipients of 
the disputed information will be notified 
of the amendment. If the appeal is 
denied, the designated official will 
notify the requester of the reason of the 
denial, of the requester's right to file a 
statement of dispute disagreeing with 
the denial, that such statement of 
dispute will be retained in the file, that 
the statement will be provided to all 
future users of the file, and that the 
requester may file suit in a federal 
district court to contest the OIG decision 
not to amend the record. 

(c) The OIG designated official will 
respond to all appeals within 30 working 
days or will notify the requester of an 
estimated date of completion if the 30 
day limit cannot be met. 

§ 312.10 Disclosure of OIG records to 
other than subject. 

No record containing personally 
identifiable information within a OIG 
system of records shall be disclosed by 
any means to any person or agency 
outside the Department of Defense, 
except with the written consent of the 
individual subject of the record or as 
provided for in the Act and DoD 
5400.11-R (32 CFR part 310). 

§312.11 Penalties. 

(a) An individual may bring a civil 
action against the OIG to correct or 
amend the record, or where there is a 
refusal to comply with an individual 
request or failure to maintain any 
records with accuracy, relevance, 
timeliness and completeness, so as to 
guarantee fairness, or failure to comply 
with any other provision of the Privacy 
Act. The court may order correction or 
amendment of records. The court may 
enjoin the OIG from withholding the 
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records and order the production of the 
record. 

(b) Where it is determined that the 
action was willful or intentional with 
respect to 5 U.S.C. 552a(g)(l) (C) or (D), 
the United States shall be Hable for the 
actual damages sustained, but in no 
case less than the sum of $1,000 and the 
costs of the action with attorney fees. 

(c) Criminal penalties may be imposed 
against an officer or employee of the 
OIG who discloses material, which he/ 
she knows is prohibited from disclosure, 
or who willfully maintains a system of 
records without compliance with the 
notice requirements. 

(d) Criminal penalties may be 
imposed against any person who 
knowingly and willfully requests or 
obtains any record concerning another 
individual from an agency under false 
pretenses. 

(e) All of these offenses are 
misdemeanors with a fine not to exceed 
$5,000. 

§312.12 Exemptions. 

(a) Exemption for classified records. 
Any record in a system of records 
maintained by the Office of the 
Inspector General which falls within the 
provisions of 5 U.S.C. 552a(k)(l) may be 
exempt from the following subsections 
of 5 U.S.C. 552a: (c)(3), (d), (e)(1), (e)(4) 
(G-I) and (f) to the extent that a record 
system contains any record properly 
classified under Executive Order 12356 
and that the record is required to be 
kept classified in the interest of national 
defense or foreign policy. This specific 
exemption rule, claimed by the Inspector 
General under authority of 5 U.S.C. 
552a(k)(l), is applicable to all systems of 
records maintained, including those 
individually designated for an 
exemption herein as well as* those not 
otherwise specifically designated for an 
exemption, which may contain isolated 
items of properly classified information 

(b) The Inspector General of the 
Department of Defense claims an 
exemption for the following record 
systems under the provisions of 5 U.S.C. 
552a(j) and (k)(l)-(7) from certain 
indicated subsections of the Privacy Act 
of 1974. The exemptions may be invoked 
and exercised on a case by case basis 
by the Deputy Assistant Inspector 
General for Investigations or the 
Director,. Investigative Support 
Directorate and Freedom of Information 
Act/Privacy Act Division Chief which 
serves as the Systems Program 
Managers. Exemptions will be exercised 
only when necessary for a specific, 
significant and legitimate reason 
connected with the purpose of the 
records system. 



(c) No personal records releasable 
under the provisions of The Freedom of 
Information Act (5 U.S.C. 552) will be 
withheld from the subject individual 
based on these exemptions. 

(d) System Identifier: CIG-04 • 

(1) System name: Case Control 
System. 

(2) Exemption: Any portion of this 
system which falls within the provisions 
of 5 U.S.C. 552a(j)(2) may be exempt 
from the following subsections of 5 
U.S.C. 552a: (c)(3), (c)(4), (d). (e)(1). 
(e)(2), (e)(3). (e)(4)(G), (H), (I), (e)(5), 
(e)(8), (f), and (g). 

(3) Authority: 5 U.S.C. 552a(j)(2). 

(4) Reasons: From subsection (c)(3) 
because the release of accounting of 
disclosure would inform a subject that 
he or she is under investigation. This 
information would provide considerable 
advantage to the subject in providing 
him or her with knowledge concerning 
the nature of the investigation and the 
coordinated investigative efforts and 
techniques employed by the cooperating 
agencies. This would greatly impede 
OIG's criminal law enforcement. 

(5) From subsection (c)(4) and (d). 
because notification would alert a 
subject to the fact tnat an open 
investigation on that individual is taking 
place, and might weaken the on-going 
investigation, reveal investigatory 
techniques, and place confidential 
informants in jeopardy. 

(6) From subsection (e)(1) because the 
nature of the criminal and/ or civil 
investigative function creates unique 
problems in prescribing a specific 
parameter in a particular case with 
respect to what information is relevant 
or necessary. Also, due to OIG's close 
liaison and working relationships with 
other Federal, state, local and foreign 
country law enforcement agencies, 
information may be received which may 
relate to a case under the investigative 
jurisdiction of another agency. The 
maintenance of this information may be 
necessary to provide leads for 
appropriate law enforcement purposes 
and to establish patterns of activity • 
which may relate to the jurisdiction of 
other cooperating agencies. 

(7) From subsection (e)(2) because 
collecting information to the fullest 
extent possible directly from the subject 
individual may or may not be practical 
in a criminal and/ or civil investigation. 

(8) From subsection (e)(3) because 
supplying an individual with a form 
containing a Privacy Act Statement 
would tend to inhibit cooperation by 
many individuals involved in a criminal 
and/or civil investigation. The effect 
would be somewhat adverse to 
estabhshed investigative methods and 
techniques. 



(9) From subsection (e)(4) (G) through ' 
(I) because this system of records is 
exempt from the access provisions of 
subsection (d). 

(10) From subsection (e)(5) because 
the requirement that records be • 
maintained with attention to accuracy, 
relevance, timeliness, and completeness 
would unfairly hamper the investigative 
process. It is the nature of law 
enforcement for investigations to 
uncover the commission of illegal acts at 
diverse stages. It is frequently 
impossible to determine initially what 
information is accurate, relevant, timely, 
and least of all complete. With the 
passage of time, seemingly irrelevant or 
untimely information may acquire new 
significance as further investigation 
brings new details to Hght: 

(11) From subsection (e)(8) because 
the notice requirements of this provision 
could present a serious impediment to 
law enforcement by revealing 
investigative techniques, procedures, 
and existence of confidential 
investigations. 

(12) From subsection (f) because the 
agency's rules are inapplicable to those 
portions of the system that are exempt 
and would place the burden on the 
agency of either confirming or denying 
the existence of a record pertaining to a 
requesting individual might in itself 
provide an answer to that individual 
relating to an pn-going investigation. 
The conduct of a successful 
investigation leading to the indictment 
of a criminal offender precludes the 
applicability of estabhshed agency rules 
relating to verification of record, 
disclosure of the record to that 
individual, and record amendment 
procedures for this record system. 

(13) For comparability with the 
exemption claimed from subsection (f), 
the civil remedies provisions of 
subsection (g) must be suspended for 
this record system. Because of the 
nature of criminal investigations, 
standards of accuracy, relevance, 
timeliness, and completeness cannot 
apply to this record system. Information 
gathered in an investigation is often 
fragmentary and leads relating to an 
individual in the context of one 
investigation may instead pertain to a 
second investigation. 

(e) System Identification: CIG-06. 

(1) System name: Investigative Files. 

(2) Exemption: Any portion of this 
system which falls within the provisions 
of 5 U.S.C. 552a(j)(2) may be exempt 
from the following subsections of 5 
U.S.C. 552a (c)(3), (c)(4), (d), (e)(1). (e)(2), 
(e)(3), (e)(4) (G), (H). (I), (e)(5). (e)(8), (f). 
and (g). 

(3) Authority: 5 U.S.C. 552a(j)(2). 
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(4) Reasons: From subsection (c)(3) 
because the release of accounting of 
disclosure would inform a subject thiat 
he or she is under investigation. This 
information would provide considerable 
advantage to the subject in providing 
him or her with knowledge concerning 
the nature of the investigation and the 
coordinated investigative efforts and 
techniques employed by the cooperating 
agencies. This would greatly impede 
OIG's criminal law enforcement. 

(5) From subsection (c)(4) and (d). 
because notification would alert a 
subject to the fact that an open 
investigation on that individual is taking 
place, and might weaken the on-going 
investigation, reveal investigatory 
techniques, and place confidential 
informants in jeopardy. 

(6) From subsection (e)(1) because the 
nature of the criminal and/or civil 
investigative function creates unique 
problems in prescribing a specific 
parameter in a particular case with 
respect to what information is relevant 
or necessary. Also, due to OIG's close 
liaison and working relationships with 
other Federal, state, local and foreign 
country law enforcement agencies, 
information may be received which may 
relate to a case under the investigative 
jurisdiction of another agency. The 
maintenance of this information may be 
necessary to provide leads for 
appropriate law enforcement purposes 
and to establish patterns of activity 
which may relate to the jurisdiction of 
other cooperating agencies. 

(7) From subsection (e)(2) because 
collecting information to the fullest 
extent possible directly from the subject 
individual may or may not be practical 
in a criminal and/ or civil investigation. 

(8) From subsection (e)(3) because 
supplying an individual with a form 
containing a Privacy Act Statement 
would tend to inhibit cooperation by 
many individuals involved in a criminal 
and/or civil investigation. The effect 
would be somewhat adverse to 
estabUshed investigative methods and 
techniques. 

(9) From subsection (e)(4) (G) through 
(I) because this system of records is 
exempt from the access provisions of 
subsection (d). 

(10) From subsection (e)(5) because 
the requirement that records be 
maintained with attention to accuracy, 
relevance, timeliness, and completeness 
would unfairly hamper the investigative 
process. It is the nature of law 
enforcement for investigations to 
uncover the commission of illegal acts at 
diverse stages. It is frequently 
impossible to determine initially what 
information is accurate, relevant, timely, 
and least of all complete. With the 



passage of time, seemingly irrelevant or 
untimely information may acquire new 
significance as further investigation 
brings new details to light. 

(11) From subsection (e)(8) because 
the notice requirements of this provision 
could present a serious impediment to 
law enforcement by revealing 
investigative techniques, procedures, 
and existence of confidential 
investigations. 

(12) From subsection (f) because the 
agency's rules are inapplicable to those 
portions of the system that are exempt 
and would place the burden on the 
agency of either confirming or denying 
the existence of a record pertaining to a 
requesting individual might in itself 
provide an answer to that individual . 
relating to an on-going investigation. 
The conduct of a successful 
investigation leading to the indictment 
of a criminal offender precludes the 
applicability of established agency rules 
relating to verification of record, 
disclosure of the record to that 
individual, and record amendment 
procedures for this record system. 

(13) For comparability with the 
exemption claimed from subsection (f), 
the civil remedies provisions of 
subsection (g) must be suspended for 
this record system. Because of the 
nature of criminal investigations, 
standards of accuracy, relevance, 
timeliness, and completeness cannot 
apply to this record system. Information 
gathered in an investigation is often 
fragmentary and leads relating to an 
individual in the context of one 
investigation may instead pertain to a 
second investigation. 

(f) System Identifier. CIG-15 

(1) System name: Special Inquiries 
Investigative Case File and Control 
System. 

(2) Exemption: Any portions of this 
system which fall under the provisions 
of 5 U.S.C. 552a(k)(2) may be exempt 
from the following subsections of 5 
U.S.C. 552a: (c)(3). (d), (e)(1), (e)(4)(G-H), 
and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2). 

(4) Reasons: From subsection (c)(3) 
because disclosures from this system 
could interfere with the just, thorough 
and timely resolution of the compliant or 
inquiry, and possibly enable individuals 
to conceal their wrongdoing or mislead 
the course of the investigation by 
concealing, destroying or fabricating 
evidence or documents. 

(5) From subsection (d) because 
disclosures from this system could 
interfere with the just thorough and 
timely resolution of the compliant or 
inquiry, and possibly enable individuals 
to conceal their wrongdoing or mislead 
the course of the investigation by 



concealing, destroying or fabricating 
evidence or documents. Disclosures 
could also subject sources and 
witnesses to harassment or intimidation 
which jeopardize the safety and well- 
being of themselves and their fahiilies. 

(6) From subsection (e](l} because the 
nature of the investigation function 
creates unique problems in prescribing 
specific parameters in a particular case 
as to what information is relevant or 
necessary. Due to close liaison and 
working relationships with other 
Federal,, state, local and foreign country 
law enforcement agencies, information 
may be received which may relate to a 
case under the investigative jurisdiction 
of another government agency. It is 
necessary to maintain this information 
in order to provide leads for appropriate 
law enforcement purposes and to 
establish patterns of activity which may 
relate . to the jurisdiction of other 
cooperating agencies. 

(7) From subsection (e)(4) (G) through 
(H) because this system of records is 
exempt from the access provisions of 
subsection (d). 

(8) From subsection (f) because the 
agency's rules are inapplicable to those 
portions of the system that are exempt 
and would place the burden on the 
agency of either confirming or denying 
the existence of a record pertaining to a 
requesting individual might in itself 
provide an answer to that individual 
relating to an on-going investigation. 
The conduct of a successful 
investigation leading to the indictment 
of a criminal offender precludes the 
applicability of established agency rules 
relating to verification of record, 
disclosure of the record to that 
individual, and record amendment 
procedures for this record system. 

§ 312.13 Ownership of OIG investigative 
records. 

(a) Criminal and or civil investigative 
reports shall not be retained by DoD 
recipient organizations. Such reports are 
the property of OIG and are on loan to 
the recipient organization for the 
purpose for which requested or 
provided. All copies of such reports 
shall be destroyed within 180 days after 
the completion of the final action by the 
requesting organization. 

(b) Investigative reports which require 
longer periods of retention may be 
retained only with the specific written 
approval of OIG. 

§312.14 Referral of records. 

An OIG system of records may 
contain records other DoD Components 
or Federal agencies originated, and who 
may have claimed exemptions for them 
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under the Privacy Act of 1974. When 
any action is initiated on a portion of 
any several records from another . 
agency which may be exempt, 
consultation with the originating agency 
or component will.be affected. 
Documents located within OIG system 
of records coming under the cognizance 
of another agency will be referred to 
that agency for review and direct 
response to the requester. 

PART 313— THE CHAIRMAN OF THE 
JOINT CHIEFS OF STAFF AND THE 
JOINT STAFF PRIVACY PROGRAM 

§ 313.1 Source of regulations. 

The Office of the Joint Chiefs of Staff 
is governed by the Privacy Act 
implementation regulations of the Office 
of the Secretary of Defense, 32 CFR part 
311. 

(Pub. L. 93-579, 88 Stat. 1896 (5 U.S.C. 552a)) 
[40 FR 55535, Nov. 28, 1975."Redesignated at 
56 FR 55631, Oct. 29, 1991 and amended at 56 
FR 57802, Nov. 14, 1991] 

PART 314— DEFENSE ADVANCED 
RESEARCH PROJECTS AGENCY, 
PRIVACY ACT OF 1974 

§314.1 Source of regulations. 

The Defense Advanced Research 
Projects Agency is governed by the 
Privacy Act implementation regulations 
of the Office of the Secretary of Defense, 
32 CFR part 311. 

(Pub. L. 93-579, 88 Stat. 1896 (5 U.S.C. 552a)) 
[40 FR 55535, Nov.^28, 1975. Redesignated at 
56 FR 55631, Oct. 29, 1991, and amended at 56 
FR 57802, Nov. 14, 1991] 

PART 315— UNIFORMED SERVICES 
UNIVERSITY OF HEALTH SCIENCES, 
PRIVACY ACT OF 1974 

§315.1 Source of regulations. 

The Uniformed Services University of 
the Health Sciences, is governed by the 
Privacy Act implementation regulations 
of the Office of the Secretary of Defense, 
32 CFR part 311. 

[Pub. L. 93-579, 88 Stat. 1896 (5 U.S.C. 552a)) 
[40 FR 55535, Nov. 28, 1975. Redesignated at . 
56 FR 55631, Oct. 29, 1991 and amended at 56 
FR 57802, Nov. 14, 1991] 

PART 316— PERSONAL PRIVACY AND 
RIGHTS OF INDIVIDUALS REGARDING 
THEIR PERSONAL RECORDS 



Sec. 
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Authority: Pub. L. 93-579, 88 Stat. 1986 (5 
U.S.C, 552a) 

Source: 40 FR 55535, Nov. 28, 1975, unless 
otherwise noted. Redesignated from 287a at 
57 FR 8074, Feb. 20, 1992. 

§ 316.1 Purpose. 

This part delineates responsibility and 
provides guidance for the 
implementation of Pub. L. 93-579 
(Privacy Act of 1974). 

§316.2 Applicability. 

This part applies to Headquarters, 
DCA and DCA field activities. 

§316.3 Authority. 

This part is published in accordance 
with the authority contained in 32 CFR 
part 310, August 1975. 
[40 FR 55535. Nov. 28, 1975. Redesignated and 
amended at 57 FR 8074, Feb. 20, 1992] 

§316.4 Definitions. 

Add to the definitions contained in 32 
CFR 310.6 the following: 

System Manager: The DCA official 
who is responsible for policies and 
procedures governing a DCA System of 
Record. His title and duty address will 
be found in the paragraph entitled 
Sysmanager in DCA's Record System 
Notices which are published in the 
Federal Register in compliance with 
provisions of the Privacy Act of 1974. 
[40 FR 55535, Nov. 28, 1975. Redesignated and 
amended at 57 FR 8074. Feb. 20, 1992] 

§316.5 Policy. 

It is the policy of DCA: 

(a] To preserve the personal privacy 
of individuals, to permit an individual to 
know what records exist pertaining to 
him in the DCA, and to have access to 
and have a copy made of all or any 
portion of such records and to correct or 
amend such records. 

(b) To collect, maintain, use, or 
disseminate any record of identifiable 
personal information in a manner that 
assures that such action is for a 
necessary and lawful purpose; that the 
information is timely and accurate for 
its intended use; and that adequate 
safeguards are provided to prevent 
misuse of such information. 

§ 316.6 Procedures and responsibilities. 

(a) The Counsel, DCA, is hereby 
designated the Privacy Act Officer for 
DCA and is responsible for insuring that 
an internal DCA Privacy Program is 
established and maintained. He will 
also insure that all echelons of DCA 
effectively comply with and implement 
32 CFR part 310. 

(b) The Civilian Assistant to the Chief 
of Staff will be responsible for the 
annual reporting requirements contained 
in 32 CFR 310.5. 



(c) DCA System Managers and other 
appropriate DCA officials will: 

(1) Insure compliance with the 
provisions of 32 CFR 310.9. 

(2) Comply with the provisions of 32 
CFR 310.11. In this area the Assistant to 
the Director for Administration will 
provide assistance. 

(3) Adhere to the following: 

(i) Within DCA, the System Manager 
of any record system will assure that 
records pertaining to an individual will 
be disclosed, upon request, to the 
individual to whom the record pertains. 
The individual need not state a reason 
or otherwise justify the need to gain 
access. A person of the individual's 
choosing may accompany the individual 
when the record is disclosed. The 
System Manager may require the 
individual to furnish a written statement 
authorizing discussion of the 
individual's records in the presence of 
the accompanying person. If requested, 
the System Manager will have a copy 
made of all or any portion of the record 
pertaining to the individual in a form 
comprehensible to the requester. 

(ii) The System Manager may release 
records to the individual's 
representative who has the written 
consent of the individual. The System 
Manager will require reasonable 
identification of individuals to assure 
that records are disclosed to the proper 
person. No verification of identity will 
be required of an individual seeking 
access to records which are otherwise 
available to any member of the public 
under the Freedom of Information Act. 
Identification requirements should be 
consistent with the nature of the records 
being disclosed. For disclosure of 
records to an individual in person, the 
System Manager will require that the 
individual show some form of 
identification. For records disclosed to 
an individual in person or by mail, the 
System Manager may require whatever 
identifying information is needed to 
locate the record; i.e., name, social, 
security number, date of birth. If the 
sensitivity of the data warrants, the 
System Manager may require a signed 
notarized statement of identity. The • 
System Manager may compare the 
signatures of the requester with those in 
the records to verify identity. An 
individual will not be denied access to 
his record for refusing to disclose his 
social security number unless disclosure 
is required by statute or by regulation 
adopted before January 1, 1975. An 
individual will not be denied access to 
records pertaining to him because the 
records are exempted from disclosure 
under the provisions of the Freedom of 
Information Act. 
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(iii) The System Manager will not 
deny access to a record or a copy 
thereof to an individual solely because 
its physical presence is not readily 
available (i.e. on magnetic tape) or 
because the context of the record may 
disclose sensitive information about 
another individual. To protect the 
personal privacy of other individuals 
who may be identified in a record, the 
System Manager shall prepare an 
extract to delete only that information 
which would not be releasable to the 
requesting individual under the Freedom 
of Information Act. 

(iv) When the System Manager is of 
the opinion that the disclosure of 
medical information could have an 
adverse effect upon the individual to 
whom it pertains, the System Manager 
will promptly request the individual to 
submit the name and address of a doctor 
who will determine whether the medical 
record may be disclosed directly to the 
individual. The System Manager will 
then request the opinion of ths doctor 
named by the individual on whether a 
medical record may be disclosed to the 
individual. The System Manager shall 
disclose the medical record to the 
individual to whom it pertains unless, in 
the judgment of the doctor, access to the 
record could have an adverse effect 
upon the individual's physical or mental 
health. In this event the System 
Manager will transmit the record to the 
doctor and immediately inform the 
individual. 

(v) The fees to be charged, if any, to 
an individual for making copies of his 
record, excluding the cost of any search 
for and review of the record, will be in 
accordance with the "Schedule of Fees" 
as set forth in 32 CFR 286.5 and 286.10. 

(vi) The System Manager of the record 
will permit an individual to request ' 
amendment of a record pertaining to the 
individual. Requests to amend records 
shall be in person or in writing and shall 
be submitted to the System Manager 
who maintains the records. Such 
requests should contain as a minimum, 
identifying information needed to locate 
the record, a brief description of the 
item or items of information to be 
amended, and the reason for the 
requested change. 

(vii) The System Manager will provide 
a written acknowledgment of the receipt 
of a request to amend a record to the 
individual who requested the 
amendment within 10 days (excluding 
Saturdays, Sundays, and legal pubUc 
holidays) after the date of receipt of 
such request. Such an acknowledgment 
may, if necessary, request any 
additional information needed to make a 
determination. No acknowledgment is 
required if the request can be reviewed 



and processed and the individual 
notified of compliance or denial within 
the 10 day period, 

(viii) The System Manager will 
promptly take one of the following 
actions on requests to amend records: 

(A) Refer the request to the agency or 
office that has control of and maintains 
the record in those instances where the 
record requested remains the property 
of the controlling office or agency. 

(B) In accordance with existing 
statute, regulation, or administrative 
procedure, make any correction of any 
portion thereof which the individual 
believes is not accurate, relevant, timely 
or complete, or 

(C) Inform the individual of the 
System Manager's refusal to amend the 
record in accordance with the 
individual's request, the reason for the 
refusal, and the individual's right to 
request a review of the refusal by the 
Director, DCA, through the DCA Privacy 
Act Board. 

(ix) The DCA Privacy Act Board will 
be comprised of the DCA Counsel, as 
Chairman; the Assistant to the Director 
for Administration, and the Assistant to 
the Director for Personnel; or in their 
absence, their authorized 
representatives. The individual who 
disagrees with the refusal of the System 
Manager to amend his record may 
request a review of this refusal by the 
DCA Privacy Act Board. The request for 
the review may be made orally or in 
writing and shall be made to the System 
Manager. The System Manager will 
promptly forward the request for review 
to the Chairman of the Board to make a 
proper review. The Board will promptly 
review the matter. If, after review, the 
Board is unanimous in its decision that 
the record be amended in accordance 
with the request of the individual then 
the Chairman of the Board shall so 
notify the System Manager. The System 
Manager will immediately make the 
necessary corrections to the record and 
will promptly notify the individual. The 
System Manager will, if an accounting of 
disclosure of the record has been made, 
advise all previous recipients of the 
record, which was corrected, of the 
correction and its substance. This will 
be done in all instances when a record 

is amended. If, after review, the Board 
decides that the request for amendment 
should be denied, it will promptly 
forward its recommendation to the 
Director, DCA. A majority vote of the 
members of the Board will constitute a 
recommendation to the Director. 

(x) The Director, DCA, upon receipt of 
the Board's recommendation, will 
complete the review and make a final 
determination. 



(xi) If the Director, DCA, after his 
review, agrees with the individual's 
request to amend the record, he will, 
through the DCA Counsel, so advise the 
individual in writing. The System 
Manager will receive a copy of the 
Director's decision and will assure that 
the record is corrected accordingly and 
that if an accounting of disclosure of the 
record has been made, advise all 
previous recipients of the record which 
was corrected of the correction and its 
substance. 

(xii) If, after his review, the Director 
refuses to amend the records as the 
individual requested, he will, through 
the DCA Counsel, advise the individual 
of his refusal and the reasons for it; of 
the individual's right to file a concise 
statement setting forth the reasons for 
the individual's disagreement with the 
decision of the Director, DCA; that the 
statement which is filed will be made 
available to anyone to whom the record 
is subsequently disclosed together with, 
at the discretion of the Agency, a brief 
statement by the Agency summarizing 
its reasons for refusing to amend the 
record; that prior recipients of the 
disputed record will be provided a copy 
of any statement of .dispute to the extent 
that an accounting of disclosures was 
maintained; and of the individual's right 
to seek judicial review of the Agency's 
refusal to amend a. record. 

(xiii) The Director's final 
determination on the individual's 
request for a review of the System 
Manager's initial refusal to amend the 
record must be concluded within 30 
days (excluding Saturdays, Sundays, 
and legal public hohdays) from the date 
on which the individual requested such 
review unless the Director determines 
that a fair and equitable review cannot 
be made within that time. If additional 
time is required, the individual will be 
informed in writing of reasons for the 
delay and of the approximate date on 
which the review is expected to be 
completed. 

(xiv) After the Director, DCA has 
refused to amend a record and the 
individual has filed a statement setting 
forth the reasons for the individual's 
disagreement with the decision of the 
Director, the System Manager will 
clearly note any portion of the record 
which is disputed. The System 
Manager's notation should make clear 
that the record is disputed and this 
should be apparent to anyone who may 
subsequently have access to, use, or 
disclose the record. When the System 
Manager has previously disclosed or 
will subsequently disclose that portion 
of the record which is disputed he will 
note that that portion of the record is 
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disputed and will provide the recipients 
of the record with a copy of the 
individual's statement setting forth the 
reasons for the individual's 
disagreement with the decision of the . 
Director not to amend the record. The 
System Manager will also provide 
recipients of the disputed record with a 
brief summary of the Director's reasons 
for not making the requested 
amendments to the record. 

(xv) Nothing herein shall allow an 
individual access to any information 
compiled in reasonable anticipation of a 
civil action or proceeding. 

(xvi) Any requests by an individual 
for access to or copies of his records 
shall be processed in accordance with 
this part and 32 CFR part 310. 

(dj DC A System Managers will be: 

[1) Responsible for complying with the 
provisions contained in 32 CFR 310.8 
relating to the disclosure to others of . 
personal records, obtaining the written 
consent of individuals to whom the 
record pertains, and for keeping an 
accurate accounting of each disclosure 
of a record. 

(2) Responsible for providing to the 
Civilian Assistant to the Chief of Staff . . 
the information requested in 32 CFR 
310.5. However, the information will be 
reported on a quarterly basis with the 
first report due to the Civilian Assistant 
to the Chief of Staff by December 31, 
1975. 

[e] The Assistant to the Director for 
Administration, Headquarters, DCA 
will: ^ 

(1) Be responsible for furnishing 
written guidelines to assist System 
Managers and other DCA officials in 
evaluating and implementing paperwork 
management procedures required under 
the Privacy Act of 1974. In this regard it 
should be noted that the Act establishes 
a number of requirements. Among these 
are the requirements: (i] To disclose 
records contained in a system of records 
only under conditions specified in the 
law, (ii) to maintain an accounting of 
such disclosures, (iii) to establish 
procedures for the disclosure to an 
individual of his record or information 
pertaining to him, (iv) for reviewing a 
request concerning the amendment of 
such record, and (v) for permitting 
individuals to file a statement of 
disagreement which will be forwarded 
with subsequent disclosures. The 
guidelines will cover those portions of 
the Privacy Act which requires 
paperwork systems for implementation. 
In preparing those guidelines the 
Assistant to the Director for 
Administration will make use of the 
"Records Management System for 
Implementing the Privacy Act" as 
provided by the GSA National Archives 



and Records Service, Office of Records 
Management. The GSA procedures and 
guidelines will be adapted and modified 
as required to meet DCA needs. 

(2) Be responsible for providing the 
"Forms" which are required to comply . 
with 32 CFR 310.9(b). 

(f) The Assistant to the Director for r 
Personnel, Headquarters, DCA will: 

(1) Be responsible for development, 
within DCA, of an appropriate training 
program for all DCA personnel whose 
duties involve responsibilities for 
systems of records affected by the 
Privacy Act. 

(2) Assure that DCA personnel . » 
involved in the design, development, 
operation, or maintenance of any system 
of records, as defined in 32 CFR 310.6 
are informed of all requirements to 
protect the privacy of the individuals 
who are subjects of the records. The 
criminal penalties and civil suit aspects 
of the Privacy Act will be emphasized. 

(3) Assure that within DCA 
administrative and physical safeguards 
are estabUshed to protect information 
from unauthorized or unintentional 
access, disclosure, modification or 
destruction and to insure that all 
persons whose official duties require 
access to or processing and 
maintenance of personal information are 
trained in the proper safeguarding and 
use of such information. 

[40 FR 55535, Nov. 28, 1975. Redesignated and 
amended at 57 FR 8074, Feb. 20, 1992] 

§316.7 Questions. 

Questions on both the substance and 
procedure of the Privacy Act and the 
DCA implementation thereof should be 
addressed to the DCA Counsel by the 
most expeditious means possible, 
including telephone calls. 

§ 316.8 Exemptions. 

Section 5 IJ.S.C. 552a (3)(j) and (3)(k) 
authorize an agency head to exempt 
certain systems of records or parts of 
certain systems of records from some of 
the requirements of the act. This part 
reserves to the Director, DCA, as head 
of an agency, the right to create 
exeniptions pursuant to the exemption 
provisions of the act. All systems of 
records maintained by DCA shall be 
exempt from the reqiiirements of 5 
U.S.G. 552a (d) pursuant to 5 U.S.C. 
552a(3)(k)(l) to the extent that the 
system contains any information 
properly classified under Executive 
Order 11652, "Classification and 
Declassification of National Security 
Information and Material," dated March 
8, 1972 (37 FR 10053, May 19, 1972) and 
which is required by the executive order 
to be kept secret in the interest of 
national defense or foreign policy. This 



exemption, which may be applicable to 
parts of all systems of records, is 
necessary because certain record 
systems not otherwise specifically 
designated for exemptions may contain 
isolated information which has been 
properly classified. 
[42 FR 20298, Apr. 19, 1977] 

PART 317— DEFENSE CONTRACT 
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Source: 40 FR 55538, Nov. 28, 1975, unless 
otherwise noted. Redesignated at 56 FR 
55631, Oct. 29, 1991. 

§ 317.1 Purpose. 

This part implements the Privacy Act 
of 1974 by prescribing: 

(a) The procedures whereby 
individuals can be notified in response 
to their requests if any system of records 
named by the individuals contains a 
record pertaining to them. 

(b) The requirements, for verifying the 
identity of individuals who request their 
records or information pertaining to 
them before the record or information 
shall be made available to them. 

(c) The procedures for granting access 
to individuals upon their request of their 
records or information pertaining to 
them. 

(d) The procedures for reviewing a 
request from individuals concerning the 
amendment of any record or information 
pertaining to them, for making a 
determination on the request, and for an 
appeal of an initial adverse 
determination. 

(e) The procedures and policies . 
governing the collection, safeguarding, 
maintenance, public notice, use and 
dissemination of personal information. 

(f) The conditions under which 
disclosure of personal information may 
be made and procedures for exempting 
systems of records from certain 
requirements of the Privacy Act of 1974. 

§ 317.2 Applicability and scope. 

(a) The provisions of this part apply to 
all offices of DC A A, hereinafter referred 
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to singularly as "element" or collectively 
as "elements." 

(b) Its provisions govern the 
collection, maintenance, use, and 
dissemination of personal information 
by DCAA in accordance with 5 U.S.C. 
552a. Requests for information under the 
Freedom Information Act, 5 U.S.C. 552, 
by an individual about another 
individual are governed by the 
provisions of 32 CFR part 290, Requests 
for personal information from the 
General Accounting Office are governed 
by DOD Directive 7650.1, "General 
Accounting Office Comprehensive 
Audits." Requests for personal 
information from the Congress are 
governed by DOD Directive 5400.4, 
"Provision of Information to Congress." 
Requests from other agencies and the 
courts are governed by DOD Directive 
5400.7, "Availability to the Public of 
Department of Defense Information," as 
well as the provisions of this part. 

§317.3 Policy. 

The policy of DCAA is to: 

(a) Preserve the personal privacy of 
individuals, permitting individuals to 
know what records pertaining to them 
are collected, maintained, used, or 
disseminated in DCAA, and to have 
access to and have a comprehensible 
copy made of all or any portion of such 
records, and to correct or amend such 
records. 

(b) Collect, maintain, use, or 
disseminate any record of identifiable 
personal information in a manner that 
assures that such action is for a 
necessary and lawful purpose; that the 
information is timely and accurate for 
its intended use; and that adequate 
safeguards are provided to prevent 
misuse of such information. 

§ 3 1 7.4 Authority and responsibilities. 

(a) A DCAA Privacy Board is hereby 
estabhshed for the purpose, of ensuring 
the preservation of individual privacy 
within DCAA. Privacy programs and 
procedures shall be developed and 
coordinated by the Board under the 
Chairmanship of the Assistant Director, 
Resources. 

(1) Membership of the Board shall 
consist of the Records Administrator, 
who shall serve as the Executive 
Secretary and Privacy Act Coordinator; 
and representatives designated by the 
Assistant Director, Operations and 
Professional Development; Counsel; 
Director of Personnel; Security Officer; 
and Chief, Information Systems and 
Services. 

(2) The Board shall: 

(i) Identify all DCAA systems of, 
records affected by the Privacy Act. 



(ii) Obtain all data required by the act 
concerning each record system so 
identified. 

(iii) Review policies, practices, and 
procedures relating to each identified 
system of records to ensure they are in 
conformity with the act. 

(iv) Supervise the preparation for 
publication in the Federal Register of all 
required information on systems of 
records affected by the act. 

(v) Review for conformity with the 
act, all procedures, including forms, 
which require an individual to furnish 
information, and formulate corrective or 
supplementary provisions as necessary. 

(vi) Recommend establishment of 
DCAA policies which will provide 
safeguards to protect personal privacy. 

(vii) Refer to the DOD Privacy Board 
for resolution, any requirement for 
information from an individual which 
does not appear to be clearly authorized 
by law or Executive Order. 

(viii) Review proposed DCAA 
implementing instructions and related 
issuances pertaining to the Privacy Act, 
as well as draft implementing 
instructions of the DCAA Regional 
Offices in order to provide the 
comprehensive guidance necessary for 
uniform compliance with the act by all 
elements of DCAA. 

(ix) Serve as the focal point on 
privacy matters for DCAA in 
communications with the DOD Privacy 
Board, which serves as the focal point in 
communications with the Office of 
Management and Budget, the Privacy 
Protection Study Commission, and the 
Office of the Federal Register for 
publication of systems notices. 

(b) The Assistant Director, Resources, 
in conjunction with the DCAA Privacy 
Board shall: 

(1) Formulate DCAA policies to 
ensure that both manual and ADP 
record systems contain appropriate 
safeguards to protect personal privacy. 

(2) Ensure development throughout 
DCAA of an appropriate training 
program for all personnel whose duties 
involve responsibilities for systems of 
rec- ords affected by the act. 

(c) Regional Managers, the Chief of 
Detachment A, and the Manager of the 
Defense Contract Audit Institute shall: 

(1) Designate a Privacy Act 
Coordinator to serve as the principal 
point of contact on privacy matters. 

(2) Establish and maintain an effective ' 
internal Privacy Program, through all 
echelons, as prescribed herein. 

§317.5 Definitions. 

(a) Individual: A citizen of the United 
States or an aUen lawfully admitted for 
permanent residence. A legal guardian 
or the parent of a minor has the same 



rights as the individual and may act on 
behalf of the individual. 

(b) Maintain [records on individuals): 
Collect, use, or disseminate. 

(c) Record: Any item, collection, or 
grouping of information about an 
individual that is maintained by an 
element, including, but not limited to, his 
education, financial transactions, 
medical history, and criminal or 
employment history and that contains 
his name, or the identifying number, 
symbol, or other identifying particular 
assigned to the individual, such as a 
finger or voice print or a photograph. 

(d) System of records: A group of any 
records under the control of any . element 
from which information is retrieved by 
the name of an individual or by some 
identifying number, symbol or other 
identifying particular assigned to the 
individual, 

(e) Routine use: With respect to the 
disclosure of a record, the use of such 
record for a purpose which is 
compatible with the purpose for which it 
was collected. Routine use encompasses 
not only common or ordinary uses, but 
also all the proper and necessary uses of 
the record, even if such use occurs 
infrequently. 

§ 317.6 Access by the individual. 

(a) Upon request, individuals shall be 
informed whether or not a system of 
records contains a record pertaining to 
them. Accompanied by a person of their 
own choosing, if so desired, they shall 
be permitted to review their records, 
and to obtain a copy of such records in a 
form that is comprehensible to them 
unless exempted in accordance with 
§§ 317.9 or 317.6(a)(5), below. This part 
does not require that a record be created 
or that an individual be given access to 
records which are not retrieved by name 
or other individual identifier. Only costs 
of reproduction may be charged; 
however, the first copy of a personnel 
record maintained by a Personnel Office 
should be provided without charge. If 
copying is the only means whereby the 
record can be made available to the 
individual, reproduction fees will not be 
assessed; i.e., when a copy must be 
made in order to delete information 
contained on the record pertaining to 
another individual. 

(1) The granting of access to a record 
containing personal information shall 
not be conditioned upon any 
requirement that the individual state a 
reason or otherwise justify the need to 
gain access. 

(2) Prior to being granted access to 
personal information, an individual may 
be required to provide reasonable 
verification of identity. 
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(i) No verification of identity shall be 
required of an individual seeking access 
to records which are otherwise 
available to any member of the public 
under the Freedom of Information Act. 

(ii) For the individual who seeks 
access in person, verification of identity 
will normally be made by those 
documents which an individual is likely 
to have readily available, such as an 
employee identification card, driver's 
license, or medical card. 

(iii) When access is requested by mail, 
verification of identity may consist of 
the individual providing certain 
minimum identifying data, such as name 
and date of birth or such other 
information deemed necessary by the 
element having custody of the record. If 
the sensitivity of the data warrants, a 
signed notarized statement of identity 
may be required. 

(iv) An individual shall not be denied 
access to his record for refusing to 
disclose his Social Security Number ' 
(SSN) unless disclosure of his SSN is 
required by statute or by regulation 
adopted before January 1, 1975. 

(v) Individuals may not be denied 
access to a record pertaining to 
themselves because those records are 
exempted from disclosure under the 
provisions of the Freedom of 
Information Act. . 

(3) Access to a record or a copy 
thereof will not be denied solely 
because the record's physical presence 
is not readily available, i.e., on magnetic 
tape, or because the context of the 
record may disclose sensitive 
information about another individual. 
To protect the personal privacy of other 
individuals who may be identified in a 
record, an extract shall be prepared 
deleting only that information which 
would not be released to the requesting 
individual under the Freedom of 
Information Act. 

(4) A medical record shall be 
disclosed to the individual to whom it 
pertains unless, in the judgment of a 
physician, access to such record could 
have an adverse effect upon the 
individual's physical or mental health. 
When it has been determined that the 
disclosure of medical information could 
have an adverse effect upon the 
individual to whom it pertains, the 
information may be transmitted to a 
physician named by the requesting 
individual. 

(5) This part does not entitle an 
individual to have access to any 
information compiled in reasonable 
anticipation of a civil action or 
proceeding. 

(6) An element may require an 
individual who wishes to be 
accompanied by another person when 



receiving access to his records to furnish 
a written statement authorizing 
discussion of the records in the presence 
of the accompanying person. 

(7) Any requests from individuals for 
access to or copies of their own records 
shall be processed in accordance with 
this part and not the Freedom of 
Information Act. Normally, requests for 
access to records should be 
acknowledged within 10 working days 
of receipt and access provided within 30 
working days. 

(8) Copies of investigatory records 
compiled by an investigative 
organization, but in the temporary 
custody of an element requesting the 
record for purposes of adjudication or 
other personnel action, are the records 
of the originating investigative agency. 
Individuals seeking access to such 
records shall be directed to the 
originating investigative organization 
and should be instructed to direct all 
requests submitted under the Privacy , 
Act of 1974 to that organization. Records 
concerning the adjudication, or other 
personnel actions based on the 
investigative records,, are originated by 
DCAA and are the records of DCAA. All 
requests for these records shall be 
referred to the Security Officer, DCAA 
who shall respond under this part 
concerning them. 

(b) Amendment of personal 
information. , 

(1) Individuals shall be given the 
opportunity to request either in person 
or through the mail that their records be 
amended; however, all requests for such 
amendment must be made in writing. 
Instructions for the preparation of a 
request and any forms employed should 
be as brief and as simple as possible. 
Requests should contain as a minimum, 
identifying information to locate the 
record, a description of the items to be 
amended and the reason amendment is 
being requested. A request shall not be 
rejected or required to be resubmitted 
unless additional information is 
essential to process the request. 
Incomplete or inaccurate requests shall 
not be rejected categorically; the 
individual shall be asked to clarify the 
request as needed. Individuals shall be 
required to provide identification of 
identity as in § 317.6(a)(2) to assure that 
the requester is seeking to amend 
records pertaining to him and not 
inadvertently or intentionally, the 
records of another individual. 

(2) A written acknowledgment of the 
receipt of a request for amendment of a 
record must be provided to the 
individual within 10 working days 
(excluding Saturdays, Sundays, and 
legal public holidays) after receipt by 
the proper office. The acknowledgment 



shall clearly identify the request and 
advise the individual when he may 
expect to be advised of action taken on 
the request. Whenever practicable the 
decision shall be made within 30 
working days. No separate 
acknowledgment of receipt is necessary 
if the request can be either approved or 
denied, and the individual advised 
within the 10-day period. For requests 
presented in person, written 
acknowledgment may be provided at the 
time the request is presented. 

(3) If the element agrees with any 
portion or all of the individual's request 
to amend a record, it shall promptly 
advise the individual and amend the 
record accordingly. If a disclosure 
accounting has been made, the element 
shall advise all previous recipients of 
the record that the amendment has been 
made and the substance of the 
correction. 

(4) If the element disagrees with all or 
any portion of a request to amend a 
record, it shall promptly: 

(i) Advise the individual of its refusal 
and the reasons therefor; 

(ii) Inform the individual that he may 
request a further review by the 
Assistant Director, Resources; and 

(iii) Describe the procedures for 
requesting such a review, including the 
name and address of the Assistant 
Director, Resources. 

(5) A review of the initial refusal to 
amend a record shall be made if 
requested by the individual. 

(i) The Assistant Director, Resources, 
shall make a review of the initial 
determination. 

(ii) If, after conducting the review, the 
Assistant Director, Resources, also 
refuses to amend the record in 
accordance with the individual's 
request, the individual shall be notified: 

(A) Of the refusal and the reasons 
therefor; 

(B) Of the right to file a concise 
statement of reasons for disagreeing 
with the decision- of the agency; 

(C) Of the procedures for filing a 
statement of disagreement; and that 
such statement will be made available 
to anyone to whom the record is 
subsequently disclosed; 

(D) That prior recipients of the 
disputed record will be provided a copy 
of the statement of disagreement to the 
extent that an accounting of disclosures 
is maintained; 

(E) Of his right to seek judicial review 
of the agency's refusal to amend a 
record. 

(iii) If the Assistant Director, 
Resources determines that the record 
should be amended in accordance with 
the request, the element shall amend the 
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record, advise the individual and inform 
previous recipients where an accounting 
of disclosures has been maintained. 

(iv) A final determination on the 
individual's request for a review of an 
initial refusal to amend a record must be 
completed within 30 working days after 
receipt by the proper office unless the 
Director, DCAA determines that a fair 
and equitable review cannot be 
completed in that time. If additional 
time is required, the individual shall be 
informed in writing of the reasons for 
the delay and of the approximate date 
on which the review is expected to be 
completed. 

(6) When an individual files a 
statement of dispute, the element shall 
clearly annotate the record so that the 
dispute is apparent to anyone who may 
subsequently grant access to, use, or 
disclose the record. The notation itself 
shall be integral to the record. Where an 
accounting of disclosure has been made, 
the element shall advise previous 
recipients that the record has been 
disputed and shall provide a copy of the 
individual's statement. 

(i) The individual's statement of 
dispute need not be filed as an integral 
part of the record to which it pertains. It 
shall, however, be maintained in such a 
manner as to permit ready retrieval 
whenever the disputed portion of the 
record is to be disclosed. When 
information which is the subject of a 
statement of dispute is subsequently 
disclosed, the element shall note which 
information is disputed and provide a 
copy of the individual's statement. 

(ii) An element may include a brief 
summary of its reasons for not making 
an amendment when disclosing disputed 
information. Summaries normally will 
be limited to the reasons stated to the 
individual. The element's summary will 
be treated as part of the individual's 
record; however, it will not be subject to 
the amendment procedures. 

[40 FR 55538, Nov. 28, 1975. Redesignated at 
56 FR 55631, Oct. 29. 1991 and amended at 56 
FR 57802, Nov. 14, 1991] 

§ 3 1 7.7 Disclosure to others. 

(a) Except as prescribed in § 317.6, 
this part does not require disclosure of 
records to anyone other than the 
individual to whom the records pertain.. 

(b) No record contained in a system of 
records maintained within DCAA shall 
be disclosed by any means of 
communication to any person, or to any 
agency outside DCAA, except pursuant 
to a written request by, or with the prior 
written consent of, the individual to 
whom the record pertains, unless 
disclosure of the record will be: 

(1) To those officials and employees of 
DCAA who have a need for the record 



in the performance of their duties and 
the use is compatible with the purpose 
for which the record is maintained. This 
includes, for example, transfer of 
information between DOD components 
when personnel assigned to DCAA are 
processed by an activity of another 
component such as the Defense 
Investigative Service, the Defense 
Supply Agency, or one of the Military 
Departments. 

(2) Required to be disclosed to a 
member of the public by the Freedom of 
Information Act. Some examples of 
personal information pertaining to 
civilian employees which are normally 
released without an unwarranted 
invasion of privacy are: name, present 
and past positions, office phone number, . 
and grade. However, disclosure of 
personal information pertaining to 
civilian employees shall be made in 
accordance with the Federal Personnel 
Manual and, therefore, all requests for 
such information should be referred to 
the appropriate Personnel Office. 

(3) For a routine use as defined in 

§ 317.5 and described in DCAA record 
system notices. 

(4) To the Bureau of the Census for 
purposes of planning or carrying out a 
census or survey or related activity 
authorized by law. 

(5) To a recipient who has provided 
DCAA with advance adequate written 
assurance that: The record will be used 
solely as a statistical research or 
reporting record; the record is to be 
transferred in a form that is not 
individually identifiable, i.e., the identity 
of the individual cannot be determined 
by combining various statistical records; 
and will not be used to make any 
decisions about the rights, benefits, or 
entitlements of an individual. 

(6) To the National Archives of the 
United States as a record which has 
sufficient historical or other value to 
warrant its continued preservation by 
the United States Government, or for 
evaluation by the Administrator of 
General Services or his designee to 
determine whether the record has such 
value. A record transferred to a Federal 
records center for safekeeping or storage 
does not fall within this category since 
Federal records center personnel act on 
behalf of DCAA in this instance and the 
records remain under the control of 
DCAA. No disclosure accounting record 
of the transfer of records to Federal 
records centers need be maintained. 

(7) To another agency or to an 
instrumentality of any governmental 
jurisdiction within or under the control 
of the United States for a civil or 
criminal law enforcement activity if the 
activity is authorized by law, and if the 
head of the agency or instrumentality 



has made a written request to the 
element which maintains the record 
specifying the particular portion desired 
and the law enforcement activity for 
which the record is sought. Blanket 
requests for all records pertaining to an 
individual will not be accepted. A 
record may also be disclosed to a law 
enforcement agency at the initiative of 
the Counsel, DCAA when criminal 
conduct is suspected, provided that such 
disclosure has been established in 
advance as a routine use. 

(8) To a person pursuant to a showing 
of compelling circumstances affecting 
the health or safety of an individual if 
upon such disclosure notification is 
transmitted to the last known address of 
the individual to whom the record 
pertains. 

(9) To either House of Congress, or, to 
the extent of matter within its 
jurisdiction, any committee or 
subcommittee thereof, or any joint 
committee. This does not authorize the 
disclosure of any record subject to this 
part to members of Congress acting in 
their individual capacities or on behalf 
of their constituents, unless the 
individual consents. 

(10) To the Comptroller General, or 
any of his authorized representatives, in 
the course of the performance of the 
duties of the General Accounting Office. 

(11) Pursuant to the order of a court of 
competent jurisdiction. 

(i) When a record is disclosed under 
compulsory legal process and when the 
issuance of that order or subpoena is 
made public by the court which issued 
it, make reasonable efforts to notify the 
individual to whom the record pertains. 
This may be accomplished by notifying 
the individual by mail at his most recent 
address as contained in the element's 
records. 

(ii) Upon being served with an order 
to disclose a record, the element shall 
endeavor to determine whether the 
issuance of the order is a matter of 
public record and, if it is not, seek to be 
advised when it becomes public. An 
accounting of the disclosure shall be 
made at the time the element complies 
with the order or subpoena. 

(c) Each DCAA element, with respect 
to each system of records under its 
control shall: 

(1) Except for disclosures made under 
paragraphs (b)(1) and (b)(2) of this 
section, keep an accurate accounting of 
the date, nature, and purpose of each 
disclosure of a record to any person or 
to another agency; and the name and 
address of the person or agency to 
whom the disclosure is made. A DCAA 
element need not make a notation on a 
single document of every disclostire of a 
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particular record, provided it can 
construct from its system the required 
accounting information when required 
by the individual; when necessary to 
inform previous recipients of any 
amended record; or when providing a 
cross reference to the justification or . 
basis. upon which the disclosure was 
made, including any written 
documentation as required in the case of 
the release of records for statistical or 
law enforcement purposes. 

(2) Retain the accounting made under 
paragraph (c)(l] of this section, for at 
least 5 years after the last disclosure or 
the life of the record, whichever is 
longer. No record of the disclosure of 
this accounting need be maintained. 

(3) Upon request of the individual to 
whom the record pertains, make 
available to that individual all 
information in its accounting of 
disclosures except that pertaining to 
disclosures for law enforcement 
purposes pursuant to § 317.7(b)(7). 

(d) (1) An individuaPs name and 
address may not be sold or rented by an 
element unless such action is 
specifically authorized by law. This 
provision shall not be. construed to 
require the withholding of names and 
addresses otherwise permitted to be 
made public. 

(2) Lists or compilations of names and 
home addresses, or single home 
addresses will not be disclosed, without 
the consent of the individual involved, 
to the public including, but not limited 
to, individual congressmen, creditors, 
and commercial and financial 
institutions. Requests for home 
addresses may be referred to the last 
known address of the individual for 
reply at his discretion and the requester 
will be notified accordingly. This 
prohibition may be waived when 
circumstances of a case indicate 
compelling and overriding interests. 
[40 FR 55538, Nov. 28, 1975. Redesignated at 
56 FR 55631, Oct. 29. 1991 and amended at 56 
FR 57802, Nov. 14, 1991] 

§ 317.8 Collection of personal information 
from individuals. 

(a) Personal information shall be 
collected to the greatest extent 
practicable directly from the individual 
when the information may result in 
adverse determinations about an 
individual's rights, benefits, and 
privileges under Federal programs. The 
collection of information from third 
parties shall be minimized. Exceptions 
to this policy may be made under 
certain circumstances, such as the 
following: 

(1) There is a need to insure accuracy 
of information supplied by an individual 
by verifying with a third party, such as 



in the case of verifying information for a 
security clearance. 

(2) The nature of the information is 
such that it can only be obtained from a 
third party, such as an employee's 
performance in a previous job or ; 
assignment. 

(3) Obtaining the information from the 
individual would present exceptional 
practical difficulties or would result in 
unreasonable cost. 

(b) Each individual who is asked to 
supply personal information must be 
told of the authority (statute or 
Executive Order] which authorizes its 
solicitation; the principal purpose or 
purposes for which it is to be used; the 
routine uses to be made of it; whether 
furnishing such information is 
mandatory or voluntary; and the effects 
on him, if any, of not providing it. This 
notice to the individual may be made on 
the form used to collect the information 
or on a separate form which can be 
retained by the individual. This advice 
must be given regardless of the media 
used in requesting information, whether 
it is a "form" in the usual sense, i.e., a 
preprinted document with a control 
number and an edition date, or a format, 
questionnaire, survey sheet, or report 
rendered on a blank sheet. 

(1) Forms in use before September 27, 
1975, which are to be used on and after 
that date must meet the notice 
requirements by use of a separate 
statement to accompany each form 
subject to the provisions of the Privacy 
Act of 1974. The statement will be 
assigned the identifying number used in 
collecting the information and the suffix 
*'Privacy Act Statement," as follows: 

(1) For forms in regularly issued, 
numbered series, the Privacy Act 
Statement shall bear the same number . 
as the form to which it pertains. 

(ii) For unnumbered formats, 
questionnaires, survey forms, and 
reports, the Privacy Act Statement will 
bear the report control symbol or OMB 
Approval Number under the authority of 
which the information is collected if 
applicable. 

(2) As forms are revised or new ones 
issued, the Privacy Act Statement shall 
be incorporated, if practical, in the body 
of each form, format, questionnaire, 
survey sheet, or report initiated or 
revised on or after September 27, 1975. 
Where feasible, the Privacy Act 
Statement when incorporated on a form, 
format, etc. should be positioned in such 
a manner that the individual will be 
informed of the information required by 
the act before he begins to furnish any 
of the information requested. 

(3) (i) The proponent, i.e., the initiator, 
has the final responsibility for 
determining whether a form, format, 



questionnaire, survey, or report requires 
a Privacy Act Statement. Statements 
should be sufficiently complete and 
specific, but, at thie same time, be 
concise and couched in easily 
understood language. 

(ii) Forms and information 
management officers at all echelons of 
DCAA must assure that Privacy Act 
Statements are available and that new 
forms contain the Statement, if required. 

(iii) No element may deny any 
individual any right, benefit, or privilege 
provided by law because of such ' 
individual's refusal to disclose his SSN, 
unless such disclosure is required by 
Federal statute or to any element 
maintaining a system of records in 
existence and operating before January 
1, 1975, if such disclosure was required 
under statute or regulation adopted prior 
to such date to verify the identity of an 
individual. Executive Order No. 9397, 
November 22, 1943, authorizes elements 
to use the SSN as a system of numerical 
identification of individuals. 

(iv) Any DCAA element which 
requests an individual to disclose the 
SSN must inform that individual 
whether disclosure is mandatory or 
voluntary, by what statutory or other 
authority such number is solicited, and 
what uses will be made oiP it. 

(c) If disclosure of the SSN is not 
required by Federal statute or is not for 
a system of records in existence and. 
operating prior to January 1, 1975, 
DCAA elements are not precluded from 
requesting it from the individuals 
concerned. However, the separate 
Privacy Act Statement for the SSN 
alone, or a merged Privacy Act 
Statement, covering not only the SSN 
but also other items of personal 
information, must make clear that the 
disclosure of the SSN is voluntary. If, in 
such instances, the individual refuses to 
disclose it, the element concerned must 
be prepared to identify him by alternate 
means. 

§317.9 Exemptions. 

(a) The Director, DCAA reserves the 
right to designate the systems of records 
maintained by this agency which are to 
be exempted from certain provisions of 
the Privacy Act of 1974, and shall 
publish in the Federal Register 
information specifying the name of each 
designated system, the specific 
provisions of the act from which each 
system is to be exempted, and the 
reasons for each exemption of the 
record system, 

(b] To qualify for a general exemption, 
as defined in the Privacy Act of 1974, the 
system of records must be maintained 
by an agency or component thereof 
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which performs as its principal function 
any activity pertaining to the 
enforcement of criminal laws, including 
police efforts to prevent, control, or 
reduce crime or to apprehend criminals, 
and the activities of prosecutors, courts, 
correctional, probation, pardon, or 
parole authorities. Such system of 
records must consist of: 

(1) Information compiled for the 
purpose of identifying individual 
criminal offenders and alleged offenders 
and containing only identifying data and 
notations of arrests, the nature and 
disposition of criminal charges, 
sentencing, confinement, release, and 
parole and probation status; 

(2) Information compiled for the 
purpose of a criminal investigation, 
including reports of informants and 
investigators, and associated with an 
identifiable individual; or 

(3) Reports identifiable to an 
individual compiled at any state of the 
process of enforcement of the criminal 
laws from arrest or indictment through 
release from supervision. 

(c) To qualify for a specific exemption, 
as defined by the Privacy Act of 1974, 
the system of records must be: 

(1) Specifically authorized under 
criteria established under an Executive 
Order to be kept classified in the 
interest of national defense or foreign 
policy and are in fact properly classified 
pursuant to such Executive Order; 

(2] Investigatory material compiled for 
law enforcement purposes, other than 
material covered under a general 
exemption; however, an individual shall 
not be denied access to information 
which has been used to deny him a right 
or privilege unless disclosure would 
reveal a confidential source. The 
Security Officer, DCAA, shall establish 
procedures governing the granting of 
confidentiality; 

(3) Maintained in connection with 
providing protective service to the 
President of the United States or other 
individuals protected pursuant to 18 
U.S.C. 3056. 

(4) Used only to generate aggregate 
data or for other similarly evaluative or 
analytic purposes and which are not 
used to make decisions on the rights, 
benefits, or entitlements of individuals 
except for the disclosure of a census 
record permitted by 13 U.S.C. 8. 

(5) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifications 
for Federal civilian employment, 
military service. Federal contracts, or 
accesis to classified information, but 
only to the extent that the disclosure of 
such material would reveal the identity 
of a source who furnished information to 
the Government under an express 



promise that the identity of the source 
would be held in confidence, or prior to 
September 27, 1975, under an implied 
promise that the identity of the source 
would be held in confidence. The 
Security Officer, DCAA, shall estabUsh 
procedures governing the granting of 
confidentiality; 

(6) Testing or examination material 
used solely to determine individual 
qualifications for appointment or 
promotion in the Federal service, the 
disclosure of which would compromise 
the objectivity or fairness of the testing 
or examination process; or 

(7) Evaluation material used to 
determine potential for promotion in the 
Armed Services, but only to the extent 
that the disclosure of such material 
would reveal the identity of a source 
who furnished information to the 
Government under an express promise 
that the identity of the source would be 
held in confidence or prior to September 
27, 1975, under an implied promise that 
the identity of the source would be held 
in confidence. 

(d) Section 5 U.S.C. 552a (j) and (k) 
authorize an agency head to exempt 
certain systems of records or parts of 
certain systems of records from some of 
the requirements of the act. All systems 
of records maintained by the Defense 
Contract Audit Agency shall be exempt 
from the requirements of 5 U.S.C. 
552a(d) pursuant to 5 USC 552a[k)(l) to 
the extent that the system contains any 
information properly classified under 
Executive Order 11652, "Classification 
and Declassification of National 
Security Information and Material," 
dated March 8, 1972 (37 FR 10053, May 
19, 1972) and which is required by the 
Executive Order to be kept secret in the 
interest of national defense or foreign 
policy. This exemption, which may be 
applicable to parts of all systems of 
records, is necessary because certain 
record systems not otherwise 
specifically designated for exemptions 
may contain isolated information which 
has been properly classified. 

[40 FR 55538. Nov. 28. 1975. as amended at 42 
FR 35157, July 8, 1977] 

§317.10 Systemsf of records. 

(a)(1) Each DCAA element shall 
maintain in its records systems only 
such personal information as is relevant 
and necessary to.accomphsh a purpose 
or mission required by statute or 
Executive Order of the President. 

(2) Each element shall identify the 
specific provision of law, or Executive 
Order, which provides authority for the 
maintenance of information in each 
system of records. 

(3) Statutory or regulatory authority to 
establish and maintain a system of 



records does not convey unlimited 
authority to collect and maintain all 
information which may be useful or 
convenient to have. The proponent of 
each system of records will evaluate 
each category of information in a system 
for both necessity and relevance. In 
performing this evaluation the following 
points will be considered: 

(i) Relationship of each item of 
information to the statutory or 
regulatory purpose for which the isystem 
is maintained. 

(ii) Specific adverse consequences of 
not collecting each category of 
information. 

(iii) Possibility of meeting the 
information requirement through use of 
information not individually identifiable 
or through sampling techniques. 

(iv) Length of time that the 
information is needed and, where 
appropriate, techniques for purging parts 
of the record. 

(v) Financial cost of information 
maintenance compared to risk or 
adverse consequence of not maintaining 
it. 

(vi) Necessity and relevance of this 
information to all individuals included 
in the system. 

(4) Collection will be discontinued for 
each category or item of information 
which after the above evaluation does 
not appear to be reasonably justifiable. 
Moreover, such information will be 
withdrawn and destroyed provided it 
can be econoniically segregated from 
necessary and relevant information. 

(5) The evaluation described above 
will be performed by each proponent of 
a system of records: 

(1) During the design phase of a new 
system of records or a change in an 
existing system of records, 

(ii) Annually, prior to republication of 
all system notices in the Federal 
Register. 

(b)(1) The Privacy Act requires that a 
notice of the existence of each system of 
records, as defined in § 317.5, be 
published in the Federal Register. Initial 
system notices will be submitted to the 
Office of the Assistant Secretary of 
Defense (Comptroller) (OASD(C)) by the 
Records Administrator. 

(2) Notices for new systems must be 
published in the Federal Register for 
public comment at least 30 days before 
the system may be legally implemented. 
The proposed notices shall be submitted 
to the Records Administrator at least 90 
days before the proposed implementing 
date. The Records Administrator shall 
submit the proposed system notices to 
OASD(C) 60 days before the proposed 
implementing date. 
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(3](i) The following proposed changes 
to an existing system must be published 
in the Federal Register for public 
comment at least 30 days before the 
changes are implemented: 

(A) Those which expand the 
categories of individuals on whom 
records are maintained. 

(B) Those which add new categories 
or records to the system. 

(C) Those which add new categories 
to the sources. 

(D) New or changed routine uses 
which involve disclosure to a new 
category of recipient. 

(E) Changes in procedures governing 
access. 

(ii) Notices of proposed changes to 
existing systems will be submitted to the 
Records Administrator 90 days before 
implementation. 

(4) Changes in records systems not 
stated in paragraph (b)(3}(i) of this 
section, do not require advance 
publication, but must be submitted for 
inclusion in the annual consoUdated 
listing of records systems. Accordingly, 
each DCAA element shall establish 
procedures to ensure that all such 
changes are forwarded to the Records 
Administrator by May 1 of each year for 
submission to the Office of the Assistant 
Secretary of Defense (Comptroller) by 
May 31 for annual publication in the 
Federal Register. 

(5) Concurrently with paragraphs 
(b)(3) and (4) of this section, the Office 
of the Assistant Secretary of Defense 
(Comptroller) shall provide the Office of 
Management and Budget and the 
Privacy Protection Study Commission 
advance notice of proposals to establish 
new systems or to change routine uses 
of existing system. 

(6) The Records Administrator shall 
ensure that information contained in 
each system notice; as published in the 
Federal Register, is incorporated in 
DCAA Manual 5015.1, Files 
Maintenance and Disposition. DCAA 
elements shall take immediate action to 
either publish a system notice, or 
discontinue any system of records not 
contained in the Files Maintenance and 
Disposition Manual. 

(c)(1) Records used by DCAA 
elements in making determinations 
about an individual will be maintained 
with such accuracy, relevance, 
timeliness, and completeness as is 
reasonably necessary to ensure fairness 
to the individual in any determination. 

(2) Prior to disseminating any record 
about an individual to any person other 
than a Federal agency, unless the 
dissemination is made pursuant to the 
Freedom of Information Act, reasonable 
efforts will be made to ensure that such 



records are accurate, complete, timely, 
and relevant for agency purposes. 

(d) Maintenance of a system of 
records describing how individuals 
exercise rights guaranteed by the First 
Amendment is prohibited unless 
expressly authorized by Federal statute 
or by the individual concerned, unless 
pertinent to and within the scope of an 
authorized law enforcement activity. 
The exercise of these rights includes, but 
is not limited to, religious and political 
beliefs, freedom of speech and the press, 
and the right of assembly and to 
petition. 

(e) The head of each DCAA element 
shall assure that persons, including 
Government contractors or their 
employees, involved in the design, 
development, operation, maintenance, 
or control of any system of records, as 
defined in § 317.5, are informed of all 
requirements to protect the privacy of 
the individuals who are subjects of the 
records. The following sanctions should 
be emphasized to personnel: ' 

(1) There are criminal penalties for 
knowingly and willfully disclosing a 
record about an individual without the 
written consent or the written request of 
that individual, or unless disclosure is 
for one of the reasons listed in § 317.7. 

(2) The agency may be subject to civil 
suit for failure to comply with the 
Privacy Act of 1974. 

(f) (1) Each DCAA element shall 
establish administrative and physical 
safeguards to protect each system of 
records from unauthorized or 
unintentional access, disclosure, 
modification, or destruction. These 
safeguards shall apply to systems of 
records, in whatever medium in which 
personal information is processed or 
stored. Such safeguards shall be tailored 
to the requirements of each system of 
records. 

(2) Access to personal information 
shall be restricted to those persons 
whose official duties require access and 
the individual concerned and in 
accordance with § 317.7. 

(3) Each DCAA element shall ensure 
that all persons whose official duties 
require access to or processing and 
maintenance of personal information are 
trained in the proper safeguarding and 
use of such information. 

(4) Personal records and documents 
shall be stored so as to reasonably 
preclude unauthorized disclosure. 

(5) Disposal of records containing 
personal information which are no 
longer required will be accomplished in 
such a manner that will prevent the 
contents from being disclosed, e.g., 
tearing the record into pieces to prevent 
reconstruction, burning, or in the case of 
magnetic tapes, by degaussing. 



[40 PR 55538, Nov. 28, 1975. Redesignated at 
56 PR 55631, Oct. 29. 1991 and amended at 56 
FR 57802, Nov. 14, 1991] 

§317.11 Annual report. 

(a) Each DCAA Region shall prepare 
an annual report for the preceding 
calendar year on its implementation of 
the Privacy Act. 

(b) Seven copies of the report shall be 
furnished to the Records Administrator 
by March 15 of each year for transmittal 
in six copies to the OASD(C) by March 
31 of each year. 

(c) The annual report shall contain the 
following: 

(1) A brief management summary of 
the status of actions taken to comply 
with the act, the results of these efforts, 
any problems encountered and 
recommendations for any changes in 
legislation, policies, or procedures. 

(2) A summary of major 
accomplishments; i.e., improvements in 
information practices and safeguards. 

(3) A summary of major plans for 
activities in the upcoming year, e.g., area 
of emphasis, additional securing of ' 
facilities. 

(4) A list of systems which are 
exempted during the year from any of 
the operative provisions of this law 
permitted under the terms of subsections' 
(j) and (k) of the Privacy Act of 1974, 
whether or not the exemption was 
obtained during the year, the number of 
records in; each system exempted from 
each specific provision and reasons for 
invoking the exemption. 

(5) A brief summary of changes to the 
total inventory of personal data systems 
subject to the provisions of the act, 
including reasons for major changes, 
e.g., the extent to which review of the 
relevance of and necessity for records 
has resulted in elimination of all or 
portions of systems of records or any 
reduction in the number of individuals 
on whom records are maintairied. 

(6) A general description of 
operational experiences including 
estimates of the number of individuals 
(in relation to the total number of 
records in the system) requesting 
information on the existence of records 
pertaining to them, refusing to provide 
information, requesting access to their 
records, appealing initial refusals to 
amend records, and seeking redress 
through the courts. 

(7) Any available data, or estimates, 
of the cost of administering the Privacy 
Act of 1974. 
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PART 318— DEFENSE NUCLEAR 
AGENCY PRIVACY PROGRAM 

Sec. 

318.1 Purpose. 

318.2 Applicability. 

318.3 Designations. 

318.4 Responsibilities. 

318.5 Exemptions. 

Authority: Pub. L. 93-597, 88 Stat. 1896 (5 
U.S.C.552a). 

Source: 51 FR 12312, Apr. 10, 1986. 
Redesignated at 56 FR 55631, Oct. 29. 1991. 

§ 318.1 Purpose. 

This rule implements the provisions of 
the Privacy Act of 1974, as amended, 
and adopts the poHcies and procedures 
as set forth by the Department of 
Defense Privacy Program, 32 CFR part 
310. 

[51 FR 12312, Apr. 10, 1986. Redesignated at 
56 FR 55631, Oct. 29, 1991 and amended at 56 
FR 57802, Nov. 14, 1991] 

§318.2 Applicability. 

The provisions of this rule apply to 
Headquarters, Defense Nuclear Agency 
(HQDNA), Field Command, Defense 
Nuclear Agency [FCDNA), and the 
Armed Forces Radiobiology Research 
Institute (AFRRI). 

§318.3 Designations. 

The General Counsel, HQDNA, is 
designated as the agency Privacy Act 
Officer. The Privacy Act Officer is the 
principal point of contact for privacy 
matters and is the agency Initial Denial 
Authority. The Director, DNA, is the 
agency Appellate Authority. 

§ 318.4 Responsibilities. 

(a) The Director, DNA is responsible 
for implementing the agency Privacy 
Program in accordance with the specific 
requirements of 32 CFR part 310. 

(b) The Privacy Act Officer is 
responsible for monitoring and ensuring 
agency compliance with the DoD 
Privacy Program in accordance with 32 
CFR part 310. 

(c) Agency component and element 
responsibilities are set forth in DNA 
Instruction 5400.11 A, ^ March 3,1986. 

[51 FR 12312, Apr. 10, 1986, as corrected by 51 
FR 15479, Apr. 24, 1986. Redesignated at 56 
FR 55631, Oct. 29, 1991, and amended at 56 FR 
57802, Nov. 14. 1991] 

§ 318.5 Exemptions. 

(a) HDNA 007 Security Operations; 

(1) Specific Exemption. Portions of 
this system of records are exempt from 
the provisions of 5 U.S.C. 552a (c)(3); (d); 
(e)(4) (G), (H), (I); and (f). 

(2) Authority. 5 U.S.C. 552a(k){5). 



^ Copies may be obtained, if needed, from: HQ, 
Defense Nuclear Agency, Office of General Counsel, 
Washington, DC 20305-1000. 



(3) Reason. To protect the identity of a 
source who furnished information to the 
Government under an express promise 
that the identity of the source would be 
held in confidence, or, prior to 
September 27, 1975, under an implied 
promise that identity of the source 
would be held in confidence. 

(b) In accordance with 32 CFR 
310.50(c), the blanket exemption for 
classified material is applicable to any 
agency system of records. 
[51 FR 12312, Apr. 10, 1986. Redesignated at 
56 FR 55631, Oct. 29, 1991. and amended at 56 
FR 57802, Nov. 14, 1991] 

PART 319— PRIVACY ACT OF 1974 

Sec. 

319.1 Authority. 

319.2 Purpose. 

319.3 Scope. 

319.4 .Definitions. 

319.5 Procedures for requests pertaining to 
individual records in a record system. 

319.6 Disclosure of requested information to 
individuals. 

319.7 Special procedures: Medical records. 

319.8 Request for correction of amendment 
to record. 

319.9 Agency review of request for 
correction or amendment of record. 

319.10 Appeal of initial adverse Agency 
determination for access, correction or 
amendment. 

319.11 Fees. 

319.12 General exemptions. [Reserved] 
319il3 Specific exemptions. 

Authority: Pub. L. 93-579, 88 Stat. 1896 (5 
U.S.C. 552a] 

Source: 51 FR 44064. Dec. 8, 1986. Correctly 
redesignated from 292a at 56 FR 57799, Nov. 
14,1991. 

§ 319.1 Authority. 

Pursuant to the requirements of 
section 553 of Title 5 of the United 
States Code, the Defense Intelligence 
Agency promulgates its rules for the 
implementation of the Privacy Act of 
1974, Pub. L. 93-579, 5 U.S.C. 552a(f) and 
(k]. 

§ 319.2 Purpose. 

(a) To promulgate rules providing 
procedures by which individuals may 
exercise their rights granted by the act 
to: (1) Determine whether a Defense 
Intelligence Agency system of records 
contains a record pertaining to 
themselves; (2) be granted access to all 
or portions thereof; (3) request 
administrative correction or amendment 
of such riecords; (4) request an 
accounting of disclosures from such 
records; and (5) appeal any adverse 
determination for access or correction/ 
amendment of records. 

(b) To set forth Agency policy and fee 
schedule for cost of duplication. 

(c) To identify records subject to the 
provisions of these rules. 



(d) To specify those systems of 
records for which the Director, Defense 
Intelligence Agency, claims an 
exemption. 

§319.3 Scope. 

(a) Any individual who is a citizen of 
the United States or an alien lawfully 
admitted for permanent residence in the 
United States may submit an inquiry to 
the Defense Intelligence Agency. 

(b) These rules apply to those systems 
of records: (1) Maintained by the 
Defense Intelligence Agency; (2) for 
which the Defense Intelligence Agency 
prescribes the content and disposition 
pursuant to statute or executive order of 
the President, which may be in the 
physical custody of another Federal 
agency; (3) not exempted from certain 
provisions of the act by the Director, 
Defense Intelligence Agency. 

(c) The Defense Intelligence Agency 
may have physical custody of the 
official records of another Federal 
agency which exercises dominion and 
control over the records, their content,, 
and access thereto. In such cases, the 
Defense Intelligence Agency 
maintenance of the records is 
considered subject to the rules of the 
other Federal agency. Except for a 
request for a determination of the 
existence of the record, when the 
Defense Intelligence Agency receives 
requests related to these records, the 
DIA will immediately refer the request 
to the controlling agency for all 
decisions regarding the request and will 
notify the individual making the request 
of the referral. 

(d) Records subject to provisions of 
the Act which are transferred to the 
Washington National Records Center for 
storage shall be considered to be 
maintained by the Defense Intelligence 
Agency. Disclosure from such records — 
to other than an element of the Defense 
Intelligence Agency — can only be made 
with the prior approval of the Defense 
Intelligence Agency. 

(e) Records subject to provisions of 
the act which are transferred to the 
National Archives shall be considered 
to be maintained by the National 
Archives and are no longer records of 
the Agency. 

§319.4 Definitions. 

(a) All terms used in this part which 
are defined in 5 U.S.C. 552a shall have 
the same meaning herein. 

(b) As used in this part: 

(1) The term "Act" means the Privacy 
Act of 1974, Pub. L. 93-579, 5 U.S.C. 552a. 

(2) The term "Agency" means the 
Defense Intelligence Agency. . 
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§319.5 Procedures for requests 
pertaining to individual records in a record 
system. 

(a) An individual seeking notification 
of whether a system of records, 
maintained by the Defense Intelhgence 
Agency, contains a. record pertaining to 
himself /herself and who desires to 
review, have copies made of such 
records, or to be provided an accounting 
of disclosures from such records, shall 
submit his or her request in writing. 
Requesters are encouraged to review the 
systems of records notices published, by ' 
the Agency so as to specifically identify 
the particular record system(s) of 
interest to be accessed. 

(b) In addition to meeting the 
requirements set forth in this § 319.5, the 
individual seeking notification, review 
or copies, and an accounting of 
disclosures will provide in writing his or 
her full name, address, social security 
account number or date of birth and a 
telephone number where the requester 
can be contacted should questions arise 
concerning his or her request. This * 
information will be used only for the 
purpose of identifying relevant records ' 
in response to an individual's inquiry. It 
is further reconimended that individuals 
indicate any present or past relationship 
or affiliations, if any, with the Agency 
and the appropriate dates in order to 
facilitate a more thorough search of the 
record system specified and any other 
system which may contain information 
concerning the individual. A signed 
notarized statement may also be 
required. 

(c) An individual who wishes to be 
accompanied by another individual ' 
when reviewing his or her records, must 
provide the Agency with written consent 
authorizing the Agency to disclose or 
discuss such records in the presence of 
the accompanying individual. 

(d) A request for medical records must 
be submitted as set forth in § 319.7. 

(e) Individuals should mail their 
written request to: Defense Intelligence 
Agency, DSP-lA, Washington, DC 
20340-3299 and indicate clearly on the 
outer envelope "Privacy Act Request." 

(f) An individual who makes a request 
on behalf of a minor or legal 
incompetent shall provide a signed 
notarized statement affirming the 
relationship. 

(g) When an individual wishes to 
authorize another person access to his 
or her records, the individual shall 
provide a signed notarized statement 
authorizing and consenting to access by 
the designated person. 

(h) Except as provided by section 
552a(b) of the act, 5 U.S.C. 552a(b), the 
written request or prior written consent 
of the individual to whom a record 



pertains shall be required before such 
record is disclosed to any person or to 
another agency outside the Department 
of Defense. 

(i) Any person who knowiiigly and 
willfully requests or obtains any record 
concerning an individual from this 
Agency under false pretenses shall be 
guilty of a misdemeanor and fined not 
more than $5,000: 

[51 FR 44064, Dec. 8, 1986, as amended by 56 
FR 56595, Nov. 6, 1991. Correctly redesignated 
at 56 FR 57799, Nov. 14, 1991] 

§319.6 Disclosure of requested 
information to individuals. 

The Defense Intelligence Agency, 
upon receiving a request for notification 
of the existence of a record or for access 
to a record, shall: (a) Determine whether 
such record exists; (b) determine 
whether access is available under the 
Privacy Act; (c) notify the requester of 
those determinations within 10 days 
(excluding Saturday, Sunday and legal 
public holidays) and;'(d) provide access 
to information pertaining to that person 
which has been determined to be 
available. 

§ 319.7 Special procedures: Medical 
records. 

Medical records, requested pursuant 
to § 319.5, will be disclosed to the 
requester unless the disclosure of such. , 
records directly to the requester could, 
in the judgment of a physician, have an 
adverse effect on the physical or mental 
health or safety and welfare of the 
requester or other persons with whom 
he may have contact. In such an 
instance, the information will be 
transmitted to a physician named by the 
requester or to a person qualified to 
make a psychiatric or medical 
determination. 

[51 FR 44064, Dec. 8, 1986, as amended by 56 
FR 56595, Nov. 6, 1991. Correctly redesignated 
at 56 FR 57799, Nov. 14, 1991] 

§319.8 Request for correction or 
amendment to record. 

[a] An individual may request that the 
Defense Intelligence Agency correct, 
amend, or expunge any record, or 
portions thereof, pertaining to the 
requester that he believes to be 
inaccurate, irrelevant, untimely, or 
incomplete. 

[b] Such requests shall be in writing 
and may be mailed to DSP-IA as 
indicated in § 319.5. 

[c] The requester shall provide 
sufficient information to identify the 
record and furnish material to 
substantiate the reasons for requesting 
corrections, amendments or 
expurgation. 



(51 FR 44064, Dec. 8, 1986, as amended by 56 
FR 56595, Nov. 6, 1991. CorrecUy redesignated 
at 56 FR 57799, Nov. 14, 1991] 

§ 319.9 Agency review of request for 
correction or amendment of record. 

(a) The Agency will acknowledge a 
request for correction or amendment of 
a record within 10 days (excluding 
Saturday, Sunday, and legal public 
holidays) of receipt. The 
acknowledgment will be in writing and 
will indicate the date by which the 
Agency expects to make its initial 
determination. 

(b) The Agency shall complete its 
consideration of requests to correct or 
amend records within 30 days 
(excluding Saturday, Sunday, and legal 
holidays) and inform the requester of its 
initial determination. 

(c) If it is determined that records 
should be corrected or amended in 
whole or in part, the Agency shall 
advise the requester in writing of its • 
determination; and correct or amend the 
records accordirigly. The Agency shall 
then advise prior recipients of the 
records of the fact that a correction or 
amendment was made and provide the 
substance of the change. 

(d) If the Agency determines that a 
record should not be corrected or 
amended, in whole or in part, as 
requested by the individual, the Agency 
shall advise the requester in writing of 
its refusal to correct or amend the 
records and the reasons therefor. The 
notification will inform the requester 
that the refusal may be appealed 
administratively and will advise the 
individual of the procedures for such 
appeals. 

§ 319.10 Appeal of initial adverse Agency 
determination for access, correction, or 
amendment. 

(a) An individual who disagrees with 
the denial or partial denial of his or her 
request for access, correction, or 
amendment of Agency records 
pertaining to himself /herself, may file a 
request for administrative review of 
such refusal within 30 days after the 
date of notification of the denial or 
partial denial. 

(b) Such requests should be in writing 
and may be mailed to RTS-1 as 
indicated in § 319.5. 

(c) The requester shall provide a brief 
written statement setting forth the 
reasons for his or her disagreement with 
the initial determination and provide 
such additional supporting material as 
the individual feels necessary to justify 
his or her appeal. 

(d) Within 30 days (excluding 
Saturday, Sunday, and legal public 
holidays) of the receipt of request for 
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review, the Agency shall advise the 
individual of the final disposition of his 
or her request. 

(e) In those cases where the initial 
determination is reversed, the individual 
will be so informed and the Agency will 
take appropriate action. 

(f) In those cases where the initial 
determinations are sustained, the 
individual shall be advised: 

(1) In the case of a request for access 
to a recordi of the individual's right to 
seek judicial review of the Agency 
refusal for access. 

(2) In the case of a request to correct 
or amend the record: (i) Of the 
individual's right to file with record in 
question a concise statement of his or 
her reasons for disagreeing with the 
Agency's decision, (ii) of the procedures 
for filing a statement of disagreement, 
and (iii) of the individual's right to seek 
judicial review of the Agency's refusal 
to correct or amend a record. 

[51 FR 44064, Dec. 8, 1986. as amended by 56 
FR 56595, Nov. 6, 1991. Correctly redesignated 
at 56 FR 57799, Nov. 14, 1991] 

§319.11 Fees. 

(a) The schedule of fees chargeable is 
contained at § 286.60 et seq. As a 
component of the Department of 
Defense, the applicable published 
Departmental rules and schedules with 
respect to fees will also be the policy of 
DIA. 

(b) Current employees of the Agency 
will not be charged for the first copy of a 
record provided by the Agency. 

(c) In the absence of an agreement to 
pay required anticipated costs, the time 
for responding to a request begins on 
resolution of this agreement to pay. 

(d) The fees may be paid by check, 
draft or postal money order payable to 
the Treasurer of the United States. 
Remittance will be forwarded to the 
office designated in § 319.5(e). 

[51 FR 44064, Dec. 8, 1986, as amended by 56 
FR 56595, Nov. 6, 1991. Correctly redesignated 
at 56 FR 57799, Nov. 14, 1991] 

§ 319.12 General exemptions [Reserved]. 

§ 319.13 Specific exemptions. 

(a) All systems of records maintained 
by the Director, Defense Intelligence 
Agency shall be exempt from the 
requirements of 5 U.S.C. 552a(d) 
pursuant to 5 U.S.C. 552a(k)(l) to the 
extent that the system contains any 
information properly classified under 
Executive order to be kept secret in the 
interest of national defense or foreign 
policy. This exemption, which may be 
applicable to parts of all systems of 
records, is necessary because certain 
record systems not specifically 
designated for exemption may contain 



isolated information which has been 
properly classified. 

(b) The Director, Defense Intelligence 
Agency, designated the systems of 
records listed below for exemptions 
under the specified provisions of the 
Privacy Act of 1974, as amended (Pub. L. 
93-579): 

(c) System identification and name: 
LDIA 0271, Investigations and 
Complaints. 

(1) Exemption: Any portion of this 
record system which falls within the 
provisions of 5 U.S.C. 552a(k) (2) and (5) 
may bie exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), and (e)(4)(I). 

(2) Authority: 5 U.S.C. 552a(k) (2) and 
(5). 

(3) Reasons: The reasons for asserting 
these exemptions are to ensure the 
integrity of the Inspector General 
process within the Agency. The 
execution requires that information be 
provided in a free and open manner 
without fear of retribution or 
harassment in order to facilitate a just, 
thorough and timely resolution of the 
complaint or inquiry. Disclosures from 
this system can enable individuals to 
conceal their wrongdoing or mislead the 
course of the investigation by 
concealing, destroying or fabricating 
evidence or documents. Also, 
disclosures can subject sources and 
witnesses to harassment or intimidation 
which may cause individuals not to seek 
redress for wrongs through Inspector 
General channels for fear of retribution 
or harassment. 

(d) System identification and name: 
LDIA 0275, DoD Hotline Referrals. 

(1) Exemption: Any portion of this 
record system which falls within the 
provisions of 5 U.S.C. 552a(k) (2) and (5) 
may be exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H). and (e)(4)(I). 

(2) Authority: 5 U.S.C. 552a(k) (2) and 
(5). 

(3) Reason: The reasons for asserting 
these exemptions are to ensure that 
informants can report instances of fraud 
and mismanagement without fear of 
reprisal or unauthorized disclosure of 
their identity. The execution of this 
function requires that information be 
provided in a free and open manner 
without fear of retribution of harassment 
in order to facihtate a just, thorough and 
timely resolution of the case. These 
records are privileged Director, DIA, 
documents and information contained 
therein is not routinely released or 
disclosed to anyone. 

(e) System identification and name: 
LDIA 0660, Security Files. 

(1) Exemption: Any portion of this 
record system which falls within the 



provisions of 5 U.S.C. 552a(k) (2) and (5) 
may be exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), and (e)(4)(I). 

(2) Authority: 5 U.S.C. 552a(k) (2) and 
(5). 

[3] Reason: The reasons for asserting 
these exemptions are to ensure the 
integrity of the adjudication process 
used by the Agency to determine the 
suitabihty, eligibility or qualification for 
Federal service with the Agency and to 
make determinations concerning the 
questions of access to classified 
materials and activities. The proper 
execution of this function requires that 
the Agency have the ability to obtain 
candid and necessary information in 
order to fully develop or resolve 
pertinent information developed in the 
process. Potential sources, out of fear or 
retaliation, exposure or other action, 
may be unwilling to provide needed 
information or may not be sufficiently 
frank to be a value in personnel 
screening, thereby seriously interfering 
with the proper conduct and 
adjudication of such matters.. 

(f) System identification and name: 
LDIA 0800, Operation Record System. 

(1) Exemption: Any portion of this 
record system which falls within the 
provisions of 5 U.S.C. 552a(k) (2) and (5) 
may be exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1). (e)(4)(G), (e)(4)(H), and (e)(4)(I). 

(2) Authority: 5 U.S.C. 552a(k) (2) and 
(5). 

(3) Reason: The reasons for asserting 
these exemptions are to ensure the 
integrity of ongoing foreign intelligence 
collection and/or training activities 
conducted by the Defense Intelligence 
Agency and the Department of Defense. 
The execution of these functions 
requires that information in response to 
national level intelligence requirements 
be provided in a free and open manner 
without fear of retribution or 
unauthorized disclosure. Disclosures 
from this system can jeopardize 
sensitive sources and methodology. 

[56 FR 56595, Nov. 6, 1991. Correctly 
redesignated at 56 FR 57799, Nov. 14, 1991] 

PART 320— PERSONAL PRIVACY AND 
RIGHTS OF INDIVIDUALS REGARDING 
THEIR PERSONAL RECORDS, 
DEFENSE MAPPING AGENCY 

Sec. 

320.1 Purpose and scope. 

320.2 Definitions. 

320.3 Procedures for requests for 
information pertaining to individual 
records in a record system. 

320.4 Disclosure of requested information to 
individuals. 
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Sec. 

320.5 Request for correction or amendment 
to record. 

320.6 Agency review of request for 
correction or amendment of record. 

320.7 Appeal of initial adverse agency 
determination on correction or 
amendment. 

320.8 Disclosure of record to person other 
than the individual to whom it pertains. . 

320.9 Fees. 

320.10 Penalties. 

320.11 Specific exemptions. 

Authority: Pub. L. 93-579, 88 Stat. 1986 (5 
U.S.C. 552a). 

Source: 40 FR 55543, Nov. 28, 1975, unless 
otherwise noted. Redesignated from 295c at 
57 FR 8074, Feb. 20, 1992. 

§320.1 Purpose and scope. ; 

(a] This regulation is published 
pursuant to the Privacy Act of 1974, Pub. 
L. 93-579, 88. Stat. 1896, 5 U.S.C. 552a 
(hereinafter the "Privacy Act"). This 
regulation: 

(1) Establishes or advises of 
procedures whereby an individual can 
(i) request notification of whether the 
Defense Mapping Agency (DMA) 
maintains or has disclosed a record 
pertaining to him in any nonexempt 
system. of records, (ii) request a copy or 
other access to such a record or to an 
accounting of its disclosure, (iii) request 
that the record be amended and (iv) 
appeal any initial adverse determination 
of any such request; 

(2) Specifies those systems of records 
which the Director, Headquarters DMA 
has determined to be exempt from the 
procedures established by this 
regulation and from certain provisions 
of the Privacy Act. DMA policy 
encompasses the safeguarding of 
individual privacy from any misuse of 
DMA records and the provision of the 
fullest access practicable to individuals 
to DMA records concerning them. 

§320.2 Definitions. 

As used in this part: 

"Individual" means a natural person 
who is a citizen of the United States or 
an alien lawfully admitted for 
permanent residence. A legal guardian 
or the parent of a minor have the same 
rights as the individual and may act on 
behalf of the individual. 

"Maintain" means to collect, use or 
disseminate records on individuals. 

"Record" means any item, collection 
or grouping of information about an 
individual that is maintained by the 
DMA or a Component thereof, including, 
but not limited to, his education, 
financial transactions, medical history . 
and criminal or employment history and 
that contains his name or the identifying 
number, symbol or other identifying, 
particulars assigned to the individual 



such as a finger or voice print or a 
photograph. 

"System of records" means a group of 
any records under the control of the 
DMA or a Component thereof from 
which information is retrieved by the 
name of an individual or by some 
identifying number or symbol or other 
identifying particular assigned to the 
individual, 

"Routine use" means (with respect to 
the disclosure of a record), the use of 
such record for a purpose which is 
compatible with the purpose for which it 
was collected. Routine use encompasses 
not only common or ordinary uses but 
also all the proper and necessary uses of 
the record even if such use occurs 
infrequently. 

§ 320.3 Procedures for requests for 
information pertaining to individual records 
in a record system. 

(a) Upon request in person or by mail 
any individual, as defined in § 320.2, 
shall be informed whether or not any 
DMA system of records contains a 
record pertaining to him. 

(b) Any individual requesting such 
information in person may present 
himself at HQ DMA or at the principal 
office of the DMA Component (please 
refer to the DMA address list at 

§ 320.3(e)) thought to maintain the 
record in question and shall provide: 

(1) Information sufficient to identify 
the record, e.g., the individual's own 
name, date of birth, place of birth, and, 
if possible, an indication of the type of 
record believed to contain information 
concerning the individual, and 

(2) Acceptable identification to verify 
the individual's identity, e.g., driver's 
license, employee identification card or 
medicare card. 

(c) Any individual requesting such 
information by mail shall address his 
request to the Director, Defense 
Mapping Agency, or to the Director of 
the DMA Component (refer to § 320.3(e) 
for address list) thought to maintain the 
record in question and shall include in 
such request the following: 

(1) Information sufficient to identify 
the record, e.g., the individual's own 
name, date of birth, place of birth, and, 
;f possible, an indication of the type of 
record believed to contain information • 
concerning the individual, and, 

(2) A signed, notarized statement to 
verify his identity, if, in the opinion of 
the DMA custodian of the record, the 
sensitivity of the material involved 
warrants. 

(d) DMA Procedures on Requests for . 
Information. Upon receipt of a request 
for information made in accordance 
with these regulations, notice of the 
existence or nonexistence of any 



records described in such requests will 
be furnished to the requesting party 
within ten working days of receipt. 

(e) DMA Headquarters and 
Component address list: 

(1) Director, Defense Mapping 
Agency, Building 56, U.S. Naval 
Observatory, Washington, DC 20305. 

(2) Director, DMA Aerospace Center, 
St. Louis Air Force Station, Missouri 
63118." 

(3) Director, DMA Hydrographic - • 
Center, Washington, DC 20390. 

(4) Director, DMA Topographic 
Center, 6500 Brooks Lane, NW, 
Washington, DC 20315. 

(5) Director, Defense Mapping School,* 
Fort Belvoir, Virginia 22060. 

(6) Director, Inter American Geodetic 
Survey, APO New York 09827, 

[40 FR 55543, Nov. 28, 1975. Redesignated and 
amended at 57 FR 6074, Feb. 20, 1992] 

§ 320.4 Disclosure of requested 
information to individuals. 

(a) Upon request by an individual 
made in accordance with the procedures 
set forth in this section, such individual 
shall be granted access to any record 
pertaining to him which is contained in 
a nonexempt DMA system of records. 
However, nothing in this section shall 
allow an individual access to any 
information conipiled by DMA in 
reasonable anticipation of a civil or 
criminal action or proceeding. 

(b) Procedures for requests for access 
to records. Any individual may request 
access to a DMA record pertaining to 
him in person or by mail. 

(1) Any individual making such 
request in person shall present himself 
at Headquarters Defense Mapping 
Agency, or at the principal office of the 
DMA Component (refer to § 320.3(e) for 
address list) thought to maintain such 
record and shall provide identification 
to verify the individuals' identity, e.g., 
driver's license, employee identification 
card, or medicare card. 

(2) Any individual making a request 
for access to records by mail shall 
address such request to the Director, 
Defense Mapping Agency, or the 
Director of the DMA Component (refer 
to § 320.3(e) for address list) thought to 
maintain the record in question, and 
shall include therein a signed, notarized 
statement to verify his identity. 

(3) Any individual requesting access 
to records under this section in person 
may be accompanied by a person of his 
own choosing while reviewing the 
record requested. If an individual elects 
to be so accompanied he shall give 
notice of such election in his request and 
shall provide a written statement 
authorizing disclosure of the record in 
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the presence of the accompanying 
person. Failure to so notify DMA in a 
request for access shall be deemed to be 
a decision by the individual not to be 
accompanied. 

(c) DMA determination of requests for 
access. (1) Upon receipt of a request 
made in accordance with this section, 
the Staff Director of the Headquarters or 
Component Staff Element having 
responsibility for maintenance of the 
record in question, or his delegate shall: 

(1) Determine whether or not such 
request shall be granted. 

(ii) Make such determination and 
provide notification within 30 working 
days after receipt of such request. 

(iii) Notify the individual that fees for 
reproducing copies of records will be 
assessed and should be remitted before 
the copies may be delivered. Fee 
schedule and rules for assessing fees are 
contained in § 320.9. 

(iv) Requests for access to personal 
records may be denied only after 
consultation with Council of a DMA 
Component, when available, of the 
Counsel, Headquarters DMA, in all 
other cases, to determine that such 
denial is authorized by the Act. 

(2) If access to a record is denied 
because such information has been 
compiled by DMA in reasonable 
anticipation of a civil or criminal action 
or proceeding, the individual will be 
notified of such determination and his 
right to judicial appeal under 5 U.S.C. 
552a(g). 

(d) Manner of providing access. (1) If 
access is granted, the individual making 
the request shall notify the DMA 
whether the records requested are to be 
copied and mailed to him. 

(2) If the records are to be made 
available for personal inspection the 
individual shall arrange for a mutually 
agreeable time and place for inspection 
of the record. The DMA reserves the 
right to require the presence of a DMA 
officer or employee during personal 
inspection of any record pursuant to this 
section and to request of the individual 
that he provide a signed 
acknowledgment of the fact that access 
to the record in question was granted 
him by the DMA. 

[40 PR 55543. Nov. 28. 1975. Redesignated and 
amended at 57 PR 6074, Peb. 20, 1992] 

§ 320.5 Request for correction or 
amendment to record. 

(a) Any individual may request 
amendment of a record pertaining to 
him in accordance with the following 
procedure, 

(b) After inspection of a record ' 
pertaining to him an individual may file 
a request in writing with the Staff 
Director of the DMA Headquarters or 



Component Staff Element having 
responsibility for maintenance of the 
record in question for amendment of a 
record. Such requests shall specify the 
particular portions of the record to be 
amended, the desired amendments and 
the reasons, supported by documentary 
proof, if available, therefor. 

§ 320.6 Agency review of request for 
correction or amendment of record. 

(a) Not later than 10 working days 
after receipt of a request to amend a 
record, in whole or in part, the Staff 
Director of the DMA Headquarters or 
Component Staff Element having 
responsibility for maintenance of the 
record in question shall make any 
correction of any portion of the record 
which the individual believes is not 
accurate, relevant, timely or complete 
and thereafter inform the individual of 
such correction; or inform the individual 
by certified mail, return receipt 
requested, of refusal to amend the 
record setting forth the reasons therefor 
arid notifying the individual of his right 
to appeal the decision to the Director, 
Defense Mapping Agency in accordance 
with § 320.7. 

(b) Requests for amendment of a 
record may be refused only after 
consultation with Counsel at a DMA 
Component, when available, or the 
Counsel, HQ DMA, in all other cases, to 
determine that such refusal is authorized 
by the Act. 

(c) Any person or other agency to 
whom the record has been previously 
disclosed shall be informed of any 
correction or notation of dispute with 
respect to such records. 

(d) These provisions for amending 
records are not intended to permit the 
alteration of evidence previously 
presented during any administrative or 
quasi-judicial proceeding, such as an 
employee grievance case. Any changes 
in such records should be made only 
through the established procedures for 
such cases. Further, these provisions are 
not designed to permit collateral. attack 
upon what has already been the subject 
of an administrative or quasi-judicial 
action. For example, an individual may 
not use this procedure to challenge the 
final decision on a grievance, but the 
individual would be able to challenge 
the fact that such action has been 
incorrectly recorded in his file. 

[40 PR 55543, Nov. 28, 1975. Redesignated and 
amended at 57 PR 6074, Feb. 20. 1992] 

§ 320.7 Appeal of initial adverse agency 
determination on correction or amendment. 

(a) An individual whose request for 
amendment of a record pertaining to 
him may further request a review of 



such determination in accordance with 
this section. 

(b) Not later than 30 working days 
following receipt of notification of 
refusal to amend,, an individual may file 
an appeal of such decision with the 
Director, Defense Mapping Agency. The 
appeal shall be in writing, mailed or 
delivered to Headquarters, Defense 
Mapping Agency, Building 56, U.S. 
Naval Observatory, Washington, DC 
20305. The appeal shall identify the 
records involved, shall indicate the 
dates of the request and adverse 
determination and shall indicate the 
express basis for that determination. In 
addition, the letter of appeal shall state 
briefly and succinctly the reasons why 
the adverse determination should be 
reversed. 

(c) Upon appeal from a denial to 
amend a record the Director, Defense 
Mapping Agency shall make a 
determination whether or not to amend 
the record and shall notify the 
individual of that determination by 
certified mail, return receipt requested, 
not later than 10 working days after 
receipt of such appeal, unless extended 
pursuant to paragraph (d) of this section. 

(1] The Director shall also notify the 
individual of the provisions of the 
Privacy Act of 1974 (5 U.S.C. 552a(g) 
(1 A) regarding judicial review of his 
determination. 

(2) If on appeal the refusal to amend 
the record is upheld, the individual shall 
be permitted to file a statement setting 
forth the reasons for his disagreement 
with the Director's determination and 
such statement shall be appended to the 
record in question. 

(d) The Director may extend up to 30 
days the time period prescribed above 
within which to make a determination 
on an appeal from refusal to amend a 
record for the reason that a fair and 
equitable review cannot be completed 
within the prescribed time period. 

§ 320.8 Disclosure of record to person 
other than the individual to whom it 
pertains. 

(a) Subject to the conditions 
hereinafter set forth, no officer or 
employee of the DMA will disclose any 
record which is contained in a system of 
records, by any means of 
communication to any person or other 
agency who is not an individual to 
whom the record pertains. 

(b) Any such record may be disclosed 
to any person or other agency only upon 
written request or with prior written 
consent of the individual to whom the 
record pertains. 

(c) In the absence of a written consent 
from the individual to whom the record 
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pertains, such record may be disclosed 
only provided such disclosure, is: 

(1) To those officers and employees of 
the DoD who have a need for the record 
in the performance of their duties. 

(2) Required under the Freedom of ^ 
Information Act. . 

(3) For a routine use as defined in 
§ 295.2 of this chapter. 

(4) To the Bureau of Census for 
purposes of planning or carrying out a 
census or survey or related activity 
under the provisions of Title 13 of the 
U.S. Code, 

(5) To a recipient who has provided 
the DMA with adequate advance 
written assurance that the record will be 
used solely as a statistical research or 
reporting record and the record is ' 
transferred in a form that is not 
individually identifiable and will not be 
used to make any decisions about the 
rights, benefits or entitlements of an 
individual. 

(6) To the National Archives of the 
United States as a record which has 
sufficient historical or other value to 
warrant its continued preservation by . 
the U.S. Government or for evaluation 
by the Administrator of the General 
Services Administration or his designee 
to determine whether the record has 
such value. 

(7) To another agency or to an 
instrumentality of any governmental 
jurisdiction within or under the control 
of the U.S. for a civil or criminal law 
enforcement activity authorized by law, 
provided the head of the agency or 
instrumentality has made a prior written, 
request to the Director, Defense 
Mapping Agency specifying the 
particular record and the law 
enforcement activity for which it is , 
sought. , • 

(8) To a person pursuant to a showing 
of compelling circumstances affecting 
the health or safety of an individual, if 
upon such disclosure notification is 
transmitted to the last known address of 
such individual. 

(9) To either house of Congress, and, 
to the extent of the matter within its 
jurisdiction, any committee or 
subcommittee or joint committee of 
Congress. 

(10) To the Comptroller General or 
any of his authorized representatives in 
the course of the performance of the 
duties of the GAO. 

(11) Under an order, of a court of 
competent jurisdiction. 

(d) Except for disclosures made 
pursuant to paragraphs (c)(1) and (2). of 
this section, an accurate accounting will 
be kept of the data, nature and purpose 
of each disclosure of a record to any 
person or agency, and the name and • 
address of the person or agency to 



whom the disclosure was made. The 
accounting of disclosures will be made 
available for review by the subject of a 
record at his request except for 
disclosures made pursuant to paragraph 
(c)(7) of this section. If an accounting of . 
disclosure has been made, any person or 
agency contained therein will be 
informed of any" correction or notation 
of dispute made pursuant to § 320.6. 

§ 320.9 Fees. 

(a) The following services are 
available with respect to requests made 
under the provisions of this part, for : 
which fees will be charged as provided 
in paragraphs (b) and (c) of this section.- 

(1) Copying of records/ documents. 
(2] Certification of copies of records/ - 
documents. 

(b) The fees set forth below provide 
for documents to be mailed with 
ordinary first-class postage prepaid. If a . 
copy is to be transmitted, at the 
individual's request, by registered, 
certified, air or special delivery mail, 
postage therefor will be added to the 
basic fee. Also, if special handling or 
packaging is required, costs thereof will, 
be added to the basic fee. 

(1) Schedule of fees: 



General fees:.. 

Minimum fee, per request plus $2.00 

' Forms, per copy .*. 05 

Publication, per printed page..... 01 

Microfiche, per tiche 06. 

Reports, per printed page 05 

(Examples: Cost of 20 forms, $3.00; cost of a 
printed publication with 100 pages, $3.00; 
cost of , a. microfiche publication consisting of 
10 fiche. $2.60). 
Office copy reproduction (when shelf stock is not 
available): 

Minimum charge up to six reproduced pages 2,00 

Minimum charge, first fiche.' 5.00 

Each additional page 05 

Each additional fIche '. 10 

Other issuances: 

Minimum charge up to six pages 2.00 

Each additional page ,. , 05 

Certification and validation of ' documents with the 
DMA seal ..; ; ^ 2.00 



(2) Rules relating to charging fees: 

(i) Fees may be charged to an 
individual only for the making of copies 
when requested by the individual. When 
copies are made by the DMA as a 
necessary incident to granting access to 
a record, a fee may not be charged. 

(ii) The individual may not be charged 
for time spent in searching for requested 
records or for time spent in reviewing 
records to determine if they fall within 
the disclosure requirements of the Act. 

(iii) The fee charged may not exceed 
the direct cost of making the copy. 

(3) Certification and validation with 
the DMA seal of documents will be 
available at $2.00 for each certification. 

(c) Fees charged for the above, 
services are payable in advance by 



check, or money, order payable to the j 
Treasurer of the United States. 

§ 320.10 Penalties. . 

The Privacy Act of 1974 (5 U.S.C. 
552a(i)(3)) makes it a misdemeanor 
subject to a maximum fine pf $5,000, to 
knowingly and willfully request or 
obtain any record concerning an 
individual under false pretenses. The 
Act also.establishes similar penalties for 
violations by DMA employees of the Act 
or regulations established thereunder. 

§320.11 Specif ic exemptions. 

(a) The Director of the Defense 
Mapping Agency proposes to designate 
the systems of records described in . 
paragraphs (b) through (d) of this section 
for exemptions under the specified 
provisions of the Privacy Act of 1974. 

(b) ID— Manual. 

SYSNAME— 504-01 Personnel Security 
Files. 

EXEMPTION— Parts of this system of 
records are exempt from the following 
provisions of Title 5, U.S. Code, section 552a: 
(d), (e) (1). (e) (4) (G). (e) (4) (H), (e) (4) (I) and 
(f). 

AUTHORITY— 5 U.S.C. 552a(k)(5). 

REASONS— This system of records is 
maintained solely for the purpose of 
determining an individual's qualifications, 
eligibility or suitability for access to 
classified information. Portions of it are 
considered relevant and necessary to making 
judicious determinations as to such 
quahfications, eligibility or suitability and 
could only be obtained by providing 
assurances to the source that his or her 
identity would not be revealed to the subject 
of the record. Disclosure of all or part of the 
record with the identity of the source 
removed would likely reveal the identity of 
the source, e.g., the record could contain ' 
information which could only have been 
furnished by one of several individuals 
known to the subject. 

(c) ID — Manual. 

SYSNAME— 504-01-3 Personnel Security 
Investigative Files. 

EXEMPTION— Parts of this system of 
records are exempt from the following 
provisions of Title 5, U.S. Code, section 552a: 
(d). (e) (1), (e) (4) (G). (e) (4) (H), (e) (4) (I) and 
(f). 

AUTHORITY— 5 U.S.C. 552a(k)(5). 

REASONS — ^This system of records is 
maintained solely for the purpose of 
determining an individual's qualifications, 
eligibility or suitabiUty for access to 
classified information. Portions of it are 
considered relevant and necessary to making 
judicious determinations as to such 
qualifications, eligibility or suitability and 
could only be obtained by providing 
assurances to the source that his or her 
identity would not be revealed to the subject 
of the record. Disclosure of all or part of the 
record with the identity of the source 
removed would likely reveal the identity of 
the source, e.g., the record could contain 



DEFENiSE DEPARTMENT 



811 



information which could only have been 
furnished by one of several individuals 
known to the subject. 

(d) ID— Manual. 

SYSNAME— 504-02 Special Security 
Briefing and Debriefing Files. 

EXEMPTION— Parts of this system of 
records are exempt from the following 
provisions of Title 5, U.S. Code, section 552a: 
(d). (e) (1). (e) (4) (G). (e] (4) (H). (e) (4) (I) and 
(f). 

AUTHORITY— 5 U.S.C. 552a(k)(5). 

REASONS — This system of records is 
maintained solely for the purpose of . . 
determining an individual's qualifications, 
eligibility or suitability for access to 
classified information. Portions of it are 
considered relevant and necessary to making 
judicious determinations as to such 
qualifications, eligibility or suitability and 
could only be obtained by providing 
assurances to the source that his . or her 
identity would not be revealed to the subject 
of the record. Disclosure of all or part of the 
record with the identity of the sources 
removed would likely reveal the identity of 
the source, e.g., the record could contain 
information which could only have been 
furnished by one of several individuals 
known to the subject. 

(e) In addition, all systems of records 
maintained by the DMA shall be exempt 
from the requirements of 5 U.S.C. 
552a(d) pursuant to 5 U.S.C. 552a(k)(l) to 
the extent that such systems contain any 
information properly classified under 
Executive Order 11652, 3 CFR part 339, 
and which is required by the said 
Executive Order to be kept secret in the 
interest of national defense or foreign 
policy. This exemption, which may be 
applicable to parts of all systems of 
records, is necessary because certain 
record systems not otherwise 
specifically designated for exemptions 
herein may contain isolated items of 
information which have been properly 
classified. 

PART 321— DEFENSE INVESTIGATIVE 
SERVICE, PRIVACY ACT OF 1974 

Sec. 

321.1 Purpose and applicability. 

321.2 References. 

321.3 Definitions. 

321.4 Information and procedui-es for 
requesting notification. 

321.5 Requirements for identification. 

321.6 Access by subject individuals. 

321.7 Medical records. . 

321.8 Request for correction or amendment. 

321.9 DIS review of request for amendment. 

321.10 Appeal of initial amendment 
decision. 

321.11 Disclosure to other than subject. 

321.12 Fees. 

321.13 Penalties. 

321.14 Exemption. 

321.15 DIS implementation poHcies. 

Authority: Pub. L. 93-579, 88 Stat. 1896 [5 
U.S.C. 552a}. 



Source: 40 FR 55546, Nov. 28, 1975* unless 
otherwise noted. Redesignated from 298a at 
56 FR 55631,. Oct. 29. 1991. 

§ 321.1 Purpose and applicability. 

(a) This part establishes rules, policies 
and procedures for the disclosure of 
personal records in, the custody of the 
Defense Investigative Service (DIS) to 
the individual subjects, the handling of 
requests for amendment or correction of 
such records, appeal and review of DIS 
decisions on these matters, and the 
application of general and specific 
exemptions, under the provisions of the 
Privacy Act of 1974. It also prescribes 
other policies and procedures to effect 
compliance with the Privacy Act of 1974 
and DOD Directive 5400.11. 

[b) The procedures set forth in this 
part do not apply to DIS personnel 
seeking access to records pertaining to 
themselves which previously have been 
available. DIS personnel will continue to 
be granted ready access to their 
personnel, security, and other records 
by making arrangements directly with , 
the maintaining office. DIS personnel 
should contact the Office of Information 
and Legal Affairs for access to 
investigatory records pertaining to 
themselves or any assistance in 
obtaining access to other records 
pertaining to themselves, and may 
follow the procedures outhned in these 
rules in any case. 

[40 FR 55546. Nov. 28, 1975, as amended at 46 
FR 35640, luly 10, 1981] 

§ 321.2 References. 

(a) Pub. L. 93-579 (5 U.S.C. 552a) the 
Privacy Act of 1974. 

(b) DOD Directive 5400.11, Personal 
Privacy and Rights of Individuals 
Regarding Their Personal Records, 
dated August 4,1975. 

(c) DIS Regulation 28-1, "The DIS 
Records Management Program." 

(d) DOD Directive 5400.7, DOD 
Freedom of Information Program. 

(e) Office of Management and Budget 
Guidelines for Implementation of the 
Privacy Act of 1974, dated July 1,1975. 

(f) DIS Manual for Personnel Security 
Investigations. 

[40 FR 55546. Nov.28, 1975. as amended at 46 
FR 35840, July 10. 1981] 

§321.3 Definitions. 

(a) All terms used in this part which 
are defined in 5 U.S.C. 552a shall have 
the same meaning herein. 

(b) As used in this part, the term 
"agency" means the Defense 
Investigative Service. 

[ 46 FR 35640, July 10. 1981] 



§ 321.4 Information and procedures for 
requesting notification. 

(a) General Any individual may 
request and receive notification of 
whether he is the subject of a record in 
any system of records maintained by 
DIS using the information and 
procedures described in this section. 

(1) Paragraphs (b) and (c) of this 
section give information that will assist 
an individual in determining in what 
systems of DIS records (if any) he may 
be the subject. This information is 
presented as a convenience to the 
individual in that he may avoid 
consulting the lengthy systems notices 
elsewhere in the Federal Register. 

(2) Paragraph (d) of this section 
details the procedure an individual 
should use to contact DIS and request 
notification. It will be helpful if the 
individual states what his connection 
with DIS has or may have been, and 
about what record system(s) he is 
inquiring. Such information is not 
required, but its absence may cause 
some delay. 

(b) DIS Record Systems. Following is 
a list of DIS records systems pertaining 
to individuals. These systems are 
described in detail in the DOD input to 
the Federal Register. 

Authorizing DIS Records Systems Pertaining 
to individuals 



Number Title 



DIS 1-01 Privacy and Freedon of Infor- 

mation Request Records. 

DIS 1-02 Personnel Locator System. 

DIS 2-01 Inspector General Complaints. 

DIS 4-01 Civilian Employee Personnel 

Records. 

DIS 4-02 Optional* Personnel Manage- 

ment Records (OPMR). 

DIS 4-04 Civilian Applicant Records. 

DIS 4-05 Military Personnel Manage- 

ment Information System. 

DIS 4-06 Civilian Personnel Manage- 

ment Information System. 

DIS 4-07 Adverse Actions, Grievance 

Fjles and Administrative Ap- 
peals. 

DIS 4-08 Equal Employment Opportuni- 

ty Complaints. 

DIS 4-09 Merit Promotion Plan 

Records. ■ 

DIS 4-10 Incentive Awards. 

DIS 5-01 Investigative Files System. 

DIS 5-02 The Defense Central Index of 

Investigations (DCII). 

DIS 5-03 National Agency Check Case 

Control System (NCCS). 

DIS 5-04 Defense Case Control System 

(DCCS). 

DIS 5-05 Subject and Reference Loca- 

tor Records. 

DIS 6-01.... Defense Investigative Service 

Personnel Security Files. 

DIS 6-02 Special Compartmented Intel- 

ligence (SCI) Access File. 

DIS 7-01 Enrollment, Registration and 

Course Completion. 

DIS 7-02, Guest/Instructor Identification 

Records. 
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Number 


Title 


DIS 8-01 


Industrial Personnel Security 




Clearance File, 



(c) Categories of Individuals in DIS 
Record Systems. [1] If an individual has 
ever been investigated by DIS, the 
investigative case file should be a 
record in system DIS 5-01. An index to 
such files should be in DIS 5-02. 

(2) If an individual has ever made a 
formal request to DIS under the Freedom 
of Information Act or the Privacy Act of 
1974, a record pertaining to that request 
under the name of the requester, or 
subject matter, will be in system DIS 1- 
01. 

(3) If an individual is or has ever been 
a member of DIS, i.e., a civilian 
employee or appointee, or a military 
assignee, then he may be a subject of 
any of the 22 record systems depending 
on his activities, with the following 
exceptions: 

(i) Civilian personnel will not be 
subjects of DIS 4-05. 

(ii) Military personnel will not be 
subjects of systems DIS 4-06, 07, 08, or 
09. 

(4) Individuals who have been 
applicants for employment with DIS, or 
nominees for assignment to DIS, but 
who have not completed their DIS 
affiliation, may be subjects in systems 
DIS 4-02, 4-04, 5-01, 5-02, or 6-01. 

(5) Any individual who is a subject, 
victim or cross-referenced personally in 
an investigation by an investigative 
element of any DoD component, may be 
referenced in the Defense Central Index 
of Investigations, system DIS 5-02, in an 
index to the location, file number, and 
custodian of the case record. 

(6) Individuals who have ever 
presented a complaint to or have been 
connected with a DIS Inspector General 
inquiry may be subjects of records in 
system DIS 2-01. 

(7) If an individual has ever attended 
the Defense Industrial Security Institute, 
he should be subject of a record in DIS 
7-01. 

(8) If an individual has ever been a 
guest speaker or instructor at the 
Defense Industrial Security Institute, he 
should be the subject of a record in DIS 
7-02. 

(9) If an individual is an employee or 
major stockholder of a government 
contractor or other DoD-affiliated 

company or agency and has been 
issued, now possesses or has been 
processed for a security clearance, he 
may be subject to a record in DIS 8-01. 

(d) Procedures. The following 
procedures should be followed to 
determine if an individual is a subject of 



records maintained by DIS, and to 
request notification and access. 

{!) Individuals should submit inquiries 
in person or by mail to the Office of 
Information and Legal Affairs, 1900 Half 
St., SW, Washington, DC 20325. 
Inquiries by personal appearance should 
be made Monday through Friday from 
8:30 to 11:30 a.m. and 1 to 4 p.m. The . " 
information requested in § 321.5 must be 
provided if records are to be accurately 
identified. Telephonic requests for 
records will not be honored. In a case 
where the system of records is not 
specified in the request, only systems 
that would resonably contain records of 
the individual will be checked, as 
tdescribed iri § 321.4b. 

(2) Only the Director, the Chief, Office 
of Information and Legal Affairs, or the 
Director for Investigations may 
authorize exemptions to notification of 
individuals in accordance with § 321.14. 
[40 PR 55546, Nov. 28, 1975. Redesignated at 
56 PR 55631, Oct. 29, 1991, and amended at 56 
PR 57802, Nov. 14, 1991] ^ 

§321.5 Requirements for identification. 

(a) General. Only upon proper 
identification, made in accordance with 
the provisions of this section, will any 
individual be granted notification 
concerning and access to all releasable 
records pertaining to him which are 
maintained in a DIS system. 

(b) Identification. Identification of 
individuals is required both for accurate 
record identification and to verify 
identity in order to avoid disclosing 
records to unauthorized persons. 
Individuals who request notification of, 
access to, or amendment' of records 
pertaining to themselves, must-provide 
their full name (and additional names 
such as aliases, maiden names, alternate 
spellings, etc., if a check of these * 
variants is desired), date and place of 
birth, and social security account 
number (SSAN]. 

(1) Where reply by mail is requested, 
a mailing address is required, and.a . 
telephone number is recommended to 
expedite certain matters. For military 
requesters residing in the United States, 
home address or PO Box number is 
preferred in lieu of duty assignment 
address. 

(2) Signatures must be notarized on 
requests received by niail. Exceptions 
may be made when the requester is well 
known to releasing officials. For 
requests made in person, a photo 
identification card, such as military ID, 
driver's Ucnse or building pass, must be 
presented. ' 

(3) While it is not required as a, 
condition of receiving notification, in * 
many cases the SSAN may be necessary 



to obtain an accurate search of DCII 
(DIS 5-02] records. 

(c) A DIS Form 30 (Request for 
Notification of /Access to Personal 
Records) will be provided to any . 
individual inquiring about records . 
pertaining to himself whose mailed 
request was not notarized. This form is 
also available at the Office of 
Information, and Legal Affairs, 
Washington, DC for those who make ' 
their requests in person. 
[40 FR 55546, Nov. 28,1975, as amended at 46 
FR 35641. July 10. 19811 

§ 321.6 Access by subject individuals. 

(a) General. (1) Individuals may 
request access to records pertaining to 
themselves in person or by mail in 
accordance with this section. However, 
nothing in this section shall allow an 
individual access to any information 
compiled or maintained by DIS in 
reasonable anticipation of a civil or 
criminal action or proceeding, or 
otherwise exempted under the 
provisions of § 321.14, 

(2) A request for a pending personnel 
security investigation will be held in 
abeyance until completion of the 
investigation and the requester will be 
so notified. 

(b) Manner of access.[l] Requests by 
mail or in person for access to DIS 
records should be made to the Offices 
specified in the riecord systems notices 
published in the Federal Register by the 
Department of Defense or to the Office 
of Information and Legal Affairs, 1900 
Half St. SW, Washington, DC 20324. 

(2) Any individual who makes a 
request for access in person shall: 

(i) Provide identification as specified 
in § 321.5. 

(ii) Complete and sign a request form. 

(3) Any individual making a request 
for access to records by mail shall 
include a signed and notarized 
statement to verify his identity, which 
may be the DIS request form if he has 
received one. 

(4) Any individual requesting access 
to records in person may be , 
accompanied by an identified person of 
his own choosing while reviewing the 
record. If the individual elects to be 
accompanied, he shall make this known 
in his written request, and include a 
statement authorizing disclosure of the 
record contents to the accompanying 
person. Without written authorization of 
the subject individual, records vyill not 
be disclosed to third parties 
accompanying the subject. 

(5) Members of DIS field elements 
may be given access to records 
maintained by the field elements 
without referral to the Office of 
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Information or the records system 
manager at headquarters. An account of 
such access will be kept for reporting 
purposes, 

(6) In all requests for access, the 
requester must state whether he^ or she 
desires access in person or mailed 
copies of records. During personal 
access, where copies are made for 
retention, a fee for reproduction and 
postage may be assessed as provided in 
§ 321.12. Where copies are mailed 
because personal appearance is 
impractical, there will be no fee. 

(7) All individuals who are not 
affiliates of CIS will be given access to 
records in the Office of Information and 
Legal Affairs, or by means of mailed 
copies. 

[40 FR 55546. Nov. 28, 1975, as amended at 46 
FR 35641, July 10, 1981. Redesignated at 56 FR 
55631. Oct. 29, 1991, and amended at 56 FR 
57802, Nov. 14, 1991]] 

§321.7 Medical records. 

(a] General Medical records that are 
part of DIS records systems will 
generally be included with those records 
when access is granted to the subject to 
which they pertain. However, if it is 
determined that such access could have 
an adverse effect upon the individual's 
physical or mental health, the medical 
record in question will be released only 
to a physician named by the requesting 
individual. 

[40 FR 55546, Nov. 28, 1975. as amended at 46 
FR 35641, July 10, 1981] 

§ 32 1 .8 Request for correction or 
amendment. 

(a) General. Upon request and proper 
identification by any individual who has 
been granted access to DIS records 
pertaining to himself or herself, that 
individual may request, either in person 
or through the mail, that the record be 
amended. Such a'request must be made 
in writing and addressed to the Office of 
Information and Legal Affairs, 1900 Half 
St., SW, Washington, DC 20324. 

(b) Content. The following information 
must be included to insurie effective 
action on the request: 

(1) Description of the record. 
Requesters should specify the number of 
pages and documents, the titles of the 
documents, form numbers if there are 
any, dates on the documents and names 
of individuals who signed them. Any 
reasonable description o^ the document 
is acceptable. 

(2) Description of the items to be 
amended. The description of the 
passages, pages or documents to be 
amended should be as clear and specific 
as possible. 

(i) Page, line and paragraph numbers 
should be cited where they exist. 



(ii) A direct quotation of all or a 
portion of the passage may be made if it 
isn't otherwise easily identifiable. If the 
passage is long, a quotation of its 
beginning and end will suffice. 

(iii) In appropriate cases, a simple 
substantive request may be appropriate, 
e.g., "delete all references to my alleged 
arrest in July 1970." 

(iv) If the requester has received a 
copy of the record, he may submit an 
annotated copy of documents he wishes 
amended. 

(3) Type of amendment. The requester 
must clearly state the type of 
amendment he is requesting. 

(i) Deletion or expungement, i.e., a 
complete removal from the record of 
data, sentences, passages, paragraphs or 
documents. 

(ii) Correction of the information in 
the record to make it more accurate, e.g., 
rectify mistaken identities, dates, data 
pertaining to the individual, etc. 

(iii) Additions to make the record 
more relevant, accurate or timely may 
be requested. 

(iv) Other changes may be requested; 
they must be specifically and clearly 
described. 

(4) Reason for amendment. Requests 
for amendment must be based on 
specific reasons, included in writing. 
Categories of reasons are as follows: 

(i) ^ccwracy. Amendment may be 
requested where matters of fact are 
believed incorrectly recorded, e.g., 
dates, names, addresses, identification 
numbers, or any other information 
concerning the individual. The request, 
whenever possible, should contain the 
accurate information, copies of verifying 
documents, or indication of how the 
information can be verified. 

(ii) Relevance. Amendment may be 
requested when information in a record 
is believed not to be relevant or 
necessary to the purposes of the record 
system. (See DOD Federal Register 
Descriptions.) 

(iii) Timeliness. Amendment may be 
requested when information is thought 
to be so old as to no longer be pertinent 
to th6 stated purposes of the records 
system. It may also be requested when 
there is recent information of a pertinent 
type that is not included in the record. 

(iv) Completeness. Amendment may 
be requested where information in a 
record is incomplete with respect to its 
purpoise. The data thought to have been 
omitted should be included or identified 
with the request. 

(v) Fairness. Amendment may be 
requested when a record is thought to be 
unfair concerning the subject, in terms 
of the stated purposes of the record. In 
such cases, a source of additional 
information to increase the fairness of 



the record should be identified where 
possible. 

(vi) Other reasons. Reasons for 
requesting amendment are not limited to 
those cited above. The content of the 
records is authorized in terms of their 
stated purposes which should be the 
basis for evaluating them. However, any 
matter believed appropriate may be 
submitted as a basis of an amendment 
request. 

(vii) Court orders and statutes may 
require amendment of a file. While they 
do not require a Privacy Act request for 
execution, such rflay be brought to the 
attention of DIS by these procedures. 

(c) [Reserved] 

(d) Assistance. Individuals seeking to 
request amendment of records 
pertaining to themselves that are 
maintained by DIS will be assisted as 
necessary by DIS officials. Where a 
request is incomplete, it will not be 
denied, but the requester will be 
contacted for the additional information 
necessary to his request. . 

(e) This section does not permit the 
alteration of evidence presented to 
courts, bo,ards and other official 
proceedings. 

[40 FR 55546, Nov. 28, 1975, as amended at 46 
FR 35641, July 10, 1981] 

§321.9 DIS review of request for 
amendment. 

(a) General. Upon receipt from any 
individual of a request to amend a 
record pertaining to himself and 
maintained by the DIS, the Office of 
Information and Legal Affairs will 
handle the request as follows: 

(1) A written acknowledgment of the 
receipt of a request for amendment of a 
record will be provided to the individual 
within 10 working days, unless final 
action regarding approval or denial can 
be accomplished within that time. In 
that case, the notification of approval or 
denial will constitute adequate 
acknowledgment. 

(2) Where there is a determination to 
grant all or a portion of a request to 
amend a record, the record shall be 
promptly amended and the requesting 
individual notified. Individuals, agencies 
or components shown by accounting 
records to have received copies of the 
record, or to whom disclosure has been 
made, will be notified of the amendment 
by the responsible official. Where a 
DOD recipient of an investigative record 
cannot be located, the notification will 
be sent to the personnel security 
element of the parent Component. 

(3) Where there is a determination to 
deny all or a portion of a request to 
amend a record, the office will promptly: 
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(i] Advise the requesting individual of 
the specifics of the refusal and the 
reasons; 

(ii) Inform the individual that he may 
request a review of the denial(s) from 
"Director, Defense Investigative Service, 
1900 Half Street, SW, Washington. DC 
20324." The request should be brief, in 
writing, and enclose a copy of the denial 
correspondence. 

(b) DIS Determination to Approve or 
Deny.^ Determination to approve or deny 
and request to amend a record or 
portion thereof may necessitate 
additional investigation.or inquiry be. 
made to verify assertions of individuals 
requesting amendment. Coordination 
will be made with the Director for 
Investigations arid the Director of the 
Personnel Investigations Center in such 
instances. 

[40 FR 55546. Nov. 28, 1975, as amended at 46 
FR 35641, July 10, 1981] 

§ 32 1 . 1 0 Appeal of initial amendment 
decision. 

(a) General. Upon receipt from any 
individual of an appeal to review a DIS 
refusal to amend a record, the Office of 
Information and Legal Affairs will 
assure that such appeal is handled in 
compliance with the Privacy Act of 1974 
and DOD Directive 5400.11 and 
accomplish the following: 

(1) Review the record, request for 
amendment, DIS action on the request 
and the denial, and direct such 
additional inquiry or investigation as is 
deemed necessary to make a fair and 
equitable determination. 

(2) Recommend to the Director 
whether to approve or deny the appeal. 

(3) If the determination is made to 
amend a record, advise the individual 
and previous recipients (or an 
appropriate office) where an accounting 
of disclosures has been made. . 

(4) Where the decision has been made 
to deny the individual's appeal to amend 
a record, notify the individual: 

(i) Of the denial and the reason; 

(ii) Of his right to file a concise 
statement of reasons for disagreeing 
with the decision not to amend the 
record; 

(iii) That such statement may be sent 
to the Office of Information and Legal 
Affairs, DIS (D0030), Washington, DC 
20314, and that it will be disclosed to 
users of the disputed record; 

(iv) That prior recipients of the 
disputed record will be provided a copy 
of the statement of disagreement, or if 
they cannot be reached [e.g., through 
deactivation) the personnel security 
element of their DOD component; 

(v) And, that he may file a suit in a 
Federal District Court to contest DIS's 



decision not to amend the disputed 
record. 

(b) Time limit for review of appeal. If 
the review of an appeal of a refusal to 
amend a record cannot be accomplished 
within 30 days, the Office of Information 
and Legal Affairs will notify the . . 
individual and advise him of the 
reasons, and inform him of when he may 
expect the review to be cornpleted, 
[40 FR 55546, Nov. 28, 1975, as amended at 46 
FR 35641. July 10; 1981] 

§ 321.1 1 Disclosure to other than subject. 

[a) General No record contained in a 
system of records maintained by DIS 
shall be disclosed by any means to any 
person or agency outside the 
Department of Defense, except with the 
written consent or request of the 
individual subject of the record, except 
as provided in this section. Disclosures 
that may be made without' the request or 
consent of the subject of the record are 
as follows: . - ^ 

(1) To those officials and employees of 
the Department of Defense who have a 
need for the record in the performance 
of their duties, when the use is 
compatible with the stated purposes for 
which the record is maintained. 

(2) Required to be disclosed by the 
Freedom of Information Act. 

(3) For a routine use as described in 
DOD Directive 5400.11 and DOD 
publication in the Federal Register. 

(4) To the Census Bureau, National 
Archives, the U.S. Congress, the 
Comptroller General or General 
Accounting Office under the conditions 
specified in DOD Directive 5400.11. 

(5) At the written request of the head 
of an agency outside DOD for a law 
enforcement activity as authorized by 
DOD Directive 5400.11. 

(6) For statistical purposes, in . 
response to a court order, or for 
compelling circumstances affecting the 
health or safety of an individual as 
described in DOD Directive 5400.11. 

(7) Legal guardians recognized by the 
Act. 

(b) Accounting of disclosures. Except 
for disclosures made to members of the 
DOD in connection with their routine 
duties, and disclosures required by the 
Freedom of Information Act, an . 
accounting will be kept of all disclosures 
of records maintained in DIS systems - 
hsted in § 321.4(b). 

(1) Accounting entries will normally 
be kept on a DIS form, which will be 
maintained in the record file jacket, or in 
a document that is part of the record. 

(2) Accounting entries will record the 
date, nature and purpose of each 
disclosure, and the name and address of 
the person or agency to whom the 
disclosure is made. 



(3) An accounting of disclosures made 
to agencies outside the DOD of records 
in the Defense Central Index of 
Investigations (DIS 5-02) will be kept as 
prescribed by the Director of Systems; 
DIS. 

(4) Accounting records will be 
maintained for at least 5 years after the 
last disclosure, or for the life of the 
record, whichever is longer. 

(5) Subjects of DIS records will be 
given access to' associated accounting 
records upon request, except as 
exempted under § 321.14. 

[40 FR 55546, Nov. 28, 1975, as amended at 46 
FR 35641, July 10, 1981. Redesignated at 56 FR 
55631, Oct. 29, 1991, and amended at 56 FR 
57803, Nov. 14, 1991] • 

§321.12 Fees. 

Individuals may request copies for 
retention of any documents to which 
they are granted access in DIS records 
pertaining to them. Requestors will not 
be charged for the first copy of any 
records provided; however, duplicate 
copies will require a charge to coyer 
costs of reproduction. Such charges will 
be computed in accordance with DoD 
Directive 5400.11. 
[46 FR 35641, July 10,1981] 

§321.13 Penalties. 

(a) An individual may bring a civil 
action against the DIS to correct or ' 
amend the record, or where there is a 
refusal to comply with an individual 
request or failure to maintain any record 
with accuracy, relevance, timeliness and 
completeness, so as to guarantee 
fairness, or failure to comply with any 
other provision of 5 U.S.C. 552a. The 
court may order cprrection or 
amendment. It may assess against the 
United States reasonable attorney fees 
and other costs, or may enjoin the DIS 
from withholding the records and order 
the production to the complainant. 

(b) Where it is determined that the 
action was willful or intentional with 
respect to 5 U.S.C. 552a(g) (1) (C) or (D), 
the United States shall be liable for the 

. actual damages sustained, but in no 
case less than the sum of $1,000 and the 
costs of the action with attorney fees. . 

(c) Criminal penalties may be imposed 
against an officer or employee of the DIS 
who fully discloses material, which he 
knows is .prohibited from disclosure, or 
who willfully maintains a system of 
records without the notice requirements; 
or against any person who knowingly 
and willfully requests or obtains any 
record concerning an individual from an , 
agency under false pretenses. These 
offenses shall be misdemeanors with a 
fine not to exceed $5,000. 
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§321.14 Exemptions. 

(a) General. The Director of the 
Defense Investigative Service 
estabhshes the following exemptions of 
records systems (or portions thereof) 
from the provisions of these rules, and 
other indicated portions of Pub. L. 93- 
579, in this section. They may be 
exercised only by the Director, DIS and 
the Chief of the Office of Information 
and Legal Affairs. Exemptions will be 
exercised only when necessary for a 
specific, significant and legitimate 
reason connected with the purpose of a 
records system, and not simply because 
they are authorized by statute. Personal 
records releasable under the provisions 
of 5 U.S.C. 552 will not be withheld from 
subject individuals based on these 
exemptions. 

(b) All systems of records maintained 
by DIS shall be exempt from the 
requirements of 5 U.S.C. 552a(d) 
pursuant to 5 U.S.C. 552a(k)(l) to the 
extent that the system contains any 
information properly classified under 
Executive Order 11652 and which is 
required by the Executive Order to be 
withheld in the interest of national 
defense or foreign policy. This 
exemption, which may be applicable to 
parts of all systems of records, is 
necessary because certain record 
systems not otherwise specifically 
designated for exemptions herein may 
contain items of information that have 
been properly classified. 

(c) [Reserved] 

(d) Investigative files — DIS 5-01. 

(1) Exemption. 5 U.S.C. 552a(c)(3); (d); 
(e)(1) and (4)(G)(H) and (I); (f); 

(2) Authority. 5 U.S.C. 552a(k)(2); 

(3) Reasons. This exemption will 
permit the DIS to conduct certain law 
enforcement investigations effectively, 
and without compromise, to relay law 
enforcement information without 
compromise, and to protect the 
identities of sources who would not 
otherwise provide information. 
Investigatory material, including certain 
reciprocal investigations and 
counterintelligence information, must be 
exempted until such time action is taken 
regarding the allegations, but after that 
time only to the extent that the 
information would identify a 
confidential source who furnished 
information under an express promise 
that the source's identity would be held 
in confidence (or prior to the effective 
date of the Act, under an implied 
promise). 

(e) In vestigotive files — DIS 5-01. 

(1) Exemption. 5 U.S.C. 552a(c)(3): (d); 
(e)(1) and (4)(G). (H) and (I); (f); 

(2) Authority. 5 U.S.C. 552a(k)(3); 

(3) Reasons. DIS investigatory 
material exempted under this authority 



is maintained in connection with 
assisting the U.S. Secret Service (USSS) 
to provide protective services to the 
President of the United States and other 
individuals pursuant to 18 U.S.C. 3056. 
This exemption provision will enable 
the DIS to continue its statutory support 
of this activity without compromising 
the contents of Secret Service 
intelligence files or DIS investigative 
activities, 
(f) Investigative files— DIS 5-01. 

(1) Exemption. 5 U.S.C. 552a(c)(3); (d) 
and(f); 

(2) Authority 5 U.S.C. 552a(k)(5); 

(3) Reasons. Personnel security 
investigatory material is exempt to the 
extent that the disclosure of such 
material would reveal the identity of a 
source who furnished information under 
an express promise that the source's 
identity would be held in confidence (or 
prior to the effective date of the Act, 
under an implied promise). This 
exemption provision will allow the DIS 
to collect information necessary for 
personnel security investigations from 
certain sources who would otherwise be 
unwilling to provide it. This exemption 
will be applied only in those cases 
where it is clearly necessary to grant 
confidentiahty for the performance of an 
authorized investigative function. 

[40 FR 55546. Nov. 28, 1975, as amended at 46 
FR 881, Ian. 5 , 1981, 46 FR 35641, July 10, 
1981] 

§ 321.15 DIS implementation policies. 

(a) General. The implementation of 
the Privacy Act of 1974 within DIS is as 
prescribed by DOD Directive 5400.11. 
This section provides special rules and 
information that extend or amplify DOD 
policies with respect to matters of 
particular concern to the Defense 
Investigative Service. 

(b) Privacy Act rules application. Any 
request which cites neither Act, 
concerning personal record information 
in a system or records, by the individual 
to whom such information pertains, for 
access, amendment, corriection, 
accounting of disclosures, etc., will be 
governed by the Privacy Act of 1974, 
DoD Directive 5400.11 and these rules 
exclusively. Requests for like 
information which cite only the Freedom 
of Information Act will be governed by 
the Freedom of Information Act DoD 
Regulation 5400.7R. Any denial or 
exemption of all or part of a record froiii 
notification; access, disclosure, 
amendment or other provision, will also 
be processed under these rules, unless 
court order or other competant authority 
directs otherwise. 

(c) [Reserved] 

(d) First amendment rights. No DIS 
official or element may maintain, any 



information pertaining to the exercise by 
an individual of his rights under the First 
Amendment without the permission of 
that individual unless such collection is 
specifically authorized by statute or 
necessary to and within the scope of an 
authorized law enforcement activity. 

(e) Standards of accuracy and 
validation of records. (1) All individuals 
or elements within DIS which create or 
maintain records pertaining to 
individuals will insure that they are 
reasonably accurate, relevant, timely 
and complete to serve the purpose for 
which they are maintained and to assure 
fairness to the individual to whom they 
pertain. Information that is not pertinent 
to a stated purpose of a system of 
records will not be maintained within 
those records. Officials compiling 
investigatory records will make every 
reasonable effort to assure that only 
reports that are impartial, clear, 
accurate, complete, fair and relevant 
with respect to the authorized purpose 
of such records are included, and that 
reports not meeting these standards or 
serving such purposes are not included 
in such records. 

(2) Prior to dissemination to an 
individual or agency outside DOD of 
any record about an individual (except 
for a Freedom of Information Act action 
or access by a subject individual under 
these rules) the disclosing DIS official 
will by review, make a reasonable effort 
to assure that such record is accurate, . 
complete, timely, fair and relevant to the 
purpose for which they are maintained. 

(f) The defense central index of 
investigations (DCII). It is the policy of 
DIS, as custodian, that each DOD 
component or element that has direct 
access to or contributes records to the 
DCII (DIS 5-02), is individually 
responsible for compliance with The 
Privacy Act of 1974 and DOD Directive 
5400.11 with respect to requests for 
notification, requests for access by 
subject individuals, granting of such 
access, request for amendment and 
corrections by subjects, making 
amendments or corrections, other 
disclosures, accounting for disclosures 
and the exercise of exemptions, insofar 
as they pertain to any record placed in 
the DCII by that component or element. 
Any component or element of the DOD 
that makes a disclosure of any record 
whatsoever to an individual or agency 
outside the DOD, from the DCII, is 
individually responsible to maintain an 
accounting of that disclosure as 
prescribed by The Privacy Act of 1974 
and DOD Directive 5400.11 and to notify 
the element placing the record in the 
.DCII of the disclosure. Use of and 
compliance with the procedures of the 
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DCII Disclosure Accounting Systeni will 
meet these requirements. Any 
component or element of DOD with 
access to the DCII that, in response to, a 
request concerning an individual, 
discovers a record pertaining to that 
individual placed in the DCII by another 
component or element, may refer the 
requester to the DOD component that 
placed the record into the DCII without 
making an accounting of such referral, 
although it involves the divulging of the 
existence of that record. Generally, 
consultation with, and referral to, the 
component or element placing a record 
in the DCII should be effected by any 
component receiving a request 
pertaining to that record to insure 
appropriate exercise of amendment or 
exemption procedures. 

(g) Investigative operations, (1) DIS 
agerits must be thoroughly familiar with 
and understand these rules and the 
authorities, purposes and routine uses of 
DIS investigative records, and be 
prepared to explain them and the effect 
of refusing information to all sources of 
investigative information, including 
subjects, during interview, in response 
to questions that go beyond the required 
printed and oral notices. Agents shall be 
guided by reference (f) § 321.2, in this 
respect. 

(2) All sources may be advised that 
the subject of an investigative record 
may be given access to it, but that the 
identities of sources may be withheld 
under certain conditions. Such 
advisement will be made as prescribed 
in § 321.2(f), and the interviewing agent 
may not urge a source to request a grant 
of confidentiality. Such pledges of 
confidence will be given sparingly and 
then only when required to obtain 
information relevant and necessary to 
the stated purpose of the investigative 
information being collected. 

(h) Non-system information on 
individuals. The following information 
is not considered part of personal 
records systems reportable under the 
Privacy Act of 1974 and may be 
maintained by DIS members for ready 
identification, contact, and property 
control purposes only. If at any time the 
information described in this paragraph 
is to be used for other than these 
purposes, that iriformation must become 
part of a reported, authorized record 
system. No other information concerning 
individuals' except that described in the 
records systems notice and this 
paragraph may be maintained within 
DIS. 

(1) Identification information at 
doorways, building directories, desks; 
lockers, nametags, etc. 

(2) Identification in telephone 
directories, locator cards and rosters. 



(3) Geographical or agency contact 
cards. 

(4) Property receipts and control logs 
for building passes, credentials, 
vehicles, weapons, etc. 

(5] Temporary personal working notes 
kept solely by and at the initiative of 
individual members of DIS to facilitate 
their duties, 

(i) Notification of prior recipients. 
Whenever a decision is made to amend 
a record, or a statement contesting a DIS 
decision not to amend a record is 
received from the subject individual, 
prior recipients of the record identified 
in disclosure accountings will be 
notified to the extent possible. In sortie 
cases, prior recipients cannot be located 
due to reorganization or deactivations 
(e.g., U.S. Military Assistance 
Command, .Vietnam). In these cases, the 
personnel security element of the 
receiving Defense Component will be 
sent the notification or statement for 
appropriate action. 

(j) Ownership of DIS Investigative 
Records. Personnel security 
investigative reports shall not be 
retained by DoD recipient organizations. 
Such reports are considered to be the 
property of the investigating 
organization and are on loan to the 
recipient organization for the purpose 
for which requested. All copies of such 
reports shall be destroyed within 120 
days after the completion of the final 
personnel security determination and 
the completion of all personnel action 
necessary to implement the 
determination. Reports that are required 
for longer periods may be retained only 
with the specific written approval of the 
investigative organization. 

(k) Consultation and referral DIS 
system of records may contain records 
originated by other components or 
agencies which may have claimed 
exemptions for them under the Privacy 
Act of 1974. When any action that may 
be exempted is initiated concerning such 
a record, consultation with the 
originating agency or component will be 
effected. Where appropriate such 
records will be referred to the 
originating component or agency for 
approval or disapproval of the action. 
[40 FR 55546, Nov. 28, 1975, as amended at 46 
FR 35641, 1'uly 10, 1981. Redesignated at 56 FR 
55631, Oct. 29, 1991 and amended at 56 FR 
57803, Nov. 14, 1991] 
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322.1 Purpose and scope. 
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disclosures. 

322.5 Medical or psychological records. 
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322.10 Specific exemptions. 

Authority: Pub. L. 93-579, 88 Stat. 1896 (5 
U.S.C. 552a). 

Source: 40 FR 44294, Sept. 25,- 1975, unless 
otherwise noted. Redesignated at 56 FR 
55631, Oct. 29, 1991. 

§ 322.1 Purpose and scope. 

(a) The purpose of this rule is to 
comply with and implement title 5 
U.S.C. 552a, sections (f) and (k), 
hereinafter identified as the Privacy Act. 
It establishes the procedures by which 
an individual may be notified whether a 
system of records contains information 
pertaining to the individual; defines 
times, places and requirements for 
identification of the individual 
requesting records, for disclosure of 
requested records where appropriate; 
special handling for medical and 
psychological records; for amendment of 
records; appeal of denials of requests for 
amendment; and provides a schedule of 
fee^ to be charged for making copies of 
requested records. In addition, this rule 
contains the exemptions promulgated by 
the Director, NBA, pursuant to 5 U.S.C. 
552a (k), to exempt Agency systems of 
records from subsections (c)(3); (d); 
(e)(1); (e)(4)(G) (H), (I); and (f) of section 
552a. 

(b) The procedures established and 
exemptions claimed apply to systems of 
records for which notice has been 
published in the Federal Register 
pursuant to the Privacy Act. Requests 
from individuals for records pertaining 
to themselves will be processed in 
accordance with these procedures and 
consistent with the exemptions claimed. 
Requests for records which do not 
specify the statute pursuant to which 
they are made but which may be 
reasonably construed to be requests by 
an individual for records pertaining to. 
that individual will also be processed in 
accordance with these procedures and 
consistent with exemptions claimed. To 
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the extent appropriate, these procedures 
apply to records maintained by this 
Agency pursuant to system of records 
notices pubHshed by the Civil Service 
Commission. The primary category of 
records affected by a Commission notice 
is that maintained in conjunction with 
the CSC system identified as "CSC- 
Retirement Life Insurance and Health 
Benefits Records System." Authority 
pursuant to 44 U.S.C. 3101 to maintain 
each system of records for which notice 
has been published is impUed in each 
"authority for maintenance of a system" 
of each systems notice. 

§ 322.2 Definitions. 

(a) Access to the NSA headquarters. 
Means current and continuing daily 
access to those facilities making up the 
NSA headquarters. 

(b) Individual Means a natural person 
who is a citizen of the United States or 
an alien lawfully admitted for 
permanent residence. 

(c) Request. Means a request in 
writing for records pertaining to the 
requester contained in a system of 
records and made pursuant to the 
Privacy Act or if no statute is identified 
considered by the Agency to be made 
pursuant to that Act. 

(d) System of Records. Means a 
grouping of records maintained by the 
Agency for which notice has been 
pubHshed in the Federal Register 
pursuant to section 552a(e){4) of title 5 
U.S.C. 

§ 322.3 Procedures for requests 
concerning individual records in a system 
of records. 

(a)(l] Notification. Any individual 
may be notified in response to a request 
if any system of records contains a 
record pertaining to the requester by 
sending a request addressed to: 
Information Officer, National Security 
Agency, Fort George G. Meade, 
Maryland 20755. Such request shall be in 
writing, shall be identified on the 
envelope and the request as a "Privacy 
Act Request," shall designate the system 
or systems of records using the names of 
the systems as published in the system 
notices, shall contain the full name, 
present address, date of birth, social 
security number and dates of affiliation 
or contact with NSA/CSS of the 
requester and shall be signed in full by 
the requester. 

(2) A request pertaining to records 
concerning the requester which does not 
specify the Act pursuant to which the 
request is made shall be processed as a 
Privacy Act request. A request which 
does not designate the system or 
systems of records to be searched shall 
be processed by checking the following 



systems of records: Applicants; 
Personnel; Health, Medical and Safety. 

(b)(1) Identification. Any individual 
currently not authorized access to the 
National Security Agency headquarters 
who requests disclosure of records shall 
provide the following information with 
the written request for disclosure: Full 
name, present address, date of birth, 
social security number, and date of first 
affiliation or contact with NSA/CSS and 
date of last affiliation or contact with 
NSA/CSS. 

(2) Any individual currently 
authorized access to the National 
Security Agency headquarters shall 
provide the following information with 
the request for notification: Full name, 
present organizational assignment, date 
of birth, social security number. 

(3) Such request shall be treated as a 
certification of the requester that the 
requester is the individual named. 
Individuals should be aware that the 
Privacy Act provides criminal penalties 
for any person who knowingly and 
willfully requests or obtains any records 
concerning an individual under false 
pretenses. 

§ 322.4 Times, places and procedures for 
disciosures. 

(a) Individual not currently affiliated 
with NSA: 

(1) Request procedure. Any individual 
currently not authorized access to the 
National Security Agency headquarters 
shall make the request for notification in 
writing and shall include the required 
identifying data. Upon verification of the 
existence in systems of records 
pertaining to the requester, a copy of the 
records located shall be mailed to the 
requester subject to appropriate specific 
exemptions, appHcable Public Laws, 
special procedures pertaining to medical 
records, including psychological records, 
and the exclusion for information 
compiled in reasonable anticipation of a 
civil action or proceeding. If the request 
cannot be processed within ten working 
days from the time of receipt of the 
request, an acknowledgment of receipt 
of the request will be sent to the 
requester. 

(2) Appointment of other individual. If 
a requester wishes another individual to 
obtain the requested records on his 
behalf, the requester shall provide a 
written, signed, notarized statement 
appointing that individual as his 
representative, certifying that the 
individual appointed may have access 
to the records of the requester and that 
such access shall not constitute an 
invasion of the privacy of the requester 
nor a violation of his rights under the 
Privacy Act of 1974. 



(b) Individual currently affiliated with 
NSA — (1) Request procedure. Any . 
individual currently authorized access 
to the National Security Agency 
headquarters may make the request for 
notification to the appropriate official 
delegated responsibility for a system of 
records pursuant to internal agency 
regulations pertaining to the Privacy Act 
of 1974, In the alternative, such 
individual may direct the request to the 
NSA Information Officer in writing in 
the same form and including the data 
required in § 322.4(a)(1) above. In the 
case of any denial of notification by 
officials delegated responsibility for a 
system the request shall be referred to 
the NSA Information Officer for review. 

(2) Appointment of other individual If 
the requester makes a request pursuant 
to this paragraph and wishes to 
designate another individual to 
accompany him, the same procedures as 
provided in paragraph (a)(2) of this 
section apply. If the individual 
appointed is currently authorized access 
to the National Security Agency 
headquarters, he may accompany the 
requester. If the individual appointed is 
not currently authorized access, a copy 
of the records located may be mailed to 
the appointed individual subject to 
appropriate specific exemptions, 
applicable Public Laws, special 
procedures pertaining to medical 
records including psychological records, 
and the exclusion for information 
compiled in reasonable anticipation of a 
civil action or proceeding. 
[40 FR 44294, Sept. 25, 1975. Redesignated at 
56 FR 55631, Oct. 29, 1991, and amended at 56 
FR 57803. Nov. 14, 1991] 

§ 322.5 IMedical or psychological records. 

If the request includes records of a 
medical or psychological nature, and if 
an Agency doctor makes the 
determination that the records requested 
contain information which would have 
an adverse effect upon the requester, the 
requester will be advised to appoint a 
medical doctor in the appropriate 
discipline to receive the information. 
The appointment of the doctor shall be 
in the same form as that indicated in 
§ 322.4(a)(2) and shall include a 
certification that the doctor appointed is 
authorized to practice the appropriate 
specialty by virtue of a license to 
practice same in the state which granted 
the license. 

[40 FR 44294, Sept. 25, 1975. Redesignated at 
56 FR 55631, Oct. 29, 1991, and amended at 56 
FR 57803. Nov. 14, 1991] 
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§ 322.6 Parents or legal guardians acting 
on behalf of minor applicants and 
employees. 

Parents or Legal Guardians acting on 
behalf of minors who request records 
concerning NSA/CSS applicants or 
employees who are minors shall be 
subject to the same requirements 
contained in § 322.4(a)(1) Appointment 
of Other Individuals, including the 
requirement for written authorization. 
Requests by parents or legal guardians 
acting on behalf of minors will be 
processed in the same manner and in 
accordance with the procedures 
established herein for individuals not 
currently authorized access to the NSA 
headquarters. 

[40 FR 44294, Sept. 25, 1975. Redesignated at 
56 FR 55631, Oct. 29, 1991, and amended at 56 
FR 57803. Nov. 14. 1991] 

§ 322.7 Procedures for amendment. 

(a) Request procedure. Any request 
for amendment of a record or records 
contained in a system of records shall 
be in writing addressed to the 
Information Officer, National Security 
Agency, Fort George G. Meade, Md. 
20755, Attention: Privacy Act 
Amendment, and shall contain sufficient 
details concerning the requested 
amendment, justification for the 
amendment, and a copy of the record(s) 
to be amended or sufficient identifying 
data concerning the affected record(s) to 
permit its timely retrieval. Such requests 
may not be used to accomplish actions 
for which other procedures have been 
established such as grievances, 
performance appraisal protests, etc. In 
such cases the requester will be advised 
of the appropriate procedures for such 
actions. 

(b) Initio! determinotion: The NSA 
Information Officer may make an initial 
determination concerning the requested 
amendment within ten working days or 
shall acknowledge receipt of the 
amendment request within that period if 
a determination cannot be completed. 
ThiB determination shall advise the 
requester of action taken to make the 
requested amendment or inform the 
requester of the rejection of the request, 
the reason(s) for the rejection and the 
procedures established by the Agency 
for review of rejected amendment 
requests. 

(c) Request on oppeah A requester 
may appeal the rejection by the NSA 
Information Officer of a request for 
amendment to the Executive for Staff 
Services. Such appeal shall be in 
writing, addressed to the Executive for 
Staff Services, National Security 
Agency, Fort George G. Meade, Md. 
20755, Attention: Privacy Act 
Amendment Appeal. 



§ 322.8 Appeal determination. 

The Executive for Staff Services shall 
acknowledge receipt of the appeal 
within ten working days. A 
determination concerning the appeal 
shall be provided to the requester within 
30 working days, unless the Director, 
National Security Agency, extends the 
period for good cause. The Executive for 
Staff Services shall advise the requester 
of the action taken to make the 
requested amendment or inform the 
requester of the rejection of the appeal, 
the right to submit for incorporation in 
the file containing the disputed record(s) 
a concise statement of disagreement, 
and notify the requester of the right of 
judicial review of the denial pursuant to 
subsection (g)(1)(A) of 5 U.S.C. 552a. 

§322.9 Fees. 

A fee may be charged for the ■. 
reproduction of copies of any requested 
records, provided one copy is made 
available without charge where access 
is limited to mail service only. Fees shall 
be charged in accordance with The 
Uniform Schedule of Fees estabhshed by 
the Department of Defense pursuant to 
Pub. L. 93-502. 

§ 322.10 Specific exemptions. 

(a) (1) The following National Security 
Agency systems of records, published in 
the Federal Register, are specifically 
exempted from the provisions of 5 U.S.C. 
552a, subsections (c)(3), (d), (e)(1), 
(e)(4)(G), (e)(4)(H), (e)(4)(I) and (f), 
pursuant to subsection (k) of Section 
552a to the extent that each system 
contains individual records or files 
within the category or categories 
provided by subsection (k). Notice is 
hereby given that individual records and 
files within each NSA system of records 
may be. subject to specific provisions of 
Pub. L. 86-36, Pub. L. 88-290 and Title 18 
U.S.C, 798 and other laws limiting 
access to certain types of information or 
application of laws to certain categories 
of information. 

(2) In addition, those records 
maintained pursuant to notice of 
systems of records published by the 
CSC are exempted pursuant to Title 5 
U.S.C. 552a(k)(l) to the extent that they 
contain classified information in order 
to protect such information from 
unauthorized disclosure. Such records 
may also be subject to other specific 
exemptions pursuant to rules 
promulgated by the CSC. 

(b) Systems of records subject to 
specific exemptions: 

(1) System name: NSA/CSS Access, 
Authority and Release of Information File. 

Exemption: This system of records is 
exempted from the sections of title 5 U.S.C. 



552a cited in § 322.10(a) and is subject to the 
limitations noted in that paragraph. 
Authority: 5;U.S.C. 552a (k) (1), (kj (5) 
Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k](l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 
portion of the records in the system which . 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is also exempted 
from all subsections cited pursuant to 
exemption (k)(5) to protect the identity of 
confidential sources of information 
constituting investigatory material compiled 
solely for the purpose of determining access 
to classified information. The exemption does 
not limit access to that portion of the records 
in the system which are not exempted, not 
otherwise protected from unauthorized 
disclosure; and which would not undermine 
the integrity of the controlled access system. 

(2) System name: NSA/CSS Applicants 
Exemption: This system of records is 

exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
hmitations noted in that paragraph. 
Authority: 5 U.S.C. 552a(k) (1), (k) (5) 
Reasons: This system of records is 
exempted from all subsections cited pursuant 
■ to exemption (k](l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not hmit access to that 
portion of the records in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is also exempted 
from all subsections cited pursuant to 
exemption (k)(5) to protect the identity of 
confidential sources of information 
constituting investigatory material compiled 
solely for the purposes of determining 
suitability; eligibiHty; qualifications for 
Federal civilian employment; Federal 
contracts; or access to classified information 
which may be contained in records and files 
making up the system. The exemption does 
not limit access to that portion of the' records 
in the system which are not subject to this 
exemption, nor otherwise protected from 
unauthorized disclosure. 

(3) System noTzie;. NSA/CSS 
Correspondence, Cases, Complaints, Visitors, 
Requests 

£xei77pf/o/3.- This system of records is 
exempted from the isections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
limitations noted in that paragraph. 

Authority: 5 U.S.C. 552a(k) (1), (k) (2). (k) 
(4).(k)(5) 

Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not Hmit access to that 
portion of the records in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 
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. This system of records is exempted from all 
subsections cited pursuant to exemption 
(k](2) to protect from unauthorized disclosure 
individual records and files which constitute 
investigatory material compiled for law 
enforcement purposes pursuant to a lawful 
national security intelligence investigation 
and maintain the integrity of the personnel 
security system required by Piib. L. 88^290. 
The exemption does not limit access to that 
portion of the records in the system which 
are not investigatory material which are not 
exempted or otherwise protected from 
unauthorized disclosure. 

This system is exempted from all 
subsections cited pursuant to exemption 
(k){4) where individual records and files are 
maintained and used solely for statistical 
records in accordance with statutory 
requirements to insure compliance with those 
requirements with a minimum of 
administrative burden and expense. 

This system is exempted from all 
subsections cited pursuant to exemption 
(k](5) to protect the identity of confidential 
sources of information constituting 
investigatory material compiled solely for the 
purpose of determining suitability; eligibility; 
qualifications for Federal civilian 
employment, Federal contracts; or access to 
classified information which may be 
contained in records and files making up the 
system. The exemption does not limit access 
to that portion of the records in the system 
which are not subject to this exemption or 
otherwise protected from unauthorized 
disclosure. . 

(4) System name: NSA/CSS Cryptologic 
Reserve Mobilization Designee List 

Exemption: This system of records is 
exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject, to the 
limitations noted in that paragraph. 

Authority: b U.S.C, 552a (k) (1), (k) (5) 

Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to prevent the 
unauthorized disclosure of classified 
information concerning anticipated personnel 
assignments to sensitive cryptologic positions 
during periods of national emergency or war 
requiring reserve mobilization. 

This system of records is also exempted 
from all subsections cited pursuant to 
exemption (k)(5) to protect the identity of 
confidential sources of information 
constituting investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility or qualifications for 
designation for mobilization to fill a sensitive 
cryptologic position or access to classified 
material as a result of designation for 
mobilization. 

(5) System name: NSA/CSS Equal 
Employment Opportunity Data 

Exemption: This system of records is 
exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
limitations noted in that paragraph. 
Authority: 5 U.S.C. 552a(k) (1), (k) (2), (4) 
Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 



exemption does not limit access to that 
portion of the records in . the system which . 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k)(4) to protect the integrity of those 
statistical records compiled for Equal 
Employment Opportunity purposes. 

This system of records is also exempted ■ 
from all subsections cited pursuant to 
exemption (k)(2) to the extent that individual 
records and files are related to investigations 
to enforce the provisions of Pub. L. 92-261 
and consistent with the provisions of that 
statute with reispect to individual access to 
such records. The, purpose of the exemption is 
to protect the integrity of investigations 
conducted pursuant to Pub. L. 92-261. 

(6) System name: NSA/CSS Health, ' 
Medical and Safety Files 

Exemption: This system of records is 
exempted from sections of title 5 U.S.C. 552a 
cited in § 322.10(a) and is subject to the 
statutory limitations noted in that paragraph. 

Authority: 5 U.S.C. 552a(k) (1), (k) (5), (k) 
(6). 

Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 
portion of the records in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k)(5) to protect the identity of confidential 
sources of information constituting 
investigatory material compiled solely for the 
purpose of determining suitability, eligibility, 
or qualifications for Federal civilian 
employment, Federal contracts or access to 
classified information, the exemption does 
not limit access to that portion of the records 
in the system which are not exempted or 
otherwise protected from unauthorized 
disclosure. 

This system of records is also exempted 
from all subsections cited pursuant to 
exemption (k)(6) to protect those testing or 
examination materials used solely to 
determine individual qualifications for 
employment in the Federal service the 
disclosure of which would compromise the 
objectivity or fairness of the testing or 
examination process. 

(7) System name: NSA/CSS Motor Vehicles 
and Carpools ' ' 

Exemption: This system of records is 
exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
statutory limitations noted in that paragraph. 
Authority: 5 U.S.C. 552a(k)(l) 
Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure any and all classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 
portion of the records in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 



(8) System name: NSA/CSS Payroll and 

Claims 

Exemption: This system of records is 
exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
statutory limitations noted in that paragraph. 

Authority: 5 U.S.C. 552a(k) (1), (k) (2) 

Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up this system. The 
exemption does not limit access to that 
portion of the records in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is also exempted 
from all subsections cited pursuant to 
exe;nption (k)(2) to protect investigatory 
materials related to the enforcement of laws 
with respect to claims against the 
Government. The exemption does not limit 
access to that portion of the records in the 
system not related to investigations of claims 
or otherwise protected from unauthorized 
disclosure. 

(9) System name: NSA/CSS Personnel File 
Exemption: This system of records is 

exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
statutory limitations noted in that paragraph. 

Authority: 5 U.S.C, 552a(k) (1), (k) (5), (k) 
(6) 

Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure. classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 
portion of the records in the system which, 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k)(5) to protect the identity of confidential 
sources of information constituting 
investigatory material compiled solely for the 
purpose of determining suitability, eligibility, 
or qualifications for Federal civilian 
employment, Federal contracts or access to 
classified information. The exemption does 
not limit access to that portion of the records 
in the system which are not exempted or 
otherwise protected from unauthorized 
disclosure. 

This system of records is also exempted 
from all subsections cited pursuant to 
exemption (k)(6) to protect those testing or 
examination materials used solely to 
determine individual qualifications for 
employment in the Federal service the 
disclosure of which would compromise the 
objectivity or fairness of the te.sting or 
examination process. 

(10) System name: NSA/CSS Personnel 
Security File 

Exemption: This system of records is 
exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
limitations noted in that paragraph. 

Authority: 5 U.S.C. 552a(k)(l), (k)(2), (k) (5). 

Reasons: This system of records is 
exempted from all subsections cited pursuant 
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to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 
portion of the records in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k)(2) to protect investigatory materials 
compiled for purposes of enforcement of Pub. 
L. 88-290 and title 18 U.S.C. 798 as well as 
other appropriate criminal and civil laws 
related to the protection of sensitive 
cryptologic information. Both statutes cited 
require the Director, NSA, to observe special 
procedures and standards in permitting 
access to sensitive cryptologic information 
and provide statutory authority to act when 
those standards are breached. The materials 
contained in this system are of an 
investigatory nature, are maintained on a 
continuing basis and are used to insure 
compliance with and enforcement of the cited 
statutes. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k](5) to protect the identity of confidential 
sources of information constituting 
investigatory material compiled solely for the 
purpose of determining suitability, eligibility, 
or qualifications for Federal civilian 
employment, Federal contracts or access to 
classified information. The exemption does 
not limit access to that portion of the records 
in the system which are not exempted or 
otherwise protected from unauthorized 
disclosure. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k](6) to protect testing or examination 
materials and procedures, the disclosure of 
which would compromise the objectivity or 
fairness of the testing or examination 
process. ' . 

(11) System name: NSA/CSS Time,. 
Attendance, and Absence 

Exemption: This system of records is : 
exempted from the sections of title 5 U.S.C. • 
552a cited in § 322.10(a) and is subject to the 
Hmitations noted in that paragraph. 
Authority: 5 U.S.C. 552a(k)(l) 
Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 
portion of the rec- ords in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 

(12) System name: NSA/CSS Training 
Exemption: This system of records is 

exempted from the sections of title 5 U.S.C. 
552a cited in § 322.10(a) and is subject to the 
Hmitations noted in that paragraph. 

Authority: 5 U.S.C. 552a (k)(l), (k)(5), (k)(6). 

Reasons: This system of records is 
exempted. from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 



portion of the records in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k)(5) to protect the identity of confidential 
sources of information constituting 
investigatory material compiled solely for the 
purpose of determining suitability, eligibility, 
or qualifications for Federal civilian 
employment, Federal contracts or access to 
classified information. The exemption does 
not limit access to that portion of the records 
in the system which are not exempted or 
otherwise protected from unaiithorized 
disclosure. > 

This system of records is also exempted 
from all subsections cited pursuant to 
exemption (k)(6) to protect those testing or 
examination materials used solely to . 
determine individual quahfications for 
employment in the Federal service the 
disclosure of which would compromise the 
objectivity or fairness of the testing or 
examination process. 

(13) System name: NSA/CSS Archival 
Records. 

Exemption: This system is exempted from 
the sections of Title 5 U.S.C. 552a cited in 
§ 322.10(a) and is subject to the statutory 
limitations noted in that paragraph. 

Authority: 5 U.S.C. 552a(k)(l) and (k)(4). 

Reasons: This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from - 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. The 
exemption does not limit access to that 
portion of the rec- ords in the system which 
are not classified or otherwise protected from 
unauthorized disclosure. 

This system is exempted from all 
subsections cited piursuant to exemption 
(k)(4) where individual records and files are 
maintained and used solely for statistical ' 
compliance vyrith those requirements with a 
minimum of administrative burden and 
expense. 

(14) System Identification and Name — 
GNSA14, entitled "NSA/CSS Library Patron 
File Control System". 

Exemption — ^Portions of this' system which 
fall within 5 U.S.C. 552a (k)(l) and (k)(4) are 
exempt from the following provisions of 5 
U.S.C. 552a, sections (c)(3). (d) (l)-(5), (e)(1), 
{e)(4)(G)-(I),and(f)(l)-(5). , 

Authority—S U.S.C. 552a (k)(l) and (k)(4). 

Reasons — This record system is exempted 
from all subsections pursuant to exemption 
(k)(l) to protect from unauthorized disclosure 
classified information which may be 
contained in records and files making up the 
system. The exemption does not limit access 
to that portion of the records in the system 
which are not classified or otherwise 
protected from unauthorized. disclosure. 

This record system is exempted from all 
subsections pursuant to exemption (k)(4) to 
protect from unauthorized disclosure records 
maintained for statistical research or program 
evaluation. The exemption does not limit 
access to that portion of the records in the 
system which are not classified or otherwise 
protected from unauthorized disclosure. 



(15) System Identification and Name — 
GNSA15, entitled "NSA/CSS Computer Users 
Control System". 

Exemption — Portions of this system which 
fail within 5 U.S.C. 552a (k)(l) and (k)(2) are 
exempt from the following provisions of 5 
U.S.C. 552a, sections (c)(3), (d) {l)-(5), (e)(1), 
(e)(4) (G)-(I), and (f) (l)-(5). 

Authority— b U.S.C. 552a (k)(l) and (k)(2). 

Reasons — This system of records is 
exempted from all subsections pursuant to 
exemption (k)(l) to protect from unauthorized 
disclosure classified information which may 
be contained in records and files making up 
the system. The exemption does not limit 
access to that portion of the records in the 
system which are not classified or otherwise ' 
protected from unauthorized disclosure. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k)(2) to the extent that individual records 
and files are related to investigations to 
enforce the provisions of Pub. L. 88-290 and 
consistent with the provisions of that statute 
with respect to individual access to such 
records. The purpose of the exemption is to 
protect the integrity of investigations 
conducted pursuant to Pub. L. 88-290. 

(16) System Identification and Name — 
GNSA16, entitled "NSA/CSS Drug Testing 
Program". 

Exemption — Portions of this system which 
fall within 5 U.S.C. 552a(k)(l) are exempt 
from the following provisions of 5 U.S.C. 
552a, sections (c)(3). (d) {l)-(5), (e)(1). (e)(4) 
(G)-(I). and (f) (l)-(5). 

Authority—^ U.S.C. 552a(k)(l). 

Reasons — This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. 

(17) System Identification and Name — 
GNSA17, entitled "Employee Assistance 
Service (EAS) Case Record System". 

Exemption — Portions of this system which 
fall within 5 U.S.C. 552a (k)(l), (k)(2). (k)(4) 
and (k)(5) are exempt from the following 
provisions of 5 U.S.C. 552a, sections (c)(3), (d) 
(l)-(5), (e)(1). (e)(4) (G)-(I), and (f) (l)-(5). 

Authority— b U.S.C. 552a (k)(l), (k)(2). 
(k)(4),and(k)(5). 

Reasons — This system of records is 
exempted from all subsections cited pursuant 
to exemption (k)(l) to protect from 
unauthorized disclosure classified 
information which may be contained in 
records and files making up the system. 

This system of records is exempted from all 
subsections cited pursuant to exemption 
(k)(2) to the extent that individual records 
and files are related to investigations to 
enforce the provisions of Public Law 92-261 
and consistent with the provisions of that 
statute with respect to individual access to 
such records. The purpose of the exemption is 
to protect the integrity of investigations 
conducted pursuant to Public Law 92-261. 

This record system is exempted from all 
subsections pursuant to exemption (k)(4) to 
protect from unauthorized disclosure records 
maintained for statistical research or program 
evaluation. The exemption does not limit 
access to that portion of the records in the . 
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system which are not classified or otherwise 
protected from unauthorized disclosure. 

This system of records is also exempted 
from all subsections cited pursuant to 
exemption (k)(5) to protect the identity of 
confidential sources of information 
constituting investigatory material compiled 
solely for the purpose of determining • 
suitability, eligibility, or qualifications for 
federal civilian employment, federal 
contracts, or access to classified information. 
The exemption does not limit access to that 
portion of the records in the system which 
are not exempted or otherwise protected from 
unauthorized disclosure. 

(18) System identification and name — 
GNSA18, NSA/CSS Operations Files. 

Exemption — Portions of this record system 
may be exempted from subsections of 5 
U.S.C. 552a (c)(3), (d)(l)-(5). (e)(4)(G)— (I), 
and (f)(l)-(5). 

Authority— b U.S.C. 552a(k) (1), (2) and (5). 

Reosons—Suhseciion (c)(3) because there 
may be occasions when making an 
accounting available to the individual named 
in the record at his or her request, would 
reveal classified information. The release of 
accounting of disclosure would inform a 
subject that he or she is under investigation. 
This information would provide considerable 
advantage to the subject in providing him or 
her with knowledge concerning the nature of 
the investigation and the coordinated 
investigative efforts and techniques 
employed by the cooperating agencies. 

Subsection (d) because granting access 
and/or subsequent amendment to the record 
would reveal classified information. It may 
also alert a subject to the fact that an 
investigation of that individual is taking 
place, and might weaken the on-going 
investigation, reveal investigatory techniques, 
and place confidential informants in 
jeopardy. NSA/CSS may refuse to confirm or 
deny the existence of a particular record 
because to do so would reveal classified 
information. 

Subsection (e)(4)(G), (e)(4)(H), and (e)(4)(I). 
Although NSA/CSS has published 
procedures whereby an individual can be 
notified if a particular record system contains 
information about themselves; how to gain 
access to that information; and the source of 
the information, there may be occasions 
when confirming that a record exists, 
granting access, or giving out the source of 
the information would reveal classified 
information. 

Subsection (f) because the agency's rules 
are inapplicable to those portions of the 
system that are exempt and would place the 
burden on the agency of either confirming or 
denying the existence of a record pertaining 
to a requesting individual. The confirming or 
denying might, in itself, provide an answer to 
that individual relating to an on-going 
criminal investigation. The conduct of a 
successful investigation leading to the 
indictment of a criminal offender precludes 
the applicabihty of established agency rules 
relating to verification of record, disclosure of 
the record to that individual, and record 
amendment procedures for this record 
system. Also, because this record system is 
exempt from the individual access provisions 
of subsection (d). * 
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§323.1 Purpose and scope. 

This Part 323 implements the Privacy 
Act of 1974 (5 U.S.C. 552a) and DoD 
Directive and DoD Regulation 5400.11. 
Department of Defense Privacy Program 
(32 CFR part 310). It applies to 
Hieadquarters, Defense Logistics Agency 
(HQ DLA) and all DLA field activities. 

§323.2 Policy. 

It is the poHicy of DLA to safeguard 
personal information contained in any 
system of records maintained by DLA 
activities and to make that information 
available to the individual to whom it 
pertains to the maximum extent 
practicable. DLA policy specifically 
requires that DLA activities: 

(a) Collect, maintain, use, and 
disseminate personal information only 
when it is relevant and necessary to 
achieve a purpose required by statute or 
Executive Order. 

(b) Collect personal information 
directly from the individuals to whom it 
pertains to the greatest extent practical. 

(c) Inform individuals who are asked 
to supply personal information for 
inclusion in any system of records: 

(1) The authority for the solicitation. 

(2) Whether furnishing the information 
is mandatory or voluntary, 

(3) The intended uses of the 
information. 



(4) The routine disclosures of the 
information that may be made outside 
DoD. 

(5) The effect on the individual of not 
providing all of any part of the 
requested information. 

(d) Ensure that all records used in 
making determinations about 
individuals are accurate, relevant, 
timely, and complete. 

(e) Make reasonable efforts to ensure 
that records containing personal 
information are accurate, relevant, 
timely, and complete for the purposes 
for which they are being maintained 
before making them available to any 
recipients outside DoD, other than a 
Federal agency, unless the disclosure is 
made under DLAR 5400.14, Availability 
to the Public of Official Information (32 
CFR part 1285). 

(f) Keep no record that describes how 
individuals exercise their rights 
guaranteed by the First Amendment of 
the U.S. Constitution, unless expressly 
authorized by statute or by the 
individual to whom the records pertain 
or is pertinent to and within the scope of 
an authorized law enforcement activity. 

(g) Make reasonable efforts, when 
appropriate, to notify individuals 
whenever records pertaining to them are 
made available under, compulsory legal 
process, if such process is a matter of 
public record. 

(h) Establish safeguards to ensure the 
security of personal information and to 
protect this information from threats or 
hazards that might result in substantial 
harm, embarrassment, inconvenience, or 
unfairness to the individual. 

(i) Establish rules of conduct for DoD 
personnel involved in the design, 
development, operation, or maintenance 
of any system of records and train them 
in these rules of conduct. 

(j) Assist individuals in determining 
what records pertaining to them are 
being collected, maintained, used, or 
disseminated. 

(k) Permit individual access to the 
information pertaining to them 
maintained in any system of records, . 
and to correct or amend that 
information, unless an exemption for the 
system has been properly established 
for an important public purpose. 

(1) Provide, on request, an accounting 
of all disclosures of the information 
pertaining to them except when 
disclosures are made: 

(1) To DoD personnel in the course of 
their official duties. 

(2) Under 32 CFR part 1285 (DLAR 
5400.14). 

(m) Advise individuals on their rights 
to appeal any refusal to grant access to 
or amend any record pertaining to them, 
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and to file a statement of disagreement 
with the record in the event amendment 
is refused. 

§ 323.3 Definitions. 

(a) Access. The review of a record or 
a copy of a record or parts tHereof in a 
system of records by any individual. 

(b) Agency. For the purpose of 
disclosing records subject to the Privacy 
Act among DoD Components, the 
Department of Defense is considered a 
single agency. For all other purposes 
including applications for access and 
amendment, denial of access or 
amendment, appeals from denials, and 
recordkeeping as regards release to non- 
DoD agencies, DLA is considered an 
agency within the meaning oiF the 
Privacy Act. 

(c) Confidential source. A person or 
organization who has furnished 
information to the Federal Government 
under an express promise that the 
person's or the organization's identity 
will be held in confidence or under an 
implied promise of such confidentiality 
if this implied promise was made before 
Septelmber 27, 1975. 

(d) Disclosure. The transfer of any 
personal information from a system of 
records by any means of communication 
to any person, private entity, or 
Government agency, other than the 
subject of the record, the subject's 
designated agent or the subject's legal 
guardian. 

(e) Individual, A living citizen of the 
United States or an alien lawfully 
admitted to the United States for 
permanent residence. The legal guardian 
of an individual has the same rights as 
the individual and may act on his or her 
behalf. 

(f) Individual access. Access to 
information pertaining to the individual 
by the individual or his or her 
designated agent or legal guardian. 

(g) Maintain. Includes maintain, 
collect, use, or disseminate. 

(h) Member of the public. Any 
individual or party acting in a private 
capacity to include Federal employees 
or military personnel. 

(i) Official use. Within the context of 
this part, this term is used when officials 
and employees of a DLA activity have a 
demonstrated need for the use of any 
record or the information contained 
therein in the performance of their 
official duties. 

(j) Personal information. Information 
about an individual that is intimate or 
private to the individual, as 
distinguished from information related 
solely to the individual's official 
functions or public life. 

(k] Privacy Act. The Privacy Act of 
1974, as amended, 5 U.S.C; 552a. 



(I) Privacy Act request. A request 
from an individual for notification as to 
the existence of, access to, or 
amendment of records pertaining to that 
individual. These records must be 
maintained in a system of records. The 
request must indicate that it is being 
made under the Privacy Act to be 
considered a Privacy Act request. 

(m) Record. Any item, collection, or 
grouping of information about an* 
individual that is maintained by DLA, 
including, but not limited to, the 
individual's education, financial 
transactions, medical history, and 
criminal or employment history, and 
that contains the individual's name, or 
the identifying number, symbol, or other 
identifying particular assigned to the 
individual, such as a finger or voice 
print or a photograph. 

(n) Risk assessment. An analysis 
considering information sensitivity, 
vulnerabihties, and the cost to a 
computer facility or word processing 
activity in safeguarding personal 
information processed or stored in the 
facihty or activity. 

(0) Routine use. The disclosure of a 
record outside DoD for a use that is 
compatible with the purpose for which 
the information was collected and 
maintained by DoD. The routine use 
must be included in the published 
system notice for the system of records 
involved. 

[p) Statistical record. A record 
maintained only for statistical research 
or reporting purposes and not used in 
whole or in part in making 
determinations about specific 
individuals. 

;(.q) System of Records. A group of 
records under the control of a DLA 
activity from which information is 
retrieved by the individual's name or by 
some identifying number, symbol, or 
other identifying particular assigned to 
the individual. System notices for all 
Privacy Act systems of records must be 
publisihed in the Federal Register. 

§323.4 Responsibilities. 

(a) Headquarters Defense Logistics 
Agency. 

(1) The Chief, Resources Management 
Division, Office of Administration 
(DLA-XA) will: 

(i) Formulate policies, procedures, and 
standards necessary for uniform 
compliance with the Privacy Act by 
DLA activities. 

(ii) Serve as the DLA Privacy Act . 
Officer and DLA representative on the 
Defense Privacy Board. 

(iii) Maintain a master registry of 
system notices published by DLA. 



(iv] Develop or compile the rules, ' 
notices, and reports required under this 
part. ' 

(2) The General Counsel, DLA (DLA- 
G) will: 

(i) Serve as the appellate authority for 
denials of individual access and 
amendment of records. 

(ii) Provide representation to the 
Defense Privacy Board Legal Committee. 

(iii) Advise the Defense Privacy Office 
on the status of DLA privacy litigation. 

(3) The Command Security Officer, 
Office oiF Command Security, DLA 
(DLA-T) will formulate and implement 
protective standards for personal 
information maintained in automated 
data processing systems and facilities. 

(b) The Heads of DLA Primary Level 
Field Activities (PLFAs) will: 

(1) Ensure that the collection,., 
maintenance, use, or dissemination of 
records of identifiable personal 
information is in a manner that assures 
that such action is for a necessary and 
lawful purpose; that the information is 
timely and accurate for its intended use; 
and that adequate safeguards are 
provided to prevent misuse of such 
information. 

(2) Designate a Privacy Act Officer to 
serve as the principal point of contact 
on privacy matters. 

(3) Ensure the internal operating 
procedures provide for effective 
compliance with the Privacy Act, 

(4) Establish a training program for 
those personnel whose duties involve 
responsibilities for systems of records 
affected by the Privacy Act. 

§ 323.5 Procedures. 

(a) Individual access. (1) The access 
provisions of this part are intended for 
use by individuals whose records are 
maintained in systems of records. 
Release of personal information to 
individuals under this part is not 
considered public release of 
information. 

(2) Individuals will address requests 
for access to personal information about 
themselves in a system of records to the 
system manager or to the office 
designated in the system notice. Before 
being granted access to personal data, 
an individual may be required to 
provide reasonable verification of his or 
her identity. Identity verification 
procedures will be simple so as not to . 
discourage individuals from seeking 
access to information about themselves; 
or be required of an individual seeking 
access to records which normally would 
be available under 32 CFR part 1285 
(DLAR 540*0.14). 

(i) Normally, when individuals seek . 
personal access to records pertaining to 
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themselves, identification will be made 
from documents that normally are 
readily available, such as employee and 
military identification cards, driver's 
license, other licenses, permits, or 
passes used for routine identification 
purposes. 

[ii) When access is requested by mail, 
identity verification may consist of the 
individual providing certain minimum 
identifying data, such as full name, date 
and place of birth* or such other 
personal information necessary to locate 
the record sought. If the information 
sought is sensitive, additional 
identifying data may be required. If 
notarization of requests is required, 
procedures will be established for an 
alternate method of verification for 
individuals who do not have access to 
notary services, such as military 
members overseas. 

(3) If an individual wishes to- be 
accompanied by a third party when 
seeking access to his or her records or to 
have the records released directly to a 
third party, the individual may be 
required to furnish a signed access 
authorization granting the third party 
access. An individual will not be refused 
access to his or her record solely for 
failure to divulge his or her social 
security number (SSN) unless it is the 
only method by which retrieval can be 
made. The individual is not required to 
explain or justify his or her need for 
access to any record under this part. 

[4] Disclose medical records to the 
individual to whom they pertain, even if 
a minor, unless a judgment is made that 
access to such records could have an 
adverse effect on the mental or physical 
health of the individual. Normally, this 
determination will be made in 
consultation with a medical doctor. If it 
is determined that the release of the 
medical information may be harmful to 
the mental or physical health of the 
individual, send the record to a 
physician named by the individual and 
in the transmittal letter to the physician, 
explain why access by the individual 
without, proper professional supervision 
could be harmful (unless it is obvious 
from the record). Do not require the 
physician to request the records for the 
individual. If the individual refuses or 
fails to designate a physician, the record 
will not be provided. Such refusal of 
access is not considered a denial for 
reporting purposes. 

(5) Requests by individuals for access 
to investigatory records pertaining to 
themselves and compiled for law 
enforcement purposes are processed 
under this part or 32 CFR part 1285 
depending on which part gives them the 
greatest degree of access. 



(6) Certain documents under the 
physical control of DoD personnel and 
used to assist them in performing official 
functions, are not considered '^agency 
records" within the meaning of this part. 
Uncirculated personal notes and records 
that are not disseminated or circulated 
to any person or organization (for 
example, personal telephone lists. or 
memory aids) that are retained or 
discarded at the author's discretion and 
over which DLA exercises no direct 
control, are not considered agency 
records. However, if personnel are 
officially directed or encouraged, either 
in. writing or orally, to maintain such 
records, they may become "agency 
records," and may be subject to the 
Privacy Act of 1974 (5 U.S.C. 552a) and 
this part. 

(7) Acknowledge requests for access 
within 10 working days after receipt and 
provide access within 30 working days. 

(b) Denial of individual access, (1) 
Individuals may be formally denied 
access, to a record pertaining to them 
only if the record was compiled in 
reasonable anticipation of civil action; is 
in a system of records that has been 
exempted from the access provisions of 
this part under one of the permitted 
exemptions; contains classified 
information that has been exempted 
from the access provision of this part 
under the blanket exemption for such 
material claimed for all DoD records 
systems; or is contained in a system of 
records for which access may be denied 
under some other Federal statute. Only 
deny the individual access to those 
portions of the records from which the 
denial of access serves some legitimate 
Governmental purpose. 

(2) An individual may be refused 
access if the record is not described well 
enough to enable it to be located with a 
reasonable amount of effort on the part 
of an employee familiar with the file; or 
access is sought by an individual who 
fails or refuses to comply with the 
estabhshed procedural requirements, 
including refusing to name a physician 
to receive medical recordis when 
required or to pay fees. Always explain 
to the individual the specific reason 
access has been refused and how he or 
she may obtain access. 

(3) Formal denials of access must be 
in writing and include as a minimum: 

(i) The name, title or position, and 
signature of the appropriate Head of the 
HQ DLA principal staff element or 
primary level field activity. 

(ii) The date of the denial. 

(iii) The specific reason for the denial, 
including specific citation to the 
appropriate sections of the Privacy Act 
of 1974 (5 U.S.C. 552a) or other statutes,* 



this part, or DLAR 5400.21 authorizing 
the denial. 

(iv) Notice to the individual of his or 
her right to appeal the denial within 60 
calendar days. 

(v) The title or position and address of 
the Privacy Act appeals official, DLA-G, 
Cameron Station, Alexandria, VA 
22304-6100. 

(4) The individual will file any appeals 
from denial of access within 60 calendar 
days of receipt of the denial notification. 
DLA-G will process all appeals within 
30 days of receipt unless a fair and 
equitable review cannot be made within 
that period. The writteii appeal 
notification granting or denying access 
is the final DLA action on access. 

(5) The records in all systems of 
records maintained in accordance with 
the Office of Personnel Management 
(0PM) Government-wide system notices 
are technically only in the temporary 
custody of DLA. All requests for access 
to these records must be processed in 
accordance with the Federal Personnel 
Manual (5; CFR parts 293. 294, 297 and 
735) as well as this part. DLA-G is 
responsible for the appellate review of 
denial of access to such records. 

[c] Amendment of records. [1] 
Individuals are encouraged to review 
the personal information being 
maintained about them by DLA and to 
avail themselves of the procedures 
established by this part to update their 
records. An individual may request the 
amendment of any record contained in a 
system of records pertaining to him or 
her unless the system of record has been 
exempted specifically from the 
amendment procedures of this part. 
Normally, amendments under this part 
are limited to correcting factual matters 
and not matters of official judgment, 
such as performance ratings promotion 
potential, and job performance 
appraisals. 

(2) The applicant must adequately 
support his or her claim and may be 
required to provide identification to 
ensure that they are indeed seeking to 
amend a record pertaining to themselves 
and not, inadvertently or intentionally, 
the record of others. .Consider the 
following factors when evaluating the 
sufficiency of a request to amend: 

(i) The accuracy of the information 
itself. 

(ii) The relevancy, timeliness, 
completeness, and necessity of the 
recorded information for accompHshing 
an assigned mission or purpose. 

(3) Provide written acknowledgement 
of a request to amend within 10 working 
days of its receipt by the appropriate 
systems manager. There is no need to 
acknowledge a request if the action is 
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completed within 10 working days and 
the individual is so informed. The letter 
of acknowledgement shall clearly 
identify. the request and advise the 
individual when he or she may expect to 
be notified of the completed action. 
Only under the most exceptional 
circumstances vyill more than 30 days be 
required to reach a decision on a request • 
to amend. 

[4] If the decision is made to grant all 
or part of the request for amendment, 
amend the record accordingly and notify 
the requester. Notify all previous 
recipients of the information, as 
reflected in the disclosure accounting 
records, that an amendment has been 
made and the substance of the 
amendment. Recipients who are known 
to be no longer retaining the information 
need not be advised of the amendment. 
All DoD Components and Federal 
agencies known to be retaining the 
record or information, even if not 
reflected in disclosure records, will be 
notified of the amendment. Advise the 
requester of these n9tifications, and 
honor all requests by the requester to 
notify specific Federal agencies of the 
amendment action, ' - 

(5] If the request for amendment is 
denied in whole or in part, promptly 
advise the individual in writing of the 
decision to include: 

(i) The specific reason and authority 
for not amending, 

(ii) Notification that he or she may 
seek further independent review of the 
decision by the Office of General 
Counsel, DLA (DLA-G). 

(6) Individual appeals of amendment . 
denials must be submitted to the Office 
of General Counsel, DLA (DLA-G), • 
Cameron Station, Alexandria, Virginia, 
22304-6100 with all supporting 
materials. DLA-G will process all 
appeals within 30 days unless a fair 
review cannot be made within this time 
limit. 

(i] If the appeal is granted, DLA-G 
will promptly notify the requester and 
system manager of the decision. The 
system manager will amend the 
record(s] as directed and ensure that all 
prior known recipients of the records 
who are known to be retaining the 
record are notifed of the decision and 
the specific nature of the amendment 
and that the requester is notified as to 
which DoD Components and Federal 
agencies have been, told of the 
amendment. 

(ii) If the appeal is denied completely 
or in part, the individual is notified in 
writing by the reviewing official that: 

(A) The appeal has been denied and 
the specific .reason and authority for the 
denial. 



(B) The individual may file a 
statement of disagreement with the 
appropriate authority and the; 
procedures for filing this statement. 

(C) If filed properly, the statement of 
disagreement shall be included in the 
records, furnished to all future recipients 
of the records, and provided to all prior 
recipients of the disputed records who 
are known to hold the record. 

(D) The individual may seek a judicial 
review of the decision not to amend. 

(7) The records in all systems of 
records controlled by the Office of 
Personnel Management (OPM) 
Government-wide system notices are 
technically only temporarily in the 
custody of DLA. All requests for 
amendment of these records must be 
processed in accordance with the 
Federal Personnel Manual (FPM). A 
DLA denial authority may deny a 
request. However, the appeal process 
for all such denials must include a 
review by the Assistant Director for 
Agency CompHance and Evaluation, 
Office of Personnel Management, 1900 E 
Street, NW, Washington, DC 20415. 
When an appeal is received from a DLA 
denial of amendment of the OPM 
controlled record, process the appeal in 
accordance with the FPM and notify the 
OPM appeal authority listed above. The 
individual may appeal any DLA 
decision not to amend the OPM records 
directly to OPM. OPM is the final review 
authority for any appeal from a denial to 
amend the OPM records. 

(8) If the reviewing authority refuses 
to amend the record as requested, the 
individual may submit a concise 
statement of disagreement setting forth 
his or her reasons for disagreeing with 
the decision not to amend. 

(i) If an individual chooses to file a 
statement of disagreement, annotate the 
record to indicate that the statement has 
been filed. Furnish copies of the 
statement of disagreement to all DoD 
Components and Federal agencies that 
have been provided copies of the 
disputed information and who may be 
maintaining the information. 

(ii) When possible, incorporate the 
statement of disagreement into the 
record. If the statement cannot be made 
a part of the record, establish 
procedures to ensure that it is apparent , 
from the records that a statement of 
disagreement has been filed and 
maintain the statement so that it can be 
obtained readily when the disputed- 
information is used or disclosed. 
Automated record systems that are not 
programmed to accept statements of 
disagreement shall be annotated or 
coded so that they clearly indicate that 
a statement of disagreement is on file, 
and clearly identify the statement with 



the disputed information in the system. 
Provide a copy of the statement of 
disagreement whenever the disputed 
information is disclosed for any purpose. 

(9) A summary of reasons for refusing 
to amend may be included with any 
record for which a statement of 
disagreement is filed. Include in this 
summary only the reasons furnished to 
the individual for not amending the 
record. Do not include comments on the . 
statement of disagreement. Normally, 
the summary and statement of 
disagreement are filed together. When 
disclosing information for which a 
summary has been filed, a copy of the 
summary may be included in the 
release, if desired. 

(d) Documentation. Establish a 
separate Privacy Case File to retain the 
documentation received and generated , 
during the amendment or access 
process. There is no need to establish a 
Privacy Case File if the individual has 
not cited the Privacy Act or this part. 
Privacy Case Files shall not be furnished 
or disclosed to anyone for use in making 
any determination about the individual 
other than determinations made under 
this part. Only the items listed below 
may be included in the system of 
records challenged for amendment or for 
which access is sought. Do not retain 
copies of unamended records in the 
basis record system if the request for 
amendment is granted. 

(1) The following items relating to an 
amendment request may be included in 
the disputed record system: 

(1) Copies of the amended record. 

(ii) Copies of the individual's 
statement of disagreement. 

(iii) Copies of activity summaries. 

(iv) Supporting documentation 
submitted by the individual. 

(2) The following items relating to an 
access request may be included in the 
basic records system: 

(i) Copies of the request. 

(ii) Copies of the activity action 
granting total access. (Note: A separate 
Privacy Case File need not be created in 
such cases.) 

(iii) Copies of the activity action 
denying access. 

(iv) Copies of any appeals filed. 

(v) Copies of the reply to the appeal. 
^ (e) Fees. An individual may be 

charged only for the direct cost of 
copying and reproduction, computed 
using the appropriate portions of the fee 
schedule in DLAR 5400.14 (32 CFR part 
1285) under the provisions of this part. 
Normally, fees are waived automatically 
if the direct costs of a given request is 
less than $30. This fee waiver provision 
does not apply when a waiver has been 
granted to the individual before, and 
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later requests appear to be an extension 
or duplication of that original request. 
DLA activities may, however, set aside 
this automatic fee waiver provision 
when on the basis of good evidence it 
determines that the waiver of fees is not 
in the public interest. Decisions to waive 
or reduce fees that exceed the automatic 
waiver threshold will be made on a 
case-by-case basis. Fees may not be 
charged when: 

(1) Copying is performed for the 
convenience of the Government or is the 
only means to make the record available 
to the individual. 

(2) The record may be obtained 
without charge under any other part, 
directive, or statute. 

(3) Providing documents to members 
of Congress for copying records 
furnished even when the records are 
requested under the Privacy Act on 
behalf of a constituent. 

(f) Disclosures of personal 
information. (1) For the purposes of 
disclosure arid disclosure accounting, 
the Department of Defense is considered 
a single agency. Records pertaining to 
an individual may be disclosed without 
the consent of the individual to any DoD 
official who has need for the record in 
the performance of his or her assigned 
duties. Do not disclose personnel 
information from a system of records 
outside the Department of Defense 
unless the record has been requested by 
the individual to whom it pertains; the 
written consent of the individual to 
whom the record pertains has been 
obtained for release of the record to the 
requesting agency, activity, or 
individual; or the release is for one of 
the specific nonconsensual purposes set 
forth in this part or DLAR 5400.14, (32 
CFR pairt 1285). 

(2) Except for releases made in 
accordance with DLAR 5400.14, (32 CFR 
part 1285} before disclosing any 
personal information to any recipient 
outside DoD other than a Federal 
agency or the individual to whom it 
pertains; 

(i) Ensure that the records are 
accurate, timely, complete, and relevant 
for agency purposes. 

(ii) Contact the individual, if 
reasonably available, to verify the 
accuracy, timeliness, completeness, and 
relevancy of the information, if this 
cannot be determined from the record. 

, (iii).If the information is not current 
and the individual is not reasonably 
available, advise the recipient that the 
information is believed accurate as of a 
specific date and any other known 
factors bearing on its accuracy and 
relevancy. 

(3) All records must be disclosed if 
their release is required by the Freedom 



of Information Act. DLAR 5400.14, (32 
CFR part 1285) requires that records be 
made available to the public unless 
exempted from disclosure by one of the 
nine exemptions found in the Freedom 
of Information Act. The standard for 
exemptinjg most personal records, such 
as personnel records, medical records, 
and similar records, is fourid in DLAR 
5400.14, section IIIG6 (32 CFR 1285.3(f). 
Under the exemption, release of 
personal information can only be denied 
when its release would be a "clearly 
unwarranted invasion of personal 
privacy." 

(i) All disclosures of personal 
information regarding Federal civilian 
employees will be made in accordance 
with the Federal Personnel Manual. 
Some examples of personal information 
regarding DoD civilian employees that 
normally may be released without a 
clearly unwarranted invasion of 
personal privacy include: 

(A) Name. 

(B) Present and past position titles. 

(C) Present and past grades. 
,(D) Present and past salaries. 

(E) Present and past duty stations. 

(F) Office and duty telephone 
numbers. 

(ii) All release of personal information 
regarding military members shall be 
made in accordance with the standards 
establishied by DLAR 5400.14, (32 CFR 
part 1285). While if is not possible to 
identify categorically information that 
must be released or withheld from 
military personnel records in every 
instance, the following items of personal 
information regarding military members 
normally may be disclosed without a 
clearly unwarranted invasion of their 
personal privacy: 

(A) Full name. 

(B) Rank. 

(C) Date of rank. 

(D) Gross salary. 

(E) Past duty assignments. 

(F) Present duty assignment. 

(G) Future assignments that are 
officially estabhshed. 

(H) Office or duty telephone numbers. 

(I) Source of commission. 

(J) Promotion sequence number. 
(K) Awards and decorations. 
(L) Attendance at professional 
mihtary schools. 
(M) Duty status at any given time. 

(iii) All releases of personal 
information regarding civilian personnel 
not subject to the FPM shall be made in 
accordance with the standards 
established by DLAR 5400.14 (32 CFR 
part 1285). While it is not possible to 
identify categorically those items of 
personal information that must be 
released regarding civilian employees 
not subject to the FPM, such as 



nonappropriated fund employees, » 
normally the following items may be 
released without a clearly unwarranted 
invasion of personal privacy: 

(A) Full name. . 

(B) Grade or position. 

(C) Date of grade. 

(D) Gross salary. 

(E) Present and past assignments. 

(F) Future assignments, if officially 
estabhshed. 

(G) Office or duty telephone numbers. 

(4) A request for a home address or 
telephone number may be referred to the 
last known address of the individual for 
a direct reply by him or her to the 
requester. In such cases the requester 
will be notified of the referral. The 
release of home addresses and home 
telephone numbers normally is 
considered a clearly unwarranted 
invasion of personal privacy and is 
prohibited. However, these may be 
released without prior specific consent, 
of the individual if: 

(i) The individual has indicated 
previously that he or she has no 
objection to their release. 

(ii) The source of the information to be 
released is a public document such as 
commercial telephone directory or other 
public listing. 

(iii) The release is required by Federal 
statute (for example, pursuant to 
Federally-funded state programs to , 
locate parents who have defaulted on 
child support payments (42 U.S.C. 653).) 

(iv) The releasing official releases the . 
information under the . provisions of 
DLAR 5400.14, (32. CFR part 1285). 

(5) Records may be. disclosed outside 
DoD without consent of the individual to 
whom they pertain for an. established 
routine use. Routine uses may be 
estabhshed, discontinued, or amended, 
without the consent of the individuals 
involved. However, new or changed 
routine uses must be published in the 
Federal Register at least 30 days before 
actually disclosing any records under 
their provisions. In addition to the 
routine uses established by the 
individual system notices, common 
blanket routine uses for all DLA- 
maintained systems of records have 
been estabhshed. These blanket routine 
uses are published in DLAH 5400.1,^ 
DLA Systems of Records Handbook. 
Unless a system notice specifically 
excludes a system from a given blanket 
routine use, all blanket routine uses 
apply. 

(6) Records in DLA systems of records 
may be disclosed without the consent of 



^ Copies may be obtained, if needed, from the 
Defense Logistics Agency, ATTN: DLA-XP, 
Cameron Station, Alexandria, V A" 22304. 
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the individuals to whom they pertain to i 
the Bureau of the Census for purposes of 
planning or carrying out a census survey- 
or related activities, i 

(7) Records may be disclosed for ' 
statistical research and reporting ; 
without the consent of the individuals to . 
whom they pertain. Before such 
disclosures, the recipient must provide 
advance .)A^rit(en assurance that the 
records will be used as statistical 
research or reporting records; the 
records, will only be transferred in a 
form that is not individually identifiable; 
and the. records, will not be used, in 
whole or in part, to make any . 
determination alDbut the rights, benefits, 
or entitlements of specific individuals. A 
disclosure accounting is not'required.. ' 

(8) Records may be disclosed without 
the consent of the .individual to whom ! 
they pertain to the National Archives 
and Records Administration (NARA) if 
they have historical or other value to 
warrant continued preservation; or for 
evaluation by NARA to determine if a 
record has such historical or other value. 
Records transferred to a Federal Record 
Center (FRC] for safekeeping and ' ^ 
storage do nbt fall within' this category. 
These reiriain under the control of the 
transferring activity, and the FRC ^ ' 
personnel are considered agents of the 
activity which retain coritrol over the 
records. No disclosure accounting is 
required for the transfer of recbi"ds to 
PRCs./ . - ' 

' (9) Records may be disclosed without 
the consent of the individual to whom ' 
they pertain to another agency of an 
instrumentality of any governmiental - 
jurisdiGtioh within- or under the control 
of the United States for a civil or ' 
criminal law enforcement activity, '>' 
provided the civil' or criminal law 
enforcement activity is authorized by 
law; the head'of the law enforcement 
acitivity or a designee has made a 
written'request'specifying the'particular 
records desired and the law 
enforcement purpose (such as criminal 
investigations, enforcement of 'civil law, 
or a similar propose) for/ which the > 
record is sought; and there is, no Federal 
statute that prohibits, the disclosure of 
the records. Normally, blanket requests . 
for access to any and all records 
pertaining to an individual are not 
honored. When a record is released to a. 
law enforcement activity, maintain a 
disclosure accounting. This disclosure 
accounting will not be made available to 
the individual to whom the record 
pertains if the law enforcement activity 
requests that the disclosure not be 
released. 

(10) Records may be disclosed without 
the consent of the individual to whom 
they pertain if disclosure is made under 



compelling circumstances affecting the . 
health or safety of any individual. The 
affected individual need not be the 
subject of the record disclosed. When 
such a disclosure is made, notify the 
individual who is the subject of the 
record. Notification sent to the last . 
known address of the individual as . 
reflected in the records is sufficient. 

(11) Records may be disclosed without 
the consent of4he individual to whom - 
they pertain to 'either House of the 
Congress or to any committee, joint 
committee or subcommittee of Congress 
if the release pertains to a matter within 
the jurisdiction of the committee. 
Records may also be disclosed to the 
General Accounting Office (GAO) in the 
course of the activities of GAO. 

(12) Records may be disclosed without 
the consent of the person to whom they 
pertain under a court order signed by a 
judge of a court of competent 
jurisdiction. Releases may also be made 
under the compulsory legal process of 
Federal or state bodies having authority 
to issue such process. 

(i) When a record is disclosed under 
this provision, make reasonable efforts 
to notify the individual to'whom the 
record pertains, if the legal process is a 
matter of public record. ^ \ 

(ii) If the process is not a matter of 
public record at the time it is is$ued, 
seek to be advised wheri the process is 
made public and make reasonable . 
efforts to notify the individual at that 
time. 

(iii) Notification sent to the last 
known address of the individual as 
reflected in the records is considered 
reasonable effort to notify. Make a 
disclosure' accounting each time a record 
is disclosed under a court order or 
compulsory legal process.^ 

(13) Certain personal information may 
be disclosed to consumer reporting 
agencies as defined by the Federal 
Claims Collection Act. Information 
which may be disclosed to a consumer 
reporting agency includes: 

.(i) Name, address, taxpayer 
identification number (SSN), and other 
information necessary to establish the 
identity of the individual. ; 

(ii) The amount, status,, and. history of 
the claim. . ' 

(iii) The agency or program under 
which the claim arose. ' 

(g) Disclosure accounting, (1) Keep an 
accurate record of all disclosures made 
from any system of.records except 
disclosures to DoD personnel for use in ^ 
the performance of their official duties 
or under DLAR 5400.14 (32 CFR part 
1285). In all other cases a disclosure 
accounting is required even if the 
individual has consented to the 



disclosure of the information pertaining 
to him or her. i - 

(2) Use any system of disclosure 
accounting that will provide the 
necessary disclosure information. As a 
minimium, disclosure accounting will 
contain the date otthe disclosure," a 
description of the information released, 
the purpose of the disclosure, the name 
and address of the person or agency to ' 
whom the disclosure was made. When 
numerous^ similar records are released 
(such as transmittal of payroll checks to 
a bank),' identify the category of records 
disclosed and include the data required 
in some form that can be used to 
construct an accounting disclosure* 
record for individual records if required. 
Retain disclosure accounting records for 
5 years after the disclosure or the life oiF 
the record, whichever is longer.' 

(3) Make available to the individual to 
whom the record pertains all disclosure 
accountings except when the disclosure 
has been made to a law enforcement 
activity and the law enforcement 
activity has requested that disclosure , 
not be made, or the system of records 
has been exempted from the 
requirement to furnish the disclosure 
accounting, If disclosure accountings are 
not maintained with the record and the 
indiyidual requests access to the 
accounting, prepare a listing of all 
disclosures and provide this to the ^ 
individual upon request. . \- 

(h) Collecting personal in formatioh. 
(1) Collect to the greatest extent 
practicable personal information 
directly from the individual to whom it 
pertains if the information may be used 
in making any determination about the 
rights, privileges, or benefits of the 
individual under any Federal program. 

(2) When an individual is requested to 
furnish personal information about 
himself or herself for inclusion in a 
system of records, a Privacy Act 
Statement is required. regardless of the , . 
medium used to collect the information . 
(forms, personal interviews, stylized 
formats, telephonic iriterviews, or other 
methods). The statement enables the 
individual to make an informed decision 
whether to provide the information 
requested. If the personal information 
solicited is not to be. incorporated into a 
system of records, the statement need 
not be given. The Privacy Act Statement 
shall be concisei current, and easily 
understood. It must include:, 

(i) The specific Federal statute or 
Executive Order that authorizes 
collection of the requested information. 

(ii) The principal purpose or purposes 
for which the information is to be used. 

(iii) The routine uses that will be 
made of the information. 
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(iv) Whether providing the 
information is voluntary or mandatory. 

(v] The effects on the individual if he 
or she chooses not to provide the 
requested information. 

(3) The Privacy Act Statement may 
appear as a pubHc notice (sign or 
poster), conspicuously displayed in the 
area where the information is collected, 
such as at check-cashing facilities or 
identification photograph facilities. The 
individual normally is not required to 
sign the Privacy Act Statement. Provide 
the individual a written copy of the 
Privacy Act Statement upon request. 
This must be done regardless of the . 
method chosen to furnish the initial 
advisement. 

(4) Include in the Privacy Act 
Statement specifically whether 
furnishing the requested personal data is 
mandatory or voluntary. A requirement 
to furnish personal data is mandatory 
only when a Federal statute, Executive 
ordeir, regulation, or other lawful order 
specifically imposes a duty on the 
individual to provide the information 
sought, and the individual is subject to a 
penalty if he or she fails to provide the 
requested information. If providing the 
information is only a condition of a 
prerequisite to granting a benefit or 
privilege and the individual has the 
option of requesting the benefit or 
privilege, providing the information is 
always voluntary. However, the loss or 
denial of the privilege, benefit, or 
entitlement sought may be listed as a 
consequence of not furnishing the 
requested information. 

(5) It is unlawful for any Federal, 
state, or local government agency' to 
deny an individual any right, benefit, or 
privilege provided by law because the 
individual refuses to provide his or her 
social security number (SSN). However, 
if a Federal statute requires that the SSN 
be furnished or if the SSN is required to 
verify the identity of the individual in a 
system of records that was established 
and in use before January 1, 1975, and 
the SSN was required as an identifier by 
a statute or regulation adopted before 
that date, this restriction does not apply. 

(i) When an individual is requested to 
provide his or her SSN, he or she must 
be told: 

(A) The uses that will be made of the 
SSN. 

(B) The statute, regulation, or rule 
authorizing the solicitation of the SSN. 

(C) Whether providing the SSN is 
voluntary or mandatory. 

(ii) Include in any systems notice for 
any system of records that contains 
SSNs a statement indicating the 
authority for maintaining the SSN and 
the source of the SSNs in the system. If 
the SSN is obtained directly from the 



individual indicate whether this is 
voluntary or mandatory. 

(iii) Upon entrance into Military 
Service of civilian employment with 
DoD, individuals are asked to provide 
their SSNs. The SSN becomes the 
service or employment number for the 
individual and is used to establish 
personnel, financial, medical, and other 
official records. After an individual has 
provided his or her SSN for the purpose 
of establishing a record, a Privacy Act 
Statement is not required if the 
individual is only requested to furnish or 
verify the SSNs for identification 
purposes in connection with the normal 
use of his or her records. However, if the 
SSN is to be written down and retained 
for any purpose by the requesting 
official, the individual must be provided 
a Privacy Act Statement. 

(6) DLAR 7760.1, Forms Management 
Program, 2 provides guidance on 
administrative requirements for Privacy 
Act Statements used with DLA forms. 
Forms subject to the Privacy Act issued 
by other Federal agencies have a 
Privacy Act Statement attached or 
included. Always ensure that the 
statement prepared by the originating . 
agency is adequate for the purpose for 
which the form will be used by the DoD 
activity. If the Privacy Act Statement 
provided is inadequate, the activity 
concerned will prepare a new statement 
of a supplement to the existing 
statement before using the form. Forms 
issued by agencies not subject to the 
Privacy Act (state, municipal, and other 
local agencies) do not contain Privacy 
Act Statements. Before using a form 
prepared by such agencies to collect 
personal data subject to this part, an 
appropriate Privacy Act Statement must 
be added. 

(1) Systems of records. [1] To be 
subject to this part, a "system of 
records" must consist of records . 
retrieved by the name of an individual 
or some other personal identifier and be 
under the control of a DLA activity. 
Records in a group of records that may 
be retrieved by a name or personal 
identifier are not coverecl by this part. , 
The records must be. in fact, retrieved 
by name or other personal identifier to 
become a system of records for the 
purpose of this part. 

(2) Retain in a system of records only 
that personal information which is 
relevant and necessary to accomplish a 
purpose required by a Federal statute or 
an Executive Order. The existence of a 
statute or Executive order mandating 
that maintenance of a system of records 
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does not abrogate the responsibility to 
ensure that the information in the 
systemi of records is relevant and 
necessary. 

(3) Do not maintain any records 
describing how an individual exercises 
his or her rights guaranteed by the First 
Amendment of the.U.S. Constitution 
unless expressly authorized by Federal 
statute or the individual. First 
Amendment rights include, but are not 
limited to, freedom of religion, freedom 
of poHtical beHefs, freedom of speech, 
freedom of the press, the right to 
assemble, and the right to petition, 

(4) Maintain all personal information 
used to make any determination about 
an individual with such accuracy, 
relevance, timeliness, and completeness 
as is reasonably necessary to ensure 
fairness to the individual in making any 
such determination. Before 
disseminating any personal information 
from a system of records to any person 
outside DoD, other than a Federal 
agency, make reasonable efforts to 
ensure that the information to be 
disclosed is accurate, relevant, timely, 
and complete for the purpose it is being 
maintained. 

(5) Establish appropriate 
administrative, technical and physical 
safeguards to ensure that the records in 
every system of records are protected 
from unauthorized alteration or 
disclosure and that their confidentiality 
is protected. Protect the records against 
reasonably anticipated threats or 
hazards. Tailor safeguards specifically 
to the vulnerabilities of the system and 
the type of records in the system, the 
sensitivity of the personal information 
stored, the storage medium used and, to 
a degree, the number of records 
maintained. 

(i) Treat all unclassified records that 
contain personal information that 
normally would be withheld from the 
public as if they were designated "For 
Official Use Only" and safeguard them 
in accordance with the standards 
estabUshed by DLAR 5400.14 (32 CFR 
part 1285) even if they are not marked 
•Tor Official Use Only." 

(ii) Special, administrative, physical, 
and technical procedures are required to 
protect data that are stored or being 
processed temporarily in an automated 
data processing, (ADP) system or in a 
word processing activity to protect it 
against threats unique to those 
environments (see DLAM 5200,1, ADP 
Security Manual,^ and Appendix D of 
this part). 
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(6) Dispose of records containing 
personal data so as to prevent 
inadvertent compromise. Disposal 
methods such as tearing, burning, 
melting, chemical decomposition, ■ 
pulping, pulverizing, shredding, or 
mutilation are considered adequate if 
the personal data is rendered 
unrecognizable or beyond 
reconstruction. 

(i) The transfer of large quantities of 
records containing personal data (for 
example, computer cards and printouts) 
in bulk to a disposal activity, such as the 
Defense Property Disposal Office, is not 
a release of personal information under 
this part. The sheer volume of such 
transfers makes it difficult or impossible 
to identify readily specific individual 
records. . 

(ii) When disposing of or destroying 
large quantities of records containing 
personal information, care must be 
exercised to ensure that the bulk of the 
records is mjaintained so as prevent 
specific, records from being readily 
identified. If bulk is maintained, no 
special procedures are required. 

(7) When DLA contracts for the 
operation or maintenance of a system of 
records or a portion of a system of 
records by a contractor, the record 
system or the portion of the record 
system affected are considered to be 
maintained by DLA and are subject to 
this part. The activity concerned is 
responsible for applying the 
requirements of this part to the 
contractor. The contractor and its 
employees are to be considered 
employees of DLA for purposes of the 
sanction provisions of the Privacy Act 
during the performance of the contract. 
See the Federal Acquisition Regulation 
(FAR), section 24.000 (48 CFR chapter 1). 

(j) System Notices. (1) A notice of the 
existence of each system of records 
must be published in the Federal 
Register. While system notices are hot 
subject to formal rulemaking 
procedures, advance public notice must 
be given before an activity may begin to 
collect personal information or use a 
new system of records. The notice 
procedures require that: 

(1) The system notice describes the 
contents of the record system and the 
routine uses for which the information in 
the system may be released. 

(ii) The public be given 30 days to 
comment on any proposed routine uses 
before implementation. 

(iii) The notice contains the date on 
which the system will become effective. 

(2) Appendix A of this part discusses 
the specific elements required in a • 



system notice. DLAH 5400.1 ^ contains 
systems notices published by DLA. v 

(3) In addition to system notices, 
reports are required for new and altered 
systems of records. The criteria of these 
reports are outlined in appendixes B and 
C of this part. No report is required for 
amendments to existing systems which 
do not meet the criteria for altered 
record systems. 

(4) System managers shall evaluate 
the information to be included in each 
new system before establishing the 
system and evaluate periodically the 
information contained in each existing 
system of records for relevancy and 
necessity. Such a review will also occur 
when a system notice amendment or 
alteration is prepared. Consider the 
following: 

(i) The relationship of each item of 
information retained and collected to' 
the purpose for which the system is 
maintained. 

(ii) The specific impact on the purpose 
or mission of not collecting each 
category of information contained iii the 
systeni. 

(iii) The possibility of meeting the 
informational requirements through use» 
of information not individually 
identifiable or through other techniques," 
such as sampling. 

(iv) The length of time each item of 
personal information must be retained. 

(v) The cost of maintaining the 
information. 

(vi) The necessity and relevancy of 
the information to the purpose for which 
it was collected. 

(5) Systems notices. and reports of 
new and altered systems will be 
submitted to DLA-XA as required. 

(k) Exemptions. The Director, DLA 
will designate the DLA records which 
are to be exempted from certain 
provisions of the Privacy Act. DLA-XA 
will publish in the Federal Register 
information specifying the name of each 
designated system, the specific 
provisions of the Privacy Act from 
which each system is to be; exempted, 
the reasons for each exemption, and the 
reason for each exemption of the record 
system. 

(1) General exemptions. To qualify for 
a general exemption, as defined in the 
Privacy Act, the system of records must 
be maintained by a system manager 
who performs as his/her principal 
function any activity pertaining to the 
enforcement of criminal laws, including 
police efforts to prevent, control, or 
reduce crime or to apprehend criminals, 
and the activities or prosecutors, courts, 
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correctional, probation, pardon, or 
parole authorities. Such, system of 
records must consist of : 

(1) Information compiled for the 
purpose of identifying individual 
criminal offenders and alleged offenders 
and containing only identifying data and 
notations or arrests, the nature and 
disposition of criminal charges, 
sentencing, confinement, release, and 
parole, and probation status. 

(ii) Information compiled for the 
purpose of a criminal investigation, 
including reports of informants and 
investigators, and associated with an 
identifiable individual. 

(iii) Reports identifiable to an 
individual compiled at any stage of the 
process of enforcement of the criminal 
laws from arrest or indictment through 
release from supervision. 

(2) Specific exemption. To qualify for 
a specfic exemption, as defined by the 
Privacy Act, the systems of records must 
be: 

(i) Specifically authorized under 
criteria estabHshed by an Executive 
Order to be kept classified in the 
interest' of national defense or foreign 
policy and are in fact properly classified 
pursuant to such Executive Order. 

(ii) Investigatory material compiled 
for law enforcement purposes other than 
material covered under a general 
exemption. However, an individual will 
not be denied access to information 
which has been used to deny him/her a 
right or privilege unless disclosure 
would reveal a source who furnished 
information to the Government under a 
promise that the identity of the source 
would be held in confidence. For 
investigations made after September 27, 
1975, the identity of the source may be 
treated as confidential only if based on 
the expressed guarantee that the 
identity would not be revealed. 

(iii) Maintained in connection with 
providing protective services to the 
President of the United States or other . 
individuals protected pursuant to 18 
U.S.C. 3056. 

(iv) Used only to generate aggregate 
statistical data or for other similarly 
evaluative or analytic purposes, and 
which are not used to make decisions on 
the rights, benefits, or entitlements of 
individuals except for the disclosure of a 
census record permitted by 13 U.S.C. 8. 

(v) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifications 
for Federal civilian employment. 
Military Service, Federal contracts, or 
access to classified information, but 
only to the extent that the disclosure of 
such material would, reveal the identity 
of a source who furnished informaition to 
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the Government under an express 
promise that the source would be held in 
confidence, or prior to September 27 
1975, under an implied promise that the 
identity of the source would be held in 
confidence. 

(vi) Testing or examination material 
used solely to determine individual 
qualifications for appointment or 
promotion in the Federal service, the 
disclosure of which would compromise 
the objectivity or fairness of the testing 
or elimination process. 

(vii) Evaluation material used to 
determine potential for promotion in the 
Military Services, but only the extent 
that the disclosure of such material 
would reveal the identity of a source 
who furnished information to the 
Government under an express promise 
that the identity of the source would be 
held in confidence or prior to September 
27, 1975, under an implied promise that 
the identity of the source would be held 
in confidence. System managers will 
specify those categories of individuals 
for whom pledges of confidentiality may 
be made when obtaining information on 
an individual's suitability for promotion. 

(viii) Exemption rules for DLA 
systems of records are published in 
appendix H of this part. 

(1) Matching Program Procedures. The 
OMB has issued special guidehnes to be 
followed in programs that match the 
personal records in the computerized 
data bases of two or more Federal 
agencies by computer (see appendix E). 
These guidelines are intended to strike a 
balance between the interest of the 
Government in maintaining the integrity 
of Federal programs and the need to . 
protect individual privacy expectations. 
They do not authorize matching 
programs as such and each matching 
program must be justified individually in 
accordance with the OMB guidelines. 

(1) Forward all requests for matching 
programs to include necessary routine 
use amendments and analysis and 
proposed matching program reports to 
DLA-XA. Changes to existing matching 
programs shall be processed in the same 
manner as a new matching program 
report. 

(2) No timie limits are set by the OMB 
guidelines. However, in order to 
establish a new routine use for a 
matching program, the amended system 
notice must have been published in the 
Federal Register at least 30 days before 
implementation. Submit the 
documentation required above to DLA- 
XA at least 60 days before the proposed 
initiation date of the matching program. 
Waivers to the 60 days' deadline may be 
granted for good cause shown. Requests 
for waivers will be in writing a fully 
justified. 



(3) For the purpose of the OMB 
guidelines, DoD and all DoD 
Components are considered a single 
agency. Before initiating a matching 
program using only the records of two or 
more DoD activities, notify DLA-XA 
that the match is to occur. Further 
information may be requested from the 
activity proposing the match. 

(4] System managers shall review 
annually each system of records to 
determine if records from the system are 
being used in matching programs and 
whether the OMB Guidelines have been 
complied with. 

§ 323.6 Forms and reports. 

DLA activities may be required to 
provide data under reporting 
requirements estabUshed by the Defense 
Privacy Office and DLA-XA. Any report 
established shall be assigned Report 
Control Symbol DD-COMP(A) 1379. 

Appendix A — Instructions for Preparation of 
System Notices 

A. System identification. See DLAH 
5400.1.5 

B. System name. The name of the system 
reasonably identifies the general purpose of 
the system and, if possible, the general 
categories of individuals involved. Use 
acronyms only parenthetically following the 
title or any portion thereof, such as, "Joint 
Uniform Military Pay System (JUMPS)." Do 
not use acronyms that are'not commonly 
known unless they are preceded by an 
explanation. The system name may not 
exceed 55 character positions including 
pimctuation and spacing. 

C. System location 1. For systems 
maintained in a single location provided the 
exact office name, organizational identity, 
and address or routing symbol. For 
geographically or organizationally 
decentralized systems, specify each level of 
organization or element that maintains a 
segment of the system. For automated data 
systems with a central computer facility and 
input/ output terminals at several 
geographically separated location, list each 
location by category. 

2. When multiple locations are identified 
by type of organization, the system location 
may indicate that official mailing addresses 
are contained in an address directory 
published as an appendix to DLAH 5400.1.^ ■ 
DLA-XA will obtain information concerning 
format requirements for preparation of an 
address directory from the 1st Information 
Systems Group (lISG), Room 3A-1066, The 
Pentagon, Washington, DC 20330-6345: 

3. If no address directory is used or the 
addresses in the directory are incomplete, the 
address of each location where a segment of 
the record system is maintained must appear 
under the "System Location" caption. 
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Classified addresses are not listed, but the 
fact that they are classified is indicated. Use 
the standard U.S. Postal Service two letter 
state abbreviation symbols and zip codes for 
all domestic addresses. 

[D) Categories of individuals covered by 
tiie system. Set forth the specific categories of 
individuals to whom records in the system 
pertain in clear, easily understood, 
nontechnical terms. Avoid the use of broad 
over-general descriptions, such as "all DLA 
personnel" or "all civihah personnel" unless 
this actually reflects the category of 
individuals involved. 

E. Categories of records in the system. 
Describe in clear, nontechnical terms the 
types of records maintained in the system. 
Only documents actually retained in the 
system of records will be described, not 
source documents that are used only to . 
collect data and the destroyed. 

F. Authority for maintenance of , the system. 
1. Cite the specific provisions of the Federal 
statute or Executive Order that authorizes the 
maintenance of the system. Include with 
citations for statutes the popular names, 
when appropriate (for example, Title 51, 
United States Code Section 2103, "Tea- 
Tasters Licensing Act"), and for Executive 
Orders, the official title (for example, 
Executive Order No. 9397, "Numbering 
System for Federal Accounts Relative to 
Individual Persons"). 

2. For administrative housekeeping records, 
cite the directive estabHshing DLA as well as 
the Secretary of Defense authority to issue 
the directive. For example, "Pursuant to the 
authority contained in the National Security 
Act of 1947, as amended (10 U.S.C. 133d), the 
Secretary of Defense has issued DoD 
Directive 5105.22 (32 CFR part 359), Defense 
Logistics Agency (DLA), the charter of the 
Defense Logistics Agency (DLA) as a 
separate agency of the Department of 
Defense under His control. Therein, the 
Director, DLA, is charged with the 
responsibiUty of maintaining all necessary 
and appropriate records." 

G. Purpose or purposes. List the specific 
purposes for maintaining the system of 
records by the activity. Include the use made 
of the information within DLA and the 
Department of Defense (so-called "internal 
routine uses"). 

H. Routine uses. 1. The blanket routine 
uses that appear in DLAH 5400.1 apply to 
all systems notices unless the individual 
system notice specifically states that one or 
more of them do not apply to the system. For 
all other routine uses, when practical, list the 
specific activity to which the record may be 
released, to include any routine, automated 
system interface (for example, "to the 
Department of Justice. Civil Rights 
Compliance Division," "to the Veterans 
Administration, Office of Disability Benefits," 
or "to state and local health agencies"). 

2. For each routine use identified, include a ■ 
statement as to the purpose or purposes for 
which the record is to be released to the 
activity. Do not use general statements, such 
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as, "to other Federal agencies as required" 
and "to any other appropriate Federal 
agency." 

'I. Policies and practices for storing, 
retiring, accessing, retaining, and disposing 
of records. This caption is subdivided into 
four parts: 

1. Storage. Indicate the medium in which 
the records are maintained. (For example, a 
system may be "automated, maintained on 
magrietic tapes or disks," "manual, - . . 
maintained in paper files," or "hybrid, 
maintained in a combination of paper and 
automated form.") Storage does not refer to 
the container or facility in which the records 
are kept. 

2. Retrievability. Specify how tfie records 
are retrieved (for example, name and SSN, 
name, SSN) and indicate whether a manual 
or computerized index is required to retrieve 
individual records. 

Z. Safeguards. List the categories of DLA 
personnel having immediate access and these, 
responsible for safeguards (such as storage in 
safes, vaults, locked cabinets or rooms, use of 
guards, visitors registers, personnel 
screening, or computer "fail-safe" systems 
software). Do not describe safeguards in such 
detail as to compromise system security. 

4. Retention and disposal Indicate how ^- • 
long the record is retained. When 
appropriate, state the length of time the 
records are maintained by the activity, when' 
they are transferred to a Federal Records • ' 
Ceriter, length of retention at the Records 
Center and when they are transferred to the 
National Archives or are^^destroyed. A 
reference to DLAM 5015.1.8 Files 
Maintenance and Disposition, or other ; 
issuances without further detailed 
information is insufficient.. , ■ 

J. System manager or managers and 
address. 1. List the title and address of the 
official responsible for the management of 
the system. If the title of the specific official 
is unknown, such as for a local, system, 
specify the local commander or office head as 
the systems majnager. 

2. For geographically separated or 
ogranizationally decentralized activities for 
whicii individuals may deal directly with 
officials at each location in exercising their 
rights, list the position or duty title of each 
category of officials responsible for the 
system or a segment thereof. 

3. Do not include business or duty 
addresses if they are listed in DLAH 5400.1. 

K. Notification procedures. 1. If the record 
system has been exempted from subsection 
(e)(4)(G) the Privacy Act, so indicate, 

2. For all nonexempt systems, describe how 
an individual may determine if there are 
records pertaining to him or. her in the 
system. The procedural rules may be cited, 
but include a brief procedural description of 
the needed data. Provide sufficient 
information in the notice to allow an 
individual to exercise his or her rights 
without referrals to this part: ' ' 

3. As a minimum, the caption will include: 
a. The official title (normally the system ' 

manager) and official address to which 
request is to be directed. 
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b. The specific information required to 
determine if there is a record of the 
individual in the. system. 

c. Identification of the offices through 
which the individual may obtain access. 

d. A description of any proof of identity 
required. 

4. When appropriate, the individual may be 
referred to an activity official who shall 
provide this data to him or her. 

L. Record access procedures. 1. If the 
record system has been exempted from . . 
subsection (e)(4)(H).of the Privacy Act, so ; • 
indicate. . , 

2. For all noniexempt record systems, 
describe the procedures under which 
individuals may obtain access to the record 
pertaining to them in the system. When 
appropriate, the individual may be referred to 
the system manager or activity official to 
obtain access procedures. Do not repeat the 
addresses listed in DLAH 5400.1, but refer the 
individual to that directory. . 

M. Contesting record procedures. 1. If the 
record system has been exempted from 
subsection (e)(4)(H) of the Privacy Act, so 
indicate. 

2. For all nonexempt systems of records, > 
state briefly how an individual may contest 
the content of a record pertaining to him or 
her in the system. The detailed procedures for 
contesting record accuracy, refusal of access 
or amendment, or initial review and appeal 
need not be included if they are readily, 
available elsewhere and can be referred to 
by the public. (For example, "the Defense 
Logistics Agency rules for contesting contents 
and for appealing initial determinations are 
contained in 32 CFR part.") (DLAR 5400.21). . 
. 3, The individual may also be referred to 
the system manager to determine these 
procedures. 

N. Record source categories. 1. If the 
record system has been exempted from 
subsection (e)(4)(I) of the Privacy Act, so 
indicate. ; 

2. For all nonexempt systems of records, 
list the sources of the information in the 
system. Specific individuals or institutions 
need not be identified by name, particularly if 
these, sources have been granted 
confidentiality. - . 

O. System exempted from certain t • . 
provisions of the Privacy Act. l. If no ■ 
exemption has been claimed for the systiem, 
indicate "None." ; 

2. If there is an exemption claimed, indicate 
specifically under which subsection of the 
Privacy Act is is claimed. Cite the regulation 
and CFR section containing the exemption 
rule for the system. (For example, "Parts of 
this record system may be exempt under Title 
5, United States Code, ;Sections 552a(k)2. and 
(5), as applicable. See exemption rules 
contained in 32 CFR part 323.") (DLAR 
5400.21). 

[51' FR 33595, Sept. 22, 1986. Redesignated and 
amended at 56 FR 57803, Nov. 14. 1991] 

Appendix B— Criteria for New and Altered 
Record Systems 

A. Criteria for a new record system. A new 
system of records is one for which there ^has , 
been no system notice published in the 
Federal Register. If a notice for a system, of 
records has been canceled or deleted, before 



reinstating or reusing the system, a new 
system notice must be published:in the 
Federal Register. 

B. Criteria for an altered record system. A 
system is considered altered whenever one of 
the following actions occurs or is proposed: , 

1. A significant increase or change in the ' 
number or type of individuals about whom * 
records are maintained. 

a. Only changes that alter significantly the 
character and purpose of the records system 
are considered alterations. 

b. Increases in numbers of individuals due* 
to normal growth are not considered 
alterations unless they truly alter the 
character and purpose of the system. 

c. Increases that change significantly the 
scope of population covered (for example, 
expansion of a system of records covering a 
single PLFA's enlisted personnel to include , 
all of DLA enlisted personnel would be 
considered an alteration). 

d. A reduction in the number of individual* 
covered is not an alteration, biit only an 
amendment. ' 

e. All changes that add new categories of 
individuals to system coverage require a 
change to the "Categories of individuals 
covered by the system" caption of the notice 
and may require changes to the "Purpose(s)" 
caption. 

2. An expansion in the types or categories 
of information maintained. 

a. The addition of any new category of 
records not described under the "Categories 
of Records in System" caption is considered 
an alteration. 

b. Adding a new data element which is 
clearly within the scope of the categories of 
records described in the existing notice is an 
amendment.- 

,c. All changes under this criterion require a 
change to the "Categories of Records in 
System" caption of the notice. 

3. An alteration in the mianner in which the 
records are organized or the manner in which 
the records are indexed' and retrieved. 

a. The change must alter the nature of use 
or scope of the records involved (for example, 
combining records systems in a 
reorganization). 

b. Any change under this critera requires a 
change in the "Retrievability" caption of the 
system notice. 

c. If the records are no longer retrieved by 
name or personal identifier, cancel the ' , 
system notice. 

4. A change in the purpose for which the 
information in the system is used. 

a. The new purpose must not be compatible 
with the existing purposes for which the 
system is maintained or a use that would not 
reasonably be expected to be an alteration'. 

b. If the use is compatible and reasonably . 
expected, there is no change in purpose and 
no alteration occurs. 

c. Any change under this criterion requires 
a change in the "Purpose(s)" caption and may 
require a change in the "Authority for 
maintenance of the system" caption. ' 

5. Changes that alter the computer 
environment (such as changes to equipment 
configuration, software; or procedures) so as 
to create the potential for greater or easier 
access. 
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a. Increasing the number of offices with 
direct access is an alteration. 

b. Software releases, such as operating 
systems and system utilities that provide for 
easier access are considered alterations. 

c. The addition of an on-line capability to a 
previously batch-oriented system is an 
alteration. . 

d. rhe addition of peripheral devices such 
as tape devices, disk devices, card readers, 
printers, and similar devices to an existing 
ADP system constitute an amendment if 
system security is preserved. 

e. Changes to existing equipment 
configuration with on-line capability need not 
be considered alterations to the system if: 

(1) The change does not alter the present 
security posture. 

(2) The addition of terminals does not 
extend the capacity of the current operating 
system and existing security is preserved. 

f. The connecting of two or more formerly 
independent automated systems or networks 
together creating a potential for greater 
access is an alteration. 

g. Any change under this caption requires a 
change to the "Storage" caption element of 
the systems notice. 

C. Reports of new and altered systems. 
Submit a report of a new or altered system to 
DLA-XA before collecting information and 
for using a new system or altering an existing 
system. 

D. Time restrictions on the operation of a 
new or altered system. 1, All time periods 
begin from the date OSD signs the transmittal 
letters on the reports to OMB and Congress. 
The specific time hmits are: 

a. Sixty days must elapse before collection 
forms or formal instructions pertaining to the 
system may be issued. 

b. Sixty days must elapse before the 
system may become operational. 

c. Sixty days must elapse before any public 
issuance of a Request for Proposal or 
Invitation to Bid for a new ADP or 
telecommunication system. 

Note. — Requests for delegation of 
procurement authority may be submitted to 
the General Services Administration during 
the 60 days' waiting period, but these will 
include language that the Privacy Act 
reporting criteria have been reviewed and 
that a system report is required for such 
procurement. 

d. Normally 30 days must elapse before 
publication in the Federal Register of the 
notice of a hew or altered system and the 
preamble to the Federal Register notice must 
reflect the date the transmittal letters to OMB 
and Congress were signed by OSD. 

2. Do not operate a system of records until 
the waiting periods have expired. 

E. Outside revie w of new and altered 
systems reports. If no objections are received 
within 30 days of a submission to the 
President of the Senate, Speaker of the House 
of Representatives, and the Director; OMB, of 
a new or altered system report; it is presumed 
that the new or altered systems have been 
approved as submitted. 

F. Waiver of time restrictions. 1. The OMB 
may authorize a Federal agency to begin 
operation of a system of records before the 
expiration of time- limits described above. 
When seeking such a waiver, include in the 



letter of transmittal to DLA-XA an 
explanation why a delay of 60 days in 
establishing the system of records would not 
be in the public interest. The transmittal must 
include: > 

a. How the public interest will be affected 
adversely if the established time limits are 
followed. 

b. Why earlier notice was not provided. 

2. Under no circumstances will the routine 
uses for a new or altered system be 
implemented before 30 days have elapsed 
after publication of the system notice , 
containing the routine uses in the Federal 
Register. This period cannot be waived. 

Appendix C — Instructions for Preparation of 
Reports to New or Altered Systems 

The report on a new or altered system will 
consist of a transmittal letter, a narrative 
statement, and include supporting 
documentation, 

A. Transmittal Letter. The transmittal 
letter shall include any request for waivers. 
The narrative statement will be attached. 

B. Narrative Statement. The narrative 
statement is typed in double space on 
standard bond paper. The statement includes: 

1. System identification and name. This 
caption sets forth the identification and name 
of the system. 

2. Responsible official. The name, title, 
address, and telephone number of the official 
responsible for the report and to whom 
inquiries and comments about the report may 
be directed by Congress, the Office of 
Management and Budget, or Defense Privacy 
Office. 

3. Purpose of the system or nature of the 
change proposed. Describe the purpose of the 
new system. For an altered system, describe 
the nature of the change being proposed. 

4. Authority for the system. See enclosure 1 
of this part. 

5. Number of individuals. The approximate 
number of individuals about whom records 
are to be maintained. 

6. Information on First Amendment 
activities. Describe any information to be 
kept on the exercise of the individual's First 
Amendment rights and the basis for 
maintaining it. 

7. Measures to ensure informatioii 
accuracy. If the system is to be used to make 
determinations about the rights, benefits, or 
entitlements of individuals, describe the 
measures being established to 'ensure the . 
accuracy, currency, relevance, and 
completeness of the information used for 
these purposes. 

8. Other measures to ensure system 
security. Describe the steps taken to 
minimize the risk of unauthorized access to 
the system. A more detailed assessment of 
security risks and specific administrative, 
technical, and physical safeguards will be 
available for review upon request. 

9. Relationship to state and local . 
government activities. Describe the 
relationship of the system to state or local 
government activities that are the sources, 
recipients, or users of the information in the 
system. 

C. Supporting Documentation. Item 10 of 
the narrative is captioned Supporting 
Documents. A positive statement for this 



caption is essential for those enclosures that 
are not required to be enclosed. For example, 
"No changes to the existing DLA procedural 
or exemption rules (32 CFR part 323) are 
required for this proposed system." List in 
numerical sequence only those enclosures 
that are actually furnished. The following are 
typical enclosures that may be required: 

1. For a new system, an aiivance copy of 
the system notice which is proposed for 
publication; for an altered system an advance 
copy of the notice reflecting the specific 
changes proposed. 

2. An advance copy of any proposed 
exemption rule if the new or altered system is 
to be exempted. If there is no exemption, so 
state in the narrative. 

3. Any other supporting documentation that 
may be pertinent or helpful in understanding 
the need for the system or clarifying its 
intended use. While not required, such 
documentation, when available, is helpful in 
evaluating the new or altered system. 

[51 FR 33595, Sept. 22, 1986: Redesignated and 
amended at 56 FR 57803, Nov. 14, 1991] 

Appendix D — Word Processing Center (WPC) 
Safeguards 

A. Minimum Standards of Protection. All 
personal data processed using word 
processing equipment will be afforded the 
standards of protection required by this 
regulation. The special considerations 
discussed in this enclosure are primarily for 
Word Processing Centers (WPCs) operating 
independent of the customer's function. 
However, managers of word processing 
systems are encouraged to consider and 
adopt, when appropriate, the special 
considerations described. WPCs that are not 
independent of a customer's function are not 
required to prepare formal written risk 
assessments. 

B. WPC Information Flow. In analyzing 
procedures required to safeguard adequately 
personal information in a WPC, the basic 
elements of WPC information flow and 
control must be considered. These are: 
Information receipt, information processing, 
information return, information storage and 
filing. WPCs do not control information 
acquisition or its ultimate use by the 
customers and, therefore, these are not 
addressed. 

C. Safeguarding Information During 
Receipt. 1. The word processing manager will 
establish procedures: 

a. That require each cuistomer who requests 
that information subject to this DLAR be 
processed to identify specifically that 
information to the WPC personnel. This may 
be done by: , 

(1) Providing a check-off type entry on the 
WPC work requests. 

(2) Requiring that the WPC work requests 
be stamped with a special legend, or that a 
special notation be made on the work 
requests. 

(3) Predesignating specifically a class of 
documents as coming within the provisions of 
this DLAR (such as, all officer effectiveness 
reports, all recall rosters, and all medical 
protocols). 

(4) Using a special cover sheet both to alert 
the WPC personnel as to the typ'e 
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information, and to protect the document 
during transmittal. ' 

(5) Requiring an oral warning on all 
dictation. : ' : 

(6) Any other procedures that ensure the 
WPC personnel are alerted to the fact that 
personal data subject to this DLAR is to be 
processed. 

b. To ensure that the operators or other 
WPC personnel who receive data for 
processing not identified as being under the 
provisions of this DLAR! but that appear to 
be personal, promptly call the information to 
the attention of the WPC supervisor or the 
customer. 

c. To ensure that any, request for the 
processing of personal data which the 
customer has not identified as being in a 
system of record; and that appears to meet 
the criteria set forth in this regulation, is 
called to the attention of the appropriate 
supervisory personriel and system manager. 

2. The WPC supervisor- will ensure that ' 
personal information is not inadvertently 
comproinised within the WPC. 

D. Safeguarding Information During 
Processing. 1. Each WPC supervisor will 
establish internal safeguards that will protect 
personal data from compromise while it is 
being processed. . 

2. Physical safeguards may include: 

a. Controls on individual access to the 
center. 

b. Machine configurations that reduce 
external access to the information being 
processed, or arrangements that alert the 
operator to the presence of others. 

c. Using certain specific machines to 
process personnal data. 

d. Any other physical safeguards, to 
include special technical arrangements that 
will protect the data during processing. 

3. Other safeguards may include: 

a. Using only certain selected operators to 
process personal data. 

Processing personal data only at certain 
times during the day without the WPC 
manager's specific authorization. 

c. Using only certain tapes or diskettes to 
process and store personal data'. 

d. Using continuous tapes for dictation of 
personal^data. ' . ' " 

e. Requiring all WPC copies of documents 
to be marked specifically so as to prevent 
inadvertent compromise. 

f. Returning extra copies and mistakes to 
the custonier with the product.* 

g. disposing of waste containing personal 
data in a special manner. 

' h. Any other local procedures'that provide 
adequate protection' to the data being 
processed.*' ' ' ' ' ' •" 

Safeguarding Information During Return. 
The WPC shall protect the data until it is 
retiiimiBd to the customer or is placed into a 
formal distribution channel. In conjunction 
with the appropriate administrative support 
personnel and the WPC customers, the WPC 
manager Will establish procedures that 
protect the information from the time word 
processing is completed until it is returned to 
the customer. Safeguarding procedures may 
include: • : >. 

1. Releasing products only to specifically 
identified individuals. 

2. Using sealed"envelopes to transmit 
products to the customer. 



3. Using special cover sheets to protect 
products similar to the one discussed in* 
above. . 

4. Hand-carrying products to the customers. 

5. Using special messengers to return the 
products; M 

6. Any Other procedures that adequately ' . 
protect products from compromise while they 
are awaiting return or being returned to the 
customer. 

F. Safeguards During Storage. The WPC " 
manager shall ensure that all personal data . 
retained in the center for any purpose 
(including samples) are protected properly.. 
Safeguarding procedures may include: 

1. Marking will hard copies retained with 
special legends or designators. 

2. Storing media containing personal data 
in separate files or areas. 

3. Marking the storage containers for media 
containing personal data with special legends 
or notations. 

4. Restricting the reuse of media used to . 
process personal data or erasing the media ' 
before reuse. ' ■ 

5. Establishing special criteria for the WPC 
retention of media used to store and process, 
personal diata. , . 

6. Returning the media to the customer for 
retention with the* file copies of the finished 
products. ' 

7. Discouraging, When practical, the long- 
term storage of personnal data in any form . 
within the WPC. 

,8. Any other filing or storage procedures 
that safeguard adequately any personal . 
information retained or filed within the WPC. 

G. Risk Assessment for WPCs. 1. Each ^ 
WPC manager will ensure that a formal, 
written risk assessment is prepared for each 
WPC that processes personal information 
subject to this regulation. The assessment 
will address the areas discussed in this 
enclosure, as well as any special risks that 
the WPC location, configuration, or 
organization may present to the compromise " 
or alteration of personal data being 
processed or stored; 

2. A risk assessment will be conducted at 
least every 5 years or whenever there is a 
change of equipment, equipment - 
configuration, WPC location, WPC 
configuration or modification of the WPC 
facilities that either increases or decreases 
the likelihood or compromise of personal 
data. ' : . 

3. Copies of the risk assessment will be - 
retained by" the WPC manager and made 
available to appropriate inspectors, as well 
as to personnel studying equipment for 
facility upgrading of personal data. 

H. Special Considerations in WPC Design 
and Modification. Procedures will be 
established to ensure that all personnel 
involved in the design of WPCs or the 
acquisition of word processing equipment are 
aware of the special considerations required . 
when processing personal data subject to this 
DLAR. . ' / ■ ' 

Appendix E — OMB Guidelines for Matching 
Programs 

A. Purpose. These guidelines supplement 
and will be used in conjunction with OMB 
Guidelines on the Administration of the 
Privacy -Act of 1974, issued on July 1, 1975, 



and supplemented on November 21, 1975. 
They replace earlier guidance on conducting 
computerized matching programs issued on 
March. 30, 1979. They are intended to help 
agencies relate the procedural requirements 
of the Privacy Act to the operational 
requirements of computerized matching. They 
are designed to address the concern 
expressed by the Congress in the Privacy Act 
of 1974 that "the increasing use of computers ' 
and sophisticated information technology, 
while essential to the efficient operation of 
the Government, has greatly magnified the 
harm to individual privacy that can occur 
frbin any collection, maintenance, use, or ■ 
dissemination of personal information." 
These guideHnes do not authorize activities 
that are not permitted by law, nor do they 
prohibit activities expressly required to be 
performed by law. Complying with these 
guidelines, however, does not relieve a 
Federal agency of the obligation to comply • 
with the provisions of the Privacy Act, 
including any provisions not cited in these 
guidelines. 

B. Scope. These guidelines apply to all 
agencies subject to the Privacy Act of 1974 [5 
U.S.C. 552a) and to all matching programs: , 

1. Performed by a Federal agency, whether 
the personal records used in the match are . 
Federal or nonfederal. 

2. For which a Federal agency discloses 
any personal records for use in a matching 
program performed by any other Federal 
agency or any nonfederal organization. 

C. Effective Date. These guidelines were 
effective on May 11, 1982. 

D. Definitions. For the purpose of the 
Guidelines, all the terms defined in the, 
Privacy Act of 1974 apply. 

1 . Personal Record. Any information . 
pertaining to an individual that is stored in an 
automated system of records; for example, a 
data base which contains information about - 
individuals that is retrieved by name or some 
other personal identifier. • . 

2. Matching Program. A procedure in which 
a computer is used to .compare two or more . 
automated systems of records or a system of 
records with a set of nonfederal records to 
find individuals who are common to more 
than one system or set. The procedure 
includes all of the steps associated with the' - 
match, including obtaining the records.to be 
matched, actual use of the computer, ^ 
administrative and investigative "action on 
the hits, and disposition of the personal 
records maintained in connection with the ' 
match. It should be noted that a single 
matching program may involve several 
matches among a number of participants. 
Watching programs do not include the 
following: . 

a. Matches which compare a substantial 
number of records, such as, comparison of 
the Department of Education's defaulted 
student loan data base ;with the Office of 
Personnel Management's Federal employee 
data base would be covered; comparison of 
six individual student loan defaultees with 
the OPM file would not be .covered. 

b. Checks on specific individuals to verify 
data in an application for benefits done 
reasonably soon after the application is • * 
receiyed. ••• : ■ , . 
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c. Checks on specific individuals based on 
information which raises questions about an 
individual's eligibility for benefits or 
payments done reasonably soon after the 
information is received. 

d. Matches done to produce aggregate 
statistical data without any personal 
identifiers. 

e. Matches done to support any research or 
statistical project when the specfic data are 
not to be used to make decisions about the 
rights, benefits, or privileges of specific 
individuals. 

f. Matches done by an agency using its own 
records. 

3. Matching Agency. The Federal agency 
which actually performs the match. 

4. Source Agency. The Federal agency 
which discloses records from a system of 
records to be used in the match. Note that in 
some circumstances a source agency may be 
the instigator and ultimate beneficiary of the 
matching program, as when an agency 
lacking computer resources uses another 
agency to perform the match. The disclosure 
of records to the matching agency and any 
later disclosure of "hits" (by either the 
matching or the source agencies) must be 
done in accordance with the provisions of 
paragraph (b) of the Privacy Act. 

5. Hit The identification, through a 
matching program, of a specific individual. 

E. Guidelines for Agencies Participating in 
Matching Programs. Agencies should acquire 
and disclose matching records and conduct 
matching programs in accordance with the 
provisions of this section and the Privacy 
Act. 

1. Disclosing Personal Records for 
Matching Programs — 

a. To another Federal agency. Source 
agencies are responsible for determining 
whether or not to disclose personal records 
from their systems and for making sure they 
meet the necessary Privacy Act disclosure • 
provisions when they do; Among the factors 
source agencies should consider are: 

(1) Legal authority for the match. 

(2) Purpose and description of the match. 

(3) Description of the records to be 
matched. 

(4) Whether the record subjects have 
consented to the match; or whether 
disclosure of records for the match would be 
compatible with the purpose for which the 
records were originally collected; that is, 
whether disclosure under a "routine use" 
would be appropriate; whether the soliciting 
agency is seeking the records for a legitimate 
law enforcement activity — whichever is 
appropriate; or any other provision of the 
Privacy Act under which disclosure may be 
made. 

(5) Description of additional information 
which may be subsequently disclosed in 
relation to "hits." 

(6) Subsequent actions expected of the 
source (for example, verification of the 
identity of the "hits" or followup with 
individuals who are "hits"). 

(7) Safeguards to be afforded the records 
involved, including disposition. 

b. If the agency is satisfied that disclosure 
of the records would not violate its 
responsibilities under the Privacy Act, it may 
proceed to make the disclosure to the 



matching agency. It should ensure that only 
the minimum information necessary to 
conduct the match is provided. If disclosure 
is to.be made pursuant to a "routine use" 
(Section b.S. of the Privacy Act)^ it should 
ensure that the system of records contains 
such a use, or it should publish a routine use 
notice in the Federal Register. The agency 
should also be sure to maintain an accounting 
of the disclosure pursuant to Section (c) of 
the Privacy Act. 

c. To a nonfederal entity. Before disclosing 
records to a nonfederal entity for a matching 
program to be carried out by that entity, a 
source agency should, in addition to all of the 
consideration in subparagraph a, above, also 
make reasonable efforts, pursuant to Section 
(e)(6) of the Privacy Act, to "assure that such . 
records are accurate, complete, timely, and 
relevant for agency purposes." 

2. Written Agreements. Before disclosing to 
either a Federal or non-Federal entity, the 
source agency should require the matching 
entity to agree in writing to certain conditions 
governing the use of the matching file; for 
example, that the matching file will remain 
the property of the source agency and be 
returned at the end of the matching program 
(or destroyed as appropriate); that the file 
will 6e used and accessed only to match the 
file or files previously agreed to; that it will 
not be used to extract information concerning 
"non-hit" individuals for any purpose, and 
that it will not be duplicated or disseminated 
within or outside the matching agency unless 
authorized in writing by the source agency. 

3. Performing Matching Programs — 

a. Matching agencies should maintain 
reasonable administrative, technical, and 
physical security safeguards on all files 
involved in the matching program. 

b. Matching agencies should ensure that 
they have appropriate systenis of records 
including those containing "hits," and that 
such systems and any routine uses have been 
appropriately notices in the Federal Register 
and reported to OMB and the Congress. 

4. Disposition of Records — 

a. Matching agencies will return or destroy 
source matching files (by mutual agreement) 
immediately after the match. . 

b. Records relating to this will be kept only 
so long as'an investigation, either criminal or 
administrative, is active, and will be disposed 
of in accordance with the requirements of the 
Privacy Act and the Federal Records Act. 

5. Publication Requirements — 

a. Agencies, before disclosing records 
outside the agency, will publish appropriate 
"routine use" notices in the Federal Register, 
if necessary. 

b. If the matching program will result in the • 
creation of a new or the substantial alteration 
of an existing system of records, the agency 
involved should publish the appropriate 
Federal Register notice and submit the 
requisite report to OMB and the Congress 
pursuant to OMB Circular No. A-108. 

Reporting Requirements — . . 

a. As close to the initiation of the matching 
program as possible, matching agencies will 
publish in the Federal Register a brief public 
notice describing the matching program. The 
notice should include: 

1. The legal authority under which the 
match is being conducted. 



2. A description of the matching program 
including whether the program is one time or 
continuing, the organizations involved, the 
purpose or purposes for which the program is 
being conducted, and the procedures to be - 
used in matching and following up on the 
"hits." * * . ' ' 

3. A complete description of thei personal 
records to be matched, including the source 
or sources, system of records identifying 
data, date or dates and page^hiimber of the 
most recent Federal Register full text 
publication when appropriate. 

4. The projected start and ending dates of 
the program. 

5. The security safeguards to be used to . 
protect against unauthorized access or 
disclosure of the personal records. 

6. Plans for disposition of the source * 
records and "hits." 

7. Agencies should send a copy of this 
notice to the Congress and to OMB at the 
same time it is sent to the Federal Register. 

a. Agencies should report new or altered 
systems of records as desdribed in 
subparagraph 5b. above, as necessary. ' 
. b. Agencies should also be prepared to 
report on matching programs pursuant to the 
reporting requirements of either the Privacy,- 
Act or the Paperwork Reduction Act. Reports 
will be solicited by the Office of Information 
and Regulatory Affairs and will focus on both 
the protection of individual privacy and 
Government's effective use of information 
technology. Reporting instructions will be " 
disseminated to the agencies as part of either ^ 
the reports required by paragraph (p) of the 
Privacy Act, or section 3514 of Pub. L. 96-511. 

8. Use of Contractors. Matching programs 
should, as far as practicable, be conducted 
"in-house" by Federal agencies using agency 
personnel, rather than by contract. When 
contractors are used: 

a. The matching agency should, consistent 
with paragraph (m) of the Privacy Act, cause ' 
the requirements of that Privacy Act to be 
applied to the contractor's performance of the 
matching program. The contract should' 
include the Privacy Act clause required by 
Federal Personnel Regulation Amendment 
155 (41 CFR 1-1.337-5). 

b. The terms of the contract should includie 
appropriate privacy and security provisions . 
consistent with policies, regulations, 
standards, and guidelines issued by OMB, 
GSA, and the Department of Commerce. 

c. The terms of the contract should 
preclude the contractor from using, 
disclosing, copying, or retaining records 
associated with the matching program for the 
contractor's own use. 

d. Contractor personnel involved in the . 
matching program shall be made explicitly 
aware of their obligations under the Privacy 
Act and of these guidelines, agency rules, and 
any special safeguards in relation to each • 
specific match performed. 

e. Any disclosures of records by the agency 
to the contractor should be made pursuant to 
a "routine use" (5 U.S.C. 552a(b){3)). . 

F, Implementation: and Oversight. OMR 
will oversee the implementation of these 
guidelines and will interpret and advise upon 
agency proposals and actions within their 
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scope, consistent with section 6 of the 
Privacy .Act. • . , s- • . 

Appendix F— Litigation Status Sheet 

1. Case. Number.^ 

2. Requester. - : , • , 

3. Document Title or Description.^ 

4. Litigation, . . , 
a. Date Complaint Filed. ' 

b'. Court. '" V . , , ' ' 

c. Case File Number.^ , ' ' 

5. Defendants (DoD Component and 
individual)'. 

6. Remarks (brief explanation of what the 
case is about).' ' ' " ' . ' / 

7. Court Action. . _ , 

a. Court's Finding. , ' , ' " 

b. Disciplinary Action (as appropriate). ' ' 

8. Appeal (as appropriate). 

a. Date Complaint File. * . ' 

b. Court. 

c. Case FiliB Number.* ■ 

d. Coiirt's Finding. * : ' 

e. DiscipUnary Action (as appropriate). ' - ' 

Appendix G-r-Privacy Act Enforcement 
Actions . 

A. Administrative Remedies, hviy ■ ' 
individual who feels he or, she has a 
legitimate complaint or grievance against the 
Defense Logistics Agency or any DLA 
employee concerning any right granted by 
this DLAR will be permitted to seek rehef 
through-appropriate administrative channels. 

B. Civil Actions:. An individual, may file a 
civil suit against DLA or its employees if the ; 
individual feels certain provisions of the . • 
Privacy Act have been violated (see 5 U.S.C. , 
552a(g), reference (b).) : : : \ 

C. Civil Remedies.^ In addition to specific 
remedial actions, the Privacy Act provides for 
the payment of damages, court cost, and. , .. 
attorney fees in some cases. 

D. Criminal Penalties — , . - 

,1. The Privacy Act also provides for 
cnmjnal- penalties (see .5 U.S.C. 552a(l).) Any 
official or employee, may be fpundguiUy of ^ 
misdemeanor and fined not more than $5,000 
if he or she willfully., discuses personaL 
information to anyone not entitled to receive 
the informiation, or maintains a system of 
records without publishing the.required 
public notice iri the ^Federal Register. 

.2rA person who requests or obtains access 
to any record^cdncerning another individual 
under false 'pretenses may be found guilty of 
a mis(iemeaWpr!and fined up to $5,000. ' 

Appendix H=--DLA Exemption Rules 

Exempted Records Systems. AW sysiems of 
records maintained by the Defense Logistics 
Agency will be exempt from the requirements 
of 5 U.S.C. 552a(d) pursuant to 5 U.SiC. 
552a(k)(l) to the extent that the system 
contains any information properly classified 
under Executive Order 12356; and which is 
required by the Executive' Order to be kept 
secret in the interest of national defense or 
foreign policy. This exemption,* which may be 
appHcable to parts of all systems of records, 



^ Number 'used by the Component for reference 
purposes.' ,' / l . , i . . 

2 Indicate the nature of the case,'siich as "Deniial 
of ac(ces8,"^*'Refusal to amend,"' "Incbrrect recorcls," 
or other -violations of the Act (specify). 



is necessary because certain record systems 
not otherwise specifically designated for 
exemptions herein may contain isolated 
items of information which have been i 
properly classified. 

a. ID: S153. 10 DLA-I (Specific Exemption) . 

1. System name: Personnel Security Files.- 
. , 2. Exemption: This system of records, is 
exempted from the following provisions of 
title 5, United States Code, section 552a: ' - 
(c)(3); (d); and (e)(1). > ' ' 

3. Au^/?or/Yy; 5 U.S.C. 552a(k)(2)-. 

4. Reasons: The investigatory reports are 
used by appropriate Security Officers and 
Commanders or other designated officials as 
a basis for deterinining a persbns's eligibility 
for access to information classified in the 
interests of n^itioiial defense. 

b; ID: S160.50 DLA -I (Specific Exemption) 

1. System name: Criminal Incident/ 
Investigations File; 

■ 2. Exemption: This sy stein' of records is ' 
exempted from the following provisions of 
the Title 5, United States Code, section 552a: 
(c)(3); (d); and (e)(1). . , 

3. ; Authority: 5 U.S.C. 552a(k)(2). 

4. Reasons: Granting individuals access to 
information collected and maintained by this 
component relating to the enforcement of 
criminal laws could interfere with orderly 
investigations, with the orderly 
administration of Justice, and possibly enable 
suspects to avoid detection or apprehension. 
Disclosure of this information could result in 
the concealment, destruction or fabrication of 
evidence and jeopardize the safety and well 
being of informants, witnesses and their 
families, and law enforcement personnel and 
their families. Disclosure of .this information 
could also reveal and render ineffectual 
investigative techniques, sources and 
methods used by this cdmponeiit and could ' 
result in the invasion of privacy of . ' 
individuals only incidentally related to ah * \ 
investigation. Investigatory material is 
exempt to the extent that the disclosure of 
such material would reveal the identity of a 
source who furriished the information to the 
Government under an express promise that 
the identity of the source would be held in 
confidence, or prior to September 27, 1975 .. 
under an implied promise that the identity of 
the source would be held in confidence. This 
exemption will protect the identities of 
certain sources who would be otherwise, 
unwilling to provide information to the 
Government. The exemption of the 
individual's right of access to his records and 
the reasons therefore necessitate ^the 
exemptions of this system of records from the 
requirements of the other cited provisions. 
[51 FR 33959, Sept. 22. 1986, as amended at 55 
FR 32913, Aug. 13, 1990] : 

PART 505-tTHE AR M Y PBI V ACY 
PROGRAM 

Sec. . . ..• V '■■ ' « i 

505.1 iGeineralinformation: ^ 

505.2 Individual rights of access and 
amendment. , . . 

505.3 Disclosure of personal information to 
other agencies and third parties- 



Sec. 

505.4 Recordkeeping requirements Under 
the Privacy Act. . 

505.5 Exemptions. ' 

Appendix A— Example System of Records 
Notice 

Appendix B— Example of Report for New 

System of Records 
Appendix C — Provisions of the Privacy Act 

from which a General or Specific 

Exemption may be Claimed 
Appendix D — Glossary of Terms 

Authority: 5 U.S.C. 552a (Pub, L. 93-579); 
DoD Directive 5400.11, June 9, 1982; and DoD 
Regulation 5400.11-R, August 31, .1983. 

Source: 50iFR 42165, Oct. 18, 1985 ■ 

§505.1 Generalinformation. 

(a) Purpose. This regulation sets forth . 
policies and procedures that govern 
persoiial information kept by the 
Department of the Army in systems of 
records. 

(b) References— [1] Required 
publications, (i) AR 195-2, Criminal 
Investigation Activities. (Cited in 

§ 505,2(j)) 

(ii) AR 340-17, Release of Information 
and Records from Army Files. (Cited in 
§§ 505.2(h) and 505.4(d)) 

(iii) AR 430-21-8, The Army Privacy 
Program; System Notices ahd Exeniption 
Rules for Civilian Personnel Fuiictions... 
(Cited in § 505.2(i)) \ • 

(iv) AR 380-380, Automated System 
Security.' (Cited in § 505.4(d) and (f)) 

(2) Related publications^ (A related' 
publication is merely a source'of 
additional information. The user does > • 
not h'ave to read it to understand this 
regulation.) 

(1) DODiDirectiVe 5400.11, DOD 
Privacy rt:ogram. 

(ii) DOD Regulation 5400.11^R, DOD 
Privacy Program. 

(iii) Treasury Fiscal Requirements 
Manual. This publication can be - 
obtained from The treasury 
Department, 15th and Pennsylvania 
Ave.. NW. Washington, DC 20220. . 

(c) Explanation of abbreviations and 
terms. Abbreviations and special terms 
used in this regulation are explained in 
the glossary. 

(d) Responsibilities. [1] The Assistant 
Chief of Staff for .Information 
Management (AGISM) is responsible for 
issuing policy and guidance for the 
Army Privacy Program in consultation 
with the Army General Coimsel. 

(2) Heads of Army Staff agencies, 
field operating agencies', major Army, 
commands (MACOMS), and 
subordinate commands'are responsible 
for supervision and execution of the 
privacy program in functional areas and 
activities under their commarid. 

(3) Heads of Joint Service ajgencies or 
commands for which the Army is the 
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Executive Agent, or otherwise has 
responsibility for providing fiscal, 
logistical, or administrative support, will 
adhere to the policies and procedures in 
this regulation. 

(4) Commander, Army and Air Force 
Exchange Service (AAFES], is 
responsible for the supervision and 
execution of the privacy program within 
that command pursuant to this 
regulation. 

(e) Policy, Army Policy concerning the 
privacy rights of individuals and the 
Army's responsibilities for compliance 
with operational requirements 
established by the Privacy Act are as 
follows: 

(1) Protect, as required by the Privacy 
Act of 1974 (5 U.S.C. 552a), as amended, 
the privacy of individuals from 
unwarranted intrusion. Individuals 
covered by this protection are living 
citizens of the United States and ahens 
lawfully admitted for permanent 
residence. 

(2) Collect only the personal 
information about an individual that is 
legally authorized and necessary to 
support Army operations. Disclose this 
information only as authorized by the 
Privacy Act and this regulation. • 

(3) Keep only personal information 
that is timely, accurate, complete, and 
relevant to the purpose for which it was 
collected. 

(4) Safeguard personal information to 
prevent unauthorized use, access, 
disclosure, alteration, or destruction. 

(5) Let individuals knpw what records 
the Army keeps on them and let them 
review or get copies of these records, 
subject to exemptions authorized by law 
and approved by the Secretary of the 
Army. (See § 505.5.) 

(6) Permit individuals to amend 
records about themselves contained in 
Army systems of records, which they 
can prove are factually in error, not up- 
to-date, not complete, or not relevant. 

(7) Allow individuals to ask for an 
administrative review or decisions that 
deny them access to or the right to 
amend their records. 

(8) Maintain only information about 
an individual that is relevant and 
necessary for Army purposes required to 
be accomplished by statute or Executive 
Order. 

(9) Act on all requests proniptly, 
accurately, and fairly. 

[^Authority. The Privacy Act of 1974 
(5 U.S.C. 552a), as amended, is the 
statutory basis for the Army Privacy 
Program. With in the Department of 
Defense, the Act is implemented by 
DOD Directive 5400.11 and DOD 
5400.11-R. The Act Assigns— 



(1) Overall Government-wide 
responsibilities for implementation to 
the Office of Management and Budget. 

(2) Specific responsibilities to the 
Office of Personnel Management and 
the General Services Administration. 

(g) Access and Amendment Refusal 
Authority (AARA). Each Access and 
Amendment Refusal Authority is 
responsible for action on request's for 
access to or amendment of, records 
referred to them under this regulation. 
The officials hsted below and their 
designees are the only Access and, 
Amendment Refusal Authorities for 
records in their authority to an office or . 
subordinate commander. All delegations 
must be in writing. If an AARAs 
delegate denies access or amendment, 
the delegate must clearly state that he or 
she is acting on behalf of the AARA and 
identify the AARA by name and 
position in the written response to the 
requester. Denial of access or 
amendment by an AARA's delegate 
must have appropriate legal review. 
Delegations will not be made below the 
colonel (06) or GS/GM 15 level. Such 
delegations must not slow Privacy 
actions. AARA's will send the names, 
offices and telephone numbers of their 
delegates to the Director of Information 
Systems for Command, Central, 
Communications and Computers, 
HQDA, ATTN: SAIS-PDD Washington, 
DC 20310-0107. 

(1) The Administrative Assistant to 
the Secretary of the Army is authorized 
to act for the Secretary of the Army (SA) 
on requests for all records maintained 
by the Office of the Secretary of the 
Army and its serviced activities, as well 
as those requests requiring the personal 
attention of the SA. - 

(2) The Inspector General for IG 
investigative records. 

(3) The President or Executive 
Secretary of Boards, councils, and 
similar bodies established by the 
Department of the Army to consider 
personnel matters, excluding the Army 
Board of Correction of Military Records. 

(4) The Deputy Chief of Staff for 
Personnel: For records of actiye and 
former non-appropriated fund 
employees (except those in the Army 
and Air Force Exchange Service); 
alcohol and drug abuse treatment 
records; and behavioral science records. 

(5) The Deputy Chief of Staff for 
Operations and Plans: For military 
poHce records and reports and prisoner 
confinement and correctional records. 

(6) Chief of Engineers: For records 
pertaining to civil works, including 
litigation; military construction; engineer 
procurement; other engineering matters 
not under the purview of another 



AARA; ecology; and contractor 
qualifications. 

(7) The Surgeon General: For medical 
records, except those property part of 
the Official Personnel Folder (OMP/ 
GOVT-1 system of records). 

(8) Chief of Chaplains: For 
ecclesiastical records. 

(9) The Judge Advocate General: For 
legal records for which responsible. 

(10) Chief, National Guard Bureau: For 
personnel records of the Army National 
Guard. 

(11) Chief of Army Reserve: For 
personnel records of army retired, 
separated and reserve military 
personnel members. 

(12) Commander, US Army Material 
Command (AMC): For records of Army 
contractor personnel of AMC. 

(13) Commander, US Army Criminal 
Investigation Command (USACIDC): For 
criminal investigation reports and 
military police reports included therein. 

(14) Commander, United States Total ■■ 
Army Personnel Agency: For personnel 
and personnel related records of Army 
members on active duty and current 
Federal appropriated fund civilian 
employees.' (Requests from former 
civilian employees to amend a record in 
an 0PM system of records such as the 
Official Personnel Management, 
Assistant Director for Workforce 
Information, Compliance and 
Investigations Group, 1900 E Street. NW. 
Washington, DC 20415-0001.) 

(15) Commandigr, U.S. Army. 
Community and Family Support Center: 
For records relating to morale, welfare 
and recreation activities; community life 
programs; family action programs; 
retired activities, club management, 
Army emergency relief, consumer 
protection, retiree survival benefits, and 
records dealing with DA relationships 
and social security, veterans' affairs. 
United Service Organizations, U.S. 
Soldiers'and Airnien's Home and 
American Red Cross. 

(16) Commander, US Army 
Intelligence and Security Command: For 
Army intelligence, security investigative 
and related records. 

(17) ' Commander, Army and Air Force 
Exchange Service: For records 
pertaining to employees, patrons; and 
other matters which are the 
responsibility of the Exchange Service. 

(18) Commander, Military Traffic 
Management Command: For 
transportation records. 

(19) Director of Army Safety: For 
safety records. 

(20) Commander, U. S. Army 
Information Systems Command: For 
records which do not fall within the 
functional area of another AARA. 
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(h) DA Privacy Review Board. The 
DA Privacy Review Board actis on 
behalf of the Secretary of the Army in 
deciding appekls from refusal of the 
appropriate Access and Amendment 
Refusal Authority to amend records. 
Board membership is comprised of the 
Administrative Assistant to the 
Secretary of the Army, The Assistant 
Chief of Staff for Information 
Management, and The Judge Advocate 
General or their representatives. The 
AARA may serve as a non-voting 
member when the Board considers 
matters in the AARA's area of ■ 
functional specialization. The Assistant 
Chief of Staff for Information 
Management chairs the Board and 
provides the Recording Secretary. 

(i) Privacy Official (1) Heads of Army 
Staff agencies and commanders of major 
Army commands and subordinate 
commands and activities will designate 
a privacy official who will serve as a 
staff adviser on privacy matters. This . 
function will not be assigned below 
battalion level, 

(2) The privacy official will ensure 
that (i) requests are processed promptly 
and responsively, (ii) records subject to 
the Privacy Act in his/her command/ 
agency are described properly by a - 
published system notice, (iii) privacy 
statements are included on forms and 
questionnaires that seek personnel 
information from an individual, and (iv) 
procedures are in place to meet 
reporting requirements. 

[50 FR 42165, Oct.' 18, 1985, as amended at 53 
FR 43690, Oct. 28, 1988; 56 FR ,29583, Jun. 28, 
1991] 

§ 505.2 Individual rights of access and 
amendment. 

(a) Access under tlie Privacy Act. 
Upon a written or oral request, an 
individual or his/her designated agent 
or legal guardian will be granted access 
to a record pertaining to that individual, 
maintained in a system of records, 
imless the record is subject to an 
exemption and the system manager has 
invoked the exemption (see § 505.5), or 
the record is information compiled in 
reasonable anticipation of a civil action 
or proceeding. The rjBquester does not 
have to state a reason or otherwise 
justify the need to gain access. Nor can 
an individual be denied access solely 
because he/she refused to provide his/ 
her Social Security Number unless the 
Social Security Number was required for 
access by statute or regulation adopted 
prior to January 1, 1975. The request 
should be submitted to the custodian of 
the record. ' 

(b) Notifying tiie individual. The 
custodian of the record will 
acknowledge requests for access within 



10 work days of receipt. Records will be 
provided within 30 days, excluding 
Saturdays, Sundays, and legal public 
holidays. 

(c) Relationship between the Privacy 
Act and the Freedom of Information Act 
A Privacy Act request for access to 
records should be processed also as a 
Freedom of Information Act request. If 
all or any portion of the requested 
material is to be denied, it must be 
considered under the substantive 
provisions of both the Privacy Act and 
the Freedom of Information Act. Any 
withholding of information must be 
justified by asserting a legally 
applicable exemption in each Act.' 

(d) Functional requests. If an 
individual asks for his/her record and 
does not cite, or reasonably imply, 
either the Privacy Act or the Freedom of 
Information Act, and another 
prescribing directive authorizes release, 
the records should be released under 
that directive Examples of functional 
requests are military members iasking to 
see their Military Personnel Records 
JackiBt, or civilian employees asking to 
see their Official Personnel Folder. 

(e) Medical records. If it is determined 
that releasing medical information to the 
data subject could have an adverse 
affect on the mental or physical health 
of that individual, the requester should 
be asked to name a physician to receive 
the record. The data subject's failure to 
designate a physician is not a denial 
under the Privacy Act and cannot be 
appealed. ' 

(f) Third party information. Third 
party information pertaining to; the data 
subject may not be deleted from a 
record when the data subject requests - 
access to the record unless there is an 
established exemption (see § 505.5(d)). 
However, personal data such as SSN 
and home address of third parties in the 
data subject's record normally do not 
pertain to the data subject and therefore 
may be withheld. Information about the 
relationship between the data subject 
and the third party would normally be 
disclosed as pertaining to the data 
subject. 

(g) Referral of records. Requests for 
access to Army systems of records 
containing records that originated with 
other DOD Compdnerits'.or Federal 
agencies which claimed exemptions for 
them will be coordinated with or 
referred to the originator for release 
determination. The requester will be • 
notified of the referral. * 

(h) Fees. Requesters will be charged 
only for the reproduction of requested 
documents. Normally, there will be no 
charge for the first copy of a record • * 
provided to the individual whose record 



it is. Thereafter, fees will be computed 
as set forth in AR 340-17. 

(i) Denial of access. (1) The only 
officials authorized to deny a request 
from a data subject for records iri a ' 
system of records pertaining to that 
individual are the appropriate Access 
and Amendment Refusal Authorities 
(see § 505.1(f)), or the Secretary of the . 
Army, acting through the General 
Counsel. Denial is appropriate only if 
the. record: 

(1) Was compiled in reasonable 
anticipation of a civil action or 
proceeding, or . : 

(ii) Is properly exempted by the 
Secretary of the Army from the 
disclosure provisions of the Privacy Act 
(see § 505.5), there is a legitimate 
governmental purpose for invoking; the 
exemption, and it is not required to be . 
disclosed under, the Freedom of 
Information Act. • 

(2) Requests, for records recommended 
to be denied will be forwarded to the . 
appropriate AARA within 5 work days 
of receipt, together with the request, 
disputed records, and justification for 
withholding. The requester will be 
notified of the referral. 

(3) Within the 30 work day period (see 
§ 505.2(b)), the AARA will give, the 
following information to the requester in 
writing if the decision is to deny the 
request for access: 

(i) Official's name, position title, and 
business address; 

(ii) Date of the denial; 

. (iii) Reasons for the denial, including 
citation of appropriate section(s) of the 
Privacy Act and this regulation; 

(iv) The opportunity for further review 
of the denial by the General Counsel, 
Office, Secretary of the Army, The 
Pentagon, Washington, DC 20310, 
through the AARA within 60 calendar 
days. (For denials made by the Army 
when the record is maintained in one of 
OPM's government-wide systems of 
records, notices for which are described 
at appendix B, AR 340-21-8, an 
individual's request for further review 
must be addressed to the Assistant 
Director for Agency Compliance and 
Evaluation, Office of Personnel 
Management, 1900 E Street NW;, 
Washington, DC 20415-0001.) 

(1) Amendment of records. (1) 
Individuals may request the amendment 
of their records, in writing, when such 
records are believed to be inaccurate as 
a matter of fact rather than judgment,t 
irrelevant, untimely, or incomplete. 

(2) The amendment procedures are 
not intended to permit challenge to a 
record that records an event that 
actually occurred nor are they designed 
to permit collateral attack upon that 
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which has been the subject of a judicial 
or quasi-judicial action. Consideration 
of request for an amendment would be 
appropriate if it can be shown that 
circumstances leading up to the event 
that is recorded on the document were 
challenged through administrative 
procedures and found to be inaccurately 
described, that the document is not 
identical to the individual's copy, or that 
the document was not constructed in 
accordance with the applicable 
recordkeeping requirements prescribed. 
For example, the amendment provisions 
do not allow an individual lo challenge 
the merits of an adverse action. 
However, if the form that documents the 
adverse action contains an error on the 
fact of the record (e.g., the individual's 
name is misspelled, an improper date of 
birth or SSN was recorded), the 
amendment procedures may be used to 
request correction of the record. 

(3) US Army Griminal Investigations 
Command reports of investigation 
(records in system notices A0501.08e 
Informant Register, A0508,llb Criminal 
Information Reports and Cross Index 
Card Files, and A0508.25a Index to 
Criminal Investigative Case Files] have 
been exempted from the amendment 
provisions of the Privacy Act. Requests 
to amend these reports will be 
considered under AR 195-2 by the 
Commander, US Army Criminal 
Investigations Command, action by the 
Commander, US Army Criminal 
Investigation Commander will constitute 
final action on behalf of the Secretary of 
the Army under that regulation. 

(4) Records accessioned into the 
National Archives are exempted from 
the Privacy Act provision allowing 
individuals to request amendment of 
records. Most provisions of the Privacy 
Act apply only to those systems of 
records which are under the legal 
control of the originating agency; e.g., an 
agency's current operating files or 
records stored at a Federal records 
center. 

(k) Procedures, (1) Requests to amend 
a record should be addressed to the 
custodian or system manager of that 
record. The request must reasonably 
describe the record to be amended and 
the changes sought (i.e., deletion, 
addition, amendment). The burden of 
proof rests with the requester; therefore, 
the alteration of evidence presented to 
courts, boards, and other official 
proceedings is not permitted. (An 
individual acting for the requester must 
supply a written consent signed by the 
requester.) 

(2) The custodian or system manager 
will acknowledge the request within 10 
work days and make final response 
within 30 work days. 



(3) The record for which amendment 
is sought must be reviewed by the 
proper system manager or custodian for 
accuracy, relevance, timeliness, and 
completeness so as to assure fairness to 
the individual in any determination 
made about that individual on the basis 
of that record. 

(4) If the amendment is proper, the 
custodian or system manager will 
physically amend the record by adding 
or deleting information, or destroying 
the record or a portion of it, and notify 
the requester of such action. 

(5) If the amendment is not justified, 
the request and all relevant documents, 
including the reasons for not amending, 
will be forwarded to the appropriate 
AARA within 5 work days and the 
requester so notified. 

(6) The AARA, on the basis of the 
evidence, either will amend the record 
and notify the requester and the 
custodian of that decision, or will deny 
the request and inform the requester: 

(i) Of reasons for not amending; and 

(ii) Of his/her right to seek further 
review by the DA Privacy Review Board 
(through the AARA). 

(7) On. receipt of an appeal from a 
denial to amend, the AARA will append 
any additional records or background 
information that substantiates the 
refusal or renders the case complete 
and, within 5 work days of receipt, 
forward the appeal to the DA Privacy 
Review Board. 

(8) The DA Privacy Review Board, on 
behalf of the Secretary of the Army, will 
complete action on a request for further 
review within 30 work days of its receipt 
by the AARA. The General Counsel may 
authorize an additional 30 days when 
unusual circumstances and good cause 
so warrant. The Board may seek 
additional information, including the 
appellant's official file, if deemed 
relevant and necessary to deciding the 
appeal. 

(i) If the Board determines that 
amendment is justified, it will amend the 
record and notify the requester, the 
AARA, the custodian of the record, and 
any prior recipients of the record, 

(ii) If the Board denies the request, it 
will obtain the General Counsel's 
concurrence. Response to the appellant 
will include reasons for denial and the 
appellant's right to file a statement of 
disagreement with the Board's action 
and to seek judicial review of the 
Army's refusal to amend. < 

(9) Statements of disagreement will be 
an integral part of the record to which it 
pertains so the fact that the record is 
disputed is apparent to anyone who may 
have access to, use of, or need to 
disclose from it. The disclosing authority 
may include a brief summary of the 



Board's reasons for not amending the 
disputed record. The summary will be 
limited to the reasons stated to the 
individual by the Board. 

(1) Privacy case files. Whenever an 
individual submits a Privacy Act 
request, a case file will be established; 
see system notice A0240.01DAAG. In no 
instance will the individual's request 
and Army actions thereon be included 
in the individual's personnel file. The 
case file will comprise the request for 
access/amendment, grants, refusals, 
coordination action, and related papers. 
This file will not be used to make any 
determinations about the individuals. 

§ 505.3 Disclosure of personal information 
to other agencies and third parties. 

(a) Disclosure without consent. The 
Army is prohibited from disclosing a 
record from a system of records without 
obtaining the prior written consent of 
the data subject, except when disclosure 
is: 

(1) To those officers and employees of 
the Department of Defense who have a 
need for the record in the performance 
of their duties; 

(2) Required under the Freedom of 
Information Act (see § 505.3(c) for 
information normally releasable); 

(3) Permitted by a routine use that has 
been published in the Federal Register; 

(4) To the Bureau of the Census for 
purposes of planning or carrying out a 
census or survey or related activity 
pursuant to Title 13 of the United States 
Code; 

(5) To a recipient who has provided 
the Army with advance adequate 
written assurance that the record will be 
used solely as a statistical research or 
reporting record, and the record is to be 
transferred in a form that is not 
individually identifiable; 

(6) To the National Archives of the 
United States as a record that has 
sufficient historical or other value to 
warrant its continued preservation by 
the U.S. Government, or for. 
determination of such value by the 
Administrator of the General Services 
Administration (GSA), or designee. 
(Records sent to Federal Records 
Centers for storage remain under Army 
control; these transfers are not 
disclosures and do not therefore need an 
accounting.) 

(7) To another agency or to an 
instrumentality of any governmental 
jurisdiction within or under the control 
of the United States for a civil or 
criminal law enforcement activity if the 
activity is authorized by law, and if the 
head of the agency or instrumentality 
has made a written request to the Army 
element which maintains the record. 
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The request must specify the particular 
portion desired and thejaw enforcement 
activity for which the record is sought; 

(8) To a person pursuant to a showing 
of compelling circumstances affecting 
the health and safety of an individual. 
Upon such disclosure, notification- will 
be transmitted to the last known, 
address of such individual; 

(9) To either House of Congress, or to 
a committee or subcommittee to the 
extent that the subject matter falls 
within the jurisdiction of the committee 
or subcommittee; 

(10) To the Comptroller General, or 
any authorized representative in the 
course of the performance of the duties 
of the General Accounting Office; 

(11) Pursuant to the order signed by a 
judge of a court of competent 
jurisidiction. (Reasonable efforts must 
be made to notify the individual if the 
legal process is a matter of public 
record); or : 

(12) To a consumer reporting agency . 
in accordance with section 3(d) of the 
Federal Claims Collection Act of 1966 
(originally codified at 31 U.S.C. 952(d); 
recodified at 31 U.S.C. 3711(f),. the name, 
address, SSN, other information 
identifying the individual; amount, 
status, and history of the claim, and the 
agency or program under which the case 
arose may be disclosed in this instance. 

(b) Blanket routine use disclosures. In 
addition to the routine uses in each 
system notice, the following blanket 
routine uses apply to all records from 
systems of records maintained by the 
Army except those which state 
othewise. 

(1) Law enforcement. ^elevdiVii 
records maintained to carry but Army 
functions may be referred to Federal, 
State, local, or foreign law enforcement 
agencies if the record indicates a 
violation or potential violation of law. * 
The agency to which the records are 
referred must be the appropriate agency 
charged with the responsibiUty of - 
investigating or prosecuting the 
violation or charges, with enforcing or • 
implementing the statute, rule, 
regulation, or order issued pursuant 
thereto. ■ 

(2) Disclosure when requesting 
information. . A record may be disclosed 
to a Federal, State, or local agency 
maintaining civil, criminal, or other 
relevant enforcement information or 
other pertinent information, such as 
current licenses, to obtain information 
relevant to an Amiy decision concerning 
the hiring or retention of an employee,, 
the issuance of a security clearance, the 
letting of a contract, or the issuance of a 
license, grant, or other benefit. 

(3) Disclosure of requested 
information. If the information is , 



relevant and necessary to the requesting 
agency's decision, a record may be 
disclosed to a Federal agency, in 
response to its request, in connection • 
with the hiring or retention of an 
employee, the issuance of a security 
clearance, the reporting of an 
investigation of an employee, the letting 
of a contract, or the issuance of a 
license, grant, or other benefit by the 
requesting agency, to the extent that the 
information is relevant and necessary to 
the requesting agency's decision on the 
matter. 

(4) Congressional inquiries. 
Disclosure from a system of records 
maintained by the Army may be made 
to a Congressional office from the 
record of an individual in response to an 
inquiry from the Congressional office 
made at the request of that individual. 

(5) Private relief legislation. Relevant 
information in all systems of records of 
the Department of Defense published on 
or before August 22, 1975, will be 
disclosed to the Office of Management 
and Budget (OMB) review of private 
relief legislation as set forth in OMB 
Circular A-19 at any stage of the 
legislative coordination and clearance 
process. ' . 

(6) Disclosures required by 
international agreements. A record may 
be disclosed to foreign law enforcement,, 
security, investigatory, or administrative 
authorities. These disclosures are in 
compliance with requirements imposed 
by, or to claim rights conferred in, 
international agreements and 
arrangements including those regulating 
the stationing and status in foreign 
countries of DOD military and civilian 
personnel. 

(7) Disclosure to State and local 
taxing authorities. Any information 
normally contained in Internal Revenue 
Service Form W-2 which is maintained 
in a record from a system of records of 
the Army may be disclosed to State and 
local taxing authorities with which the 
Secretary of the Treasury has entered 
into agreements under 5 U.S.C, sections 
5516, 5517, and 5520 only to those State 
and local taxing authorities for which an 
employee or military member is or was 
subject to tax regardless of whether tax 
is or'was. withheld. This routine use 
complies with Treasury Fiscal 
Requirements Manual, Sec. 5060. 

(8) Disclosures to the Office of ^ 
Personnel Management A record may 
be disclosed to the Office of Personnel 
Management (0PM) concerning 
information on pay aind leave, benefits, 
retirement deduction, and any other 
information necessary for the OPM to 
carry out its legally authorized 
government-wide, personnel 
management functions and studies. 



. (9) Disclosure to Notional Archives 
and Records Administration. A record 
may be disclosed to the National 
Archives and Records Administration in 
records management inspections 
conducted under authority of Title 44 
U.S.C, sections 2904 and 2906. 

(10) Disclosure to the Department of 
Justice for Litigation. A record may be 
disclosed as a routine use to any 
component of the Department of Justice, 
when ^ . 

(i) The agency, or any component 
thereof; or 

(11) Any employee of the agency in his 
or her official capacity; or • : 

(iii) Any employee of the agency in his 
or her individual capacity where the 
Department of Justice has agreed to 
represent the employee; or . 

(iv) The United States, where the 
agency determines that litigation is ■ 
likely to affect the agency or any of its 
components, is a party to htigation or 
has an interest in such Htigation, and the 
use of such records by the Department 
of Justice is deemed by the agency to be 
relevant and necessary to the litigation, 
provided, however, that in each case, 
the agency determines that disclosure of 
the records to the Department of Justice 
is a use of the information contained in 
the records that is compatible with the 
purpose for. which the records were 
collected. - 

(11) Disclosure for Agency use in 
Litigation. A record may be disclosed in 
a proceeding before court or 
adjudicative body before which the 
agency is authorized to appear, when 

(i) The agency, or any component 
thereof; or 

(ii) Any employee of the agency in his 
or her official capacity; or 

(iii) Any employee of the agency in his 
or her individual capacity where the 
agency has agreed to represent the 
employee; or 

(iv) The United States, where the 
agency determines that litigation is 
likely to affect the agency or any of its 
components, is a party to litigation or' 
has an interest in siich litigation, and the 
agency determines that use of such 
records is relevant and necessary to the 
litigation, provided, however, that in 
each case, the agency deterniines that 
disclosure of the records to the . 
Department of Justice is a use of the 
information contained in the records 
that is compatible with the purpose for 
which the records were collected." 

(c) Disclosure to third parties. ^ 
Personal information which may be 
disclosed under the Freedom of 
Information Act: 

(1) On military personnel: Name, rank, 
date of rank, gross salary, present and 
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past duty assignments, future 
assignments that are officially 
established, office or duty telephone 
number, source of commission, 
promotion sequence number, awards 
and decorations, military and civilian 
educational level, duty status at any 
given time. 

(2) On civilian employees: Name, 
present and past position titles, grades, 
salaries, duty stations that include office 
or duty telephone numbers. However, 
disclosure of this information will not be 
made where the information requested 
is .a list of present or past position titles, 
grades, salaries, and/or duty stations 
and, as such, is: 

(i) Selected to constitute a clearly 
unwarranted invasion of personal 
privacy. For example, the nature of the 
request calls for a response that would 
reveal more about the employee than 
the five enumerated items; 

(ii) Would be protected from 
mandatory disclosure under an 
exemption of the Freedom of 
Information Act. 

(iii) In addition to the information in 
§ 505.3(c)(2) above, the following 
information may be made available to a 
prospective employer of a current or 
former Army employee: Tenure of 
employment, civil service status, length 
of service in the Army and the . 
Government and, date and reason for 
separation shown on the Notification of 
Personnel Action, SF 50. 

(d) Accounting of disclosure. (1) An 
accounting of disclosure is required 
whenever a record from an Army 
system of records is disclosed to 
someone other than the data subject, 
except when that record: 

(1) Is disclosed to officials within the 
Department of Defense who have a need 
for it in the performance of official 
business; 

(ii) Is required to be disclosed under 
the Freedom of Information Act. 

(2) Since the characteristics of records 
maintained within the Army vary 
widely, no uniform method for keeping 
the disclosure of accounting is 
prescribed. For most paper records, the 
accounting may be affixed to the record 
being disclosed. It must be a written 
record and consist of; 

(i) Description of the record disclosed; 

(ii) Name, position title, and address 
of the person to whom disclosure was 
made; • 

(iii) Date, method, and purpose of the 
disclosure; and 

(iv) Name and position title of the 
person making the disclosure. 

(3) Purpose of the accounting of 
disclosure is to enable an individual: * 



(1) To ascertain those persons/ 
agencies that have received information 
about the individual, and 

(iii) To provide a basis for informing 
recipients of subsequent amendments or 
statements of dispute concerning the 
record. 

(4) When an individual requests such 
an accounting, the system manager or 
designee shall respond within 10 work 
days and inform the individual of the 
items in § 505.3(d)(2) above. 

(5) The only basis for not furnishing 
the data subject an accounting of 
disclosures are if disclosure was made 
for law enforcement purposes under 5 
U.S.C. 552a(b)(7), or the disclosure was 
from a system of records for which an 
exemption from 5 U.S.C. 552a(c)(3) has 
been clainied (see appendix C to Uiis 
part). 

§ 505.4 Recordkeeping requirements 
under the Privacy Act. 

(a) Systems of records. (1) Notices of 
all Army systems of records are 
required by the Act to be published in 
the Federal Register. An example is at 
ajppendix A to this part. When new 
systems are established, or major 
changes occur in existing systems, 
which meet the criteria of OMB 
Guidelines summarized at § 505.4(f)(2), 
advance notice is required to be 
furnished OMB and the Congress before 
the system or proposed changes become 
operational. 

(2) Uncirculated personal notes, 
papers and records which are retained 
at the author's discretion and over 
which the Army exercises no control or 
dominion are not considered Arrny 
records within the meaning of the 
Privacy Act. Individuals who maintain 
such notes must restrict their use of 
memory aids. Disclosure from personal 
notes, either intentional or through 
carelessness, remove the information 
from the category of memory aids and 
the notes then become subject to the 
provisions of the Act. 

(3) Only personal information as is 
relevant and, necessary to accomplish a 
purpose or mission of the Army, 
required by Federal statue or Executive 
Order of the President, will be 
maintained in Army systems of records. 
Statutory authority, or regulatory 
authority to establish and maintain a 
system of records does not convey 
unlimited authority to collect and 
maintain all information which may be 
useful or convenient. The authority is 
limited to relevant and necessary 
information. 

(4) Except for statistical records, most 
records could be used to determine an 
individual's rights, benefits, or. 
privileges. To ensure accuracy, personal 



information to be included in a system 
of records will be collected directly from 
the individual if possible. Collection of 
information from third parties should be 
limited to verifying information for 
security or employment suitability or 
obtaining performance data or opinion- 
type evaluations. 

(b) Privacy Act Statement. Whenever 
personal information is requested from 
an individual that will become part of 
system of records retrieved by reference 
to the individual's names or other 
personal identifier, the individual will be 
furnished a Privacy Act Statement. This 
is to ensure that individuals know why 
the information is collected so they can 
make an informed decision on whether 
or not to furnish it. As a minimum, the 
Privacy Act Statement will include the 
following information in language that is 
explicit and easily understood and not 
so lengthy as to deter an individual from 
reading it: 

(1) Cite the specific statute or 
Executive Order, including a brief title 
or subject, that authorizies the Army to 
collect the personal inforrnation 
requested. Inform the individual 
whether or not a response is mandatory 
or voluntary, and any possible 
consequences of failing to respond. 

(2) Cite the principal purppse(s) for 
which the information will be used; and 

(3) Cite the probable routine uses for 
which the information may be used. 

This may be a summary of information 
published in the applicable system 
notice. The above information normally 
should be printed on the form used to 
record the information. In certain 
instances, it may be printed in- a public 
notice in a conspicuous location such as 
check-cashing facilities; however, if the 
individual requests a copy of its 
contents, it must be provided. 

(c) Social Security Number (SSN), 
Executive Order 9397 authorizes the 
Department of the Army to use the SSN 
as a system of identifying Army 
members and employees. Once a 
military member or civilian employee of 
the Department of the Army has 
disclosed his/her SSN for purposes of 
establishing personnel, financial, or 
medical records upon entry into Army 
service or employment, the SSN . 
becomes his/her identification number. 
No other use of this number is 
authorized. Therefore, whether the SSN 
alone is requested from the individual, 
or the SSN together with other personal 
information, the Privacy Act Statement 
must make clear that disclosure of the 
number is voluntary. If the individual 
refuses to disclose his/her SSN, the 
Army activity must be prepared to 
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identify the individual by alternate 
means. 

(d) Safeguarding personal 
information, (1) The Privacy Act 
requires establishment of appropriate 
administrative, technical, and physical 
safeguards to ensure the security and 
confidentialty of records and to protect 
against any threats or hazards to the 
subjects security or integrity which 
could result in substantial harm, 
embarrassment, inconvenience, or 
unfairness. 

(2) At each location, and for each 
system of records, an official will be 
designated to safeguard the information 
in that system. Consideration must be 
given to sensitivity of the data, need for 
accuracy and reliability in operations, 
general security of the area, cost of 
safeguards, etc. See AR 380-380. 

(3) Ordinarily, personal information 
must be afforded at least the protection 
required for information designated "For 
Official Use Only" (see Chapter IV, AR 
340-17). Privacy Act data will be 
afforded reasonable safeguards to 
prevent inadvertent or unauthorized 
disclosure of record content during 
processing, storage, transrriission, and 
disposal. * 

(4) No comparisons of Army records 
systems with systems of other Federal 
or commercial agencies (known as 
"matching" or "computer matching" 
programs) will be accomplished without 
prior approval of the Assistant Chief of 
Staff for Information Management 
(DAIM-RMS-S), Alex., VA 22331-0301. 

(e) First Amendment rights. No. record 
describing how an individual exercises 
rights guaranteed by the First 
Amendment will be kept unless 
expressly authorized by Federal statue, 
by the individual about whom the record 
pertains, or unless pertinent to and 
within the scope of an authorized law 
enforcement activity.. Exercise of these 
rights includes, but is not limited to, 
religious and political beliefs, freedom 
of speech and the press, and the right of 
assembly and to petition. 

(f) System notice. (1) The Army 
publishes in the Federal Register a 
notice describing each system 6f records 
for which it is responsible. A notice 
contains: 

(i) Name and locatiori(s) of the 
records; 

(ii) Categories of individuals on whom 
records are maintained; 

(iii) Categories of records in the 
sytem; 

(iv) Authority (statutory or Executive 
Order) authorizing the system; 

(v) Purpose(s) of the system; 

(vi) Routine uses of the records, 
including the categories of users and the 
purposes of such uses; ' 



(vii) Policies and practices for storing, 
retrieving, accessing, retaining, and 
disposing of the records; 

(viii) Position title and business 
address of the responsible official; 

(ix) Procedures an individual must 
follow to learn if a system of records 
contains a record about the individual; 

(x) Procedures an individual must 
follow to gain access to a record about 
that individual in a system of records, to 
contest contents, and to appeal initial 
determinations; 

(xi) Categories of sources of records in 
the system; 

(xii) Exemptions from the Privacy Act 
claimed for the system. (See example 
notice at appendix A to this part.) 

(2) New, or altered, systems which 
meet the requirements below, require a 
report to the Congress and the Office of 
Management and Budget. A new system 
is one for which no system notice is 
published in the Federal Register. An 
altered system is one that: 

(i) Increases or changes the number or 
types of individuals on whom records 
are kept so that it significantly alters the 
character and purpose of the system of 
records. 

(ii) Expands the types of categories of 
information maintained. 

(iii) Alters the manner in which 
records are organized, indexed, or 
retrieved so as to change the nature or 
scope of those records. 

(iv) Alters the purposes for which the 
information is used, or adds a routine 
use that is not compatible with the 
purpose for which the system is 
maintained. 

(v) Changes the equipment 
configuration on vyhich the system is ' 
operated so as to create potential for 
either greater or easier access. 

(3) Report of a new or altered system ' 
must be sent to HQDA (DAIM-RMS-S) 
at least 120 days before the system or- 
changes become operational, and 
include a narrative statement and 
supporting documentation. 

(i) The narrative statement must 
contain the following iteins: 

(A) System identification and name: 

(B) Responsible official; - - ' 

(C) Purpose(s) of the system, or nature 
of changes proposed (if an altered 
system); 

(D) Authority for the system; 

(E) Number (or estimate) of 
individuals oil whom records will be 
kept; 

(F) Information of First Amendment ^ 
activities; - 

(G) Measure to assure information : 
accuracy; 

(H) Other measures to assure system 
security; (Automated systems require 
risk assessment under AR 380-380.) 



(I) Relations to State/local 
government activities. (See example at 
appendix B to this part.) 

(4) Supporting documentation consists 
of system notice for the proposed new or 
altered system, and proposed exemption 
rule, if applicable. 

(g) Reporting requirements.[l] The 
annual report required by the Act, as 
amended by Pub. L. 97-375, 96 Stat. 1821, 
focuses on two primary areas: 

(1) Information describing the exercise 
of individuals' rights of access to and 
amendment of records. 

(ii) Changes in, or additions to, ' 
systems of records. : 

(2) Specific reporting requirements 
will be disseminated each year by The 
Assistant Chief of Staff for Information 
Management (DAIM-RMS-S) in a letter 
to reporting elements. 

(h) Rules of conduct System 
managers will ensure that all personnel, 
including government contractors or 
their employees, who are involved in the 
design, development, operation, ' 
maintenance, or control of any system of 
records, are informed of all 
requirements to protect the privacy of 
individuals who are subjects of the 
records. 

(i) Judicial sanctions. The Privacy Act 
has both civil remedies and criminal 
penalties for violations of its provisions: 

' (1) Civil remedies: An individual may 
file a civil suit against the Army if Army 
personnel fail to comply with the 
Privacy Act. 

(2) Criminal penalties: A member or 
employee of the Army may be guilty of a 
misdemeanor and fined not more than 
$5,000 for willfully: 

(i) Maintaining a system of records 
without first meeting the public notice . 
requirements of publishing in the 
Federal Register; 

(ii) Disclosing individually identifiable 
personal* information to one not entitled 
to have it; . 

(iii) Asking for or getting another's 
record under false pretense. . 

§ 505.5 Exemption 

(a) Exempting systems of records. The 
Secretary of the Army may exempt 
Army systems of records" fromxertain 
requirements of the Privacy Act. There 
are two kinds of exemptions: General 
and specific. The general exempition 
relieves systems of riecords from most 
requirements of the Act; the specific 
exemptions from only a few. See 
appendix C to this part. 

(b) General exemptions. Only Army 
activities actually engaged in the 
enforcement of criminariaws as their 
primary function may claim the general 
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exemption. To qualify for this 
exemption, a system must consist of: 

(1] Information compiled to identify 
individual criminals and alleged 
criminals, which consists only of 
identifying data and arrest records; type 
and disposition of charges; sentencing, 
confinement, and release records; and 
parole and probation status; 

(2) Information compiled for the 
purpose of criminal investigation 
including efforts to prevent, reduce, or 
control crime and reports of informants 
and investigators associated with an 
identifiable individual; or 

(3) Reports identifiable to an 
individual, compile at any stage of the 
process of enforcement of the criminal 
laws, from arrest or indictment through 
release from supervision. 

(c) Specific exemptions. The Secretary 
of the Army has exempted all properly 
classified information and a few 
systems of records that have the 
following kinds of information, from 
certain parts of the Privacy Act. The 
Privacy Act exemption cite appears in 
parentheses after each category. 

(1) Classified information in every 
Army system of records. This exemption 
is not limited to the systems listed in 

§ 505.5[d). Before denying as individual 
access to classified information, the 
Access and Amendment Refusal 
Authority must make sure that it was 
properly classified under the standards 
of Executive Orders 11652, 12065, or 
12356 and that it must remain so in the 
interest of national defense of foreign 
pohcy. 5 U.S.C. 552a(k)(l). 

(2) Investigatory data for law 
enforcement purposes (other than that 
claimed under the general exemption). 
However, if this information has been 
used to deny someone a right, privilege 
or benefit to which the individual is 
entitled by Federal law, it must be 
released, unless doing so would reveal 
the identity of a confidential source. 
(5U.S.C.552a(k)(2).). 

(3) Records maintained in connection 
with providing protective services to the 
President of the United States or other 
individuals protected pursuant to Title 
18 U.S.G., section 3056. (5 U.S.C. 
552a(k)(3).) • . 

(4) Statistical data required by statute 
and used only for statistical purposes 
and not to make decisions on the rights, 
benefits, or entitlements of individuals, 
except for census records which may be 
disclosed under Title 13 U.S.C, section 
8.(5U.S.C.552a(k)(4).) 

(5) Data compiled to determine 
suitability, eligibility, or qualifications 
for Federal service. Federal contracts, or 
access to classified information. This 
information may be withheld only to the 



extent that disclosure would reveal the 
identify of a confidential source. 
(5 U.S.C. 552a(k)(5).) 

(6) Testing material used to determine 
if a person is qualified for appointment 
or promotion in the Federal service. This 
information may be withheld only if . 
disclosure would compromise the 
objectivity or fairness of the 
examination process. (5 U.S.C. 
552a{k)(6).) 

(7) Information to determine 
promotion potential in the Armed 
Forces. Information may be withheld, 
but only to the extent that disclosure 
would reveal the identity of a 
confidential source. 5 U.S.C. 552a(k)(7].) 

(d) Procedures. When a system 
manager seeks an exemption for a 
system of records, the following 
information will be furnished HQDA 
(DAIM-RMS-S). Alexandria, VA 22331- 
0301: applicable system notice, 
exemptions sought, and justification. 
After appropriate staffing and approval 
by the Secretary of the Army, a 
proposed rule will be published in the 
Federal Register, followed, by a final 
rule 30 days later. No exemption may be 
invoked until these steps have been 
completed. 

(e) Exempt Army records. The 
following records are exempt from 
certain parts of the Privacy Act: 

a. ID-A0224.04DAIG. 

(1] SYSNAME— Inspector General 
Investigative Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(k) (2) or (5) are exempt from the 
following provisions of Title 5 U.S.C. section 
552a: (c)(3). (d). (e)(4)(G). (e)(4)(H). and (f). 

(3) AUTHORITY— 4 U.S.C. 552a(k) (2) and 
(5). 

(4) REASONS— Selected portions and/or 
records in this system are compiled for the 
purposes of enforcing civil, criminal, or 
military law, including executive orders or 
regulations validly adopted pursuant to law. 
Granting individuals access to information 
collected and maintained in these files coiild 
interfere with enforcement proceedings; 
deprive a person of a right to fair trial or an 
impartial adjudication or be prejudicial to the 
conduct of administrative action affecting 
rights, benefits, or privileges of individuals, 
constitute an unwarranted invasion of 
personal privacy; disclose the identity of^a 
confidential source; disclose nonrputine 
investigative techniques and procedures, or 
endanger the life or physical safety of law 
enforcement personnel; violate statutes 
which authorize or require certain 
information to be withheld from the public 
such as: Trade or financial information, < 

. technical data, National Security Agency 
information, or information relating to 
inventions. Exemption from access 
necessarily includes exemption from the 
other requirements. 



b. ID-A0224.05DAIG. 

(1) SYSNAME— Inspector General Action 
Request/Complaint Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(k) (2) or (5) are exempt from the 
following provisions of Title 5 U.S.C. section 
552a: (c)(3). (d). (e)(4)(G). (e)(4)(H). and (f). 

(3) AUTHORITY— 5 U.S.C. 552a(k) (2) and 

(5). • , . 

(4) REASONS— Selected portions and/or 
records in this system are compiled for the 
purposes of enforcing civil, criminal, or 
military law, including Executive Orders or 
regulations validly adopted pursuant to law. 
Granting individuals access to information 
collected and maintained in these files could 
interfere with enforcement proceedings; 
deprive a person of a right to fair trail or an 
impartial ajudication or be prejudicial to the 
conduct of administrative action affecting 
rights, benefits, or privileges of individuals; 
constitute an unwarranted invasion of 
personnel privacy; disclose the identity of a 
confidential source; disclose nohroutine 
investigative techniques and procedures, or 
endanger the life or physical safety of law 
enforcement personnel; violate statutes 
which authorize or require certain 
information, to be withheld from the public 
such as: Trade or financial information, 
technical data, National Security Agency 
information, or information relating to 
inventions. Exemption from access 
necessarily includes exemption from the 
other riequirements. 

c. ID-A0239.01DAAG. 

(1) SYSNAME— Request for Information 
Files. 

(2) EXEMPTION— Portions of this system 
of records which fall within 5 U.S.C. 552a(j)(2) 
are exempt from the following provisions of 
Title 5 U.S.C. section 552a: (c)(3), (c)(4), (d), 
(e)(1). (e)(2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5), 
(e)(8), (f) and (g). Portions of the system 
maintained by offices of Initial Denying 
Authorities which do not have a law 
enforcement mission and which fall within 5 
U.S.C. 552a(k)(l) through (k)(7) are exempt 
from the following provisions of Title 5 U.S.C. 
section 552a: (c)(3). (d), (e)(1).. (e)(4)(G). 
(e)(4)(H). and (f). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2) and 
(k)(l) through (k)(7). 

(4) REASONS— This system of records is 
maintained solely for the purpose of 
administering the Freedom of Information 
Act and processing routine requests for 
information. To insure an accurate and 
complete file on each case, it is sometimes 
necessary to include copies of records which 
have been the subject of a Freedom of 
Information Act request. This situation 
applies principally to cases in which an 
indivldual has been denied access and/or 
amendment of personal records under an 
exemption authorized by .Title 5 U.S.C, 
section 552. The same justification for the 
original denial would apply to denial of 
access to copies maintained in the Freedom 
of Information Act file. It should be 
emphasized that the majority of records in 
this system are available on request, to the 
individual and that all records are used 



842 



PRIVACY ACT RULES 



solely to process requests. This file is not 
used to make any other determinations on the 
rights, benefits or privileges of individuals! 

d. ID-A0240.01DAAG. 

(1) SYSNAME— Privacy Act Cast Files. 

(2) EXEMPTIONS— Portions of this system 
which fall within 5 U.S.C. 552a[j)(2) are 
exempt from the following provisions of Title 
5 U.S.C. section 552a: (c)(3), (c)(4), (d), (e)(1), 

(e) (2), (e)(3), (e)(4)(G), (e)(4)(H), (e)(5), (e)(8), 

(f) , and (g). Portions of this system 
maintained by the DA Privacy Review Board 
and those Access and Amendment Refusal . 
Authorities which do not have a law 
enforcement mission and which fall within 5 
U.S.C. 552a9(k)(l) through (k) (7) are exempt 
from the following provisions of Title 5 U.S.C 
section 552a: (c)(3)(d). (e)(1). (e)(4)(G), 
(e)(4)(H). and (f). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2) and 
(k)(7). 

(4) REASONS— This system of records is 
maintained solely for the purpose of 
administering the Privacy Act of 1974. To 
insure accurate and complete file on each 
case, it is sometimes necessary to include 
copies of records which have been the 
subject of a Privacy Act request. This 
situation applies principally to'cases in which 
an individual has been denied access and/or 
amendment of personal records under an 
exemption authorized by Title 5 U.S.C, 
section 552a'. The sanie justification for the 
original denial would apply to a denial of 
access and/or amendment of copies . 
maintained in the Privacy Act Case File. It 
should be emphasized that the majority of 
records in this system are available on 
request to the individual and that all records 
are used solely to administer Privacy Act 
requests. This file is not used to make any 
other determination.pn the rights, benefits or 
privileges of individuals. 

e. ID-A0241.01HQDA. 

(1) SYSNAME— HQDA Correspondence 
and Control/Central File System, 

(2) EXEMPTION— Portions of this system , 
of records which fall within 5 U.S.C. 552a(k) 
are exempt from the following provisions of 5 
U.S.C. 552a: (c)(3), (d). (e)(1), (e)(4)(G), 
(e)(4)(H). and (f). 

(3) AUTHORITY— 5 U.S.C. 552a(k)(l) 
through (k)(7). - 

(4) REASONS-^Documents are generated 
by other elements of the Army or are 
received from other agencies and individuals. 
Because of the broad scope of the contents of 
this system and since the introduction of ^. 
documents is largely unregulatable, specific • 
portions or documents that may require an ; 
exemption cannot be predetermined. 
Therefore, and to the extent that such 
material is received and maintained, selected 
individual documents may be exempted from 
disclosure under any of the provisions of 
sections. (k)(l) through (k)(7) of Title 5 U.S.C. 
552a. , , 

f. ia-A0401.08DAJA. 

(1) SYSNAME— Prosecutonal Files. 

(2) EXEMPTION— Portions of this system 
of records which fall within 5 U.S.C.'552a(j)(2) 
are exempt from the following provisions of 
Title 5 U.S.C, section 552a:, (c)(3), (c)(4). (d). 
(e)(2). (e)(3). (e)(4)(G), (e)(4)(H). (e)(8). (f), and 
(g). ' - ■ ■ ^ 



(3) AUTHORITY-.5 U.S.C 552a(j)(2). 

(4) REASON— From subsection (c)(4), (d), 
(e)(4)(G), (e)(4)(H), (f) and (g) because 
granting individuals access to information 
collected and maintained by this component 
relating to the enforcement of laws could 
interfere with proper investigations and the 
orderly administration of justice. Disclosure 
of this information could result in the 
concealment, alteration or destruction of ; 
evidence, the identification of offenders or 
alleged offenders, nature and disposition of 
charges; and jeopardize the safety and well- 
being of informants, witnesses and their 
families, and law enforcement personiiel and 
their families. Disclosure of this information 
could also reveal and render ineffectual 
investigative techniques, sources and 
methods used by this component, and could , 
result in the invasion of the privacy of 
individuals only incidentally related to an 
investigation. Exemption from access 
necessarily includes exemption from other 
requirements. 

From subsection (c)(3) because the release 
of accounting of disclosure would place the 
subject of an investigation on notice that he 
is under investigation and provide him with 
significant information concerning the nature 
of the investigation, thus resulting in a 
serious impediment to law enforcement 
investigations. ' ; ; 

From subsection (e)(2) because in a 
criminal or other law enforcement ' 
investigation, the requirement that 
information be collected to the greatest 
extent practicable ifrom the subject individual 
would alert the subject as to the nature or 
existence of the investigation and thereby 
present a serious impediment to effective law 
enforcement. 

From subsection (e)(3) because compliance 
would constitute a serious impediment to law 
enforcement in that it could compromise the . 
existence of a confidential investigation or 
reveal the identity of witnesses or 
confidential informants. 

From subsection (e)(8) because compliarice 
with this provision would provide an 
impediment to law enforcement by interfering 
with the ability to issue warrants or 
subpoenas and by revealing investigative . . 
techniques, procedures or evidence. 

g. ID-A0402.01aDAJA. • . . . 

(1) SYSNAME— General Legal Files. 

(2) EXEMPTION— Those portions of this 
system of records falling within 5 U.S.C.- 
552a(k) (1), (2). (5), (6), and (7) may be exempt 
from the following provisions of Title 5 
U.S.C. section=552a: (c)(3), (d), (e)(1), and (f). 

(3) AUTHORITY— 5 U.S.C. 552a(k} (1), (2). 
(5). (6), and (7). ^ • ' . - ' 

(4) REASONS — Various records from other 
exempted systems of records are sometimes 
submitted for legal review or other action. A 
copy of such records may be permanently < 
incorporated into the General Legal Files : 
system of records as evidence of the facts • 
upon which a legal opinion or review was 
based. Exemption of the General Legal Files, 
system of records is necessary in order to 
ensure that such records continue to receive ' 
the same protection afforded them by . . 
exemptions granted to the systems of records 
in which they were originally filed. ; , • 



h. ID-A0404.02DAJA. 

(1) SYSNAME— Courts-Martial Files. • 

(2) EXEMPTION— All portions: of this 
system which fall under Title 5 U.S.C. 
552a(j)(2) are exempt from. the following 
provisions of Title 5 U.S.C." 552a: (d)(2), (d)(4). 
(e)(2). (e)(3), (e)(4)(H), and (g). 

(3) AUTHORITY— Title 5 U.S.C 552a(j)(2). 

(4) REASONS— Courts-martial files are 
exempt because a large body of existing 
criminal law governs trials by court-martial 
to the exclusion of the Privacy Act. The 
Congress recognized the judicial nature of 
court-martial proceedings and exempted 
them from the Administrative Procedures Act 
by specifically excluding them from the 
definition of the term .''agency" (Title 5 U.S.C. 
551(l)(f). Substantive and procedural law 
appUcabile in trials by court-martial is set 
forth in the Constitution, the Uniform Code of 
Military Justice (UCMJ) Manual for Courts- 
Martial, United States, 1969 (Revised edition), 
and the decisions of the U.S. Court of Military 
Appeals and Courts of Military Review. The * 
right of the accused not to be compelled to be 
a witness against himself and the need to 
obtain accurate and reliable information with 
regard to criminal misconduct necessitate the 
collection of information from sources other 
than the individual accused. 

(a) Advising the accused or any other 
witness of the authority for collection of the 
information, the purpose for which it is to be 
used, whether disclosure' is voluntary or 
mandatory, and the effects on the individual 
of not providing the. information would ; 
unnecesarily disrupt and confuse court- 
martial preceedings. It is the responsibility of. 
the investigating officer or military judge, to 
determine what information will be 
considered as evidence. In making the 
determination, the individual's rights are 
weighed against the accused's right to fair 
trial. The determination is final for the . 
moment and theiwitness' failure to comply 
with the decision: would delay the proceeding 
and may result in prosecution of the witness' 
for wrongful refusal to testify. 

(b) In a trial by court-martial, the accused 
has a unique opportunity to assure that the 
record is accurate, relevant, timely, and ' . 
complete as it is made. He has the right to be 
present and the trial, to be represented by 
counsel at general and special courts-martial, 
and to consult with counsel in summary 
courts-martial, to review and challengejall 
information before it is introduced into 
evidence, to cross-examine all witnesses 
against him, to present evidence in his behalf, 
and in gerieral and special courts-martial, to 
review and comment- upon the record for trial 
before it is authenticated. Procedures for 
correction of the record and controlled by 

' paragraphs 82, 86, and 95. Manual for Courts- 
Martial, 1969 (Revised edition). After 
completion of appellate review, the record 
may not be amended. Article 76 of the 
Uniform Code of Mihtary Justice (10 U.S.C ' 
876) provides that the proceedings, findings 
and sentences of courts-martial as approved, 
reviewed^or affirmed are final; and conclusive 
and binding upon all departments, xourts, ' • 
agencies, and of the United States subject ' 
only to action upon a petition for new trial ^ 
(Article 73, UCMJ), action by the Secre^tary : 
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concerned (Article 74, UCMJ), and the 
authority of the President. 

i. ID-A0501.08eUSACIDC. 

(1) SYSNAME— Informant Register. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(j)(2) are exempt from the following 
provisions of Title 5 U.S.C, section 552a: 
(c](3], (c)(4), (d), (e)(1), (e)(2), (e)(3). (e)(4)(G), 
(e)(5), (e)(8), (f). and (g). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS— (a) from subsection (c)(3) 
because release of accounting of disclosures 
would provide the informant with significant 
information concerning the nature of a 
particular investigation, the internal methods 
and techniques involved in criminal 
investigation, and the investigative agencies 
(state, local or foreign) involved in a 
particular case resulting in a serious 
compromise of the criminal law enforcement 
processes. 

(b) From subsection (c)(4), (d), (e)(4)(G), 
(e)(4)(H), (f), and (g) because disclosure of 
portions of the information in this system of 
records would seriously impair the prudent 
and efficient handling of these uniquely 
functioning individuals; hamper the inclusion 
of comments and evaluations concerning the 
performance qualification, character, identity, 
and propensities of the informant; and 
prematurely compromise criminal 
investigations which either concern the 
conduct of the informant himself or 
investigations wherein he/she is intergrally 
or only peripherally involved. Additionally, ' 
the exemption from access necessarily 
includes exemption from amendment, certain 
agency requirements relating to access and 
amendment of records and civil liability 
predicated upon agency compliance with 
specific provisions of the Privacy Act. 

(c) From subsection (d), (e)(4)(G), (e)(4)(H), 
and (f) are also necessary to protect the 
security of information properly classified in 
the interest of national defense and foreign 
policy. 

(d) From subsection (e)(1) because the 
nature of the criminal investigative function 
creates unique problems in prescribing what 
information concerning informants is relevant 
or necessary. Due to close liaison and 
existing relationships with other Federal, 
state, local and foreign law enforcement 
agencies, information about informants may 
be received which may relate to a case then 
under the investigative jurisdiction of another 
Government agency but it is necessary to 
maintain this information in order to provide 
leads for appropriate law enforcement 
purposes and to establish patterns of activity 
which may relate to the jurisdiction of both 
the USACIDC and other agencies. 
Additionally, the failure to maintain all 
known information about informants could 
affect the effective utilization of the 
individual and substantially increase the 
operational hazards incumbent in the 
employment of an informant in very 
compromising and sensitive situations. 

(e) From subsection (e)(2) because 
collecting information from the information 
would potentially thwart both the crminal 
investigtive process and the required 
management control over these individuals 
by appraising the informant of investigations 



or management actions concerning his 
involvement in criminal activity or with 
USACIDC personnel: 

(f) From subsection (e)(3) because 
supplying an informant with a form 
containing the information specified could 
result in the compromise of an investigation; 
tend to inhibit the cooperation of the 
informant, and render ineffectual 
investigative techniques and methods utilized 
by USACIDC in the performance of its 
criminal law enforcement duties. 

(e) From subsection (e)(5] because this 
requirement would unduly hamper the 
criminal investigative process due to type of 
records maintained an necessity for rapid 
information retrieval and dissemination. 
Also, in the collection of information about 
informants, it is impossible to determine what 
information is then accurate, relevant, timely 
and complete. With the passage of time, 
seemingly irrevelant or untimely information 
may acquire new significance as further 
investigation or contact brings new details to 
light. In the criminal investigative process, 
accuracy and relevance of information 
concerning informants can only be. 
determined in a court of law. The restrictions 
imposed by subsection (e)(5) would restrict 
the ability of trained investigators to exercise 
their judgment in reporting information' 
relating to informant's actions and would 
impede the development of criminal 
intelligence necessary for effective law 
enforcement. 

(h) From subsection (e)(8) because the 
notice requirements of this provision could 
present a serious impediment to criminal law 
enforcement by revealing investigative 
techniques, procedures, and the existence of 
confidential investigations. 

j. ID-A0501. lODAMI. 

(1) SYSNAME— Counterintelligence 
Research File System (CIRFS). 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(k] (1), (2), or (5) are exempt from the 
following provisions of Title 5 U.S.C. section 
552a: (c)(3). (d). (e)(1). (e)(4)(G), (e)(4)(H). 
(e)(4)(I), and (f). 

(3) AUTHORITY— 5 U.S.C. 552a(k) (1), (2) 
and (5). 

(4) REASON— Information in the files is 
obtained from overt and sensitive intelligence 
sources, and contains information classified 
in the interest of national security under the 
provisions of EO 12356 and predecessor 
orders. The system contains investigatory . 
material compiled for law enforcement 
purposes as well as for determining the 
suitability for employment or military service 
and thus will also require the protection of 
confidential sources. Information may reflect 
the efforts of hostile intelligence services in 
the collection effort against the US Army. 

Additionally, the following factors are at 
issue in disclosure of data from this system of 
records: Release of exempted information 
would endanger the safety of sources 
involved in intelligence programs; release 
would invade the privacy of those individuals 
involved in intelligence programs; release 
would compromise and thus negate 
specialized techniques used to support 
intelligence programs; and release would 
interfere with and negate the orderly conduct 



of intelligence operations. Exemption from 
the remaining provisions is predicated upon 
the exemption from disclosure or upon the 
need for conducting complete and proper 
investigations. 

k. ID-A0502.03DAMI. 

(1) SYSNAME— Intelligence Collection 
Files. 

(2) EXCEPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(k) (1), (2) or (5) are exempt from the 
following provisions of Title 5 U.S.C, section 
552a: (c)(3). (d)(e)(4)(G), (e)(4)(H), (e)(4)(I). 
and (fl. 

(3) AUTHORITY— 5 U.S.C 552a(k) (1), (2). 
and (5). 

(4) REASONS— Executive Order 12356 and 
predecessor orders provide for the protection 
of some official information and material ' 
which, because it bears directly on the 
effectiveness of our national defense and the 
conduct of our foreign relations, must be 
subject to some constraints for the security of 
our Nation, and the safety of our people and 
our Allies. To protect against actions hostile 
to the United States, of both overt and covert 
nature, it is essential that such official 
information and material be given only 
limited dissemination. This exemption is also 
essential to protect the privacy and personal 
safety of the sources involved. It is vital to 
the conduct of secure operations under 
Director, Central Intelligence Directives 4 and 
5 and Defense Intelligence Agency Manual 
58-11. 

Additionally, the disclosure of data within 
this system of records is exempt to the extent 
the disclosure of such data would reveal the 
identity of sources who furnished information 
to the Government under an express or 
implied promise that source identities would 
be held in confidence. These assurances are 
essential to the frank and candid disclosure 
of information which is essential to the 
investigative purpose. Confidence in the 
integrity of government assurances must be 
maintained or the investigative process will 
be severely damaged. Exemption from the 
other requirements is premised on and 
follows from the rationale which requires 
exemption from access. 

1. ID-A0502.03bDAMI. 

(1) SYSNAME— Technical Surveillance 
Index. 

(2) EXEMPTION— All portions of this 
system of records which falls within 5 U.S.C. 
552a (k) (1), (2), or (5) are exempt from the 
following provisions of Title 5 U.S.C, section 
552a: (c)(3), (d). (e)(1). (e)(4)(G). (e)(4)(H), and 
(e)(4)(I). 

(3) AUTHORITY— 5 U.S.C 552a(k) (1). (2). 
or (5). 

. (4) REASONS— The material contained in 
this record system contains data concerning 
sensitive sources and operational methods 
whose dissemination must be strictly 
controlled because of national security 
intelligence considerations. Disclosure of 
documents or the disclosure accounting 
record may compromise the effectiveness of 
the operation, and negate specialized 
techniques used to support intelligence or 
criminal investigative programs, or otherwise 
interfere with the orderly conduct of 
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intelligence operations or criminal 
investigations. - 

m. ID-A0502.10aDAMI. 

(1) SYSNAME—USAINTA Investigative 
File System. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(k) (1), (2), or (5) are exempt from the 
following provisions of Title 5 U.S.C, section 
552a: (d), [e)(4)(G). (e)(4)(H), and (e)(4)(I). 

(3) AUTH0RITY~5 U.S.C. 552a(k) (1). (2), 
and (5). 

(4) REASONS— Executive Order 12356 and 
predecessor orders provide for the protection 
of some official information and material 
which, because it bears directly on the 
effectiveness of our national defense and the 
conduct of our foreign relations, must be 
subject to some constraints for the security of 
our Nation and the safety of our people and 
our Allies. To protect against actions hostile.. 
to the United States, of both overt and covert 
nature, it is essential that such official 
information and material be given only 
limited dissemination. Additionally, in the 
conduct of such operatiohs which produce 
these records, at times the methods and 
arrangements with our Allies pertinent to the 
conduct of intelligence operations are 
relevant to this issue of national security 
interests and must be safeguarded. Further, 
the disclosure of unclassified data within this 
record system is exempt only to the extent 
that the disclosure of such material would 
reveal the identity of a source who furnished 
information to the Government under an 
express or implied promise that the identity 
of the source would be held in confidence. 
These assurances are essential to the frank 
and candid disclosure of information which is 
essential to the purposes of these 
investigations. Confidence in the integrity of 
the Government's assurances must be 
maintained or the investigative process will 
be severely damaged. Exemption from the 
other requirements is premised on and 
follows from the rationale which requires 
exemption from access. 

n. ID-A0503.03aDA\lI. 

(1) SYSNAME^Department of the Army 
Operational Support Activities Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(k) (1), (2), or (5) are. exempt from the 
following provisions of Title 5 U.S.C, section 
552a: (c)(3), (d). (e)(4l(G), (e)(4)(H). (e)(4)(I), 
and(f). 

(3) AUTHORITY— 5 U.S.C. 552a(k) (1), (2), 
and (5). . V. 

(4) REASONS— Executive Order 12356 and 
predecessor orders provide for the protection 
of official information and material which, 
because it bears directly on the effectiveness 
of our national defense and the conduct of 
our foreign relations, must be limited in its 
accessibility. To protect against hostile " 
actions, both overt and covert, it is essential 
that such official information and material be 
given only limited dissemination. 
Additionally, the following factors are. at 
issue in disclosure of data from this system of 
records: Release of exempted information 
would endanger the safety of sources 
involved in intelligence programs; release 
would invade the privacy of those individuals 



involved in intelligence programs; release 
would compromise and thus negate 
specialized techniques used to support 
intelligence programs; and release would , 
interfere with and negate the oderly conduct 
of intelligence operations. Exemption from 
the other provisions is premised on and 
follows the rationale which exempts access 
to this system of records. 

0. ID-A0503.06aDAML 

(1) SYSNAME— Counterintelligence 
Operations File. 

(2) EXEMPTION—AU portions of this 
system of records which fall within 5 U.S.C 
552a(k} (1), (2), or (5) are exempt from 
provisions of Title 5 U.S.C, section 552a: 
(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(I). and (f). - 

(3) AUTHORITY— 5 U.S.C. 552a(k) (1). (2). . 
and (5). 

(4) REASONS— Executive Order 12356 and 
predecessor orders provide for the protection 
of official information and material which, 
because it bears directly on the effectiveness 
of our national defense and the conduct of 
our foreign relations, must be limited in its 
accessibility. To protect against hostile 
actions, both overt and covert, it is essential 
that such official information and material be 
given only limited dissemination. 
Additionally, the following factors are at 
issue in disclosure of data from this system of' 
records: Release of exempted information 
would endanger the safety of sources 
involved in intelligence programs; release 
would invade the privacy of those individuals 
involved in intelligence programs; release 
would compromise and thus negate 
specialized techniques used in support of 
intelligence programs; and release would 
interfere with and negate the oderly conduct 
of intelligence operations. Relevant to the 
above considerations, exemption is 
necessary, from the requirements to provide 
an individual an accounting of disclosures , 
and to inform an individual whether a record 
exists on him within this system of records, 
during the period in which an investigative 
interest and activity remains concerning that 
individual, This is necessary to ayoid. 
disclosure of the existence of on-going law 
enforcement investigations and compromise 
of the purposes and objectives for such on- 
going investigations. Further, the disclosure 
of data within this record system is exempt to 
the extent that the disclosure of such material 
would reveal the identity , of a source who 
furnished information to the Government 
under an express or imphed promise that the 
identity of the source would be held in 
confidence^ These assurances are essential to 
the frank and candid disclosure of 
information which is essential to the 
purposes of these investigations. Confidence 
in the integrity of the Government's 
assurances must be maintained or the . 
investigative process will be severely 
damaged. The exeniption of an individual's . : 
right of access. to records on him iii this 
system of records and the reasons therefor 
necessitate and provide the rationale for the 
exemption of this system of records from the 
requirements of record amendment and other 
cited provisions. Maintaining information 
which is strictly relevant to law enforcement 
purppses may result in exclusion of 
seemingly irrelevant, data of significant Value 



in determining the qualifications and 
suitability of individuals for Federal civilian 
employment, military service, Federal 
contracts or access to classified information. 

p. ID-A0506.01fDAMI.. 

(1) SYSNAME— Personnel Security 
Clearance Information Files. 

(2) EXEMPTION— All-portions of this 
system which fall within 5 U.S.C. 552a (k) (1), 
(2), or (5) are exemptions from the following 
provisions of Title 5 U.S.C, isection 552a: (d), 

(e) (4)(G), (e)(4)(H), (e){4)(I). and (f). 

(3) AUTHORITY— 5 U.S.C 552a(k) (1), (2). 
and (5). 

(4) REASONS— Material contained in this 
record which is properly and currently 
classified under the Executive Order 12356 
and predecessor orders includes data 
concerning sensitive source and operational 
methods whose dissemination must be 
strictly controlled because of its relationship 
to national security intelligence 
considerations- Additionally, in the conduct 
of operations which produce these records, at 
times the methods and arrangements with our 
Allies pertinent to the conduct of intelligence 
operations are relevant to this issue of 
national security interests and must be 
safeguarded. Further, the disclosure of 
unclassified data within this record system is 
exempt only to the extent that the disclosure 
of such material would reveal the identity of 
a source who furnished information to the 
Government under an express promise that 
the identity of the source would be held in 
confidence, or, prior to the effective date of 5 
U.S.C. 552a,^under an imphed promise that 
the identity of the source would be held in 
confidence. These assurances are essential to 
the purposes of these investigations. 
Confidence in the integrity of the 
Government's assurance must be maintained 
or the investigative process will be severely 
damaged. Exemption from access necessarily 
includes exemption from the other 
requirements. 

q. ID-A0508.07USACIDIC , 

(1) SYSNAME— Criminal Investigation ^ 
Accreditation Files. 

(2) EXEMPTION— All portions of this 
system of record^ which fall within 5 U.S.C 
552a{k) (2), (5), or (7) are exempt froni the 
following provisions of Title 5 U.S.C, section 
552A: (d), (e)(1), (e)(1). (e)(4)(G), (e)(4)(H), and 

(f) . • • • 

(3) AbTHORITY— 5 U.S.C 552a(k) (2), (5), 
and (7). - ' 

(4) REASONS— From subsections (d), 
(e)(4)(G), (e)(4)(H), and (f) because disclosure 
of portions of the information in this system 
of records would seriously impair the 
selection and management of these uniquely 
functioning individuals; hamper the inclusion 
of comments, reports and evaluations 
concerning the performance, qualifications, 
character, action and propensities of the 
agent; and prematurely compromise 
investigations with either concern the 
conduct of the agent himself or investigations 
wherein he or she is integrally or only 
peripherally involved. Additionally, the 
exemption from access necessarily includes 
exemptions from the amendment and the 
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agency procedures which would otherwise be 
required to process these types of requests. 

From subsection (e)(1) because the failure ' 
to maintain all known information about 
agents could affect the effective utilization of 
the individual and substantially increase the 
operational hazards incumbent in the 
employment of agents in very compromising 
and sensitive situations. 

2. ID-A0508.11aUSACIDC. 

(1) SYSNAME— Criminal Investigations 
and Crime Laboratory Files. 

(2) EXEMPTION^All portions of this 
system of records which fall within 5 U.S.C. 
552a(j)[2) are exempt from the following 
provisions of Title 5 U.S.C. section 552a: 
(c)(3), (c)(4). (d). (e)(1), (e)(2), (e)(3), (e)(4)(G), 
(e)(4)(H). (e)(5). (e)(8), (f). and (g). 

(3) AUTHORITY— 5 U.S.C; 552(j)(2). 

(4) REASONS— (a) From subsection (c)(3) 
because the release of accounting of 
disclosures would place the subject of an 
investigation on notice that he is under 
investigation and provide him with 
significant infprmation concerning 
coordinated investigativie effort and 
techniques and the nature of the 
investigation, resulting in a serious 
impediment to criminal law enforcement 
activities or the compromise of properly 
classified material. 

(b) From subsections (c)(4), (d). (e)(4)(G), 
(e)(4)(H), (f), and (g) because access might 
compromise on-going investigations, reveal 
classified information, investigatory 
techniques or the identity of confidential 
informants, or invade the privacy of persons 
who provide information in connection with a 
particular investigation. The exemption from 
access necessarily includes exemption from 
amendment, certain agency requirements 
relating to access and amendment of records, 
and civil liability predicated upon agency 
compliance with those specific provisions of 
the Privacy Act. The exemption from access 
necessarily includes exemption from other 
requirements. 

(c) From subsection (e)(1) because the 
nature of the investigative function creates 
unique problems in prescribed specific 
perimeters in a particular case as to' what 
information is relevant or necessary. Also, 
due to close liaisons and working 
relationships with other Federal, state, local, 
and foreign law enforcement agencies, ^ 
information may be received which may 
relate to a case then under the investigative 
jurisdiction of another Government agency 
but it is necessary to maintain this 
information in order to provide leads for 
appropriate law enforcement purposes and to 
establish patterns of activity which may 
relate to the jurisdiction of both the 
USACIDC and other agencies. 

(d) From subsection (e)(2) because 
collecting information from the subject of 
criminal investigations would thwart the 
investigative process by placing the subject 
of the investigation on notice thereof. 

(e) From subsection (e)(3) because 
supplying an individual with a form 
containing the information specified could 
result in the compromise of an investigation, 
tend to inhibit the cooperation of the 
individual queried, and render ineffectual 
investigation techniques and methods utilized 



by USACIDC in the performance of their 
criminal law enforcement duties. 

(f) From subsection (e)(5) because this 
requirment would unduly hamper the 
criminal investigative process due to the 
great volume of records maintained and the 
necessity for rapid information retrieval and 
dissemination. Also, in the collection of 
information for law enforcement purposes, it 
is impossible to determine what information, 
is then accurate, relevant, timely, and 
complete. With the passage of time, 
seemingly irrelevant or untimely information 
may acquire new significance as further 
investigation brings new details to light. In 
the criminal investigation process, accuracy 
and relevance of information can only be 
determine in a court of law. The restrictions 
imposed by subsection (e)(5) would restrict 
the ability of trained investigators to exercise 
their judgment in reporting on investigations 
and impede the development of criminal 
intelligence necessary for effective law 
enforcement. 

(g) From subsection (e)(8) because the 
notice requirements of this provision could 
present a serious impediment to criminal law 
enforcement by revealing investigative 
techniques, procedures, and the existence of 
confidential investigations. 

s. ID— A0508.11bUSACID. 

(1) SYSNAME— Criminal Information 
Reports and Cross Index Card Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(j)(2) are exempt from the following 
provisions of 5 U.S.C. 552a: (c)(3), (c)(4), (d), 
(e)(1), (e)(2), (e)(3), (e)(4)(G). (e)(4)(H), '(e)(5), 
(e)(8), (f), and (g), 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS— (a) From subsection (c)(3) 
because the release of accounting of 
disclosures would place the subject of an 
investigation on notice that he is under 
investigation and provide him with 
significant information concerning 
coordinated investigative effort and 
techniques and the nature of the 
investigation, resulting in a serious 
impediment to criminal law enforcement 
activities or the compromise of properly 
classified material. 

(b) From subsections (c)(4). (d), (e)(4)(G), 
(e), (4)(H), (f), and (g) because access might 
compromise on-going investigations, reveal 
investigatorjT techniques and the identity of 
confidential informants, and invade the 
privacy of persons who provide information 
in connection with a particular investigation. 
The exemption from access necessarily 
includes exemption from amendment, certain 
agency requirements relating to access and 
amendment of records, and civil liability 
predicated, upon agency compHance with 
those specific provisions of the Privacy Act. 
In addition, subsections (d), (e)(4)(G), 
(e)(4)(H). and (f) are necessary to protect the 
security of information properly classified in 
the intent of national and foreign policy. 

(c) From subsection (e)(1) because the 
nature of the criminal investigative function 
creates unique problems in prescribing 
specific perimeters in a particular case what 
information is relevant or necessary. Also, 
due to close liaison and working 
relationships with other Federal, state, local 



and foreign law enforcement agencies, 
information may be received which may be 
received which may relate to a case then 
under the investigative jurisdiction of another 
Government agency but it is necessary to 
maintain this information in order to provide 
leads for appropriate law enforcement 
purposes and to establish patterns of activity 
which may relate to the jurisdiction of both 
the USACDIC and other agencies. 

(d) From subsection (e)(2) because 
collecting information from the subject of 
criminal investigation would thwart the 
investigative process by placing the subject 
of the investigation on notice thereof. 

(e) From subsection (e)(3) because 
supplying an individual with a form 
containing the information specified could 
result in the compromise of an investigation, 
tend to inhibit the cooperation of the 
individuals queried and render ineffectual 
investigative techniques and methods utilized 
by USACIDC in the performance of their 
criminal law enforcement duties. 

(f) From subsection (e)(5) because this 
requirement would unduly hamper the 
criminal investigative process due to the 
great volume of records maintained and the 
necessity for rapid information retrieval and 
dissemination. Also, in the collection of 
information for law enforcement purposes, it 
is impossible to determine what information 
is then accurate, relevant, timely, and 

, complete. With the passage of time, 
seemingly irrelevant or untimely information 
may acquire new .significance as fiirther 
investigation brings new details to light. In 
the criminal investigative process, accuracy 
and relevance of information can only be 
determined in a court of law. The restrictions 
imposed by subsection (e)(5) would restrict 
the ability of trained investigators to exercise 
their judgment in reporting on investigations 
arid impede the development of criminal 
intelligence necessary for effective law 
enforcement. 

(g) From subsection (e)(8) because the 
notice requirements of this provision could 
present a serious impediment to criminal law 
enforcement by revealing investigative 
techniques, procedures, and the existence of 
confidential investigations. 

t. ID— A0508.16DAPE. 

(1) SYSNAME— Absentee Case Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(j)(2) are exempt from the following 
provisions of Title 5 U.S.C, section 552a: 

(c) (3). (c)(4), (d), (e)(2), (e)(3), (e)(4)(G), 
(e)(4)(H), (e)(8), (f), and (g). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS— (a) From subsection (c)(4), 

(d) , (e)(4)(G), (e)(4)(H). (f) and (g) because . 
' granting individuals access to inforniation 

collected and maintained by this component 
relating to the enforcement of laws could 
interfere with proper investigations and the . 
orderly administration of justice. Disclosure 
of this information could result in the 
concealment, alteration or destruction of . 
evidence, the identification of offenders or 
alleged offenders, nature and disposition of 
charges, and jeopardize the safety and well- 
being of informants, witnesses and their 
families, and law enforcement personnel and 
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their families. Disclosure of this information 
could also reveal and render ineffectual 
investigative techniques, sources, and 
methods used by this component, and could 
result in the invasion of the privacy of 
individuals only incidentally related to an 
investigation. Exemption from access 
necessarily includes exemption from the 
other requirements. 

(b) From subsection (c](3) because of the 
release of accounting of disclosure would 
place the subject of an investigation on notice 
that he is under investigation and provide 
him with significant information concerning 
the nature of the investigation, thus resulting 
in a serious impediment to law enforcement 
investigations. 

(c) From subsection (e)(2} because in a 
criminal or other law enforcement 
investigation, they require that information 
be collected to the greatest extent practicable 
from the subject individual would alert the 
subject as to the nature or existence of the 
investigation and thereby present a serious 
impediment to effective law enforcement. 

(d) From subsection (e)(3] .because 
compliance would constitute a serious 
impediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential 
informants. 

(e) From subsection [e](8) because 
compliance with this provision woiild provide 
an impediment to law enforcement by 
interfering with the ability to issue warrants 
or subpoenas and be revealing investigative 
techniques, procedures or evidence: 

u. ID-:A0508.24aDAPE. ' 

(1) SYSNAME-^Serious Incident Reporting 

Files. . 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(j)(2) are exempt from the following 
provisions of Title 5 U.S.C, section 552a: 

(c) (3), (c)(4), (d), (e)(2). (e)(3). (e)(4)(G). 
{E)(4)(H), (e)(8). (f). and (g). 

(3) AUTHORITY— 5 U.S.G. 552a(j)(2). 

(4) REASONS— (a) From subsections (c)(4), 

(d) , (e)(4)(G), (e)(4)(H), (f), and (g) because 
granting individuals access to information 
collected and maintained by this component 
relating to the enforcement of criminal laws 
could interfere with orderly investigations' 
and the orderly administration of justice. 
Disclosure of this information could result in 
the concealment, alteration or destruction of 
evidence, the identification of offenders or 
alleged offenders, nature arid disposition of 
charges; and jeopardize the safety and well- 
being of informants, witnesses, and their 
families, and law enforcement personnel and 
their famihes. Disclosure of this information 
could also reveal and render ineffectual 
investigative techniques, sources and 
methods used by this component, and could 
result in the invasion of the privacy of 
individuals only incidentally related to an 
investigation. Exemption from access 
necessarily includes exemption from the 
other.requirements. 

(b) From subsection (c)(3) because the 
release of accounting of disclosure would 
place the subject of an investigation on notice 
that he is under investigation and provide 
him with significant information concerning 



the nature of the investigation, thus resulting 
in a serious impediment to law enforcement 
investigations. 

(c) From subsection (e)(2) because in a 
criminal or other law enforcement 
investigation, the requirement that 
information be collected to the greatest 
extent practicable from the subject individual 
would alert the subject as to the nature or . 
existence of the investigation and thereby 
present a serious impediment to effective law 
enforcement. 

(d) From subsection (e)(3) because 
compliance would constitute a serious 
impediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation or reval the identity 
of witnesses or confidential informants. 

(e) From subsection (e)(8) because 
compliance with this provision would provide 
an impediment to law enforcement by. 
interfering with the ability to issue warrants 
or subpoenas and by revealing investigative ■ 
techniques, procedures or evidence. 

V. ID-A0508.25aUSACIDC. 

(1) SYSNAME— Index to Criminal 
Investigative Case Files. 

(2) EXEMPTION— All portions of this 
system of records which fall with 5 U.S.C. 
552a(j)(2) are exempt from the following 
provisions of 5 U.S.C. 552a: (c)(3), (c)(4), (d). 
(e)(1). (e)(2), (e)(3), .(e)(4)(G). (e)(4)(H). (e)(5), 
(e)(8), (f), and (g). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS— (a) From subsection (c)(3) . 
because the release of accounting of 
disclosures would place the subject of an : 
investigation on notice that he is under 
investigation and provide him with 
significant information concerning 
coordinated investigative effort and 
techniques and the nature of the ? 
investigation, resulting in a serious . 
impediment to criminal law enforcement 
activities of the compromise of properly 
classified material. , « , 

(b) From subsection (c)(4), (d), (e)(4)(G), , 
(e)(4)(H), (f), and (g) because access, might 
compromise on-going .investigations, reveal 
investigatory techniques and the identify of 
confidential informants, and invade the 
privacy of persons who provide information 
in connection with a particular investigation. 
The exemption from access necessarily 
includes exemption from amendment, certain 
agency requirements relating to "access and 
amendment of records, and civil liabiHty 
predicated upon agency compliance with 
those specific provisions of the Privacy Act. 
In addition, subsection (d), (e)(4)(G),, (e)(4)(H). 
and (f) are necessary to .protect the security 
of information.properly classified in the 
interest of riational and foreign policy. » 

(c) From subsection (e)(1) because the 
nature of the criminal invetigative function . 
creates unique problems in prescribing , 
specific perimeters in a particular case what 
information is relevant or necessary. Also, 
due to close liaison and working 
relationships with other Federal, .state, local 
and foreign law enforcement agencies, 
information may be received which may 
relate to a case then under the investigative, 
jurisdiction of another government agency 
but it is necessary to maintain this . 
information in order to provide leads for . 



appropriate law enforcement purposes and to 
establish patterns of activity which may 
relate to the jurisdiction of both the 
USACIDC and other agencies. 

(d) From subsection (e)(2) because 
collecting information from the subject of 
criminal investigations would thwart the 
investigative process by placing the subject 
of the investigation on notice thereof. 

(e) From subsection (e)(3) because 
supplying an individual with a form 
containing the information specified could 
result in the compromise of an investigation, 
tend to inhibit the cooperation of the 
individuals queried, arid render ineffectual . ^ 
investigative techniques and methods utilized 
by USACIDC in .the performance of their 
criminal law enforcement duties. 

(f) From subsection te)(5) because this 
requirement would unduly hamper the 
criminal investigative process due to the 
great volume of records maintained and the 
necessity for rapid information retrieval and 
dissemination. Also, in the collection of 
information for law enforcement purposes, it 
is impossible to determine what information 
is then accurate, relevant, timely, and 
complete. With the passage of time, 
seemingly irrelevant or untimely information 
can only be determined in a court of law. The 
restrictions imposed by subsection (e)(5) 
would restrict the ability of trained 
investigators to exercise their judgment in " . 
reporting on investigations and impede the 
development of criminal intelligence 
necessary for effective law enforcement. 

(g) From subsection (e)(8) because the 
notice requirements of this provision could 
present a' serious impediment to criminal law 
enforcement by revealing investigative 
techniques, procedures, and the existence of 
confidential investigations. 

w. ID-A6509.08DAPE. 

(1) SYSNAME— Registration and Permit 
Files. 

(2) EXEMPTION— This system of records 
insofar as it contains information falling 
within 5 U.S.C. 552a(k)(2) is exempted from 
the release of accounting of disclosures 
would place the subject of an investigation 
on notice that he is under investigation and 
provide him with significant information 
concerning the nature of the investigation 
thus resulting in a serious impediment to 
criminal law enforcement investigations, 
activities or the compromise of properly 
classified material. 

X. ID-A0509.10DAPE.^ 

(1) SYSNAME— Law Enforcement: Offense 
Reporting System (MPMIS). 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C 
552a(j)(2) are exempt from tte following 
provisions of Title 5 U.S.C section 552a: 

(c) (3). (C)(4), (d). (e)(2), (e)(3), (e)(4)(G). 
(e)(4)(H). (e)(8). (fl. and (g). . 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS — (a) From subsection (c)(4), 

(d) (e)(4)(G). (e)(4)(H), (e)(8), (f). and (g) 
because granting individuals access to 
information collected and maintained by this 
component relating to the enforcement of 
criniinal laws could interfere with orderly 
investigations and the orderly administration 
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of justice. Disclosure of this information 
could result in the concealment, alteration or 
destruction of evidence, the identification of 
offenders or alleged offenders, nature and 
disposition of charges, and jeopardize the 
safety and well-being of informants, 
witnesses and their families, and law 
enforcement personnel and their families. 
Disclosure of this information could also 
reveal and render ineffectual investigative 
techniques, sources and methods used by this 
component, and could result in the invasion 
of the privacy of individuals only Incidentally 
related to an investigation. 

(b) From subsection [c) (3) because the 
release of accounting of disclosure would 
place the subject of an investigation on notice 
that he is under investigation and provide 
him with significant information concerning 
the nature of the investigation, thus resulting 
in a serious impediment to law enforcement 
investigation. 

{c} From subsection (e)(2) because in a 
criminal or other law enforcement 
investigation, the requirement that 
information be collected to the greatest 
extent practicable from the subject individual 
would alert the subject as to the nature or 
existence of the investigation and thereby 
present a serious impediment to effective law 
enforcement. 

(d) From, subsection (e)(3) because 
compliance would constitute a serious 
impediment to law enforcement in that it 
would compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential 
informants. 

(e) From subsection (e)(8) because 
compliance with this provision would provide 
an impediment to law enforcement by 
interfering with the ability to issue warrants 
or subpoenas and by revealing investigative 
techniques, procedures, or evidence. 

y. lD-A0509.18bDAPE. 

(1) SYSNAME— Expelled or Barred Person 

Files. 

(2) EXEMPTION— All portions.of this- 
system of records which fall within 5 U.S.C. 
552a (j) (2) are exempt from the following 
provisions of Title 5 U.S.C. section 552a: 

(c) (3), (c)(4), (d). (e)(2). (e)(3). (e)(4)(G). 
(e)(4)(H). (e)(8), (a and (g). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS— (a) From subsections (c)(4), 

(d) . (e)(4)(G). (e)(4)(H). (f) and (g) because 
granting individuals access to information 
collected and maintained by this component 
relating to the enforcement of criminal laws 
could interfere with orderly investigations 
and the orderly administration of justice. 
Disclosure of this information could result in 
the concealment, alteration or destruction of 
evidence, the identification of offenders or 
alleged offenders, and the nature and 
disposition of charges; and jeopardize the 
safety and well-being of informants, 
witnesses and their families, law 
enforcement personnel and their families. 
Disclosure of this information could also 
reveal and render ineffectual investigative 
techniques, sources, and methods used by 
this component, and could result in the 
invasion of the privacy of individuals only 
incidentally related to an investigation. 



(b) From subsection (c)(3) because the 
release of accounting would place the subject 
of an investigation on notice that he is under 
investigation and provide him with 
significant information concerning the nature 
of the investigation, thus resulting in a 
serious impediment to law enforcement 
investigations. 

(c) From subsection (e)(2) because in a 
criminal or other law enforcement 
investigation, the requirement that 
information be collected to the greatest 
extent practicable from the subject individual 
would alert the subject as to the nature or 
existence of the investigation and thereby , 
present a serious impediment to effective law 
enforcement. 

' (d) From subsection (e)(3) because 
compliance would constitute a serious 
impedinient to law enforcement in that it 
could compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential 
informants. 

(e) From subsection (e)(8) because 
compliance with this provision would provide 
an impediment to law enforcement by 
interfering with the ability to issue warrants 
or subpoenas and by revealing investigative 
techniques procedures or evidence. 

z. ID-A0509.19DAPE. 

(1) SYSNAME— Military Police Investigator 
Certification Files. 

(2) EXEMPTION— All portions of this ' 
system of records which fall within 5 U.S.C. 
552a(k) (2), (5), or (7) are exempt from the 
following provisions of Title 5 U.S.C. section 
552a: (d), (e)(4)(G), (e)(4)(H), and (f) because 
disclosure of portions of the information in 
this system of records would seriously impair 
the selection and management of these 
uniquely functioning individuals; hamper the 
inclusion of comments, reports and 
evaluations concerning the performance, 
qualifications, character, actions and 
propensities of the agent; and prematurely 
compromise investigations which either 
concern the conduct of the agent himself or 
investigations wherein he or she is integrally 
or only peripherally involved. Additionally, 
the exemption from access necessarily 
includes exemptions from the amendment 
and the agency procedures which would 
otherwise be required to process these types 
of requests. 

aa. ID-A0509.21DAPE. 

(1) SYSNAMET-Local Criminal Information 
Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(j)(2) are exempt from the following 
provisions of Title 5 U.S.C, section 552a: 
(c)(3), (c)(4). (d), (e)(2). (e)(3), (e)(4)(G), 
(e)(4)(H). (e)(8), (f), and (g). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS— (a) From subsections 
(c)(4)(G), (e)(4)(H). (f), and (g) because 
granting individuals access to information 
collected and maintained by this component 
relating to the enforcement of laws could 
interfere with proper investigations and the 
orderly administration of justice. Disclosure 
of this information could result in the 
concealment, alteration or destruction of 
evidence, the identification of offenders or 



alleged offenders, nature and disposition of 
charges; and jeopardize the safety and well- 
being of informants, witnesses and their 
families, arid law enforcement personnel and 
their families. Disclosure of this information 
could also reveal and render ineffectual 
investigative techniques, sources and 
methods used by this component and could 
result in the invasion of the privacy of 
individuals only incidentally related to an 
investigation. Exemption from access 
necessarily includes exemption from the 
other requirements. 

(b) From subsection (c)(3) because the . 
release of accounting of disclosure would 
place the subject of an investigation on notice 
that he is under investigation and provide 
him with significant information concerning 
the nature of the investigation, thus resulting 
in a serious impediment to law enforcement 
investigations. < 

(c) From subsection (e)(2) because, in a 
criminal or other law enforcement 
investigation, the requirement that 
information be collected to the greatest 
extent practicable from the subject individual 
would alert the subject as to the nature or 
existence of the investigation and thereby 
present a serious impediment to effective law 
enforcement. 

(d) Fromi subsection (e)(3) because 
compliance would constitute a serious 
impediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential 
informants. 

(e) From subsection (e)(8) because . 
compliance with this provision would provide . 
an impediment to law enforcement by 
interfering with the ability to issue warrants 
or subpoenas and by revealirig investigative 
techniques, procedures or evidence. 

ab. 3.— A0511.05DAPE. 

(1) SYSNAME— Traffic Law Enforcement/ 
Vehicle Registration System: MPMIS. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C 
552a(j)(2) are exempt from the following 
provisions of Title 5 U.S.C, section 552a: 

(c) (3), (c)(4), (d), (e)(2), (e)(3). (e)(4)(G), 
(e)(4)(H), (e)(8). (f). and (g). 

(3) AUTHORITY— 5 U.S.C. 552a(j)(2). 

(4) REASONS— (a) From subsections (c)(4). 

(d) , (e)(4)(G). (e)(4)(H). (f), and (g) because 
granting individuals access to information 
collected and maintained by this component 
relating to the enforcement of laws could 
interfere with proper investigations and the 
orderly administration of justice. Disclosure 
of this information could result in the 
concealrhent, alteration or destruction of 
evidence, the identification of offenders or 
alleged offenders, natiire and disposition of 
charges; and jeopardize the safety and well- 
being of informants, witnesses and their 
families, and law enforcement personnel and 
their families. Disclosure of this information 
could also reveal and render ineffectual 
investigative techniques, sources, and 
methods used by this component, and could 
result. in the invasion of the privacy of 
individuals only incidentally related to an 
investigation. -Exemption from access 
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necessarily includes exemption from the 
other requirements." 

(bj From subsection [c)(3] because: the 
release of accounting of disclosure would 
place the subject of an investigation on notice 
that he is under investigation and provide 
him with significant information concerning 
the nature of the invetstigation, thus resulting 
in a serious impediment to law enforcement 
investigations. 

(c) From subsection [e][2) because in a 
criminal or other law enforcement 
investigation, the requirement that 
information be collected to the greatest 
extent practicable from the subject individual 
would alert the subject as to the nature or 
existence of the investigation and thereby 
present a serious impediment to effective law 
enforcement. 

(d) From subsection (e)(3) because 
compliance would constitute a serious ' '. 
impediment to law enforcement in that it 
could compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential 
informants. " 

(e) From subsection (e)(8) because 
compliance with this provision would provide 
an impediment to law enforcement by 
interfering with the ability to issue warrants 
or subpoenas and by revealing investigative 
techniques, procedures or evidence. 

ac. 4. ■ 

(1) SYSNAME— Enlistment Eligibility Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C. 
552a(k)(5) are exempt from the following 
provisions of Title 5 U.S.C. section 552a: (d). 

(3) AUTHORITY— 5 U.S.C. 552a(k)(5). 

(4) REASONS— It is imperative that the 
confidential nature of evaluations and * 
investigatory material on applicants applying 
for enlistment furnished to the US Army 
Recruiting Command under an express 
promise of confidentiality, be maintained to 
insure the candid presentation of information 
necessary in determinations of enlistment 
and suitability for enlistment into the United 
States Army. 

ad. ID-A0702.08aDASG. 

(1) SYSNAME— Army Medical • 
Procurement Applicant Files. 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C, 
552a(k)(5) are exempt from the following 
provisions of Title 5. U.S.C, section 552a: (d) 

(3) AUTHORITY^5 U.S.C.'552a(k)(5). 

(4) REASONS— It is imperative , that the 
confidential nature of evaluation 
investigatory material on applicants 
furnished to the Army Medical Procurement 
Program under, an express promise of 
confidentiality, be maintained to ensure that 
candid presentation of . information necessary 
in determinations involving selection for 
AMEDD training programs and for suitability 
for commissioned service and future . 
promotion. ' ' . 

ae. ID-A0704.10bMEPCOM... 

(1) SYSNAME— ASVAB Institutiorial Test 
Scoring and Reporting System. 

'(2) EXEMPTION— All portions of this 
system which fall within 5 U.S.C. 552a(k)(6) 
are exempt from.the following provision of 
Title 5 U.S:C., section 552a: (d). 



(3) AUTHORITY— 5 U.S.C. 552a(k)(6). 

(4) REASONS— Exemption is needed for 
the portion of records which pertains to 
individual item response on tests, to preclude 
compromise of scoring keys. 

af. ID-A0709.plaDAPE. * 

(1) SYSNAME— United States Military 
Academy Candidate Files. 

(2) EXEMPTION— All portions of this , 
system which fall within 5 U.S.C. 552a (k) (5), 

(6) , or (7) are exempt from. the following 
provisions of Title 5 U.S.C, section 552a: (d). 

(3) AUTHORITY— 5 U.S.C 552a(:k) (5), (6), 
and (7). . . r . 

(4) REASONS— (a) From' subsection (d) 
because access might reveal investigatory 
and testing techniques. The exemption from 
access necessarily includes exemption from . 
amendment, certain agency requirements 
relating to access and amendment of records, 
and civil liability predicated upon agency 
compliance with those specific provisions of 
the Privacy Act. / 

(b) Exemption is necessary to protect the 
identity of individujals who furnished 
information to the United States Military 
Academy which is used in determining. 
suitability, eligibility, or qualifications for 
military service and which vvas provided 
under an express promise of confidentiality. 

(c) Exemption is needed for the portion of 
records compiled within the Academy which 
pertain to testing or examination material ' • 
used to rate individual qualifications, the 
disclosure of which would compromise -the 
objectivity or fairness of the testing or 
examination process. 

(d) Exemption is required for evaluation 
material used by the Academy in determining 
potential for promotion in the Armed 
Services, to protect the identity of a source * 
who furnished information to the Academy 
under an express promise of confidentiality. 

ag. ID-A0709.0aDAPE. , ,^ 

(1) SYSNAME— U.S. Military Academy . 
Personnel Cadet Records. . 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C 
552a(k) (5) or (7) are exempt froiti the 
following provisions of Title 5 U.S.C, section 
552a: (d). • 

(3) AUTHORITY— 5 U.S.C. 552a(k) (5) and 

(7) . - 

(4) REASONS— It is imperative that the . 
confidential nature of evaluation and 
investigatory material on candidates, cadets, 
and graduates, furnished to the United States 
Military Academy under promise of 
confidentiality be maintained to insure the 
candid presentation of information necessary 
in determinations involving admissions to the 
Military Academy and suitability for 
commissioned service and future promotion. 

ah. ID-A0713-09aTRADOC. 

(1) SYSNAME— Skill Qualification Test. 

(2) EXEMPTION— All portions of this 
system which fall under 5 U.S.C. 552a(k)(6) . 
are exempt from the following provisions of 
Title 5 U.S.C, section 552a: (d). , > . 

(3) AUTHORITY— 5 U.S.C. 552a{k)(6). 

(4) REASONS — An exemption is required 
for those portions of the Skill Qualification 
Test system pertaining to individual item 
responses and scoring keys to prelude 



compromise of the test and to insure fairness 
and objectivity of the evaluation system. 

ai. ID-A0720.04DAPE. 

(1) SYSNAME— Army Correctional System: 
Correctional Treatment Records. , . 

(2) EXEMPTION— All portions of this 
system of records which fall within 5 U.S.C 
552a(j)(2) are exempt from the following 
provisions of Title 5 U.S.C section 552a: 
(c)(3), (c)(4), (d), (e)(3), (e)(4)(G). (e)(4)(H). 
(e)(5). (e)(8), (f). and (g). 

(3) AUTHORITY— 5 U.S.C. 552a(j}(2). 

(4) REASONS— Granting individuals 
access to information collected and 
maintained by this component relating to the 
enforcement of criminal laws could interfere 
with the orderly administration of justice.. 
Disclosure of this information could 
jeopardize the safety and well-being of 
information sources, correctional supervisors 
and other confinement facility ' • 
administrator's. Disclosure of the information 
could also result in the invasion of privacy of 
persons who provide information used in 
developing individual treatment programs. 
Further, disclosure could result in a 
deterioration of a prisoner's self-image and 
adversely affect meaningful relationships 
between a prisoner and his counselor or 
supervisor. These factors are, or course, . 
essential to the rehabilitative process. 
Exemption from the remaining provisions is 
predicated upon the exemption from 
disclosure or iipon the need for proper 
functioning of correctional prograins. 

aj. ID-A0917.10DASG. 

(1) SYSNAME— Family Advocacy Case 
Management Files, 

(2) EXEMPTION— All portions of this 
system which fall within 5 U.S.C 552a(k) (2) 
and (5) are exempt from the following 
provisions of title 5 U.S.C^section 552a: (d). 

(3) AUTHORITY— 5 U:S.C. 552a(k) (2). and 

(5). .- 

(4) REASONS — Exemptions are needed in 
order.to encourage persons having 
knowledge of abusive or neglectful acts * '. 
toward children to report such information 
and to protect such sources from 
embarrassment or recriminations as vyell as 
to protect their right to privacy. It is essential 
that the identities of all individuals who 
furnish information under an express promise 
of confidentiality be protected. In the case of 
spouse abuse, it is important to protect the, 
privacy of spouses' seeking treatment. 

Additionally,' granting individuals access to 
information relating to criminal and civil law 
enforcement could. interfere with onrgoing 
investigations and the orderly administration 
of justice in that it could result in the 
concealment, alteration, destruction, or . 
fabrication of information, could hamper the 
identification of offenders or alleged 
offenders, and the disposition of charges, and 
could jeopardize the safety and well-being of 
parents, children, and abused spouses. 

ak. ID-A1012.01DAPE. ^ . 

(1) SYSNAME— Applicants/Students, US 
Military Academy Prep Schpo.l. 

(2) EXEMPTION— Parts of this system, 
which fall within 5 U.S.C 552a(k){5) and (7) 
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are exempit horn subsection :(d) of Title 5 
e:S.G., section 552a. 

(3} AOTHOJRITY-^ iU.S.C 552a(k)(5) and 
(7). 

i(4j REASONS— It is imperative that the 
confidential nature of evaluation material on 
individuals, furnished to the US Military 
Academy Preparatory School under an 
express promise of confidentiality, be 
maintained to ensure the candid presentation 
of information necessary in determinations 
involving admission to or retention at the 
United States Military Academy and 
suitability for commissioned military service. 

(e) Exempt OPM records. Three Office of 
Personnel Management systems of records 
apply to Army employees, except for 
nonappropriated fund employees. These 
systems* the specific exemptions determined 
to be neciessary and proper, the records 
exempted, provisions of the Privacy Act from 
which exempted, and justification are set 
forth below: 

(1) Personnel Investigations Records 
(OPM/CENTRAL-9). All material and 
information in these records that meets the 
criteria stated in 5 U.S.C. 552a(k) (1), (2), (3), 
(5), and (6) is exempt from the requirements 
of 5 U.S.C. 552a (c](3) and (d). These 
provisions of the Privacy Act relate to making 
accountings of disclosures available to the 
data subject and access to and amendment of 
records. 

The specific applicability of the exemptions 
to this system and the reasons for the 
exemptions are as follows: 

(i) Personnel investigations may obtain . 
from another Federal agency properly 
classified information which pertains to 
national defense and foreign policy. 
Application of exemption (k](l) may be 
necessary to preclude the data subject's 
access to and amendment of such classified 
information under 5 U.S.C. 552a(d). 

(ii) Personnel investigations may contain 
investigatory material compiled for law 
enforcement purposes other than material 
within the scope of 5 U.S.C. 552a(j](2), e.g., 
investigations into the administration of the. 
merit system. AppHcation of exemption (k)(2) 
may be necessary to preclude the data 
subject's access to or amendment of such 
records, under 552a(c](3) and (d). 

(iii) Personnel investigations may obtain 
from another Federal agency information that 
relates to providing protective services to the 
President of the United States or other 
individuals pursuant to section 3056 of title 
18. Application of exemption (k)(3) may be 
necessary to preclude the data subject's 
access to and amendment of such records 
under 5 U.S.C. 552a(d). 

(iv) All information about individuals in 
these records that meets the criteria stated in 
5 U.S.C. 552a(kK5) is exempt from the 
requirements of 5 U.S.C. 552a[c) (3) and (4). 
These provisions of the Privacy Act relate to 
making accountings of disclosures available 
to the data subject, aiid access to and 
amendment of records. 

These exemptions are claimed because this 
system contains investigatory material 
compiled solely for the purpose of 
determining suitability, eligibihty, and 
qualifications for Federal civilian 
employment. To the extent that the disclosure 



of material wodd reveal the identity of 
source who furnished information to the 
Government under an express promise that 
the identity of the source would held in 
confidence, or, prior to September 27, 1975, 
under an implied promise that the identity of 
the source woulld be held in confidence, the 
application of exemption (k)(5j will be 
required to honor such a promise should the 
data subject request access to or amendment 
of the record, or access to the accounting of 
disclosures of the record. 

(v) All material and information in the 
records that meets the criteria stated in 5 
U.S.C. 552a(k)(6) is exempt from the 
requirements of 5 U.S.C. 552a(d), relating to 
access to and amendment of records by the 
data subject. This exemption is claimed 
because portions of this system relate to 
testing or examination materials used solely 
to determine individual qualifications for 
appointment or promotion in the Federal 
service. Access to or amendment of this 
information by the data subject would 
compromise the objectivity and fairness of 
the testing or exemption process. 

(2) Recruiting, Examining, and Placement 
Records (OPM/GOVT-5). 

(i) All information about individuals in 
these records that meets the criteria stated in 
5 U.S.C. 552a(k)[5) is exempt from the 
requirements of 5 U.S.C. 552a{c)(3) and (d). 
These provisions of the Privacy Act relate to 
making accountings of disclosures available 
to the data subject and access to and 
amendment of records. These exemptions are 
claimed because this system contains 
investigative material compiled solely for the 
purpose of determining the appropriateness 
of a request for approval of an objection to an 
eligible's qualification for employment in the 
Federal service. To the extent that the 
disclosure of such material would reveal the 
identity of a source who furnished 
information to the Government under an 
express promise that the identity of the 
source would be held in confidence, the 
application of exemption (k](5) will be 
required to honor such a promise should the 
data subject request access to the accounting 
of disclosures of the record. 

(ii) All material and information in these 
records that meets the criteria stated in 5 
U.S.C, 552a(k)(6).are exempt from the 
requirements of 5 U.S.C. 552a(d), relating to 
access to and amendment of records by the 
subject. The exemption is claimed because 
portions of this system relate to testing or 
examination materials used solely to 
determine individual qualification for 
appointment or promotion in the Federal 
service and access to or amendment of this 
information by the data subject would 
compromise the objectivity and fairness of 
the testing or examining process. 

(3) Personnel Research Test Validation 
Records (OPM/GOVT-6). All material and 
information in these records that meets the 
criteria stated in 5 U.S.C. 552a(k)(6) is exempt 
from the requirements of 5 U.S.C. 552a(d), 
relating to access to and amendment of the 
records by the data subject. This exemption 
is claimed because portions of this system 
relate to testing or examination materials 
used solely to determine individual 
qualifications for appointment or promotion 



in the Federal service. Access to or 
amendment of this information by the data 
subject would compromise the objectivity 
and fairness of the testing or examination 
process. 

Appendix A — ^Example of System of Records 
Notice 

A0319.01DACA 
System name: 
Out-of-Service Accounts Receivables. 

System location: 

US Army Finance and Accounting Center, 
Ft Benjamin Harrison, IN 46249. 

Categories of individuals covered by the 
system: 

Separated and retired military/ civilian 
personnel and others indebted to the US 
Army. 

Categories of records in tfie system: 

Records of current and former military 
members and civilian employees* pay 
accounts showing entitlements, deductions, 
payments made, and any indebtedness 
resulting from deductions and payments 
exceeding entitlements. These records 
include, but are riot limited to: 

a. Individual military pay records, 
substantiating documents such as military 
pay orders, pay adjustment authorizations, 
military master pay account printouts from 
the Joint Uniform Military Pay System 
(JUMPS), records of travel payments, 
financial record data folders, miscellaneous 
vouchers, personal financial records, credit 
reports, promissory notes, individual 
financial statemeiits, and correspondence; 

b. Application for waiver of erroneous 
payments or for remission of indebtedness 
with supporting documents, including, but not 
limited to statements of financial status 
(personal income and expenses], statements 
of commanders and /or accoimting and 
finance officers, correspondence with 
members and employees; 

, c. Claims of individuals requesting 
additional payments for service rendered 
with supporting documents including, but not 
limited to, time and attendance reports, leave 
and earnings statements, travel orders and/ 
or vouchers, and correspondence with 
members and employees; 

d. Delinquent accounts receivable from 
field accounting and finance officers 
including, but not limited to, returned checks, 
medical services billings, collection records, 
and summaries of the Army Criminal 
Investigations Command and/or Federal 
Bureau of Investigation reports: 

e. Reports from probate courts regarding 
estates of deceased debtors; 

f. Reports from bankruptcy courts regarding 
claims of the United States against debtors. 

Authority for maintenance of the system: 

31 U.S.C, section 3711; 10 U.S.C. section 
2774; and 12 U.S.C. section 1715. 

Purpose: 

To process, monitor, and post-audit 
accounts receivable, to administer the 
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Federal Claims Collection Act, and to answer 
inquiries pertaining thereto. 

Routine users of records maintained in ttie 
system, including categories of users and tlie 
purposes of such uses: 

Information may be disclosed to: 
US Department of Justice/US Attorneys: 
For legal action and/or final disposition of 
the debt claims. The litigation briefs 
(comprehensive, written referral 
recommendations) will restructure the entire 
scope of the collection cases. 

Internal Revenue Service: To obtain locator 
status for delinquent accounts receivables; 
(Automated controls exist to preclude 
redisclosure of solicited IRS address data); 
and/or to report write-off amounts as taxable 
income as pertains to amounts compromised 
and accounts barred from litigation due to 
age. 

Private Collection Agencies: For collection 
action when the Army has exhausted its 
internal collection efforts, . 

Disclosure to. Consumer Reporting Agencies: 

Disclosures pursuant to 5 U.S.C. 552a(b)(12) 
may be made to "consumer reporting 
agencies" as defined in the Fair Credit 
Reporting Act (15 U.S.C. 1681a(f) or the 
Federal Claims Collection Act of 1966 (31 
U.S.C. 3701(a)(3)) when an individual is 
responsible for a debt to the US Army, 
provided the debt has been validated, is 
overdue, and the debtor has been advised of 
the disclosure and his rights to dispute, 
appeal or review the claim; and/or whenever 
a financial status report is requested for use " 
in the administration of the Federal Claims 
Collection Act. Claims of the United States 
may be compromised, terminated or 
suspended when warranted by information 
collected. 

Policies and practices for storing, retrieving, 
accessing, retaining, and disposing of records 
in the system: 

Storage: 

Paper records in collection file folders and 
bulk storage; card files, computer magnetic 
tapes and printouts; microfiche. 

Retrievobility: 

By Social Security Number, name, and 
substantiating document number; 
conventional indexing is used to retrieve 
data. 

Safeguards: 

The US Army Finance and Accounting 
Center employs security guards. An employee 
badge and visitor registration system is in 
effect. Hard copy records are maintained in 
areas accessible only to authorized personnel 
who are properly screened, cleared and 
trained. Computerized records are accessed 
by custodian of the records system and by 
persons responsible for servicing the record 
system in the performance of their official 
duties. Certifying finance and accounting 
officers of debts have access to debt 
information to confirm if the debt is valid and 
collection action is to be continued. Computer 
equipment and files are located in a separate 
secured area. 



Retention and disposal: 

Individual military pay records and 
accounts receivables are converted to 
microfiche and retained for 6 years. 
Destruction is by shredding. Retention 
periods for other records vary. according to 
category, but total retention does not exceed 
56 years; these records are sent to the Federal 
Records Center, General Services 
Administration at Dayton, Ohio; destruction 
is by burning or salvage as waste paper. 

System manager(s) and address: >■ - 

Commander, US Army Finance and 
Accounting Center, Indianapolis, lN.46249. 

Notification procedure: 

Individuals desiring to know whether this 
system of records contains information about 
them should contact the System Manager, 
ATTN: FINCP-F, furnishinjg full name. Social 
Security Number, and miHtary status or other 
information verifiable from the record itself. 

Record access procedures: 

Individuals seeking access to records in 
this system pertaining to them should submit 
a written request as indicated in 
"Notification procedure" and furnish 
information required therein. . 

Contesting record procedures: . ■ 

The Army's rules for access to records and 
for contesting and appealing initial 
determinations, are contained in Army 
Regulation 340-21 (32 CFR part 505). 

Record source categories: 

Information is received from Department of 
Defense staff and field installations, Social 
Security Administration, Treasury 
Department, financial organizations, and 
automated system interface. 

Systems exempted from certain provisions of 
the act: 

None. 

Appendix B— Example of Report for New 
System of Records 

Narrative Statement 

1. System Identification and Name: 
A0404.02DAJ A, Courts>Martial Files. 

2. Responsible Official: Mr. James D. 
Kemper, US Army Legal Services Agency, 
Office of The Judge Advocate General, Room 
204B, Nassif Building, Falls Church, VA 
22041. 

3. Purpose of the System: Records of trial 
by court-martial are necessary for the 
purpose of legal review and final action in 
court-martial cases. After completion of 
appellate review, they protect each accused 
against a subsequent trial for the same 
offense(s), 

4. Authority for the System: Title 10 U.S.C, 
Chapter 47, Section 865 states that, in the 
case of a general court-martial or when 
sentence that includes a bad conduct 
discharge is approved by the convening 
authority in a special court-martial, the 
record will be sent to The Judge Advocate- . 
General. All other special and summary 
court-martial records will be reviewed by a 
Judge Advocate. 



5. Number for estimate) of individuals on 
whom records will be maintained: 
Approximately 7,000,000. 

6. Information on First Amendment > 
Activities: The system contains no 
information on First Amendment activities 
per se; however, the system may include 
records of trial in which the charged 
misconduct was an activity arguably 
protected by the First Amendment. 

7. Measures to Assure Information 
Accuracy: In a trial by court-martial, the 
accused has a unique opportunity to assure 
that his record is accurate, relevant, timely, 
and complete as it is made. He has the right 
to be present at trial, to be represented by 
counsel in general and special courts-martial 
and to consult with counsel prior to a 
summary courts-martial to review and 
challenge all information before it is 
introduced into evidence, to cross-examine 
all witnesses against him, to present evidence 
in his behalf, and in general and special 
courts-martial, to review and comment upon 
the record of trial before the convening 
authority's action., 

8. Other Measures to Assure System 
Security: As courts-martial records reflect 
criminal proceedings ordinarily open to the 
public, copies are normally releasable to the 
public pursuant to the Freedom of 
Information Act. However, access to the 
original records is limited to authorized 
individuals. Security measures consist of 
standard physical security devices and 
civihan and military guards. ■ 

9. Relationship to State/Local Government 
Activities: None, - ' 

10. Supporting Documentation: Proposed . 
system notice and proposed exemption rule 
are at End 1 and 2 respectively. 

Appendix C — ^Provisions of the Privacy Act 
from which a General or Specific Exemption 



May Be Claimed 


Exemption 


Section of the Privacy Act 


0(2). . 


(l^)(l-7) 


No 


No 


(b)(1) Disclosures within the 






Department of Defense. 


No 


No 


(2) Disclosures to. the 






public. 


No. 


No 


(3) Disclosures for a "Rou- 






tine Use." / 


No 


No 


(4) Disclosures to the 






Bureau of Census. 


No 


No 


(5) Disclosures for statistical 






research and reporting. 


No 


No 


• (6) Disclosures to the Na- 






tional Archives. 


No 


No 


(7) Disclosures for law en- 






forcement purposes. 


No 


No 


(8) Disclosures under emer- 






gency circumstances. 


No 


No 


(9) Disclosures to the Con- 






gress. 


No 


No 


(10) Disclosures to the Gen- 






eral Accounting Office. • 


No 


No 


(1 1 ) Disclosures pursuant to 






court orders. 


No 


No 


(12) Disclosure to consumer 






reporting agencies. 


No 


No 


(c)(1) Making disclosure ac- 






countings. 


No 


No 


(2) Retaining disclosure ac- 






countings. 
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Exemption 


Section of the Privacy Act 


am 




(k)(l-7) 


Yes 


Yes 


(c)(3) Making disclosure ac- 
counting available to the in- 
dividual. 


Yes 


No 


(c)(4) Informing prior recipients 
of corrections. 


Yes 


Yes 


(d)(1) Individual access to 
records. 


Yes 


Yes 


(2) Amending records. 


Yes 


Yes 


(3) Review of the Compo- 
nent's refusal to amend a 
record. 


Yes 


Yes 


(4) Disclosure of disputed 
information. 


Yes 


Yes 


(5) Access to information 
compiled in anticipation of 
civil action. 


Tes 


Yes 


(e)(1) Restrictions on collect- 
ing information. 


Yes 


No 


(e)(2) Collecting directly from 
the individual. 


Yes 


No 


(3) Informing individuals 
from, whom information is 
requested. 


No 


No 


(e)(4)(A) Describing the name 
and location of the system. 


No 


No 


(B) Discribing categories of 
individuals. 


No 


No 


(C) Describing categories of 
records. 


No 


No 


(D) Describing routine uses. 


No 


No 


(E) Describing records man- 
agement policies and 
practices. 


No 


No 


(F) Identifying responsible 
officials. 


Yes 


Yes 


(e)(4)(G) Procedures for deter- 
mining if a system contains 
a record on an individual. 


Yes 


Yes 


(H) Procedures for gaining 
access. 


Yes 


Yes 


(1) Describing categories of 
information sources. 


Yes 


No 


(e)(5) Standards of accuracy. 


No 


No 


(e)(6) Validating records 
before disclosure. 


No 


No 


(e)(7) Records of First Amend- 
ment activities. 


No 


No' 


(e)(8) Notification of disclosure 
under compulsory legal 
process. 


No 


No 


(e)(9). Rules of conduct. 


No 


No 


(e)(10) Administrative, techni- 
cal and physical safeguards. 


No 


No 


(11) Notice for new and re- 
vised routine uses. 


Yes 


Yes 


(f)(1) Rules for determining if 
• an individual is subject of a 
record. 


Yes 


Yes 


(f)(2) Rules for handling 
access requests. 


Yes 


Yes 


(f)(3) Rules for granting 
access. 


Yes 


Yes 


(f)(4) Rules for amending 
records. 


Yes 


Yes 


(f)(5) Rules regarding fees. 


Yes 


No 


(g)(1) Basis for civil action. 


Yes 


No 


(g)(2) Basis for judicial review 
and remedies for refusal to 
amend. 


Yes 


No 


(g)(3) Basis for judicial review 
. and remedies for denial of 
access. 


Yes 


No 


(g)(4) Basis for judicial review 
and remedies for other fail- 
ure to comply. 


Yes 


No 


(g)(5) Jurisdiction and time 
limits. 


Yes 


No 


(h) Rights of legal guardians. 


No 


No 


(i)(1) Criminal penalties for un- 
authorized disclosure. 



Exemption 








Section of the Privacy Act 






(i)(2) 


(k)(l-7) 


No 


No 


(2) Criminal penalties for 
failure to publish. 


No 


No 


(3) Criminal penalties for ob- 
taining records under 
false pretenses. 


Yes 


IMC 


(j) Rulemaking requirement. 


N/A 


No 


(j)(1) General exemption for 
the Central Intelligence 
Agency. 


N/A 


No 


(j)(2) General exemption for 
criminal law enforcement 
records. 


Yes 


N/A 


(k)(1) Exemption for classified 
material. 


N/A 


N/A 


(k)(2) Exemption for law en- 
forcement material. 


Tes 


M/A 


(k)(3) Exemption for records 
pertaining to Presidential 
protection. 


Yes 


N/A 


(k)(4) Exemption for statistical 
records. 


Yes 


N/A 


(k)(5) Exemption for investiga- 
tory material compiled for 
determining suitability for 
employment or service 


Yes 


Ni / A 
rM/M 


(k)(6) Exemption for testing or. 
examination material. 


Yes 


N/A 


(k)(7) Exemption for promotion 
evaluation materials used by 
the Armed Forces. 


Yes 


No 


(1)(1) Records stored in GSA 
records centers. 


Yes 


No 


(I)(2) Records archived before 
September 27, 1 975. 


Yes 


No 


(I)(3) Records archived on or 
after September 27, 1975. 


Yes 


No 


(m) Applicability to govem- 
rtient contractors. 


Yes 


No 


(n) Mailing lists. 


Yes 


No 


(o) Reports on new systems. 


Yes 


No 


(p) Annual report. 



Appendix D — Glossary of Terms 

Section I 

Abbreviations 

AAFES 

Army and Air Force Exchange Service 
AARA 

Access and Amendment Refusal Authority 
ACSIM 

Assistant Chief of Staff for Information 
Management , 

DA 

Department of the Army 
DOD 

Department of Defense 
GAO 

General Accounting Office 
GSA 

General Services Administration 
JUMPS 

Joint uniform mihtary pay system 
MACOM 

Major Army command 



MPMIS 

Military Police management information 
system 

NARS 

National Archives and Records Service 
NGB 

National Guard Bureau 
OMB 

Office of Management and Budget 
OPM 

Office of Personnel Management 
SSN 

Social Security Number 
TAG 

The Adjustant General 
TIG 

The Inspector General 

TJAG ' 

The Judge Advocate General 

USACIDC 

U.S. Army Criminal Investigation Command 

Section II 

Terms 

Access 

The review of a record or obtaining a copy of 
a record or parts thereof in a system of 
records. 

Agency 

The DOD is a single agency for the purpose 
of disclosing records subject to The Privacy 
Act of 1974. For other purposes, including 
access, amendment, appeals from denials of 
access or amendment, exempting systems of 
records, and record-keeping for release to 
non-DOD agencies, the DA is an agency. 

Access and Amendment Refusal Authority 

The Army Staff agency head or major Army 
commander designated sole authority by this 
regulation to deny access to, or refuse 
amendment of, records in his or her assigned 
area or functional speciahzation. 

Confidential source 

A person or organization that has furnished 
information to the Federal Goveriiment under 
an express promise that its identity would be 
withheld, or under an implied promise of 
such confidentiality if this implied promise 
was made before September 27, 1975. 

Data subject 

The individual about whom the Army is 
maintaining information in a systeni of 
records. 

Disclosure 

The furnishing of information about an 
individual by any means, to an organization, 
Government agency, or to an individual who 
is not the subject of the record, the subject's 
designated agent or legal guardian. Within 
the context of the Privacy Act and this 
regulation, this term applies only to personal 
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information that is a part of a system of 
records. 

Individual 

A living citizen of the United States or an 
alien admitted for permanent residence. The 
Privacy Act rights of an individual riiay be 
exercised by the parent or legal guardian of a 
minor or an incompetent. (The Privacy Act 
confers no rights on deceased persons, nor 
may their next-of-kin exercise any rights for 
them.) 

Maintain 

Collect, use, maintain, or disseminate. 
Official use 

Any action by a member or employee of DOD 
that is prescribed or authorized by law or a 
regulation and is intended to perform a 
mission or function of the Department. 

Personal information 

Information about an individual that is 
intimate or private to the individual, as 
distinguished from information related solely 
to the individual's official functions or public 
life. 

Privacy Act request 

A request from an individual for information 
about the existence of, or for access to or 
amendment of, a record about him or her that 
is in a system of records. The request must 
cite or implicitly refer to the Privacy Act. 

Record 

Any item, collection, or grouping of 
information about an individual that — 

a. Is kept by the Government including, but 
not limited to, an individual's home address, 
home telephone number, SSN, education, 
financial transactions, medical history, and 
criminal Or employment history. 

b. Contains an individual's name, 
identifying number, symbol, or other • 
individual identifier such as a finger, voice 
print, or a photograph. 

Routine use 

Disclosure of a record outside DOD without 
the consent of the subject individual for a use 
that is compatible with the purpose for which 
the information was collected and 
maintained by DA. The routine use must be 
included in the published system notice for 
the system of records involved. 

Statistical record 

A record maintained only for statistical 
research or reporting purposes and not used 
in whole or in part in making determinations 
about specific individuals. 

System manager 

The official responsible for policies and 
procedures for operating and safeguarding a 
system or records. This official is located 
normally at Headquarters, DA. 

System of records 

A group of records under the control of DA 
from which information is retrieved by the 
individual's name or by some identifying 
number, symbol, or other identifying 
particular assigned to the individual. System 
notices for all systems of records must be 



published in the Federal Register. (A grouping 
or files series of records arranged 
chronologically or subjectively that is not * 
retrieved by individual identifier is not a 
system of records, even though individual 
information could be retrieved by such an 
identifier, such as through a paper-by-paper 
search.) . 

part 701— availability of 
dIepartment of the navy 
records and publication of 
department of the navy 
documents affecting the public 

Subpart F— Personal Privacy and Rights of 
Individuals Regarding Their Personal 
Records 

Sec. 

701.100 Purpose. 

701.101 Scope and effect. 

701.102 Policy, responsibilities, and 

. authority. \ ■ 

701.103 Definitions. 

701.104 Notification, access, and 
amendment procedures. 

701.105 Disclosure to others and disclosure 
accounting. 

701.106 Collection of personal information 
from individuals. 

701.107 Safeguarding personal information. 

701.108 Exemptions. 

701.109 Contractors. 

701.110 Judicial sanctions. 

701.111 Government contractors. 

701.112 Matching program procedures. 

701.113 Rules of access to agency records. 

701.114 Rules for amendment requests. 

701.115 Rules of conduct under the Privacy 
Act. 

701.116 Blanket routine uses. 
Subpart G— Privacy Act Exemptions 

701.117 Purpose. 

701.118 Exemption for classified records. 

701.119 Exemptions for specific Navy 
records systems. 

701.120 Exemptions for specific Marine 
Corps records systems. 

Subpart F— Personal Privacy and 
Rights of individuals Regarding Their 
Personal Records 

Authority: Pub. L. 93-579. 88 Stat. 1896 (5 
U.S.C 552a). 

Source: 52 FR 11052, Apr. 7, 1987, unless 
otherwise noted. 

§701.100 Purpose. 

32 CFR part 701, subparts F and G 
delineate revised policies, conditions, 
and procedures that govern collecting 
personal information, and safeguarding, 
maintaining, using, accessing, amending, 
and disseminating personal information 
kept by the Department of the Navy in 
systems of records. They implement 5 
U.S.C. 552a (the Privacy Act of 1974), 
and the Department of Defense 
Directive 5400.11 series, Personal 
Privacy and Rights of Individuals 
Regarding Their Personal Records (DOD 



Dir. 5400.11) (32 CFR part 310), and 
prescribe: 

(a) Procedures whereby individuals 
can be notified if any system of records 
contain a record pertaining to them. 

(b) Requirements for verifying the 
identity of individuals who request their 
records, before the records are made 
available to them. 

(c) Procedures for granting access to 
individuals upon request for their 
records. 

(d) Procedures for reviewing a request 
from individuals to amend their records, 
for making determinations on requests, 
and for appealing adverse 
determinations. 

(e) Procedures for notifying the public 
of the existence and character of each 
system of records. 

- (f) Procedures for disclosing personal 
information to third parties. 

(gj Procedures for exempting systems 
of records from certain requirements of 
5 U.S.C. 552a. , 

(h) Procedures for safeguarding 
personal information. 

(i) Rules of conduct for the 
Department of the Navy personnel, who 
will be subject to criminal penalties for 
noncompliance with' 5 U.S.C. 552a. See 
§701.115. 

§701.101 Scope and effect. 

(a) Applicability. 32 CFR part 701, 
subparts F arid G apply throughout the 
Department of the Navy, and to any 
contractor maintaining a system of 
records to accomplish a Department of 
the Navy mission. For the purposes of 
any criminal liabilities adjudged, any 
contractor and any employee of such 
contractor shall be considered to be an 
employee of the Navy Department. 
Additionally, all requests by individuals 
for records (located in a system of 
records) pertaining to themselyes which 
specify either the Freedom of 
Information Act or the Ptivacy Act (but 
not both) shall be treated under the 
procedures established under the Act 
specified in the request. When the 
request specifies, that it be processed 
under both the Freedom of Information 
Act and the Privacy Act, Privacy Act 
procedures should be employed. The 
individual should be advised that, while 
the Department of the Navy has elected 
to process his/her request in accordance 
with Privacy Act procedures, he/she can 
be assured that he/she will be provided 
with all the information that can be 
released under 'either the Privacy Act or 
the Freedom of Information Act. 
Requests may fall, however, within the 
scope of other applicable directives as 
follows: 
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(1) Requests from an individual about 
another individual are governed by the 
provisions of 5 U.S.C. 552 (Freedom of 
Information Act) and the SECNAVINST . 
5720.42 series (32 CFR part 701, subparts 
A through D). 

(2) Requests by the General 
Accounting Office for information or 
records pertaining to individuals, except 
with respect to the requirements for 
disclosure accountings as provided in 

§ 701.107(c) are governed by the 
SECNAVINST 5740.26 series, Relations 
with the General Accounting Office. 

(3) Official and third party requests 
for information from systems of records 
controlled by the Office of Personnel 
Management shall be governed by 5 
CFR part 297 and the Federal Personnel 
Manual. 

(b) Other directives. In case of a 
conflict, 32 CFR part 701, subparts F and 
G, take precedence over any existing 
Navy directive that deals with the 
personal privacy and rights of 
individuals regarding their personals 
records, except for disclosure of 
personal information required by 5 
U.S.C, 552 (Freedom of Information Act) 
and implemented by the SECNAVINST 
5720.42 series (32 CFR part 701. subparts 
A through D). 

§ 701.102 Policy, responsibilities and 
authority. 

(a) Policy. Subject to the provisions of 
32 CFR part 701, subparts F and G. it is 
the policy of the Department of the Navy 
to: 

(1) Ensure that all its personnel at all 
echelons of command or autliority 
comply fully with 5 U.S.C. 552a to 
protect the privacy of individuals from 
unwarranted invasions. Individuals 
covered by this protection are living 
citizens of the United States or aliens 
lawfully admitted for permanent 
residence. A legal guardian of an 
individual or parent of a minor has the 
same rights as the individual or minor 
and may act on the individual's or 
minor's behalf. (A member of the Armed 
Forces is not a minor for the purposes of 
32 CFR part 701. subparts F and G). 

(2) Collect, maintain, and use only 
that personal information needed to 
support a Navy function or program as 
authorized by law or Executive order, 
and disclose this information only as 
authorized by 5 U.S.C. 552a and 32 CFR 
part 701, subparts F and G. In assessing 
need, consideration shall be given to 
alternatives, such as use of information 
not individually identifiable or use of 
sampling of certain data for certain 
individuals, only. Additionally, 
consideration is to be given to the length 
of time information is needed, and the 
cost of maintaining the information 



compared to the risks and adverse 
consequences of not maintaining the 
information. 

(3) Keep only that personal 
information that is timely, accurate, 
complete, and relevant to the purpose 
for which it was collected. 

(4) Let individuals have access to, and 
obtain copies of, all or any portions of 
their records, subject to exemption , 
procedures authorized by law and 32 
CFR part 701, subparts F and G. 

(5) Let individuals request amendment 
of their records when discrepancies 
proven to be {erroneous, or untimely, 
incomplete, or irrelevant, are noted. 

(6) Let individuals request an 
administrative review of decisions that 
deny them access to, or refuse to amend 
their records. 

(7) Ensure that adequate safeguards 
are enforced to prevent misuse, 
unauthorized disclosure, alteration, or 
destruction of personal information in 
records. 

(8) Maintain no records describing 
how an individual exercises his/her 
rights guaranteed by the First 
Amendment (freedom of religion, 
speech, and press; peaceful assemblage; 
and petition for redress of grievances), 
unless they are: 

(1) Expressly authorized by statute; 

(ii) Authorized by the individual about 
whom the records is maintained; 

(iii) Within the scope of an authorized 
law enforcement activity; or 

(iv) For the maintenance of certain 
items of information relating to religious 
affiliation for members of the naval 
service who are chaplains. This should 
not be construed, however, as restricting 
or excluding solicitation of information 
which the individual is willing to have in 
his/her record concerning rehgious 
preference, particularly that required in 
emergency situations. 

(9) Maintain only systems of records 
which have been published in the 
Federal Register. 

(b) Responsibilities. (1) The Chief of 
Naval Operations (OP-09B) is 
responsible for administering and 
supervising the execution of 5 U.S.C. 
552a and 32 CFR part 701, subparts F 
and G within the Department of the 
Navy. Additionally, the Chief of Naval 
Operations (OP-09B) is designated as 
the principal Privacy Act coordinator for 
the Department of the Navy. 

(2) The Commandant of the Marine 
Corps is responsible for administering 
and supervising the. execution of 5 
U.S.C. 552a and 32 CFR part 701, 
subparts F and G within the Marine 
Corps. 

(3) Each addressee is responsible for 
the execution of the requirements of 5 
U.S.C. 552a within his/her organization 



and for implementing and administering 
a Privacy Act program in accordance 
with the provisions of 32 CFR part 701, 
subparts F and G. Each addressee shall 
designate an official to be Privacy Act 
coordinator to: ^ 

(i) Serve as the principal point of 
contact on all Privacy Act matters. 

(ii) Provide training for activity/ 
command personnel in the provisions of 
5 U.S.C. 552a. 

(iii) Issue implementing instruction. 

(iv) Review internal directives, 
practices, and procedures, including 
those for forms and records, for 
comformity with 32 CFR part 701, 
subparts F and G, when applicable. 

(v) Compile and submit input for the 
annual report and record systems 
notices. 

(vi) Maintain liaison with records 
management officials as appropriate 
(e.g., maintenance and disposal 
procedures and standards, forms, and . 
reports). 

(4) The systems managers are 
responsible for (with regard to systems 
of records under their cognizance): 

(i) Ensuring that all personnel who in 
any way have access to the system or 
who are engaged in the development of 
procedures or handling records be 
informed of the requirements of 5 U.S.C, 
552a and any unique safeguarding or 
maintenance procedures peculiar to that 
system. 

(ii) Determining the content of and 
setting rules for operating the system. 

(iii) Ensuring that the system has been 
published in the Federal Register and 
that any additions or significant changes . 
are prepublished in the Federal Register. 

(iv) Answering requests for 
information from individuals. 

(v) Keeping accountability records of 
disclosures. 

(vi) Evaluating information proposed 
for each system for relevance and 
necessity during the developmental 
phase of a new system or when an 
amendment to an existing system is 
proposed; in addition, annually 
comparing the system with the records 
system notice pubhshed in the Federal 
Register and considering: 

(A) Relationship of each item of 
information to the statutory or 
regulatory purpose for which the system 
is maintained. 

(B) Specific adverse consequences of 
not collecting each category of 
information. 

(C) Possibility of meeting the 
information requirement through use of 
information not individually identifiable 
or through sampling techniques. 

(D) Length of time the information is 
needed. 
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(E) Cost of maintaining the data 
compared to the risk or adverse 
consequences of not maintaining it. 

(F) Necessity and relevance of the 
information to the mission of the 
command. 

(vii) Keeping the Privacy Act 
coordinator informed of non-routine 
Privacy Act requests. 

(5) Each employee of the Department 
of the Navy has certain responsibilities 
for safeguarding the rights of others. 
Employees shall: 

(i) Not disclose any information 
contained in a system of records by any 
means of communication to any person, 
or agency, except as authorized in 32 
CFR part 701, subparts F and G. 

(ii) Not maintain unpublished official 
files which would fall under the 
provisions of 5 U.S.C. 552a, 

(iii) Safeguard the privacy of 
individuals and the confidentiahty of 
personal information contained in a 
system of records. 

(iv) Familiarize themselves with the 
Rules of Conduct. See § 701.115.. 

(c) Denial authority. Only the 
following chief officials, their respective 
vice commanders, deputies, and those 
principal assistants specifically 
designated by the chief official are 
authorized to deny requests for 
notification, access, and amendment 
made under 32 CFR part 701, subparts F 
and G, when the records relate to 
matters within their respective areas of 
command, technical, or administrative 
responsibility, as appropriate. 

(1) For the Navy Department The 
Civilian Executive Assistants; the Chief 
of Naval Operations; the Commandant 
of the Marine Corps; the Chief of Naval 
Personnel; the Commanders of Naval 
Systems Commands; the Commanders 
of the Naval Intelligence Command, 
Naval Security Group Command, and 
Naval Telecommunications Command; 
the Commander, Naval Medical 
Command; the Auditor General of the 
Navy; the Naval Inspector General; the 
Assistant Deputy Chief of Naval 
Operations (Civilian Personnel/Equal 
Employment Opportunity); the Chief of 
Naval Education and Training; the Chief 
of Naval Reserve; the Chief of Naval 
Research; the Commander, Naval 
Oceanography Command; the Director, 
Naval Civilian Personnel Command; the 
heads of Department of the Navy Staff 
Offices, Boards, and Councils; the 
Assistant Judge Advocate General (Civil 
Law); and the Assistant Judge Advocate 
General (Military Law). 

(2) For the Shore EstobUshment. (i) 
All officers authorized pursuant to 10 
U.S.C. 822, or designated as empowered 
in Section 0103d, JAGINST 5800.7 series, 



Manual of the Judge Advocate General, 
to convene general courts martial. 

(ii) The Director, Naval Security and 
Investigative Command and the 
Assistant Commander (Management* 
and Operations), Naval Legal Service 
Command. 

(3) In the Operating Forces, (i) All 
officers authorized pursuant to 10 U.S.C. 
822, or designated as empowered in 
Section 0103d, JAGINST 5800.7 series, 
Manual of the Judge Advocate General, 
to convene general courts martial. 

(d) Review authority. (1) The 
Assistant Secretary of the Navy 
(Manpower and Reserve Affairs), as the 
Secretary's designee, shall act upon 
requests for administrative review of 
initial denials of requests for 
amendment of records related to fitness 
reports and performance evaluations of 
military personnel. 

(2) The Judge Advocate General and 
the General Counsel, as the Secretary's 
designees, shall act upon requests for 
notification, access, or amendment of 
records, as set forth in § 701.104 (b), (c), 
and (d), other than as indicated in 
paragraph (d)(1) of this section,* and 
other than initial denials of requests for 
notification, access, or amendment of 
records from civilian Official Personnel 
Folders or records contained on any 
other Office of Personnel Management 
(OPM) forms, which Will be reviewed by 
OPM. 

(e) The authority of the Secretary of 
the Navy, as the head of ah agency, to 
request records subject to the 5 U.S.C. 
552a from an agency external to the 
Department of Defense for civil or 
criminal law enforcement purposes, 
pursuant to subsection (b)(7) of 5 U.S.C. 
552a, is delegated to the Commandant of 
the Marine Corps, the Director of Naval 
Intelligence, the Judge Advocate 
General, and the General Counsel. 

§701.103 Definitions. 

For the purposes of 32 CFR part 701, 
subparts F and G, the following 
meanings apply: 

(a) Access. Reviewing or obtaining 
copies by individuals of records that 
pertain to themselves, or by agents 
designated by the individuals, or by 
individual's legal guardians, that are a > 
part of a system of records. 

(b) Agency. For purposes of disclosing 
records, the Department of Defense is an 
"agency". For all other purposes, to 
include applications for access and 
amendment, "denial of access and 
amendment, appeals from denials, and 
recordkeeping about release to non- 
DOD agencies, each DOD component is 
considered a separate "agency". 

(c) Confidential source. Any 
individual or orgainization that has given 



information to the Federal government 
under: (1) An express promise that the 
identity of the source would be • 
withheld, or (2) an implied promise to 
withhold the identity of the source made 
before September 27, 1975. 

(d) Disclosure. The conveyance of 
information about an individual, by any 
means of communication, to an 
organization or to an individual who is 
not the subject of the record.' In the 
context of the 5 U.S.C 552a and 32 CFR 
part 701, subparts F and G, this term 
only applies to personal information that 
is part of a system of records. 

(e) . Individual. A living citizen of the 
United States, or an' alien lawfully 
admitted for permanent residence; or a 
member of the United States naval 
service, including a minor. Additionally, 
the legal guardian of an iridividual or a 
parent of a minor has the same rights as 
the individual, and may act on behalf of 
the individual concerned under 32 CFR 
part 701, subparts F and G. Members of 
the naval service, once properly 
accepted, are not minors for purposes of 
32 CFR part 701, subparts F and G. The 
use of the term "individuar* does not, 
however, vest rights in the 
representatives of decedents to act on 
behalf of the decedent under 32 CFR 
part 701, subparts F and G (except as 
specified in § 701.105(b), nor does the 
term embrace individuals acting in an 
entrepreneurial capacity (e.g., sole 
proprietorships and partnerships). 

(f) Maintain. When used in the 
context of records on individuals, 
includes collect, file or store, preserve, 
retrieve, update or change, use, or 
disseminate. 

(g) Official use. Within the context of 
32 CFR part 701, subparts F and G, this 
term encompasses those instances in 
which officials and employees of the 
Department of the Navy have a 
demonstrated need for use of any record 
to complete a mission or function of the 
Department, or which is prescribed or 
authorized by a directive. 

(h) Personal information. Information 
about an individual that is intimate or . 
private to the individual, as. 
distinguished from information related 
solely to the individual's official 
function or public life. 

(i) Privacy Act request. A request 
from an individual for information about 
himself/herself concerning the existence 
of, access to, or amendment of records 
that are located in a system of records. 
(The request must cite or reasonably 
imply that it is pursuant to 5 U.S.C. 
552a). 

(j) Record. Any item, collection, or 
grouping of information about an 
individual that is maintained by or for 
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the Department of the Navy or by an 
element of the Navy Department, 
operating forces, or shore establishment, 
including, but not limited to, the 
individual's education, financial 
transactions, medical history, and 
criminal or employment history, and 
that contains his/her name, symbol, or 
other identifying particular assigned to 
the individual, such as a finger or voice 
print or a photograph. 

(k) Risk assessment An analysis 
which considers information isensitivity, 
vulnerability, and cost to a computer 
facility or word processing center in 
safeguarding personal information 
processed or stored in the facility or 
center. 

[\) Routine use. The disclosure of a 
record outside the Department of 
Defense for a use that is compatible 
with the purpose for which the records 
were collected and maintained by the 
Department of Defense. The routine use 
must be included in the published 
system notice for the system of records 
involved. 

(m) Statistical record A record 
maintained for statistical research or 
reporting purposes only, which may not 
be used in whole or in part in making 
any determination about an identifiable 
individual. 

(n) System of records. A group of 
records from which information "is", as 
opposed to "can be", retrieved by the 
name of the indiyidual or by some 
identifying number, symbol, or other 
identifying particular assigned to the 
individual. The capability to retrieve 
information by personal identifiers 
alone does not subject a system of 
records to 5 U.S.C. 552a and 32 CFR part 
701, subparts F and G. 

(o) System manager. That official who 
has overall responsibility for records 
within a particular sy stern. He/she may 
serve at any level in the Department of 
the Navy. Systems managers are 
indicated in the published record 
systems notices. If more than one 
official is indicated as a system 
manager, initial responsibility resides 
with the manager at the appropriate 
level (e.g., for local recprds, at the local 
activity). 

(p) Working day. All days excluding 
Saturday, Sunday, and legal holidays. 

§701.104 Notification, access, and 
amendment procedures. 

(a) General — (1) Summary of 
requirements, [i] Notification procedures 
are provided under subsection (e)(4) of 5 
U.S.C. 552a to enable an individual to 
ascertain from the appropriate system 
manager whether or not a particular 
system of records contains information 
pertaining to him/her. If the system does 



contain such a record, the- individual 
may request access to the record, 
pursuant to subsection {d)(l) of 5 U.S.C. 
552a, to ascertain the contents. 
Amendment procedures are provided 
under subsections (d) (2) and (3) of 5 
U.S.C. 552a, to enable the individual to 
seek correction or deletion of 
information about himself/herself in the . 
record which he/she considers to be 
erroneous. If a request for amendment is 
denied after a final determination, the 
individual may file a "statement of 
dispute," to be noted in the pertinent 
records and to be shown in connection 
with disclosures of such records. 
Individuals have a statutory right to 
obtain administrative review of denials 
of requests for amendment, and by 32 
CFR part 701, subparts F and G, are 
accorded the right to obtain similar 
review of denials of requests for 
notification and access. 

(ii) The provisions of this section 
apply to requests by individuals, or their 
authorized representatives, for records 
pertaining to themselves that are 
contained in systems of records. 32 CFR 
part 701, subparts F and G does not, 
however, require that an individual be 
given notification or access to a record 
that is not retrieved by name or other 
individual identifier. Requests for 
amendment of records contained in a 
system of records will normally be 
processed in accordance with 32 CFR 
part 701, subparts F and G, unless: (A) 
they are routine requests for 
administrative corrections not 
specifying that they are made under 32 
CFR part 701, subparts F and G or 5 
U.S.C. 552a, or (B) they are requests 
addressed to the Board for Correction of 
Naval Records, which is governed by 
other authority. 

(2) System rules. Systems managers 
are responsible for ensuring that, for 
each system of records maintained, a 
records system notice is pubHshed in the 
Federal Register, stating the procedures 
by which an individual may be notified 
whether the system contains records 
pertaining to him/her. Additionally, 
systems riianagers are responsible for 
establishing, and making available to 
individuals upon request, rules 
applicable to requests for access or 
amendment of records within each ' 
system. Such rules must conform to the 
requirements of 32 CFR part 701, 
subparts F and G, and to matters 
indicated in §§ 701.113 and 701.114. In 
addition, they should contain the 
following: 

(1) A statement of custodial officials 
other than the system manager, if any, 
authorized to grant requests for 
notification or access; 



(ii) The minimum formal requirements 
for requests, including applicable • 
requirements for requests to be reduced 
to writing; and, in the case of a request 
to provide the requester's records 
directly to an authorized representative 
who is other than the parent of a minor, 
or other legal guardian — an 
authorization signed within the past 45 
days specifying the records to be 
released and the recipient of the records 
(ntJtarized authorizations may be . 
required if the sensitivity of the 
information in the records warrants); 

(iii) The information which should be 
provided by the individual to assist in 
identifying relevant systems of records 
and the individual identifiers (e.g., full 
name, social security number, etc.) 
needed to locate records in the 
particular system; and, 

(iv) The requirements for verifying the 
requester's identity, to which the 
following policies apply: 

(A) Prior to being given notiiFication or 
access to personal information, an 
individual is required to provide 
reasonable verification of his/her 
identity. No verification of identity, 
however, shall be required of an 
individual seeking notification or access 
to records which are otherwise 
available to any member of the public 
under 32 CFR part 701, subparts A 
through D. 

(B) In the case of an individual who 
seeks notification, access, or 
aniendment in person, verification of 
identity will normally be made from 
those documents that an individual is 
Hkely to have readily available, such as 
an employee or military identification 
card, driver's license, or medical card. 

(C) When notification, access, or 
amendment is requested by mail, 
verification of identity may be obtained 
by requiring the individual to provide 
certain minimum identifying data, such 
as date of. birth and some item of 
information in the record that only the 
concerned individual would likely know. 
If the sensitivity of the information in 
the record warrants, a signed and 
notarized statement of identity may be 
required. 

(D) When a record has already been 
identified, an individual shall not be 
denied notification or access solely for 
refusing to disclose his/her social 
security number. 

(3) Responsibilities for action on 
initial requests, [i] Subject to the - 
provisions of this section and the 
applicable system manager's rules, 
requests for notification and access may 
be granted by officials having custody of 
the records, even if they are not systems 
managers or denial authorities. Requests 
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for amendment may be granted by the 
cognizant system manager. Denials of 
initial requests for notification, access, 
or amendment of records under 32 CFR 
part 701, subparts F and G, however, 
may be made only by those officials 
designated as denial authorities under 
§ 701.102(c). 

(ii) Investigative /non-investigative 
records. (A) Copies of investigative 
records that are compiled by an 
investigative organization, but are in the 
temporary custody of another 
organization, which is holding the record 
for disciplinary, administrative, judicial, 
investigative, or other purposes, are the 
records of the originating investigative 
organization. Upon completion of the 
official action, the investigative reports 
are required to be destroyed or returned, 
in accordance with the instructions of 
the originating investigative activity. 
Individuals seeking notification or 
access, or making other requests under 
32 CFR part 701, subparts F and G, 
concerning such records, shall be 
directed to the originating investigative 
organization. For example,, a request for 
notification or access to a Naval 
Investigative Service report in the 
temporary custody of another activity 
should be forwarded directly to the 
Commander, Naval Security and 
Investigative Command. 

(B) Copies of non-investigative 
records (including medical and/ or 
personnel) located in the files of another 
agency must be referred for release 
determination. The originating agency 
may either authorize the records' release 
by the agency that located them or 
request that they be referred for 
processing. The individual requesting 
his/her records will be notified of 
records referred for processing. 

(4) Blanket requests not honored. 
Requests seeking notification and/or 
access concerning all systems of records 
within the Department of the Navy, or a 
component thereof, shall not be 
honored. Individuals making such 
requests shall be notified that: (ij 
Requests for notification and/or access 
must be directed to the appropriate 
system manager for the particular record 
system, as indicated in the current 
Federal Register systems notices (a 
citation should be provided), and (ii) 
requests must either designate the 
particular system of records to be 
searched, or provide sufficient 
information for the system manager to 
ascertain the appropriate system. 
Individuals should also be provided 
with any other information needed for 
obtaining consideration of their 
requests. 

(5) Criteria for determinations, (i) As 
further explained in § 701.108, portions 



of designated records systems 
(indicated in subpart G of this part) are 
exempt, in certain circumstances, from 
the requirement to provide notification, 
access, and/or amendment. Only denial 
authorities (and the designated review 
authority) may exercise an exemption 
and deny a request, and then only in 
cases where there is specifically 
determined to be a significant and 
legitimate governmental purpose served 
by denying the request. A request for 
notification may be denied only when 
an applicable exemption has been 
exercised by a denial or review 
authority. A request for access may be 
denied by a denial or review authority, 
in whole or part, on the basis of the 
exercise of an applicable exemption or 
for the reasons set forth in paragraph 
(a)(5) (ii) or (iii) of this section. 

(ii) Where a record has been compiled 
in reasonable anticipation .of a civil - 
action or proceeding, a denial authority 
(or the designated review authority) may 
deny an individual's request for access 
to that record pursuant to subsection 
(d)(5) of 5 U.S.C. 552a, provided that 
there is specifically determined to be a 
significant and legitimate governmental 
purpose to be served by denying the 
request. Consultation with the Office of 
the Judge Advocate General, Office of 
General Counsel, or other originator, as 
appropriate, is required prior to granting 
or denying access to attorney-advice 
material. This includes, but is not 
limited to, legal opinions. 

(iii) As indicated in § 7i91.103(e), 
where a record pertains to an individual 
who is a minor, the minor's parent or 
legal guardian is normally entitled to 
obtain notification concerning, and 
access to, the minor's record, pursuant 
to the provisions of this section. When^. 
however, an applicable law or 
regulation prohibits notification to, or 
access by, a parent or legal guardian 
with respect to a particular record, or 
portions of a record, pertaining to a 
minor, the provisions of the governing 
law or regulation and § 701.105, shall 
govern disclosures of the existence or 
contents of such records to the minor's 
parent or legal guardian, (Members of 
the naval service, once properly 
accepted, are not minors for the 
purposes of 32 CFR part 701, subparts F 
and G.) 

(iv) Subject to the provisions of this 
section, a medical record shall be made 
available to the individual to whom it 
pertains unless, in the judgment of a 
physician, access to such record could 
have an adverse effect upon the 
individual's physical or mental health. 
When it has been determined that 
granting access to medical information 
could have an adverse effect upon the 



individual to whom it pertains, the 
individual may be asked to name a 
physician to whom the information shall 
then be transmitted. This shall not be 
deemed a denial of a request for access. 

(6) Time requirements for mailing 
acknowledgements and determinations. 
(i) A request for notification, access, or 
amendment of a record shall be 
acknowledged in writing within 10 . 
working days (Saturdays, Sundays, and 
legal holidays excluded) of receipt by 
the proper office. The acknowledgement 
shall clearly identify the request and 
advise the individual when he/she may 
expect to be advised of action taken on 
the request. No separate ' 
acknowledgement of receipt is 
necessary if a request for notification or 
access can be acted upon, and the 
individual advised of such action, within 
the 10 working day period. If a request 
for iamendment is presented in person, 
written acknowledgement may be 
provided at the time the request is 
presented. - 

(ii) Determinations and required 
action on initial requests for notification, 
access or amendment of records shall be 
completed, if reasonably possible, 
within 30 working days of receipt by the 
cognizant office. - 

[h] Notification procedures —(1) 
Action upon receipt of request. Subject 
to the provisions of this section, upon 
receipt of an individual's initial request 
for notification, the isystem manager or 
the other appropriate custodial official 
shall acknowledge the request as 
required 'by paragraph (a)(6)(i) of this 
section, and take one of the following 
actions; 

(i) If consideration cannot be given to 
the request, because — 

(A) The individual's identity is not 
satisfactorily verified; 

(B) The record system is not 
adequately identified, or the individual 
has not furnished the information 
needed to locate a record within the 
system; or 

(C) The request is erroneously 
addressed to an official having no 
responsibility for the record or system of 
records in question; 

inform the individual of the correct 
means, or additional information 
needed, for obtaining consideration of 
his/her request for notification. 

(ii) Notify the individual, in writing, 
whether the system of records contains 
a record pertaining to him/her (a 
notification that a system of records 
contains no records pertaining to the 
individual shall not be deemed a denial); 

(iii) If it is determined that notification 
should be denied under an available 
exemption and the official is not a 
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denial authority, forward the request to 
the cognizant denial authority, with a 
copy of the requested record, and 
comments and recommendations 
concerning disposition; or 

(iv) liF the official is a denial authority, 
take the appropriate action prescribed in 
paragraph (b](2] of this section. 

(2) Action by denial authority, (i) If 
the denial authority determines that no 
exemption is available or that an 
available exemption should not be 
exercised, he/she shall provide the 
requested notification, or direct the 
system manager or appropriate 
custodial official to do so. 

(ii) If the denial authority determines 
that an exemption is applicable and that 
denial of the notification would serve a 
significant and legitimate governmental 
purpose (e.g., avoid interfering with an 
on-going law enforcement investigation), 
he/she shall promptly send the 
requesting individual an original and 
one copy of a letter stating that no 
records from the systems of records 
specified in the request are available to 
the individual under 5 U.S.C. 552a. The 
letter shall also inform the individual 
that he/she may request further 
administrative review of the matter 
within 60 calendar days from the date of 
the denial letter, by letter to the: 

Judge Advocate General (Code 14], 
Department of the Navy, 200 Stoval Street, 
Alexandria, VA 22332 

The individual shall be further informed 
that a letter requesting such review 
should contain the enclosed copy of the 
denial letter and a statement of the 
individual's reasons for requesting the 
review. 

(iii) A copy of the letter denying 
notification shall be forwarded directly 
to the Chief of Naval Operations (OP- 
09B30) or the Commandant of the 
Marine Corps (Code M], as appropriate. 
These officials shall maintain copies of 
all denial letters in a form suitable for 
rapid retrieval, periodic statistical 
compilation, and management 
evaluation. 

(3) Action by reviewing authority. 
Upon receipt of a request for review of a 
determination denying an individual's 
initial request for notification, the Judge 
Advocate General shall obtain a copy of 
the case file from the denial authority, 
review the matter, and make a final 
administrative determination. That 
official is designated to perform such 
acts as may be required by or on behalf 
of the Secretary of the Navy to 
accomplish a thorough review and to 
effectuate the determination. Within 30 
working days of receipt of the request 
for review, whenever practicable, the 
Judge Advocate General shall inform the 



requesting individual, in writing, of the 
final determination and the action 
thereon. If the final determination is to 
grant notification, the Judge Advocate 
General may either provide the 
notification or direct the system 
manager to do so. If the final 
determination is to deny notification, the 
individual shall be informed that it has 
been determined upon review that there 
are no records in the specified systems 
of records that are available to him/her 
under 5 U.S.C. 552a. 

(c) Access procedures— [1) Fees. 
When a copy of a record is furnished to 
an individual in response to a request 
for access, he/she will normally be 
charged dupUcation fees only. When 
duplication costs for a Privacy Act 
request total less than $30, fees may be 
waived automatically. Normally, only 
one copy of any record or documerit will 
be provided. 

(1) Use the following fee schedule: 

Office copy (per page) , $.10 

Microfiche (per fiche) 25 

(ii) Checks or money orders to defray 
fees/charges should be made payable to 
the Treasurer of the United States and 
deposited to the miscellaneous receipts 
of the Treasury account maintained at 
the finance office servicing the activity, 

(iii) Do not charge fees for: * 

(A) Performing record searches. 

(B) Reproducing a document for the 
convenience of the Navy. 

(C) Reproducing a record in order to 
let a requester review it if it is the only 
means by which the record can be 
shown to him/her (e.g., when a copy 
must be made in order to delete 
information). 

(D) Copying a record when it is the 
only means available for review. 

(2) Action upon receipt of request. 
Subject to the provisions of this section, 
upon receipt of an individual's initial 
request for access, the system manager 
or other appropriate custodial official 
shall acknowledge the request as 
required by paragraph (a)(6) (i) of this 
section, and take one of the following 
actions: 

(i) If consideration cannot be given to 
the request because — 

(A) The individual's identity is not 
satisfactorily verified; 

(B) The record system is not 
adequately identified or the individual 
has not furnished the information 
needed to locate a record within a 
system; or. 

(C) The request is erroneously 
addressed to an official not having 
responsibility for granting access to the 
record or system of record in question; 



inform the individual of the correct 
means, or additional information 
needed, for obtaining consideration of 
his/her request for access. 

(ii) If it is determined that the 
individual should be granted access to 
the entire record requested, the official 
shall inform the individual, in writing, 
that access is granted, and shall either: 

(A) Inform the individual that he/she 
may review the record at a specified 
place and at specified times, that he/she 
may be accompanied by a person of his/ 
her own choosing to review the record 
(in which event he/she may be asked to 
furnish written authorization for the 
record to be discussed in the 
accompanying person's presence), and 
that he/she may further obtain a copy of 
the record upon agreement to pay a 
duplication fee; or 

(B) Furnish a copy of the record, if the 
individual requested that a copy be sent 
and agreed in advance to pay 
dupHcation fees unless such fees are 
waived. 

(iii) If it is necessary to deny the 
individual access to all or part of the 
requested record, and, 

(A) The official is not a denial 
authority — forward the request to the 
cognizant denial authority, with a copy 
of the requested record, and comments 
and recommendations concerning 
disposition; or 

(B) The official is a denial authority — 
take the action prescribed in paragraph 
(c)(3) (ii) or (iii) of this section. 

(3) Action by denial authority, (i) If 
the denial authority determines that 
access should be granted to the entire 
record, he/she shall promptly make it 
available to the requesting individual in 
the manner prescribed in paragraph 
(c)(2)(ii) of this section, or direct the 
system manager to do so. 

(ii) If the denial authority determines 
that access to the entire record should 
be denied under the criteria specified in 
paragraph (a)(5) (i), (ii), or (iii) of this 
section, he/she shall promptly send the 
requesting individual an original and 
one copy of a letter informing the 
individual of the denial of access and 
the reasons therefor, including citation 
of any applicable exemptions and a 
brief discussion of the significant and 
legitimate governmental purpose(s) 
served by the denial of access. The 
denial letter shall also inform the 
individual that he/she may request 
further administrative review of the 
matter within 60 calendar days from the 
date of the denial letter, by letter: 

(A) if the record is from a civilian 
Official Personnel Folder or is contained 
on\ny other OPM form, to — 
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Director, Bureau of Manpower Information 
Systems, Office of Personnel Management, 
1900 E. Street, NW, Washington, DC 20415; 
or 

(B) If the record pertains to the 
employment of a present or former Navy 
civilian employee, such as. Navy civilian 
personnel records or an employee's 
grievance or appeal file, to — 

General Counsel, Department of the Navy, 
Washington, DC 20360; or 

(C) If for any other record, to — 

Judge Advocate General (Code 14), 
Department of the Navy, 200 Stovall Street, 
Alexandria, VA 22332 

The individual shall be further informed 
that a letter requesting such review 
should contain the enclosed copy of the 
denial letter and a statement of the 
individual's reasons for seeking review 
of the initial determination. 

[iii) A copy of the denial letter shall be 
forwarded directly to the Chief of Naval 
Operations (OP-09B30) or the 
Commandant of the Marine Corps (Code 
M), ds provided in paragraph (b)(2)(iii) 
of this section. 

(iv) If the denial authority determines 
that access to portions of the record 
should be denied under the criteria 
specified in paragraph (a)(5) (i), (ii), (iii) 
of this section, he/she shall promptly 
make an expurgated copy of the record 
available to the requesting individual 
and issue a denial letter as to the 
portions of the record that are required 
to be deleted. 

(4) Action by reviewing authority. 
Upon receipt of a request for review of a 
determination denying an individual's 
initial request for access, the Judge 
Advocate General or the General 
Counsel shall obtain a copy of the case 
file from the denial authority, review the 
matter, and make a final administrative 
determination. He/she is designated to 
perform such acts as may be required by 
or on behalf of the Secretary of the Navy 
to accomplish a thorough review and to 
effectuate the determination, 

(i) Within 30 working days of receipt 
of the request for review, if practicable, 
the Judge Advocate General or the 
General Counsel shall inform the 
requesting individual, in writing, of the 
final determination and the action 
thereon. 

(ii) If such a determination has the 
effect of granting a request for access, in 
whole or in part, the Judge Advocate 
General or the General Counsel may 
either .provide access in accordance 
with paragraphs (c)(2)(ii) (A) or (B) of 
this section, or direct the system 
manager to do so. 

(iii) If the final determination has the 
effect of denying a request for access,an 
whole or part, the individual shall be 



informed of the reason(s) and statutory . 
basis for the denial — including 
regulatory citations for any exemption 
exercised and an explanation of the 
significant and legitimate governmental 
purpose served by exercising the 
exemption — and his/her rights to seek 
judicial review. 

(iy) If the determination is based, in 
whole or part, on a security 
classification, the individual shall be 
apprised of the matters set forth in 
§ 701.9(d)(4)(ii) of this part relating to 
declassification review and appeal. 

(d) Amendment procedures — (1) 
Criteria for determinations on requests 
for amendment. [\) As further explained 
in § 701.108, many of the systems of 
records listed in subpart G of this part, 
are exempt, in part, from amendment 
requirements. Such exemptions, where 
applicable, may be exercised only by 
denial authorities (and by the 
designated review authorities upon 
requests for review of initial denials), 
and then only in cases where there is 
specifically determined to be a 
significant and legitimate governmental 
purpose to be served by exercising the 
exemption. 

(ii) If an available exemption is not 
exercised, an individual's request for 
amendment of a record pertaining to 
himself/herself shall be granted if it is 
determined, on the basis of the . 
information presented by . the requester 
and all other reasonably available 
related records, that the requested 
amendment is warranted in order to 
make the record sufficiently accurate, 
relevant, timely, and complete as to 
ensure fairness in any determination 
which may be made about the 
individual on the basis of the record. If 
the requested amendment would involve 
the deletion of particular information 
from the record, the information shall be 
deleted unless it is determined that in 
addition to being accurate, relevant to 
the individual, timely, and complete — 
the information is relevant and } 
necessary to accomplish a purpose or 
function required to be performed by the 
Department of the Navy pursuant to a 
statute or Executive order. 

(iii) The foregoing is not intended to 
permit the alteration of evidence . 
presented in the course of judicial or 
quasi-judicial proceedings. Any changes 
in such records should be made only 
through the procedures established for 
changing such records. These provisions 
are also not designed to permit 
collateral attack upon that which has 
already been the subject of a judicial or 
quasi-judicial action. For example, an 
individual would not be permitted to 
challenge a courts-martial conviction , 
under 32 CFR part 701, subparts F and 



G, but the individual would be able to 
challenge' the accuracy with which a 
conviction has been recorded in a . 
record. 

(iv) The procedures in paragraph (d^ 
of this section may be applied to 
requests for amendment of records 
contained in a system of records, 
provided they can be identified and 
located. 

(2) Action upon receipt of request. 
Subject to the provisions of this section, 
upon receipt of an individual's initial 
request to amend a record, the system 
manager (or official occupying a 
comparable position with respect to a 
record not contained in a system of 
records) shall acknowledge the request 
in the manner prescribed by paragraph 
(a)(6)(i) of this section, and, within 30 
days, if reasonably possible, take one of . 
the following actions: 

(i) If consideration cannot be given to 
the request because— 

(A) The individual's identity is not 
satisfactorily verified; 

(B) The individual has not furnished 
the information needed to locate the 
record; 

(C) The individual has not provided 
adequate information as to how or why 
the. record should be amended; or 

(D) The request is erroneously 
addressed to an official having no 
responsibility for the record or systems 
of records in question; 

inform the individual of the correct 
means or additional information needed 
for obtaining consideration of his/her 
request for amendment (a request may 
not be rejected, nor may the individual 
be required to resubmit his/her request, 
unless this is essential for processing the 
request). 

(ii) If the system manager determines 
that the individual's request-to amend a 
record is warranted under the criteria in 
paragraph (d)(1) of this section, he/she 
shall promptly amend the record and 
advise the individual, in writing, of that 
action and its effect. (The system 
manager also should attempt to identify 
other records under his/her 
responsibility affected by the requested 
amendment, and should make other - 
necessary amendments, accordingly.) 
Amendments to records should be made 
in accordance with existing directives 
and established procedures for changing 
records, if applicable and consistent 
with 32 CFR part 701, subpart F. The 
system manager shall advise previous 
recipients of the record from whom a . - 
disclosure accounting has been made 
that the record has been amended, and 
of the substance of the correction. 

(iii) If the system manager is a denial 
authority; and denial of the request for 
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amendment, in whole or part, is 
warranted, take the appropriate action 
prescribed in paragraph (d)(3) (ii) or (lit) 
of this section; or 

(iv) If the system manager is not a 
denial authority, but denial of the 
request for amendment, in whole or part, 
appears to be warranted, forward the 
request to the cognizant denial authority 
with a copy of the disputed record, and 
comments and recommendations 
concerning disposition. 

(3) Action by denial authority, (i) If 
the denial authority determines that 
amendment of the record is warranted 
under the critieria in paragraph (d)(1) of 
this section, he/she shall direct the 
system manager to take the action 
prescribed in paragraph (d)(2) (ii) of this 
section. 

(ii) If the denial authority determines 
that amendment of the record is not 
warranted under the criteria in 
paragraph (d)(1) of this section, he/she 
shall promptly send the requesting 
individual an original and one copy of a 
letter informing him/her of the denial of 
the request and the reason(s) for the 
denial, including a citation of any 
exemption exercised and a brief 
discussion of the significant and 
legitimate governmental purpose(s) 
served by exercising the exemption. The 
denial letter shall inform the individual 
that he/she may request further 
administrative review of the matter, as 
follows: 

(A) If the record is a fitness report or 
performance evaluation (including 
proficiency and conduct marks) from a 
military personnel file — by letter, within 
60 calendar days from the date of the 
denial letter, to: 

Assistant Secretary of the Navy (Manpower 
and Reserve Affairs), Department of the 
Navy, Washington, DC 20350; or 

(B) If the record is from a civilian 
Official Personnel Folder or is contained 
in any other Office of Personnel 
Management form— by letter, within 60 
calendar days from the date of the 
denial letter, to: 

-Director, Bureau of Manpower Information 
Systems, Office of Personnel Management, 
1900 E Street, NW., Washington, DC 20415; 
or 

(C) If the record pertains to the 
employment of a present or former Navy 
civilian employee, such as Navy civilian 
personnel records or an employee's 
grievance or appeal file — by letter, 
within 60 calendar days from the date of 
the denial letter, to: 

General Counsel, Department of the Navy, 
Washington, DC 20360 



(D) For any other record— by letter, 
within 60 calendar days from the date of 
the denial letter, to: 

ludge Advocate General (Code 14), 
Department of the Navy, 200 Stovall Street, 
Alexandria, VA 22332 

The individual shall *be further informed 
that. a letter requesting such review 
should contain the enclosed copy of the 
denial letter and a statement of the 
reasons for seeking review of the initial 
determination denying the request for 
amendment. A copy of the denial letter 
shall be forwarded to the Chief of Naval 
Operations or the Commandant of the 
Marine Corps, as provided in paragraph 
(b)(2)(ii) of this section. 

(iii) If the denial authority determines 
that a request for amendment of a 
record should be granted in part and 
denied in part, he/she shall take the 
action prescribed in paragraph (d)(3)(ii) 
of this section with respect to the 
portion of the request which is denied. 

(4) Action by reviewing authority. 
Upon receipt of a request for review for 
a determination denying an individual's 
initial request for amendment of a 
record, the Assistant Secretary of the 
Navy (Manpower and Reserve Affairs), 
the General Counsel, or the Judge 
Advocate General, as appropriate, shall 
obtain a copy of the case file from the 
denial authority, review the matter, and 
make a final administrative 
determination, either granting or 
denying amendment, in whole or in part. 
Those officials are designated to 
perform such acts as may be required by 
or on behalf of the Secretary of the Navy 
to accomplish a thorough review and 
effectuate the determination. 

(i) Within 30 working days of receipt 
of the request for review, the designated 
reviewing official shall inform the 
requesting individual, .in writing, of the 
final determination and the action 
thereon, except that the Assistant 
Secretary of the Navy (Manpower and 
Reserve Affairs) may authorize an 
extension of the time limit where 
warranted because a fair and equitable 
review cannot be completed within the 
prescribed period of time, or for other 
good cause. If an extension is granted, 
the requesting individual shall be 
informed, in writing, of the reason for 
the delay, and the approximate date on 
which the review will be completed and 
the final determination made. 

(ii) If, upon completion of review, the 
reviewing official determines that denial 
of the request of amendment is 
warranted under the criteria in . 
paragraph (d)(1) of this section, the 
individual shall be informed, in wo'iting: 



(A) Of the final denial of the request 
for amendment of the record, and the 
reason(s) therefor; 

(B) Of the right to file with the 
appropriate system manager a concise 
statement of the individual's reason(s) 
for disagreeing with the decision of the 
agency, and that such statement of 
dispute must be received by the system 
manager within 60 calendar days 
following the date of the reviewing 
authority's final determination; 

(C) Of other procedures for filing such 
statement of dispute, and that a properly 
filed statement of dispute will be made 
available to anyone to whom the record 
is subsequently disclosed, together with, 
if deemed appropriate, a brief statement 
summarizing the reason(s) why the 
Department of the Navy refused the 
request to amend the record; 

(D) That prior recipients of the 
disputed record, to the extent that they 
can be ascertained from required 
disclosure accountings, will be provided 
a copy of the statement of dispute and, if 
deemed appropriate, a brief statement 
summarizing the reason(s) why the 
Department of the Navy refused the 
request to amend the record; and 

(E) Of his/her right to seek judicial 
review of the reviewing authority's 
refusal to amend a record. ^ 

(iii) If the reviewing official 
determines upon review that the request 
for amendment of the record should be 
granted, he/she shall inform the 
requesting individual of the 
determination, in writing, and he/she. 
shall direct the system manager to 
amend the record accordingly, and to 
inform previous recipients of the record 
for whom disclosure accountings have 
been made that the record has been 
amended and the substance of the 
correction. 

(5) Statements of dispute. When an 
individual properly files a statement of 
dispute under the provisions of 
paragraphs (d)(4)(ii) (B) and (C) of this 
section, the system manager shall 
clearly annotate the record so that the 
dispute is apparent to anyone who may 
subsequently access, use, or disclose it. 
The notation itself should be integral to 
the record. For automated systems of 
records, the notation may consist of a 
special indicator on the entire record or 
on the specific part of the record in 
dispute. The system manager shall 
advise previous recipients of the record 
for whom accounting disclosure has 
been made that the record has been 
disputed, if the statement of dispute is 
germane to the information disclosed, 
)> and shall provide a copy of the 
individual's statement, together with, if 
deemed appropriate, a brief statement 



860 



PRIVACY ACT RULES 



summarizing the reason(s) why the 
Department of the Navy refused the 
request to amend the record. 

(i) The individual's statement of 
dispute need not be filed as an integral 
part of the record to v^hich it pertains 
provided the record is integrally 
annotated as required above. It shall, 
however, be maintained in such a 
manner as to permit ready retrieval 
whenever the disputed portion of the 
record is to be disclosed. When 
information which is the subject of a 
statement of dispute is subsequently 
disclosed, the system manager shall 
note that the information is disputed, 
and provide a copy of the individual's 
statement of dispute. 

(ii) The system manager may include 
a brief summary of the reasons for not 
making an amendment when disclosing 
disputed information. Summaries 
normally will be limited to the reasons 
stated to the individual. Although these 
summaries may be treated as part of the 
individual's record, they will not be 
subject to the amendment procedures of 
this section. 

§ 70 1 . 1 05 Disclosure to others and 
disclosure accounting. 

(a) Summary of requirements. 
Subsection (b) of 5 U.S.C. 552a prohibits 
an agency from disclosing any record 
contained in a system of records to any 
person or agency, except pursuant to the 
writteri request or consent of the 
individual to whom the record pertains, 
unless the disclosure is authorized under 
one or more of the 11 exceptions noted 
in paragraph [b) of this section. 
Subsection i(l) of 5 U.S.C. 552a outlines 
criminal penalties (as prescribed in 32 
CFR 701.110) for personnel who 
knowingly and willfully make 
unauthorized disclosures of information 
about individuals from an agency's 
records. Subsection (c) of 5 U.S.C. 552a 
requires accurate accountings to be 
kept, as prescribed in paragraph (c] of 
this section, in connection with most 
disclosures of a record pertaining to an 
individual (including disclosures made 
pursuant to the individual's request or 
consent]. This is to permit the individual 
to determine what agencies or persons 
have been provided information from 
the record, enable the agency to advise 
prior recipients of the record of any 
subsequent amendments or statements 
of dispute concerning the record, and 
provide an audit trail for review of the 
agency's compliance with 5 U.S.C. 552a. 

(b) Conditions of disclosure. No 
record contained in a system of records 
shall be disclosed, except pursuant to a 
written request by, or with the prior 
written consent of, the individual to 
whom the record pertains, unless 



disclosure of the record falls within one 
of the exceptions. Where the record 
subject is mentally incompetent, insane, 
or deceased, no medical record shall be 
disclosed except pursuant to a written 
request by, or with the prior written . 
request of, the record subject's next of 
kin or legal representative, unless 
disclosure of the record falls within one 
of the exceptions. Disclosure to third 
parties on the basis of the written 
consent or request of the individual is 
permitted, but not required, by 32 CFR 
part 701, subparts F and G. 

(1) Intro-agency. Disclosure may be 
made to personnel of the Department of 
the Navy or other components of the 
Department of Defense (DOD) (including 
private contractor personnel who are 
engaged to perform services needed in 
connection with the operation of a 
system of records for a DOD 
component), who have a need for the 
record in the performance of their 
duties, provided this use is compatible 
with the purpose for which the record is 
maintained. This provision is based on 
the "need to know" concept. 

(1) This may include, for example, 
disclosure to personnel managers, 
review boards, discipline officers, 
courts-martial personnel, medical 
officers, investigating officers, and 
representatives of the Judge Advocate 
General, Auditor General, Naval 
Inspector General, or the Naval 
Investigative Service, who require the 
information in order to discharge their 
official duties. Examples of personnel 
outside the Navy who may be included 
are: Personnel of the Joint Chiefs of 
Staff, Armed Forces Entrance and 
Examining Stations, Defense 
Investigative Service, or the other 
military departments, who require the 
information in order to discharge an 
official duty. 

(ii) It may also include the transfer of 
records between Naval components and 
non-DOD agencies in connection with 
the Personnel Exchange Program (PEP) 
and interagency support agreements. 
Disclosure accountings are not required 
for intraagency disclosure and 
disclosures made in connection with 
interagency support agreements or the 
PEP. Although some disclosures 
authorized by paragraph (b) of this 
section might also meet the criteria for 
disclosure under other exceptions 
specified in paragraphs (b)(2) through 
(12) of this section, they should be 
treated under paragraph (b)(1) of this 
section for disclosure accounting 
purposes, 

(2) Freedom of Information Act. 
Disclosure may be made of those 
records, or information obtained from 
records, required to be released under 



the provisions of 5 U.S.C. 552 and 32 
CFR part 701, subparts A through D. 
Disclosure accountings are not required 
when information is disclosed under the 
Freedom of Information Act. That act 
has the general effect of requiring the 
release of any record which does not fall 
within one of the nine exemptions 
specified in subpart A, § 701. 5(b) (4)(ii), 
including an exemption for records 
which, if disclosed, would result in a 
clearly unwarranted invasion of the 
personal privacy of an individual. The 
phrase "clearly unwarranted invasion of 
personal privacy" states a policy which 
balances the interest of individuals in 
protecting their personal affairs from 
public scrutiny against the interest of 
the public having available information 
relating to the affairs of government. 
The interests of the recipient or of 
society must be weighed against the 
degree of the invasion of privacy. 
Numerous factors must be considered 
such as: The nature of the information to 
be disclosed (i.e.. Do individuals 
normally have an expectation of privacy 
in the type of information to be 
disclosed?); importance of the public 
interest served by the disclosure and 
probability of further disclosure which 
may result in an unwarranted invasion 
of privacy; relationship of the" requester 
to the public interest being served; 
newsworthiness of the individual to 
whom the information pertains (e.g., 
high ranking officer, public figure); 
degree of sensitivity of the information 
from the standpoint of the indiyiduaror 
the individual's family, and its potential 
for being misused to the harm, 
embarrassment, or inconvenience of the 
individual or the individual's family; the 
passage of time since the event which is 
the topic of the record (e.g., to disclose 
that an individual has been arrested and 
is being held for trial by court-martial is 
normally permitted, while to disclose an 
arrest which did not result in conviction 
might not be permitted after the passage 
of time); and the degree to which the 
information is already in the public 
domain or is already known by the 
particular requester. Examples of 
information pertaining to civilian 
personnel, which are normally released 
without an unwarranted invasion of 
privacy are: Name, present and past 
grades, present and past position titles, 
present and past salaries, present and 
past duty stations, and office or duty 
telephone numbers. Disclosure of other 
personal information pertaining to 
civilian employees shall be made in 
accordance with 5 CFR part 297, and the 
Federal Personnel Manual. 
Determinations as to disclosure of 
personal information regarding military 
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personnel shall be made using the same 
balancing test as explained above. The 
following are examples of information 
concerning military personnel, which 
can normally be released without the 
consent of the individual upon request, 
as they are a matter of public record: 
Name, rank, date of rank, gross salary, 
present and past duty assignments, 
future assignments which are officially 
established, office or duty telephone 
numbers, source of commission, 
promotion sequence number, awards 
and decorations, attendance at 
professional military schools (major 
area of study, school, year of education, 
and degree), and duty status at any 
given time. When the information sought 
relates to a list of members who are 
attached to a unit located in foreign 
territory, routinely deployable, or 
engaged in sensitive operations, the 
policy set forth in paragraph (b)(2)(vi) of 
this section shall be applied. In 
instances where the duty address or 
phone number of a specifically named 
member who is attached to such a unit 
is sought, the concerns underlying the 
pohcy involved when releasing such 
information as to a list of members 
should be weighed along with the other 
considerations required in the case of all 
other members. 

(i) Disclosure of home addresses and 
home telephone numbers without 
permission shall normally be considered 
a clearly unwarranted invasion of 
personal privacy. Accordingly, 
disclosure pursuant to 5 U.S.C. 552 is 
normally prohibited. Requests for home 
addresses (includes barracks and 
Government-provided quarters) may be 
referred to the last known address of the 
individual for reply at the person's 
discretion. In such cases, requesters will 
be notified accordingly. 

(ii) Disclosure is permitted pursuant to 
the balancing test when circumstances 
of a case weigh in favor of disclosure. 
Disclosure of home address to 
individuals for the purpose of initiating 
court proceedings for the collection of 
alimony or child support, and to state 
and local tax authorities for the purpose 
of enforcing tax laws, are examples of 
circumstances where disclosure could 
be appropriate. However, care must be 
taken prior to release to ensure that a 
written record is prepared to document 
the reasons for the release 
determination. 

(iii) Lists or compilations of names 
and home addresses, or single home 
addresses will not be disclosed without 
the consent of the individual involved, 
to the public including, but not limited 
to, individual Members of Congress, 
creditors, and commercial and financial 



institutions. Requests for home 
addresses may be referred to the last 
known address of the individual for 
reply at the individual's discretion and 
the requester will be notified 
accordingly. This prohibition may be 
waived when circumstances of a case 
indicate compelling and overriding 
interests of the individual involved. 

(iv) An individual shall be given the 
opportunity to elect not to have his/her 
home address and telephone number 
listed in a Navy activity telephone 
directory. The individual shall also be 
excused from paying additional costs 
that may be involved in maintaining an 
unlisted number for Government-owned 
telephone service if the individual 
complies with regulations providing for 
such unlisted numbers. However, the 
exclusion of a home address and 
telephone number from a Navy activity 
telephone directory does not apply to 
the mandatory listing of such 
information on a command's recall 
roster. 

(v) Information regarding nonjudicial 
punishment normally will not be 
released in response to Freedom of 
Information Act requests. However, the 
usual balancing of interests must be 
done. It is possible that in a particular 
case, information regarding nonjudicial 
punishment should be disclosed 
pursuant to an FOIA request, i.e., the 
facts leading to a nonjudicial 
punishment are particularly newsworthy 
or the case involves a senior official 
abusing the public trust through office- 
related misconduct, such as 
embezzlement. (Note: Announcement of 
nonjudicial punishment dispositions 
under JAGMAN, subsection 0107, is a 
proper exercise of command authority 
and not a release of information under 
32 CFR part 701, subparts A through D 
or 32 CFR part 701. subparts F and G.) 

(vi) Unclassified information about 
service members may be withheld when 
disclosure "would constitute a clearly 
unwarranted invasion of personal 
privacy" under 5 U.S.C. 552 (exemption 
(b)(6) applies). Disclosure of lists of 
names and duty addresses or duty 
telephone numbers of members assigned 
to units that are stationed in foreign 
territories, routinely deployable, or 
sensitive can constitute a clearly 
unwarranted invasion of personal 
privacy. Disclosure of such information 
poses a security threat to those service 
members because it reveals information 
about their degree of involvement in 
military actions in support of national 
policy, the type of naval unit to which 
they are attached, and their presence or 
absence from their households. Release 
of such information aids the targeting of 



service members and their families by 
terrorists or other persons opposed to 
implementation of national poHcy. Only 
an extraordinary public interest in 
disclosure of this information can 
outweigh the need and responsibility of 
the Navy to protect the tranquility and 
safety of service members and their 
famihes who repeatedly have been 
subjected to harassment, threats and 
physical injury. Units covered by this 
policy are: 

(A) Those located outside the 50 
states. District of Columbia, 
Commonwealth of Puerto Rico, Guam, 
U.S. Virgin Islands and American 
Samoa. 

(B) Routinely deployable units. Those, 
units forming the core of the operating 
forces, i.e., organized, equipped and 
specifically tasked to participate 
directly in strategic or tactical 
operations. As such, they normally 
deploy from home port or permanent 
station on a periodic or rotating basis to 
meet operational requirements or 
participate in scheduled exercises. For 
the Marine Corps, this includes all Fleet 
Marine Forces. For the Navy, this 
includes routinely deployable ships, 
aviation squadrons and operational 
staffs. It does not include ships 
undergoing yard work or whose primary 
mission is support or training, e.g., yard 
craft and auxiliary aircraft landing 
training ships. 

(C) Units engaged in sensitive 
operations. Those primarily involved in 
the conduct of covert, clandestine or 
classified missions, including units 
primarily involved in collecting, 
handling, disposing or storing of 
classified information and materials. 
This also includes units engaged in 
training or advising foreign personnel. 
Examples of units covered by this 
exception are SEAL Teams, Security 
Group Commands, Weapons Stations, 
and Communication Stations. 
Exception to this policy must be 
coordinated with the Chief of Naval 
Operations (OP-^9B30) or the 
Commandant of the Marine Corps (MPI- 
60) prior to responding to requesters, 
including all requests for this type of 
information from Members of Congress. 
See paragraph (b)(2) of this section 
regarding requests for duty telephone 
numbers or addresses of named service 
members with overseas, routinely 
deployable, or sensitive units. 

(vii) Disclosure of addresses of Navy 
civihan employees is governed by Office 
of Personnel Management regulations. 

(3) Routine use. Disclosure may be 
made for a "routine use" (as defined in 
§ 701.103(k)) that is compatible with the 
purpose for which the record is collected 
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and listed as a routine use in the 
applicable record system notice 
published in the Federal Register. 
Routine use encompases the specific 
ways or processes in which the 
information is used, including the 
persons or organizations to whom the 
record may be disclosed, even if such 
use occurs infrequently. In addition to 
the routine uses established by the 
Department of the Navy for each system 
of records, common blanket routine 
uses, applicable to all record systems 
maintained within the Department of the 
Navy, have been established. 5ee 
§ 701.116. In the interest of simplicity 
and economy, these blanket routine uses 
are published only once at the beginning 
of the Department of the Navy's Federal 
Register compilation of record systems 
notices rather than in each system 
notice. Disclosure accountings are ; 
required for all disclosures made 
pursuant to a routine use. Disclosures 
from a record maintained .by the Navy to 
officers and employees of Department of 
Defense who have a need for 
information, and disclosure from such 
records made pursuant to a Freedom of 
Information Act request, are not 
"routine use" disclosures, and no 
disclosure accountings need be made for 
them. 

(4) Bureau of the Census. Disclosure * 
may be made to the Bureau of the 
Census for purpose of planning or 
carrying out a census of survey or 
related activity authorized by law. 
Disclosure accountings are required for 
disclosures made to the Bureau of the 
Census. 

[5) Statistical research or reporting. 
Disclosure may be made to a recipient 
who has provided adequate written 
assurance that the record will be used 
solely as a statistical research or 
reporting record, provided the record is 
transferred in a form that is not 
individually identifiable (i.e., the 
identity of. the individual cannot be 
deduced by tabulation or other 
methodology). The written request must 
state the purpose of the request, and will 
be made a part of the activity's 
accounting for the disclosure. When 
activities publish gross statistics 
concerning a population in a system of 
records (e.g., statistics on employer 
turnover rates, military reenlistment 
rates, and sick leave usage rates), these 
are not considered disclosures of 
records and accountings are not 
required. 

{6) Notional Archives. Disclosure may 
be made to the National Archives when 
the record has sufficient historical or 
other value to warrant continued 
preservation by the U.S. Government, or 



for evaluation by the Administrator of 
General Services or his/her designee to 
determine whether the record has such 
value. (Records transferred to a federal 
records center for storage or safekeeping 
do not fall under this provision. Such 
transfers are not 'considered disclosures 
under this Act, since the records remain 
under the control of the transferring 
element. Therefore, disclosure 
accounting is not required for transfers 
of records to federal records centers.) ' 
Disclosure accountings are required for 
disclosures made to the National 
Archives. 

(7) Civil or criminal low enforcement 
activity. Disclosure may be made to 
another agency or instrumentality of any 
government jurisdiction within, or under 
the control of the United States, for a 
civil or criminal law enforcement 
activity, if the activity is authorized by 
law, and if the head of the agency or 
instrumentality has made a written 
request to the activity which mantains 
the record, specifying the particular 
record desired and the law enforcement 
purpose for which the record is sought. 
The head. of the agency or 
instrumentahty may have delegated 
authority to request records to other 
officials.. Requests by these designated 
officials shall be honored if they provide 
satisfactory evidence of their 
authorization to request records. Blanket 
requests for all records pertaining to an 
individual shall not be honored. A 
record may also be disclosed to a law 
enforcement activity, provided that such 
disclosure has been established as a 
"routine use" in the published, record 
system notice. Disclosure to foreign law 
enforcement agencies is not governed by 
the provisions of 5 U.S.C. 552a and this 
section, but may be made only pursuant 
to established "blanket routine uses** 
contained in § 701.116, pursuant to an 
established "routine use." pubhshed in 
the individual record systeni notice, or . 
pursuant to other governing authority. 
Disclosure accountings are required for 
disclosures to civil or criminal law 
enforcement agencies, and also for 
disclosures pursuant to a routine use, 
but need not be disclosed to the 
individual if the law enforcement 
agency has requested in writing that it 
not be. 

(8) Emergency conditions. Disclosure , 
may.be made under emergency 
conditions invob^ing compelling 
circumstances affecting the health and 
safety of a person, provided that 
notification of the disclosure is 
transmitted to the last known address of 
the individual to whom the record 
pertains. For example, an activity may 
disclose records when the time required 



to obtain the consent of the individual to 
whom the record pertains might result in 
a delay which could impair the health or 
safety of a person. The individual about 
whom the records are disclosed need 
not necessarily be the individual whose 
health or safety is in peril (e.g., release 
of dental charts on several individuals 
in order to identify a person injured in . 
an accident). In .instances where 
information under alleged emergency 
conditions is requested by telephone, an 
attempt will be made, to verify the • . 
inquirer's and medical facility's 
identities and the caller's telephone 
number. The requested information, if- 
then considered appropriate and of an 
emergency nature, may be provided by 
return call. Disclosure accountings are 
required for disclosures made under 
emergency conditions. 

(9) Congress and Members of 
Congress. Disclosure may be made to 
either House of Congress, or, to the 
extent of matters within its jurisdiction, 
to any committee or subcommittee 
thereof, or to any joint committee of 
Congress or subcommittee thereof. 
Disclosure may not be made, however,, 
to a Member of Congress requesting in 
his/her individual capacity or on behalf 
of a constituent, except in accordance 
with the following rules: 

(i) Upon receipt of an oral or written 
request from a Member of Congress on 
his/her staff, inquiry should be made as 
to the identity of the originator of the 
request. If the request was prompted by 
a request for assistance by the 
individual to whom the. record pertains, 
the requested information may be 
disclosed to the requesting 
Congressional office. 

(ii) If the request was originated by a 
person other than the invididual to 
whom the record pertains, the 
Congressional office must be informed 
that the requested information cannot be 
disclosed without the written consent of 
the individual to whom the record 
pertains. If the Congressional office 
subsequently states that it has received 
a request for assistance from the 
individual or has obtained the 
individual's written consent for 
disclosure to that office, the requested 
information may be disclosed. 

(iii) If the Congressional office . 
requests the. Department of the Navy to 
obtain the consent of the individual to 
whom the record pertains, that office 
should be informed that it is the policy 
of the Department not to interfere in the 
relationship of a Member of Congress , 
and his/her constituent, and that the 
Department therefore does not contact 
an individual who is the subject of a 
cpngressional inquiry. 
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(iv) If the Congressional office insists 
on Department of the Navy cooperation, 
an effort should be made to contact, 
through his/her command, the 
individual to whom the records pertain 
and ascertain whether the individual 
consents to the disclosure. If neither the 
Congressional office nor the Department 
of the Navy obtains the individual's 
written consent, only information 
required to be released under 5 U.S.C. 
552 and 32 CFR part 701, subparts A 
through D should be disclosed. 
Disclosure accountings are required for 
disclosures made to Congress or 
Members of Congress, except 
nonconsensual disclosures pursuant to 5 
U.S.C. 552 provided for in paragraph 
(b)(9)(iv) of this section. 

(10) Comptroller General, Disclosure 
may be made to the Comptroller 
General of the United States, or to any 
of his/her authorized representatives, in 
the course of the performance of the 
duties of the General Accounting Office. 
See § 701.101(a)(2) and the 
SECNAVINST 5740.26 series. Disclosure 
accountings are required for disclosures 
to the Comptroller General or General 
Accounting Office. 

(11) Court of competent jurisdiction. 
Disclosure may be made in response to 
an order from a court of competent 
jurisdiction (signed by a state or Federal 
court judge), subject to the following 
provisions: 

(i) When a record is disclosed under 
compulsory legal process, and the 
issuance of that order is made public by 
the court which issued it, activities shall 
make reasonable efforts to notify the 
individual to whom the record pertains 
of the disclosure and the nature of the 
information provided. This requirement 
may be satisfied by notifying the 
individual by mail at the last known 
address contained in the activity 
records. Disclosure accountings are 
required for disclosures made pursuant 
to court orders. 

(ii) Upon being served with an order • 
which is not a matter of public record, 
an activity shall seek to be advised as to 
when it will become public. An 
accounting for the disclosure shall be 
made at the time the activity complies 
with the order, but neither the identity of 
the party to whom the disclosure was 
made nor the purpose of the disclosure 
shall be made available to the 
concerned individual unless the court 
order has become a matter of public 
record. 

(12) Consumer reporting agencies. 
Certain personal information may be 
disclosed to consumer reporting 
agencies as defined by the Federal 
Claims Collection Act of 1966. Under the 
Federal Claims Collection Act of 1966, 



the following information may be 
disclosed to a consumer reporting 
agency: 

(1) Name, address, taxpayer 
identification number (SSN), and other 
information necessary to establish the 
identity of the individual. 

(ii) The amount, status and history of 
the claim. 

(iii) The agency or program under 
which the claim arose. 

The Federal Claims Collection Act of 
1966 specifically requires that the 
system notice for the systems of records 
from which the information will be 
disclosed indicates that the information 
may be disclosed to a consumer 
reporting agency. 

(c) Disclosure accountings — (1) 
Responsibilities. With respect to a 
disclosure of a record which it maintains 
in a system of records, each activity is 
responsible for keeping an accurate 
accounting of the date, nature, and 
purpose of the disclosure, and the name 
and address of the person or agency to 
whom the disclosure is made. When 
disclosure is made by an activity other 
than the activity that is responsible for . 
maintaining the record, the activity 
making the disclosuire is responsible for 
giving written notification of the above 
information, to the activity responsible 
for maintaining the record, to enable the 
latter activity to keep the required 
disclosure accounting. 

(2) Disclosure for which accountings 
ore required. A disclosure accounting is 
required for all disclosures of records 
maintained in a system of records, 
except: Intra-agency disclosures 
pursuant to paragraph (b)(1) of this 
section; Freedom of Information Act 
disclosures pursuant to paragraph (b) (2) 
of this section or paragraph (b)(9)(iv) of 
this section; or disclosure pursuant to 
paragraph (b)(12) of this section; or 
disclosures for statistical research or 
reporting purposes pursuant to 
paragraph (b)(5) of this section. A 
disclosure accounting is required for a 
disclosure made to another person or 
agency pursuant to the request or 
consent of the individual to whom the 
record pertains. There is no requirement 
for keeping an accounting for 
disclosures of disclosure accountings. 

(3) Accounting method. Since the 
characteristics of various records 
maintained within the Department of the 
Navy vary widely, no uniform method 
for keeping disclosure accountings is 
prescribed. For most paper records, it 
may be suitable to maintain the 
accounting on a record-by-record basis, 
physically affixed to the records. The 
primary criteria are that the selected 
method be one which will: 



(i) Enable an individual to ascertain 
what persons or agencies have received 
disclosures pertaining to him/her; 

(ii) Provide a basis for informing 
recipients of subsequent amendments or 
statements of dispute concerning the 
record; and 

(iii) Provide a means to prove, if 
necessary, that the activity has complied 
with the requirements of 5 U.S.C. 552a 
and this subpart. 

(4) Retention of accounting record. A, • 
disclosure accounting, if one is required, 
shall be maintained for the life of the 
record to which the disclosure pertains, 
oi' for at least five years after the date of 
the disclosure for which the accounting 
is made, whichever is longer. Nothing in 
5 U.S.C. 552a or 32 CFR part 701. 
subparts F and G requires retaining the 
disclosed record itself longer than for 
the period of time provided for,it in the 
SECNAVINST 5212.5 series, but the 
disclosure accounting must be retained 
for at least five years. 

(5) Accounting to the individual. 
Unless an applicable exemption has 
been exercised, systems managers or 
other appropriate custodial officials 
shall provide all information in the 
disclosure accounting to an individual 
requesting such information concerning 
his/her records, except entries 
pertaining to disclosures made pursuant 
to paragraph (b)(li)(ii) of this section 
and disclosures made at the written 
request of the head of another agency or 
government instrumentality for law 
enforcement purposes under paragraph 
(b)(7) of this section. Activities should 
maintain the accounting- of the latter two 
types of disclosures in such a manner 
that the notations are readily 
segregable, to preclude improper release 
to the individual. The process of making 
the accounting available may also 
require transformation of the data in 
order to make it comprehensible to the 
individual. Requests for disclosure 
accountings otherwise available to the 
individual may not be denied unless a 
denial authority for the designated 
review authority has exercised an 
applicable exemption and denied the 
request, and then only when it has been 
determined that denial of the request 
would serve a significant and legitimate 
Government purpose (e.g., avoid 
interfering with an ongoing law 
enforcement investigation). Appropriate 
procedures prescribed in § 701.104(b), 
for exercising an exemption, denying a 
request and reviewing a denial apply 
also to disclosure accounting to the 
individual.. 

(d) Accuracy requirements. Prior to 
disclosing any record about an 
individual to any person other than to 
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personnel of the agency, with a need to 
know, and other than pursuant to 5 
U.S.C. 552 and 32 CFR part 701, subparts 
A through D, reasonable efforts are 
required to ensure that such records are 
accurate, complete, timely and relevant 
for Department of the Navy purposes,. It 
may be appropriate tO' advise the; 
recipient that the information was. 
accurate as of a specific: date, or 
otherwise give guidance concerning its 
quality. 

[e] Mailing lists. No activity nor any 
member or employee of the Department 
of the Navy shall sell or rent individuals' 
names and addresses unless such action 
is authorized by law. This provision 
should not be construed to require the 
withholding of names and addresses 
otherwise permitted to be made public. 

§701.106 Collection of personal 
information from individuals. 

(a) Collection directly from the 
individual. Personal information shall 
be collected, to the greatest extent 
practicable, directly from the individual 
when the information may adversely 
affect an individual's rights, benefits, 
and privileges under Federal programs. 
The collection of information from third 
parties shall be minimized. Exceptions 
to this policy may be made when 
warranted. The following are examples, 
not necessarily exhaustive, of situations 
which may warrant exceptions: 

(1) There is need to ensure the 
accuracy of information supplied by an 
individual by verifying it through a third 
party, e.g., verifying information for a 
security clearance; 

(2) The nature of the information is 
such that it can be obtained only from a 
third party, such as supervisor's 
assessment of an employee's 
performance in a previous job or 
assignment; or 

(3) Obtaining the information from the 
individual would present exceptional 
practical difficulties or would result in 
unreasonable cost. 

(b) Informing individuals from whom 
personal information is requested. (1) 
Individuals who are asked to supply 
personal information about themselves 
for a system of records must be advised 
of: 

(i) The authority (statute or Executive 
order) which authorizes the solicitation: 

(ii) All major purposes for which the 
Department of the Navy uses the 
information (e.g., pay entitlement, 
retirement eligibility, or security 
clearance); 

(ii) A brief summary of those routine 
uses to be made of the information as 
published in the Federal Register and 
distributed by current OPNAVNOTE 
5211, and 



(iv) Whether disclosure is mandatory 
or voluntary,, and the possible • 
consequences for failing to respond. 

(2) ' This, statement, which is referred 
to as a "Privacy Act statement,'! must be 
given regardless of the medium used in 
requesting the information, e.g., a blank 
sheet, preprinted form with a control 
number, format, questionnaire, survey 
sheet,, or interview. It may be provided 
on the form used to collect the 
information, or on a separate form or 
sheet, a copy of which may be retained 
by the individual. There is no 
requirement that the individual sign the 
statement. 

(3) When the Privacy Act statement is 
to be attached or provided with the 
form, the statement will be assigned the 
same identifying, number as the form 
used in collecting the information, and 
the suffix, "Privacy Act Statement." For 
example, a DD Form 398 would be 
identified as "DD Form 398 — ^Privacy 
Act Statement ***." For unnumbered 
formats, such as questionnaires and 
survey report forms, the Privacy Act 
statement will bear the report control 
symbol, if one applies, or the OMB 
number, i.e., "OMB Approval No. 21- 
R0268, Privacy Act Statement." The 
statement will be positioned in such a 
manner that individuals from whom the 
information is being collected will be 
informed about the act before they begin 
to furnish any of the information 
requested. 

(4) For the purpose of determining 
whether a Privacy Act statement is 
required, "personal information" should 
be considered to be information about 
an individual that is intimate or private 
to the individual, as distinguished from 
information related solely to the 
individuars official functions. See 

§ 701.105(b)(2). It ordinarily does not 
include such information as the time, 
place, and manner of, or reasons or 
authority for, an individual's execution 
or omission of acts directly related to 
the duties of his/her Federal 
employment or military assignment. 

(5) The head of the proponent activity 
(i.e., the initiating or sponsoring activity) 
is responsible for determining whether a 
Privacy Act statement is required, and 
for ensuring that it is prepared and 
available as an attachment or as a part 
of the form, etc. 

(c) Social Security Numbers — (1) 
Requesting an individual's social 
security number (SSN), Department of 
the Navy activities may not deny an 
individual any right, benefit, or privilege 
providedby law because the individual 
refuses to disclose his/her SSN, unless 
such disclosure is required by Federal 
statute or, in the case of systems of 
records in existence and operating 



before January 1, 1975, where such 
disclosure was required under statute or 
regulation adopted prior to January 1, 
1975 to verify the identity of an 
individual. E.O. 9397 authorizes this 
Department to use the SSN as a system 
of numerical identification of 
individuals. 

(2) Informing an individual when 
requesting his/her SSN. When an 
individual is requested to disclose his/ 
her social security number, he/she must 
be given a statement containing 
information required in paragraph (b) of 
this section. 

(3) An activity may request an 
individuals's SSN even though it is not 
required by Federal statute, or is not for 
a system of records in existence and 
operating prior to January 1, 1975. 
However, the separate Privacy Act 
statement for the SSN, along, or a 
merged Privacy Act statement, covering 
both the SSN and other items of 
personal information, must make clear 
that disclosure of the number is 
voluntary. If the individual refuses to 
disclose his/her SSN, the activity must 
be prepared to identify the individual by 
alternate means. 

(4) Once a military member or civilian 
employee of the Department of the Navy 
has disclosed his/her SSN for purposes 
of establishing personnel, financial, or 
medical records upon entry into naval 
service or employment, the SSN 
becomes his/her service or employment 
identification number. After an 
individual has provided his/her SSN for 
the purpose of establishing a record, the 
notification is not required if the 
individual is only requested to furnish or 
verify the SSN for identification 
purposes in connection with the normal 
use of his/her records. However, if the 
SSN is to be written down and retained 
for any purpose by the requesting 
official, the individual must be provided 
the notification required in paragraph 
(b)(1) of this section. 

§ 70 1 . 1 07 Safeguarding personal 
information. 

(a) Legislative requirement. The 
Privacy Act requires establishment of 
appropriate administrative, technical, 
and physical safeguards to ensure the 
security and confidentiality of records, 
and to protect against any anticipated 
threats or hazards to their security or 
integrity which could result in 
substantial harm, embarrassment, 
inconvenience, or unfairness to any 
individual on whom information is 
required. 

(b) Responsibilities. At each location, 
and for each system of records, an 
official shall be designated as having 
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responsibility for safeguarding the 
information therein. Specific safeguards 
for individual systems must be tailored 
to the existing circumstances, with 
consideration given to sensitivity of the 
data, need for continuity of operations, 
need for accuracy and reliability in . 
operations, general security of the area, 
cost of safeguards, etc. 

(c) Minimum safeguards. Ordinarily, 
personal information should be afforded 
at least the protection required for 
information designated as "For Official 
Use Only". For privacy, the guideline is 
to provide reasonable safeguards to 
prevent inadvertent or unauthorized 
disclosures of record content, during 
processing, storage, transmission, and 
disposal. 

(d) Automatic data processing. The 
Chief of Naval Operations [Code Op- 
945) is responsible for determining and 
formulating policies and procedures, as 
necessary, to ensure that ADP systems 
containing personal information contain 
adequate safeguards to protect personal 
privacy, and are in accordance with the 
OPNAVINST 5239.1 series. 

(e) Disposal— [1] General Reasonable 
care must be taken to ensure that 
personal information is not subject to 
unauthorized disclosure during records 
disposal. Records which contain 
personal information pertaining to 
individuals should be disposed of in 
such a manner as to preclude 
recognition or reconstruction of 
information contained therein, such as 
by pulping, tearing, shredding, 
macerating or burning. Records recorded 
on magnetic tapes or other magnetic 
media may be disposed of by 
degaussing or erasing. If contractors are 
hired to haul trash containing personal 
information, contract provisions as 
specified in § 701.109(a) should be 
incorporated into the contract. If paper 
trash containing personal information is 
sold for recycling, legal assistance 
should be obtained to insert in the sale 
contract clauses that will make the 
buyer a Government contractor subject 
to the provisions of 5 U.S.G. 552a. 

(2) Massive computer cords and 
printouts, (i) The transfer of large 
quantities of computer cards and 
printouts in bulk to a disposal activity, 
such as the Defense Property Disposal 
Office, is not a release of personal 
information under 32 CFR part 701, 
subparts F and G. The volume of such 
data when turned over in bulk transfers 
make it difficult, if not impossible, to 
identify a specific individual record. 
Therefore, there are no special 
procedures required when disposing of 
large numbers of punch cards, computer 
printouts or other large detailed listings 



and normal document disposal 
procedures may be followed. 

(ii) If the systems manager believes 
that the data to be transferred in bulk 
for disposal is in a form where it is 
individually recognizable or is not of a 
sufficient quantity to preclude 
compromise, the records should be 
disposed of in accordance with this 
section. 

§701.108 Exemptions. 

(a) Summary. Subsections (j) and (k) 
of 5 U.S.C. 552a authorize the Secretary 
of the Navy to adopt rules designating 
eligible systems of records as exempt 
from certain requirements of 5 U.S.C. 
552a. In accordance with 32 CFR part 
701, subpart E, publication of a general 
notice of a proposed rule concerning 
exemptions for systems of records is 
required to appear in the Federal 
Register at least 30 days prior to the 
effective date, in order to afford 
interested persons an opportunity to 
comment. 32 CFR part 701, subpart G 
indicates the systems designated as 
exempted, the type of exemption 
claimed, the authority and reasons for 
invoking the exemption, and the 
provisions of 5 U.S.C. 552a from which 
each system has been exempted. The 
two categories of exemptions are 
general and specific. No system of 
records, however, is automatically 
exempt from all provisions of 5 U.S.C. 
552a. 

[h] General exemption^ To be eligible 
for a general exemption under the 
authority of subsection (j)(2), 5 U.S.C. 
552a, the system of records must be 
maintained by an activity whose 
principal function involves the • 
enforcement of criminal laws and must 
consist of: 

(1) Data, compiled to identify 
individual criminals and alleged 
criminals which consists only of 
identifying data and arrest records and 
type and disposition of charges; 
sentencing, confinement, and release 
records; and parole and probation 
status; 

(2) Data that supports criminal 
investigations (including efforts to 
prevent, reduce, or control crime) and 
reports of informants and investigators 
that identify an individual; or 

(3) Reports on a person, compiled at 
any state of the process of law 
enforcement, from arrest or indictment 
through release from supervision. 

(c) Specific exemptions. To be eligible 
for a specific exemption under the 
authority of subsection (k) of 5 U.S.C. 
552a, the pertinent records within a 
designated system must contain one or 
more of the following: 



(1) Information specifically authorized 
to be classified. Before denying a person 
access to classified information, the 
denial authority must make sure that it 
is properly classified under the criteria 
of E,0. 12356, and that it must remain so 
in the interest of national defense or 
foreign policy ((k)(l) exemption). 

(2) Investigative records compiled for 
law enforcement purposes (other than 
that claimed under the general 
exemption). If this information has been 
used to deny someone a right, however, 
the Department of the Navy must 
release it unless doing so would reveal 
the identity of a confidential source 
((k)(2) exemption). 

(3) Records maintained in connection 
with providing protective services to the 
President of the United States or other 
individuals protected pursuant to 18 
U.S.C. 3056 ((k)(3) exemption). 

(4) Records used only for statistical, 
research, or other evaluation purposes, 
and which are not used to make 
decisions on the rights, benefits, or 
privileges of individuals, except as 
permitted by 13 U.S.C. 8 (Use of census 
data) ((k)(4) exemption). 

(5) Data compiled to determine 
suitability, eligibility, or qualifications 
for Federal service. Federal contracts, or 
access to classified information. This 
information may be withheld only if 
disclosure would reveal the identity of a 
confidential source {(k)(5) exemption). 

(6) Test or examination material used 
solely to determine individual 
qualifications for appointment or 
promotion in the Federal service, the 
disclosure of which would compromise 
the objectivity or fairness of the testing 
or examination process ((k)(6) 
exemption). 

(7) Information to determine 
promotion potential in the Armed 
Forces. This information may be 
withheld only to the extent that 
disclosure would reveal the identity of a 
confidential source ((k)(7) exemption). 

(d) Limitations on denying 
notification, access, and/or amendment 
on the basis of an exemption. — (1) 
Classified information. Prior to denying 
a request for notification, access or 
amendment concerning a classified 
record on the .basis of a subsection (k)(l) 
exemption, denial authorities having 
classification jurisdiction over the 
classified matters in the record shall , 
review the record to determine if the 
classification is proper under the criteria 
of the OPNAVINST 5510.1 series. If the 
denial authority does not have 
classification jurisdiction, immediate 
coordination shall be effected with the 
official having classification jurisdiction, 
in order to obtain a review of the 
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propriety of the classification. If it is 
determined upon review that the 
classification is proper, consideration 
shall also be given to the . 
appropriateness of permitting the 
requester to view the record in classified 
form, provided that he/she has or can be 
given the requisite security clearance.-^ 

(2) Law enforcement records. 
Requests for notification or access shall 
not be denied on the basis of a 
subsection (k) (2] exemption if the 
requested record has been used as a 
basis for denying the individual.a right, 
benefit, or privilege to which he/she 
would be entitled in the absence of the 
record, except that access may be 
limited to the extent necessary to 
protect the identity of a confidential 
source, as defined in paragraph [e] of 
this section. Additionally, neither a 
subsection (j)(2) nor. a subsection (k)(2) 
exemption shall be the basis for a denial 
of a request for notification or access 
concerning a record, or a portion 
thereof, unless granting the request is in 
accordance with the exemptions 
specified in 5 U.S.C. 552a, and would; 

(i) Interfere with enforcement 
proceedings; 

(ii) Deprive a person of a right to a fair 
trial or an impartial adjudication; 

(iii) Constitute an unwarranted 
invasion of personal privacy; ' 

(iv) Disclose the identity of a 
confidential source or disclose 
confidential information furnished only 
by a confidential source in the course of 
a criminal investigation or in the course 
of a lawful national security intelligence 
investigation; 

(v) Disclose investigative techniques ' 
and procedures not already in the public 
domain and requiring protection from 
public disclosure to ensure their 
effectiveness; 

(vi) Endanger the life or physical 
safety of law enforcement personnel; or 

(vii) Otherwise be deemed not 
releasable under 5 U.S.C. 552 and 32 
CFR part 701, subparts A through D, 

(e) Confidential sources. For the 
purposes of subsection (k) exemptions, a 
"confidential source" is a person who 
has furnished information to the Federal 
government under: 

(1) Ah express promise that his/her 
identity would be held in confidence, or 

(2) An implied promise made prior to 
September 27, 1975, that his/her identity 
would be held in confidence. 

(f) Promises of confidentiality. 
Express promise of confidentiality shall 
be granted on a selective basis, and only 
when such promises are needed and are 
in the interest of the service. Officials 
exercising denial authority shall 
establish appropriate procedures and 
standards governing the granting of 



confidentiality for records systems 
under their cognizance. 

§701.109 Contractors. 

(a) Contracts to maintain records. , 
Any unit, activity, or official letting a 
contract that involves the maintenance 
of a system of records to accomphsh a 
Department of the Navy purpose shall 
include in that contract such terms as . 
are necessary to incorporate the 
relevant provisions of 5 U.S.C. 552a in 
accordance with the Federal Acquisition 
Regulation Part 24.1, "Protection of 
Individual Privacy," April 1, 1984. 

(b) Contracting officers. Contracting 
officers shall review all requirements for 
service contracts to determine if the 
requirements may result in the design, 
development, or operation of a system 
of records .on individuals. If it is 
determined. that such is involved, the 
solicitation to meet the requirement 
shall contain notice similar to the 
following: 

Warning . 

This procurement action requires the 
contractor to do one or more of the following: 
Operate, use or maintain a system of records 
on individuals to accomplish an agency 
function. The Privacy Act of 1974 (Pub. L 93- 
597; 5 U.S.C. 552a) imposes requirements on 
how these records are collected, maintained, . 
used, and disclosed. Violations of the Privacy 
Act may result in termination' of any contract 
resulting from this solicitation as well as 
imposition of criminal or civil penalties. 

§ 701.110 Judicial sanctions.. 

(a) Subsection (i)(l) of 5 U.S.C. 552a 
prescribes criminal penalties for 
violation of its provisions. Any member 
or employee of the Department of the . 
Navy may be found guilty of a . 
misdemeanor and fined not more than 
$5,000 for willfully: 

(1) Maintaining a system of records 
without first meeting the public notice 
requirements. 

(2) Disclosing information protected 
under the Privacy Act to any 
unauthorized person/ agency, 

(3) Obtaining or disclosing 

, information about an individual under 
false pretenses. 

§701.111 ~ Government contractors. 

[a) Applicability to government 
contractors. (1) When a nayal activity 
contracts for the operation or 
maintenance of a system of records or a 
portion of a system of records by a ; 
contractor, the record system or the . 
portion of the record system affected are 
considered to be maintained by the 
naval activity and are subject to 32 CFR 
part 701, subparts F and G. The naval 
activity is responsible for applying the 
requirements of 32' CFR part 701, 
subparts F and G to the contractor. The 



contractor and its employees are to be 
considered employees of the Navy for 
purposes of the sanction provisions of 
the Privacy Act during the performance 
of the contract. Consistent with the 
Federal Acquisition Regulation Part 24.1, 
Protection of Individual Privacy, 
contracts requiring the maintenance of a 
system of records or the portion of a 
system of records shall identify 
specifically the record system and the 
work to be performed and shall include 
in the solicitation and resulting contract 
such terms as are prescribed by the , 
Federal Acquisistion Regulation Part 
24.1. • 

(2) If the contractor must use or have ' 
access to individually identifiable 
information subject to 32 CFR part 701, 
subparts F and G to perform any part of 
a contract, and the information would 
have been collected and maintained by 
the Naval activity but for the award of 
the contract, these contractor activities 
are subject to 32 CFR part 701, subparts 
FandG. 

(3) The restriction in § 701.111(a) (1) 
and (2) do not apply to records: 

(i) EstabHshed and maintained to 
assist in making internal contractor 
management decisions, such as records 
maintained by the contractor for use in 
managing the contract. 

(ii) Maintained as internal contractor 
employee records even when used in 
conjunction with providing goods and 
services to the Department of Defense; 
or 

(iii) Maintained as training records by 
an educational organization contracted 
by the Department of the Navy to 
provide training when the records of the 
contract students are similar to and 
comingled with training records of other 
students (e.g., admissions forms, 
transcripts, academic counselling and 
similar records). 

(iv) Maintained by a consumer 
reporting agency to which records have 
been disclosed under contract in 
accordance with the Federal Claims 
Collection Act of 1966. 

(b) Disclosure of records to 
contractors. The disclosure of records 
required by the contractor for the 
operation, use or maintenance of a 
system of records in the performance of 
a government contract shall not require 
the consent of the individual to whom 
the record pertains or the maintenance 
of a disclosure accounting record since 
systems of records operated under, 
contract to accomplish a Navy function, 
are, in effect, maintained by the 
Department of the Navy. Disclosure of 
personal information between the 
Department of the Navy and the 
contractor, is considered to, be the same 
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as between those officers and 
employees of the Department of the 
Navy who have a need for the records in 
the performance of their duties. 

§ 701.1 12 Matching program procedures. 

The Office of Management and Budget 
(0MB) has issued special guidelines to 
be followed in programs that match the 
personal records in the coniputerized 
data bases of two or more federal 
agencies by computer. These guidelines 
are intended to strike a balance 
between the interest of the government 
in maintaining the integrity of federal ' 
programs and the need to protect 
individual privacy expectations. They 
do not authorize matching programs as 
such and each matching program must 
be justified individually in accordance 
with the 0MB guidance. 

§ 701.1 13 Rules of access to agency 
records. 

5 U.S.C. 552a, as implemented in 32 
CFR part 701, subparts F and G, 
provides for individuals to have access 
to agency records, pertaining to 
themselves, with certain limited 
exceptions. The following rules of 
access are in effect: 

(a) Requests for access must be 
submitted in writing to (name or 
organizational title of record custodian). 

(b) Individuals desiring to review 
records pertaining to themselves are 
urged to submit their requests by mail or 
in person, 10 days before the desired 
review date. Every effort will be made 
to expedite access when necessary, but 
records ordinarily cannot be made 
available for review on the day of the 
request. In the case of a request to : 
provide records directly to an 
authorized representative who is other 
than the parent of a minor or other legal 
guardian, an authorization signed within 
the preceding 45 days, by the individual 
to whom the records pertain, specifying 
the records to be released, will be 
required. Notarized authorizations may 
be required if the sensitivity of the 
information in the records warrants. 

(c) Information should be provided by 
the individual to assist in identifying 
relevant systems of records and 
individual identifiers should also be 
furnished (e.g., full name, social security 
number, etc.] to locate records in the 
particular system. 

(d) Review of the record may be 
accomplished between the hours of 

and in room 

of building • 

(e) When the individual reviews 
records in person, the custodian will 
require the presentation of identification 
before permitting access to the record. 
Acceptable forms of identification 



include military identification card, base 
or building pass, driver's license, or 
similar document. When the individual 
requests access to information by mail, 
verification of identity may be obtained 
by requiring him/her to provide certain 
minimum identifying data such as date 
of birth and any other item in the record 
that only the concerned individual 
would likely know. 

(f) Individuals may be accompanied 
by a person of their own choosing when 
reviewing the record. The custodian will 
not, however, discuss the record in the 
presence of the third person without the 
written authorization of the individual to 
whom the record pertains. 

(g) On request, copies of the record 
will be provided at a cost specified. Fees 
will not be assessed if the cost is less 
than $30. 

(h) A medical record will not be 
released to the individual if, in the • 
judgment of a physician, the information 
contained therein could have an adverse 
affect on the individual's physical or 
mental well-being. In such 
circumstances, the individual will be 
asked to provide to the record custodian 
the name of a personal physician along 
with written authorization for release of 
the record to that physician. The record 
will then be provided to the named 
physician. 

(i) Questions concerning these Rules 
of Access, or, information contained in 
the record, should be addressed to (title 
or official of organizational title), room 

, building 

telephone number " 

§ 701 . 1 1 4 Rules for amendment requests. 

5 U.S.C. 552a, as implemented by 32 
CFR part 701, subparts F and G, 
provides for individuals to request 
amendment of their personal records 
when the individuals believe the records 
are inaccurate, irrelevant, untimely, or 
incomplete. The following rules for 
amendment requests are in effect: 

(a) Requests must be in writing and 
must indicate that they are being made 
under the Privacy Act (5 U.S.C. 552a), 32 
CFR part 701, subparts F and G, or the 
SECNAVINST 5211.5 series. Requests 
should contain sufficient information to 
locate and identify the particular record 
which the requester is seeking to amend 
(e.g., full name, social security number, 
date of birth, etc.). A request should also 
contain a statement of the changes 
desired to be made to the record, the 
reasons for requesting amendment, and 
any available information the requester 
can provide in support of the request, 
including pertinent documents and 
related records. 

(b) Requests for amendment must be 
submitted to the appropriate system 



manager designated in the published 
record system notice. 

(c) A letter indicating receipt will be 
sent to the requester within 10 working 
days after the request has been received 
by the appropriate system manager. The 

. letter will contain details as to when the 
requester may expect to be advised of 
action taken on the request. The 
requester may also be asked to provide 
additional verification of his/her 
identity. This is to protect the privacy of 
other individuals by ensuring that the 
requester is seeking to amend his/her 
own records and not, inadvertently or 
intentionally, the records of another 
individual. 

(d) A letter indicating whether or not 
the request for amendment has been 
granted will be sent to the requester as 
soon as a decision has been reached by 
the appropriate authority. If it is 
determined that the requested 
amendment is warranted, the requester 
will be advised of the action taken and 
of the effect of that action. If it is 
determined that the requested 
amendment is not warranted, the 
requester will be advised of the reasons 
for the refusal and of the procedures and 
time limits within which the requester 
can seek further review of the refusal. 

§ 701 . 1 1 5 Rules of conduct under the 
Privacy Act. 

(a) Maintaining personal records. It is 
unlawful to maintain systems of records 
about individuals without prior 
announcement in the Federal Register. 
Anyone who does is subject to criminal 
penalties up to $5,000. Even with such 
notice, care shall be taken to keep only 
such personal information as is 
necessary to do what law and the 
President, by Executive order, require. 
The information is to be used only for 
the purposes described in the Federal 
Register. 

(b) Disclosure. Information about an . 
individual shall not be disclosed to any 
unauthorized individual. Anyone who 
makes an unauthorized disclosure on 
purpose may be fined up to $5,000. Every 
member or employee of the Department 
of the Navy who maintains records 
about individuals has an obligation to 
do his/her part in protecting personal 
information from unauthorized 
disclosure. 32 CFR part 701, subpart F 
and G describes when disclosures are 
authorized. 

(c) Individual access. Every 
individual, with certain exceptions, has 
the right to look at any record the 
Department of the Navy keeps on him/ 
her, to copy it, and to request to have it 
corrected if he/she considers it wrong. 
The individual attempting to exercise 



868 



PRIVACY ACT RULES 



these right shall be given courteous and 
considerate assistance. • 
(,d) Ensuring accuracy. The 
Department of the Navy has an 
obligation to use only accurate, timely, 
relevant, and complete information 
when making decisions about 
individuals. Every member, official, and • 
employee involved in keeping records . 
on individuals shall assist in the 
discharge of this obligation. 

§701.116 Blanket routine uses. 

(a) Routine use — Law enforcement. In 
the event that a system of records 
maintained by this component to carry 
out its functions indicates a violation or 
potential violation of law, whether, civil, 
criminal or regulatory in nature, and 
whether arising by general statute, or by 
regulation,, rule or order issued pursuant 
thereto, the relevant records in the 
system of records may be referred, as a 
routine use, to the appropriate agency, 
whether federal, state, local or foreign, 
charged with the responsibility of 
investigating or prosecuting such 
violation or charged with enforcing pr 
implementing the statute, rule, ' 
regulation or order issued pursuant 
thereto. 

(b) Routine use— Disclosure when 
requesting information. A record from a 
system of records maintained by this 
component may be disclosed as a 
routine use to a federal, state, or local 
agency maintaining civil, criminal or 
other relevant enforcement information 
or other pertinent information, such as 
current licenses, if necessary to obtain 
information, relevant to a component 
decision concerning the hiring or 
retention of an employee, the issuance 
of a security clearance, the letting of a 
contract, or the issuance of a license, 
grant or other benefit. 

(6) Routine use— Disclosure of 
requested information. A record from a 
system of records maintained by this 
component may be disclosed to a . • 
federal agency, in response to its 
request, in connection with the hiring or 
retention of an employee, the issuance 
of a security clearance, the reporting of 
an investigation of an employee, the 
letting of a contract, or the issuance of a 
license, grant, or other benefit by the 
requesting agency, to the extent that the' 
information is relevant and necessary to 
the requesting agency's decision on the 
matter. 

(d) Routine use — Congressional 
inquiries. Disclosure from a system of 
records maintained by this component 
may be made to a congressional office 
from the record of an individual in 
response to an inquiry from the 
congressional office made at the request 
of that individual. 



(e) Routine use— Disclosure to the 
Department of Justice for litigation. A 
record from a system of records 
maintained by this component may be * 
disclosed as a routine use to any 
component of the Department of Justice 
for the purpose of representing the DOD, 
or any officer, employee, or member of 
the Department in pending or potential 
Htigation to which the record is 
pertinent. • - 

(f) Routine use— Private relief 
legislation. Relevant information 
contained in all systems, of records of 
the Department of Defense published on 
or before August 22, 1975, will be 
disclosed to the Office of Management 
and Budget in connection with the 
review of private relief legislation as set 
forth in 0MB Circular A-19 at any stage 
of the legislative coordination.and 
clearance process as set forth in that 
Circular. 

(g) Routine use-^Disclosures required 
by international agreements, A record 
from a system of records maintained by 
this component may be disclosed to 
foreign law enforcement, security, 
investigatory, or administrative 
authorities in order to comply with 
requirements imposed by, or to claim 
rights conferred in international 
agreements and arrangements including 
those regulating the stationing and 
status in foreign countries of 
Department of Defense military and 
civihan personnel. 

(h) Routine use — Disclosure to state 
and local taxing authorities. Any 
information normally contained in IRS 
Form W-2, which is maintained in a 
record from a system of records 
maintained by this Component may be 
disclosed to state and local taxing 
authorities with which the Secretary of 
the Treasury has entered into 
agreements pursuant to Title 5, U.S.C., 
Sections 5516, 5517, 5520, and only to 
those state and local taxing authorities 
for which an employee or military 
member is or was subject to tax 
regardless of whether tax is or was 
withheld. This routine use is in 
accordance with Treasury Fiscal , 
Requirements Manual Bulletin Nr. 76-07. 

(i) Routine use-^Disclosure to the 
Office of Personnel Management . 
(OPM). A record from a system of 
records subject to the Privacy Act and 
maintained by this component may be.* 
disclosed to the OPM concerniiig • 
information on pay and leave, benefits, 
retirement deductions, and any other 
information necessary for OPM to carry 
out its legally authorized Government- 
wide personnel management functions 
and studies. 



Subpart G— Privacy Act Exemptions 

Authority: 5 U.S.C. 552a, 32 CFR part 310. 

§701.117 Purpose. 

32 CFR part 701, subparts F and G 
contains rules promulgated by the 
Secretary of the Navy, pursuant to 5 
U.S.C. 552a []] and (k), and subpart F, 
§ 701.108, to exempt certain systems of 
Department of the Navy records from 
specified provisions of 5 U.S.C. 552a. 

§ 701.1 18 Exemption for classified 
records. 

All systems of records maintained by 
the Department of the Navy and its 
components shall be exempted from the 
requirements of 5 U.S.C. 552a(d) 
pursuant to 5 U.S.C. 552a(k)(l], to the 
extent that the system contains any 
information properly classified under 
E.0. 12356 and that is required by that 
Executive order to be kept secret in the 
interest of national defense or foreign 
policy. This exemption is apphcable to 
parts of all systems of records including 
those not otherwise specifically 
designated for exemptions herein which 
contain isolated items of properly 
classified information. 

§ 701.1 19 Exempt Navy record systems. 

(a) [Reserved] 

(b) Bureau of Naval Personnel. 
[1]ID—N0552a-1. 
Sysname., Personnel Security 

Eligibility Information System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a(k) (1). (2), (5) 
and (7). 

Reasons. Granting individuals access 
to information collected and maintained 
in this system of records could interfere 
with orderly investigations; result in the 
disclosure of classified material; 
jeopardize the safety of informants, 
witnesses, and their families; disclose 
investigative techniques; and result in 
the invasion of privacy of individuals 
only incidentally related to an 
investigation. Material will be screened 
to permit access to unclassified 
information that will not disclose the 
identity of sources who provide 
information to the Government under an 
express or implied promise of 
confidentiality, 

(2) [Reserved] 

(3) ID'-N05354'-1. . 
Sysname. Equal Opportunity 

Information and Support System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(4) (G) through (I), and (f). 
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Authority. 5 U.S.C. 552a(k) (1), and (5). 

Reasons. Granting access to 
information in this system of records 
could result in the disclosure of 
classified material, or reveal the identity 
of a source who furnished information to 
the Government under an express or 
implied promise of confidentiality. 
Material will be screened to permit 
access to unclassified material and to 
information that will not disclose the 
identity of a confidential source. 

[4]ID—N0142(>-1. 

Sysname. Officer Promotion System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1). (e)(4) (G) through (I), and (f). 

Authority 5 U.S.C. 552a(k) (1), (5), (6), 
and (7). 

Reasons. Granting individuals access 
to this system of records could result in 
the disclosure of classified material, or 
the identification of sources who 
provided information to the Government 
under an express or implied promise of 
confidentiality. Material will be 
screened to permit access to 
unclassified material and to information 
that does not disclose the identity of a 
confidential source. 

[h)ID—N01070-3. 

Sysname. Navy Personnel Records 
System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d). 
(e)(1), (e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a(k) (1) and (5). 

Reasons. Granting individuals access 
to certain portions of the information 
collected and maintained in this system 
of records could result in the 
unauthorized disclosure of classified 
material. Material will be screened in 
order to provide access to unclassified 
information that does not disclose the 
identity of a source who provided 
information under an express or implied 
promise of confidentiality. 

[Q)ID^N01640'1. 

Sysname, Individual Correctional 
Records. 

Exemption. Portions of this system are 
exempt from the following subsections 
of 5 U.S.C. 552a: (c)(3), (c)(4), (d), (e)(2), 

(e) (3), (e)(4) (G) through (I), (e)(5), (e)(8), 

(f) . and (g). 

Authority. 5 U.S.C. 552a(j)(2). 

Reasons. Granting individuals access 
to portions of these records pertaining to 
or consisting of, but not limited to, 
disciplinary reports, criminal 
investigations, and related statements of 
witnesses, and such other related matter 
in conjunction with the enforcement of 
criminal laws, could interfere with 
orderly investigations, with the orderly 
administration of justice, and possibly 



enable suspects to avoid detection or 
apprehension. Disclosure of this 
information could result in the 
concealment, destruction, or fabrication 
of evidence, and jeopardize the safety 
and well-being of informants, witnesses 
and their families, and law enforcement 
personnel and their families. Disclosure 
of this information could also reveal and 
render ineffectual investigative 
techniques, sources, and methods used 
by these components and could result in 
the invasion of the privacy of 
individuals only incidentally related to 
an investigation. The exemption of the 
individual's right of access to portions of 
these records, and the reasons therefor, 
necessitate the exemption of this system 
of records from the requirement of the 
other cited provisions. 

ID-N01754-3. 

System name.Navy Child 
Development Services Program. 

Exemptions. Portions of this system of 
records are exempt from the following 
subsections of Title S U.S.C. 552a(c)(3) 
and(d). 

Authority.5 U.S.C. 552a[k][2]. 

Reasons. Exemptions is needed in 
order to encourage persons having 
knowledge of abusive or neglected acts 
toward children to report such 
information.and to protect such sources 
from embarrassment or recriminations, 
as well as to protect their right to 
privacy. It is essential that the identities 
of all individuals who furnish 
information under an express promise of 
confidentiality be protected. 
Additionally, granting individuals 
access to information relating to 
criminal and civil law enforcement, as 
well as the release of certain disclosure 
accountings, could interfere with 
ongoing investigations land the orderly 
administration of justice, in tha!t it could 
result in the concealment, alteration, 
destruction, or fabrication of 
information; could hamper the 
identification of offenders and the 
disposition of charges; and could 
jeopardize the safety and well being of 
parents and their children, 

(c) Navy Recruiting Command 

(1) ID—N01131-1. 

Sysname. Officer Selection and 
Appointment System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), {e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a (k)(l), (5), (6), 
and (7). 

Reasons. Granting individuals access 
to portions of this system of records 
could result in the disclosure of 
classified material, or the identification 
of sources who provided information to 
the Government under an express or 



implied promise of confidentiality. 
Material will be screened to permit 
access to unclassified material and to 
information that does not disclose the 
identity of a confidential source. 

(2) ID—N01133-r2. 

Sysname. Recruiting Enlisted 
Selection System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a(k) (1), (5). (6), 
and*(7). 

Reasons. Granting individuals access 
to portions of this system of records 
could result in the disclosure of 
classified material, or the identification 
of sources who provided information to 
the Government under an express or 
implied promise of confidentiahty. 
Material will be screened to permit 
access to unclassified material and to 
information that does not disclose the 
identity of a confidential source. 

(d) Naval Security Group Command 
(1) ID—N05527-4. 

Sysname. Naval Security Group 
Personnel Security/ Access Files. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4) (G) through (I), and (f). 

Authority, b U.S.C. 552a(k) (1) through 
(5). 

Reasons. Exempted portions of this 
system contain information that has 
been properly classified under E.G. 
12356, and that is required to be kept 
secret in' the interest of national defense 
or foreign policy. Exempted portions of 
this system also contain information 
considered relevant and iiecessary to 
make a determination as to 
qualification, eligibility or suitability for 
access to classified special intelligence 
information, and that was obtained by 
providing an express or implied promise 
to the source that his/her identity would 
not be revealed to the subject of the 
record. 

(e) Naval Investigative Service. 
[1] ID-^N05520-4. 

Sysname. NIS Investigative Files 
System. 

Exemption (1). Portions of this system 
of records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), 
(c)(4), (d), (e) (2), and (3), (e)(4) (G) 
through (I), (e)(5), (e)(8). (f) and (g). 

Authority (1). 5 U.S.C. 552a(j)(2). 

Reasons (1). Granting individuals 
access to information collected and 
maintained by this component relating 
to the enforcement of criminal laws 
could interfere with orderly 
investigations, with the orderly 
administration of justice, and possibly 
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enable suspects Xo avoid detection or 
apprehension. Disclosure of this 
information could result in the 
concealment destruction, or fabrication 
of evidence and jeopardize the safety 
and well being of informants, witnesses 
and their families, and law enforcement 
personnel and their families. Disclosure 
of this information could also reveal and 
render ineffectual investigative 
techniques, sources, and methods used 
by this Component and could result in 
the invasion of the privacy of 
individuals only incidentally related to 
an investigation. The exemption of the 
individual's right of access to his/her 
records, and the reasons therefore, 
necessitate the exemption of this system' 
of records from the requirements of the 
other cited provisions. 

Exemption (2). Portions of this system 
of records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4) (G) through (I), and (f). 

Authority (2). 5 U.S.C. 552a (k)(l), 
(k)(3), (k)(4), (k)(5), and (k)(6). 

Reasons (2). The release of disclosure 
accountings would permit the subject of 
an investigation to obtain valuable 
information concerning the nature of 
that investigation, and the information 
contained, or the identity of witnesses 
or informants, and would therefore 
present a serious impediment to law 
enforcement. In addition, disclosure of 
the accounting would amount to notice 
to the individual of the existence of a 
record. Access to the records contained 
in this system would inform the subject 
of the existence of material compiled for 
law enforcement purposes, the 
premature release of which could 
prevent the successful completion of 
investigation, and lead to the improper 
influencing of witnesses, the destruction 
of records, or the fabrication of 
testimony. 

Exempt portions of this system also 
contain information that has been 
properly classified under E.0. 12356, and 
that is required to be kept secret in the 
interest of national defense or foreign 
policy. 

Exempt portions of this system also 
contain information considered relevant 
and necessary to make a determination 
as to qualifications, eligibility, or 
suitability for Federal civilian 
employment, military service, Federal 
contracts, or access to classified 
information, and was obtained by 
providing an express or implied 
assurance to the source that his/her 
identity would not be revealed to the 
subject of the record. The notice for this 
system of records published in the 
Federal Register sets forth the basic .. 
statutory or related authority for 
maintenance of the system. 



The categories of sources of records in 
this system have been published in the 
Federal Register in broad generic terms. 
The identity of specific sources, 
however, must be withheld in order to 
protect the confidentiality of the source, 
of criminal and other law enforcement 
information. This exemption is further 
necessary to protect the privacy and 
physical safety of witnesses and 
informants. 

This system of record is exempted 
from procedures for notice to an 
individual as to the existence of records 
pertaining to him/her dealing with an 
actual or potential civil or regulatory 
investigation, because such notice to an 
individual would be detrimental to the 
successful conduct and/ or completion of 
an investigation, pending or future. Mere 
notice of the fact of an investigation 
could inform the subject or others that 
their activities are under, or may 
become the subject of, an investigation. 
This could enable the subjects to avoid 
detection, to influence witnesses 
improperly, to destroy records, or to 
fabricate testimony. 

Exempt portions of this system 
contain screening board reports. 
Screening board reports set forth the 
results of oral examination of applicants 
for a position as a special agent with the 
Naval Investigative Service. Disclosure 
of these records would reveal the areas 
pursued in the course of the examination 
and thus adversely affect the result of 
the selection process. Equally important, 
the records contain the candid views of 
the members composing the board. 
Release of the records could affect the 
wilhngness of the members to provide 
candid opinions and thus diminish the 
effectiveness of a program which is 
essential to maintaining the high ' 
standard of the Special Agent Corps, i.e., 
those records constituting examination 
material used solely to determine 
individual quaUfications for 
appointment in the Federal Service. 

(f) Navai Intelligence Command 

[1]ID—N03834-L 

Sysname. Special Intelligence 
Personnel Access File. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3). (d), ' 
(e)(1), (e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a(k) (1) and (5). 

Reasons. Exempted portions of this . 
system contain information that has 
been properly classified under E.O. 
12356, and that is required to be kept 
secret in the interest of national defense 
or foreign policy. Exempted portions of 
this system also contain information 
considered relevant and necessary to 
make a determination as to 
qualifications, eligibility, or suitability 



for access to classified information and 
was obtained by providing an express or 
implied assurance to the source that his/ 
her identity would not be revealed to the 
subject of the record, 
(g) Naval Inspector General 

(1) ID—N04385-1. 

Sysname. IG Investigatory System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), 

(c) (4), (d), (e)(2), (e)(3), (e)(4) (G) through 
(I), (e)(5), (e)(8), (f). and (g). 

Authority. 5 U.S.C. 552a(j)(2). 

Reasons. Granting individuals access 
to information collected and maintained 
by these activities relating to the 
enforcement of criminal laws could 
interfere with orderly investigations, the 
orderly administration of justice, and 
might enable suspects to avoid detection 
and apprehension. Disclosures of this 
information could result in the 
concealment, destruction, or fabrication 
of evidence, and possibly jeopardize the 
safety and well-being of informants, 
witnesses and their families. Such 
disclosures could also reveal and render 
ineffectual investigatory techniques and 
methods and sources of information and 
could result in the invasion of the 
personal privacy of individuals only 
incidentally related to an investigation. , 

The exemption of the individual's 
right of access to his/her records, and 
the reasons therefore, necessitate the 
exemption of this system of records 
from the provisions of the other cited 
sections of 5 U.S.C. 552a. 

(2) ID—N04385-2. 

System A^ai77e. Hotline Program Case 
File. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of Title 5 U.S.C. 552a(c)(3), 

(d) , (e)(1), (e)(4)(G), (H), (I) and (f). 
Authority.^ U.S.C. 552a(k)(l), (2), (5), 

(6) and (7). . 

Reasons. Exempted portions of this 
system consist of information compiled 
for the purpose of investigations, 
including reports of informants and 
investigators. Such investigations may 
be associated with identifiable 
individuals., Disclosure of files in this 
system would interfere with orderly 
investigations, and possibly result in the 
concealment, destruction, or fabrication 
of evidence, and possibly jeopardize the 
safety and well-being of informants, 
witnesses and their families. Such 
disclosures could also reveal and render, 
ineffectual investigatory techniques and 
methods and sources of informaiton and 
could further result in the invasion of the 
personal privacy of individuals only 
incidentally related to an investigation. 
Depending on the nature of the 
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complaint, records may contain 
information that is currently and 
properly classified pursuant to executive 
order and must be kept secret in the 
interest of national defense or foreign 
policy, is confidentially provided 
information located in investigatory 
records compiled for the purposes of 
enforcement of non-criminal law, 
relates to qualifications, eligibility, or 
suitability for Federal employment, is ' 
test or examination material used to 
determine qualifications for . 
appointment or promotion in the Federal 
service, is confidentially provided 
informaiton used to determine potential 
for promotion in the armed services. 

(h) Naval Resale System Office. 
[1)ID^N12930-1. 

5y5/30/ne Industrial Relations 
Personnel Records. 

Exemption. Portions of this system of 
records are exenipt from the following 
subsections of 5 U.S.C. 552a: (d), (e)(4) 
(G) and (H), and (f). 

Authority, 5 U.S.C. 552a(k) (5) and (6). 

Reasons. Exempted portions of this 
system contain information considered 
relevant and necessary to make a 
determination as to qualifications, 
eligibility, or suitability for Federal 
employment, and was obtained by 
providing ah express or implied promise 
to the source that his/her identity would 
not be revealed to the subject of the 
record. Exempted portions of this 
system also contain test or examination 
material used solely to determine 
individual qualifications for 
appointment or promotion in the Federal 
service, the disclosure of which would 
comprise the objectivity or fairness of 
the testing or examination process. 

(i) Navy and Marine Corps Exchanges 
and Commissaries. 

(1) ID—N04060-1. 

Sysname. Navy and Marine Corps 
Exchange and Commissary Security 
Files. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3}, (d), 
(e)(1). (e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a (k)(2). 

Reasons. Granting individuals access 
to information collected and maintained 
by these activities relating to the 
enforcement of criminal laws could 
interfere with orderly investigations, 
with orderly administration of justice, 
and possibly enable suspects to avoid 
detection or apprehension.^ Disclosure of 
this information could result in the 
concealment, destruction, or fabrication 
of evidence, and could also reveal and 
render ineffectual investigative 
techniques, sources, and methods used 
by these activities. 

(j) Naval Clemency and Parole Board. 



[1] ID—N05819-3. . 

Sysname. Naval Clemency and Parole 
Board Files. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(4), (d), 
(e)(4)(G). and (f). 

Authority. 5 U.S.C. 552a(j)(2). 

Reasons. Granting individuals access 
to records maintained by this Board 
could interfere with internal processes 
by which Board personnel are able to 
formulate decisions and policies with 
regard to clemency and parole in cases 
involving naval prisoners and other 
persons under the jurisdiction of the 
Board. Material will be screened to 
permit access to all material except such 
records or documents as reflect items of 
opinion, conclusion, or recommendation 
expressed by individual board members 
or by the board as a whole. 

The exemption of the individual's 
right of access to portions of these 
records, and the reasons therefore, 
necessitate the partial exemption of this 
system of records from the requirements 
of the other cited provisions. • 

(k) Office of the Secretary, 

(1) ID—N01070-9. 

Sysname. White House Support 
Program. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a(k) (1), (2), (3), 
and (5). 

Reasons. Exempted portions of this 
system contain information which has . 
been properly classified under E.O. 
12356, and which is required to be kept 
secret in the interest of national defense 
or foreign policy. Exempted portions of 
this system may also contain 
information considered relevant and 
necessary to make a determination as to 
qualifications, eligibility, or suitability 
for access to classified information, and 
which was obtained by providing an 
express or implied promise to the source 
that his/her identity would not be 
revealed to the subject of the record. 
Exempted portions of this system may 
also contain information collected and 
maintained in connection with providing 
protective services to the President and 
other individuals protected pursuant to 
18 U.S.C. 3056. Exempted portions of this 
system may also contain investigative 
records compiled for law enforcement 
purposes, the disclosure of which could 
reveal the identity of sources who 
provide information under an express or 
impHed promise of confidentiality, 
compromise investigative techniques 
and procedures, jeopardize the life or 
physical safety of law-enforcement 
personnel, or otherwise interfere with 



enforcement proceedings or 
adjudications. 
(2) ID-N05800-1. 

System name. Legal Office Litigation/ 
Correspondence Files. 

Exemption. Portions of this record 
system may be exempted from 
subsections of 5 U.S.C. 552a (d), (e)(1), 
and (f)(2). (3) and (4).. • 

Authority: 5 U.S.c! 552a(k) (1), (2), (5). (6). 
and (7). 

Reasons. Subsection (d) because 
granting individuals access to 
information relating to the preparation 
and conduct of litigation would impair 
the development and implementation of 
legal strategy. Accordingly, such records 
are exempt under, the attorney-client 
privilege. Disclosure might also 
compromise on-going investigations and 
reveal confidential informants. 
Additionally, granting access to the 
record subject would seriously impair 
the Navy's ability to negotiate 
settlements or pursue other civil " 
remedies. Amendment is inappropriate 
because the litigation files contain 
official records including transcripts, 
court orders, investigatory materials, 
evidentiary materials such as exhibits, 
, decisional memorandum and other case- 
related papers. Administrative due 
process could not be achieved by the 
"exparte" correction of such materials. 

Subsection (e)(1) because it is not 
possible in all instances to determine 
relevancy or necessity of specific 
information in the early stages of case 
development. What appeared relevant 
and necessary when collected, 
ultimately may be deemed unnecessary 
upon assessment in the context of 
devising legal strategy. Information 
collected during civil litigation 
investigations which is not used during 
the subject case is often retained to 
provide leads in other cases or to 
establish patterns of activity. 

Subsection (f) (2), (3), and (4) because 
this record system is exempt from the 
individual access provisions of 
subsection (d). 

(1) Security Operations Activities. 

[1) ID-^N05527-1, 

Sysname. Security Incident System. 

Exemption. Portions of this system of 
records are exiempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), 
(c)(4), (d), (e)(2) and (3) (e)(4) (G) through 
(I), (e)(5), (e)(8), (f) and (g). 

Authority. 5 U.S.C. 552a(j)(2). 

Reasons. Granting individuals access 
to information collected and maintained 
by this component relating to the 
enforcement of criminal laws could 
interfere with orderly administration of 
justice, and possibly enable suspects to 
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avoid detection or apprehension. 
Disclosure of this information could 
result in concealment destruction, or 
fabrication of evidence, and jeopardize 
the safety and well being of informants, 
witnesses and their families, and of law 
enforcment personnel and their families. 
Disclosure of this information could also 
reveal and render ineffectual 
investigative techniques, sources, and 
methods used by this component, and 
could result in the invasion of privacy of 
individuals only incidentally related to 
an investigation. 

(m) Bureau of Medicine and Surgery^ 

[1] ID'^N06320-2, ■ . 

Sysnaihe. Family Advocacy Program 
System. 

Exemption, Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3) and 
(d). r 

Authority, 5 U.S.C. 552a(k) (2) and (5). 

Reasons. Exemption is needed in 
order to encourage persons having 
knowledge of abusive or neglectful acts 
toward children to report such 
information, and to protect such sources 
from embarrassment or recriminations, 
as well as to protect their right to 
privacy. It is essential that the identities 
of all individuals who furnish 
information under an express promise of 
confidentiality be protected. 
Additionally, granting individuals 
access to information relating to 
criminal and civil law enforcement, as 
well as the release of certain disclosure 
accountings, could interfere with 
ongoing investigations and the orderly 
administration of justice, in that it could 
result in the concealment, alteration»- 
destruction, or fabrication of 
information; could hamper the 
identification of offenders or alleged 
offenders and the disposition of charges; 
and could jeopardize the safety and well 
being of parents and their children. . 

Exempted portions of this system also 
contain information considered relevant 
and necessary to niake.a determination 
as to qualifications, eligibility, or [ 
suitability for Federal employment and 
Federal contracts, and. that was 
obtained by providing an express or 
implied promise to the source that his/ 
her identity would not be revealed to the 
subject of the record. 

[n]' Naval Postgraduate School, 
(1) ID—N05300-3. 

Sys/JOi77e. Faculty Professional Files. 

Exemption. Portions of this system of 
records are exempt from the following 
portions of 5 U.S.C. 552a: (c)(3), (d), 
(e)(4) (G) and (H), and (f). 

Authority, 5 U.S.C. 552a(k)(5). 

Reasons. Exempted portions of this 
system contain information considered 
relevant and necessary to make a w' 



release determination as to 
qualifications, eligibility, or suitability 
for Federal employment, and was 
obtained by providing an express or 
imphed promise to the source that his/ 
her identity would not be revealed to the 
subject of the record. < 

[52 PR 11052, Apr. 7, 1988, as amended by 52 
PR 17295, May 7, 1988; 54 PR 8322, Feb. 28, 
1989; 5'5 PR 35140, Aug. 28, 1990; 56 PR 6986, 
Feb. 21. 1991; 56 PR 59217, Nov. 25, 1991] 

§ 701.120 Exemptions for specific Marine; 
Corps record systems. 

a. ID—MMN00018. 
Sysname. Base Security Incident 
Reporting System. 

* Exemption, Portions of this system of. 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), 
(c)(4), (d).,(e). (2) and (3). (e)(4)(G) 
through (I), (e)(5), (e)(8), (f). and'(g). 

Authority, 5 U.S.C. 552a(j)(2). 

Reasons. Granting individuals access 
to information collected and maintained 
by these activities relating to the 
enforcement of criminal laws could 
interfere with orderly investigations, 
with the orderly administration of 
justice, and might enable suspects to* 
avoid detection or apprehension. 
Disclosure of this information could 
result in the concealment, destruction, or 
fabrication of evidence, arid jeopardize 
the safety and well-being of informants^ 
witnesses and their families, and law . ' 
enforcement personnel and their 
families. Disclosure of this information 
could also reveal and render ineffectual 
investigative techniques,' sources, and 
methods used by this component, and 
could result in the invasion of the 
privacy of individuals only incidentally 
related to an investigation. 

The exemption of the individual's 
right of access to his/her records, and 
the reasons therefore, necessitate the 
exemption of this system of records 
from the requirements of other cited 
provisions. 

h, ID^MINOOOOl. 

Sysname, Personnel Security 
Eligibility and Access Information 
System. 

Exemption. Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (c)(3), (d). , 
(e)(1). (e)(4) (G) through (I), and (f). 

Authority. 5 U.S.C. 552a(k) (2), (3), and 
(5) as applicable. 

/?eoso/2s. Exempt portions of this 
system contain information that has 
been properly classified under E.O. 
12356, and that is required to be kept 
secret in the interest of national defense 
or foreign poUcy. » 

Exempt portioiis of this system also 
contain information considered relevant 
and necessary to make a determination 



as to qualifications, eligibility, or ' 
suitabihty for Federal civilian 
employment^ military service, Federal 
contracts, or access to classified, 
compartmented, or otherwise sensitive 
information, and was obtained by 
providing an expressed or implied 
assurance to the source that his/her 
identity would riot be revealed to the 
subject of the record. 

Exempted portions of this system 
further contain information that 
identifies sources whose confidentiahty 
must be protected to ensure that the 
privacy and physical safety of these 
witiiigsses and informants are protected. 

PART 806b— AIR FORCE PRIVACY 
ACT PROGRAM 

Sec. '* . 

806b.O. Purpose. 

Subpart A— The Privacy Act Program' 

806b.l. Air Force Policy. 

806b*2. Terms defined. 

806b.3. Access authorities. 

806b.4. Judicial sanctions. 

Subpart B— Collecting Personal Information 

806b. 5. , Privacy Act Statements (PAS). 

Subpart C^Maintaining Systems of 
Records 

806b.6. Air Force standards. 
806b.7. Personal notes. 

Subpart D— Providing Information 

806b.8. Access by subjects of records. 
806b.9. Disclosures to third parties and 
organizations. 

Subpart Privacy Act Exemptions 

806b.l0. Use of exemptions. 

806b.ll. General exemptions. 

806b.l2. Specific exemptions. 

806b.l3. General and specific exemptions. . 

Authority: 5 U.S.C. 552a, Pub. L. 93-579. 

Source: 51 FR 20277, June 4, 1986 

§806b.O Purpose. 

This part sets policies and outlines 
procedures that govern collecting, 
safeguarding, maintaining, using, 
accessing, amending, and disseminating 
personal information kept by the 
Department of the Air Force in systems 
of records. This part applies to all Air 
Force activities, including the Reserve 
Components, except for the Office of the 
Chief, National Guard Bureau;. Air 
National Guard technicians; and Army- 
Air Force Exchange Service activities, 
including Motion Picture Service 
activities. It does not apply to civilian 
employee records maintained by Air 
Force activities which are covered by 
the Office of Personnel Management 
systems of records. Such records are 
subject to parts 293, 294, and 297 of 
Office of Personnel Management 
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regulations and the Federal Personnel 
Manual and Air Force supplements. 

Subpart A— The Privacy Act Program 

§ 806b. 1 Air Force policy. 

Air Force policy is to: 

(a) Protect personal privacy as 
required by the Privacy Act of 1974. The 
Privacy Act and this part apply only to 
information in systems of records on 
hving U.S. citizens and aliens admitted 
as permanent residents of the United 
States. 

(b) Collect, maintain, and use 
information in such systems only to 
support programs authorized by law or 
Executive order. 

(c) Ensure that records in these 
systems are timely, accurate, complete, 
and. relevant, amending on request any 
record which does not meet these 
requirements. 

(d) Let individuals know about and 
see or get copies of their own records in 
systems unless the Secretary of the Air 
Force (SAF) has approved an 
exemption, or the records were created 
in anticipation of civil action or 
proceeding. 

(e) Safeguard records in systems. 

(f) Provide a review of decisions that 
deny individuals access to or 
amendment of their records. 

(g) Keep records the minimum time 
required to protect the rights and 
provide for the needs of the individual 
and the U.S. Government. 

.§806b.2 Terms defined: 

(a) Access. The process of letting 
individuals see or get copies of their 
records from a system of records. 

(b) Agency. The Department of 
Defense (DOD) for disclosures from 
systems of records. Any record may be . 
disclosed to any component for a use 
compatible with the purpose for which 
the record was created. The Air Force is 
an agency for all other actions under the 
Privacy Act including access and 
amendment requests and appeals. 

(c) Confidential source. Any person or 
organization that has given information 
under an: 

(1) Expressed promise to withhold 
their identity; or 

(2) Implied promise of confidentiality 
made before September 27, 1975. 

(d) Confidentiality. A promise to 
withhold the identity of a source or the 
information provided. The information 
must be for use in an exempt system. 
This promise must be expressed and 
recorded. 

(e) Disclosure. Giving information 
from a system, by any means, to anyone 
other than the subject. 



(f) Individual. A living U.S. citizen or 
a permanent resident ahen. The 
deceased, non-resident aliens, 
businesses, and third parties have no 
rights under the Privacy Act. However, a 
parent or guardian may exercise Privacy 
Act rights for a minor or incompetent 
person. 

(g) Maintain. To collect, keep, use, or 
disseminate records. 

(h) Minor. Anyone under the age of 
majority according to the law of the 
state where the records are located. If 
there is no state, law, a minor is anyone 
under the age of 18. Military members 
and married persons are not minors. 

(i) Official use. Any action by a 
Department of Defense member or 
employee to perform a mission or 
function prescribed or authorized by law 
or regulation. 

(j) Personal information. All 
information about an individual except 
for matters of public record. Some 
examples of personal information are all 
medical files, financial records except 
for gross pay, criminal records except 
the findings of a court-martial, and 
details on a person's private life. 
Information about an individual's 
official duties is normally not personal. 

(k) Privacy Act request A request by 
an individual about the existence of, 
access to, or amendment of, a record 
about him or her that is in a system of 
records. The request must show 
dependence on the Privacy Act. 

(1) Record. Any item, collection, or 
grouping of information about an 
individual. 

(m) Routine use. Any disclosure 
outside of Department of Defense from a 
system for a use that is compatible with 
the purpose for which the record was 
created. Routine uses miist be shown in 
the systems notice. These notices are 
published in the Federal Register and 
AFP 12-36, Privacy Act Systems of 
Records. 

(n) Statistical records. A record kept 
only for statistical or reporting purposes. 
It is not used for making judgments 
about persons. Individual identity must 
not be discoverable using routine 
statistical or data manipulation 
methods. 

(o) System manager. The official who 
initiates a system of records and issues 
policies and procedures for operating 
and safeguarding a system. Local 
systems managers operate such systems 
or are responsible for a segment of a 
decentralized system. 

(p) System of records. Any group of 
records from which personal 
information is retrieved by name or 
personal identifier (See paragraph (1) of 
this section.) A record in a system of 
records must contain two elements, a 



personal identifier and at least one item 
of personal information. This identifier 
is some name, number, or symbol which 
is unique to the individual. The most 
often used personal identifiers in the Air 
Force are name and Social Security 
number (SSN). If a retrieval is possible 
but not actually done, or if it depends on 
memory, the group is not a system of 
records. However, creating a retrieval or 
cross index, arranged by personal 
identifier for randomly filed records, 
makes that collection a system. 

(q) Workday or day. A duty day, not 
including Saturdays, Sundays, and 
Federal holidays. 

§806b.3 Access authorities. 

The system manager, or individual or 
position designated in the system notice 
to receive requests is the access 
authority. . • 

§ 806b.4 Judicial sanctions. 

The Privacy Act has both civil 
remedies and criminal penalties for 
violations. 

(a) Civi] remedies. An individual can 
file a civil suit against the Air Force for 
failing to comply with the Privacy Act. 

(b) Criminal penalties. Personnel may 
be found guilty of a misdemeanor and 
fined not more than $5,000 for willfully: 

(1) Maintaining a system without 
meeting the public notice requirements. 

(2) Disclosing information from a 
system to someone who is not entitled 
to have it knowing that disclosure is 
prohibited. 

(3) Obtaining another's record from a 
system under false pretenses. 

Subpart B— Coliecting Personal 
information 

§ 806b.5 Privacy Act Statements (PAS). 

Give PASs to individuals you ask to 
provide information about themselves 
which will go into a isystem of records. 
Do this regardless of how you collect or 
record the answers. Vbii inay read the. 
statement or display a sign in area 
where people are often asked for the 
same type of information. However, a 
printed copy. must be given out if the 
subject asks for one ' A PAS is not 
required if the information will not go 
into a system of records or if it will go 
into a SAF exempted criminal, 
investigative system, , A PAS-must show: 

(a) The citation and titleidf the law or 
Executive Order that authorizes the 
program the system supports and the Air 
Force dr. lower level standard r 
publications which covers the system; 
AH systems of records must be governed 
by a standard publication. . * 
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(b) The principal purposes for the 
system. The reasons why the Air Force 
needs the information. 

(c) The routine uses of the . 
information. What disclosures, if any,, 
will made outside of DOD. 

(dj Whether furnishing the 
information is mandatory or voluntary. 
An answer is mandatory only if the 
information is essential to an Air Force 
mission, and if failure to answer could 
make the person liable to some specific 
penalty. ' > 

(e) What will happen to an individual 
who does not respond. PASs are not to 
be signed and the language in them must 
be nonthreatening. These statements 
may be printed in simple paragraph 
form without separation of the five 
parts. ■ 

Subpart C— Maintaining Systems of 
Records 

§806b.6 Air Force standards. 

Records on individuals must be as 
accurate, relevant, timely, and complete, 
as is reasonably necessary to make fair 
and informed decisions about them. 
Systems of records must.be: 

(a) Authorized by law br Executive 
Order. ' 

(b) Controlled by an Air Force or 
lower echelon directive. 

(c) Needed to carry out an Air Force 
mission or function. • ' 

(d) Described in a notice published in 
the Federal Register. 

§806b.7 Personal notes. 

Personal notes which are maintained 
on individuals as memory aids in the . 
performance of supervisory or other 
official functions are not subject to the 
notice, access, or amendmentprovisions 
of the Privacy Act if both of the 
following conditions are met. 

(a] The notes remain under the control 
of the originator and are never made 
available to any other person in the 
course of official business. 

(b) The notes are not required by any 
Air Force directive, and they may be 
retained or disposed of as the originator 
sees fit. 

Subpart Providing Information 

§ BOSb.S Access by subjects of records. 

Individuals may ask if the Air Force 
has any records oh them. The Privacy 
Act gives rights of access and 
amendment for records in a system of 
records. 

(a) Privacy Act requests. To be 
considered under the Privacy Act, a 
request must: - 

[1) Come from the subject of a record 
in a system of records, or from a 



designated agent or guardian. The 
subject must be a U.S. citizen or 
permanent resident alien. 

(2) Cite the Privacy Act or at least 
show an awareness of the law and its 
requirement to provide an individual 
access to his or her records. For 
example it could be addressed to the 
Privacy Act officer or the system 
manager or cite the Privacy Act. 

(3) Reasonably describe the records 
sought. The request does not have to 
name the system, but it should be fairly 
specific. Do riot accept blanket requests 
for "all records about me.** Instead, refer 
the individual to AFP 12-36 or the 
Federal Register and ask the requester 
to identify at least the types of records 
sought. 

Note: Privacy Act requests are personal 
and not official business. Requests received 
on official letterhead, except for those from 
an area defense counsel, should be returned. ^ 
No one may be penalized or harrassed for 
exercising their rights under the Privacy Act. 
The Air Force will provide all reasonable aid 
to individuals exercising their right's. 

(4) Requests which do not cite or refer 
to the Privacy Act, or are for information' 
which is not in a system of records, are 
not processed under this part. 

(b) FOIA requests. Request made 
under the FOIA or part 806 of this 
chapter are processed as FOIA requests. 
Privacy Act exemptions must not be , 
used to deny records under the FOIA. 
FOIA exemptions cannot be used to 
deny anyone any record which would be 
available under the Privacy Act. No 
person will be denied access to a record 
for failure to cite the proper act. FOIA 
requests must not be listed on the 
annual Privacy Act report. 

(c) Privacy Act requests for 
investigative records. Requests for 
investigative records subject to the (j)(2) 
general exemption will be processed 
under both acts. Tell the individual in 
writing what records are exempt under 
the Privacy Act and that you are ' 
providing records, if any, which would 
be available under the FOIA. Clearly 
explain the reasons for this action in 
your reply. 

(d) Access requests that cite both the 
Privacy Act and the. FOIA. Use the act 
that gives the most information. This 
may mean processing part of the request 
under one act and part under another. 
Explain in your reply which act you are 
using in each case and why. 

(e) Functional requests. Other 
directive s.give individuals access to 
records. If a person asks for his or her 
records and does not cite, or reasonably 
imply, the Privacy Act or the FOIA, and 
another directive authorizes the release 
of the records, use that directive as the 



releasing authority. Apply the fee 
schedule in part 813 of this chapter. 

(f) Processing access requests — (1) 
Verifying identity. Local system 
managers must verify, the identity of all 
requests unless the record sought is 
available to anyone iinder the FOIA., 
Individuals do not have to state a 
reason for the request, nor can the 
request be denied if that person .does not 
give his or her SSN, unless disclosure of . 
the SSN is required by Federal Statute 
or by a regulation adopted before 
January 1, 1975. 

(2) Notifying the requester. Once the 
requester's identity is verified: 

(i) Tell the individual if there is a 
record in a system of records about him 
or her, and when and where it may be 
reviewed. If possible, this should be 
done within 10 workdays from the date 
the request was received. 

(ii) Let the subject see the record, or 
obtain one copy, unless the system is 
exempt and Usted in § 806b.l3. Usually 
this should be done within 30 workdays 
from the date the request was received. 

(A) If the requester wants to bring 
another person, the local system 
manager may ask for written consent for 
the other individual to be present during 
any review of the record. 

(B) Do not create a new record simply 
to fulfill a request. The record must exist 
at the time of the request However, do 
not deny a record just because it is not 
readily available in a convenient form. 
Information on magnetic or computer 
tape should be given in a format the 
requester can understand. 

(iii) If you cannot answer the request 
in 10 workdays, tell the requester why in 
a letter and give an approximate 
completion date. That date should be no 
more than 20 workdays after the first 
Air Force office received the request. 
Send a copy of this letter to HQ USAF/ 
DAQD through Privacy Act channels. 

(3) Fees. When providing copies of 
records under the Privacy Act, charge 
only for the direct cost for reproduction. 

(i) . Use the following fee schedule: 

Office copy (per page), 10 cents. . 
Microform media [paper copy) (per iniage), 25 
cents. ; . ^ 
Microfiche (per fiche), 95 cents. 

(ii) Do not charge fees for: 

(A) Searching records. 

(B) Reproducing a document for the 
convenience of the Air Force. 

(C) Reproducing a record only in order 
to let a requester review it. If he or she 
wants a personal copy, use the fees in 
paragraph (f)(3)(i) of this section. 

(iii) Waive the fee, if the total amount 
is less than $30. Do not waive the fee 
when a previous waiver has been' 
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granted and subsequent requests appear 
to be an extension or duplication of the 
original request. 

(iv) Locally determine fees for 
reproducing photographs or nonpaper 
material other than microform. 

(4) Denying access. If the record 
should not be rele'ased, the local system 
manager sends a copy of the request, a 
copy of the record (or records), and the 
reasons for recommending denial 
(including the exemption being applied) 
to the denial authority through the local 
Privacy Act officer and the MAJCOM or 
SOA Privacy Act officer. Staff Judge 
Advocate (SJA) coordination is required. 
This should be done within 5 workdays 
from the date the request was received. 

(i) Record evaluation, A record may 
not be withheld just because it is in an 
exempt system. Before recommending 
denial, the local system manager must 
determine that: 

(A) The system is covered by an 
exemption approved by SAF and listed 
in § 806b.l3. 

(B) Each document is covered by the 
exemption, because all parts of a system 
are not automatically exempt. 

(C) No nonexempt parts can be 
reasonably segregated. 

(ii) Medical records. If a practitioner 
believes that access to a medical record 
by the subject could harm that person's 
mental or physical health, ask the 
requester to name a practitioner to 
receive the record. If this requirement 
poses a hardship on the individual, offer 
the service of a military practitioner 
other than the one who provided 
treatment. If the individual refuses to 
name a recipient, the record will not be 
released. This is not a denial under the 
Privacy Act and is not appealable. 

(iii) Third party information. Third 
party information may not be deleted 
from a record when the subject requests 
access to the record unless there is an 
established exemption published in 

§ 806b.l3. This is because all 
information in a file must be presumed 
to pertain to the subject of the file. 
However, personal data such as SSNs 
and home addresses of third parties 
usually do not pertain to the subject of 
the record and, therefore, need not be 
released. This is not a denial under the 
Privacy Act and cannot be appealed. 

(iv) Information compiled for 
litigation. Records in a system compiled 
in connection with a civil action or other 
proceeding may be withheld. This 
includes any action where judicial or 
administrative adjudicatory proceedings 
may reasonably be anticipated. 
Attorney work products prepared in 
support of siich proceedings are not 
usually, released under the Privacy Act 



at any point before, during, or after 
termination of the action or proceeding. 

.[v) Denial authority action. (A) The 
MAJCOM or SOA Privacy Act officer 
reviews the proposed denial, asks for 
written advice from the servicing SJA 
and the office responsible for the 
program under which the record was 
created, and makes a recommendation 
to the denial authority. 

(B) The denial authority sends the 
requester a letter stating whether or not 
access will be granted. If. the denial 
authority decides to grant access, he or 
she instructs the local system manager 
to release the record. If the denial 
authority denies access, he or she must 
tell the requester why, and that the 
decision may be appealed to SAF not 
later than 60 calendar days after receipt 
of the denial letter. Tell the requester to 
resubmit the original request and send 
any supporting material to the denial 
authority for forwarding to HQ USAF/ 
DAQD for processing. The requester 
should be cautioned that failure to 
follow this procedure may delay the 
appeal. 

(g) Amendment requests. Individuals 
may ask the Air Force to amend records 
about them that are in a system of 
records. The request must seek to 
change, delete, or add material to make 
a record accurate, timely, relevant, or 
complete. Requests for amendment of a 
record that is subjective, or involves a 
matter of opinion or interpretation will 
not be processed under this part. Return 
such a request and tell the individual to 
submit it either to the Air Force Board 
for the Correction of Military Records 
according to part 865, subpart A of this 
chapter, to follow grievance procedures 
in AFR 40-771. Coordinate these returns 
with the director of personnel. Record 
correction requests which have been 
denied by the Air Force Board for the 
Correction of Military Records, acting 
for the Secretary of the Air Force, are 
not subject to further consideration 
under this part. 

(1) Requests for minor corrections 
may be made orally. All others must be 
written. 

(2) Local system managers routinely 
correct any record if the requester can 
show it is factually wrong. After 
verifying identity, the local system 
manager makes the change, notifies all 
known recipients of the record, and 
informs the individual when the 
correction is made. 

(3) If the local system manager 
decides not to amend or partially amend 
the record, he or she sends a copy of the 
request, a copy qf the record (or 
records), and the reasons for this action 
to the denial authority through the base 
and the MAJCOM or SOA Privacy Act 



officers. SJA coordination is required. 
This must be done within 5 workdays 
from receipt of the request. 

(i) The MAJCOM or SOA Privacy Act 
officer reviews the proposed denial, 
asks for written advice from the 
servicing SJA and the office responsible 
for the program under which the record 
was created and makes 
recommendation to the denial authority. 

(ii) The denial authority sends the ' 
requester a letter stating whether or not 
the amendment or partial amendment 
will be granted. If the denial authority 
decides to amend or partially amend the 
record, he or she tells the local system 
manager to amend the record and notify 
all subsequent recipients of the change. 
If the denial authority denies the 
amendment request, he or she must tell 
the requester why, and that the decision 
may be appealed to SAF not later. than 
60 calendar days after receipt of the 
denial letter. T^ie requester is told to 
resubmit the original request and to 
send any supporting material to the 
denial authority for forwarding to HQ 
USAF/DAQD for processing. The 
requester should be cautioned that 
failure to follow this procedure rnay 
delay the appeal. 

(h) Appeals of denials to grant access 
or to amend records — (1) Request for 
Secretarial review. An individual may 
request a review of the denial by writing 
to SAF not later than 60 calendar days 
after the denial is received. The request 
should be addressed to SAF/AA, and 
sent back to the denial authority for 
forwarding to HQ USAF/DAQD for 
processing. The denial authority sends a 
complete file arranged as follows: 

(i) The request for review. 

(ii) The original request for access or 
amendment. 

(iii) The original denial. 

(iv) A copy of the record or portions in 
question. 

(v) Any internal records or 
coordination actions that relate to the 
denial. 

(vi) Denial authority comments on the 
appellant's arguments. 

(vii) A legal review prepared by the 
SJA servicing the denial authority. 

(2) Responsibilities for Review, (i) HQ 
USAF/DAQD reviews the denial and 
makes a recommendation to the Office 
of the Vice Chief of Staff (HQ USAF/ 
CV). HQ USAF/JACM coordination is 
required. 

(ii) HQ USAF/Cy decides whether to 
direct the denial authority to grant 
access or to amend the record. If HQ 
USAF/CV decides to uphold a denial, 
this recommendation is passed to SAF/ 
AA through the Office of the General 
Counsel (SAF/GC) for final action.- 
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(iii) SAF/AA considers the . 
recommendation to uphold a denial, 
decides to grant or deny the appeal; and 
notifies both the individual and the 
denial authority of the decision. If SAF/ 
AA upholds a denial to amend a record, 
the individual must be told of his or her 
right to send a statement of. 
disagreement to the system manager. 

{^) Requests for Secretarial review, • 
These reqiiests must be completed 
within 30 workdays after the date HQ 
USAF/DAQD received the appeal. 

Note: Appeals for denial of access to law 
enforcement records subject to the (j)(2] 
exemption are processed under this part and 
part 806 of this chapter since the original 
action should have been taken under bo^th, 

(i) Statements of disagreement If ah 
individual submits a statement of 
disagreement with a SAF/AA decision 
not to amend his or her record, the local 
system manager: ' ! 

(1) Flags the record so that the 
disagreement may be seen by anyone! 
who discloses or gains access to the 
record. ' 

(2) Files the statement with the record. 
If this is not possible, the local system 
manager maintains it to allow ready 
retrieval when the disputed portion of * ' 
the record is used. 

(3) Tells previous recipients that the 
record has been disputed and, if they 
can be identified, gives them a copy of 
the statement. ' . . ' 

(4) Lets subsequent users know that 
the record is disputed and gives them a 
copy of the statemelt along with the 
record. The system manager may 
include a" brief sunrniary of the reasons 
for not amending the record. Summaries 
are limited to the rieasons SAF/AA gaye 
to the individual. The summary is 
treated as a part of the individuaPs 
record, but is not subject to the 
amendment proceHures. - ' • 

§806b.9 Disclosures to .third parties'and 
organizations..' 

The fact that the Air Force tells an • 
individual why the information is 
collected and how it will be used does 
not imply consent for release. When' 
deciding to release information as 
authorized in paragraphs (a) through (c) 
of this section, first consider the 
consequences of that disclosure. Before 
releasing any information, make a 
reasonable effort to ensure that it is 
accurate. 

(a) With consent. of the subject. YoM 
may disclose information from a system 
of records if the subject of the record 
asks you to do so or has given prior 
written consent. Make sure that no law. 
or directive prohibits release. See AFR 
11-24 on release of individual home 



telephone numbers and home addresses 
from unit locators. 

(b) Without consent of the subject. An 
individual's records may be disclosed 
without his or her consent' to: 

(1) DQD officials and employeies who 
need the record to perform! their duties 
when the use is compatible with the 
purpose for which the recofd is 
maintained. 

(2) The public, as required by the > 
FOIA. See part 806 of this chapter. 

(i) Some examples of information that 
may normally be released for individuai 
military personnel without an 
unwarranted invasion of privacy are: 
Name; grade; marital status; number, and 
sex of dependents; date of rank; gross 
pay (base pay and entitlements); present 
and past duty assignments dnd futuire ' 
assignments that are firm (except ' • 
overseias); office and iiriit address and 
phone number; source of coinmissiori; 
professional miltiary education, civilian 
educational degrees and major areas of / 
study, school, and year of graduation;' 
promotion sequence number; awards 
and decorations; duty status at any 
given time; official photograph without 
the identification frame; and home of 
record, without street address. Lists of 
names, home and duty addresses, and ^ 
telephone numbers of military members 
must not be provided in any form for 
solicitation regardless of the inteiit of 
the sQlicitatiori unless otherwise . 
provided for by law or this part. See 
Federal Personnel Manual Supplement 
990-1, part 294, on release of civilian 
personnel information. 

(ii) A balancing test may be used to 
decide whether disclosure would be a 
clearly unwarranted invasion of 
individual privacy. Weigh the right of 
the subject to a reasonable expectation 
of privacy versus the public right to 
know. Consider the nature of the 
information to .be disclosed, Do . ; 
individuals usually expect this 
information to be kept priyate? Are the 
identities: of the subject and the 
recipient already in the public eye? 
What is likely to happen to the 
individual as a result of the disclosure? 
How old is the information; is it- still 
relevant? To what degree is the ' 
information already iii the public 
domain? , , • : 

(iii) Information may be relieased if the 
balancing test described above weighs 
in favor of disclosure. For example, . 
home addresses may be disclosed to a 
requester who wants to .enfdrce a court 
order for alimony or child support: 
payments, or to local and state tax, 
authorities to enforce tax laws. ' . - 

(iv) Individuals must be allowed to . 
decide if they wish their home addresses 



and phone numbers included in base ' 
directories! ' 

(3) Agencies outside DOD for a 
routine use that has been Hsted in the 
notice describing the system of records 
published in the Federal Register, the 
routine use must be compatible with the 
purpose for which the' information was 
collected. ' 

(4) The Bureau of the Census to plan • 
or carry out a census or survey under • 
Title 13, U.S.C. 

(5) A recipient for statistical research 
or reporting. The recipient must give . : 
advance written aissurance that the ' ' 
record will be used solely as a statistical, 
research or reporting record. The record 
must not be used, in whole or part, to 
make any decisions about the [\\ , 
individual's rights, benefits, or / ' 
entitlements. It must be sent in a form in 
which the identity of the individual' ' 
cannot be found out through usual ' 
research methods. 

(6) The National Archives of the 
United States as a record with enough . 
value to warrant permanent retention, or 
for evaluation by the Archivist of the ^ 
United States to see if the record has 
such valiie. However, records sent to 
Federal Archives and Records Centers 
for storage stay under Air Force control. 
These transfers are not disclosures 
under this section and dp not need oti 
accounting. 

(7) A Federal, state, or local agency 
outside DOD for a civil or criminal law , 
enforcement activity authorized by law, 
The head of the jagency or a designee 
must send a written requeist to the 
system'^manager. The request must , 
specify the record or part needed and ; . 
the law enforcement purpose for which 
it is wanted. A record may also be 
disclosed to a law enforcement agency if 
a criniinal violation is suspected. This . 
disclosure is a routine use for all Air 
Force systems of records and has been 
published in the. Federal Register. ' . 

(8) Another individual pr agency, 
under compelUng circumstances that 
affect the health or safety of an . 
individual. The individual whose 
records are disclosed dpes not have to. 
be the one in danger. For example, 
records on several individuals could be 
disclosed to identify individuals injured 
in an accident. When an individual 
record is disclosed in this way, the ' 
subject must be sent a notification of 
disclosure to the last known address. 

(9) Either House' of Congress (a 
congressional committee .pr 
subcommittee) for matters within their 
jurisdictions. - 

(10) A congressional office acting for a 
constituent' who is the record- subject. ■ - 
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This disclosure is authorized by a 
published blanket routine use. 

(11) The Comptroller General or any 
authorized representatives on business 
of the General Accounting Office. 

(12) A court of competent jurisdiction 
that has ordered the disclosure of the 
record. When a record is disclosed, 
reasonable efforts must be made to 
notify the individual to whom the record 
pertains, if the legal process is a matter 
of pubHc record. 

(13) A consumer credit agency 
according to the Debt Collection Act. 
This provision applies to the Air Force 
Accounting and Finance Center only. 

(14) A contractor who is operating a 
system of records under a contract to 
perform an Air Force function. In this 
case, the contractor is considered an 
employee of the Air Force for Privacy 
Act purposes, and the system of records 
is considered an Air Force system. 
Disclosure of records to the contractor 
does not need the subject's consent nor 
does it require an accounting. Records 
maintained by the contractor for the 
management of contractor employees 
are not subject to the Privacy Act. 

(c) Medical records of minors. The 
medical records of minors may be 
disclosed to the parents or legal 
guardians of the minor. However, the 
following conditions apply: 

(1) The law of the state in which the 
records are located may protect certain 
types of medical records that deal with 
drug or alcohol abuse treatment, 
abortion, and birth control advice or 
devices. Such laws must be observed. 
Medical records custodians in the 
United States must be knowledgeable of 
local laws and coordinate any proposed 
local policies with their servicing SJA. 

(2) Parents or guardians are not 
allowed to see the medical records of a 
minor when all four of the following 
conditions apply: 

(i) The minor was between 15 and 17 
years of age at the time he. or she sought 
or consented to the treatnient. 

(ii) The treatment was sought in a 
program authorized by regulations or 
law to offer confidentiality of treatment 
records as a part of the program. 

(iii) The minor specifically requested 
or indicated that he or she wished his or 
her treatment record to be handled with 
confidence and not released to a parent 
or guardian. 

(iv) The parent or guardian seeking 
access does not have the written 
authorization of the minor or a yalid 
court order for access. 



Subpart E— Privacy Act Exemptions 

§ 806b. 10 Use of Exemptions. 

SAF can exempt systems of records 
from parts of the Privacy Act. The two 
kinds of exemption are: General and 
specific. The general exemption frees 
systems from most parts of the Privacy 
Act; the specific from only a few parts. 

§ 806b.11 General Exemptions. 

(a) SAF has approved a general 
exemption for investigative systems 
used by activities whose principal 
function is criminal law enforcement. 
These include the SJA, and investigative 
and correctional activities. All records 
in such a system come under the 
exemption which will be observed and 
cannot be waived. This exemption is in 
subparagraph (j)(2) of the Privacy Act. It 
only applies to systems used to: 

(1) Identify criminals and alleged 
criminals, with identity; arrests; type 
and disposition of charges; sentences, 
confinement and release records; and 
parole and probation status. 

(2) Support criminal investigations 
(including efforts to prevent, reduce, or 
control crime) and reports of informants 
and investigators that identify an 
individual. 

(3) Reports on an individual, compiled 
at any stage of the law enforcement 
process. 

(b) The Air Force observes only 
subsections (b); (c)(1) and (2); (e)(4)(A) 
through (F); (e)(6). (7), (9), (10), and (11); 
and (i) of the Privacy Act. 

§ 806b. 12 Specif ic exemptions. 

(a) SAF has approved specific 
exemptions for all classified and a few 
other systems. These exemptions must 
be observed and cannot be waived. The 
Privacy Act citation appears in 
parentheses after each type below. ^ 

(1) Classified information in any 
system of records. Before denying 
access, make sure that the record is ■ 
currently and properly classified and 
cannot be declassified ((k)(l)). . 

(2) Law enforcement records (other 
than those covered by the general 
exemption). However, the Air Force 
must allow access to any record which 
was used to deny someone a right, 
privilege or benefit, unless doing so 
would reveal a confidential source 
((k)(2)). 

(3) Statistical records required by law. 
The data must be used only as statistics 
and not to make decisions on the rights,, 
benefits, or entitlements of individuals 
((k)(4)). 

(4) Data to determine suitability, 
eligibility, or qualifications for Federal 
service or contracts, or access to 
classified information. The Air Force 



can withhold this if access would reveal 
a confidential source ((k)(5)). 

(5) Qualification tests for appointment 
or promotion in the federal service. The 
Air Force may withhold these if access 
would compromise the objectivity of the 
tests ((k)(6)). 

(6) Information to determine 
promotability in the Armed Forces. The 
Air Force may withhold this if access 
would reveal a confidential source 
((k)(7)). 

(b) A specific exemption may free a 
system from any of the following parts 
of the Privacy Act: Subsections (c)(3); 
(d); (e)(1); (e)(4) (G). (H), and (I); and (f). 

§ 806b. 13: General and specific 
exemptions. 

(a) General exemption. The following 
systems of records are exempt under 5 
U.S.C. 552a(j)(2): 

(1) Counter Intelligence Operations 
and Collection Records, F124 AF A. 

(2) Criminal Records, F124 AF C. 

(3) Security Police Automated System 
(SPAS), F125 AF SP E. 

(4) Investigative Support Records, 
F124AFD. 

(5) System identification and name — 
F125 AF A, Correction and 
Rehabilitation Records. 

Exemption — Portions of this system 
that fall within 5 U.S.C.552a(j)(2) are 
exempt from the following provisions of 
5 U.S.C. 552a, Sections (c)(3) and (c)(4); 

(d) (1) through (d)(5); (e)(2) and (e)(3): 

(e) (4)(G) and (e)(4)(H), (e)(5): (f)(1) 
through (f)(5); (g)(1) through (g)(5); and 
(h) of the Act. 

Authority— 5 U.S.C. 552a(j)(2). 

Reason — The general exemption will 
protect ongoing investigations and 
protect from access criminal 
investigation information contained in 
this system so as not to jeopardize any 
subsequent judicial or administrative 
process taken as a result of information 
contained in the files. 

(b) Specific exemptions. The following 
systems of records are subject to the 
specific exemptions shown: 

(1) Classified records, 

(i) Exemption. All records in any 
systems of records that are properly 
classified according to Executive Orders 
11652, 12065 or 12356, are exempt from 5 
U.S.C. 552a(c)(3); (d); (e)(4)(G), (H), and 

(1) ; and (f), regardless of whether the 
entire system is otherwise exempt or 
not. 

(ii) Authority, 5 U.S.C. 552a(k)(l). 

(2) Admissions and Registrar Records 
(F053AFAC). 

(i) Exemption, Parts of this system of 
records (Liaison Officer Evaluation and 
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Selection Panel Candidate Evaiuation^ ' 
are exempt from 5 U.S.C. 52a(d), 
(e)(4)(H), and (f), but only to the extent 
that disclosure would reveal the identity 
of a confidential source. 

[ii] Authority, 5 U.S.C. 552a(k)(5). 

(iii) Reasons. To ensure the frankness 
of information used to determine 
whether cadets are qualified for 
graduation and commissioning as 
officers in the Air Force. 

(3) Air Force Personnel Test 851, Test 
Answer Cards (F035 MPC R). 

(i) Exemption. This system is exempt 
from 5 U.S.C. 552a{c)(3); (d); (e)(4) (G), 
(H), and (I); and (f). 

[n) Authority, 5 U.S.C. 552a(k)(6). 

(iii) Reasons. To protect the 
objectivity of the promotion testing 
system by keeping the test questions 
and answers in confidence. 

(4) Cadet Personnel Management 
System (F035 AFA A ). 

(i) Exemption, Parts of this system are 
exempt from 5 U.S.C. 552a(d), (e)(4)(H), 
and (f), but only insofar as disclosure 
would reveal the identity of a 
confidential source. 

(ii) Authority. 5 U.S.C. 552a(k)(7). 

(iii) Reasons. To maintain the candor 
and integrity of comments needed to 
evaluate an Air Force Academy cadet 
for commissioning in the Air Force. 

(5) Cadet Records (F045 A TC C), 

[\] Exemption. Portions of this system 
(Detachment Professional Officer 
Course (POC) Selection Rating Sheets; 
Air Force Reserve Officer Training 
Corps (AFROTC) Form (K24~ 
Disenrollment Review; Memoranda for 
Record and Staff Papers with Staff 
Advice, Opinions, or Suggestions) are 
exempt from 5 U.S.C. 552a(c)(3); (d); 
(e)(4) (G) and (H). and (f), but only to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Authority. 5 U.S.C. 552a(k)(5). 

(iii) Reasons. To protect the identity of 
a confidential source who furnishes ' 
information necessary to make 
determinations about the quaUfications, 
eligibility, and suitability of cadets for 
graduation and commissioning in the Air 
Force. 

(6) Family Advocacy Program Record 
(F168AFSGB). : . 

(i) Exemption. Parts of this system are 
exempt from 5 U.S.C. 552a(c)(3) and (d), 
but only to the extent that disclosure 
would reveal the identity of a 
confidential source. 

(ii) Authority, 5 U.S.C. 552a(k) (2) and 
(5). 

(iii) Reasons, To encourage those who 
know of exceptional medical or 



educational conditions or family 
maltreatments to come forward by 
protecting their identities, and the 
integrity of ongoing and civil law 
investigations of criminal and civil law 
violations. Giving subjects access to 
their files could result in them 
concealing, altering, or fabricating 
evidence could hamper the 
identification of offenders and alleged 
offenders; and could jeopardize the 
safety and well-being of the family. 

(7) System identification and name — 
F035 AF MP A, Effectiveness/ 
Performance Reporting System. 

(i) Exemptions — Brigadier General 
Selectee Effectiveness Reports and 
Colonel and Lieutenant Colonel 
Promotion Recommendations with close 
out dates on or before January 31, 1991, 
may be exempt from subsections of 5 
U.S.C. 552a(c)(3); (d); (e)(4)(H); and (f). 

(ii) Authority— h U.S.C. 552a(k)(7). 

(iii) /?ea50/7s— Subsection (c)(3) 
because making the disclosure 
accounting available to the individual 
may compromise express promises of 
confidentiality by revealing details 
about the report and identify other 
record spurces, which may result in v . 
circumvention of the access exemption. 

Subsection (d) because individual 
disclosure compromises express 
promises of confidentiality conferred to 
protect the integrity of the promotion 
rating system. 

Subsection (eJ(4)(H) because of and to 
the extent that portions of this record 
system are exempt from the individual 
access provisions of subsection (d). 

Subsection (f) because of and to the 
extent that portions of this record 
system are exempt from the individual 
access provisions of subsection (d). 

(8) Equal Opportunity in Off Base- 
Housing (F030 AF LEA), 

(i) Exemption. This.system is exempt . 
from 5 U.S.C. 552a(c)(3); (d); (e)(4) (G), 
(H), and (I); and (f). 

(ii) Authority. 5 U.S.C. 552a(k)(2). 

(iii) Reasons. To enforce civil laws, 
court orders, and the activities of the 
Departments of Housing and Urban 
Development and Justice.. 

(9) Files on General Officers and 
Colonels Assigned to General Officer 
Positions (F035 MP A). 

(i) Exemption. This system is exempt 
from 5 U.S.C, 552a(c)(3); (d); (e)(4) (G), 
(H), and (I); and (f), but only to. the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Authority 5 U.S.C. 552a(k)(7).. 

(iii) Reasons. To protect the integrity 
of information used in the Reserve* * 
Initial Brigadier General Screening 



Board, the release of which would 
compromise the selection process. 

(10) System identification and name — 
F035 AF MP P. General Officer 
Personnel Data System. 

(i) Exemption — Air Force General 
Officer Promotion and Effectiveness 
Reports with close out dates on or 
before January 31, 1991, may be exempt 
from subsections of 5 U.S.C. 552a(c)(3); 
(d); (e)(4)(H); and (f). 

(11) Authority— h U.S.C. 552a(k)(7). 
(iii) Reason — Subsection (c)(3) 

because making the disclosure 
accounting available to the individual 
may compromise express promises of 
confidentiality by revealing details 
about the report and identify other 
record sources, which may result in 
circumvention of the access exemption. 

Subsection (d) because individual 
disclosure compromises express 
promises of confidentiality conferred to 
protect the integrity of the promotion 
rating system. 

Subsection (e)(4)(H) because of and to 
the extent that portions of this record 
system are exempt from the individual 
access provisions of subsection (d). 

Subsection (f), because of and to the 
extent that portions of this record 
system are exempt from the individual 
access provisions of subsection (d). 

(11) Historical Airman Promotion ' 
Master Test File (F035 MPC L). 

[{) Exemption. This system is exempt 
from 5 U.S.C. 552a(c)(3); (d); (e)(4) (G), ' 
(H), and (I); and (f). 

(ii) Authority. 5 U.S.C. 552a(k)(6). 

(iii) Reasons. To protect the integrity, 
objectivity, and equity of the promotion 
testing system by keeping test questions 
and answers in confidence. 

(12) Inspector General- Records (F120AF 
IGB). 

(i) Exemption. This system is exempt 
from 5 U.S.C, 552a(c)(3); (d); (e)(4) (G), 
(H), and (I); and (f). However, if a person 
is denied any right, privilege, or benefit, 
he or she would otherwise be entitled to 
as a result of keeping this material, it 
must be released, unless doing so would 
reveal the identity of a confidential 
source. 

(ii) Authority. 5 U.S.C. 552a(k)(2). 

(iii) Reasons. Granting individuals 
access to information collected while an 
Inspector General inquiry is in progress 
could interfere with the just, thorough, 
and timely resolution of the complaint or 
inquiry and could possibly enable 
individuals to conceal wrong doing or 
mislead the inquiring^officer. Disclosure 
might also subject sources, witnesses, 
and their families to harassment or 
intimidation. 
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(13) Investigative Applicant Processing 
Records (F124 AFOSI B), 

(i) Exemption. This system is exempt 
from 5 U.S.C. 552a(c)(3); (d); {e)(4) (G), 
(H). and (I); and (f), but only to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Authority. 5 U.S.C 552a(k)(5). 

(iii) Reasons. To protect those who 
gave information in confidence during 
Air Force Office of Special 
Investigations (AFOSI) applicant 
inquiries. Fear of harassment could 
cause sources not to make frank and 
open responses about applicant 
qualifications. This could compromise 
the integrity of the AFOSI personnel 
program that relies on selecting only 
quahfied people. 

(14) Master Cadet Personnel Record 
(Active/Historical) (F035AFB BJ. 

(i) Exemptions. Parts of these systems 
are exempt from 5 U.S.C. 552a(d), 
(e)(4)(H), and (f), but only to the extent 
that they would reveal the identity of a 
confidential source. 

(ii) Authority. 5 U.S.C. 552a(k)(7). 

(iii) Reasons. To maintain the candor 
and integrity of comments needed to 
evaluate a cadet for commissioning in 
the Air Force. 

(15) Sensitive Compartmented 
Information Personnel Records (F205 
APIS A). 

(i) Exemption. This system is exempt 
from 5 U.S.C. 552a(a)(3); (d); (e)(4) (G), 
(H), and (I); and (f), but only to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Authority. 5 U.S.C. 552a(k)(2) and 
(k)(5). 



[m] Reasons. To protect the identity of 
sources to whom proper promises of 
confidentiality have been made during 
investigations. Without these promises, 
sources will often be unwilling to 
provide information essential in 
adjudicating access in a fair and 
impartial manner. 

(16) Security and Related Investigative 
Records (F124 AFB). 

(i) Exemption. This system is exempt 
from 5 U.S.C. 552a(c)(3); (d); (e)(4) (G), 
(H), and (I); and (f), but only to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Authority. 5 U.S.C. 552a(k)(5). 

(iii) Reasons. To protect the identity of 
those who give information in 
confidence for personnel security and 
related investigations. Fear of 
harassment could cause sources to 
refuse to give this information in the 
frank and open way needed to pinpoint 
those areas in an investigation that 
should be expanded to resolve charges 
of questionable conduct. 

(17) Special Security Case Files (F205 
AFSCOA). 

(i) Exemption. This system is exempt 
from 5 U.S.C. 552a(c)(3); (d), (e)(4) (G). 
(H), and (I); and (f), but only to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Authority. 5 U.S.C. 552a(k)(5). 

(iii) Reasons. To protect the identity of 
those who give information in 
confidence for personnel security and 
related investigations. Fear of 
harassment could cause sources to 
refuse to give this information in the 
frank and open way needed to pinpoint 
those areas in an investigation that 



should be expanded to resolve charges 
of questionable conduct. 

(18) Special Security Files (F205 AF SP 
A). 

(i) Exemption. This system is exempt 
from 5 U.S.C. 552a(c)(3); (d); (e)(4) (G), 
(H), and (I); and (f), but only to the 
extent that disclosure would reveal the 
identity of a confidential source. 

[\\] Authority. 5 U.S.C. 552a(k)(5). 

(ii) Reasons. To protect the identity of 
those who give information in 
confidence for personnel security and 
related investigations. Fear of 
harassment could cause them to refuse 
to give this information in the frank and 
open way needed to pinpoint areas in an 
investigation that should be expanded to 
resolve charges of questionable conduct. 

(19) Applications for Appointment and 
Extended Active Duty Files (F035 AF 
MPR). 

(i) Exemption. Parts of this system of 
records are exempt from 5 U.S.C. 
552a(d), but only to the extent that 
disclosure would reveal the identity of a 
confidential source. 

(iiMw/A<?riYy.5 U.S.C. 552a(k)(5). 

(\\\]Reasons. To protect the identity of 
confidential sources who furnish 
information necessary to make 
determinations about the qualifications, 
eligibility, and suitability of health care 
professionals who apply for Reserve of 
the Air Force appointment or 
interservice transfer to the Air Force. 

[51 FR 20277. June 4, ,986, as amended at 54 
PR 13521, Apr. 4, 1989; corrected at 54 FR 
14957, Apr. 14, 1989; 55 FR 31384, Aug. 2, 1990; 
55 FR 42370, Oct. 19, 1990; 56 FR 20277. Jun. 4, 
1991; 56 FR 42939, Aug. 30. 1991; 56 FR 60923, 
Nov. 29, 1991] 



